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Abstract—The future will involve millions of networked sensors unprecedented scale, has decoupled the data consumerand th
whose sole purpose is to gather data about various phenomenadata producer. This, its benefits notwithstanding, wiliddiuce
so that it can be used in making informed decisions. However, dan information gap about the capabilities of sensors (e.g.,

each measurement performed by a sensor has an associate . lifeti ¢ dl f the imolicit trust esated
uncertainty in its value, which if not accounted for properly, precision, lifetime etc.) and loss of the implicit trust asiste

could potentially derail the decision process. Computing ad ~With small-scale deployments. In small-scale networks, th
embedding the associated uncertainties with data are thefere data consumer usually undertakes the deployments and also
crucial to providing reliable information for sensor-based appli-  has information about the environment of deployment and the
cations. In this paper, we present a novel unified framework  .parqacteristics of every sensor. This can be used to check th
for computing uncertainty based on accuracy and trust. We . - . -

present algorithms for computing accuracy and trustworthiness data n real time or 0ff||ne_ bgfore_a deC|S|qn based on _the
and also propose an approach for propagating uncertaintiesWe data is made. HOWeVer, this is neither feasible nor efficient
evaluate our approach functionally by applying it to data s¢s in large-scale sensor networks such as those of smart.cities
collected from past deployments and demonstrate its benegitfor Hence, unless metrics pertaining to the precision, acgurac

in-network processing as well as fault detection. and trustworthiness of data are produced at the time of

Index Terms—Accuracy, sensing uncertainty, trust. measurement and gathered with the data, they may never be
available later on thereby rendering the data incompleteeS
|. INTRODUCTION communication is costly in sensor networks, integratirgsth

metrics into one metric that indicates uncertainty is usatu

SENSQRS have become essential elements of data-driveQ; give us the benefit without significant communication
real-life applications such as those of smart cities. Falerhead.

example, in a smart city [1], data is generated by many ar_‘dSensor and actuator networks may need to make real-

different types of sources such_as websites (includ_ir_wgad;oqime decisions autonomously based on the sensed data be-
networks), CCTV cameras, mobile phones, and specifically 4§ye the data reaches the base station and is checked for
:oloyled ?ensors etc. T dhese sourﬁgs prodl;]ce ddata W'tTd]“z';rergccuracy. A metric indicating the uncertainty of the datd wi
Vels ot accuracy an trustwort INESS. T € ata cou " facilitate these decisions. Consider a sensor-networistags

be procgssed n Qrder to _produce information that. can.be u%@&er distribution system. Monitoring drinking water gl

Lor mo?kmg re?fl_-Ume decisions (edg" roaddtrgfflc mfo(;mat to detect accidental or deliberate contamination is an mapb

ased on traffic cameras, crowd sensed data and weatiigh o \yater distribution systems [3]. Advances in sensor
sensors). The sheer volume of.data as well as thg distribu ices have enabled monitoring water quality parameters
nature of data sources make in-network processing SUCh@Rp g pH flow, turbidity, temperature and conductivitihat
on-the-fly summarisation, aggregation and fusion necgsear source or along the distribution system. Similarly, adesnc

handle the d_ata vqumg [2]_' However, |n—|_1etwork ProCesSIRG actuator devices have enabled the use of isolation valves
perfprmed without conglderlng the uncertainty assocmmlu_l that could be activated by contamination. Based on the data
the input data results in erroneous output thereby leadngl,m his monitoring, a water distribution network mightelet
Incorrect demsmns.. . , contamination and decide in real time to isolate contarethat
Although uncertainty in measurement caused by 'nte”?igments of the network. The correctness of this important
and external factors is not exclusive to sensor-based M@acision depends on the correctness (quality) of the daigtwh
surements, the effect is more pronounced for several refturn depends on the accuracy and trustworthiness of ttze da
sons. Sensors are less precise and more fault prone thgfhineq from the sensors. Data obtained from a trusted and
high precision and more durable but expensive measurigg, oy functioning sensor comes with some uncertaingy du

instruments. In addition, as they are embedded in the realy,q jnternal behaviour (limitations) of the sensor aslwel
world including underground, underwater and other har external factors. A measure of certainty taking theseetss

environments, the Impact of ex_ternal factors is more sigsy, consideration is therefore crucial for building applions
nificant. Also, the increasing ubiquity of large-scale SBNSihat make use of the data generated by sensors

networks, while enabling monitoring and event detectioarat The rest of the paper is organised as follows. In section II,
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Il. ERRORS INMEASUREMENT In our context, random errors affect the precision of sen-

Errors in measurement can be broadly classified into thrag' data. Precision refers to the variability of the value of

B . measured quantity when measured repeatedly [6]. Values
:\)/I/?s?zkes([li] I‘\Eg]n dom Errors, (2) Systematic Errors, and @mibiting high variability are said to be less precise than

those exhibiting low variability. Systematic errors andtakes

Rand affect both accuracy and trustworthiness of data. Thus, a
om

./ Error metric involving precision, accuracy and trust can captbhee
_ ° three types of errors. We refer to this metric as uncertainty
Value o N ° ISystematic since it characterises the dispersion of measured values du
True value Error to various types of errors in measurement. Accuracy reters t

the closeness of the value of a measured quantity to the true
value [6]. When the value is close to the true value, it is said
to be accurate. Trust refers to various notions depending on
1) Random Error: A random error is caused by unconihe field of applications [9]. Mui et al. [10] integrated vauis
trollable and small changes inside the measuring device @Cepts and relationships pertaining to trust and rejpatat
the environment in which the measuring device is placed.afd proposed a beta distribution based computation model.
is depicted by an irregular and unavoidable dispersion én tfiney define reputation as perception that an agent creates
value of the measured quantity, as shown in Fig. 1, abdiough p_ast_actmns aboqt its intentions and noyiausd trust
the true value [5], [6]. Given a measuring instrument ar@ @ Subjective expectation an agent has about anothers
a constant physical quantity (e.g., a temperature sensbr ;Murg behaviour based on thg history of the_lr encounters
the temperature of a room that is known to have a constdftthis paper, we use this notion of trust. It is also worth
temperature for a certain period of time), a repeated me¥Rting that the trust notion in this paper is pertaining toitia
surement of this physical quantity with the same measurig§nsors (nodes) only and not malicious ones. Fig. 2 depicts
instrument might result in different values scattered oaerthe relationship between precision, accuracy, the medsure
range. This variation of values is referred to as randomrerry@lue (,) and the true valuel(,) using normally distributed
The range of variation is narrow for a precise measurelerf’€asurement results.
as shown in Fig 2. Random errors pertaining to a measurement
of a physical quantity such as temperature can be quanti-
fied statistically by treating every measurement as a random v, My Iy, My
sample from a probability distribution. The distributiori o
measurement results for most physical quantities as wéfleas
distribution of the mean of repeated or multiple simultarseo /\
Accurate and precise Accurate and imprecise

Fig. 1: Measurement errors.

measurements of a single physical quantity are well desdrib
by the normal probability distribution [4].

2) Systematic Error:A systematic error refers to a non- " "
random shift in the value of the measured quantity from the My, T My T,
true value, as shown in Fig. 2. This type of error can be caused : |
by miscalibration and other various reasons unknown to the I T
measurer. A smaller systematic error results in a more ateur ! \ /l\\
measuremeRt Systematic errors from results of a single ' . ' . .

. : o . Inaccurate and precise Inaccurate and imprecise
measuring device cannot be quantified statistically. Harev
comparison of measurement results of the same quantity from
different measuring devices can be used in detecting and
guantifying systematic errors.

3) Mistakes:Mistakes (faults) are errors that are caused by
m_a_lfunctioning of the measuring deyice. Mista_lkes are very . PROPOSEDERAMEWORK
difficult to detect as well as quantify. Detecting faults in . L ) )
event detection applications, where novel data is eXpectedDetermlmng uncertainties associated W.Ith. measurement re
is especially difficult as both mistakes and interestingnéve sults as vv_eII as propagat]ng these _uncertamhes, |.e_._potmg
appear to be anomalous [8]. In a similar manner to systematﬁ'@ combined uncertainties associated with quantitiesatea

errors, comparison of measurements can be used to deF&EPP“te‘?' from measur_ement result_s, is a well established
faults practice in physical sciences involving measurements. We

argue that this is essential but lacking in wireless sensor
1A precise measurement is where the spread of results is,seigler Networks and propose a framework, shown in Fig. 3, that
relative to the average result or in absolute magnitude [4]. employs precision, accuracy and trust in order to computie an

2An accurate measurement is one in which the results of theunement propagate the uncertainty in sensor data. Each sensor node
are in agreement with the accepted or true value [4]. )

3A generalised Gaussian error calculus takes unknown sgsiteerrors as will be equipped W?th this framework thereby diStribUti@t
components of random errors [7]. process of computing uncertainty.

Fig. 2: Precision and accuracy.



sensor | Precision Unit > Accuracy Unit —> UncertaintyUnit ————>
Uncertainty
precision T l/ q\ /r
~— Measurement ~| Comparator Unit > Trust Unit

result

Neighbours’ measurement results

Fig. 3: Sensor data uncertainty computation framework.

The precision and accuracy of a sensor are periodically comeasured quantity, and standard deviatorin the absence
puted by the sensor itself. However, the trust and unceytairof systematic errors and faults, the mean value estimates
of a sensor are computed by a one-hop neighbouring sensm true value of the measured quantity, and the associated
that transacts with it (e.g., aggregating data obtainedhfitte standard deviation foNV measurements,y_1, determines the
sensor). Trust is computed periodically by the neighbauriuncertainty in the value of the measured quantity.
sensor. Uncertainty is computed on demand whenever thd=or a new (newly deployed) sensor, the precision value is
neighbouring sensor includes the data obtained from theosensupposed to be the same as (or smaller than) this standard
in further transactions. deviation. However, as the sensor gets older (or as timesinc

We llustrate our approach using the example netwodeploymentincreases) the precision of the sensor degfalles
shown in Fig. 4. In this figurep, a, v andd represent precision, [11] and consequently the sensor becomes less precise than
accuracy, uncertainty and data respectively. Sensors 1 dsddata sheet would suggest. To account for this degragatio
2 with precisionsp; and p, compute the accuracy of theirthe Precision Unit performs multiplé\{easurement,,ymper)
measurements using these precision values and othertig@ntshort-period {/ easuremente,ioq) SUCCESSIVE measurements,
(discussed later on). They, then, send their measuremsritse computes (Algorithm 1) the relative standard deviatioms] a
with associated accuracy values to sensor 3. Sensor 3, whigltlates the precision with the minimum of the set of relative
regularly computes trust values (not shown in the figurgjandard deviations if the minimum relative standard diia
associated with these neighbouring sensors, éseb, a1,a2 is greater than the current precision. The rationale behind
and the trust values (possibly including its own data argkrforming multiple computations of standard deviatioss i
metrics) to produce datd; with uncertaintyus. This result to decrease the probability of misinterpreting actual dapi
is then sent to sensor 6 which also transacts with the othariations caused by the measured quantity as degraddtion o
sensors. Sensor 6 uses the data and uncertainty values fppetision.
sensors 3 and 9 (and possibly other sensors) to produce data
d and the combined (propagated) uncertaimtyusing the Algorithm 1 Update Precision

appropriate uncertainty combination rule (discussed latg. Require: Factoryprecision, Measurementy,

Measurementperiod, M easurement,umoer
Ensure: Precision
dyu Precision = Factoryprecision
forn=1 to Measurement,umper dO
MeasurementLength = 0

Ps3 Ps Py
SumValues =0
SumSquareValues = 0
d,, ,a, dy dsas dy, dg;
v vz Cols s Criy »ls for t=0 to Measurementperioq dO
P P2 Py Ps P7 Ps

SumSquareValues + = Measurement?
SumValues + = Measurement
MeasurementLength + +

Fig. 4: Computing and propagating uncertainty in sensor end for
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In the following, we describe the functions of each unit of end“}gi (Measurementperiod)

the uncertainty computation framework. if (62 = Min(o2
Precision =
end if

) > FaCtoryg'r'ecision then

~—

=19

A. Updating the Precision of a Node

The precision of a measuring device can be found from
a device's data sheet which could be electronic as the IEEE
1451 series of transducer (sensors and actuators) stand&rd
include the Transducer Electronic Data Sheet (TEDS) as parWhile precision can be independently determined for each
of the data format specifications. Each measurement candamsor, accuracy is more difficult to do so as it needs a ground
considered as taking a random sample from a parent norrirath in order to evaluate the measured value against tlee tru
distribution with meany, which is the true value of the value. Since there is no practical way of knowing the true

Computing the Accuracy of a Node



value of a measured quantity in sensor networks, two broadly be as accurate as the sensor’s capability (with respect
types of approximations are used to estimate the grouni triv precision) and the error in estimating the true value. The
— modeling the measured quantity or consensus among neahlsguracy Unit computes the accuracy as shown in Algorithm
sensors [11]. We chose the latter approach as it is moreglen@ The computation of the neighbours’ statistical paransete
with respect to the type of measured quantity and can s done in a similar way to Algorithm 1 and hence not
used for both accuracy and trust computations. This choiskown here. The choice of confidence interval is application
limits the applicability of our accuracy and trust compigat dependent and can be changed accordingly. Also, note that
methods to classes of sensor network applications whéehe precision value is obtained from the Precision Unit and i
there is some spatial and temporal redundancy. Howevesn be either the updated precision value or the manufacture
the uncertainty computation framework can still be used tpecified precision value depending on whether the sensor’s
replacing the accuracy and trust computation algorithms. precision has degraded or not.
In our approach, the mean of the sensor’s neighbours
measurement results is considered as the true value of fgorithm 2 Compute Accuracy
measured quantity and the sensor’s accuracy is estimased b&equire: Precision;,Measurement;,Measurement;
on its deviation from this mean. The error in estimatin%nggfg?"%twnperi?d
. . 7 R . Accuracy;
the true value with the mean is computed = This  ~ Observe Measurement; for
error which is also referred to as the standardN error or the a period of Observationperiod
error in the mean can be used when the measurements ¢fompute statistical parameters
. . = |Measurement; — TrueValue|
one quantity are performed independently by more than one,_; ... op.. | 5 |
measuring device (e.g., measurement of one quantity byneig Relamesmdmdﬁ;;;ngm|
bouring sensors). The sensor observes a sequeévipef(its Deviation = 2~
neighbours’ measurement results and computes the folpwin if Deviation <3 then

statistical parameters for each neighbgurthe mean <;), ols é‘lccumcyi = 1 —max(Precision;, €r)
the variance £7) and the standard error of the meamn)( Accuracy; = maz(0,1 — Relative Error)

From these parameters, it produces an estimate of the truend if
value ("rueValue) of the measured quantity by computing a
weighted mean as follows:
TrueValue = % wherew; = Eiz C. Computing the Trust Value of a Node

The weights (standard errors of the mean values) are comYVe Use the beta probability distribution [12] for computing
puted from the variances as follows: trust. The beta distribution is a continuous distributiorhw
2

s a probability density functiory defined in a finite interval
=% [A, B] and parameters and 3 as follows:

J
The standard error of the weighted mean X is computed a1 61
_{ 1 1 (wa) (Bfw) ASIESB
f(x) B—A Beta(a,8) \ B—4 B—A

from the weights using the following relation:

i S 3 L
€2, 4t~j €2
Once it establishes the true value, the sensor compavewere Beta(z,y) known as the beta function is defined in
it to the mean ;) of its measurements. The result of thiserms of the gamma distribution [12] functidhas S&LW
comparison, i.e., the absolute erré) s then used to compute g oy hected value and the variance of a beta randon, variable
the accuracy as follows: (B—A)%03 ,
areA+ (B — A)ﬁﬁ and (CET)H =y respectively. When

[ 1= MAX(Precision;, 7=#=——) =<3 A =0 andB = 1, we get the standard beta distribution.

Accuracy(z;) = 5

MAX (0,1 = | ryaras ) >3 Due to its finite interval, its flexibility and ability to capte

TrueValue

otherwise

€tv
. L . proportions, the beta distribution is convenient for maugl
hAssumlnIg normﬁlly dlstnbg;eg(yme?shurement res h Eﬁputation and trust and has been used to do so in a number
the true value as the mean, 99.7% of the measurement res Sesearch work [11], [13].

shquld I|elfwr|]th|n three, standard errors Ofl the true_(k\l/aalﬁe We model a sensor nod& trust for a neighbouring sensor
estimate. It the sensor's measurement result is outsidet F]Odej, i.e., T;; using the standard beta distribution, i.€;;

standard errors, we assume the presence of systematis effoL peis random variable in the intenjal 1]. A higher trust

significant enough to shift the mean. Hence, the MeASUreMEIl e indicates more trust in a neighboring sensor node&s me

is considered as inaccurate (not in agreement with the tr&?rement. A value of 1 indicates full trust and 0 indicatdk fu

value) and the relative error is used to quantify the degraf'strust. For each measurement (sequence of measurements)

of (in)accuracy. For measurement results that lie withieeh by a sensor nodé the Comparator Unit observes the measure-
standard errors, the measurements could be consideredrél At (mean of measurements) of a neighbouring njodad

curate. However, we took a more conservative _approgch Assifies the neighbour’'s measurement as acceptable or not
assign a degree of accuracy that take_s the precision a.weel_abased on the similarity of the measurement value within the
standar_d error of _the tr_ue_ value estimate into con&dmaﬂqimits of a specified thresholdAcceptancesn osnor). Using

The rationale behind this is that the measurement result GRIL binary classification, and the conjugate prior propert

4The mean of measurements is also normally distributed dtleet€entral of the beta diStribUtiQn' a Bay_ESif’m .approach is l_Jsed to
Limit Theorem. compute a new (posterior) beta distribution from the prietab



distribution. The prior values far and 3 are set to 1 initially TABLE I: Rules for combining uncertainties.

to simulate uniform distribution of trust for sensor nodeatt b €f
do not have recent observation experiences. The expettatio f(z,y) = kz +my | ef = \/k?(ex)? + m?(ey)? + 2mk(exy)
of the posterior distribution&[T7;]) is used as the trust value.  f(z,y) = £ €f = f\/(%)2 + ()2 -2(3)

Algorithm 3 Compute Trust

Require: Acceptanceipreshotd,Measurement;,

Measurement ;,Observationiength computing accuracy. However, givenMeasurementperiod,

Ensure: Trust;, while the Precision Unit can get as many measurements as
Observe Measurement; for the maximum sampling frequency supported by the sensor
gﬁjitvjtfommgth number of measurements would allow, the Accuracy Unit may not be able to do so
Borior = 1 within the observation periodW{ easurement perioa) SinNce its
Acceptablen, =0 measurements come from passive observation of neighlgpurin

Unacceptable,, =0

Compute Trust;; for each observtion
if |[Measurement; — Measurement;|

> Acceptanceipreshold then

sensor nodes.

Unacceptable,, = Unacceptablem, + 1 E. Propagating Uncertainty
else . . L

Acceptablen, — Acceptablen, + 1 The_measurement of_ a physmal quan_'uty to deterrpme its
end if numerical value and estimating the associated uncertwiitity
Qposterior = Qprior + Acceptablem, that value is an important part of experiments in physical
Bposterior = Bprigr + Unacceptablem sciences. Consequently, the propagation of uncertainiy is
Trust;; = L - . . . .

*posterior +Bposterior well studied concept in these fields. Since sensors are (or

can be viewed as) measuring devices, the uncertainty of data

generated by sensors can be propagated by applying the
D. Computing Uncertainty methods used in measurement uncertainty _analysis. Ir_1 t_his
. d data. a data consumer miaht be uncerWPrk' we adopt these methods for propagating uncertainties
Given a sense ' 9 Eﬁ "Lensor networks.

zgsgew(;emjézfa c?gt?rljztvig(r:tl#atsr O;O?Oéjndogehiaze; Sffn addition to computing the uncertainty of a neighbouring
) . . y - SUppoOse % de, the Uncertainty Unit also deals with combining (propa

tematic error in a particular measurement is negligible an diing) uncertainties of sensed data if it processes dateumi

the measuring device is trusted. In this case, the accur éftainty values received from other sensors (e.g., invond

of the measurement is determined by the precision of t ?ocessing). Consider a multi-variable functigﬁ@ y 2 )

measuring dewc_e, l.e., the data consumer ?an be (?(_ar_tam With independent variables. The error jj denoted byey,
the sensed data is as accurate as the sensor’s capabifititper .
as a result of the errors in, y, z, ... denoted bye,, €y, €., ...

Consequently, the uncertainty is estimated by the accmﬁcyre pectively can be approximated as follows [4]:

the measuring device [5]. On the other hand, for cases 015 '
degraded precision, significant systematic error and less t 9 ) 9

full trust (trust value 1), the certainty is discounted bgth (¢;)* = <ﬂ> (e2)® + (ﬁ) (ey)* + (ﬂ) (e2)* + ...

accuracy as well as trustworthiness of the measuring device bz 0y 0z
To capture this notion, we model uncertainty as follows: Hence, once the uncertainty in each independently measured
guantity is approximated (by the Uncertainty Units of each
Uncertainty(z;) = 1 — T;; * Accuracy(z;) sensor node), the uncertainty in a combined quantity (éhg.,

. . . difference of two measurements) can be computed using this
The Uncertainty Unit uses this model and the values,_.. . e
. . felation and the uncertainties of the component quantifies
obtained from the Accuracy and Trust units to compute L L
: an example, Table | shows rules for combinining uncertainti
the uncertainty of a sensor node. It should be noted . o . : X
. . in simple multi-variable functions whekg,, is the covariance
that while the precision and accuracy values of a sep- e
: ; etweenz and y. These rules could be specified in the
sor are computed by itself, trust and uncertainty are COR- ~artainty Unit
puted by a neighbouring sensor that is dealing with the y '
sensor (e.g., aggregating data obtained from the sensor).
Also, the precision, accuracy and trust computations in-
volve parameters & easurementperiod, Observationperiod, We test our scheme using two data sets from the Grand
Acceptancesnreshoia fespectively — whose values should b&aint Bernard [14] and Victoria & Albert Museum (of London)
chosen in application dependent manner. The measurementgeployments.
riod (M easurementperiog) fOr computing precision should be 1) Grand Saint Bernard:The Grand Saint Bernard (GSB)
long enough to allow making enough measurements for codeployment consisted of 17 Sensorscope stations [15] along
puting the statistical parameters but not too long so asdalav900 metre path at the Grand Saint Bernard Pass (a mountain
capturing actual variations of the measured quantity. Hmees pass located between Switzerland and lItaly). The deploymen

applies to the observation perio@fservation,eriog) for measured a number of environmental quantities every two

IV. EVALUATION



minutes for a month and half. We selected four sensor nodesm the figure, the measurement results from the four sensor
(nodes 6, 11, 13 and 14) that were placed relatively nearflow a similar trend and that is also reflected by the averag

each other (the maximum Euclidean distance in space between
any one of the nodes was less than 350 meters). b
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Fig. 7: Average temperature computed by node 13.
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Fig. 5: Temperature measurement by four Sensors — GSB. We then introduced a Gaussian noise of standard deviation
0.3 and mean 5 to the data from sensor 14. The choice of the

Fig. 5 shows ambient temperature measured by the fatandard deviation for the noise was based on the precision
sensors for one month. In [14], the authors reported thagé noof the temperature sensors [15] used by the deployment. The
11 had suffered a short circuit and had to be repaired on sitesult of the aggregation as computed by node 13, without
It can also be observed from this plot that node 6 gives faultyging the uncertainty framework, is shown in Fig. 8. As can
data in the first few days of the month. To test whether olbe observed from the figure, the average is distorted by the
framework can detect and account for these faults, we ranisy sensor since node 13 did not take the accuracy and
the trust computation algorithm for this data set and shawstworthiness of data from sensor 14 into consideration.
the trust values for each node as computed from node 13irmplicitly considered the data as accurate and also trusted
Fig. 6. We can observe that, in line to what was reportéd with the same level as the non-faulty sensors thereby
from the deployment (for node 11) and observed from th@oducing a distorted output.
data (for node 6), the trust values of nodes 6 and 11 decrease
significantly immediately after the deployment and themgjo T
rise afterwards thereby capturing both the fault and regove -
Once a node looses its higher trust level, it takes time fr it .
reach this level again after recovering from a fault (or gein § |
replaced with a new node that has the same ID). This is s
because reputation-based trust cannot be gained instantly
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Fig. 8: Average temperature computed by node 13 with noisy
sensor 14 — without using the uncertainty framework.
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Keeping the same level of noise, a weighted (by uncertainty)
average temperature was recomputed by node 13 using the
uncertainty computation framework. The result is shown in

0.3

I L L I ]
91905 1191 1.1915 1.1925 1.193 1.1935

1.192
Time in Seconds since Jan 1, 1970

x1o° Fig. 9. This time the average temperature is not distorted by
Fig. 6: Trust values computed by node 13 for nodes 6, 11 atie noisy sensor as the accuracy and trustworthiness oathe d
14 with Acceptanceipreshola = 1.5. from sensor 14 were computed and taken into consideration

by the uncertainty computation framework. The differere i

To test the applicability of our uncertainty computatiomore visible in Fig. 10. The root mean square deviation of the
framework for in-network processing, we chose node 13 as average computed by the uncertainty framework is 87% less
aggregator node and computed the average temperature uffidg the one computed without the framework. These results
the measurement results of the four sensors. First, we shd@monstrate how the uncertainty framework can be used in
the aggregation in the absence of fault in order to establishnetwork processing.
a comparison point. Fig. 7 shows (for one day) the average?) Victoria and Albert MuseumVictoria and Albert mu-
temperature as computed by node 13. As can be obsergedm has deployed a wireless sensor network for monitoring
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temperature and humidity in different sections of the maseueach window. The window accuracy in their framework is
The data collected from this long-term deployment consisgsjuivalent to our accuracy metric. However, their comporat

of measurement results from 78 temperature and humiditfthe accuracy of a single data item, from which the window
sensors. The measurement was performed every 15 minugtesuracy is computed, is based only on the precision class
over two years. In [16], the authors have identified a pair gfmanufacturer specified precision) of the sensors. For pi@m
neighbouring sensor nodes — nodes 127 and 128 — that sh@ukiensor node that is stuck at some value due to a fault would
have exhibited very similar readings but did not do so ovée considered as reporting an accurate measurement s@ce th
a long period of time due to node 127 drifting consistentlgiccuracy metric is based only on precision.

up to a difference o2°C' — 3°C. Fig. 11 shows a plot of  Ganeriwal et al. [11] developed a reputation-based system
the daily average measurements of temperature for 110 d@yiscomputing trust in wireless sensor networks. In thes-sy
(days 378-488). Node 128 was replaced by a new node withim, a node observes the actions of its neighbours (brodcas
the same ID a couple of months ago before day 378 and nasigghbours) and classifies the observations to a value in the
127 was replaced on day 448. range[0,]] referred to as cooperation metrics. This is used as
We ran our trust computation algorithm, as computed froe measure of the observer's node agreement to the observed
node 128, for the two year trace data. Fig. 11b showsnpade. The system is comprised of two components namely
plot of the trust values for days 378-488. It can be observgdatchdog and Reputation System, which rate the input data
that the trust value of node 127 as computed by node 128d compute the reputation based on the rating respectively
decreases consistently until the day of replacement andTie reputation-based system can deal with the uncertainty i
starts increasing afterwards. This result demonstratesthe sensor data pertaining to trustworthiness. However, it amg
framework can be used to detect when sensors start to faitake accuracy and its impact on uncertainty into considerat

In [19] a statistical trust computation approach for wissle
sensor networks is presented. In this system, a node olsserve

Klein and Lehner [17], [18] propose data quality measuréke behaviour of another node with respect to a certain
divided into two types namely intrinsic and contextual dateontext (e.g., ability to sense accurately, routing etal a
quality. Intrinsic measures are those that characterism-a gecords this observation. The record consists of an identifi
gle data item (e.g., accuracy) and contextual measures fmethe observed node (e.g., unique ID, location etc.) and
those that characterise datasets (e.g., data volume). goiserthe observing node, the context type of the observation, a
data stream is partitioned into consecutive non-overlgppitimestamp, a trust value associated to the trustworthinéss
windows and the data quality measures are computed fbe observed node and a weight associated to the length or

V. RELATED WORK



amount of observation. The observations are further weiht [6]
by their age and a weighted mean and variance are calculated.
A confidence interval around the mean is created and if thﬁ
confidence interval is narrow enough the mean is used 3§
the trust value, otherwise more records are collected aad th
process is repeated. This approach deals with trust cotmputa
and propagation and can be used to partially capture thel
uncertainty in sensor data. It, however, is not suitabledai-

time applications as the trust computation can take a long
time while waiting for enough experience records to attain a
specified confidence interval.

Work in the area of truth discovery and fact finding [20
[21] is also related to sensor data uncertainty. Wang efal. |
proposed an optimal approach for determining the correct-
ness of measurements and the reliability of the measurem
sources using maximum likelihood estimation. This appinoac
is targeted for crowd-sourced binary measurements (etpr-d
mining whether something measured/reported is true or. ncﬂ)z]
Wen et al. [23] developed a learning technique for estingatim3]
the accuracy of co-located indoor positioning systems24j,[
the authors present a thorough comparison of learning and
inference techniques with respect to their application fgrs)
accuracy estimation. The Accuracy Unit of our framework can
be enhanced by incorporating these approaches.
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[15]
VI. CONCLUSION

In this paper, we have presented a framework for computing
uncertainties in sensor data. Our approach is novel in th#l
the uncertainty computation considers precision, acguaad
trust in a unified manner. It computes a single metric for
uncertainty thereby adding an essential metric to sensar d&7l
with minimal communication overhead. Since both accuracy
and trust are computed through overhearing of broadcas
neighbours, there is also no additional communication-over
head pertaining to gathering the necessary information fﬂB]
uncertainty computation. The accuracy and trust comprtati
depend on the number of neighbours. However, since onl
single-hop neighbours are considered the cost will not
significant. Also, the computations involving trust, inding
expectations for the probability distribution, involve lpn
simple arithmetic. Consequently, the power overhead is les
significant. In the future, we plan to test our framework on
ICRI's (Intel Collaborative Research Institute) deployrteeof [22]
environment and air pollution monitoring sensor networks a
Hyde Park and Enfield (both in London) respectively.

[21]
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