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Abstract

The next-generation communication networks aim to bring data storage and compu-
tation closer to the end users and Internet of things (IoT) endpoints by exploiting edge
servers and/or memory available at edge devices. This greatly improves the efficiency
and economics of network applications. Traditionally, coding techniques have been
applied to communication problems with terrific gains in performance. In this thesis,
we apply novel coding techniques to edge storage and computation problems, and show
similar significant gains in terms of storage costs, communication costs, computation

costs, and privacy.

In the first part of the thesis, we study a wireless distributed network of small base
stations (SBS) which serve cache-enabled users. We propose a novel scheme of coded
caching in a multi-server system with a random connectivity pattern, and study the
fundamental limits of the trade-off between the storage capacity at the servers, the

cache capacity at the users, and the delivery latency.

We then study the trade-off between the storage capacity and bandwidth require-
ment for the repair of failed storage nodes/SBSs in a distributed wireless content
caching system. We derive the fundamental limits of this trade-off using techniques
from information theory, and propose a storage and repair framework to achieve the
optimal trade-off, while satisfying the practical constraints of low subpacketization,

low overheads, and low computational complexity.

We then address problems related to distributed edge computing systems. In particu-
lar, we address computational privacy problems, where a user offloads the computation
of a function on a set of matrices to powerful distributed servers, while preserving the
privacy of the data and the computation result from 7" colluding servers as well as the
user, and also achieving significantly smaller communication costs than existing secure

multiparty computation techniques.
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Notations

Throughout this dissertation we will use the following notation. For two integers
i < j, we denote the set {7, + 1,...,j} by [i : j], while the set [1 : j] is denoted by
[7]. Sets are denoted with the calligraphic font, and |.A| denotes the cardinality of set
A. For A= {ay,az,...,a,}, we define X4 = (X,,,... , X4,). We denote a vector with
a bold lower case letter v, while we denote a matrix with a bold upper case letter V.
15 denotes the indicator function of the event FE, i.e., its value is 1 when the event
E happens. |z| denotes the largest integer less than or equal to . [x] denotes the

smallest integer greater than or equal to x.

14



Chapter 1

Introduction

The next-generation of cellular communication networks, the so called fifth-generation
or 5G mobile network, promises a tremendous increase in data speeds, ultra-low la-
tency, more reliability, massive network capacity, increased availability, and a more
uniform experience to users. A key enabling architectural innovation in 5G networks is
bringing data storage and computation relatively closer to the end users and/or Inter-
net of Things (IoT) endpoints. This greatly improves the efficiency and the economics
of applications. Content delivery networks (CDN) increase network performance and
uptime by caching frequently-accessed content on local servers that are positioned at
the Internet’s edge. CDN edge servers provide content such as images, JavaScript,
HTML, and downloadable content. These servers are deployed at points of presence
(PoPs) and edge locations across a CDN. Edge servers play an important role in imple-
menting this architecture by providing storage and compute resources close to the end
user, thus lowering the load on the backhaul and the core network. The wireless CDN
has also been referred to as femtocaching [1], where content is cached at small base
stations. CDNs are a vital backbone for much of the data that traverses the Internet.
In fact, the majority of web traffic today is served through CDNs. As a result, CDN

servers help reduce the workload on origin servers and reduce latency for users.

Due to the popularity of video traffic and the large size of the involved files, video
content delivery is currently at the focal point of caching research, where caching at
the user side, also called buffering, is leveraged to improve video delivery and avoid
video stalls. This is just one example out of a multitude of applications and design
policies proposed for caching. The Akamai intelligent edge platform, which owns 20-
30% of the world’s CDN traffic, the Google global cache (GCC), which comprises the
caches installed at Internet service provider (ISP) premises, the Netflix open connect,

Facebook photo CDN, Amazon AWS, and Cadami are some industrial implementations

15
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F1GURE 1.1: Architecture of an edge network
(NoMore201 / CC BY-SA (https://creativecommons.org/licenses/bu-sa/4.0))

FicUure 1.2: A typical edge server, not much bigger than a notebook, with 256GB
RAM and 16TB storage capacity. It can be hung on a wall or stored in a rack. (Image:
Lenovo)

of large scale CDNs. We refer the reader to [2] for a comprehensive review of the
role of caching CDNs in future wireless communication networks, and the state-of-art

implementations.

In addition to CDN edge servers caching data, data may also be cached in the
memories of user devices. Since the storage capabilities of end devices have increased
manifold, they are capable of caching more data. The caches of these devices are
populated in a pro-active manner in the placement phase during times of low network

traffic, which reduces the amount of data that is required to be communicated when
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the user requests a file during peak network traffic periods. This significantly reduces

the network congestion and the end-to-end delays.

Edge computing servers provide computing resources on the network edge. Like edge
caching servers, edge computing servers are strategically deployed to reduce latency
by reducing the geographical distance between the producers and consumers of data.
However, as opposed to serving static web content, edge computing servers provide
functionality such as data processing for IoT and 5G networks. Such edge comput-
ing services provided by Microsoft Azure, Google Cloud, Amazon AWS, and other
similar platforms are being used by research institutions for scientific research, where
computations on massive datasets like neural network training or signal processing are
offloaded to a large number of distributed edge computing servers, which perform the

computations in parallel, thus speeding up the computation time significantly.

Conventional storage and computing algorithms employ techniques from coding the-
ory for greater efficiency. Codes are a system of rules and sequences to convert raw
information into another form that is either shortened, redundant or secret, so that
it can be communicated on a communication channel or stored in a storage medium.
Coding theory is the study of codes and their fitness for specific applications. Coding
theory has been ubiquitously applied in communications for data compression (source
coding), error detection and correction (channel coding), data transmission (modula-
tion/line coding), data storage, and cryptography, as well as finding inter-disciplinary
applications in biology, physics, etc. Novel codes designed for specific 5G use cases

may provide the promised performance of 5G networks.

Therefore, coding theory naturally provides tools for addressing many challenges
occurring in 5G edge networks. 5G networks are projected to see a tremendous increase
in the number and density of these edge servers. The edge storage and computing
market is forecasted to grow significantly in the coming decade, with billions of edge
servers deployed at a number of locations to provide ubiquitous distributed storage
and computing services. It is not surprising that such large-scale systems inevitability
face maintenance issues, and make efficient network resource sharing, user privacy and
security compulsory. The information theory and communications research community

has recently invested considerable interest and efforts in solving these challenges.
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1.1 Outline and Contributions

This dissertation illustrates the use of coding-theoretic techniques in communication,
storage and computing at the edge network. In particular, we focus on content delivery
from the edge servers to cache-equipped users, communication between storage servers
for maintenance and repair, and communication between the users and edge servers
for securely and robustly offloading computations to distributed servers. Compared
to uncoded techniques, coded techniques are often able to achieve optimal trade-offs
between communication cost, computing cost, storage capacity, and security/privacy.
In the following sections, we provide an outline of the various problems considered in
this dissertation, report the existing literature related to those problems, and mention
our contributions. All the proposed solutions to the different problems employ a range
of similar techniques of partitioning data and then coding over the partitions with

novel codes.

1.1.1 Efficient content delivery using coded caching

The caching problem in its entirety includes decisions about server placement, con-
tent placement, content discovery and content delivery. The objective of the server
and content placement problem is to ensure the maximum availability of the most
frequently accessed content in the nearest caches to the user. The users may also be
equipped with caches, where the most frequently used, the most recently used, or the
most popular content may be cached locally by the users to provide instant access and
high throughput. Coded caching and distributed storage have received significant at-
tention in recent years to exploit the available memory space and processing power of
individual network nodes to increase the throughput and efficiency of data availability.
With proactive caching, part of the data can be pushed to nodes’ local cache mem-
ories during off-peak hours, called the placement phase, to reduce the burden on the
network during peak traffic periods, called the delivery phase [3-14]. Coded caching
refers to careful coded or uncoded placement of cache contents in the placement phase,
and coded delivery on a multicast channel during the delivery phase. It was shown

by Maddah Ali et. al. [3] that coded delivery on multicast links to cache-equipped
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users helps to leverage a global caching gain which provides significant improvement in
transmission efficiency over the local caching gain provided by uncoded caching. Global
caching gain refers to the fact that by using coded caching, the gain is proportional
to the sum of the cache sizes of all the participating users, while the gain provided by

uncoded caching is proportional to the cache size of one user.

A different type of coded caching also improves the delivery performance in the
so-called “femtocaching” scenario [6], where multiple cache-equipped servers, modeled
as small-cell base stations (SBSs), collaboratively deliver contents to users. Coding
for distributed storage systems has been extensively studied in the literature (see, for
example, [15]), and in the femtocaching scenario, ideal maximum distance separable
(MDS) codes allow users to recover contents by collecting parity bits from only a subset
of SBSs they connect to [6], which also increases the chance of users locating content
in the nearby caches. Coded caching in multi-server settings was studied first in [12],
where the authors study coded caching schemes presented in [3] and [11] when parity
servers are available. The authors consider special scenarios with one and two parity
servers. They propose a scheme that stripes the files into blocks, and codes them
across the servers with a systematic MDS code, and they also propose a scheme for
the scenario in which files are stored as whole units in the servers, without striping.
In [13], the authors also consider multiple servers, each having access to all the files
in the library, serving the users through an intermediate network of relays. They
consider the so-called linear network model, in which the network topology is fixed but
unknown at the relay nodes. The authors study the delivery latency considering parallel
transmissions from the servers, and show that there is a gain from using multiple servers
when the relay nodes employ simple random linear network coding which makes the

network transfer matrix H rich.

Another line of related works study caching in combination networks [14], [16], which
consider a single server serving cache-equipped users through multiple relay nodes. The
server is connected to these relays through unicast links, which in turn serve a distinct
subset of a fixed number of users through unicast links. A combination network with

cache-enabled relay nodes is considered in [16].
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In Chapter 2, we combine distributed storage at the SBSs, similar to the “femto-
caching” framework [6], with cache storage at the users, and consider coded delivery
over error-free shared broadcast links [4]. We consider a library of N files stored across
P SBSs, each equipped with a limited-capacity storage space. Unlike the existing liter-
ature, we consider a boolean random connectivity model [7]: during the delivery phase,
each user connects only to a random subset of p SBSs, where p < P. This may be
due to the density of distribution of SBSs, physical variations in the channel, or due to
resource constraints. The boolean random connectivity model is a good first-order ap-
proximation of a random isotropic wireless network. Most importantly, the connections
that form the network topology are not known in advance during the placement phase;
therefore, the cache placement cannot be designed for a particular network topology.
Storing the files across multiple SBSs, and allowing users to connect randomly to a
subset of them results in a loss in multicasting opportunities for the servers, indicating
a trade-off between the coded caching gain and the flexibility provided by distributed
storage across the servers, which, to the best of our knowledge, has not been studied
before. More importantly, we show that increasing the storage capacity at the servers
helps in mitigating the effect of the lost multicasting opportunities, thus approaching
the optimal performance of a centralized coded caching scheme. We prove, using the
fact that the coded caching problem can be mapped to a set of index coding problems
on a side information graph, where the cache contents are viewed as the side informa-
tion, that the proposed coded delivery scheme is optimal when the cache contents are

uncoded.

1.1.2 Regenerating codes for distributed storage

The SBS caches considered in Chapter 2 can be modeled as a distributed edge
caching system that stores a library of popular files. The literature on distributed
caching systems focuses mostly on the code design or the resource allocation for effi-
cient storage of popular contents, assuming reliable cache nodes. Maximum distance
separable (MDS) codes are typically used for distributed caching of contents at mul-
tiple access points [1,17,18]. MDS codes provide flexibility for storage so that users

with different connectivity or mobility patterns can download a file from only a subset
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of the access points. In particular, an (n, k) MDS code encodes a file of size M bits
by splitting it into k equal-size packets and encoding them into n packets which are
stored at n cache nodes. Each data packet consists of a set of symbols in a finite field
[F,. The original file can be reconstructed by accessing any k out of n packets from k

distinct access points. This property is called the data reconstruction property.

However, storage devices are often unreliable and prone to failures; thus, efficient
repair techniques that guarantee continuous data availability are essential for a success-
ful implementation of distributed caching and content delivery techniques in practice.
When some nodes partially or fully fail, or when content has to be moved to new cache
nodes, their cache contents must be regenerated, either in the same failed node, or in
the new cache nodes where the content has to be moved, to be able to continue serving
users with the same amount of redundancy. An important objective of edge caching
in wireless networks is to reduce the backhaul link loads; therefore, we consider cache
recovery at the edge; that is, rather than updating the failed cache contents from a
central server through backhaul links, the failed cache contents are regenerated with
the help of surviving cache nodes. This is called the data regeneration property of a
code. The total amount of data transferred from the surviving nodes to repair the
failed nodes is called the repair bandwidth. Regenerating codes are codes that satisfy
the data reconstruction property and the data regeneration property. They treat the
data stored on each node as a vector of S data packets. In particular, a file of size M
bits is split into P data packets consisting of symbols in the finite field F,. A total of
S coded packets are stored on each node having a storage capacity of « bits. Similarly

to existing literature [19-23], we refer to S as subpacketization.

Dimakis et al. showed in [15] that there is a fundamental trade-off between the
storage capacity a and the repair bandwidth ~ by mapping the repair problem in
a distributed storage system to a multicasting network coding problem [24] over an
information flow graph [25]. The trade-off is shown to be characterized by the cut-
set bound for linear network coding, and can be achieved with high probability using
random linear coding [24]. Similarly to what is observed in Chapter 2, one observes
that the repair bandwidth decreases very fast with increasing server storage capacity.

The analysis in [15] focuses on a single node repair, that is, losing one node triggers the
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repair process. Subsequent works analyse this fundamental trade-off for multiple node
repair, where the repair process is triggered only after r nodes fail. The two extreme
points of this trade-off, called the minimum-storage regenerating (MSR) point and
the minimum-bandwidth regenerating (MBR) point, have been studied in detail in

literature.

Another terminology frequently found in the literature is that of exact repair, where
the content of the repaired nodes is exactly the same as that of the failed nodes, and
functional repair, where the content of the repaired nodes may be different from that

of the failed nodes, while still satisfying the data reconstruction and data regeneration

property.

Initially, most literature considered the exact repair of a single node at a time
[19, 20, 23,26-28]. The product-matrix framework proposed in [28] constructs opti-
mal repair MSR and MBR codes, where the MBR code meets the cutset bound for all
admissible parameters, but the MSR code meets the cutset bound only for parameters
with d > 2k — 2. Other works include Zig-zag codes [19], which require exponential
subpacketization for achieving the MSR point, and Reed-Solomon code based construc-
tions [20-23], which also require exponential subpacketization for meeting the cutset

bound at the MSR point.

In [29], it was observed that multiple node repair is more efficient in terms of the
repair bandwidth per node. Therefore, subsequent works [30-36], introduce coopera-
tive regenerating codes, which repair multiple failures cooperatively by allowing each
of the r nodes being repaired to collect data from any n — r surviving nodes, and then
to cooperate with the other » — 1 nodes being repaired. Minimum storage coopera-
tive regenerating (MSCR) codes have been proposed for a limited set of parameters
in [32,33], while, in [34], MSCR codes have been proposed for all parameters, but re-
quire exponential subpacketization. In [36], the authors gave an explicit construction
of minimum bandwidth cooperative regenerating (MBCR) codes for all parameters

n, k,d,r, employing only a linear subpacketization.

Instead, similarly to [37,38], we consider broadcast repair; that is, transmissions

from each node are received in an error-free manner by all the other nodes, and, we
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consider the partial repair problem [37], in which a node loses only a part of its contents,
and the remainder of the contents may be used along with the transmissions from the
surviving nodes to repair the content, thus further reducing the repair bandwidth.
The remaining contents in a partially failed node may be viewed as side information,
similarly to the caching problem studied in Chapter 2, that can be used to repair the
erased content. In [37], the authors derive a lower bound on the number of packet
transmissions at the MSR point for error-free broadcast partial repair, and provide
an explicit code construction for a special case. However, the information flow graph
construction in [37] does not capture the relation between storage capacity and the
repair bandwidth, thus focusing only on one of the extreme points on the storage-repair
bandwidth trade-off curve, corresponding to the MSR point. In this dissertation, we
obtain the entire optimal trade-off curve. Other related works include [39-42], which

study similar or equivalent repair problems.

While the exact repair problem has been studied extensively, the functional repair
problem has not seen much progress. Although random linear coding is asymptoti-
cally optimal for functional repair [15,43], it is not practically feasible due to the large
overheads and high computational complexity of the Gaussian elimination-based de-
coding [44]. It was shown in [45] that a large portion of the functional repair trade-off
curve cannot be achieved under exact repair. In fact, it was shown in [46] that there
is a non-vanishing gap between the exact repair trade-off curve and the functional
repair trade-off curve. Hence, functional repair has been studied in [47-49] in an at-
tempt to construct regenerating codes achieving a trade-off close to the optimal while
incurring low overheads. Despite these works, a general construction of functional re-
generating codes with low overheads, achieving all the points on the trade-off curve
between storage capacity and repair bandwidth, has not been achieved. Chapter 3
addresses this problem by proposing an intuitive and practical construction to achieve
functional repair for many admissible parameters not achieved in existing literature,
and for achieving all the points on the trade-off curve. We employ a geometric view
of a linear repair code, and frame the relationship between the local intersection prop-
erties of the subspaces spanned by the packets stored by each node, and the global

independence properties of those subspaces. We notice and utilize a direct analogy
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between information-theoretic identities and identities associated with the intersection
and the direct sum of vector spaces, to prove the sufficiency of the proposed conditions.
Along with a concise parametric representation of the expression for the points on the
trade-off curve, these techniques provide us the necessary conditions to propose a code
construction to achieve the complete trade-off curve, with small overheads and low

computational complexity.

1.1.3 Secure distributed matrix computation

Data stored on the edge network, while being sensitive in nature, must inevitably be
moved around frequently to powerful computation servers for processing. In Chapter
4, we consider the problem of secure distributed computations on private data over the
edge network. In the era of big data, performing computationally intensive operations
on massive datasets on a single machine is infeasible, and clients often rely on powerful
distributed servers for demanding computations. Clients can request computationally
expensive tasks to be performed on massive datasets, potentially generated at multi-
ple geographically distributed locations, using special purpose computing servers (eg.,
Amazon Web Services (AWS), Microsoft Azure, Google Cloud). To speed up the com-
putation, the computation is split into smaller tasks, each of which is carried out by a
different server in parallel. While distributed computing provides significant flexibility
and speed up, it also leads to growing privacy concerns as the corporations that provide
computation services also provide many other digital services, and have access to un-
precedented amounts of private user data. If the servers are untrustworthy and the data
contains sensitive information, the data sources may be unwilling to share their data
due to privacy concerns, thus also slowing the progress of research and development.
Therefore, algorithms that would allow users to benefit from powerful untrustworthy
servers while keeping their data private are of significant interest. For example, the
user client may be a research scientist who aims to perform computations, like linear
regression, on patient data from multiple hospitals, where each hospital wants to keep
the data of its patients private, and the patient data is made available in the form of
matrices. The user should be able to query a function of the datasets hosted by the

hospital servers, where the computations are done by third party powerful computation
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servers, like AWS, Google Cloud, or Microsoft Azure. The patient data must remain
private from the third party servers, and also, the user (research scientist) should not
learn anything about the patient data beyond the computation result itself. Moreover,
the data sources (hospitals) may be geographically separated, therefore, the communi-
cation cost of uploading the data from the hospitals to the servers may be prohibitive.
We particularly focus on matrix computations, since matrix computations are fun-
damental building blocks of a wide range of signal processing and machine learning
algorithms. Our goal in this part of the dissertation is to design efficient secure dis-
tributed matrix computation (SDMC) algorithms, including matrix addition, matrix
multiplication, matrix exponentiation, and matrix inverse, which keep data private
from the potentially colluding computing servers as well as the entities requesting the

computations, while incurring low communication costs.

The cryptography community has extensively studied the related problem of secure
multi-party computation (MPC), also known as secure function evaluation, in which
Alice and Bob, having inputs = and y, respectively, want to compute a function f(x,y)
jointly, without any of them learning anything about the other’s input either from the
communication, or from the result of the computation [50]. The secure distributed
matrix multiplication (SDMM) problem is related to MPC yet different; the design
has to ensure that no computing server learns anything about the original data, but
we can decide which part of the data is revealed to each server and in what form. Fully
homomorphic encryption (FHE), and “somewhat homomorphic encryption” (SHE) are
a class of cryptographic schemes that allow computations on ciphertexts, generating
an encrypted result which, when decrypted, matches the result of the operations as if
they had been performed on plaintext [51-53]. The security of homomorphic encryption
schemes depends on the assumed (or proven) computational hardness of problems in

ideal lattices.

There is also a growing literature on distributed matrix multiplication, where a lot of
effort has been put into speeding up computations, increasing reliability, and /or reduc-

ing communication overhead using coding and communication theoretic ideas [54-60)].
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The initial papers considered a slightly different context of speeding up parallel com-
putations by introducing “computation redundancy” to mitigate the problem of strag-
gling servers [54,55]. Straggling servers refer to slow/unresponsive servers due to which
completion of the computation is delayed. A standard way of dealing with stragglers is
to introduce “computation redundancy”, that is, assigning extra computations to each
server. The common theme in the ‘coded computation’ literature is to treat stragglers
as ‘erasures’ in communications, and apply ideas for coding against erasures, which
allows reliable reconstruction of the desired result from an arbitrary set of successfully
received symbols. Reference [56] uses polynomial codes to construct a scheme in which
the computation is completed as long as any K out of N evaluations of a polynomial
are received from the servers. To multiply two matrices A and B with the help of NV
servers, the polynomial code in [56] partitions A row-wise and B column-wise (row-by-
column partitioning), and generates encoded matrices as evaluations of a polynomial
with the blocks as the coefficients, similarly to Reed Solomon codes [61]. In coded
computation against stragglers, the performance metric is the recovery threshold; that
is, the minimum number of successful (non-delayed, non-faulty) servers required for

completing the computation.

Subsequent papers, inspired by the works on straggler mitigation in distributed
matrix multiplication, consider the SDMM problem from an information theoretic
perspective. These papers aim for information theoretic security, independent of the
computational capacities of the attackers, as opposed to cryptographic techniques.
These works typically assume that the data to be used for the computation is available
at the user, and hence the main concern is the privacy against the servers. The earlier
papers on SDMM consider download rate as the performance metric, which is defined
as the ratio of the number of bits required to represent the computation result to the
total number of bits that the servers must transmit to the user. Reference [62] uses
the idea of polynomial codes from the literature on straggler mitigation to propose an
SDMM scheme based on Shamir’s secret sharing scheme [63], which is shown to achieve
the optimal download rate for one-sided SDMM (where only one of the matrices is kept
secure). An achievable scheme is also proposed for two-sided SDMM (both matrices

are kept secure). Reference [64] introduces GASP codes, which improve the download
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rate for two-sided SDMM by aligning the degrees of the terms in the polynomial code

so that the desired products appear as distinct terms.

In [65], new converse bounds on the optimal download rate for SDMM are obtained
by showing that the capacity of a multi-message X-secure T-private information re-
trieval (MM-XSTPIR) problem ( [66,67]) provides an upper bound on the download
rate of the SDMM problem. Reference [60] combines straggler mitigation and secure
computation using the batch multiplication approach. Byzantine security is also con-
sidered, which refers to security against adversarial servers that may actively corrupt
the results they send back to the user. Their scheme is based on Lagrange polynomials,
and it achieves the optimal recovery threshold for any multi-linear function computa-
tion. Since the scheme in [60] is designed for batch computation of any function, we
can adapt it for matrix multiplication using a matrix-partitioning based approach, and
compare its performance with that of other matrix partitioning based schemes. This
can be done by treating the partitions of the matrices to be multiplied as batches of
data. Therefore, if A is partitioned column-wise and B is partitioned row-wise into K
partitions each, the scheme in [60] has the recovery threshold of 2( K +7—1)+S+2A+1,
where S and A are the numbers of stragglers and Byzantine adversaries, respectively.
If A is partitioned row-wise and B is partitioned column-wise, into K and L parti-
tions respectively, the recovery threshold is 2(KL +T — 1) + S 4+ 24 + 1, which is the
same performance as that of the GASP codes in [64] for big T, which can be seen by
setting S = A = 0. For arbitrary matrix partitions, the Lagrange coded scheme does
not perform as well as the secure generalized PolyDot (SGPD) codes introduced later
in [68]. In [68], the trade-off between the download rate and the recovery threshold,
first studied in [69] using the MatDot and PolyDot schemes for straggler mitigation, is
extended to SDMM. The SGPD codes achieve the same recovery threshold as Lagrange

codes for the sum-of-outer-products method.

The work that is most related to ours is [70], which considers the setting in which
the data is generated at distributed source nodes, and does not belong to the user re-
questing the computation. It extends the BGW (Ben-Or, Goldwasser and Widgerson)
scheme from [71], which was first proposed in the context of secure MPC, for multi-

plication of matrices using a connected network of computing servers. The sources are
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assumed not to be connected with each other, while the servers are. The latter as-
sumption is exploited to reduce the communication to the user by allowing the servers
to cooperate securely. Thus, the servers share their results from the first round of
computation among each other using Shamir’s secret sharing scheme, and compute a
linear combination of the received shares of the results. This inter-server cooperation
allows a smaller number of servers to send these linear combinations to the user. This
particular model also imposes privacy against the user, that is, the user cannot learn
anything about the data beyond what it learns from the computation result. This
constraint is not imposed in other papers, where the user is the source of the input

data; and neither in [65], where distributed source nodes generate the data.

With respect to the rich literature on the topic that we have summarized above, our

main novel contributions described in this chapter can be summarized as follows:

e We first introduce a novel polynomial coding scheme exploiting the properties
of discrete Fourier transform, and show that it achieves a near optimal upload
cost for SDMM of two matrices, while achieving the optimal upload cost for the
special case of computation with own data, in which the user has access to the

matrices used in the computations.

e The proposed scheme can be implemented in an efficient manner using the re-
cently developed fast Fourier transform (FFT) algorithm on finite fields [72], and
has negligible decoding complexity.

e We generalize the proposed scheme for SDMM of two matrices to introduce

straggler mitigation.

e We extend the proposed scheme to multiply multiple matrices on distributed
servers securely, while satisfying the security constraints for keeping the inter-
mediate and final results secure against any 7T colluding servers. Our scheme
has a significantly lower upload cost than the existing schemes, and is naturally

scalable to multiplication of an arbitrary number of matrices.
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e We describe secure distributed computation schemes for other operations such as
matrix addition, matrix transpose, matrix exponentiation, changing the param-
eters of the secret shares, and solving linear systems, which includes computing
the matrix inverse. Thus, it is shown that arbitrary matrix polynomials can be

computed securely on distributed servers.

1.2 Publications

In the following, we mention the publications that have resulted from the work

presented in this dissertation.

Chapter 2

The content of this chapter has been published in the following:

e N. Mital, D. Giindiiz and C. Ling, “Coded caching in a multi-server system with
random topology,”, IEEE Wireless Communications and Networking Conference

(WCNC), Barcelona, 2018, pp 1-6. (Best student paper award)

e N. Mital, D. Giindiiz and C. Ling, “Coded Caching in a Multi-Server System
With Random Topology,” in IEEE Transactions on Communications, vol. 68,

no. 8, pp. 4620-4631, Aug. 2020.

Chapter 3

Part of the content has been published in the following:

e N. Mital, K. Kralevska, C. Ling and D. Giindiiz, “Storage-Repair Bandwidth
Trade-off for Wireless Caching with Partial Failure and Broadcast Repair,” 2018
IEEE Information Theory Workshop (ITW), Guangzhou, 2018, pp. 1-5.

We then extend the analysis to present a novel code construction to achieve the fun-

damental limits derived earlier in this chapter.
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e N. Mital, K. Kralevska, C. Ling and D. Giindiiz, “Practical Functional Regener-
ating Codes for Broadcast Repair of Multiple Nodes,” 2019 IEEE International

Symposium on Information Theory (ISIT), Paris, France, 2019, pp. 221-225.

e N.Mital, K.Kralevska, C. Ling and D. Glndiiz, “Functional Repair of Multiple
Partial Failures with Broadcast: Achieving the Entire Trade-off”, (to be submit-
ted).

Chapter 4
The content of this chapter has been submitted for review at the time of writing this

thesis:

e N. Mital, C. Ling and D. Giindiiz, “Secure Distributed Matrix Computation
with Discrete Fourier Transform,” arxiv eprints, 2020, under review in IEEE

Transactions on Information Theory.



Chapter 2

Coded Caching in a Multi-Server

System

2.1 Introduction

Coded caching and distributed storage have received significant attention in recent
years to exploit the available memory space and processing power of individual network
nodes to increase the throughput and efficiency of data availability. With proactive
caching, part of the data can be pushed to nodes’ local cache memories during off-
peak hours, called the placement phase, to reduce the burden on the network during
peak traffic periods, called the delivery phase [3—14]. Coded caching refers to careful
coded or uncoded placement of cache contents in the placement phase, and coded
delivery on a multicast channel during the delivery phase. It was shown by Maddah
Ali et. al. [3] that coded delivery on multicast links to cache-equipped users helps to
leverage a global caching gain which provides significant improvement in transmission
efficiency. A different type of coded caching also improves the delivery performance
in the so-called “femtocaching” scenario [6], where multiple cache-equipped small-cell
base stations (SBSs) collaboratively deliver contents to users. Coding for distributed
storage systems has been extensively studied in the literature (see, for example, [15]),
and in the femtocaching scenario, ideal maximum distance separable (MDS) codes
allow users to recover contents by collecting parity bits from only a subset of SBSs

they connect to [6].

In this chapter, we combine distributed storage at the SBSs, similar to the “femto-
caching” framework [6], with cache storage at the users, and consider coded delivery

over error-free shared broadcast links [4]. We consider a library of N files stored across

31
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P SBSs, each equipped with a limited-capacity storage space (see Fig. 2.2). Unlike the
existing literature, we consider a boolean random connectivity model [7]: during the
delivery phase, each user connects only to a random subset of p SBSs, where p < P.
This may be due to the density of distribution of SBSs, physical variations in the
channel, or due to resource constraints. Most importantly, the connections that form
the network topology are not known in advance during the placement phase; therefore,
the cache placement cannot be designed for a particular network topology. Storing the
files across multiple SBSs, and allowing users to connect randomly to a subset of them
results in a loss in multicasting opportunities for the servers, indicating a trade-off be-
tween the coded caching gain and the flexibility provided by distributed storage across

the servers, which, to the best of our knowledge, has not been studied before.

On the other hand, the presence of multiple servers may improve the latency if
user requests can be satisfied in parallel. Accordingly, two scenarios are discussed
depending on the delivery protocol. If the servers transmit successively, i.e., time-
division transmission, the total latency is the sum of the latencies on each link in
delivering all the requests. If the servers operate in parallel, then the latency is given

by the link with the maximum latency.

We propose a practical coded storage and delivery scheme that exploits MDS coded
storage across servers simultaneously with coded caching and delivery to users. In the
successive transmission scenario, we show that the cost of the flexibility of distributed
storage is a scaling of the latency by a constant. We also characterize the average
worst-case latency (over all user-server associations) of the proposed scheme by assum-
ing that the users connect to a uniformly random subset of the servers; and show that
it is relatively close to the best-case performance, which is the single-server central-
ized delivery latency derived in [3], achieved when all the users connect to the same
set of servers, maximizing the multicasting opportunities. We observe that, as the
server storage capacities increase, the average delivery latency vs. user cache memory
trade-off improves, approaching the single-server performance. We give an analytical
expression to compute the average delivery latency for different server storage capaci-
ties, which is shown to give a fairly accurate estimate of the expected delivery latency

when the number of servers is large. We then consider the delivery latency when the
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Transmissions:

1) To users 1 & 2: [21] D W
2) To users 2 & 3: Bl & Bl
S 3) To users 1 & 3: [31] [l

Received segments:

1) User 1: ,
2) User 2: ,
W W W3 3) User 3: M,

FIGURE 2.1: Maddah-Ali-Niesen (MAN) scheme for 3 users requesting files

{W1, Wa, W3} respectively, each of size F' bits, and having cache capacity of My = F

bits. Each file is divided into 3 segments of size % each. Each user caches one segment

of each file, thus satisfying the cache constraint. All the requests are satisfied with 3

transmissions, i.e., 3 X g = F bits transmitted on the channel.

servers can transmit in parallel. We characterize the achievable average worst case
delivery latency of the proposed coded storage and delivery scheme as a function of

the server storage capacity for different p values.

2.1.1 Choice of connectivity parameter p

The parameter p depends on various factors, like the multihoming capability of the
user devices, density of the Poisson point process according to which one assumes the
distribution of SBSs [7], the typical number of available SBSs with good connectivity
to a particular user from an arbitrary location, which may be affected by complex envi-
ronments consisting of buildings and moving objects that can cause physical variations

in the channel.

2.1.2 Centralized coded caching with single server

First we briefly describe the Maddah Ali and Niesen (MAN) scheme proposed in the
seminal work of [3], which has formed the basis of most schemes developed in later

research on coded caching. We use a toy example to explain the essential ingredients
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of the scheme (see Fig. 2.1). Consider a library of 3 files, each of size F bits, stored
in a centralized server that is connected through a shared link to 3 users. Each user
is equipped with a cache memory of size M = F bits. The coded delivery scheme
illustrated in Fig. 2.1 satisfies all the requests with 3 coded transmissions, that is,
F bits transmitted on the channel, while an uncoded delivery scheme would require
6 transmissions of the segments not in the user caches, that is, 6 x % = 2F bits

transmitted on the channel.

2.1.3 Coded caching with multiple servers

In a related work [12], the authors study coded caching schemes presented in [3]
and [11] when parity servers are available. The authors consider special scenarios with
one and two parity servers. They propose a scheme that stripes the files into blocks,
and codes them across the servers with a systematic MDS code, and they also propose a
scheme for the scenario in which files are stored as whole units in the servers, without
striping. In this chapter, we do not specify servers as parity servers, and instead
propose a scheme that generalizes to the use of any type of MDS code and any number
of storage servers. We study the impact of the topology on the sum and maximum
delivery rates, and the trade-off between the server storage capacity and the average

of these rates.

In [13], the authors consider multiple servers, each having access to all the files in the
library, serving the users through an intermediate network of relays (see Fig. 77). They
consider the so-called linear network model, in which the network topology is fixed but
unknown at the relay nodes. The authors study the delivery latency considering parallel
transmissions from the servers, and show that there is a gain from using multiple servers
when the relay nodes employ simple random linear network coding which makes the
network transfer matrix H rich. Note that, our model considers both limited storage
servers and random network topology over the delivery network, which is unknown
during the placement phase, but known during the delivery phase. Compared to the

linear network model, our model corresponds to an identity network transfer matrix,
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in which the scheme of [13] does not provide any gains since it is not optimized for the

realization of the topology.

Another line of related works study caching in combination networks [14], [16], which
consider a single server serving cache-equipped users through multiple relay nodes (see
Fig. ?7). The server is connected to these relays through unicast links, which in turn
serve a distinct subset of a fixed number of users through unicast links. A combination
network with cache-enabled relay nodes is considered in [16]. In this chapter, we relax
the symmetry of a standard combination network and the assumption of a fixed and
known network topology, which would be unrealistic in many practical scenarios, to a
certain degree by allowing each user to connect to a random fixed number of servers,
thus breaking the symmetry from the servers’ perspective while maintaining the sym-

metry from the end-users’ perspective.

2.2 Problem Setting

We consider the system model illustrated in Fig. 2.2 with P servers, denoted by
S1,S9,...,Sp, serving K users, denoted by Uy, Us, ..., Ug. There is a library of N
files Wy, Wa, ..., Wy, each of length F bits uniformly distributed over [27]. Each user
has access to a local cache memory of capacity My F bits, 0 < My < N, while each
server has a storage memory of capacity MgF bits. The caching scheme consists of
two phases: placement phase and delivery phase. We consider a centralized placement
scenario as in [3], which is carried out centrally with the knowledge of the servers
and the users participating in the delivery phase. However, neither the user demands,
nor the network topology is known in advance during the placement phase. In the
delivery phase, we assume that each user randomly connects to p servers out of P
with a uniform distribution over all p—subsets, where p < P, and requests a single
file from the library. This is an instance of a boolean model network [7], which is a
first-order approximation of isotropic wireless communication. A user connects to an
SBS independently of the other SBSs, where the SBSs are assumed to be uniformly
distributed, if the received SNR from that SBS is above a certain threshold, and p is
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b) p=2,q =4,92 = 4,935 = 0 (best topology (for successive transmissions), worst topology
(for parallel transmissions)).
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(¢) p=2,q1 =3,q2 = 3,q3 = 2 (worst topology (for successive transmissions), best topology
(for parallel transmissions))

FiGure 2.2: Examples of different network topologies for P = 3 and K = 4 with
p=2.

determined by the density of SBSs or other resource constraints. We define o £ 5 as

the connectivity of the network, where 0 < a < 1. For j € [K], let Z; denote the set
of servers U; connects to, where |Z;| = p, and d; € [N] denotes the index of the file it
requests. For example, in Fig. 2.2(a), Z; = {S1,S2}, Z2 = {S1,S2}, Z3 = {S2,S3} and
Z; = {S2,S3}. Let the demand vector be denoted by d £ (dy, da, ..., df ). The topology
of the network, i.e., which users are connected to which servers, and the demands of

the users are revealed to the servers at the beginning of the delivery phase.

The complete library must be stored at the servers in a coded manner to provide
redundancy, since each user connects only to a random subset of the servers. Since
any user should be able to reconstruct any requested file from its own cache memory
and the servers it is connected to, the total cache capacity of a user and any p servers

must be sufficient to recover the whole library; that is, we must have My + pMg > N.

Let KCp, denote the set of users served by S,, for p € [P], and define the random vari-
able Q, £ ||, which denotes the number of users served by S,. We shall denote a par-

ticular realization of ), as g, and define q £ (q1, . . ., g,), where we have 25:1 qp = Kp.
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For example, in Fig. 2.2(a), we have K1 = {U;,Us}, Ko = {U1,Us2,Us, Uy}, K3 =
{U3, U4}, and q = (2,4,2). In the delivery phase, server S, transmits message X, of
size R, bits to the users connected to it, i.e., the users in set Kp, over the corre-
sponding shared link. We assume that each server is allocated a separate orthogonal
delivery channel, and the message it transmits is received by all the users connected
to this server. The message X, is a function of the demand vector d, the network
topology, the storage contents of server S,, and the cache contents of the users in .
User Uy, receives the messages Xz, = {X, : p € Z;}, and reconstructs its requested

file Wy, using these messages and its local cache contents.

2.2.1 Formal problem statement

We now provide the formal definition of the caching problem. Let {W,}Y_; be N
independent random variables each uniformly distributed over [2f] for some F' € N.
Each W, represents a file of size F' bits. Let R,,p € [P], be the number of bits,
normalized by the size of a file, transmitted by server p € [P] during the delivery
phase. A (Mg, My, Ry,...,Rp) storage and caching scheme consists of P server stor-
age functions, K caching functions, P(IZ )K encoding functions, and K (1; )K decoding

functions.

The caching function
¢r : [2F1 — 2] ke (K, (2.1)

maps the library {I/Vn}g:1 into the cache contents, of user Uy during the placement

phase:
Vi & dp(Wh,...,Wy) (2.2)
The server storage function

op: [2F]Y = 2UFMS)], pe [P (2.3)
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maps the library {W,,}2V_, into the storage of server S,:
Y;,édp(Wl,...,WN). (24)

We define a separate encoding function for each server depending on the network
topology. Hence, the encoding function for server Sy, p € [P],

Pn t INJE x [2LPMs)] o (ol (2.5)

maps the demand vector and the memory contents of server S, to message X, i.e.,

X, 2 W yr (@A Y5), (2.6)

which is delivered to the users in K, during the delivery phase. Finally, we define a
separate decoding function for each user depending on the network topology. Hence,
the decoding function for user Uy, k € [K], is

”I(C{Zk}fil) L [QLFRMDJ] VR [QLFRﬁk(p)J] % [2LFMUJ} _ [QLFJ]’ (2.7)

where 7%(1),...,7%(p) denote the p servers in set Z, maps the demand vector d, the
received signals Xz, from the servers in Zj, and the local cache content Vi to the
estimate de, ie.,

de £ M?{Zk}szl)(d’sz’Vk) (28)

The probability of error for this scheme, for a fixed topology, is defined as

Pr(W, Wy.). 2.9
e, mex r(Wa, # Wa,) (2.9)

We remark here that the storage and caching functions o, and ¢, do not depend on

the network topology, while the encoding and decoding functions do.

Definition 2.1. The tuple (Mg, My, R1, ..., Rp) is said to be achievable if for every
e > 0 and large enough file size F' there exists a (Mg, My, Ry, ..., Rp) caching scheme

with probability of error less than e.
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Our goal is to minimize the delivery latency, which is the time by which all the
user requests can be satisfied. Among other parameters, delivery latency also depends
on the operation of the SBSs. If each SBS transmits over an orthogonal frequency
band, the requests can be delivered in parallel, and the delivery latency is given by
T,q = max, R,. If, instead, the servers transmit successively in a time-division manner,
which is suitable for user devices that are simple and not capable of multihoming on
multiple frequencies, the normalized delivery latency will be given by Tyq = 25:1 R,.
Our goal will be to find the average worst-case delivery latency, where the worst case
refers to the fact that all the users can correctly decode their requested files, inde-
pendent of the combination of files requested by them, and the averaging is over all
possible network topologies. Assuming that N > K (i.e., the number of files is larger
than the number of users), it is not difficult to see that all the users requesting a dif-
ferent file corresponds to the worst-case scenario. We would also like to remark that,
under uniform file popularity, the probability of experiencing this worst-case demand
distribution increases significantly with N, and approaches 1 for N values that one

expects to experience in practice.

2.3 Coded Distributed Storage and Caching Scheme

We first note that our system model brings together aspects of distributed storage
and proactive caching/coded delivery. To see this, consider the system without any
user caches, i.e., My = 0, which is equivalent to a distributed storage system with
unreliable servers, where random P — p out of P servers are inactive. It is known that
MDS codes provide much higher reliability and efficiency compared to replication in
this scenario [15]. On the other hand, when the servers are reliable, i.e., p = P, our
system is equivalent to the one in [3], and coded delivery provides significant reductions
in the delivery latency. Accordingly, our proposed scheme brings together benefits from
coded storage and coded delivery. To illustrate the main ingredients of the proposed

N

scheme we assume Mg = n in this section, and extend to other server capacities in

later sections.
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1
W14, Cl,A2 — Server 1
W14, X 012,,42 — Server 2
e :
[ )
. Cng — Server P
. p subsegments

1 2 P
I/Vl,Az7 VVI,.AQ7 T Wl,.Az

(It{) segments of Wy

FIGURE 2.3: Segmentation, MDS coding and placement of files.

2.3.1 Server storage placement

We first describe how the files are stored across the SBS servers in order to guarantee

that each user request can be satisfied from any p servers a user may connect to (see Fig.

2.3). We define t = K%U, and assume initially that ¢ is an integer, i.e., t € [0 : My].
The solution for non-integer ¢ values will be obtained through memory-sharing [3].
Each file is divided into ([t( ) equal-size non-overlapping segments. We enumerate them
according to distinct t-element subsets of [K], where W; 4 denotes the segment of WW;

that corresponds to subset A. We have Wj = U 4c(x:jaj=¢ Wias J € [N].

Each segment is further divided into p equal-size non-overlapping sub-segments de-
noted by WJI 4> L € [p]. The p sub-segments of each segment are coded together using
a (P, p) linear MDS code with generator matrix G, giving as output P coded subseg-
ments for segment W; 4, denoted by C]l-, L elP] le»7 4 1s a linear combination of the
subsegments of the segment corresponding to subset A, of file ;. C'jl-7 4 will be stored
in server S;, VI € [P],j € [N], and A C [K],|A| = t. Since each sub-segment is of

length %, every linear combination Cé 4 is of the same length; and hence, server
P »

t
storage capacity constraint of MgF = % is met with equality.

Remark 2.1. We assume that each user knows the generator matriz of the MDS code

to be able to reconstruct any coded subsegment C’iA from the uncoded segment W 4.
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2.3.2 User cache placement

Using the placement scheme proposed in [3] for user caches, each segment of a file,

W 4, is placed into the caches of all the users Uy for which £ € A, i.e., each user

(i)

caches (It(:ll) segments of each file, or ) NF = %N = My F bits, meeting the user

cache capacity constraint.

2.3.3 Delivery phase

We first make the following observation about the above placement scheme: in the
worst-case demand scenario, consider any t+1 users. Any t out of these t+1 users share
in their caches one segment of the file requested by the remaining user. Enumerate
these subsets of t 4+ 1 users as H;, ¢ € [(tfl)] Consider server S,, p € [P], and one
of the g, users connected to it, say Uy. Then, for any subset H;, that includes &, i.e.,
k € H;, the segment Wy, 3.\ (x) is needed by user Uy, but is not available in its cache
because k ¢ H; \ {k}, while it is available in the caches of the users in IC, (H; \ {k}.
The MDS coded subsegment of Wy, 3,,\(x) stored by S, is cP

di Hi\{k}’

users know the generator matrix G, each user which has Wy, 3,,\ (&) in its cache can

and since the

reconstruct Cgk M\ [k} BS well. Then, for each H; that includes at least one user from

Kp, Sp transmits

X,(H) = @ CF sk} (2.10)
kekp NHi\{k}

where @ denotes the bitwise XOR operation. Then, Hz € [(tfl)} ke HZH = (Kt_l)
is the number of messages transmitted by server S, that contain the coded version of
a segment requested by Uy, and is also equal to the number of segments of Wy, not

present in the cache of user Uy. Overall, the message transmitted by S}, is given by

X, = U X, (H,). (2.11)
i€ [(tﬁ)]:ICP NHi#¢

From the transmitted message X,(#;) in (2.10) for each set H;, user Uy can decode

the MDS coded version C’sk Ho\ [k} of its requested segment Wy, 3\ (r). With the
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transmissions from all the servers, Uy receives p coded versions of each missing segment
from the p servers it is connected to. Since each segment is coded with a (P, p) MDS

code, the user is able to decode each missing segment of its request.

Note that each transmitted message X, (H;) by a server is of length F'/ p(ft() bits.

The number of messages transmitted by S, is

(5] o)
SNt e TR
B <tf1) - <I§;fp) (2.14)

That is, server S, transmits a total of R, = ¥/p(¥) [(tfl) — (Iijr‘llp)] bits.

The delivery latency performance of this proposed coded storage and delivery scheme
with both successive and parallel SBS transmissions will be studied in the following

two sections.

Remark 2.2. Due to the symmetry in the network across servers and users, the de-
livery latency of this scheme depends only on the q vector, not the particular network
topology, i.e., what matters is the number of users served by each server, not the iden-
tity of the users. More specifically, all permutations of a q vector, and the associated
users, result in the same latency. Hence, we define the “type” of a network topology
as a vector of dimension K + 1, g, where g; denotes the number of servers serving i

users, fori=0,1,..., K. We have 0 < g; < P, Zfiogi:P andzilioigi:[(p.

2.4 Swuccessive SBS Transmissions

In this section we assume that the SBSs share the same communication resources,
and hence, transmit successively to avoid interference. When the SBSs transmit suc-

cessively in time, the normalized delivery latency is given by

T A oot I

p=1

>
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(Ii J: fp> (2.16)

gi (It:_li) . (2.17)

To characterize the “best” and “worst” network topologies that lead to the minimum

(K-t 1
Ca(t+1) p(ft()

|
M)~

p=1

(K-t 1
_a(t—i—l) p([t()

(2

|
] >

Il
=)

and maximum delivery latency, respectively, we present the following lemma without

proof.

Lemma 2.1. For ny,ne,r € Z* satisfying r < ny and nq + 2 < na, we have
1 -1
()= ()= () () @19
r T T r

The lemma above indicates the “convex” nature of the binomial coefficients in (2.16);
that is, the points (r, (:)), (r+1, (Ttl)), coey (P 4+ ng — 1, ("1+Z2_T)) form a convex
region. From Lemma 2.1, it can be deduced that the second summation term in (2.16)
takes its minimum when max,(g,) < miny(g,) + 1, p € [P], i.e., the values of ¢, are
as close to each other as possible. This corresponds to the class of topologies with the
highest delivery latency (see Fig. 2.2(c) for an example). The topology that requires
the minimum delivery latency of Ty = % is when g, is either 0 or K for each server,
or equivalently, when all the users are connected to the same p servers (see Fig. 2.2(b)

for an example).

Next we study the average worst-case normalized delivery latency, where the average
is taken over all possible network topologies. As we have seen above, the delivery
latency depends on the topology, and for a given topology, the “worst-case” delivery
latency refers to the worst-case demand combination when each user requests a different
file. Note that, in the worst case, due to the symmetry in the network and the proposed
caching and delivery scheme, the latency depends only on the type of the network
topology. We further assume that the probability of having any network of the same

type is the same.
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Lemma 2.2. Let w; be the probability of exactly i users being served by a server; that

is, w; = Pr{qy, =1i},p € [P]. We have
Proof. The number of servers serving exactly i users, g;, can be written as
P
9= > Lapmiy (2.20)
p=1

Taking expectation on both sides, we have

P

Elg] = 3 Pr{g, = i} (2.21)
p=1

= w; P, (2.22)

O

The following theorem presents the average normalized worst-case delivery latency
of the proposed scheme under successive transmissions, which follows by taking the

expectation of both sides of Eq. (2.17) and Lemma 2.2.

Theorem 2.2. The average worst-case normalized delivery latency of the proposed

scheme over all topologies under random user-server association is given by

L(K—t) 1 <& [(K—i
cx@+1)_fdf).xm(t+l>' (2.23)

7

E[Ts ] =

Since we have assumed uniform random connectivity, we have w; = (*)("=)" (*-)* 7" /(0)* =
) 3 p—1 P P

(If) (1 — )K=, The average worst-case latency is given in the following corollary.

The average worst-case normalized delivery latency with successive transmissions un-

der uniformly random user-server association is given by

_ (1 — o)t
E[Ts]:ﬁlt [1 (1@ ) ] (2.24)
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Proof. By plugging in w; = (K)ai(l — a)f~"in Eq. (2.23), we obtain the above

)

simplified expression. O

2.4.1 Redundancy in server storage capacity

In the analysis above, we have set the server storage capacity to Mg = e On
the other hand, for a given user cache capacity M, the minimum server storage
capacity that would allow the reconstruction of any demand combination is given by
Mg = %. In this case, we cache the same % fraction of the library in all the
user caches during the placement phase, and deliver the remaining fraction of the
demands from the servers, which is identical to the scheme in [16] when the user and
its connected servers have just enough space to store the entire library. The worst-case

My

delivery latency in this case is given by Tyq = K ( — T) =K —t.

Next, we consider the case when there is redundancy in server memories; that is,

% < Mg < N. Assume that Mg = p]L for some integer z € [p — 1]. Define & £ £5%.
Since « is defined as the connectivity of the network, o — & is the storage redundancy.

For non-integer values of z, the solution can be obtained by memory-sharing.

In this case, a (P,p — z) MDS code is used for server storage placement, allowing
each user to reconstruct any requested file by connecting to p — z servers. The user
cache placement is done as in the previous section. In the delivery phase, each user
randomly connects to p servers. We now have a degree of freedom thanks to the
additional storage space available at each server. Each user can obtain a segment from
any p — z of the p servers it is connected to by receiving one coded subsegment from
each of them. The choice of the servers that deliver the coded subsegments to the users
is made such that the multicasting opportunities across the network are maximized.
We construct an incidence matrix A of dimensions P x K such that a;; = 1 if S; is
connected to Uj, a;; = 0 otherwise. Consider the (¢ 4+ 1)—element subset #;, and the
file segments Wy, 2.\ (x}, Vk € H;. Consider the columns of A corresponding to the
users in H; and the matrix ) formed by them. Define the minimum cover of H; as the
smallest [ for which a I x (t+1) submatrix of ) has at least p— z non-zero values in each

column. The servers corresponding to the [ rows of this submatrix have to transmit
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Si| 1111100
S| 1111101
Ss| 01'11'0
Sef 00,101
Ss| 100 1.1
Se|l 11010
S7l 00011

FIGURE 2.4: An example 7 X 5 incidence matrix (P =7, K = 5) with p = 4.

one coded message each to satisfy the requests for the missing segments corresponding
to H;. Therefore, the total number of transmissions required to deliver the segments

Wa, #:\(k}: k € Hi, is equal to the minimum cover of H;.

As an example, consider the incidence matrix as shown in Fig. 2.4, which corresponds
to a system with P = 7 servers and K = 5 users, where each user connects to p = 4
servers. Assume that the server storage capacity is Mg = % and ¢ = 1. In this
setting, coded subsegments of requested files can be delivered to t + 1 = 2 users
through multicasting, and it is sufficient for each user to receive coded segments from
p — 2 = 2 servers. Then, for the user set H; = {1,2}, we consider the submatrix
corresponding to the columns 1 and 2 and rows 1 and 2 (marked by the blue dashed
lines in Fig. 2.4), which is the smallest submatrix satisfying the condition that each
column has at least p — z = 2 1s. Hence, the minimum cover for H; = {1,2} is equal
to the number of rows of this submatrix, that is, 2. For H; = {3,4} (marked by the
red dashed lines in Fig. 2.4), the minimum cover is 3. Thus, from (2.10), for segments
Wi, (3ap\(x}- k € {3,4}, S3 transmits the message X3({3,4}) = Dye(3.4 Cgk,{3,4}\{k}’
Sy transmits X4({3,4}) = C§37{4}, and S5 transmits X5({3,4}) = 024,{3}. The total
number of transmissions is 3. We can go through all the (t41)— element subsets of the
users and identify for each of them the minimum cover. We note that in the successive
transmission scenario, the total latency does not depend on the server transmitting

each subsegment, since the contribution to the total latency is the same. In the above

example servers S; and Sg could also deliver the two coded subsegments to users Uy
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PBia PpBy PB e o P@H-l—u ¢ 0

FI1GURE 2.5: The ordering of servers to count the minimum cover. The dashed line
indicates the point at which enough servers have been counted to deliver & coded
subsegments to all users in H.

and Us. The selection of the servers matters in the case of parallel transmissions.

2.4.2 Performance analysis

In this section, we derive an analytical expression for the expected delivery latency
in the asymptotic regime, i.e., when P — oo, while a and & are fixed. Consider a
particular subset H of t + 1 users. Define §; as the fraction of servers serving i users

inH,i=0,1,...,t+ 1. Thus, we have

P
1
bi=5 > Lo, =it (2.25)

p=1

Taking expectation on both sides of Eq. (2.25), we have

E[3] = ;im{mwzi}] (2:26)
_ 1ZP:Pr(]7-[ Al = i) (2.27)
P 2
— Pr(HNK,| = i) (2.28)
= <t+z 1)0/’(1 — o)D), (2.29)

where (2.28) follows due to the symmetry across all the servers. By the law of large
numbers, 3; — E[3;] for all i € [K], as P — oco. Also, the topology becomes symmetric
across all users as P — oo, i.e., almost all user subsets of the same size are served by
the same number of servers. We group the servers serving the same number of users
and arrange them in the order as illustrated in Fig. 2.5, where the first P51 servers

serve t + 1 users in H, the next Pf; servers serve exactly ¢ users in H, and so on. To
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compute the minimum cover [, i.e., the minimum number of servers that are needed
to deliver & coded subsegments to each user in H, we start counting from the left,
until each user in H collects & coded subsegments. For some u € [0 : t], we count till
the (u + 1)-th set of servers which serve t + 1 — u users in H, as in Fig. 2.5. When
counting the set of servers serving ¢ + 1 — u users, note that, according to our scheme,

the t+ 1 — u users can each extract one coded subsegment from a message transmitted

t+1
t+1—u

by a server in that set. Therefore, | | servers are required to serve one coded
subsegment each to the ¢t + 1 users in H. Define § as the number of coded subsegments
required by a single user in H from the set of servers serving ¢t + 1 —u users. Therefore,

for P — oo, the minimum cover can be written as

u—1
t+1
I~ P it | — 2.
]Z:g/@tﬂ it LJrl_J (2.30)

for some u € [0 : t], where (2.30) follows thanks to the symmetry across users. Note
that the above analysis is asymptotic, and does not hold in general for a finite P. Since
a message transmitted by a server serving ¢ users in H delivers ¢ coded subsegments in
total to the 7 users, the total number of coded subsegments delivered by the [ servers

that form the minimum cover for the users in H must be at least (¢ + 1)&; that is,

u—1

/ t+1
P 1—3 i —_— > 1)Pa 2.31
> L=y ]z eenra (231

where §' 2 (t +1 — u)d. The value of u is determined by solving for

u—1
0<(t+1)Pa—P> (t+1—5)Bi1y
j=0

<t +1—u)Bi1-u (2.32)
From Eq. (2.29) and the asymptotic convergence of §; to its expectation, we have
u—1
Z(t +1—5)Bt1-5

J=0

[ A |

— 00 . —q y

= Nt +1 =51 — )
: ( ])( 7) ( )
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—att (4 1) ui (i) (1 f‘a>_j (2.33)

j=0
We substitute (2.33) into (2.32) to solve for u. Having first determined u from Eq.
(2.32), and then 0 from (2.31), we can find the minimum cover ! from Eq. (2.30) for
P — oo. The delivery latency can thus be estimated as

1 K—t
BTl = o (t — > l, (2.34)

where the factor (piz) (%) is obtained by multiplying the normalized size of each

coded subsegment, given by } with the number of (¢+1)—user subsets, given by

1
(p—2) (%
(tfl). It will be seen in Section 2.7 that Eq. (2.34) provides a fairly accurate estimate

of the expected delivery latency when the number of servers P is large.

2.5 Lower Bound

In this section, we derive a tight lower bound on the minimum expected delivery
latency with uncoded cache placement, coded distributed storage in the servers, and
successive transmissions, which shows the optimality of the caching and delivery scheme
proposed in Section 2.4 in certain regimes. Following [73], we will first represent the
problem as a set of index coding problems.

In the index coding problem [74], a sender wishes to communicate an independent
message M, j € [B], uniformly distributed over [277], to the j* user among B users
by broadcasting a message X" of length n. Each user j knows a subset of the mes-
sages targeting these B users, indicated by Bj, Bj C {Mj, ..., Mg}, referred to as side
information. A rate tuple (r1,...,7p) is achievable, for large enough n, if every user
can restore its desired message with high probability based on X™ and its side infor-
mation. The index coding problem can be represented as a directed graph G with
B nodes, where node ¢ represents message M;, and a directed edge connects node ¢
to node j if user j knows message M; as side information. For our problem setting,
where we have the file library {W;}Y, each file W;,i € [N], of size F bits is divided

into 2% non-overlapping segments denoted by Wia, Ac 2[K] where 25 indicates the
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power set {¢, {1},{2},{3},{1,2},...,[K]}. The segment W; 4 denotes the part of file
W; cached exclusively by users in set .A. This is the most general representation of
an uncoded caching scheme at the users. For each demand vector d with distinct re-
quests, corresponding to the worst case scenario, we consider an index coding problem
with K251 independent messages, each of which represents a segment requested by

a particular user and cached by a different subset of the remaining users.

We generate a directed graph with K251

such that, for ¢ # j and A; C [K]\ {i} and A; C [K]\ {j}, there is a directed edge

nodes corresponding to these messages,

from node Wg, 4, to Wy, 4;, © # j, if user U; caches the segment Wy, 4,;; that is, if
j € A;. In the single server centralized setting, we get a lower bound using the index
coding bound [75]. Multi-server index coding has been studied as the distributed index
coding problem in [76], [77]. In the distributed index coding problem, the servers are
considered to store a subset of the messages in uncoded form, and each user is connected
to all the servers, whereas in our problem each user can connect to p out of P servers
randomly. Therefore, for the user to be able to retrieve any requested file from the
servers it connects to, the files must be stored using a distributed storage scheme in
the servers. Therefore, we analyse the case where the files are stored using erasure
codes in the servers. In that, we encode the segment Wy, 4 into P distinct coded
subsegments, denoted by (C’;hA, R CCIIZ,A) € Hpe[P} [QHPTSW“}, where n, = F'R), is the
length of message in bits transmitted by server S, such that any p coded subsegments
can be used to reconstruct the original segment. rgi’ 4 1s the rate at which server
Sp transmits the coded subsegment Cgh 4 corresponding to user Ujs request, and we
have 2521 nﬂ(j)r;_(ii > |Wg, 4| as a necessary condition to ensure that the segment
|Waq, 4| can be reconstructed by receiving any p distinct coded subsegments, where
7(7),7 € [p], are the p servers in set Z;. Recall that Z; is the set of p servers that serve

user U;. Also note that we do not code across files, but encode each file separately.

For the multi-server scenario, we consider P index coding problems, each represented
as a distinct directed graph G,,p € [P]. Each node in G, corresponds to a distinct
coded subsegment Cgﬁ _4» Which is requested by user U; and available in server S,. By
distinct coded subsegments we mean that H(Wq, 4|CY. 4, Cd. ) < H(Wy, alCF. ) for

all p,q € [P],p # q. Gp has the same structure as G, with the subsegments requested
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by users not served by server S, removed. Let the set of nodes in the index coding

problem represented by graph G}, be denoted by Z,.

We have the following multi-server index coding bound applying the result in [75]

separately on each of the P index coding problems.

Theorem 2.3. If the rate tuple {riA, . 7T}<,A? e rﬁf’A, . 7T§(,Av e rfA, . 7T£,A}AQ[K}
is achievable for the multi-server index coding problem represented by the set of directed
graphs Gp,p =1,..., P, under the constraint Z?:l nw(j)r;(a > |Wq,.al, and inter-file

coding is not allowed, then T‘;A = 0 if server S, does not serve user U;, and

P
VS (2.35)

p=1 Jp
for all J, C I, where the subgraph of G, over J, does not contain a directed cycle.

Remark 2.3. Theorem 2.3 holds when the nodes in the P inder coding problems
correspond to distinct coded subsegments, that is, there are no repeating nodes in any
two index coding problems. Distributed storage schemes which concatenate repetition
codes with other storage codes may not satisfy the bound in Theorem 2.3 (for example,
see [78]). References [76] and [77] may indicate how to compute the capacity under

such distributed storage schemes, but they are outside the scope of this dissertation.

Remark 2.4. There are non-MDS distributed storage codes, called regenerating codes,
that utilize increased storage capacity on the servers to reduce the repair bandwidth [15].
Theorem 2.3 holds for them unless some repetition code is used, because the problem
can still be represented as P independent index coding problems. For example, Theo-
rem 2.3 holds if a product matriz code [28] is used for distributed storage. However,
a sub-optimal delivery latency is achieved, because each server stores a larger number
of packets that have to be transmitted to the connected users for successful file recon-

struction.

To identify the acyclic sets J, in the subgraph G,, consider the permutations u =
(u,...,ur) of [K]. To determine the tightest bound, we may only consider the largest

such sets without a directed cycle. For a given u, the largest set of nodes not containing
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a directed cycle is
{Cé’u.,Ai A C LK)\ un, ..y i = 1K}

Each permutation u gives a unique acyclic set of nodes of the graph. The subsegment
Cgh ¢ 1s not cached in any user, so there is no outgoing edge from C’gﬁ  to any other

nodes in any sub-index coding problem. Therefore Cgi & is always in the set J,.

Consider first Mg = %. In that case, >30_) nx( )rd(]f)l =>f, |C’eri(i3l = |Wa, 4l
Following Theorem 2.3, in order to recover all the desired segments for each user, the

deliver latency, Tsq must satisfy

P
FTsd > Z Z |C§u17-A|
p=1

AC[L: K\ {u1}
.. P
ot IO Al D ICE (2.36)
ACILEN{uInK,)  AC[LK\{uf }nKy)
s.t. Z|C§uj,A|:|Wduj,A j €K, (2.37)

PEZ;

for every permutation u, and for every network topology.

|[Wa, .4l

We have |CF) | = for Mg = %, due to (P, p) MDS coded storage. In Eq.
(2.36), in the summation for a fixed value of p, the number of terms with |A| = i is

(lfl) — (Iijrfp) Thus we have

; (2.38)

=0
P A ‘
= ZT; (2.40)
i=0 |:p21 p(%)

while zo+ 21+ +2x > F, (2.41)

KM
and z1 +2x0 + -+ Kog < NUF (2.42)
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where z; £ > ack)A=iWial = (If)|W],4| = ,0(}2.()|C’£A] is the total normalized size
of all segments of file j cached by i users; or equivalently, 2 £ ([f ) |C’£ Al = %xi is the
total normalized size of all subsegments of file j cached by i users and stored in server
Sp. We minimize the lower bound in Eq. (2.40) over all segment sizes x;, which is a
linear program with two linear constraints (2.41) and (2.42), where the former follows
from the sum of all fractions of the files being one, while the latter follows from the
user cache memory constraint. The solution of a linear program lies on one of the

corner points of the feasible region. The feasible region defined by the constraints has

only one corner point characterized by

- KM,
F oi=tt==5Y

Ty =
0 otherwise

Therefore, Eq. (2.40) simplifies to

K

- ((5) - (55))

)
(%) ’

(2.43)

which is achieved by our delivery scheme. This proves the optimality of the delivery
scheme for successive transmission proposed in Section 2.4 under the assumption of

MDS coded storage at the servers and uncoded caching at the users.

2.5.1 Redundancy in server storage

When there is redundant server storage capacity, i.e., server storage capacity is

Mg = p—JL, consider the constraint 25-):1 nﬂ(j)r;ﬂ > [Wy,, 4l in Theorem 2.3. Since

the bound in Theorem 2.3 is a linear program of the rates of transmission of the coded

subsegments from the servers, the optimal solution lies on one of the corner points of the

N
p—z’

feasible region defined by the constraint. The corner points for Mg = z € [p—2],
are those where nﬂ(j)rl(ﬁ = Wﬁiii’;“ for all j € R,R C Z;,|R| = p — 2z, and equal
to 0 for all 5 € Z; \ R. The optimal solution should lie on the corner point which
chooses R such that the servers in R have the most multicasting opportunities, and

can thus deliver p — z coded subsegments of the requested segments to the users in the
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minimum number of transmissions. This is equivalent to finding the minimum cover

for each multicast group as described in Section 2.4.1.

When fractional repetition (FR) codes are used for server storage [79], the minimum
cover scheme may not be optimal. However, since FR codes have a maximum code rate
of %, we cannot have distributed storage schemes where Mg < %. Thus the minimum
cover scheme is optimal for server storage capacities Mg < %. We illustrate with a

toy example that the bound in Theorem 2.3 does not hold when FR codes are used.

Toy example:

Consider the simple scenario with P = 2 servers, K = 3 users illustrated in Fig. 2.6,
where we assume each server can store all the N = 3 files, i.e., Mg = 3, and each
user has cache capacity My = 1. Let the cache contents of Uy, Us, Us be Wo, W3, W7,
respectively, and the demand vector d = {W;, Wy, W3}. In this example, the demands
can be satisfied by S; transmitting W1 @& Wy, and Sy transmitting Wy @ W3, that is, the
delivery latency of Ts;y = 2 is achievable. However, Theorem 2.3 gives the bound on
delivery latency as Tsq > 3. Us receives its requested file Wy with added interference
of Wy from S7, which it cannot remove using its cache contents. However, U, adds the
messages from S7 and Sy to align the interference on Wy with W3, which it can remove
by using its cache contents, thus doing a sort of interference alignment. In contrast,
if MDS coded storage were used, the interference alignment type of scheme would not

be possible due to distinct coded subsegments transmitted by both servers.

S S9

Wy W3 Wi

FIGURE 2.6: Toy example with P=2 K =N = Mg =3, My =1

The polymatroidal capacity region for multi-server index coding has been character-

ized in [76] for full user-server connectivity and uncoded server storage. Characterizing
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the capacity region for partial user-server connectivity, and constructing an optimal
joint server storage and caching scheme for FR coded distributed storage is an inter-

esting open problem for future work.

2.6 Parallel SBS Transmissions

When SBSs can deliver in parallel without interfering with each other, the normalized
delivery latency is dictated by the SBS that has to deliver the maximum number of
bits:

Tpy 2 né%xp(lK) [<tf1) - (i; f”)] . (2.44)

t

The “best” and “worst” network topologies in the parallel transmission scenario
are different from those in the successive transmission scenario. The most balanced
topology, i.e., the one with the minimum value of the maximum ¢, has the “best”
(lowest) delivery latency, contrary to the successive transmission scenario, in which this
would be the “worst” topology. The corresponding delivery latency can be obtained
by substituting ¢, = [%1 in (2.44). The topology with the maximum possible gy, i.e.,
any topology with at least one server connected to all K users, is the “worst” topology

since it has the highest delivery latency.

2.6.1 Redundant server storage capacity

The minimum server storage capacity that would allow the reconstruction of any

. In this case, we cache the same %

demand combination is given by Mg = N *pMU
fraction of the library in all the user caches during the placement phase, and deliver
the remaining fraction of the demands from the servers without multicasting. The

worst-case delivery latency in this case is Tpq = % <1 — %)

Next, we consider the case when there is redundancy in server memories; that is, % <

Mg < N. Assume that Mg = pl for some integer z € [p — 1]. For non-integer values

—Zz

of z, the solution can be obtained by memory-sharing. Notice that, as for successive



Chapter 2. Coded Caching in a Multi-Server System 56

transmissions, users can select the servers from which to receive coded subsegments.
A greedy server allocation algorithm is used. The algorithm assigns the multicast
messages to the servers trying to keep the number of messages delivered by each server
as evenly distributed as possible. At any point in time, if a server has delivered a
higher number of messages than all the other servers, even if a better multicasting
opportunity is available to this server, that server is not assigned a multicast message
in order to balance the number of messages delivered by each server in a greedy manner.
Instead, the server with the next best multicasting opportunity and a smaller count
of transmissions is assigned to transmit a particular coded subsegment to a multicast
group. Compare this with the algorithm for successive transmission, where a multicast
message is always assigned to the server with the maximum multicasting opportunity.
It is easy to see that the delivery latency achieved depends on the order in which the
algorithm assigns multicast messages to the servers. Thus the proposed algorithm is
suboptimal. Numerical results illustrating the performance of the proposed delivery

algorithm will be presented in the next section.

2.7 Results and Discussions

---- Tsaq; Best topology
====T,q; Worst topology (Ms = 3)
“o B[L.) (Ms=2)

Normalized delivery latency

User cache capacity (My)

FIGURE 2.7: Average normalized delivery latency vs. user cache capacity My, for

P=7 N=K =5,p=4, and for server storage capacities of Mg = %, g, g, 5.
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FIGURE 2.8: Average normalized delivery latency vs. server storage capacity Mg,
for P="7,N = K =5, My = 1 for successive SBS transmissions.

In Fig. 2.7 we plot the achievable trade-off between the user cache capacity and the
normalized delivery latency, Tyq, for the best and worst topologies, and the average
normalized delivery latency over all topologies, for successive transmission. The trade-
off curves are plotted for different server storage capacities. We observe that the gap
between the worst and the best topologies can be significant. From (2.17) and (2.23)
we can deduce that, for successive transmission the worst topology delivery latency;
and hence, the average delivery latency of the proposed scheme are both within a
multiplicative factor of é of the best topology delivery latency. We observe from Fig.
2.7 that the delivery latency decreases significantly, particularly for low My values, as

the redundancy in server storage increases.

In Fig. 2.8 the average delivery latency for successive transmission is plotted as a

function of the server storage capacity for server storage capacities Mg € [N 7PMU , NJ.
The figure is obtained by performing Monte Carlo simulations with uniform random
realizations of the topology and averaging the delivery latency over them. We observe
from Fig. 2.8 that the average delivery latency decreases rapidly for an initial increase
in the server storage capacity, which is more significant for high p values. This is
because, thanks to MDS-coded storage at the servers, the number of available multi-
casting opportunities increases with the redundancy across servers. Fig. 2.8 highlights

the fact that, for successive delivery and sufficient network connectivity, increasing the
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server storage beyond a certain value has little or no impact on the delivery latency.

In Fig. 2.9, it is shown that Eq. (2.34) in Section 2.4.2 gives a fairly accurate
estimate of the expected delivery latency for successive transmissions with redundant
server storage capacity, especially for small server storage capacities. The theoretical
estimate diverges a little from the expected rate for large server storage capacity,
before again converging where the delivery latency saturates at the minimum. Also,
comparing the plot for p =9, P = 21 in Fig. 2.9 with the plot for p = 3, P = 7 in Fig.
2.8, where the connectivity « is the same, we observe that the average delivery latency

decreases faster for p = 9, P = 21; that is, for larger values of P.

I I I I
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FicURE 2.9: Comparing the simulation with the theoretical, Average normalized
delivery latency vs. server storage capacity, for P = 21N = K = 5, My = 1 for
successive SBS transmissions.

The average delivery latency for parallel transmissions is plotted with respect to the
user cache capacity in Fig. 2.10, using (2.44). We observe as before that increasing the
server storage capacity gives significant gains in the average delivery latency, especially
for low values of My;. Unlike the case for successive transmissions, the average delivery

latency for My = 0 also reduces as the server storage capacity is increased.

The average delivery latency for parallel transmissions is plotted with respect to
the server storage capacity, Mg, in Fig. 2.11. Unlike the delivery latency for succes-

sive transmissions, we can see that the delivery latency does not saturate, and keeps
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FIGURE 2.11: Average normalized delivery latency vs. server storage capacity Mg,
for P=17,N =K =5, My =1 for parallel transmissions.
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decreasing until all the files are stored at each of the servers. We also observe as
before that the increase in network connectivity « helps reduce the delivery latency

significantly, especially for low server storage capacity Mg.

2.8 Conclusions and Future Work

We have studied a multi-server coded caching and delivery network, in which cache-
equipped users connect randomly to a subset of the available servers, each with its own
limited storage capacity. While this allows each server to have only a limited amount
of storage capacity, it requires coded storage across servers to account for the random
topology. We proposed a joint coded storage, caching and delivery scheme that jointly
applies MDS-coded storage at the servers, and uncoded caching and coded delivery
to the users. The achievable delivery latency of this scheme for both successive and
parallel transmissions from the SBSs are presented, with increasing user cache memory
as well as increasing server storage capacity, and their averages over random network
topologies are plotted. The analysis shows that when the server storage capacity is
increased, the delivery latency can be reduced significantly, for both successive trans-
missions as well as parallel transmissions. However, it is also observed that for sufficient
network connectivity, increasing server storage beyond a certain value provides little
benefit. Increasing server storage has a more significant impact when there is low

connectivity, and when user cache capacities are small.

The scheme proposed in this chapter does not attempt to reduce the file subpacke-
tization that is exponential in the parameters K and t for the proposed scheme, which
is based on the MAN scheme, thus allowing only a small number of users to be mean-
ingfully served in practice. Recent works employing Placement Delivery Array (PDA)
designs [80-82], and other works [83-85], propose coded caching schemes with subex-
ponential, or polynomial subpacketization, at the cost of lower caching gain. The
scheme proposed in this chapter can be adapted to work with low subpacketization
coded caching schemes, and it presents an interesting future direction of work to ob-
serve whether low subpacketization schemes can provide almost similar gains as the

schemes based on the MAN scheme in a distributed setting considered in this chapter.



Chapter 3

Regenerating Codes for

Distributed Storage

3.1 Introduction

Caching popular contents closer to end-users, particularly in the available storage
space at the wireless network edge, is attracting a lot of attention in the recent years as
a promising method to alleviate the increasing traffic on the backhaul links of wireless
access points, e.g., small cell base stations, and to improve the quality of service for
end users, particularly by reducing the latency [1,17], or the energy consumption
[9]. The literature on distributed caching systems focuses mostly on the code design
or the resource allocation for efficient storage of popular contents, assuming reliable
cache nodes. However, storage devices are often unreliable and prone to failures; thus,
efficient repair techniques that guarantee continuous data availability are essential for
a successful implementation of distributed caching and content delivery techniques in

practice.

Maximum distance separable (MDS) codes are typically used for distributed caching
of contents at multiple access points [1,17,18]. MDS codes provide flexibility for storage
so that users with different connectivity or mobility patterns can download a file from
only a subset of the access points. In particular, an (n, k) MDS code encodes a file of
size M bits by splitting it into k equal-size packets and encoding them into n packets
which are stored at n cache nodes. Each data packet consists of a set of symbols in
a finite field F,. The original file can be reconstructed by accessing any k£ out of n

packets from k distinct access points. This property is called the data reconstruction

property.

61
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FIGURE 3.1: A distributed SBS cache scenario.

3.1.1 Regenerating codes

When some nodes partially or fully fail, or when content has to be moved to new
cache nodes, their cache contents must be regenerated, either in the same failed node,
or in the new cache nodes where the content has to be moved, to be able to continue
serving users with the same amount of redundancy. An important objective of edge
caching in wireless networks is to reduce the backhaul link loads; therefore, we consider
cache recovery at the edge; that is, rather than updating the failed cache contents from
a central server through backhaul links, the failed cache contents are regenerated with
the help of surviving cache nodes. This is called the data regeneration property of a
code. Besides the conventional use-case of repairing failed storage nodes, the repair
problem also models the scenario of a network of distributed SBS caches considered
in [86], where the user requires k = 3 servers to obtain its desired file, but parts of the
file are stored only on servers Si,.59,S3 and 5S4, while the user has access to servers
S4, S5 and Sg (see Fig. 3.1). Hence, instead of servers S; and Sg fetching content
from a central server via the backhaul, 3 servers, namely S, S5 and S3, “repair” the
new cache nodes S5 and Sg, or in other words, move the necessary content to S5 and
Sg so that the user can obtain the file from Sy, S5 and Sg. The total amount of data
transferred from the surviving nodes to repair the failed nodes is called the repair
bandwidth. A trivial way to repair the failed nodes is to allow the nodes being repaired
to connect to any k surviving nodes, download the entire file, and recover the data

that was stored originally. Downloading the entire file to recover the data of a node
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that stores only a fraction of the file is wasteful. Conventional MDS codes treat the
packets stored in a node as a single symbol belonging to the finite field F,. It can be
shown that when the nodes are only permitted to perform linear operations over [,
when using conventional MDS codes, the total repair bandwidth can not be smaller
than the length of the entire file. Thus, conventional MDS codes have high storage

efficiency, but their repair bandwidth is large [15].

In contrast, regenerating codes are codes that treat the data stored on each node
as a vector of S data packets. In particular, a file of size M bits is split into P data
packets consisting of symbols in [F,. A total of S coded packets are stored on each node
having a storage capacity of o bits. Linear operations over F, in this case permit the
transfer of a fraction of the data stored in a single node, thus achieving a lower repair
bandwidth than conventional MDS codes. Similarly to existing literature [19-23], we
refer to S as subpacketization. Such codes, constructed over a vector alphabet, are
called array codes in the distributed storage literature. During repair, r failed nodes are
allowed to connect to d surviving nodes, and download a total of v = dg bits to repair
the lost contents. Dimakis et al. showed in [15] that there is a fundamental trade-off
between the storage capacity a and the repair bandwidth + by mapping the repair
problem in a distributed storage system to a multicasting network coding problem [24]
over an information flow graph [25]. The trade-off is shown to be characterized by the
cut-set bound for linear network coding, and can be achieved with high probability
using random linear coding [24]. The analysis in [15] focuses on a single node repair,
that is, losing one node triggers the repair process. Existing literature has mainly
focused on two extremes of this trade-off: the minimum-storage regenerating (MSR)
point and the minimum-bandwidth regenerating (MBR) point. Apart from a low repair
bandwidth, it is also desirable for a regenerating code to have low subpacketization.
Subpacketization determines the smallest file size that can be encoded, and the number

of operations required in the encoding and decoding process.
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3.1.2 Exact vs functional repair

Another terminology frequently found in the literature is that of exact repair and
functional repair. Functional repair refers to the repair process in which the replace-
ment of a set of failed nodes is such that the data reconstruction property and data
regeneration property is preserved in the resulting network of n nodes, while the coded
content in the replacement nodes may be different from the coded content in the original
nodes. In contrast, exact repair refers to the repair process in which the replacement
nodes store exactly the same coded content as stored originally in the failed nodes.
Exact repair is often preferred over functional repair because the former is predictable
and does not require nodes to communicate their changing coding coefficients to all

other nodes. However, functional repair is generally more flexible than exact repair.

3.1.3 Related work

Initially, most literature considered the exact repair of a single node at a time [19,
20,23,26-28]. In [28], the product-matrix framework for constructing optimal repair
MSR and MBR codes is proposed, which achieves the MBR point for all admissible
parameters, and achieves the MSR point for parameters restricted to d > 2k — 2. The
product-matrix construction employs an optimal (linear) subpacketization in n,k and
d. Zig-zag codes proposed in [19] allow arbitrarily high code rates (¥/n — 1) for the
MSR point but require a subpacketization level that is exponential in k. Other MSR
constructions, including Reed Solomon (RS) codes, have been proposed that meet the
cut-set bound, but employ an exponential, or at best polynomial, subpacketization

[20-23].

It was first observed in [29] that multiple node repair, that is, when the repair process
starts only after r nodes fail, is more efficient in terms of the repair bandwidth per
node, compared to repairing each node as it fails. In [30] and [31], the authors introduce
cooperative regenerating codes, which repair multiple failures cooperatively by allowing
each of the r nodes being repaired to collect data from any n — r surviving nodes, and
then to cooperate with the other r—1 nodes being repaired. In [32], the authors design a

minimum storage cooperative regenerating (MSCR) code for n = 2k,d = 2k —2,r = 2,
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which they generalize to the repair of systematic nodes for n =2k, d=n—r,2 <r <
n — k in [33]. An obvious drawback of these constructions is that they restrict to a
limited set of parameters. Ye and Barg [34] gave an explicit MSCR construction for
all parameters, that is, for 2 < r < n — k,d > k, but employ a subpacketization that
is exponential in the parameters n, k and d. The product-matrix construction of [28]
for single node repairs was extended to MSCR in [35], meeting the cut-set bound with
optimal subpacketization, but for parameters restricted to d > 2k — 2 — r. In [36], the
authors gave an explicit construction of minimum bandwidth cooperative regenerating

(MBCR) codes for all parameters n, k, d, r, employing only a linear subpacketization.

Instead, similarly to [37,38], we consider broadcast repair; that is, transmissions from
each node are received in an error-free manner by all the other nodes. The storage-
repair bandwidth trade-off for the repair of multiple fully failed nodes using broadcast
repair was derived in [38]. Additionally, we consider the partial repair problem, studied
in [37], in which a node loses only a part of its contents, and the remainder of the
contents may be used along with the transmissions from the surviving nodes to repair
the content, thus further reducing the repair bandwidth. In [37], the authors derive
a lower bound on the number of packet transmissions at the MSR point for error-
free broadcast partial repair, and provide an explicit code construction for a special
case. The information flow graph construction in [37] does not capture the relation
between storage capacity and the repair bandwidth, thus focusing only on one of the
extreme points on the storage-repair bandwidth trade-off curve, corresponding to the

MSR point. In this chapter, we obtain the entire optimal trade-off curve.

In [39], the authors present the storage-repair bandwidth trade-off for clustered stor-
age networks, where multiple nodes within a cluster fail. This is close to the partial
failure model that we consider since each cluster is equivalent to a node with multiple
memory units, and failure of a subset of memory units in a node is the same as partial
failure. However, we consider partial failures at multiple nodes, which is equivalent
to failure of multiple nodes in multiple clusters, and we also consider broadcast trans-
missions from the non-failed nodes. Another model studied in the literature is the
centralized repair model [40,41], in which the surviving nodes transmit the repairing

packets to a centralized node, which then repairs the failed nodes. The centralized
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model does not require the nodes being repaired to exchange data like the cooperative
repair model, thus making the repair process simpler; moreover, the storage-repair
bandwidth trade-off achieved with centralized repair is better than that with coopera-
tive repair. In [40,42], it is shown that cooperative repair achieves the minimum repair
bandwidth of centralized repair under exact repair but at a slightly higher storage
cost. In [41], it is shown that the optimal functional MBR point for centralized repair
of multiple nodes is not achievable under exact repair. Unlike the centralized repair
model, we consider broadcast repair, similarly to [37,38], that is, transmissions from
the surviving nodes are received in an error-free manner by all the nodes being repaired.
The broadcast repair model is almost equivalent to the centralized multi-node repair
model studied in [40,41]. Therefore, the codes that we construct for broadcast repair
are directly applicable to the centralized repair model. However, the main difference
between the broadcast repair model and the centralized repair model is that while
centralized repair employs two phases in the repair process, first where a centralized
entity receives the transmissions of the surviving nodes, and second where the cen-
tralized entity repairs the failed nodes by passing messages to them, broadcast repair
employs a single phase of broadcast transmissions from surviving nodes, and therefore,

is simpler and more efficient.

Since random linear coding is asymptotically optimal for network coding [43], it is
also asymptotically optimal for functional repair in distributed storage [15]. However,
random linear coding is not the most practically feasible scheme for distributed stor-
age because of large overheads and high computational complexity of the Gaussian
elimination-based decoding [44]. Therefore, most literature on regenerating codes is
focused on exact repair due to smaller overheads and predictability of the system when
the content of the storage nodes does not change with time. However, it was shown
in [45] that a large portion of the functional repair trade-off curve cannot be achieved
under exact repair. In fact, it was shown in [46] that there is a non-vanishing gap be-
tween the exact repair trade-off curve and the functional repair trade-off curve. Hence,
functional repair has been studied in [47-49] in an attempt to construct regenerating
codes achieving a trade-off closer to the optimal while incurring low overheads. Holl-

mann and Poh in [48] viewed a regenerating code as a collection of sets of subspaces
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of a vector space, in which reconstruction corresponds to generating the vector space
while repair corresponds to generating a subspace. This differs from the purely coding
theoretic view where the file is encoded using a generator matrix, like in [28]. With
respect to the vector space interpretation of linear functional repair codes characterized
by Hollmann and Poh, it is stated in [47] - “The properties of the code are determined
entirely by the manner in which the various spaces intersect. The advantage of the ge-
ometric perspective is that many classical geometric objects have nice, well-understood
properties in terms of how spaces embedded in these objects intersect”. In [47], several
constructions for strictly functional repair are proposed using a projective geometry
viewpoint for a limited set of parameters, that tolerate multiple node failures. The
constructions in [47] use well known combinatorial objects to construct spaces while
controlling how they intersect. A simple example to illustrate the point is a set of three
non-concurrent lines in a plane, which gives an exact repair code with the parameters

n=3k=d=2.

Despite these works, a general construction of functional regenerating codes with
low overheads, achieving all the points on the trade-off curve between storage capacity
and repair bandwidth, has not been achieved. This chapter addresses this problem
by proposing an intuitive and practical construction to achieve functional repair for
almost all admissible parameters. Our construction uses the geometric view of a linear
repair code, and frames the relationship between the local intersection properties of the
subspaces and the global independence properties of the subspaces. In the conference
publication [87], we presented a code construction achieving the MBR point and an
interior point on the optimal storage-repair bandwidth trade-off for full node repair.
In this chapter, we modify and improve that scheme, and extend it to achieve all the

points on the trade-off curve for full node repair as well as partial repair.

3.1.4 Our contributions

1. We derive the optimal storage-repair bandwidth trade-off for the broadcast re-

pair of multiple partial failures, and discuss the advantage of repairing multiple
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failed nodes simultaneously while leveraging unerased data remaining in the failed

nodes for repair.

2. We derive invariant conditions that are sufficient to be satisfied for a functional
repair code to be feasible. These conditions render structure to the random linear
coding scheme, and provide an intuitive insight into the structure of a feasible

functional repair code.

3. We present explicit codes that are optimal for functional repair of multiple nodes,
with a probability close to one, for a large number of feasible parameters, in

particular, for values of k which are divisible by r.

4. The proposed scheme employs an optimal (linear) subpacketization, has low com-
putational complexity during the repair process, and has low overheads unlike

random linear coding.

The chapter is organized as follows. The system model is introduced in Section
3.2. The storage-bandwidth trade-off for partial repair is derived in Section 3.3. Code
constructions for multiple node repair and partial repair are presented in Section 3.4.
Results and discussion are provided in Section 3.5. We close the chapter by highlighting

our main results in Section 3.6.

3.2 System Model

Consider a wireless caching system where n nodes, each with storage capacity « bits,
store a file of size M bits. We index these storage nodes by the set {1,...,n}. The
nodes are fully connected by a wireless broadcast medium and use orthogonal channels
for data transmission. The file is divided into P data packets, and the number of data
packets stored in each node, which is referred to as the subpacketization of an array
code, is defined as S = %. The nodes store the file such that a user, modeled as a
data collector, can reconstruct the file by obtaining the contents of any k nodes. This

is called the reconstruction property.
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We consider a scenario in which a portion of the stored bits in the storage nodes is
subject to being lost. We refer to these nodes as the faulty nodes and to the nodes
that do not experience any losses as the complete nodes. We assume that the repair
occurs in rounds, where a repair round gets initiated when r nodes experience partial
failures of o — vy bits, where a1 2 pa, p € [0,1]. Thus, a single repair round repairs
faulty nodes. There is no loss during a repair round. During a repair round, the lost
bits in the faulty nodes are repaired with the help of transmitted bits from d complete
nodes, k < d < n —r, called helper nodes, and the remaining bits that have not been
lost in each of the faulty nodes. In general, the repair is functional, i.e., the repaired
portion may not be the same as the original portion, but the repaired nodes satisfy
the reconstruction property. See the table below for a list of the parameters associated

with a regenerating code.

Number of storage nodes

Minimum number of nodes required for
file reconstruction

Number of repaired nodes (newcomers) in
each repair round

Number of helper nodes

File size in number of bits

Number of stored bits per node

Number of non-corrupted bits in a faulty
node

Fraction of non-corrupted bits in a faulty
node, i.e., a1 = pa

B | Number of transmitted bits per helper
node

~v | Total repair bandwidth, i.e, v = df

= > 3

gege

hs

3.2.1 Information flow graph

The repair dynamics of the network can be represented by an information flow graph
that evolves in time. See Fig. 3.2 for an illustration. It is a directed acyclic graph
consisting of six types of nodes: a single source node S, storage nodes xén, xfm 2 2l
auxiliary nodes h;, and a data collector DC. Each complete storage node z%,i € [n],

is represented by two vertices: an input vertex zj, and an output vertex z;,, that are
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connected by a directed edge $zn — x¢,; with capacity a. A faulty node is represented

3

by four vertices: an input vertex zj,,

an intermediate vertex z ., that is connected
to i, by a directed edge z!, — z! ., of capacity a, an output vertex z?, that is

)

connected to z! ., by a directed edge z! ., — x! , of capacity a1, and a failed vertex

i

:czf that is connected to z? ., by a directed edge xfm.d — x} of capacity @ — ay. The

failed vertex represents the corrupted portion of the data in the storage node.

Each vertex in the graph at any given time has two modes, active or inactive, de-
pending on its availability. At the initial time, the source node S is active and it
transmits data to n storage nodes such that the DC can retrieve the file from any k&
nodes. This is modeled by adding an edge from S to all input vertices of the storage
nodes, S — ¢ ,i € [n], with capacity ool. From this point onwards, the source node

becomes inactive, and the storage nodes become active.

When r nodes experience partial failure of o — a1 bits each, in the s-th round, the
repair process is triggered and r newcomers join the system. Note that a newcomer
represents the corresponding node being repaired. A newcomer x* where i = sn+7,j €
[n], represents the node x7 after the s-th round. The lost data is regenerated at the
newcomers by receiving functions of the stored data from d helper nodes. d helper nodes
are connected to the corresponding auxiliary nodes, denoted by h, with a directed edge

7
out

x! . — h' of capacity /3, which denotes the number of bits broadcasted by z*. Each
auxiliary node A’ is connected with infinite capacity links to all the newcomers. This

represents the broadcast nature of the transmission medium.

Definition 3.1. The repair bandwidth v = df is defined as the total number of bits

the helper nodes broadcast in a repair round.

)

We model a newcomer with two vertices z},, and xy,,, and a directed edge x}, —

with capacity a. The newcomer z°,i = n + (s — 1)r + j, uses the «a; bits from the
corresponding node being repaired. This is captured in the flow graph by edges with

i
out?

capacity al,xim-d - T followed by the edges with infinite capacity between the

output vertices of the node being repaired and the newcomers.

!Note that adding an edge with capacity oo means that all the information in the node sending the
data is available in the input vertices of the nodes receiving the data.
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A data collector corresponds to a request to reconstruct the file. Data collectors
connect to any subset of k£ active nodes and retrieve all the stored data in these nodes,

represented with edges with infinite capacity from the active nodes to the DC.

A cut-set in the information flow graph is a subset of edges such that there is no
path from the source node S to the data collector DC that does not go through any of
the edges in the cut-set. A cut partitions the graph into two disjoint sets of vertices,
denoted by the pair (U, U), where U is the set of vertices behind the cut, and U is the
remaining vertices after the cut. We define the capacity of a cut-set as the sum of its
edge capacities, and the min-cut of a graph as the cut-set with the minimum capacity

among all the cut-sets.

Proposition 3.1. [15] Consider any given finite information flow graph G, with
a finite set of data collectors. If the min-cut separating the source from each data
collector is larger than or equal to the file size M, then there exists a linear network
code defined over a sufficiently large finite field F (whose size depends on the graph
size) such that all data collectors can reconstruct the original file. Further, randomized
network coding guarantees that all collectors can reconstruct the file with probability

that can be driven arbitrarily close to 1 by increasing the field size.

Following Proposition 3.1, for the information flow graph construction described
above, we find the minimum cut over all possible failure combinations. We enumerate
cuts as x1, X2, ... (see Fig. 3.2). In Section 3.3, we demonstrate how to find the min-
cut for a specific example, and finally in the proof for Theorem 3.2 in Section 3.3, we

describe the process for finding the min-cut for a general information flow graph.

3.3 Storage-Bandwidth Trade-off for Partial Repair

Consider the scenario illustrated in Fig. 3.2, where n = 4,k = 2,d = 2 and r = 2.
The capacity of cut x1 is 2aq + 28, while the capacity of cut x2 is 2a. Then the
min-cut is min{2aq + 24, 2a}. From Proposition 3.1, to ensure that the file can be

reconstructed by the data collector, min{2a; + 23, 2a} > M.
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Xs=a1+28+a

FIGURE 3.2: Information flow graph G with n = 4,k = 2,7 = 2, one repair round
and cuts x1, x2 and x3.

For each set of parameters (n,k,d,v,a,r, p), there is a family of information flow
graphs, each of which corresponds to a particular evolution of node failures/repairs. We
denote this family of directed acyclic graphs by G(n, k,d, v, a, 7, p). An (n,k,d,~v, a7, p)

tuple is feasible, if a code with storage a and repair bandwidth v exists.

Theorem 3.2. For any a > o*(n,k,d,~,r,p), the points (n,k,d,~,a,r, p) are feasi-
ble, and linear network codes suffice to achieve them. It is information theoretically
impossible to achieve points with o < o*(n,k,d,~v,r,p). If r divides k, the threshold
function o*(n, k,d,~y,r,p) is given by:

M
o k=] o €U0 ()
Py e [£G), £ - 1))
where, forz’zl,Q,...,%—l,
N A 2Md(1 — p)
f@) = 2k —ir(1—p))(i +1) + 2(d — k)’ (3.2)
g(i) 2 (2d — 2%k +r + ir) . (3.3)

2d
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Proof. Consider an information flow graph G that enumerates all possible failure /repair
patterns and all possible data collectors when the number of failures/repairs is bounded
by r. We analyze the connectivity in the information flow graph to find the minimum
repair bandwidth. Initially, the source delivers a bits each to n nodes, which then
become active while the source node becomes inactive. When r nodes lose part of their
data, a repair round is triggered in which they connect to d surviving nodes and receive
B bits from each of them. Using the received messages, and the un-erased content in
their local memories, the r nodes recover their lost content. The active nodes, before
the s-th repair round is triggered, are labelled as R2 £ {(s—1)n+1,...,sn}. Consider
that in the s-th repair round, the nodes R{ £ {(s—1)n+(s—1)r+1,...,(s—1)n+sr}
have to be repaired. Denote the set of labels of the newcomers in the s-th round by
Rew & fsn + (s — 1)r + 1,...,sn + sr}, which represent the repaired nodes. The
complete nodes are copied into the next round and labeled as Rs™™ £ {{sn +i} :i €
[n] \ R2¢"}. The newcomers and the copied complete nodes together form the set of
act

active nodes for the next repair round, i.e., R%, = R U R, while the nodes

from all the previous rounds become inactive.

First we show that any data collector DC that connects to the “out-nodes” of any

k active nodes must satisfy

k/r
C' = mincut(S, DC) > Zmin{(ral +(d—r(s—1))p,ra)}. (3.4)

s=1
First, we show that there exists an information flow graph G’ where the bound in Eq.
(3.4) is matched with equality. Consider that after the storage nodes have gone through
s—1 repair rounds, a data collector connects to the nodes with indices R7°*. Consider a
cut (U, U) between S and DC, which separates the graph into the disjoint sets of nodes
U and U, constructed as follows. For the s-th repair round, if rae < rag +(d—(s—1)r)8,

then we include the nodes a:z.fl?w in U, and :cﬁgew in U, similarly to the cut y2 in Fig.

new Rnew
s

: . RT RL
3.2; otherwise, we include z;,° ,z T

oy 2o, and all auxiliary nodes in U, while the

act

s
nodes xﬁj ; and :L'Zif are included in U, similarly to the cut x; in Fig. 3.2. We argue

that the capacity of the cut (U,U) meets that of Eq. (3.4) with equality.

Second, we argue that any information flow graph has at least the minimum cut
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capacity of Eq. (3.4). We note that there is a topological order of the nodes in an
information flow graph by which any node v; having incoming edges only from nodes in
U, also belongs to U, and an edge from v; to v; implies ¢ < j. The min-cut in a repair
round can be of only two types. In a “type-1” cut, all helper nodes not yet included
in U, and the out-vertices of the faulty nodes, are included in U, as illustrated by the
cut x1 in Fig. 3.2. A type-1 cut includes both the in-vertices and the out-vertices of
the newcomer nodes in U. In a “type-2” cut, all helper nodes and the in-vertices of
the newcomers are included in U, while the out-vertices of the newcomers are included
in U, as illustrated by the cut y» in Fig. 3.2. Other cuts that include the in-vertices
of a subset of the newcomers in U, while including the in-vertices of the remaining
newcomers in U, always have a capacity larger than type-1 cuts. We illustrate this

using Fig. 3.2: suppose cut y3 passes through the edge 2 — 23, and the edges

in
22— 22 ad, — B3 al,, — h'. The capacity of cut x3 is given by a1 + 28 + «,
which is always greater than the capacity of the cut 1, since a1 + 26 + a > 2a + 20.
Therefore, we see that the minimum cut is always either type-1 or type-2 in any
particular repair round, and the minimum cut thus obtained achieves the cut capacity

given by Eq. (3.4).

The expression for the min-cut capacity is derived in the following way. The contribu-
tion of the first repair round to the minimum cut capacity is given by min{ra;+dg, ra},
where the first term denotes the capacity contribution from a type-1 cut, and the sec-
ond term denotes the contribution from a type-2 cut. Consider the second repair
round. The r nodes which are repaired in the first repair round already lie in U, so
edges originating from these nodes do not contribute to the min-cut capacity from the
second round onwards. The min-cut capacity contribution by the second repair round
is given by min{ra; + (d — )3, ra}. We follow this procedure of passing the min-cut
through each repair round with a type-1 or a type-2 cut until the DC lies in U, which
happens when the k nodes to which the DC is connected to lie in U. When we sum

the contributions from each repair round to the min-cut capacity, we obtain Eq. (3.4).

From Proposition 3.1, the min-cut capacity must be greater than the file size to

ensure that the data collector is able to reconstruct the file from any k nodes. Therefore,



Chapter 3. Regenerating Codes for Distributed Storage 75

the following must be satisfied for guaranteed file reconstruction:

k/r
Zmin{(ral +(d—r(s—1))B,ra)} > M. (3.5)
s=0

We are interested in characterizing the achievable trade-offs between the storage «
and the repair bandwidth df when given (n, k, p). If ra < ray + (d—k+1)p, then the
min-cut is type-2 in each of the */r repair rounds; if rag +(d—k+7)8 < ra < rag+(d—
k+2r)[, then the min-cut is type-2 for the first ¥/r — 1 repair rounds, but type-1 in the
k/r-th repair round. In general, if ray +(d—rs)f < ra <ra;+(d—r(s—1))5,s € [F/r],
then the min-cut is type-2 for the first s repair rounds, and type-1 for the remaining

k/r — s repair rounds.

=k st
1-p

Let by £ B,s =10:k/r—1]. The capacity of the min-cut is a piecewise-linear

function of « given by

ko a € (0, by]
(k—r)a+ (rag + (d—k+1r)p) a € (bo, b1
Cla)=1q (3.6)

ro+ Y (rag + (d— & + ir)B) o € (bjy—3, bip1]

| S (ran + (d =k +ir)B) a € (bijy—1,]
ko a € (0, bo]

=1{ (k—ir(1—p))a+ (1-p) S i_grb; o€ (bi1,bi],i=1,2,... . kr—1

kpa+ (1 p) S50 b o € (bij1, o]

(3.7)

Note that C(«) is a strictly increasing function. To find the minimum « for a given

repair bandwidth v = dB such that C(a) > M, we let a* = C~1(M) to obtain

z M € (0, kbo)
of = ¢ M M e (k= ir(1— p))bioy + (1 - p) iz vy,

(k —ir(1 = p))bi + (1 — p) S5y by
(3.8)
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" v € [£(0),00)
- M—g(i)y ; ; (39
F—ir(i=p) v e [f(@), fi —1)]
O
Corollary 3.1. The minimum storage point is achieved by the pair
=|—,— . 3.10
@nswissn) = (o pir ) (3.10)
Corollary 3.2. The minimum repair bandwidth point is achieved by the pair
. . 2Md 2Mrd(1 — p) )
« )Y = , 3.11
@ isn) = (ar—g = T T (o) O

Minimum-storage regenerating (MSR) and minimum-bandwidth regenerating (MBR)

codes attain the points in Corollary 3.1 and Corollary 3.2, respectively.

Remark 3.1. For p =0 and r = 1, i.e., complete failure of exactly one node, the
model is equivalent to that in [15], and the trade-off curve from Theorem 3.2 coincides
with the trade-off curve in [15]. Similarly, for p =0 and r > 1, i.e., multiple complete

failures, the trade-off curve from Theorem 3.2 coincides with the trade-off curve in [38].

Consider the parameters: n = 4,k = 2,d = 3,7 = 1,1 = §. According to Eq. (6)
in [37], the MSR point is achieved by the pair («a,v) = (%, M). However, Corollary 3.1
suggests that a lower repair bandwidth with v = % is achievable using linear network
codes in F,, assuming ¢ is large enough. Indeed, in Section 3.4, we show that this is

achievable.

3.4 Code Construction

In this section, we present a framework for constructing explicit storage and repair
schemes which achieve storage-repair bandwidth pairs that are very close to the points
on the optimal trade-off curve. First, we provide a few preliminary concepts that are

vital for the construction.
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3.4.1 Subspace view

Consider that a node stores S linearly independent data packets y1, ..., ys consisting
of symbols in the finite field F . For simplicity, assume that each data packet consists
of exactly one symbol in F ;. Finite field symbols in F; can be viewed as [—dimensional
vectors over F,, and therefore span a subspace. Hence, we say that the node stores a
subspace of dimension S, denoted by W; = span{y;},i = 1,...S. For a set of nodes
denoted by A , the subspace stored by A is denoted by W4 = .. 4 W;. The sum of
two vector spaces Wi and Wy is defined as Wy + Way = {w1 +wq : wy € Wy, we € Wa}.
Note that the sum of two vector spaces is not in general equal to their union. We use

the notation dim () for the dimension of a vector space.

We list a few identities below associated with the dimension of vector subspaces.
These identities are analogous to the information-theoretic identities. The analogy with
information-theoretic identities may be further contextualized with the work in [88],
by considering the dimension of a vector space as an information measure on it. To
be precise, consider a random process W™ of length n associated with a vector space
W, that samples vectors from W with a uniform distribution at each time instant.
Since there are at most dim(W) linearly independent vectors in W, the dimension of
W serves as an information measure for the random process W™ associated with the
vector space W. Therefore, as described in [88], identities similar to those for Shannon

information measures hold for the dimension of vector spaces.

Identities associated with the dimension of vector spaces:

1. Conditional intersection: We define the “conditional intersection” of a set of
vector spaces W;, ¢ = 1,...,t, conditioned on a vector space Wy, as the largest
subspace in the intersection of the vector spaces W, + Wy,7 = 1,...,t, after
excluding the non-zero vectors belonging to the vector space Wy. Thus, we write

the dimension of the conditional intersection as follows:

t
dim (m W;

i=1

W0> £ dim (ﬂ(Wi + Wo)\Wo> : (3.12)

i=1
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where W; \ W, for two vector spaces W; and W;, denotes the largest subspace of
W; remaining after removing the non-zero elements belonging to W; N W; from

W;. For t = 2, we note that the above identity becomes

dim (W1 N WQ‘WO) — dim ((W1 W) N (W + WO)\WO) (3.13)

= dim (Wl N (WQ + Wo)\Wo) , (3.14)

where Eq. (3.14) follows due to the following reasoning: consider a vector w

belonging to the vector space (W; + Wy) N (Wa + Wy) given by w = w; + wél) =
wo + w((]2), where wy € Wi, wy € Wy, and w(()l),w(()Q) € Wy. Then, we also have
w' € Wi N (Wa+ W) given by w' = wy = wa + (w(()Q) — wél)), where w((f) — w(()l) €
Wy. Hence, the dimensions of the vector spaces (Wi + Wy) N (Wa + Wy) and
W1nN (Wa+ Wp) are equal. We can also deduce the following chain rule from Eq.

(3.14):

dim <W1 N (Wa + W3)) = dim <W1 N W2) + dim <W1 N (W + W) \WQ)
(3.15)
— dim (Wl N WQ) + dim (W1 N Wg‘WQ) (3.16)
2. dim <W1 + W2> — dim <W1> + dim (WQ) — dim <W1 N WQ).

3. dim (Wl N W2> = dim <W1> — dim (Wl \ Wg).

3.4.2 Linearized polynomials

An important component in our construction is the linearized polynomial and its

special properties. A linearized polynomial

P
flx) = Z ax? ", a; € F, (3.17)
i=1
can be uniquely identified from evaluations at any P pointsz =6; € F;,i =1,2,..., P,

that are linearly independent over F,. The polynomial interpolation problem (that is,
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to determine the coefficients of f(z) from the evaluations) can be written as

Qa=y, (3.18)

where Q is the Moore matrix corresponding to the evaluation points ( [89], chapter 1.3),
a=(ay,...,ap)’, and y = (f(61),...,f(0p))". For linearly independent evaluation
points 0;,2 = 1,..., P, Q is invertible, thus proving the existence of a unique solution

for Equation (3.18).

Another relevant property of linearized polynomials is that they satisfy the following

condition
flax +by) = af(x) +bf(y), a,beF, zyecFu. (3.19)

In other words, given a set of points on a linearized polynomial, any linear combination

over I, of the points also lies on the polynomial.

3.4.3 General code construction for any point on the trade-off curve

with p =0 (full-node repair)

Substituting i = % —j,j € [é] in Theorem 3.2, we obtain the general expression for

any point on the optimal storage-repair bandwidth trade-off as

M

(%, ") = ﬁ<d G- rd), je m : (3.20)

where P* = k/2 (2 (d—(G—1)r)— (k- r)) + r((} -1k — @T) By considering

% as the size in bits of one data packet stored in a node, an optimal scheme stores

d—(j—1)r data packets in a node, and has d helper nodes broadcasting rd data packets

for the repair of 7 nodes in a repair round. Conversely, a scheme that stores d— (j —1)r
data packets in a node, and has d helper nodes broadcasting rd data packets for the
repair of r nodes in a repair round, is optimal if the size of each data packet is %.
Note that the points on the trade-off curve are parametrized by j, and are obtained

by varying the values of j.
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3.4.3.1 Conditions for an optimal scheme

The following conditions L1,L.2, and L3, are sufficient for an optimal repair scheme,

and are described as follows:

L1: For any set of nodes A such that |A| < jr, the following holds : dim (ZieA WZ> =
> icadim (WZ) This further implies that dim (WAl OWAQ) = 0, where A; and

As are disjoint partitions of A.

L2: Given a node A, and a set of nodes denoted by B such that |B] < d — (j — 1)r.

Partition B into two disjoint non-empty sets B1 and Bs. Then the following holds:
dim <WA N (W, + WBQ)) = dim (WA N W51> + dim (WA n WBQ). (3.21)

This is equivalent to the following condition: Let Sgi,&- C B,i = 1,2, be the
subspace broadcasted by node A to repair nodes in By and Bs. Then, the following
must hold:

dim(S5' N S52) =o. (3.22)

L3: Given a node A, and disjoint sets of r nodes denoted by R1,...,R;, the following

holds:
j—1
dim | W4 N WR3’ S W, | < (3.23)
i=1
3.4.3.2 Reconstruction
Suppose a DC accesses the nodes 1, ..., k, denoted by Ag.. For correct reconstruc-

tion, the data available in the k nodes should span the vector space spanned by the
P packets of the file. Therefore, the necessary and sufficient condition for successful
reconstruction is dim(W,4, ) > P. In this section, we derive the dimension of the sub-
space stored by k nodes, assuming that the properties L1, L2 and L3 are satisfied by

the storage nodes. First we propose the following lemma.
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Lemma 3.1. Assume that L1,L2 and L3 are satisfied. Given a node A, and a set of
v < d nodes denoted by B, partition BB into sets of r nodes denoted by Ry, ..., R v/,

and denote the remaining set of nodes by R'. Then,

v/r
dim (WA N WB> > dim | WanWe, Z W, (3.24)
5>7 t=1
Proof.
dim (WA N WB) = dim (WA N Z Wi) (3.25)
=1
v/r
=dim | Wan | ) Wg, + Wrs (3.26)
= y
t=1
-1
+ dim <WA N WB\(R17...7R571) Z WRt> (3.27)
t=1
£ dim (Wa 0 Wa\(ry, 75_y) Z Wr, ) (3.28)
j—1 j—1
2 dim (WA N WRE‘ S Wnt) + dim (WA W\, rp)| D WRt) (3.29)
t=1 t=1

where step a is due to the property L1, and step b is due to L2. Using Eq. (3.29)

recursively, we obtain

'U/r

dim (WA N W3> Z dim (WA NnWrgk, Z WRt) + dim (WA N Wrg Z WRt)
= (3.30)
L Z/: dim (W 1 W, Z Wr,) (3.31)
s>]

where ¢ follows from L1. O
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Theorem 3.3. If a DC accesses k nodes, denoted by Age, k < d, then, assuming that
L1,L2 and L3 are satisfied, we have

dim(Wy, ) > P*, (3.32)

thus satisfying the reconstruction property with optimal storage and repair bandwidth.

Proof.
k k i—1

dim (Z; W,-) - Z; ldim (W) — dim (WZ- N Z: Wu)] (3.33)

k EoG=1/r] j—1
LY aim(wi) =Y > dim (Winwe |3 Wr)  (334)

=1 =1 s=7 t=1
>k(d—(G—1Dr)—(r(r) +---+r(k—jr)) o (3.35)
= g 2d—-G-1r)—(k—71))+r <(j — 1)k — ](]2_1)7«> (3.36)
=p* (3.37)
where step f follows from Lemma 3.1. O

Therefore, a storage and repair scheme that divides the file into P data packets,
and satisfies L1,L2 and L3, achieves the optimal tradeoff between storage and repair
bandwidth, by setting P = P*. In the following section, we propose a scheme that
satisfies L1, L2 and L3 with high probability.

3.4.3.3 Proposed code construction

A file of size M bits is divided into P data packets denoted by mq,...,mp. For
convenience and without loss of generality, we assume that each data packet consists

of exactly one symbol in F ;. Define the linearized polynomial

P
fl@)=>"ma?",  m;ely, (3.38)
=1
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in a finite field F,,l > P. If a DC receives evaluations of the polynomial f (z) on
any P points in F; that are linearly independent over F,, it can reconstruct f(x) by
interpolation, and thus reconstruct the file. For the rest of the section, we shall refer
to evaluations of f(x) on a set of linearly independent evaluation points as linearly in-
dependent evaluations. We propose a general scheme parameterized by j that achieves
the points on the optimal storage-repair bandwidth trade-off with a high probability.

Each node stores d — (j — 1)r linearly independent evaluations of f(z).

We set the size of the finite field to ¢!, where I > (n—7r)(d—(j—1)r), and store d— (j —
1)r linearly independent evaluations of f(z) on the nodes 1,...,n — r. Subsequently,
the contents of the remaining n — r nodes are generated by the nodes 1, ..., d by using
the repair scheme described in the next subsection, as if the d nodes are helper nodes
repairing the nodes n —r +1,...,n. This ensures that the conditions L1, L2, and L3

are satisfied in the initial storage round.

3.4.3.4 Repair scheme

The following repair scheme satisfies the properties L1, L2 and L3, after an arbitrary
number of repair rounds, with high probability. During repair, the d helper nodes,
denoted by the set H, transmit r packets each to repair r newcomers, enumerated
as {ni,...,n,} = N. Node h; € H, for i = 1,...,d, transmits r random linear
combinations of packets in set A, |A| = r +¢,0 < e < d — jr, where set A consists of
r+e packets sampled randomly from the packets stored in node h;, and e is a parameter
that can be set based on a hit and trial method. The packets transmitted by the helper

nodes h; in set H, enumerated as wy, 1,...,wp, r, are received and arranged by each
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newcomer in a matrix Y of dimensions (d — (j — 1)r) x jr in the following manner:

wh1,1 whg,l T whd7(371)7.,1
whl,r whgﬂ‘ e whd7(571>7,,7‘
Why 41,1 Whpio,t 70 Why 59,1
Y = : ; . (3.39)
Wh,yq,r Whyyor ~°- whd_(j_z)rﬂ“
Whyy 11,1 Wharto,1 77 Why 5 5,1
| wh<371)r+1,7" e e wde

Note that all the r packets received from the d helper nodes are present in matrix Y

with a certain symmetrical arrangement.

Now, indexing the rows of matrix Y7 from 0 to jr — 1, the following rotation

operation is done on each row of Y7
Rotate(g mod r) (tow g), g =0,... g —1, (3.40)

where the function Rotate,(v) does circular rotation of the vector v by o positions.
Thus, newcomer n;,7 = 1,...,r, obtains matrix Y such that each row contains packets
from jr distinct helper nodes. Newcomer n; computes random linear combinations
over I, of the jr packets in each row of Y, and stores the resultant packets in its

memory.

In the following, we argue that the conditions L1, L2 and L3 are satisfied by the

above repair scheme with a high probability.

L1: Consider a non-zero random linear combination v,41 of a set V of p vectors
v1,...,Vp. Then, the set of vectors {vp41} UV, V' C V,|V'| = p—1 forms a
basis. Moreover, a set containing ¢t non-zero random linear combinations of the
p vectors in V', and any p — t vectors in V, forms a basis with a very high proba-

bility if the field size is sufficiently large. Therefore, since each newcomer stores
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a random linear combination of jr packets received from jr distinct nodes, the
property L1 is satisfied with a high probability which approaches 1 if ¢, the size
of the base field, is sufficiently large.

L2: Helper h; transmits r random linear combinations of r + e linearly independent
packets in each repair round to repair a group of r newcomers. Therefore, Eq.
(3.22) is satisfied with a high probability, if e is chosen to be sufficiently large,

and ¢ is sufficiently large.

L3: This property holds true for the described scheme with a high probability, because
each helper node delivers r linearly independent packets to the newcomers, and
these are linearly combined with the packets from j — 1 other helper nodes.
Therefore, given the packets from the j — 1 helper nodes, node A and the r nodes

in the set Ry have only r packets in common with a high probability.

3.4.4 MSR point with p =0

To achieve the MSR point (see Corollary 3.1), we set j = é in the code construction
in Section 3.4.3. Thus the file is divided into P = P* = k(d — k + r) data packets.
Each node stores d — k + r linearly independent points on f(z). Y is of dimensions
(d—k+r) x k, and thus each newcomer computes random linear combinations of the
k packets in the rows of Y. In this manner, an MSR code is constructed with optimal

subpacketization S =d — k + r.

3.4.5 MBR point with p =0

To achieve the MBR. point (see Corollary 3.2), we set j = 1 in the code construction
in Section 3.4.3. The file is divided into P = P* = %(Zd — k + r) data packets. Each
node stores d linearly independent points on f(x). Y is of dimensions d x r, and each

newcomer computes random linear combinations of the r packets in the rows of Y.
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3.4.6 Code construction for any point on the trade-off curve with

p > 0 (partial repair)

In this section, we propose the sufficient conditions for an optimal partial repair
scheme, and then propose an extension of the repair scheme from the previous section
to achieve optimal partial node repair performance with high probability. Substituting

_k

i=2t—j,j€ [é] in Theorem 3.2, we obtain the general expression for any point on

the optimal storage-repair bandwidth trade-off for partial repair as

("7 = = (a=G-vrrda-p),  je m , (3.41)

- pr
where P* = 5 (2(d— (j— 1)r) — (1= p)(k — 1)) + r(1 — p) ((3 1k — @r) An
optimal partial repair scheme divides a file into P* data packets, and each node stores
(d— (5 — 1)r) coded packets. Instead, we consider that, for £ € N, such that p¢ € N,
the file is divided into £ P* data packets, and each node stores (d — (j — 1)r)¢ coded
packets. The storage capacity and the repair bandwidth achieved is optimal for any

arbitrary &.

3.4.6.1 Conditions for an optimal scheme

The properties L1 and L2 remain the same as in Section 3.4.3. The property L3 is

described as follows:

L3: Given anode A, and j disjoint sets of r nodes denoted by Ry, ..., R;, the following
property holds:
j—1

dim | W4 N WRE‘ S W, | <(1-p)re. (3.42)
t=1
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3.4.6.2 Reconstruction

Given that L1,L2 and L3 are satisfied, the dimension of the space obtained by a

DC accessing any k nodes is given by

dim (zk: m) - Z [dim (W) — dim (Wi N i Wu)] (3.43)

u=1

k k LG/ i-1
=3 dim (W) -3 Y dim (Wi NWr.|> WRt) (3.44)
i=1 =1 s=j t=1

> kg(d— G =) = (1= p)er() + -+ (1= p)&r(k = jr)) (3.45)
=ke(d=G-1r) —€(=pyr() +--+ (1= p)r(k—1))
+§<1—p)r((k:— (5—1)r)+~~-+(k—r))
(3.46)

— M @G- 1r) - (- )k - 1)

+&r(1-p) <(j ~ Dk - W;%) . (347)

which is equal to P*, thus proving optimality. Therefore, if we have a repair scheme
for which L1,L2 and L3 are satisfied after an arbitrary number of repair rounds, the
value of P can be set to P*, thus achieving the optimal performance in terms of storage

and repair bandwidth.

3.4.6.3 Proposed code construction

The general code construction for partial repair is an extension of that presented
in Section 3.4.3. We consider that, for ¢ € N, such that p€ € N, the file is divided
into £P* data packets, and each node stores (d — (j — 1)r)¢ coded packets. Thus,
when (1 — p)(d — (j — 1)r)&, where 0 < p < 1, packets are erased on each of the r
faulty nodes, we have an integer number of erased packets, assuming that p€ € N. The
linearized polynomial f(z) is constructed with these packets as coefficients, similarly
to Eq. (3.38). Node i,i = 1,...,n, stores S = <d —(j— 1)r>§ linearly independent

evaluations of f(z), enumerated as w; j,j =1,...,(d — (j — 1)r)¢.
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3.4.6.4 Repair scheme

We assume that (1—p)(d—(j —1)r)€ packets are erased on each of the r faulty nodes.
Consider that the indices of the r faulty nodes are denoted by the set A/, and the indices
of the helper nodes are denoted by H. During repair, the helper node h € H transmits
(1 = p)¢r random linear combinations of a set of (1 — p)(r + €)¢ randomly sampled
packets. The number of unerased packets on a faulty node n; € N',i =1,...,r, is given
by p€(d— (j —1)r). A set of rp packets are randomly sampled from the unerased
packets in the faulty node n;, which are added to the (1 — p)r¢ packets transmitted
by a helper node, thus making r¢ packets per helper node. Faulty node n; arranges
these packets to form a matrix Y of dimensions (d — (j — 1)r)¢ x jr, such that each
row contains packets from jr distinct helper nodes. The conditions L1, L2 and L3
are satisfied with high probability, and the rest of the repair scheme proceeds similar

to that in Section 3.4.3.4.

3.5 Results and Discussion

3.5.1 Optimal trade-off curve

In Fig. 3.3, we plot the storage vs. repair bandwidth trade-off for single-node repair
[15], broadcast repair of multiple full node failures [38], and partial repair of multiple
nodes. Fig. 3.3 illustrates that utilizing the un-erased portion of data on a failed node
reduces the repair bandwidth significantly. The repair bandwidth is normalized by the
number of failed nodes, and the fraction of data that is erased, in order to make a fair
comparison with single node repair and full node repair respectively. We call it the
normalized repair bandwidth. We observe that the MSR point does not improve over
full node repair even with partial repair, that is, the un-erased data in a faulty node
does not help in the repair of the erased packets in any meaningful way for the MSR
point. However, the normalized repair bandwidth decreases significantly at all other

points on the trade-off curve.
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Ny —e— Single node repair [Dimakis et.al.]
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FIGURE 3.3: Trade-off curve between the repair bandwidth and storage, M =1,k =8
and d = 10 helper nodes. For single node failure r = 1 and for multiple node failures
r=2.

3.5.2 Performance of the code construction

3.5.2.1 Achievable storage-repair bandwidth pairs

The following table records the results of experiments with multiple parameter com-
binations, for different points on the corresponding trade-off curves for those parame-
ters, using the proposed scheme for full-node repair. We run 100 repair rounds, where
the indices of the failing nodes and the helper nodes are sampled randomly. We then
compute the dimensions of the subspace obtained from sets of k nodes, sampled ran-
domly in each of 50 trials, and record the minimum and the average dimension of the
subspaces obtained from the sets of k£ nodes observed in the trials. We observe that
dim(W,,, ) > P* is satisfied almost surely for arbitrary parameter combinations if e

and ¢ are chosen appropriately.
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n k d J q e P* min avg
117 29 0 180 191 191
27 15 17 21 29 0 155 158 158
3| 2587 2 105 105 105
11 29 1 160 170 170
2129 1 144 149 149
24 16 16
3129 1 112 114 114
41 29 0 64 064 64
1129 1 96 96 96
20 12 12 2129 1 8 84 8498
31 29 0 48 48 48
111021 3 90 91 91
211021 3 81 83 83
16 12 12
3| 287 3 63 63 63
41 257 0 36 36 36
11 29 1 64 65 741
21 29 1 60 64 68.84
16 8 11
31 29 1 52 54 5556
41 29 1 40 40 40
1129 2 60 60 60
21 29 1 56 57 57.96
14 10 10 31 29 2 48 49 49
41 29 2 36 36 36.92
5 127 0 20 20 20
11021 3 27 27 27
9 6 6
211021 0 18 18 18

3.5.2.2 Subpacketization

The proposed scheme achieves the optimal linear subpacketization for all points on

the trade-off curve for full node repair. The subpacketization is given by S = d—(j—1)r
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for different points on the trade-off curve parameterized by j. For partial repair, the
subpacketization is given by S = (d — (j — 1)r)&, & € N, which is also linear in n, k,d

and r.

3.5.2.3 Input/Output cost

The input-output cost is defined as the number of symbols that need to be read
by a helper node from its memory, which are then linearly combined and sent to the
newcomers. For the repair of 7 newcomers, the optimal input-output cost is given by 7,
while the proposed scheme achieves an input-output cost of r 4+ e, where e = 0 implies
the optimal input-output cost. As recorded in the table above, small values of e are

often sufficient to achieve optimal performance, implying a low input-output cost.

3.5.2.4 Computational complexity

The finite field operations are in the finite extension field F(¢'). For reconstruction
of the file from any k nodes, the data collector interpolates a linearized polynomial
of degree P in the finite field F,. The complexity of interpolation of a linearized
polynomial is O(P€) operations in F,, where € is the matrix multiplication exponent
[90]. One of the frequently used fast algorithms for matrix multiplication is known
as the Strassen algorithm [91], which achieves the matrix multiplication exponent € =

2.807. Therefore, the fastest reconstruction complexity is O(P%*87) operations in F,.

The repair complexity, defined as the computational complexity of repair operations,
is smaller than that of random linear coding, because only rows of jr < dr packets
are multiplied with the parity matrix M5, ., in the repair process, which makes the
computations faster, unlike random linear coding where, in general, d random linear
combinations of dr packets are computed during the repair process, requiring d>r
operations. Thus, the time complexity for random linear coding in each newcomer

is O(d?r), while that for the proposed scheme is O(dr), achieving a reduction in the

repair complexity by a factor of d.
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3.6 Conclusions

In this chapter, we studied large scale distributed storage systems and considered the
problem of repair of partial failures of multiple nodes via broadcast transmissions over
a wireless medium. We derive the optimal storage-repair bandwidth trade-off curve by
constructing an information flow graph to represent the evolution of the system with
time, and computing the minimum cut-set capacity in the information flow graph. It
has been shown in previous literature that compared to single node repair, repairing
multiple nodes at once and exploiting the broadcast nature of the medium reduces the
repair bandwidth per failed node. We illustrate that the optimal repair bandwidth is
reduced even further by utilizing the remaining content in the nodes that experience
partial failure. We derive the invariant conditions related to the way the subspaces
stored by different nodes intersect, that are sufficient for the existence of a feasible
functional regenerating code, and that provide an intuitive insight into how functional
regenerating codes may be constructed. We then present an explicit storage and repair
framework for the functional repair of multiple node failures in a broadcast setting,
achieving all the points on the trade-off curve, as illustrated in Fig. 3.3, with high
probability. We also extend the framework for the case when there is only partial
failure of multiple nodes. The proposed storage and repair framework achieves multiple
desirable characteristics for regenerating codes. These characteristics include achieving
the optimal storage-repair bandwidth trade-off with high probability, for many feasible
parameters (n,k,d,r) not achieved in existing literature; achieving all points on the
trade-off curve; optimal linear subpacketization with respect to the parameters; low

input-output cost; and low computation complexity during repair.



Chapter 4

Secure Distributed Matrix

Computations

4.1 Introduction

In the era of big data, performing computationally intensive operations locally on
a single machine is infeasible, and clients often rely on powerful cloud servers for de-
manding computations. In the so-called serverless computing paradigm, clients can
request computationally expensive tasks to be performed on massive datasets, poten-
tially generated at multiple geographically distributed locations, using special purpose
computing servers (eg., Amazon Web Services (AWS), Microsoft Azure, Google Cloud).
While serverless computing provides significant flexibility and speed up, it also leads to
growing data privacy concerns, as the corporations that provide computation services
also provide many other digital services, and have access to unprecedented amounts of
private user data. Therefore, algorithms that would allow users to benefit from pow-
erful untrustworthy servers while keeping their data private are of significant interest.
Our goal in this chapter is to design efficient secure distributed matrix computation
(SDMC) algorithms, which keep data private from the potentially colluding computing

servers as well as the entities requesting the computations.

We consider I' > 1 data sources, represented as matrices AM ... AM)

on an
appropriate finite field. A wuser requests to compute a function of these matrices,
G(A(l), e 7A(F))7 with the help of N computing servers. All of the sources are con-
nected to the servers, and all the servers are connected to each other, with orthogonal

and reliable links. Similarly, computations carried out by the servers are conveyed to

the user over orthogonal and reliable links. For a given number of N servers, our goal

93
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will be to minimize the amount of data that must be uploaded from the sources to
the servers, which we refer to as the wupload cost. The upload cost often determines
the financial cost of serverless computing, but minimizing it would also reduce the
overall computing time as it limits the amount of computations that must be carried
out by the servers, as well as the data delivery time from the sources to the servers,
which may be prohibitive especially when the data sources are geographically distant
from the servers. For example, the source nodes may be geographically distributed
hospitals sharing medical data of patients, and the user may be a research institute or
a pharmaceutical company making certain queries on the data. In addition to correct
computation of the request, we also want to guarantee the privacy of the input data
against the servers as well as the requesting user. We impose information theoretic
perfect privacy guarantees such that any T colluding servers must not learn anything
about the data sources, or the user must not learn anything about the data sources
apart from the computation result. We assume that all the servers are honest and re-
sponsive, but curious, which means that they follow the prescribed protocol honestly,
but any 7" of them may collude to try to deduce information about the input matrices.
We will also consider the special setting of computation with own data, in which case
the user wants to compute a function on its own data matrices using the available
computing servers. In this case we drop the privacy requirement against the user, and

the problem lends itself to further optimization.

We will first focus on the secure distributed matrix multiplication (SDMM) prob-
lem, which has received significant recent interest. Large scale matrix multiplication
is a fundamental building block of matrix computations in many machine learning,
optimization, and signal processing algorithms. It is also one of the most computa-
tionally intensive operations. Moreover, it can be easily distributed across multiple
servers thanks to its inherently parallel structure. We will first consider the multipli-
cation of I' = 2 matrices, which will allow us to introduce the main ideas behind our
design. We then extend our analysis to the multiplication of multiple matrices, as well
as other fundamental operations which, when combined with matrix multiplication,

allow computation of arbitrary polynomials of matrices.
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4.1.1 Related Work

The cryptography community has extensively studied the problem of secure multi-
party computation (MPC), also known as secure function evaluation, in which Alice
and Bob, having inputs = and y, respectively, want to compute a function f(z,y)
jointly, without any of them learning anything about the other’s input either from
the communication, or from the result of the computation [50]. The SDMM problem
is related to MPC yet different; the design has to ensure that no computing server
learns anything about the original data, but we can decide which part of the data is
revealed to each server and in what form. Fully homomorphic encryption (FHE) is a
class of cryptographic schemes that allow computations on ciphertexts, generating an
encrypted result which, when decrypted, matches the result of the operations as if they
had been performed on plaintext. These techniques rely on working over polynomial
rings, and their security is based on the assumed (or proven) hardness of problems
in ideal lattices [51,52]. However, existing FHE schemes are slow and impractical.
“Somewhat homomorphic encryption” (SHE) has been proposed as an alternative,
which allows a limited number of homomorphic operations on ciphertexts. SHE is
relatively faster, and ciphertext packing methods have been proposed for operations like
secure inner products [51,53], and secure matrix multiplications [52], which generalizes
Yasuda et al.’s packing method for inner products in [53]. Some works also propose
methods for performing other matrix computations in an information theoretically
secure manner, like Gaussian elimination, matrix inversion, comparison, equality test,

or exponentiation [92,93].

There is also a growing literature on distributed matrix multiplication, where a lot of
effort has been put into speeding up computations, increasing reliability, and /or reduc-
ing communication overhead using coding and communication theoretic ideas [54-60)].
The initial papers considered a slightly different context of speeding up parallel com-
putations by introducing “computation redundancy” to mitigate the problem of strag-
gling servers [54,55]. Straggling servers refer to slow /unresponsive servers due to which
completion of the computation is delayed. A standard way of dealing with stragglers is

to introduce “computation redundancy”, that is, assigning extra computations to each
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server. The common theme in the ‘coded computation’ literature is to treat stragglers
as ‘erasures’ in communications, and apply ideas for coding against erasures, which
allows reliable reconstruction of the desired result from an arbitrary set of successfully
received symbols. Reference [56] uses polynomial codes to construct a scheme in which
the computation is completed as long as any K out of N evaluations of a polynomial
are received from the servers. To multiply two matrices A and B with the help of N
servers, the polynomial code in [56] partitions A row-wise and B column-wise (row-by-
column partitioning), and generates encoded matrices as evaluations of a polynomial
with the blocks as the coefficients, similarly to Reed Solomon codes [61]. In coded
computation against stragglers, the performance metric is the recovery threshold; that
is, the minimum number of successful (non-delayed, non-faulty) servers required for
completing the computation. A follow-up work [57] proposes a new polynomial coded
computation scheme called MatDot, which achieves the optimal recovery threshold for
column-wise partitioning of matrix A and row-wise partitioning of B (sum-of-outer-
products method), which we shall refer to as the column-by-row partitioning henceforth
in the chapter, at the expense of an increase in the communication cost. In [57], the
authors also propose PolyDot codes that interpolate between the polynomial codes
of [56] and MatDot codes. PolyDot codes are later improved to generalized PolyDot
(GPD) codes in [58], which achieve the optimal recovery threshold for any arbitrary
partitioning of the input matrices. Entangled polynomial codes, proposed in parallel
in [59], also achieve the same performance as GPD codes. A bivariate polynomial code

is introduced in [94] for straggler mitigation.

Subsequent papers, inspired by the works on straggler mitigation in distributed
matrix multiplication, consider the SDMM problem from an information theoretic
perspective. These papers aim for information theoretic security, independent of the
computational capacities of the attackers, as opposed to cryptographic techniques.
These works typically assume that the data to be used for the computation is available
at the user, and hence the main concern is the privacy against the servers. The earlier
papers on SDMM consider download rate as the performance metric, which is defined
as the ratio of the number of bits required to represent the computation result to the

total number of bits that the servers must transmit to the user. Reference [62] uses
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the idea of polynomial codes from the literature on straggler mitigation to propose an
SDMM scheme based on Shamir’s secret sharing scheme [63], which is shown to achieve
the optimal download rate for one-sided SDMM (where only one of the matrices is kept
secure). An achievable scheme is also proposed for two-sided SDMM (both matrices
are kept secure). Reference [64] introduces GASP codes, which improve the download
rate for two-sided SDMM by aligning the degrees of the terms in the polynomial code

so that the desired products appear as distinct terms.

In [65], new converse bounds on the optimal download rate for SDMM are obtained
by showing that the capacity of a multi-message X-secure T-private information re-
trieval (MM-XSTPIR) problem ( [66,67]) provides an upper bound on the download
rate of the SDMM problem. The optimal download rate of the MM-XSTPIR problem
is shown to depend on the dimensions of the matrices A and B. The scheme in [65]
allows the joint retrieval of a batch of matrix products (batch multiplication), instead of
multiplying two matrices using the matriz partitioning approach, resulting in a coding

gain.

Reference [60] combines straggler mitigation and secure computation using the batch
multiplication approach. Byzantine security is also considered, which refers to security
against adversarial servers that may actively corrupt the results they send back to the
user. Their scheme is based on Lagrange polynomials, and it achieves the optimal
recovery threshold for any multi-linear function computation. Since the scheme in [60]
is designed for batch computation of any function, we can adapt it for matrix mul-
tiplication using a matrix-partitioning based approach, and compare its performance
with that of other matrix partitioning based schemes. This can be done by treating
the partitions of the matrices to be multiplied as batches of data. Therefore, if A
is partitioned column-wise and B is partitioned row-wise into K partitions each, the
scheme in [60] has the recovery threshold of 2(K + 7 — 1) + S + 2A + 1, where S
and A are the numbers of stragglers and Byzantine adversaries, respectively. If A is
partitioned row-wise and B is partitioned column-wise, into K and L partitions re-
spectively, the recovery threshold is 2(KL +T — 1) + S + 2A + 1, which is the same
performance as that of the GASP codes in [64] for big T, which can be seen by set-

ting § = A = 0. For arbitrary matrix partitions, the Lagrange coded scheme does
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not perform as well as the secure generalized PolyDot (SGPD) codes introduced later
in [68]. In [68], the trade-off between the download rate and the recovery threshold,
first studied in [69] using the MatDot and PolyDot schemes for straggler mitigation, is
extended to SDMM. The SGPD codes achieve the same recovery threshold as Lagrange

codes for the sum-of-outer-products method.

In [95], the trade-off between the upload and download costs for SDMM is studied.
While the download cost is simply the reciprocal of the download rate, the upload cost
is defined as the ratio of the total number of bits that the user must send to the servers
to the total size in bits of the data matrices. In [95], a secure cross subspace alignment
(SCSA) scheme with adjustable upload cost (USCSA) is presented for SDMM. The
tradeoff between the upload and download costs for SDMM schemes using only the
row-by-column partitioning is studied in [95], but not the tradeoff for SDMM schemes

using the column-by-row partitioning.

The work that is most related to ours is [70], which considers the setting in which
the data is generated at distributed source nodes, and does not belong to the user re-
questing the computation. It extends the BGW (Ben-Or, Goldwasser and Widgerson)
scheme from [71], which was first proposed in the context of secure MPC, for multi-
plication of matrices using a connected network of computing servers. The sources are
assumed not to be connected with each other, while the servers are. The latter as-
sumption is exploited to reduce the communication to the user by allowing the servers
to cooperate securely. Thus, the servers share their results from the first round of
computation among each other using Shamir’s secret sharing scheme, and compute a
linear combination of the received shares of the results. This inter-server cooperation
allows a smaller number of servers to send these linear combinations to the user. This
particular model also imposes privacy against the user, that is, the user cannot learn
anything about the data beyond what it learns from the computation result. This
constraint is not imposed in other papers, where the user is the source of the input

data; and neither in [65], where distributed source nodes generate the data.
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4.1.2 Main contributions

With respect to the rich literature on the topic that we have summarized above, our

main novel contributions described in this chapter can be summarized as follows:

e We first introduce a novel polynomial coding scheme exploiting the properties
of discrete Fourier transform, and show that it achieves a near optimal upload
cost for SDMM of two matrices, while achieving the optimal upload cost for the
special case of computation with own data, in which the user has access to the

matrices used in the computations.

e The proposed scheme can be implemented in an efficient manner using the re-
cently developed fast Fourier transform (FFT) algorithm on finite fields [72], and
has negligible decoding complexity.

e We generalize the proposed scheme for SDMM of two matrices to introduce

straggler mitigation.

e We extend the proposed scheme to multiply multiple matrices on distributed
servers securely, while satisfying the security constraints for keeping the inter-
mediate and final results secure against any 7T colluding servers. Our scheme
has a significantly lower upload cost than the existing schemes, and is naturally

scalable to multiplication of an arbitrary number of matrices.

e We describe secure distributed computation schemes for other operations such as
matrix addition, matrix transpose, matrix exponentiation, changing the param-
eters of the secret shares, and solving linear systems, which includes computing
the matrix inverse. Thus, it is shown that arbitrary matrix polynomials can be

computed securely on distributed servers.

4.1.3 Data representation using finite fields

In order to do meaningful computations on data consisting of real numbers, we
need to devise a method to encode real numbers. We discuss below how to map real

numbers to finite field elements for performing secure computations. The type of data
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representation often determines how fast and efficiently a computation is performed
on specific hardware. Special purpose computing servers can be designed for fast finite

field computations.

4.1.3.1 Finite field

A finite field F, with ¢ = p* elements can be represented as the quotient polynomial
ring Zy[ X1/ f(z), with integer coefficients modulo a prime number p, and the polyno-
mial modulus f(x) chosen to be an irreducible polynomial of degree k in Z,[X]. The
elements of F, are polynomials over the field Z, = {0,1,...,p — 1} whose degree is

strictly less than k.

4.1.3.2 Encoding integers

Given an integer u to encode and an integer base b, a base-b expansion of w is
computed, and represented as a polynomial with the same coefficients. The expansion
uses a 'balanced’ representation of integers modulo b as the coefficients, that is, when
—(b-1) (b—1)

2 9

—}, and when b is

b is odd, the coefficients are chosen to lie in the range { 5

even, the coefficients are chosen to lie in the range [%b, @} , except if b is two, when
the coefficients are chosen to lie in the set {0,1}. For example, if b = 2, the integer
26 = 2% + 23 4+ 21 is encoded as the polynomial z* + 23 +z. If b = 3, 26 = 3% — 30
is encoded as the polynomial 2% — 1. Decoding is done by computing the polynomial
representation at x = b. To map an integer to the finite field IF,, where ¢ = p*, the

polynomial representation of the integer is viewed as being a polynomial in F,.

4.1.3.3 Encoding fractional numbers

Real numbers can be approximated by rational numbers to a finite precision. To
encode a rational number in a finite field, the number is expanded in a given base b.
For example, given b = 2, the number u = 26.75 = 2% +23 + 21 + 271 4 272 can be
expressed as the polynomial 2% + 23 + x + 27! + 272, similarly to the above scheme.

If we choose the polynomial modulus to be the irreducible polynomial f(z) = ¥ +1,
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then the negative degree terms in the polynomial wrap around to the highest degree
terms of the polynomial by using the identity * = —1. That is, the encoding of the

number v is now written as

26.75 — —aF L — P2 4t 4t g (4.1)

=l 2h 2 ot 4 a3 (4.2)

The degree of f(z) is chosen large enough such that there is no “aliasing”, that is,
the highest degree terms corresponding to the fractional part do not overlap with the

lower degree terms corresponding to the integer part.

Rational numbers of fixed precision can also be represented as integers by scaling
them with a large enough number, and then encoding them into a finite field similarly

to the scheme described for encoding integers.

4.1.3.4 Round-off errors

Consider the rational approximation of real numbers with a precision of 1/m. The

rational numbers %, %, el %, J € Z, can be exactly represented as integers by multi-

plying through by m. However, real numbers in the interval (%, %) ,J € Z, must be

rounded-off to the nearest integer multiple of 1/m so that they can be represented as

integers. This gives rise to round-off errors in digital computations.

4.1.3.5 Computations on real data using finite fields

Integer and rational number arithmetic can be implemented using finite field arith-
metic under certain conditions. The addition, subtraction, multiplication and division
operations are well defined in finite fields. To make the addition and multiplication
in the finite field reflect the addition and multiplication of integers, the result of the
computation must not increase the positive or the negative coefficients of the compu-
tation result beyond half the coefficient modulus p, and must not increase the number

of positive degree terms corresponding to the integer part or the number of negative
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degree terms corresponding to the fractional part beyond half the degree of the polyno-
mial modulus f(x). Therefore, the finite field in which computations are implemented
should have a much larger coefficient modulus than the base b in which the numbers
were represented, and the polynomial modulus must have a degree much larger than
the precision of the numbers. As long as the parameters of the finite field encoding are
chosen keeping the above constraints in mind, arithmetic on rational number approxi-

mations of real numbers can be implemented exactly using finite field arithmetic.

4.2 System Model

We consider I' source nodes, N > 2 servers, and one user, for some I'y) N € N (see
Fig. 4.1). Each source node is connected to each server through an orthogonal link.
Each pair of servers is connected to each other, and each server is connected to the
user through a private link. Each source node v € [[] £ {1,...,T} has access to an
input matrix A e F;nm,xm;’ for m,,m/, € N,y € [I'], and the finite field F;, with ¢
elements. Using N computing servers, the user wants to securely compute the result
of a function C = G(AW, ..., AM), where G is an arbitrary polynomial function,
assuming appropriate matrix dimensions. We assume that the entries of A~ € (I,
are independent of each other and uniformly distributed over F,. We also assume
that the servers are honest, but curious, which means that each server honestly follows
the protocol without spurious insertions, yet may infer information about the inputs
passively. Similarly to [70], the system operates in three phases: (1) Sharing, (2)
Computation and communication, and (3) Reconstruction. A detailed description of

these phases is as follows.

1) Sharing phase: In this phase, the source v sends secret shares of matrix A,
denoted by [[AM]);, to server i. [[AM)]]; is a function of input matrix A and

a secret key Sk, and its dimensions will depend on the scheme used.

2) Computation and communication: In this phase, the servers process the data

they have received from the sources, and may also exchange messages with each
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User

N servers

1" sources

FIGURE 4.1: System model for I' matrices with IV servers, any 1" of which may collude
(shown as shaded servers).

other. We denote the set of all messages that server i sends to server i’ in this

phase by M, ;.

3) Reconstruction: In this phase, every server i € [N] sends a message [[C]]; to
the user, who decodes the received messages to obtain the desired result of the

computation.

The scheme must satisfy the following four constraints.

Correctness The user must be able to decode the final function C = G(A®M, ... A1)

from all the responses [[C]]1,...,[[C]]n. The correctness constraint is imposed by:
H (C|[[C]}; ..., [[C]]n) = 0. (4.3)

Remark 4.1. We will also consider the special case of computation with own data,
where the data matrices used for computation belong to the user, as in the distributed

computation scenario studied in [60, 62,64, 68]. Accordingly, the correctness constraint

becomes:

H (c][[C]h, - [[Clw, SKW L Sk<F>) = 0. (4.4)
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Security against the servers The goal is to recover C reliably and securely even
if any T' < N servers collude to extract some information about the input matrices.
Hence, the encoded matrices [[A™)]]z, and the set of messages communicated by the
servers in L° to the servers in £, denoted by Me o, VL C [N],|L] < T,~ € [['], must
not reveal any information about A V¥~ € [I]. Accordingly, the security constraint

is specified as,

I ({A(V)}zl ; {[[A(W)Hc}:l ,MLC’L) =0,

VL C [N],|£] < T,¥y € [T (4.5)

Security against the user The user must not gain additional information about

the input matrices beyond the result of the function G. This is defined as:

I (A<1>,...,A<F>; [[C]h,...,[[C]]N\C) —0.

For a given number of servers N and security requirement 7', the performance will
be measured in terms of the upload cost from the source nodes to the servers. The
upload cost is defined as follows:

r N
s 2yt ey H([AD]])

XUL = ZF,=1 HA®) ) (4.6)

and it quantifies the normalized amount of information that must be delivered to the
servers. In most cases the amount of computation that must be carried out by each
server depends on the amount of information delivered to it, and many cloud computing
services charge users based on the amount of information delivered and stored at each
server. Hence, minimizing the upload cost will reduce both the latency and the cost
of computations. Accordingly, our objective is to securely compute C by incurring the
minimum upload cost. Due to the symmetry across the servers, we will assume (unless
stated otherwise) that the secret shares sent from each source to each server is of the

same size, and is a (1/k)"", K € N, fraction of the size of the input matrices.

Definition 4.1. An (N, K,T) SDMC scheme uses N servers, sends (1/k)" fraction
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of the input data matrices’ size to each server, and is secure against any 7' colluding

servers. Hence, the upload cost of an (N, K,T) SDMC scheme is given by xuy = %

4.3 SDMM for I' =2

In this section we focus exclusively on the secure distributed multiplication of two
matrices, i.e., [' = 2. This problem will allow us to present the main ideas behind our

coded computation scheme. We first present our main result in the following theorem.

Theorem 4.2. We can securely multiply two matrices using N servers, T’ of which may
collude, with N > 2T, with an upload cost of % In other words, an (N, N —2T,T)

SDMM scheme for two input matrices is achievable.

We present the following example to illustrate the essential ingredients of the scheme.

For ease of notation, we use the notation A = A and A® = B in this section.

Example: We consider distributed multiplication of matrices A € IE‘Z”X” and B €

Fy™? over N = 7 servers, any T = 2 of which may collude (see Fig. 4.1).

4.3.0.1 Sharing phase

The matrices A and B are partitioned into K = N — 2T = 3 blocks of dimensions

m X g and 7 X p, respectively, as follows:

B,
A = Ay Ay Aj ,B = B, ) (4-7)
B3
and the product C = AB is given by
C=A1B; +A;B; + A3B;3. (48)

The matrices R; € IFZ”XK and S; € FFX Xp,i € [T], are generated, whose entries

are independent and identically distributed (i.i.d.) uniform random variables from the
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finite field F,. The matrices R = [Ry,...,Ry| and S = [S;,...,S7] are used as the
secret keys to encode the input matrices A and B, respectively. The following two

polynomials are constructed to encode the matrices:

A(z) = Ay + Asz + Azz? + Ryz® + Roa? (4.9)

B(z) = B1 + Boz ' + Bz + S127° + Spz " (4.10)

Note that the encoding polynomials of A and B are different from each other, de-
pending on the order of multiplication. We refer to the encoding of matrix A as
“left-encoding”, and that of matrix B as “right-encoding”. We refer to each of the
N secret shares obtained from left-encoding of matrix A as an “(N, K, T) left-share”,
where the it Vi € [N] secret share is denoted by [[A]]¥, and each of those from right-
encoding of matrix B as an “(N, K, T) right-share”, where the i*" Vi € [N] secret share
is denoted by [[B]]?

i

Let a7 be a primitive 7*" root of unity in Fy, and 1, a7, a%, el a? be the 7" roots
of unity in F,. Then the polynomials A(z) and B(x) are evaluated at o’ ! to obtain
[[A]IF, [B])F; that is, [[A]]F = A(ab™!) and [[B])f = B(ak™),i = 1,...,7, and the
secret shares [[A]]F, [[B]]¥ are sent to server 4, i = 1,...,7. The number of symbols

sent by the source nodes to the servers is given by H([[A]};) + H([[B]];) = % + 32.

Remark 4.2. We note here that evaluating the polynomials A(x) and B(z) at the roots
of unity is equivalent to computing the discrete Fourier transform of the sequences
{A1,...,Ax,Ry,...,R7,0q,...,07} and {By,...,Bg,01,...,07,S1,...,S7} in a
finite field, where Oy, k = 1,...,T, are zero matrices. This can be carried out effi-

ciently using the FFT algorithm for finite fields introduced in [72].

4.3.0.2 Computation phase
Server ¢ computes the product

[C]l: = [[AB]); = [[A])F B}’ (4.11)

2 (]
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which is equivalent to the evaluation of the polynomial

C(z) =A(z)B(z) (4.12)
:Alstiﬁ + (A181 + AQSQ) x7° + .-

+ (A1By + AyB3 + RySy) 2!
3
=+ <Z AlBl> —+ -+ R2B1x4 (413)
=1

|
at v =, .

4.3.0.3 Reconstruction phase

The servers send [[C]];’s to the user. We know that

Z(aiN—l)s =0, Vs:Nts. (4.14)

Therefore, the user computes the average of the received responses to obtain the

final result:

7 3
I e =Y A (4.15)
=1 =1

because the non-constant terms from Eq. (4.13) sum to 0 thanks to Eq. (4.14).

For the general case with N servers, T' of which can collude, the input matrices are
partitioned into K = N — 2T submatrices similarly to Eq. (4.7). Then the product
can be written as C = AB = Z{il A;B,;.

The matrices A and B are encoded with the following two polynomials:

K T
A(z) =) A +) Rt (4.16)
=1 =1
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and

K T
B(z) = Z Bz~ 4 Z Sy KT (4.17)
=1 1=1

We define the product polynomial as follows.

K
C(z) = Z A;B; + (non-constant terms). (4.18)
=1

The goal is to recover the constant term in C(z) from the computations of N servers.

Remark 4.3. Since the polynomials must be evaluated at the N** roots of unity in the
proposed scheme, the finite field must be chosen to guarantee the presence of all the
N order roots of unity. Therefore, we must have N|(q — 1). This can be satisfied by
appropriately choosing the field size q.

The polynomials A(z) and B(x) are evaluated at the N roots of unity, denoted
by 1, an, a?\,, cees a%il € IFy, where ay is a primitive N root of unity in F,. Thus,
the values sent to server i are [[A]]f = A(a’y") and [[B])F = B(a/y'). Server i € [N]

computes the share [[C]]; = [[A]]*[[B]]f = C(a/y!), and sends it to the user.

(2 1

Thanks to Eq. (4.14), the user obtains the desired result by averaging the received
[[Clli’s.

K

1 N
V2 lCli=> AB;. (4.19)
=1 =1

4.3.1 Special case: Computation with own data

For the special case in which the data matrices belong to the user, the upload cost
can be further reduced since the user also has access to the random secret keys used for
generating the secret shares. Most previous literature on SDMM considers this special

case. The user partitions the input matrices into K blocks as in Eq. (4.7), where
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K = N —T. The user then encodes the matrices using the following polynomials.

K T
Alz)=> Ap'™ +) R, (4.20)
=1 =1
and
K T
B(z) =) B 4> S K (4.21)
=1 =1

where A(x) is the same as in Eq. (4.16) while we have a slight change from Eq.
(4.17) in the way the secret key is embedded into the B(z) polynomial. The user
evaluates the polynomials on the N** roots of unity to generate the secret shares, and
sends these shares to the servers. The servers return their computed results back to
the user, where the constant term in the product polynomial C(z) is now given by

Zfil A;B; + Z;‘FZI R;S;. The user then averages the received results to obtain

N K T

+2olC) = Y ABi+ Y RS (4.22)
=1 =1

=1

Since the user has access to the secret keys it has used to encrypt the partitions, it
can subtract their product, ZiT:I R;S;, to obtain the desired result. We note here that
the product of the random matrices R and S needs to be pre-computed by the user in
order to obtain the desired matrix product from Eq. (4.22). If T' << N —T, this would
require much less computational resources compared to multiplying the matrices A and
B, or alternatively these multiplications can be done in advance in an offline manner,
and stored at the user, and hence, this computation does not affect the computation

latency.

Theorem 4.3. A (N,N —T,T) SDMM scheme for two input matrices is achievable
for the special case, or in other words, we can securely multiply two matrices using N

servers, T of which may collude, with N > T, with an optimal upload cost of %

Proof. 1t follows from the definition of an SDMM scheme that the upload cost of the

(N,N —T,T) SDMM scheme proposed above is xyr = % Moreover, it is proved
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in [95] that the optimal upload cost of an SDMM scheme is lower bounded by %

This proves the optimality of the proposed scheme in terms of the upload cost. O

4.3.2 Proof of security against the servers

We next prove that the proposed scheme is secure, i.e., the security constraint (4.5)
is satisfied. We point out that there is no exchange of messages between the servers,

that is, M; # = ¢ for all i,4' € [N],i # ¢'. For any £ with |£| =T, we have

I(A,B; (Al [[Bllc) = H([[A]lL, [[Bl]c) (4.23)
~ H([[A]], [B]]z|A. B) (4.24)
< H([[Alle, [B]lc) - H(R,S) (4.25)
= H([[Alle) + H(([B]lz) — H(R) — H(S) (4.26)
< §2H<[[Am> - §2H<[[B11i>
- anT log |Fy| - % log |Fy| (4.27)
=0, (4.28)

where (a) follows from (4.16) and (4.17); (b) follows from the fact that [[A]]z, [[B]]z,
R and S are independent of each other; (4.28) follows because the elements of the
secret shares [[A]]; € IF?X% and [[B]]; € Fq% *P Vi € L are independent and uni-
formly distributed in F,. Hence, ;.. H([[A]];) = 2L log |Fy| and >, H([[B]};) =

% log |F|, where |F,| denotes the cardinality of the field F,,.

4.3.3 Security against the user

When the input matrices are generated by distributed source nodes, the user must
not gain additional information beyond the result of the computation. Most existing
schemes [60, 62, 64, 68] which rely on polynomial interpolation, do not satisfy this
condition, since they are designed for the case when the data is generated by the
user. If those schemes are employed, once C(x) = A(z)B(z) is interpolated by the

user after receiving the evaluations of C(z) at a number of points equal to the number
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of terms in C(x), it can be factorized to obtain information about A(z) and B(z), thus
leaking additional information to the user. Our scheme is robust to such information

leakages.

We point out that besides the constant term, the user can also compute the sum of
the coefficients of z° and z7%,i € [N — 1], in Eq. (4.13). We observe in Eq. (4.13)
that the non-constant terms are uniformly distributed in Fy"*? and are independent,
so that no information can be gained about A or B from computing those terms. Since
only N evaluations of C(x), which is of degree 2N — 1, are received by the user, it

cannot be interpolated, and indeed, the user cannot gain any information about the

input matrices beyond their product [63].

4.3.4 Other performance metrics
4.3.4.1 Encoding complexity

To compute N evaluations of the matrix polynomial A(z) on the roots of unity,
the source nodes perform " N-point FFTs, which involve O(Mlg)g]v) finite field
operations in F,. For T'= 0, the complexity is O(mnlog N), that is, it is a logarithmic
rate of growth with respect to N. The analysis is similar for computing the evaluations

of matrix polynomial B(z).

4.3.4.2 Download cost

Download cost is the normalized number of bits that need to be downloaded by the
user from the servers to reconstruct the computation result. It is defined as

_ S H((Cl)

HC) (4.29)

XDL

As shown in [65], the download cost depends on the dimensions of the data matrices.
The following lemma from [65] determines the entropy of the product of two matrices

depending on their dimensions.
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Lemma 4.1. Let A,B be random matrices independently and uniformly distributed

over Fg" " and Fy P, respectively. As q — oo, we have

m n > min(m,
H(AB) = b 2 min(m.p) (4.30)
mn +np —n? n < min(m, p)

m q—ary units.
Therefore, we can compute the download cost of our scheme for three different cases.

e If min(m,p) <n < K min(m, p), the download cost is

N(M 4+ 2P _ L)
XpL = —& mg = (4.31)
Nn(m+p— &
_ Nl sz; i) (4.32)
Assuming m = p, we have xpr, ~ % < %
e If n > K min(m, p), the download cost is
Nm
XDL = Twp (4.33)
= N. (4.34)
e If n < min(m, p), the download cost is
NCR + 3 = §)
= 4.35
XDL mn + np — n? (4.35)
_Nim+p-—%) (4.36)
K(m+p—n)
For m,p — oo, xpr — % = % This is the optimal download cost.

4.3.4.3 Decoding complexity

Since the decoding requires computing the sum of the received results, the decoding

complexity of the proposed scheme is negligible. This is an important advantage of the
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proposed scheme compared to existing polynomial coding schemes in the literature,

which require polynomial interpolation.

4.3.5 Comparison with other schemes

There exists a trade-off between the upload cost and the download cost depending
on the kind of partitioning employed for matrix multiplication. In [95,96], the trade-
off within the class of schemes that employ row-by-column partitioning is considered.
The other class of schemes that employ column-by-row partitioning, like MatDot and
our scheme, provide different points on the upload cost-download cost trade-off. The
GASP [64], secure PolyDot [68], and USCSA [95] schemes, which employ row-by-
column partitioning generally result in a higher upload cost and lower download cost
than those employing column-by-row partitioning. Consider K row-wise partitions
of A, and K column-wise partitions of B. For T" = 0, the matrices are encoded by
evaluating their corresponding polynomials at N = K? distinct points in F,. SDMM
schemes employing the row-by-column partitioning require N = O(K?) servers. Hence,
the upload cost is xyr = % = 0(%) = O(v/N). Since the complexity of evaluating
a polynomial at N points is O(N log N2 loglog N) [97], the total encoding complexity
is O(m—\/]ﬂleog2 Nloglog N) ~ O(mn+v/N log? N loglog N). This is significantly larger
than the encoding complexity of our scheme, which grows only logarithmically with

N.

The secure MatDot scheme of [68], which employs column-by-row partitioning, has

an upload cost of xyr = , which is also larger than that of our scheme by a

2N
N—2T+1
factor of two (see Fig. 4.2).

Compared to [70], which also considers the general case with the source nodes sep-

arate from the user, our scheme provides significant improvements in terms of the

upload cost. The upload cost achieved by the scheme in [70] is given by xyr =

. 2 _ 2 _
min(2K7+27 ?}(K +KTHT=2) ' which is significantly higher than that provided by our

scheme (see Fig. 4.2). We also highlight that, as opposed to the scheme in [70], our
scheme does not require inter-server communication in the computation and communi-

cation phases for multiplying two matrices, which significantly reduces both the latency
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FI1GURE 4.2: Comparison of the upload cost of SDMM of two matrices for different
number of colluding servers out of a total of NV = 20 servers. Only the values of T' < 9
are considered since the proposed scheme is defined only for T' < N/2. The maximum
value of K is calculated for each T'.

and the complexity.

4.4 Straggler Mitigation

The FFT-based scheme in the previous sections does not provide robustness against
straggling servers. We need all the evaluations from all the servers to recover the

desired result. In this section we present an extension of our FFT-based scheme,
which provides a certain level of robustness to straggling servers by incorporating both

column-wise and row-wise partitioning of the matrices.

When providing straggler mitigation, typically the goal is to minimize the recovery
threshold, which refers to the minimum number of responsive servers. Hence, instead
of specifying the number of servers, and minimizing the upload cost, in this section, we

consider arbitrary partitioning of the matrices, and identify the corresponding upload

cost and the recovery threshold.

In particular, we employ row-wise partitioning of A (and column-wise for B) to
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introduce straggler-robustness. That is, A is partitioned into a Ko x K7 array of equal-
sized blocks, and B is partitioned into a K7 x K3 array of equal-sized blocks. The idea
is that the secret shares of each row of A (and each column of B) are generated, while
polynomially-coded shares of each column of A (and each row of B) are generated for
straggler robustness. The proposed scheme requires N > Ky K3(K; + 2T') responsive
servers in general, and N > Ky K3(K; +T') responsive servers for computing with own

data.

The matrices A and B are partitioned into K; Ky and K3K3 blocks, denoted by
A;j,i € [K,j € [Ki] and Bjy,j € [Ki],k € [K3), respectively. Matrices R, j,7 €
[K»),j € [T], and S, j € [T],k € [K3], are generated, whose entries are i.i.d. uniform

random variables from ;. The matrices R and S, defined as

Rii -+ Rir

R — 7 (4.37)
Rr,1 - Rpg,r
Si11 - Sik,

s_| o (139)
St1 -+ STk,

are used as secret keys to encode the matrices A and B, respectively, by first appending

them in the following manner:

A=A R, (4.39)
B = B , (4.40)
S

and then constructing the following multivariate polynomials:

Ky Ki

1 K+ 1
A(x1,x9) E E A”az2 m]l +E E R”:L'Z2 1

=1 j=1 =1 j=1
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K1 Ks T Ks

] 1 k 1K2 K1+T+] 1) (k I)KQ

B(z1,x2) g E B;, KTy g g .
7j=1 k=1 j=1k=1

The product polynomial C(z1,z2) is given by

Ko K3 Ki

C(z1,z2) Z Z ZA Bk k=D i1

=1 k=1 \j=1

+ (terms with non-zero powers of xy).

(4.41)

4.4.1 Sharing phase

Let there be a total of N > N; N5 servers, where N1 = K1+2T and Ny > K5K3. The
user evaluates polynomials A (z1,22) and B(x1,x2) at points (z1,22) = (ay,,Bs), 7 =
0,...,N; — 1,5 =0,...,Ny — 1, where ay, is a primitive N}* root of unity in Fg, and

Bs, Vs € [Na] are distinct points in F.

The user sends A (', , 8s) and B(aly,, Bs) to server i, where i = (s—1)N1+r—1,Vr €
[Nl],VS S [NQ]

4.4.2 Computation phase

Server i, where i = (s — 1)N1 +7 — 1, computes C(ay,, 8s) = A(aly,, Bs)B(a}y,, Bs),

and sends this share to the user as soon as it is computed.

4.4.3 Reconstruction phase

The user collects and computes the averages of all the evaluations of C(x1,z2) on
the points having the same x coordinate, which removes the terms with non-zero
exponents of 1. Therefore, for every x5 € [ N3], the user obtains

Ni—1

f(xq) = N Z C(aly,, z2) (4.42)
i=0
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Y (Do AuBy |t (4.43)

i=1 k=1 \j=1

The user then interpolates the polynomial f(z2) from any Ks K3 evaluations to obtain

ZjK:ll A, ;B for all (i, k) € [K3] x [K3], therefore obtaining the final result C = AB.

Remark 4.4. Note that, to reconstruct the desired result, the user requires all Ny
evaluations on the points (x1,x2) for x1 = 1,an,,... a%l U and constant zo. In
other words, for any KoKs wvalues of s, the results from all the groups of servers

[(s = 1)Nj : sNy — 1] are necessary and sufficient for reconstructing the desired result.

Therefore, this scheme provides a slightly weaker ‘group-wise’ straggler-robustness.

4.4.4 Special case: computation with own data

For the special case when the data matrices belong to the user, the encoding poly-

nomials are constructed by the user as follows.

K K
A(z1,x2) ZZA,J:BQ Ly~ +ZZR,]$§ ! Klﬂ ! (4.44)
i=1 j=1 =1 j=1
Ki K3 T K
—(j—1)_Ka(k—1) (Ki+j—1 K k—1
B(z1, z2) ZZB],kxl G0 ol +ZZSM:U1 D IR g 45)
j=1 k=1 j=1k=1

By this construction, the matrices R and S also appear in the constant coefficient
of the polynomials f(z3), and the user must pre-compute the products of the private

random matrices in order to obtain the desired result.

4.4.5 Performance Analysis:

N(K3mn+Konp)

e Upload Cost: We have xy1, = K1 Ko K (mntnp)

¢ Encoding complexity: The complexity of encoding matrix A for N servers is
0] (K % (N1 log Ny) (NQ log? N> log log Ng)). The encoding complexity for ma-

trix B can be computed similarly.
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e Decoding complexity: The decoding requires addition, which has negligible
complexity compared to multiplication in a finite field, followed by interpolation
of a polynomial with K K3 terms, which has complexity O(n log?nloglogn) for
n = KoK3 [97]. Note that the decoding complexity of secure PolyDot scheme
in [68] is given by the complexity of interpolating a polynomial with Ko K3(K7 +
T)+ Ko K1+ KoT —1 terms, while our scheme requires interpolating a polynomial

with K5 K3 terms, which is an order of magnitude smaller.

e Field size: The field must have the N} roots of unity, and must be big enough
to have K3 K3 distinct elements. Therefore, N1|g — 1 and ¢ > K3K3 must be

satisfied.

4.5 Secure Distributed Multiplication of Multiple Matri-

ces

In this section, we consider the multiplication of multiple matrices. Such compu-
tations, known as matrix chain multiplications, occur in many applications in signal
processing, graph theory, and network analysis. We extend our scheme proposed in
Section 4.3 to implement multiplication of multiple matrices, that is, given I' source
nodes generating the matrices AWM AT the user wants to obtain the product
C = G(A(l), .. ,A(F)) = AW ... AD securely from distributed computation over
N available servers. A naive method would be for the servers to securely compute
the multiplication of two matrices at a time using the proposed scheme in Section
4.3, and send the results of the computations to the user so that he reconstructs the
intermediate computation results, that is, the product of a subset of the matrices, be-
fore re-encoding the intermediate result and sending its secret shares to the servers to
multiply with the next matrix. However, such a naive method incurs an unnecessary
amount of communication cost between the user and the servers, and also requires the
user to re-encode the intermediate matrices multiple times, thus increasing the latency
of the computation. The naive method also leaks information about the intermediate
computations to the user. Next, we propose a more efficient alternative, that also

satisfies the user privacy constraint.
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The following scheme proceeds iteratively in multiple rounds by obtaining the shares
of C £ AM ... A® denoted by [[CT]]; 2 [[AD ... AM]);, Vi € [N], in the (y—1)*"

round, for v € [I'].

4.5.1 Sharing phase
For K = N—2T, the (N, N—2T, T) left-shares [[A(1]]¥ and right-shares [[A(]|E, vy €

[2 : T, are sent to server i.

4.5.2 Computation phase

In the computation phase of the 4" round, where v € [I'—1], server i € [N] computes
the shares [[HOTV]}; = [CO)F[[AOTV]E, vy € [I' —1]. The secret shares [[HOTV]];
are evaluations on the N*" roots of unity of a polynomial HO*+Y (), which is similar to
the product polynomial obtained in Eq. (4.13), and whose constant term is the matrix
CcOtD = COMAOHD | while the remaining terms are uniformly distributed random

matrices.

4.5.3 Communication phase

In the communication phase, the servers exchange shares of their results from the
computation phase in a secure way, similarly to [70], to convert their secret shares

[HO+D]] to (N, N — 2T, T) left-shares of matrix CO*1. To do this,

e Server i generates (N, N — 2T, T) left-shares of [[HO+D]];, evaluated on the N**
roots of unity ozgv_l, Vj € [N], with ay being a primitive N root of unity in F,

and enumerated as [[H(”Y*l)]]iLj = [[[[H(VH)]ME ,Vj € [N].

)

e Server i sends the left-share [[H('YH)]]% to server j. The privacy requirement
against the servers is satisfied, since any T colluding servers cannot gain any
information about server i’s share [[HO*D]]; from the left-shares received in the

communication phase.
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e Server j averages the received left-shares [[H('YH)]]Z-LJ,W € [N], to obtain the

(N, N = 2T, T) left-shares [CO*D]]E.

To see the correctness of the above procedure, note that, for given N, K and T values,
the secret sharing scheme is linear for both left and right shares; that is, [[A]] + [[B]] =
[[A + B]]. Therefore, following from Eq. (4.19), we have

L e oy 11
N;HH7 Hi,j:N;HHH('YJF %-Hj (4.46)
= HC”“)W- (4.47)

J

The scheme proceeds in a recursive manner, looping back to the computation phase

for the (v + 1)™* round.

4.5.4 Reconstruction phase

At the end of the (I' — 1)** round, the servers have access to the secret shares of
the matrix CT) = A®M ... A The servers send the shares [[C(M]);,Vi € [N], to the

user, which then computes the average of these shares to obtain

N
%Z[[Cmﬂi _ AL AD) (4.48)
i=1

4.5.5 Performance analysis

Upload cost: Each server receives one (N, N — 2T, T) share of all A0 ~ ¢ [I7].

Thus we have

H([AM;
Zi]\il Z'l;zl ([[K Il
> H(AM)
N

= a7 (4.50)

XuL = (4.49)
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Encoding complexity: Since the encoding involves the computation of FFT, the

complexity is O(mymﬁy% log N) for encoding the matrix A, Vv € [I].

Decoding complexity: The partial decoding in the communication phase of each
intermediate round, as well as the final decoding of the result after the completion
of the (I' — 1) round requires only the addition of the received results from all the

servers. Therefore, the decoding complexity is negligible.

Privacy against the user: The scheme constructed in this section preserves pri-
vacy against the user, since the intermediate computation results are not communicated
to the user in any form. In contrast, this privacy constraint is violated by the naive
scheme described at the start of this section, because the user obtains the result of

each intermediate computation.

4.6 Secure Matrix Algebra

In this section, we describe algorithms for performing matrix operations besides
matrix multiplication that are useful in matrix algebra. Some operations, like matrix
inversion, can be reduced to matrix multiplication, and can be implemented with the

SDMM schemes described in the preceding sections.

4.6.1 Matrix addition and multiplication by a scalar

Addition and scalar multiplication follow easily from the linear nature of the secret
sharing scheme. We have [[A + B]] = [[A]] + [[B]], and [[cA]] = ¢[[A]], where ¢ € F,.

For addition, the shares must both be either left-shares or right-shares.

4.6.2 Changing from (N, K;,T}) left-shares to (N, Ky, Ty) right-shares

Suppose the servers store (N, K7, T}) left-shares of matrix A. The goal is to let the
servers obtain (N, Ky, T5) right-shares of matrix A. A special case of this algorithm
with K1 =1, Ko = N — 2T and T1; = T5 = T was used earlier in the communication

phase of Section 4.5. The procedure takes the following steps (see Fig. 4.3):
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(Nt
. [[C])&% | Interpolate with IFFT
Server ¢ Server 1 L First K coefficients
2 — / . constitute [[C]]
g (e ([C&R
5 [Cleg —— ‘
> sl =1 . * .
o i . ® .
.‘i . . .
= (CIER
=
(=)

i,N—1 \, [[C]HJJ%

(]V7 Kl,Tl) HCHH\? \ ClILR
left-share [[C]]F (N, K2, T) Server N [Cllzx

right-shares
of left-share
(KN

FIGURE 4.3: Conversion from left-share to right-share (right-share to left-share con-
version can be done similarly).

1. Server i generates (N, Ko, T) right-shares of [[A]]¥ evaluated on the N'* roots

of unity ozg\fl,Vj € [N], and enumerated as [[A]]fjR = H[[AHZLH;Lz ,Vj € [N].

2. Server i € [N] sends the right-share [[A]]fjR to server j.

3. Server j interpolates the received shares [[A]] ﬁjR,i =1,..., N, using inverse FFT

(IFFT) to obtain a polynomial whose first K coefficients are K; column-wise
partitions of the share [[Aﬂf Stacking them column-wise gives the share [[A]]f
A procedure to convert right-shares to left-shares can be obtained similarly to the

above procedure. For example, to convert right-shares to left-shares, step 1 of the

RL _

above procedure generates (N, Ko, Tb) left-shares of [[A]]F, enumerated as [[A]lY

[[(ANA]; i € [V,

To see the correctness of the above procedure, note that IFFT of a sequence of
(N, K1, Ty) left-shares {[[A]]¥, ... [[A]]5 } gives the sequence {A4,..., Ak, ,Ry,..., Ry,
01,...,07,}. Similarly, IFFT of a sequence of (N, K1, T}) right-shares { [[A]]%, ... [[A]]X}
gives the sequence {Aj,...,Ak,,01,...,0,Rq,...,Rp,}, where the subscript | €
[T1] in 0; is added only to count the number of zero matrices. Since each coefficient of
the IFFT sequence is a linear combination of the elements of the input sequence; for

all [ € [K1], the I" coefficient of the IFFT, denoted by IFFT;(.), of the sequence of
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shares received by server j is given by

IFFT, ([[A]]ff, . [[A]]]@{g) (4.51)
- IFFTZ([[[[A]]ﬂ}f o [[[[A]]M}f) (4.52)
= [[IFFTy ([[ADF, . [(ANK)])) (4.53)
= [[AJ)F, (4.54)

where A;,l € [Ki] is the I"" column-wise partition used for obtaining the original
(N, K1,T1) left-shares of matrix A. Thus, server j obtains the secret shares [[Al]]f,l =
1,..., K.

Remark 4.5. For K1 > 2, left-shares cannot be directly converted to left-shares using
the above procedure. Similarly, right-shares cannot be directly converted to right-shares.
However, (N,1,T1) left-shares can be directly converted to both (N, Ka,Ts) left-shares
and right-shares using the above procedure. For converting (N,1,T1) left-shares to
(N, Ko, Ty) left-shares, step 1 of the above procedure generates (N, Ko, T5) left-shares
of [[A])F, enumerated as [[A]]ZLJL = [[[[A]]ﬂ]f ,Vj € [N].

4.6.3 Transpose of a matrix

Consider that server i stores a (N, K1,T1) left-share of A,i € [N]. The goal is to
obtain a procedure, through which the servers end up with the (N, Ko, T5) left-shares
of A" instead. The procedure takes the following steps:

1. Server i € [N] performs the transpose operation on the left-share [[A]]F, to obtain

a share [[A"]]; = ([[A]JF)!". We have

A" = ([[ANF)" (4.55)

K1 ) T )
=S AraTVEY LN Ryal VY, (4.56)
=1 =1
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where Al",1 =1,..., K; are equivalent to row-wise partitions of A’". Note that
[[A®]]; is neither a left-share nor a right-share, but is equivalent to having a row-
wise partitioning of A¥ employed in right-encoding, and having the exponents

of the secret keys employed in left-encoding.

2. Server i then generates (N, Ky, Tb) left-shares of [[A!"]]; evaluated on the N'"
roots of unity a%l,Vj € [N], and enumerated as [[At’"]]iLJ = [[[[A”]M]fﬁj €
[V].

3. Server i sends the left-share [[A”’]]Z»LJ- to server j.

4. Server j interpolates the received shares [[A"Hf’j,z’ =1,...,N, using IFFT to
obtain the first K7 coefficients, which are Kj row-wise partitions of the share

[[A"]]%. Stacking them row-wise gives the share [[A"]}}.

4.6.4 Exponentiation

Suppose the user wants to compute G(A) = A", r € N. (N, N —2T,T) left-shares of
matrix A are sent to the servers. The servers then implement the scheme to generate
(N,N — 2T, T) right-shares of matrix A as described in Section 4.6.2. Thus, the
servers now have the shares of matrix A for left and right multiplication. The servers
then implement the scheme for multiple matrix multiplication described in Section
4.5. If r = 2™, the computation can be done in logr rounds of computation and
communication phases by computing A2, A4 A8 ... A" in successive rounds. If r #
2" then consider the binary expansion {ap_1,...,ap} of r, such that r = Zf:ol a;2",
where B is the maximum number of bits required to represent r. Then, the desired

result is given by

AT = AL a2 (4.57)
B-1

=[] a~*. (4.58)
=0

If the Hamming weight of the binary expansion of r is h, then the computation re-
quires h — 1 extra rounds of computation and communication phases to perform the

computation of Eq. (4.58), resulting in a total of logr 4+ h — 1 rounds.
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Upload cost: (N, N — 2T, T) left-shares of matrix A are uploaded by the source,
while the (N, N — 2T, T') right-shares of matrix A are generated in-situ by the share-

conversion algorithm, therefore not required to be sent by the source. Therefore, we

N
have XUL = N_oT"

4.6.5 Solving the linear system AX = B with secure Gaussian elimi-

nation

The linear system AX = B, where the elements of A and B belong to F,, can
be solved by performing Gaussian elimination (GE) on the augmented matrix (A|B).
Setting B equal to the identity matrix, the solution of the linear system also gives the
matrix inverse A1, if it exists. The GE method performs elementary row operations on
the augmented matrix of the linear system, and row interchanges, also called pivoting,
to transform the linear system into its row-echelon form. A scheme for secure GE is
described in [92], which takes element-wise secret shares of matrices A and B as inputs,
and outputs the solution of the linear system. Computing element-wise secret shares
of a matrix is equivalent to computing (N, 1,7 secret shares of matrices A and B.
Therefore, if the servers store (N, K,T) secret shares of matrix A and B, they must

first be converted to (NN, 1,T') secret shares using the scheme in Section 4.6.2.

4.6.6 Secure matrix inversion

Besides solving the linear system AX = I to compute the matrix inverse, as described
in the previous section, a different procedure, inspired from that in [93], is described
below, through which the servers start from (N, K, T') right-shares of a square matrix

A € F*™, and end up with (N, K, T') left-shares of A~ instead.

1. A uniformly distributed random matrix ® € Fy**™, which is used as the secret
key, is secretly shared with the servers. We assume that there is no central entity
that can generate and share the secret key securely with the servers. The shares
of the secret key are generated by the servers in a decentralized manner as follows:

For i € [N], server i generates a random matrix ®() ¢ Fg*™, and generates its
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(N, K, T) left-shares evaluated on the N roots of unity ozgv_ Lvje [N]. Server
i sends the left-share [[<I>(i)]]]L to server j € [N]\ {i¢}. From the left-shares
received by server j, it computes the left-share [[<I>H]L = [[®M) +.. + <I>(N)]]JL =
[[@(1)]]]L + -4 [[(IJ(N)]]JL. Thus, each server obtains a left-share of a common
secret key ® = &) ... 4 $IN),

2. Server j securely computes [[P]]; = [[®A]]; = [[@]]f[[A]];12

3. The servers reconstruct matrix P from its secret shares by exchanging their secret
shares of matrix P with every other server, and averaging the received shares,
similar to Eq. (4.19). Thus, each server obtains the public matrix P = ®A.
The servers gain no information of the matrix A from the matrix P, therefore

satisfying the privacy constraint against the servers.
4. Each server computes the matrix inverse P~!1 = A=1®~1,

5. For j =1,..., N, server j then obtains a left-share of the inverse of matrix A as

follows: [[A*l]]]L = P*l[[<I>]]jL = [[P*1<I>]]JL.

6. The servers can now perform further computation on the left-shares obtained,
or deliver their left-shares to the user, who then performs IFFT on the received

results to obtain the matrix AL,

Upload cost: (N, N — 27T, T) shares of matrix A are uploaded by the source for Step
2, where SDMM of random matrix ® and input matrix A is performed, thus incurring

an upload cost of xyr = %

4.6.7 Iterative matrix inversion

The method for secure matrix inversion introduced above includes an intermediate
step (step 4) that involves the inversion of a secure full-size matrix at each server. While
the procedure satisfies the privacy requirements, it may contradict with the motiva-
tion of distributed computation. Iterative matrix inversion algorithms, for example

Newton’s method [98], do not involve direct matrix inversions, but instead proceed
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with matrix multiplications, and therefore, are amenable to efficient distributed imple-
mentation. Newton’s method, however, provides only an approximation of the matrix
inverse. Newton’s method for inverting matrices is derived from Newton’s method for

finding the root of a function. The procedure is as follows [98]:

e Set f(X) = A — X! Note that the root of f(X) is A~L. Apply Newton’s

method for finding its root, as follows:

where p; = 1 for all ¢ > 0.

e Choosing the initial estimate X;: Quadratic convergence is obtained if
||[AXo — I|| < 1. This is satisfied if Xg = pu,AT is picked as the initial esti-

mate, with the value of 1o as proposed in [98].

The matrix addition and multiplication operations can be performed securely in a

distributed manner using the algorithms described in this chapter.

4.6.8 Computation of arbitrary polynomials:

The algorithms for securely performing matrix addition, transpose, exponentiation,
inverse and multiplication that have been described in this chapter allow the user to
compute arbitrary matrix polynomials on distributed servers. Therefore, a function of

the following form,
G(A1, Az, A3) = ATAs + cA T, (4.60)

for example, can be computed securely on distributed servers as follows: first, the
servers securely compute A?As using the scheme for multiple matrix multiplication;
then, the servers add the shares [[A?As]] to the shares [[cAz]], computed using one
of the secure matrix inversion methods described, to finally obtain the secret shares of

the final result, which the user receives and decodes to obtain the desired result.
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4.6.9 Secure learning from local datasets

Consider that data from D source nodes, each with a different size of dataset, is used
for training a fully connected deep neural network. In a fully connected neural network,
the input layer of neurons performs the matrix multiplication WX, where W is the
weight matrix associated with the layer of neurons, and X = (Xy,...,Xp), where
X;,i € [D] is the dataset belonging to source node i. SDMM schemes in [62,64,70,95],
based on column-wise partitioning of matrix X, code across different data points, thus
requiring the local datasets of the sources to be encoded at a central location, which
leads to a privacy concern. In contrast, the SDMM algorithm proposed in this chapter,
based on row-wise partitioning of matrix X, encodes each dataset independently. We

have
(X7 = (X7 (X)) (4.61)

that is, each source can deliver the right shares of its dataset to the servers independent

of other sources.

Linear regression- Consider the computation of the MMSE estimate in a linear
regression problem, where the optimum estimate is given by 8 = (X" X) “IX"Y. The
local datasets (X;,Y;) can be delivered to the servers similarly to Eq. (4.61), and then
the left-shares and right-shares of X and Y can be generated by using the algorithms

to convert shares and perform secure transpose described in this section.

4.6.10 Achieving the optimal upload and download cost for SDMM

If we assume that the cost of inter-server communication is negligible compared to
the upload and download costs, optimal communication costs can be achieved simulta-
neously for both upload and download while ignoring the inter-server communication
costs. The source nodes upload (N, N — T,T) shares of the input matrices to the

servers, resulting in an upload cost of xyr = %, which is shown to be a lower
bound on the upload cost for SDMM in [95]. Using the algorithm proposed in Section

4.6.2, the (N, N — T, T) shares can then be converted to (N, N — 2T,T') shares for
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implementing the SDMM algorithm proposed in this chapter. The secret shares of the
computation results are then converted to (N, N — T,T) shares using the algorithm
in Section 4.6.2. These shares are sent to the user, resulting in a download cost of
XDL = 77, which is known to be the optimal download cost for SDMM [62]. This
procedure circumvents the trade-off between the upload cost and the download cost

for SDMM schemes, studied earlier in [95].

The assumption that the cost of inter-server communication is negligible is justi-
fied in many practical scenarios involving computing clusters, where the computing
servers are connected with high-speed communication links, while the links between
the source nodes and the servers, and between the user and the servers may have
limited bandwidth. However, when the inter-server communication costs (delay, band-
width and/or energy) are non-negligible, the extra rounds of communication among

the servers, required for various share conversions, become prohibitive.

4.7 SDMC in Integer Rings

We discussed in section 4.1.3 that arithmetic on real numbers can be done by round-
ing them off to the closest rational number of fixed precision, and encoding them into a
finite field. Finite fields are quotient rings with a prime characteristic. In this section,

we generalize the proposed SDMC schemes to rings with a non-prime characteristic.

Consider that the elements of the input matrices A ~ € [[], lie in the integer
ring Z/nZ,n € N. Let zy be a primitive N** root of unity in Z/nZ. To com-

pute, for example, the left-shares of the matrices A7,y = 1,...,I", the proposed

scheme evaluates the polynomials A (z),y = 1,...,T, at the N** roots of unity
1, zn, 212\,, e z%_l. The encoding (and decoding) scheme is equivalent to computing

the N-point discrete Fourier transform (and inverse discrete Fourier transform) of the
sequence {A@, ey Ag), RgV), . ,RQ)},W =1,...,I'. The theory of discrete Fourier

transform works correctly if and only if zy is a principal root of unity, that is, if it
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satisfies the following condition:
N-1
d =0, Vse[N-1] (4.62)
=0

In general, not every primitive root of unity in Z/nZ is a principal root of unity.
Therefore, we state the following theorems relating to the existence and construction

of principal roots of unity in Z/nZ.

Remark 4.6. The correct working of the inverse Fourier transform requires the inverse
of N to exist in the integer ring, since division by N is required. However, in the SDMC
scheme we assume that the integer ring is much larger than the final result, which is
necessary for computation on data in rings to reflect computation on raw integer data,
as described in section 4.1.3. Therefore, the result can be lifted to Z, where division by
N can be done with conventional arithmetic. The trick is in the fact that lifting and

dividing works if the value does not wrap around the ring modulus.

4.7.1 Finding the principal N** roots of unity

Theorem 4.4. Let n = p*, where p is prime. For N < p, every primitive N*" root of

unity is a principal N** root of unity.

Proof. Let zxy be a primitive N** root of unity in Z/p*Z. The identity Zj\f: 51 zgv =0
always holds if zy — 1 is not a zero divisor. Moreover, zy is a principal root of unity

if 25, — 1 is not a zero divisor for any [ € [N — 1].

Assume that zév—l is a zero divisor for some [ € Z. Then, gcd(zfv—l,pk) =p' h <k

In other words, we can write zfv — 1 = sp” for some s € Z. Then, we have

N —1=(h 1) (1 N T (zﬁV)N—1> (4.63)
= (4 —1) (1 4 (sp" 1) 4o (sph 1)N—1) (4.64)

N-2
=sp | N +p" Z ajphi . (4.65)

J=0
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If N < p, then the second term is coprime to p. Therefore, the product of these two
terms cannot be a multiple of p*, thus not equal to zero mod p*, which is a contradiction
to our priori assumption that 25\, is an N*" root of unity. Therefore, zfv — 1 cannot
be a zero divisor for any [ € [N — 1] if N < p, implying that zx is a principal root of

unity. [

Theorem 4.5. Let n = mima, m1, mo € Z, where m1 and mo are co-prime. If there
exists a principal N root of unity in Z/myZ, then there exists at least one principal

N root of unity in Z/nZ if mo|N.

Proof. Consider the integer ring Z/nZ = (Z/mi7Z) x (Z/moZ). Consider a princi-
pal N root of unity zxy in Z/m;iZ. Consider G, a cyclic subgroup of (Z/nZ)* =
(Z)miZ)* x (Z/maZ)*, which is given by G = {(24,1) : i = 0,1,..., N — 1}. Then,
for s=1,2,...,N — 1, we have

N-1 N-1 = N-1
- (L3 1) (469
i=0 i=0 i=
= (0,0) if mao|N. (4.67)
Therefore, the generator of the group G is a principal N** root of unity. O

Theorem 4.6. Let n = mimg, mi,mo € Z, where my and ms are co-prime. If there
ezists a principal N** root of unity in both Z/miZ and Z/maoZ, then there exists at

least one principal N root of unity in Z/nZ.

Proof. Consider the integer ring Z/nZ = (Z/m1Z) x (Z/m2Z). Consider a principal
N*" root of unity yy in Z/m1Z, and a principal N** root of unity zy in Z/msZ.
Consider G, a cyclic subgroup of (Z/nZ)* = (Z/miZ)* x (Z/meZ)*, which is given
by G = {(y4,2%):i=0,1,...,N —1}. Then, for s =1,2,..., N — 1, we have

N-1

N—1 N—1
(i, ) = (z ey N> (4.68)
0 1=0 1=0

= (0,0). (4.69)

1=

Therefore, the generator of the group G is a principal N** root of unity. O
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4.7.2 Examples

1. Prime powers: For n = 113, by applying Theorem 4.4, we obtain z19 = 596
as a principal 10" root of unity, which generates the group of roots of unity
(1,596, 1170, 1207, 632, 1330,735,161,124,699). Similarly, z5 = 1170 is a princi-
pal 5t" root of unity mod n, and generates the group (1,1170, 632,735, 124).

2. Other composite numbers: For n = 6 x 192, by applying Theorem 4.5, we obtain

gth 6t root

z18 = 1921 as a principal 18" root of unity, and z¢ = 1015 as a principal

of unity.

3. Let n = 132 % 192 Since there exist principal 6" roots of unity in both Z/132Z
and Z/192Z (from Theorem 4.4), there also exists a principal 6" root of unity in

6th

Z./nZ, due to Theorem 4.6. Indeed, we obtain zg = 9318 as a principal root of

unity in Z/nZ, which generates the roots of unity {1, 9318,9317,61008, 51691, 51692}.

4. Let n = (2% 7) * 132, Since there exists a 6! principal root of unity in Z7/147,
due to Theorem 4.5, and there exists a principal 6" root of unity in Z/132Z, due
to Theorem 4.4, we obtain a principal 6! root of unity zs = 2175 in Z/nZ, due

to Theorem 4.6.

4.8 SDMM in Integer Rings

In this section we briefly demonstrate how SDMM can be performed in an integer
ring. We first consider the case when N is coprime to the modulus n of the ring, which
admits a multiplicative inverse of IV, thus allowing the computation of the IFFT. In
this case, the SDMM encoding and decoding scheme is identical to that described in
Section 4.3, where the evaluation points of the matrix polynomials are chosen to be
the N** principal roots of unity in Z/nZ, if they exist. We consider the case when N

is not coprime to n in the following subsection.
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4.8.1 N not coprime to n

To multiply matrices A and B, their secret shares [[A]]* and [[B]]®, i =1,...,N

7 (2
are generated, similarly to Section 4.3. Server i computes [[C]]; = [[A]|Z[[B]]f, and
delivers it to the user. Ideally the user would decode the result by computing the
average of the received results same as in Eq. (4.19), but this cannot be computed

since the multiplicative inverse of N does not exist in the ring. Instead, using Bezout’s

identity, we have
aN = bn + ged(N,n), (4.70)

for some constants a,b € Z. Therefore, the user computes the following modification
of Eq. (4.19):

N

K
a) [[Clli = ged(N,n) Y~ A/By. (4.71)

i=1 =1

Assuming that the right-hand side term does not wrap around the modulus of the ring,
the user can finally obtain the result Z{i 1 A;B; by lifting the right-hand side term to
Z and then dividing by gcd(N,n).

This method can also be applied to SDMM of multiple matrices, that is, for I > 2.
Say matrices A(D, A®) and A®) have to be multiplied. In the first round, the constant
gcd(N,n) is obtained as a multiplicative factor to the result C®?). In the second
round, a further multiplicative factor of gecd(NN,n) is obtained, thus giving the factor
ged(N,n)?, which can again be reduced to the factor ged(N,n) by using Bezout’s
identity. In this way, the multiplicative factor is prevented from growing even if multiple

rounds of secure computation are performed.

4.8.2 Comparison with existing schemes

Secure distributed matrix computation schemes in existing literature are mostly
based on polynomial interpolation, often implemented using the lagrange interpolation

method. Polynomial interpolation in arbitrary integer rings is not always feasible unless
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all the divided differences of the coordinates being interpolated exist, that is, the values
(x; — xj),i # j, where x; and z; are distinct evaluation points used for generating the
secret shares, have a multiplicative inverse in Z/nZ. The scheme proposed in this
chapter, which is based on a rather simple decoding process using the division-free
inverse discrete Fourier transform algorithm, mitigates the problem of the existence of

multiplicative inverses as long as suitable principal roots of unity can be found.

4.9 Discussion and Conclusions

In this chapter we developed a novel polynomial coded computation scheme achiev-
ing a near-optimal performance in terms of the upload cost for SDMM across N servers,
any T of which may collude. We also proposed a scheme achieving the optimal upload
cost for the special case when the user requesting the computation is also the source
of the matrices to be computed upon. The scheme involves evaluating the constructed
polynomials at the roots of unity in an appropriate finite field, which is equivalent to
taking the discrete Fourier transform of the constituent matrices. The encoding and
decoding complexity is also lower than all the other schemes in the literature. For a
special case of the data matrices having certain asymptotic dimensions, our scheme
also achieves the optimal download cost. We also introduced a method for straggler
mitigation, which provides group-wise tolerance to straggling servers. Straggler toler-
ance is achieved at the expense of an increase in the upload cost. We further extended
our scheme to implement multiplication of multiple matrices, while keeping the input
matrices and all the intermediate computations secure against any 7' colluding servers,
with a minimal upload cost. This presents a substantial improvement in performance
in terms of the upload cost for multiplication of multiple matrices over existing schemes
in the literature. Moreover, we described procedures for other common matrix opera-
tions, some of which can be reduced to a set of matrix multiplications, thus allowing us
to compute arbitrary matrix polynomials. We also generalized the proposed schemes to
arbitrary integer rings, a characteristic which is unique to our scheme when compared

with the schemes in existing literature.
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Resources

An implementation in SageMath of the algorithms for secure matrix computations

described in this chapter is available on Github.


https://github.com/nitishmital/Distributed-matrix-computations

Chapter 5

Conclusions

Storage and computing resources are integral to information-centric communication
networks of the present and the future, and with drastically increasing data traffic on
the internet, efficient techniques of storage and computing are necessary. There is a
growing trend of pushing the data storage and computing resources to the absolute
edge of the network, closer to the end user and the source of the data. As a result, the
density of storage (or caching) servers and computing servers on the edge of the network
is projected to grow exponentially. When storage and compute functions are close to
the end user, ultra-fast, low latency data retrieval and computation are achievable,
which consequentially gives way to new applications like cloud gaming, augmented

reality (AR), virtual reality (VR), federated neural network learning, etc.

This thesis can be divided into three parts, each tackling a different aspect of net-
work operation. In Chapter 2, the role of coded caching is explored in a distributed
edge network, where small base stations (SBSs) proactively cache popular content, and
deliver the content to cache-enabled end users on demand. Major challenges in edge
caching are to guarantee that the most frequently accessed content is available on the
edge servers (higher cache-hit ratio) while using efficient storage schemes, to discover
the location of requested contents in the edge caches, and to efficiently deliver the
content to the end user. These challenges are addressed in Chapter 2 by distributing
the content across multiple storage-constrained servers with coded redundancy, so that
the end user can pull the content from a threshold number of the nearest cache servers.
This increases the probability of the end user finding nearby caches storing the desired
content. Moreover, contents are multicasted simultaneously to multiple cache-enabled
end users, possibly with different requests, over a shared channel, using novel coding
techniques which drastically reduce the bandwidth requirement of the network. Chap-

ter 2 highlights multiple trade-offs that play a role in caching networks, namely, the

136
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trade-off between the communication bandwidth and the end-user cache capacity, as
well as the trade-off between the communication bandwidth and the server storage

capacity.

In Chapter 3, aspects related to distributed storage (or caching) systems are studied
in greater detail, modeling the network of SBS caches as a distributed storage system.
The main problem studied in Chapter 3 is that of performing efficient repair of failed
storage nodes while providing efficient storage. In the context of distributed SBS caches
considered in Chapter 2, the distributed storage repair problem models the scenario
where the SBS caches which are accessible to the end user do not store the required
content; hence, instead of employing the backhaul to fetch the content from the origin
servers to the SBS caches that are accessible to the end user, the SBS caches use their
interconnected network to “repair” new SBS cache nodes, or in other words, move
content to new SBS caches which are accessible to the end user. Chapter 3 studies the
trade-off between the repair bandwidth and the storage capacity of each cache node,
and constructs a storage and repair framework which is optimal in many performance
metrics. Similarly to Chapter 2, the interplay between storage and communication is

highlighted.

In Chapter 4, the interplay between multiple aspects of network operation are stud-
ied together, namely, between computation, storage, communication, and privacy. In
Chapter 4, secure multiparty computation is studied, where a user wants to offload
a computation on massive matrices, possibly produced by third party sources, to a
group of N edge servers, while guaranteeing that the data is kept private from the
computing servers, and even the user learns nothing about the original data beyond
the computation result. This is an especially interesting area of research today due to
its implications for large scale private machine learning. This is an absolutely neces-
sary feature in future communication networks and devices for the democratization of

research and innovation.

This thesis highlights multiple applications of coding theory in communication net-
works, beyond the conventional applications for communication over noisy channels.
Adoption of these techniques on a large scale can provide significant benefits, but there

are still many challenges relating to technical aspects as well as standardization. It
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is stated in [2] that: “Employing caching in wireless networks has been discussed and
proposed by many companies in the scope of 3GPP. For example, T-DOC R3-160688
proposes to place an edge cache at an LTE base station either embedded in the eN-
odeB or standalone. T-DOC R3-160828 explores the benefits of local caching. In the
scope of 5G-RAN R.14, the report 3GPP TR 36.933 describes the different caching
modules that are included in 5G base stations”. The standardization efforts pave the
road for further research in wireless caching, and introducing coding techniques in the
standards will go a long way in guaranteeing seamless operation of communication

networks.

Meanwhile, standardization and regulatory efforts for user data privacy are not lack-
ing. For example, the report NISTIR 8214A puts forward a preliminary roadmap
towards the standardization of threshold schemes for cryptographic primitives. The
standardization process also includes soliciting feedback from a broad audience, to
aid the development of the roadmap for standardization. The onus is on the open
source communities and academic researchers to develop semantically or information-

theoretically secure systems, and prove their feasibility to be included in the standards.

5.0.1 Research Challenges

Besides the standardization efforts, significant effort is required to develop tech-
niques for robust adoption on a large scale. Coded caching techniques suffer from the
subpacketization problem, which limits the number of users that can be served using
coded caching, thus limiting the coding gains that can be achieved. Recent research
efforts have managed to trade-off caching gains with subpacketization, and suggest
novel methods such as introducing multiple antennas at the transmitter to decrease
the level of subpacketization. The scheme proposed in Chapter 2 can also be adapted to
low subpacketization schemes, like the Placement Delivery Array (PDA) based scheme
proposed in [80]. Another interesting open problem for future work is finding a lower
bound and an optimal scheme when fractional repetition codes are used for distributed
storage in SBSs as studied in Chapter 2. A toy example (Fig. 2.6) in Chapter 2 illus-

trates the potential benefits of FR codes in coded caching problems. The toy example
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presents an asymmetry in the user connections to the servers, where users 1 and 3
connect to one server each, while user 2 connects to 2 servers. An interesting problem
is constructing a general scheme for heterogeneous network topologies and extracting
gains from such topologies as demonstrated in the toy example. Another question
relates to gains from heterogeneous distributed storage. For instance, if there is knowl-
edge of user dynamics and non-uniform probabilities of the user-server connections,
can a heterogeneous distributed storage scheme be designed to extract higher average
gains through coded caching? An extreme case of this scenario would mimic the com-
bination network model, where the user-server connections are completely fixed and
known, and where coded caching achieves higher gains. Such open problems present

ripe material for future research.

Private distributed computation is a relatively young research topic, and while some
open source distributions exist that implement homomorphic encryption and secure
multiparty computation (SMPC) schemes, the computation speeds are still very slow,
and require a large amount of communication among the computing parties, espe-
cially for non-linear computations. Microsoft SEAL [99] is an open source implementa-
tion of homomorphic encryption schemes, while Crypten by Facebook and Openmined
PySyft [100] are open-source libraries that implement distributed neural network train-
ing and inference using secure multiparty computation. Computation speeds may be
increased significantly by reducing the computation complexity of primitives like in-
teger and matrix multiplication in finite rings. Also, while SMPC schemes provide a
lightweight alternative to homomorphic encryption based schemes, SMPC algorithms
for non-linear computations require a large number of communication rounds among
the computing servers, and reducing the round complexity of non-linear secure multi-
party computations is an important direction of research. Future work that builds on
the schemes described in Chapter 4 may include methods for securely performing ma-
trix decompositions and other non-linear matrix computations on distributed servers.
It would also be interesting to develop schemes for multiplication of an arbitrary num-

ber of matrices with minimum inter-server communication.

In conclusion, we addressed multiple challenges in emerging edge networks, which

demonstrate the gains provided by coding techniques in achieving optimal trade-offs



Chapter 6. Conclusions 140

between communication, storage, computing, and security/privacy. It is highly likely
that such coding techniques will provide efficient solutions to many other problems,
such as topics in network function virtualization (NFV) and software defined network-
ing (SDN), and we hope that the research results presented in this thesis have con-
tributed to the development of efficient communication networks, as well as to further
encourage research and development in this area so that remaining open issues will be

solved and the full potential of the future communication networks will be unleashed.
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