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Abstract

Since 2019 Decentralized FinancéDeFi has emerged as a technology leveraging blockchain
systems to facilitate nancial transactions without centralized intermediaries. \Wbite offers
increased transparency, accessibility, and innovation in nancial services, it also introduces novel
security challenges that must be addressed to ensure the safety and integrity of these systems.

Our contributions from 2019 through 2023 were among the earliest systematic explorations of
emergingDeFi security risks through real-world incident investigation and development of ana-
lytical tools. We identify new security challenges arising from three fundamémal features:

(i) transparency(ii) composability; andiii) predictable execution outcome.

This thesis begins with a formal analysis of sandwich attacks, leveraging system transparency
and predictable execution to demonstrate their effectiveness on real-efidrotocols while
highlighting the need for countermeasures. We develop tools for automatically comasting
protocols to generate pro table trading strategies, illustrating both the potential for automated
revenue generation and raising concerns about impacts on blockchain consensus. Through sys-
tematic review ofDeFiincidents, we identify promising approaches for threat identi cation and
neutralization, including methods for tracing attack funds and exploiting “rescue time frames”

to protect vulnerable protocols. Our analysis reveals signi cant open challenges, particularly the
absence of robust detection mechanisms and the inherent dif culty of developing protocol-level
defenses—problems rooted in the combinatorial complexiyafi composability.

These ndings have in uence®eFi security practices and continue shaping the eld's develop-
ment. WhileDeFi has matured considerably since our initial research, the fundamental security
challenges stemming from system transparency, protocol composability, and deterministic execu-
tion remain intrinsic to the technology. Our work demonstrates that addressing these challenges
requires ongoing innovation in security measures and highlights the importance of continued re-
search collaboration between academia and industry to eDsliis sustainable growth.



Acknowledgements

| am deeply grateful to the many individuals who have supported and guided me throughout my
doctoral journey. First and foremost, | would like to express my heartfelt thanks to Professor
Arthur Gervais for taking me on as his student and providing hands-on guidance in conducting top-
tier research. | am profoundly grateful for the countless hours he has dedicated to my development,
tirelessly working with me to re ne my imperfections. His dedication has not only advanced my
research but also helped me evolve into a better version of myself. | also want to thank Dr. Kaihua
Qin, with whom | shared the most intense highs and lows of the Ph.D. experience. His plethora
of creative ideas, has consistently been a source of innovation and inspiration throughout our
collaboration. The three of us have pushed each other to achieve far more than | initially thought
possible, making this journey truly rewarding and enjoyable. | can scarcely believe my luck to
have been part of such an extraordinary team, where every challenge turned into an opportunity
for growth and every setback a lesson in resilience.

I would like to extend my appreciation to Dr. Kai Sun for her guidance before the start of my Ph.D.
journey. Her insights and encouragement played a crucial role in my determination to pursue this
research direction and nd Arthur as my supervisor, ultimately setting me on the path to success.

I am thankful to everyone who has been a part of this incrediable journey, esp&rakgley

Center for Responsible, Decentralized Intelligence (RGP Chainlink | am particularly grate-

ful to Professor Dawn Song, Professor Ben Livshits, Professor Philipp Jovanovic, and Professor
Roger Wattenhofer. Their encouragement and backing have accelerated the realization of this
accomplishment. | am grateful to all my collaborators, especially Stefanos Chaliasos and Jens
Ernstberger, whose contributions were instrumental in our joint research efforts.

Finally, my deepest gratitude goes to my family, whose unwavering belief in me has been the
foundation of my success. Their constant love and support, even in times when | couldn't be with
them as much as | would have liked, have been a source of strength and inspiration throughout this
journey. | am forever indebted to them for their sacri ces and understanding. In particular, | would
like to express my heartfelt thanks to my wife, Zhengmiao Wang, and my mother, Xiaowei Zhao.
Zhengmiao's unwavering love, patience, and encouragement have been my rock, giving me the
strength to persevere through the most challenging times. My mother's emotional guidance and
nancial support have been instrumental in helping me pursue my dreams. Without their sel ess
support, none of this would have been possible. | am truly blessed to have them in my life.



Contents

1

Introduction 12
1.1 ThesisOrganization. . . . . . . . . . . . . i i i it it i e 13
1.2 Publication Note and Acknowledgements. . . . . . ... ... ... ..... 13
Background 14
21 WhatisFinance? . . . . . . . . . 14
2.2 BlockchainsandDeFi. . . . ... ... .. .. .. 14
2.3 DeFiProperties. . . . . . . . 15
2.4 DeFiSystem Model Taxonomy. . . . . . . . . . . ... .. 16
2.4.1 Network (NET)Layer. . . . . . . . . . . . i ittt 16
2.4.2 Consensus (CON)Layer. . . . . . . . . . . . i, 17
243 SmartContract (SC)Layer. . . . . . . . . . . 18
2.4.4 DeFiProtocol Design (PRO) Layer . . . . . . ... ... ... .... 18
2.4.5 Auxiliary Service (AUX) Layer. . . . . . . . . .. i 19
2.5 DeFiThreat Model Taxonomy . . . . . . . . . . . . . . .. 19
251 WhatisaDeFilncident. . . . .. ... ... ... .. 19
2.5.2 Adversarial Utilityand Goal . . . . ... ... ... .. ........ 20
2.5.3 AdversarialKnowledge. . . . . . ... ... Lo 20
2.5.4 Adversarial Capabilities. . . . . ... ... ... .. .. .. . 21
2.6 RecentDevelopments. . . . . . . . . . . . . .. e 22
2.7 ChapterConclusion . . . . . . . . . . . . e e 23
Transparency In DeFi 24
3.1 Decentralized Exchanges. . . . . . . . . . . . . . . e 26
3.1.1 DEXcomponentsS. . . . . . . . . e e e 26
3.1.2 Automated Market Maker (AMM) Mechanism . . . . ... ... ... 27
3.1.3 PriceSlippage. . . . . . . .. 28
3.2 Sandwich Attacks on Automated Market Maker (AMM) Decentralized Exchanges
(DEXS) . . v ot e 29
3.2.1 System Model for Sandwich Attacks . . . . ... .. ... ...... 29
3.2.2 Threat Model for This Chapter. . . . . .. ... ... ... ...... 30
3.2.3 Liquidity Taker Attacks Taker. . . . . . .. ... ... ......... 30
3.2.4 Liquidity Provider Attacks Taker. . . . . . .. .. ... ... ..... 31

2



3.25 ModelLimitations . . . . . . . . . . .. e 31

3.3 Analytical Evaluation. . . . . . . .. .. .. ... e 32
3.3.1 Adversarial Liquidity Taker. . . . . . .. .. .. .. ... ... .... 33
3.3.2 Adversarial Liquidity Provider . . . . . .. ... ... ... ...... 35
3.3.3 Overall success oftheattacks. . . . . .. ... ... ... ...... 37

3.4 Empirical Evaluation. . . . . . . . ... 37
3.4.1 Liquidity Taker Attacking Taker. . . . . . . . ... ... ... ..... 38
3.4.2 Liquidity Provider Attacking Taker. . . . . . . ... ... ... .... 38
343 Slippage . . . . . .. 40
3.4.4 Overallsuccess oftheattacks. . . . . .. ... ... .. ....... 40

3.5 How Miners Order Transactions . . . . . . . . . . . . . ... 40
3.5.1 Miner Transaction OrderingResults. . . . .. .. ... ........ 42
3.5.2 Gas Price Distribution. . . . . .. ... Lo 42

3.6 Multiple Adversaries. . . . . . . . . . e e 43
3.6.1 Extended ThreatModel. . . . .. ... ... .. ... ......... 43
3.6.2 Extended SystemModel . . . .. ... ... ... ... .. ... ... 44
3.6.3 SimulationResults . . . . . . . ... 45

3.7 Sandwich Attack Details. . . . . . . . ... . ... ... ... a7
3.7.1 Liquidity Taker Attacks Taker. . . . . . .. ... ... ... ...... 47
3.7.2 Liquidity Provider Attacks Taker. . . . . . .. .. ... ... ..... 48

3.8 Possible Mitigations . . . . . . .. .. e 50
3.81 AMMSpecicSettings . . .. .. .. .. . ... . e 50
3.8.2 Cryptography-based Defences . . . . .. ... ... ... ...... 50

3.9 RecentDevelopments. . . . . . . . .. . . . e 53

3.10 ChapterConclusion. . . . . . . . . . . . e 54

Composability In DeFi 55

4.1 DeFiModeling . . . . . . . . e 58
4.1.1 System Modelfor ThisChapter . . . . .. .. .. ... ... ..... 58
4.1.2 Trader Model for ThisChapter. . . . . .. ... ... ... ...... 58
41.3 Notation . . . . . . . . e 59
4.1.4 States. . . . . .. e 60
415 Transitions. . . . . ..o 60
4.1.6 Objective. . . . . . . .. e 60
4.1.7 Basecryptocurrencyasset . . . . .. ..o e 61
4.1.8 DeFIPoserDesignChoices . . . . .. .. .. ... ... ... .. 61

4.2 Applying Negative Cycle Detection to DeFi Arbitrage . . . . . . . ... ... 62
4.2.1 Negative Cycle Detection to Detect Arbitrage . . . . . . . ... ... 62
4.2.2 Negative Cycle Detection Algorithms .. . . . . . .. ... ... .... 62

4.3 Design of EFIPOSERSMT . . . . . . . . . . . i e 63
4.3.1 Choosing an SMT Solver fordFIPOSERSMT . . . . ... ... ... 64
4.3.2 PathPruning. . . . .. .. ... .. . . . e 64
4.3.3 DeEFIPOSERSMT Revenue Optimizer. . . . . .. .. .. ... .... 66

3



4.3.4 SMTencodingexample . . . .. .. .. ... .. .. .. .. ... 66

4.3.5 Concrete encodingexampleforz3 . . .. ... ... ... ... ... 68
4.3.6 Comparing BFIPOSERSMT to DEFIPOSERARB . . . . . .. .. .. 70
437 Limitations. . . . . . . ... e 70
4.4 Experimental Evaluation . . . . ... ... ... ... .. .. ... ..., 71
4.4.1 Supported ERC-20 cryptocurrency assets. . . . . . .. ... . ... 72
4.4.2 Supported DeFiactions. . . . .. .. .. ... .. .. .. .. 0., 72
443 DeEFIPOSERARB . . . . . . . . o 72
444 DeEFIPOSERSMT . . . . . . . 73
445 DeFIPoserARB and DEFIPOSERSMT: Revenue. . . . . . ... .. 74
4.5 Pro table Transactions and Blockchain Security . . . . . .. ... ... ... 77
451 EconomicbZxAttack. . . . . . . ... ... 78
4.5.2 Miner Extractable Value (MEV), Markov Decision Process (MDP) and
Optimal Adversarial Strategies. . . . . . . .. ... ... ... .... 79
4.6 Optimizerforthe SMTsolver. . . . . . .. . . .. ... .. .. .. ...... 81
47 ChapterConclusion . . . . . . . . . . 81
5 DeFi Security Landscape 84
5.1 Data. . . . . 85
52 Analysis. . . . . . 88
5,21 IncidentFrequency . . . . . . . . . . i e e 88
5.2.2 DeFiProtocolTypes. . . . . . . . . . . e 89
5.2.3 Emergency Pause. . . . . . . ... e 89
5.2.4 Effectiveness of Security Audits. . . . . . .. ... . o 0oL 90
5.3 IncidentDefense. . . . . . . . . . ... 90
5.3.1 Rescue andIncident Time Frame. . . . . ... ... .. .. ..... 90
5.3.2 Bytecode Similarity Analysis. . . . . . ... ... ... . . ... 93
5.3.3 Front-running as a Service (FaaS)Usage . . . . .. ... ... ... 94
534 MoneyTracing. . . . . . . v o v v i i e 94
54 RelatedWork. . . . . . . . 97
5.4.1 CyberRisksand DeFiSecurity. . . . . . ... ... ... ... ..., 97
5.5 Code Cloning, Blockchain Money Tracing, and Account Linking. . . . . . . 97
5.5.1 Intrusion Prevention and Detection . . . . . ... ... ... ..... 98
5.6 ChapterConclusion . . . . . . . . . . . . . . e 98
6 Conclusion 99



List of Figures

2.1 Five-layer system model of DeFi. DeFiis built on smart contract enabled blockchains,
where auxiliary services help to ensure the overall ef ciency, stability, and usabil-
ity of the ecosystem. The network layer enables data transmission between and
among system layers. . . . . . ... 16

3.1 Visualizing the cause of unexpected slippag¢P] of Ta is based on the Auto-
mated Market Maker (AMM) state of block. Ta does not suffer from unex-
pected slippage, because no concurrent transactions @gigixecutes in block
N+ 3. E[P] of Tc's is based on blockN, as we assume network delays. T§
andTp change the state of the underlying market, those may induce unexpected
slippage forTg. . . . . . . . . e e e 28

3.2 Sandwich attack system. . . . . . . . . . ... 30

3.3 An adversarial liquidity takeh attacks a victim takev on an Automated Market
Maker (AMM) Decentralized Exchange (DEX). TransactiBnspeci es its slip-
page protection based on the Automated Market Maker (AMM) state of Nock
The adversary's goal is to includgy, Ty andTap in the same block+ k;k2 Z*
inthatsequence.. . . . . . . . . . .. e 31
3.4 An adversarial liquidity provideA attacks a victim take¥. Ty transacts assat
forasseX. . . . . .. 32

3.5 Analytical sandwich attack by a liquidity taker on a taker (Uniswap, block 9M,
0:3% fees, 6% unexpected slippage). T transacts 40 ETH for SAIA gets a
max. revenue by front-running, with a trade 18&9 ETH for 2 75432 SAIl, and
back-running with 275432 SAI for 1868 ETH. This results in a pro t of @8
ETH (1174 USD), ifAbears @1 ETH tx fees. Note that the two sub-legends of
each gure apply to both sub-gure 3.5aand35b. . .. ... ... ...... 33
3.6 Sandwich attack optimal revenue for an adversarial taker Whigades on ve
Uniswap markets (8% fee,AbreaksevenatOLETH). . . . . . ... ... .. 34

3.7 Minimum pro table victim input on ve Uniswap markets (8% fee,A breaks
even at @MW1 ETH, Q5% unexpected slippage). A liquidity taker does not yield a
protif Ty tradeslessthan 226 ETHforSAIL . . ... ... ... ... .... 34

5



3.8 Sandwich attack by a liquidity provider on a taker (Uniswap, block 914%0
fees). If Ty trades SAI for 60 ETH with an unexpected slippage &0, A can
achieve a max. revenue by front-runniig with removing 3776% of liquidity
(eq. 278597 ETH and 41503047 SAl), and regain 376% of liquidity (deposit
2; 74957 ETH and 4264221 SAI) by back-runningly. Upon rebalancing to
ETH, Agains a pro t of Q07 ETH (1055 USD, break-even:01 ETH). . . . . . 35

3.9 Minimum pro table victim input on SAI Uniswap market :@% fee, 05% un-
expected slippage, adversary break even@t &TH tx fees).A cannot gain any
prot,if Ty trades SAI for less than 483 ETH. If SAl had 17 decimal places after
the comma instead of 18, the min. victim transaction amount increases54é 44

3.10 Optimal adversarial revenue under a sandwich attack by a liquidity provider, when
V sells assets for ETH on ve Uniswap exchanges3¢0 fee, adversarial break-
evenat@1ETH). . .. .. . . . . . . . . e 37

3.11 Estimated expected and maximum permitted unexpected slippage on Uniswap
transactions (block 8M to 9M). Most takers trade with c. 1% of maximum un-
expected slippage (the Uniswap default atthe time).. . . . . .. ... .. .. 40

3.12 Simulated sandwich attack by 2, 5 and 10 competing adversarial liquidity taker on
a taker (Uniswap, block 9M,:8% fees, 6% unexpected slippage). . . . . .. 45

3.13 The simulated gas price of the “winning” transaction when 2, 5 or 10 adversaries
are performing a reactive counter-bidding attack. Each experiment is ru6a®0
times. We visualize the 95% con denceinterval. . . . . . . . ... ... ... 46

3.14 Simulated sandwich attack by 2, 5 and 10 competing adversarial liquidity provider
on a taker (Uniswap, block 9M, 8% fees, (6% unexpected slippage). . . . . 46

4.1 DeFIPOSERARB and DEFIPOSERSMT system overview. In BFIPOSER
SMT, we 2 Create logical models3 paths are created and trimmed with heuris-
tics and4 used within a theorem prover to generate a transactionEF BOSER
ARB we 2 build a graph of the blockchain stat8, identify negative cycles4
perform a local search and repeat. The transaction with the highest revebue is
concretely evaluated before being mined in the nextblock.. . . . .. .. .. 56

4.2 Example strategy across three DeFi markets, identi ed at Ethereum blga®1087,
which would yield a revenue of.81 ETH (3124 USD). . . . ... ... .. .. 59

4.3 Technical design choices ofeBIPOSER DEFIPOSERconsists of three compo-
nents: 1 a path pruning componen a parameter search component, eéha
strategy combination/execution component. . . . . .. ... ... ... .. 61

6



4.4 Directed weighted graph for the economic bZx attack on the Ethereum block
9;462 687. Shorting ETH for WBTC on bZx does not return assets to the tiader
and the action, therefore, does not point to any cryptocurrency assets. Graph 4.4a
has no arbitrage opportunity on the WBTC/ETH markeD{J0 44:1488=
0:75 1). In Graph 4.4b and 4.4c, the weights change (ETH/WBTC price) af-
ter the trader increases the ow (in ETH) to the bZx market because bZx's price
depends on the Uniswap price. The graph is hence dynamic [62], i.e., the weights
need to be updated after each action. The action encodingBffRDSER SMT
models the bZx's price dependence on Uniswap. Note that the bZx attack does not
violate Heuristic 6, because action 1 does not return any asset nor forms a subgzhath.

4.5 Example of branching and looping paths.. . . . . . .. ... ... ...... 66

4.6 We consider each blockchain block as an independent state representation of the
DeFi platform markets. Only if a DeFi market changes in state, we need to re-
engage the SMT solver for the affected pathsonly.. . . . ... ... ..... 74

4.7 Analytical distribution of the trader's revenue. The majority of the most pro table
strategies consist of 3 actions. Becausd=IPOSER SMT requires manual mod-
eling, the revenues discovered by Z3 are not accurate, and thus the number of
discovered strategies (yellow) are less than the pro table strategies (blue). We use
concrete execution to validate the strategiesfromz3.. . . . . . ... .. .. 75

4.8 Distribution of the trader's revenue usingB POSER ARB. We observe that the
revenue increases as the number of paths increases. We also visualize the distri-
bution of the most pro table sub-path (orange) for every strategy. Intuitively, the
more paths BFIPOSERARB try to combine, the higher the revenue.. . . . . 75

4.9 Revenue as a function of the initial capital, in ETH with and without ash loans
for DEFIPOSERARB (total of 2709 found strategies) andebIPOSERSMT
(total of 1,556 found strategies). . . . . . . . . . . . .. ... . 76

4.10 Revenue and transaction fees analysis over time, measured in blocks.. . . 77

4.11 Distribution of revenue and transaction cost based on concrete execution on the
EVM for DEFIPOSERSMT and DEFIPOSERARB. The revenue outpaces the
transaction costs, which are higher foEB2POSErR ARB because the found strate-
gies often consist of more cycles (arbitrage opportunities). . . . . . .. ... 78

4.12 Analysis time distribution to detect a pro table strategy &aHIPOSER SMT and
DEFIPOSERARB. For most strategies the search and validation process remains
below the average Ethereum block time of23 0:12 seconds. . . . . . . . .. 79

4.13 The analysis time of EFIPOSERARB exceeds our estimated time limit (tak-
ing into consideration block time and transaction network propagation to miners),
when DEFIPOSERARB exploits morethan6cycles.. . . .. ... ... ... 79

7



4.14 Attack window analysis of the bZx attack.EBIPOSERSMT nds the rst at-

tack opportunity at block; @69 000 (December 8th 2019). The opportunity lasted
for 69 days, until the opportunity was exploited in blogk84; 687 (February 15th
2020). We visualize the difference between the pro ts from Z3 and concrete vali-
dation, along with the success rate (using block bin sizes of 100) of a Z3 strategy
passing concrete validation. Note that the bZx loan interest rate formula is conser-
vatively simpli ed in the encoding process, which explains why the Z3 anticipated
revenue is lower than the concrete executionyield. . . . .. ... ... ... 80

4.15 Minimum Miner Extractable Value (MEV) value in terms of block rewards to

5.1

5.2

5.3

54

5.5

fork a Proof of Work (PoW) blockchain, given by optimal adversarial strategies

of the Markov Decision Process (MDP). For instance, on Etheretim $:72%),

a miner with 10% hash rate will engage to fork the chain to exploit an Miner
Extractable Value (MEV) opportunity, if the adversary follows the optimal strategy
and the Miner Extractable Value (MEV) opportunity yields more than 4 block
rewards.. . . . . . . 82

Monthly number of DeFi incidents and total loss (in million USD) for Ethereum
and BNB Smart Chain from Apr 30, 2018 to Apr 30, 2022, in comparison to the
total value locked. According to our data, the frequency, and monthly loss increase
asthe TVLINCreases. . . . . . . . . . . i i i i 89
Loss (in million USD) and frequency of DeFi incidents on Ethereum and BNB
Smart Chain from Apr 30, 2018 to Apr 30, 2022 grouped by incident cause. Each
circle represents a unique incident, and the size of the circle is proportional to the
estimated monetary lossinUSD.. . . . . . .. ... ... .. ... ..., 90
An adversanA can deploy a smart contract with transactiofepioy and then
initiate an incident by calling the contract witks;. Alternatively, the adversary

may directly initiate the incident wittx s; in one of two ways{i) without using

a smart contract; di) by batching the contract deployment and the initiation in a
singletransaction. . . . . . . . . .. 92
The incident and rescue time frame per incident type. For example, we observe
that 34 of the 46 DeFi Protocol Design (PRO) Layer only incidents (74%) deploy
smart contract(s) prior to the incident. The average rescue time frame for DeFi
Protocol Design (PRO) Layer is 14:1 hours, with the longest rescue time frame
being 265 hours. . . . . . . .. 92
Overview of the money tracing methodology. We start with the adversarial address
(A), then iteratively determine the addresses that provide the initial source of funds
(i.e., X2 andXy, analogous to depth-rstsearch).. . . . .. ... ... ... .. 95



List of Tables

2.1

2.2

3.1

3.2

3.3

3.4

3.5

3.6

3.7

4.1
4.2
4.3
4.4

Categorization of adversarial knowledge level$.” ‘has access,8” cannot ac-
cess, M mayhaveaccess. . . . . . . . . ... 20
Adversarial capabilities and knowledge level at each layer of our system mode2l

Example price slippages on an Automated Market Maker (AMM) Decentralized
Exchange (DEX).. . . . . . . . . . e e 29
Results for the liquidity taker/provider attacks taker. The victim's transadtion

was triggered manually using Metamask through Uniswap Ul. Adversarial node
and victim have a clock difference of@Ims 6:189ms. . . .. ... ... .. 39
Estimated adversarial revenue for the 79 exchanges on the Uniswap Ul, assuming
an adversarial break even cost 000 ETH. Data of 158 days considered (block
BMTOOM). . . . . e e 39
Classi cation of the top 10 miners in Ethereum, in terms of the number of blocks
mined between blocks; 627,917 until 9M (388 days). We see that miners seem

to switch among strategies. Moreover, 4 out of the ten miners always seem to
follow a known strategy. They either order their transactions by gas price or by
using Parity's default strategy. We also note that the addhes293..0347 is the

sole miner who did not mine any empty blocks.. . . . . ... ... ... ... 41
Miner transaction ordering methodology between blo¢g28917 and 9M (388
days). . . .. 42

Adversarial payoff for a two player game. Under the assumption that both players
A and O are rational A “wins” the game if the front-running transactidin, is
placed in front ofTpy, regardless of the position of the back-running transaction. A
transaction that succeeds is denote@byvhile a transaction that fails, is denoted

DY 7. e 43
Latency and bandwidth statistics from our model based on previous studies [110,
153 . 44
High-level comparison betweereBIPOSER ARB and DEFIPOSERSMT. . . . 70
List of tokens included in our experiments. . . . . . . ... ... ... .. .. 72
List of the supported DeFi actions oEBIPOSER . . . . . . ... ... .... 72

Results of path pruning after applying the heuristics from Section 4.3.2. In to-
tal, 600 paths remain, with the majority (B7%) consisting of 4 actions. For
each path length, the heuristics remove at leag®% of the strategies. . . . . 73

9



51

5.2

5.3

54

5.5

5.6

5.7

DeFi incidents taxonomy. We label the incident types that each academic paper
and auditing report address. We also group the incidents that occur in the wild.
Despite that this table focuses on Ethereum and BSC, we anticipate the taxonomy
remains generic and thus applicable to all DeFi enabled blockcHaingncident

type addressedy - Incident type checked (likely with toolsy - Incident cause
checked (likely with tools)m - Incident type checked (manually). Note that we
can only be sure that an incident type has been addressed if an auditing report: (i)
explicitly warns of the risk of a potential incident, or (ii) explicitly states that the
code passed the check of an incident type. We visualize the gaps using a heat map,
where a darker colour indicates a greater frequency of occurrences.. . . . . 86
Distributions of works under investigation according to the DeFi reference frame
(cf. Section 2.4). F - the number and percentage of research items related to
a system layere - the average ratio of incident types each research item covers.
For example, 15 of the 29 tools (52%) relate to DeFi Protocol Design (PRO) Layer
incidents, but each tool on average only covers 6% of the common DeFi Protocol
Design (PRO) Layer incident causes we identify.. . . . .. . ... ... ... 87
Loss (in million USD) and frequency of DeFi incidents grouped by application
type, on Ethereum and BNB Smart Chain from Apr 30, 2018 to Apr 30, 2022. We
crawl TVL for each category from DeFiLlama on Aug 6, 2022. . . . . . . .. 91
We quantify the speed at which DeFi protocols execute their emergency pause.
Out of the 51 DeFi protocols that allow an emergency pause, the fastest has initi-
ated a pause within the rst hour of anincident.. . . . . . .. ... ... ... 91
We perform bytecode similarity analysis on our incident dataset, which includes
in total 173 vulnerable and 155 adversarial contracts. We identify 7 clusters of
“exact match” vulnerable contracts (in total 38 vulnerable contracts), where con-
tracts within the same cluster have a pairwise similarity score of 100%. Therefore,
we infer that 38 7= 31 vulnerable contracts could be detected prior to the inci-
dent by comparing with previous known vulnerable contracts. Similarly, we infer
that 23 adversarial contracts could be detected by comparing with previous known
attacks. . . . ... 93
Source of funds identi ed for all 261 adversaribgsepresents the number of hops
(i.e. transactions) from the source of funds, e.g., In tota|288%) adversaries
(92(50:8%) incidents) source the funds directly fromamixer. . . . . . .. .. 95
Linked adversaries based on pre-incidenttrace.. . . . . . .. ... ... .. 96

10



Acronyms

AMM Automated Market Maker
AUX Auxiliary Service

BEV Blockchain Extractable Value
CeFi Centralized Finance

CON Consensus

DeFi Decentralized Finance
DEX Decentralized Exchange
EVM Ethereum Virtual Machine
FaaS Front-running as a Service
MDP Markov Decision Process
MEV Miner Extractable Value
NET Network

P2P peer-to-peer

PBS Proposer-Builder Separation
PoS Proof of Stake

PoW Proof of Work

PRO DeFi Protocol Design

RWA Real-World Asset

SC Smart Contract

11



Chapter 1

Introduction

Since 2019 DeFi has emerged as a technology that leverages distributed systems, particularly
blockchains, to facilitate nancial activities without centralized intermediaii@si has not only
enhances transaction transparency but also broadens access to nancial services, promoting a more
inclusive nancial ecosystem. However, the rapid proliferatiorDefi introduces new security
challenges that necessitate rigorous scrutiny and innovative solutions.

At the core ofDeFis appeal is the promise of transparency. Blockchain technology, with its
immutable and public ledger, ensures that all transactions are transparent and traceable. This
transparency, while a boon for security in many respects, paradoxically introduces vulnerabili-
ties. Malicious actors can exploit the visible data ow on the blockchain to engage in predatory
practices such as front-running and sandwich attacks, leading to exploitation and nancial loss.

A fundamental characteristic @feFiis composability, often described as “money legd3é&Fi
protocols are designed to be interoperable, allowing multiple applications to integrate and inter-
act seamlessly. While this promotes innovation, it also complicates the security landscape, as
vulnerabilities in one protocol can create cascading effects throughout the system.

The deterministic nature of code execution represents a third critical propeigfofsystems.

When a transaction is executed, its outcome is entirely predictable given the same inputs and state.
This determinism enables adversaries to precisely calculate attack outcomes before execution,
creating a powerful attack surface when combined with transparency and composability.

In this thesis, we explore these challenges and propose techniques for detecting and mitigating
security threats ieFi. This thesis makes the following contributions:

» We provide a formal analysis of sandwich attacks and demonstrate their effectiveness on
real-world protocols.

» We develop new tools for automatically composiDgFi protocols to generate pro table
trades and explore their implications on blockchain consensus.

» We systematize a large dataset of real-w@#t-iincidents to identify gaps in current secu-
rity practices and propose new defense mechanisms
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1.1 Thesis Organization

This thesis is organized into the following chapters:

» Chapter2 provides a background ddeFiand its key properties that enable composability.

» Chapter3 formalizes sandwich attacks and evaluates their effectiveness on realBedfid
protocols.

» Chapterd exploresDeFi protocol composability through two tools that automatically gen-
erate pro table trading strategies and examines their implications for blockchain consensus.

« Chaptelb systematizes 18DeFiincidents over four years, identifying gaps between adver-
sarial practices and academic/industry defenses.

« Chapter6 re ects on the security implications @eFis core properties and highlights re-
maining challenges.

1.2 Publication Note and Acknowledgements

This thesis incorporates work from three peer-reviewed publications:

» Chapters2 and5 are adapted from “SoK: Decentralized Finance (DeFi) Attacks” (IEEE
S&P 2023), co-authored with Xihan Xiong, Jens Ernstberger, Stefanos Chaliasos, Zhipeng
Wang, Ye Wang, Kaihua Qin, Roger Wattenhofer, Dawn Song, and Arthur Gervais. The
data collection presented in these chapters involved collaborative efforts from all authors.
The bytecode similarity analysis was joint work with Stefanos Chaliasos.

« ChapteBis adapted from “High-Frequency Trading on Decentralized On-Chain Exchanges”
(IEEE S&P 2021), co-authored with Kaihua Qin, Christof Ferreira Torres, Duc V Le, and
Arthur Gervais.

» Chapter4 is adapted from “On the Just-In-Time Discovery of Pro t-Generating Transac-
tions in DeFi Protocols” (IEEE S&P 2021), co-authored with Kaihua Qin, Antoine Cully,
Benjamin Livshits, and Arthur Gervais.

Iportions of this thesis are © 2021-2023 IEEE. Reprinted, with permission, from the respective publications as
indicated in the bibliography. In reference to IEEE copyrighted material which is used with permission in this thesis,
the IEEE does not endorse any of Imperial College London's products or services. Internal or personal use of this
material is permitted. If interested in reprinting/republishing IEEE copyrighted material for advertising or promotional
purposes or for creating hew collective works for resale or redistribution, pleaseh¢ip tdwww.ieee.org/publi
cations_standards/publications/rights/rights_link.html to learn how to obtain a License from RightsLink.
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Chapter 2

Background

2.1 Whatis Finance?

Finance encompasses the creation, management, and investment of B@neit]its core, a
nancial system connects borrowers who need investment capital with depositors who have idle
funds. These systems are fundamental to economic ef ciency, optimizing the money supply and
its utilization. In their absence, entities would need to self- nance and rely on primitive barter ex-
changes, severely limiting economic activity. Modern nancial systems provide regulated, secure,
and ef cient services through three key components: institutions, instruments, and magts [

« Financial Institutions are intermediaries that provide services such as banking, securities
trading, insurance, and fund management. These include traditional entities like banks,
securities rms, and insurance companies, as well as auxiliary service providers.

 Financial Instruments represent monetary assets or claims that carry economic value. This
can take the form of traditional legally binding contracts in traditional nance, or pro-
grammable smart contracts in decentralized nance that are enforced by code rather than
legal frameworks.

 Financial Markets are venues where nancial instruments are traded. In traditional nance,
these are physical or electronic marketplaces.Défi, markets are smart contracts that
execute trades automatically according to predetermined mathematical formulas or code,
such as the constant product formula in automated market makers.

2.2 Blockchains andDeFi

Bitcoin is the rst widely adopted permissionless system that allows users to send and receive
nancial value without the use of a third-party intermediaty8f]. While Bitcoin also introduced

the concept of smart contracts, more developer-friendly smart contract primizd€sgmpow-

ered the wide adoption @eFi. DeFicurrently provides a wide range of nancial services such as
exchangesZ56|, lending/borrowing 130,131, 195 25§, stablecoins 154, pegged tokens, price
oracles 175220, mixing services24€, ash loans [L99, yield farming [254, portfolio manage-

ment, insurancerp], governanced57], etc. Flash loansallow traders to instantaneously request
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access to cryptocurrencies worth billions of USD. This is achieved through the creative use of the
blockchain's transaction atomicity property, whereby a loan is not granted if the loan is not paid
back with the due interest. Such convenient and programmable access to substantial capital has
lowered the barrier to entry for practidakFitraders and broadened the threat surfA&)[ Be-

cause permissionless blockchains such as Bitcoin and Ethereum are known to offer pseudonymity
rather than anonymity, alternative privacy-preserving blockchains have emerged. These alterna-
tive blockchains break the linkability of addresses by shuf ing assets through an anonymity set.
Notable solutions include ZCash, which is based on zero-knowledge priffs fnd Monero,

which is based on ring signatures and con dential transacti©86, 22. Additionally, mixers
operating as applications on existing blockchains have emerged, such as Tornad®4€adly{

phoon Network, and AMR164]. An extended background ddeFi, as well as a comparison to
Centralized Financ€CeF), is provided by related workip4|.

2.3 DeFiProperties
We outline the most prevalebteFiproperties:

1. Public Veri ability: While DeFiapplication code may not always be open source, its ex-
ecution trace and bytecode must be publicly veri able on a blockchain to classify as non-
custodial. This transparency, contraryGeFi allows any user to inspect state transitions
and verify their orderly execution, thus providing an unprecedented ability to convey trust
in the emergindeFisystem.

2. Atomicity: Blockchain transactions support sequential actions that can combine multiple
nancial operations in amtomicmanner, meaning either all actions are executed together,
or none are. This programmable atomicity is mostly absent @R, where, although
possible, it would likely be costly and slow to enforce through legal agreements.

3. Execution Order Malleability: Users on permissionless blockchains publicly share their
transactions through peer-to-pee(P2P network, leading to transaction fee bidding con-
tests that can affect the order of transaction execution. This malleability has been exploited
in various market manipulation strategi&®[199.

4. Anonymous Development and Deployment:DeFi services can be developed and de-
ployed by anonymous teams, a practice that supports a higher degree of privacy and de-
centralization. Once deployed, the operation®ef-i smart contracts are carried out by
miners, with the front-end often hosted on distributed services like IPFS.

5. Composability: DeFi applications are inherently modular, allowing them to interoperate
seamlessly. This composability means that applications can easily integrate or build upon
each other's services, creating complex nancial operations and services.

These properties de ne the operational and structural aspebiskef distinguishing it fromCeFi
systems and highlighting both its potential and its challenges.
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2.4 DeFi System Model Taxonomy

In the following, we present a ve-layer system model which is applicable tDaHiincidents.

3HU)F|§WRFR( $VVHWV 7RNHQ $WRPLF &RPSRVDEOH 6HUYXFEPSD
IDWLYH )XQJLEOH : ([FKDQJH /RDQ 6wWDEOH¥RYBLFLY)
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&RQVHQVXV 3URW ,QFHQWLYH 3URWRFPRN
3URRI Rl :RUN 3URF %ORFN UHZDUG 0(9 UHZL 2SHUDWt

%ORFNFKI
&RQVHQV)>
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IHWZRUN &RPPXQLFDWLRQ 3 IHWZRUN 3URWRFROV
/ID\HU 1(7 7&3 ,3 '16 %*3 3 3 RYHUOD\ 3HHU GLVFRYHU\ 7LPH

Figure 2.1: Five-layer system modelD€&Fi. DeFiis built on smart contract enabled blockchains,
where auxiliary services help to ensure the overall ef ciency, stability, and usability of the ecosys-
tem. The network layer enables data transmission between and among system layers.

As Figure2.1 shows, our system model consists of ve layers. The network layer enables data
transmission between and among system layers. The blockchain consensus and smart contract
layers enable nancial services such as cryptocurrency trades to be performed without the use of
trusted intermediaries. The protocol layer is a collectioDefFi protocols that are deployed and

built on the smart contract layer. Note that on a permissionless blockchaipeffiyuser can

create or deploy nancial service protocols. Furtherm@eFi protocols may rely on auxiliary
services to increase the entire nancial ecosystem's ef ciency, stability, and usability. We proceed

to introduce the key components in each layer:

2.4.1 Network (NET) Layer

» Network Communication Infrastructure: A communication protocol is a set of rules that
allows two or more nodes in a system to communicate over a physical medginJsers
must rely on communication protocols such as TCP/IP, DNS, and BGP to interact with
DeFi, whether directly through their own blockchain nodes or indirectly through third-party
auxiliary services.

 Blockchain and P2P Network: Blockchain network protocols instruct nodes on how to
join, exit, and discover other nodes in tR@Pnetwork. A blockchain node may become
unresponsive at any point in time, and related works observed frequent node £&8rn [
Blockchain networks typically instruct each node to connect with many peers while also
con guring a timeout to disconnect from non-responsive peers to ensure the network's con-
nectivity.

» Front-running as a Service (FaaS: Independent of the public blockchain P2P network,
emerging centralized transaction propagation services offer an alternative option for traders
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to communicate to miners (e.g., FlashBo&den network Bloxroute’, and Ethermin®.

FaaS services alloWeFitraders to submit a bundle that consists of one or more transac-
tions directly to FaaS miners without a broadcast on the P2P network. FaaS services may in
addition provide bundle-level atomic state transitiomhere the entire bundle is either exe-
cuted successfully in the exact order that the transactions are provided, or fails collectively.
Furthermore, FaasS traders are required to place a single sealed bid for the priority inclusion
of the entire bundle, without observing the bid from otBexritraders (i.e., sealed-bid auc-
tion). FaaS miners prioritize transaction bundles with the highest average bid at the top of
the next mined block.

2.4.2 ConsensugCON) Layer

» Consensus MechanismA consensus mechanism is a fault-tolerant mechanism in blockchain
systems, which assist blockchain nodes to achieve the required agreement on a single data
value or network state. The blockchain consensus mechanism typically consists of the fol-
lowing components:

— A Sybil attack-resistant leader election protocaol such ag?roof of Work(PoW) for
Ethereum Classic dProof of StakgPo9§ for Ethereum;

— A consensus protocalo synchronize the latest chain state (e.g., the longest chain with
most dif culty); and

— A CON incentive mechanism which aims to encourage benign consensus activity.
The block rewardfor instance, compensates every successful block appended to the
main chain.Transaction feeare paid by transaction issuers to sequencers for inclusion
in speci ¢ blocks and positions, and, lastBlockchain Extractable ValuBEV) and
Miner Extractable ValugdMEV), is potential extractable revenue left untouched [
133197,244,245 265. Transaction fees are typically enforced to be paid in the native
blockchain coin.

» Nodes and Their Operation Protocol: A blockchain node may be responsible for one or
several taskdi) transaction sequencing, specifying the order of transactions within a block;
(i) block generation(iii) data veri cation; and(iv) data propagation. The two common
types are:

— Sequencer nodesalso known as miners in PoW blockchains, or validators in PoS
blockchains, capture all four of the above responsibilities. Sequencers can insert, omit
and reorder transactions in blocks they generate within the scope allowed by the pro-
tocol,

— Ordinary nodes only perform blockchain data propagation and may perform data
veri cation.

IFlashbotshttps://blocks.flashbots.net/

2Eden networkhttps://www.edennetwork.io/
3Bloxroute:https://bloxroute.com/

4Ethermine private RPGhttps://ethermine.org/private-rpc

5This is different from transaction-level state transition in smart contract layer
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2.4.3 Smart Contract (SC) Layer

Despite the existence of different data storage structures (e.g., directed acyclicaggpbHard-

ing [81, 155 174,267, etc.), SoTA smart contract enabled blockchains order their transactions
as a linear sequence in order to achieve deterministic state trandiidn [n the following, we
denote non-generi8C components with the asterisk mat.(The remainingsCcomponents are
applicable to anpeFisystems.

» Transactions: A user speci es nancial operations within a transaction to request blockchain
state transitions. SC layer typically supports transaction-eeshic state transitionwhere
all nancial operations within the same transaction either execute in their entirety, or fail
collectively.

 State: DeFisystem stat& speci es: (i) the cryptocurrency asset balances of usg@isthe
blockchain information, such as timestamps, coinbase addresses, block numbers, block gas
limits (maximum computation unit per block), as well@§ the DeFiapplication state.

« State Transition: T (s2 Stx2 TX)! Sis the state transition function returning a new
state after executintk, whereT X denotes the set of all valideFitransactions.

» Smart Contract: A smart contract is code that is translated into one or several state transi-
tion functions, which can then be triggered by a transaction. Smart contracts can also trigger
the functions of other contracts. Upon deployment, a constructor function may initialize the
contracts' state.

« Block State Transition*: Both Ethereum and BNB smart chain record transactions with an
ordered list of blocks. We denoReas the set of blocks, and ube2 B to denote a block at

A block stateS (bj+ 1) stems from the sequential execution of all transactions in dbpck
onS (by) (cf. Equation2.1).

S (bir)=T (T (T (S (b);tXy,)itx5, ) 1) (2.1)

* SC and Layer 2 Blockchain (L2) Incentive Mechanism*: DeFi protocols can operate on
so-called L2 systems, such as side-chgieemmit-chains 149 or its inspired successor
optimistic-rollups [L45, and zk-rollup$. Because L2 systems are created on top of Layer
1 blockchains (also known as L1, e.g, Ethereum and BNB Smart Chain), L2 systems often
implement their consensus incentive mechanisms on L1 blockchains' SC layer to encourage
benign activities 123.

2.4.4 DeFi Protocol Design(PRO) Layer

» Cryptocurrency Protocols: DeFi supports a variety of asset standards, which de ne a
common set of rules and interfaces for the transfer and approval of cryptocurrency assets
(e.g., ERC-20238). DeFi protocols may, however, deviate from the common standard
by proposing a newer variant with domain-speci ¢ features. The Ampleforth protocol is
an example of a custom asset standard, which dynamically adjusts its total token supply

5For example, Polygon networkitps://polygon.technology/ )
“For example, zkSyndtps://zksync.io/ )
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to maintain a stable price (i.e., stablecoinE){]. Newer standards may remain backward
compatible, while extending the feature set (e.g., ERC-777 enables the injection of state
transitions, i.e., hooks, during transfer call§]). Note that backward-compatible standards
may however violate the security assumptions of existing protocols, thus empowering novel
attack vectors.

 Financial Protocols: While DeFi protocols may appear inspired by traditional nancial
services, the blockchains' unique features (e.g., transparency, atomicity, and discrete batch
transaction execution) enable novel designs. For instance, unlike DeFi,platforms
are notably intertwined through atomic composability. For instance, leveraged liquidity
mining protocols such as Harvest Finand®7 integrate automated market makers (i.e.,
Uniswap B6]) and lending platforms (i.e., Compoun@dd).

 Protocol Layer Incentive Mechanism: DeFiprotocols may introducBROincentive mech-
anisms to encourage desired user behavior. One example is the airdrop of governance tokens
in exchange for providing liquidity in decentralized exchange29[137 (e.g., Sushiswah
and Curv8)).

2.4.5 Auxiliary Service (AUX) Layer

AUX refer to any entity that is required or which facilitatesFis ef ciency, but does not belong

to any of the four above-mentioned system layers (N&T, CON, SC, andPRO). For example, an
operationally activédeFiprotocol implementation may consist ¢f) front-end code(ii) project
developers realizing the protocol desig(is) “operators” with administrative powers, such as the
privilege to deploy the code, upgrade the protocol, freeze or cease the activity of the operative
DeFiprotocol;(iv) off-chain oracle services which sync price data from centralized exchanges to
on-chain smart contracts, etc.

2.5 DeFiThreat Model Taxonomy

In the following we provide a holistic view of the adversarial utilities, goals, knowledge and capa-
bilities, to engender a common reference threat model taxonomy.

2.5.1 Whatis aDeFiIncident

An incident refers to a series of actions that result in an unexpected nancial loss to one or more
of the following entities: (i) users; (i) liquidity providers; (iii) speculators; or (iv) operators. We
classify incidents into the following two types:

« Attacks: An adversaryA, may exploit vulnerabilities, in an attempt to disable, delay, or
alter aDeFiprotocol's expected state transition. Despite the fact that vulnerabilities exist on
all ve system layerspPeFivulnerabilities are most commonly found in the following three
layers:

8Sushiswap stakinchttps://app.sushi.com/stake
9Curve stakinghttps://resources.curve.filcrv-token/staking-your-crv
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1. SCLayer Vulnerabilitiegesult from coding mistakes, such as arithmetic error, casting
error, inconsistent access control, function reentrancy, etc;

2. PROLayer Vulnerabilitiesnay resemble nancial market manipulation instead of tra-
ditional system vulnerabilities (i.e., protocol design aws, such as unsafe external pro-
tocol dependency or interactions). Yet, the practitioners' community as well as related
works [199 classify market manipulations as attacks, which necessarily require a vul-
nerable system or system state; and

3. AUX Layer Vulnerabilities which includes both operational vulnerability (e.g., off-
chain oracle manipulation, compromised private key, etc.) and “information asymme-
try” attacks (e.g., backdoor, honeypot, phishing, etc.). Generally speaking, we observe
that users may not always (or may not be able to) inspect and undersisate pro-
tocol smart contract before providing nancial assets, let alone evaluating its security
and risks b, 210. As such, a user's understanding of a contract operation may be
mostly based on marketing communications, rather than the factual contract source
code, leading the user to unforeseen or unexpected circumstances.

» Accidents: Any incident that does not explicitly involve proactive adversaries is classi ed
as aDeFiaccident. For example, a user's fund may become permanently locked in a contract
due to unintentional coding mistakes.

2.5.2 Adversarial Utility and Goal

Throughout this work, we assume thatis a rational agent aiming to maximize its utility. We
categorize utility into the following two categories:

» U;-Monetary: The most common utility we nd is of monetary nature. We de ne the
monetary utility function as the total increase in market valud'sfcryptocurrency asset
portfolio, whichA aims to maximize.

* Uz-Non-monetary: A may instead maximize non-monetary utilities, such as sense of ac-
complishment, or reputationDeFi white hat hackers (also known as ethical hackers) are
an example of a non-monetary adversary, as they attack in an attempt to minimize the loss
from DeFiincidents.

2.5.3 Adversarial Knowledge

S° 052 5
@, . <5 A0 cCR e
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Ra™ Qe oU U GNPt G RO WA G owledge
4 4 4 4 8 m 8 8 8 8 8 Public K1)
4 4 4 4 4 4 4 8 8 8 8 SequencerKy)
4 4 4 4 8 8 8 E E E =® Insider K3)

Table 2.1: Categorization of adversarial knowledge levels.
“4 " has access,8” cannot accessa” may have access.
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Table2.1differentiates between the following three types of adversarial knowledge.

e Ki-Public: A can access public information, includingi) Raw on-chain data such as
blocks, uncle blocks, transactions, accounts, balances, and deployed smart contract byte-
code;(ii) Raw network data, such as P2P network transactions, pending blocks, discarded
stale blocks, blockchain node IP addresses, port numbers, client version strindgi) etc;
Public side channel, such as, open-source smart contract code, social media/chat messages;
(iv) Public data analysis, such as inferred network topology, estimated sequencer location,
and decompiled smart contract byteco@éq.

» K»-Sequencer:A obtains the following information, iA is/colludes with a sequence(i)

Pending transactions from private communication chan@@lsfransaction ordering logic
for the corresponding sequencer, including bribery prefererfiegstEarly access to block
state before broadcast if the corresponding sequencer generates the next block.

» Ks-Insider: Privileged information asymmetry may occur for exampla tias early access
to external market prices, oracle updates, or the wallet passphrases of an éperator

2.5.4 Adversarial Capabilities

Capability Description Knowledge

Cier A may control network service providers (e.g., DNS). Ks

Cier A may manipulate incoming messages to deceive a node's perception of cukent Ks
state (e.qg., eclipse attackklP)).

C2er A may censor or delay the transmission of messages. For example in sel sh iirer K3
ing, A may not broadcast the blocks appended to the competing c¥&in [

Cler A may transmit transactions to miners using FaaS. K1

Cion A may fork or append on a forked chain in an attempt to catch up and overwritekhe
longest chain.

C2,y A may censor mempool transaction temporarily. K>

Céon A may (i) include, exclude, or re-order transactions within its blocks\ifis/col- Ky or K
ludes with a sequencer, (i) engage in front-/back-runnin@(, 197, 245|.

Ci. A may simulate state transition off-chain (cf. Equatibt) with any arbitrary trans- Ky
actions on forked blockchain states, instead of issuing transactions on-chain.

Chro A may use mixer services to break account linkability. K1

C3ro A may borrow, use, and return liquidity from a decentralized cryptocurrency pKel
within a single atomic transaction using a ash lod®§.

CSRO A may compose the state transition from multipleFi protocols (composability). K;

C,‘:‘,RO A may compose all state transitions required in one single transaction, and exégute
atomically.

C3ro A may deploy or utilise a customised contract, which mimics the function interfae
(i.e., abi) of one or manipeFiprotocols.

Ciux A may manipulate external oracle dag ). Kz
CE\UX A may compromise the wallet passphrase of speDied-i users, operators and etcKs

Table 2.2: Adversarial capabilities and knowledge level at each layer of our system model.

Table2.2 outlines the adversarial capabilities and required knowledge. Notéthéth differing
levels of knowledge may be able to achieve the same capability. Sequencers, for example, can

10see Sectior.4.5for the de nition of an operator.

21



control the transaction order of their generated blo#&$, (WhereasA without sequencer knowl-
edge can also perform front-/back-running by competing on the public blockchain P2P network

(Ky).

2.6 Recent Developments

The landscape dbeFi has continued to evolve. While the fundamental properties and system
model layers outlined in this chapter remain general and valid, several notable developments have
emerged especially after 2023, that further shapdiei ecosystem:

» Layer 2 Maturation: The Layer 2 scaling solution ecosystem has seen substantial mat-
uration, with optimistic rollups and ZK-rollups gaining signi cant adoption. Projects like
Arbitrum [163 and Optimism 106 have moved beyond experimental stages to handle sub-
stantial transaction volumes, while ZK-rollups such as zkSyid[and StarkNet 141]
have demonstrated the viability of zero-knowledge proof technology for sdakfgappli-
cations. This evolution has led to a multi-layi2eFi ecosystem where different protocols
optimize for speci ¢ trade-offs between security, scalability, and decentralization. These
developments reinforce the relevance of HteT, CON andSClayers in the system model,
where state transitions must now account for multi-layer interactions across different net-
works and consensus mechanisms.

» Real-World Asset (RWA) Tokenization: A notable trend has been the increasing inte-
gration of real-world assets intDeFi protocols p6]. This development bridges the gap
between traditional nance anbeFi, with protocols like CentrifugeZ24 and Maple Fi-
nance 103 facilitating the tokenization of real-world assets such as invoices, real estate,
and private credit. This trend represents a signi cant expansiddedfis scope beyond
purely crypto-native assets, emphasizing the importance oAtth¢ layer in ensuring se-
cure interactions with off-chain data sources and services.

« Account Abstraction: The implementation of EIP-4337 (Account Abstraction) has enabled
more sophisticated smart contract wallets, improving user experience and secOryiin
applications. This development has facilitated features like social recovery, batched trans-
actions, and programmable security rul#89, addressing some of the usability challenges
highlighted in our system model. The integration of these features directly impacts the
SClayer by introducing new transaction paradigms and extending the capabilities of smart
contracts, showcasing the framework's adaptability to emerging innovations.

« Institutional DeFiand Regulatory Landscape:The emergence of institutional-grabeFi
protocols has been accompanied with increased regulatory scrutiny and compliance require-
ments. Notable regulatory developments include the Markets in Crypto-Assets (MiCA) reg-
ulation in the European Unior282, which established a comprehensive framework for
crypto-asset service providers. In the United States, the SEC's enforcement actions against
prominenbDeFiprotocols P12 have prompted the development of new compliance-focused
protocol designs. These shifts highlight the role of fROandAUX layers in adapting to
external regulatory pressures, ensuring that the framework remains applicable across evolv-
ing governance contexts.
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2.7 Chapter Conclusion

This chapter has presented a comprehensive framework for understérefingystems, encom-
passing their fundamental properties, system model taxonomy, and threat model taxonomy. The
ve-layer system model we introducedNET, CON, SC, PROandAUX—provides a structured
approach for analyzinBeFisystems and their potential vulnerabilities.

Recent developments in the space have both validated and extended this framework. The mat-
uration of Layer 2 solutions has added complexity to the system model while reinforcing the
importance of understanding cross-layer interactions. The integration of real-world assets has ex-
panded the scope of our threat model, particularly regarding the role of auxiliary services and the
importance of oracle security. Meanwhile, advances in account abstraction and instiReienal

have introduced new considerations for system security and user interaction patterns. These ad-
vancements illustrate how the system model's layers are interconnected and adaptable, ensuring it
remains robust and generalizable across a dyn&mi€ landscape.

Looking forward, these developments suggest that while the fundamental architedafe s§s-

tems remains robust, the ecosystem continues to evolve in ways that both challenge and enhance
our understanding of decentralized nancial systems. The framework presented in this chapter
thus serves as a foundation for analyzing both current and emebdgiRginnovations, while re-
maining exible enough to accommodate future developments in this rapidly evolving eld.
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Chapter 3

Transparency In DeFi

The transition from traditional nancial markets to decentralized nanoeKi) has introduced

novel security considerations across multiple system layers. While traditional markets have long
grappled with market manipulation techniqués2b5, the unique properties of blockchain-based
nancial systems create distinct security challenges. These challenges emerge from two funda-
mental characteristics of DeFi: the requirement for public veri ability of all operations, and the
malleability of transaction execution order through fee-based prioritization.

Decentralized ExchangdDEXs) exemplify how these properties manifest across system layers.
Operating primarily at th€ ROLayer,DEXs leverage th&sC Layer to enable non-custodial trad-

ing through immutable smart contracts. This architecture inherits security properties from the
underlyingCON Layer, such as transaction nality and censorship resistariéewever, the pub-

lic veri ability of blockchain systems creates unique attack surfaces across layers:

« Atthe NET Layer C,%,;Sf), adversaries can manipulate transaction propagation and ordering
» Atthe CON Layer @ég,ﬁ), miners can in uence transaction inclusion and ordering
« Atthe PROLayer C3aa), atomic composability enables complex multi-step attacks

This multi-layer vulnerability surface, combined with the deterministic nature of smart contract
execution and the transparent blockchain state, creates novel security challenges that extend be-
yond traditional market manipulation vectors. Understanding these challenges requires analyzing
the interplay between system layers and their respective threat models.

This chapter focuses on studying the issues caused by these three factors:

» Transparency (or information leakage) in the transaction propagation process;
» Deterministic state transitions Ethereum Virtual MachinéEVM); and
« Visibility of the latest blockchain state;

In particular, we investigate a combination of front- and back-running, knownsas@wiching
for a single on-chaiDEX. To the best of our knowledge, we are the rst to formalize and quantify

1censorship resistance ireFirefers to the inability of any party, including the protocol itself, to prevent or modify
transaction execution once propagated through the Network Layer.
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sandwich attacks. To make their sandwich, a predatory trader rst observes a blockR&krin
network for a victim transaction and then rushes to squeeze it by placing one order just before
the transaction (i.e. front-run) and one order just after it (i.e. back-run). If the target transaction is
going to increase (decrease) the price of an asset, the adversary can place an order before which
buys (sells) the asset in question, and an order afterward which sells (buys) the asset again.

We restrict our focus té&\utomated Market MakefAMM ) DEXs [2,233, as opposed t®DEXs

which operate limit order books (LOBJ ], on account of their deterministic nature which enables

us to rely on fewer assumptions in our analygi&iM DEXs simplify trading by algorithmically
performing market makirfg resulting in near-instant liquidity (i.e. the ability to purchase and sell
assets) for market participants. Uniswap was the prominent example’dfiIRhDEX at the time

this research was conducted (from 2019 to 2020). By March 2020, Uniswap V1 has amassed a
total liquidity of nearly 48M USD (corresponding to a 75% market liquidity sharé\fdivi DEX)

and had a trading volume of over 250M USD since its inception in November 2018. We formalize,
analytically exposit and empirically evaluaandwichingpn AMM DEXs. We quantify optimal
adversarial revenues and perform a real-world empirical evaluation of sandwich attacks. We also
study the probability of a transaction having a particular relative position within a blockchain
block, informing the prospects for such an attack. Finally, to account for a real-world scenario in
which multiple adversaries are likely to compete over victim transactions, we perform simulations
to quantify the transaction fees resulting from a reactive fee counter-bidding contest.

Although this chapter primarily focuses on Uniswap V1, the ndings and techniques discussed are
generic and applicable to other formula bagédV DEXs. The core concepts and the mechanics

of sandwiching attacks remain consistent across different versions of Uniswap or similar protocols.
The only signi cant differences lie in the formula used for price calculation and the novel ways to
make sandwiching more optimal, especially when multiple sandwiches are involved.

Summary of contributions:

» Formalization of sandwich attacks. We state a mathematical formalization of th&1M
mechanism and the sandwich attack, providing an adversary with a framework to manage
their portfolio of assets and maximize the pro tability of the attack.

» Analytic and empirical evaluation. We analytically and empirically evaluate sandwich
attacks ol AMM DEX. Besides an adversarial liquidity taker, we introduce a new class of
sandwich attacks performed by an adversarial liquidity provider. We quantify the optimal
adversarial revenue and validate our results on the Uniswap exchange (RREg&stvith
5M USD trading volume at the time of writing). Our empirical results show that an adver-
sary can achieve an average daily revenue; 48 USIF. Even without collusion with a
miner, we nd that, in the absence of other adversaries, the likelihood to position a trans-
actionbeforeor after another transaction within a blockchain block is at least 79%, using a
transaction fee payment strategy of Wef.

2The process of serving a market with the possibility to purchase and sell an asset.

SWe disclosed our preliminary results to Uniswap on 18th of November 2019, which allowed tightening the trader
protections.

4The smallest amount of Ether currency, 1 WELO 18 ETH
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« Multiple Attacker Game. We simulate the sandwich attacks under multiple simultaneous
attackers that follow a reactive counter-bidding straté@.[We nd that the presence of 2,

5 and 10 attackers respectively reduce the expected pro tability for each attackexy,51
81:4% and 915% to 045, 017, Q08 ETH (67, 25, 12 USD), given a victim that transacts 20
ETH to DAI on Uniswap with a transaction pending on #&Player for 10 seconds before
being mined. If the blockchain is congested (i.e. the victim transaction remains pending for
longer than the average block interval), we show that the break-even of the attacker becomes
harder to attain.

« DEX security vs. scalability tradeoff. Our work uncovers an inherent tension between
the security and scalability of aAMM DEX. If the DEX is used securely (i.e. under a
low or zero price slippage), trades are likely to fail under high transaction volume; and an
adversarial trader may pro t otherwise.

3.1 Decentralized Exchanges

A crucial aspect of this chapter is that in most blockchain designs, transactions are executed in the
sequence in which they are written into a block. This sequence dependence matters for blockchain-
based exchanges, and will be detailed extensively in Se8tibriAn exchange is built out of three

main components: a price discovery mechanism, a trade matching engine, and a trade clearing
system. Blockchains allow these components to be encoded within a smart contract to construct
a decentralized, or non-custodial exchan®®p, 135,161,176,233. The non-custodial property
guarantees that a trader retains custody over their assets at any point in time. If all exchange
components are implemented within smart contracts, the exchange quali eascaainDEX.

If only the trade clearing is realized within a smart contract, the exchange may be centralized but
can retain the non-custodial properfy[l].

3.1.1 DEX components
A DEX is a game between a liquidity provider and taker.

Liquidity Provider: a market participant that provides liquidity ( nancial asset trade offers).
Liquidity Taker: a market participant that buys or sells one asset in exchange for another asset,
by taking the liquidity offered by a liquidity provider.

Further, we distinguish between two varietieshi X, depending on their mechanisms of price
discovery.

Order Book: a list of buy and sell orders for a particular asset, where each order stipulates a price
and and quantity. A liquidity provider quotes bid and ask prices, with an associated volume,
competing for liquidity taker order ow 3,161, 176, such that a match between supply
(from a liquidity provider) and demand (from a liquidity taker) is facilitated (also referred
to asmarket makiny

AMM : A prede ned pricing algorithm automatically performs price-discovery and market mak-
ing, using assets within liquidity pool2,[233. Liquidity providers are, therefore, not
required to monitor the market to adjust bid and ask prices. Liquidity takers can directly
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trade against thAMM liquidity. Such automation also serves to reduce the number of on-
chain transactions, making such mechanisms particularly suitable for smart contract-based
DEXs given an underlying blockchain that supports only a limited number of transactions
per second (tps).

3.1.2 AMM Mechanism

We denote withX/Y an asset pair composed of asgeandY. An AMM asset pailX/Y consists
of two liquidity pools, respectively for each asset:

AssetX liquidity pool (x2 R*): Total amount of assét deposited by liquidity providers.
AssetY liquidity pool (y2 R*): Total amount of assét deposited by liquidity providers.

De nition 1. The state (or depth) of aAMM market X/Y is de ned afx;y), x the amount of
asset X, y the amount of asset Y in the liquidity pool. The state at a given blockchain block N is
denotedXn; Yn)-

AMM DEXs support the following actions.

AddLiquidity : Aliquidity provider depositsl of asselX, anddy of assel into the correspond-
ing liquidity pools (cf. EquatiorB.1).

AddLiquidity (chidh)

(xy) ! G2R" d2R" (X+ dx;y+ dy) (3.1)

RemoveLiquidity: A liquidity provider withdrawsdy of assetX, andd, of assetY from the
corresponding liquidity pools (cf. Equati@?).
RemovelLiquidity (dy;dy)

(xy) !

-dx2R+ X, dy2R* y

(x dgy dy) (3.2)

Transact Xfor Y: A liquidity taker can tradel, of asseiX, increasing the available liquidity of as-
setX, in exchange fody = f(dy cx()) cy() ofassel, decreasing the available liquidity
of assety (cf. Equation3.3). cx( );cy( ) represent the trade fees in as¥eandY respec-
tively. f() calculates the amount of as&purchased by the liquidity taker. EaétiMM
exchange may chose a custom pricing functi¢r) for governing the asset exchangé.
Note that the exchange asset pricing cannot be determined by a simple constant, as the mar-
ket dynamics of purchasing and selling power must be modeled within the exchange (i.e.
the more assets on would want to purchase, the higher the fees).

Transact Xfor Y(dy)
dk2R*

(x;y)! (x+dgy f(de ox())+ cy()) (3.3)

Constant Product AMM . The simplestAMM mechanism is a constant product market maker,
which keeps the produst y constant for any arbitrary asset pax=y). In this work we focus

on the constant product model, because with over 75% market liquidity, this represents the most
prevalentAMM model. In the following,k denotes the product of supplisZ R* = x ),

which remains constant upon taker transactiokghanges when a liquidity provider deposits,
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or withdrawsX/Y pool funds. Equatiol3.4 shows the state changesTfansact Xfor Y under a
constant producAMM .

Transact Xfor Y(d. X
(dx) (x+ dy: y
d2R* X+ dx ()

(xy! +¢,()) (3.4)

3.1.3 Price Slippage

Price slippage is the change in the price of an asset during a Expected price slippags the
expected increase or decrease in price based on the volume to be traded and the available liquid-
ity [215, where the expectation is formed at the beginning of the trade. The higher the quantity
to be traded, the greater the expected slippage (cf. Takje Unexpected price slippagefers

to anyadditionalincrease or decrease in price, over and above the expected slippage, during the
interveni period from the submission of a trade commitment to its execution. This can be thought
of as an expectation error. When an exchange's market liquidity changes, the reauttiag
slippage is challenging to foresee (cf. Fig@r&), making the formation of accurate expectations
more challenging. We note the following de nitions.
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Figure 3.1: Visualizing the cause of unexpected slipp&ge] of Ta is based on th&MM state of

block N. Ta does not suffer from unexpected slippage, because no concurrent transactions exist.
Tg executes in blocl + 3. E[P] of Tc's is based on block, as we assume network delaysTdf

andTp change the state of the underlying market, those may induce unexpected slippage for

Expected Execution Price E[P]): When a liquidity taker issues a trade ¥fY, the taker wishes
to execute the trade with the expected execution [E[€8 (based on thé\MM algorithm
andX/Y state), given the expected slippage.
Execution Price (P): During the time difference between a liquidity taker issuing a transaction,
and the transaction being executed (e.g. mined in a block), the stateAdfiiiiemarketX/Y
may change. This state change may induce unexpected slippage resulting in an execution
priceP 6 E[P].
Unexpected Price SlippageR E[P]): is the difference betwedaandE[P].
Unexpected Slippage RateQ%HP]): is the unexpected slippage over the expected price.
Slippage Example For example, a liquidity taker, who intends to trade 1 aXsfir 20Y at an
exchange, results in a price 0f0®, quoted in units of ass¥ However, by the time th&MM
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AMM State 1 AMM State 2

Liquidity X (x) 100 1000
Liquidity Y (y) 10 100
Product k= xy) 1,000 100000
Purchase amount X 1 10 1 10
AMM Price Y/X 0:1000 01000 Q1000 Q1000
E[P] Y/X 0:1010 01111 Q1001 01010
Expected slippage :0010 00111 Q0001 Q0010
Slippage rate D1% 1111% Q10% 21201%

Table 3.1: Example price slippages onA&dM DEX .

DEX executes this transaction, if the price increases1otle liquidity taker would only receive

10Y for 1 X. The unexpected slippage, in this case, ik 00:05= 0:05. Slippage can also
be negative, i.e. a liquidity taker can receive more agsitan expected. If the execution price
above decreases to025, the liquidity taker would receive 40 for 1 X, with a corresponding

unexpected slippage of@®5 0:.05= 0:025.

3.2 Sandwich Attacks onAMM DEXs

In traditional nancial markets, the predatory trading strategyroft-runninginvolves exploit-

ing (typically non-public) information about a pending trade, expected to materially change the
price of an asset, by buying or selling the asset beforehdndifthe asset is expected to rise
(fall) in price as a result of the trade, the front-runner will seek to buy (sell) the asset before the
large pending transaction executédgviM DEXs aim to mitigate malpractice by providing com-
plete transparency about the available liquidity for asxet$, all pending and performed trades,

and therefore removing the role played by non-public information. Howéudiyl DEXs also
exacerbate malpractices by quoting asset prices in a fully deterministic way, providing relative cer-
tainty over the expected price impact of a trade. This enables a front-running adversary to perform
attacks with predictable outcomes. In the following, we study two sandwich attacks on constant
productAMM asset exchanges:

1) Liquidity taker attacks liquidity taker.
2) Liquidity provider attacks liquidity taker.

In each case, the fundamental intuition is that the delay in the time taken for a transaction to execute
allows an adversary to pro t by exploiting the knowledge of the direction of a price change. The
attacks are called sandwich attacks because a victim transactemdwichedetween adversarial
transactions.

3.2.1 System Model for Sandwich Attacks

We consider a blockchaiR2P network, where a victim initiates trades on AMM DEX (cf.
Figure3.2). An adversary observes pending victim transactions (i.e. not yet mined transactions
within the memory-, or mempool) through a spy node (e.g. a custom Ethereum client), and a miner
chooses to include transactions within a block according to a policy (cf. SEE&hnA victim
transaction trades a crypto-currency asset (such as ETH, DAI, SAl, VERI) to another crypto-asset.
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Figure 3.2: Sandwich attack system.

We do not consider blockchain forks. While blockchains typically provide delayed nality after
blocks [L09 117]], we consider a transaction nal once included within a block.

3.2.2 Threat Model for This Chapter

We consider one computationally bounded and economically rational advéréerySection3.6

for an extended threat model with multiple adversaries), that observes a zero-con rmation trans-
actionTy from a victim trade on a blockchaiP2Pnetwork. The adversarial trader can issue its
own transactio ¢ with a transaction feé. Depending onf, and the age of propagatiof, f

may be included within the blockchain prior or pdst (cf. Section3.5). In this work we focus

on these novel cases where the adversary is not colluding with a miner, i.e. we weaken the adver-
sary to quantify a lower bound on the feasibility and pro tability of the proposed attacks. Outside
of this work, a (stronger) adversary may collude, or bribe a migér169, 178, to in uence

the transactions ordering within a block, or even to fork the chain as in to discard unsuccessful
attacks. We moreover assume that an attack against one victim transaction is independent from
other concurrent attacks towards other victim transactions.

3.2.3 Liquidity Taker Attacks Taker

Inour rst attack, a liquidity taker targets a victim liquidity taker who has emits on the blockchain
P2Pnetwork anAMM DEX transaction Transact Xfor Y), formalizing [2]. The adversary then
emits two transactions (one front- and one back-running) to exploit the victim transagt{ch
Figure3.3). These three transactions are then uncon rmed in the blockdétzitmetwork, until a

miner choses to include and execute them within a block. The adversary can in uence the position
of the adversarial transactions, relative to the victim transaction, by paying a higher, or lower
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transaction fee amount (cf. Secti8rb).

We refer the interested reader to the Sec8oh1for the technical details of the involved transac-

tions.
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Figure 3.3: An adversarial liquidity takdrattacks a victim takev on anAMM DEX . Transaction
Tv speci es its slippage protection based on &dM state of blockN. The adversary's goal is to
includeTay, Tv andTaz in the same bloc + k;k2 Z* in that sequence.

3.2.4 Liquidity Provider Attacks Taker

We present a novel sandwich attack where a liquiplividertargets a victim liquidity taker trans-
action (TransactXfor Y) on the blockchaiP2Pnetwork. Upon observing the victim transaction,
the adversary emits three transactions (cf. Figudg

1. RemovelLiquidity (increases victim's slippage)
2. AddLiquidity (restores pool liquidity)
3. TransactYfor X (restores asset balance of X)

The (i) front-running RemoveLiquidity transaction reduces the market liquidity of tA&M

DEX and increases the victim's unexpected slippage. (ih®ack-runningAddLiquidity trans-
action restores the percentage of liquidiyolds before the attack. Finallii) the back-running
transactiontransactYfor X equilibrates the adversary's balance of asset X to the state before the
attack.

Note that liquidity providers earn commission fees proportional to the liquidity (i.e. the amount
of assets) they provide to &MM DEX market. In this attack, the adversakywithdraws all its
assets from the liquidity pool befork, executes. As suchh foregoes the commission fees for
the victim's transaction. We refer the interested readers to Appehdi® for further technical
details.

3.2.5 Model Limitations
Margin and Leveraged Trading

Margin trading is the process of using borrowed funds to amplify trading pro ts (or losses). A
trader commits a percentage of the total trade value to open a margin position. For example, to
openab short ETH for DAI position with 10ETH, the trader needs to commit 2ETH as collateral.

A short position re ects the expectation that the ETH price will decrease, whereas a long position
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Figure 3.4: An adversarial liquidity providéy attacks a victim take¥. Ty transacts assat for
asseiX.

re ects the opposite. The margin platform will then lend to the trader 10ETH and convert those
assets to DAI. If the ETH price decreases, the trader can close the margin trade with a pro t.

A limitation of our work is that we do not consider on-chain margin platforms utiliZiiMjM ex-
changes to open short/long positions (e.g. the recently attacked bZx plaifégjh JAn on-chain

margin trade system would enable an adversary to reduce the capital requirements for sandwich
attacks, at the cost of higher transaction fees (for opening and closing margin trades). Margin trad-
ing is unlikely to affect the adversary's monetary revenue because the victim con gures a xed

slippage.

Blockchain Forks

We do not consider the impact of stale blocks in our analysis. In practice, it is possible that a
transaction is included in a stale block (on the forked chain), but is not included in the con rmed
blocks (on the main chain). This stale transaction is typically re-injected into the blockchain
client's mempool when the stale block is added as an uncle to the main chain. The stale re-
injection process of adversarial and victim transaction may increase the failure rate of sandwich
attacks, but we leave quantitative results for future work.

3.3 Analytical Evaluation

In this section, we perform the analytical evaluation of sandwich attacks on Uni2@&sh [
Uniswap is the most populdPEX at the time of writing with 1301 markets, on average3D
provider per market and 28M USD liquidity. From Uniswap's inception in November 2018

to November 2019, we identi ed a trade volume ab ETH (248M USD), measured on a

full archive Geth node (6-core Intel i7-8700 CPU2@GHz, 64GB RAM, 10TB SS[?) In what
follows, we base our evaluations on Uniswap parameters and adopt its liquidity pool distribu-
tions [233 from Ethereum block 9M (mined 25th November 2019). In this section we present the
analytical results for the two sandwich attacks presented in Segttodand3.2.4

5We focus only on transactions executed on Uniswap endpoints directly, not internal transactions that are routed to
Uniswap.
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Figure 3.5: Analytical sandwich attack by a liquidity taker on a taker (Uniswap, block 2% 0
fees, 05% unexpected slippage). W transacts 40 ETH for SAK gets a max. revenue by front-
running Ty with a trade 1869 ETH for 275432 SAl, and back-running with;Z254.:32 SAI for
1868 ETH. This results in a prot of @8 ETH (1174 USD), if A bears @01 ETH tx fees. Note
that the two sub-legends of each gure apply to both sub- gBugaand3.5h

3.3.1 Adversarial Liquidity Taker

At Ethereum mainnet block 9M, the ETH/SAI Uniswap offer8377.53 ETH and 52146862

SAI®. The ETH/DAI Uniswap offers 66075 ETH and 69370647 DAI. Given this market in-
formation, and the constant product formula (cf. Sec8dt), we plot in Figure3d.5aand3.5bthe
revenue of an adversarial taker performing a sandwich attack against another taker. We visualize
three unexpected slippage thresholdd %9, 05% and 1%). We plot the lines at which an ad-
versary would break even given a totdh{ and Ta2) of 0:01 ETH (197 USD) and @01 ETH

(0:2 USD) worth of transaction feésWe observe that the greater the amount of ETH transacted

by the victim, the greater is the adversarial revenue. For example, given an unexpected slippage
protection of 5%, an adversarial taker gains a revenue :0fLCETH (203 USD) for a victim
transaction trading 25 ETH to SAI on Uniswap. In contrast, the adversary gains a revenié of 0
ETH (2071 USD), if the victim trades 50 ETH instead of 25.

Optimal Adversarial Revenue Out of the over 1300 Uniswap exchange markets (i.e. coin pairs

to trade) an adversary may need to focus and hold liquidity in selected markets. In Figure
guantify the maximum revenue an adversary can expect in a given market, conditional on a suitable
victim transaction. Note that MKR has the highest liquidityA9283 ETH and 283027 MKR),
followed by SAIl (737753 ETH and 109904091 SAI), WETH (564208 ETH and 563225
WETH), SNX (526253 ETH and 5751214 SNX) and DAl (466075 ETH and 69370647

DAI).

6In the following we adopt the ETH/SAI exchange rate at block 9M as the ETH/USD exchange rate. 1 ETH
= 14897 USD

7At the time of writing, the average Ethereum transaction feeli8 WSD fttps://bitinfocharts.com/compar
ison/ethereum-transactionfees.html )
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Revenue by the adversary (in ETH)
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Figure 3.6: Sandwich attack optimal revenue for an adversarial taker Whiegades on
Uniswap markets (8% fee,A breaks even at:01 ETH).
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Minimum Pro table Victim Input Not every victim transaction yields a pro table attack. For
each of the ve exchanges in FiguBeg, we quantify a minimum pro table victim input mipgyt

(under 001 ETH transaction fee and3¥ commission), under which an adversary will be unable

to make a prot (e.g. 226 ETH for SAIl per Figure3.6). This minimum pro table victim input
amount increases with the liquidity pool size (cf. Fig3t&). The adversary's optimal input in-
creases only slightly (cf. the near horizontal line on FigBu® with the victim transaction size,
because the ETH value transacted by the victim is relatively small compared to the total amount of
ETH in the Uniswap exchange. Given a xed total slippage, we observe that markets with higher
liquidity (e.g. SAIl, MKR) yield higher potential revenues than lower-liquidity markets (e.g. SNX
and DAI) (given the appropriate victim transaction).

3.3.2 Adversarial Liquidity Provider
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Figure 3.8: Sandwich attack by a liquidity provider on a taker (Uniswap, block 988c0ees).

If Ty trades SAI for 60 ETH with an unexpected slippage &P, A can achieve a max. revenue
by front-runningTy with removing 3776% of liquidity (eq. 278597 ETH and 41503047 SAl),
and regain 376% of liquidity (deposit 274957 ETH and 42(64221 SAI) by back-runningy.
Upon rebalancing to ETHA gains a pro t of Q07 ETH (1055 USD, break-even:01 ETH).

Figure3.8aand3.8bshow the revenue of an adversarial liquidity provider (cf. Secii@¥), af-

ter Ty. We visualize the same adversarial break even linestdt BTH (197 USD) and @01
ETH (0:2 USD). Note that the adversary can only withdraw a limited amount of liquidity with-
out triggering the slippage protection on victim's transaction. By removing liquidity from an
AMM market, the liquidity provider is forgoing a market commissior8¢6 for Uniswap). To
gauge pro tability, we consider the following example whéke purchases 100 ETH from the
SAl Uniswap exchange with:8% unexpected slippage. The optimal strategy is to withdraw
26:58% of the total liquidity pool, which leads to a revenue of up 880ETH (4171 USD) for

the adversary. A passive liquidity provider with:28% of the liquidity pool would only earn:08
ETH (1191 USD) given a commission of&%.
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Figure 3.9: Minimum pro table victim input on SAI Uniswap market 80 fee, 05% unexpected
slippage, adversary break even &@DETH tx fees) A cannot gain any pro t, ifTy trades SAl for

less than 433 ETH. If SAl had 17 decimal places after the comma instead of 18, the min. victim
transaction amount increases ta3WETH.

Who Loses Money? BothV and other honest liquidity providers lose mon¥ypurchases 100
ETH with 1522302 SAI without triggering a 5% slippage protection as a resultA$ front-
running transaction. With no adversa®,only needs 15147:28 SAl for the same amount of
ETH, which is 7574 SAl less. In addition, thi¥ transaction should increase the liquidity pool
from (7,;377.53 ETH / 1,099 04091 SAl) to (727753 ETH / 1,114,26392 SAIl). Post attack,
the liquidity pool remains with ;27725 ETH and 111426392 SAIl, i.e A gains 7277.53
7;277.25= 0:28 ETH from the liquidity pool.

Optimal Adversarial Revenue We quantify the optimal adversarial revenue in Fig8ireQ, af-

ter subtracting the foregone opportunity cgetg. 0.3% for liquidity provider on Uniswap), con-
ditional on a suitable victim transaction. We observe that the forgone commission fee is relatively
stable, given a xed total slippage, because the adversary must satisfy the victim's slippage limit.
We also quantify in Figur8.9the minimum victim input.

Impact of Coin Decimals The number of decimal places for ERC20 tokens is con gurable,
though most of the coins have 18 decimal places. For example, USDC, which is the 7th largest
Uniswap exchange at block 9M, has 6 decimal places behind the comma. In Bigune plot

thek = xycurve for SAl ifit had 17 decimal places instead of 18. The minimum victim transaction
amount forA increases from 493 ETH to 4454 ETH, if the victim purchases ETH using SAI.

The minimum victim transaction amount also increases frorB £ H to 563 ETH for ETH to
SAl transactions.
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Figure 3.10: Optimal adversarial revenue under a sandwich attack by a liquidity providerywhen
sells assets for ETH on ve Uniswap exchange8%0 fee, adversarial break-even @adDETH).

3.3.3 Overall success of the attacks

Overall, when analytically evaluated, both an adversarial liquidity taker and provider can pro t by
undertaking a sandwich attack. The optimal adversarial revenue, however, depends on the slippage
protection setting. By xing the unexpected slippage, the adversary's revenue increases linearly
against the amount of ETH transacted for both adversarial takers and providers. Alternatively,
xing the total slippage (unexpected + expected slippage) would yield an upper bound for both
the victim transaction size and adversarial optimal pro t.

3.4 Empirical Evaluation

Our experimental setup corresponds to the system model in F3g2ngith a modi ed adversarial

Parity client. We increase the maximum number of transactions in the pool of uncon rmed trans-
actions (mempool) from the default 1024 to 2048. We design a Python script that subscribes to
the modi ed pub/sub functionality of Parity and listens for new pending transactions of the target
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Uniswap market. Our script computes the pro tability of any given victim transaction, and if an
adversarial strategy proves pro table, the script generates and propagates the corresponding front-
and back-running transaction.

We conduct both experiments (cf. Secti®d.1and3.4.2 on the main Ethereum network against

the ETH/VERI Uniswap market and only attack our transactions. The ETH/VERI market offers
the smallest liquidity (1 ETH and @07 VERI, total 350 USD) out of the 78 Uniswap exchanges

on the Uniswap Ul as of block 9M. To ensure that our results are suf ciently representative, we
consider a time window of 158 days, i.e. several months. Our adversarial node runs on AWS in
Ireland, (4 vCPU, AMD EPYC 7000,:2 GHz, NVMe SSD, max. 10 Gbps network ). The exper-
iments result in three outcome@) success (all adversarial transactions are included in the same
block asTy), (ii) the front- and back-running transactions are successful, but not all adversarial
transactions are included in the same blocRgsand(iii) front- or/and back-running failed.

Computing the adversarial transactions Three steps allow us to compute the optimal adver-
sarial input amount. First, the maximum amountan transact without breaking's slippage
protection (denoted bg) is computed using a binary search. Second, we calculate if the attack is
pro table if A inputso. As Figure3.3 and3.4 suggest, if an attack is not pro table af then it

is not pro table for anyo < 6. Finally, because Uniswap uses integer divisions, there might exist
0 < 06, which results in the same or more prot. We perform a ternary search to nd the optimal
input.

3.4.1 Liquidity Taker Attacking Taker

We issue and attack, purchasing VERI with @01 ETH.Ty is triggered through the Uniswap

Ul (default Q5% unexpected slippage) and at the time of writing default Metamask gas price (5
GWef). We repeat this attack 20 times, and report the results in TaBlle On average, the
adversary discoverk, within 450ms, and requires less than 200ms to compute and sefig@;out
andTa». During our experimenfly remains in the adversary's mempool for an average 385
seconds. We achieve a success rate of 19 out of 20 attempts. One experiment failed, where the
victim's transactionly remained in the adversarial's mempool for onl$47 seconds. In 8 out

of 20 experiments, the attack is partially successful, because the back-running trangacison
mined in a later block thafy. Two possible causes are that eitfigs is received afteifa; and

Ty are mined, or the block that minel} is full. We observe that the respectifg are mostly
positioned at the end of the block, which may indicate network congestion.

3.4.2 Liquidity Provider Attacking Taker

We initialize the adversary by adding liquidity to the ETH/VERI Uniswap contract. We again
issueTy purchasing VERI with @02 ETH via the Uniswap Ul, Metamask (2 GWei), and attack
with our adversarial node. We also repeat this attack 20 times. Bab#hows a summary of our
experiment results. Compared to Sectdbd.l, Ty remains, on average less than 10 seconds in
the mempool, which may indicate that the blockchain network is less congested at the time of the

81 GWei=1 10 °ETH
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experiment. We also observe that the adversarial transactions are relatively cl@swiitioin the
block. We achieve a success rate of 20 out of 20 attempts.

Adversarial Taker

Adversarial Provider

Mean STD Mean STD
Ty Broadcast Duration :@5s 027 0.36s 029
A Find Strategy Duration 03s Q00 003s Q00
A Execute Strategy Duration :16s 060 004s Q00
Ty Duration In Mempool 38B4s 3331 2309s 1052
Taz Duration In Mempool 388s 3319 2303s 1052
Ta2 Duration In Mempool 487s 5125 2303s 1052
Tas Duration In Mempool N/A N/A 2303s 1052
Al Block Relative Position 05 022 000 000
Al Index Relative Position 1042 1026 295 234
A2 Block Relative Position j0{0] 092 000 000
A2 Index Relative Position -85 647 450 490
A3 Block Relative Position N/A N/A Mo 000
A3 Index Relative Position N/A N/A 50 490
Success 11/20 20/20
Partial Success 8/20 0/20
Failure 1/20 0/20

Table 3.2: Results for the liquidity taker/provider attacks taker. The victim's transagGjiovas
triggered manually using Metamask through Uniswap Ul. Adversarial node and victim have a

clock difference of 881Ims 6:189ms

Foregone Adversarial Revenues

To understand the nancial potential of our attacks, we estimated the theoretical revenue for the
79 exchanges of the Uniswap Ul between block 8M and 9M (i.e. recent blocks at the time of

writing), assuming a break-even ab@ ETH transaction fees. Our results (cf. TaBlg) suggest
that within the reported 158 days, an adversary could have achieved a revenugr@dfoR®USD
when attacking as a taker, and; 88615 USD when attacking as a liquidity provider.4% of
transactions are pro table when attacking as a taker, wh2écdwhen attacking as a provider.

Pro table TXs Revenue Revenue
/ Total TXs (ETH) (USD)
Liquidity taker attacks taker
ETH! Token 878/25204 9815 1462141
Token! ETH 5,657/60285 264384 39385246
Token! Token 1258/19672 21666 3227516
Total 7.793/105161 295864 44074902
Liquidity provider attacks taker
ETH! Token 44425204 5255 7,82905
Token! ETH 3,254/60285 52061 7755562
Token! Token 721/19672 8916 1328149
Total 4419/105161 66232 98 66615

Table 3.3: Estimated adversarial revenue for the 79 exchanges on the Uniswap Ul, assuming an
adversarial break even cost ab@ ETH. Data of 158 days considered (block 8M to 9M).
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3.4.3 Slippage

To help an adversary understand how takers con gure their slippage, we plot the estimated dis-
tribution of expected slippage and maximum allowed unexpected slippage in BdureNote

that we are using blocKk's state to calculate the slippages of a transaction mined at BNock.
Therefore, these slippages are only estimates, as we do not know the exact block state used by
the taker to create transactions. Past Uniswap transactions have an average expected slippage of
0:58%, and an average unexpected slippage18%.

5.0% 1

4.0% 1

3.0% 1

2.0% A

1.0% A !

0.0% A

Percentage of slippage

Token to ETH ETH to Token Token to Token
method

I Unexpected Slippage
[ Expected Slippage

Figure 3.11: Estimated expected and maximum permitted unexpected slippage on Uniswap trans-
actions (block 8M to 9M). Most takers trade with c. 1% of maximum unexpected slippage (the
Uniswap default at the time).

3.4.4 Overall success of the attacks

Our empirical results suggest that both an adversarial liquidity taker and provider can again pro t
by undertaking a sandwich attack, where the victim trades with the Uniswap default slippage pro-
tection strategy at the time of writing this sectiong% total slippage). We crawled the previous
transactions on Uniswap, where it shows that the most common unexpected slippage con gu-
ration is 1%, which is higher than the53 default total slippage and therefore leads to higher
front-running pro t. Our experiments result in a high success rate (only 1 out of 40 failed), mainly
because the Ethereum network was not congested, and the VERI market relatively inactive.

3.5 How Miners Order Transactions

One crucial aspect of the potential pro tability of the sandwich attacks centers on how miners
order transactions within blocks. Blockchains typically prescribe speci c rules for consensus, but
there are only loose requirements for miners on how to order transactions within a block. To gain
insight into this, we crawled the Ethereum blockchain from blo@@; 917 (where Uniswap was
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Transaction Ordering Strategy

Miner Address Empty Gas Price Parity Default Unknown Total Blocks
Oxea674fdde714fd979de3edf0f56aa9716b898ec8 9,434 400,546 171,428 23,254 604,662
0x5a0b54d5dc17e0aadc383d2db43b0a0d3e029¢c46,329 423,103 93,903 35,348 568,683
0x829bd824b016326a401d083b33d092293333a830,727 275,013 1,900 20 284,660
0x52bc44d5378309ee2abf1539bf71delb7d7be3b5 259 210,061 59,141 369 269,830
0xb2930b35844a230f00e51431acae96fe543a0347 0 110,079 19,271 125 129,475
0x04668ec2f57cc15¢c381b461b9fedab5d451c8f7f 7,130 42,405 257 0 49,792
0x2a65aca4d5fc5b5¢859090a6¢34d1641353982261,021 25,569 10,892 251 37,733
0x2a5994b501e6a560e727b6c2de5d856396aadd38,170 31,543 5 0 32,718
0x005e288d713a5fb3d7c9cf1b43810a98688c72231,097 27,926 30 0 29,053
0x35f61dfb08adal3eba64bf156b80df3d5b3a738d 435 28,214 68 0 28,717

Table 3.4: Classi cation of the top 10 miners in Ethereum, in terms of the number of blocks
mined between blocks, 627,917 until 9M (388 days). We see that miners seem to switch among
strategies. Moreover, 4 out of the ten miners always seem to follow a known strategy. They either
order their transactions by gas price or by using Parity's default strategy. We also note that the
addres®xb293..0347 is the sole miner who did not mine any empty blocks.

launched) to block 9M, constituting a total af372 084 blocks, or equivalently 388 days of data.
For each block, we classi ed the order of its transactions into one of four classes:

Empty: A block without transactions.

Gas Price: All transactions are sorted in descending order according to the gas price of each
transaction.

Parity Default: Transactions are split into groups according to Parity's prioritization (e.g. local
transactions rst, penalized transactions last). Then, within each group, the transactions are
sorted in descending order according to each transaction's gas price.

Unknown: Transactions are not ordered by the gas price and do not follow parity's default strat-

egy.

The treatment of transactions depends on the Ethereum client. At of the time of writiBg, 88

the Ethereum clients operate Geth, respectivelp@0Parity. Geth rst sorts and separates the

list of transactions into lists of individual sender accounts and sorts them by nonce. Afterward,
they are merged back together and sorted by gas price, always comparing only the rst transaction
from each account. Parity, by default, prioritizes local and retracted transactions rst, and polishes
transactions with heavy computation, and then sorts by gas price. A transaction is considered local
if it is received via the RPC interface, or the sender of the transaction is part of the list of locally
managed accounts. Miners may choose to modify the transaction inclusion policy arbitrarily. To
individually categorize each block, we rst analyzed the gas price of each transaction and started
by extracting the gas price only for the rst transaction of each sender, while ignoring the other
transactions from the same sender. We only consider the rst transaction because a higher gas
price transaction can be placed behind another transaction with a smaller nonce. If the extracted
gas price list is sorted, we classify the block as following the “gas price” strategy. Alternatively,
we verify if the gas price list consists of multiple sublists of gas prices, where the gas prices
within each sublist are sorted in descending order. Each sublist represents a priority group, where

https://www.ethernodes.org/
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transactions within the same priority group are sorted by gas price. If there are no more than
four sublists of gas prices (local, retracted, normal, penalized), we classify the block as a “Parity
default” block, otherwise, as “unknown”.

Because both Parity and Geth sort transactions by default by gas price, it is dif cult to identify
which client a miner uses. Moreover, our heuristics may misclassify blocks as being ordered
using gas price instead of Parity's default strategy. A miner could have no local transactions for
the block, and all transactions are thus ordered by gas price. The number of blocks classi ed as
Parity default should, therefore, be regarded as a lower bound. We leave it for future work to
develop a more precise client ngerprinting strategy.

3.5.1 Miner Transaction Ordering Results

Our results (cf. Tabl8.5and Table3.4 suggest that roughly 79% of the miners order transactions
based on the gas price, thus likely following Geth's strategy, and 16% order their transaction after
Parity's default strategy. These results are consistent with the client usage distribution. We nd
that 2% of the blocks are empty. 3% of the miners follow an unknown ordering method. We can
conclude that to position a transactibeforeor after a target transaction, it is, with a probability

of 79%, suf cient to pay a higher{1 Wei) or lower gas price (1 Wei) — assuming the absence

of other front-running adversaries. If two transactions pay the same gas price, according to their
source code, Parity and Geth include the transactions after the FIFO principle.

Overall, we nd that most miners (c. 79%) order transactions based on the gas price. The domi-
nance of this transaction order aids an adversary because it makes it more likely for an adversary
that they can control the placement of their transactions in a block by tweaking the gas price they
offer for each transaction.

Strategy Number of Blocks  Ratio
Empty Block 55545 Q00234
Order per Gas Price ;862800 Q7853
Order per Parity Default 38450 Q1620
Unknown Ordering 6589 00293
Total 2372084 10000

Table 3.5: Miner transaction ordering methodology between blo@g&®917 and 9M (388 days).

3.5.2 Gas Price Distribution

We investigate the gas prices for each transaction over9589899 transactions included in
blocks 8627917 until block 9M (388 days of data). A gas price of 0 ETH might indicate that
the transaction belonged to the miner. We nd that a transaction has an average gas price of
17:2 105201 GWei. The median gas price is 10 Gwei and the most frequently used gas price is
20 Gwei with 23759 990 transactions (12%).
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Transaction Execution Order (left to right) Winner Reward for Attadker Reward for Attacke©

Tar3 Tou 7 W3 To27  Ta23 A Revenue FedTa1) FedTa) FedTo1) FedTon)
T3 Tor7 Tv3 Ta3 To2 7 A Revenue FedTa1) FedTa) FedTo1) FedTop)
To13 Tar7 Tv3 Ta7 To2 3 O FedTa) FedTa2) Revenue FedTo1) FedTop)
To13 Ta7 Tv3 To23 Ta2 7 O FedTa) FedTa2) Revenue FedTo1) FedTop)

Table 3.6: Adversarial payoff for a two player game. Under the assumption that both phayers
andO are rational A “wins” the game if the front-running transactidp, is placed in front oflpq,
regardless of the position of the back-running transaction. A transaction that succeeds is denoted
by 3, while a transaction that fails, is denoted by

3.6 Multiple Adversaries

Our prior analysis only considers the case of a single adversary. In this section, we analyze the
possible implications of multiple attackers on the feasibility and pro tability of sandwich attacks
through simulations.

3.6.1 Extended Threat Model

We extend our threat model from Secti8r2, to account for additional attackers. For simplicity,

we assume that all adversaries have access to the same nancial resources, internet connection,
latency, and computational power. We identify the following key parameters that impact the out-
come of the simulated game:

Number of Attackers: Intuitively, the more adversaries are attacking a victim transadtjothe
harder this endeavor becomes for each attacker. In the following, we consider 2, 5, and 10
adversaries, which simultaneously attack,a

Attacker Strategy: Previous work 79| suggests two transaction fee bidding strategies, namely
an adaptive (reactive counter-bidding) and a non-adaptive (blind raising) adversarial strat-
egy. We assume that all adversaries follow the reactive counter-bidding strategy, i.e. an
adversary emits a higher transaction fee bid once the adversary observes a competing trans-
action. This strategy is not necessarily optimal, but it may estimate a lower bound for the
sandwich attack's front-running transaction cost.

We assume all adversaries are rational and attack with the parameters determined by the strategy
from Section3.4, i.e. each adversary attempts to maximize its pro t by fully exploiting the victim
transaction's allowed slippage.

For a two-player game, we show in Tal8e5, the possible transaction permutations after the
adversarial transactions are mined. We show that the adversary who manages to execute the rst
front-running transaction successfully “wins” the sandwich attack. This is because the victim
transaction fails if bottA and O execute the sandwich attack. If the other adversary is irrational
and insists to execute the attack (by e.g. disregarding slippage protections), both adversaries lose,
because both adversarial front-running transactions fail {gi3 , To1 3, Tv 7, To2 3, Ta2 3).
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Latency Provisioned Bandwidth

PCt% 1153 [110 Model [110  Model
10 99 92 955 34 3.4
20 116 - 116 - 6.8
33 151 125 138 112 11.2
50 208 152 180 290.4 29.4
67 231 200 216 683 68.3
80 247 - 247 - 111.3
90 285 276 281 1444 144.4

mean 209 171 181 55.0 52.8
std. 157 76 62 588 50.4

Table 3.7: Latency and bandwidth statistics from our model based on previous sfiidigS3].

3.6.2 Extended System Model

Network Layer The speed at which an adversarial transaction propagates within the blockchain
P2Pnetwork in uences the number of reactive counter-bids it receives and the time the transaction
is mined. Related works have extensively studied the asynchronous nature of blodR2Rain
propagation85,93,110,111]. The propagation is affected by several factors, such as the network
topology, number of nodes, internet latency, bandwidth, and network congestion, etc. In our work,
we assume that the adversary directly establishes a point-to-point connection with the miner and
the victim. Our study thereby abstracts away the number of nodes in the network, the network
topology, intermediate devices (replay nodes, routes, and switches) and TCP congestion control.
Equation3.5shows how we approximate transaction propagation duration.

Transaction Size

. . e
Propagation Duration Bandwidih Latency (3.5)

To determine the distribution of transaction sizes, we crawl raw transactions sent to the Uniswap
DAI market over 100000 consecutive blocks, starting from block 9M. Our measurements suggest
a mean transaction size of 428 68:94 Bytes, which we use as parameters for an assumed
normal distribution of the adversarial and victims' transaction sizes. For the latency and bandwidth
distribution, we take the mean percentile statistit$0[ 153 and apply linear interpolation to
estimate the underlying cumulative probability distribution (cf. Tehlg.

Transaction Fees The transaction gas price, together with the degree of blockchain transaction
congestion (i.e. competing transactions that seek to be mined), in uences the pace at which a trans-
action is mined. In our simulations, we sample the gas price of the victim transaction from a nor-
mal distribution with a mean of (86 61:18 GWei), measured at the Uniswap DAI market from
block 9M to 91M. We assume that the victim pays a suf cient transaction fee for its transaction to
be mined in the next block. Empirical data suggests that the Ethereum average block interval time
is 135 0:12 seconds49]. Therefore, we sample the duration of the victim's transaction in the
mempool from a uniform distribution between 0 to 30 seconds. When the network is congested,
transactions on Ethereum may stay in the mempool for longer than 30 seconds, sometimes even
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tens of minutes49]. However, we avoid presenting our analysis on longer pending duration, as
our simulation results (cf. Figurg@12and Figure3.14) show that in the case of multiple players,
the adversarial transaction fee at 30 seconds is likely to render the attack unpro table.

Miner We assume the miner order transactions with descending gas prices to maximize their
revenue (cf. Sectiol.5. Besides, the miners con gure a price bump percentage of 10% to
replace an existing transaction from the mempool. At the time of writing, Geth (used by 78.3% of
the clients) con gures price bump percentage to 10%, while Parity seb8/d.2

3.6.3 Simulation Results

Figure3.12shows the expected pro t of an adversarial liquidity taker (cf. Secii@hgiven 2, 5,
and 10 adversaries, on the Uniswap DAI market at block 9M. The slippage of the victim transaction
is xed at 0:5%. The minimum pro table victim input is 245 ETH (2 197:30 USD).
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(a) Two liquidity taker adversarigb) Five liquidity taker adversarief&) Ten liquidity taker adversaries

Figure 3.12: Simulated sandwich attack by 2, 5 and 10 competing adversarial liquidity taker on a
taker (Uniswap, block 9M, 8% fees, 6% unexpected slippage).

We visualize the line where the expected revenue breaks even with simulated transaction costs.
The transaction cost is calculated as the simulated gas price (cf. HdiBeimes the total gas
consumed by the adversarial transaction. The gas consumption is randomly sampled from a normal
distribution with mean at 8888 34;782 (taken from the Uniswap DAI market average gas
consumption from block 9M to:2M). We observe that the break-even line grows exponentially
until the victim transaction is mined (which is in line with the assumption of a 10% increase for
each transaction price increase). We observe that the more adversaries, the more competitive the
attack appears. For instance, our simulation suggests that the sandwich attack is not pro table
after the victim transaction remained pending on B network for 277, 203, 163 seconds,

given 2, 5 and 10 adversaries respectively, when the vi¢tinansacts 20 ETH for DAI.

Figure3.14shows the expected pro t of an adversarial liquidity provider (cf. SecBd) given

2, 5, and 10 adversaries, on the Uniswap DAI market at block 9M. The victim transaction is xed
with a 0:5% slippage protection. The minimum pro table victim input with a single adversary is
27:8 ETH (4,141:37 USD).

45



10000 1 —— 2 Adversaries
5 Adversaries
= 8000 9 — 10 Adversaries
5
= 6000 -
8
S 4000
[72]
(g0}
O
2000 -
0 -

0 5 10 15 20 25 30
Victim transaction pending duration (in seconds)

Figure 3.13: The simulated gas price of the “winning” transaction when 2, 5 or 10 adversaries are
performing a reactive counter-bidding attack. Each experiment is ru®@0Qimes. We visualize
the 95% con dence interval.
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Figure 3.14: Simulated sandwich attack by 2, 5 and 10 competing adversarial liquidity provider
on a taker (Uniswap, block 9M 8% fees, ®% unexpected slippage).

Our results suggest that having multiple attackers does, in expectation, divide the total revenue
among the adversaries, minus the transaction fee overhead. Speci cally, we nd that the presence
of 2, 5 and 10 attackers respectively reduce the expected pro tability of the attack:0%51
81:4% and 915% (given the victim transacts 20 ETH to DAI on Uniswap with a transaction
pending on theP2Player for 10 seconds before being mined). Note that if the blockchain is
congested (i.€ly remains pending for more than 15 seconds), we observe that the break-even of
the attacker becomes harder to attain.
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3.7 Sandwich Attack Details

In what follows, we assume that a victivhsends a transactioRy, to traded)\(’ of X for d)\,’ of Y.
The underlyingAMM market starts with the initials stasg= ( Xo; Yo). EQ.3.6shows the transition
in AMM state after applyin@y without unexpected slippage.

TransactXForYdy)

So! (x;y) df=yo vy (3.6)

XoYo .
Xo+ dy  cx(so;dy) * o(wid) (37)

x =x+d/; y=

3.7.1 Liquidity Taker Attacks Taker

We assume that the adversa#yas an initial stat¢d;0), and attacks by emittin@a; andTay.

Ta1: a front-running transaction, exchangd®' for dfl of Y and is planned to execute before
Tv (e.g. by paying a higher transaction fee thg). This results in the state changes of
Equation3.8and3.9.

T tXForYdt
"D g = iy A=y (3.8)

XoYo
X1 Cx(So;dft)

Ty: avictim transaction modi es the state as per Equa8diDand3.11

x1= %o+ dfl; oy = + ¢y(S0; A (3.9)

Sl TransactXForYdy)

1! S=(x2Y2); &y =y ¥ (3.10)

X1y1
X2 C(si;dy)
Ta2: aback-running transaction exchangé$ = d™  ¢(sz; dj?) for 0l of X and is planned to
execute aftefly (e.g. by paying a lower transaction fee thgr). Taz effectively closes the

Xo= Xp+ dY: Yo = + ¢(s1;dy) (3.11)

adversary's position that was openedhy (cf. Equation3.12and3.13).

TransactXForYd/2)

| Y sz ey A= x (3.12)

X3 = LAZ+ C(soidy?); Y3 = Yo+ dy? (3.13)
Y3 Cy(s;d)¥)

Transactiorla, swaps the ass#t from transactiorma; in exchange for asset. The correspond-
ing pro tis determined by comparing the input frofa; and the outpuTa, of asseiX (cf. Equa-
tion 3.14).

prot = d?? dM (3.14)

After the attack, the state of adversary becorfaf®;0). Thus, provided the pro t exceeds the
costs (e.g. transaction fees and equipment costs), a rational adversary would undertake the attack.
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3.7.2 Liquidity Provider Attacks Taker

We use(xn;yn) to denote the state of alMM exchange at blocl 2 Z, wherexy, yn are the
amounts of asseX andY in the liquidity pool (cf. De nition 1). The liquidity provider owns
a share ofL 2 [0;1] liquidity if it depositsdin = g Of assetX anddyy = yngo; of asset
Y into the liquidity pool. We us&y(x;y) to denote the USD value of assets at bldtkwhere
x is the amount of asset andy is the amount of ass&t. Given two blockchain blocksn; n,
where the respectiveMM states differ, the deposit af, = Zm(xml—LL;yml—LL) at blockm, or
Zn = Zn(xnl—'-L;ynl—'-L) at blockn both results in a share af liquidity in the respective market
X/Y. For the following section, we set, > z,.

Attack Pro tability

We proceed by de ning pro tability for an adversaryy; L,; Ly; L, 2 [0; 1] denote the proportion of
assetX andY held by the adversary in the liquidity pools before and after the attack. Analogously,
XA xA YA yA 2 Z* denote the amounts of asseandY held by the adversary before and after
the attack.

(L Lys X5y 2 (L Ly yA ) (3.15)

The state transition (cf. Equatidhl5 is pro table to the adversary, if the following conditions
hold:

Ly L Ly Ly XA x4 v v and
* At least one of the following holds:
Ly > Lx or L, > Ly; orxA > xA oryA > yA

Letx andy denote the amounts of assétandY in liquidity pools after the attack. The cor-
responding prot is determined by comparing adversary's states before and after the attack (cf.
Equation3.16 3.17, 3.18).

D= x*  XA+(L, Lx (3.16)
D=y YAH(L, Ly (3.17)
prot = Z(D}; DY) (3.18)

Attack Execution

We now consider an adversarial liquidity provider that owns a shaggLyyo of the total liquidity
pool of aAMM X/Y market. The victim's transactiofy, transacts asset for Y. If the adversary
does not front-ruiy, theAMM state changes according to Equat®hg 3.20 In that case, the
adversanA receives a commission feeas stated in Equatia®2], 3.22

T tXForYdy
sof EEEED) g = iy A =vo W (3:19)
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XoYo gV
x csody) | %) (320

FV=L (o) V=L oylsnd) (3.21)
(LalyxYY (Lol + o Viyh+ o) (3.22)

X1 = X0+d>\</; y1=

This liquidity provider attempts to gain a pro t through the following order of transactions.

Ta1: a front-running transaction executed befaye(e.g. by paying a higher transaction fee than
Tv). Ta1 withdraws (LyXo; Lyyo) from the liquidity pool(Xo;yo) and results in the state
changes of Equatiod.23and3.24

RemoveLiquidityLyxo;LyYo)
! s = (xaiyn) (3.23)

x1=X L& Yy1=Yo Lyo (3.24)
Ty: avictim's transaction modi es the state according to Equafidtband3.26

| TransactXForYdy)

St 2=(xy2); dy=y1 (3.25)

xo= xg+ dYs yp= xzé(xl(fl;dyf o(s1;dY) (3.26)
Ta2: a back-running transaction executes aftefe.g. by paying a lower transaction fee thg).
Ta2 adds back liquidity for the adversary to maintain the same proportion of overall liquidity
(Lx; Ly), modifying the state according to Equatidr27and3.28

AddLiquidity( 12 ; 2%2)
! Tx'T Ly S3=(X3;¥3) (3.27)

X2 Y2
= —; = 3.28
XRE L BT L, (3.28)
Taz: executed aftelan, Tas rebalances thAMM assets by converting to X, such that the ad-
versary retains the same amount of aséets before the attack (i.e. the adversary holds
XA+ &V after the attack). This rebalancing process is necessary because the amount of
asselX added to liquidity pool imfa, exceeds the amount withdrawn frofg;. Tas modi es

the state according to the Equatidhg9 3.30and3.31

TransactXForYdA3)
! YV us () =% x (3.29)
- X3Y3 Ay - A3
= ——————+ C«(Sg; ; =y3+d 3.30
X4 Ve osd x(S3;0y);  ya=ys+dy (3.30)
dxAS - LXX2 + é;T\/ LXXO (331)
1 Ly

The overall state change of this attack is described in Equati@ih At the end of this attack, the
adversanA has managed to retainproportion of the total liquidity as a result @f,, retains the
same total amount of assét(as a result offaz) but increases their holding of asdgtgenerating

a pro t. Equation3.33yields the pro t.
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(Lo Ly Y 25 (La Ly fViyr) (3:32)

prot = y* (Y + V) (3.33)

3.8 Possible Mitigations

In this section we elaborate on how users could protect their trades from sandwich attacks, and we
discuss possiblaMM design changes to strengthen their resilience.

3.8.1 AMM Speci c Settings

We identify two primary protection possibilities that could be adopted given the exaiig
DEX designs (such as Uniswap).

Allow for Zero Slippage

The simplest protection for a user, is to not allow its trades to pay any slippage. If an adversary
were to front-run, the user's trade execution will fail. The user would not overpay the trade due to
its slippage protection, but the user still is liable to pay blockchain transaction fees. This protection
solution moreover is not scalable in terms of trades per second, as it would limit the number of
trades atAMM DEX can execute to 1 transaction per blockchain block.

Limit Liquidity Taker's Input

Recall that sandwich attacks are only pro table if the victim's input amount is above a thresh-
old, which we named it as the minimum pro table victim input (cf. Sect®8). This threshold
depends on both the total liquidity of the market and #éM DEX's design and con gura-

tion (pricing formula, fees and etc.). One possible protection is to disable transactions above the
minimum pro table victim input in the smart contracts.

3.8.2 Cryptography-based Defences

In the following we discuss possible cryptography based defence techniques against sandwich
attacks.

Multi-Party Computation (MPC)

The sandwich attack is possible because the current consensus protocol used in Ethereum fails to
protect the actual ordering of the transactions from adversarial manipulations (i.e. fee manipula-
tions). Thus, it is tempting for one to design AMM DEX that has a authorized set of “trusted”

nodes to faithfully sequence actions from liquidity takers before getting the actions executed by
the smart contract. This proposal, however, makisiM DEX like Uniswap no longer permis-
sionless, and the authorized set can again manipulate the order of the transactions. To address the
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latter, Kelkaret al.[147] propose a new set of Byzantine Consensus protocols, that achieve a fair
ordering of received transactions. Thus, one can require the authorized set of nodes to run such
protocol to achieve order fairness among transactions.

Commit-and-Reveal Protocols

A commitment scheme is a two-round protocol that allows one to commit to chosen values (i.e.
function, input) while keeping those values hidden from othéidirfig) during the committing
round, and later during the revealing round, s/he can decide to reveal the committed value. The
commitment schemes abindingif and only if the party cannot change the value after committing

to it. We brie y discuss the use of commitment scheme to prevent front-running in the following.

Standard Commit-and-Reveal Protocol To prevent the sandwich attack AMM DEX, one

can use commitment schemes to sequence actions of traders during committing round and execute
actions during revealing round. In particular, during committing round, traders commit to function
calls (i.e.Transact Xfor Y, addLiquidity ,removeLiquidity ) viacommitment transactions, and

the ordering of function calls is determined based on the order of commitments while the function
calls are hidden due to th@ding property of a commitment scheme. In the revealing round,
parties can decide to reveal the function calls, andAliV DEX will execute the transactions
according to the order of the commitments appeared in the committing round.

One of the limitations of commit-and-reveal protocol is its usability, as it requires participants

to be aware of both rounds of the protocol to complete their actions. Another limitation is that
adversary is still able tprobabilistically perform sandwich attack. In particular, because the
committing round is transparent, the adversary can see other traders' commitments and commits
several transactions before and after the commitments of honest traders. S/he can reveal only those
transactions that are pro table.

Commit-and-Reveal Protocol tailored for the Ethereum Blockchain To hide the committing

phase from the adversary, Breidenbathal. [56] proposed submarine commitments via contract
creation in Ethereum (i.eCREATE2VM opcode [l]). The essence of this approach is to hide
commitment transaction among newly generated Ethereum addresses. In particular, a submarine
commitment scheme contains the following phases:

Committing Phase: to commitin a submarine commitment scheme, the liquidity taker with
addressAddrraker POSts a transactiof.on that sends some fundal, to an addres&ddreom.
Addr.om is @a commitment of the form:

Addreom = H(Addramm -pex; H(Addrraker; key); codg

whereH () is Keccak-256keyis the transaction speci ¢ key thaMM DEX (e.g. a concatenation
of actiontransact Xfor Y, inputdy, and 256-bit randomnes$, andcodeis the EVM init code of
therefundcontract that can send any money received toAtheranm -pex -

Revealing PhaseTo reveal Addrraker sends tdAddramm -pex, key valuekey= ( actionjjinputjjr),
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the transaction datd.om, the commitBlock (the block number include$.,m), and a Merkle-
Partricia proofpr,,, which proves the membership @fom in commitBlock With commitBlock
PToom: aNdTeom, Addramm -pex Veri es that Teom occurred incommitBlock And after learning
key, Addramm -pex can recomputéddreem, veri es the deposit balanceal , and proceeds with
actionandinput (i.e. transact Xfor Y(dy)).

Deposit Collection Phase:from code Addramm -pex can useCREATEIpcode to create an in-
stance of theefundcontract atAddr.om and collect $al from Addregm.

Con dential Transactions

Another potential attempt to mitigate front-running attack is to hide the details of the transaction
sent toAMM DEX by adapting several techniques2[60, 96, 209 for con dential transactions.
However, as pointed out by Eskandari et 84][ to prevent front-running, one needs to hide:

(1) The name of the functions (i.&ransactXfor Y, addLiquidity , removeLiquidity ) being
invoked

(2) The parameters supplied to the functions @gdy)

(3) The current state of tHeEX (i.e. (x;y)).

While systems like Hawk158 and Ekiden F1] try to achieve all three properties for arbitrary
functions, they rely on off-chain components (i.e. trusted execution environment) for maintaining
encrypted states and proving the correctness of state transitions. On the other hand, a proposal
for Ethereum blockchain, Zethe8(), tries to achieve2; 3) for a speci c type of function (i.e.

money transferring). The states in Zether are the EIGamal encryptions of account's balances. The
state transitions can be made due to the correctness of the non-interactive zero-knowledge proof
(NI1ZK) system used in their construction and the (additively) homomorphic properties of Elgamal
encryption.

However, recall that in adMM DEX, an action likeTransact Xfor Y(dy) requires the contract

to send ardy of assety back to the liquidity taker wherd, is computed based on the pricing
function f( ) and the current pool's staf&;y). Therefore, if one decides to use a system that relies

on NIZK systems like Zether fohMM DEX with hidden state, the trusted off-chain components

are needed to generate cryptographic proofs from the unencrypted state to trigger the transferring
back function.

Moreover, regardless of the privacy techniques used for hiding transaction details and pool's states,
we show that it is impossible to achieve the con dentiality for the third property for a constant
productAMM . In particular, at the initial pool state= ( X;y), an adversary can issue two consec-
utive actions;TransactXfor Y(dy); TransactXfor Y(d9), and it obtaingly, and dyodetermined by

the current statéx;y).

The adversary can solve the system of two equations and two unkfownto determine the
current pool state.
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3.9 Recent Developments

TheDeFilandscape has evolved signi cantly since the original analysis in this chapter (2019 2020),
with several major developments fundamentally altering the dynamics of sandwich attacks and
MEV extraction:

1. PBSMost notably, Ethereum'’s transition to Proof of Stake in September 2022 (The Merge)
transformed the underlying transaction ordering mechanism. While this transition did not
directly affect the feasibility of sandwich attacks, it established the foundatidPrégroser-
Builder SeparatiorfPBS), a crucial development iMEV extraction patternsPBS intro-
duces a separation between block builders who construct block bodies and proposers who
choose which block to propose. This separation enables more sophistitaiécuction
mechanisms and could potentially increase the optimality (in terms of pro BIBY ex-
traction, though it also introduces new challenges around builder centralizatioiMBYie
landscape has simultaneously undergone a dramatic professionalization since 2021. The
emergence of sophisticatddEV-boost relays and specialized searchers/arbitrageurs has
created a highly competitive environment where individu&@V bot's pro t has declined
but overall extraction ef ciency has increased. This evolution has paradoxically both low-
ered barriers to entry through improved tooling and infrastructure while raising the sophis-
tication required to compete effectively. The total extraditel has grown substantially,
even as per-transaction pro ts have declined due to increased competition and more ef cient
markets®.

2. Dark Pools A growing number of Ethereum users are opting for private transactions to
avoid front-running bots that exploit the transparency of public mempools. These private
transactions, often routed through “dark pools,” bypass the public mempool by sending
transactions directly to validators or block proposers. According to Blockriatigevate
transactions now account for nearly half of Ethereum's total gas usage, a sharp increase
from just 7% in September 2022 and 15% at the start of 2024. While dark pools can help
users protect their trades from front-running bots onRB& network, it raises signi cant
concerns about transparency and decentralization.

3. New DEX designsWhile batch auctions have been an established mechanism since the
early days oDeFi, with CowSwap implementing them since 20Z¥], recentDEX proto-
cols have introduced variations on this theme. For instance, Penumbra DEX implements
batch auctions with zero-knowledge proofs for trade privacy, while also using a novel
constant-product automated market maker design with discrete time steps rather than con-
tinuous trading 214. Another example is Vertex Protocol, which uses a fully on-chain
order book combined with periodic auctions to match trades, aiming to provide better price
discovery while mitigatingVIEV [235. These approaches demonstrate HoX designs
are evolving beyond the traditionAMM model, though their effectiveness in preventing
sandwich attacks remains to be comprehensively evaluated in production environments.

10https:/leigenphi.io
Uhttps://www.blocknative.com/blog/ethereum-private-transactions-the-flippening
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3.10 Chapter Conclusion

This chapter has examined the tension between transparency and manipul&affi gystems,
providing the rst formal model of sandwich attacks 8iIMM -basedDEXs. Our analysis reveals

that while technical mitigations can reduce attack pro tability, true resistance requires addressing
either transaction propagation privacy or execution determinism. The empirical results demon-
strate both the current feasibility of these attacks and the fundamental trade-offs between security
and ef ciency in transparent systems.

Looking forward, the development of more robiB¢Fi systems may require rethinking basic
blockchain transparency assumptions rather than relying solely on application-layer mitigations.
These ndings contribute to our understanding of designing secure nancial systems in transparent
environments, though fundamental changes may be necessary for comprehensive solutions.
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Chapter 4

Composability In DeFi

Decentralized FinancégFi) has emerged as a signi cant blockchain-based nancial ecosystem,
processing millions of dollars in daily transactions and securing billions in locked assets. While the
previous chapter examined security considerations across all system layers, this chapter focuses
speci cally on the Protocol Layer, where composability between DeFi protocols enables complex
transaction opportunities.

At the Protocol Layer, three key properties enable systematic analysis of pro table transactions:

» Protocol Composability: The shared technological stack enables seamless integration and
interaction betweeb®eFiapplications, facilitating complex multi-protocol transactions;

» Open Contract Deployment: The permissionless nature of blockchain platforms allows ar-
bitrary smart contract deployment and cross-contract interactions; and

» Code Transparency: The public availability of smart contract bytecode and execution traces
enables comprehensive analysis of protocol behaviors and interactions

In this chapter, we present two methodological approaches developed during the early DeFi boom
of 2020-2021 for automatically identifying pro table cross-protocol transactions. While the spe-
ci ¢ protocols and opportunities analyzed in this research re ect that period's DeFi landscape, the
underlying methodologies remain relevant for analyzing today's more complex DeFi ecosystem.
The rst approach, EFIPOSERARB, adapts the Bellman-Ford-Moore algorithm to detect cyclic
arbitrage opportunities across multiple protocols. The second approaéhPDsSErR SMT, em-

ploys logical protocol modeling and theorem proving to identify more complex pro table transac-
tion patterns.

Our empirical evaluation during this period demonstrated the effectiveness of both approaches.
DeFIPoserARB achieved an estimated weekly revenue of :481ETH (76592 USD), while
DEFIPOSER SMT generated 724 ETH (28976 USD), with maximum single-transaction pro ts

of 81:31 ETH (32524 USD) and 2210 ETH (8960 USD) respectively. Notably, E-IPOSER

SMT successfully identi ed the February 2020 bZx attack opportunity that yielded 0.48M USD.
Our forensic analysis revealed that this opportunity persisted for 69 days, highlighting how sys-
tematic analysis can uncover signi cant protocol vulnerabilities.

55



DeFiPoser-SMT

DeFi
@ Actions @
5 v
i O ¥) Path
DeFi ) Nt Path
Protocols rt]rlm!'m'ng
: ' heuristics
Models Paths

A @
\ 7/
@ __ Theorem
Prover Strategy/ e=_

Transaction

CE—
Transaction A DeFi @ @_> DeFiPoser
blockchain state| DeFiPoser-ARB L, transaction
Transaction B | iff DeFi state ) ) validation Transaction X
- changed Build DelFl Graph «— through
concrete .
Transaction C - Transaction Y
- ) @ Negative Cycle Detection execution
@ Greedy Search — |
I .
Block i Block i+1

Figure 4.1: EFIPOSERARB and DEFIPOSERSMT system overview. In BFIPOSERSMT,

we 2 Create logical models3 paths are created and trimmed with heuristics dndsed within

a theorem prover to generate a transaction. EFIPOSERARB we 2 build a graph of the
blockchain state3 identify negative cycles4 perform a local search and repeat. The transaction
with the highest revenue i5 concretely evaluated before being mined in the next block.

The evaluation encompassed 150 days of blockchain data, analyzing 96 protocol actions across
25 assets. While the speci ¢ protocols and market conditions have evolved signi cantly since this
study, the methodological framework established here provides a foundation for analyzing modern
DeFi systems, which now encompass an even broader range of protocols, cross-chain bridges, and
Layer 2 solutions.

Looking beyond the nancial gains mentioned abofarks deteriorate the blockchain consensus
security, as they increase the risks of double-spending and sel sh mining. We explore the impli-
cations of DEFIPOSERARB and DEFIPOSERSMT on blockchain consensus. Speci cally, we
show that the trades identi ed by our tools exceed the Ethereum block reward by up to 874
Given optimal adversarial strategies provided bMarkov Decision Proces@MDP), we quan-

tify the value threshold at which a pro table transaction quali esMiEV and would incentivize

MEV -aware miners to fork the blockchain. For instance, we nd that on Ethereum, a miner with a
hash rate of 10% would fork the blockchain if ®fEV opportunity exceeds 4x the block reward.

A peculiarity of DeFiplatforms is their ability to inter-operate; e.g., one may borrow a cryptocur-
rency asset on one platform, exchange the asset on another, and for instance, lend the resulting
asset on a third systenDeFis composabilityhas led to the emergence of chained trading and
arbitrage opportunities throughout the tightly intertwirieelFi space. Reasoning about what this

easy composition entails is not particularly simple; on one side, atomic composition allows to per-
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form risk-free arbitrage— that is to equate asset prices on differBeti markets. Arbitrage is a
benign and important endeavor to keep markets synchronized.

On the other side, we have seen multi-million-revenue trades that cleverly use the technique of
ash loans to exploiteconomic stateg DeFi protocols (e.g., the economic attack on bZ9§
Harvest Financel01], Value De [86] and others 37,225). While exploiting economic states,
however, is not a security attack in the traditional sense, the practitioners' community often frames
these high-revenue trades as “hacks.” Yet, the executing trader follows the rules set forth by the
deployed smart contracts. Irrespective of the framing, liquidity providers engaging with experi-
ence millions of USD in unexpected losses. This highlights the need for automated tools that help
protocol designers and liquidity providers to understand arbitrage and nancial implications in
general when engaging with protocols.

This chapter presents two tools (cf. Figutel) that automatically create transactions to com-
pose existing protocols to generate revenue that can be extracted from the Ethereum ecosystem.
They are designed to run in real-time: at every block, they can nd (and execute) a new pro t-
generating transaction; we show how our running time of an unoptimized implementation requires
an average of:@3 seconds and:39 seconds on a recent Ethereum block (f@FIPOSER ARB

and DeFIPOSER SMT respectively), which is below Ethereum'’s average block time b $8c-

onds @9). We would like to point out that BFIPOSERARB and DEFIPOSERSMT, are best-

effort tools: because the state of the blockchain and platforms may change at each block, it is
important to operate in real-time, otherwise found trading opportunities might be outdated. There-
fore, we made the choice of prioritizing execution speed over completeness, and we do not claim
to nd optimal strategies.

To the best of our knowledge, we are the rst to provide automated transaction search mechanisms
for composable protocols. The main risks for a trader using the tools that we consider within this
work are currency exposure (i.e., price volatility risks) and the blockchain transaction fees. We
discover that signi cant revenue can be generated with less than 1 ETH of initial capital when
using ash loans.

Our contributions are as follows:

» DEFIPOSER-ARB: We build a directed market graph and identify negative cycles with the
Bellman-Ford-Moore algorithm. A local search then allows us to discover parameters for
pro table arbitrage transactions in near-real-time (average48 6econds per block).

* DEFIPOSER-SMT and Space Reduction: To discover more demanding trades than ar-
bitrage, we model th®eFi systems using a state transition model, which we translate to
a logical representation in the Z3 theorem prover. We introduce heuristics to signi cantly
prune the search space to achieve a near real-time transaction discovery (avera$e of 5
seconds per block).

* MEV and Security: We show how [EFIPOSERSMT discovers the economic attack on
bzZx, which yields over @18M USD, and that this opportunity window was open for over 69
days. Given optimal adversarial mining strategies provided by a Markov Decision Process,
we show quantitatively thalEV opportunities can deteriorate the blockchain security. For
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example, a rationdEV-aware miner with a hash rate of 10% will fork the blockchain if an
MEV opportunity exceeds 4 times the block reward and the miner failed to claim the source
of MEV.

 Trading Strategy Validation: We validate the trading strategies discovered g POSER
ARB and DEFIPOSERSMT on a locally-deployed blockchain that mirrors the real net-
work. We estimate that the found strategies yiejti0222 ETH (1,641,288 USD) and
155232 ETH (620928 USD) of pro t between the Ethereum blocki®0, 000 to 10050, 000
(150 days from December 2019 to May 2020). We demonstrate that our tools' capital
requirements are minimal: the majority of the strategies require less thafOL&TH
(60,000 USD), and only @10 ETH (160 USD) when using ash loans.

The remainder of the chapter is organized as follows: Sedtibdescribes how we encodieFi
protocols into state transition models. SectioRapplies negative cycle detection to maeFiar-
bitrage opportunities. Sectigh3 presents our heuristics and techniques to enable the autonomous
discovery of adversarial strategies. Sectiofipresents our empirical evaluation and quantitative
analysis of the found strategies on previous Ethereum blockchain blocks. Sédidiscusses
DEeFIPOSERs blockchain security implication.

4.1 DeFi Modeling

We proceed to introduce our system, trader, and state transition model for the interaction between
DeFiplatforms. On a high level, our model state consists ofik&i market states, as well as the
cryptocurrency asset balances of a trafleil he transitions represebeFiactions performed by

the tradefT on the respectivBeFiplatforms. The goal of the trader is to maximize the amount of
cryptocurrency assets held.

4.1.1 System Model for This Chapter

Our system consists of a blockchain with nancial cryptocurrency assets (i.e., coins or tokens).
Cryptocurrency assets can be used witbatiplatforms (i.e., markets), such as exchanges, lend-

ing, and borrowing platforms. EadbeFi platform offers a set adictions which can be triggered

by a transaction. Actions take an asset as input and yield, for instance, another asset as output.
Multiple actions can be encapsulated in one transaction and executed atomically in sequence. A
path is a sequence of actions acra3sFi platforms. We denote astrategy(cf. Figure4.2), or
transaction, a path with parameters for each action (such as coin amounts, etc.). We consider a
state of eDeFimarket to change whenever an action manipulates the amount of assets within this
DeFimarket. Note that we only consider the blockchain state at block-he#dter the execution

of all transactions within a block(i.e., we do not consider intermittent block states).

4.1.2 Trader Model for This Chapter

We consider a computationally bounded trader (denotel)byhich is capable of executing trans-
actions (i.e., perform actions) across a sdbeFiplatforms.T's cryptocurrency assets are limited
by the supply of liquidity available in public ash loan pool98. The trader is capable of read-
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ETH —>BNT BNT —> ENJ ENJ —> ETH
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Figure 4.2: Example strategy across thibed-imarkets, identi ed at Ethereum block J@01; 087,
which would yield a revenue of.81 ETH (3124 USD).

ing the blockchain contents but is not expected to observe uncon rmed blockchain transactions
on the network layer. We assume that the trader is capable of placing a transaction ahead of other
DeFitransactions within a future blockchain block. Practically, this requires the trader to pay a
higher transaction fee, as most miners appear to order transactions based on gas price. We assume
that the trader is not colluding with a miner, while this may present an interesting avenue for future
work.

We assume that the trader is operating on the blockchain head, i.e., the most recently mined,
valid block, of the respective blockchain. In the case Bio&V blockchain, the most recent block

shall also be the one with the md2oW (i.e., the greatest dif culty). For simplicity, we ignore
complications resulting from blockchain forks.

4.1.3 Notation

To ease the understanding of the following paragraphs, we proceed by introducing the utilized
notation.

1. AssetsThe setC denotes the collection of cryptocurrency assets, which the trader uses to
generate trading strategies.

2. Actions The setA denotes the collection of actions the trader selects fronb#fea proto-
cols.

3. ParametersThe tradeiT must supply parameters to execute act@@sA, e.g., the amounts
of cryptocurrency assefs sends to the correspondibgFi platforms.

4. Path A path p2 P is a sequence afi non-repeated actions drawn frofn We denote
the power set of all actions with (A), which consists of all subsets of the action Agt
including the empty set. Given a subsep A (A), we denote the permutations setkof
with S (K). The collection of all path® can then be de ned using Equatidnl NoteP
consists of paths of different lengths.

~

P=[A(A)S(K)' st 8p=(apap:: 2P

K 1] b p l! 2" 1an)
a2 A;8i2[1;n] (4.1)
8 6 aj;8a;a; 2 Aji 6 |
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each action irp, and an initial state (cf. Equatigh4) of the model.

6. Balance functionGiven a strategy witm actions, the balance functid@, (c) denotesT's
balance for cryptocurrency asssdfter performing thé" action, where0 i nandc2 C.

7. Storage function K (a) denotes the set of smart contract storage variable addresses an

action a reads from and writes to. These addresses are identi ed from the underlying

blockchain runtime environment. We uke T(a) to denote a subset ¢f (a), which is
only relevant to the tradér.

4.1.4 States

We classify the state variables into two categories, the trader and DeFi sShtespresents the
trader's asset portfolio (cf. Equatich?). SP¢Fi is the set of all storage variabl@sreads from
and writes to, for all théeFiactions in our model (cf. Equatich3). The unionS of these two
categories is the overall state of our system (cf. Equatidn Given a strategy with actions, the
state after performing th& action, where 0 i nis denoted as;, with the initial states,.

S'=fBT(c):8c2Cg (4.2)
P = [ 52K () (4.3)
S=§'[ $F (4.4)

4.1.5 Transitions

Our state transition function i T(52 Sa2 Ax)! S outputs the next state if actianwith
parametek is performed on stateby traderT. Given a strategy witim actions, wherey andx;
represents thé&" action and parameter respectively, ancepresents the state after tifeaction.
Equation4.5 shows the state transition process of this strategy, while Equétiocomputes the
nal state s, when each action is sequentially appliedgo

S+1= F T(S;@+1;%+1) (4.5)

$= F T(:::F T(F T(so;a0;%0);82:%2) :02) (4.6)

4.1.6 Objective

We choose an assbt2 C as ourbasecryptocurrency asset. The objective of the tra@igs to
nd a strategy, such that the balancelofcf. Equation4.7) is maximized, whereas the portfolio
balances of the trader, except fpremain the same.

maximisegzp obj(so; p) = B 1 (b) B {(b)

4.7
with constraintsB [ (c) = B T(c);8c2 Cnb
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4.1.7 Basecryptocurrency asset

To identify revenue yielding paths, we make the assumption that the {Fanf@grates in this work
on a singlebasecryptocurrency asset. Naturally, this can be extended to muligdecurrencies
to increase potential nancial results.

4.1.8 DeFIPoseR Design Choices

Figure4.3shows the high-level design choices of theFDPOSERtools we present in this chapter.
DEeFIPosERconsists of three components:, a pruning algorithm to Iter potentially pro table

paths; 2, a search algorithm which searches parameters to maximize the revenue of a given path,
and 3 a strategy combination/execution algorithm, which decides how the found strategies are
executed.

%ORFNRKD ?’VDVUHNVIV-I \??NGR
BWDW FROV

et T HYLIRVHAU FHYLZRVHU %)

P THQHUDWH g 550y
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THYLIRVEU %) "H)L3RVHU = "HIL3RVHU %)
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'"HYL3RVHU ["TH)L3RVHU % X]ILQJ RU
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v
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Figure 4.3: Technical design choices ofBPOSER DEFIPOSERconsists of three components:

1 a path pruning component2 a parameter search component, aBda strategy combina-
tion/execution component.

([HEXW

c
1

Generally speaking, each instantiation of the different components bears its own advantages and
disadvantages. For instance, negative cycle detection only searches cyclic paths, whereas pruning
with heuristics can search for any path structure. Given a simple path such as a cyclic arbitrage, we

nd that local search is faster than the SMT solver (cf. Figdire?), but does not provide satis a-

bility proofs. In the following we present two variants oEBIPOSER namely DEFIPOSER ARB

(cf. Sectiord.2) and DEFIPOSER SMT (cf. Sectiord.3).
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4.2 Applying Negative Cycle Detection tdeFi Arbitrage

Previous works propose negative cycle detection algorithms, such as the Bellman-Ford-Moore
algorithm, to nd arbitrage opportunities’p]. In these algorithms, the exchange markets are
modeled as a directed weighted gragh Every negative cycle in the graph then corresponds to
an arbitrage opportunity.

4.2.1 Negative Cycle Detection to Detect Arbitrage

We adopt the following notations to translate arbitrage detection into a negative cycle detection
problem.

NodesThe setN denotes the collection of nodes. Each node (vertex) represents a different asset
(c20).

Directed edgesThe setE denotes the collection of all edges. An edggthat points from asset
G to cj represents that there exist a market where the tradem sell cryptocurrency assgtto
purchase cryptocurrency assgt

Spot price The spot pricqoﬁ?Otfor edges;; is the approximated best current price a trabemds

on all DeFi AMM markets, when selling an arbitrarily small amount (close to 0) of a cryptocur-
rency asset; to purchasee;. Arbitrage A path[c,! ook 1 % 1 ck] consists an arbitrage

opportunity, ifp3y" it Py > 1.

Edge weightTo apply negative cycle detection algorithms, we use the negative log ofprice
log( p,S‘J’Ot) as the weights for edg® ;. An arbitrage opportunity existsWiy.o+ :::+ W 1 < 0.

Path nding Our objective is to maximizd's basecryptocurrency asset. An arbitrage cycle,
however, may not consist of tHeseasset. Therefore, we convert the arbitrage revenue to the
basecryptocurrency asset by the end of the execution. More concretely, we nd all “connecting'
markets that support the conversion between one of the arbitrage assets hadetwyptocur-
rency asset. We perform the conversion using the “connecting' markets with the best price.

4.2.2 Negative Cycle Detection Algorithms

Negative cycle detection algorithms combine the shortest path algorithm with a cycle detec-
tion strategy. Cherkasskst al. [72] studied various combinations of shortest path algorithms
(Bellman-Ford-Moore47,104, 181], Goldfarb-Hao-Kai 16, Goldberg-Radzik 114, etc.) and

cycle detection strategies (Walk to the root, Admissible graph sedrtH, [Subtree traversal
[148, etc.) and compared their relative performances. A natural question is whether these cy-
cle detection algorithms can be directly applied to nd pro table transactior3ahi.

In bid-ask markets, the price does not change if the trade volume is within the bid/askSize [

DeFi AMM exchanges, however, follow a dynamic price based on the trade volume. Intuitively,
the bigger the transaction size, the worse the trading price becomes. Hence, our algorithm needs
to consider dynamic price changes and update the gyegfter every action. On a high level,

a Bellman-Ford-Moore inspired algorithm repeatedly performs the following steps: (i) Build the
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Algorithm 1. Negative cycle arbitrage detection.

Input:

S  Initial state ;target  Minimum revenue target
Output: revenugya

S ;0 buildGraph{, E, 9); revenugyy O
while hasNegativeCycle(g)o

cycle getNegativeCyclefraph)

p getPathycle

(revenues)  searchg)

if revenue > targethen

\ revenugya  revenuegyy + revenue
end

g buildGraph{, E, s)

end
return revenuegyga

Function buildGraph(N, E, £ S)is
# fetch the spot price for ead? E
# build the graply; wherewe,c, = log(pehe;)
returng
end
Function hasNegativeCycle(ds
\ return(Detects a negative cycle?)
end
Function getPath(cycle)s
p 2 P connectsl's baseasset withycle.
returnp
end
Function search(p)s
# nd the parameters for path
s'  state after executinng the strategy
return(revenue, s")

end

graphg based on the spot prices from the current steS; (ii) Detect arbitrage cycles in the
graphg (Bellman-Ford-Moore); (iii) Build a path based on the negative cycle, and nd the strategy
(parameters for the path), nally (iv) Execute the strategy and update thesstatkgorithm 1
presents the details ofdFFIPOSER ARB. To nd the parameters for a path, Algorithdngradually
increases the amount baseassets into the path until there is no increase in revenue.

We present BFIPOSERARB's evaluation in Sectiod.4.

4.3 Design of EFIPOSER-SMT

In this section, we discuss an alternative techniquefFIPOSER SMT, to nd pro table trans-
actions inDeFi, which is more general when compared teMPOSER ARB. More speci cally,
DEFIPOSERSMT can operate on non-cyclic strategies, whileHDPOSERARB cannot. We
observe that pro tabléeFi strategies do not necessarily form a complete cycle. For example,
Figure4.4ashows the graph for the economic bZx attack (cf. Seclidh The strategy requires

the trader to send Ether to edge 1 without receiving any assets in return and to then perform an
arbitrage cycle with edge 2 and 3.
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Figure 4.4: Directed weighted graph for the economic bZx attack on the Ethereum block
9;462 687. Shorting ETH for WBTC on bZx does not return assets to the tiedmnd the action,
therefore, does not point to any cryptocurrency assets. Gtafathas no arbitrage opportunity

on the WBTC/ETH market (0170 44:1488= 0:75 1). In Graph4.4band4.4¢ the weights
change (ETH/WBTC price) after the trader increases the ow (in ETH) to the bZx market because
bZx's price depends on the Uniswap price. The graph is hence dynéghic.¢., the weights need

to be updated after each action. The action encodingabfiBoSER SMT models the bZx's price
dependence on Uniswap. Note that the bZx attack does not vidtatdstic 6, because action 1
does not return any asset nor forms a sub-path.

4.3.1 Choosing an SMT Solver for EFIPOSER-SMT

To overcome the aforementioned challenges of non-existent cycles, we chose to adopt a theorem
prover for DEFIPOSERSMT's (cf. Figure4.1) design. The theorem prover logically formulates
what a pro table strategy entails to locate concrete pro table instantiations. We perform system-
atic path exploration to determine if the model (cf. Sectidh) satis es the provided requirements,
similar to other model checking systenis[63,118 146,159,173 226,231].

Our model requires the SMT solver (such as MathS8}, [Z3 [84], or Coral 218) to support
oating-point arithmetic because we adopt the theory of real numbers (cf. Settipn We
encode the state transition model in three major steps: (i) Encode the initial state as a predicate;
(ii) iteratively apply state transition actions, and encode the resulting states after each action as
predicates. Then, (iii) convert the objective function into a set of constraints to ensure that the
value of the trader portfolio increases By and translate the constraints into predicates. Note
that we rely on an optimization algorithm (cf. Algorith& to nd the highest possibl&Z. The
optimization process requires solving the same SMT problem with different initializatioBs of

(cf. Appendix4.3.4for an example).

4.3.2 Path Pruning

One bottleneck of model checking is the combinatorial path explosion problem. We, therefore,
prune the paths by applying the following heuristics. Note that heuristics may prune pro table
strategies, and EFIPOSER SMT is therefore only a best-effort tool.

Heuristic 1 A pro table strategy must consist of more than one action. That is because, given an
initial stateSy, a strategy with only one action will not increase the balance ob#secryptocur-
rency asset while keeping the balance of all other cryptocurrency assets unchanged.

Heuristic 2 A strategy must start with a sequence of entering actions. An entering action is de ned
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as any action which takes th@secryptocurrency asset as input.

Heuristic 3 A strategy must end with a sequence of exiting actions. An exiting action is de ned
as any action that outputs thasecryptocurrency asset. Recall that the objective of the trader is
to maximize the amount dfaseassets held.

Heuristic 4 Apart from the entering actions, an action must depend on at least one previous action.
Conceptually, this is to avoid a strategy to contain actions that do not interact with any other
actions. Given two actions; a; 2 A, we de ne thata; anda; are independent actions, iff. there is

no intersection betwedt T(a) andK T(aj) (cf. Equatiord.8). In other words, the execution of

a; does not affect the execution resultsapf no matter what concrete state is given.

a? a () K@\ KT(a)=0 (4.8)

Recall thatk (&) denotes the set of smart contract storage variables an acteeds from and
writes to, andK T(a) denotes a subset &f (a), which is relevant to the traddr. As an example
of independence, we assu@gransactg; to ¢, using a constant product markéi with liquidity
L1° andL1%, anda, transacts; to c3 using another constant product marké2 with liquidity
L2% andL2%. Equation4.9 shows the storage variablag anda, reads from and writes toa;
anda; are not independent, as they both read/write varidlte. Therefore, Heuristic 4 does not
prune the path containirey anda,.

K T(a1) = fM1:L1%;M1:L1%; T:cq; Ticog

T - . C1 - . C3.T- ST (49)
K "(ap) = fM2:L2";M2:L.2%; T:cq; T:c3g

Heuristic 5 An action cannot be immediately followed by another reversing action (i.e., a mirror-
ing action) on the sameeFimarket. For instance, #; transactg; to c,, anda, convertsc, to ¢;
on the same market, then heuristic 5 will prune all paths that coatam.

Heuristic 6 A path cannot include any branching. For example, a path of 5 ac{tt@!naé e @

el ® e ™ caica! ® ] is composed of two pathfg! ™ ¢! ® ¢! ® ] andc! ® cg! ™
e ® c1] (cf. Figure4.53. In our work, we choose the more pro table path, and discard the other,
because both paths affect the aggetn a future work, it might be interesting to attempt to extract

pro t from both paths in an effort to maximize the revenue.

a;
2 Cg!a3 cy! &

Heuristic 7 A path must not include any loops. For example, a Qaihal co!
ca! c1] consists of a loop betwean andcs. This path is composed of two sub-paths, namely
[c!® ! ® ! ® land[c!® ! ™ ¢3! ® o] (cf. Figure4.50. We again chose the more
pro table path, and discard the other for simplicity. We leave it to future work to optimize the

potential gain.

The ef ciency of path pruning can be evaluated across two dimensi@n#ie number of paths

that are pruned, andij) the reduction in revenue resulting from the heuristic pruning. To address
the former, we show the reduction of the number of paths due to the heuristics in4Tékled
discuss these results further in SectibA.4 Regarding the latter, because we cannot quantify the
optimal revenue due to the combinatorial explosion of the search space, we, unfortunately, see no
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Figure 4.5;: Example of branching and looping paths.
avenue to quantify the reduction in revenue caused by the heuristics.

4.3.3 DeFIPOSER-SMT Revenue Optimizer

SMT solvers validate if any initialization of the free variables would satisfy the requirements
de ned. One requirement we specify is to increase liasecryptocurrency asset balance by a
xed amount. To nd the maximum satis able revenue, we chose to use the following optimization
algorithm (cf. Algorithm3). At a high level, to identify a coarse upper and lower revenue bound,
this algorithm rst attempts to solve, given multiples of 10 for the trader revenue. Given these
bounds, we perform a binary search to nd the optimal value.

4.3.4 SMT encoding example

To ease the understanding of the encoding process between the State Transition Model and the
SMT problem, we consider in the following a simple strategy with only two actions, and a trader
holding two cryptocurrency assets:basecryptocurrency asset, and another cryptocurrency
asset;. Action a; Convertsx; amount ofc; to ¢, using a constant product market, with liquidity

L1 for c; andL1 for ¢, (cf. Equation4.10).

L1%L1%

output amount ot, = L12 — —
P 2 (L1%+ xp)

(4.10)

Action a, Convertsx, amount ofc, back tocy, using another constant product market, with
liquidity L2% andL2%. Based on Heuristic 5 (cf. Sectioh3.2, actiona, must use another
market, because otherwise the conversion becomes a reversing aciomwhbfch would result in

a zero-sum game with a loss on transaction fe@sal state encoding Equatiord.11encodes the
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state variables with concrete values, which are fetched from the considered blockchain state (e.g.,
the most recent block). This predicate can also be viewed as the assignment of an initial state.

predicate;( ) :=
B {(c1) = Trader's initialc; balance®
B J(c2) = Trader's initialc, balance®
L15t = Market 1 initialc; balance® (4.11)
L1Z = Market 1 initialc, balance"
L2g = Market 2 initialc; balance®

L22 = Market 2 initialc, balance

Action encoding The following two predicates encode the two state transition actions. Equa-
tion4.12encode$ (so;a1;x1) and Equatior.13encodes (F (sp;a1;X1);az;%2). Simply speak-
ing, predicatd, transacts cryptocurrency asseto ¢, and predicaté; convertsc, back toc;.

predicatey( ) :=
0 xx Bl(cp)n
Bi(c)=Bgc) xu"
L1GL1E
(L1G + x1)

N

B1(C2)= Bg(co)+ L1

N o (4.12)
L1T = L1g+ % °
|16 = L1§1L1§,2 A

L (L1 + x)
L2% = L2gt ~
L27 = L2

predicates( ) :=
0 X2 B I(Cz) A
L2521 2%

Bj(c)= Bi(c)+ L2 —2 L1~
Bl(c)=Bi(c) XA

2(C2) 1(c2) % (4.13)

L1g = L1t~

L1 = L1~

_ Ly
(L27 + Xo)

L2% = L2%+ x,

N

L2

Objective encoding

We useZ to denote the targeted adversarial revenue. Equdtibhencodes the objective con-
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straints, ensuring that the adversarial cryptocurrency asset portfolio increases in value. Note that
we rely on search algorithms (cf. Algorith&) to nd the highest possibl&@. The optimization
process requires solving the same SMT problem with different concrete initialization of revenue
targetsZ (predicatey).

predicatey( ) :=
Bg(c)>=Bj(c)+ 2" (4.14)
B(C2)= Bj(c)

Free variables and rangeOur model only consists of two free variableg;k.) for the simple
two action paths. For a path of arbitrary lengththe corresponding SMT system consists of
n free variables, which are the parameters of each action. As shown in pretdi¢efte Equa-
tion 4.12) andts (cf. Equation4.13), the range of free variables are constraint by the amount of
T's cryptocurrency assets.

SMT problem By following the above procedures, the state transition model we presented in
Section4.1is now encoded as an SMT problem, where we verify if any initialization of the free
variables X1; x») satis es the requirement af( )~ t2( ) ™ ta( )~ ta( ).

4.3.5 Concrete encoding example for Z3

In this section, we provide a running example to demonstrate the encoding proces3 BOBER
SMT. The example performs an arbitrage at bloc&8®; 000, which rst converts ETH to BNT
on Bancor and then converts BNT back to ETH on Uniswap.

Initial state encoding

The initial state encoding consists of the predicates for both the tiasl@ritial balances, as well
as the initial states of the underlying platforms.

# Trader' s initial state.

# We assume the trader holds 1000 ETH at the start.
SO_Attacker[BNT] == 0,

SO_Attacker[ETH] == 1000000000000000000000,

# Initial states of the underlying platforms.
S0_Uniswap[BNT]_eth == 135368255883939133529,
S0_Uniswap[BNT]_erc20 == 108143877658121296155075,
SO0_Bancor[ETH]_erc20 == 10936591981278719837125,
SO0_Bancor[ETH]_erc20_ratio == 500000,
SO_Bancor[ETH]_bnt == 8792249012668956788248921,
S0_Bancor[ETH]_bnt_ratio == 500000,
SO_Bancor[ETH]_fee == 1000,

Action encoding

We encode the two transition actions as predicdéss the input parameter for action 1 (converts
ETH to BNT on Bancor), andP2 is the input parameter for action 2 (converts BNT to ETH on
Uniswap).
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# converts ETH to BNT on Bancor
P1 >0,
S1 Bancor[ETH]_bnt > 0,
S1_Attacker[BNT] ==
SO_Attacker[BNT] +
(SO0_Bancor[ETH]_bnt*
@ -
(SO0_Bancor[ETH]_erc20/(S0_Bancor[ETH]_erc20 + P1))**
(SO_Bancor[ETH]_erc20_ratio/SO_Bancor[ETH]_bnt_ratio))*
(1000000 - SO_Bancor[ETH]_fee)**2)/
1000000000000,
S1_Attacker[ETH] == SO_Attacker[ETH] - P1,
S1_Uniswap[BNT]_eth == SO_Uniswap[BNT]_eth,
S1_Uniswap[BNT]_erc20 == SO_Uniswap[BNT]_erc20,
S1 _Bancor[ETH]_bnt ==
S0_Bancor[ETH]_bnt -
(SO_Bancor[ETH]_bnt*
@ -
(SO_Bancor[ETH]_erc20/(S0_Bancor[ETH]_erc20 + P1))**
(SO0_Bancor[ETH]_erc20_ratio/SO_Bancor[ETH]_bnt_ratio))*
(1000000 - SO_Bancor[ETH]_fee)**2)/
1000000000000,
S1_Bancor[ETH]_bnt_ratio == SO_Bancor[ETH]_bnt_ratio,
S1_Bancor[ETH]_erc20_ratio == SO_Bancor[ETH]_erc20_ratio,
S1_Bancor[ETH]_erc20 == SO_Bancor[ETH]_erc20 + P1,
S1_Bancor[ETH]_fee == SO_Bancor[ETH]_fee,

# converts BNT to ETH on Uniswap
S1_Attacker[BNT] >= P2,
P2 > 0,
S2_Attacker[BNT] == S1_Attacker[BNT] - P2,
S2_Attacker[ETH] ==
S1_Attacker[ETH] +
(997*P2*S1_Uniswap[BNT]_eth)/
(S1_Uniswap[BNT]_erc20*1000 + 997*P2),
S2_Uniswap[BNT]_eth ==
S1_Uniswap[BNT]_eth -
(997*P2*S1_Uniswap[BNT]_eth)/
(S1_Uniswap[BNT]_erc20*1000 + 997*P2),
S2_Uniswap[BNT]_erc20 == S1_Uniswap[BNT]_erc20 + P2,
S2_Bancor[ETH]_bnt == S1_Bancor[ETH]_bnt,
S2_Bancor[ETH]_bnt_ratio == S1_Bancor[ETH]_bnt_ratio,
S2_Bancor[ETH]_erc20_ratio == S1_Bancor[ETH]_erc20_ratio,
S2_Bancor[ETH]_erc20 == S1_Bancor[ETH]_erc20,
S2_Bancor[ETH]_fee == S1_Bancor[ETH]_fee,

Objective encoding

In this example, we check if it is possible for the tradeto realize 1 ETH of revenue following
this path.

# Objective encoding
S2_Attacker[BNT] == 0,
S2_Attacker[ETH] >= 1001000000000000000000
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4.3.6 Comparing DEFIPOSER-SMT to DEFIPOSER-ARB

Table4.1summarizes our comparison betweeBHDPOSER SMT and DEFIPOSERARB. While
arbitrage opportunities appear plentifuEB POSER ARB cannot capture non-cyclic transactions
such as the bzZx case. BecauseHDPOSER SMT can encode any arbitrary strategy as an SMT
problem, we argue that it is @ more generic tool, as long as the underlying SMT solver can nd
a solution fast enough. We would like to stress again that both toelsIBbsErRARB and
DEFIPOSER-SMT do not provide optimal solutions.HFIPOSER ARB greedily searches for ar-
bitrage and extracts revenue as each opportunity arises. To showHRERESER- ARB does not

nd optimal solutions, we provide the following example at blogi829,643. Here, [(EFIPOSER

SMT nds two opportunities:

Bancor Bancor

MKR """®" ETH] with 0:20 ETH of revenue.
BNT B2 MR V™" ETH] with 0:11 ETH of rev-

Strategy 1 [ETH " BNT
Strategy 2 [ETH “"*"*" BATI
enue.

Bancor

DEFIPOSER SMT will only execute strategy 1. EFIPOSERARB, however, nds and executes
strategy 2 rst to extract 1 ETH. After executing strategy 2 and updating the graph, strategy
1 is no longer pro table. Therefore, EFIPOSERARB only extracts a revenue of L ETH in

this block. Note that BFIPOSERSMT provides proof of satis able/unsatis able revenue targets
for each considered path. HowevereEPPOSERSMT remains a best-effort tool because the
heuristics prune paths that may be pro table. Contrary e-0POSERARB, DEFIPOSERSMT
does not merge paths.

DEFIPOSERARB DEFIPOSERSMT
Path generation Bellman-Ford-Moore, Walk to the root; No acyclic paths Pruning with heuristics; Any paths within the heuristics
Path selection Combines multiple sub-paths Selects the highest revenue path
ManualDeFimodeling Not required Required
Captures non-cyclic strategies No Yes (e.g., bZx)
Optimally chosen parameters No Yes (subject to inaccuracy of binary search)
Maximum Revenue 831 ETH (32524 USD) 2240 ETH (8960 USD)
Total Revenue (over 150 days) ;18322 ETH (1,641,288 USD) 155232 ETH (620928 USD)
Lines of code (Python) 300 ;300

Table 4.1: High-level comparison betweeBP®POSERARB and DEFIPOSERSMT.

4.3.7 Limitations

We elaborate on a few limitations of our work.

State dependencyn this study, we focus on block-level state dependencies, i.e., we consider a
state to only change when a new block is mined. In practideegi state can change several

times within the same blockchain block (as several transactions can tradéeRi glatform

within a block). Our assumption hence may cause us to not consider potentially pro table trades.
An alternative approach to study state dependency, which we leave to future work, is to perform a
transaction-level analysis. Such an analysis would assume that the trader observes the peer-to-peer
network layer of the Ethereum network. Based on the information of transactions in the memory
pool (the pool of uncon rmed transactions), the transaction order and state changes in the next
block could be estimated ahead of the block being mined.
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Scalability One problem of BFIPOSERis the combinatorial path explosion. To mitigate this
problem, heuristics reduce the path space, which only needs to be executed once. For every new
block, DEFIPosSERcan parallelize the parameter search process to nd the most pro table paths.

A limitation of negative cycle detection is that it has to search for negative cycles before starting to
search parameters. The graph needs to be updated after executing every strategy. This is dif cult to
parallelize and limits the system's real-time capability, especially when there are multiple negative
cycles, or the cycle length is long.

Manual Modeling and Code Complexity DEFIPOSER ARB only needs to be aware of the spot

price of each market and treats the underlying smart contracts and exchange protocols as a black
box while greedily exploring opportunities. HFIPOSERSMT, however, requires the manual
translation of the objective function into an SMT problem. This requires to encode the state transi-
tions into a group of predicates (cf. Appendix.4. The modeling process not only increases the
code complexity (cf. Tabld.1) but also causes inaccuracies in the found solutions and therefore
requires a validation process through, e.g., concrete execution.

Approximated RevenueTo avoid double-counting revenue when a pro table path exists over
multiple blocks, we apply a state dependency analysis and only exploit paths with a state change.
However, DEFIPOSERs reported revenue is not accurate because: (i) We work on historical
blockchain states. In practice, the pro tability ofdBIPosErRwill be affected by the underly-

ing blockchain's network layer; (ii) For simplicity within this work, we assume thaFOPOSER

does not change other market participants' behavior. In practice, other traders are likely to monitor
our activity and adjust their trading strategy accordingly.

Multiple Traders Within this work, we only consider a single trader using/POSER Zhouet

al. [266 simulated the outcome of competing transactions from several traders under a reac-
tive counter-bidding strategy. We believe that those results translate ol Yowhen multi-

ple traders (speci cally non-miners) compete oveeEDPOSERtransactions. Zhoet al.[266]'s

results suggest that the total revenue will be divided among the competing traders.

4.4 Experimental Evaluation

To query the Ethereum blockchain, we set up a full archive Gedtlde (i.e., a node which stores

all intermediate blockchain state transitions) on a AMD Ryzen Threadripper 3990 X Processor
(4:3 GHz, 64 cores), 4x2 TB NVMe SSD RAID 0 and 256 GB RAM. We perform the con-
crete execution with a custom py-e¥nwhich can fork the Ethereum blockchain at any given
block height. To simplify our experimental complexity, we do not consider trades which yield
below Q10 ETH (40 USD) and are aware that this potentially reduces the resulting nancial gain.

We select 96 actions from the Uniswap, Bancor, and MakerDAO, with a total of 25 assets (cf.
Table4.2and4.3). To enable action chaining, all considered assets trade on Uniswap and Bancor,
while SAl and DAI are convertible on MakerDAO. The total value of assets on the three platforms

Lhttps://github.com/ethereum/go-ethereum
2https://github.com/ethereum/py-evm
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sums up to B billion USD, which corresponds to 82% of the total USD value lockeDéfri as
of May 2020.

Both DEFIPOSERARB and DEFIPOSERSMT apply dependency-based state reduction. Sta-
tionary blockchain states are identi ed and skipped to avoid redundant computation and double
counting of revenue.

4.4.1 Supported ERC-20 cryptocurrency assets

We list the 24 ERC-20 cryptocurrency assets we support in PaBléVe observe that for most of
the assets, the number of holders and the number of markets increases with the number of transfer
transactions.

Tokens

SAl, BNT, DAI, BAT, ENJ, SNT, KNC, MKR, DATA, MANA, ANT, RLC, RCN, UBT,
GNO, RDN, TKN, TRST, AMN, FXC, SAN, AMPL, HEDG, POA20

Table 4.2: List of tokens included in our experiments.

4.4.2 SupportedDeFiactions

We summarize the 9beFiactions DEFIPOSERsupports in Tabld.3. All considered cryptocur-
rency assets trade on both the Uniswap and Bancor exchanges. SAl and DAI, in addition, can be
converted to each on MakerDAO.

Supported Actions

Uniswap: ETH <-> AMN, ETH <-> AMPL, ETH <-> ANT, ETH <-> BAT, ETH <-> BNT,
ETH <-> DAI, ETH <-> DATA, ETH <-> ENJ, ETH <-> FXC, ETH <-> GNO, ETH <->
HEDG, ETH <-> KNC, ETH <-> MANA, ETH <-> MKR, ETH <-> POA20, ETH <->
RCN

Bancor: BNT <-> AMN, BNT <-> AMPL, BNT <-> ANT, BNT <-> BAT, BNT <-> DATA,
BNT <-> ENJ, BNT <-> FXC, BNT <-> SAN, BNT <-> SAIl, BNT <-> SNT, BNT <->
TKN, BNT <-> TRST, BNT <-> UBT, BNT <-> RLC

MakerDAQO: DAI <-> SAI

Table 4.3: List of the supportddeFiactions of DEFIPOSER

4.4.3 DeEFIPOSER-ARB

We translate the 25 assets and 96 actions into a graph with 25 nodes and 94 edges. Each node
in the graph represents a cryptocurrency asset. For eachegdgeinting from asset; to cj, we

nd all markets with asset; as input, and output asset Each edge's weight is derived using

the highest price found among all supporting markets, or O if there is no market. We then follow
Algorithm 1 to greedily extract arbitrage revenue as soon as one negative cycle is found. We
use the BFCF (Bellman-Ford-Moore, Walk to the root) algorithm to nd negative cycles, which
operates irO(jN?j jEj). For each arbitrage opportunity,eB1POSERARB gradually increases

the input parameter (amount lbbsecryptocurrency asset) until the revenue ceases to increase.
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Path length Before After

2 9,120 2
3 857,280 90
4 79,727,040 466
5 7,334,887,680 42
Total 7,415481;120 600

Table 4.4: Results of path pruning after applying the heuristics from Se¢t®8a In total, 600
paths remain, with the majority (7%7%) consisting of 4 actions. For each path length, the heuris-
tics remove at least 998% of the strategies.

4.4.4 DeEFIPOSER-SMT

We translateéDeFi states into Z384] as constraints on state symbolic variables (cf. Sectidh

We symbolically encode all variables using oats instead of integers because the EVM only sup-
ports integers. MosDeFi smart contracts express oats as integers by multiplying oats with a
large factor. Division and power are, therefore, estimated using integer math. This practice may
introduce a bias in our state and transition functions. Due to such model inaccuracies, we pro-
ceed to concrete execution (i.e., real-world smart contract execution on the EVM) to avoid false
positives and validate our result.

An exhaustive search over the total action space is infeasible. Therefore, we apply path pruning
(cf. Sectior4.3.2 to discard irrelevant paths.

Path Discovery and Pruning The 96DeFi actions (cf. Tablel.3in Appendix) result in €92

109 possible paths without repeating actions, which is an impractical space to evaluatet. Fable
hence illustrates the impact of our heuristics on paths of various lengths. We observe a signi cant
reduction of at least 998% per path length of the total number of considered paths, resulting in
only 600 remaining paths. The majority of paths:@7®6) consist of 4 actions, while the shortest
paths count 2 actions, and the longest 5 actions. Although we do not enforce a constraint on the
maximum number of actions, all paths with more than 5 actions failed to pass our heuristics.

Action Dependencyln the following, we present a concrete example of determining the depen-
dency between two actions. The rst actiagniswaptransacts ETH to SAl using the Uniswap SAI
market. The second acti@gancortransacts BNT to SAI using the Bancor SAI contract. Equa-
tion 4.15and Equatiort.16 show the relevant storage variables, respectively. These two actions
are not independent, as they both modify the trader's balance in the SAI contract.

K T(auniswap = f<UniswapSAIETH;
<SAl>:balance of UniswapSAl

(4.15)
<Trader=ETH;

<SAl>:balance of tradeyr
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K T(aganco) = f <BNT>:balance of BancorSAl

<SAl>:balance of BancorSAl

(4.16)
<BNT>:balance of trader
<SAl>:balance of tradeyr
s ) )
Transaction on Transaction on No DeFi
DeFi Market A DeFi Market A transactions
Transaction on Engage SMT on: | Transaction on | Engage SMT on:
DeFi Market B - DeFi Market A DeFi Market B - DeFi Market A
Transaction on - [D)GIE'I Il:/lllarll:eI(B: - DeFi Market B
| DeFiMarketC | ~ er1 Marke
- -~
1 1 | .
| | | >
Block i Block i+1 Block i+2

Figure 4.6: We consider each blockchain block as an independent state representatidesi the
platform markets. Only if &eFi market changes in state, we need to re-engage the SMT solver
for the affected paths only.

Dependency-based Blockchain State Reductidha DeFistate does not change across a number

of blockchain blocks, the same SMT solver computation is not re-engaged (cf. Bigurélgo-

rithm 2 speci es the algorithm we apply to automate the dependency-based blockchain state reduc-
tion. We observe that ETH experiences the most state changes with oye00%0ocks (3676%),
followed by DAI (14:62%).

Algorithm 2: Block state dependency analysis.

Input:

p=(aj;a;:::)2P Path;b
Output: Has a state change
foreacha2 pdo

foreachs2 K T(a) do
if fetch(s, b fetch(s, b - 1}hen
| return True
end
end

Block number

end
return False

Function fetch(s, b)s
\ return Concrete value for storage variable address s on blgck b
end

445 DeFIPoser-ARB and DEFIPOSER-SMT: Revenue

We validate both BFIPoSERdesigns on past blockchain data from blo¢k®0, 000 to block 10050, 000,
over a total of 150 days. We visualize the distribution of traders' revenue &¥IPOSER

SMT in Figure4.7. DEFIPOSERSMT found 13317 strategies consisted of 2 to 5 actions. In
total DEFIPOSER SMT vyields a total of 55232 ETH (620928 USD), and we observe that

the most pro table strategies consist of 3 actions, where the highest revenue yielded amounts
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to 2240 ETH (8960 USD). Similarly, Figuret.8 visualizes the distribution of traders' revenue

for DEFIPOSER ARB. Recall that EFIPOSER ARB greedily combine multiple paths into a sin-

gle strategy. We observe that the revenue increases as the number of paths increases, with the
highest revenue amounting t0:81 ETH (32524 USD). In total, EFIPOSERARB nds 2;709
strategies and yields #0322 ETH (1,641,288 USD).

104

10°

Revenue of the trader in ETI

4 5 Total
Number of actions per path

I 73 discovered strategies (total 6086 ETH)
[ Validated most pro table strategy per block(total 861:3 ETH)

Figure 4.7: Analytical distribution of the trader's revenue. The majority of the most pro table
strategies consist of 3 actions. BecauseFIPOSERSMT requires manual modeling, the rev-
enues discovered by Z3 are not accurate, and thus the number of discovered strategies (yellow) are

less than the pro table strategies (blue). We use concrete execution to validate the strategies from
Z3.
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=
o
g 10 i
£ N =)
S 100+ @
g
)
3 10 1
1 2 3 4 5 6 7 8 9 10

Number of paths executed per strategy
I Revenue (in ETH)
[ Most pro table path per strategy

Figure 4.8: Distribution of the trader's revenue using@®DPOSERARB. We observe that the
revenue increases as the number of paths increases. We also visualize the distribution of the most

pro table sub-path (orange) for every strategy. Intuitively, the more patbsIPOSERARB try
to combine, the higher the revenue.

We visualize in Figurd.9the revenue generated bfeBIPOSER SMT and DEFIPOSER ARB as

a function of the initial capital. If a trader owns thaseasset (e.g., ETH), most strategies require
less than 150 ETH. Only 10 strategies require more than 100 ETH &1 BDSER SMT, and
only 7 strategies require more than 150 ETH faeHDPOSER ARB. This capital requirement is
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reduced to less thand0 ETH (400 USD) when using ash loans (cf. Figute® (b, d)).

(a) DEFIPOSER SMT without ash loans. (b) DEFIPOSER SMT with ash loans.

(c) DEFIPOSER-ARB without ash loans. (d) DEFIPOSERARB with ash loans.

Figure 4.9: Revenue as a function of the initial capital, in ETH with and without ash loans for
DEFIPOSERARB (total of 2709 found strategies) anddBbIPOSER SMT (total of 1; 556 found
strategies).

Figure4.10ashows how our concrete execution validation over 150 days yields consistent revenue
for both tools. The concrete execution estimates a weekly revenue ef8lBTH (76592 USD)

for DEFIPOSERARB and 7244 ETH (28976 USD) for DEFIPOSERSMT. For DEFIPOSER

SMT, our validation estimates a total revenue &5 32 ETH (620928 USD) out of 377.14 ETH
(1,430856 USD) (i.e., 40% of the Z3 indicated revenue is validated in practice).

Cost AnalysisThe trader's principal costs are the blockchain transaction fees (e.g., gas in Ethereum),
which remain below the revenue yielded by the strategies we validated (cf. BiguyeNote that

a trading strategy may fail if the underlying market state changes before its execution. Therefore,
we assume that the trader adopts the gas price of 32 GWei, which is highly volatile, but the rec-
ommended fast transaction gas price at the time of writing. Summarizing, the execution of all
strategies costs less thal®® ETH, which warrants all strategies to be pro table.

Performance AnalysisOur tools must nd trades within the average Ethereum block time of
135 0:12 seconds49] to be applicable in real-time. Assuming a network propagation latency

of roughly three seconds towards miners in the blockcli® network B5], our tools must
generate transactions within at most3.8econds. Figuré.12shows the detailed execution speed

of DEFIPOSERARB and DEFIPOSERSMT on an AMD Ryzen Threadripper 3990 X Processor
(4:3 GHz, 64 cores) CPU. For new block states, we measure a total average computing time of
6:43 seconds and 39 seconds per block, respectively.

We further group the strategies detected tsHIPOSER ARB based on the number of negative
cycles and compare the respective analysis time (cf. Figgi®. We nd that DEFIPOSERARB
exceeds our estimated time limit (63 3= 10:5 seconds) when exploiting more than 6 cycles.
The higher the total number of negative cycles, the more likelf#IPOSER ARB misses the most
pro table opportunity.
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(a) Cumulative revenue over time (150 days), found IBFOPOSERSMT and DEFIPOSERARB, and
validated via concrete execution.

(b) Strategies detected and validated tlsHDPOSERSMT.

(c) Strategies validated bydFIPOSER ARB.

Figure 4.10: Revenue and transaction fees analysis over time, measured in blocks.

4.5 Pro table Transactions and Blockchain Security

In this section, we show thatdFIPOSER SMT is capable of identifying the economic bZx attack
from February 202019¢ and provide forensic insights into the event. Given optimal adversar-
ial strategies provided by aviDP, we then quantify whether aMEV opportunity will cause a
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(a) DEFIPOSERSMT

(b) DEFIPOSERARB

Figure 4.11: Distribution of revenue and transaction cost based on concrete execution on the
EVM for DEFIPOSERSMT and DEFIPOSERARB. The revenue outpaces the transaction costs,
which are higher for BFIPOSERARB because the found strategies often consist of more cycles
(arbitrage opportunities).

rational miner to create a blockchain fork.

45.1 Economic bZx Attack

On the 15th of February, 2020, a trader performed a pump and arbitrage attack on the margin
trading platform bZx. The core of this trade was a pump and arbitrage involvingDeti
platforms atomically executed in one single transaction. As a previous study shows, this trade
resulted in in 4337.62 ETH (1735048 USD) loss from bZx loan providers, where the trader
gained 119369 ETH (477476 USD) in total 19§.

Attack Window To gain deeper insights into tHieFicomposability event, we extendelBI POSER
SMT with two additional actions(i) borrow WBTC with ETH on compound nanckji) short
ETH for WBTC on bZx. We replayed EFIPOSER SMT on historical blockchain data by starting
at the creation of the bZx's margin short smart contract (cf. Figutd). Surprisingly, the bZx
attack window lasted for 69 days until it was openly exploitedFDIPOSER SMT nds that the
attack yielded the highest revenue ¢221:02 ETH (916408 USD) at block 982,670, which is
about one day before the attack occurred.

78



Figure 4.12: Analysis time distribution to detect a pro table strategy @ POSERSMT and
DEFIPOSERARB. For most strategies the search and validation process remains below the aver-
age Ethereum block time of 18 0:12 seconds.

Figure 4.13: The analysis time ofHPIPOSERARB exceeds our estimated time limit (taking
into consideration block time and transaction network propagation to miners), WwHeIPOSER-
ARB exploits more than 6 cycles.

45.2 MEV, MDP and Optimal Adversarial Strategies

The economic bZx attack revenue exceeds the average Ethereum block®rewardactor of
874 . After bZx, the other most pro table validated strategies found IBFOIPOSER ARB and
DEFIPOSERSMT exceed the block reward by a factor of 3and 85 respectively. In this
section, we quantify the value at which BtEV-aware miner would exploit aWMEV opportunity
by forking the blockchain.

3At the time of writing, the average Ethereum block reward:822ETH (ttps:/bitinfocharts.com/ethere
um)
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Figure 4.14: Attack window analysis of the bZx attackeP®PPOSER SMT nds the rst attack
opportunity at block 9069, 000 (December 8th 2019). The opportunity lasted for 69 days, until the
opportunity was exploited in block 984 687 (February 15th 2020). We visualize the difference
between the prots from Z3 and concrete validation, along with the success rate (using block
bin sizes of 100) of a Z3 strategy passing concrete validation. Note that the bZx loan interest
rate formula is conservatively simpli ed in the encoding process, which explains why the Z3
anticipated revenue is lower than the concrete execution yield.

Markov Decision ProcessA Markov Decision Process is a single-player decision process that
allows identifying the optimal strategies for an encoded decision problem. In this work, we adopt
the state transition and reward matrix of theW double-spending/IDP of Gervaiset al.[111].

Note that theVIDP we use does not consider uncle rewards.

We observe that conceptually, BHEV opportunity is equivalent to a double-spending opportunity:

if an MEV opportunity is mined by an honest miner, and an adversarial miner aims to claim
the MEV opportunity, theMEV miner will need to outrun the honest chain with a fork. The
MEV miner will hence want to follow the optimal adversarial strategies given bitbe, which
advises whether to fork or not to fork the blockchain depending oivitE¥ value.

Threat Model We assume a rational and computationally bounded adversary. BédBlEsare
single-player decision problems, we assume the existence of only one adversarial miner willing
to exploit MEV. We parametrize the miner with a hash rate]0;0:5[, while the remaining
non-MEV miners have a hash rate of Ja. We ignore the existence of eclipse attacks= 0)

and assume the weakest possible network propagation parameter of the adwers@®y We
parametrize th&DP with the stale block rate of the Ethereum blockchain at the time of writing.
By crawling the number of uncle blocks (from the blocid Bl to 105M), we approximate the

stale block rate tos = 5:72%. We set the mining costs to match the hash rate dftlBe¢ miner

(cm= a).

Exploit or not exploit MEV ? Each time arMEV opportunity arises on the network layer, we
assume that the honest miner succeeds in miningte€ opportunity, and th&EV miner fails
to receive the reward initially. THEIEV miner, therefore, needs to decide whether to start to mine

80



on a private chain, where he claims &V opportunity. Note that th®IDP's exit state can only
be reached when thé¢EV miner mined a private chain that is longer than the honest chainl()
givenk= 1 (I > k). Depending on thé1EV value, the optimal strategy might advise against
forking the chain to attempt to claim tHdEV reward. We quantify the minimaMEV value
MEV,, such thaMEV is strictly larger than the reward from honest mining (cf. Equatidi).
We denotéh is the process of mining honestly.

P=(a;g;rskw;cm) (4.17)

MEV, = minf MEVj9p 2 A: R(p;P.MEW) > R(h;P)g (4.18)

To solve theMEV MDP for the optimal strategies, we use the codeIdfl]* and reparametrize
given the current Ethereum stale block rate=( 5:72%). We further sét= 1,g= 0,w = 0 and
the cut-off value (the maximum length &f andly) to 20 blocks. Similar to111], we apply a
binary search to nd the lowest value fMEV, in units of block rewards, given a margin of error
of 0:1.

ResultsWe visualize our ndings in Figurd.15 which shows that for aMEV miner with 10%

hash rate, on Ethereum (stale block rate 31¥286), MEV,, equals to 4. We conclude that in this
case, if anlMEV opportunity yields at least a reward that is 3 times higher than the block reward,
then anMEV miner which follows the optimal strategies will fork the blockchain. A fork of the
blockchain deteriorates the blockchain's security as it increases the risks of double-spending and
sel sh mining [111].

Multiple MEV Miner Our MDP model does not allow us to draw conclusions on the dynamics
under multiple independemMiEV miners. We hence can only speculate about the outcome and
leave a simulation to future work. We can imagine that multiple miners either collaborate to share
anMEYV pro t (which falls back to outMDP game of one adversary), or the miners would compete
among each other, which is likely to exacerbate the fork rate and hence further deteriorates the
blockchain consensus security.

4.6 Optimizer for the SMT solver

Algorithm 3 shows how the SMT solver can maximize a path's revenue using binary search.

4.7 Chapter Conclusion

This chapter presented two approaches for analyzing pro table transaction opportunities enabled
by DeFiprotocol composability. The rst approach,HBIPOSERARB, ef ciently detects cyclic
arbitrage opportunities using a modi ed Bellman-Ford-Moore algorithm. The second approach,
DeFIPOSERSMT, employs SMT-based logical modeling to identify more complex pro table
transaction patterns, including non-cyclic opportunities trefEIPOSER ARB cannot detect. Our

4https://github.com/arthurgervais/pow_mdp
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Figure 4.15: MinimumMEYV value in terms of block rewards to forkRoW blockchain, given
by optimal adversarial strategies of tMDP. For instance, on EthereumsE 5:72%), a miner
with 10% hash rate will engage to fork the chain to exploifBY opportunity, if the adversary
follows the optimal strategy and tiéEV opportunity yields more than 4 block rewards.

Algorithm 3: Maximize a path's revenue using SMT solver and binary search.

Input:

p Path

m  Minimum revenue target
Output: Optimized revenue
if 1 isSSAT(p, m}hen

| return O
else
I m
u m 10
end
while isSAT(p, udo
Il u
u u 10
end

return binarySearch(p, |, u)

Function isSAT(p, r) : bools
| return(ls the path p SAT for the revenue )
end

Function binarySearch(p, |, u) : oais
Binary search SAT solution on pagh using the lower bountland upper bound on revenue
return(Maximum SAT revenue)

end
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empirical evaluation demonstrated the effectiveness of both approaches in identifying pro table
transactions.

The research also revealed important implications for blockchain security. At the time of this re-
search in 2020-2021, when Ethereum operated under Proof-of-Work, we demonstrated that prof-
itable transactions identi ed by our tools could exceed the block reward by factors of up tq 874
potentially incentivizing miners to fork the blockchain. ThrougDP analysis within thisPoW
context, we quanti ed the threshold at whishEV opportunities would cause rational miners to
deviate from honest behavior, nding that a miner with 10% hash rate would fork the blockchain
for MEV opportunities exceeding 4x the block reward. While these speci ¢ ndings were tied to
Ethereum'sPoW mechanics, the subsequent transitiofPttsand ongoing development 8BS
introduces newMEV dynamics that require different analytical frameworks to properly assess
consensus security implications.

This work opens up a promising new research direction in automid detection and analysis.

Future research could explore adapting these approaches to emerging blockchain architectures and
developing new analytical frameworks speci cally designedfoSandPBSenvironments. The
intersection of protocol composabilityiEV detection, and consensus security remains a rich area

for further investigation.
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Chapter 5

DeFi Security Landscape

The rapid growth of Decentralized Finand2efi) has been accompanied by a concerning rise in
security incidents. Between Apr 30, 2018 and Apr 30, 2022, users, liquidity providers, speculators,
and protocol operators suffered cumulative losses exceed?dgbdlion USD. The blockchain's
inherent transparency provides an unprecedented opportunity to study these security incidents in
detail, enabling us to address two critical questions:

1. How can we systematically analyze and categddigEi security incidents?
2. How can we leverage insights from past incidents to enhBe¢eésecurity?

This chapter presents a comprehensive analysis @¢fr@security landscape, leveraging blockchain
data to provide systematic insights into attack patterns, defense mechanisms, and adversarial be-
haviors. Our research makes the following contributions:

« Gap Between Attackers and Defenders:We analyze 18DeFi incidents on Ethereum
and BNB Smart Chain over a time frame of four years and structure the incidents, related
academic papers, and security audit reports into a comprehensive taxonomy. We discover
that academia and industry practices are underdeveloped with respect to the incident cause
“unsafeDeFiprotocol dependencies”, when compared to the practices of in-the-wild adver-
saries.

 Incident Defense: We investigate possible defense mechanisms agBieBt incidents.
We show that SoTA similarity analysis can detect vulnerable and adversarial contracts. For
instance, we identify 31/23 exactly matching vulnerable/adversarial contracts (i.e., bytecode
similarity score of 100%) when compared to previously known incidents. We also discover
that 103 (56%) of the attacks are not executed atomically, granting a rescue time frame for
defenders.

» Tracing Source of Funds: By tracking pre-incident adversarial footprints, we discover that
12(7:3%) and 218:0%) of the adversaries directly withdraw funds from exchange wallets,
on Ethereum and BNB Smart Chain, respectively. Similarly28%9 and 124:6%) of the
attack funds stem directly from the US-sanctioned Tornado Cash mixer.

For the rst time in history, the information security community has access to a transparent, broad,
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timestamped, and non-repudiable dataset of million-dollar security-related incidents. We investi-
gate 77 academic papers, 30 audit reports, and 181 real-world incidents. Our data reveals several
gaps between academia and the practitioners' community. For example, few academic papers ad-
dress “price oracle attacks” and “permissonless interactions”, while our data suggests that they
are the two most frequent incident types (15% andb%® correspondingly). We also investi-

gate potential defenses, and nd thdi) 103 (56%) of the attacks are not executed atomically,
granting a rescue time frame for defend€(i; bytecode similarity analysis can at least detect

31 vulnerable/23 adversarial contracts; diil 33 (153%) of the adversaries leak potentially
identi able information by interacting with centralized exchanges.

5.1 Data

In this section we present our methodology to sample a dataset of “works under investigation”,
including research papers, security tools (i.e., intrusion detection, intrusion prevention and vulner-
ability detection), audit reports, and real-world incidents. We manually label which incident types
each work addresses (cf. Tallld and5.2).

Academic Papers:We identify relevant papers in eight of the top security, software engineering,
and programming language conferences (i.e., SSP, CCS, NDSS, USENIX, ICSE, ASE, POPL,
PLDI) from 2018 to 2021. Our methodology rst crawls papers using Google Scholar's keyword
search, and then performs backward and forward reference searches to nd additional relevant
works. Our dataset omit¢i) papers irrelevant tDeFi, such as Bitcoin speci ¢ attacks or Monero
privacy; and(ii) DeFirelated papers that do not address any particular type of incidents, such as
contract patchingd02), model checking107], bug bounties$5], and reverse engineeringg9.

In total, our dataset captures 7 relevant surveys and SoKs, 29 security tools, and 42 attack papers.
We manually label the incident types addressed in each academic paper and cross-validate our
labels against the related works section.

Audit Reports: We collect and manually inspect 30 recent public audit reports from 6 security
testing companies (Beosin, PeckShild, Slowmist, Consensys, Certik, Trial of Bits). We notice
that the reports collected perform manual auditing and may not explicitly disclose what the audi-
tors examined. For example, while each of the six companies checked the common vulnerability
“inconsistent access control” in at least one audit report, only 19 of the 30 (63%) audit reports
explicitly state it. For reproducibility and objectiveness, we can only be certain that an audit has
addressed an incident type, if i) explicitly warns about the risk of a potential incident,(@y
explicitly states that the code passed the check of an incident type. This methodology, however,
leads to an underestimation of the absolute number of incident types addressed in the audit re-
ports’. Note that we are only attempting to quantify whether practitioners address certain incident

1with at least one of the following keywords: ["smart contract", "Decentralized Finance", "DeFi", "automated mar-
ket maker", "AMM","decentralized exchange", "DEX", "price oracle", "miner extractable value", "MEV", "blockchain
extractable value",BEV ", "Ethereum”, "ETH", "BNB Smart Chain", "Binance Smart Chain", "BSC"]

2As an example, Trial of Bits does check 8ROLayer incidents in other audit reports, such as sandwich in TOB-
Computable-018Hhttps://github.com/trailofbits/publications/blob/ma ster/reviews/computable.pdf ),
replay in TOB-HERMEZ-014l{ttps://github.com/trailofbits/publications/blob/ma ster/reviews/herm
ez.pdf), etc., but are not included in our sampled dataset.
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Table 5.1: DeFi incidents taxonomy. We label the incident types that each academic paper and auditing report address. We also group the incidents that occur in
the wild. Despite that this table focuses on Ethereum and BSC, we anticipate the taxonomy remains generic and thus applicable to all DeFi enabled blockchains.

| - Incident type addressed; - Incident type checked (likely with toolsy; - Incident cause checked (likely with tools); - Incident type checked (manually).

Note that we can only be sure that an incident type has been addressed if an auditing report: (i) explicitly warns of the risk of a potential incident, or (ii)
explicitly states that the code passed the check of an incident type. We visualize the gaps using a heat map, where a darker colour indicates a greater frequency
of occurrences.
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types less frequently than the others, and therefore this unbiased underestimation should have no
signi cant impact on our analysis.

Incidents: Our dataset consists of 117 and 69 incidents on Ethereum and BSC respectively (in
total 181 incidents) over a period of four years from Apr 30, 2018 to Apr 30, 2022. These incidents
are gathered from the following three sourtg$) Rekt News{ii) Slowmist; and(iii) Cryptosec.

We exclude non-DeFi incidents, such as blockchain-based gambling and gaming applications. The
incidents of which we cannot identify the adversary are also excluded. We construct the following
features for each of the incident:

Layers Surveys/SoKs Tools Papers Audit reports | Incidents
F G F G F G F G F
Total 7 29 42 30 181
NET | 4(57%) 19% - - 12(29%) 4% - - 4(2%)
CON | 3(43%) 13%| 2(7%) 2% | 11(26%) 5% - - 0(0%)

SC | 6(86%) 31%]| 26(90%) 20%| 15(36%) 4%| 29(97%) 35%| 77(42%)
PRO | 5(71%) 13%)| 15(52%) 6% | 12(29%) 3%| 19(63%) 14%| 73(40%)
AUX | 4(57%) 10%| 2(7%) 1% | 6(14%) 2% 14(47%) 5% | 56(30%)

Table 5.2: Distributions of works under investigation according to the DeFi reference frame (cf.
Section2.4). F - the number and percentage of research items related to a systenGaytre
average ratio of incident types each research item covers. For example, 15 of the 29 tools (52%)
relate toPROLayer incidents, but each tool on average only covers 6% of the corRiR@iLayer
incident causes we identify.

* Incident Type and Cause: We manually label the type and cause of each incident (cf.
Table5.1 for incidents taxonomy). It should be noted that we may associate one incident
with multiple types or causes across multiple system layers.

» Adversaries: When we can identify an incident's adversaries, we manually classify adver-
sarial goal, knowledge, and capability based on our reference frame (cf. CBapter

» Averaged Total Monetary Loss (in USD): The most perceptible impact of harm is direct
monetary loss. We collect the total monetary loss reported by the aforementioned data
sources, where the victim can be either users, liquidity providers, speculators, or protocol
operators. When applicable, we cross-validated the loss with on-chain transaction data, and
then remove sources that report incorrectfoss

 Total Value Locked (in USD): TVL is calculated as the product of the total token balance
held by a protocol's smart contracts and token price in US8Y]. Greater TVL indicates
greater value of assets that can be potentially compromised Dedfeémcidents. We attain
the pre-attack TVL for 126 incidents using DeBarand DeFiLlama§7).

« Audit Status: For each incident, we manually search auditing histories from the following
four sources(i) a protocol's website(ii) a protocol's social media and blog post (e.g., Twit-

SCorrespondingly(i) https://rekt.news/ (i) https://hacked.slowmist.io/en/ ; and(iii) https://crypto
sec.info/defi-hacks/

4We rely on Uniswap, Sushiswap, Pancakeswap and Bakery swap as our price oracles when validating on-chain
transaction

Shttps://open.debank.com/ , accessed on September 30, 2021
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ter and Medium){iii) public git repositories; (iv) a search engine (i.e., Google). We then
label each incident according to the following ruléaudited): the victim smart contract is
audited prior to the inciden{Partially Audited): audits are performed before the incident,
but not for the speci c victim smart contract or for an older version; é\dt Audited):no
audit history is found prior to the incident.

» Emergency Pause, Disclosure and Reimbursementie crawl the following three fea-
tures in an attempt to measure a protocol's reactive deféa®id the protocol disclose
the incident within 20 day§2(b) Has the protocol reimbursed its users within 20 days?
and(c) Did the protocol execute a circuit breakédp] or emergency pause? We manually
search for auditing histories from the following three sour¢gsublic announcements on
a protocol's website(ii) a protocol's social media and blog post (e.g., Twitter and Medium);
and(iii) the protocol's main discussion forum.

Limitations: Our methodology has the following limitations:

» SoundnessBecause our data crawling process is heavily reliant on manual labor, human er-
rors may occur. To mitigate this limitation, we cross-validate our data with external sources
whenever possible. Additionally, we conduct internal data reviews through pull requests.
Each incident is reviewed by at least two paper authors before the pull request is merged.

» Completeness:- Incidents' features on othédeFi enabled blockchains can differ. To en-
sure this section's reproducibility, we only consider fully disclosed incidents that can be
found through public sources. While incomplete, thisFiincident dataset is the largest
available collection that we are aware of.

» Bias: - Our incidents dataset is gathered from three publicly sources (e.g., Rekt News,
Slowmist and Peckshield). These three sources are, to our knowledge, the most extensive
DeFiincident databases accessible. Unfortunately, none of these three sources explicitly
document their data collection process. As a result, we are unable to evaluate whether these
sources contain bias, and our dataset may therefore inherit the sampling bias from these
source$.

5.2 Analysis

5.2.1 Incident Frequency

Figure5.1 shows the monthly number of incidents in relation to the total monthly loss. We nd
that the majority of théeFiincidents occur after late 2020, with the peak in August 2021, when
nearly 600 million dollars are lost in a single month.

Despite the fact that BSC is a relatively new blockchain, it experiencé&akedincidents. We dis-
cover that 29 of the BSC incidents are exploitihBOLayer design aws. In particular, between
the 19th of May and the 3rd of June 2021, we observe recurring exploits on a group of forked

6We choose a custom time frame as an example.
"For example, our methodology only includBEV incidents disclosed in the three abovementioned sources. For
detailedBEV studies, we refer the interested reader to the rich corpus of previous WeOKEIY, 227,244,245
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protocol$. The time frame of 15 days suggests that attackers do not yet have automated tools to
scan and reproduce similar incidents.

Figure 5.2 illustrates the incident frequency per group and the involved system layer. Overall,
we nd that the frequency of all incident types increase over time froingr month in 2020

to 85 per month in the rst four months of 2022 on average/@ ). We also observe that the
most common incident cause a8 Layer (42%),PRO Layer (40%), andAUX Layer (30%)
vulnerabilities.

Figure 5.1: Monthly number dbeFiincidents and total loss (in million USD) for Ethereum and
BNB Smart Chain from Apr 30, 2018 to Apr 30, 2022, in comparison to the total value locked.
According to our data, the frequency, and monthly loss increase as the TVL increases.

5.2.2 DeFi Protocol Types

Table 5.3 groups the incidents that we collect based on their protocol/application type. We nd
that yield farming protocols and cross-chain bridges incur 44% of the total monetary loss, although
their total TVL is only 206 billion USD (302%). In contrast, DEX protocols have the biggest
TVL (27:7 billion USD, 406%), but have only incurred a loss of 450 million (12%). In addition,
we observe that the distribution of vulnerabilities varies per protocol type. For example, 86%
and 59% of the incidents related to stablecoins and lending inV@R@ Layer vulnerabilities
respectively, which is signi cantly higher than other protocol types.

5.2.3 Emergency Pause

DeFi protocols may support an emergency pause, which is analogous to circuit brdali&rs [
in conventional centralized exchanges. This section examines the speed aDshkigrotocols

8pancakeBunny suffered a performance fee minting attack on May 19, 2021, where the adversary manipulated the
on-chain oracle and siphoned $4%n pro t. Within two weeks, the copycats Autoshark, MerlinLab and PancakeHunny
were exploited in a similar fashion: the adverséjyexploited the vulnerability omintFor/mintForV2 function to
manipulate LP token prices affid) used cross-chain bridge and TC to launder money.
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Figure 5.2: Loss (in million USD) and frequency D&Fiincidents on Ethereum and BNB Smart
Chain from Apr 30, 2018 to Apr 30, 2022 grouped by incident cause. Each circle represents a
unique incident, and the size of the circle is proportional to the estimated monetary loss in USD.

initiate an emergency pause (cf. Tabld). According to our data, 87 of the 183 victims support
the emergency pause mechanism:$4%). However, only 51 of the 87 protocols (686) pause

their protocol within 48 hours, and only one protocol pauses within the rst hour of the incident.
Our statistics suggest thaeFiprotocols may not yet have just-in-time intrusion detection mecha-
nisms to identify abnormal protocol states or malicious transactions, which limits the effectiveness
of an emergency pause mechanism.

5.2.4 Effectiveness of Security Audits
In the following section, we will attempt to estimate the effectiveness of security audits.

» Additional Crawling To measure security audit effectiveness, \igCraw! all DeFi pro-
tocols via DeFiLama's AP187]. Out of the 1080 protocols listed on DeFiLama, 776 are
relevant to Ethereum and BNB Smart Chdiii). We map the DeFiLama dataset with our in-
cident dataset and nd that 56 of the 776 protocols have been exploited before Apr 30, 2022.
(iii) We construct a new audit dataset by taking snapshots and merging DeFiLlama and De-
FiYield audit database$8§] on June 20, 2022.

» Result According to our data, 23 of the 563 audited protocol§%4c) have been attacked
at least once, whereas 33 of the 213 non-audited protocol4d9% have been attacked.
Hence, our data indicates that a security audit can decrease the average probability of an
exploit by a factor of four. Due to the small sample size of only 56 matched incidents, our
result can only be considered as a rough approximation.

5.3 Incident Defense

5.3.1 Rescue and Incident Time Frame

In the following, we investigate the rescue and the incident time frame (cf. Fig8reThe rescue
time frame is the time between the adversarial contract deployrteggi§) and the execution
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Is the monetary loss related to the type of befi protocol?

Loss (inMUSD) 868 860 485 450 286 200 72 32 14 713
Pct. of Total Loss 22% 22% 13% 12% 7% 5% 2% 1% 0% 18%

Is the number of the security incidents related to the type obkklei protocol?

Num. of Incidents 50 10 22 28 7 7 7 6 3 49
Pct. of Incidents 27% 5% 12% 15% 4% 4% 4% 3% 2% 27%
TVL (in B USD) 92 114 182 277 - - 05 22 06 -

Is the vulnerability type related to the type of theFiprotocol?

SCLayerrelated 48% 60% 50% 39% 43% 0% 0% 50% 33% 43%
AUX Layerrelated 20% 30% 18% 29% 0% 43 71% 50% 33% 47%
PROLayer related 52% 10% 59% 39¢ 86% 29% 43% 17% 33% 24%
NET layerrelated 0% 0% 5% 4% 0% 14% 0% 0% 0% 2%

Table 5.3: Loss (in million USD) and frequency DBEFi incidents grouped by application type,
on Ethereum and BNB Smart Chain from Apr 30, 2018 to Apr 30, 2022. We crawl TVL for each
category from DeFiLlama on Aug 6, 2022.

Duration after the incident starts 1h 6h 12h 24h 48h
Number of protocols 1 24 11 7 8
Percentage (out of 87 protocols) 92 47% 22% 14% 16%

Table 5.4: We quantify the speed at whidkFi protocols execute their emergency pause. Out of
the 51DeFi protocols that allow an emergency pause, the fastest has initiated a pause within the
rst hour of an incident.

time of the rst malicious state transitionX;s;). While the adversarial smart contract bytecode

is already publicly available in the rescue time frame, the incident has not yet occurred. As such,
defensive tools can theoretically reverse engineer the contract bytecode and determine its strategy
using methods such as symbolic analysis, static analysis, and fuzzing, potentially mitigating or
preventing harm. To our knowledge, no such just-in-time tool exists yet, which may explain
why adversaries do not battkyepioy andtx,st into a single transaction yet (cf. Figubed). The

incident time frame, is the time that elapses between the execution of the rst and last harmful
state transition transactions. A% may prefer to keep the incident period as short as possible

to maximize the attack's success rate, which however may not always be possible due to gas
constraints, protocol design, etc.

Figure 5.4 lays out the durations of the attack and rescue time frames. We discover that 103
(56%) attacks are not executed atomically, granting a rescue time frame for defétiR@isayer
incidents have the shortest average rescue time frame duration of:1h The “Formation.Fi"
incident has the longest rescue time frame, lasting approximately 25 days.
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Figure 5.3: An adversar can deploy a smart contract with transactiggpioy and then initiate
an incident by calling the contract witk s . Alternatively, the adversary may directly initiate the
incident withtxg; in one of two waysi(i) without using a smart contract; ¢r) by batching the
contract deployment and the initiation in a single transaction.

Figure 5.4: The incident and rescue time frame per incident type. For example, we observe that 34
of the 46 PRO Layer only incidents (74%) deploy smart contract(s) prior to the incident. The
average rescue time frame fBRO Layer is 1 4:1 hours, with the longest rescue time frame

being 265 hours.
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Categor Similarity Contracts Unique Incidents
gory Threshold| Total Clusters Detectable Total Clusters Detectable

Vulnerable ~ -09% 38 7 31 5 2 3

80% 85 26 59 50 23 27

Adversarial  -00% 29 6 23 0 0 0

80% 73 23 50 31 13 18

Table 5.5: We perform bytecode similarity analysis on our incident dataset, which includes in
total 173 vulnerable and 155 adversarial contracts. We identify 7 clusters of “exact match” vul-
nerable contracts (in total 38 vulnerable contracts), where contracts within the same cluster have
a pairwise similarity score of 100%. Therefore, we infer that 3B= 31 vulnerable contracts

could be detected prior to the incident by comparing with previous known vulnerable contracts.
Similarly, we infer that 23 adversarial contracts could be detected by comparing with previous
known attacks.

5.3.2 Bytecode Similarity Analysis

In the smart contracts ecosystem, code cloning has been utilized to measure the code similarity
of deployed contractslp1], identify plagiarized dApps12§, and vulnerability detection1j0§].

In this work, we employ code cloning to quantify bytecode similarity between all explbieded
protocols and adversarial contracts studied in this work. Note that we choose to perform our
study at the deployed bytecode level as opposed to the source code level, because smart contract
developers can close-source the contract code.

Methodology: Our code cloning detection method is inspired by the works of Kiffer etl&l1][

and He et al. [2§. Speci cally, to group similar smart contracts, we rst identify and remove

the Swarm code part from the bytecodes as it is not served for execution purposes. Then, we
disassemble the bytecodes and remove the PUSH instructions' arguments. Next, siribdf,to [

we compute hypervectors of n-grams< 5) of Ethereum opcodes for each contract. In order

to compare two contracts, we compute the Jaccard similarity of their respective hypervectors.
Finally, to cluster smart contracts into groups, we require a similarity score greater than 80% that
the previous study suggesto[l] [12]].

Results: Table5.5 presents the results of the similarity analysis. We apply the above-mentioned
methodology to cluster 173 vulnerable contracts and 155 adversarial contracts in our dataset. Us-
ing a similarity score threshold of 80%, we group vulnerable and adversarial smart contracts into
26 and 23 clusters, respectively. In addition, we note that in some clusters, all contracts are associ-
ated with a single incidence. To address more intriguing questions, such as how many comparable
adversarial contracts attack different protocols (or different vulnerabilities in the same protocol),
we restrict each cluster to a single contract per incident (c.f. Tabje

We manually investigate the remaining clusters to acquire additional insights. For the vulnerable
contracts, the clusters contain contracts that are p&eéf protocols with similar functionalities

(e.g., bridges and yield farming applications). Additionally, the exploitation of identical contracts
is nearly equal (e.g., exploiting the same issue with equivalent transactions). In contrast, for
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similar vulnerable contracts, the exploits are not the same, but the incident cause is typically the
same. For example, we identify two adversaries that exploit an issue on the same function in two
smart contracts used as bridges, which fork the same smart contract. Speci cally, although the
implementation of the function is slightly different in the two contracts, both protocols introduce
a vulnerability in the exact function while forking and modifying the same contract.

The most notable outcome of our similarity analysis is the identi cation of clusters of adversarial
smart contracts that target distirigeFi protocols with similar vulnerabilities (e.g., oracle manip-
ulation). An analysis of historical blockchain data could reveal more adversarial smart contracts.
Furthermore, we could potentially identify adversarial smart contracts in real-time, given that the
time frame is long enough, by applying a more sophisticated similarity detection technique that
could work on a more ne-grained level (e.g., function-level). Combining this with other program
analysis techniques could potentially mitigate or prevent exploits (c.f. Seztboi).

Limitations: Our methodology cannot cluster similar contracts that employ different compilers
and optimization choices. In addition, if an adversary choose to obfuscate the bytecode by, for
example, injecting unused function code into the contract, our method becomes less effective.
We therefore highlight the application of more sophisticate strategies as an interesting avenue for
future work R70.

5.3.3 FaaSUsage

FaaS are servers to which a trader's transactions can be privately forwarded to miners that peer
with the FaaS. We nd that at least 18 incidents are executed through FaaS using Flashbots API
on Ethereum. The rst attack going through Flashbots happened on July 12, 2021.

* Arbitrageurs Accelerate Attacks: We manually examined each Flashbots bundle and dis-
cover that 6 of the 18 incidents appear to be accelerated by, e.g., arbitrage traders. We nd
that this is due to adversaries conducting incidents with suboptimal strategy, resulting in
extractabldBEV opportunities. Trading bots will then compete for th&&&V opportunities
by back-running incident transactions with FaaS.

» Private Adversarial Transactions: Adversaries can execute an incident using FaaS ser-
vices, without broadcasting any transactions on the public blockchain P2P network. As a
result, only entities with sequencer knowled¢@)(are able to defend against these adver-
saries (e.g., perform bytecode similarity analysis) prior to transaction con rmation.

5.3.4 Money Tracing

Adversaries require a source of funds to issue transactions to execute inciderdg.attempt to
break the linkability of their source of funds to evade potential legal rami cations. This section
proposes a money tracing methodology to analyze the pre-incident ow of funds (cf. Figiire

An incident's source of funds is usually originating from a native coin transfer, e.g., from an
address to an addresy, i.e.,X ! Y. We apply Algorithm4 to identify the funding transaction
X 1 Y for addressY. We abbreviate our notation with " Y, representingh hops transfer
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Algorithm 4: Source of Funds Tracing Algorithm

Input: Current highest blockcyrrent; Tracing addres$; Starting block for post-incident tracingyost,
# Transaction nonce equals the number of transaction; dgbrithm

OneHopPrelncidentTracing(T chrent):

bfist  Binary search between block 0 abg,rent WhereT's nonce equals 0 ibfjrst, andT's
nonce greater than 0 toy;g + 1.

brunding  Binary search between block 0 abg,st whereT's balance is greater than 0 ynding
andT's balance equals O iDfynding 1.

foreachtx2ftxg . ::::gdo

if Replay tx and nds native token transfer tatfien
| return tx

end
end

end

(i,e., X1 1g0P b Iy 1! Y). To our knowledge, the current literature has not proposed any
methodology to trace an incident's source of funds on an account-based ledger.

3UH LQFLGHQW
WUDFLQJ

Figure 5.5: Overview of the money tracing methodology. We start with the adversarial address
(A), then iteratively determine the addresses that provide the initial source of fundXyiaad
X1, analogous to depth- rst search).

Pattern \ Total h=1 h=2 h 3

Pre-incident (76 incidents in total, excludibg-non-monetary adversaries)

Centralized Exchangé A | 12849:.0%) 40(153%) 23(8:8%) 6524:9%)
Tornado.Cash' A 94(36:.0%) 67(257%) 197:3%) 8(3:1%)
Typhoon.Netwotkh A 9(3:4%) 6(2:3%) 2(0:8%) 1(0:4%)
Mining Podl " A 7(2:7%) - 1(0:4%)  6(2:3%)
Cross-chain Bridge' A | 5(1:9%)  3(L1%)  2(0:8%)  0(0:0%)
Unknown 18(6:9%)

Table 5.6: Source of funds identi ed for all 261 adversariesepresents the number of hops (i.e.
transactions) from the source of funds, e.g., In tota{283%) adversaries (950.8%) incidents)
source the funds directly from a mixer.

» Centralized Exchange:We observe that Z:3%) (on Ethereum) and Z8:0%) (on BSC)
adversaries directly withdraw from exchange walléis=(1). The identities of these at-
tackers can be revealed if the corresponding exchanges comply with Know Your Customer
(KYC) requirements. For indirect exchange withdrawdis (1), we can only determine
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thatA is linked to the withdrawer, but not whether the withdrawer is the attacker.

» Mixer: 55(21%) (on ETH) and 124:6%) (on BSC) adversaries receive their initial funds
directly from a mixer f = 1). Note that we classify a mixer as the source of funds only if a
so-called relayer executes the withdrawal transaction (i.e., a third-party paying the transac-
tion fees in the native blockchain coin); otherwise, we assume that the withdrawal fee payer
is linked to the withdrawer and continue tracing the money ow. Relayers help to break ad-
dress linkability, by paying the transaction fees (gas fee) of mixer withdrawal transactions
in exchange for a commission on the withdrawal value.

» Cross-chain Bridge: Four attackers directly withdraw their source of funds from a blockchain
bridge = 1).

Linked Incidents We discover that the adversarial address in 13 incidents can be linked to another
incident's adversary within three hops (cf. Tabl& in the appendix).

Limitations We utilize Ether- and Bscscaro identify the addresses of centralized exchanges
and cross-chain bridges. Our dataset therefore inherits potential data completeness issues from
Ether- and Bscscan.

Table 5.7 shows the linked adversaries based on source of fund tracing. We have identi ed six
clusters, where the adversaries in ve of the clusters are linked with three hops.

SuspectsA ) Pattern Incident Date
A% A WildCredit  May 27, 2021
A'? A DeFiSaver  Oct08, 2020
0x8641dF2D7C730ABA24dbB669BICIOFTATADI4COD 1 o pOpO  Mar 08, 2021
Al ? A VisorFinance  Nov 26, 2021
At A MakerDAO  Mar 12, 2020
| 3 .
0x5b1839B202b67Db64e402a1501cf4f52f5eff03c A BuccaneerFi - Mar 27, 2020
A A InnityToken  Jan 26, 2022
| 2 .
OXC1A065a2d29995602735¢82d228B63Df1732030E " , A~ SedaFinance  Sep 20, 2020
Al 7 A BuccaneerFi Aug 24, 2020
2
|
OxE4b3dD9839ed1780351Dc5412925¢f05F07A1938 " | A bzx Sep 13, 2020
Al 7 A ForceDAO Apr 04, 2021
2
|
OX6DE5A267BO4ESf24CdC1824fd38d63c436beo1al " |  PancakeHunny Jun 03,2021
Al = A BoggedFinance May 22,2021
8
|
0x22B84d5FFeABDBO1C0422AFe752377A64Aa738c2 , /*  MakerDAO - Mar 12,2020
Al 7 A BadgerDAO Nov 21, 2021

Table 5.7: Linked adversaries based on pre-incident trace.

https://etherscan.io/labelcloud andhttps://bscscan.com/labelcloud
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5.4 Related Work

Table5.1 provides a comprehensive taxonomy of DeFi incidents, categorizing them by their root
causes and mapping relevant academic papers and audit reports to each incident type. The table
offers a visual representation of the gaps in existing research and security tools, with darker col-
ors indicating a higher frequency of occurrences. Interested readers can refer to this table for an
overview of the current state of DeFi security and the relevant works addressing speci ¢ vulnera-
bilities.

5.4.1 Cyber Risks and DeFi Security

The research literature on cyber risks spans over 30 years, with various studies outlining algo-
rithms for generating attack graphs and analyzing network security me2fi@2f1], proposing
mathematical models for quantifying risk, vulnerability, threat, attack, consequence, and reliabil-
ity [150, and adopting Bayesian Networks to capture relationships between nancial loss, cyber
risk, and resilience3d9]. Woods et al. 250 provide a comprehensive SoK that categorizes previ-
ous cyber risk studies. In contrast, DeFi is a relatively recent area with fewer works.

Several recent DeFi-related survey and SoK papers have been published, each with their own fo-
cus and limitations. Praitheeshan et 4B]] identify software security issues and Ethereum smart
contract vulnerabilities, primarily focusing on the smart contract layer. Homoliak elL3l] [
present a stacked security model with four layers, systemizing vulnerabilities, threats, and coun-
termeasures for each layer, but do not cover smart contract layer vulnerabilities. Saad@& al. [
categorize attack vectors based on vulnerability origins and analyze involved entities, but their
examinations of protocol layer and third-party vulnerabilities are limited. Chen é&4hlpfovide

a comprehensive systematization of vulnerabilities, attacks, and defenses on four blockchain lay-
ers, but do not discuss vulnerabilities related to DeFi composability. Werner 2@l gresent a
systematization of DeFi protocols and vulnerabilities with respect to technical and economic secu-
rity, but lack in-depth analysis of consensus and network layer vulnerabilities and do not provide
generic measures to quantify the harm of DeFi incidents. Atzei etHlahd Samreen et al2Dg
investigate security vulnerabilities on Ethereum and provide taxonomies, but focus exclusively on
the smart contract layer. Wan et &30 conduct interviews and surveys to investigate practition-

ers' perceptions and practices on smart contract security, but do not reveal effort allocation across
system layers.

5.5 Code Cloning, Blockchain Money Tracing, and Account Linking

Code clone detection has been extensively explored for both source 2@fehd binary pro-
grams [L25, with various techniques such as token-bagis} free-based45], graph-basedi56,
text-based90], and deep learning-base24g methods. Applications include bug detection, mal-
ware detection, patch analysis, plagiarism detection, and code simild2#&y1[87, 203 204. In

the context of smart contracts, code cloning has been utilized primarily for computing duplica-
tion [70,108 128 151,157,171, 271] and vulnerability searchl08 171]. This work applies code
cloning detection to compare vulnerable and adversarial smart contracts.
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Regarding blockchain money tracing and account linking, previous studies have evaluated privacy
provisions in Bitcoin £0], applied heuristic clustering to group Bitcoin walleis’f], developed
heuristics for tracing transactions across blockchak][ and proposed heuristics to cluster
Ethereum addresse2dq. Su et al. R21] analyze adversarial footprints and operational intents on
Ethereum, which is closely related to this study. Here, we examine adversarial money ow before
attacks to determine the source of funds.

5.5.1 Intrusion Prevention and Detection

Intrusion detection and prevention are crucial in DeFi security research. Hassat2adrpvide
an extensive survey of anomaly detection for blockchains, but to our knowledge, no other work
proposes a generic tool for capturing any type of EVM anomaly.

Reward-based approaches like APB4], Naive Imitation [L97], and DeFiPoserZ65 aim to
extract nancial revenue, implicitly capturing vulnerabilities. However, they focus on pro table
patterns and may not distinguish attacks or anomalies.

Pattern-based techniques, including dynamic analy$i§ P51, 263, fuzzing [99,119,127,185
240,253, symbolic execution38,51,127,173 182 184,186,216,228 229 234,243, and static
analysis $7,75,97,113 118 201, 211,226,231, 243, aim to match or classify prede ned vulner-
ability patterns using rules or machine learning methods. While effective, they are limited by the
prede ned rules or patterns and may not be real-time capable.

Formal veri cation 42,107,120,127] proves that smart contracts meet speci ¢ security properties
but is limited by the de ned properties and is not real-time capable.

5.6 Chapter Conclusion

This chapter has presented a comprehensive analysis dfethiesecurity landscape, examining
incidents, defenses, and the current state of academic research and industry practices. Our anal-
ysis reveals several critical ndinggi) DeFisecurity incidents have increased signi cantly, with
monthly incidents rising from:3 in 2020 to 85 in early 2022{ii) security audits reduce exploit
probability by approximately four times; ar{di) 56% of attacks are not executed atomically,
providing potential opportunities for defensive interventions.

Looking forward, we identify two crucial directions for future research. First, the development of
real-time defense mechanisms, such as just-in-time intrusion detection systems that can act within
the critical rescue time frame, and generalized front-running techniques designed for white-hat
interventions 193. Second, there is a pressing need for advanced tools to uncover protocol-layer
vulnerabilities. One potential solution is the design and deployment of fuzzers tailoeFio
systems. These approaches will be instrumental in proactively identifying and addressing security
aws to strengthen the resilience bieFiprotocols.
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Chapter 6

Conclusion

Since 2019 DeFi has emerged as a technology that leverages distributed systems, particularly
blockchains, to facilitate nancial transactions without centralized intermediaries. \Wiaifa

offers the potential for increased transparency, accessibility, and innovation in nancial services, it
also introduces novel security challenges that must be addressed to ensure the safety and integrity
of these systems.

Our contributions, conducted primarily from 2019 through 2023, were among the earliest sys-
tematic explorations of emergirigeFi security risks through investigating real-world incidents,
academic research, and state-of-the-art tools. Speci cally, we identify new security challenges
arising from three fundamental features@&Fi (i) transparency(ii) composability; andiii)
predictable execution outcome (due to deterministic code).

In Chaptel3, we leverage system transparency and predictable execution to provide the rst formal
analysis of sandwich attacks. Our analysis demonstrates their effectiveness on redbekirld
protocols while highlighting the need for countermeasures to protect users from predatory trading
practices.

In Chapte#, building on protocol composability, we develop toolsHB)POSER ARB and DEFIPOSER
SMT) for automatically composinDeFi protocols to generate pro table trading strategies, illus-
trating both the potential for automated revenue generation and raising concerns about impacts on
blockchain consensus.

Through a systematic review of 18kFiincidents in Chaptes, we identify promising approaches

for threat identi cation and neutralization, including methods for tracing attack funds and exploit-
ing “rescue time frames” to protect vulnerable protocols. Our analysis further reveals signi cant
open challenges, particularly the absence of robust detection mechanisms and the inherent dif -
culty of developing protocol-level defenses, problems fundamentally rooted in the combinatorial
complexity ofDeFi composability.

The DeFi landscape has evolved signi cantly since this research began. Ethereum'’s transition
to PoSand the introduction oPBS has transformedlEV extraction strategies, while the rise
of dark pools and private transactions now accounts for nearly half of all network activity. New
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DEX designs have emerged with innovative mechanisms like batch auctions to mitigate sandwich
attacks, and th®IEV market has become highly professionalized with sophisticated infrastructure
and specialized searchers.

Protocol composability has similarly advanced, with the growth of cross-chain bridges and Layer
2 solutions adding new interaction vectors. The emergené&\gf and other token standard has
expandedDeFis scope beyond traditional ERC20/ERC721 assets. The proliferation of attacks
across different blockchain platforms represents another signi cant evolution in the DeFi security
landscape. Many of the attack patterns we initially identi ed on Ethereum have since propagated
to other chains like BNB Smart Chain, with attackers often exploiting the same vulnerabilities
across multiple platforms. The rise of cross-chain bridges has not only introduced new attack
vectors but also enabled adversaries to quickly move exploited funds across different blockchains.
Moreover, we've observed that successful exploits often lead to copycat attacks, with the same
vulnerability being exploited across multiple forked protocols within days or weeks of the initial
incident.

While DeFi has matured considerably since our initial research, the fundamental properties of
system transparency, protocol composability, and deterministic execution remain intrinsic to the
technology. These properties present a double-edged sword - while they enable novel attack vec-
tors, they also make possible innovative defense mechanisms. For instance, the same transparency
that enables sandwich attacks also allows for generalized front-running technigues that could be
used for protective interventions. Similarly, while protocol composability increases the attack sur-
face, it also enables the development of more sophisticated security monitoring and automated
response systems.

Promising future research directions include developing novel security tools that leverage these
fundamentaDeFi properties rather than working against them. Potential areas that worth inves-
tigation include quantifying consensus layer securitfPoSsystems withtMEV considerations,
developing just-in-time intrusion detection systems that can act within the critical rescue time
frame, and creating more advanced generalized front-running techniques designed for white-hat
interventions. Our work demonstrates that addressing these challenges requires ongoing innova-
tion in security measures and highlights the critical importance of continued research collaboration
between academia and industry to enddiegis sustainable growth and long-term viability.

In conclusion, this thesis contributes to the growing body of knowledgeedti security by pro-

viding a comprehensive analysis of real-world incidents, developing novel tools for automated
revenue generation, and identifying critical gaps in current defense mechanisms. Our ndings un-
derscore the importance of continued research and collaboration between academia and industry
to address the unique security challenges posed by the transparent, composable, and deterministic
nature ofDeFisystems. As th®eFiecosystem continues to grow and evolve, it is imperative that

we remain vigilant and proactive in our efforts to secure these innovative nancial technologies
and protect the interests of their users.
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