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Abstract

Since 2019,Decentralized Finance(DeFi) has emerged as a technology leveraging blockchain

systems to facilitate �nancial transactions without centralized intermediaries. WhileDeFi offers

increased transparency, accessibility, and innovation in �nancial services, it also introduces novel

security challenges that must be addressed to ensure the safety and integrity of these systems.

Our contributions from 2019 through 2023 were among the earliest systematic explorations of

emergingDeFi security risks through real-world incident investigation and development of ana-

lytical tools. We identify new security challenges arising from three fundamentalDeFi features:

(i) transparency;(ii) composability; and(iii) predictable execution outcome.

This thesis begins with a formal analysis of sandwich attacks, leveraging system transparency

and predictable execution to demonstrate their effectiveness on real-worldDeFi protocols while

highlighting the need for countermeasures. We develop tools for automatically composingDeFi

protocols to generate pro�table trading strategies, illustrating both the potential for automated

revenue generation and raising concerns about impacts on blockchain consensus. Through sys-

tematic review ofDeFi incidents, we identify promising approaches for threat identi�cation and

neutralization, including methods for tracing attack funds and exploiting “rescue time frames”

to protect vulnerable protocols. Our analysis reveals signi�cant open challenges, particularly the

absence of robust detection mechanisms and the inherent dif�culty of developing protocol-level

defenses—problems rooted in the combinatorial complexity ofDeFi composability.

These �ndings have in�uencedDeFi security practices and continue shaping the �eld's develop-

ment. WhileDeFi has matured considerably since our initial research, the fundamental security

challenges stemming from system transparency, protocol composability, and deterministic execu-

tion remain intrinsic to the technology. Our work demonstrates that addressing these challenges

requires ongoing innovation in security measures and highlights the importance of continued re-

search collaboration between academia and industry to ensureDeFi's sustainable growth.
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Chapter 1

Introduction

Since 2019,DeFi has emerged as a technology that leverages distributed systems, particularly

blockchains, to facilitate �nancial activities without centralized intermediaries.DeFi has not only

enhances transaction transparency but also broadens access to �nancial services, promoting a more

inclusive �nancial ecosystem. However, the rapid proliferation ofDeFi introduces new security

challenges that necessitate rigorous scrutiny and innovative solutions.

At the core ofDeFi's appeal is the promise of transparency. Blockchain technology, with its

immutable and public ledger, ensures that all transactions are transparent and traceable. This

transparency, while a boon for security in many respects, paradoxically introduces vulnerabili-

ties. Malicious actors can exploit the visible data �ow on the blockchain to engage in predatory

practices such as front-running and sandwich attacks, leading to exploitation and �nancial loss.

A fundamental characteristic ofDeFi is composability, often described as “money legos.”DeFi

protocols are designed to be interoperable, allowing multiple applications to integrate and inter-

act seamlessly. While this promotes innovation, it also complicates the security landscape, as

vulnerabilities in one protocol can create cascading effects throughout the system.

The deterministic nature of code execution represents a third critical property ofDeFi systems.

When a transaction is executed, its outcome is entirely predictable given the same inputs and state.

This determinism enables adversaries to precisely calculate attack outcomes before execution,

creating a powerful attack surface when combined with transparency and composability.

In this thesis, we explore these challenges and propose techniques for detecting and mitigating

security threats inDeFi. This thesis makes the following contributions:

• We provide a formal analysis of sandwich attacks and demonstrate their effectiveness on

real-world protocols.

• We develop new tools for automatically composingDeFi protocols to generate pro�table

trades and explore their implications on blockchain consensus.

• We systematize a large dataset of real-worldDeFi incidents to identify gaps in current secu-

rity practices and propose new defense mechanisms
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1.1 Thesis Organization

This thesis is organized into the following chapters:

• Chapter2 provides a background onDeFiand its key properties that enable composability.

• Chapter3 formalizes sandwich attacks and evaluates their effectiveness on real-worldDeFi

protocols.

• Chapter4 exploresDeFi protocol composability through two tools that automatically gen-

erate pro�table trading strategies and examines their implications for blockchain consensus.

• Chapter5 systematizes 181DeFi incidents over four years, identifying gaps between adver-

sarial practices and academic/industry defenses.

• Chapter6 re�ects on the security implications ofDeFi's core properties and highlights re-

maining challenges.

1.2 Publication Note and Acknowledgements

This thesis incorporates work from three peer-reviewed publications:1

• Chapters2 and5 are adapted from “SoK: Decentralized Finance (DeFi) Attacks” (IEEE

S&P 2023), co-authored with Xihan Xiong, Jens Ernstberger, Stefanos Chaliasos, Zhipeng

Wang, Ye Wang, Kaihua Qin, Roger Wattenhofer, Dawn Song, and Arthur Gervais. The

data collection presented in these chapters involved collaborative efforts from all authors.

The bytecode similarity analysis was joint work with Stefanos Chaliasos.

• Chapter3 is adapted from “High-Frequency Trading on Decentralized On-Chain Exchanges”

(IEEE S&P 2021), co-authored with Kaihua Qin, Christof Ferreira Torres, Duc V Le, and

Arthur Gervais.

• Chapter4 is adapted from “On the Just-In-Time Discovery of Pro�t-Generating Transac-

tions in DeFi Protocols” (IEEE S&P 2021), co-authored with Kaihua Qin, Antoine Cully,

Benjamin Livshits, and Arthur Gervais.

1Portions of this thesis are © 2021-2023 IEEE. Reprinted, with permission, from the respective publications as
indicated in the bibliography. In reference to IEEE copyrighted material which is used with permission in this thesis,
the IEEE does not endorse any of Imperial College London's products or services. Internal or personal use of this
material is permitted. If interested in reprinting/republishing IEEE copyrighted material for advertising or promotional
purposes or for creating new collective works for resale or redistribution, please go tohttp://www.ieee.org/publi
cations_standards/publications/rights/rights_link.html to learn how to obtain a License from RightsLink.
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Chapter 2

Background

2.1 What is Finance?

Finance encompasses the creation, management, and investment of money [89]. At its core, a

�nancial system connects borrowers who need investment capital with depositors who have idle

funds. These systems are fundamental to economic ef�ciency, optimizing the money supply and

its utilization. In their absence, entities would need to self-�nance and rely on primitive barter ex-

changes, severely limiting economic activity. Modern �nancial systems provide regulated, secure,

and ef�cient services through three key components: institutions, instruments, and markets [237].

• Financial Institutions are intermediaries that provide services such as banking, securities

trading, insurance, and fund management. These include traditional entities like banks,

securities �rms, and insurance companies, as well as auxiliary service providers.

• Financial Instruments represent monetary assets or claims that carry economic value. This

can take the form of traditional legally binding contracts in traditional �nance, or pro-

grammable smart contracts in decentralized �nance that are enforced by code rather than

legal frameworks.

• Financial Markets are venues where �nancial instruments are traded. In traditional �nance,

these are physical or electronic marketplaces. InDeFi, markets are smart contracts that

execute trades automatically according to predetermined mathematical formulas or code,

such as the constant product formula in automated market makers.

2.2 Blockchains andDeFi

Bitcoin is the �rst widely adopted permissionless system that allows users to send and receive

�nancial value without the use of a third-party intermediary [183]. While Bitcoin also introduced

the concept of smart contracts, more developer-friendly smart contract primitives [249] empow-

ered the wide adoption ofDeFi. DeFicurrently provides a wide range of �nancial services such as

exchanges [256], lending/borrowing [130,131,195,258], stablecoins [154], pegged tokens, price

oracles [175,220], mixing services [246], �ash loans [199], yield farming [254], portfolio manage-

ment, insurance [76], governance [257], etc. Flash loansallow traders to instantaneously request
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access to cryptocurrencies worth billions of USD. This is achieved through the creative use of the

blockchain's transaction atomicity property, whereby a loan is not granted if the loan is not paid

back with the due interest. Such convenient and programmable access to substantial capital has

lowered the barrier to entry for practicalDeFi traders and broadened the threat surface [199]. Be-

cause permissionless blockchains such as Bitcoin and Ethereum are known to offer pseudonymity

rather than anonymity, alternative privacy-preserving blockchains have emerged. These alterna-

tive blockchains break the linkability of addresses by shuf�ing assets through an anonymity set.

Notable solutions include ZCash, which is based on zero-knowledge proofs [138], and Monero,

which is based on ring signatures and con�dential transactions [136, 222]. Additionally, mixers

operating as applications on existing blockchains have emerged, such as Tornado Cash [246], Ty-

phoon Network, and AMR [164]. An extended background onDeFi, as well as a comparison to

Centralized Finance(CeFi), is provided by related work [196].

2.3 DeFi Properties

We outline the most prevalentDeFi properties:

1. Public Veri�ability: While DeFi application code may not always be open source, its ex-

ecution trace and bytecode must be publicly veri�able on a blockchain to classify as non-

custodial. This transparency, contrary toCeFi, allows any user to inspect state transitions

and verify their orderly execution, thus providing an unprecedented ability to convey trust

in the emergingDeFi system.

2. Atomicity: Blockchain transactions support sequential actions that can combine multiple

�nancial operations in anatomicmanner, meaning either all actions are executed together,

or none are. This programmable atomicity is mostly absent fromCeFi, where, although

possible, it would likely be costly and slow to enforce through legal agreements.

3. Execution Order Malleability: Users on permissionless blockchains publicly share their

transactions through apeer-to-peer(P2P) network, leading to transaction fee bidding con-

tests that can affect the order of transaction execution. This malleability has been exploited

in various market manipulation strategies [80,199].

4. Anonymous Development and Deployment:DeFi services can be developed and de-

ployed by anonymous teams, a practice that supports a higher degree of privacy and de-

centralization. Once deployed, the operations ofDeFi smart contracts are carried out by

miners, with the front-end often hosted on distributed services like IPFS.

5. Composability: DeFi applications are inherently modular, allowing them to interoperate

seamlessly. This composability means that applications can easily integrate or build upon

each other's services, creating complex �nancial operations and services.

These properties de�ne the operational and structural aspects ofDeFi, distinguishing it fromCeFi

systems and highlighting both its potential and its challenges.
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2.4 DeFi System Model Taxonomy

In the following, we present a �ve-layer system model which is applicable to allDeFi incidents.

�%�O�R�F�N�F�K�D�L�Q����
�&�R�Q�V�H�Q�V�X�V����
�/�D�\�H�U�����&�2�1��

�6�P�D�U�W����
�&�R�Q�W�U�D�F�W��
�/�D�\�H�U�����6�&��

�'�H�)�L����
�3�U�R�W�R�F�R�O��
�/�D�\�H�U�����3�U�R��

�1�H�W�Z�R�U�N��
�/�D�\�H�U�����1�(�7��

�$�X�[�L�O�L�D�U�\
�6�H�U�Y�L�F�H�V�����$�8�;��

�&�R�P�P�X�Q�L�F�D�W�L�R�Q���3�U�R�W�R�F�R�O��
�
�7�&�3���
�,�3���
�'�1�6���
�%�*�3

�1�H�W�Z�R�U�N���3�U�R�W�R�F�R�O�V
�
�3���3���R�Y�H�U�O�D�\���
�3�H�H�U���G�L�V�F�R�Y�H�U�\���
�7�L�P�H�R�X�W���
�'�D�W�D���S�U�R�S�D�J�D�W�L�R�Q

�&�R�Q�V�H�Q�V�X�V���3�U�R�W�R�F�R�O��
�
�3�U�R�R�I���R�I���:�R�U�N���
�3�U�R�R�I���R�I���6�W�D�N�H

�,�Q�F�H�Q�W�L�Y�H���3�U�R�W�R�F�R�O
�
�%�O�R�F�N���U�H�Z�D�U�G���
�0�(�9���U�H�Z�D�U�G���
�7�;���I�H�H

�9�L�U�W�X�D�O���(�[�H�F�X�W�L�R�Q���(�Q�Y�L�U�R�Q�P�H�Q�W��
�
�6�W�D�W�H���P�D�F�K�L�Q�H���
�6�W�D�W�H���W�U�D�Q�V�L�W�L�R�Q

�'�D�W�D���6�W�U�X�F�W�X�U�H��
�
�%�O�R�F�N���
�7�U�D�Q�V�D�F�W�L�R�Q���
�&�R�Q�W�U�D�F�W�V

�$�V�V�H�W�V�������7�R�N�H�Q�V��
�
�1�D�W�L�Y�H���
�)�X�Q�J�L�E�O�H���
�1�R�Q���)�X�Q�J�L�E�O�H

�$�W�R�P�L�F���&�R�P�S�R�V�D�E�O�H���6�H�U�Y�L�F�H�V��
�
�(�[�F�K�D�Q�J�H���
�/�R�D�Q���
�6�W�D�E�O�H�F�R�L�Q���
�0�L�[�H�U

�:�D�O�O�H�W��

�2�I�I���F�K�D�L�Q��
�2�U�D�F�O�H

�8�,

�2�S�H�U�D�W�R�U�V

Figure 2.1: Five-layer system model ofDeFi. DeFi is built on smart contract enabled blockchains,
where auxiliary services help to ensure the overall ef�ciency, stability, and usability of the ecosys-
tem. The network layer enables data transmission between and among system layers.

As Figure2.1 shows, our system model consists of �ve layers. The network layer enables data

transmission between and among system layers. The blockchain consensus and smart contract

layers enable �nancial services such as cryptocurrency trades to be performed without the use of

trusted intermediaries. The protocol layer is a collection ofDeFi protocols that are deployed and

built on the smart contract layer. Note that on a permissionless blockchain, anyDeFi user can

create or deploy �nancial service protocols. Furthermore,DeFi protocols may rely on auxiliary

services to increase the entire �nancial ecosystem's ef�ciency, stability, and usability. We proceed

to introduce the key components in each layer:

2.4.1 Network (NET) Layer

• Network Communication Infrastructure: A communication protocol is a set of rules that

allows two or more nodes in a system to communicate over a physical medium [53]. Users

must rely on communication protocols such as TCP/IP, DNS, and BGP to interact with

DeFi, whether directly through their own blockchain nodes or indirectly through third-party

auxiliary services.

• Blockchain and P2P Network: Blockchain network protocols instruct nodes on how to

join, exit, and discover other nodes in theP2Pnetwork. A blockchain node may become

unresponsive at any point in time, and related works observed frequent node churn [153].

Blockchain networks typically instruct each node to connect with many peers while also

con�guring a timeout to disconnect from non-responsive peers to ensure the network's con-

nectivity.

• Front-running as a Service(FaaS): Independent of the public blockchain P2P network,

emerging centralized transaction propagation services offer an alternative option for traders
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to communicate to miners (e.g., Flashbots1, Eden network2, Bloxroute3, and Ethermine4).

FaaS services allowDeFi traders to submit a bundle that consists of one or more transac-

tions directly to FaaS miners without a broadcast on the P2P network. FaaS services may in

addition provide bundle-level atomic state transition5, where the entire bundle is either exe-

cuted successfully in the exact order that the transactions are provided, or fails collectively.

Furthermore, FaaS traders are required to place a single sealed bid for the priority inclusion

of the entire bundle, without observing the bid from otherDeFi traders (i.e., sealed-bid auc-

tion). FaaS miners prioritize transaction bundles with the highest average bid at the top of

the next mined block.

2.4.2 Consensus(CON) Layer

• Consensus Mechanism:A consensus mechanism is a fault-tolerant mechanism in blockchain

systems, which assist blockchain nodes to achieve the required agreement on a single data

value or network state. The blockchain consensus mechanism typically consists of the fol-

lowing components:

– A Sybil attack-resistant leader election protocol, such asProof of Work(PoW) for

Ethereum Classic orProof of Stake(PoS) for Ethereum;

– A consensus protocolto synchronize the latest chain state (e.g., the longest chain with

most dif�culty); and

– A CON incentive mechanism, which aims to encourage benign consensus activity.

The block rewardfor instance, compensates every successful block appended to the

main chain.Transaction feesare paid by transaction issuers to sequencers for inclusion

in speci�c blocks and positions, and, lastlyBlockchain Extractable Value(BEV) and

Miner Extractable Value(MEV), is potential extractable revenue left untouched [80,

133,197,244,245,265]. Transaction fees are typically enforced to be paid in the native

blockchain coin.

• Nodes and Their Operation Protocol: A blockchain node may be responsible for one or

several tasks:(i) transaction sequencing, specifying the order of transactions within a block;

(ii) block generation;(iii) data veri�cation; and(iv) data propagation. The two common

types are:

– Sequencer nodes, also known as miners in PoW blockchains, or validators in PoS

blockchains, capture all four of the above responsibilities. Sequencers can insert, omit

and reorder transactions in blocks they generate within the scope allowed by the pro-

tocol;

– Ordinary nodes only perform blockchain data propagation and may perform data

veri�cation.

1Flashbots:https://blocks.flashbots.net/
2Eden network:https://www.edennetwork.io/
3Bloxroute:https://bloxroute.com/
4Ethermine private RPC:https://ethermine.org/private-rpc
5This is different from transaction-level state transition in smart contract layer
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2.4.3 Smart Contract (SC) Layer

Despite the existence of different data storage structures (e.g., directed acyclic graph [242], shard-

ing [81, 155, 174, 262], etc.), SoTA smart contract enabled blockchains order their transactions

as a linear sequence in order to achieve deterministic state transition [134]. In the following, we

denote non-genericSCcomponents with the asterisk mark (* ). The remainingSCcomponents are

applicable to anyDeFi systems.

• Transactions: A user speci�es �nancial operations within a transaction to request blockchain

state transitions. SC layer typically supports transaction-levelatomic state transition, where

all �nancial operations within the same transaction either execute in their entirety, or fail

collectively.

• State: DeFi system stateSspeci�es: (i) the cryptocurrency asset balances of users,(ii) the

blockchain information, such as timestamps, coinbase addresses, block numbers, block gas

limits (maximum computation unit per block), as well as(iii) theDeFiapplication state.

• State Transition: T (s 2 S;tx 2 TX) ! S is the state transition function returning a new

state after executingtx, whereTX denotes the set of all validDeFi transactions.

• Smart Contract: A smart contract is code that is translated into one or several state transi-

tion functions, which can then be triggered by a transaction. Smart contracts can also trigger

the functions of other contracts. Upon deployment, a constructor function may initialize the

contracts' state.

• Block State Transition*: Both Ethereum and BNB smart chain record transactions with an

ordered list of blocks. We denoteB as the set of blocks, and usebi 2 B to denote a block at

heighti. Each blockbi may include a list ofn transactions, denoted byf tx0
bi

; : : : ;txn
bi

g, n � 0.

A block stateS (bi+ 1) stems from the sequential execution of all transactions in blockbi+ 1

onS (bi) (cf. Equation2.1).

S (bi+ 1) = T (: : :T (T (S (bi);tx0
bi+ 1

);tx1
bi+ 1

) : : :) (2.1)

• SC and Layer 2 Blockchain (L2) Incentive Mechanism*:DeFi protocols can operate on

so-called L2 systems, such as side-chains6, commit-chains [149] or its inspired successor

optimistic-rollups [145], and zk-rollups7. Because L2 systems are created on top of Layer

1 blockchains (also known as L1, e.g, Ethereum and BNB Smart Chain), L2 systems often

implement their consensus incentive mechanisms on L1 blockchains' SC layer to encourage

benign activities [123].

2.4.4 DeFi Protocol Design(PRO) Layer

• Cryptocurrency Protocols: DeFi supports a variety of asset standards, which de�ne a

common set of rules and interfaces for the transfer and approval of cryptocurrency assets

(e.g., ERC-20 [238]). DeFi protocols may, however, deviate from the common standard

by proposing a newer variant with domain-speci�c features. The Ampleforth protocol is

an example of a custom asset standard, which dynamically adjusts its total token supply

6For example, Polygon network (https://polygon.technology/ )
7For example, zkSync (https://zksync.io/ )
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to maintain a stable price (i.e., stablecoins) [160]. Newer standards may remain backward

compatible, while extending the feature set (e.g., ERC-777 enables the injection of state

transitions, i.e., hooks, during transfer calls [78]). Note that backward-compatible standards

may however violate the security assumptions of existing protocols, thus empowering novel

attack vectors.

• Financial Protocols: While DeFi protocols may appear inspired by traditional �nancial

services, the blockchains' unique features (e.g., transparency, atomicity, and discrete batch

transaction execution) enable novel designs. For instance, unlike CeFi,DeFi platforms

are notably intertwined through atomic composability. For instance, leveraged liquidity

mining protocols such as Harvest Finance [102] integrate automated market makers (i.e.,

Uniswap [36]) and lending platforms (i.e., Compound [100]).

• Protocol Layer Incentive Mechanism:DeFiprotocols may introducePROincentive mech-

anisms to encourage desired user behavior. One example is the airdrop of governance tokens

in exchange for providing liquidity in decentralized exchanges [129,132] (e.g., Sushiswap8

and Curve9.).

2.4.5 Auxiliary Service (AUX) Layer

AUX refer to any entity that is required or which facilitatesDeFi's ef�ciency, but does not belong

to any of the four above-mentioned system layers (i.e.,NET, CON, SC, andPRO). For example, an

operationally activeDeFi protocol implementation may consist of:(i) front-end code;(ii) project

developers realizing the protocol designs;(iii) “operators” with administrative powers, such as the

privilege to deploy the code, upgrade the protocol, freeze or cease the activity of the operative

DeFi protocol;(iv) off-chain oracle services which sync price data from centralized exchanges to

on-chain smart contracts, etc.

2.5 DeFi Threat Model Taxonomy

In the following we provide a holistic view of the adversarial utilities, goals, knowledge and capa-

bilities, to engender a common reference threat model taxonomy.

2.5.1 What is aDeFi Incident

An incident refers to a series of actions that result in an unexpected �nancial loss to one or more

of the following entities: (i) users; (ii) liquidity providers; (iii) speculators; or (iv) operators. We

classify incidents into the following two types:

• Attacks: An adversary,A, may exploit vulnerabilities, in an attempt to disable, delay, or

alter aDeFiprotocol's expected state transition. Despite the fact that vulnerabilities exist on

all �ve system layers,DeFi vulnerabilities are most commonly found in the following three

layers:

8Sushiswap staking:https://app.sushi.com/stake
9Curve staking:https://resources.curve.fi/crv-token/staking-your-crv
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1. SCLayer Vulnerabilitiesresult from coding mistakes, such as arithmetic error, casting

error, inconsistent access control, function reentrancy, etc;

2. PROLayer Vulnerabilitiesmay resemble �nancial market manipulation instead of tra-

ditional system vulnerabilities (i.e., protocol design �aws, such as unsafe external pro-

tocol dependency or interactions). Yet, the practitioners' community as well as related

works [199] classify market manipulations as attacks, which necessarily require a vul-

nerable system or system state; and

3. AUX Layer Vulnerabilities, which includes both operational vulnerability (e.g., off-

chain oracle manipulation, compromised private key, etc.) and “information asymme-

try” attacks (e.g., backdoor, honeypot, phishing, etc.). Generally speaking, we observe

that users may not always (or may not be able to) inspect and understand aDeFi pro-

tocol smart contract before providing �nancial assets, let alone evaluating its security

and risks [5, 210]. As such, a user's understanding of a contract operation may be

mostly based on marketing communications, rather than the factual contract source

code, leading the user to unforeseen or unexpected circumstances.

• Accidents: Any incident that does not explicitly involve proactive adversaries is classi�ed

as aDeFiaccident. For example, a user's fund may become permanently locked in a contract

due to unintentional coding mistakes.

2.5.2 Adversarial Utility and Goal

Throughout this work, we assume thatA is a rational agent aiming to maximize its utility. We

categorize utility into the following two categories:

• U1-Monetary: The most common utility we �nd is of monetary nature. We de�ne the

monetary utility function as the total increase in market value ofA's cryptocurrency asset

portfolio, whichA aims to maximize.

• U2-Non-monetary: A may instead maximize non-monetary utilities, such as sense of ac-

complishment, or reputation.DeFi white hat hackers (also known as ethical hackers) are

an example of a non-monetary adversary, as they attack in an attempt to minimize the loss

from DeFi incidents.

2.5.3 Adversarial Knowledge

Raw on-chain data

Raw P2P network data

Public side channel

Public data analysis

Private mempool

Sequencing rules

Next block early access

Oracle update early access

External price early access

Wallet passphrase access

Other miscellaneousK3

Knowledge

4 4 4 4 8 8 8 8 8 8 Public (K1)
4 4 4 4 4 4 4 8 8 8 8 Sequencer (K2)
4 4 4 4 8 8 8 Insider (K3)

Table 2.1: Categorization of adversarial knowledge levels.
“4 ” has access, “8 ” cannot access, “” may have access.

20



Table2.1differentiates between the following three types of adversarial knowledge.

• K1-Public: A can access public information, including:(i) Raw on-chain data such as

blocks, uncle blocks, transactions, accounts, balances, and deployed smart contract byte-

code;(ii) Raw network data, such as P2P network transactions, pending blocks, discarded

stale blocks, blockchain node IP addresses, port numbers, client version strings, etc;(iii)

Public side channel, such as, open-source smart contract code, social media/chat messages;

(iv) Public data analysis, such as inferred network topology, estimated sequencer location,

and decompiled smart contract bytecode [269].

• K2-Sequencer:A obtains the following information, ifA is/colludes with a sequencer:(i)

Pending transactions from private communication channels;(ii) Transaction ordering logic

for the corresponding sequencer, including bribery preferences;(iii) Early access to block

state before broadcast if the corresponding sequencer generates the next block.

• K3-Insider: Privileged information asymmetry may occur for example ifA has early access

to external market prices, oracle updates, or the wallet passphrases of an operator10.

2.5.4 Adversarial Capabilities

Capability Description Knowledge

C1
NET A may control network service providers (e.g., DNS). K3

C2
NET A may manipulate incoming messages to deceive a node's perception of current

state (e.g., eclipse attacks [112]).
K1 or K3

C3
NET A may censor or delay the transmission of messages. For example in sel�sh min-

ing, A may not broadcast the blocks appended to the competing chain [95].
K1 or K3

C4
NET A may transmit transactions to miners using FaaS. K1

C1
CON A may fork or append on a forked chain in an attempt to catch up and overwrite the

longest chain.
K2

C2
CON A may censor mempool transaction temporarily. K2

C3
CON A may (i) include, exclude, or re-order transactions within its blocks ifA is/col-

ludes with a sequencer, or(ii) engage in front-/back-running [80,197,245].
K1 or K2

C1
SC A may simulate state transition off-chain (cf. Equation2.1) with any arbitrary trans-

actions on forked blockchain states, instead of issuing transactions on-chain.
K1

C1
PRO A may use mixer services to break account linkability. K1

C2
PRO A may borrow, use, and return liquidity from a decentralized cryptocurrency pool

within a single atomic transaction using a �ash loan [199].
K1

C3
PRO A may compose the state transition from multipleDeFi protocols (composability). K1

C4
PRO A may compose all state transitions required in one single transaction, and execute

atomically.
K1

C5
PRO A may deploy or utilise a customised contract, which mimics the function interface

(i.e., abi) of one or manyDeFiprotocols.
K1

C1
AUX A may manipulate external oracle data [247]. K3

C2
AUX A may compromise the wallet passphrase of speci�cDeFiusers, operators and etc.K3

Table 2.2: Adversarial capabilities and knowledge level at each layer of our system model.

Table2.2outlines the adversarial capabilities and required knowledge. Note thatA with differing

levels of knowledge may be able to achieve the same capability. Sequencers, for example, can

10See Section2.4.5for the de�nition of an operator.
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control the transaction order of their generated blocks (K2), whereasA without sequencer knowl-

edge can also perform front-/back-running by competing on the public blockchain P2P network

(K1).

2.6 Recent Developments

The landscape ofDeFi has continued to evolve. While the fundamental properties and system

model layers outlined in this chapter remain general and valid, several notable developments have

emerged especially after 2023, that further shape theDeFiecosystem:

• Layer 2 Maturation: The Layer 2 scaling solution ecosystem has seen substantial mat-

uration, with optimistic rollups and ZK-rollups gaining signi�cant adoption. Projects like

Arbitrum [163] and Optimism [106] have moved beyond experimental stages to handle sub-

stantial transaction volumes, while ZK-rollups such as zkSync [162] and StarkNet [141]

have demonstrated the viability of zero-knowledge proof technology for scalingDeFiappli-

cations. This evolution has led to a multi-layerDeFi ecosystem where different protocols

optimize for speci�c trade-offs between security, scalability, and decentralization. These

developments reinforce the relevance of theNET, CONandSClayers in the system model,

where state transitions must now account for multi-layer interactions across different net-

works and consensus mechanisms.

• Real-World Asset (RWA) Tokenization: A notable trend has been the increasing inte-

gration of real-world assets intoDeFi protocols [66]. This development bridges the gap

between traditional �nance andDeFi, with protocols like Centrifuge [224] and Maple Fi-

nance [103] facilitating the tokenization of real-world assets such as invoices, real estate,

and private credit. This trend represents a signi�cant expansion ofDeFi's scope beyond

purely crypto-native assets, emphasizing the importance of theAUX layer in ensuring se-

cure interactions with off-chain data sources and services.

• Account Abstraction: The implementation of EIP-4337 (Account Abstraction) has enabled

more sophisticated smart contract wallets, improving user experience and security inDeFi

applications. This development has facilitated features like social recovery, batched trans-

actions, and programmable security rules [105], addressing some of the usability challenges

highlighted in our system model. The integration of these features directly impacts the

SClayer by introducing new transaction paradigms and extending the capabilities of smart

contracts, showcasing the framework's adaptability to emerging innovations.

• Institutional DeFiand Regulatory Landscape:The emergence of institutional-gradeDeFi

protocols has been accompanied with increased regulatory scrutiny and compliance require-

ments. Notable regulatory developments include the Markets in Crypto-Assets (MiCA) reg-

ulation in the European Union [232], which established a comprehensive framework for

crypto-asset service providers. In the United States, the SEC's enforcement actions against

prominentDeFiprotocols [212] have prompted the development of new compliance-focused

protocol designs. These shifts highlight the role of thePROandAUX layers in adapting to

external regulatory pressures, ensuring that the framework remains applicable across evolv-

ing governance contexts.
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2.7 Chapter Conclusion

This chapter has presented a comprehensive framework for understandingDeFi systems, encom-

passing their fundamental properties, system model taxonomy, and threat model taxonomy. The

�ve-layer system model we introduced—NET, CON, SC, PROandAUX—provides a structured

approach for analyzingDeFi systems and their potential vulnerabilities.

Recent developments in the space have both validated and extended this framework. The mat-

uration of Layer 2 solutions has added complexity to the system model while reinforcing the

importance of understanding cross-layer interactions. The integration of real-world assets has ex-

panded the scope of our threat model, particularly regarding the role of auxiliary services and the

importance of oracle security. Meanwhile, advances in account abstraction and institutionalDeFi

have introduced new considerations for system security and user interaction patterns. These ad-

vancements illustrate how the system model's layers are interconnected and adaptable, ensuring it

remains robust and generalizable across a dynamicDeFi landscape.

Looking forward, these developments suggest that while the fundamental architecture ofDeFisys-

tems remains robust, the ecosystem continues to evolve in ways that both challenge and enhance

our understanding of decentralized �nancial systems. The framework presented in this chapter

thus serves as a foundation for analyzing both current and emergingDeFi innovations, while re-

maining �exible enough to accommodate future developments in this rapidly evolving �eld.
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Chapter 3

Transparency In DeFi

The transition from traditional �nancial markets to decentralized �nance (DeFi) has introduced

novel security considerations across multiple system layers. While traditional markets have long

grappled with market manipulation techniques [4,255], the unique properties of blockchain-based

�nancial systems create distinct security challenges. These challenges emerge from two funda-

mental characteristics of DeFi: the requirement for public veri�ability of all operations, and the

malleability of transaction execution order through fee-based prioritization.

Decentralized Exchanges (DEXs) exemplify how these properties manifest across system layers.

Operating primarily at thePROLayer,DEXs leverage theSCLayer to enable non-custodial trad-

ing through immutable smart contracts. This architecture inherits security properties from the

underlyingCONLayer, such as transaction �nality and censorship resistance1. However, the pub-

lic veri�ability of blockchain systems creates unique attack surfaces across layers:

• At theNET Layer (C2;3;4
NET ), adversaries can manipulate transaction propagation and ordering

• At theCON Layer (C1;2;3
CON), miners can in�uence transaction inclusion and ordering

• At thePROLayer (C2;3;4
PRO), atomic composability enables complex multi-step attacks

This multi-layer vulnerability surface, combined with the deterministic nature of smart contract

execution and the transparent blockchain state, creates novel security challenges that extend be-

yond traditional market manipulation vectors. Understanding these challenges requires analyzing

the interplay between system layers and their respective threat models.

This chapter focuses on studying the issues caused by these three factors:

• Transparency (or information leakage) in the transaction propagation process;

• Deterministic state transitions inEthereum Virtual Machine(EVM); and

• Visibility of the latest blockchain state;

In particular, we investigate a combination of front- and back-running, known as asandwiching,

for a single on-chainDEX. To the best of our knowledge, we are the �rst to formalize and quantify

1Censorship resistance inDeFi refers to the inability of any party, including the protocol itself, to prevent or modify
transaction execution once propagated through the Network Layer.
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sandwich attacks. To make their sandwich, a predatory trader �rst observes a blockchainP2P

network for a victim transaction and then rushes to squeeze it by placing one order just before

the transaction (i.e. front-run) and one order just after it (i.e. back-run). If the target transaction is

going to increase (decrease) the price of an asset, the adversary can place an order before which

buys (sells) the asset in question, and an order afterward which sells (buys) the asset again.

We restrict our focus toAutomated Market Maker(AMM ) DEXs [2, 233], as opposed toDEXs

which operate limit order books (LOB) [74], on account of their deterministic nature which enables

us to rely on fewer assumptions in our analysis.AMM DEXs simplify trading by algorithmically

performing market making2, resulting in near-instant liquidity (i.e. the ability to purchase and sell

assets) for market participants. Uniswap was the prominent example of anAMM DEX at the time

this research was conducted (from 2019 to 2020). By March 2020, Uniswap V1 has amassed a

total liquidity of nearly 48M USD (corresponding to a 75% market liquidity share forAMM DEX )

and had a trading volume of over 250M USD since its inception in November 2018. We formalize,

analytically exposit and empirically evaluatesandwichingon AMM DEXs. We quantify optimal

adversarial revenues and perform a real-world empirical evaluation of sandwich attacks. We also

study the probability of a transaction having a particular relative position within a blockchain

block, informing the prospects for such an attack. Finally, to account for a real-world scenario in

which multiple adversaries are likely to compete over victim transactions, we perform simulations

to quantify the transaction fees resulting from a reactive fee counter-bidding contest.

Although this chapter primarily focuses on Uniswap V1, the �ndings and techniques discussed are

generic and applicable to other formula basedAMM DEXs. The core concepts and the mechanics

of sandwiching attacks remain consistent across different versions of Uniswap or similar protocols.

The only signi�cant differences lie in the formula used for price calculation and the novel ways to

make sandwiching more optimal, especially when multiple sandwiches are involved.

Summary of contributions:

• Formalization of sandwich attacks. We state a mathematical formalization of theAMM

mechanism and the sandwich attack, providing an adversary with a framework to manage

their portfolio of assets and maximize the pro�tability of the attack.

• Analytic and empirical evaluation. We analytically and empirically evaluate sandwich

attacks onAMM DEX . Besides an adversarial liquidity taker, we introduce a new class of

sandwich attacks performed by an adversarial liquidity provider. We quantify the optimal

adversarial revenue and validate our results on the Uniswap exchange (largestDEX, with

5M USD trading volume at the time of writing). Our empirical results show that an adver-

sary can achieve an average daily revenue of 3;414 USD3. Even without collusion with a

miner, we �nd that, in the absence of other adversaries, the likelihood to position a trans-

actionbeforeor after another transaction within a blockchain block is at least 79%, using a

transaction fee payment strategy of� 1 Wei4.

2The process of serving a market with the possibility to purchase and sell an asset.
3We disclosed our preliminary results to Uniswap on 18th of November 2019, which allowed tightening the trader

protections.
4The smallest amount of Ether currency, 1 WEI= 10� 18 ETH

25



• Multiple Attacker Game. We simulate the sandwich attacks under multiple simultaneous

attackers that follow a reactive counter-bidding strategy [79]. We �nd that the presence of 2,

5 and 10 attackers respectively reduce the expected pro�tability for each attacker by 51:0%,

81:4% and 91:5% to 0:45, 0:17, 0:08 ETH (67, 25, 12 USD), given a victim that transacts 20

ETH to DAI on Uniswap with a transaction pending on theP2Player for 10 seconds before

being mined. If the blockchain is congested (i.e. the victim transaction remains pending for

longer than the average block interval), we show that the break-even of the attacker becomes

harder to attain.

• DEX security vs. scalability tradeoff. Our work uncovers an inherent tension between

the security and scalability of anAMM DEX . If the DEX is used securely (i.e. under a

low or zero price slippage), trades are likely to fail under high transaction volume; and an

adversarial trader may pro�t otherwise.

3.1 Decentralized Exchanges

A crucial aspect of this chapter is that in most blockchain designs, transactions are executed in the

sequence in which they are written into a block. This sequence dependence matters for blockchain-

based exchanges, and will be detailed extensively in Section3.2. An exchange is built out of three

main components: a price discovery mechanism, a trade matching engine, and a trade clearing

system. Blockchains allow these components to be encoded within a smart contract to construct

a decentralized, or non-custodial exchange [3,92,135,161,176,233]. The non-custodial property

guarantees that a trader retains custody over their assets at any point in time. If all exchange

components are implemented within smart contracts, the exchange quali�es as anon-chainDEX.

If only the trade clearing is realized within a smart contract, the exchange may be centralized but

can retain the non-custodial property [161].

3.1.1 DEX components

A DEX is a game between a liquidity provider and taker.

Liquidity Provider: a market participant that provides liquidity (�nancial asset trade offers).

Liquidity Taker: a market participant that buys or sells one asset in exchange for another asset,

by taking the liquidity offered by a liquidity provider.

Further, we distinguish between two varieties ofDEX, depending on their mechanisms of price

discovery.

Order Book: a list of buy and sell orders for a particular asset, where each order stipulates a price

and and quantity. A liquidity provider quotes bid and ask prices, with an associated volume,

competing for liquidity taker order �ow [3, 161, 176], such that a match between supply

(from a liquidity provider) and demand (from a liquidity taker) is facilitated (also referred

to asmarket making).

AMM : A prede�ned pricing algorithm automatically performs price-discovery and market mak-

ing, using assets within liquidity pools [2, 233]. Liquidity providers are, therefore, not

required to monitor the market to adjust bid and ask prices. Liquidity takers can directly
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trade against theAMM liquidity. Such automation also serves to reduce the number of on-

chain transactions, making such mechanisms particularly suitable for smart contract-based

DEXs given an underlying blockchain that supports only a limited number of transactions

per second (tps).

3.1.2 AMM Mechanism

We denote withX/Y an asset pair composed of assetX andY. An AMM asset pairX/Y consists

of two liquidity pools, respectively for each asset:

AssetX liquidity pool ( x 2 R+ ): Total amount of assetX deposited by liquidity providers.

AssetY liquidity pool ( y 2 R+ ): Total amount of assetY deposited by liquidity providers.

De�nition 1. The state (or depth) of anAMM market X/Y is de�ned as(x;y), x the amount of

asset X, y the amount of asset Y in the liquidity pool. The state at a given blockchain block N is

denoted(xN;yN).

AMM DEXs support the following actions.

AddLiquidity : A liquidity provider depositsdx of assetX, anddy of assetY into the correspond-

ing liquidity pools (cf. Equation3.1).

(x;y)
AddLiquidity (dx;dy)
�����������!

dx2R+ ; dy2R+
(x+ dx;y+ dy) (3.1)

RemoveLiquidity : A liquidity provider withdrawsdx of assetX, and dy of assetY from the

corresponding liquidity pools (cf. Equation3.2).

(x;y)
RemoveLiquidity(dx;dy)
�������������!

dx2R+ � x; dy2R+ � y
(x� dx;y� dy) (3.2)

TransactXfor Y: A liquidity taker can tradedx of assetX, increasing the available liquidity of as-

setX, in exchange fordy = f (dx � cx(�)) � cy(�) of assetY, decreasing the available liquidity

of assetY (cf. Equation3.3). cx(�);cy(�) represent the trade fees in assetX andY respec-

tively. f (�) calculates the amount of assetY purchased by the liquidity taker. EachAMM

exchange may chose a custom pricing functionf (�) for governing the asset exchange [44].

Note that the exchange asset pricing cannot be determined by a simple constant, as the mar-

ket dynamics of purchasing and selling power must be modeled within the exchange (i.e.

the more assets on would want to purchase, the higher the fees).

(x;y)
TransactXfor Y(dx)�����������!

dx2R+
(x+ dx; y� f (dx � cx(�)) + cy(�)) (3.3)

Constant Product AMM . The simplestAMM mechanism is a constant product market maker,

which keeps the productx� y constant for any arbitrary asset pair (X=Y). In this work we focus

on the constant product model, because with over 75% market liquidity, this represents the most

prevalentAMM model. In the following,k denotes the product of supplies (k 2 R+ = x � y),

which remains constant upon taker transactions.k changes when a liquidity provider deposits,

27



or withdrawsX/Y pool funds. Equation3.4 shows the state changes ofTransactXfor Y under a

constant productAMM .

(x;y)
TransactXfor Y(dx)�����������!

dx2R+
(x+ dx;

xy
x+ dx � cx(�)

+ cy(�)) (3.4)

3.1.3 Price Slippage

Price slippage is the change in the price of an asset during a trade.Expected price slippageis the

expected increase or decrease in price based on the volume to be traded and the available liquid-

ity [215], where the expectation is formed at the beginning of the trade. The higher the quantity

to be traded, the greater the expected slippage (cf. Table3.1). Unexpected price slippagerefers

to anyadditional increase or decrease in price, over and above the expected slippage, during the

interveni period from the submission of a trade commitment to its execution. This can be thought

of as an expectation error. When an exchange's market liquidity changes, the resultingactual

slippage is challenging to foresee (cf. Figure3.1), making the formation of accurate expectations

more challenging. We note the following de�nitions.
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Figure 3.1: Visualizing the cause of unexpected slippage.E[P] of TA is based on theAMM state of
block N. TA does not suffer from unexpected slippage, because no concurrent transactions exist.
TB executes in blockN + 3. E[P] of TC's is based on blockN, as we assume network delays. IfTC

andTD change the state of the underlying market, those may induce unexpected slippage forTB.

Expected Execution Price (E[P]): When a liquidity taker issues a trade onX/Y, the taker wishes

to execute the trade with the expected execution priceE[P] (based on theAMM algorithm

andX/Y state), given the expected slippage.

Execution Price (P): During the time difference between a liquidity taker issuing a transaction,

and the transaction being executed (e.g. mined in a block), the state of theAMM marketX/Y

may change. This state change may induce unexpected slippage resulting in an execution

priceP 6= E[P].

Unexpected Price Slippage (P� E[P]): is the difference betweenP andE[P].

Unexpected Slippage Rate (P� E[P]
E[P] ): is the unexpected slippage over the expected price.

Slippage Example For example, a liquidity taker, who intends to trade 1 assetX for 20Y at an

exchange, results in a price of 0:05, quoted in units of assetY. However, by the time theAMM
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AMM State 1 AMM State 2

Liquidity X (x) 100 1;000
Liquidity Y (y) 10 100
Product (k = xy) 1;000 100;000
Purchase amount X 1 10 1 10
AMM Price Y/X 0:1000 0:1000 0:1000 0:1000
E[P] Y/X 0:1010 0:1111 0:1001 0:1010
Expected slippage 0:0010 0:0111 0:0001 0:0010
Slippage rate 1:01% 11:11% 0:10% 1:01%

Table 3.1: Example price slippages on anAMM DEX .

DEX executes this transaction, if the price increases to 0:1, the liquidity taker would only receive

10 Y for 1 X. The unexpected slippage, in this case, is 0:1 � 0:05 = 0:05. Slippage can also

be negative, i.e. a liquidity taker can receive more assetY than expected. If the execution price

above decreases to 0:025, the liquidity taker would receive 40Y for 1 X, with a corresponding

unexpected slippage of 0:025� 0:05= � 0:025.

3.2 Sandwich Attacks onAMM DEXs

In traditional �nancial markets, the predatory trading strategy offront-runninginvolves exploit-

ing (typically non-public) information about a pending trade, expected to materially change the

price of an asset, by buying or selling the asset beforehand [4]. If the asset is expected to rise

(fall) in price as a result of the trade, the front-runner will seek to buy (sell) the asset before the

large pending transaction executes.AMM DEXs aim to mitigate malpractice by providing com-

plete transparency about the available liquidity for assetsX, Y, all pending and performed trades,

and therefore removing the role played by non-public information. However,AMM DEXs also

exacerbate malpractices by quoting asset prices in a fully deterministic way, providing relative cer-

tainty over the expected price impact of a trade. This enables a front-running adversary to perform

attacks with predictable outcomes. In the following, we study two sandwich attacks on constant

productAMM asset exchanges:

1) Liquidity taker attacks liquidity taker.

2) Liquidity provider attacks liquidity taker.

In each case, the fundamental intuition is that the delay in the time taken for a transaction to execute

allows an adversary to pro�t by exploiting the knowledge of the direction of a price change. The

attacks are called sandwich attacks because a victim transaction issandwichedbetween adversarial

transactions.

3.2.1 System Model for Sandwich Attacks

We consider a blockchainP2Pnetwork, where a victim initiates trades on anAMM DEX (cf.

Figure3.2). An adversary observes pending victim transactions (i.e. not yet mined transactions

within the memory-, or mempool) through a spy node (e.g. a custom Ethereum client), and a miner

chooses to include transactions within a block according to a policy (cf. Section3.5). A victim

transaction trades a crypto-currency asset (such as ETH, DAI, SAI, VERI) to another crypto-asset.
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Figure 3.2: Sandwich attack system.

We do not consider blockchain forks. While blockchains typically provide delayed �nality afterk

blocks [109,111], we consider a transaction �nal once included within a block.

3.2.2 Threat Model for This Chapter

We consider one computationally bounded and economically rational adversaryA (cf. Section3.6

for an extended threat model with multiple adversaries), that observes a zero-con�rmation trans-

actionTV from a victim traderV on a blockchainP2Pnetwork. The adversarial trader can issue its

own transactionTA; f with a transaction feef . Depending onf , and the age of propagation,TA; f

may be included within the blockchain prior or pastTV (cf. Section3.5). In this work we focus

on these novel cases where the adversary is not colluding with a miner, i.e. we weaken the adver-

sary to quantify a lower bound on the feasibility and pro�tability of the proposed attacks. Outside

of this work, a (stronger) adversary may collude, or bribe a miner [50, 169, 178], to in�uence

the transactions ordering within a block, or even to fork the chain as in to discard unsuccessful

attacks. We moreover assume that an attack against one victim transaction is independent from

other concurrent attacks towards other victim transactions.

3.2.3 Liquidity Taker Attacks Taker

In our �rst attack, a liquidity taker targets a victim liquidity taker who has emits on the blockchain

P2Pnetwork anAMM DEX transaction (TransactXfor Y), formalizing [2]. The adversary then

emits two transactions (one front- and one back-running) to exploit the victim transactionTV (cf.

Figure3.3). These three transactions are then uncon�rmed in the blockchainP2Pnetwork, until a

miner choses to include and execute them within a block. The adversary can in�uence the position

of the adversarial transactions, relative to the victim transaction, by paying a higher, or lower
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transaction fee amount (cf. Section3.5).

We refer the interested reader to the Section3.7.1for the technical details of the involved transac-

tions.
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Figure 3.3: An adversarial liquidity takerA attacks a victim takerV on anAMM DEX . Transaction
TV speci�es its slippage protection based on theAMM state of blockN. The adversary's goal is to
includeTA1, TV andTA2 in the same blockN + k;k 2 Z+ in that sequence.

3.2.4 Liquidity Provider Attacks Taker

We present a novel sandwich attack where a liquidityprovidertargets a victim liquidity taker trans-

action (TransactXfor Y) on the blockchainP2Pnetwork. Upon observing the victim transaction,

the adversary emits three transactions (cf. Figure3.4):

1. RemoveLiquidity (increases victim's slippage)

2. AddLiquidity (restores pool liquidity)

3. TransactYfor X (restores asset balance of X)

The (i) front-runningRemoveLiquidity transaction reduces the market liquidity of theAMM

DEX and increases the victim's unexpected slippage. The(ii) back-runningAddLiquidity trans-

action restores the percentage of liquidityA holds before the attack. Finally,(iii) the back-running

transactionTransactYfor X equilibrates the adversary's balance of asset X to the state before the

attack.

Note that liquidity providers earn commission fees proportional to the liquidity (i.e. the amount

of assets) they provide to anAMM DEX market. In this attack, the adversaryA withdraws all its

assets from the liquidity pool beforeTV executes. As such,A foregoes the commission fees for

the victim's transaction. We refer the interested readers to Appendix3.7.2for further technical

details.

3.2.5 Model Limitations

Margin and Leveraged Trading

Margin trading is the process of using borrowed funds to amplify trading pro�ts (or losses). A

trader commits a percentage of the total trade value to open a margin position. For example, to

open a 5� short ETH for DAI position with 10ETH, the trader needs to commit 2ETH as collateral.

A short position re�ects the expectation that the ETH price will decrease, whereas a long position
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Figure 3.4: An adversarial liquidity providerA attacks a victim takerV. TV transacts assetY for
assetX.

re�ects the opposite. The margin platform will then lend to the trader 10ETH and convert those

assets to DAI. If the ETH price decreases, the trader can close the margin trade with a pro�t.

A limitation of our work is that we do not consider on-chain margin platforms utilizingAMM ex-

changes to open short/long positions (e.g. the recently attacked bZx platform [198]). An on-chain

margin trade system would enable an adversary to reduce the capital requirements for sandwich

attacks, at the cost of higher transaction fees (for opening and closing margin trades). Margin trad-

ing is unlikely to affect the adversary's monetary revenue because the victim con�gures a �xed

slippage.

Blockchain Forks

We do not consider the impact of stale blocks in our analysis. In practice, it is possible that a

transaction is included in a stale block (on the forked chain), but is not included in the con�rmed

blocks (on the main chain). This stale transaction is typically re-injected into the blockchain

client's mempool when the stale block is added as an uncle to the main chain. The stale re-

injection process of adversarial and victim transaction may increase the failure rate of sandwich

attacks, but we leave quantitative results for future work.

3.3 Analytical Evaluation

In this section, we perform the analytical evaluation of sandwich attacks on Uniswap [233].

Uniswap is the most popularDEX at the time of writing with 1;301 markets, on average 7:30

provider per market and 29:3M USD liquidity. From Uniswap's inception in November 2018

to November 2019, we identi�ed a trade volume of 1:6M ETH (248M USD), measured on a

full archive Geth node (6-core Intel i7-8700 CPU, 3:20GHz, 64GB RAM, 10TB SSD)5. In what

follows, we base our evaluations on Uniswap parameters and adopt its liquidity pool distribu-

tions [233] from Ethereum block 9M (mined 25th November 2019). In this section we present the

analytical results for the two sandwich attacks presented in Section3.2.3and3.2.4.

5We focus only on transactions executed on Uniswap endpoints directly, not internal transactions that are routed to
Uniswap.
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(a) ETH/SAI market (b) ETH/DAI market

Figure 3.5: Analytical sandwich attack by a liquidity taker on a taker (Uniswap, block 9M, 0:3%
fees, 0:5% unexpected slippage). IfTV transacts 40 ETH for SAI,A gets a max. revenue by front-
runningTV with a trade 18:59 ETH for 2;754:32 SAI, and back-running with 2;754:32 SAI for
18:68 ETH. This results in a pro�t of 0:08 ETH (11:74 USD), ifA bears 0:01 ETH tx fees. Note
that the two sub-legends of each �gure apply to both sub-�gure3.5aand3.5b.

3.3.1 Adversarial Liquidity Taker

At Ethereum mainnet block 9M, the ETH/SAI Uniswap offers 7;377:53 ETH and 521;468:62

SAI6. The ETH/DAI Uniswap offers 4;660:75 ETH and 693;706:47 DAI. Given this market in-

formation, and the constant product formula (cf. Section3.1), we plot in Figure3.5aand3.5bthe

revenue of an adversarial taker performing a sandwich attack against another taker. We visualize

three unexpected slippage thresholds (0:1%, 0:5% and 1%). We plot the lines at which an ad-

versary would break even given a total (TA1 andTA2) of 0:01 ETH (1:97 USD) and 0:001 ETH

(0:2 USD) worth of transaction fees7. We observe that the greater the amount of ETH transacted

by the victim, the greater is the adversarial revenue. For example, given an unexpected slippage

protection of 0:5%, an adversarial taker gains a revenue of 0:01 ETH (2:03 USD) for a victim

transaction trading 25 ETH to SAI on Uniswap. In contrast, the adversary gains a revenue of 0:14

ETH (20:71 USD), if the victim trades 50 ETH instead of 25.

Optimal Adversarial Revenue Out of the over 1;300 Uniswap exchange markets (i.e. coin pairs

to trade) an adversary may need to focus and hold liquidity in selected markets. In Figure3.6we

quantify the maximum revenue an adversary can expect in a given market, conditional on a suitable

victim transaction. Note that MKR has the highest liquidity (9;759:83 ETH and 2;830:27 MKR),

followed by SAI (7;377:53 ETH and 1;099;040:91 SAI), WETH (5;642:08 ETH and 5;632:25

WETH), SNX (5;262:53 ETH and 572;512:14 SNX) and DAI (4;660:75 ETH and 693;706:47

DAI).

6In the following we adopt the ETH/SAI exchange rate at block 9M as the ETH/USD exchange rate. 1 ETH
= 148:97 USD

7At the time of writing, the average Ethereum transaction fee is 0:13 USD (https://bitinfocharts.com/compar
ison/ethereum-transactionfees.html )
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Figure 3.6: Sandwich attack optimal revenue for an adversarial taker whenV trades on �ve
Uniswap markets (0:3% fee,A breaks even at 0:01 ETH).

Figure 3.7: Minimum pro�table victim input on �ve Uniswap markets (0:3% fee,A breaks even
at 0:01 ETH, 0:5% unexpected slippage). A liquidity taker does not yield a pro�t ifTV trades less
than 24:26 ETH for SAI.
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Minimum Pro�table Victim Input Not every victim transaction yields a pro�table attack. For

each of the �ve exchanges in Figure3.6, we quantify a minimum pro�table victim input min.input

(under 0:01 ETH transaction fee and 0:3% commission), under which an adversary will be unable

to make a pro�t (e.g. 24:26 ETH for SAI per Figure3.6). This minimum pro�table victim input

amount increases with the liquidity pool size (cf. Figure3.7). The adversary's optimal input in-

creases only slightly (cf. the near horizontal line on Figure3.6) with the victim transaction size,

because the ETH value transacted by the victim is relatively small compared to the total amount of

ETH in the Uniswap exchange. Given a �xed total slippage, we observe that markets with higher

liquidity (e.g. SAI, MKR) yield higher potential revenues than lower-liquidity markets (e.g. SNX

and DAI) (given the appropriate victim transaction).

3.3.2 Adversarial Liquidity Provider

(a) ETH/SAI market (b) ETH/DAI market

Figure 3.8: Sandwich attack by a liquidity provider on a taker (Uniswap, block 9M, 0:3% fees).
If TV trades SAI for 60 ETH with an unexpected slippage of 0:5%,A can achieve a max. revenue
by front-runningTV with removing 37:76% of liquidity (eq. 2;785:97 ETH and 415;030:47 SAI),
and regain 37:76% of liquidity (deposit 2;749:57 ETH and 420;542:21 SAI) by back-runningTV .
Upon rebalancing to ETH,A gains a pro�t of 0:07 ETH (10:55 USD, break-even 0:01 ETH).

Figure3.8aand3.8bshow the revenue of an adversarial liquidity provider (cf. Section3.2.4), af-

ter TV . We visualize the same adversarial break even lines at 0:01 ETH (1:97 USD) and 0:001

ETH (0:2 USD). Note that the adversary can only withdraw a limited amount of liquidity with-

out triggering the slippage protection on victim's transaction. By removing liquidity from an

AMM market, the liquidity provider is forgoing a market commission (0:3% for Uniswap). To

gauge pro�tability, we consider the following example whereTV purchases 100 ETH from the

SAI Uniswap exchange with 0:5% unexpected slippage. The optimal strategy is to withdraw

26:58% of the total liquidity pool, which leads to a revenue of up to 0:28 ETH (41:71 USD) for

the adversary. A passive liquidity provider with 26:58% of the liquidity pool would only earn 0:08

ETH (11:91 USD) given a commission of 0:3%.
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Figure 3.9: Minimum pro�table victim input on SAI Uniswap market (0:3% fee, 0:5% unexpected
slippage, adversary break even at 0:01 ETH tx fees).A cannot gain any pro�t, ifTV trades SAI for
less than 43:93 ETH. If SAI had 17 decimal places after the comma instead of 18, the min. victim
transaction amount increases to 44:54 ETH.

Who Loses Money? BothV and other honest liquidity providers lose money.V purchases 100

ETH with 15;223:02 SAI without triggering a 0:5% slippage protection as a result ofA's front-

running transaction. With no adversary,V only needs 15;147:28 SAI for the same amount of

ETH, which is 75:74 SAI less. In addition, thisV transaction should increase the liquidity pool

from (7;377:53 ETH / 1;099;040:91 SAI) to (7;277:53 ETH / 1;114;263:92 SAI). Post attack,

the liquidity pool remains with 7;277:25 ETH and 1;114;263:92 SAI, i.e A gains 7;277:53�

7;277:25= 0:28 ETH from the liquidity pool.

Optimal Adversarial Revenue We quantify the optimal adversarial revenue in Figure3.10, af-

ter subtracting the foregone opportunity cost(e.g. 0.3% for liquidity provider on Uniswap), con-

ditional on a suitable victim transaction. We observe that the forgone commission fee is relatively

stable, given a �xed total slippage, because the adversary must satisfy the victim's slippage limit.

We also quantify in Figure3.9the minimum victim input.

Impact of Coin Decimals The number of decimal places for ERC20 tokens is con�gurable,

though most of the coins have 18 decimal places. For example, USDC, which is the 7th largest

Uniswap exchange at block 9M, has 6 decimal places behind the comma. In Figure3.9, we plot

thek = xycurve for SAI if it had 17 decimal places instead of 18. The minimum victim transaction

amount forA increases from 43:93 ETH to 44:54 ETH, if the victim purchases ETH using SAI.

The minimum victim transaction amount also increases from 45:3 ETH to 56:3 ETH for ETH to

SAI transactions.
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Figure 3.10: Optimal adversarial revenue under a sandwich attack by a liquidity provider, whenV
sells assets for ETH on �ve Uniswap exchanges (0:3% fee, adversarial break-even at 0:01 ETH).

3.3.3 Overall success of the attacks

Overall, when analytically evaluated, both an adversarial liquidity taker and provider can pro�t by

undertaking a sandwich attack. The optimal adversarial revenue, however, depends on the slippage

protection setting. By �xing the unexpected slippage, the adversary's revenue increases linearly

against the amount of ETH transacted for both adversarial takers and providers. Alternatively,

�xing the total slippage (unexpected + expected slippage) would yield an upper bound for both

the victim transaction size and adversarial optimal pro�t.

3.4 Empirical Evaluation

Our experimental setup corresponds to the system model in Figure3.2, with a modi�ed adversarial

Parity client. We increase the maximum number of transactions in the pool of uncon�rmed trans-

actions (mempool) from the default 1024 to 2048. We design a Python script that subscribes to

the modi�ed pub/sub functionality of Parity and listens for new pending transactions of the target
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Uniswap market. Our script computes the pro�tability of any given victim transaction, and if an

adversarial strategy proves pro�table, the script generates and propagates the corresponding front-

and back-running transaction.

We conduct both experiments (cf. Section3.4.1and3.4.2) on the main Ethereum network against

the ETH/VERI Uniswap market and only attack our transactions. The ETH/VERI market offers

the smallest liquidity (0:01 ETH and 0:07 VERI, total 3:50 USD) out of the 78 Uniswap exchanges

on the Uniswap UI as of block 9M. To ensure that our results are suf�ciently representative, we

consider a time window of 158 days, i.e. several months. Our adversarial node runs on AWS in

Ireland, (4 vCPU, AMD EPYC 7000, 2:5 GHz, NVMe SSD, max. 10 Gbps network ). The exper-

iments result in three outcomes:(i) success (all adversarial transactions are included in the same

block asTV), (ii) the front- and back-running transactions are successful, but not all adversarial

transactions are included in the same block asTV , and(iii) front- or/and back-running failed.

Computing the adversarial transactions Three steps allow us to compute the optimal adver-

sarial input amount. First, the maximum amountA can transact without breakingV's slippage

protection (denoted by ˆo) is computed using a binary search. Second, we calculate if the attack is

pro�table if A inputsô. As Figure3.3 and3.4 suggest, if an attack is not pro�table at ˆo, then it

is not pro�table for anyo < ô. Finally, because Uniswap uses integer divisions, there might exist

o < ô, which results in the same or more pro�t. We perform a ternary search to �nd the optimal

input.

3.4.1 Liquidity Taker Attacking Taker

We issue and attackTV purchasing VERI with 0:001 ETH.TV is triggered through the Uniswap

UI (default 0:5% unexpected slippage) and at the time of writing default Metamask gas price (5

GWei8). We repeat this attack 20 times, and report the results in Table3.2. On average, the

adversary discoversTV within 450ms, and requires less than 200ms to compute and send outTA1

andTA2. During our experiment,TV remains in the adversary's mempool for an average of 35:84

seconds. We achieve a success rate of 19 out of 20 attempts. One experiment failed, where the

victim's transactionTV remained in the adversarial's mempool for only 1:677 seconds. In 8 out

of 20 experiments, the attack is partially successful, because the back-running transactionTA2 is

mined in a later block thanTV . Two possible causes are that eitherTA2 is received afterTA1 and

TV are mined, or the block that minedTV is full. We observe that the respectiveTV are mostly

positioned at the end of the block, which may indicate network congestion.

3.4.2 Liquidity Provider Attacking Taker

We initialize the adversary by adding liquidity to the ETH/VERI Uniswap contract. We again

issueTV purchasing VERI with 0:002 ETH via the Uniswap UI, Metamask (2 GWei), and attack

with our adversarial node. We also repeat this attack 20 times. Table3.2shows a summary of our

experiment results. Compared to Section3.4.1, TV remains, on average less than 10 seconds in

the mempool, which may indicate that the blockchain network is less congested at the time of the

81 GWei = 1� 10� 9 ETH
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experiment. We also observe that the adversarial transactions are relatively closer toTV within the

block. We achieve a success rate of 20 out of 20 attempts.

Adversarial Taker Adversarial Provider

Mean STD Mean STD

TV Broadcast Duration 0:45s 0:27 0:36s 0:29
A Find Strategy Duration 0:03s 0:00 0:03s 0:00
A Execute Strategy Duration 0:16s 0:60 0:04s 0:00
TV Duration In Mempool 35:84s 33:31 23:09s 10:52
TA1 Duration In Mempool 35:88s 33:19 23:03s 10:52
TA2 Duration In Mempool 48:87s 51:25 23:03s 10:52
TA3 Duration In Mempool N/A N/A 23:03s 10:52
A1 Block Relative Position 0:05 0:22 0:00 0:00
A1 Index Relative Position � 10:42 10:26 � 2:95 2:34
A2 Block Relative Position 0:70 0:92 0:00 0:00
A2 Index Relative Position 5:45 6:47 4:50 4:90
A3 Block Relative Position N/A N/A 0:00 0:00
A3 Index Relative Position N/A N/A 5:50 4:90

Success 11/20 20/20
Partial Success 8/20 0/20
Failure 1/20 0/20

Table 3.2: Results for the liquidity taker/provider attacks taker. The victim's transactionTV was
triggered manually using Metamask through Uniswap UI. Adversarial node and victim have a
clock difference of 8:781ms� 6:189ms.

Foregone Adversarial Revenues

To understand the �nancial potential of our attacks, we estimated the theoretical revenue for the

79 exchanges of the Uniswap UI between block 8M and 9M (i.e. recent blocks at the time of

writing), assuming a break-even at 0:01 ETH transaction fees. Our results (cf. Table3.3) suggest

that within the reported 158 days, an adversary could have achieved a revenue of 440;749:02 USD

when attacking as a taker, and 98;666:15 USD when attacking as a liquidity provider. 7:4% of

transactions are pro�table when attacking as a taker, while 4:2% when attacking as a provider.

Pro�table TXs
/ Total TXs

Revenue
(ETH)

Revenue
(USD)

Liquidity taker attacks taker

ETH ! Token 878/25;204 98:15 14;621:41
Token! ETH 5;657/602;85 2;643:84 393;852:46
Token! Token 1;258/196;72 216:66 32;275:16

Total 7;793/105;161 2;958:64 440;749:02

Liquidity provider attacks taker

ETH ! Token 444/25;204 52:55 7;829:05
Token! ETH 3;254/60;285 520:61 77;555:62
Token! Token 721/19;672 89:16 13;281:49

Total 4;419/105;161 662:32 98;666:15

Table 3.3: Estimated adversarial revenue for the 79 exchanges on the Uniswap UI, assuming an
adversarial break even cost of 0:01 ETH. Data of 158 days considered (block 8M to 9M).
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3.4.3 Slippage

To help an adversary understand how takers con�gure their slippage, we plot the estimated dis-

tribution of expected slippage and maximum allowed unexpected slippage in Figure3.11. Note

that we are using blockN's state to calculate the slippages of a transaction mined at blockN + 1.

Therefore, these slippages are only estimates, as we do not know the exact block state used by

the taker to create transactions. Past Uniswap transactions have an average expected slippage of

0:58%, and an average unexpected slippage of 1:16%.

Figure 3.11: Estimated expected and maximum permitted unexpected slippage on Uniswap trans-
actions (block 8M to 9M). Most takers trade with c. 1% of maximum unexpected slippage (the
Uniswap default at the time).

3.4.4 Overall success of the attacks

Our empirical results suggest that both an adversarial liquidity taker and provider can again pro�t

by undertaking a sandwich attack, where the victim trades with the Uniswap default slippage pro-

tection strategy at the time of writing this section (0:5% total slippage). We crawled the previous

transactions on Uniswap, where it shows that the most common unexpected slippage con�gu-

ration is 1%, which is higher than the 0:5% default total slippage and therefore leads to higher

front-running pro�t. Our experiments result in a high success rate (only 1 out of 40 failed), mainly

because the Ethereum network was not congested, and the VERI market relatively inactive.

3.5 How Miners Order Transactions

One crucial aspect of the potential pro�tability of the sandwich attacks centers on how miners

order transactions within blocks. Blockchains typically prescribe speci�c rules for consensus, but

there are only loose requirements for miners on how to order transactions within a block. To gain

insight into this, we crawled the Ethereum blockchain from block 6;627;917 (where Uniswap was
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Transaction Ordering Strategy

Miner Address Empty Gas Price Parity Default Unknown Total Blocks

0xea674fdde714fd979de3edf0f56aa9716b898ec8 9,434 400,546 171,428 23,254 604,662
0x5a0b54d5dc17e0aadc383d2db43b0a0d3e029c4c16,329 423,103 93,903 35,348 568,683
0x829bd824b016326a401d083b33d092293333a8307,727 275,013 1,900 20 284,660
0x52bc44d5378309ee2abf1539bf71de1b7d7be3b5 259 210,061 59,141 369 269,830
0xb2930b35844a230f00e51431acae96fe543a0347 0 110,079 19,271 125 129,475
0x04668ec2f57cc15c381b461b9fedab5d451c8f7f 7,130 42,405 257 0 49,792
0x2a65aca4d5fc5b5c859090a6c34d1641353982261,021 25,569 10,892 251 37,733
0x2a5994b501e6a560e727b6c2de5d856396aadd381,170 31,543 5 0 32,718
0x005e288d713a5fb3d7c9cf1b43810a98688c72231,097 27,926 30 0 29,053
0x35f61dfb08ada13eba64bf156b80df3d5b3a738d 435 28,214 68 0 28,717

Table 3.4: Classi�cation of the top 10 miners in Ethereum, in terms of the number of blocks
mined between blocks 6;627;917 until 9M (388 days). We see that miners seem to switch among
strategies. Moreover, 4 out of the ten miners always seem to follow a known strategy. They either
order their transactions by gas price or by using Parity's default strategy. We also note that the
address0xb293..0347 is the sole miner who did not mine any empty blocks.

launched) to block 9M, constituting a total of 2;372;084 blocks, or equivalently 388 days of data.

For each block, we classi�ed the order of its transactions into one of four classes:

Empty: A block without transactions.

Gas Price: All transactions are sorted in descending order according to the gas price of each

transaction.

Parity Default: Transactions are split into groups according to Parity's prioritization (e.g. local

transactions �rst, penalized transactions last). Then, within each group, the transactions are

sorted in descending order according to each transaction's gas price.

Unknown: Transactions are not ordered by the gas price and do not follow parity's default strat-

egy.

The treatment of transactions depends on the Ethereum client. At of the time of writing, 78:3% of

the Ethereum clients operate Geth, respectively 20:2% Parity9. Geth �rst sorts and separates the

list of transactions into lists of individual sender accounts and sorts them by nonce. Afterward,

they are merged back together and sorted by gas price, always comparing only the �rst transaction

from each account. Parity, by default, prioritizes local and retracted transactions �rst, and polishes

transactions with heavy computation, and then sorts by gas price. A transaction is considered local

if it is received via the RPC interface, or the sender of the transaction is part of the list of locally

managed accounts. Miners may choose to modify the transaction inclusion policy arbitrarily. To

individually categorize each block, we �rst analyzed the gas price of each transaction and started

by extracting the gas price only for the �rst transaction of each sender, while ignoring the other

transactions from the same sender. We only consider the �rst transaction because a higher gas

price transaction can be placed behind another transaction with a smaller nonce. If the extracted

gas price list is sorted, we classify the block as following the “gas price” strategy. Alternatively,

we verify if the gas price list consists of multiple sublists of gas prices, where the gas prices

within each sublist are sorted in descending order. Each sublist represents a priority group, where

9https://www.ethernodes.org/
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transactions within the same priority group are sorted by gas price. If there are no more than

four sublists of gas prices (local, retracted, normal, penalized), we classify the block as a “Parity

default” block, otherwise, as “unknown”.

Because both Parity and Geth sort transactions by default by gas price, it is dif�cult to identify

which client a miner uses. Moreover, our heuristics may misclassify blocks as being ordered

using gas price instead of Parity's default strategy. A miner could have no local transactions for

the block, and all transactions are thus ordered by gas price. The number of blocks classi�ed as

Parity default should, therefore, be regarded as a lower bound. We leave it for future work to

develop a more precise client �ngerprinting strategy.

3.5.1 Miner Transaction Ordering Results

Our results (cf. Table3.5and Table3.4suggest that roughly 79% of the miners order transactions

based on the gas price, thus likely following Geth's strategy, and 16% order their transaction after

Parity's default strategy. These results are consistent with the client usage distribution. We �nd

that 2% of the blocks are empty. 3% of the miners follow an unknown ordering method. We can

conclude that to position a transactionbeforeor after a target transaction, it is, with a probability

of 79%, suf�cient to pay a higher (+ 1 Wei) or lower gas price (� 1 Wei) — assuming the absence

of other front-running adversaries. If two transactions pay the same gas price, according to their

source code, Parity and Geth include the transactions after the FIFO principle.

Overall, we �nd that most miners (c. 79%) order transactions based on the gas price. The domi-

nance of this transaction order aids an adversary because it makes it more likely for an adversary

that they can control the placement of their transactions in a block by tweaking the gas price they

offer for each transaction.

Strategy Number of Blocks Ratio

Empty Block 55;545 0:0234
Order per Gas Price 1;862;800 0:7853
Order per Parity Default 384;150 0:1620
Unknown Ordering 69;589 0:0293

Total 2;372;084 1:0000

Table 3.5: Miner transaction ordering methodology between blocks 6;627;917 and 9M (388 days).

3.5.2 Gas Price Distribution

We investigate the gas prices for each transaction over 189;951;899 transactions included in

blocks 6;627;917 until block 9M (388 days of data). A gas price of 0 ETH might indicate that

the transaction belonged to the miner. We �nd that a transaction has an average gas price of

17:2� 10520:1 GWei. The median gas price is 10 Gwei and the most frequently used gas price is

20 Gwei with 23;759;990 transactions (12:5%).
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Transaction Execution Order (left to right) Winner Reward for AttackerA Reward for AttackerO

TA1 3 TO1 7 TV 3 TO2 7 TA2 3 A Revenue� Fee(TA1) � Fee(TA2) � Fee(TO1) � Fee(TO2)

TA1 3 TO1 7 TV 3 TA2 3 TO2 7 A Revenue� Fee(TA1) � Fee(TA2) � Fee(TO1) � Fee(TO2)

TO1 3 TA1 7 TV 3 TA2 7 TO2 3 O � Fee(TA1) � Fee(TA2) Revenue� Fee(TO1) � Fee(TO2)

TO1 3 TA1 7 TV 3 TO2 3 TA2 7 O � Fee(TA1) � Fee(TA2) Revenue� Fee(TO1) � Fee(TO2)

Table 3.6: Adversarial payoff for a two player game. Under the assumption that both playersA
andO are rational,A “wins” the game if the front-running transactionTA1 is placed in front ofTO1,
regardless of the position of the back-running transaction. A transaction that succeeds is denoted
by 3 , while a transaction that fails, is denoted by7.

3.6 Multiple Adversaries

Our prior analysis only considers the case of a single adversary. In this section, we analyze the

possible implications of multiple attackers on the feasibility and pro�tability of sandwich attacks

through simulations.

3.6.1 Extended Threat Model

We extend our threat model from Section3.2, to account for additional attackers. For simplicity,

we assume that all adversaries have access to the same �nancial resources, internet connection,

latency, and computational power. We identify the following key parameters that impact the out-

come of the simulated game:

Number of Attackers: Intuitively, the more adversaries are attacking a victim transactionTV , the

harder this endeavor becomes for each attacker. In the following, we consider 2, 5, and 10

adversaries, which simultaneously attack aTV .

Attacker Strategy: Previous work [79] suggests two transaction fee bidding strategies, namely

an adaptive (reactive counter-bidding) and a non-adaptive (blind raising) adversarial strat-

egy. We assume that all adversaries follow the reactive counter-bidding strategy, i.e. an

adversary emits a higher transaction fee bid once the adversary observes a competing trans-

action. This strategy is not necessarily optimal, but it may estimate a lower bound for the

sandwich attack's front-running transaction cost.

We assume all adversaries are rational and attack with the parameters determined by the strategy

from Section3.4, i.e. each adversary attempts to maximize its pro�t by fully exploiting the victim

transaction's allowed slippage.

For a two-player game, we show in Table3.6, the possible transaction permutations after the

adversarial transactions are mined. We show that the adversary who manages to execute the �rst

front-running transaction successfully “wins” the sandwich attack. This is because the victim

transaction fails if bothA andO execute the sandwich attack. If the other adversary is irrational

and insists to execute the attack (by e.g. disregarding slippage protections), both adversaries lose,

because both adversarial front-running transactions fail (e.g.TA1 3 , TO1 3 , TV 7, TO2 3 , TA2 3 ).
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Pct %
Latency Provisioned Bandwidth
[153] [110] Model [110] Model

10 99 92 95.5 3.4 3.4
20 116 - 116 - 6.8
33 151 125 138 11.2 11.2
50 208 152 180 29.4 29.4
67 231 200 216 68.3 68.3
80 247 - 247 - 111.3
90 285 276 281 144.4 144.4

mean 209 171 181 55.0 52.8
std. 157 76 62 58.8 50.4

Table 3.7: Latency and bandwidth statistics from our model based on previous studies [110,153].

3.6.2 Extended System Model

Network Layer The speed at which an adversarial transaction propagates within the blockchain

P2Pnetwork in�uences the number of reactive counter-bids it receives and the time the transaction

is mined. Related works have extensively studied the asynchronous nature of blockchainP2P

propagation [85,93,110,111]. The propagation is affected by several factors, such as the network

topology, number of nodes, internet latency, bandwidth, and network congestion, etc. In our work,

we assume that the adversary directly establishes a point-to-point connection with the miner and

the victim. Our study thereby abstracts away the number of nodes in the network, the network

topology, intermediate devices (replay nodes, routes, and switches) and TCP congestion control.

Equation3.5shows how we approximate transaction propagation duration.

Propagation Duration=
Transaction Size

Bandwidth
+ Latency (3.5)

To determine the distribution of transaction sizes, we crawl raw transactions sent to the Uniswap

DAI market over 100;000 consecutive blocks, starting from block 9M. Our measurements suggest

a mean transaction size of 426:27� 68:94 Bytes, which we use as parameters for an assumed

normal distribution of the adversarial and victims' transaction sizes. For the latency and bandwidth

distribution, we take the mean percentile statistics [110, 153] and apply linear interpolation to

estimate the underlying cumulative probability distribution (cf. Table3.7).

Transaction Fees The transaction gas price, together with the degree of blockchain transaction

congestion (i.e. competing transactions that seek to be mined), in�uences the pace at which a trans-

action is mined. In our simulations, we sample the gas price of the victim transaction from a nor-

mal distribution with a mean of (8:76� 61:18 GWei), measured at the Uniswap DAI market from

block 9M to 9:1M. We assume that the victim pays a suf�cient transaction fee for its transaction to

be mined in the next block. Empirical data suggests that the Ethereum average block interval time

is 13:5� 0:12 seconds [49]. Therefore, we sample the duration of the victim's transaction in the

mempool from a uniform distribution between 0 to 30 seconds. When the network is congested,

transactions on Ethereum may stay in the mempool for longer than 30 seconds, sometimes even
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tens of minutes [49]. However, we avoid presenting our analysis on longer pending duration, as

our simulation results (cf. Figure3.12and Figure3.14) show that in the case of multiple players,

the adversarial transaction fee at 30 seconds is likely to render the attack unpro�table.

Miner We assume the miner order transactions with descending gas prices to maximize their

revenue (cf. Section3.5). Besides, the miners con�gure a price bump percentage of 10% to

replace an existing transaction from the mempool. At the time of writing, Geth (used by 78.3% of

the clients) con�gures price bump percentage to 10%, while Parity sets 12:5%.

3.6.3 Simulation Results

Figure3.12shows the expected pro�t of an adversarial liquidity taker (cf. Section3.3) given 2, 5,

and 10 adversaries, on the Uniswap DAI market at block 9M. The slippage of the victim transaction

is �xed at 0:5%. The minimum pro�table victim input is 14:75 ETH (2;197:30 USD).

(a) Two liquidity taker adversaries(b) Five liquidity taker adversaries(c) Ten liquidity taker adversaries

Figure 3.12: Simulated sandwich attack by 2, 5 and 10 competing adversarial liquidity taker on a
taker (Uniswap, block 9M, 0:3% fees, 0:5% unexpected slippage).

We visualize the line where the expected revenue breaks even with simulated transaction costs.

The transaction cost is calculated as the simulated gas price (cf. Figure3.13) times the total gas

consumed by the adversarial transaction. The gas consumption is randomly sampled from a normal

distribution with mean at 85;488� 34;782 (taken from the Uniswap DAI market average gas

consumption from block 9M to 9:1M). We observe that the break-even line grows exponentially

until the victim transaction is mined (which is in line with the assumption of a 10% increase for

each transaction price increase). We observe that the more adversaries, the more competitive the

attack appears. For instance, our simulation suggests that the sandwich attack is not pro�table

after the victim transaction remained pending on theP2Pnetwork for 27:7, 20:3, 16:3 seconds,

given 2, 5 and 10 adversaries respectively, when the victimV transacts 20 ETH for DAI.

Figure3.14shows the expected pro�t of an adversarial liquidity provider (cf. Section3.3) given

2, 5, and 10 adversaries, on the Uniswap DAI market at block 9M. The victim transaction is �xed

with a 0:5% slippage protection. The minimum pro�table victim input with a single adversary is

27:8 ETH (4;141:37 USD).
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Figure 3.13: The simulated gas price of the “winning” transaction when 2, 5 or 10 adversaries are
performing a reactive counter-bidding attack. Each experiment is run 100;000 times. We visualize
the 95% con�dence interval.

(a) Two liquidity provider adver-
saries

(b) Five liquidity provider adver-
saries

(c) Ten liquidity provider adver-
saries

Figure 3.14: Simulated sandwich attack by 2, 5 and 10 competing adversarial liquidity provider
on a taker (Uniswap, block 9M, 0:3% fees, 0:5% unexpected slippage).

Our results suggest that having multiple attackers does, in expectation, divide the total revenue

among the adversaries, minus the transaction fee overhead. Speci�cally, we �nd that the presence

of 2, 5 and 10 attackers respectively reduce the expected pro�tability of the attack by 51:0%,

81:4% and 91:5% (given the victim transacts 20 ETH to DAI on Uniswap with a transaction

pending on theP2Player for 10 seconds before being mined). Note that if the blockchain is

congested (i.e.TV remains pending for more than 15 seconds), we observe that the break-even of

the attacker becomes harder to attain.
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3.7 Sandwich Attack Details

In what follows, we assume that a victimV sends a transactionTV to tradedV
x of X for dV

y of Y.

The underlyingAMM market starts with the initials states0 = ( x0;y0). Eq.3.6shows the transition

in AMM state after applyingTV without unexpected slippage.

s0
TransactXForY(dV

x )
�����������! (x� ;y� ); dV

y = y0 � y� (3.6)

x� = x0 + dV
x ; y� =

x0y0

x0 + dV
x � cx(s0;dV

x )
+ cy(s0;dV

y ) (3.7)

3.7.1 Liquidity Taker Attacks Taker

We assume that the adversaryA has an initial state(dA1
x ;0), and attacks by emittingTA1 andTA2.

TA1: a front-running transaction, exchangesdA1
x for dA1

y of Y and is planned to execute before

TV (e.g. by paying a higher transaction fee thanTV). This results in the state changes of

Equation3.8and3.9.

s0
TransactXForY(dA1

x )
�����������! s1 = ( x1;y1); dA1

y = y0 � y1 (3.8)

x1 = x0 + dA1
x ; y1 =

x0y0

x1 � cx(s0;dA1
x )

+ cy(s0;dA1
x ) (3.9)

TV : a victim transaction modi�es the state as per Equation3.10and3.11.

s1
TransactXForY(dV

x )
�����������! s2 = ( x2;y2); dV

y = y1 � y2 (3.10)

x2 = x1 + dV
x ; y2 =

x1y1

x2 � cx(s1;dV
x )

+ cy(s1;dV
x ) (3.11)

TA2: a back-running transaction exchangesdA2
y = dA1

y � cy(s2;dA2
y ) for oA2

x of X and is planned to

execute afterTV (e.g. by paying a lower transaction fee thanTV). TA2 effectively closes the

adversary's position that was opened byTA1 (cf. Equation3.12and3.13).

s2
TransactXForY(dA2

y )
�����������! s3 = ( x3;y3); dA2

x = x2 � x3 (3.12)

x3 =
x2y2

y3 � cy(s2;dA2
y )

+ cx(s0;dA2
y ); y3 = y2 + dA2

y (3.13)

TransactionTA2 swaps the assetY from transactionTA1 in exchange for assetX. The correspond-

ing pro�t is determined by comparing the input fromTA1 and the outputTA2 of assetX (cf. Equa-

tion 3.14).

pro�t = dA2
x � dA1

x (3.14)

After the attack, the state of adversary becomes(dA2
x ;0). Thus, provided the pro�t exceeds the

costs (e.g. transaction fees and equipment costs), a rational adversary would undertake the attack.
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3.7.2 Liquidity Provider Attacks Taker

We use(xN;yN) to denote the state of anAMM exchange at blockN 2 Z, wherexN, yN are the

amounts of assetX andY in the liquidity pool (cf. De�nition 1). The liquidity provider owns

a share ofL 2 [0;1] liquidity if it depositsdx;N = xN
L

1� L of assetX anddy;N = yN
L

1� L of asset

Y into the liquidity pool. We useZN(x;y) to denote the USD value of assets at blockN, where

x is the amount of assetX andy is the amount of assetY. Given two blockchain blocksm;n,

where the respectiveAMM states differ, the deposit ofzm = Zm(xm
L

1� L ;ym
L

1� L ) at blockm, or

zn = Zn(xn
L

1� L ;yn
L

1� L ) at blockn both results in a share ofL liquidity in the respective market

X/Y. For the following section, we setzm > zn.

Attack Pro�tability

We proceed by de�ning pro�tability for an adversary.Lx;L�
x;Ly;L�

y 2 [0;1[ denote the proportion of

assetsX andY held by the adversary in the liquidity pools before and after the attack. Analogously,

xA;xA� ;yA;yA� 2 Z+ denote the amounts of assetX andY held by the adversary before and after

the attack.

(Lx;Ly;xA;yA) attack���! (L�
x;L�

y;xA� ;yA� ) (3.15)

The state transition (cf. Equation3.15) is pro�table to the adversary, if the following conditions

hold:

• L�
x � Lx; L�

y � Ly; xA� � xA; yA� � yA; and

• At least one of the following holds:

L�
x > Lx; or L�

y > Ly; or xA� > xA; or yA� > yA

Let x� andy� denote the amounts of assetX andY in liquidity pools after the attack. The cor-

responding pro�t is determined by comparing adversary's states before and after the attack (cf.

Equation3.16, 3.17, 3.18).

DA
x = xA� � xA + ( L�

x � Lx)x� (3.16)

DA
y = yA� � yA + ( L�

y � Ly)y� (3.17)

pro�t = Z(DA
x ;DA

y ) (3.18)

Attack Execution

We now consider an adversarial liquidity provider that owns a shareLxx0;Lyy0 of the total liquidity

pool of aAMM X/Y market. The victim's transactionTV transacts assetX for Y. If the adversary

does not front-runTV , theAMM state changes according to Equation3.19, 3.20. In that case, the

adversaryA receives a commission feec, as stated in Equation3.21, 3.22.

s0
TransactXForY(dV

x )
�����������! s1 = ( x1;y1); dV

y = y0 � y1 (3.19)
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x1 = x0 + dV
x ; y1 =

x0y0

x1 � cx(s0;dV
x )

+ cy(s0;dV
x ) (3.20)

cA;TV
x = L � cx(s0;dV

x ); cA;TV
y = L � cy(s0;dV

x ) (3.21)

(Lx;Ly;xA;yA) �! (Lx;Ly;xA + cA;TV
x ;yA + cA;TV

y ) (3.22)

This liquidity provider attempts to gain a pro�t through the following order of transactions.

TA1: a front-running transaction executed beforeTV (e.g. by paying a higher transaction fee than

TV). TA1 withdraws(Lxx0;Lyy0) from the liquidity pool (x0;y0) and results in the state

changes of Equation3.23and3.24.

s0
RemoveLiquidity(Lxx0;Lyy0)
���������������! s1 = ( x1;y1) (3.23)

x1 = x0 � Lxx0; y1 = y0 � Lyy0 (3.24)

TV : a victim's transaction modi�es the state according to Equation3.25and3.26.

s1
TransactXForY(dV

x )
�����������! s2 = ( x2;y2); dV

y = y1 � y2 (3.25)

x2 = x1 + dV
x ; y2 =

x1y1

x2 � cx(s1;dV
x )

+ cy(s1;dV
x ) (3.26)

TA2: a back-running transaction executes afterTV (e.g. by paying a lower transaction fee thanTV).

TA2 adds back liquidity for the adversary to maintain the same proportion of overall liquidity

(Lx;Ly), modifying the state according to Equation3.27and3.28.

s2

AddLiquidity( Lxx2
1� Lx

; Lyy2
1� Ly

)
��������������! s3 = ( x3;y3) (3.27)

x3 =
x2

1� Lx
; y3 =

y2

1� Ly
(3.28)

TA3: executed afterTA2, TA3 rebalances theAMM assets by convertingY to X, such that the ad-

versary retains the same amount of assetX as before the attack (i.e. the adversary holds

xA + cA;TV
x after the attack). This rebalancing process is necessary because the amount of

assetX added to liquidity pool inTA2 exceeds the amount withdrawn fromTA1. TA3 modi�es

the state according to the Equations3.29, 3.30and3.31.

s3
TransactXForY(dA3

y )
�����������! s4 = ( x4;y4); dA3

x = x3 � x4 (3.29)

x4 =
x3y3

y4 � cy(s3;dA
y )

+ cx(s3;dA
y ); y4 = y3 + dA3

y (3.30)

dA3
x =

Lxx2

1� Lx
+ cA;TV

x � Lxx0 (3.31)

The overall state change of this attack is described in Equation3.32. At the end of this attack, the

adversaryA has managed to retainL proportion of the total liquidity as a result ofTA2, retains the

same total amount of assetX (as a result ofTA3) but increases their holding of assetY, generating

a pro�t. Equation3.33yields the pro�t.
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(Lx;Ly;xA;yA) attack���! (Lx;Ly;xA + cA;TV
x ;yA� ) (3.32)

pro�t = yA� � (yA + cA;TV
y ) (3.33)

3.8 Possible Mitigations

In this section we elaborate on how users could protect their trades from sandwich attacks, and we

discuss possibleAMM design changes to strengthen their resilience.

3.8.1 AMM Speci�c Settings

We identify two primary protection possibilities that could be adopted given the exstingAMM

DEX designs (such as Uniswap).

Allow for Zero Slippage

The simplest protection for a user, is to not allow its trades to pay any slippage. If an adversary

were to front-run, the user's trade execution will fail. The user would not overpay the trade due to

its slippage protection, but the user still is liable to pay blockchain transaction fees. This protection

solution moreover is not scalable in terms of trades per second, as it would limit the number of

trades anAMM DEX can execute to 1 transaction per blockchain block.

Limit Liquidity Taker's Input

Recall that sandwich attacks are only pro�table if the victim's input amount is above a thresh-

old, which we named it as the minimum pro�table victim input (cf. Section3.3). This threshold

depends on both the total liquidity of the market and theAMM DEX 's design and con�gura-

tion (pricing formula, fees and etc.). One possible protection is to disable transactions above the

minimum pro�table victim input in the smart contracts.

3.8.2 Cryptography-based Defences

In the following we discuss possible cryptography based defence techniques against sandwich

attacks.

Multi-Party Computation (MPC)

The sandwich attack is possible because the current consensus protocol used in Ethereum fails to

protect the actual ordering of the transactions from adversarial manipulations (i.e. fee manipula-

tions). Thus, it is tempting for one to design anAMM DEX that has a authorized set of “trusted”

nodes to faithfully sequence actions from liquidity takers before getting the actions executed by

the smart contract. This proposal, however, makesAMM DEX like Uniswap no longer permis-

sionless, and the authorized set can again manipulate the order of the transactions. To address the

50



latter, Kelkaret al. [147] propose a new set of Byzantine Consensus protocols, that achieve a fair

ordering of received transactions. Thus, one can require the authorized set of nodes to run such

protocol to achieve order fairness among transactions.

Commit-and-Reveal Protocols

A commitment scheme is a two-round protocol that allows one to commit to chosen values (i.e.

function, input) while keeping those values hidden from others (hiding) during the committing

round, and later during the revealing round, s/he can decide to reveal the committed value. The

commitment schemes arebindingif and only if the party cannot change the value after committing

to it. We brie�y discuss the use of commitment scheme to prevent front-running in the following.

Standard Commit-and-Reveal Protocol To prevent the sandwich attack inAMM DEX , one

can use commitment schemes to sequence actions of traders during committing round and execute

actions during revealing round. In particular, during committing round, traders commit to function

calls (i.e.TransactXfor Y, addLiquidity , removeLiquidity ) via commitment transactions, and

the ordering of function calls is determined based on the order of commitments while the function

calls are hidden due to thehiding property of a commitment scheme. In the revealing round,

parties can decide to reveal the function calls, and theAMM DEX will execute the transactions

according to the order of the commitments appeared in the committing round.

One of the limitations of commit-and-reveal protocol is its usability, as it requires participants

to be aware of both rounds of the protocol to complete their actions. Another limitation is that

adversary is still able toprobabilistically perform sandwich attack. In particular, because the

committing round is transparent, the adversary can see other traders' commitments and commits

several transactions before and after the commitments of honest traders. S/he can reveal only those

transactions that are pro�table.

Commit-and-Reveal Protocol tailored for the Ethereum Blockchain To hide the committing

phase from the adversary, Breidenbachet al. [56] proposed submarine commitments via contract

creation in Ethereum (i.e.CREATE2EVM opcode [1]). The essence of this approach is to hide

commitment transaction among newly generated Ethereum addresses. In particular, a submarine

commitment scheme contains the following phases:

Committing Phase: to commit in a submarine commitment scheme, the liquidity taker with

addressAddrTaker posts a transactionTcom that sends some fund,val , to an addressAddrcom.

Addrcom is a commitment of the form:

Addrcom = H(AddrAMM -DEX ;H(AddrTaker;key);code)

whereH(�) is Keccak-256,keyis the transaction speci�c key toAMM DEX (e.g. a concatenation

of actiontransact Xfor Y, inputdx, and 256-bit randomnessr), andcodeis the EVM init code of

therefundcontract that can send any money received to theAddrAMM -DEX .

Revealing Phase:To reveal,AddrTaker sends toAddrAMM -DEX , key valuekey= ( actionjj inputjj r),
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the transaction dataTcom, the commitBlock (the block number includesTcom), and a Merkle-

Partricia proof,pTcom which proves the membership ofTcom in commitBlock. With commitBlock,

pTcom, andTcom, AddrAMM -DEX veri�es that Tcom occurred incommitBlock. And after learning

key, AddrAMM -DEX can recomputeAddrcom, veri�es the deposit balanceval , and proceeds with

actionandinput (i.e. transact Xfor Y(dx)).

Deposit Collection Phase:from code, AddrAMM -DEX can useCREATE2opcode to create an in-

stance of therefundcontract atAddrcom and collect $val from Addrcom.

Con�dential Transactions

Another potential attempt to mitigate front-running attack is to hide the details of the transaction

sent toAMM DEX by adapting several techniques [52,60,96,209] for con�dential transactions.

However, as pointed out by Eskandari et al. [94], to prevent front-running, one needs to hide:

(1) The name of the functions (i.e.TransactXfor Y, addLiquidity , removeLiquidity ) being

invoked

(2) The parameters supplied to the functions (i.e.dx;dy)

(3) The current state of theDEX (i.e. (x;y)).

While systems like Hawk [158] and Ekiden [71] try to achieve all three properties for arbitrary

functions, they rely on off-chain components (i.e. trusted execution environment) for maintaining

encrypted states and proving the correctness of state transitions. On the other hand, a proposal

for Ethereum blockchain, Zether [60], tries to achieve(2;3) for a speci�c type of function (i.e.

money transferring). The states in Zether are the ElGamal encryptions of account's balances. The

state transitions can be made due to the correctness of the non-interactive zero-knowledge proof

(NIZK) system used in their construction and the (additively) homomorphic properties of Elgamal

encryption.

However, recall that in anAMM DEX , an action likeTransactXfor Y(dx) requires the contract

to send andy of assetY back to the liquidity taker wheredy is computed based on the pricing

function f (�) and the current pool's state(x;y). Therefore, if one decides to use a system that relies

on NIZK systems like Zether forAMM DEX with hidden state, the trusted off-chain components

are needed to generate cryptographic proofs from the unencrypted state to trigger the transferring

back function.

Moreover, regardless of the privacy techniques used for hiding transaction details and pool's states,

we show that it is impossible to achieve the con�dentiality for the third property for a constant

productAMM . In particular, at the initial pool states= ( x;y), an adversary can issue two consec-

utive actions,TransactXfor Y(dx);TransactXfor Y(d0
x), and it obtainsdy andd0

y determined by

the current state(x;y).

The adversary can solve the system of two equations and two unknown(x;y) to determine the

current pool state.
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3.9 Recent Developments

TheDeFilandscape has evolved signi�cantly since the original analysis in this chapter (2019 2020),

with several major developments fundamentally altering the dynamics of sandwich attacks and

MEV extraction:

1. PBSMost notably, Ethereum's transition to Proof of Stake in September 2022 (The Merge)

transformed the underlying transaction ordering mechanism. While this transition did not

directly affect the feasibility of sandwich attacks, it established the foundation forProposer-

Builder Separation(PBS), a crucial development inMEV extraction patterns.PBSintro-

duces a separation between block builders who construct block bodies and proposers who

choose which block to propose. This separation enables more sophisticatedMEV auction

mechanisms and could potentially increase the optimality (in terms of pro�t) ofMEV ex-

traction, though it also introduces new challenges around builder centralization. TheMEV

landscape has simultaneously undergone a dramatic professionalization since 2021. The

emergence of sophisticatedMEV-boost relays and specialized searchers/arbitrageurs has

created a highly competitive environment where individualMEV bot's pro�t has declined

but overall extraction ef�ciency has increased. This evolution has paradoxically both low-

ered barriers to entry through improved tooling and infrastructure while raising the sophis-

tication required to compete effectively. The total extractedMEV has grown substantially,

even as per-transaction pro�ts have declined due to increased competition and more ef�cient

markets10.

2. Dark Pools A growing number of Ethereum users are opting for private transactions to

avoid front-running bots that exploit the transparency of public mempools. These private

transactions, often routed through “dark pools,” bypass the public mempool by sending

transactions directly to validators or block proposers. According to Blocknative11, private

transactions now account for nearly half of Ethereum's total gas usage, a sharp increase

from just 7% in September 2022 and 15% at the start of 2024. While dark pools can help

users protect their trades from front-running bots on theP2Pnetwork, it raises signi�cant

concerns about transparency and decentralization.

3. New DEX designsWhile batch auctions have been an established mechanism since the

early days ofDeFi, with CowSwap implementing them since 2021 [77], recentDEX proto-

cols have introduced variations on this theme. For instance, Penumbra DEX implements

batch auctions with zero-knowledge proofs for trade privacy, while also using a novel

constant-product automated market maker design with discrete time steps rather than con-

tinuous trading [214]. Another example is Vertex Protocol, which uses a fully on-chain

order book combined with periodic auctions to match trades, aiming to provide better price

discovery while mitigatingMEV [235]. These approaches demonstrate howDEX designs

are evolving beyond the traditionalAMM model, though their effectiveness in preventing

sandwich attacks remains to be comprehensively evaluated in production environments.

10https://eigenphi.io
11https://www.blocknative.com/blog/ethereum-private-transactions-the-flippening
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3.10 Chapter Conclusion

This chapter has examined the tension between transparency and manipulation inDeFi systems,

providing the �rst formal model of sandwich attacks onAMM -basedDEXs. Our analysis reveals

that while technical mitigations can reduce attack pro�tability, true resistance requires addressing

either transaction propagation privacy or execution determinism. The empirical results demon-

strate both the current feasibility of these attacks and the fundamental trade-offs between security

and ef�ciency in transparent systems.

Looking forward, the development of more robustDeFi systems may require rethinking basic

blockchain transparency assumptions rather than relying solely on application-layer mitigations.

These �ndings contribute to our understanding of designing secure �nancial systems in transparent

environments, though fundamental changes may be necessary for comprehensive solutions.
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Chapter 4

Composability In DeFi

Decentralized Finance (DeFi) has emerged as a signi�cant blockchain-based �nancial ecosystem,

processing millions of dollars in daily transactions and securing billions in locked assets. While the

previous chapter examined security considerations across all system layers, this chapter focuses

speci�cally on the Protocol Layer, where composability between DeFi protocols enables complex

transaction opportunities.

At the Protocol Layer, three key properties enable systematic analysis of pro�table transactions:

• Protocol Composability: The shared technological stack enables seamless integration and

interaction betweenDeFi applications, facilitating complex multi-protocol transactions;

• Open Contract Deployment: The permissionless nature of blockchain platforms allows ar-

bitrary smart contract deployment and cross-contract interactions; and

• Code Transparency: The public availability of smart contract bytecode and execution traces

enables comprehensive analysis of protocol behaviors and interactions

In this chapter, we present two methodological approaches developed during the early DeFi boom

of 2020-2021 for automatically identifying pro�table cross-protocol transactions. While the spe-

ci�c protocols and opportunities analyzed in this research re�ect that period's DeFi landscape, the

underlying methodologies remain relevant for analyzing today's more complex DeFi ecosystem.

The �rst approach, DEFIPOSER-ARB, adapts the Bellman-Ford-Moore algorithm to detect cyclic

arbitrage opportunities across multiple protocols. The second approach, DEFIPOSER-SMT, em-

ploys logical protocol modeling and theorem proving to identify more complex pro�table transac-

tion patterns.

Our empirical evaluation during this period demonstrated the effectiveness of both approaches.

DEFIPOSER-ARB achieved an estimated weekly revenue of 191:48 ETH (76;592 USD), while

DEFIPOSER-SMT generated 72:44 ETH (28;976 USD), with maximum single-transaction pro�ts

of 81:31 ETH (32;524 USD) and 22:40 ETH (8;960 USD) respectively. Notably, DEFIPOSER-

SMT successfully identi�ed the February 2020 bZx attack opportunity that yielded 0.48M USD.

Our forensic analysis revealed that this opportunity persisted for 69 days, highlighting how sys-

tematic analysis can uncover signi�cant protocol vulnerabilities.
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Figure 4.1: DEFIPOSER-ARB and DEFIPOSER-SMT system overview. In DEFIPOSER-SMT,
we 2
 Create logical models,3
 paths are created and trimmed with heuristics and4
 used within
a theorem prover to generate a transaction. In DEFIPOSER-ARB we 2
 build a graph of the
blockchain state,3
 identify negative cycles,4
 perform a local search and repeat. The transaction
with the highest revenue is5
 concretely evaluated before being mined in the next block.

The evaluation encompassed 150 days of blockchain data, analyzing 96 protocol actions across

25 assets. While the speci�c protocols and market conditions have evolved signi�cantly since this

study, the methodological framework established here provides a foundation for analyzing modern

DeFi systems, which now encompass an even broader range of protocols, cross-chain bridges, and

Layer 2 solutions.

Looking beyond the �nancial gains mentioned above,forksdeteriorate the blockchain consensus

security, as they increase the risks of double-spending and sel�sh mining. We explore the impli-

cations of DEFIPOSER-ARB and DEFIPOSER-SMT on blockchain consensus. Speci�cally, we

show that the trades identi�ed by our tools exceed the Ethereum block reward by up to 874� .

Given optimal adversarial strategies provided by aMarkov Decision Process(MDP), we quan-

tify the value threshold at which a pro�table transaction quali�es asMEV and would incentivize

MEV-aware miners to fork the blockchain. For instance, we �nd that on Ethereum, a miner with a

hash rate of 10% would fork the blockchain if anMEV opportunity exceeds 4× the block reward.

A peculiarity ofDeFi platforms is their ability to inter-operate; e.g., one may borrow a cryptocur-

rency asset on one platform, exchange the asset on another, and for instance, lend the resulting

asset on a third system.DeFi's composabilityhas led to the emergence of chained trading and

arbitrage opportunities throughout the tightly intertwinedDeFi space. Reasoning about what this

easy composition entails is not particularly simple; on one side, atomic composition allows to per-
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form risk-free arbitrage— that is to equate asset prices on differentDeFi markets. Arbitrage is a

benign and important endeavor to keep markets synchronized.

On the other side, we have seen multi-million-revenue trades that cleverly use the technique of

�ash loans to exploiteconomic statesin DeFi protocols (e.g., the economic attack on bZx [198]

Harvest Finance [101], Value De� [86] and others [37,225]). While exploiting economic states,

however, is not a security attack in the traditional sense, the practitioners' community often frames

these high-revenue trades as “hacks.” Yet, the executing trader follows the rules set forth by the

deployed smart contracts. Irrespective of the framing, liquidity providers engaging with experi-

ence millions of USD in unexpected losses. This highlights the need for automated tools that help

protocol designers and liquidity providers to understand arbitrage and �nancial implications in

general when engaging with protocols.

This chapter presents two tools (cf. Figure4.1) that automatically create transactions to com-

pose existing protocols to generate revenue that can be extracted from the Ethereum ecosystem.

They are designed to run in real-time: at every block, they can �nd (and execute) a new pro�t-

generating transaction; we show how our running time of an unoptimized implementation requires

an average of 6:43 seconds and 5:39 seconds on a recent Ethereum block (for DEFIPOSER-ARB

and DEFIPOSER-SMT respectively), which is below Ethereum's average block time of 13:5 sec-

onds [49]. We would like to point out that DEFIPOSER-ARB and DEFIPOSER-SMT, are best-

effort tools: because the state of the blockchain and platforms may change at each block, it is

important to operate in real-time, otherwise found trading opportunities might be outdated. There-

fore, we made the choice of prioritizing execution speed over completeness, and we do not claim

to �nd optimal strategies.

To the best of our knowledge, we are the �rst to provide automated transaction search mechanisms

for composable protocols. The main risks for a trader using the tools that we consider within this

work are currency exposure (i.e., price volatility risks) and the blockchain transaction fees. We

discover that signi�cant revenue can be generated with less than 1 ETH of initial capital when

using �ash loans.

Our contributions are as follows:

• DEFI POSER-ARB: We build a directed market graph and identify negative cycles with the

Bellman-Ford-Moore algorithm. A local search then allows us to discover parameters for

pro�table arbitrage transactions in near-real-time (average of 6:43 seconds per block).

• DEFI POSER-SMT and Space Reduction:To discover more demanding trades than ar-

bitrage, we model theDeFi systems using a state transition model, which we translate to

a logical representation in the Z3 theorem prover. We introduce heuristics to signi�cantly

prune the search space to achieve a near real-time transaction discovery (average of 5:39

seconds per block).

• MEV and Security: We show how DEFIPOSER-SMT discovers the economic attack on

bZx, which yields over 0:48M USD, and that this opportunity window was open for over 69

days. Given optimal adversarial mining strategies provided by a Markov Decision Process,

we show quantitatively thatMEV opportunities can deteriorate the blockchain security. For
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example, a rationalMEV-aware miner with a hash rate of 10% will fork the blockchain if an

MEV opportunity exceeds 4 times the block reward and the miner failed to claim the source

of MEV.

• Trading Strategy Validation: We validate the trading strategies discovered by DEFIPOSER-

ARB and DEFIPOSER-SMT on a locally-deployed blockchain that mirrors the real net-

work. We estimate that the found strategies yield 4;103:22 ETH (1;641;288 USD) and

1;552:32 ETH (620;928 USD) of pro�t between the Ethereum block 9;100;000 to 10;050;000

(150 days from December 2019 to May 2020). We demonstrate that our tools' capital

requirements are minimal: the majority of the strategies require less than 150:00 ETH

(60;000 USD), and only 0:40 ETH (160 USD) when using �ash loans.

The remainder of the chapter is organized as follows: Section4.1describes how we encodeDeFi

protocols into state transition models. Section4.2applies negative cycle detection to �ndDeFiar-

bitrage opportunities. Section4.3presents our heuristics and techniques to enable the autonomous

discovery of adversarial strategies. Section4.4presents our empirical evaluation and quantitative

analysis of the found strategies on previous Ethereum blockchain blocks. Section4.5 discusses

DEFIPOSER's blockchain security implication.

4.1 DeFi Modeling

We proceed to introduce our system, trader, and state transition model for the interaction between

DeFiplatforms. On a high level, our model state consists of theDeFimarket states, as well as the

cryptocurrency asset balances of a traderT. The transitions representDeFi actions performed by

the traderT on the respectiveDeFiplatforms. The goal of the trader is to maximize the amount of

cryptocurrency assets held.

4.1.1 System Model for This Chapter

Our system consists of a blockchain with �nancial cryptocurrency assets (i.e., coins or tokens).

Cryptocurrency assets can be used withinDeFiplatforms (i.e., markets), such as exchanges, lend-

ing, and borrowing platforms. EachDeFi platform offers a set ofactions, which can be triggered

by a transaction. Actions take an asset as input and yield, for instance, another asset as output.

Multiple actions can be encapsulated in one transaction and executed atomically in sequence. A

path, is a sequence of actions acrossDeFi platforms. We denote asstrategy(cf. Figure4.2), or

transaction, a path with parameters for each action (such as coin amounts, etc.). We consider a

state of aDeFi market to change whenever an action manipulates the amount of assets within this

DeFimarket. Note that we only consider the blockchain state at block-heighti after the execution

of all transactions within a blocki (i.e., we do not consider intermittent block states).

4.1.2 Trader Model for This Chapter

We consider a computationally bounded trader (denoted byT) which is capable of executing trans-

actions (i.e., perform actions) across a set ofDeFiplatforms.T's cryptocurrency assets are limited

by the supply of liquidity available in public �ash loan pools [198]. The trader is capable of read-
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Figure 4.2: Example strategy across threeDeFimarkets, identi�ed at Ethereum block 10;001;087,
which would yield a revenue of 7:81 ETH (3;124 USD).

ing the blockchain contents but is not expected to observe uncon�rmed blockchain transactions

on the network layer. We assume that the trader is capable of placing a transaction ahead of other

DeFi transactions within a future blockchain block. Practically, this requires the trader to pay a

higher transaction fee, as most miners appear to order transactions based on gas price. We assume

that the trader is not colluding with a miner, while this may present an interesting avenue for future

work.

We assume that the trader is operating on the blockchain head, i.e., the most recently mined,

valid block, of the respective blockchain. In the case of aPoWblockchain, the most recent block

shall also be the one with the mostPoW (i.e., the greatest dif�culty). For simplicity, we ignore

complications resulting from blockchain forks.

4.1.3 Notation

To ease the understanding of the following paragraphs, we proceed by introducing the utilized

notation.

1. AssetsThe setC denotes the collection of cryptocurrency assets, which the trader uses to

generate trading strategies.

2. Actions The setA denotes the collection of actions the trader selects from theDeFi proto-

cols.

3. ParametersThe traderT must supply parameters to execute actionsa2 A, e.g., the amounts

of cryptocurrency assetsT sends to the correspondingDeFiplatforms.

4. Path A path p 2 P is a sequence ofn non-repeated actions drawn fromA. We denote

the power set of all actions withÃ (A), which consists of all subsets of the action setA,

including the empty set. Given a subsetK 2 Ã (A), we denote the permutations set ofK

with S (K). The collection of all pathsP can then be de�ned using Equation4.1. NoteP

consists of paths of different lengths.

P = [
Ã (A)
K S (K); s.t. 8p = ( a1;a2; :::;an) 2 P

ai 2 A;8i 2 [1;n]

ai 6= a j ;8ai ;a j 2 A; i 6= j

(4.1)
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5. StrategyA strategy consists a pathp 2 P with n actions, a list of parameters[x1; : : : ;xn] for

each action inp, and an initial state (cf. Equation4.4) of the model.

6. Balance functionGiven a strategy withn actions, the balance functionB T
i (c) denotesT's

balance for cryptocurrency assetc after performing theith action, where 0� i � n andc2 C.

7. Storage function K (a) denotes the set of smart contract storage variable addresses an

action a reads from and writes to. These addresses are identi�ed from the underlying

blockchain runtime environment. We useK T(a) to denote a subset ofK (a), which is

only relevant to the traderT.

4.1.4 States

We classify the state variables into two categories, the trader and DeFi states.ST represents the

trader's asset portfolio (cf. Equation4.2). SDeFi is the set of all storage variablesT reads from

and writes to, for all theDeFi actions in our model (cf. Equation4.3). The unionSof these two

categories is the overall state of our system (cf. Equation4.4). Given a strategy withn actions, the

state after performing theith action, where 0� i � n is denoted assi , with the initial states0.

ST = f B T(c) : 8c 2 Cg (4.2)

SDeFi = [ 8a2AK T(a) (4.3)

S= ST [ SDeFi (4.4)

4.1.5 Transitions

Our state transition function isF T(s 2 S;a 2 A;x) ! S, outputs the next state if actiona with

parameterx is performed on states by traderT. Given a strategy withn actions, whereai andxi

represents theith action and parameter respectively, andsi represents the state after theith action.

Equation4.5 shows the state transition process of this strategy, while Equation4.6 computes the

�nal statesn when each action is sequentially applied tos0.

si+ 1 = F T(si ;ai+ 1;xi+ 1) (4.5)

sn = F T(: : :F T(F T(s0;a1;x1);a2;x2) : : :) (4.6)

4.1.6 Objective

We choose an assetb 2 C as ourbasecryptocurrency asset. The objective of the traderT is to

�nd a strategy, such that the balance ofb (cf. Equation4.7) is maximized, whereas the portfolio

balances of the trader, except forb, remain the same.

maximisep2P obj(s0; p) = B T
n (b) � B T

0 (b)

with constraints:B T
n (c) = B T

i (c);8c 2 Cnb
(4.7)
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4.1.7 Basecryptocurrency asset

To identify revenue yielding paths, we make the assumption that the traderT operates in this work

on a singlebasecryptocurrency asset. Naturally, this can be extended to multiplebasecurrencies

to increase potential �nancial results.

4.1.8 DEFI POSER Design Choices

Figure4.3shows the high-level design choices of the DEFIPOSERtools we present in this chapter.

DEFIPOSERconsists of three components:1
 , a pruning algorithm to �lter potentially pro�table

paths; 2
 , a search algorithm which searches parameters to maximize the revenue of a given path,

and 3
 a strategy combination/execution algorithm, which decides how the found strategies are

executed.
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Figure 4.3: Technical design choices of DEFIPOSER. DEFIPOSERconsists of three components:
1
 a path pruning component;2
 a parameter search component, and3
 a strategy combina-
tion/execution component.

Generally speaking, each instantiation of the different components bears its own advantages and

disadvantages. For instance, negative cycle detection only searches cyclic paths, whereas pruning

with heuristics can search for any path structure. Given a simple path such as a cyclic arbitrage, we

�nd that local search is faster than the SMT solver (cf. Figure4.12), but does not provide satis�a-

bility proofs. In the following we present two variants of DEFIPOSER, namely DEFIPOSER-ARB

(cf. Section4.2) and DEFIPOSER-SMT (cf. Section4.3).
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4.2 Applying Negative Cycle Detection toDeFi Arbitrage

Previous works propose negative cycle detection algorithms, such as the Bellman-Ford-Moore

algorithm, to �nd arbitrage opportunities [72]. In these algorithms, the exchange markets are

modeled as a directed weighted graph (g). Every negative cycle in the graph then corresponds to

an arbitrage opportunity.

4.2.1 Negative Cycle Detection to Detect Arbitrage

We adopt the following notations to translate arbitrage detection into a negative cycle detection

problem.

NodesThe setN denotes the collection of nodes. Each node (vertex) represents a different asset

(c 2 C).

Directed edgesThe setE denotes the collection of all edges. An edgeei; j that points from asset

ci to c j represents that there exist a market where the traderT can sell cryptocurrency assetci to

purchase cryptocurrency assetc j .

Spot priceThe spot pricepspot
i; j for edgeei; j is the approximated best current price a traderT �nds

on all DeFi AMM markets, when selling an arbitrarily small amount (close to 0) of a cryptocur-

rency assetci to purchasec j . Arbitrage A path [c1
a1�! c2 : : :ck� 1

ak� 1��! ck] consists an arbitrage

opportunity, if pspot
1;2 � : : : � pspot

k� 1;k > 1.

Edge weightTo apply negative cycle detection algorithms, we use the negative log of pricewi; j =

� log(pspot
i; j ) as the weights for edgeei; j . An arbitrage opportunity exists ifw1;2 + : : : + wi� 1;i < 0.

Path �nding Our objective is to maximizeT's basecryptocurrency asset. An arbitrage cycle,

however, may not consist of thebaseasset. Therefore, we convert the arbitrage revenue to the

basecryptocurrency asset by the end of the execution. More concretely, we �nd all `connecting'

markets that support the conversion between one of the arbitrage assets and thebasecryptocur-

rency asset. We perform the conversion using the `connecting' markets with the best price.

4.2.2 Negative Cycle Detection Algorithms

Negative cycle detection algorithms combine the shortest path algorithm with a cycle detec-

tion strategy. Cherkasskyet al. [72] studied various combinations of shortest path algorithms

(Bellman-Ford-Moore [47,104,181], Goldfarb-Hao-Kai [116], Goldberg-Radzik [114], etc.) and

cycle detection strategies (Walk to the root, Admissible graph search [115], Subtree traversal

[148], etc.) and compared their relative performances. A natural question is whether these cy-

cle detection algorithms can be directly applied to �nd pro�table transactions inDeFi.

In bid-ask markets, the price does not change if the trade volume is within the bid/ask size [65].

DeFi AMM exchanges, however, follow a dynamic price based on the trade volume. Intuitively,

the bigger the transaction size, the worse the trading price becomes. Hence, our algorithm needs

to consider dynamic price changes and update the graphg after every action. On a high level,

a Bellman-Ford-Moore inspired algorithm repeatedly performs the following steps: (i) Build the
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Algorithm 1: Negative cycle arbitrage detection.
Input:
s0  Initial state ;target Minimum revenue target
Output: revenuetotal
s  s0 ; g  buildGraph(N, E, s) ; revenuetotal  0
while hasNegativeCycle(g)do

cycle getNegativeCycle(graph)
p  getPath(cycle)
(revenue, s)  search(p)
if revenue > targetthen

revenuetotal  revenuetotal + revenue
end
g  buildGraph(N, E, s)

end
return revenuetotal

Function buildGraph(N, E, s2 S)is
# fetch the spot price for eache2 E
# build the graphg;wherewci ;c j = � log(pspot

ci ;c j )
returng

end
Function hasNegativeCycle(g)is

return(Detects a negative cycle?)
end
Function getPath(cycle)is

p 2 P connectsT's baseasset withcycle.
returnp

end
Function search(p)is

# �nd the parameters for pathp
s'  state after executinng the strategy
return(revenue, s')

end

graphg based on the spot prices from the current states 2 S; (ii) Detect arbitrage cycles in the

graphg (Bellman-Ford-Moore); (iii) Build a path based on the negative cycle, and �nd the strategy

(parameters for the path), �nally (iv) Execute the strategy and update the states. Algorithm 1

presents the details of DEFIPOSER-ARB. To �nd the parameters for a path, Algorithm1gradually

increases the amount ofbaseassets into the path until there is no increase in revenue.

We present DEFIPOSER-ARB's evaluation in Section4.4.

4.3 Design of DEFI POSER-SMT

In this section, we discuss an alternative technique, DEFIPOSER-SMT, to �nd pro�table trans-

actions inDeFi, which is more general when compared to DEFIPOSER-ARB. More speci�cally,

DEFIPOSER-SMT can operate on non-cyclic strategies, while DEFIPOSER-ARB cannot. We

observe that pro�tableDeFi strategies do not necessarily form a complete cycle. For example,

Figure4.4ashows the graph for the economic bZx attack (cf. Section4.5). The strategy requires

the trader to send Ether to edge 1 without receiving any assets in return and to then perform an

arbitrage cycle with edge 2 and 3.
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Figure 4.4: Directed weighted graph for the economic bZx attack on the Ethereum block
9;462;687. Shorting ETH for WBTC on bZx does not return assets to the traderT, and the action,
therefore, does not point to any cryptocurrency assets. Graph4.4ahas no arbitrage opportunity
on the WBTC/ETH market (0:0170� 44:1488= 0:75 � 1). In Graph4.4band4.4c, the weights
change (ETH/WBTC price) after the trader increases the �ow (in ETH) to the bZx market because
bZx's price depends on the Uniswap price. The graph is hence dynamic [62], i.e., the weights need
to be updated after each action. The action encoding of DEFIPOSER-SMT models the bZx's price
dependence on Uniswap. Note that the bZx attack does not violateHeuristic 6, because action 1
does not return any asset nor forms a sub-path.

4.3.1 Choosing an SMT Solver for DEFI POSER-SMT

To overcome the aforementioned challenges of non-existent cycles, we chose to adopt a theorem

prover for DEFIPOSER-SMT's (cf. Figure4.1) design. The theorem prover logically formulates

what a pro�table strategy entails to locate concrete pro�table instantiations. We perform system-

atic path exploration to determine if the model (cf. Section4.1) satis�es the provided requirements,

similar to other model checking systems [58,63,118,146,159,173,226,231].

Our model requires the SMT solver (such as MathSat [59], Z3 [84], or Coral [218]) to support

�oating-point arithmetic because we adopt the theory of real numbers (cf. Section4.1). We

encode the state transition model in three major steps: (i) Encode the initial state as a predicate;

(ii) iteratively apply state transition actions, and encode the resulting states after each action as

predicates. Then, (iii) convert the objective function into a set of constraints to ensure that the

value of the trader portfolio increases byZ, and translate the constraints into predicates. Note

that we rely on an optimization algorithm (cf. Algorithm3) to �nd the highest possibleZ. The

optimization process requires solving the same SMT problem with different initializations ofZ

(cf. Appendix4.3.4for an example).

4.3.2 Path Pruning

One bottleneck of model checking is the combinatorial path explosion problem. We, therefore,

prune the paths by applying the following heuristics. Note that heuristics may prune pro�table

strategies, and DEFIPOSER-SMT is therefore only a best-effort tool.

Heuristic 1 A pro�table strategy must consist of more than one action. That is because, given an

initial stateS0, a strategy with only one action will not increase the balance of thebasecryptocur-

rency asset while keeping the balance of all other cryptocurrency assets unchanged.

Heuristic 2 A strategy must start with a sequence of entering actions. An entering action is de�ned
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as any action which takes thebasecryptocurrency asset as input.

Heuristic 3 A strategy must end with a sequence of exiting actions. An exiting action is de�ned

as any action that outputs thebasecryptocurrency asset. Recall that the objective of the trader is

to maximize the amount ofbaseassets held.

Heuristic 4 Apart from the entering actions, an action must depend on at least one previous action.

Conceptually, this is to avoid a strategy to contain actions that do not interact with any other

actions. Given two actionsai ;a j 2 A, we de�ne thatai anda j are independent actions, iff. there is

no intersection betweenK T(ai) andK T(a j ) (cf. Equation4.8). In other words, the execution of

ai does not affect the execution results ofa j , no matter what concrete state is given.

ai ?? a j () K T(ai) \ K T(a j ) = /0 (4.8)

Recall thatK (a) denotes the set of smart contract storage variables an actiona reads from and

writes to, andK T(a) denotes a subset ofK (a), which is relevant to the traderT. As an example

of independence, we assumea1 transactsc1 toc2 using a constant product marketM1 with liquidity

L1c1 andL1c2, anda2 transactsc1 to c3 using another constant product marketM2 with liquidity

L2c1 andL2c3. Equation4.9 shows the storage variablesa1 anda2 reads from and writes to.a1

anda2 are not independent, as they both read/write variableT:c1. Therefore, Heuristic 4 does not

prune the path containinga1 anda2.

K T(a1) = f M1:L1c1;M1:L1c2;T:c1;T:c2g

K T(a2) = f M2:L2c1;M2:L2c3;T:c1;T:c3g
(4.9)

Heuristic 5 An action cannot be immediately followed by another reversing action (i.e., a mirror-

ing action) on the sameDeFimarket. For instance, ifa1 transactsc1 to c2, anda2 convertsc2 to c1

on the same market, then heuristic 5 will prune all paths that containa1;a2.

Heuristic 6 A path cannot include any branching. For example, a path of 5 actions[c1
a1�! c2

a2�!

c4;c1
a3�! c3

a4�! c4;c4
a5�! c1] is composed of two paths,[c1

a1�! c2
a2�! c4

a5�! c1] and[c1
a3�! c3

a4�!

c4
a5�! c1] (cf. Figure4.5a). In our work, we choose the more pro�table path, and discard the other,

because both paths affect the assetc4. In a future work, it might be interesting to attempt to extract

pro�t from both paths in an effort to maximize the revenue.

Heuristic 7 A path must not include any loops. For example, a path[c1
a1�! c2

a2�! c3
a3�! c2

a4�!

c3
a5�! c1] consists of a loop betweenc2 andc3. This path is composed of two sub-paths, namely

[c1
a1�! c2

a2�! c3
a5�! c1] and[c1

a1�! c2
a4�! c3

a5�! c1] (cf. Figure4.5b). We again chose the more

pro�table path, and discard the other for simplicity. We leave it to future work to optimize the

potential gain.

The ef�ciency of path pruning can be evaluated across two dimensions:(i) the number of paths

that are pruned, and,(ii) the reduction in revenue resulting from the heuristic pruning. To address

the former, we show the reduction of the number of paths due to the heuristics in Table4.4 and

discuss these results further in Section4.4.4. Regarding the latter, because we cannot quantify the

optimal revenue due to the combinatorial explosion of the search space, we, unfortunately, see no
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Figure 4.5: Example of branching and looping paths.

avenue to quantify the reduction in revenue caused by the heuristics.

4.3.3 DEFI POSER-SMT Revenue Optimizer

SMT solvers validate if any initialization of the free variables would satisfy the requirements

de�ned. One requirement we specify is to increase thebasecryptocurrency asset balance by a

�xed amount. To �nd the maximum satis�able revenue, we chose to use the following optimization

algorithm (cf. Algorithm3). At a high level, to identify a coarse upper and lower revenue bound,

this algorithm �rst attempts to solve, given multiples of 10 for the trader revenue. Given these

bounds, we perform a binary search to �nd the optimal value.

4.3.4 SMT encoding example

To ease the understanding of the encoding process between the State Transition Model and the

SMT problem, we consider in the following a simple strategy with only two actions, and a trader

holding two cryptocurrency assets: abasecryptocurrency assetc1, and another cryptocurrency

assetc2. Action a1 Convertsx1 amount ofc1 to c2, using a constant product market, with liquidity

L1c1 for c1 andL1c2 for c2 (cf. Equation4.10).

output amount ofc2 = L1c2 �
L1c1L1c2

(L1c1 + x1)
(4.10)

Action a2 Convertsx2 amount ofc2 back toc1, using another constant product market, with

liquidity L2c1 and L2c2. Based on Heuristic 5 (cf. Section4.3.2), actiona2 must use another

market, because otherwise the conversion becomes a reversing action ofa1, which would result in

a zero-sum game with a loss on transaction fees.Initial state encodingEquation4.11encodes the
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state variables with concrete values, which are fetched from the considered blockchain state (e.g.,

the most recent block). This predicate can also be viewed as the assignment of an initial state.

predicatet1(�) :=

B T
0 (c1) = Trader's initialc1 balancê

B T
0 (c2) = Trader's initialc2 balancê

L1c1
0 = Market 1 initialc1 balancê

L1c2
0 = Market 1 initialc2 balancê

L2c1
0 = Market 2 initialc1 balancê

L2c2
0 = Market 2 initialc2 balance

(4.11)

Action encoding The following two predicates encode the two state transition actions. Equa-

tion4.12encodesF (s0;a1;x1) and Equation4.13encodesF (F (s0;a1;x1);a2;x2). Simply speak-

ing, predicatet2 transacts cryptocurrency assetc1 to c2, and predicatet3 convertsc2 back toc1.

predicatet2(�) :=

0 � x1 � B T
0 (c1) ^

B T
1 (c1) = B T

0 (c1) � x1 ^

B T
1 (c2) = B T

0 (c2) + L1c2
0 �

L1c1
0 L1c2

0

(L1c1
0 + x1)

^

L1c1
1 = L1c1

0 + x1 ^

L1c2
1 =

L1c1
0 L1c2

0

(L1c1
0 + x1)

^

L2c1
1 = L2c1

0 ^

L2c2
1 = L2c2

0

(4.12)

predicatet3(�) :=

0 � x2 � B T
1 (c2) ^

B T
2 (c1) = B T

1 (c1) + L2c1
1 �

L2c1
1 L2c2

1

(L2c2
1 + x2)

^

B T
2 (c2) = B T

1 (c2) � x2 ^

L1c1
2 = L1c1

1 ^

L1c2
2 = L1c2

1 ^

L2c1
2 =

L2c1
1 L2c2

1

(L2c2
1 + x2)

^

L2c2
2 = L2c2

1 + x2

(4.13)

Objective encoding

We useZ to denote the targeted adversarial revenue. Equation4.14encodes the objective con-
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straints, ensuring that the adversarial cryptocurrency asset portfolio increases in value. Note that

we rely on search algorithms (cf. Algorithm2) to �nd the highest possibleZ. The optimization

process requires solving the same SMT problem with different concrete initialization of revenue

targetsZ (predicatet4).

predicatet4(�) :=

B T
0 (c1) > = B T

2 (c1) + Z ^

B T
0 (c2) = B T

2 (c2)

(4.14)

Free variables and rangeOur model only consists of two free variables (x1;x2) for the simple

two action paths. For a path of arbitrary lengthn, the corresponding SMT system consists of

n free variables, which are the parameters of each action. As shown in predicatet2 (cf. Equa-

tion 4.12) andt3 (cf. Equation4.13), the range of free variables are constraint by the amount of

T's cryptocurrency assets.

SMT problem By following the above procedures, the state transition model we presented in

Section4.1 is now encoded as an SMT problem, where we verify if any initialization of the free

variables (x1;x2) satis�es the requirement oft1(�) ^ t2(�) ^ t3(�) ^ t4(�).

4.3.5 Concrete encoding example for Z3

In this section, we provide a running example to demonstrate the encoding process of DEFIPOSER-

SMT. The example performs an arbitrage at block 9;680;000, which �rst converts ETH to BNT

on Bancor and then converts BNT back to ETH on Uniswap.

Initial state encoding

The initial state encoding consists of the predicates for both the traderT's initial balances, as well

as the initial states of the underlying platforms.

# Trader' s initial state.
# We assume the trader holds 1000 ETH at the start.
S0_Attacker[BNT] == 0,
S0_Attacker[ETH] == 1000000000000000000000,

# Initial states of the underlying platforms.
S0_Uniswap[BNT]_eth == 135368255883939133529,
S0_Uniswap[BNT]_erc20 == 108143877658121296155075,
S0_Bancor[ETH]_erc20 == 10936591981278719837125,
S0_Bancor[ETH]_erc20_ratio == 500000,
S0_Bancor[ETH]_bnt == 8792249012668956788248921,
S0_Bancor[ETH]_bnt_ratio == 500000,
S0_Bancor[ETH]_fee == 1000,

Action encoding

We encode the two transition actions as predicates.P1 is the input parameter for action 1 (converts

ETH to BNT on Bancor), andP2 is the input parameter for action 2 (converts BNT to ETH on

Uniswap).

68



# converts ETH to BNT on Bancor
P1 > 0,
S1_Bancor[ETH]_bnt > 0,
S1_Attacker[BNT] ==

S0_Attacker[BNT] +
(S0_Bancor[ETH]_bnt*
(1 -
(S0_Bancor[ETH]_erc20/(S0_Bancor[ETH]_erc20 + P1))**
(S0_Bancor[ETH]_erc20_ratio/S0_Bancor[ETH]_bnt_ratio))*
(1000000 - S0_Bancor[ETH]_fee)**2)/
1000000000000,

S1_Attacker[ETH] == S0_Attacker[ETH] - P1,
S1_Uniswap[BNT]_eth == S0_Uniswap[BNT]_eth,
S1_Uniswap[BNT]_erc20 == S0_Uniswap[BNT]_erc20,
S1_Bancor[ETH]_bnt ==

S0_Bancor[ETH]_bnt -
(S0_Bancor[ETH]_bnt*
(1 -
(S0_Bancor[ETH]_erc20/(S0_Bancor[ETH]_erc20 + P1))**
(S0_Bancor[ETH]_erc20_ratio/S0_Bancor[ETH]_bnt_ratio))*
(1000000 - S0_Bancor[ETH]_fee)**2)/
1000000000000,

S1_Bancor[ETH]_bnt_ratio == S0_Bancor[ETH]_bnt_ratio,
S1_Bancor[ETH]_erc20_ratio == S0_Bancor[ETH]_erc20_ratio,
S1_Bancor[ETH]_erc20 == S0_Bancor[ETH]_erc20 + P1,
S1_Bancor[ETH]_fee == S0_Bancor[ETH]_fee,

# converts BNT to ETH on Uniswap
S1_Attacker[BNT] >= P2,
P2 > 0,
S2_Attacker[BNT] == S1_Attacker[BNT] - P2,
S2_Attacker[ETH] ==

S1_Attacker[ETH] +
(997*P2*S1_Uniswap[BNT]_eth)/
(S1_Uniswap[BNT]_erc20*1000 + 997*P2),

S2_Uniswap[BNT]_eth ==
S1_Uniswap[BNT]_eth -
(997*P2*S1_Uniswap[BNT]_eth)/
(S1_Uniswap[BNT]_erc20*1000 + 997*P2),

S2_Uniswap[BNT]_erc20 == S1_Uniswap[BNT]_erc20 + P2,
S2_Bancor[ETH]_bnt == S1_Bancor[ETH]_bnt,
S2_Bancor[ETH]_bnt_ratio == S1_Bancor[ETH]_bnt_ratio,
S2_Bancor[ETH]_erc20_ratio == S1_Bancor[ETH]_erc20_ratio,
S2_Bancor[ETH]_erc20 == S1_Bancor[ETH]_erc20,
S2_Bancor[ETH]_fee == S1_Bancor[ETH]_fee,

Objective encoding

In this example, we check if it is possible for the traderT to realize 1 ETH of revenue following

this path.

# Objective encoding
S2_Attacker[BNT] == 0,
S2_Attacker[ETH] >= 1001000000000000000000
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4.3.6 Comparing DEFI POSER-SMT to DEFI POSER-ARB

Table4.1summarizes our comparison between DEFIPOSER-SMT and DEFIPOSER-ARB. While

arbitrage opportunities appear plentiful, DEFIPOSER-ARB cannot capture non-cyclic transactions

such as the bZx case. Because DEFIPOSER-SMT can encode any arbitrary strategy as an SMT

problem, we argue that it is a more generic tool, as long as the underlying SMT solver can �nd

a solution fast enough. We would like to stress again that both tools DEFIPOSER-ARB and

DEFIPOSER-SMT do not provide optimal solutions. DEFIPOSER-ARB greedily searches for ar-

bitrage and extracts revenue as each opportunity arises. To show that DEFIPOSER-ARB does not

�nd optimal solutions, we provide the following example at block 9;819;643. Here, DEFIPOSER-

SMT �nds two opportunities:

Strategy 1 [ETH Bancor����! BNT Bancor����! MKR
Uniswap
�����! ETH] with 0:20 ETH of revenue.

Strategy 2 [ETH
Uniswap
�����! BAT Bancor����! BNT Bancor����! MKR

Uniswap
�����! ETH] with 0:11 ETH of rev-

enue.

DEFIPOSER-SMT will only execute strategy 1. DEFIPOSER-ARB, however, �nds and executes

strategy 2 �rst to extract 0:11 ETH. After executing strategy 2 and updating the graph, strategy

1 is no longer pro�table. Therefore, DEFIPOSER-ARB only extracts a revenue of 0:11 ETH in

this block. Note that DEFIPOSER-SMT provides proof of satis�able/unsatis�able revenue targets

for each considered path. However, DEFIPOSER-SMT remains a best-effort tool because the

heuristics prune paths that may be pro�table. Contrary to DEFIPOSER-ARB, DEFIPOSER-SMT

does not merge paths.

DEFIPOSER-ARB DEFIPOSER-SMT

Path generation Bellman-Ford-Moore, Walk to the root; No acyclic paths Pruning with heuristics; Any paths within the heuristics
Path selection Combines multiple sub-paths Selects the highest revenue path
ManualDeFi modeling Not required Required
Captures non-cyclic strategies No Yes (e.g., bZx)
Optimally chosen parameters No Yes (subject to inaccuracy of binary search)
Maximum Revenue 81:31 ETH (32;524 USD) 22:40 ETH (8;960 USD)
Total Revenue (over 150 days) 4;103:22 ETH (1;641;288 USD) 1;552:32 ETH (620;928 USD)
Lines of code (Python) 300 2;300

Table 4.1: High-level comparison between DEFIPOSER-ARB and DEFIPOSER-SMT.

4.3.7 Limitations

We elaborate on a few limitations of our work.

State dependencyIn this study, we focus on block-level state dependencies, i.e., we consider a

state to only change when a new block is mined. In practice, aDeFi state can change several

times within the same blockchain block (as several transactions can trade on aDeFi platform

within a block). Our assumption hence may cause us to not consider potentially pro�table trades.

An alternative approach to study state dependency, which we leave to future work, is to perform a

transaction-level analysis. Such an analysis would assume that the trader observes the peer-to-peer

network layer of the Ethereum network. Based on the information of transactions in the memory

pool (the pool of uncon�rmed transactions), the transaction order and state changes in the next

block could be estimated ahead of the block being mined.
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Scalability One problem of DEFIPOSER is the combinatorial path explosion. To mitigate this

problem, heuristics reduce the path space, which only needs to be executed once. For every new

block, DEFIPOSERcan parallelize the parameter search process to �nd the most pro�table paths.

A limitation of negative cycle detection is that it has to search for negative cycles before starting to

search parameters. The graph needs to be updated after executing every strategy. This is dif�cult to

parallelize and limits the system's real-time capability, especially when there are multiple negative

cycles, or the cycle length is long.

Manual Modeling and Code ComplexityDEFIPOSER-ARB only needs to be aware of the spot

price of each market and treats the underlying smart contracts and exchange protocols as a black

box while greedily exploring opportunities. DEFIPOSER-SMT, however, requires the manual

translation of the objective function into an SMT problem. This requires to encode the state transi-

tions into a group of predicates (cf. Appendix4.3.4). The modeling process not only increases the

code complexity (cf. Table4.1) but also causes inaccuracies in the found solutions and therefore

requires a validation process through, e.g., concrete execution.

Approximated RevenueTo avoid double-counting revenue when a pro�table path exists over

multiple blocks, we apply a state dependency analysis and only exploit paths with a state change.

However, DEFIPOSER's reported revenue is not accurate because: (i) We work on historical

blockchain states. In practice, the pro�tability of DEFIPOSER will be affected by the underly-

ing blockchain's network layer; (ii) For simplicity within this work, we assume that DEFIPOSER

does not change other market participants' behavior. In practice, other traders are likely to monitor

our activity and adjust their trading strategy accordingly.

Multiple Traders Within this work, we only consider a single trader using DEFIPOSER. Zhouet

al. [266] simulated the outcome of competing transactions from several traders under a reac-

tive counter-bidding strategy. We believe that those results translate over toMEV when multi-

ple traders (speci�cally non-miners) compete over DEFIPOSER transactions. Zhouet al. [266]'s

results suggest that the total revenue will be divided among the competing traders.

4.4 Experimental Evaluation

To query the Ethereum blockchain, we set up a full archive Geth1 node (i.e., a node which stores

all intermediate blockchain state transitions) on a AMD Ryzen Threadripper 3990 X Processor

(4:3 GHz, 64 cores), 4x2 TB NVMe SSD RAID 0 and 256 GB RAM. We perform the con-

crete execution with a custom py-evm2, which can fork the Ethereum blockchain at any given

block height. To simplify our experimental complexity, we do not consider trades which yield

below 0:10 ETH (40 USD) and are aware that this potentially reduces the resulting �nancial gain.

We select 96 actions from the Uniswap, Bancor, and MakerDAO, with a total of 25 assets (cf.

Table4.2and4.3). To enable action chaining, all considered assets trade on Uniswap and Bancor,

while SAI and DAI are convertible on MakerDAO. The total value of assets on the three platforms

1https://github.com/ethereum/go-ethereum
2https://github.com/ethereum/py-evm
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sums up to 3:3 billion USD, which corresponds to 82% of the total USD value locked inDeFi as

of May 2020.

Both DEFIPOSER-ARB and DEFIPOSER-SMT apply dependency-based state reduction. Sta-

tionary blockchain states are identi�ed and skipped to avoid redundant computation and double

counting of revenue.

4.4.1 Supported ERC-20 cryptocurrency assets

We list the 24 ERC-20 cryptocurrency assets we support in Table4.2. We observe that for most of

the assets, the number of holders and the number of markets increases with the number of transfer

transactions.

Tokens

SAI, BNT, DAI, BAT, ENJ, SNT, KNC, MKR, DATA, MANA, ANT, RLC, RCN, UBT,
GNO, RDN, TKN, TRST, AMN, FXC, SAN, AMPL, HEDG, POA20

Table 4.2: List of tokens included in our experiments.

4.4.2 SupportedDeFi actions

We summarize the 96DeFi actions DEFIPOSERsupports in Table4.3. All considered cryptocur-

rency assets trade on both the Uniswap and Bancor exchanges. SAI and DAI, in addition, can be

converted to each on MakerDAO.

Supported Actions

Uniswap: ETH <-> AMN, ETH <-> AMPL, ETH <-> ANT, ETH <-> BAT, ETH <-> BNT,
ETH <-> DAI, ETH <-> DATA, ETH <-> ENJ, ETH <-> FXC, ETH <-> GNO, ETH <->
HEDG, ETH <-> KNC, ETH <-> MANA, ETH <-> MKR, ETH <-> POA20, ETH <->
RCN
Bancor: BNT <-> AMN, BNT <-> AMPL, BNT <-> ANT, BNT <-> BAT, BNT <-> DATA,
BNT <-> ENJ, BNT <-> FXC, BNT <-> SAN, BNT <-> SAI, BNT <-> SNT, BNT <->
TKN, BNT <-> TRST, BNT <-> UBT, BNT <-> RLC
MakerDAO: DAI <-> SAI

Table 4.3: List of the supportedDeFiactions of DEFIPOSER.

4.4.3 DEFI POSER-ARB

We translate the 25 assets and 96 actions into a graph with 25 nodes and 94 edges. Each node

in the graph represents a cryptocurrency asset. For each edgeei; j pointing from assetci to c j , we

�nd all markets with assetci as input, and output assetc j . Each edge's weight is derived using

the highest price found among all supporting markets, or 0 if there is no market. We then follow

Algorithm 1 to greedily extract arbitrage revenue as soon as one negative cycle is found. We

use the BFCF (Bellman-Ford-Moore, Walk to the root) algorithm to �nd negative cycles, which

operates inO(jN2j � j Ej). For each arbitrage opportunity, DEFIPOSER-ARB gradually increases

the input parameter (amount ofbasecryptocurrency asset) until the revenue ceases to increase.
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Path length Before After

2 9;120 2
3 857;280 90
4 79;727;040 466
5 7;334;887;680 42

Total 7;415;481;120 600

Table 4.4: Results of path pruning after applying the heuristics from Section4.3.2. In total, 600
paths remain, with the majority (77:67%) consisting of 4 actions. For each path length, the heuris-
tics remove at least 99:98% of the strategies.

4.4.4 DEFI POSER-SMT

We translateDeFi states into Z3 [84] as constraints on state symbolic variables (cf. Section4.1).

We symbolically encode all variables using �oats instead of integers because the EVM only sup-

ports integers. MostDeFi smart contracts express �oats as integers by multiplying �oats with a

large factor. Division and power are, therefore, estimated using integer math. This practice may

introduce a bias in our state and transition functions. Due to such model inaccuracies, we pro-

ceed to concrete execution (i.e., real-world smart contract execution on the EVM) to avoid false

positives and validate our result.

An exhaustive search over the total action space is infeasible. Therefore, we apply path pruning

(cf. Section4.3.2) to discard irrelevant paths.

Path Discovery and PruningThe 96DeFi actions (cf. Table4.3 in Appendix) result in 9:92�

10149 possible paths without repeating actions, which is an impractical space to evaluate. Table4.4

hence illustrates the impact of our heuristics on paths of various lengths. We observe a signi�cant

reduction of at least 99:98% per path length of the total number of considered paths, resulting in

only 600 remaining paths. The majority of paths (77:67%) consist of 4 actions, while the shortest

paths count 2 actions, and the longest 5 actions. Although we do not enforce a constraint on the

maximum number of actions, all paths with more than 5 actions failed to pass our heuristics.

Action DependencyIn the following, we present a concrete example of determining the depen-

dency between two actions. The �rst actionaUniswaptransacts ETH to SAI using the Uniswap SAI

market. The second actionaBancor transacts BNT to SAI using the Bancor SAI contract. Equa-

tion 4.15and Equation4.16show the relevant storage variables, respectively. These two actions

are not independent, as they both modify the trader's balance in the SAI contract.

K T(aUniswap) = f <UniswapSAI>:ETH;

<SAI>:balance of UniswapSAI;

<Trader>:ETH;

<SAI>:balance of traderg

(4.15)
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K T(aBancor) = f <BNT>:balance of BancorSAI

<SAI>:balance of BancorSAI

<BNT>:balance of trader

<SAI>:balance of traderg

(4.16)

Figure 4.6: We consider each blockchain block as an independent state representation of theDeFi
platform markets. Only if aDeFi market changes in state, we need to re-engage the SMT solver
for the affected paths only.

Dependency-based Blockchain State ReductionIf a DeFistate does not change across a number

of blockchain blocks, the same SMT solver computation is not re-engaged (cf. Figure4.6). Algo-

rithm 2 speci�es the algorithm we apply to automate the dependency-based blockchain state reduc-

tion. We observe that ETH experiences the most state changes with over 950;000 blocks (36:76%),

followed by DAI (14:62%).

Algorithm 2: Block state dependency analysis.
Input:
p = ( a1;a2; : : :) 2 P  Path ;b  Block number
Output: Has a state change
foreacha 2 p do

foreachs2 K T(a) do
if fetch(s, b)6= fetch(s, b - 1)then

return True
end

end

end
return False

Function fetch(s, b)is
return (Concrete value for storage variable address s on block b)

end

4.4.5 DEFI POSER-ARB and DEFI POSER-SMT: Revenue

We validate both DEFIPOSERdesigns on past blockchain data from block 9;100;000 to block 10;050;000,

over a total of 150 days. We visualize the distribution of traders' revenue for DEFIPOSER-

SMT in Figure4.7. DEFIPOSER-SMT found 13;317 strategies consisted of 2 to 5 actions. In

total DEFIPOSER-SMT yields a total of 1;552:32 ETH (620;928 USD), and we observe that

the most pro�table strategies consist of 3 actions, where the highest revenue yielded amounts
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to 22:40 ETH (8;960 USD). Similarly, Figure4.8 visualizes the distribution of traders' revenue

for DEFIPOSER-ARB. Recall that DEFIPOSER-ARB greedily combine multiple paths into a sin-

gle strategy. We observe that the revenue increases as the number of paths increases, with the

highest revenue amounting to 81:31 ETH (32;524 USD). In total, DEFIPOSER-ARB �nds 2;709

strategies and yields 4;103:22 ETH (1;641;288 USD).
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Validated most pro�table strategy per block(total of161:3 ETH)

Figure 4.7: Analytical distribution of the trader's revenue. The majority of the most pro�table
strategies consist of 3 actions. Because DEFIPOSER-SMT requires manual modeling, the rev-
enues discovered by Z3 are not accurate, and thus the number of discovered strategies (yellow) are
less than the pro�table strategies (blue). We use concrete execution to validate the strategies from
Z3.
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Figure 4.8: Distribution of the trader's revenue using DEFIPOSER-ARB. We observe that the
revenue increases as the number of paths increases. We also visualize the distribution of the most
pro�table sub-path (orange) for every strategy. Intuitively, the more paths DEFIPOSER-ARB try
to combine, the higher the revenue.

We visualize in Figure4.9the revenue generated by DEFIPOSER-SMT and DEFIPOSER-ARB as

a function of the initial capital. If a trader owns thebaseasset (e.g., ETH), most strategies require

less than 150 ETH. Only 10 strategies require more than 100 ETH for DEFIPOSER-SMT, and

only 7 strategies require more than 150 ETH for DEFIPOSER-ARB. This capital requirement is
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reduced to less than 1:00 ETH (400 USD) when using �ash loans (cf. Figure4.9(b, d)).

(a) DEFIPOSER-SMT without �ash loans. (b) DEFIPOSER-SMT with �ash loans.

(c) DEFIPOSER-ARB without �ash loans. (d) DEFIPOSER-ARB with �ash loans.

Figure 4.9: Revenue as a function of the initial capital, in ETH with and without �ash loans for
DEFIPOSER-ARB (total of 2;709 found strategies) and DEFIPOSER-SMT (total of 1;556 found
strategies).

Figure4.10ashows how our concrete execution validation over 150 days yields consistent revenue

for both tools. The concrete execution estimates a weekly revenue of 191:48 ETH (76;592 USD)

for DEFIPOSER-ARB and 72:44 ETH (28;976 USD) for DEFIPOSER-SMT. For DEFIPOSER-

SMT, our validation estimates a total revenue of 1;552:32 ETH (620;928 USD) out of 3;577:14 ETH

(1;430;856 USD) (i.e., 40% of the Z3 indicated revenue is validated in practice).

Cost AnalysisThe trader's principal costs are the blockchain transaction fees (e.g., gas in Ethereum),

which remain below the revenue yielded by the strategies we validated (cf. Figure4.11). Note that

a trading strategy may fail if the underlying market state changes before its execution. Therefore,

we assume that the trader adopts the gas price of 32 GWei, which is highly volatile, but the rec-

ommended fast transaction gas price at the time of writing. Summarizing, the execution of all

strategies costs less than 0:05 ETH, which warrants all strategies to be pro�table.

Performance AnalysisOur tools must �nd trades within the average Ethereum block time of

13:5� 0:12 seconds [49] to be applicable in real-time. Assuming a network propagation latency

of roughly three seconds towards miners in the blockchainP2Pnetwork [85], our tools must

generate transactions within at most 10:5 seconds. Figure4.12shows the detailed execution speed

of DEFIPOSER-ARB and DEFIPOSER-SMT on an AMD Ryzen Threadripper 3990 X Processor

(4:3 GHz, 64 cores) CPU. For new block states, we measure a total average computing time of

6:43 seconds and 5:39 seconds per block, respectively.

We further group the strategies detected by DEFIPOSER-ARB based on the number of negative

cycles and compare the respective analysis time (cf. Figure4.13). We �nd that DEFIPOSER-ARB

exceeds our estimated time limit (13:5� 3 = 10:5 seconds) when exploiting more than 6 cycles.

The higher the total number of negative cycles, the more likely DEFIPOSER-ARB misses the most

pro�table opportunity.
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(a) Cumulative revenue over time (150 days), found by DEFIPOSER-SMT and DEFIPOSER-ARB, and
validated via concrete execution.

(b) Strategies detected and validated by DEFIPOSER-SMT.

(c) Strategies validated by DEFIPOSER-ARB.

Figure 4.10: Revenue and transaction fees analysis over time, measured in blocks.

4.5 Pro�table Transactions and Blockchain Security

In this section, we show that DEFIPOSER-SMT is capable of identifying the economic bZx attack

from February 2020 [198] and provide forensic insights into the event. Given optimal adversar-

ial strategies provided by anMDP, we then quantify whether anMEV opportunity will cause a
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(a) DEFIPOSER-SMT

(b) DEFIPOSER-ARB

Figure 4.11: Distribution of revenue and transaction cost based on concrete execution on the
EVM for DEFIPOSER-SMT and DEFIPOSER-ARB. The revenue outpaces the transaction costs,
which are higher for DEFIPOSER-ARB because the found strategies often consist of more cycles
(arbitrage opportunities).

rational miner to create a blockchain fork.

4.5.1 Economic bZx Attack

On the 15th of February, 2020, a trader performed a pump and arbitrage attack on the margin

trading platform bZx. The core of this trade was a pump and arbitrage involving fourDeFi

platforms atomically executed in one single transaction. As a previous study shows, this trade

resulted in in 4;337:62 ETH (1;735;048 USD) loss from bZx loan providers, where the trader

gained 1;193:69 ETH (477;476 USD) in total [198].

Attack Window To gain deeper insights into thisDeFicomposability event, we extend DEFIPOSER-

SMT with two additional actions:(i) borrow WBTC with ETH on compound �nance;(ii) short

ETH for WBTC on bZx. We replayed DEFIPOSER-SMT on historical blockchain data by starting

at the creation of the bZx's margin short smart contract (cf. Figure4.14). Surprisingly, the bZx

attack window lasted for 69 days until it was openly exploited. DEFIPOSER-SMT �nds that the

attack yielded the highest revenue of 2;291:02 ETH (916;408 USD) at block 9;482;670, which is

about one day before the attack occurred.
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Figure 4.12: Analysis time distribution to detect a pro�table strategy on DEFIPOSER-SMT and
DEFIPOSER-ARB. For most strategies the search and validation process remains below the aver-
age Ethereum block time of 13:5� 0:12 seconds.

Figure 4.13: The analysis time of DEFIPOSER-ARB exceeds our estimated time limit (taking
into consideration block time and transaction network propagation to miners), when DEFIPOSER-
ARB exploits more than 6 cycles.

4.5.2 MEV , MDP and Optimal Adversarial Strategies

The economic bZx attack revenue exceeds the average Ethereum block reward3 by a factor of

874� . After bZx, the other most pro�table validated strategies found by DEFIPOSER-ARB and

DEFIPOSER-SMT exceed the block reward by a factor of 31� and 8:5� respectively. In this

section, we quantify the value at which anMEV-aware miner would exploit anMEV opportunity

by forking the blockchain.

3At the time of writing, the average Ethereum block reward is 2:62 ETH (https://bitinfocharts.com/ethere
um/)
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Figure 4.14: Attack window analysis of the bZx attack. DEFIPOSER-SMT �nds the �rst attack
opportunity at block 9;069;000 (December 8th 2019). The opportunity lasted for 69 days, until the
opportunity was exploited in block 9;484;687 (February 15th 2020). We visualize the difference
between the pro�ts from Z3 and concrete validation, along with the success rate (using block
bin sizes of 100) of a Z3 strategy passing concrete validation. Note that the bZx loan interest
rate formula is conservatively simpli�ed in the encoding process, which explains why the Z3
anticipated revenue is lower than the concrete execution yield.

Markov Decision ProcessA Markov Decision Process is a single-player decision process that

allows identifying the optimal strategies for an encoded decision problem. In this work, we adopt

the state transition and reward matrix of thePoWdouble-spendingMDP of Gervaiset al. [111].

Note that theMDP we use does not consider uncle rewards.

We observe that conceptually, anMEV opportunity is equivalent to a double-spending opportunity:

if an MEV opportunity is mined by an honest miner, and an adversarial miner aims to claim

the MEV opportunity, theMEV miner will need to outrun the honest chain with a fork. The

MEV miner will hence want to follow the optimal adversarial strategies given by theMDP, which

advises whether to fork or not to fork the blockchain depending on theMEV value.

Threat Model We assume a rational and computationally bounded adversary. BecauseMDP's are

single-player decision problems, we assume the existence of only one adversarial miner willing

to exploit MEV. We parametrize the miner with a hash ratea 2]0;0:5[, while the remaining

non-MEV miners have a hash rate of 1� a . We ignore the existence of eclipse attacks (w = 0)

and assume the weakest possible network propagation parameter of the adversary (g = 0). We

parametrize theMDP with the stale block rate of the Ethereum blockchain at the time of writing.

By crawling the number of uncle blocks (from the block 9:1M to 10:5M), we approximate the

stale block rate tors = 5:72%. We set the mining costs to match the hash rate of theMEV miner

(cm = a ).

Exploit or not exploit MEV ? Each time anMEV opportunity arises on the network layer, we

assume that the honest miner succeeds in mining theMEV opportunity, and theMEV miner fails

to receive the reward initially. TheMEV miner, therefore, needs to decide whether to start to mine
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on a private chain, where he claims theMEV opportunity. Note that theMDP's exit state can only

be reached when theMEV miner mined a private chain that is longer than the honest chain (la > lh)

givenk = 1 (la > k). Depending on theMEV value, the optimal strategyp might advise against

forking the chain to attempt to claim theMEV reward. We quantify the minimalMEV value

MEVv, such thatMEVv is strictly larger than the reward from honest mining (cf. Equation4.18).

We denoteh is the process of mining honestly.

P = ( a ;g; rs;k;w;cm) (4.17)

MEVv = minf MEVvj9p 2 A : R(p;P;MEVv) > R(h;P)g (4.18)

To solve theMEV MDP for the optimal strategies, we use the code of [111]4 and reparametrize

given the current Ethereum stale block rate (rs = 5:72%). We further setk = 1, g = 0, w = 0 and

the cut-off value (the maximum length ofla andlh) to 20 blocks. Similar to [111], we apply a

binary search to �nd the lowest value forMEVv in units of block rewards, given a margin of error

of 0:1.

ResultsWe visualize our �ndings in Figure4.15, which shows that for anMEV miner with 10%

hash rate, on Ethereum (stale block rate of 5:72%),MEVv equals to 4. We conclude that in this

case, if anMEV opportunity yields at least a reward that is 3 times higher than the block reward,

then anMEV miner which follows the optimal strategies will fork the blockchain. A fork of the

blockchain deteriorates the blockchain's security as it increases the risks of double-spending and

sel�sh mining [111].

Multiple MEV Miner Our MDP model does not allow us to draw conclusions on the dynamics

under multiple independentMEV miners. We hence can only speculate about the outcome and

leave a simulation to future work. We can imagine that multiple miners either collaborate to share

anMEV pro�t (which falls back to ourMDP game of one adversary), or the miners would compete

among each other, which is likely to exacerbate the fork rate and hence further deteriorates the

blockchain consensus security.

4.6 Optimizer for the SMT solver

Algorithm 3 shows how the SMT solver can maximize a path's revenue using binary search.

4.7 Chapter Conclusion

This chapter presented two approaches for analyzing pro�table transaction opportunities enabled

by DeFi protocol composability. The �rst approach, DEFIPOSER-ARB, ef�ciently detects cyclic

arbitrage opportunities using a modi�ed Bellman-Ford-Moore algorithm. The second approach,

DEFIPOSER-SMT, employs SMT-based logical modeling to identify more complex pro�table

transaction patterns, including non-cyclic opportunities that DEFIPOSER-ARB cannot detect. Our

4https://github.com/arthurgervais/pow_mdp

81



Figure 4.15: MinimumMEV value in terms of block rewards to fork aPoW blockchain, given
by optimal adversarial strategies of theMDP. For instance, on Ethereum (rs = 5:72%), a miner
with 10% hash rate will engage to fork the chain to exploit anMEV opportunity, if the adversary
follows the optimal strategy and theMEV opportunity yields more than 4 block rewards.

Algorithm 3: Maximize a path's revenue using SMT solver and binary search.
Input:
p  Path
m  Minimum revenue target
Output: Optimized revenuer
if : isSAT(p, m)then

return 0
else

l  m
u  m� 10

end
while isSAT(p, u)do

l  u
u  u� 10

end
return binarySearch(p, l, u)

Function isSAT(p, r) : boolis
return(Is the path p SAT for the revenue r)

end

Function binarySearch(p, l, u) : �oatis
Binary search SAT solution on pathp, using the lower boundl and upper boundu on revenue
return(Maximum SAT revenue)

end
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empirical evaluation demonstrated the effectiveness of both approaches in identifying pro�table

transactions.

The research also revealed important implications for blockchain security. At the time of this re-

search in 2020-2021, when Ethereum operated under Proof-of-Work, we demonstrated that prof-

itable transactions identi�ed by our tools could exceed the block reward by factors of up to 874� ,

potentially incentivizing miners to fork the blockchain. ThroughMDP analysis within thisPoW

context, we quanti�ed the threshold at whichMEV opportunities would cause rational miners to

deviate from honest behavior, �nding that a miner with 10% hash rate would fork the blockchain

for MEV opportunities exceeding 4× the block reward. While these speci�c �ndings were tied to

Ethereum'sPoWmechanics, the subsequent transition toPoSand ongoing development ofPBS

introduces newMEV dynamics that require different analytical frameworks to properly assess

consensus security implications.

This work opens up a promising new research direction in automatedMEV detection and analysis.

Future research could explore adapting these approaches to emerging blockchain architectures and

developing new analytical frameworks speci�cally designed forPoSandPBSenvironments. The

intersection of protocol composability,MEV detection, and consensus security remains a rich area

for further investigation.
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Chapter 5

DeFi Security Landscape

The rapid growth of Decentralized Finance (DeFi) has been accompanied by a concerning rise in

security incidents. Between Apr 30, 2018 and Apr 30, 2022, users, liquidity providers, speculators,

and protocol operators suffered cumulative losses exceeding 3:24 billion USD. The blockchain's

inherent transparency provides an unprecedented opportunity to study these security incidents in

detail, enabling us to address two critical questions:

1. How can we systematically analyze and categorizeDeFi security incidents?

2. How can we leverage insights from past incidents to enhanceDeFi security?

This chapter presents a comprehensive analysis of theDeFisecurity landscape, leveraging blockchain

data to provide systematic insights into attack patterns, defense mechanisms, and adversarial be-

haviors. Our research makes the following contributions:

• Gap Between Attackers and Defenders:We analyze 181DeFi incidents on Ethereum

and BNB Smart Chain over a time frame of four years and structure the incidents, related

academic papers, and security audit reports into a comprehensive taxonomy. We discover

that academia and industry practices are underdeveloped with respect to the incident cause

“unsafeDeFiprotocol dependencies”, when compared to the practices of in-the-wild adver-

saries.

• Incident Defense: We investigate possible defense mechanisms againstDeFi incidents.

We show that SoTA similarity analysis can detect vulnerable and adversarial contracts. For

instance, we identify 31/23 exactly matching vulnerable/adversarial contracts (i.e., bytecode

similarity score of 100%) when compared to previously known incidents. We also discover

that 103 (56%) of the attacks are not executed atomically, granting a rescue time frame for

defenders.

• Tracing Source of Funds:By tracking pre-incident adversarial footprints, we discover that

12(7:3%) and 21(8:0%) of the adversaries directly withdraw funds from exchange wallets,

on Ethereum and BNB Smart Chain, respectively. Similarly, 55(21%) and 12(4:6%) of the

attack funds stem directly from the US-sanctioned Tornado Cash mixer.

For the �rst time in history, the information security community has access to a transparent, broad,
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timestamped, and non-repudiable dataset of million-dollar security-related incidents. We investi-

gate 77 academic papers, 30 audit reports, and 181 real-world incidents. Our data reveals several

gaps between academia and the practitioners' community. For example, few academic papers ad-

dress “price oracle attacks” and “permissonless interactions”, while our data suggests that they

are the two most frequent incident types (15% and 10:5% correspondingly). We also investi-

gate potential defenses, and �nd that:(i) 103 (56%) of the attacks are not executed atomically,

granting a rescue time frame for defenders;(ii) bytecode similarity analysis can at least detect

31 vulnerable/23 adversarial contracts; and(iii) 33 (15:3%) of the adversaries leak potentially

identi�able information by interacting with centralized exchanges.

5.1 Data

In this section we present our methodology to sample a dataset of “works under investigation”,

including research papers, security tools (i.e., intrusion detection, intrusion prevention and vulner-

ability detection), audit reports, and real-world incidents. We manually label which incident types

each work addresses (cf. Table5.1and5.2).

Academic Papers:We identify relevant papers in eight of the top security, software engineering,

and programming language conferences (i.e., SSP, CCS, NDSS, USENIX, ICSE, ASE, POPL,

PLDI) from 2018 to 2021. Our methodology �rst crawls papers using Google Scholar's keyword

search1, and then performs backward and forward reference searches to �nd additional relevant

works. Our dataset omits:(i) papers irrelevant toDeFi, such as Bitcoin speci�c attacks or Monero

privacy; and(ii) DeFi related papers that do not address any particular type of incidents, such as

contract patching [202], model checking [107], bug bounties [55], and reverse engineering [269].

In total, our dataset captures 7 relevant surveys and SoKs, 29 security tools, and 42 attack papers.

We manually label the incident types addressed in each academic paper and cross-validate our

labels against the related works section.

Audit Reports: We collect and manually inspect 30 recent public audit reports from 6 security

testing companies (Beosin, PeckShild, Slowmist, Consensys, Certik, Trial of Bits). We notice

that the reports collected perform manual auditing and may not explicitly disclose what the audi-

tors examined. For example, while each of the six companies checked the common vulnerability

“inconsistent access control” in at least one audit report, only 19 of the 30 (63%) audit reports

explicitly state it. For reproducibility and objectiveness, we can only be certain that an audit has

addressed an incident type, if it:(i) explicitly warns about the risk of a potential incident, or(ii)

explicitly states that the code passed the check of an incident type. This methodology, however,

leads to an underestimation of the absolute number of incident types addressed in the audit re-

ports2. Note that we are only attempting to quantify whether practitioners address certain incident

1With at least one of the following keywords: ["smart contract", "Decentralized Finance", "DeFi", "automated mar-
ket maker", "AMM","decentralized exchange", "DEX", "price oracle", "miner extractable value", "MEV", "blockchain
extractable value", "BEV ", "Ethereum", "ETH", "BNB Smart Chain", "Binance Smart Chain", "BSC"]

2As an example, Trial of Bits does check forPROLayer incidents in other audit reports, such as sandwich in TOB-
Computable-018 (https://github.com/trailofbits/publications/blob/ma ster/reviews/computable.pdf ),
replay in TOB-HERMEZ-014 (https://github.com/trailofbits/publications/blob/ma ster/reviews/herm
ez.pdf ), etc., but are not included in our sampled dataset.
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Table 5.1: DeFi incidents taxonomy. We label the incident types that each academic paper and auditing report address. We also group the incidents that occur in
the wild. Despite that this table focuses on Ethereum and BSC, we anticipate the taxonomy remains generic and thus applicable to all DeFi enabled blockchains.
l - Incident type addressed;n - Incident type checked (likely with tools);o - Incident cause checked (likely with tools);m - Incident type checked (manually).
Note that we can only be sure that an incident type has been addressed if an auditing report: (i) explicitly warns of the risk of a potential incident, or (ii)
explicitly states that the code passed the check of an incident type. We visualize the gaps using a heat map, where a darker colour indicates a greater frequency
of occurrences.
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Network layer transparency Transaction content transparency l l l l l 5(12%)
Propagation transparency l l l 3(7%)

Improper peer discovery / churning logicEclipse l l l l l l l 7(16%)
Sybilattack

Network congestion Intentional DoS l l l l 1(1%) 4(9%)
Unintentional DoS 1(1%)

Exposed internet service Sensitive DNS servers l l l 2(1%) 3(7%)
Unreliable BGP messages l l l 3(7%)

Other network vulnerabilities - l 1(2%)

C
on

se
ns

us

Blockchain protocol vulnerabilities -
Unstable incentive mechanism Majority / 51% attack l l l l l 5(12%)

Block reorganization l l 2(5%)
Sel�sh mining l l l l l l l 7(16%)
Double spending l l l l l l 6(14%)
Feather forking l l 2(5%)
Bribery attacks l l 2(5%)
Mining dif�culty adjustment l
Other incentive-based incidents l l l l l l 6(14%)

Unfair sequencing Sequencer transaction order manipulation l l 2(5%)
Transaction censoring l 1(2%)

Other consensus vulnerabilities - l l l 3(7%)
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State transition design mistakes Under-priced opcodes l l 2(5%)
Outdated compiler version n n n n n n n n n n m 11(37%)

Untrusted or unsafe calls Direct call to untrusted contract l l l n n n n n n n n n n n n n n m m 4(2%) 3(7%) 16(53%)
Reentrancy l l l l l l l l l l l l l l l l l l l l l l l l l l l l l l l n n n n n n n n n n n n n n m m 12(7%)31(72%)16(53%)
Delegatecall / call injection l l l l l l l l l l l l l n n n n n mm m 2(1%) 13(30%)8(27%)

Coding mistake Unhandled or mishandled exception l l l l l l l l l l l l l l l l l l l l l l m m 22(51%) 2(7%)
Locked or frozen asset l l l l l l l l l l l m m 1(1%) 11(26%) 2(7%)
Integer over�ow or under�ow l l l l l l l l l l l l l l l l l l l l l n n n n n n n n n n n n n n m m 21(49%)16(53%)
Absence of coding logic or sanity checkl l l l l l l l l mm m m mmm m m mmm 44(24%)9(21%)12(40%)
Short address l l l l n n n n 4(9%) 4(13%)
Casting l l l l m 4(9%) 1(3%)
Unbounded or gas costly operation l l l l l l l m 7(16%) 1(3%)
Arithmetic mistakes l l l l n n n n n n n n n n n n n n m mmm mmmm m 2(1%) 4(9%) 23(77%)
Other coding mistakes l l l l l l l l m m m m m m m m m m m 6(3%) 8(19%)11(37%)

Access control mistake Inconsistent access control l l l l l l l l l l l l l l n n n n n n n n n n n n n n m m m m 5(3%) 14(33%)18(60%)
Visibility error and unrestricted action l l l l l l l l l n n n n n n n n n n n n n n m 6(3%) 9(21%)15(50%)

Other smart contract vulnerabilities - l l l l l l l l l l l l l l l l l l l l n n n n n n n n n n n n n n mm m mmm mm 1(1%) 20(47%)22(73%)

P
ro

to
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l

Transaction order dependency mistakeFront-running l l l l l l l l l l l l o o o o o o o o o o o o o o m m m 2(1%) 12(28%)17(57%)
Back-running l l l l l l l o o o o o o o o o o o o o o 7(16%)14(47%)
Sandwiching l l l l o o o o o o o o o o o o o o m 4(9%) 15(50%)
Other transaction order dependency l l l 3(7%)

Replayable design Transaction / strategy replay l l n n n n n n n n n 2(5%) 9(30%)
Block state dependency mistake Randomness l l l l l l n n n n n 6(14%) 5(17%)

Other block state dependency l l l l l l l l l l l l l m m 13(30%) 2(7%)
Permissionless interaction Camou�age a token contract l 9(5%) 1(2%)

Camou�age a non-token contract 1(1%)
Unsafe dependency On-chain oracle manipulation l l l l 28(15%) 4(9%)

Governance attack l l 3(2%) 2(5%)
Token standard incompatibility l l 9(5%) 2(5%)
Liquidity borrow, purchase, mint, deposit l l 9(5%) 2(5%)
Unsafe call to phantom function 1(1%)
Other unsafe DeFi protocol dependency m 7(4%) 1(3%)

Unfair or unsafe interaction Unfair slippage protection l l l 3(2%) 3(7%)
Unfair liquidity providing m 4(2%) 1(3%)
Unsafe or in�nite token approval
Other unfair or unsafe interaction l m m 1(1%) 1(2%) 2(7%)

Other protocol vulnerabilities - l 3(2%) 1(2%)
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ux
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Faulty web development - 1(1%)
Faulty operation Compromised private key / wallet l l l 22(12%) 3(7%)

Weak password l 1(2%)
Deployment mistake n n n n n 6(3%) 5(17%)

Off-chain oracle manipulation Malicious oracle updater l l l l n n n n n 4(9%) 5(17%)
Malicious data source l l l l 4(9%)
External market manipulation l 1(2%)

Greedy operator Backdoor / Honeypot l l l 10(5%) 3(7%)
Insider trade or other activities l 3(2%) 1(2%)
Phishing attack 2(1%)
Authority control or breach of promise l n n n n n n n m m m m m 13(7%) 1(2%) 12(40%)

Faulty blockchain service provider Faulty wallet provider
Faulty API / RPC l l 2(5%)

Other auxilary vulnerabilities - 2(1%)
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types less frequently than the others, and therefore this unbiased underestimation should have no

signi�cant impact on our analysis.

Incidents: Our dataset consists of 117 and 69 incidents on Ethereum and BSC respectively (in

total 181 incidents) over a period of four years from Apr 30, 2018 to Apr 30, 2022. These incidents

are gathered from the following three sources3: (i) Rekt News;(ii) Slowmist; and(iii) Cryptosec.

We exclude non-DeFi incidents, such as blockchain-based gambling and gaming applications. The

incidents of which we cannot identify the adversary are also excluded. We construct the following

features for each of the incident:

Layers
Surveys/SoKs Tools Papers Audit reports Incidents

F G F G F G F G F

Total 7 29 42 30 181
NET 4(57%) 19% - - 12(29%) 4% - - 4(2%)
CON 3(43%) 13% 2(7%) 2% 11(26%) 5% - - 0(0%)
SC 6(86%) 31% 26(90%) 20% 15(36%) 4% 29(97%) 35% 77(42%)

PRO 5(71%) 13% 15(52%) 6% 12(29%) 3% 19(63%) 14% 73(40%)
AUX 4(57%) 10% 2(7%) 1% 6(14%) 2% 14(47%) 5% 56(30%)

Table 5.2: Distributions of works under investigation according to the DeFi reference frame (cf.
Section2.4). F - the number and percentage of research items related to a system layer;G - the
average ratio of incident types each research item covers. For example, 15 of the 29 tools (52%)
relate toPROLayer incidents, but each tool on average only covers 6% of the commonPROLayer
incident causes we identify.

• Incident Type and Cause: We manually label the type and cause of each incident (cf.

Table5.1 for incidents taxonomy). It should be noted that we may associate one incident

with multiple types or causes across multiple system layers.

• Adversaries: When we can identify an incident's adversaries, we manually classify adver-

sarial goal, knowledge, and capability based on our reference frame (cf. Chapter2).

• Averaged Total Monetary Loss (in USD):The most perceptible impact of harm is direct

monetary loss. We collect the total monetary loss reported by the aforementioned data

sources, where the victim can be either users, liquidity providers, speculators, or protocol

operators. When applicable, we cross-validated the loss with on-chain transaction data, and

then remove sources that report incorrect loss4.

• Total Value Locked (in USD): TVL is calculated as the product of the total token balance

held by a protocol's smart contracts and token price in USD [192]. Greater TVL indicates

greater value of assets that can be potentially compromised underDeFi incidents. We attain

the pre-attack TVL for 126 incidents using DeBank5 and DeFiLlama [87].

• Audit Status: For each incident, we manually search auditing histories from the following

four sources:(i) a protocol's website;(ii) a protocol's social media and blog post (e.g., Twit-
3Correspondingly:(i) https://rekt.news/ ; (ii) https://hacked.slowmist.io/en/ ; and(iii) https://crypto

sec.info/defi-hacks/
4We rely on Uniswap, Sushiswap, Pancakeswap and Bakery swap as our price oracles when validating on-chain

transaction
5https://open.debank.com/ , accessed on September 30, 2021
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ter and Medium);(iii) public git repositories; (iv) a search engine (i.e., Google). We then

label each incident according to the following rules:(Audited): the victim smart contract is

audited prior to the incident;(Partially Audited): audits are performed before the incident,

but not for the speci�c victim smart contract or for an older version; and(Not Audited):no

audit history is found prior to the incident.

• Emergency Pause, Disclosure and Reimbursement:We crawl the following three fea-

tures in an attempt to measure a protocol's reactive defense:(a) Did the protocol disclose

the incident within 20 days?6 (b) Has the protocol reimbursed its users within 20 days?

and(c) Did the protocol execute a circuit breaker [142] or emergency pause? We manually

search for auditing histories from the following three sources:(i) public announcements on

a protocol's website;(ii) a protocol's social media and blog post (e.g., Twitter and Medium);

and(iii) the protocol's main discussion forum.

Limitations: Our methodology has the following limitations:

• Soundness:Because our data crawling process is heavily reliant on manual labor, human er-

rors may occur. To mitigate this limitation, we cross-validate our data with external sources

whenever possible. Additionally, we conduct internal data reviews through pull requests.

Each incident is reviewed by at least two paper authors before the pull request is merged.

• Completeness:- Incidents' features on otherDeFi enabled blockchains can differ. To en-

sure this section's reproducibility, we only consider fully disclosed incidents that can be

found through public sources. While incomplete, thisDeFi incident dataset is the largest

available collection that we are aware of.

• Bias: - Our incidents dataset is gathered from three publicly sources (e.g., Rekt News,

Slowmist and Peckshield). These three sources are, to our knowledge, the most extensive

DeFi incident databases accessible. Unfortunately, none of these three sources explicitly

document their data collection process. As a result, we are unable to evaluate whether these

sources contain bias, and our dataset may therefore inherit the sampling bias from these

sources7.

5.2 Analysis

5.2.1 Incident Frequency

Figure5.1 shows the monthly number of incidents in relation to the total monthly loss. We �nd

that the majority of theDeFi incidents occur after late 2020, with the peak in August 2021, when

nearly 600 million dollars are lost in a single month.

Despite the fact that BSC is a relatively new blockchain, it experienced 69DeFi incidents. We dis-

cover that 29 of the BSC incidents are exploitingPROLayer design �aws. In particular, between

the 19th of May and the 3rd of June 2021, we observe recurring exploits on a group of forked

6We choose a custom time frame as an example.
7For example, our methodology only includesBEV incidents disclosed in the three abovementioned sources. For

detailedBEV studies, we refer the interested reader to the rich corpus of previous works [80,197,227,244,245]
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protocols8. The time frame of 15 days suggests that attackers do not yet have automated tools to

scan and reproduce similar incidents.

Figure5.2 illustrates the incident frequency per group and the involved system layer. Overall,

we �nd that the frequency of all incident types increase over time from 3:1 per month in 2020

to 8:5 per month in the �rst four months of 2022 on average (2:74� ). We also observe that the

most common incident cause areSC Layer (42%),PRO Layer (40%), andAUX Layer (30%)

vulnerabilities.

Figure 5.1: Monthly number ofDeFi incidents and total loss (in million USD) for Ethereum and
BNB Smart Chain from Apr 30, 2018 to Apr 30, 2022, in comparison to the total value locked.
According to our data, the frequency, and monthly loss increase as the TVL increases.

5.2.2 DeFi Protocol Types

Table5.3 groups the incidents that we collect based on their protocol/application type. We �nd

that yield farming protocols and cross-chain bridges incur 44% of the total monetary loss, although

their total TVL is only 20:6 billion USD (30:2%). In contrast, DEX protocols have the biggest

TVL (27:7 billion USD, 40:6%), but have only incurred a loss of 450 million (12%). In addition,

we observe that the distribution of vulnerabilities varies per protocol type. For example, 86%

and 59% of the incidents related to stablecoins and lending involvePRO Layer vulnerabilities

respectively, which is signi�cantly higher than other protocol types.

5.2.3 Emergency Pause

DeFi protocols may support an emergency pause, which is analogous to circuit breakers [142]

in conventional centralized exchanges. This section examines the speed at whichDeFi protocols

8PancakeBunny suffered a performance fee minting attack on May 19, 2021, where the adversary manipulated the
on-chain oracle and siphoned $45M in pro�t. Within two weeks, the copycats Autoshark, MerlinLab and PancakeHunny
were exploited in a similar fashion: the adversary(i) exploited the vulnerability ofmintFor/mintForV2 function to
manipulate LP token prices and(ii) used cross-chain bridge and TC to launder money.
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Figure 5.2: Loss (in million USD) and frequency ofDeFi incidents on Ethereum and BNB Smart
Chain from Apr 30, 2018 to Apr 30, 2022 grouped by incident cause. Each circle represents a
unique incident, and the size of the circle is proportional to the estimated monetary loss in USD.

initiate an emergency pause (cf. Table5.4). According to our data, 87 of the 183 victims support

the emergency pause mechanism (47:5%). However, only 51 of the 87 protocols (58:6%) pause

their protocol within 48 hours, and only one protocol pauses within the �rst hour of the incident.

Our statistics suggest thatDeFiprotocols may not yet have just-in-time intrusion detection mecha-

nisms to identify abnormal protocol states or malicious transactions, which limits the effectiveness

of an emergency pause mechanism.

5.2.4 Effectiveness of Security Audits

In the following section, we will attempt to estimate the effectiveness of security audits.

• Additional Crawling To measure security audit effectiveness, we:(i) Crawl all DeFi pro-

tocols via DeFiLama's API [87]. Out of the 1080 protocols listed on DeFiLama, 776 are

relevant to Ethereum and BNB Smart Chain.(ii) We map the DeFiLama dataset with our in-

cident dataset and �nd that 56 of the 776 protocols have been exploited before Apr 30, 2022.

(iii) We construct a new audit dataset by taking snapshots and merging DeFiLlama and De-

FiYield audit databases [88] on June 20, 2022.

• Result According to our data, 23 of the 563 audited protocols (4:09%) have been attacked

at least once, whereas 33 of the 213 non-audited protocols (15:49%) have been attacked.

Hence, our data indicates that a security audit can decrease the average probability of an

exploit by a factor of four. Due to the small sample size of only 56 matched incidents, our

result can only be considered as a rough approximation.

5.3 Incident Defense

5.3.1 Rescue and Incident Time Frame

In the following, we investigate the rescue and the incident time frame (cf. Figure5.3). The rescue

time frame is the time between the adversarial contract deployment (txdeploy) and the execution
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Is the monetary loss related to the type of theDeFi protocol?

Loss (in M USD) 868 860 485 450 286 200 72 32 14 713
Pct. of Total Loss 22% 22% 13% 12% 7% 5% 2% 1% 0% 18%

Is the number of the security incidents related to the type of theDeFiprotocol?

Num. of Incidents 50 10 22 28 7 7 7 6 3 49
Pct. of Incidents 27% 5% 12% 15% 4% 4% 4% 3% 2% 27%
TVL (in B USD) 9:2 11:4 18:2 27:7 - - 0:5 2:2 0:6 -

Is the vulnerability type related to the type of theDeFiprotocol?

SCLayer related 48% 60% 50% 39% 43% 0% 0% 50% 33% 43%
AUX Layer related 20% 30% 18% 29% 0% 43%71% 50% 33% 47%
PROLayer related 52% 10% 59% 39%86% 29% 43% 17% 33% 24%
NET layer related 0% 0% 5% 4% 0% 14% 0% 0% 0% 2%

Table 5.3: Loss (in million USD) and frequency ofDeFi incidents grouped by application type,
on Ethereum and BNB Smart Chain from Apr 30, 2018 to Apr 30, 2022. We crawl TVL for each
category from DeFiLlama on Aug 6, 2022.

Duration after the incident starts� 1h � 6h � 12h � 24h � 48h
Number of protocols 1 24 11 7 8

Percentage (out of 87 protocols) 2:% 47% 22% 14% 16%

Table 5.4: We quantify the speed at whichDeFi protocols execute their emergency pause. Out of
the 51DeFi protocols that allow an emergency pause, the fastest has initiated a pause within the
�rst hour of an incident.

time of the �rst malicious state transition (tx�rst ). While the adversarial smart contract bytecode

is already publicly available in the rescue time frame, the incident has not yet occurred. As such,

defensive tools can theoretically reverse engineer the contract bytecode and determine its strategy

using methods such as symbolic analysis, static analysis, and fuzzing, potentially mitigating or

preventing harm. To our knowledge, no such just-in-time tool exists yet, which may explain

why adversaries do not batchtxdeploy andtx�rst into a single transaction yet (cf. Figure5.4). The

incident time frame, is the time that elapses between the execution of the �rst and last harmful

state transition transactions. AnA may prefer to keep the incident period as short as possible

to maximize the attack's success rate, which however may not always be possible due to gas

constraints, protocol design, etc.

Figure 5.4 lays out the durations of the attack and rescue time frames. We discover that 103

(56%) attacks are not executed atomically, granting a rescue time frame for defenders.PROLayer

incidents have the shortest average rescue time frame duration of 1h� 4:1. The “Formation.Fi”

incident has the longest rescue time frame, lasting approximately 25 days.
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Figure 5.3: An adversaryA can deploy a smart contract with transactiontxdeploy and then initiate
an incident by calling the contract withtx�rst . Alternatively, the adversary may directly initiate the
incident withtx�rst in one of two ways:(i) without using a smart contract; or(ii) by batching the
contract deployment and the initiation in a single transaction.

Figure 5.4: The incident and rescue time frame per incident type. For example, we observe that 34
of the 46PROLayer only incidents (74%) deploy smart contract(s) prior to the incident. The
average rescue time frame forPROLayer is 1� 4:1 hours, with the longest rescue time frame
being 26:5 hours.
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Category
Similarity
Threshold

Contracts Unique Incidents
Total Clusters DetectableTotal Clusters Detectable

Vulnerable
100% 38 7 31 5 2 3
80% 85 26 59 50 23 27

Adversarial
100% 29 6 23 0 0 0
80% 73 23 50 31 13 18

Table 5.5: We perform bytecode similarity analysis on our incident dataset, which includes in
total 173 vulnerable and 155 adversarial contracts. We identify 7 clusters of “exact match” vul-
nerable contracts (in total 38 vulnerable contracts), where contracts within the same cluster have
a pairwise similarity score of 100%. Therefore, we infer that 38� 7 = 31 vulnerable contracts
could be detected prior to the incident by comparing with previous known vulnerable contracts.
Similarly, we infer that 23 adversarial contracts could be detected by comparing with previous
known attacks.

5.3.2 Bytecode Similarity Analysis

In the smart contracts ecosystem, code cloning has been utilized to measure the code similarity

of deployed contracts [151], identify plagiarized dApps [128], and vulnerability detection [108].

In this work, we employ code cloning to quantify bytecode similarity between all exploitedDeFi

protocols and adversarial contracts studied in this work. Note that we choose to perform our

study at the deployed bytecode level as opposed to the source code level, because smart contract

developers can close-source the contract code.

Methodology: Our code cloning detection method is inspired by the works of Kiffer et al. [151]

and He et al. [128]. Speci�cally, to group similar smart contracts, we �rst identify and remove

the Swarm code part from the bytecodes as it is not served for execution purposes. Then, we

disassemble the bytecodes and remove the PUSH instructions' arguments. Next, similar to [151],

we compute hypervectors of n-grams (n = 5) of Ethereum opcodes for each contract. In order

to compare two contracts, we compute the Jaccard similarity of their respective hypervectors.

Finally, to cluster smart contracts into groups, we require a similarity score greater than 80% that

the previous study suggests [151] [128].

Results: Table5.5 presents the results of the similarity analysis. We apply the above-mentioned

methodology to cluster 173 vulnerable contracts and 155 adversarial contracts in our dataset. Us-

ing a similarity score threshold of 80%, we group vulnerable and adversarial smart contracts into

26 and 23 clusters, respectively. In addition, we note that in some clusters, all contracts are associ-

ated with a single incidence. To address more intriguing questions, such as how many comparable

adversarial contracts attack different protocols (or different vulnerabilities in the same protocol),

we restrict each cluster to a single contract per incident (c.f. Table5.5).

We manually investigate the remaining clusters to acquire additional insights. For the vulnerable

contracts, the clusters contain contracts that are part ofDeFiprotocols with similar functionalities

(e.g., bridges and yield farming applications). Additionally, the exploitation of identical contracts

is nearly equal (e.g., exploiting the same issue with equivalent transactions). In contrast, for
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similar vulnerable contracts, the exploits are not the same, but the incident cause is typically the

same. For example, we identify two adversaries that exploit an issue on the same function in two

smart contracts used as bridges, which fork the same smart contract. Speci�cally, although the

implementation of the function is slightly different in the two contracts, both protocols introduce

a vulnerability in the exact function while forking and modifying the same contract.

The most notable outcome of our similarity analysis is the identi�cation of clusters of adversarial

smart contracts that target distinctDeFi protocols with similar vulnerabilities (e.g., oracle manip-

ulation). An analysis of historical blockchain data could reveal more adversarial smart contracts.

Furthermore, we could potentially identify adversarial smart contracts in real-time, given that the

time frame is long enough, by applying a more sophisticated similarity detection technique that

could work on a more �ne-grained level (e.g., function-level). Combining this with other program

analysis techniques could potentially mitigate or prevent exploits (c.f. Section5.3.1).

Limitations: Our methodology cannot cluster similar contracts that employ different compilers

and optimization choices. In addition, if an adversary choose to obfuscate the bytecode by, for

example, injecting unused function code into the contract, our method becomes less effective.

We therefore highlight the application of more sophisticate strategies as an interesting avenue for

future work [270].

5.3.3 FaaSUsage

FaaS are servers to which a trader's transactions can be privately forwarded to miners that peer

with the FaaS. We �nd that at least 18 incidents are executed through FaaS using Flashbots API

on Ethereum. The �rst attack going through Flashbots happened on July 12, 2021.

• Arbitrageurs Accelerate Attacks: We manually examined each Flashbots bundle and dis-

cover that 6 of the 18 incidents appear to be accelerated by, e.g., arbitrage traders. We �nd

that this is due to adversaries conducting incidents with suboptimal strategy, resulting in

extractableBEV opportunities. Trading bots will then compete for theseBEV opportunities

by back-running incident transactions with FaaS.

• Private Adversarial Transactions: Adversaries can execute an incident using FaaS ser-

vices, without broadcasting any transactions on the public blockchain P2P network. As a

result, only entities with sequencer knowledge (K2) are able to defend against these adver-

saries (e.g., perform bytecode similarity analysis) prior to transaction con�rmation.

5.3.4 Money Tracing

Adversaries require a source of funds to issue transactions to execute incidents.A may attempt to

break the linkability of their source of funds to evade potential legal rami�cations. This section

proposes a money tracing methodology to analyze the pre-incident �ow of funds (cf. Figure5.5).

An incident's source of funds is usually originating from a native coin transfer, e.g., from an

addressX to an addressY, i.e.,X ! Y. We apply Algorithm4 to identify the funding transaction

X ! Y for addressY. We abbreviate our notation withX h�! Y, representingh hops transfer
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Algorithm 4: Source of Funds Tracing Algorithm
Input: Current highest blockbcurrent; Tracing addressT; Starting block for post-incident tracingbpost;
# Transaction nonce equals the number of transaction sent; Algorithm
OneHopPreIncidentTracing(T , bcurrent):

bf irst  Binary search between block 0 andbcurrent whereT's nonce equals 0 inbf irst , andT's
nonce greater than 0 inbf irst + 1.

bf unding  Binary search between block 0 andbf irst whereT's balance is greater than 0 inbf unding
andT's balance equals 0 inbf unding� 1.

foreachtx 2 f tx0
bf unding

; : : :g do
if Replay tx and �nds native token transfer to Tthen

return tx
end

end
end

(i.e., X ! I1 ! : : : ! Ih� 1 ! Y). To our knowledge, the current literature has not proposed any

methodology to trace an incident's source of funds on an account-based ledger.
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Figure 5.5: Overview of the money tracing methodology. We start with the adversarial address
(A), then iteratively determine the addresses that provide the initial source of funds (i.e.,X2 and
X1, analogous to depth-�rst search).

Pattern Total h = 1 h = 2 h � 3

Pre-incident (76 incidents in total, excludingU2-non-monetary adversaries)

Centralized Exchangeh�! A 128(49:0%) 40(15:3%) 23(8:8%) 65(24:9%)

Tornado.Cashh�! A 94(36:0%) 67(25:7%) 19(7:3%) 8(3:1%)

Typhoon.Networkh�! A 9(3:4%) 6(2:3%) 2(0:8%) 1(0:4%)

Mining Pool h�! A 7(2:7%) - 1(0:4%) 6(2:3%)

Cross-chain Bridgeh�! A 5(1:9%) 3(1:1%) 2(0:8%) 0(0:0%)
Unknown 18(6:9%)

Table 5.6: Source of funds identi�ed for all 261 adversaries.h represents the number of hops (i.e.
transactions) from the source of funds, e.g., In total, 73(28:0%) adversaries (92(50:8%) incidents)
source the funds directly from a mixer.

• Centralized Exchange:We observe that 12(7:3%) (on Ethereum) and 21(8:0%) (on BSC)

adversaries directly withdraw from exchange wallets (h = 1). The identities of these at-

tackers can be revealed if the corresponding exchanges comply with Know Your Customer

(KYC) requirements. For indirect exchange withdrawals (h > 1), we can only determine
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thatA is linked to the withdrawer, but not whether the withdrawer is the attacker.

• Mixer: 55(21%) (on ETH) and 12(4:6%) (on BSC) adversaries receive their initial funds

directly from a mixer (h = 1). Note that we classify a mixer as the source of funds only if a

so-called relayer executes the withdrawal transaction (i.e., a third-party paying the transac-

tion fees in the native blockchain coin); otherwise, we assume that the withdrawal fee payer

is linked to the withdrawer and continue tracing the money �ow. Relayers help to break ad-

dress linkability, by paying the transaction fees (gas fee) of mixer withdrawal transactions

in exchange for a commission on the withdrawal value.

• Cross-chain Bridge:Four attackers directly withdraw their source of funds from a blockchain

bridge (h = 1).

Linked Incidents We discover that the adversarial address in 13 incidents can be linked to another

incident's adversary within three hops (cf. Table5.7 in the appendix).

Limitations We utilize Ether- and Bscscan9 to identify the addresses of centralized exchanges

and cross-chain bridges. Our dataset therefore inherits potential data completeness issues from

Ether- and Bscscan.

Table5.7 shows the linked adversaries based on source of fund tracing. We have identi�ed six

clusters, where the adversaries in �ve of the clusters are linked with three hops.

Suspects (A � ) Pattern Incident Date

0x8641dF2D7C730A8A24db86693fc39F7A74Dd4e9D

A � 2�! A WildCredit May 27, 2021

A � 2�! A DeFiSaver Oct 08, 2020

A � 1�! A DODO Mar 08, 2021

A � 2�! A VisorFinance Nov 26, 2021

A � 1�! A MakerDAO Mar 12, 2020

0x5b1839B202b67Db64e402a1501cf4f52f5eff03c
A � 3�! A BuccaneerFi Mar 27, 2020

A � 1�! A In�nityToken Jan 26, 2022

0xC1A065a2d29995692735c82d228B63Df1732030E
A � 2�! A SodaFinance Sep 20, 2020

A � 1�! A BuccaneerFi Aug 24, 2020

0xE4b3dD9839ed1780351Dc5412925cf05F07A1939
A � 2�! A bZx Sep 13, 2020

A � 1�! A ForceDAO Apr 04, 2021

0x6bE5A267B04E9f24CdC1824fd38d63c436be91aB
A � 2�! A PancakeHunny Jun 03, 2021

A � 1�! A BoggedFinance May 22, 2021

0x22B84d5FFeA8b801C0422AFe752377A64Aa738c2
A � 8�! A MakerDAO Mar 12, 2020

A � 9�! A BadgerDAO Nov 21, 2021

Table 5.7: Linked adversaries based on pre-incident trace.

9https://etherscan.io/labelcloud andhttps://bscscan.com/labelcloud .

96



5.4 Related Work

Table5.1provides a comprehensive taxonomy of DeFi incidents, categorizing them by their root

causes and mapping relevant academic papers and audit reports to each incident type. The table

offers a visual representation of the gaps in existing research and security tools, with darker col-

ors indicating a higher frequency of occurrences. Interested readers can refer to this table for an

overview of the current state of DeFi security and the relevant works addressing speci�c vulnera-

bilities.

5.4.1 Cyber Risks and DeFi Security

The research literature on cyber risks spans over 30 years, with various studies outlining algo-

rithms for generating attack graphs and analyzing network security metrics [213,241], proposing

mathematical models for quantifying risk, vulnerability, threat, attack, consequence, and reliabil-

ity [150], and adopting Bayesian Networks to capture relationships between �nancial loss, cyber

risk, and resilience [39]. Woods et al. [250] provide a comprehensive SoK that categorizes previ-

ous cyber risk studies. In contrast, DeFi is a relatively recent area with fewer works.

Several recent DeFi-related survey and SoK papers have been published, each with their own fo-

cus and limitations. Praitheeshan et al. [191] identify software security issues and Ethereum smart

contract vulnerabilities, primarily focusing on the smart contract layer. Homoliak et al. [137]

present a stacked security model with four layers, systemizing vulnerabilities, threats, and coun-

termeasures for each layer, but do not cover smart contract layer vulnerabilities. Saad et al. [207]

categorize attack vectors based on vulnerability origins and analyze involved entities, but their

examinations of protocol layer and third-party vulnerabilities are limited. Chen et al. [64] provide

a comprehensive systematization of vulnerabilities, attacks, and defenses on four blockchain lay-

ers, but do not discuss vulnerabilities related to DeFi composability. Werner et al. [247] present a

systematization of DeFi protocols and vulnerabilities with respect to technical and economic secu-

rity, but lack in-depth analysis of consensus and network layer vulnerabilities and do not provide

generic measures to quantify the harm of DeFi incidents. Atzei et al. [41] and Samreen et al. [208]

investigate security vulnerabilities on Ethereum and provide taxonomies, but focus exclusively on

the smart contract layer. Wan et al. [239] conduct interviews and surveys to investigate practition-

ers' perceptions and practices on smart contract security, but do not reveal effort allocation across

system layers.

5.5 Code Cloning, Blockchain Money Tracing, and Account Linking

Code clone detection has been extensively explored for both source code [203] and binary pro-

grams [125], with various techniques such as token-based [43], tree-based [45], graph-based [156],

text-based [90], and deep learning-based [248] methods. Applications include bug detection, mal-

ware detection, patch analysis, plagiarism detection, and code similarity [125,187,203,204]. In

the context of smart contracts, code cloning has been utilized primarily for computing duplica-

tion [70,108,128,151,157,171,271] and vulnerability search [108,171]. This work applies code

cloning detection to compare vulnerable and adversarial smart contracts.
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Regarding blockchain money tracing and account linking, previous studies have evaluated privacy

provisions in Bitcoin [40], applied heuristic clustering to group Bitcoin wallets [179], developed

heuristics for tracing transactions across blockchains [261], and proposed heuristics to cluster

Ethereum addresses [236]. Su et al. [221] analyze adversarial footprints and operational intents on

Ethereum, which is closely related to this study. Here, we examine adversarial money �ow before

attacks to determine the source of funds.

5.5.1 Intrusion Prevention and Detection

Intrusion detection and prevention are crucial in DeFi security research. Hassan et al. [126] provide

an extensive survey of anomaly detection for blockchains, but to our knowledge, no other work

proposes a generic tool for capturing any type of EVM anomaly.

Reward-based approaches like APE [194], Naive Imitation [197], and DeFiPoser [265] aim to

extract �nancial revenue, implicitly capturing vulnerabilities. However, they focus on pro�table

patterns and may not distinguish attacks or anomalies.

Pattern-based techniques, including dynamic analysis [201,251,263], fuzzing [99,119,127,185,

240,253], symbolic execution [38,51,127,173,182,184,186,216,228,229,234,243], and static

analysis [57,75,97,113,118,201,211,226,231,243], aim to match or classify prede�ned vulner-

ability patterns using rules or machine learning methods. While effective, they are limited by the

prede�ned rules or patterns and may not be real-time capable.

Formal veri�cation [42,107,120,127] proves that smart contracts meet speci�c security properties

but is limited by the de�ned properties and is not real-time capable.

5.6 Chapter Conclusion

This chapter has presented a comprehensive analysis of theDeFi security landscape, examining

incidents, defenses, and the current state of academic research and industry practices. Our anal-

ysis reveals several critical �ndings:(i) DeFi security incidents have increased signi�cantly, with

monthly incidents rising from 3:1 in 2020 to 8:5 in early 2022;(ii) security audits reduce exploit

probability by approximately four times; and(iii) 56% of attacks are not executed atomically,

providing potential opportunities for defensive interventions.

Looking forward, we identify two crucial directions for future research. First, the development of

real-time defense mechanisms, such as just-in-time intrusion detection systems that can act within

the critical rescue time frame, and generalized front-running techniques designed for white-hat

interventions [193]. Second, there is a pressing need for advanced tools to uncover protocol-layer

vulnerabilities. One potential solution is the design and deployment of fuzzers tailored toDeFi

systems. These approaches will be instrumental in proactively identifying and addressing security

�aws to strengthen the resilience ofDeFi protocols.
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Chapter 6

Conclusion

Since 2019,DeFi has emerged as a technology that leverages distributed systems, particularly

blockchains, to facilitate �nancial transactions without centralized intermediaries. WhileDeFi

offers the potential for increased transparency, accessibility, and innovation in �nancial services, it

also introduces novel security challenges that must be addressed to ensure the safety and integrity

of these systems.

Our contributions, conducted primarily from 2019 through 2023, were among the earliest sys-

tematic explorations of emergingDeFi security risks through investigating real-world incidents,

academic research, and state-of-the-art tools. Speci�cally, we identify new security challenges

arising from three fundamental features ofDeFi: (i) transparency;(ii) composability; and(iii)

predictable execution outcome (due to deterministic code).

In Chapter3, we leverage system transparency and predictable execution to provide the �rst formal

analysis of sandwich attacks. Our analysis demonstrates their effectiveness on real-worldDeFi

protocols while highlighting the need for countermeasures to protect users from predatory trading

practices.

In Chapter4, building on protocol composability, we develop tools (DEFIPOSER-ARB and DEFIPOSER-

SMT) for automatically composingDeFi protocols to generate pro�table trading strategies, illus-

trating both the potential for automated revenue generation and raising concerns about impacts on

blockchain consensus.

Through a systematic review of 181DeFiincidents in Chapter5, we identify promising approaches

for threat identi�cation and neutralization, including methods for tracing attack funds and exploit-

ing “rescue time frames” to protect vulnerable protocols. Our analysis further reveals signi�cant

open challenges, particularly the absence of robust detection mechanisms and the inherent dif�-

culty of developing protocol-level defenses, problems fundamentally rooted in the combinatorial

complexity ofDeFi composability.

The DeFi landscape has evolved signi�cantly since this research began. Ethereum's transition

to PoSand the introduction ofPBS has transformedMEV extraction strategies, while the rise

of dark pools and private transactions now accounts for nearly half of all network activity. New
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DEX designs have emerged with innovative mechanisms like batch auctions to mitigate sandwich

attacks, and theMEV market has become highly professionalized with sophisticated infrastructure

and specialized searchers.

Protocol composability has similarly advanced, with the growth of cross-chain bridges and Layer

2 solutions adding new interaction vectors. The emergence ofRWA and other token standard has

expandedDeFi's scope beyond traditional ERC20/ERC721 assets. The proliferation of attacks

across different blockchain platforms represents another signi�cant evolution in the DeFi security

landscape. Many of the attack patterns we initially identi�ed on Ethereum have since propagated

to other chains like BNB Smart Chain, with attackers often exploiting the same vulnerabilities

across multiple platforms. The rise of cross-chain bridges has not only introduced new attack

vectors but also enabled adversaries to quickly move exploited funds across different blockchains.

Moreover, we've observed that successful exploits often lead to copycat attacks, with the same

vulnerability being exploited across multiple forked protocols within days or weeks of the initial

incident.

While DeFi has matured considerably since our initial research, the fundamental properties of

system transparency, protocol composability, and deterministic execution remain intrinsic to the

technology. These properties present a double-edged sword - while they enable novel attack vec-

tors, they also make possible innovative defense mechanisms. For instance, the same transparency

that enables sandwich attacks also allows for generalized front-running techniques that could be

used for protective interventions. Similarly, while protocol composability increases the attack sur-

face, it also enables the development of more sophisticated security monitoring and automated

response systems.

Promising future research directions include developing novel security tools that leverage these

fundamentalDeFi properties rather than working against them. Potential areas that worth inves-

tigation include quantifying consensus layer security inPoSsystems withMEV considerations,

developing just-in-time intrusion detection systems that can act within the critical rescue time

frame, and creating more advanced generalized front-running techniques designed for white-hat

interventions. Our work demonstrates that addressing these challenges requires ongoing innova-

tion in security measures and highlights the critical importance of continued research collaboration

between academia and industry to ensureDeFi's sustainable growth and long-term viability.

In conclusion, this thesis contributes to the growing body of knowledge onDeFi security by pro-

viding a comprehensive analysis of real-world incidents, developing novel tools for automated

revenue generation, and identifying critical gaps in current defense mechanisms. Our �ndings un-

derscore the importance of continued research and collaboration between academia and industry

to address the unique security challenges posed by the transparent, composable, and deterministic

nature ofDeFisystems. As theDeFiecosystem continues to grow and evolve, it is imperative that

we remain vigilant and proactive in our efforts to secure these innovative �nancial technologies

and protect the interests of their users.
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