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Biological research and its applications are rapidly evolving, and their governance should be as well. This piece argues for the value of thinking of the governance of biosecurity as itself an experimental space. Doing so focuses our attention on the set of assumptions we make in the process of governing and the iterative and continuously evolving nature of governance. We draw out three lessons for better working with experiments in biosecurity governance.
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Biological research and its applications are rapidly evolving, and their governance should be as well. Life scientists are today joined by computer scientists, engineers, material scientists, chemists, and others in a quest to manipulate biological materials for a variety of purposes. The pace and nature of these advances are straining many traditional forms of governance. In response, we are seeing attempts at the governance of biology, where traditional assumptions about how the process of science works, how knowledge is generated, and how it relates to society all are being re-thought. Unlike experiments in science, however, these approaches to governance are often not evaluated, analyzed, or compared. This makes it difficult to build a cumulative base of experience, hindering opportunities for learning. 

Consider the area of biosecurity governance, a term which has no internationally agreed definition, but which we define here to be the processes and communities influencing and shaping behavior to prevent or deter the misuse of biological science and technology. Traditional international biosecurity efforts have focused largely on risk management (i.e., the process of addressing accidental and deliberate risks presented by pathogens and toxins) and dual use research (i.e., the potential for malicious exploitation of knowledge, skills, and technology). Most of these efforts focus on a defined (and thus already known) list of pathogens and toxins, and specific established facilities and personnel that are authorized to work with them (1, 2). In the last decade, however, our ability to manipulate living organisms and entire genomes has rapidly advanced thanks to novel tools like CRISPR, improved sequencing techniques, and fast-paced synthetic genomics approaches (3). This can potentially improve our ability to generate novel pathogens, cell types, animals, materials, and gene drives, all of which may represent additional security concerns. Moreover, there is increasing evidence of non-state actor interest in utilizing biological weapons (4). Even when policies are updated to cover these changes, it is not always either clear or straightforward how to change the practices of biosecurity governance accordingly.

Changes are afoot, however. As various communities involved in aspects of governing the life sciences--be they funders, researchers, publishers, governments, research institutions, corporations (both large and small), users, or other stakeholders--have begun thinking more about security concerns, some of these groups have decided that existing ways of governing are not yet adequate for minimizing the inadvertent or malicious harmful outcomes of biology (5, 6). These groups are experimenting in the practices of security governance by looking beyond existing models, policies and procedures to address perceived shortcomings. 

The experiments range from community labs developing biosecurity oversight processes to government agencies. For example, the Federal Bureau of Investigation’s Biological Countermeasures Unit is currently fundamentally rethinking the way government interacts with nontraditional practitioners such as the "Do-It-Yourself" community, engaging them as partners rather than viewing them as threats (6). 

These experiments are about much more than mitigating the tension between academic freedom and national security that has been a dominant framing in many policy debates, particularly in the United States (7). Instead, the new and traditional groups conducting these experiments recognize that there is a broad network of people in different organizational capacities with a role to play in identifying and governing security concerns. 

To innovate on how states, companies, research communities, and the public interact to govern biosecurity, we need to foster an attitude of experimentation in the governance of biosecurity. This entails understanding the limitations of existing systems and promoting governance experiments that address or work around them. We also need to develop better methods to collect data about how a governance experiment is going, coupled with methods to share that data across experiments and with future experiments. Having these meta-level discussions is itself a key component of any robust and adaptive biosecurity governance system (8).
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Thinking about biosecurity governance as an experiment focuses our attention on several oft-underappreciated aspects of governance. The first is the set of assumptions we make in the process of governing, most notably about the structure of science, governing authorities, and how those relate to specific conceptions of security. These assumptions tend to come in packages. Understanding science, for example, as being composed of discrete knowledge entities (e.g., published articles or biological specimens) might lead one to structure security governance around preventing known objects of concern from being widely distributed, such as through a state-based system like export controls. Using export controls, however, carries an assumption that threats are likely to originate abroad, as opposed to, say, assessing the insider threat within labs in your country. From a technical side, using export controls for intangible technology, such as information, relies on an assumption that these technologies can be controlled in the same way that physical products can. In drawing out these assumptions and comparing them across experiments, we can more systematically understand the contexts in which these assumptions are likely to hold and where experimentation with different assumptions might be more productive.

A second underappreciated aspect of governance is its iterative and continuously evolving nature. Governance processes and the associated communities are continually renewed, both in response to changing technological capabilities and to changing community and societal conditions, and we can take advantage of this to learn from past governance experiments. Currently, learning from governance experiments usually occurs through ad hoc meetings and publications written because of an organic desire to share experiences (9), but sometimes this learning is part of a broader strategy to create space to talk about lived experiences (10). The coauthors were part of a recent workshop at the University of Cambridge called Novel Practices in Biosecurity Governance, which tested approaches to sharing and iterating across experiences relating to a range of current and proposed biosecurity governance experiments. These included: the international Genetically Engineered Machines Competition (iGEM)’s Science and Security Program; the US Department of Energy’s Joint Genome Institute funding review process; the UK Biosafety Strategic Leadership Group (BSLG); a proposed biosecurity credential for the American Biological Safety Association (ABSA) International; and a proposed seal of approval in biosecurity being developed through NTI’s Biosecurity Innovation and Risk Reduction Initiative, as well as discussing other key ongoing governance experiments, such as the International Gene Synthesis Consortium (IGSC). 
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Based on discussions at the workshop and further engagement amongst us as representatives of a wide range of biosecurity governance experiments, we have identified three lessons that other experimenters can draw on. 

First, in designing a governance experiment, consider what it would take for others to understand the basis on which you made your assumptions: about the science, the governing authorities, and how those relate to a specific conception of a security concern. This may involve documenting these decisions in meeting notes that you could use later to develop a public-facing statement. It can be very helpful here--both in designing and documenting your experiment--to work with social scientists and anthropologists who can identify hidden assumptions, and develop alternatives that might better align with the goals of governance (11). Consideration should also be taken on the definition and standardization of terminology, as terms vary widely across technical and national contexts.

Second, develop a capacity in your experiment to quickly identify difficult or unanticipated cases and adapt governing processes to account for them. For example, iGEM does this through a yearly review of its Safety and Security Program, adapting its oversight and policies regularly (5). The goal here is to use moments where the governance system encountered difficulties as a way to reflect and update the assumptions being made about the science and its contexts. To the extent possible, sharing case studies (including both failures and “near misses”) in a timely fashion could aid other biosecurity processes greatly.

Third, recognize that you are not alone. We need to develop trusted networks and capacities within all governance communities--from networks of community biolabs to international efforts like the Global Health Security Agenda’s action package on biosafety and biosecurity--to think of biosecurity governance as an experimental space. One example of how to do this is the Emerging Biosecurity Leadership Initiative, which provides both a broad training in biosecurity and an active network of alumni to consult. We also need to strengthen our capabilities to speak across these communities about lessons we are learning from these experiments, whether it is through fora like the Biological and Toxin Weapons Convention Meeting of Experts, or a non-state venue like the ABSA Biosecurity Symposium scheduled to be held in May 2020. Developing communication across communities means addressing barriers to communication, such as industrial considerations of competition-sensitivity, governmental controls (e.g., export restriction, classification), differing terminology, and the time and resource costs imposed by in-person meetings.

We recognize that there was limited representation at the workshop from industry and regions of the world that have little to no current biosecurity governance in place, and would be interested to learn how our lessons might change by incorporating their voices more fully. The industrial and commercial development of biology represents a significant amount of biological research and innovation. Industrial organizations also have significant influence on state governance decisions, and are themselves experimenting in biosecurity governance through efforts like sequence screening in the International Gene Synthesis Consortium. For many regions of the world without biosecurity governance, getting basic oversight capacity in place is already a major lift. We should establish and strengthen shared resources to help bootstrap groups wishing to establish new governance systems for their communities. Two such resources are the International Network on Biotechnology run by UNICRI and the Middle East and North Africa community of practice for biological and chemical safety and security run by Gryphon Scientific. 

Following through on efforts such as sharing near misses and examining the assumptions and considerations we make in designing our experiments will likely raise some concerns themselves. Publicly discussing specific instances of biosecurity concern that our governance systems do not cover can itself be an information hazard, but the processes of biosecurity governance may be less of a hazard to discuss. A particularly important challenge is enabling the safe migration of useful learnings in a sanitized form from more restricted environments (e.g., classified facilities, industrial operations) to less restricted environments (e.g., lower safety level university labs, the DIY community). Institutions have many reasons beyond security (such as reputational and intellectual property risks) to not share information such as this, and we encourage the exploration of options to discuss these more sensitive issues in a semi-secure setting (12). The sharing of an evidence base on what has and has not worked is already recognized as a necessary aspect of developing better biosecurity governance (13).

The value of experimenting in biosecurity governance warrants exploring creative solutions to these concerns, rather than using the concerns as a reason not to experiment in biosecurity governance. Becoming more rigorous in the design, analysis, and sharing of biosecurity governance experiments will help us learn across experiments. Encouraging experimentation involves promoting reflective, adaptive, and networked governance experimenters, as well as lowering the organizational, financial, political and other costs of conducting the experiments. This in turn will allow the building of frameworks that will further allow experiments to be reproduced and shared more readily. As in science, greater value should also be placed on what we can learn from failed experiments.

Overall, understanding biosecurity governance as an experimental space will open up our ability to be more proactive, rather than reactive (2), in addressing the biosecurity challenges of the 21st Century.
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