Modular Verification of Equivalence for Memory Allocating Procedures

SUBMITTED IN PART FULFILMENT OF THE REQUIREMENTS FOR THE DEGREE OF DOCTOR OF
PHILOSOPHY IN COMPUTING

Timothy Wood
Department of Computing
Imperial College London

February 27, 2017

Abstract

Verifying the equivalence of programs has been applied in many situations: for example, proving
the correctness of bug-fixes, refactorings, compilation, and optimisation, proving program continuity,
proving non-interference in secure information flow, proving abstraction and refinement relationships
between programs, and proving that programs conform to differential privacy policies. Verifying the
equivalence of heap manipulating procedures where the order and amount of memory allocations
differ is challenging for state-of-the-art equivalence verifiers. We describe a fully automatic program
equivalence tool, and propose a verification methodology, for such dynamically allocating programs.

Recent years have seen significant progress toward fully automatic program equivalence verification,
with the release of several tools taking a variety of approaches. Two main approaches are to use a
weakest-precondition based program verifier or a bounded model checker. One such tool has built in
support for programs that differ in the order of memory allocation, it uses a bounded model checker
to discharge some proof obligations and restricts the allowable shapes of heap data structures to trees.

We describe a fully automatic program equivalence verification tool for a simple object oriented
language. It has a notion of procedure equivalence that is powerful enough to allow procedures with
different orders and amounts of memory allocation or garbage creation to be considered equivalent,
with no restrictions on heap shapes. Our tool establishes equivalence by verifying that procedures
result in isomorphic heaps. The tool is built on top of an off-the-shelf weakest-precondition based
verifier which itself uses an SMT solver to discharge proof obligations.

A nalve encoding of procedure equivalence would require the verification tool to produce a witness
to the heap isomorphism before and after procedure calls, which SMT based tools are not very good at.
Instead we propose a modular verification methodology, called RIF, that allows us to soundly establish
heap isomorphism by checking that an approximation preserves heap equality. RIE then allows us to
assume that: whenever we can establish an isomorphism between parts of stores that these stores are
in fact equal, and that whenever equivalent procedures are called in an isomorphic manner their effects
are equal. RIE also allows our tool to handle some cases where there is not a simulation between the
recursive procedure calls of the programs being compared. We prove, and provide intuitions, that RIE
is sound for a simple programming language that includes non-deterministic allocation, unbounded

recursion, and unbounded heap updates.
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Chapter 1

Introduction

1.1 Overview

Program maintenance dominates the program lifecycle; fixing bugs and adding features is recurring, expen-
sive, and error-prone. A study of operating system bugs [60] found that at least 14.8%-24.4% of patches
were incorrect. A study of application bugs that took more than one attempt to fix [45] found that
22%-33% of fixes required a supplementary fix, and found a diverse range of errors including incomplete
refactorings. A study of refactorings [9] found that, across 12,922 refactorings from three software projects,
15% of refactorings induced a bug, with some particular kinds of refactorings having much higher rates
of problems. When modifying a program it is clearly a challenge to avoid accidental unwanted changes in
program behaviour. Version aware program verification [24, 25, 31, 34, 35, 39, 47] offers the potential for
a programmer to automatically verify that the new version is, fully or partially, behaviourally equivalent
to the old.

We know of four other tools designed with the goal of fully-automatic program equivalence verification
Symdiff [34], RVT [24], SCORE [46], and Réve [21]. SCORE and Réve support numerical programs.
Symdiff is built on a general purpose program verifier Boogie [3]. Only RVT has built-in support for
dynamic memory allocation. RVT uses a designed-for-purpose verification algorithm, which passes certain

program fragments to the CBMC [16] bounded model checker, and assumes tree-like heap data-structures.

In Symdiff procedures are considered behaviourally equivalent if, given equal pre states, they produce
equal post states [34]. We call this existing notion of equivalence equi-equivalence to distinguish from
notions that we will introduce. Equi-equivalence is useful for programmers because replacing a procedure
with an equi-equivalent one does not affect the overall meaning of a program. Equi-equivalence verification
is particularly successful in compiler translation validation [33, 43, 51, 56|, where it is common to model
the heap as arrays and require that these arrays are equal across procedure calls [33, 34, 43].

Equi-equivalence is too restrictive for programs that allocate memory. Many programs that a program-
mer reasonably considers equivalent are not in fact equi-equivalent. Procedures with a different number
or order of allocations, or that produce different garbage, are usually not equi-equivalent. Procedures
that make different rearrangements of existing heap objects are also usually not equi-equivalent. Surpris-
ingly, by definition a single procedure that allocates memory is not equi-equivalent with itself, due to the

non-deterministic nature of memory allocation.

Typical strategies that researchers have employed to mitigate this problem are:

e Considering programs without dynamic allocation, such as in compiler translation validation. How-

13



14 Chapter 1. Introduction

ever many programs include dynamic allocation.

e Modelling allocation as deterministic and employing equi-equivalence verification [34]. Such a tool
would assume a memory allocator that simply always allocates the next free address. If such an allo-
cator is assumed, then programs that allocate exactly the same heap objects in the same order may
be considered equivalent. But using a deterministic allocator alongside equi-equivalence verification

does not allow programs that re-order or add or remove allocations to be verified as equivalent.

e Using store! isomorphism, rather than equality, by maintaining explicit bounded heap graphs during
symbolic execution [50]. This does not allow for maintaining heaps symbolically as formulae in a

verification condition, preventing the use of standard program verifiers.

e Assume tree shaped heap data structures and verify up to a bound on loop and recursion-free program

fragments [24].

Equi-equivalence is too restrictive for programs that allocate memory, but a more powerful notion of
procedure equivalence for programs with dynamic memory allocation can be constructed using isomorphism
between memory locations. Definitions of program equivalence based on a notion of isomorphism have been
used in several formal systems [12, 15, 48, 54]. Later we give an isomorphism based definition of procedure
equivalence, suitable for modular verification of program equivalence. Our definition of equivalence allows
for differences in the order or amount of memory allocation and garbage and is not restricted to tree-like
structures.

We have built a procedure equivalence verification tool? for a simple object oriented language
that can automatically verify the equivalence of some programs that differ in the amount and order of
dynamic memory allocations. Our tool follows the Symdiff approach, so is based on a general purpose
program verifier, and does not make any assumptions about the shapes of data-structures. It can work for
heap-manipulating procedures that include unbounded recursion and unbounded heap updates with no
inherent restrictions on aliasing and cycles within heap data-structures. Achieving this presented several
challenges:

Challenge 1. Directly and automatically establishing isomorphism between unbounded heaps of arbi-
trary shape is computationally infeasible in general. Furthermore, a direct axiomatisation of isomorphism
involves existentially quantifying the mapping between memory locations that characterises the isomor-
phism. SMT based verification systems, like the one underlying Symdiff, are not very good at producing
witnesses to such existentials, and so a direct axiomatisation of isomorphism is ineffective at automatically
proving equivalence.

Challenge 2. Many interesting examples contain nested or recursive procedure calls. Such equivalent
calls to equivalent procedures do not necessarily occur from isomorphic stores. Rather the stores correspond
in the footprint of the called procedures.

Challenge 3. Since equivalent calls do not necessarily occur from isomorphic stores, they do not
necessarily result in isomorphic stores — rather the calls have corresponding behaviour.

Challenge 4. In general it is not known in advance which calls may be equivalent, and there may be
many candidates. In particular, equivalent calls may not occur in the same order in each procedure, and
moreover the procedure calls which correspond may differ from execution to execution depending on the

initial state (i.e. program inputs).

IStore means the stack and the heap.
2Sourcecode available at https://github.com/lexicalscope/ape
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Challenge 5. Because the question of verifying program equivalence is undecidable in general, and
has high computational complexity in many specific cases, we have to design our Boogie encoding carefully
so that predicates are unfolded enough but not too much.

We propose a verification methodology, called RIE, that avoids the requirement to find
an isomorphism witness and simplifies the other challenges. We have proved that RIE is sound
and implemented it in our tool. We imagine an angelic memory allocator that, where possible, allocates
memory in such a way that equivalent statements in fact result in equal effects. We then ask the verifier to
determine if such an allocation is in fact possible, because whenever it is possible the stores are isomorphic
and the procedures are equivalent. RIE stands for Replace Isomorphism with Equality.

Fully featured program verifiers are large and complex to build, so we use an off-the-shelf modular
single program verifier® as the basis for our tool. The concept of encoding relational |5, 11, 55|, properties
of pairs of programs into a single procedure so that standard single program analysis tools can be applied
is widely known [7, 25, 31, 38]. SMT based program verification tools have been shown to be effective for
automatic procedure equivalence verification [34]. SMT based tools offer the potential for a high degree of
automation, in particular we will combine our technique with mutual summaries [25] to induce the solver

to search for related procedure calls.

1.2 Procedure Equivalence

Two procedures are equivalent if no permissible calling context can distinguish which of the

procedures was executed.

Our notion of procedure equivalence differs from equi-equivalence in the following ways: it allows pro-
cedures to rearrange existing objects and still be considered equivalent; it considers procedure equivalence
only from the point of view of the caller, thus allowing us to take full account of the procedure pre-
condition; it allows equivalent procedures to differ in the amount of garbage they allocate; it naturally
accounts for procedures that allocate objects at different memory addresses; it is useful when reasoning
about irreconcilable calling contexts — we can soundly use facts about procedure equivalence even when
the global state of the executions (e.g. the state of the memory allocator, the number or shape of reachable

objects) can no longer be equated.

1.3 Organisation

In this dissertation we will: give several illustrative examples of establishing procedure equivalence using
RIE; describe RIE in detail; prove that RIE is sound; describe our experimental RIE based tool and its

application to several examples; discuss the applicability of our technique and some remaining challenges.

1.4 Introduction to examples

The rest of this chapter illustrates procedure equivalence and RIE with examples. The examples are
written in BL. Section 2.1 contains BL’s operational semantics. BL is a simple, but quite standard,
object oriented language. We call the stack and heap together the store. To simplify exposition, BL

procedures do not return values, instead values must be passed back to the calling context via the heap.

3Such a verifier usually has no inbuilt support for verifying procedure equivalence.
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16 Chapter 1. Introduction

BL has no statements which can distinguish the actual memory location of an object (lemma 4.1.3).
Locations can be compared for equality, but no other information about the memory location can be

ascertained. Loops are encoded as recursive procedures.

1.5 Example - different allocation order

In this section we show two equivalent procedures which allocate memory in different orders, and discuss
how RIE classifies them as equivalent. Our tool can automatically verify this example. Recursive proce-
dures 1copy and rcopy (Listing 1.1) both copy the tree passed as parameter t. The copy is returned via
the heap cell passed as parameter r. Procedure 1copy copies the left children (t . 1) followed by the right
children (t.r), whereas rcopy first copies the right children then the left. The postcondition modifies
{r} asserts that only the fields of object r may be modified, all other existing objects must be unchanged.
Note that we do not assume or require that parameter t does in fact point to a tree shaped heap data
structure.

Procedures 1copy and rcopy are equivalent because when called from equivalent calling contexts, they
result in equivalent calling contexts, i.e. immediately after the procedures return, the reachable objects
differ only in the actual memory locations where objects are allocated. Precisely, two stores are equivalent
iff they are isomorphic: i.e. iff there exists a bijection, between their reachable memory locations, that
preserves the shape of the store (definition 2.2.1).

Aside from differences in allocation order, this example also has other interesting features. Calls to
equivalent procedures occur in stores that are only partially isomorphic because: the object n is allocated
before the calls in 1copy and afterward in rcopy; the two sides of the tree are copied in different orders.
Note that because the recursive calls and allocations happen in a different order, then there is no useful
simulation relationship between the statements in 1copy and rcopy. RIE instead considers the overall

effect of each procedures when determining equivalence.

1 lcopy(t,r) 19 rcopy(t, r)

2 modifies {r} 20  modifies {r}

3 { 21 {

1 if(t '= null) { 22 if(t !'= null) {

> if (r!=null) { 23 if (r!=null) {

6 rl :=new; 24 rl := new;

7 rr :=new; 25 I'r :=new;

8 n :=new; 26

9 27 rcopy (t.r, rr);
10 lcopy(t.l, rl); 28 rcopy (t.l, rl);
11 lcopy(t.r, rr); 29
12 30 n := new;

13 n.l:=rl.v; 31 n.l:=rl.v;

14 n.r :=rr.v; 32 n.r :=rr.v;

r.v :=n; 33 r.v :=n;

[
N o
S G

18} }

Figure 1.1: Two procedures that copy a binary tree. Procedure 1copy copies the left nodes first and
then the right nodes. The parent node is allocated before copying the children. Procedure rcopy copies

the right nodes and then the left nodes. The parent node is allocated after copying the children. The
postcondition modifies {r} asserts that no existing object, other than r, is modified.

First consider the question: is a procedure equi-equivalent with itself? Imagine that the procedure
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lcopy (fig. 1.1) is executed twice from the same initial state. Will both executions always result in
the same final state? The answer is, perhaps surprisingly, no. The allocation on line 8 may allocate
non-deterministically different addresses in each execution, so the final states may differ.

It may be instructive to consider why the procedures lcopy and rcopy are not equi-equivalent even
if a simple deterministic allocator is assumed. For example consider an allocator that always allocates
the next free address. To show a counter example to equi-equivalence, we consider executions where
the then branches are taken: the recursive call to rcopy on line 27 occurs after one allocation, but the
corresponding call to 1copy on line 11 occurs after the number of allocations that occur as a result of the
call on line 10 plus three. Thus, the nodes of the tree produced by lcopy will be allocated at different
memory addresses than the corresponding nodes in the tree produced by rcopy. The final states will not
be equal under such an allocator.

Although procedures 1copy and rcopy are not equi-equivalent, they are equivalent according to our
notion of equivalence: the same shaped tree will be produced regardless of the order of copying the children.

One way to reason about the equivalence of 1copy and rcopy is to use inductive reasoning of the
following form. Hypothesise that recursive isomorphic calls to 1copy and rcopy are equivalent. Assume
that the procedures are executed from isomorphic initial stores. Base case: if t==nul1l then the procedures
are equivalent, since they both have no effect.

Inductive case: By the modifies clause and otherwise: the stores reachable from the call parameters
on lines 10 and 28 are isomorphic; the stores reachable from the call parameters on lines 11 and 27 are
isomorphic. Note that the stores are not completely isomorphic, but the parts reachable from the call
parameters are.

By above and the induction hypothesis twice: the calls on lines 10 and 28 have isomorphic effects. The
calls on lines 11 and 27 have isomorphic effects. We can use the induction hypothesis even though the
pre-stores of the calls are only partially isomorphic, because we know from the semantics of BL that the
footprint of a procedure is confined to the part of the store reachable from the call parameters.

By above, the modifies clause of the recursive calls, the fact that rr and r1 are not aliases, and
standard reasoning about the effects of the other statements: the stores at 18 and 36 are isomorphic in all

calling contexts.

1.6 Our Methodology

The main challenges involved in automatically constructing a proof like the one in section 1.5 were presented
in section 1.1. Challenge one is establishing isomorphism between a pair of unboundedly large graphs
prior to the recursive procedure calls. Even if that challenge is overcome it is still necessary to provide a
sufficiently complete and efficient set of equivalence axioms to allow the solver to determine whether the
statements subsequent to the procedure calls (line 10 and line 27) do indeed establish isomorphism by
procedure exit, despite potentially reaching intermediate stores which are not isomorphic.

The crucial idea in RIE is that whenever we can establish an isomorphism, and it is useful and consistent
to do so, then we can soundly assume that the isomorphic store parts are equal. As an aid to intuition, this
can equivalently be thought of as: rewriting the address of one of the stores according to the isomorphism;
or as proceeding with verification from equal store parts whenever isomorphism is proved; or as verifying
under a semantics of angelic memory allocation, where objects are allocated canonical addresses such that

isomorphic store parts are equal.
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18 Chapter 1. Introduction

Using this crucial idea immediately solves the problem of inventing equivalence axioms, because once
we have taken the store parts to be equal we can use the standard axioms for dealing with statements
operating on equal values. This is particularly effective when using an SMT based verification tool chain,
since SMT deals naturally with equality. Happily this idea also significantly simplifies challenge one, since
we are not faced with constructing a witness to the existence of an isomorphism, rather we can take the
identity relation on addresses as a candidate witness and only have to show that the store updates are
consistent with such an isomorphism.

Assuming that isomorphic store parts are equal corresponds to verifying procedure equivalence under
an approximate semantics. Using such an approximate semantics allows us to make further related as-
sumptions, which we introduce below. In chapter 3 we prove that this approximation is sound — that
whenever the verifier can prove procedure equivalence under the approximate semantics, the procedures
are in fact equivalent under the precise semantics.

Our approximate semantics only considers executions where:
(A1) the initial stores are equal, rather than isomorphic
(A2) selected isomorphic stores are in fact equal
(A3) calls to equivalent procedures are replaced by calls to the same procedure
(A4) isomorphic calls have identical, rather than isomorphic, effects?.
Furthermore, RIE:

e can be combined with standard (single procedure) verification contracts in a useful way, allowing

programmers to manually add additional specification if necessary

e is modular [22, 25, 28| and supports programs with unbounded recursion and heap updates

37 if(t '= null) { 51 if(t '= null) {
38 if(r!'=null) { 52 if (r!=null) {
39 n :=new; 53 rl :=new;
40 rl := new; 54 r'r :=new;

11 rr :=new; 5

55
12 56 lcopy(t.r, rr);
Vl,

43 lcopy(t.l, rl); - - - _____ =TT AT lcopy(t.1l, rl);
14 lcopy (t.r, rr); -7 58

45 59 n :=new;

16 n.l:=rl.v; 60 n.r :=rr.v;

47 n.r :=rr.v; 61 n.l:=rl.v;

18 r.v :=n; 62 r.v:=nj;

19 } 63 }

50 } 64 }

Figure 1.2: The body of procedure 1copy on the left. And on the right, the body of procedure rcopy
with all calls to rcopy replaced by calls to 1copy

We now describe how RIE is applied to prove equivalence of rcopy and lcopy. The verifier must
discharge an assertion that whenever rcopy and lcopy are executed from equal initial states, (A1), they

produce isomorphic final states. If the verifier is able to do so then we know that the procedures rcopy

4You may notice that this item is a consequence of item (A2) and item (A3)
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1.7. Example — rearrangements of existing objects 19

and lcopy are in fact equivalent under the precise semantics of BL. Executing the procedure under the

approximate semantics differs from precise execution in that:

1. By item (A3), all calls to rcopy are replaced by calls to 1copy, as illustrated in fig. 1.2. We know
that if rcopy and lcopy are indeed equivalent then the meaning of the procedure bodies will be

preserved

2. Since the stores reachable from the call parameters on lines 11 and 27 are isomorphic, by item (A2),

only executions where those store parts are equal are admitted. Also for the calls on lines 10 and 28.

3. Calls to a procedure from equal stores have equal effects, by item (A4).

Observations

This example illustrates the following features of our approach:

e since we take the isomorphic store parts to be equal, the verifier does not need to produce a witness

to the isomorphism after the recursive calls on lines 10 and 28, and on lines 11 and 27.

e The order of the equivalent calls copying the left and right children is reversed between 1copy and

rcopy, equivalent calls do not have to appear in the same order in each procedure.

e The calls in 1copy and rcopy can be considered equivalent even though the differing number of

allocations before the recursive calls means that the calling contexts are not fully equivalent.
e procedures may be recursive and allocate unbounded amounts of memory®.

e the equivalence proof takes advantage of the procedure specification, in this case the modifies

{r} postcondition.
Other features of our approach not illustrated by this particular example:
e procedures may make different rearrangements of existing objects and still be equivalent.

e cquivalence is from the viewpoint of the calling context.

1.7 Example — rearrangements of existing objects

Procedures which make different rearrangements of existing objects may be equivalent in specific calling
contexts. For example, consider the procedures swap and skip in Listing 1.3. Executing the body of
swap from any store where this. f aliases this.qg will leave the calling context isomorphic to the one
produced by executing skip from that store. However, executing the body of swap from a store where
the object at this. f has a different number of fields to the object at this.g result in a calling context
that is not isomorphic to the one produced by executing swap.

Procedures skip and swap are not equivalent per se, rather their equivalence depends on which
initial stores are permissible. It is standard to specify the permissible initial stores of a procedure in
the procedure’s precondition. RIE can be combined with preconditions to widen which procedures are
considered equivalent. Although RIE allows for skip and swap to be verified, some implementation

questions remain and our tool cannot verify this example.

550 an exhaustive or bounded model checking approach would not generally be suitable
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1 swap (this,x) { 6 skip(this,x) {

2 t :=this.f; 7 assert true;
3 this.f :=this.qg; 8 }

4 this.g:=¢t; 9

5

} 10

Figure 1.3: Two procedures, skip which does nothing, and swap which swaps the values of two fields.

1.8 Completeness

RIE works alongside existing procedure equivalence verification techniques to expand the class of proce-
dures that can be proved equivalent automatically. However, there is an inherent limit to the technique
of assigning canonical addresses to objects that means proving the equivalence of some procedure pairs

6. The limit is that for any given execution of a

requires additional manual annotation of the program
procedure each object is allocated exactly one address, and each address is associated with at most one
object. This limit stems directly from the nature of a heap which is a mapping from addresses to objects.

This limit occurs in procedure pairs where there are several isomorphic store parts that could usefully
be assumed to be equal, but doing so would require the same address to be given to more than one object.
The rest of this section describes such an example, and shows that although RIE still helps with proving
procedure equivalence, it is not complete by itself.

This example is a refactoring of some code that uses a linked list. The example is difficult because, as
we will see, two calls in the first procedure are isomorphic with one call in the second procedure, but the
isomorphisms map one address in the second procedure with two different addresses in the first procedure.
This inhibits a verifier using RIE from assuming isomorphism to be equality in all the places where it
would be useful, although it can still do so in some of the places where it is useful.

Figure 1.4 shows equivalent list manipulating procedures addLru_a and addLru_b. They first remove
any existing occurrence of an object from the list, then add the object to the end of the list, thus maintaining
the least recently used item at the start of the list. The procedure addLru_a has more code than is
necessary because the remove procedure itself first checks that the object is in the list before removing
it. On noticing this redundancy, a programmer may remove the conditional, and call to contains, from
addLru_a to produce the equivalent procedure addLru_b.

Due to the modular nature of our approach, it cannot directly verify the equivalence of procedures
addLru_a and addLru_b, because the called procedures (add, remove, contains), are insufficiently
specified. In this situation it is sometimes productive to inline each procedure call once and try to verify
the resulting procedures instead. Figure 1.6 shows the body of addLru_a on the left with all calls inlined
once, and on the right the body of addLru_b with all calls inlined once. We call the inlined versions
addLru_a’ and addLru_b’

The relevant list procedures are in fig. 1.5. The list is doubly linked, with sentinel nodes representing
the start and end. Each node in the list has next and prev pointers, and a flag sentinel which
indicates the sentinel nodes.

The procedures in fig. 1.6 are equivalent. The call on line 55 is isomorphic with the call on line 89.
Furthermore, due to the postcondition of find, the call on line 61 is also isomorphic with the call on
line 89. This allows us to reason that the conditions on lines 58, 63 and 92 are all true or all false, i.e.

rf.v.sentinel = rf0.v.sentinel = rfl.v.sentinel. The rest of the proof is standard.

6or perhaps by some other clever technique we are not yet familiar with
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addLru_a(l,x) { 11 addLru_b(l,x) {
new rc; 12 remove (1, x) ;
contains(l, x, rc); 13 add (1, x);
if(rc.v) { 14}

remove (1, x); 15

add (1, x); 16
} else { 17
add (1, x); 18
} 19

} 20

Figure 1.4: A difficult example, where the equivalence of these procedures relies on the equivalence of two
calls to contains in addLru_a (one call is inside remove) with one call to contains in addLru_b

(this call is also inside remove).

remove (1,x) {
new rf;
find(1l,x,rf);
node :=rf.v;
if !'node.sentinel {
node.prev.next :=node.next;
node.next.prev :=node.prev;

add (1, x) {
new node;
node.v := x;
node.sentinel := false;
node.next :=1.last;
node.prev :=1.last.prev;
l.last.prev.next :=node;
l.last.prev :=node;

contains(l,x,r) {
new rf;
find (1, x,rf);
node :=rf.v;

r.v := !node.sentinel

find(l,x,r) modifies {r} {

Figure 1.5: The list manipulation procedures that are relevant to
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When we try to automatically verify the equivalence of addLru_a’ and addLru_b’, RIE allows the
verifier to take isomorphic calls to be equal (see section 1.5). However, if it does so for more than one
pair of stores, this could sometimes lead to a contradiction with the semantics of new. Even an angelic
allocator may have no way to allocate the addresses such that both pairs of isomorphic store parts are
equal. To avoid this, we insist that the union of all isomorphisms that the verifier chooses to assume are

equal must be an injection. We write that the isomorphisms are compatible iff their union is an injection.

The isomorphism between lines 55 and 89 relates the addresses in r£0 and rf. The isomorphism
between lines 61 and 89 relates the addresses in rf1 and rf. If we were to assume equality for both of
these isomorphisms then we would have rf = r£0 = rf1. However, r£0 is allocated by the new statement
on line 54 whereas rf1 is allocated by the subsequent new statement on line 60. The semantics of new

require that each allocation gives an address which was not previously allocated — i.e. that r£0 # rf1l.

Due to this restriction to compatible isomorphisms, a verifier using RIE alone may fail to produce a
proof for some procedures that are in fact equivalent according to our definitions. Any tool using RIE in
practice may choose to equate one pair of calls to find, but it must find some other way to deal with
the other pair of calls. For instance, it is possible to progress with this example by manually providing an

additional mutual summary [25] relating the behaviour of calls to find more precisely.

// addLru_a’ 85 // addLru_b’

// contains (1, x, rc); 86

new rc; 87 // remove(l,x);
new rf0; 88 new rf;
find(l,x,rf0); 89 find(l,x,rf);

node :=rf0.v; 90 node :=rf.v;

rc.v := !node.sentinel 91

if (rc.v) { 92 if (!node.sentinel) {

// remove (1,x); 93
new rfl; 94
find(l,x,rfl); 95
node :=rfl.v; 96
if (!'node.sentinel) { 97

node.prev.next :=node.next; 98 node.prev.next :=node.next;
node.next.prev :=node.prev; 99 node.next.prev :=node.prev;
} 100 }
// add(1,x); 101 // add(1,x);
new node; 102 new node;
node.v :=x; 103 node.v :=x;
node.sentinel := false; 104 node.sentinel := false;
node.next :=1.last; 105 node.next :=1.last;
node.prev :=1.last.prev; 106 node.prev :=1.last.prev;
l.last.prev.next :=node; 107 1l.last.prev.next :=node;
l.last.prev :=node; 108 1l.last.prev :=node;
} else { 109
// add(1,x); 110
new node; 111
node.v := x; 112
node.sentinel := false; 113
node.next :=1.last; 114
node.prev :=1.last.prev; 115
l.last.prev.next :=node; 116
l.last.prev :=node; 117
} 118

Figure 1.6: A difficult example with procedure calls inlined once
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1.9 Summary

We make the following contributions. A verification methodology, RIE, for automatically proving con-
textual equivalence of procedures which differ in the order and amount of memory allocation. RIE is
suitable for implementation using a standard SMT based program verifier. We give a proof that RIE is
sound. And describe a program verification tool, which implements RIE, for a simple object-orientated
programming language. The tool demonstrates how an angelic memory allocator can be modelled in the
Boogie [3] intermediate verification language. Our tool adapts the mutual summaries [25] approach and
has a SYMDIFF-like [34] design. The tool can automatically verify some complex examples involving

recursive procedures that allocate unbounded amounts of memory in different orders.
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Chapter 2

Preliminaries

This chapter includes the definitions of our language BL and some basic formal results. The style of
this chapter is formal and precise. The reader would normally skim this chapter then refer back when a

definition or basic result is needed.

2.1 Operational Semantics of BL

This section details the operational semantics of BL, as well as the operational semantics that will be used
to model the behaviour of our tool and in the proof of theorem 3.2.1 (page 36).

The operational semantics of BL produce a trace of the states reached during execution. Since BL
is non-deterministic we use these execution traces to distinguish particular executions. The semantics
of BL are parameterised by £ € {C,V,R,K, A}, representing the precise semantics of BL and several
approximations. The approximate 4 semantics models RIE, as we discuss in chapter 5.

BL includes recursive procedure calls, but not loops. Objects have fields, and values are heap addresses
or booleans. Procedure calls do not return a value, but returning values can be encoded by passing them
via the heap. Conditional execution of atomic statements can be used to encode if-then-else blocks.

Our rule for procedure call evaluates the procedure body after extending the stack. Though our
semantics is a big step semantics, we keep the whole calling context to allow us to give useful meaning to

isomorphism of stores.

Definition 2.1.1 (Semantics of BL) BL
Our language BL consists of

o Infinite enumerable set Addr of addresses, ranged over by a, with one reserved element null.
Estended to Val & Addr U {true, false}, ranged over by v.

o Enumerable sets Lid of variable names, ranged over by x; Fid of field names, ranged over by f;

Pid of procedure names, ranged over by f.

e Heap modelled as a partial map, Heap i (Addr x Fid) — Val. Ranged over by h, and
Vh, f: h(null, f) = null.

o Stack frames StackF Y Lid — Val, ranged over by o.

24



2.1. Operational Semantics of BL 25

e Stacks Stack % StackF* is a sequence of stack frames®, ranged over by &. The it" element is

written &[i|, and & - ¢ means the stack obtained by appending & with o.

e Stores Store < Stack x Heap, ranged over by ¢. The heap of ¢ is ¢", and the stack ¢°; ¢(x)
is the value of the variable x in the topmost frame of ¢°; and ¢(z, f) is the value obtained by
following the, possibly empty, sequence of fields f from the object at address ¢(z).

o Statements Stmt, defined by the grammar in figure 2.1.

o Function B : Pid — Stmt looks up procedure bodies from procedure names. And partial function

V : Pid x N — Lid looks up parameter names from procedure names.
e Ezecution traces Trace = (Stmt x Store x Store)*
o A set Sem & {C,V,R,K, A} ranged over by L used to indicate which semantics are required.

o A big step execution relation defined in figures 2.1-2.2.

~> C Store x (Stmt U body) x Sem — Trace X Store

e Function Con : Pid — P(Store x Store) representing the pre and post conditions of a procedure.
The contract is a set of pairs of Store representing the set of acceptable pre and post stores of the
procedure. No contract may discriminate between stores based on the actual values of memory

addresses:
VE ¢1.4,T12:

$1 Rpy, G2 NP3 R, Ps A (P01, ¢3) € Con(£) N com(my, )

—
(¢2,¢4) € Con(£)

e The function alloc: Heap x Addr — Heap

(a1, f,v) € alloc(h,as) LU (a1, f,v) €h V (a1 =az N v=null)

e The function mkframe : Store x Pid x Lid* — Store

def &

mkframe(p, £,21 ... 25) = (¢ - [V(£,1) = é(z1),...,V(£,n) — (b(a:n)],qéh)

o The function pop(G - o,h) 4 (6,h)

?Although the semantics are bigstep we carry the calling context to allow us to give a global meaning to isomorphism

RIE is designed to work with programs that have single program contracts that have already been
verified. Programs with no contracts are also fine. Verifying a program involves proving that before every
procedure call, the procedure precondition is established, and that given the precondition each procedure
entails its postcondition. The verified semantics ~~, model execution of such a verified program, and as
such are defined only for programs where all procedure contracts are valid. We do not say how such
contracts should be verified. Note that -~ is equivalent to ~¢ in the case that all procedures have the

trivial contract Store x Store.
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Sq € AtomicStmt = xz:=e|x:=new()|assumebd|assert b|call f(z,...,z)|e.f:=e
s € Stmt = Sq | 1£(D){sa} | 858
e € ScalarEzpr = null|z|ef|b
b € BoolEzpr = x=y|!b]|b&k&d| true | false
tr € Trace = (Say®, @) | tr-tr
STORE
(ba el'f =e2 = (¢0" ¢h[([[el]]¢a f) = [[62]]¢])
d h 11
a ¢ dom(o™) a # nu NEW
é,z := new() = (¢7[z — a],alloc(d”, a))
ASSIGN pFb
b, =€ (¢7[z — [e]y], o) $ assert b ¢ ASSERTT
pED [b]y = true —(¢ E b)

¢,assume b — ¢ ASSUME oED ¢,assert b— error ASSERTF
[null]y = null [x]e = o(x) le.-fle = ¢"([els, f)

Eb o ~($ED
¢1 P1,8a L 2 CONDT (¢ ‘f()b){ ——— CONDF

¢1, 1£(D){sa} ~F b2 ¢, 1£(b){sq} iz I
t7'1 t’r'z

¢1,Ss‘: sz ATOM $1,81 L P2 P2, 82~ @3 TRANS

P1, 8 270 b1, 51582 12 ¢y

Where
o [z =1yls =if ¢(z) = ¢(y) then true else false
o ['b]y = if [b]y = £alse then true else false

o [b1 &&bo]y = if [b1]y = true A [b2]s = true then true else false

Figure 2.1: Grammar and Operations of BL
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mkframe(py, £,21 ... xy),body £~ @3 LAA

— CALLV
é1,call f(.’tl o l’n) H(Lcall £(1...2n),01,05") ¢§tm
dom(hy) 2 dom(¢y) 2= (¢] 0, ha)
mkframe(¢1, £,21...2,), € Con(f
(mkframe(o1, £, 21 ), $2) Em) CALLA
by, call f($1 B xn) W%(Acall £f(z1...2n),01,05") ¢§t1
,B(f) ~tr ¢1, )€ Con(f 01, B(£) ~¥ &
¢1, B(£) ~E ¢3 BODC (1, _) (£) 1()V3BODV
¢1,body £ 8 ¢3 ¢1,body £~ @3

(¢1, ) € Con(£) o1, reng (B(£)) ~ ¢3 Le{R,K,A} B

ODA
¢1,body £~ 3

$1,81 T @3 B2, 52 2 Py Le{C,V,R}

COMV
B1, 51 || 2,52 T2 g || Py
misos(try,try) C id $1,81 K 3 B2, S2 K2 Py COMK
b1, 51 || 2,52 K2 g || s
misos(try,tra) C id U(tr, tra) $1,51 U @3 B2, 52 2 Py

COMA
b1, 81 || P2, 52 U2 G || da

Figure 2.2: Procedure call and composition
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2.2 Isomorphism

Stores are isomorphic if they differ only in the actual values of heap addresses or in garbage. An isomor-
phism is characterised by a bijection between values .

Definition 2.2.1 defines isomorphism of stores. A store ¢ is a sequence of stack frames and a heap. The
value in field f of an object a is written ¢(a, f). The number of stack frames is denoted by |¢|. The value
of variable z in the i stack frame is ¢[i](x). The domain of the mapping 7 is dom(n), and dom(¢[i]) is
the set of variables defined in the i*" stack frame. Section 2.1 contains the full definition of Store.

In words, definition 2.2.1 says that ¢, ~, ¢o iff 7w is a relation where: the stacks of ¢; and ¢o are
the same height; for each corresponding stack frame the same variables are defined and m maps between
them; 7 commutes with field dereference for all reachable objects; and 7 is an injection that preserves the

meaning of null, true, and false.

Definition 2.2.1 (Isomorphism)
Define relation =~ C Store x P(Val x Val) x Store, such that:

def.
D1 Rx P2 &

= |¢1] = Ida| A Vi <|[¢1]: dom(e[i]) = dom(2[i])

— 7 is an injection, written in(w)
Characterising relation 7 is inductively defined:

mo U{n[il(z) = ¢2[i](2) | & € dom(¢nli]) A i <|¢1[} U{gi(a, f) = a(m(a), f)[a € dom(m)}

And

. [null w~ null, truew true, false— false]

The bijection () is the least-fixed-point interpretation of the definition. Exactly one bijection charac-

terises any pair of isomorphic stores (lemma 2.2.2), which helpfully shortens some parts of the proof.

Lemma 2.2.2 (Isomorphism is unique)
Vo1,2,T1,2: @1 Rgy P2 N\ §1 Ry, G2 = T = T2
Full proof on page 83.

Proof Outline. Take two bijections 7 o between an arbitrary isomorphic pair of stores. Without loss of
generality, by induction on the definition of &~ every element of 77 is in 5. O
2.3 Compatibility of Isomorphisms

A surprising aspect of RIE is the requirement that equality can only be assumed for a set of compatible

isomorphisms (see section 1.8)%, consistent with the semantics of NEW. This is achieved using the intran-

n fact we actually implemented an unsound version of the tool before we realised what the correct condition should
be. We tried using subset and other similar transitive relations to restrict the selection of isomorphisms. We found that
transitive relations are too restrictive to be useful when proving equivalence of programs that create different garbage. Such
transitive relations also make it difficult to relate isomorphisms that refer to different parts of a store.
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2.3. Compatibility of Isomorphisms 29

sitive relation com. A set of mappings satisfy com whenever their union is an injection. We call such sets
of mappings compatible (definition 2.3.1).

Because an injection provides a unique alternative address for every address in its domain, we can
consider a compatible set of mappings as a (partial) description of an alternative allocation strategy.
The selected isomorphisms describe an alternate allocation strategy which can be used to construct an
alternative execution — one that is related by the identity isomorphism at the selected places. The rest
of this section is a discussion of the key lemmas about compatibility. The lemmas revolve around the
idea that compatibility ensures that we can always pick the desired address when building the alternative

execution.

Definition 2.3.1 (Compatibility of injections)
def .
com(ll) < in (U H)

where in(1) <L V(a,b),(c,d) €m: (a=c < b=d)

Several BL instructions can cause heap objects to become unreachable. Relation com has the property
that if injections 7m; and 7y are compatible then 75 is compatible with any subset of 7. This property
makes com useful for garbage creating executions, since an instruction that creates garbage may preserve

compatibility.

Lemma 2.3.2 (Compatible with a smaller injection)

V. 3: com(my,ma) A w3 Cm —> com(ms,ma)
Full proof on page 84.

Proof Outline. Directly. All pairs from 7; and mo are compatible, and all elements of 73 are in 7. O

The NEW instruction allocates an address. If the address is in the alternative allocation strategy
then it must be possible to allocate the related address, in the alternative execution, while maintaining
compatibility. The relation com has the property that for compatible injections 7y, mo any element of o

can be added to m; while still maintaining compatibility (lemma 2.3.3).

Lemma 2.3.3 (Can add compatible element to injection)

V12,0121 com(m,m2) A (a1,a2) € 1o = com(m U (a1, az), m2)
Full proof on page 85.

Proof Outline. Directly. Since all pairs from 71 U 7y are compatible, and (a1, a2) is in 7. O

The alternative allocation strategy is partial, not every allocation may have a defined alternative
address. For example, some temporary memory allocated within a procedure but garbage at procedure
exit may not appear in any isomorphism. Still, it is necessary to allocate some alternative address in
the alternative execution. The relation com has the property that for compatible injections mq,mo any
pair of addresses disjoint from the domain/range of 7; U 7o can be added to m; while still maintaining
compatibility (lemma 2.3.4). Thus we can pick an arbitrary alternative address, provided it does not

appear in the alternative allocation strategy.
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Lemma 2.3.4 (Can add disjoint element to injection)

V7T1,27a1,21
com(mwy,m2) A a1 & dom(my Uma) A ag ¢ rng(m Ums)
=

com(my U (a1, asz),ms)

Full proof on page 85.

Proof Outline. Directly, since a; doesn’t appear in the domain and as doesn’t appear in the range no

incompatibility can occur. O

In these ways com allows us to ensure that we can always allocate an appropriate address, and thus

always construct an execution with our desired allocation strategy.

2.4 Reachability

Our desire to reason about garbage creating procedures lead us to a notion of isomorphism that is closely
related to heap reachability. Some properties of reachability are important in our proof and are described in
this chapter. Later, in lemma 2.4.11 we prove the relationship between heap reachability and isomorphism.

In chapter 6 we will discuss how heap reachability features in the implementation of our tool.

Definition 2.4.1 (Reachable addresses)
We define the function reach : Store — P(Addr) as the least solution of

a € reach(¢) PN (Fi,z: Plil(x) =a) V
(3d’ € reach(¢): ¢"(d', f) = a)

Several properties of ~ are derived from the fact that reach is a function, for example lemma 2.2.2.

Lemma 2.4.2 states that reach is well defined.

Lemma 2.4.2 (reach is a function)

Vo, A12: (¢, A1) € reach N (¢, A2) € reach = A; = Ao

Full proof on page 87.

Proof Outline. By induction on the definition of reach. O

In order to prove later that BL does not allow address synthesis — i.e. to show that only the NEW
instruction can increase the set of reachable addresses — we will observe several facts about how reachability
is affected by each instruction (lemma 4.1.5, lemma 4.1.8 lemma 4.1.10, etc). The proofs of these facts

rely on the following arguments:

1. Expressions which evaluate to an address, always evaluate to a reachable address (lemma 2.4.3),

because all paths from the stack through the heap lead to a reachable address (lemma 2.4.5)

2. Any path through a modified field or variable must be constructed from either a new address or by

composing reachable path fragments. Due to item 1 and lemmas 2.4.4 and 2.4.5
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All expressions that evaluate to an address evaluate to a reachable address. This is because BL does
not allow addresses to be synthesised or otherwise manipulated (for example due to pointer arithmetic).
This property of BL is crucial in allowing equivalent procedures to differ in the amount and shape of

garbage that they create.

Lemma 2.4.3 (Expressions evaluate to reachable address)

Vo, e,a: [e]lg =a = a € reach(9)

Full proof on page 88.
Two further lemmas are useful. Lemma 2.4.4 says that there is a path from a stack variable via a

sequence of fields to every reachable address. Lemma 2.4.5 says that every path from a stack variable via

a sequence of fields leads to a reachable address.

Lemma 2.4.4 (Path to reachable address)

Vo, a € reach(¢): i, z, f: d)h((;ﬁ‘}[i](m)j) =a A acyclic(p, d)&[z](a:),f)

where

acyclic((b, a, f) <g> Eg : gl = f7h B = ?: 7é h A d)h(aa g) = (bh(avE)

<l

Full proof on page 89.

Lemma 2.4.5 (Paths are reachable)

Vo, iz, f: ¢"(@%[i](z), f) = a = a € reach(¢)
And
Vo, a1 € reach(¢), az, f: ¢"(a1, f) = az = ay € reach(¢)

Full proof on page 89.

2.4.1 Isomorphism in Calling Context

Poping the top of the stack reduces the reachable set. We will use this to establish that any alternative

execution we construct preserves any calling context isomorphism of the original trace.

Lemma 2.4.6 (Calling context reachability smaller)
Vo : reach(¢®) C reach(¢)
Full proof on page 89.
Proof Outline. Straightforwardly by induction on the definition of reach. O

Lemma 2.4.7 (Isomorphism implies calling context isomorphism)

Vor2: ¢1 Rmy 2 == G5 Ry 357 A o = Tidpeaen(ggey U To

Where w1

reach(gst=) Means the relation produced by restricting the domain of m1 to the reachable
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addresses of (¢§1%)
Full proof on page 90.

Proof Outline. By induction on the definition of ~ and lemma 2.4.6. O

2.4.2 Reachable gets Smaller

Once an allocated address becomes unreachable, it stays unreachable. The reachable set increases only if
new addresses are allocated. Specifically, if an address is reachable in a later trace element, it must be
either reachable or unallocated in every earlier trace element. And if an address is unallocated in a trace

element it is unallocated in every earlier trace element.

Lemma 2.4.8 (Reach gets smaller)

VE#A757¢1,37iSjaa1 < |t’l"|,k,l € {273}

1.5 > gy A k<1

=
(a1 € reach(tr1[jll) = a1 € reach(tri[i]lk) V a1 ¢ try [iukh) A
(ar ¢ tri[flU" = a1 ¢ tra[ilJK")

Full proof on page 93.

Furthermore, all write effects involve reachable or newly allocated addresses. Nothing gets written to

the garbage, and references to the garbage never get written anywhere.

Definition 2.4.9 (Write effects)
def

effect(d1, ¢3) = ¢4 \

Lemma 2.4.10 (Effects are reachable)

VL 7& Av s7¢1,2,a1,27 f:
P1,5 > b2 A (a1, f,a2) € effect(¢s, pa)

_—
(a1 € reach(p1) V a1 ¢ %) A (ag € reach(dy) V ap ¢ ¢0)

Full proof on page 96.

2.4.3 Isomorphism and Reachability

If a pair of states ¢ 2 are isomorphic with bijection 7 (i.e. ¢1 ~r ¢2) then the domain of 7 is the reachable
addresses of ¢; union the values {null, true, false}, and the range of 7 is the reachable addresses of

¢2 union the values {null, true, false}.

Lemma 2.4.11 (Domain of isomorphism is reachable addresses)

V1,2, ¢1 R 2 => reach(¢p1) U dom(mw,) = dom(r)

Full proof on page 96.
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2.5 Composition of Isomorphism

The bijections which characterise isomorphisms can be composed. This is particularly useful in the proof

of lemma 4.3.1 (Isomorphism is an equivalence relation).

Definition 2.5.1 (Isomorphism composition)

mom ¥ {(a,¢)|Tb: (a,b) €m A (b,c) € w3}

Composition has several useful properties. The composition of two injections is itself an injection
(lemma 2.5.2). And also, the composition of an injection with its inverse is a subset of the identity relation
(lemma 2.5.3).

Lemma 2.5.2 (Composition of injections is an injection)

V20 in(m) A in(me) = in(m oma)
Full proof on page 98.

Lemma 2.5.3 (Injection composed with inverse is identity)

V.30 in(m) A me Cmp A g C 71'1—1 — myom3 C id

And also

Vr:in(n) = mon = 1 dom ()

Full proof on page 99.
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Chapter 3

RIE Methodology

In this chapter we define procedure equivalence and our RIE methodology for ascertaining it. We state
RIE’s soundness theorem, and outline the main lemmas in its proof for a simple language called BL. The
full proofs are in appendix B.

Our definition of procedure equivalence is contextual [40, 41], procedures are equivalent when no
difference in behaviour is observable in any permitted calling context. This corresponds to the notion of
equivalence typically used in refactoring [44]. Our definition is powerful enough to cope with: changes in
allocation order; differences in garbage; and different rearrangements of existing objects.

Automatically verifying contextual equivalence of procedures that differ in allocation order is challeng-
ing for an SMT based verifier. We propose a verification methodology, RIE, under which it is easier for
such tools to verify procedure equivalence. RIE assumes some isomorphic store parts are equal and ignores
unobservable differences in called procedures. We describe why RIE helps verification tools in section 3.6.

We formalise RIE as an approximate semantics called .A. We prove soundness, i.e. that if procedures
are equivalent when executed under the approximate 4 semantics, then they are also equivalent when
executed under the ordinary semantics called V (theorem 3.2.1). We present important semantic rules as

they arise, but the full semantics are in section 2.1.

3.1 Procedure Equivalence

Procedures are equivalent whenever no permissible calling context can distinguish which of the procedures
was executed. In order to establish procedure equivalence a verification tool must be able to judge when
a pair of stores satisfies this indistinguishability condition. For our language, BL, isomorphic stores
cannot be distinguished by any calling context. We now define procedure equivalence directly in terms of
isomorphism between stores, but we defer defining isomorphism precisely until chapter 4. Later we will
show how RIE makes it possible to establish such isomorphisms in an SMT based tool.

Procedures are equivalent whenever they always result in isomorphic calling contexts when executed
to completion from isomorphic initial stores. We write £1 & f2 to mean procedure £ is equivalent to fo
under semantics ~.. The symbol £ ranges over the set of semantics. In this chapter we formalise our
tool in terms of the real semantics of BL, called V, and an approximate semantics called A. Semantics V
and A vary only in how they treat procedure call. In the soundness proof some other semantics appear
for technical reasons.

Since we are interested in the relative behaviour of pairs of procedures, our semantics include a rule
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for executing a pair of procedures. The notation ~~, represents execution with semantics £, and

b1, 51 || Ba, 52 D d3 || b
means statement s; executes to completion from store ¢, producing trace try, resulting in store ¢3 and
statement sy executes to completion from store ¢o, producing trace try, resulting in store ¢4. Since BL
is non-deterministic, our semantics are instrumented to produce a trace. Traces will be discussed in more
detail shortly.

The rules for || in the V semantics and A semantics are given in fig. 3.1. Rule COMYV is similar to
the idea of product procedure from Symdiff [34]. In Symdiff, a product procedure executes the bodies of
a pair of procedures on disjoint copies of the initial state. Symdiff uses mutual summaries to model the
mutual behaviour of pairs of procedure calls. We use two predicates Ry and Ry in the rule for || in the A
semantics to give an operational meaning to the mutual behaviour of pairs of procedure calls. Moreover,
we also model the mutual behaviour of procedure bodies. We discuss this further, and define R; and Ra,

as the chapter progresses.

$1,81 U ¢3 B2, 82~ Py

P1, 51 || P2, 52 U2 g || pa

COMV

Ry (trq,tra) Ry (try, try) P1,81 U d3 B2, 82~ 4

P1, 51 || P2, 52 X2 G || Pa

COMA

Figure 3.1: Rule for executing procedure pairs in the V semantics and A semantics. The predicates R;
and R model the mutual behaviour of the executions by restricting what pairs of traces (try,trs) are
allowed, and are described in detail later on

Definition 3.1.1 defines procedure equivalence under semantics £. Procedures are equivalent if executing
their bodies, from isomorphic stores, results in isomorphic calling contexts. Executing body f means
looking up and executing the statements that form the body of procedure £. The calling context of store
¢ is written ¢°®, and is ¢ with the top stack frame popped!. Think of ¢°* as the store that would result

if procedure return was executed from store ¢.

Definition 3.1.1 (Procedure equivalence)

def
f1& f2 €5 Vo1 4: ¢1 = o A ¢1,body £1 || ¢o, body fa -+ d3 || ps = ¢S = ¢5*

Defining procedure equivalence in terms of the calling context, ¢°*, gives us contextual equivalence.
This means that no code executed after either of the equivalent procedures returns can distinguish (by
reading the heap or otherwise) which procedure executed.

To make the following exposition clearer, we split procedure call into two rules. One rule for call
which pushes a new stack frame, and a second rule for body which looks up and executes the body of a
procedure. We do this for reasons similar to why “body” is used by Godlin [22]. We will shortly detail
the V semantics and A semantics rules for call and body which differ. In particular the A semantics

abstracts procedure call and transforms the statements of the procedure body before executing them.

10r just ¢ if there is no top frame.
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3.2 Soundness of RIE

Theorem 3.2.1 states that proving £, f5 equivalent under the approximate A semantics is sufficient to prove
their equivalence under the precise V semantics, provided some other conditions are valid. The mapping
£ must be provided?, and contains pairs of allegedly equivalent procedures. If all of the procedures in £
are infact equivalent under the A semantics, and mutually terminate, then f£; and f5 are equivalent under
the V semantics. Mutual termination means that both procedures terminate for the same set of initial

3

stores®, we discuss this and define mty,(£3, £4) precisely in section 5.4.

Theorem 3.2.1 (RIE is sound)

Given a mapping between procedure names &, and a pair of procedures (f1, f2) € E:

If
V(fs3, f4) € E: mig(£fs, f4) N f3 4 £y

Then
1% fy

Full proof on page 102.

Proof Outline. By lemma 5.3.1 (Modular procedure equivalence), lemma 5.2.1 (Discard non equal isomor-

phisms), and lemma 5.1.1 (Replace equivalent calls). O

The V semantics and A semantics differ in three rules as summarised in table 3.1. These rules are

discussed in detail in the rest of the chapter.

rule 1% A

procedure call precise  abstracted fig. 3.5/fig. 3.5
procedure body precise rewritten according to & fig. 3.2/fig. 3.2
par composition precise only executions where isomorphic store parts are equal fig. 3.1/fig. 3.6

Table 3.1: Differences between the V and A semantics.

3.3 Replacing procedures with equivalent procedures

Calls to equivalent procedures may have significantly different effects on the heap, even though those
differences are never observable in the calling context?. They may allocate objects at different addresses
(example in section 1.5), they may create different amounts and shapes of garbage, they may even make
different arrangements of existing objects (example in section 1.7). Despite this we have proved that it
is sound to ignore these differences in effect! Intuitively, we may assume away unobservable differences
in called procedure behaviour without affecting the equivalence of the calling procedures. This amounts to

replacing all calls to equivalent procedures by calls to the same procedure.

2£ must map each procedure to at most one allegedly equivalent procedure.

3We could produce a total definition of procedure equivalence by including a notion of mutual termination [19, 25].
However, our tool does not yet reason about the termination behaviour of the procedures. A total notion of procedure
equivalence is important, particularly where a transitive procedure equivalence relation is needed. Infact, the replacement of
equivalent procedures in the A semantics relies on such a notion of transitivity, see section 5.1.

4By definition equivalent procedures have equivalent observable effects.
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When two procedures (£1, £2) are equivalent we can replace a call to £; with a call to £5 without
affecting the observable meaning of the caller. For example, fig. 1.2 shows the bodies of the procedures in
fig. 1.1 with all calls to rcopy replaced by calls to 1copy. The procedures in fig. 1.1 are equivalent if the
bodies in fig. 1.2 are equivalent.

The V semantics rule for executing the body of a procedure is in fig. 3.2. Our use of a body rule is
similar in spirit to a combination of how “body” is used in Godlin’s PROC-P-EQ rule [22] and how “inline”
is used in Hawblitzel’s MUTUALCHECK procedure [25]. Separating the body and call rules allows us to
independently vary our treatment of procedure call vs executing the body of a procedure, and also to avoid
the possibility of circularity in the modular equivalence proofs.

In the V semantics, the body of function f is executed by looking up the statements of the body, using
the global function B, and executing them. In the .4 semantics the statements are transformed before
execution, as described below. We assume that the procedure contracts have already been checked and
are valid, so a procedure body may only be executed from a store that satisfies its precondition, written
(¢1, ) € Con(f) (see section 2.1).

(¢17 _) € Con(f) ¢17 B(f) ~Ar ®3

BODV
¢1,body £~ 3

(¢1, ) € Con(f) o1, reng (B(£)) ~U ¢3
¢1,body £ ~U ¢3

BODA

Where reng(s) &

call fg(.’El, ce 71'»,1) ifs=call fl(xh. .. ,{En) AN (f17 f2) e&

reng(s1); reng(sz2) if s = s1;59
if(b){rens(s1)} ifs=1£(b){s1}
s otherwise

Figure 3.2: Execution of a procedure body in V semantics and A semantics

In the approximate A semantics the rule (fig. 3.2) for executing the body of a procedure first replaces
calls to equivalent procedures by calls to the same procedure. The statements of the procedure body are
looked up as usual, B(£), but before they are executed procedure calls are replaced syntactically according
to the mapping £. The syntax of BL is in fig. 2.1.

There are other ways that we could have formalised the concept of assuming away unobservable differ-
ences, however treating it as replacing equivalent procedure calls has some ancillary benefits. For example,
if one were planning to apply an inference tool to the programs it may be helpful to replace equivalent

procedure calls with calls to the same procedure first, and such like.

3.4 Assuming isomorphic = equal

We prove that to establish procedure equivalence it is sufficient to verify only some specific pairs of
executions. In particular a tool can verify only executions such that at some points where the executions

are isomorphic, those isomorphisms are the identity isomorphism!®> Another way to think of this, is that

5As normal, the identity isomorphism is an isomorphism characterised by a bijection where each mapped address is
mapped to itself.
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when parts of two stores are isomorphic we can soundly assume those store parts are infact equal.

Many isomorphisms may be found between stores reached at different points in execution. But it is
not always useful for the verifier to assume that a particular isomorphism is the identity isomorphism. So
our methodology is parameterised by a strategy for selecting interesting isomorphisms.

As illustrated by the example in section 1.8 (page 20), it is important for the soundness of our method-
ology that equality is assumed in a manner which is consistent with the semantics of memory allocation.
We require that all of the isomorphisms for which equality is assumed must be compatible. Recall that

isomorphisms are compatible iff their union is an injection.

3.4.1 The approximation

In the approximate A semantics isomorphic store parts must be equal. This is achieved by means of
a predicate in the antecedent of the procedure composition rule of the A semantics. This predicate
corresponds to R; in fig. 3.1, which also shows the rule for procedure composition in the precise V semantics.
The A semantics rule for procedure composition is shown again with R; defined in fig. 3.3. Rule COMA
permits only executions with traces where function misos produces the identity isomorphism.

The semantics of BL produce a trace for each execution. A trace is an indexed sequence of the stores
reached during an execution. Each element of the trace is a tuple containing the statement executed, the
store before the statement was executed, and the store after the statement was executed. Consider fig. 3.4
(page 41) where two executions and their traces, tr; and tr,, are shown. The left trace is from an execution
of the statements on the left of fig. 1.2, the right trace is from an execution of the statements on the right
of fig. 1.2. Both traces have the same initial store. In fig. 3.4 (page 41), the third element of trace tr; is
(lcopy (t.1, rl),¢s,¢r) and is written tr[3]. Procedure call executes in a single big step.

The restriction, misos(try,tre) C id, that COMA imposes on the traces is described in definition 3.4.1

(Selected isomorphic points) and discussed in the remainder of this section.

misos(trl, tTg) g id Rg(trl, tT‘Q) ¢1, S1 “"9347“1 d)g ¢2, So “"93\7“2 ¢4

61,81 || P2, 52 XV s || da)

COMA

Figure 3.3: Procedure composition in the A semantics

3.4.2 Restricting executions to be related by the identity isomorphism

The restriction misos(try,tre) C id, that COMA imposes on the traces acts as a filter, allowing only
executions that are related by the identity isomorphism in the manner given by the function misos. This
filter corresponds to assuming that isomorphic store parts are equal. There are zero or more isomorphisms
between stores that arise in the traces try,tro. The function misos returns the union of these arising
isomorphisms. By restricting this union to be a subset of the identity bijection, COMA allows only
executions with traces that are related by the identity isomorphism.

We relate pairs of traces at points. A point identifies an element in each trace, and also a part of the
pre-store of each identified trace element. For example, in fig. 3.4, the point (3,4, [t.l, rl], [t.l, rl]) identifies
the third element of ¢r; and the fourth element of ¢r,.. It also indicates the part of the store rooted at the

paths [t.l,7]] in both trace elements.
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A pair of stores can be partially isomorphic. We write ¢ %,[fl"'m"]’[yl"'y"] ¢2 to mean that the part of
the store ¢ rooted at the variables [z ... x,] is isomorphic with the part of store ¢o rooted at the variables
[y1...yn]- And that relation 7 characterises the isomorphism. We sometimes omit the characterising
relation if we do not need to refer to it. In fig. 3.4, ¢5 AL LT g

The isomorphisms between the traces do not proceed monotonically. An earlier store in one trace may
be related to a later store in the other trace. In this case ¢ AIELTHELT 6o and also ¢qq AlEmrrhlErrr] g,
This presents some technical challenges for the proof of soundness of theorem 3.2.1, which are detailed in
chapter 5.

In fig. 3.4, an interesting set of isomorphic points for our tool is:
(L [, [t 7)), (6,2, [, ], [ 7)), (3,4, 84, 1, [0, 1)}

These points correspond to procedure entry and procedure call. The restriction misos(try,tr,) C id
will only allow executions that are related by the identity isomorphisms at these points. In this sense RIE
underapproximates the full behaviour of BL. Executions which allocate addresses in any way that does

not produce the identity isomorphism at these points are discarded.

3.4.3 Selecting useful points

As illustrated by the example in section 1.8 (page 20), there are sometimes several incompatible ways in
which particular procedure executions may be isomorphic. To account for this, the restriction misos is
only partially defined. Thus, a tool is free to choose any function that complies with the requirements
given in definition 3.4.1.

Definition 3.4.1 contains two main concepts. First, that the isomorphisms are compatible, i.e. that
(JII is an injection (definition 2.3.1). We write this as com(IT). This ensures that the union produced by
misos remains compatible with the semantics of new. In the soundness proof this arises as a requirement
that the result of misos has an inverse, see chapter 5.

Second, that the function misos does not discriminate between isomorphic traces. Traces are isomorphic
if their stores are pairwise isomorphic throughout the entire trace (see definition 4.4.1). The soundness of
RIE depends on the rule COMA not discarding too many executions. A tool must examine at least one

representative trace from each equivalence class of isomorphic traces.

Definition 3.4.1 (Selected isomorphic points) Given try o
e The function misos is the union of the isomorphic points identified by a function mpts

misos : (Trace x Trace) — P(Val x Val)

misos(try, tra) d:er {m |3, 4, X,Y) € mpts(try, tra) A tri[i] 857 traj]}

o The function mpts gives a set of points given a pair of traces. Any tool using RIE must define

a concrete mpts function with the following properties:
mpts : (Trace x Trace) — P(N x N x Lid™ x Lid™)
The same set of points is produced for isomorphic traces

Virga: try R trg A tro & try = mpts(try, tra) = mpts(trs,try)
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The traces are isomorphic at each of the points
V(i,5, W, X) € mpts(try,try): Imy: tr]i] %}X’X tra[j]
And the union of all the isomorphisms is an injection
com(misos(try,trs))
All the isomorphic points must be compatible with the initial isomorphism
Vr: fst(tr) =~ fst(tre) = com(m, misos(try,trs))
And if the initial stores are not isomorphic then the empty set of points is produced

e fst(try) m fst(tra) = mpts(try,tra) =0

Where Lid* is a sequence of local variable names, see section 2.1. The property tri[i] &Y try[j]
means that the part of the pre-store of trace element tr1[i] reachable from local variables X is isomor-

phic with the part of the pre-store of trace element tra[j] reachable from local variables Y .

To illustrate this we consider again fig. 3.4. There are many points in traces tr;, tr, where an iso-
morphism exists between some part of the stores. For example, since the heap reachable from the stack
variable ¢ does not change throughout either execution, any pair of indices are isomorphic if we consider
only the store reachable from ¢. There is an isomorphism at point (4,5, [¢], [t]) and also (5,4, [t], [t]).

One could imagine a naive choice of mpts that simply attempted to return all isomorphisms between
the traces. However, this is not allowed by definition 3.4.1. For example, there is an isomorphism at point
(3,2, [rl],[rr]), the isomorphism maps the address allocated in r1 by t¢r; to the address allocated in rr
by tr,; call this mapping m; = {@5(rl) — ¢4(rr)}. There is also an isomorphism at point (3,4, [rl], [r]]),
the isomorphism maps the address allocated in rl by tr; to the address allocated in rl by t¢r,; call this
mapping mo = {¢5(rl) — ¢g(rl)}. Mappings 71 and 7y are incompatible. We know from the semantics of
memory allocation in BL that ¢4(rr) # ¢g(rl), and hence that 71 U g is not an injection. Rather, a tool

must provide an mpts that choose a particular subset of the possible isomorphic points.
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1 é1
o= new § try[1] tr.[1] § rr := new
®3 o
rl := new § tr[2] Sty [2] § lcopy (t.r, rr)
®s5 / b6
Leopy (t.1, rl) g trl[3]\\ St § rl := new
é7 I P8
n.loi=rl.v o ptrfd] St 4)4§ leopy(t.l, rl)
b9 /' P10
rr := new § tr[5] /// tr,[5] § n := new
o1 // P12
lcopy(t.r, rr) § try[6] / tr,[6] 3 n.r := rr.v
b13 P14
n.r := rr.v § tr[7] tr,[7] § n.l :=rl.v
¢15 b16
r.v :=n § tr[8] tr,[8] § r.v :=n
b17 P18

Figure 3.4: Traces from executing the example in Figure 1.2. The left hand trace is an execution of 1copy,
the right hand trace is an execution of rcopy. There is an isomorphism between the parts of the state
reachable from the call parameters at the points (3,4, [t.[, 7], [t.[, rl]) and also at (6,2, [t.r,rr], [t.r,r7]),
as indicated by the dashed lines. Note that there are also many other part isomorphisms, such as
(3,2, [rl], [rr]) — which is that store parts reachable from the local variable 7l of ¢5 and rr of ¢,.
Not all of the isomorphisms are compatible.
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3.5 Modular Proof of Procedure Equivalence

Program verification is often undertaken in a modular fashion. This is done to improve the scalability of
verification tools. Procedures are verified independently, meaning that each procedure is verified exactly
once. A non-modular analysis would need to verify procedures within particular calling contexts, leading

to procedures being verified many times each.

Modular verification of procedure equivalence has some additional challenges over standard single-
procedure modular verification. This was identified as early as 1972 [17]. Instead of considering equivalence
of whole programs, we pair up the procedures and consider their equivalence modularly. Thus we need
the programs to have a similar procedural decomposition in order to compare them [17]. We adapt the
approaches of Godlin [22], which uses an inference rule for modular procedure equivalence that is similar
to Hoare’s rule for recursive procedure invocation [28], and Hawblitzel [25]. Benton [12] recognises the role

of bijections between heap regions in reasoning about the equivalence of dynamically allocating programs.

In the approximate A semantics procedure call is treated abstractly, as is typical in modular verification.
In single program verification, procedure calls are abstracted by their contracts. However, in program
equivalence verification we would like to use facts about the mutual or relative behaviour of procedure
calls across executions of the pair of procedures being verified. Furthermore, in RIE we need to introduce

facts about memory allocation that concern the entire execution trace of the procedure pair.

We formalise this mutual behaviour of procedure bodies by defining the predicate Ry from fig. 3.1.
This predicate further restricts the allowed traces in the A4 semantics procedure composition rule COMA,

which is shown in full in fig. 3.6. Predicate Ry and the rules for procedure call are discussed below.

mkframe(p1, £,21 ... xy,),body £~ b3

CALLV
$1,call (... ap) o T T 00O gote
dom(hy) 2 dom(l)) 2 = (¢ - 0, h)
mkframe(p1, £,x1...2y),02) € Con(£
( f ( 1 1 n) 2) ( ) CALLA

ctz
¢1, call f(l’l . xn) v\H-(Acall f(x1...Tn),01,05") ¢§ta;

Figure 3.5: Procedure call in the V semantics and A semantics

In the V semantics, a procedure call is executed by pushing a new stack frame containing the call
parameters and then executing the body of the procedure (fig. 3.5). The A semantics abstracts procedure
behaviour by its specification (fig. 3.5). Calling a procedure f results in a non-deterministic new heap h,

and stack frame o, that satisfy the contract of £. The stack of store ¢; is written ¢9.

One can think of the rule COMA as enforcing consistent mutual behaviour of these abstracted but
equivalent procedure calls across both procedure body executions. The rule allows pairs of executions only
if every pair of isomorphic calls to a procedure have isomorphic effects. Isomorphic calls are found from
the trace, where (call f(x1...x,),d1,¢s3) € tr; means that procedure £ was called in trace tr; with

parameters (27 ...x,) from store ¢ resulting in store ¢s.

In the example, fig. 3.4, since ¢5 aglt-bril[t-drl] ¢s, rule COMA enforces that all admitted traces have
an isomorphism between effect(¢s, ¢7) and effect(¢s, dg).
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misos(try, tra) C id U(try, tra) b1, 51 U g ba, 59 U2 Py

b1,51 || B2, 82 L2 @3 || ¢y

COMA

Where U (trq, try) Lt

Ve, £, 014
(call f(xl...xn),¢1,¢3) etry N

(call f(yl...yn),¢2,¢4) cira A

¢1 %j:riflw‘mn}f{yl‘“yn} ¢2

.
Ama: com(my,ma) N effect(¢1, ¢d3) ~q, effect(p2, d4)

Figure 3.6: Procedure composition in the A semantics

3.6 Summary

In our tool, we use an SMT solver, and Symdiff like heap encoding, to automatically modularly prove
equivalence of recursive procedures, see chapter 6. A naive encoding of procedure equivalence involves
asking the SMT solver to prove an isomorphism by providing a witness to the bijection between stores.
In general SMT solvers are good at checking that certain properties hold, but are less good at finding
witnesses that have some property. Thus, the solver is almost never able to do this, resulting in solver

timeouts. Instead, we avoid needing to find such a bijection since:

e we often do not need to produce the bijection. Rather it is enough to prove that, assuming the initial

isomorphism, the statements preserve isomorphism

e several sound underapproximations of program behaviour allow us to use the identity bijection as

the initial isomorphism and after procedure call

This approach corresponds to asking the verifier to verify an assertion about the final states of the
procedures under a semantics restricted to carefully selected executions that are easier for the verifier. We
have proved that these approximations are sound, in the sense that whenever the verification succeeds
the statements are indeed equivalent.

In the next chapters we give the full details of BL and its properties, and describe the proof of
theorem 3.2.1. Some readers may wish to skip forward to chapter 6, which describes the implementation
of RIE in our tool.
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Chapter 4

Properties of Isomorphism

~

Equivalence of procedures in our simple language BL is defined in terms of isomorphism =2, see defini-
tion 3.1.1 (page 35). The choice of relation = is tightly constrained by the necessity for ~ to be both

useful to programmers and still allow us to prove theorem 3.2.1 (RIE is sound). The relation ~ must have

the following properties:

e BL must be closed under the relation ~ (section 4.1)
e The relation ~ must preserve the meaning of all assertions (section 4.2).

e The relation ~ must be an equivalence relation (section 4.3)

This chapter proves ~ has the above properties.
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Figure 4.1: A store with two stack frames, five reachable objects and three unreachable objects
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Figure 4.2: A store with two stack frames, five reachable objects and two unreachable objects. The store

in this figure is isomorphic with the store in fig. 4.1
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Figure 4.3: A store with two stack frames and five reachable objects. The store in this figure is not

isomorphic with the store in fig. 4.1 nor the store in fig. 4.2

this 8 1

y 18 —
this 6 +——6)
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Figure 4.4: A store similar to fig. 4.2 but with the fields of object 8 swapped. Garbage has been omitted.

e
e

e
e

t}}llis 168 : t}}:is 168 :
TT—® 0

Figure 4.5: Calling context shape after executing skip on the left, and after executing swap on the
right. The calling contexts are isomorphic, even though the fields of object 8 have been swapped.
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4.1 Closure under isomorphism

Our definition of procedure equivalence is useful because BL is closed under ~ (lemma 4.1.3). Executing
a statement s to completion from stores related by ~ always leads to stores related by =, via executions
with isomorphic effects. Therefore no statement can distinguish between stores related by ~.

Furthermore, given isomorphic initial stores related by 71, we can construct executions of s such that
the final stores are related by any sufficiently large injection w3, provided that w3 conforms to certain
restrictions. The restrictions are that: 75 U is an injection, written com(m,73); and 73 is consistent
with any initially allocated addresses. This is because BL has the property that the new instruction can
non-deterministically pick any unallocated address. We call such an injection 73 an alternative allocation
strategy.

Altogether lemma 4.1.3 establishes that:

e whenever alternative allocation strategies are identified, there exist executions corresponding to those

strategies

e an execution from a particular store is representative of all executions from all isomorphic starting

stores

The above properties are crucial for the proof of theorem 3.2.1 (RIE is sound). Soundness requires that
the approximation include sufficient executions — particularly that those executions are representative of

the full set of possible executions.

Definition 4.1.1 (Isomorphic Executions)

Executions ¢1,s %1 ¢g and ¢o, s 2 ¢4 are isomorphic® iff Imio:

O1 R, G2 A try Rtrg A com(my,me) A effect(¢r, ¢3) ~r, effect(d2, pa)

%see definition 4.4.1

Definition 4.1.2 (Statement closed under isomorphic)

A statement s is closed under isomorphism iff for every execution ¢y, s ~5"

71 if ¢1 Rx, @2 then

@3, store ¢, and injection

o there exists an execution ¢a,s ~52 ¢4

o if L+ A, every execution ¢a,s 5?2 ¢y is isomorphic to ¢y, s~ ¢s

Lemma 4.1.3 (BL closed under isomorphism)
All statements are closed under isomorphism.

Moreover, given alternative allocation strategy mo such that

com(my,ma) A Y(ai,a2) € ma: (ay € ¢ <= ay € ¢Y)
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There exists an isomorphic execution ¢a,s ~5? ¢4 such that

try g, tra A V(ai,a2) € mo: (ag € qbg > a9 € qﬁff)
Full proof on page 103.

Proof Outline. The proof of lemma 4.1.3 proceeds by induction on the structure of the derivation of an
execution. The base cases of the induction correspond to the atomic instructions of BL. Sequential
composition and procedure call are the inductive cases.

The base cases of the proof corresponding to instructions STORE (lemma 4.1.4), ASSIGN (lemma 4.1.7),
NEW (lemma 4.1.9) and the inductive case corresponding to procedure call, are of particular interest be-
cause they potentially modify the store.

The inductive case TRANS goes by noting that executions only expand the set of reachable addresses
by allocation (lemma 2.4.8 (Reach gets smaller)) — i.e. nothing that was garbage becomes reachable again.
And also that effects are confined to the reachable part of the store (lemma 2.4.10 (Effects are reachable)).
We can safely sequentially compose executions, because anything that the second execution works on is
either new or must have been reachable in its initial store and therefore is in any isomorphism involving

that store. O

The rest of this section details the main lemmas used in proving the interesting cases of the above

proof.

4.1.1 STORE

The STORE instruction is closed under isomorphism (lemma 4.1.4).
Lemma 4.1.4 (STORE Closed)

Vei,a, f: e1.f := ez is closed under isomorphism

Full proof on page 110.

A single heap update can affect an arbitrary number of paths through the heap, and create an arbitrary
amount of garbage. So in order to prove that the STORE instruction is closed under isomorphism we
observe that there is a close relationship between the notions of heap reachability and store isomorphism.
The domain of an isomorphism from the store ¢ is exactly the set of addresses reachable (definition 2.4.1)
from the stack variables of ¢ (lemma 2.4.11), and expressions always evaluate to a reachable address
(lemma 2.4.3). Therefore, executing a store instruction never increases the set of addresses that are

reachable. Only addresses that were already reachable can be written to the heap by STORE.
Lemma 4.1.5 (STORE reduces reach)

Vd13,€1,2, [ d1,e1.f :=ea = ¢p3 = reach(dz) C reach(1)

Full proof on page 114.

It remains to show that the executions of the store instruction preserve isomorphism. This is proved
by induction on the definition of ~. The critical step is to observe that, given ¢; ~, ¢2, an expression

that evaluates to a value v in store ¢, will evaluate to the value 7(v) in store ¢s.
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Lemma 4.1.6 (Isomorphism preserves expression)

v¢1,277T,’U7€: ¢1 N ¢2 A v= [[e]]¢1 = 7T(’U) = [[eﬂ¢2

Full proof on page 115.

4.1.2 ASSIGN

Lemma 4.1.7 states that the ASSIGN instruction is closed under isomorphism. A single stack update

can affect an arbitrary number of paths through the heap.

Lemma 4.1.7 (ASSIGN Closed)

Vr,e: x:= e is closed under isomorphism

Full proof on page 118.
The proof of lemma 4.1.7 proceeds similarly to lemma 4.1.4 (STORE Closed). Again, the key obser-
vation is that isomorphism is closely related to heap reachability and ASSIGN can only reduce the set of
reachable addresses.
Lemma 4.1.8 (ASSIGN reduces reach)

V13,6, ¢1,% :=e — ¢p3 = reach(¢s) C reach(¢p1)

Full proof on page 122.

4.1.3 NEW

Lemma 4.1.9 states that NEW is closed under isomorphism, and furthermore that we can pick the allocated
address to maintain compatibility with some given bijection. The lemma means that any unallocated
address can be used to construct the alternate execution (lemma 2.3.3 (Can add compatible element to

injection) and lemma 2.3.4 (Can add disjoint element to injection)).

Lemma 4.1.9 (NEW Closed)

Va: z := new() is closed under isomorphism

Full proof on page 123.
The proof is similar to the proof of lemma 4.1.7 (ASSIGN Closed), but we also have to show that

it is possible to pick an appropriate new address with which to construct the alternate execution. It is
possible to pick an appropriate address because lemma 4.1.3 (BL closed under isomorphism) requires that
the alternate allocation strategy is consistent with the initially allocated addresses. Specifically, that the
alternate allocation strategy must only map an allocated address to an allocated address and never an
allocated address to an unallocated address (and vice vesa).

It is also important that the new instruction does not synthesise or reuse any existing address. If the
new instruction did reuse an address that was previously garbage, then this would place further unhelpful

restrictions on the choice of isomorphic points (see definition 3.4.1).
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Lemma 4.1.10 (NEW doesn’t synthesise existing addresses)

v¢1,37xaa:
¢1,T := new — ¢z A

= reach(¢s) C reach(p1) U {a,null}

Full proof on page 131.

Proof Outline. Note that ¢3 = (¢° [z — a],alloc(¢", a)), and that all fields of the new object have the

value null O

4.2 Non-vacuity of isomorphism

There is at least one other relation under which executing a statement of BL from any pair in the relation
leads to another pair in the relation — the trivial relation that relates every store to every store (Store x
Store). In order for our notion of procedure equivalence to be useful for programmers we need to avoid
any such trivial relations. Therefore we insist that the isomorphism ~ must preserve the meaning of all

assertions (lemma 4.2.1).

Lemma 4.2.1 (Isomorphism is assertion preserving)

Vo1,02,b: 1= 2 = (p1Fb < ¢2F D)

Full proof on page 132.

Proof Outline. By induction on the structure of the assertion. No expression is sensitive to the actual

values of addresses, apart from null which is always mapped to itself. [

4.3 Isomorphism is an equivalence relation

The proof of theorem 3.2.1 (RIE is sound) depends on the fact that the relation = is an equivalence relation.
In particular, it follows from transitivity of ~ that establishing isomorphism of two stores is sufficient to
establish isomorphism between all of their equivalence class of isomorphic stores. We may think of each
equivalence class as representing all the alternative, but indistinguishable, allocation strategies (modulo
reachability). It is also important that equal stores are isomorphic (reflexivity), since we choose to use the

pairs of equal stores to represent the pairs of isomorphic stores.

Lemma 4.3.1 (Isomorphism is an equivalence relation)

It is transitive
Vo1.3,T1,2: 01 Ry P2 A P2 g, 3 = 1 Ny, P3
It is reflexive
Vo: =g ¢
It is symmetric

V12,7 ¢1 Ry 2 = P2 Rp-1 @1
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Full proof on page 133.

4.4 Trace Isomorphism

In order to distinguish between non-deterministic executions the semantics are instrumented to produce
a trace for each execution. Trace isomorphism is written tr; &~ tro and defined in the natural way. Traces
are isomorphic if they are the same length and their elements are pairwise isomorphic. Sometimes we want
to restrict the trace isomorphism to be compatible with some mapping 7: then we write tr; ~, tro. In
section 2.1 a trace is defined as a sequence of Stmt x Store x Store. Given the ith element of trace tr is

trii] = (z :=y, ¢1, ¢P2), we write tr[i]l, to mean ¢; and tr[i]l; to mean ¢s.

Definition 4.4.1 (Isomorphism of Traces)

try mtry <L try ~p tro
try ~op try <L In: [tra| = [tra| =n A Fmy.. .o
(Vi <m: triildy ~r,,, trafilds) A
(Vi <mn:triilds =r,, trafilds) A

(V4,5 < 2n: com(m,m;,m;))

4.5 Discussion

It is possible to define isomorphism almost equivalently as the least-fixed-point interpretation of the rela-
tion:
def,

Q1R P = P1=02=¢p V (35a,¢3,41¢3%¢4 N 93,84~ $1 A ¢478a”ﬁ¢2)

where ¢y is the empty store. That is, as a smallest relation closed under the atomic operations of the
semantics. However, even though the semantics is naturally closed under such a definition, the definition is
not as helpful when trying to decide if a particular pair of stores are isomorphic. Regardless, a definition in
this least-fixed-point style would allow us to construct a notion of isomorphism even for a semantics where
we did not know an appropriate direct definition. It is interesting to consider what assertion language
would be preserved for any particular semantics given such a definition.

Another way to think of closure under isomorphism is that BL is neither sensitive to the actual values
of heap addresses nor garbage. Many industrial languages (such as Java, Python, C¥, etc) do in fact
contain features that are sensitive to the actual values of heap addresses or order of address allocation.
Still, such address sensitivity is typically not central to the language and it is often not necessary to use

such features.
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Chapter 5

RIE Soundness

RIE is sound because whenever procedures are verified as equivalent under the approximate A semantics
they are also equivalent under the precise semantics of BL. This chapter outlines the proof of the soundness
theorem 3.2.1.

For expository reasons, our proof of theorem 3.2.1 proceeds in stages via several intermediate seman-
tics, showing preservation of procedure equivalence at each stage. The semantics we use are in the set
{C,V,R,K, A}, each element of which indicates a variant operational semantics of BL. We depict the
relationship between these semantics in fig. 5.1 and discuss in detail as this chapter progresses. Each

semantics varies from the other in one or two rules.

semantics purpose

precise semantics of BL
as above but where all procedure contracts are known to be valid
as above but calls to equivalent procedures replaced by calls to the same procedure

as above plus selected isomorphic store parts taken to be equal

TAaAA<H

as above plus procedures treated modularly

Table 5.1: Characteristics of the {C,V,R, K, A} semantics.

verifying equivalence
and checking under this

proves 6‘,(,[1,]1\'21](%‘,1 1ce side conditions

under this

maybe maybe
v

A

: : R
equiv equiv
overapproximQA . /verapproximates

Figure 5.1: The semantics of BL. Semantics V and C are equivalent if all of the procedure contracts
are valid. Semantics R is observably equivalent to V if all the procedures in a mapping £ are indeed
equivalent (section 3.3). Semantics K soundly underapproximates R by requiring some isomorphic stores
to be equal (section 3.4). Semantics A overapproximates /C by treating procedure call abstractly allowing
for modular verification (section 3.5).
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5.1 Replacing equivalent calls

It is sound to replace a call to a procedure by a call to an equivalent procedure. If we can prove equivalence
and mutual termination (section 5.4) of all the procedure pairs in a partial mapping £ under semantics
R, then we may conclude that any procedure pair from £ contains equivalent procedures (Lemma 5.1.1).
Please see section 3.3 for more discussion and motivation.

In the R semantics calls to each procedure are replaced according to the mapping &, e.g. each call to
£1 by a call to £(£1). This is modelled by replacing the V semantics rule BODV by the R semantics rule
BODA, fig. 2.2. It is perhaps useful to think of this in terms of extensionality: that if things differ only
in ways which are unobservable we may soundly consider them the same. Here we apply extensionality
to equivalent procedures, and in section 5.2 we apply extensionality to isomorphic stores. Procedure
equivalence, f3 & fy4, is defined in definition 3.1.1 (page 35). Mutual termination, mig (£3, £4), is defined
below in definition 5.4.1 (page 55).

Lemma 5.1.1 (Replace equivalent calls)

Given a mapping between procedure names & :
\V/(fl, f2) cé: (V(fg, f4) e€&: f3 & a4 A mtR(fg, f4)) — [ X fy

Full proof on page 139.

Proof Outline. By induction over the derivation of the execution. Replacing a procedure call in the ex-
ecution with a call to an equivalent procedure results in a new execution with an isomorphic final state.
Then by transitivity of isomorphism.

Two auxiliary lemmas are used. Firstly: whenever a statement is executed to completion under both
semantics, if the initial stores are isomorphic then the final stores will also be isomorphic. Secondly:
whenever there is a terminating execution from an initial store under the V semantics, there is a terminating

execution from every isomorphic initial store under the R semantics. O

There is some subtlety here. We seem to first hypothesise that the procedures in £ are equivalent, and
use this assumption to justify replacing procedure calls according to the mapping. Then we apparently
use those modified procedures to justify the hypothesis! The potential for circularity demanded some care
when deciding how to set up our formal system and proof.

The potential circularity is avoided by using two different semantics, R semantics and V' semantics,
and through the inductive structure of our argument. Only terminating executions are relevant so there
is a well founded tree of procedure calls in any given execution.

First, the base cases. These correspond to procedure executions which return without reaching a
procedure call. Since no procedure call is reached, no replacement of procedure calls according to & is
relevant and the R semantics and )V semantics are otherwise identical. Hence no justification for replacing
procedure calls is needed for these base cases, and verifying procedure equivalence under R semantics is
the same as verifying it under ¥V semantics.

Now the inductive step. Procedure equivalence is verified by a tool under the R semantics for all
procedures pairs in £ and from all permissible initial stores. Thus, for any procedure execution in the
V semantics call tree that will be replaced, say a call to procedure p € £ from some store ¢, we also
verify equivalence of the pair (p,£(p)) from initial store ¢ under R semantics. Our justification for the

replacement of procedure calls is checked by verifying equivalence of the pairs in £ at all lower depths in
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the call tree. Since all relevant chains of procedure calls eventually reach a base case, where no renaming
occurs, then all replacements are justified.

For a concrete example of why termination is important, consider fig. 5.2. Procedures g and g’ are
not equivalent. Procedure g’ (x) terminates only from stores where z = null, and g (x) also terminates
in this case. But when £ = null procedure g (x) has an effect on the heap whereas procedure g’ (x)
does not. Procedures £ and £’/ are trivially equivalent since procedure £’ terminates for no initial stores.

Now consider executing under R semantics with € = {(g,4"), (f, f), (f', f),(¢’,¢')} but for the mo-
ment ignoring the requirement for mutual termination, the procedures are rewritten as illustrated by
fig. 5.3. Under the R semantics procedures f and £’ remain equivalent. However, under the R semantics
procedures g and g’ become equivalent! When the call to £ in procedure g is replaced by a call to pro-
cedure £/, we find that procedure g no longer terminates for any initial store. The mutual termination

requirement in lemma 5.1.1 excludes applying RIE in such cases.

f(x) |

if T (x) |
if(x) { 5 £ (%)
f(x.n);
) 3}
4
} .
5 g (x) {
g(x) { (_) A
7 £ (x)
f(x)
8 }
X.V = new;
9 }
}
Figure 5.2: Non terminating procedures
£l A 10 £ (x) {
if(x) {
11 £ (%)
f’ (x.n);
} 12}
13
}
14 g’ (x) {
15 if
G | v if(x) |
16 £ (%)
£ (x)
17 }
X.V = new;

Figure 5.3: Non terminating procedures under R semantics

5.2 Angelic allocation

Lemma 5.2.1 states that in order to prove that procedures are equivalent under the R semantics it is
sufficient to prove that they are equivalent under the K semantics. The K semantics differs from the R
semantics in only one rule: COMYV is replaced by COMK. The rule COMK admits only executions that
are related by the identity isomorphism at the points identified by the strategy misos, see section 3.4.

K semantics can be thought of as refining the non-deterministic behaviour exhibited by the R se-
mantics in the way that is most useful for verifying procedure equivalence. This is similar to Hoare’s
angelic non-determinism for termination, but we apply the idea to memory allocation. Here, the predicate

misos(try, tra) C id constrains the non-determinism of allocation throughout the entire program.
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misos(try, tra) C id b1, 51 T g b2, 59 2 Py

b1,51 || P2, 52 K2 b || ba

COMK

Figure 5.4: Procedure composition in the K semantics

Lemma 5.2.1 (Discard non equal isomorphisms)

Vfl’gl fléfg — flgfg

Full proof on page 144.

Proof Outline. Given any two executions, try, tro related by an isomorphism at some points, by lemma 4.1.3
(BL closed under isomorphism), it is possible to pick a third isomorphic execution ¢r3 which is related to
try by the inverse isomorphism at those points. By transitivity of isomorphism we find that executions
trs and ¢ry are related by the identity at those points (an isomorphism composed with its inverse is the
identity isomorphism). Since the R semantics and K semantics are identical other than their treatment
of || we can easily show, by induction over the derivation of each execution, that trs,tre are executions

under both semantics. O

5.3 Abstraction

The proof obligation £1 & f4 is discharged by our verification tool. Given this, lemma 5.3.1 allows us to
conclude that the procedures £; and £ are equivalent under the I semantics also.

The A semantics differs from the K semantics in the rules for procedure call: fig. 3.5 (Procedure
call in the V semantics and A semantics) vs fig. 5.5 (Procedure call in the K semantics); and the rules
for procedure composition: fig. 3.6 (Procedure composition in the A semantics) vs fig. 5.4 (Procedure

composition in the K semantics).

mkframe(é1, £,21 ... x,),body £ ¥ @3 LF#A

CALLV
¢17 call f(xl . .‘,L.n) W_)(Ecall f(zl---zn,)a¢1a¢3 ) ¢§t$

Figure 5.5: Procedure call in the K semantics
Lemma 5.3.1 (Modular procedure equivalence)
Given a partial mapping between procedure names &,
Vflygi 1 & fo =— 3 5 fo

Full proof on page 147.

Proof Outline. Straightforwardly because Vsi, ¢ 3,tr1: ¢1,81 L ¢35 = ¢1,51 " ¢3 (lemma A.1.3).
O
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5.4 Termination

Mutual termination is known to be important if a transitive procedure equivalence relation is required [23,
26]. As shown in section 5.1, a transitive procedure equivalence relation is necessary in order to exclude
trivial replacement of procedures by non-terminating ones. Theorem 3.2.1, obliges a tool using RIE to
establish mutual termination under the R semantics.

Definition 5.4.1 defines mutual termination of procedures. Procedures mutually terminate iff when-
ever one procedure has a terminating execution from some initial store, the other procedure also has a

terminating execution from every equivalent initial store.

Definition 5.4.1 (Mutual Termination) Where
de,
mt(f3, £2) <% Vo151 ¢1~ o =
(¢1,b0dy £ 2 ¢s = 361: 92, body £12 64) A

(¢17b0dy fy -~ ¢3 = dpy: ¢o,body £3 W¢4)

5.5 Proof of theorem 3.2.1

The proof of theorem 3.2.1 follows directly from lemma 5.1.1 (Replace equivalent calls), lemma 5.2.1

(Discard non equal isomorphisms), and lemma 5.3.1 (Modular procedure equivalence).
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Chapter 6

RIE based equivalence verification tool

This chapter describes the implementation of our RIE based procedure equivalence tool'. The tool is
implemented on top of the Boogie [3] intermediate verification language.

Our procedure equivalence tool takes a pair of programs and uses RIE to automatically verify if the
programs are equivalent. If it can prove that all of the similarly named procedures are pair-wise equivalent
it outputs success, otherwise it outputs failure. In order to verify that a pair of procedures are equivalent
our tool checks that given equal initial heaps the procedures result in isomorphic final calling contexts.
Directly checking that a pair of unboundedly large heaps are isomorphic is intractable, and the underlying
SMT solver has no built in support for deciding heap isomorphism.

Isomorphism can be considered a kind of extensional property of heaps. Values are intensionally equal
when they are defined in the same way, whereas they are extensionally equal when they have the same
properties. For example, the heaps h1 = ho[(5,£) — 7][(5,g) — 8] and ho = ho[(5,g) — 8][(5,f) > 7] are
not intensionally equal, but they are extensionally equal since Va, f: hi(a, f) = ha(a, f).

An extensional notion of equivalence is powerful because it naturally accounts for reordering of store
updates, as discussed extensively by Benton [11]. The SMT solver deals primarily in intensional equality,
and is not very good at establishing isomorphism between heaps. However, there is an effective axioma-
tisation of extensional heap equality. RIE allows us to establish isomorphism using only extensional heap
equality.

The remaining implementation challenges are reasoning about procedure call effects and framing across
procedure calls. RIE helps with both of these challenges, but some further ideas and implementation choices
are required to create an effective SMT based tool. Our tool is implemented on top of the intermediate
verification language Boogie [3], and uses a standard Dafny [37] style heap encoding. This chapter describes
some interesting features of the implementation and also gives some example procedure pairs that our tool

can verify.

6.1 Boogie Preliminaries

In this section we give a brief overview of the important parts of the Boogie language as used by our tool.
The section will cover functions, axioms, procedures, procedure contracts, and assertions.
Boogie functions are mathematical, so may not have side effects. Functions have zero or more argu-

ments and return a value. We write predicate to mean a function that returns a boolean. A function

L Available at https://github.com/lexicalscope/ape
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may optionally be given an implementation. Properties of functions may be postulated using axioms.
Figure 6.1 shows three example functions and an axiom. The function Double is declared and given an
implementation, it takes a single argument of type int and returns the result of multiplying that argu-
ment by 2. The predicate APredicate and function Mystery are given no implementation. However,
their behaviour is partially defined by the axiom on line 6, which states that, for all values of type int,

whenever APredicate holds then Mystery will return a positive value.

function Double (x:int) : int { x*x2 }
function APredicate(x:int) : bool;
function Mystery(x:int) : int;

axiom (Vx:int :: APredicate (x)=Mystery(x) > 0);

Figure 6.1: An example of a Boogie function declaration, function implementation and axiom.

Boogie procedures are imperative and work on global and local variables. A procedure can take zero
or more arguments. All local variables must be declared at the start of the procedure. Procedures may be
annotated with preconditions and postconditions which we describe further below. Figure 6.2 shows an
example of a Boogie procedure called AProcedure. The procedure takes three arguments, and returns a
single value. The $ symbols on variables names are a convention we use to distinguish between variables
originating in the source BL program and variables introduced by our encoding into Boogie.

The procedure in fig. 6.2 has a precondition and postcondition. The precondition requires that whenever
the procedure is called the predicate P must hold for the arguments of the procedure. The postcondition
asserts that whenever the procedure terminates, that the predicate Q must hold for the values $Sh_pre
and Sh_post. Boogie attempts to verify procedures by assuming the precondition then proving that after
all terminating executions of the procedure body the postcondition holds. If a postcondition is marked as
free then Boogie will not attempt to check that it holds, for example line 20. Free postconditions can be
used to state properties of procedures that are already know. In our tool free postconditions are used to
express properties derivable from the semantics of BL and that thus do not need to be verified again.

function Heap, Roots, Ref) :bool;

P(

function Q (Heap,Roots,Ref) :bool;

function R (Ref) :bool;

function S (Ref) :bool;

function T (Heap) :bool;

procedure AProcedure ($h_pre:Heap, $roots:Roots, x:Ref) returns ($h_post:Heap)
requires P ($h_pre, $Sroots,x); // precondition
ensures Q($h_pre, $h_post); // postcondition

assume R (x);

. // implementation statements go here
$h :=call AnotherProcedure ($h, $roots, x:Ref);
assert S (x);

. // more implementation statements

; procedure AnotherProcedure ($h_pre:Heap, $roots:Roots, x:Ref) returns ($h_post:Heap)

requires P ($h_pre, $roots, x);
ensures free T ($h_post);

Figure 6.2: Example Boogie procedure declarations and implementation.
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Boogie is a modular verification system. An example of a procedure call is shown on line 13. When
verifying AProcedure boogie may try to establish that the precondition of AnotherProcedure holds
in the prestate of line 13, if it does so it may assume that the postcondition of AnotherProcedure holds
in the poststate of line 13.

Boogie also supports assume and assert statements. Assert statements are similar to postconditions,
Boogie attempts to prove that whenever a procedure execution reaches an assertion, such as on line 14, the
property asserted holds. Assume statements, such as on line 11, are used to restrict the set of executions
that Boogie considers during verification. If an assume statement does not hold for a particular execution

then that execution is discarded — no assertions or postconditions are checked for discarded executions.

6.2 Isomorphism using extensional equality

RIE uses angelic allocation to allow isomorphism to be established by checking only for extensional equality.
Angelic allocation means allowing the verifier to attempt to prove equivalence under the most fortuitous
choice of memory allocation locations. Specifically we are interested in allocators that result in heaps
related by the identity isomorphism. For soundness it is necessary that equivalence is proved for at least
one execution pair from each initial state (theorem 3.2.1). So our tool is free not to prove equivalence for
many other possible executions, i.e. those with less fortuitous choices of allocation location.

The procedure pair to be verified is self composed several times. Once for each way that the procedure
pair allocations can be equated. This is followed by an assertion that at least one of the execution pairs
must produce isomorphic final states. The assertion consists of a disjunction. Together the executions
and assertion correspond to angelic non-determinism for allocation. In other words, the tool produces
a composite trace consisting of executions of the procedure pair for every allocation strategy and uses a
disjunction to ask the solver to show the required property for at least one execution. The assertion ensures
that verification is successful only if at least one branch of the disjunction holds for every (terminating)
initial state, which easily guarantees our soundness condition.

A simple example of a procedure pair that our tool can verify is in fig. 6.3. In this case there are
two useful ways in which the allocations could be equated. Either tg = t; A ug = u; or alternatively
to = u1 A ug = t1. Any allocator that allocates addresses such that tg = u; A ug = t; will produce
equal, and therefore isomorphic, heaps at the conclusion of the procedures. Here t; means the memory

address allocated into variable ¢ in version 0 of the procedure.

procedure DoubleAllocation_0(x) { 8 procedure DoubleAllocation_1(x) {
t :=new(); 9 t :=new();
u:=new(); 10 u :=new();
11
x.f:i=t; 12 X.g:=t;
X.g 1=u; 13 x.f:=u

} 14}

Figure 6.3: Our tool verifies this simple example with reordered allocations

Boogie code for our angelic allocation encoding is shown in fig. 6.4. A copy of the initial heap is
made for each procedure for each allocator, lines 14 and 33. Then the procedure pair is executed once
for each allocator. A single procedure allocator is a permutation of allocations, for pairs of procedures
this corresponding to all the ways in which the allocations could be equated. Allocators are modelled

abstractly, by equating pairs of allocations, rather than by using concrete addresses. The assumptions on
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lines 24 and 43 model the allocators. The assertion on line 53 uses a disjunction to produce the angelic
nature of the verification.

Our encoding allows the verifier to consider a different choice of allocation strategy from each initial
store. Which means that initial stores that take different control flow branches may be verified under
different allocation strategies. The assertion, line 53, is checked for every initial store. Theorem 3.2.1
shows that it is indeed sufficient to prove equivalence for a single allocation strategy from each initial
store, and that it is sound for the tool to select any set of isomorphisms that correspond to such an

allocation strategy?

2In principle it is possible to use information obtained from an execution under one allocation strategy in the proof of
the assertion under a different allocation strategy. Our tool doesn’t currently do this explicitly, although it is possible that
the solver does internally. Using the information explicitly potentially opens an avenue of attack on the limit described in
section 1.8, which it would be interesting to pursue further.
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1 procedure DoubleAllocation_DoubleAllocation($Sh:Heap, $roots:Roots, x:Ref)
2

3

4 // One new heap variable for each allocator for each procedure

5 var $h_0$0, $h_0$1, $h_1$0, $h_1$1:Heap;

6 s

7 // Variable for allocations, here each procedure body has two allocations
8 var $a#0_0$0,%a#1_0$0:Ref; // procedure 0 allocator 0

9 var $a#0_1$0,$a#1_1$0:Ref; // procedure 1 allocator 0

10 var $a#0_0$1, sa#1_0$1:Ref; // procedure 0 allocator 1

11 var $a#0_1$1,$a#1_1$1:Ref; // procedure 1 allocator 1

12

13 // restore heaps for allocator 0

14 Sh_0$0 := Sh;

15 $h_130 :=sh;

16

17 // allocate everything up front

18 Sh_0$0,$a#0_0$0 :=Sallocate (Sh_030);

19 Sh_0$0,S%a#1_0$0 :=S$Sallocate ($h_03$0);

20 Sh_1%0,%a#0_150 :=S$allocate(Sh_150);

21 Sh_1$0,S%a#1_1$0 :=S$Sallocate($h_150);

22

23 // assume allocator 0

24 assume $a#0_0$0=3S$a#0_1$0;

25 assume $a#l_0$0=3S5a#1_150;

26

27 // the following is not Boogie syntax, it is shorthand for what the tool does:
28 // which is to inline the body of the named procedures with variables renamed to be unique.
29 inline_procedure DoubleAllocation_0;

30 inline_procedure DoubleAllocation_1;

31

32 // restore heaps for allocator 1

33 Sh_0$1 :=$h;

34 $h_1$1 :=s$h;

35

36 // allocate everything up front

37 Sh_0$1,%a#0_0S%1 :=S%allocate($h_0s$1);

38 $h_0$1,$a#1_0$1 :=$allocate ($h_0%1);

39 Sh_1$1,%a#0_1$1 :=$allocate($h_151);

40 Sh_1$1,%a#1_15%1 :=S%allocate($h_181);

41

42 // assume allocator 1

43 assume $a#l_0$1=35a#0_151;

44 assume Sa#0_0S1=3Sa#l1_1$1;

45

46 // the following is not Boogie syntax, it is shorthand for what the tool does:
47 // which is to inline the body of the named procedures with variables renamed to be unique.
48 inline_procedure DoubleAllocation_0;

49 inline_procedure DoubleAllocation_1;

50

51 // assert that at least one of the allocators

52 // results in isomorphic final heaps

53 assert

54 $Isomorphism($h_0$0, $h_1$0, S$roots) V // allocator 0

55 $Isomorphism($h_0$1, $h_1$1, $roots); // allocator 1

Figure 6.4: Angelic Allocation encoded in Boogie, by inlining multiple copies of the procedures. In this
case each procedure has two allocations.

February 27, 2017



6.3. Extensional Equality 61

6.3 Extensional Equality

Directly proving isomorphism is challenging for an SMT based tool due to the natural existential quan-
tification of the bijection between addresses. Instead of giving our tool a direct definition of isomorphism,
we use an uninterpreted function and several axioms. This allows us to provide multiple indirect routes
for proving isomorphism, which the solver can then explore.

RIE allows our tool to prove general isomorphism by trying to prove isomorphism with the identity
bijection under angelic allocation assumptions (section 6.2), thus avoiding the existential quantification.
Proving that store parts are related by the identity bijection corresponds to extensionality. The requirement
to solve extensional equality strongly influences the choice of heap encoding.

Figure 6.5 shows how extensional heap equality and isomorphism are related in our encoding. The
axiom on line 11 allows the solver to prove isomorphism of a pair of heaps by proving extensional equality
of the pair. The roots represent values on the stack of the calling context. Extensional equality is on line 2,
and is standard. Isomorphism is abstracted by the function on line 8. The tool also has other axioms

allowing it to prove isomorphism in alternative ways.

// Extensional Equality Of Heaps
function $Heap#Equal ($h_0, $h_l:Heap) : bool
{
(V$a:Ref :: {...} (V<alpha> $f:Field alpha :: S$Read($h_0, S$a, $f) =S%Read(Sh_1, s$a, $f)))
}

// Isomorphism is uninterpreted
function $Isomorphism($h_0, $h_1:Heap, Sroots:Roots) : bool;

// extensionally equal heaps are isomorphic

axiom (V$h_0,$h_1l:Heap, Sroots:Roots :: {$Isomorphism($h_0, $h_1, S$roots)}
SRoots#Allocated ($roots, $h_0) A $Heap#Equal ($h_0, $h_1)

=
$Isomorphism($h_0, $h_1, S$roots));

Figure 6.5: Axiom in Boogie encoding that permits extensionally equal heaps to be considered isomorphic

Our definition of isomorphism, definition 2.2.1, is restricted to the reachable part of the store. This
allows for equivalence of procedures that allocate different amounts and shapes of garbage. Figure 6.6
shows an example pair of procedures that our tool can verify. Procedure DifferentShapedGarbage_0
allocates different garbage than procedure DifferentShapedGarbage_1. Note that on line 6 the

garbage is made reachable from the procedure parameter, then subsequently made unreachable again.

procedure DifferentShapedGarbage_0 (x) {

£ ijnew()f 9 procedure DifferentShapedGarbage_1 (x) {
:.f—:x;e:;(), 10t :=new();
X f = x; 11 x.f 1=x%;
12 X.g :=new();
X.g 1=t; 5
X.g :=new();

Figure 6.6: Our tool can verify that this pair of procedures, that allocate different shapes and amounts
of garbage, are equivalent.

In order to prove equivalences of garbage creating procedures we provide an axiom which allows iso-

morphism to be proved from extensional equality of the reachable part of the heap. Figure 6.7 shows the
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function $Heap#ReachableEqual ($h_0, $h_1l:Heap, Sroots:Roots) : bool

{
SHeap#ReachableEqual’
$Heap#ReachableEqual’

(Sh_0, Sh_1, Sroots) A
($h_1, $h_0, S$roots)

function $Heap#ReachableEqual’ ($h_0, $h_1l:Heap, $roots:Roots) : bool

{
(V$a:Ref :: {...}
(V<alpha> $f:Field

alpha ::

SReachable ($h_0, S$roots, $a)==$%Read($h_0, $a, $f)=SRead(Sh_1, $a, $f)))

function $Reachable ($h:
{

Heap, S$roots:Roots, $a:Ref) : bool

(3dSr:Ref :: {...} SRoot (Sroots, Sr) ASReach($h, Sr, $a))

// Reachabillity is uninterpreted
function $Reach ($h:Heap, $a:Ref, S$b:Ref) : bool;

axiom (V$h:Heap, $a:Ref :: $Reach($h, $a, Sa));

axiom (V$h:Heap, S$a,$b:
axiom (VSh:Heap, $a,s$b:
$a=25%b V (ISc:Ref, Sf:

; axiom (VS$h:Heap, $a,$b:

$a=5%b V (I$c:Ref, $f:

// extensionally equal

Ref :: {...} $Reach($h, $a, $b) A $NoInboundEdges ($h,$b)=—=5$a=23%Db);
Ref :: {...} $Reach($h, $a, $bh)—

Field Ref :: SReach(Sh, S$a, $c) ASEdge($h, $c, $f, $b)));

Ref :: {...} $Reach($h, $a, $b)—

Field Ref :: $Edge(Sh, $a, $f, S$c) ASReach($h, $c, $b)));

reachable heaps are isomorphic

axiom (V$h_0, $h_l:Heap, S$roots:Roots :: {...}
SRoots#Allocated (Sroots, $h_0) A $Heap#ReachableEqual ($h_0, $h_1, S$roots)

=

$Isomorphism($h_0, $h_1, $roots));

Figure 6.7: Extensionally equal reachable heaps are considered isomorphic

Boogie encoding. Interesting points to note are:

e That the equivalence of the reachable set for the heaps is not expressed directly, rather this is inferred

from the fact that the roots are equal and that everything reachable from them in either heap must

be equal, line 11

well.

. Directly requiring the solver to prove the reachable sets are the same doesn’t work

e The tool does not normally need to prove if a particular object is reachable. Rather it may overap-

proximate the reachable objects. Often it is necessary to prove disjointness of certain heap regions.

For example, when identifying garbage objects, or when trying to prove that a property is preserved

over a procedure call. We give axioms that enable the tool to establish a lack of reachability by

showing either that there are no outgoing or no ingoing edges to a particular heap region. More

sophisticated support for framing would increase the completeness of the tool, see section 6.5.

6.4 Procedure Calls

Our tool is modular, so does not examine the bodies of called procedures when verifying the caller. Instead

a summary of the called procedure is used. As is standard in modular verification, a procedure summary

is an assertion that abstracts the procedure’s pre and post store relation [28]. In program equivalence
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procedure TreeCopy_0(t,r) procedure TreeCopy_1(t,r)

N =

modifies {r};

{

modifies {r};

{

2
if(t !'= null) { if(r != null) { 22 if(t !'= null) { if(r != null) {
rr :=new(); 23 rl :=new();
rl :=new(); 24 rr :=new();
25 n :=new();
tr :=t.r; 26
TreeCopy_0 (tr, rr); 27 tl :=t.1;

[0}

TreeCopy_1(tl, rl);
tl:=t.1;
TreeCopy_0(tl, rl);

W NN

tr :=t.r;

—

TreeCopy_1(tr, rr);

SR

n := new

n.r :=rr.v; n.r :=rr.v;
n.l:=rl.v; 34 n.l:=rl.v;
r.v:=nj; 35 r.v:=n;

1H) 36 11}

Figure 6.8: Our tool can verify this pair of procedures that recursively copy a tree. This is the same
example as in section 1.5.

verification the standard procedure summary is generalised to pairs of procedures and called a mutual
summary [25]. A mutual summary abstracts the pre and post store relation of a pair of procedures.

Because our objective is fully automated procedure equivalence verification, we do not expect the
programmer to necessarily have manually annotated the program with procedure summaries. Therefore
our tool must automatically produce a summary of the mutual behaviour of called procedures which is
sufficiently powerful that the calling procedures can be verified. This is the same approach taken by
Symdiff [25] and Réve [21], but differs from RVT [24] which uses uninterpreted functions, and SCORE
which interleaves the programs. In our tool the programmer may supplement the automatic procedure
summaries with additional annotations.

A challenge, particular to equivalence verification of imperative procedures, is that even when the global
state of two procedures have become different it may still be necessary to use the equivalence of a pair of
calls in the verification. For example, fig. 6.8 shows a pair of recursive procedures whose equivalence our
tool can verify. The recursive call that copies the right of the tree on lines line 9 and line 31 happen from
stores that are not fully equivalent. The tool can use the fact that the two calls have the same observable
effects in order to show that TreeCopy_0 and TreeCopy_1 are equivalent overall.

The situation is further complicated by the difference in the order of the calls, in TreeCopy_0 the
first call copies the right of the tree, whereas in TreeCopy_1 the first call copies the left of the tree. If
our tool can show that the store parts reachable from the parameters of a pair of calls are isomorphic
then it may assume that the effects of the calls are related. Maintaining knowledge of which parts of the
store are isomorphic across procedure calls (which may have different effects) requires some support for
procedure effect framing. We discuss how our implementation deals with this below.

Procedure calls are handled using a mechanism similar to mutual summaries [25]. Figure 6.9 shows
the encoding of mutual procedure summaries in our tool. An uninterpreted abstraction function, line 65,
abstracts calls to each procedure. The abstraction function is assumed as a free postcondition of the
procedure, line 69 and relates the pre and post stores of the call. A free postcondition is assumed but not
checked by the verifier. The summary axiom, line 83, can be applied on pairs of pre and post stores that
are related by the abstraction function. In this way we provoke the solver into searching the execution

traces for pairs of calls that can be related, whilst ensuring consistency by restricting the isomorphism to
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be the identity.

During a Simplify [18] style SMT solver proof search the quantifiers that appear in an axiom are
instantiated with ground terms from the solver’s E-graph that match triggers associated with the quantifier.
In-turn, the axiom is applied to those instantiations to introduce new terms into the E-graph and so on.
Thus, our tool controls the proof search by a combination of the logical meaning of the axioms and the
quantifier triggers.

The synthetic parameter $strat of TreeCopy_0 (line 68) and TreeCopy_1 (line 75) is introduced
to prevent the proof search from trying to establish equivalence between procedure calls occurring under
different allocation correspondences. For example, in fig. 6.4, the inlining of DoubleAllocation on
line 29 and line 49 will contain recursive calls to DoubleAllocation_0 and DoubleAllocation_1
respectively — but it is not useful to find relations between these calls as they pertain to different allocations
correspondences. Specifically, the disjunction on line 53 asserts nothing about the relationship between
those heaps. The parameter Sstrat represents the allocation correspondence in effect for that call, and
the mutual summary trigger (lines 84 and 85 of fig. 6.9) restricts instantiation of the quantifiers to calls
which occurred under the same allocation correspondence.

The automatically generated summary axiom, line 83, states that if the procedures are called from
equal store parts they have identical effects. The reachable region of the store is expressed in the same
way as in fig. 6.5. The summary of the procedures is enhanced with framing axioms that help our tool
prove that regions of the heap that are disjoint from the procedure effects may maintain their isomorphisms
across the call. The most important of these is on line 71.

RIE relates procedure calls using the U predicate (fig. 3.6). The behaviour of equivalent procedure calls
is modelled in terms of the observable write effects, as well as a relation between the post stores. In the
Boogie code the predicate SameDiff (line 91) allows the verifier to use knowledge about the equivalence

of called procedures in some cases where the reachable set is too approximate.
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function $abs_TreeCopy_0 ($strat:int, $h_pre:Heap, t:Ref,r:Ref, $h_post:Heap) :bool;
function $abs_TreeCopy_1($strat:int, $h_pre:Heap, t:Ref,r:Ref, $h_post:Heap) :bool;

procedure TreeCopy_ 0 ($strat:int, $h_pre:Heap, t:Ref,r:Ref) returns ($h_post:Heap)
free ensures $abs_TreeCopy_0 ($strat, Sh_pre, t, r, $h_post);

free ensures (V<alpha> $a:Ref,$f:Field alpha ::
Sa# SNull ASAllocated (Sh_pre, $a) A $Read ($h_pre, $a, $f) '=SRead ($Sh_post, $a, $f)
—S$ReachableFromParams ($h_pre, t, r, $a));

procedure TreeCopy_1l ($strat:int, $h_pre:Heap, t:Ref,r:Ref) returns ($h_post:Heap)
free ensures $abs_TreeCopy_1 ($strat, S$h_pre, t, r, $h_post);

free ensures (V<alpha> $a:Ref,$f:Field alpha ::
Sa# SNull A$Allocated (Sh_pre, $Sa) A $Read ($h_pre, $a, $£) '=SRead ($Sh_post, $a, $f)
—S$ReachableFromParams ($h_pre, t, r, $a));

2 axiom (VS$strat:int,$h_pre_0,$h_post_0,$h_pre_1,Sh_post_1:Heap,

t_0,r_0,t_1,r_1:Ref ::
{$abs_TreeCopy_0 ($strat, Sh_pre_0, t_0, r_0, Sh_post_0),
Sabs_TreeCopy_1 ($strat, $h_pre_1, t_1, r_1, $h_post_1)}
Sabs_TreeCopy_0($h_pre_0, t_0, r_0, $h_post_0) A
Sabs_TreeCopy_1($h_pre_1, t_1, r_1, $h_post_1)
A $Heap#EqualFromParams ($h_pre_0, t_0, r_0, $h_pre_ 1, t_1, r_1)
=—>$SameDiff ($h_pre_0, $h_post_0, S$h_pre_1, S$h_post_1));

function $SameDiff ($Sh_pre_0, $h_post_0, $h_pre_1, $h_post_l:Heap) : bool {
(V<alpha> $a:Ref, $f:Field alpha ::

($Read ($h_pre_0, $a, $f) #S$Read($Sh_post_0, Sa, S$f)

—$Read ($h_post_0, $a, $f)==%$Read($h_post_1, $a, $f)) A

($Read ($h_pre_1, $a, $f) #S$Read($Sh_post_1, S$a, S$f)

—$Read ($h_post_0, $a, $f)==3%Read($h_post_0, $a, $£f))) }

Figure 6.9: Mutual summary of the TreeCopy_0 and TreeCopy_1 procedures. Written in Boogie.

6.5 Discussion

The number of copies of the procedure pair is equal to the number of permutations of the allocations in one
procedure (whichever procedure has the most allocations). The number of permutations grows factorially.
Hence permuting the allocations is only practical for relatively small numbers of allocation sites. However,
this may not be as restrictive as it may seem. In practice many interesting procedures contain only small
numbers of allocations that are not in a loop or recursive procedure call. In some cases it may be possible
to split the procedures into chunks or abstract some common parts. It is also likely that the applicability
of this technique can be significantly extended by using additional static analysis to eliminate some of the
permutations in advance. For example, if we obtained the types of the objects being allocated we would
be able to eliminate all permutations that aligned objects of different types.

Framing of procedure calls is important in verifying equivalence for many examples. Our tool has a
fairly naive approach to framing and disjointness of heap regions, and this restricts the class of examples
it can currently deal with. However, our techniques, and choice of Dafny [37] style heap encoding, should
be amenable to working along side a more powerful framing methodology. Improving our tool with better
framing support would likely significantly improve its completeness.

We have not developed any axioms that allow isomorphism to be proved for rearrangements of objects
which were allocated prior to procedure entry, such as the example in section 1.7. However, the way our
tool encodes the calling context as a set of roots and the fact that isomorphism is uninterpreted should

allow such axioms to be added to the tool once we understand what they should be.
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We considered many alternative approaches to establishing isomorphism. The natural approach using
existentials does not work very well. We investigated several approaches using V universal quantification.
We tried defining heaps to be isomorphic if all pairs of paths that lead to related addresses in one heap also
lead to related addresses in the other. We tried several approaches for limiting which, and what depth of,
paths should be considered by the solver. But the underlying doubly exponential complexity of comparing
all pairs of paths impedes the applicability of that approach. The requirement for disjoint heap writes
and heap effects of procedure calls to commute was an important design force: many approaches required
extensive additional axioms to handle the various cases, whereas our current approach of enumerating

allocators seems to handle many cases naturally.
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Chapter 7

Related Work

In this section we discuss the history and current state of research in program equivalence. In particular
we detail the current state-of-the-art in fully automatic procedure equivalence verifiers. While one could
always go about proving two programs equivalent by proving their full functional correctness against the
same specification, we focus on works which attempt to take advantage of both programs to simplify the

problem.

7.1 Program Equivalence and Applications

The formal study of program equivalence arguably pre-dates the study of functional correctness. In his
1969 paper [27], introducing the Hoare logic, Hoare identified that “Many [previous| axiomatic treatments
of computer programming [1, 29, 59| tackle the problem of proving the equivalence, rather than the cor-
rectness, of algorithms”. To the present day, practical approaches to proving the equivalence of imperative
programs rely on the programs under comparison having structural similarities. Many works focus on
methods to account for particular structural differences. The importance of program structure in proving
program equivalence was observed by Dijkstra in 1972 [17], where he motivates the problem of proving

program equivalence by observing that programmers are often called upon to modify existing programs:

It is a programmer’s everyday experience that for a given problem to be solved by a given
algorithm, the program for a given machine is far from uniquely determined. In the course
of the design process he has to select between alternatives; once he has a correct program,
he will often be called to modify it, for instance because it is felt that an alternative program
would be more attractive as far as the demands that the computations make upon the available
equipment resources are concerned.

... But I do not intend to tackle it in this general form. On the contrary instead of starting
with two arbitrarily given programs (say: independently conceived by two different authors) I
am concerned with alternative programs that can be considered as products of the same mind
and then the question becomes: how can we conceive (and structure) those two alternative

programs so as to ease the job of comparing the two?

Since then program equivalence has become important in several strands of research. In particular, key
developments in the study of program equivalence have come about as a result of research on the problems

of non-interference in secure information flow and compiler translation validation.

67
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Non-interference is a property of programs which have both secret and public inputs, programs have
the non-interference property if the values of the secret inputs do not influence (interfere with) the public
outputs of the program. Compiler translation validation attempts to provide assurances that the pro-
gram output by a compiler is correct wrt. the input program. Translation validation differs from other
approaches to compiler correctness in that it only concerns itself with the input and output programs
of particular runs of the compiler, and does not attempt to instrument or prove the correctness of the

compiler implementation itself.

7.1.1 Secure information flow

Secure information flow was identified as being related to program equivalence [30], then non-interference
was formalised as a safety property over pairs of program traces, called a 2-safety property |7, 55]. Subse-
quently, the concept of reducing 2-safety properties to safety properties (over a single program trace) using
a variety of techniques has been explored [10, 38| and generalised, particular via product programs [4, 6]
and similar [51, 56, 61].

A product program is an interleaving or combining of a pair of programs into one program, such that
useful program invariants can be formulated at interesting points in the combined program. For example,
it may be useful to align two loop heads and formulate an inductive coupling invariant that relates the
loop counters or other interesting state.

Later work generalises the techniques developed in this field to questions of relations between pro-
grams [2, 5]. Including proving program continuity [6], proving abstraction and refinement relationships
between programs [4], compiler correctness [61], vectorising loops [4], and proving that programs conform
to differential privacy policies [8]. The work of Ettinger [20] uses program slices to justify reordering state-
ments during refactoring, a process which is in some ways the reverse of product program construction.

A Semantic Approach to Secure Information Flow[30] (2000) (Joshi and Leino) discusses several
notions of program equivalence in the course of defining secure information flow semantically. Semantic
equivalence of programs is defined for a relational semantics and a weakest precondition semantics. In the
relational semantics program equivalence is equality on the relations. In the weakest precondition seman-
tics, programs are equivalent if forall predicates the programs’ weakest liberal preconditions correspond
and the programs terminate from the same initial states.

Secure Information Flow by Self-Composition|[7] (2004) (Barthe, D’Argenio, and Rezk) compose
a program with itself to allow single program analysis tools to be applied to the question of determining
non-interference.

Secure Information Flow As a Safety Problem[55] (2005) (Terauchi and Aiken) formalises the
notion of a 2-safety property. A 1-safety property is expressed over 1 trace of a program, whereas a
2-safety property is expressed over 2 traces of the program. They prove that any 2-safety problem can
be reduced to a 1-safety problem by using self-composition, and apply this idea to the secure information
flow problem.

Relational Verification Using Product Programs[6] (2011) (Barthe, Crespo, and Kunz) defines
product programs which reduce relational verification to standard verification by producing a single prod-
uct program from a pair of programs. Product programs are constructed by applying structural trans-
formations so that structurally different programs can be aligned at certain useful statements, such as at
loop entry. The programs execute out of lock step between these alignment points. The transformation

rules allow loops and conditionals to be merged, or unrolled.
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“Beyond 2-Safety: Asymmetric Product Programs for Relational Program Verification”[4]
(2013) (Barthe, Crespo, and Kunz) generalises the notion of product program to the question of whether
one program is an abstraction or refinement of another program. These are called asymmetric products
and can also be applied to non-deterministic programs. A standard product program can be used for
questions of the form: do all traces of the product program have a certain property. Asymmetric products
can answer questions of the form: for every execution of the first program does there exist a related

execution of the second program.

7.1.2 Compiler translation verification

Compiler translation validation [33, 36, 51, 56, 61] is inherently a program equivalence question. Relational
Hoare Logic [11] (see below) was proposed in the context of proving the correctness of compiler transforms.
Several variations of product programs have also been applied [61], as well as related techniques on the
graph representations of the program [51, 56].

Covac: Compiler validation by program analysis of the cross-product|[61] (2008) (Zaks and
Pnueli) present a deductive framework for proving program equivalence by reducing the programs to their
cross-product, and a tool for translation validation of intra-procedural LLVM optimisations. Loops are
expected to correspond across versions. The cross-product is a simultaneous execution of the programs,
where reads and writes are performed in-sync. Inductive invariants must be generated for the cross-product.
Optimisations are correct if the optimized version has the same observable effects as the original.

Proving Optimizations Correct Using Parameterized Program Equivalence|33] (2009) (Kundu,
Tatlock, and Lerner) describes a tool for proving compiler optimizations correct by proving the equivalence
of parameterized programs. Parameterized programs are abstractions, with some lines of code being sum-
marized by properties such as “does not use or define a particular variable”. This means that their tool can
prove the correctness of compiler optimisations for classes of programs (that have the same abstraction)
rather than single instances of programs. If their tool can prove the optimisation correct for every class of
program for which it is defined, then the tool proves the optimisation correct. Equivalence is proved by
establishing a bisimulation between the control flow graphs, with some enhancements to deal with changes
in loop structure.

Equality-based Translation Validator for LLVM|[51] (2011) (Stepp, Tate, and Lerner) apply the
technique of Equality Saturation to Translation validation for LLVM. Equality Saturation is an intensional
equality based technique. Equality Saturation is performed on a Program Expression Graph (PEG), which
is a pure functional representation of a program. In their tool a combined PEG is constructed containing
the nodes of the original and optimised versions of the program. Equality Saturation infers equality
between PEG nodes by repeatedly applying equality axioms. The goal is to infer that the program entry
nodes are equal. This process is somewhat similar to SMT solver E-graphs. Store update reordering is
handled by the axiom p # ¢ = load(store(o, q,v),p) = load(o,p). Aliasing information is pre-computed.
The tool can generate proofs from the equality saturated PEG.

Evaluating Value-graph Translation Validation for LLVM56] (2011) (Tristan, Govereau, and
Morrisett) also address translation validation tool for LLVM, but they propose comparing programs by
normalisation of the value graph. This is also an intensional equality based technique. The goal is to
apply transformations to the value graphs, until the value graphs an intensionally equal. Sharing of nodes
between the graphs is supported. Programs are first translated into a functional (or Monadic) form. Then

normalisation is applied with the goal that the graphs share all nodes. Graphs can only be transformed to
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share all nodes if the orginal programs where semantically equivalent. The normalisation rules are derived

from the optimisations that the compiler may perform.

7.1.3 Relational Hoare Logic

Relational Hoare Logic [5, 11, 12, 14, 58] (RHL) was proposed by Benton, in 2004 [11], in the course of
proving the correctness of various compiler optimisations. The Hoare triple {P}S{Q} is extended to a
Hoare quadruple by inclusion of two statements, rather than one, {P}C; ~ C2{@}. The pre and post
conditions are lifted to relations over a pair of program states. RHL has been extended by various rules to
account for differences in structure between the programs. Benton adds additional rules to the logic that
are inspired by the compiler optimisations under examination, for example a rule for eliminating while
loops when the condition is known to be false. The connection between RHL and secure information flow

is also noted in Benton’s 2004 paper.

In 2007 Benton [12], introduces an RHL with a notion of heap regions. Bijections are used to relate
heap regions between program versions. The semantics of effect systems are characterised in terms of
the store relations preserved by the effects. The paper caters for dynamic allocation by using regions to
abstract from explicit references. A partial bijection between locations in each region is used. Disjoint
bijections can be combined, but no other notion of compatibility between bijections is used. References to
integers are supported. The effect system information can be used to reason about reordering of program
statements in an extensional manner. A masking rule can eliminate some effects which are not observable,
allowing more program equivalences to be validated. Proofs of equivalence of programs with commuting
computations, duplicate computation and several others are given. A related approach is taken by Yang [58]
in the same year, where separation logic assertions are used to express the pre and post condition relations
of the RHL quadruple.

Barthe, Crespo, and Kunz [5] pointed out that RHL is closely related to the idea of product programs.
RHL rules that deal with difference in program structure have close analogues in product program con-
struction rules. RHL can be used to give a relational (or 2-safety) meaning to the proof of a 1-safety
property on a product program. The concept of left and right programs appears in both ideas. Many rules
in RHL and product program construction allow one program to take a step whilst the other executes
a skip, and so have a “left” and a “right” form depending on which program takes a step. These asyn-
chronous rules are critical in allowing both RHL and product programs to account for structural difference

between the programs.

Interestingly the completeness of various RHL variants and product program construction approaches
can be related. In particular a self-composition rule can be added to both RHL and product programs to

give them equivalent completeness to the standard Hoare Logic [5].

Banerjee, Schmidt, and Nikouei [2] propose a logic for weaving programs so that relational properties
of programs can be expressed, bringing together many ideas from the work on product programs and
RHL. Their logic accounts for many structural differences in programs such as partially aligned loops.
They extend this to support reasoning about encapsulation in dynamically allocating programs; catering

for equivalence between programs which vary the representation of objects.
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7.2 Fully automatic program verification tools

To our knowledge there are four other tools with the objective of fully automated verification of procedure
equivalence for imperative programs: Symdiff [34], RVT [24], SCORE [46], and Réve [21].

Symdiff [34] uses program verification to prove or provide counter examples of procedure equivalence. It
supports conditional equivalence [25] which can show partial equivalence over a subset of procedure inputs
and construct summaries of interprocedural behavioural differences. Symdiff is built on top of Boogie [3].
Symdiff does not provide built in support for dealing with procedures that differ in memory allocation.

Regression Verification Tool (RVT) [24] can prove equivalence of some C programs and uses the
CBMC [16] bounded model checker. RVT generates loop and recursion free program fragments, which are
verified with CBMC up to a bound of 1. Using a bound of 1 is sound, since the fragments do not have
any loops or recursion. RVT can partially inline the call graph, up to recursion, in order to improve the
possibility to find equivalence in cases where code has been moved between procedures. Loops are encoded
as recursive functions. Recursive calls are replaced by uninterpreted functions. RVT can deal with unbal-
ance recursive functions by partitioning the inputs of one procedure into base-case or non-base case inputs
then inlining one procedure up to a bound [52]. Unbalanced recursive functions make a different number
of recursive calls to calculate the result. Automatic mutual termination proofs are also supported [19].

RVT deals with dynamic data structures by generating (symbolic) bounded tree-like data structures as
inputs for procedures with pointer arguments. These initial tree-like structures are isomorphic up to some
bound. RVT then verifies that those data structures remain isomorphic, at procedure calls and procedure
return, up to the same bound — again assuming that they are trees. Our tool does not assume tree-like
data structures. The bound is determined by a syntactic over-approximation of the maximum depth of
modification in the loop and recursion free fragments. RVT allows the user to specify a condition under
which equivalence is checked, this allows the user to ignore output states that are intended to change
between program versions.

Réve [21] uses Horn constraints to verify equivalence of deterministic imperative numerical programs
with unbounded integer variables. It automatically infers inductive coupling predicates and as such can
deal with loops and recursion where, for example, the number and meaning of procedure parameters has
changed. In the future Réve’s authors propose extending their tool using a similar approach to RVT for
dealing with tree-shaped heap data structures.

SCORE [46] uses abstract interpretation over an interleaving of the programs. A good interleaving is
found by searching. SCORE deals with numerical programs. An interesting feature of SCORE is that if
the programs are not equivalent it can compute an over-approximation of the semantic difference between
the programs. The precision of this over-approximation is related to the size of the syntactic difference

between the programs.

7.3 Other automated tools

Here we note several other recent automated tools that tackle problems closely related to program equiv-
alence.

Differential Assertion Checking[35] (2013) (Lahiri, McMillan, Sharma, and Hawblitzel) proposes
differential assertion checking (DAC) which proves relative correctness between a pair of programs with
respect to a set of assertions. The question proposed is: does there exist an environment in which the

assertions pass in the old version but fail in the new version. This corresponds to checking for regressions,
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i.e. the new program must be at least as correct relative to the assertions as the old was. They give an
example where relative memory safety is checked. The new version is memory safe relative to the old
version if it accesses fewer memory locations. The paper also details relative specifications for modular
DAC, and describes a method for infering inductive relative specifcation of procedures.

Verification Modulo Versions: Towards Usable Verification|39] (2014) (Logozzo, Lahiri, Fah-
ndrich, and Blackshear) introduces verification Modulo Versions (VMV) which aims to reduce the number
of alarms reported by static analysis while still providing semantic guarantees. Conditions sufficient or
neccessary for the safety of a program are infered. Then these conditions are used to identify regressions in
the new version wrt. the old version or to prove relative correctness of the new version wrt. the old version.
Regressions occur when the conditions sufficient to avoid safety violations in the old version are insufficient
to avoid them in the new version. The new version is relatively correct if the conditions neccessary for
safety in the old version are sufficient for safety in the new version. They evaluate their VMV tool against
three large C* projects.

Compiler Validation via Equivalence Modulo Inputs[36] (2014) (Le, Afshari, and Su) search for
compiler bugs by taking an inventive approach to producing semantically equivalent program variations.
The variations are then tested to check that the compiled programs are indeed equivalent. The program
variations are produced by profiling the program when executed on a particular input value 4, then modi-
fying code that is not reached by that input. Since only unreached code is modified the programs should
still behave the same for i. If the modified program behaves differently then a compiler bug has been
detected. The tool detected 147 bugs in GCC and LLVM.

7.4 Dynamic Allocation, Program Equivalence, and Isomorphism

The formal relationship between program equivalence, isomorphism and dynamic memory allocation has
been studied for some time [54], including attempts to develop storeless language semantics (where the
store is not observable). Bozga, losif, and Laknech [15] make the connection between storeless semantics
and heap isomorphism. Several formal works directly tackle the problem of proving program equivalence
in the presence of dynamic memory allocation.

Pitts uses a simulation between memory locations when defining a semantic approach to program equiv-
alence [48], the memory model is flat not a heap. In 2005 Benton and Leperchey [13] describes a semantics
and relational reasoning principle for a language with dynamic memory allocation and mutable references
that may store the addresses of other references. This relational reasoning principle is applied to prove
several program equivalences. A denotational semantics involving morphisms between memory locations is
established, and this allows the use of equality of locations instead of partial bijections. Also of interest for
us is that the issue of ensuring new memory locations are sufficiently fresh arises, as does the relationship
between garbage and contextual equivalence. In 2007, Benton, Kennedy, Beringer, and Hofmann uses
isomorphism between heap regions when proposing a RHL that supports dynamic allocation [12]. Yang
constructs a relational separation logic with support for dynamic allocation [58]. Sumner and Zhang [53]
propose a different approach, canonical memory addresses are constructed based on program control flow
and syntactic elements.

In 2006 Koutavas and Wand [32] applied bisimulation to the problem of contextual equivalence of
languages with dynamic allocation. Their approach is able to reason about encapsulation and relate
OO programs where objects have different internal representations. They note the practical problems

of a straight-forward denotational equivalence, it is too strong when programs that differ in the number
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of memory allocations are considered. They also note the usefulness of using a big-step semantics when
reasoning about equivalence of procedures, and adapt their use of bisimulation appropriately. More recently
Naumann and Banerjee [42] also worked on the problem of relating different object representations.

Tzevelekos [57] applies three techniques: logical relations, bisimulation and game semantics to the
question of dynamic allocation in program equivalence. Following Pitts and Stark [49], Tzevelekos abstracts
the idea of dynamic allocation with the more general notion of providing fresh names during execution.
In the logical relations technique, bijections (here extended to a more general notion of spans) between
names are used to reason about functions that expand the set of names (i.e. dynamically allocate).

In automated tools, as mentioned above, Godlin and Strichman [24] apply tree isomorphisms in the
context of automated program equivalence. Ramos and Engler [50] compare explicitly maintained graphs,

but their approach restricts itself to executions of bounded size.
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Chapter 8

Contributions and Conclusion

We proposed a methodology called RIE for verification of procedure equivalence when the procedures dy-
namically allocate memory. The methodology is suitable for procedures that allocate different amounts of
memory in different orders and create different amounts and shapes of garbage. RIE provides a contextual
notion of procedure equivalence in terms of isomorphism between store parts. RIE provides a means to
establish isomorphism using only extensional equality, which is suitable for SMT based tools. We proved
RIE is sound.

We described a RIE based tool for automatically verifying program equivalence. We showed how RIE
can be encoded in the standard single program verifier Boogie. Particularly, the tool demonstrates that
RIE can verify procedures where isomorphisms occur out-of-order, which is challenging for approaches
that rely on simulation or interleaving. To our knowledge it is the first such tool that targets fully
automatic equivalence verification of dynamically allocating unboundedly recursive procedures, without
making assumptions about the shape of the datastructures involved.

There is scope to extend the power of our tool. Further work on automatic procedure call framing would
allow more examples to be verified. Performance of the tool could be improved by employing additional
static analyses to prune the space of possible isomorphisms prior to the verification step. Incorporating
recent advances on equivalence verification of programs with unbalanced recursion or structurally dissimilar
loops would also increase the range of examples that could be verified. Finally, although RIE theoretically
allows for verification of procedures that make equivalent (but different) rearrangements of objects that

existed prior to procedure entry, it is not currently clear how to support this in a practical tool.
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Appendix A

Auxiliary Lemmas

This chapter lists the remaining lemmas

A.1 Approximation Lemmas

Note that the following lemmas apply to executions of the shape ¢1, 51 £ ¢, i.e. not executions involving

I Also note that || is not a statement and is not allowed to appear in the program text.

Lemma A.1.1 (Sequential R semantics overapproximate X semantics)

t t
Vs1,¢1,3,tr1: ¢1,51 > @3 = 1,81 ~> b3
Full proof on page 148.

Lemma A.1.2 (K semantics overapproximate R semantics)

tr tr
Vs1, 013,110 @1, 81 ~n> 3 => P1, 81 ~x> O3

Full proof on page 149.

Lemma A.1.3 (A semantics overapproximate K semantics)
¢ ¢
Vs1, h1,3,111: 1,81 ~> p3 = b1, 51 ~a> P3
Full proof on page 149.

Proof Outline. By induction on the derivation of an execution. Since || is not a statement and cannot
appear in the program text, and since all other rules of the K semantics and A semantics are identical
apart from call. Rule CALLA has a weaker antecedent that rule CALLV so the proof is straightforward. [

A.2 Closure under isomorphism Lemmas

This section lists the remaining closure under isomorphism lemmas

Lemma A.2.1 (ASSUME closed)
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VL,b,¢p1-3,m1,2,try:

@1, assume bjgeqbg A @1 g, b2 A com(my,ma) A in(me)

=

Ipa, T3, 112 Go, assume b gy A b3 Rmy da A com(ma, 3)
Full proof on page 150.

Lemma A.2.2 (ASSERTT closed)

VL, b, 13,712,171 :
o1 Eb N ¢1,assert bjg»@, A @1 R, G2 A com(my,m2) A in(ma)

—
¢
Jpa, T3, tra: o, assert b ¢y A ¢3 Ry ¢4 A com(ma, m3)

Full proof on page 151.

Lemma A.2.3 (ASSERTF closed)

Vvav ¢1,3,7T1’2,t7"12
—(¢pFEb) N ¢1,assert big%gbg A @1 g, P A com(my,m2) A in(me)
=

Py, T3, tra: G2, assert brS ¢y A b3 Ry G4 N com(ma, T3)

Full proof on page 152.

Lemma A.2.4 (Consistent with allocated subset)

V¢1,277T1,21
V(al,aQ) € (a1 € ¢}1L <<= ag € ¢}2L) N Ty Cm
—

V(al,ag) € o (Cbl € (ﬁ? <= as € (bg)

Full proof on page 153.
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Appendix B

Proofs

B.1 Isomorphism is unique (lemma 2.2.2)
Recall from page 28
Lemma 2.2.2 (Isomorphism is unique)
V1,2, T1,2: ¢1 Ry P2 N @1 R, P2 = T = T2

Proof B.1.1
Take arbitrary ¢q 2, 2 such that

1 Rry P2 (1)
d)l Ny (7252 (2)
To show, without loss of generality
T C o

To show
VCLLQI (al,ag) cm = (CLl,CLQ) € o

By induction on the definition of 7y and (1)

1. Base case. Take arbitrary 4, x such that

x € dom(¢7li]) 3)
(@7 [d)(x), 3 [i](2)) € m (4)

By (2), (3) and definition 2.2.1
(@7 [i](2), #5 [i](2)) € m> (5)

2. Base case. Take arbitrary v such that

v € m, (6)

By eq. (2) and definition 2.2.1
(v,v) € ma (7)
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3. Inductive case. Take arbitrary (aj,as), f such that

(a1,a2) € ™ 8)
(a1,az) € 7 9)
(¢ (a1, ), #3(az, f)) € m (10)
By (2), (9)
(61 (a1, f), d5(az, f)) € ™ (11)
By above
m C o (12)
By symmetric argument
Ty C (13)
By (12) and (14)
™= (14)
|

B.2 Compatible with a smaller injection (lemma 2.3.2)
Recall from page 29
Lemma 2.3.2 (Compatible with a smaller injection)

V.. 3: com(my,m) A w3 Cm = com(ms, m2)

Proof B.2.1
Take arbitrary ;.3 such that

com(my, ma) (1)

7T3§7T1 (2)

To show

com(ms, m3)

Take arbitrary a4 such that

(a1,a3) € 3 (3)

(ag,as4) € 2 (4)

To show

a] = Qa2 < a3 = a4
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B.3. Can add compatible element to injection (lemma 2.3.3)

By (2)
(al, a3) € m
By above, (1), (4)

a] = Ay < a3 = a4

B.3 Can add compatible element to injection (lemma 2.3.3)

Recall from page 29

Lemma 2.3.3 (Can add compatible element to injection)

V2,012 com(mi,m2) A (ar,a2) € ;g = com(m U (a1, az), m2)

Proof B.3.1

Take arbitrary mq 2, a1 2 such that

com(my, ma)

(a1,az2) € m

To show
in(m U (a1, a9) Ums)
By (2) and definition U then (a1, a2) Ume = w3 so
m U (a1, a2) Umy = m Uy

By (1)

in(m Umg)
By above, (3)

in(m U (al,aQ) U’iTQ)

B.4 Can add disjoint element to injection (lemma 2.3.4)

Recall from page 30

Lemma 2.3.4 (Can add disjoint element to injection)

February 27, 2017
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Vmi,2,01,2:
com(my,m2) A a1 & dom(my Uma) A ag ¢ rng(my Ums)
—

com(m U (a1, asz),m)

Proof B.4.1

Take arbitrary m; 2, a; 2 such that

com(my, ma)
ay ¢ dom(m U 7T2)

as ¢ rng(m Ums)
To show
com(m U (a1, az),m2)
By (2), (3), (1)
in(m U (ay,a2))
By cases

1. (al,ag) € m

By case, (definition U)
m U (a1, a2) = m

By above, (1)

com(m U (ay, az),m2)

2. (a1,a2) ¢ m
Take arbitrary as.. ¢ such that
{(az,a4), (as,a6)} € 7 U (a1,a2) U

To show

az = as < a4 = ag
By cases without loss of generality

a) (a37a4) = (al,ag) A (a5,a6) = (0,1,0,2)

Trivial

b) ((13,(14) = (al,ag) A (a5,a6) 75 (al,a,g)
By case 2b, (7)

(a5,a6) e m Umsg

By cases

Appendix B. Proofs

(®)
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B.5. reach is a function (lemma 2.4.2)

i. (a5,a6) € m
By (4), case 2b, case 2(b)i

a3 = a5 <= a4 = ag
ii. (as,as) € m By case, (2), (3)
as # a1
ag # az
By above, case 2b
as # as
ag # aq
By above, trivially
a3z = a5 < a4 = ag
By above, (8)

az = a5 < Q4 = Q¢

c) (as,aq) # (a1, a2) A (as,a6) # (a1, a2)
By case, (7)

{(as,a4), (as,a6)} € m Ums
By above, (1)

a3 = a5 < a4 = Qg

B.5 reach is a function (lemma 2.4.2)

Recall from page 30

Lemma 2.4.2 (reach is a function)

Vo, Ar2: (¢, A1) € reach A (¢, Az) € reach = A1 = Ay

Proof B.5.1
Take arbitrary ¢, A; 2 such that

(¢, A1) € reach
(¢, Az) € reach

To show
A = Ay

First show without loss of generality that
A C Ay

By induction on definition 2.4.1 (Reachable addresses)

February 27, 2017
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1. Base case. Take a € Ay, i,z such that
¢7lil(x) = a
By definition 2.4.1 (Reachable addresses) and above

a€ A;

2. Inductive case. Take a1 € Ay,a9 € Ay, f such that

a] € AQ
¢h(a17f) = a2

By definition 2.4.1 (Reachable addresses) and above

a€ A;
By (4), (7)
AL C Ay
By a symmetric argument
A 2 Ay

By (8), (9) done.

B.6 Expressions evaluate to reachable address (lemma 2.4.3)
Recall from page 31
Lemma 2.4.3 (Expressions evaluate to reachable address)
Vo, e,a: [e]lg =a = a € reach(9)

Proof B.6.1
Take arbitrary ¢, e, a such that

[e]s = a
To show
a € reach(9)
By induction on the structure of e, (1), there exists z, f such that
¢z, f)=a
By above, lemma 2.4.5 (Paths are reachable)

a € reach(o)

Appendix B. Proofs
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B.7. Path to reachable address (lemma 2.4.4)

B.7 Path to reachable address (lemma 2.4.4)

Recall from page 31
Lemma 2.4.4 (Path to reachable address)

where

Proof B.7.1

By induction on the definition of reach

B.8 Paths are reachable (lemma 2.4.5)

Recall from page 31
Lemma 2.4.5 (Paths are reachable)

Vé,i,z, f: ¢"(¢°li](x),f) =a = a € reach(¢)

And
Vo, a1 € reach(¢),as, f: ¢"(a1, f) = ax = ay € reach()

Proof B.8.1
By induction on the definition on the length of f
B.9 Calling context reachability smaller (lemma 2.4.6)
Recall from page 31
Lemma 2.4.6 (Calling context reachability smaller)
V¢ : reach(¢®) C reach(¢)

Proof B.9.1
Take arbitrary a; such that

ay € reach(¢™)
To show
ay € reach()
By induction on definition reach
L. Ji,x: (¢°°)7[i](x) = a1 By definition (¢°*)7[i](z) = (¢)7[i](x)

2. Jay € reach(¢t*): (o) (ay, f) = a1 By definition ¢" = (¢°**)" and by I.H.

February 27, 2017

Vo, a € reach(¢): Ji,x, f: ¢"(¢°[i](z), f) = a A acyclic(p, ¢° [i](x), f)

acyclic(¢, a, f) N Y- 9 =Ffh-"=F:9#h A ¢"(a,5) = ¢"(a,h)
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B.10 Isomorphism implies calling context isomorphism (lemma 2.4.7)

Recall from page 31

Lemma 2.4.7 (Isomorphism implies calling context isomorphism)

Voi2: 61 ~ny 2 = S Ry 957 A T2 = Tidpegen(gse) U o

Where m1lyeqcn(psey means the relation produced by restricting the domain of my to the reachable
addresses of (¢$t)

Proof B.10.1
Take arbitrary ¢1.. 4,7 such that

d)l Ny ¢2 (1)
g3 = 7" (2)
¢1 = ¢5" 3)
To show:
dme: P3 Ry, Ha
By cases:
L |¢7] =0
By (1)
|#7] = |95 (4)
By above, case, (2), (2)
1= 3 (5)
G2 = ¢4 (6)
By above, (1)
¢3 Rn, P4 (7)

Take! 79 = 7.

Trivially by above, lemma 2.4.11 (Domain of isomorphism is reachable addresses)

T2 = Tidreach(gg) U T (8)
By above, (7), esac.
2. [¢9| >0
By case, (1), (2), (2)
07| —1=[05| - 1=165| = o] 9)

Mn fact here 3 = w1 = @, but we happen not to need this fact in the proof.
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By above, (1), (2), (2)

Vi < [63]: dom(630i]) = dom(¢3[i]) (10)
Take?
T2 = 7-‘-1*lfreach(qﬁ3) Uy (11)
To show?®
Vi < |¢5 ],z € dom(e5[i]) : ma(65[i](x)) = &7 [i](x)
Take arbitrary ¢, x such that
i< |62 (12)
x € dom(¢3i)) (13)
First show ¢[i](z) € m2
By (2), (2), (9), (10), (12), (13)
i< |o7| A @€ dom(¢7li]) A ¢7[i)(x) = ¢3[i)(x) (14)
i< o3| A a € dom(g3li]) A ¢3li)(x) = ¢5[i)() (15)
By (1), (14)
$3li)(x) € m (16)
By definition 2.4.1 (Reachable addresses), (11), above
¢3li)(x) € reach(¢s) (17)
¢3li)(x) € 2 (18)
Next show o (95 [i](z)) = ¢5[i](z)
By (1), (16)
m1 (67 [il(2)) = 65 [i] (z) (19)
By above, (11), (14), (15), (18)
ma(65[i)(2)) = 67 [i](2) (20)
By above
Vi < |¢5 ],z € dom(¢5[i]): ma(65[i](x)) = #F[i](x) (21)

2This means that mo is taken to be m with its domain restricted to the addresses reachable in ¢3, extended by
null, true, false since it is possible that null etc. are unreachable in the calling context

3We will argue that ¢3 is just ¢ with a stack frame removed, anything in the stack of ¢3 is also in the stack of ¢1,
respectively also for ¢4 and ¢2
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To show

Va € ma, f 1 ma(dh(a, f)) = ¢l (ma(a), f)

Take arbitrary a, f such that

a€m (22)
By (2), (2)
o = ¢4 (23)
¢5 = ¢} (24)
By (11), (22)
a € reach(¢s) (25)

By above, (2), lemma 2.4.6 (Calling context reachability smaller)

a € reach(¢y) (26)
By above, (1), lemma 2.4.11
m (g1 (a, f) = @5 (mi(a), ) (27)
By above, (23), (24)
T (g5 (a, f) = ¢l (mi(a), ) (28)
By definition reach, (25)
¢ (a, f) € m (29)
By above, (11), (22), (28)
ma(¢5(a, f)) = ¢l (m2(a), f) (30)
By above
Va €y, [+ ma(¢3(a, f)) = ¢l (ma(a), f) (31)

To show g is smallest such relation.

By lemma 2.4.6 (Calling context reachability smaller), lemma 2.4.11 (Domain of isomorphism is
reachable addresses), (11)

dom(my) = reach(¢s) U dom(m,) (32)
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Reach gets smaller (lemma 2.4.8)

Assume for contradiction exists w3 such that

3 C T

@3 R, P4

By lemma 2.4.11 (Domain of isomorphism is reachable addresses), (34)

dom(ms) = reach(¢s) U dom(m,)

By above, (32),(33), lemma 2.4.2 (reach is a function) contradiction.

By above

Prs: w3 C Mo A P3 Ry P4

By (9), (10), (21), (31), (36)

@3 Rr, P4

To show

g = Wll’reach(qﬁi”) U Ty
By lemma 2.4.6 (Calling context reachability smaller), ,

reach(¢s) C reach(¢r)
reach(¢a) C reach(ps)

By above, lemma 2.4.11 (Domain of isomorphism is reachable addresses)

dom(mg) = reach(¢ps) U dom(m,)

rng(ma) = reach(¢s) U rng(my)
By above, (11)
Ty © M
By above, (11), (38)
T2 = Tidreach(getr) U To

By (37), (43), esac.

By above done.

B.11 Reach gets smaller (lemma 2.4.8)

Recall from page 32
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Lemma 2.4.8 (Reach gets smaller)

VL # A, s, 613,10 < j,a1 <|tr|, k1 €{2,3}:
B1,8 ‘2 ¢ A k<1
=
(a1 € reach(tri[j]lll) => ai € reach(trifillk) V a1 & tri[illk") A
(a1 ¢ tri[jlH" = a1 ¢ tr[i]1K")

Proof B.11.1

By induction on the execution ¢1, s ~%" ¢s.

1. TRANS By case exists s1,9,trs, trs, ¢5 such that

S = $1; 2 (1)
try =trs - trs (2)
®1, 81 5239 P5 (3)
B3, 52 % b3 (4)

By above and I.H. twice

Vi <j<l|trs|,k,1€{2,3},a1:
(a1 € reach(trs[j]lll) = ay € reach(trs[illk) V a1 & trs[ilk") A (5)
(a1 & trs[fll" = ay ¢ trsi] k")

Vi <j<l|trs|,k,l €{2,3},a1:
(a1 € reach(trs[j]lll) = ay € reach(trs[illk) V a1 & trs[ilk") A (6)
(a1 ¢ trslj Uh = a1 ¢ trs[i ]th)

Take arbitrary ¢ < j < [tr1],k,l € {2,3}, a1 such that

k<l (7)
To show

ay € reach(tri[jl{) = a1 € reach(tri[illk) V a1 & try [i]Uch

By cases. The cases for different values of k,[ are symmetric, so will show the proof for the k =
2,1 = 2. Assume a; € reach(try[j]1)

a) i < |trg| A j < |trs] Directly from (5)
b) i > [trs] A j > |trs| Directly from (6)

c) i < |trs| A j > |trs| By (6)

ay € reach(trs[1142) V ay ¢ trs[1]{2" (8)
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10.

Since fst(trs) = ¢5 = Ist(trs) and above

ay € reach(trs[|trs|]43) V ai ¢ trs[|tr + 3[]43" (9)
By above and (5).
By above
ay € reach(tri[j]{) = a1 € reach(tri[i]lk) V ai ¢ tr[i] k" (10)
To show

ay ¢ t?”l[j]\l,lh — a1 ¢ try [Z]\l,kh

By cases. The cases for different values of k, [ are symmetric, so we show the proof for the k = 2,1 = 2

assume a; ¢ try[j]4"

a) i < |trg| A j < |trs] Directly from (5)
b) i > [trs] A j > |trs| Directly from (6)
c) i < |trs| A j > |trg|

By (6)

ay ¢ trs[1]}2" (11)
Since fst(trs) = ¢5 = lst(trs) and above

ay ¢ tra[|trs|]2" (12)
By above and (5)

By above
ay & tri[jlU" = a1 ¢ trifi]Lk" (13)

By (10), (13) esac.

. CONDT by LH.

. CONDF by LH.

ASSIGN by lemma 4.1.8 (ASSIGN reduces reach)

. STORE by lemma 4.1.5 (STORE reduces reach)

. NEW by lemma 4.1.10 (NEW doesn’t synthesise existing addresses)

ASSUME Does not change store

. ASSERTT Does not change store

. ASSERTF Does not change store

CALLV by LH.
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B.12 Effects are reachable (lemma 2.4.10)

Recall from page 32
Lemma 2.4.10 (Effects are reachable)

VL # A, s, 12,010, f:

B1,5 % ¢ A (a1, f,a2) € effect(¢s, pa)
_—

(a1 € reach(pr) V a1 ¢ (bil) A (a2 € reach(¢1) V az ¢ ¢}11)

Proof B.12.1
By induction on the derivation of ¢1,s ¥ ¢o, lemma 2.4.8 (Reach gets smaller) and lemma 2.4.3 (Ex-

pressions evaluate to reachable address) ]

B.13 Domain of isomorphism is reachable addresses (lemma 2.4.11)

Recall from page 32

Lemma 2.4.11 (Domain of isomorphism is reachable addresses)

V12,7 ¢1 ~p p2 => reach(¢1) U dom(m,) = dom(m)

Proof B.13.1
Take arbitrary ¢; o, 7 such that

1 R P2 (1)
To show
reach(¢1) U dom(m,) = dom(m)

First show that reach(¢1) C dom(m)
By induction on the definition of reach

(Va € reach(¢1),i,x: ¢7[i)(z) =a = a€m) A

(Vay € reach(¢1),as € reach(¢), f: a1 € A ¢i(ar, f) = as => as € 1)

=
(Va € reach(¢1): a € m)

1. Base case. Take a, i,z such that

o7[i](z) =a (2)
a € reach(éy) 3)
To show
acT
By (1)
m(¢7[i](z)) = ¢3[i] (z) (4)
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By above

acT

2. Inductive case. Take a2, f such that

ay € reach(¢)
as € reach(¢r)
a1 €m

Pt(ar, f) = as

as €T

(¢} (a1, f)) = ¢3(n(ar), f)

By above
as €T
By (5), (11)
reach(¢1) C dom(w)
By definition 2.2.1 (Isomorphism), (1)
dom(m,) C dom(m)

By (12), (13)

reach(¢1) U dom(m,) C dom(m)

Now show
reach(¢1) 2 dom(m)

By induction on the definition of ~

(Va € myi,z: ¢i(x) =a = a € reach(¢p1)) A
(Va e m, f: a € reach(¢) A P(a, f)em = dl(a, f) € reach(¢1))

—
(Va € 7: a € reach(¢1))

1. Base case. Take a,i,x such that

¢7lil(z) = a

aem
By (15) and (1) and definition 2.4.1 (Reachable addresses)

a € reach(¢r)
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2. Inductive case. Take a, f such that

aem (18)
a € reach(¢) (19)
¢i(a, f) em (20)
(21)
By (19) and (20) and definition 2.4.1 (Reachable addresses)
a € reach(¢y) (22)
By (17), (22)
reach(¢1) C dom(m) (23)
By definition 2.2.1 (Isomorphism), (1)
dom(m,) C dom(m) (24)
By (23), (24)
reach(¢1) U dom(m,) C dom(m) (25)
By (14), (25) done. ]
B.14 Composition of injections is an injection (lemma 2.5.2)
Recall from page 33
Lemma 2.5.2 (Composition of injections is an injection)
V2 in(m) A in(me) = in(m oma)
Proof B.14.1
Take arbitrary m; o such that
in(my) (1)
in(m2) (2)
To show:
Y(a,b),(¢c,d) € (mom): (a=c¢) < (b=d)
Take arbitrary (a,b), (¢, d) such that
(av b)7 (Cv d) € (71—1 o 7T2) (3)
By above, definition 2.5.1 (Isomorphism composition), exists e, f such that
(a,€) € m (4)
(67 b) € T (5)
(c.,f)em (6)
(f.d)em (7)
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To show:

First show without loss of generality:

Assume

By above and (1), (4), (6)

By above and (2), (5), (7)

By above

By symmetric argument

B.15 Injection composed with inverse is identity (lemma 2.5.3)

Recall from page 33

And also

Proof B.15.1
Part One
Take arbitrary 7. 3 such that

To show

February 27, 2017

a=c
e=f
b=d

b=d — a=c

Lemma 2.5.3 (Injection composed with inverse is identity)

V. 3: in(m) AN ma Cm A w3 C Wfl

Vr:in(n) = mon = 14 dom ()

in(my)
Ty C

ngﬂfl

Y(a,b) e mpomz: a=>b

= myomsy C id
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Take arbitrary (a,b) such that
(a,b) € m 073

By above, definition 2.5.1 (Isomorphism composition), exists e such that

(a,e) € my
(e, b) € 3
By (2), (5)
(a,e) € m
By (3), (6)
(e,b) € ?
By above
(b,e) e m
By (1), (7), (9)
a=5b
Part Two
Take arbitrary w such that
in(m)

To show:
™o 7771 = id\l/dom(ﬂ)

By lemma 2.5.3 (Injection composed with inverse is identity) part 1, (11)
Y(a,b) emon ' a=b

To show

dom(mon ) = rng(r o™ ') = dom(n)

We will show

Va € dom(mron™ ') = a€rmmg(mror )
Va € rng(mon™!) = a € dom(rom 1)
Ya € dom(n) = a € dom(mron ')

Ya € dom(ron ') = a € dom(r)
To show Va € dom(ron™!) = a € rng(ron™1)
Take arbitrary a such that

a € dom(mom 1)

Appendix B. Proofs

(10)

(11)

(12)

(13)
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To show

acrng(mron™t)
By (12), (13)
a€rng(mont)

To show Va € rng(mom™1) = a € dom(ron~1)

Take arbitrary a such that
acrng(ron™t)

To show

a € dom(mom™ )
By (12), (15)
a € dom(morm 1)

To show Va € dom(w) = a € dom(m o 1)

Take arbitrary a such that
a € dom(m)

To show

a € dom(mor™ 1)

By (17) exists b such that

(a,b) e
(bya) € 71
By above
(a,a) e mon?
By above

a € dom(mor 1)

To show Ya € dom(mon™!) = a € dom(m)

Take arbitrary a such that

a € dom(mort)

To show

a € dom(w)
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By (22), (12) exists b

a,bem (23)
ba€n? (24)
By (23)
a € dom(w) (25)
Done. ]

B.16 RIE is sound (theorem 3.2.1)

Recall from page 36
Theorem 3.2.1 (RIE is sound)

Given a mapping between procedure names &, and a pair of procedures (1, f2) € E:
If

V(fs3, fa) € E: mir(£f3, fa4) N f3 4 £y

Then
f1 & £
Proof B.16.1
Given a procedure equivalence mapping &
Take arbitrary £, fo where
(f1,£2) €& (1)
V(f3,£4) € E: con(f3) C con(fy) (2)
V(fs, fq) €E: f3 & £4 (3)
V(fg, f4) eé&: 7’)”Lt73(1"537 f4) (4)
To show
f1 X8 £y
Take arbitrary f£3 4 such that
(f3,£4) €E ()
To show
38 f4
By (3)
f3 & £, (6)
By above, lemma 5.3.1 (Modular procedure equivalence)
f3 & £y (7)
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By above, lemma 5.2.1 (Discard non equal isomorphisms)

f3 & fy (8)
By above
V(fs,f4) €E: £3 8 £4 9)

By lemma 5.1.1 (Replace equivalent calls) and (1), (4), (9)

£1 X fq (10)

Done.

B.17 BCL closed under isomorphism (lemma 4.1.3)

Recall from page 46

Lemma 4.1.3 (BL closed under isomorphism)
All statements are closed under isomorphism.
Moreover, given alternative allocation strategy mo such that
com(my,ma) A V(a1,az) € T (ay € ¢ = ag € ¢F)
There exists an isomorphic execution ¢a,s 52 ¢4 such that

trq oy tra A V(al,ag) € o (a1 S (bg <<= ag € (bff)

Proof B.17.1

Part 1 — all relevant executions are isomorphic

First we prove that for all semantics, apart from the abstract semantics, all relevant executions are iso-
morphic.

Take arbitrary £, s1, ¢1...4,tr1,2, ™1 such that

D1, 51 > by (1)
$2, 51 > by (2)
¢1 az ¢2 (3)
L#A (4)
To show exists 73 5 such that
¢)3 %71'3 (7254
try = trg

com(my,Ts)

effect(p1, d3) ~n; effect(d2, da)
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By strong induction on the derivation of the executions.

I.H.
Vs..8,173,4, M6, 52 :
G5, 52 > dr N e, 52 > by A ¢5,82$£~39¢7‘ < ‘¢1,51$;~19¢3 N @5 Rrg G 5)
- E|7T7,8
b7 Romy, G2 A try = try A com(me, mg) A effect(¢s, ¢7) Ry effect(ds, P3)
By cases.
1. TRANS
By case, (1), (2), exists ¢5,6,52,3,173...6
$1 = 89; 83 (6)
t’/’l = t’l“3 . t’/‘5 (7)
tT'Q :tT'4'tT'6 (8)
D1, 52 > P5, 53 > 3 9)
B2, 52 5 P6, 53 > P (10)
By above, (3), I.H. exists 776
¢5 Ry ¢6 (11)
trs =~ iry (12)
com(m1,Tg) (13)
effect(¢1, ¢s5) ~x, effect(d2, de) (14)
By (11), (9), (10), LH. exists mg g
3 Romy G4 (15)
trs ~ trg (16)
com(77,s) (17)
effect(¢s, ¢3) ~xy effect(de, Pa) (18)
To show exists n such that
[tri] = |tre| =n A 3] ... 7,
(Vi <z tri[illy mny, | trafills)
(Vi <n: tryilly ~ny, trafilds)
(Vi,j < 2n: com(m;,7}))
By (12), (16), (7). (8)
[trs| = |tra| (19)
[trs| = [trs] (20)

February 27, 2017



B.17. BL closed under isomorphism (lemma 4.1.3) 105

By above, (7), (8), take n such that

n = |tr1| = |tra] (21)

By (12), (16), (7), (8) take 7} ... w5, such that

(Vi <n:trifilly may, | trafi]ly) (22)
(Vi <n: trifids Ry T2 [i]d3) (23)

By lemma 2.4.8 (Reach gets smaller), lemma 2.4.11 (Domain of isomorphism is reachable addresses),
(12), (16)

(Vi,j < 2n: com(m;,7})) (24)

By above, (7), (8), (12), (16)

try &~ try (25)

By lemma 2.4.10 (Effects are reachable), lemma 2.4.11 (Domain of isomorphism is reachable ad-

dresses), eq. (14), eq. (18) exists 75 such that

6ﬁ66t(¢)1, ¢3) s eﬁeCt(¢27 ¢4) (26)
com(my, Ts) (27)
By above, (15), (25) esac.

2. ASSIGN
By lemma 4.1.7 (ASSIGN Closed)

3. STORE
By lemma 4.1.4 (STORE Closed)

4. NEW
By lemma 4.1.9 (NEW Closed)

5. ASSUME
By lemma A.2.1 (ASSUME closed)

6. ASSERTT
By lemma A.2.2 (ASSERTT closed)

7. ASSERTF
By lemma A.2.3 (ASSERTF closed)

8. CALLV
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By case, (1), (2)

s1=call f(zy...2,) (28)
mkframe(é1, £,21 ... 2,),body £ > @3 (29)
mkframe(do, £,21 ... xy,), body £ > ¢4 (30)

By above and I.H. exists 73 5 such that

¢3 Ry G4 (31)
com(my,5) (32)
6ﬁ66t(¢1, ¢3) %WE, eﬁeCt(¢2a ¢)4) (33)
And by (3), (31)
try = try (34)

Part 2 - there exists an isomorphic execution
Here we show that given isomorphic initial states, there exists an isomorphic execution with the desired
properties. We must show this for both the abstract and concrete semantics of BL. In fact, only the rules

for procedure call differ between the two semantics.

Take arbitrary s, ¢1..3,tr1, 71,2, £ such that

D1, 5 5> b3 35
D1 Ry, G2 36

37
38

(35)
(36)
com(my, Ta) (37)
(38)

Y(a1,az) € ma: (a1 € ¢ = ay € oh)
To show exists ¢4, w3 such that
t
¢2, 5 N;% ¢4
¢3 %71'3 ¢4

com(ms, ma)

V(al,ag) € o (a1 S (bg <~ ay € ¢2)

Proceed by induction on the structure of the derivation of ¢1,s ~¢"* ¢3

By cases:

e TRANS
By case, (35), take s1, $2,tr3, tr5, ¢5 such that

S = 81;82 (39)
tTl = t’l"g . tT5 (40)
1,51 6 b (41)
5, 52 % b3 (42)
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By LH. (36), (37), (38), (41) exists, ¢g,trs, m4 such that

¢

B2, 51~ do
@5 Rr, G6
com(my, m2)

V(ahag) € My (a1 S (bg <~ ag € ¢g)

By L.H. (44), (45), (46), (42) exists, ¢4,tre, w3 such that

t
G652~ D4
$3 Rry P4
com(ms, m2)

Y(a1,a2) € ma: (a1 € pF <= ay € ¢l)
Take try such that
tro = try - tre

By above, definition 2.1.1 (Semantics of BL), (39), (43), (47)

B2, 5 %5 b
By (52), (48), (49), (50) esac.
¢ CONDT
By case, (35), take b, s, such that
P1FD

¢17 Sa "t’g? ¢3
By LH. (36), (37), (38), (54) exists, ¢4, 73 such that

?2, Sa ~e> P4
¢3 %71'3 ¢4
com(ms, m2)

V(al,aQ) € o (a1 € d)g < ag € QSZ)

By lemma 4.2.1 (Isomorphism is assertion preserving), (53), (36)

P2 ED

By above, definition 2.1.1 (Semantics of BL), (55), exists try such that

tra

¢27 S~ ¢4
By (56), (57), (58), (60), esac.
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CONDF
By case, (35), take b such that

(1 F D) (61)
¢1 = ¢3 (62)

By lemma 4.2.1 (Isomorphism is assertion preserving), (61), (36)

P2 ED (63)

By above, definition 2.1.1 (Semantics of BL), (55), exists tro
B2, 5 % b (64)

By (36), (37), (38), (64), (62) (take ¢4 = ¢po and 73 = 1) esac.

ASSIGN
By lemma 4.1.7 (ASSIGN Closed), lemma A.2.4 (Consistent with allocated subset)

STORE
By lemma 4.1.4 (STORE Closed), lemma A.2.4 (Consistent with allocated subset)

NEW
By lemma 4.1.9 (NEW Closed)

ASSUME
By lemma A.2.1 (ASSUME closed), lemma A.2.4 (Consistent with allocated subset)

ASSERTT
By lemma A.2.2 (ASSERTT closed), lemma A.2.4 (Consistent with allocated subset)

ASSERTF
By lemma A.2.3 (ASSERTF closed), lemma A.2.4 (Consistent with allocated subset)

CALLV

By case, (35), definition 2.1.1 (Semantics of BL), take 013, £, 21, such that

s=call f(z1,...,%,) (65)
o1 = [V(f,l) l—>¢1($1),...,V(f,ﬂ) l—)d)l(l‘n)] (66)
(7 - o1, 61), B(£) % (65 - 03, 0%) (67)

By definition 2.2.1 (Isomorphism), (36)
Vi m(¢1(2i) = 2 (w:) (68)
By definition 2.1.1 (Semantics of BL), (66)

dom(e) € dom(6[[65 ) (69)
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By definition 2.2.1 (Isomorphism), (36)
dom(¢7[|¢7[]) = dom(5[|3])) (70)
By (69), (70), (36) take o such that
o2 = [V(£,1) = ¢2(x1),...,V(£,n) = ¢2(x,)] (71)
By above
dom() C dom (63 |¢3])) (72)
By (69), (70), (36), lemma 4.1.6 (Isomorphism preserves expression)
T($1(21)) = da(@1) A oo A T(ma(wn)) = down) (73)
By above, definition 2.2.1 (Isomorphism), (36), (66), (70), (71)
(@7 - 01, 81) ~omy (65 - 02, %) (74)

By above, LH exists, (67), (74)

(05 - 02, 08), B(£) % (65 - 04, %) (75)
(¢g $ 03, d)g) R (¢Z 104, ¢Z> (76)
com(7s, T2) (77)
V(al,ag) € my: (a1 S (Z5§ <~ ag € d)Z) (78)
By lemma 2.4.7 (Isomorphism implies calling context isomorphism) take 73 such that
¢3 Roms ¢4 (79)
T3 g s (80)
By above, lemma 2.3.2 (Compatible with a smaller injection), (77), (80)
com(ms, ma) (81)
By definition 2.1.1 (Semantics of BL), (75) exists try such that
2,5 2 ¢u (82)

By (78), (79), (81), (82), esac.

e CALLA

By case, the above case CALLV, and lemma A.1.3 (A semantics overapproximate K semantics)

By above, exists ¢4, 73 such that

h2, 5 %5 b4 (83)

¢3 Rry P4 (84)

com(ms, m3) (85)

Y(a1,az) € ma: (a1 € ¢ <= ay € ) (86)

By part 1 and lemma A.1.3 (A semantics overapproximate K semantics). Executions ¢1,s ~5" ¢3 and

ba, s~ ¢, are isomorphic. |
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B.18 STORE Closed (lemma 4.1.4)

Recall from page 47
Lemma 4.1.4 (STORE Closed)

Vei 2, f: e1.f := ez is closed under isomorphism

Proof B.18.1

Part one - all such executions are isomorphic

Take arbitrary si,L,e12, f, p1—4,m1,tr1 2 such that

L#A (1)
s1=e1.f i =e (2)
b1, 51 1 b3 (3)
B2, 51 1 ba (4)
¢1 Ny d)? (5)
To show, there exists m3 5 such that:
¢3 %7r3 ¢4
effect(p1, d3) ~=x, effect(P2, Pa)
com(my,Ts)
By definition 2.1.1 (Semantics of BL), (2), (3)
o3 = (¢T7¢T[([[el]]¢1vf) = [[62]]¢1]) (6)
By definition 2.1.1 (Semantics of BL), (2), (4)
¢a = (65, 5[([e1] gz, £) = [e2]s]) (7)
By lemma 4.1.6 (Isomorphism preserves expression), (5), (3), (6)
m1([ei]s,) = [ex]g, (8)
m1([e2],) = [e2] e, (9)
Take 73 such that
3 = ﬂ-l\l/reach(qﬁgg) Uy (10)
By (6), (7)
¢7 = ¢3 (11)
¢3 = ¢F (12)
By above, (5)
[#5] = l#5] (13)
Vi: dom(¢3[i]) = dom (¢ [i]) (14)
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By above, definition 2.4.1 (Reachable addresses), (5), (10)

Vi,x € ¢3[i]: ¢3li] € m3 A m3(#51i)(x)) = 7 [i](x)

Take arbitrary a, g such that

a € T3
To show
m3(¢3(a, 9)) = ¢} (m3(a), g)
By cases

1.g=f N a=[eile
By case, (6)

3 (a,9) = [ea]ls,
By (9)
[e2lg, € m
By definition 2.4.1 (Reachable addresses), (6), case®
[e2]s, € reach(es)
By (10), (17), (18), above
le2]l¢, € 73
By above, (9), (16)
m3([e2]le,) = [e2]s.
Substitute, by above, (17)

m3(05(a, 9)) = [e2]s,

Oh([e1]ge9) = [e2ll,

ms([erly,) = [ea]lo,
Substitute by above, case
m3(a) = [e1]s,
Substitute by above, (23)
¢l (m3(a), 9) = [e2]4,

Substitute by above, (22)

¢2(7T3(a)7g) = W3(¢§L(avg))

February 27, 2017

111

(16)

(22)

(23)

(25)

(26)



112 Appendix B. Proofs

2. otherwise

By case, (6)
¢1(a, 9) = ¢5(a, 9) (28)
By above, (5), (10), (16)
3(¢5(a, 9)) = ¢% (m3(a), g) (29)
By (5), (10)
in(ms) (30)
By above, case, (8)
m3(a) # lers, V [ # 9 (31)
By above, (7)
¢3(m3(a), 9) = ¢} (m3(a), 9) (32)
Substitute by (29), (32)
m3(¢5(a, 9)) = ¢4 (m3(a), 9) (33)

%if a is in 73, then a € reach(¢3), so qbg(a,g) € reach(¢3), of course perhaps there is no such a
By (16)-(33)
Va € m3: m3(¢%(a, 9)) = ¢} (ms3(a), g) (34)

By lemma 4.1.5 (STORE reduces reach), (10)

reach(¢ps) = dom(ms) (35)
Proceed by contradiction
Assume exists w4 such that
¢3 Rmy P4 (36)
w4 C T3 (37)
By (5), (10)
in(ms) (38)
By above, (37)
dom(my) C dom(ms) (39)

By lemma 2.4.11 (Domain of isomorphism is reachable addresses), (36)

reach(¢s) = dom(my) (40)

By above (35), (39), contradiction
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By above

Pra: ¢z mp, da A T4 C T3

By (7)7 (13>7 (14)’ (15)7 (34)’ (41)

P3 Ry P4
By (6)
effect(¢1, ¢3) = [([erlg,, f) = [e2]s]
By (7)
effect(d2, ¢a) = [([er]g,, f) = [e2]s]
Take 75

s = [[eal s, = [erls,, [e2]s, = [e2]s.]
By (43), (44), (44)
effect(pr, d3) ~r; effect(d2, da)
By (5), (8), (9), (45)
com(my, ms5)
By (42), (46), (47)
Part two - there exists an isomorphic execution
Take arbitrary si, L, e1 2, f, $1-3, 71,2, tr1 such that

s1=e1.f i =e
$1, 51 i;&; ¢3
1 Ry P2
com(my, ma)
in(ms)

V(al,ag) € My (a1 S (bil <= ag € (ng)
To show, there exists ¢4, w3, tro such that:

t
P, e1.f = ez > Py
03 Ry P4
com(ma, T3)

V(a1,a2) € ma: (a1 € ¢§ = qy € (;52)
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By definition 2.1.1 (Semantics of BL), (48), (49)

o3 = (QST,QS?[([[elHd)l,f) = [[62]]¢1]) (54)

By lemma 4.1.6 (Isomorphism preserves expression), (50), (49), (54)

mi([ex]s,) = [ex]s. (55)
mi([e2lg,) = le2]s. (56)
By above, take ¢4 such that
1 = (85,65 [(Texlso, f) = [e2lsn)) (57)
By above, definition 2.1.1
b1, 51 1 b3 (58)
By above, part one, exists w3 such that
$3 Ry G4 (59)

By lemma 4.1.5 (STORE reduces reach), lemma 2.3.2 (Compatible with a smaller injection), (51), (59)

com(ma, T3) (60)

By lemma 4.1.5 (STORE reduces reach), (53)
V(a1,a9) € ma: (ay € ¢ < ay € ¢Y) (61)
By (58), (59), (60) (61) done [ ]

B.19 STORE reduces reach (lemma 4.1.5)

Recall from page 47
Lemma 4.1.5 (STORE reduces reach)

V13,612, f: d1,e1.f = ea = ¢p3 = reach(¢pz) C reach(¢p1)

Proof B.19.1
Take arbitrary ¢1 3, €12, f such that

P1,€1.9 := €3 — @3 (1)
By above, definition 2.1.1 (Semantics of BL)

¢3 = (67, o1 1([erlgr» 9) = [eal)) (2)

To show

reach(¢sz) C reach(¢r)
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Take arbitrary a such that
a € reach(¢s)
To show
a € reach(¢y)
By (3), lemma 2.4.4 (Path to reachable address), take i, z, f such that

5 (05 il(2), f)
acyclic(¢s, ¢5 [i](2), f)

a

By cases

1. HJTIME: ¢§(¢g[l](.’1)),ﬁ) = [[el]]¢'1 A ? = ﬁ *g- E
By induction on length fi, case, (2), (4), (5)

1 (87 [i)(2), f1) = [ex]e,

By lemma 2.4.3 (Expressions evaluate to reachable address), (2)

le2]s, € reach(ér)
By case, (2)

5 (931il(2), f1 - 9) = [e2],

By above, induction on length fs, case, (2), (4)

¢5 (le2llo,, f2) = a
By above, (5), (2)

o1 (le2llo, f2) = a
By above, lemma 2.4.3 (Expressions evaluate to reachable address), (7)

a € reach(¢1)

2. otherwise

By induction on length £, case, (2), (4)
1(@7[i)(2), f) = a
By above, lemma 2.4.5 (Paths are reachable)

a € reach(¢1)

By (11), (13) done.

B.20 Isomorphism preserves expression (lemma 4.1.6)

Recall from page 48
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Lemma 4.1.6 (Isomorphism preserves expression)

v¢1,237T,’U7€: ¢1 N ¢2 A v= [[e]]¢1 = 7T(’U) = [[6H¢2

Proof B.20.1

Take arbitrary ¢1 2,7, v, e; such that

¢1 a2 ¢2 (1)
v = [[elﬂm (2)

To show
7-‘-(U) - [[elﬂqﬁz
By induction on the definition of e;

1. 61:b

By case, (1), lemma 4.2.1 (Isomorphism is assertion preserving), definition 2.1.1 (Semantics of BL)
Helﬂfﬁl = Helﬂd’Q (3)

By cases

a) v =true

By case, definition 2.2.1 (Isomorphism), (1)
m(true) = true (4)
By case, above, (3)
7(v) = [e1] g, (5)

b) v = false
By case, definition 2.2.1 (Isomorphism), (1)

w(false) = false (6)
By case, above, (3)
m(v) = [ex]y, (7)

2.e1=2x

By case, (1), (2), definition 2.2.1 (Isomorphism)
m(¢1(2)) = ¢2(x) (8)

Substitute by above, case, (2),

7T(’U) = [[61]]¢2 (9)
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3. [ 62.f
By LH., definition 2.1.1 (Semantics of BL), (2), exists a such that

a= [[62H¢1
W(a) = [€2ﬂ¢2

By above, definition 2.1.1 (Semantics of BL), (2), case
le2-flo, = ' (le2ls, f)
By (11)
aem
By above, definition 2.2.1 (Isomorphism), (1)
(¢ (a, f)) = ¢5(n(a), f)
Substitute by above, (11)
(@1 (a, f)) = ¢4 ([e2] g, f)
Substitute by above, (10)
(¢} ([e2ls,, f)) = ¢5 (lealloa f)
Substitute by above, (12)
([e2-flo,) = 05 ([e2 s f)
By above, definition 2.1.1 (Semantics of BL), case
m(le2-flo,) = [e2-flos
Substitute by above, case, (2)
m(v) = [er]s,

4. ey =null
By definition 2.1.1 (Semantics of BL), case

[ei]ly, = null

[e1]lp, = null
By definition 2.2.1 (Isomorphism), (1)
m(null) =null
By (20), (21), (22)
m(v) = [ex] s,
By above case analysis

m(v) = [er],
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B.21 ASSIGN Closed (lemma 4.1.7)

Recall from page 48
Lemma 4.1.7 (ASSIGN Closed)

Vx,e: x := e is closed under isomorphism

Proof B.21.1

Part one - all relevant executions are isomorphic
Take arbitrary £, z, e, ¢1_4,m,tr1 2 such that

t
¢17$ = e"';}%(bS
t
¢27$ = 6‘\';39(]54
@1 Ry, G2

To show exists 73 5 such that

T3: 3 Ry P
effect(p1, ¢3) ~ny effect(P2, ds)

com(my,Ts)
By definition 2.1.1 (Semantics of BL), (1)
¢3 = (97 [z~ [e]a,], &)
By definition 2.1.1 (Semantics of BL), (2)
b1 = (95[z = [e]s), 82)
By (1), exists v1 such that
v1 = [e]g,
By above, (3), lemma 4.1.6 (Isomorphism preserves expression) exists vy such that
vy = [e]g, = mi(v1) = mi([e]s,)
By (4), lemma 2.4.3 (Expressions evaluate to reachable address)
lel, € reach(¢q)
Take 73

T3 = 71—1‘Lreach(<z>3) Uy,

By (4), (5)

Appendix B. Proofs
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By above, (3)

dom(¢3[|¢5]]) = dom (63 [|5]))

By above, (3), (4), (5)
65| = [#f]
Vit dom(5[i]) = dom(5[i])
Take arbitrary y,¢ such that
i< (65| Ay e dom(9i)
By above, (13), (14)
i < |67] A y € dom(e[i))

By cases

1. 1= |¢g| Ny==zx
By case, (4), (7), (5)

m1 (651 (y)) = 1 [il(y)
By above, definition 2.4.1 (Reachable addresses), (8), (9)
m3(651i(y)) = 3 il(y)

2. otherwise

By case, (4), (5), (15), (16)

By above, (3)
m (65 [i](y) = 65 [i](y)

By above, definition 2.4.1 (Reachable addresses), (9)

m3(5 [i](y) = 65 [i](y)

By above

Vi < |¢3| Ay € dom(d5i]) : ms(63[i)(y) = #7[i](y)

Take arbitrary a, f such that

a € dom(ms)
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By (4), (5)
¢ = ¢4
¢5 = ¢}
By (9), (24)
a € dom(my)
By above, (3)
T (61 (a, f)) = ¢ (m1(a), f)
By above, (25), (26)
m1(85(a, f)) = ¢l (mi(a), f)
By above
¢ (a, f) € dom(m)
By above, definition 2.4.1 (Reachable addresses), (9), (24)
¢5(a, f) € dom(ms)
By above, (9), (29)
m3(¢}(a, ) = ¢l (m1(a), f)
By above, (9), (24)
m3(¢}(a, ) = ¢l (m3(a), f)
By above

Va € dom(ms), f: m3(¢%(a, f)) = ¢li(a, f)
By lemma 2.4.11 (Domain of isomorphism is reachable addresses), (3)
dom(m1) = reachdr U dom(m,)
By above, lemma 4.1.8 (ASSIGN reduces reach), (1), (9)
dom(ms) = reachgs U dom(my)
Proceed by contradiction

Assume exists w4 such that

@3 R, G4

Ty C T3

Appendix B. Proofs

(27)

(29)
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By (3), (9)

in(ms)
By above, (38)

dom(my) C dom(ms)

By above, (49), (40), contradiction
By above
Bra: ¢3 oy $a A ma C
By (13), (14), (23), (34), (42).
$3 Ry Pa
By (4), (5)
effect(¢1, ¢3) = effect(¢2, ¢4) =0

By above, trivially

eﬁect((rbl, ¢3) ~p eﬁect(gb?, ¢4)

com(my, ()

By (43), (45), (46), done.

Part two - there exists an isomorphic execution
Take arbitrary £, z, e, ¢1_3, T 2,tr; such that

e
1 Rry D2
com(my,ma)

in(ms)

¢3 = (gb‘f[x = [[e]]dh]’qslll)

V(ahag) €y (a1 S (b}ll <~ ay € ¢3)

To show

t
Jpa, T3, ot o, T 1= € > dy A P3 Rmy b4 A com(m2,T3)

By (47), (48), exists v; such that
U1 = [[8]]¢1
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By above, lemma 4.1.6 (Isomorphism preserves expression) exists vo such that
vy = [e]p, = mi(v1) = mi([e]s,) (54)
By above take ¢4 such that
61 = (#5[z > [e]su], 1) (55)
By above, definition 2.1.1 (Semantics of BL)
2,1 1= € % u (56)
By above, (48), (47), part one, exists w3 such that
$3 Ry P4 (57)
By above, lemma 2.4.11 (Domain of isomorphism is reachable addresses)
T3 = Tidreach(gs) Y To (58)

By lemma 4.1.8 (ASSIGN reduces reach), (49), (58)

com(mo, T3) (59)
V(CLl,CLg) € o (a1 c ¢§ <<= ag € (,ZSZ) (60)
By (57), (59), (60), done. [ ]

B.22 ASSIGN reduces reach (lemma 4.1.8)

Recall from page 48
Lemma 4.1.8 (ASSIGN reduces reach)

Vo1 3,6,z 1,2 := e — ¢p3 = reach(¢s) C reach(¢p1)

Proof B.22.1
Take arbitrary ¢; 3, e,z such that

D1,T =€ = @3 (1)
By above, definition 2.1.1 (Semantics of BL)
¢3 = (¢7[z = [els,], o1) (2)
To show
reach(¢s) C reach(¢)
Take arbitrary a such that

a € reach(¢s) (3)
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To show
a € reach(¢y)
By (3), lemma 2.4.4 (Path to reachable address), take 4,y, f such that
¢5(851il(y). f) =a (4)
By cases

1l.x=y

By lemma 2.4.3 (Expressions evaluate to reachable address), (2)

[els, € reach(¢y) ()
By case, (2)

$3li)(z) = [els, (6)
By above, case, (2), (4)

¢5([elo,. J) = a (7
By above, (2)

1 ([elo,. f) = a (8)

By above, lemma 2.4.3 (Expressions evaluate to reachable address), (5)

a € reach(¢1) 9)

2. otherwise

By case, (2), (4)
1 (¢7[i)(2), f) = a (10)
By above, lemma 2.4.5 (Paths are reachable)

a € reach(¢1) (11)

By (9), (11) done. [ |

B.23 NEW Closed (lemma 4.1.9)

Recall from page 48
Lemma 4.1.9 (NEW Closed)

Va: x:= new() is closed under isomorphism
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[

Proof B.23.1

Part one — all relevant executions are isomorphic

Take arbitrary L, x, ¢1_4, 1,1t 2 such that

¢1,x := new() i’{;» o3

2,2 := new() > ds

D1 Rn, P2

To show exists 73 5 such that

T3 O3 R, G4
effect(p1, ¢3) ~ny effect(Pz, ds)

com(my,Ts)
By definition 2.1.1 (Semantics of BL), (1), take a1 such that

ar ¢ dom(qﬂ‘)
a1 #null

b3 = (¢7[x + a1],alloc(ef, ar))

By definition 2.1.1 (Semantics of BL), (2), take as such that

as ¢ dom(¢§)
as # null

¢4 = (95 [z — as],alloc(h, az))
Take 73
T3 = M1l reach(g5) Y T U {a1 — az}
By (3)
in(m)
By lemma 2.4.11 (Domain of isomorphism is reachable addresses), (3)

dom(my) = reach(¢1) U dom(m,)

Appendix B. Proofs

(12)

By lemma 4.3.1 (Isomorphism is an equivalence relation) (symmetry), lemma 2.4.11 (Domain of isomor-

phism is reachable addresses), (3)
rng(m) = reach(¢pz) U dom(my)
By definition 2.4.1 (Reachable addresses), (4), (7), (12), (13)

ay ¢ dom(my)

as ¢ rng(my)
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By above, (10), (11)
in(7r3)
By (6), (9)

dom((bg[‘(ﬁg“) = dOm((bi}H(ﬁH) U {z}
dom(67[|67]]) = dom(¢5 |65 []) U {a}
By above, (3)

dom(¢3[|45]1) = dom(45[|45]])
By above, (3), (6), (9)

63| = [#f]
Vi: dom(¢2[i]) = dom(¢2[))
Take arbitrary y, i such that
i < [65] A y e dom(e5i])
By above, (20), (21)
i <[6] Ay e dom(][i])
By cases

1. i= ’zzﬁg’ ANy==x
By case, (6), (9), (10), (16)

m3(¢51il(y)) = o5 [i] ()

2. otherwise

By case, (6), (9), (22), (23)

By above, (3)
m1 (65 [i](y) = o5 [i](y)
By definition 2.4.1 (Reachable addresses), (10), (16)

m3(¢51il(y) = 51l (y)

By above

Vi < [¢5] Ay € dom(g51i)): ma(851il(y) = #F[i](y)
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Take arbitrary a, f such that

1.

a € dom(ms)

a = a

By case, (10), (16), (30)
m3(a) = as
By case, above, (6), (9)

oh(a, f) = null
o (m3(a), f) = null

By (10), (16)
m3(null) = null
By above, (16), (32), (33)
m3(¢5 (a, £)) = ¢} (w3(a), f)

a # ay
By case, (10), (16), (30)

By case, (10), (30)

By above, (6), (9), (12), (36)

h
5
¢ (mi(a), f) = ¢l (m3(a), f)
By case, (36), (37), (3)
™1 (61 (a, f)) = ¢5(mi(a), f)
By above, (39), (40)
™1 (85 (a, f)) = ¢l (m3(a), f)
By above
¢ (a, f) € dom(m)
By above, definition 2.4.1 (Reachable addresses), (10), (30)
5 (a, f) € dom(ms)
By above, (10), (42), case

m3(05(a, f)) = ¢ (m3(a), f)

Appendix B. Proofs
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By above
Va € dom(ms), f : m3(¢5(a, f)) = ¢4 (a, f) (46)
By definition 2.4.1 (Reachable addresses), (6)
ay € reach(¢3z) (47)
By lemma 2.4.11 (Domain of isomorphism is reachable addresses), (3)
dom(my) = reach(¢1) U dom(m,) (48)

By above, lemma 4.1.10 (NEW doesn’t synthesise existing addresses), (1), (10), (47)

dom(m3) = reach(¢s) U dom(m,) (49)
Proceed by contradiction
Assume exists w4 such that
¢3 Ry P4 (50)
74 C 3 (51)
By above, (51)
dom(my) C dom(ms) (52)

By lemma 2.4.11 (Domain of isomorphism is reachable addresses), (50)

reach(¢s) = dom(my) U dom(m,) (53)

By above, (16), (52), contradiction

By above
Pra: ¢3 mp, da A T4 C T3 (54)
By (16), (20), (21), (29), (46), (54)
¢3 R Pa (55)
By (6), (9)
effect(p1, ¢3) = {(a1, f,null) | f € Fid} (56)
effect(da, a) = {(az, f,null)| f € Fid} (57)
Take 75
m5 = [a1 + ag,null > null] (58)
By above, (56), (56), (58)
effect(¢r, ¢s) ~x, effect(¢2, ¢a) (59)
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By (4), (7), (3)
com(my, ) (60)
By (55), (59), (60), done.

Part two — isomorphic execution exists

Take arbitrary L, x, ¢1_3, 71 2,tr; such that

¢1, 2 := new() UL b (61)
P1 =y P2 (62)
com(my,m3) (63)
in(ma) (64)
(V(a1,a2) € mo: (a1 € ¢F == ay € #1)) (65)
To show exists ¢4, w3, try such that
G2, 1 =€ 5
¢3 %7‘.3 ¢4
com(ma, T3)
(V(al,ag) SO (a1 S (bg <~ ag € ¢Z))
By definition 2.1.1 (Semantics of BL), (61), take a; such that
ay ¢ dom(¢y) (66)
a; # null (67)
¢s = (¢7[x — a1], alloc(4l, a1)) (68)

To show exists as such that

ag ¢ dom(¢h)
ao ;ﬁnull
a] € To — Q9 = 7'(‘2((11)

a1 ¢ Ty = as ¢ rg(ma)

By cases

1. a1 € my

Because Addr is infinite and enumerable, by case, (65), there exists some address as such

that
az ¢ dom(¢5) (69)
az # null (70)
as = ma(a) (71)
2. ay ¢ m
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Because Addr is infinite and enumerable there exists some address as such that

as ¢ dom(ph) U rng(my) (72)
as #null (73)

By above take as such that

az ¢ dom(¢}) (74)
as #null (75)
a1 € g = ag = ma(ay) (76)
ay ¢ my = as ¢ rng(ms) (77)
Take ¢4 such that
¢1 = (05 [z = az],alloc(dh, as)) (78)
By above, definition 2.1.1 (Semantics of BL), (74), (75), take tro such that
2,1 1= % u (79)
By part one, (61), (79), exists w3 such that
¢3 Ry P4 (80)
T3 = Tidreach(gs) Y Mo U{a1 — az} (81)
By cases
1. a1 € my
By case, (76)
as = mo(ay) (82)
By lemma 2.3.2 (Compatible with a smaller injection), (63), (81)
com(ms \ (a1,a2),7m2) (83)
By lemma 2.3.3 (Can add compatible element to injection), above, case, (82)
com(ms, T2) (84)
2. a1 ¢ my
By case (77)
az & rng(ms) (85)
By lemma 2.3.2 (Compatible with a smaller injection), (63), (81)
com(ms \ (a1,a2),7m2) (86)
By above, case, (85), lemma 2.3.4 (Can add disjoint element to injection)
com(ms, m2) (87)
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By above

com(ma, T3) (88)

Take arbitrary (as,as) such that

(a3, as) € mo (89)

To show:

a3 € g5 <= as € ¢}

Without loss of generality, show a3 € ¢h = a4 € ¢l

Assume
h
By above, (68)
a3 € QY V az = a; (91)
By cases
1. az = aq
By (89), (88), (81)
a4 = ag (92)

By above, lemma 2.4.11 (Domain of isomorphism is reachable addresses), (80)

as € ¢} (93)
2. az € ¢
By case, (65)
as € ¢ (94)
By above, (78)
as € ¢l (95)
By above, (90)
az € o = ag € ol (96)
By symmetric argument
as € ¢ — az € ¢} (97)
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By above
V(ahag) € o (a1 S (bgb <<= ag € ¢Z) (98)

By (80), (88), (98), done. [ |

B.24 NEW doesn’t synthesise existing addresses (lemma 4.1.10)

Recall from page 49
Lemma 4.1.10 (NEW doesn’t synthesise existing addresses)

V(bl’g,l',al
¢1,T = new — ¢z A

= reach(¢s) C reach(pr) U{a,null}

Proof B.24.1
Take arbitrary ¢1 3, x,a; such that

@1,% := new < ¢3 (1)

¢3 = (¢7[z = a1],alloc(¢],a1)) (2)
To show
reach(¢s) C reach(¢1) U{a1,null}
Take arbitrary as such that
as € reach(¢s) (3)
To show
ag € reach(¢1) U {a1,null}

By lemma 2.4.4 (Path to reachable address), (3), take arbitrary 4,y, f such that

O3 (B51(y), F) = az (4)

acyclic((bg, ¢g [Z] (y)7 ?) (5)

By cases
1. i:’¢g’ Ny=uzx
By cases
a) ’ﬂ =0
By case, (2), (4)

$5(831)(y), ) = ¢s(2) = a1 = az (6)

By definition 2.4.1 (Reachable addresses), above

as € {al,null} (7)
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b) otherwise
By case, (2), (4)
¢5(631i](y), f) = null = ap (8)
By above
as € {a;,null} 9)
2. otherwise
By case, (2)
#31il(y) = o7l (y) (10)
By induction on f, definition 2.1.1 (Semantics of BL) (def. alloc), above, (2)
vg: g < f = o (@7il(y).9) = 65(65il(»). 9) (11)
By above, case, (4)
01 ($7[i)(y), ) = az (12)
By above, lemma 2.4.5 (Paths are reachable)
as € reach(¢q) (13)
By above
ay € reach(¢1) U {a1,null} (14)
|
B.25 Isomorphism is assertion preserving (lemma 4.2.1)
Recall from page 49
Lemma 4.2.1 (Isomorphism is assertion preserving)
Vo1, ¢2,b: d1 7 2 = (91 Fb < ¢2Fb)
Proof B.25.1
Take arbitrary ¢1, ¢2,m, b, such that
1 R P2 (1)

Proceed by induction on the structure of b.

e Bases cases:

1. b=x=y
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a) ¢1(x) = ¢1(y)
By definition 2.2.1 (Isomorphism):

Hence ¢2(z) = ¢2(y)

b) =(¢1(x) = ¢1(y))
By definition 2.2.1 (Isomorphism)

Hence —(¢2(x) = ¢2(y))
2. b=x

a) ¢1(x) =true
By definition 2.2.1 (Isomorphism)

m(¢1(2)) = ¢2(x)

m(true) = true

Hence ¢2(z) = true
b) ¢1(z) = false
By definition 2.2.1 (Isomorphism)

m(¢1(7)) = pa(x)

m(false) = false

Hence ¢o(z) = false
e Inductive cases.

1. b=1¥d
LH. ¢1 EbV < ¢ FV
To show: ¢1 E'V <= ¢ E!V
By LLH. and by def. !
2. b="0bss&bd”
LH. (p1 EV <= ¢ F V) A (1 EY <= ¢ EY)
By LLH. and by def. &&

B.26 Isomorphism is an equivalence relation (lemma 4.3.1)

Recall from page 49
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Lemma 4.3.1 (Isomorphism is an equivalence relation)

It is transitive
V1.3, 1,20 91 Ry G2 N P2 Ry, @3 = Q1 Npyq, 3
It is reflexive
Vo: ¢ =iq ¢
It is symmetric

V12,7 ¢p1 Ry P2 = P2 g1 @1

Proof B.26.1
We write a € m to mean that a is in the domain of . Now we prove that = is an equivalence in three

parts, first we prove reflexivity, then symmetry, and then finally transitivity.

Reflexivity
To Show:
Vo, h: Am: (6,h) =, (G,h)

Consider arbitrary ¢, h and taking 7 to be the identity function restricted to the reachable addresses of ¢:

T = i} reach(g) U T (1)
By def. cardinality
5| = |5 (2)
By dom is a function
Vi:1l<i<|o] = dom(5;) = dom(G;) (3)
By dom is a function, and (1)
Vi < |6|: Vz € dom(5): w(a[i](x)) = oi](x) (4)
By (1)
in() (5)
To show:

Va € dom(r), f : w(h(a, f)) = h((a, f))
Consider arbitrary a, f such that

a € dom(r) (6)
By above, (1) and definition 2.4.1 (Reachable addresses)
¢"(a, f) € dom(m) (7)
By above and (1)
h(a, f) = n(h(a, f)) = h(n(a), f) (8)

To show 7 is the smallest such relation. Proceed by contradiction.
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Assume I7’ such that
m Ccm
(&7 h) a2 (57 h)
By (1)

dom(w) = reach(d,h) U dom(m,)

By lemma 2.4.11 (Domain of isomorphism is reachable addresses) and (10)
dom(r') = reach(,h) U dom(m,)
By lemma 2.4.2 (reach is a function), (9), (11), (12), contradiction
By above
7 is the smallest such relation

By (2), (3), (4), (5), (8), and (13), done.

Symmetry

To show:
V12,7 ¢1 Ry 2 = P2 Rp-1 @1

Consider arbitrary ¢; 2,7 such that

¢1 iz ¢2
To show:
¢2 Rp-t ¢1
By (14) and symmetry =:
|#3] = |47

Vi : dom(#3[i]) = dom (% [i])

By (14) (in())

To show:

Take i, x,a; such that

By (15), (16) there exists as such that
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By (14), (18), (19)
(ag,a1) €7

By above and definition 7!

By above and (19)

To show:

Vay € 770, fr 77 (3 (ar, £)) = ¢ (7 (a), f)
Take arbitrary ay, f such that
ap et
By above, (17) exists ay
(a1,a2) € 71
(a2,a1) €
By (25), (14)
(¢} (az, f)) = ¢3(n(az), f)
By above
1 (az, ), d5(m(az), f) €7
By above and (17)
@5 (n(az), f), ¢1 (az, f) € 77"
By above and (24), (25) (subst 7~ 1(ay) for as and a; for 7(as))
¢5(ar, £, @1 (n Har), f) € n

To show 7~ ! is the smallest such relation. Proceed by contradiction.

Assume exists mo such that

P2 Rom, 1

mo C 71

By lemma 2.4.11 (Domain of isomorphism is reachable addresses) and (30)

dom(ma) = reach(¢2) U dom(m,)

Appendix B. Proofs

(21)

(23)

(28)

(29)

(32)
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By lemma 2.4.11 (Domain of isomorphism is reachable addresses) and (14)

dom(m™1) = reach(¢o) U dom(m,)

By (17), (31), (32), (33) and lemma 2.4.2 (reach is a function)

dom(me) C dom(r™1)

By (32), (33), (34), contradiction.
By above
fra: ma C ot A b mr, 1

By above and (15), (16), (17), (22), (29) done.

Transitivity

To show:

Vor.3: (3mi: o1 =gy d2) A (Ime: G2 R, P3,h3) = IMz: P Ry O3

Take arbitrary ¢;.. 3.7 2 such that
@1 Ry, G2
@2 R, 3

To show:
Ams: @1 =g, @3

By def. ~ and above

67| = 5] = 5]
Vi: dom(¢7[i]) = dom(¢3[i]) = dom(¢5[i])
in(m)
in(ms)

By symmetry ~, lemma 2.4.2 (reach is a function) and (36), (37)

rng(mi) = reach(¢z)
dom(ma) = reach(gs)

By above, lemma 2.5.2 (Composition of injections is an injection), and (40), (41)

dmwg: w3 = w1 0 Moy
in(my o)

m3(null) = null A ms(true) =true A m3(false) = false
By (44) take 73 such that
T3 — T O T2

To show

(Vi,z,a: a=¢{li|(z) = m3(a) = ¢5[i](2)))
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To show

By above and (47)

To show

To show

By (36), (54)

By (37), (55)

Take i, x,a such that

By (36), (37), (39), (48)

By substitution in the above

m3(67 [i](x))) = ¢3[i](x)

(Va € 73, f: m3(8% (a, £)) = ¢k (m3(a), f))

Take arbitrary aq, f such that

a1 € 73

m3(64 (a1, f)) = ¢ (m3(a1), f)

By (47), (53) take aq, as such that

71'1(&1) = az
’/TQ((IQ) = as
m3(a1) = as

m (6} (a1, £)) = ¢4 (mi(ar), f)

ma($h (a2, £)) = ¢ (m2(az), f)

By above and (54), (55), (56) (subst 71 (a1) for as, and m3(ay) for ma(az))

mo (¢ (m1(ar), f)) = @5 (ms(ar), f)

Appendix B. Proofs

(48)

(59)
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Substituting (57) into above
mo(m1(91 (ar, f)) = ¢5 (m3(ar), f) (60)

By above and (47)

m3(64 (a1, f)) = ¢ (m3(a1), f) (61)

To show 73 is smallest. Proceed by contradiction

Assume exists w4 such that

ey C T3 (62)
¢1 %m; ¢3 (63)

By lemma 2.4.11 (Domain of isomorphism is reachable addresses)
dom(my) = reach(¢1) U dom(m,) (64)
By (47), (36), lemma 2.4.11 (Domain of isomorphism is reachable addresses)

dom(ms) = reach(¢1) U dom(m,) (65)

By (45), (62)

dom(¢3) C dom(()¢pa) (66)

By (64), (65), (66) contradiction
By above
Pry: my C w3 A d1 R, b3 (67)

By above and (38), (39), (45), (52), (61), done. ]

B.27 Replace equivalent calls (lemma 5.1.1)

Recall from page 52

Lemma 5.1.1 (Replace equivalent calls)

Given a mapping between procedure names & :

V(fy,fa) €E: (V(£f3,14) €EE: 38 f4 N mir(fs, f4)) = £1 X fHy
Proof B.27.1

Auxiliary lemma one - whenever a statement is executed to completion under both semantics, if the
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initial stores are isomorphic then the final stores will also be isomorphic.
V(fg, f4) e 38 f4 A mtR(fg, f4)
=

(V81,¢1‘..42 1,51 v @3 N Pa,reng(s1) v da N G1 = P = P3 = P )

Note that body is not a statement, and cannot appear in the program text.

Assume

V(fs, £4) €E: £3 R £4 (1)
V(fg, f4) eé&: mt'R<f37 f4) (2)

By induction over the size of the derivation of the execution. Take arbitrary si, ¢1.. 4 such that

b1, 51 % B3 3)
2, Teng (s1) w2 G4 (4)
P1 = Go (5)
To show
$3 = ¢4
By cases

e 51 =call fg(z1...xy) A 3f4: (£3,£4) €E

By definition

reng(s1) = call £4(x1...2p) (6)
By (3) exists ¢g, 11
P9 = mkframe(é1, £3,21 ... Tp) (7)
¢9,body f3 %2 d11 (8)
¢3 = (67, 011) = ofF" 9)
By (4) exists ¢5107 ¢12
¢10 = mkframe(dz, £4,21 ... 2n) (10)
$10,body f4 4 P12 (11)
b3 = (63, 015) = O75 (12)
By definition and (5), (7), (10)
P9 = P10 (13)
By (2), (11), exists ¢14 such that
$10,body £3 % P14 (14)
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By above, (11), (1)

P12 = P14 (15)
By (14), rule BODA
p10, rene (B(£3)) - P14 (16)
By (8)
b9, B(£3) v P11 (17)
By IH, (8), (13), (16)
P11 = P14 (18)

By lemma 4.3.1 (Isomorphism is an equivalence relation), (15), (18)
P11 = P12 (19)
By lemma 2.4.7 (Isomorphism implies calling context isomorphism), (9), (12), (19)
$3 = ¢4 (20)
e 51 =call f3($1 . a:n) AN £f4: (fg, f4) e&
By application of TH
® S1 = S3;54
By application of TH twice
o 51 =1f(b){s2}
By application of TH

e otherwise

The V semantics and A semantics are identical for all other cases. And reng(s1) = s1. So these

cases follow directly from lemma 4.1.3 (BL closed under isomorphism).

By above, done.

Auxiliary lemma two Whenever there is a terminating execution from an initial store under the V
semantics, there is a terminating execution from every isomorphic initial store under the R semantics
To simplify the proof, we assume that all procedure pairs in £ have the same parameter names. In practice

it is straightforward to rename the procedure parameters to ensure this is the case.

V(fg, f4) €& 384 N mtn(f:’), f4>

=

(V¢1...33 D1~ P2 AN P1,81 > 3 = Joa: @2, reng(s1) w0 P4 )
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Assume

V(fg, f4) ef: 38 £, (21)
V(fg, f4) eé&: mt']g(f?” f4> (22)

By induction over the derivation of the execution. Take arbitrary si, ¢1.. 3 such that

1~ P2 (23)
¢1,81 w> @3 (24)
To show
Jpa: b2, rene(s1) v Pa
By cases

e 51 =call fg(z1...xy) A 3f4: (£3,£4) €E

By definition and case

reng(s1) = call £4(x1...2,) (25)

To show

st P2, call £4(x1...20) 20 P4

By calculation:

(Eld)4 D g, call f4(xy...xp) we gz54>
By definition 2.1.1 (Semantics of BL)
— (3¢4 . mkframe(¢a, £4,21 ... Tp), body £4 % ¢4)
By (22)
— (3¢4: mkframe(ds, £4,21 ... Tp), body £3 w2 ¢4)
By definition 2.1.1 (Semantics of BL)
Ay : (mkframe(po, £4,21 ... 2y), ) € con(fs) A

mkframe(pa, £4, 21 ... 2Ty), reng (B(£3)) 2 ¢4

To show
Apy : (mkframe(po, £4,71 ... 3,), ) € con(f3) A

mkframe(pa, £4,21 ... 2Tp), reng (B(£3)) “2 ¢4
By definition mkframe, (23) and that the procedures have the same parameter names:

mkframe(¢p1, £3,21 ... Tp) = mkframe(do, 4,271 ... Ty) (26)
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By (24), case, definition 2.1.1 (Semantics of BL) (CALLV)

mkframe(p1, £3,21 ... %), ) € con(£3) (27)

mkframe(¢r, £3,21 ... 2,), B(£3) % ¢3 (28)

By (26), (27), and that definition 2.1.1 (Semantics of BL) requires contracts do not distinguish

between isomorphic stores

(mkframe(pa, £4,21 ... 2y), ) € con(£3) (29)

By IH. (26), (28), exists ¢4 such that
mkframe(da, £4,21 ... 2y), reng(B(£3)) 2 b4
o sy =call f3(x1...2,) A Bfy: (£3,£4) EE
By application of TH

® 51 =53;54
By application of TH twice

o 51 = 1f(b){s2}
By application of TH

e otherwise

The V semantics and R semantics are identical for all other cases. And reng(s1) = s1. So these

cases follow directly from lemma 4.1.3 (BL closed under isomorphism).

Done.

Now prove main lemma
Take arbitrary f1, fo such that

(f1,£2) €& (30)
V(fg, f4) c&: f38 £y (31)
To show
£1 X £
Take ¢1. 4 such that
1~ @2 (32)
¢1,body f1 || ¢2,bo0dy f2 w2 @3 || ¢4 (33)

To show
¢ ¢
65 ~ g5
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By (33)

By above and definition 2.1.1

¢1,body f1 %> ¢3

o
¢2,body f2 % ¢y

(¢1,_) € Con(f3)
¢1, B(£1) v ¢3
(¢2, _) € Con(£y)
b2, B(£2) + b4

By above, (30), (31), and auxiliary lemma two exists ¢s5 6

¢1, reng (B(£1)) 0 ¢s
P2, reng (B(£2)) -2 do

By above, (30), (31), auxiliary lemma one, (32)

By (36), (38), (40), (41)

By above, (30), (31)

By (42), (43), (46), lemma 4.3.1 (Isomorphism is an equivalence relation)

Done.

B.28 Discard non equal isomorphisms (lemma 5.2.1)

Recall from page 54

¢3 = P5
P4~ P

d)labOdy f1 v ¢5

¢27b0dy fo v ¢6

o5 = g

3 = @y

Lemma 5.2.1 (Discard non equal isomorphisms)

Proof B.28.1
Take arbitrary £ such that

VfLQZ fl@fQ — fléfg

f1 & fa

Appendix B. Proofs

(1)
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To show

Take arbitrary ¢1...4,tr1 2,7 such that

D1 Rn, G2

¢1,00dy £1 || ¢a,body £ ~etss b3 || b
To show
65 ~ 65
By definition 2.1.1 (Semantics of BL), (3)

t
$1,body £1 w> ¢3

t
$2,body £ x> ¢y

By above and lemma A.1.2 (K semantics overapproximate R semantics)

t
¢1,body £1 6> ¢3

$2,b0dy 2 %> by

By definition 3.4.1 (Selected isomorphic points), take o such that*
misos(try, try) = ma

By (8), (2) and definition 3.4.1 (Selected isomorphic points)

com(my, m3)

V(ahag) € o (a1 S QS';L << ag € ¢£L)

By above, lemma 4.1.3 (BL closed under isomorphism), (6) there exists ¢5 such that

t
$2,body £1 9 5

try Rg, tr3
By (8) take P such that
P = mpts(try, try)
To show

V(i 5, X,Y) € P: tryfi] Ny" tra[j]

Take arbitrary (¢,7, X,Y) € P

4note that misos(tri,tra) is always defined, although it may give the empty set
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By (8) exists w3 such that

tr[i] AN traly]

w3 C o

By (12) exists m4 such that

tr[i] &N trs[j]

com(my, m2)

By above and definition 3.4.1 (Selected isomorphic points)

Ty C o

dom(ms) = dom(ms)

By above and (15), (18)

T4 — T3

trslj] %f;f tro[i) R5Y tro[j]

~

tralj] Ry tra[j]

By above and definition 3.4.1 (Selected isomorphic points)
misos(trs,tra) C id

By (7), (11), (23), and COMK

t’!‘3 7tT2

¢17b0dy i} || ¢27b0dy fo e ¢5 || ¢4

By above, (1)

d)gtz ~ (bitz

By (12), lemma 4.3.1 (Isomorphism is an equivalence relation)

¢§tz ~ ¢gtm

By (25), (26), lemma 4.3.1 (Isomorphism is an equivalence relation)

d)gtz ~ (bztm

Done.

By above, transitivity lemma 4.3.1 (Isomorphism is an equivalence relation)

Appendix B. Proofs

(19)

By above, (14), (16), and symmetry lemma 4.3.1 (Isomorphism is an equivalence relation)

(21)
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B.29 Modular procedure equivalence (lemma 5.3.1)

Recall from page 54

Lemma 5.3.1 (Modular procedure equivalence)

Given a partial mapping between procedure names &,

Vfl,gt fl&fg — flgfg

Proof B.29.1
Take £1,2 such that

f1 & fa
To show

f1 8 £
Take arbitrary ¢q.. 4,tr; 2 such that

1 = @2

try,t
¢1,body £1 || ¢2,body £ s 3 || P4
misos(try, try) C id
To show
05 ~ 95

By (3)

t
¢1,body £1 > ¢3

3
¢2,body f2 > ¢4

By above, lemma A.1.3 (A semantics overapproximate X semantics)

o
¢1,body £1 > ¢3

$2,b0dy f2 % b4
In order to be able to apply COMA on the above, we need to show:

U(trl, t’l’g)

Take arbitrary my, £, ¢5.. s such that

(call f(x1...2p), 05, 07) € try

(call f(yl e yn)7 ¢67 ¢8) € t’l"2
¢5 %j:rrl.ufn}g{ylu-yn} ¢6
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To show
Ime: com(my, ma) A effect(ps, d7) ~r, effect(de, Ps)
By (5)7 (6)3 (9)7 (10)7 exists ¢g..12 such that
b9, B(£) > o1 (12)
b10, B(£) 2 d12 (13)
P9 Rry P10 (14)
o5 = b5 (15)
¢ = (16)
o7 = o1 (17)
¢ = ol (18)
By (15), (16), (17), (18)
effect(¢s, d7) = effect(gg, h11) (19)
effect(ds, ¢s) = effect(d10, P12) (20)
By lemma 4.1.3 (BL closed under isomorphism), definition 4.1.1 (Isomorphic Executions), and
(12), (13) exists m such that
com(my,m2) A effect(pg, p11) ~x, effect(Pio, P12) (21)
By above, (19), (20)
effect(¢s, d7) ~r, effect(¢s, ¢s) (22)
By above
U(trl, trz) (23)
By (4), (7), (8), (23) and COMA
¢1,00dy £1 || g2, b0dy £2 4% g || da (24)
By above, (1)
¢5' ~ o (25)
]

B.30 Sequential R semantics overapproximate K semantics (lemma A.1.1)

Recall from page 81
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Lemma A.1.1 (Sequential R semantics overapproximate X semantics)

tr tr
Vs1, ¢1,3, 110 @1, 81 ~e> 3 => P1, 51 ~n> O3

Proof B.30.1
By induction. Since || is not a statement and cannot appear in the program text, and since all other rules

of the R semantics and K semantics are identical.
[ |

B.31 K semantics overapproximate R semantics (lemma A.1.2)

Recall from page 81

Lemma A.1.2 (K semantics overapproximate R semantics)

tr tr
Vs1, ¢1,3,r1 0 @1, 81~ 3 => P1, 81 ~x> O3

Proof B.31.1
By induction. Since || is not a statement and cannot appear in the program text, and since all other rules

of the R semantics and K semantics are identical.
[ |

B.32 A semantics overapproximate K semantics (lemma A.1.3)

Recall from page 81

Lemma A.1.3 (A semantics overapproximate K semantics)

it it
Vs1, 13,171 1,81 > d3 => $1,81 ~a> P3

Proof B.32.1

By induction on the derivation of an execution. Since || is not a statement and cannot appear in the
program text, and since all other rules of the K semantics and A semantics are identical apart from call.
Proof for call follows.

Take arbitrary ¢1, s1,tr1, ¢3 such that

¢1781 “1272}9¢3 (1)
s1=call £(x1...2p) (2)

In order to apply CALLA, need to show there exists ¢o, 0, ho such that

dom(hy) D dom(¢t) ¢2 = (¢ - 0, ha)
(mkframe(pr, £,21 ... 2y), d2) € Con(f)

b3 = 95
By case, CALLV, exists ¢4 such that
(mkframe(¢p1, £,21...2p), da) € Con(£) (3)
¢3 = ¢5'° (4)
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Take

G2 = P4 (5)

There are no instructions in K semantics that reduce the size of the heap (lemma 2.4.8), so by above and

induction on the derivation of (1)

dom(hy) 2 dom(¢}) (6)

By (3), (5)
mkframe(¢1, £,21 ... %), ¢4) € Con(£) (7)

By (4), (5)
b3 = 5" (8)

By (6), (6), (6) and CALLA

$1, 51 5 b3 9)
|

B.33 ASSUME closed (lemma A.2.1)

Recall from page 81
Lemma A.2.1 (ASSUME closed)

VL,b,¢p1-3,m1,2,tr1:

@1, assume bigegbg N 1 g, P2 A com(my,ma) A in(ma)

=

Apy, T3, tr2: G, assume b1 ¢y A b3 Ry 04 N com(ma, m3)

Proof B.33.1
Take arbitrary L, b, ¢1_3,m1,2,tr1 such that

¢1,assume bi;?l%qbs (1)
1 Ry P2 (2)
com(my, m3) (3)
in(ma) (4)
To show
Ia, s, tro ¢ o, assume b ¢y A b3 R, b4 A com(ma, m3)

By definition 2.1.1, (1)
b1 = ¢3 (5)
P1ED (6)
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By lemma 4.2.1, eq. (2), eq. (6)
¢2 F b (7)
By above, take tro = (assume b, ¢, ¢2) such that

@2, assume bNt;g»qbg (8)

Taking ¢4 = ¢2 and 73 = 71, by (2), (3), (8)

@2, assume b%m (9)
$3 Ry P4 (10)
com(ms, ma) (11)

|

B.34 ASSERTT closed (lemma A.2.2)

Recall from page 82
Lemma A.2.2 (ASSERTT closed)

VL,b,¢1-3,m1,2,tr1
try

D1 FEb N ¢1,assert b~e> 3 A 1 Ry, do A com(my,m2) N in(ms)

—

J¢4, w3, tra: (o, assert b%@%@ N @3 Ry G4 N com(ma, T3)

Proof B.34.1
Take arbitrary L, b, ¢1_3, 71 2,1t such that

p1FD (1)
¢1,assert b-lpb g3 (2)
b1 Ny, P2 (3)
com(my, ma) (4)
in(ma) (5)
To show
dy, w3, tra: ¢o,assert b~t£~29 Pa N 3 R, Gg N com(ma, T3)
By definition 2.1.1, (2), (1)
o1 =3 (6)
By lemma 4.2.1, eq. (3), eq. (1)
P2 F b (7)
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By above, take tro = (assert b, ¢, ¢2) such that

¢2,assert bj;ged)g
Taking ¢4 = ¢2 and w3 = 71, by (3), (4), (8)
¢o,assert bNt;g»qbzl

¢3 %71'3 ¢4

com(ms, ma)

B.35 ASSERTF closed (lemma A.2.3)

Recall from page 82
Lemma A.2.3 (ASSERTF closed)

VL,b, 13,712,771
(¢ Eb) N ¢1,assert blgeqio, A @1 Rg, P2 N com(my,ma) A in(ms)

=

¢
Jpa, 73, tr: o, assert b ¢y A ¢3 Rpy ¢4 A com(ma, m3)

Proof B.35.1
Take arbitrary L, b, ¢1_3,m1,2,tr1 such that

(¢ Fb)
¢1,assert b4 ¢
1 Ry, P2
com(my,a)
in(ms)
To show
34, T3, tra: ¢o,assert by by A ¢3 Nny, s A com(ms,Ts3)
By definition 2.1.1, (1), (2)
error = ¢3
By lemma 4.2.1, eq. (3), eq. (1)
—(¢2 F D)

By above, take tro = (assert b, ¢o, error) such that

tra
¢3,assert b~y> error

(®)
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Taking ¢4 = error and 73 = (), by definition 2.3.1, (3), (8)

¢o,assert bNt;@qM (9)
®3 Ry P4 (10)
com(ms, m3) (11)

]

B.36 Consistent with allocated subset (lemma A.2.4)

Recall from page 82
Lemma A.2.4 (Consistent with allocated subset)

Vo12,m12:
Y(ai,a2) €mi: (a1 € ¢ = ay € pf) A m Cmy
=

V(al,ag) € o (CLl € ¢}11 <<= as € ¢£L)

Proof B.36.1
Take arbitrary ¢q 2, 2 such that

V(al,ag) €y (a1 S (15}{ <<= ag € (,25]21) (1)

o C m (2)

Take arbitrary (ai,az) such that

(a1,a2) € m (3)

By above, (2)
(a1,a2) € m (4)

By above, (1)
(a1 € ¢ff <= az € ¢}) (5)
|
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