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Abstract

Exchange or communication of gradient samples is crucial in many distributed
convex optimization set-ups, featured in modern Cyber-Physical Systems ap-
plications (i.e. smart grid, coordination of mobile robots/vehicles, predictive
maintenance, just to cite a few). It is, however, prone to noise injection of vari-
ous nature, including malicious attacks. In this paper we propose a causal filter
to process a (possibly corrupted) sequence of sub-gradient samples of an un-
known convex function, so as to restore, by minimally perturbing the sequence,
compatibility with the underlying convexity prior of the original function.

The algorithm is recursive in nature (to reduce its computational complexity)
and computes an optimal filtered gradient sequence that, in real-time, minimizes
the square of the perturbation applied to its latest sample under the assump-
tion that prior (filtered) samples are accurate. The filter is initially tested on
simple convex functions to illustrate its performance. Then, a consensus-based
distributed optimization scheme is considered to emphasize the robustness ben-
efits to convergence of the protocol achieved through the filter, in the presence

of corrupt data.
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1. Introduction

The pervasive computation and communication capabilities of Cyber-Physical
Systems are enabling new challenges in the design of distributed algorithms
among cooperative/competitive smart devices/systems which aim to collectively
implement specific tasks. Several challenges arising in this context such as es-
timation, decision, learning and control applications ([3]-[6]), can be stated as
convex optimization problems and often entail exchange or communication of
gradient samples of otherwise private cost functions. As a consequence the
resilience and reliability of gradient information is becoming ever more crucial.

Indeed, in distributed optimization, sub-gradient descent and consensus-
based algorithms are exploited. The common assumption is that all agents
cooperate to seek the minimum of a convex global function, through merely lo-
cal communication. Algorithms exchange local estimates of the global solution
(i.e. [7]) and/or local gradients (i.e. [8]), or a local estimation of the gradient of
the global cost (i.e. [9]) and locally update their estimation of the global mini-
mum through a blending of sub-gradient descent methods and consensus-based
algorithms.

In the control framework, the recent development of reinforcement learning,
gradient-based policy and data-driven techniques [I0] is increasing the interest
in model-free optimal control approaches: they mainly deal with a cost function
and its gradient estimation evaluated by experimental data on the physical
System.

In distributed and/or collaborative machine learning systems [111 [13] [14] [15],
a group of workers (or clients) jointly train a global model coordinated by a
server. At each iteration the server broadcasts the parameters of the global
learning model to the clients, that use them and private data to locally train
the gradient of a loss function. Then clients send the trained gradients to the
server that applies a Gradient Aggregation Rule (GAR), typically computing
their average [I6], 17, 18]. The result is used by the server as a single gradient

direction to get the next update of global model parameters and initiates next
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learning round.

However, in practical scenarios, the measurements and communication net-
work’s surrounding the above optimization and learning frameworks may be
non-benign or unreliable so that the gradient exchanged information can be
affected by noise injection of various nature, including poisoning attacks from
adversarial agents intentionally injecting false data into the network.

Recently, several approaches are proposed to analyze or make consensus and
distributed optimization resilient to attacks and network imperfections [19]-[22].
In [23] the effect of errors in the gradient estimation is analyzed. The notion of
input to state stability (ISS) is devised by considering as input a perturbation
from the true gradient.

Other works consider the scenario of gradient information affected by at-
tacks or noise within gradient-like distributed learning and stochastic optimiza-
tion frameworks [24]-[31]. Usually the noise affecting the gradient information is
assumed unbiased with bounded variance. For instance in [24] a distributed al-
gorithm (called S-AB) is proposed that minimizes a sum of smooth and strongly-
convex local cost functions. By choosing a sufficiently small constant step size,
the algorithm converges to a neighborhood of the global minimum under the
assumption that each agent has access to a stochastic first-order oracle (SFO)
with gradient noise having zero-mean and bounded variance.

Most of the approaches to detecting malicious agents within distributed op-
timization and learning frameworks evaluate a measure of distance among gra-
dients, assuming that gradient of attackers tends to be large. For instance in
distributed optimization application, the trends of averaged gradient variations
is used to detect the neighbors that are likely to be malicious [29]. The assump-
tion is that malicious nodes tend to give themselves away with the intention to
drive the solution value away from the optimal point for the non-malicious nodes
in the network. Similar gradient distance-based strategies are considered in dis-
tributed learning set-ups, where GARs apply a brute-force search for an optimal
clients’ subset with the minimal maximum gradient pairwise distance [31}, [32],

or minimal geometric median [33]. Such gradient-distance based approaches
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could not effectively deal with stealthy attacks [34], that operate quietly, hiding

evidence of an attacker’s actions.

As a potential remedy for detection of anomalous data samples, we point
out that one common a priori assumption in the context of distributed opti-
mization is convezity of individual objective functions. While this assumption
is always carefully exploited in convergence analysis, not much is normally done
to guarantee that it is indeed fulfilled by the sampled data provided. Our goal
is to explicitly take advantage of this assumption in the exchange of gradient
information phase. In a nutshell and to fix ideas, let f be a convex function of
scalar argument, and consider that a sequence of 3 gradient values be sampled
in the points 1 = —1, 2 = 1 and x3 = 0 respectively. Say that the following
values are communicated, g1 = —1, go = 1 (as it would happen for instance
in the case of clean data corresponding to the function f(z) = 22/2). Then,
convexity already constrains our next sample g3 to be in the interval [—1,1]. If
this is the case the value is simply recorded and used for processing of future
data; if not i.e. g3 = 2, the filter will activate and replace it with g3 = 1, which
is the smallest perturbation of g3 compatible with convexity.

In general, we aim to compute a sequence of gradient samples which is consis-
tent with that of a convex function. In particular, we allow data compatible
with convexity to be unaffected by our proposed filter, thus preserving the con-
vergence and optimality properties of the underlying distributed optimization
protocols, while, on the other hand, we adjust gradient samples inconsistent

with the prior by minimally perturbing them with respect to the value received.

An important contribution of our paper is to conceive of robustness with re-
spect to gradient noise, as the ability of convexity-based optimization algorithms
to retain convergence regardless of noise injections.

In this respect, we present a gradient filtering approach with the following

features:
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1. the proposed filters only validate information compatible with an under-

lying and unknown convex function, and minimally perturb the data to
accommodate for one in order to enhance robustness of the optimization
algorithm with respect to exogenous attacks and unreliable communica-

tions;

. the filters offer improved protection for disturbances or attacks acting after

a window of gradient data unaffected by noise. Specifically, as the filter
processes a growing number of noise-free data samples, the worst-case

impact of arbitrary future disturbances is gradually reduced;

. the filtering action proposed in , differently than most approaches

proposed in the literature to deal with noisy gradients (see for instance
[24, 25]), does not require any assumption about the nature of the noise
(e.g. bounded, i.i.d. with zero mean and bounded variance) or of the
available data. This should not be seen, however, as a remark on per-
formance of the filter, since different types of noise might have different

impact on the quality of the final estimated convex function;

. different from resilient gradient-distance based approaches (see for in-

stance [29], 31l B2]), the filter is able to bound the effects of the most
difficult attack to be detected, viz. stealthy attacks [34]. Indeed the lat-
ter are typical of adversaries able to finely tune their actions to avoid
detection while working toward their objective: to cause the maximum
damage while keeping the magnitude of the variation of the attacked sig-
nal to a minimum. Therefore such attacks cannot be easily rejected by

gradient-distance based approaches;

. persistent noise affecting the gradient information communication chan-

nels cannot disrupt the convergence properties of distributed optimization
algorithms which embed the filters, as they implicitly reconstruct a time-
invariant convex function on the basis of subsequent cutting planes derived
from the provided gradient samples. Moreover, while the filter could be
used to detect poisoning attacks (and potentially disconnect them), it also

allows to discourage self-interested agents which may provide corrupted
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gradient information in response to the trajectory followed by the social

optimization problem.

The rest of paper is organized as follows. In Section [2] the problem framework
and main criteria ensuring the compatibility of preassigned subgradient with at
least one convex function are presented, while in Section [3| related Examples
and counterexamples are given. In Section [d] the design of a causal filter based
on criteria in Section [2] is presented. In Section [§] the filter is firstly validated
in the presence of noisy gradient data for simple convex functions on R2. Then
in Section [f] an example of application scenario within optimization framework
is outlined, while a related simulation validation is shown in Section[7} Finally

conclusions are remarked in Section [§

Notation: in the following, for a convex function f : R" — R, Vf(x)
denotes its Clarke’s subgradient at z, which is a set of n-dimensional column

vectors.

2. Problem framework and preliminary results

Let us consider a finite set of points X := {x1,z2,...,25} C R™. To each
x, € X we associate a corresponding g € R™ meant to represent sub-gradient
samples of some unknown convex function f(z) evaluated at zy, i.e. we expect
existence of a convex f(x) such that g, € Vf(xy) forall k=1,...,N.
Notice that no information is available to the algorithm about the value of f(xy),
as we envision application scenarios where the function f is private and only

queried with respect to its gradient value.

The following notion is central in the subsequent discussion:

Definition 1. We say that our data sequence x1,...,xN, and associated gra-
dient samples gi1,...,gn are compatible with convexity, if there exists a

continuous convex function f :R™ — R with bounded subgradient, such that

gn €Vf(ze) Vke{l,2,... N}



Our end goal is to detect on the fly whether the data available is compatible
with existence of such convex function and, if not, take appropriate actions to
150 minimally adjust the data so as to recover compatibility with the convexity as-

sumption.

The problem of deciding “compatibility with convexity” of our data, can be
equivalently reformulated as the problem of finding N scalar values f; € R, for
k=1...N, such that the function:

fla) = max i+l (@ - )

fulfills f(a:k) = fr. In fact, f(x) is by construction a convex function, and

whenever f(z) = fk, it holds:
f@) > fr+ g (v — ax) = flan) + gi (@ — @),

viz. g € V f (). Hence, existence of such values fj implies compatibility with
convexity of the available sub-gradient data samples.
155
Conversely, when gradient samples g correspond to some convex function

f(x), viz. gp € Vf(xk), one might define fy := f(x) and, recalling that:
flxr) > flam) + gg(xk — )
the corresponding function f fulfills:

flaw) < flan) = max  [f(om) + g (@ —@m)] < fl2x) = fi.

It is useful to recall that, for a convex function f(z), the following holds:

f(@) = f(xo) + Vf(zo)" (x — z0) (1)

for any  and zo on its convex domain of definition and provided V f(zg) is
a singleton. In addition, the same inequality holds for any of its elements,

o whenever V f(xg) is a set of cardinality bigger than 1.



More closely related to the approach taken in this note, conditions of cycli-
cal monotonicity were proven by Rockafellar in [2] [I] which characterize the
subgradient mapping of any lower semicontinuous convex function.

These amount to the following inequalities:

L-1

D gk (ke — 1) <0
k=1

being fulfilled for any sequence z € R™, k = 1,..., L, fulfilling 1 = =, and
any g € Vf(zr). It turns out that the same conditions not only characterize
convexity when they are fulfilled for arbitrary cyclical sequences of points in the
convex domain of definition of a convex function, but also characterize existence
of a convex function when fulfilled on arbitrary sequences belonging to a finite
(non-convex) set X, provided we seek existence of a convex function defined on
co(X). In fact, the values fr which we are seeking should fulfill the following

inequalities:
fe > fom + 95 (2 — 20m), Vk,m €{l,...,N}.

For any sequence x;,, %, ..., %;, of length L, of elements of X', we construct the

following sum:
L-1
Zgg,; (xik+1 - xlk) (2)
k=1

which, for a convex function f of gradient g at x; amounts to a lower-bound to
its total variation- between z;, and z;, based on its first-order approximations

along the sequence z;,. Adding up for £ =1 to L — 1 the following inequalities
fik+1 > fik + gij; (mik+1 - xlk)
yields:

L-1 L—-1
Z fik+1 > Z f'Lk + gz'j; (wik+1 - mik)‘
k=1 k=1

In particular, when i; = iz, the following holds: S 7= fi,.n = Sok1 fir, 50

that the following inequality should hold:

L-1

k=1



Indeed the above condition fully characterize existence of f with the required

15 properties. In particular we are ready to state the following Proposition.

Proposition 1. Let x, k = 1,...,N be a sequence of points in R™, and g,
k=1,...,N a corresponding sequence of associated sub-gradient vectors (also

in R™). The following statements are equivalent:

1. There ezist values fi, € R, for k =1...N, such that the function:

flz) = ke{ml,z.l.).(,N}[fk + g (x — a)]

fulfills f(xk) = f.

2. For any finite sequence iy,...,ip € {1,2,..., N} with iy = iy, it holds:

L—-1
Z g;'l; (xikJrl - mik) <0.
k=1

3. For any finite sequence iy,...,i5, € {1,2,..., N} (without repetitions of
intermediate elements, viz. i # iy for all k #m < L) with iy = i, and

L < N it holds

L-1
Z g;l; (xik+1 - xik) <0.
k=1
Proof. 1. = 2.: Assume that 1. holds. Then, the equality f(mk) = fi implies
S 2 fm+ g (@ —2m)  VEm

o In turn, this implies condition for all finite sequences i1, ...,y with iy, = iy,

as shown above. Hence 2. holds.

2. = 3. : This implication is trivial as 3. requires the same inequality of 2.
on a smaller set of sequences.
175
3. = 2. : To see this, consider any sequence i1, 2,...,ir, € {1,..., N} with
i1 = ir,. This induces a weighted digraph on the set of nodes {1,..., N}, where
each edge (i, j) has multiplicity equal to the cardinality of {¢ € {1,...,L —1}:

(iq,%q+1) = (4,7)}. Moreover, since i1 = iy, the in-degree and out-degree of each
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node are equal to each other. By Veblen’s Theorem for directed graphs, (see
Th. 4.1.1 in [35]), the set of (multi)-edges can be decomposed into the disjoint
union of simple cycles (without node repetitions). Let Cy, Co, ... Cy denote

such cycles. We have:

L—-1
S ol @i, —a) =3 > gf(wi—ay) <0,
k=1

h=1 (i,j)€C},
where the last inequality holds because of the inequality in item 3. applied to
each of the simple cycles CY,.
2. = 1. To prove this implication it is useful to introduce the following iterative

procedure:

(t+1) | _ (t) T — . 4
fT = max D+ g @ — o)) (4

For any initialization f(©) € RV, the update Equation generates a sequence
f® € RN which may (or may not) converge to some equilibrium point f fulfill-
ing:

fe > fon + 95 (xp — 21m), Vk,me{l,2,...,N}.
It turns out that convergence of f() is an alternative way to characterize exis-

tence of the convex function f . The following Lemma holds:

Lemma 1. The following statements are equivalent:

1. For any finite sequence iy, ...,ir, € {1,2,..., N} with i1 =iy, it holds:

L—-1
Z gij;; (xik+1 - x'lk) < 0.
k=1

2. There exists an equilibrium f € RN for the iteration
3. For all initial conditions f(©) € RN, the solution ) of s bounded

Proof of Lemma . 3. = 2. : By construction, ,gtﬂ) = MaX,,c{1,2,...,N} fr(nt) +

(t) — r®
= Jk

g (xr — zm) > fy . Hence f,gt) is monotonically non-

+ gi (xr — )
decreasing for all k € {1,2,..., N}. Hence lim;_, ; f,gt) always exists, possibly
infinite. Therefore, the implication 3. = 2. is now obvious as boundedness of

solutions implies, by their monotonicity, convergence to some equilibrium f.

10
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2. = 1. : Notice that any equilibrium f corresponds to a function f (2) (convex)
fulfilling f(xx) = fx. Hence, condition 1. follows (as already proved in the
implication 1. := 2. of Proposition .

1 = 3. : The following formula can be shown by induction:

T
T 0
f]i ) = max fz(l ) + Zgzj; (xik+1 - xik) (5)

i1,02,..,irar1=k
k=1

Notice, that every sequence of arbitrary length T" > N, can be seen as a cyclic
sequence concatenated with a non-cyclic sequence of length strictly less than
N. In particular, as there exist at most a finite number of such sequences (of

length < N), there exists a sufficiently large M, such that:

L
Zgzj; ('rik+1 - 'rlk) <M
k=1

for all sequences i1, s, ...4, with L < N. In particular, then, by the induction

formula (and condition 1) we see that:

o LA _ i
1,82, i +1=k

T
flgT) = max f(IO) +Zg;1;(x2k+1 _xilc) <
k=1

max f-(o)+M:maXfT(,?)+M<+oo
m

i1,in,eiriiry=k "
thus showing boundedness of solutions and proving 3. O
We complete the proof of implication 2. = 1. of Proposition [I] as follows.
Assume 2. holds. By Lemma [1| there exists an equilibrium f of iteration

Hence we define:

F) = max{fon + gy — )]

By definition of equilibrium and construction of f it holds f(z}) = fi which
shows existence of the required values fi and of the corresponding convex func-

tion f (). This completes the proof of Proposition

Remark 1. It is worth pointing out that iteration 1 a special case of so
called max-plus discrete linear systems. Their dynamics have been studied for

the quantitative analysis of timed Discrete Event Systems.

11
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3. Examples and counterexamples

Condition for cyclic sequences of length 3 as km k with k # m reads as:

(gk — gm) T (xp — ) >0 Vk,me{l,2,...,N} (6)
corresponding to the well known inequality: (Vf(z1) — Vf(z2))T (z1 —22) >0
holding for convex functions. One might wonder if condition @, which is a
special case of would still be sufficient in order to characterize existence of
convex functions matching the prescribed subgradient information. It turns out
that this is the case only for scalar valued functions, namely when zj, € R for all
k. To see this, consider the following counter-examples. Let X = {z1, 22,23}

with:
1 0 0

T = ) T2 = ) T3 =

0 0 1
Assume the following gradient samples are provided:
-1 -1 +1
g1 = y 92 = ’ gs =
-1 +1 +1
Then, it is easy to verify that (g; — gr)” (z; — zx) = 0 for all i # k, so that
condition @ is fulfilled. On the other hand, condition is not fulfilled on

arbitrary sequences of length 3. In particular,
gi (29 — 1) + g3 (23 —x2) + g3 (11 —x3) =1+ 1+0=2>0.

This shows that there is no convex function compatible with the assigned values
of subgradient. Notice that, provided gradient samples are compatible with
convexity in sets of cardinality 2, there exist functions

fro(a) = max{-1+g{ (z — 21), 93 (& — 22)}

fas(z) = max{g] (x — 22),1 + g (¢ — x3)}

f13($) = max{g{ (z — 1), 95 (x — x3)}

which admit as subgradient vectors, g1 and g2 (at 1 and z2), g2 and gs (at z2

and x3) and g1 and g3 (at z1 and x3) respectively. However, no convex function

exists that admits all 3 subgradient vectors simultaneously.

12
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4. Optimal filtering of subgradient samples

The results of Section |2 highlight criteria that ensure compatibility of preas-
signed subgradient samples at specific query points x; with existence of at least
one convex function exhibiting such subgradient vectors. In this section we pro-
pose the design of a causal filter that accepts as input a sequence of subgradient
samples g (evaluated at known points zj) and seeks to project them onto the
space of subgradient vectors compatible with existence of a convex function. In
particular, we seek to apply a filtering action that minimizes the norm of the
difference between the latest subgradient sample g, and the corresponding out-
put gr compatible with existence of a convex function of gradient g, ..., gx_1,

at the points z1,...,x_1, respectively.

Notice that the filter will act as an identity whenever the gis are a faithful
“closed-loop” evaluation of the subgradient of a given convex function f(x), viz.
when g, € Vf(xy) for all k.

The most direct way to formulate such a filtering action is as follows:

Jr+1 = argming,  ere [|gr+1 — Gt l)?
subject to
L—1 ~T (7)
Zk:l Giy, (zik+1 - 'rlk) <0
VLe{2,...,k},

Vil,ig,...,iLE{l,...,k‘—l—l}l’il:iL

with initialization g1 := ¢1.

Remark 2. The formulation directly implements the criteria of Proposition [1],
by ensuring that the latest filtered gradient sample gi4+1 is minimally perturbed
so as to fulfill the constraints in Proposition [l This criterion, which is causal
and meant to operate in real-time, is particularly suitable when it is assumed
that initial data are more reliable than samples at later times, as it happens

when an attack or a disturbance comes in after some finite time interval. If,

13



instead, one expects a stationary amount of noise on gradient samples, it would
probably make more sense to optimize the integral of the error Zf;l g — a1l)?
with respect to all g;,1 = 1...k+ 1. However, to the best of our knowledge,
no recursive formulation of this problem is known, the number of constraints
a5 tnvolved grows exponentially in time, and updating past gradient filtered samples
does not guarantee asymptotic convergence of the filtered data to the gradient
samples of some time-invariant convex function. In this respect, it would be
recommended to Tun the optimization problem with the integrated cost for a

finite time window prior to switching to the recursive algorithm.

Notice that the optimization in entails an exponentially growing number
of constraints. To avoid this drawback we propose the following modified itera-
tion which extracts the same filtered gradient subject to a number of constraints

that grow quadratically in k:

Gr1 — Gr ||

Jk+1 = arg mlnngeRn

subject to (8)
i1 (@) = @reg1) + Fjn (k) + G (@1 — @) <0
Vime{l,2,...,k},

where the values of Fj ., (k) are updated according to:
Fjppa(k+1) =

maX e 1.k} [Fjm (k) + G (Thi1 — 2m)]

Fk-‘rl,m(k + 1) =

maxje(1,... k}0is1 (T5 — Tog1) + Fjm(K)]

Fym(k+1) =
max{Fj m (k), Fjp1(k + 1) + Fioprm(k + 1)}

20 with initialization, Fy 1(1) := 0.

Remark 3. The numerical implementation of problem (@ can further be im-

proved by reducing the number of constraints from k2 to k by precomputing the

14



quantities:

Fi(k) = mer?ﬁ?fk}[Fj,m(k) + G (Tht1 — Ty

and modifying the minimization (@ as follows:

Jk+1 = argming, . ern [|Gr+1 — gr1ll?

(10)
subject to
gg—o—l(xj - xk+1) < _Fj(k) Vj € {17 2, .., k}7
Our first result, concerning the filter is as follows:
Lemma 2. For any positive integer t and any j,m € {1,2,...,t} the values of
Fjm(t), defined according to (@) fulfill:
L—1 ~7
Fim(t) = maxpi i, ip dp=1 Gir (Tix i1 — Tix)
(11)
subject to
L>2 i,=3j, i=m.
Moreover, the sequence gy is such that:
L—1
k=1

for all L > 2 and for all iy,1is,...,ir, such that iy = if,.

Proof. The proof of the two statements will be carried out simultaneously and
by induction with respect to ¢. In particular, for , we will assume that the
claim is true for 41, ...,i5, € {1,...,t} (with ¢ an arbitrary positive integer) and
prove that it then holds for t + 1. First of all, the claim is trivial for ¢ = 1.
Indeed, for any word 1 = i1,...i5, = 1, we see that Fi 1(1) = 0 consistently with
the initialization of @D Similarly, is fulfilled when 1 = iy = ig... = ir.
Assume next that the conditions are fulfilled for a given ¢t. We wish to show
that they hold for t + 1. To this end consider, without loss of generality, an

arbitrary cyclic sequence such that ¢t +1 = 4q,...,4, = t + 1 (viz. such that

15
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t + 1 is the first and last element). Clearly:

L—-1
Z glk (:Cik+1 - I'Lk) = gg;l(xiz - xt+1)+
k=1

L—-2

Z gzq; (‘Tik+1 - xlk) + giq;,l (It—i-l - xiL—l)
k=2

< Gty (@i, = 21) + Figip (8 + 3, (@041 — @i, ) <0
where the last inequality follows by definition of g;41 and the first one from the

induction hypothesis on Equation . The previous inequality shows that
holds for arbitrary sequences in {1,2,...,t+1}. We proceed next to show that

holds for ¢ + 1.

Because of the latter inequality,

L-1
~T
Lyitigeis Z 9ir (@inss = Zar)

k=1
subject to L > 2,41 =j <t+1,ip =t+1and ix € {1,2,...,t+ 1} is achieved
on a sequence without any repetitions (any loop gives a negative contribution),

and equals max,,eq1,.. ¢y Fjm(t) + G (@41 — Tm) := Fj 141 (t + 1). Similarly,

L—1
~T
~max E gik(xik+1 _xik)
L,11712’-~,1Lk 1

subject to L > 2,4y =t + 1,ip, = m < t+ 1,ix € {1,2,...,t + 1} is achieved
on a sequence without repetitions and equals max;e g1, ¢+1} Gipq (T) — Te41) +

Fip1,m(t) == Fip1.m(t + 1). Moreover,

L-1
~T
max Zgik (Tipir — T3
Lyiyyiz,...pip P

subject to L > 2,41 =j <t+1,ip, =m <t+1,ix € {1,2,...,t+1} is achieved
on a sequence without repetitions and, depending on whether ¢ 4 1 is included

or not into the optimal sequence, equals
maX{Fj,m(t), Fj7t+1(t + 1) + Ft+17m(t + 1)} = ij(t + 1)

16
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Figure 1: Modified filter for strongly convex functions.

This concludes the proof of .

Remark 4. In some optimization scenarios a priori assumptions on the consid-
ered convex functions are stronger; for instance, strong convexity of f is needed.
This amounts to convexity of function h, defined as h(z) := f(x) — exTx for
some € > 0. If the specific value of € is known one might modify the filter by
applying it to the gradient of h. This can provide improved performance and
better noise reduction. See Fig. [1] as an illustration of the modification needed

to cope with strongly convex function.

5. Filter performance on noisy gradients

In this section we test the performance of the filter on a simple quadratic

function f(r):R? — R,
#(z) = 0.6 ]| Az — b (13)

1.2 0.1 -1
where A = and b = . We select a sequence of 60 points xj

0.1 1.2 1
along a spiral trajectory:
x = 0.8[cos(0.015k), sin(0.015%)]7 log (1799 — 30k).
Figure [2| shows the function f and the considered trajectory of points. We then

sample the gradient of the function along the considered sequence, and add a

17
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Figure 2: Convex function f and spiral trajectory.

white noise of variance 20 to both components of the gradient V f(zy,) for k > 25.
In particular, the first 25 samples are clean gradient data. The resulting true,
noisy and filtered gradient directions are shown in Fig. where blue arrows
describe true gradients, red arrows show noisy gradients and yellow arrows show
filtered ones. An alternative representation of the filter action can be shown
by plotting component-wise gradient values as a function of k: see Fig. []
where we interpolated the noisy and filtered data using cubic splines to facilitate
interpretation. For k& < 25 the true, “noisy” and filtered gradients happen to
coincide. Notice, in particular, that the filter behaves as an identity for the first
25 samples. Finally, the piecewise linear convex function reconstructed from

filtered data is shown in Fig.

Remark 5. The optimality criterion proposed for the filter in @ and its con-
nection with robustness and resilience properties it provides is non-trivial. For
instance, different types of weighted norms could be used to assess the distance
of Gr+1 to grk+1- In principle all of them may perform equally well, but it
s clear that specific problems might benefit from specific selection of weights

and/or norms. One strong qualitative resilience feature which is always pro-

18
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Figure 4: Component-wise gradient information along considered sequence of points xy
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Figure 5: Filtered convex function, graph and sublevel sets.
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vided, regardless of such fine tuning, is that it allows distributed (or centralized)
gradient-based conver optimization algorithms to converge in the presence of
arbitrary noise injections. This follows as the filter provides the optimization
algorithm with data compatible with the convexity assumption it is designed for.
Of course the quality of the minimum computed is a complicated function of the
noise intensity as well as of the time the disturbance injection begins. Bounding
such function in relation to the specific feature of the true convex cost and the

filter parameters is an interesting direction for future research.

6. A distributed optimization set-up

Consider a finite set of agents, N' = {1,2,..., N,}, identified with a slight
abuse of notation with the first IV, positive integers. We assume that a finite

family of non-empty subsets of A is given, and denoted by:
F={51,85,...,5}

where @ is a positive integer and Sy C N for all k € {1,2,...,Q}. For each
agent, we define a decision variable x,,, with n € A/ which belongs to a convex
set X,, embedded in Euclidean space. Accordingly, for each k € {1,2,...,Q} we
define zg, the collection of all z,,, variables, for n € S arranged in a column
vector. Each Sy represents a cost center of our distributed optimization set-up,

in the sense that we assume existence of a convex function:
fo: [] Xn =R
neSk

The value fi(zs,) quantifies the costs incurred collectively by agents in Sy, with
respect of the k-th cost center, when choosing zs, € [],,c s, Xn. The function

fx, in turn, is separable (with respect to individual agents):

fk(xsk) = Z fk,n(xsk)v

neSk

21



for some suitable convex functions f ,, : Hne Sy X, — R. Our aim is to design

a distributed algorithm to solve the following optimization problem:

Q
min _ f(z) =Y fi(zs,). (14)
k=1

€] en Xn

Notice that this amounts to a social optimization problem, as all cost-centers are
considered and equally weighted. With respect to standard separable objective

functions, of the type:

f(l‘) = Z fn(x)v (15)

neN

which emphasize the costs incurred by individual agents, the separation property
of f(z) := Zgzl fr(zs,) is based on the notion of coupling through cost, in the
sense that each cost-center corresponds to a coupled cost function involving
agents in Sk. One might recast the considered cost separation according to
, by remarking:

Q

DD fenlms) =D D fealws,). (16)

k=1n€eSy neN kneSy

Fulx)

Below we distribute the optimization of f(z) according to the cost centers, Sk,
k=1,...,Q. Each cost-center updates an estimate of the optimal value for zg,
and on the basis of the gradient information provided by agents in Si, as well as
the values shared by neighboring S;. We say that two cost centers are neighbors
if they share at least one agent. Asymptotically we expect cost centers to reach
consensus on the shared variables, so as to achieve a global social optimum. In
particular, the following distributed gradient method is implemented for all S;
and all ¢ € S;:

] i g qxiq(k) J
(k1) = (1 - Bk, (k) + B=Tortgtr— — gl (ws, (k),  (17)

for some 3 € (0,1) and for a positive decreasing sequence oy, such that >, oy, =

+o00 while Y, a3 < +oo.

22



270

275

280

285

(2)

O

Figure 6: Distributed architecture for social optimization.

Remark 6. The proposed filter can be also exploited to enhance robustness and
resilience of GAR in distributed and collaborative learning architectures (i.e.
[11, (12, [15)]). Indeed, in distributed and/or collaborative machine learning ap-
plications, model training is accomplished through a collaborative procedure in
which the participating clients (or learners) receive the current model gradient
or parameters from the server, and then separately perform updates via stochas-
tic gradient descent (SGD) wusing the own locally collected datasets. Finally
the clients send their updated gradients (in GAR-based architectures) or model
weights to the aggregator server which updates the global model, typically through
simple averaging (i.e. as in federated learning). In such scenarios with convex
objective functions, the filter could be used by either the clients or the server
to enhance the robustness of the convergence and optimality properties with re-
spect to perturbations due to communication noise and/or exogenous poisoning
attacks. In both cases, an extensive analysis of advantages and limitations of
the proposed filter when applied to a learning scenario is a wider and interesting

research aim that will be subject of future work.

7. Simulation results

As an example we consider the distributed architecture shown in Fig. [6] with

agents N = {1,2,3} and cost-centers S; = {1,2}, So = {1,3} and S5 = {2,3}.
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The variables x1, x2, r3 associated to individual agents take value in Xy, X5 and
X3 (respectively), with X; C R? for all i € N. We denote by = = [z}, 2}, z5]".

The cost functions associated to individual agents are of the form:

fi(@) = kial| Az — 22 — bia |3 + kusllzr — 23 — bis||3

fo(@) = kar[|lz1 — @2 — bor |3 + kas|w2 — w5 — bos||3

f3(x) = kstl|lz1 — x5 — ba1[|3 + ksa| w2 — 23 — b2 13
for some positive coefficients k;;, i # j € N, some vectors b;; € R i # j € N
and matrix A € R?*2. Accordingly, the following functions are associated to

each cost center:

fi(zs,) = ki2||Azy — z9 — bia||3 + ko1 |lz1 — 22 — b21|3

f2(xs,) = kaslley — x5 — bis||3 + ks1[lzr — x5 — bsi1[3

fa(xsy) = kasllza — 23 — basl|3 + kaz||v2 — 23 — b32[3
Table[[]shows the parameter values adopted for the simulation results, while A =

11/, with 1 := [1,1)’, 8 = 0.5, a, = 0.4 for k < 50 and 0.4(k—50)~1/2 for k > 50.

k12 ki3 ka1 ka3 k31 k32
0.3 0.3 0.3 0.3 0.3 0.3

b12 b13 ba1 ba3 b31 b32
(L2 | 3,4) | [L,1] | [2,1)" | [5,2]" | [2,2)

Table 1: Parameters in numerical simulation

We compare the outcome of the distributed optimization protocol in with
the one shown in Fig. [7] where the same update equation is implemented
by the cost centers, while gradient information communicated by the agents
is filtered according to . Finally we compare our filter with the detection
strategy provided in [29] and apply this strategy to the push-pull algorithm
([36]). In particular we consider the case of agent 3 being under attack /malicious
after some steps, and communicating gradient information relative to a time-
varying cost function. Two attack scenarios are considered, corresponding to an
injection of strongly corrupt data (easier to detect), and one where the attack

is stealthier and harder to detect.
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7.1. Comparison for strong noise injection

In this attack scenario agent 3 is under attack after 50 time steps and pro-

vides gradient information relative to the function:

fg(a'}) = k31||l’1 —x3 — b3y + [15 COS(O.?)]C — 1)70] H% (18)

+hig s — w3 — bgy + [155in(0.3% — 1),0] |12

Notice, in Fig. |8} the evolution of |z1]|, |z2| and |z3| and norm of related
errors with respect to the true optimum based on the variables computed at the
nodes S7, S2 and S3, subject to the same noisy gradient data, both with and
without the filters action. Notice how the filters significantly reduce oscillations
in the consensus and distributed optimization protocol. Generally speaking,
guaranteeing that the filtered data is consistent with some underlying time-
invariant convex function does not necessarily reduce the optimization error;
nevertheless, it is beneficial to ensure asymptotic convergence of the consensus
and optimization protocols. The same attack handled by the detection scheme
in [29] is shown in Fig. [0} A metric S;;(k) is used by agent i to detect the
malicious neighbor. This metric compares each neighbor j’s gradient estimate
to the average gradient in the rest of the neighborhood. Each agent keeps a
track of these metrics for kp = 80 steps and if the difference between any pair
of neighbor agents’ metrics surpass a threshold ~, [|S;;(kr) — Sim (kr)|l2 > 7,
agent i severs tie with the neighbor j who possesses the highest magnitude
of Si;j(kr). While the malicious agent is easily detected after time-step 80,
the optimization still will discard the malicious agent (and implicitly all the
clean data it provided) and converge to the minimum of the remaining two cost
functions. Finally, to facilitate the comparison, we plot in Fig. [I0] the averaged
optimization error of the three methods as a function of the iteration k. We
point out that, from the strictly computational point of view, the algorithm
has a quadratically growing number of operations as a function of k. This is

coherent with the computational time observed in numerical trials, as shown in
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Figure 7: Distributed architecture with gradient filters (gray squares).
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Figure 8: Evolution of |z1[, |z2|,|z3| and error norms at S1,S2 and Ss.

26

" T T
‘\ agent 1 agent 2(filtered)
H agent 2 agent 3(filtered) | |
agent 3 — — —optimum
L agent 1(filtered) i
"\'\\*___’-/""’7’@»—#5\,': ——— [ 7
TN Y e ————
1 1 1 1 1 1 1
0 20 40 60 80 100 120 140 160
k
|
il 7
|
| —
S TN N 1
— —
1
0 20 40 60 80 100 120 140 160
k



325

330

lo T T T -
5 agent 1 agent 3
§ 8 agent2 - - - -optimum| |
o

>

[} 1
|

£ 4 W

o R Vg, —————

c VW - —

1 1 1 \\ / N— 1 1
0 20 40 60 80 100 120 140 160
k

c 6

o

5

o

3 4

| NS

\qé/ | ’oa",”9"%”@'o%-».-.‘,.mw‘“\‘A _““‘:\V’“"” I —_—

s |1

c 0 Il Il Il Il Il Il Il

0 20 40 60 80 100 120 140 160
k

Figure 9: Evolution of |z| and error norms at individual nodes for the detection scheme.

Fig. [[I] If the computational burden grows too much within the considered

horizon one might consider resetting the algorithm after a finite time interval.

7.2. Comparison for stealth noise injection

We assume agent 3 is acting maliciously (or is under attack) and starts
changing its cost function after k,, = 45 steps according to:

2

fs@) = ka H‘“ — 23 — [-5 — log(5 + 5sin(0.1k)), 2] . 19)

+ kg ||lwg — w3 — bao|?

where k > k,,, denotes the iteration step and ey is the first vector of the canon-
ical basis in R%2. By using the time-varying cost function, the result will be
influenced and will start oscillating and hence preventing the algorithm from
convergence. Simulation results (highlighting the norm of the variables and of
the optimization errors) are shown in Fig[l2] both for the nominal (unfiltered)
and filtered algorithm. Moreover, in Fig[I3] are shown the results provided by
the detection scheme [29]. While the method provides some benefits the value of
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the threshold needs to be fine tuned on the basis of the corresponding attack in-
tensity. Moreover, the value of 7 cannot be arbitrarily lowered as this inevitably
yields false detections of malicious agents. This highlights the advantages of a
method which does not rely on a priori assumptions on the intensity and nature

of disturbances.

8. Conclusions

A novel filter was introduced to ensure consistency of gradient samples of
a convex function communicated through a channel which is unreliable and/or
under attack by a malicious agent. The filter ensures an output sequence of
samples which is compatible with the a priori converity assumption. More
specifically, it minimally modifies the current gradient sample so as to ensure
existence of at least one convex function compatible with the previous sequence
of filtered gradients and the one currently considered. The proposed version
of the algorithm updates a square matrix of dimension t x ¢, where ¢ is the
index of the current gradient sample, and on this basis constructs the space of
admissible gradient samples at the current time. An application of the filter to
the context of distributed convex optimization is considered and simulated. One
major benefit of this approach is that it retains the convergence properties of
convexity-based optimization algorithms which operate on the basis of gradient

information, even in the presence of arbitrary disturbances.
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