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1 CONDITIONAL PROBABILITY TABLES

In Table 1 we show an example of how to compute the conditional probability tables for the AND and OR cases for a node
X4 which has three parent nodes X1, X2, X3, i.e. p(X4| X1, X2, X3), with the associated vulnerabilities vy, v2, v3 that have
a probability of successful exploitation of those vulnerabilities of p,, , p,,, and p,, respectively. To simplify the notation in
the results of the table we use q,;, = 1 — p,,.

TABLE 1
Conditional probability table p(X4| X1, X2, X3) for the AND and OR cases.

Pay AND OR
X1 | XQ | X3 PI‘(X4 = T) | PI‘(X4 = F) PI'(X4 = T) | PI'(X4 = F)

0 0 0 0 1 0 1

0 0 1 0 1 Do Qs

0 1 0 0 1 Puy vy

0 1 1 0 1 1- quy Gus quy Gus

1 0 0 0 1 Doy Qu,

1 0 1 0 1 1- quv; Gus quv; Gus

1 1 0 0 1 1- quv; Guy quv; Guy

1 1 1 Pvy PvyPog 1 — Pu, Doy Pog 1 — v, Gua Qg Qv1 vz Gus

2 EXAMPLE WITH BELIEF PROPAGATION

To illustrate the message passing process of BP, in Table 2 we show the corresponding messages that need to be computed
for the factor graph in Figure 5 in the paper. In this case, we start computing the messages from variables A;, Az, A3
traversing the tree until reaching node G. Then, we traverse back the tree from G to compute the rest of the messages.

3 EXAMPLE WITH JUNCTION TREE

In Table 3 we show the list with all the messages that are needed to calculate the marginal probabilities for the clique tree
shown in Figure 6.(b) in the paper. We start computing the messages from the leaf node that contains variables A and B.
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TABLE 2

BP message passing for the factor graph in Figure 5 in the paper.

From nodes to factors | From factors to nodes

PaLn =1 Mfl»D:ZA1 f1(A1, D) pa, 5, = p(D)

PAg,f2 =1 Hfz,B = EAQ f1(A2, B) pa,,r, = p(B)

Pag fs =1 — —
/«LB,fj :3 2D His,c = ZAg EB fg(Ag,B,C) HAs3,f3 UB,fs = p(C)
KC.fs = Hfs.C 1B = Y0 J1(C E) pic,sy = p(E)

BB.fs = Pfs.B Lgsr =Y S p f5(D. E,F) pp g5 pp, g5 = p(F)
D . = fif D 55 E2.D .fs UMD,
W fo = s F Bie.G =D p fo(F,G) pr s = p(G)

KG.fe =1 Bk =D g fe(F\G) paye =1
KF.fs = KUfe,F — D.E.F -1
LD, fs = fbfy.D Hfs. B ZDZFf5( » s )MD»J% KF,f5
WF.fs = Wfe.F _ _
ﬂE,f‘z:Nﬁ,E Bis,0 =2 g 2op [5(D, B, F) pe g5 pir s =1
KUD,f1 = Kf5,D KAy :ZDfI(AlvD) KD, f1 :p(Al)
KE.f1 = Hfs.E prsc =3 5 f1(C.E) ppy, =1
BB Ifs.as =2 op 2 f3(As, B,C) . s po,rs = p(As)
/4LB,‘f3:/4Lf2,B J3,A43 B C 513 »J3
”Z’f f_if“l’c Ity B =D a, 20 f3(As, B,C) pag, gy pe,gs =1

3,J3
KB.fs = Pfs,B Pis Ay = Do p f2(A2, B) up, s, = p(As)

TABLE 3

Message passing for the JT in Figure 6.(b) in the paper.

From nodes to factors |

From factors to nodes

wap,f =1

Hf,CD = ZA EB fl(A7B707 D) HAB, f1

HCD,f3 = Hf1,CD

tr,0E =2 o f2(C, D, E) pep,y,

UDE,fs = Hfs,DE

Hfs, F = ZD ZE fS(D7E7F) UDE, f3

HFE,f4 = Hfs,F

Hfy,G = ZF f4(F7 G) KF,fy

HG fy =1

proF =2 o fa(F,G) pe,p = o p(GIF) =1

WFfs = Py F =1

pis.pE =D p fs(D,E,F) prys =3 pp(FID, E) =1

KDE,fs = Pfs,DE =1

Hfy,CD = EE fQ(CvaE) UDE,fs = ZEP(E c)=1

HeD,f = Pfr.op =1

pr.aB =2 o> p fi(A,B,C, D) uop.s, = p(A) p(BJA)




