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Abstract

Personalised medicine and translational research have become sciences driven by Big Data.
Healthcare and medical research are generating more and more complex data, encompassing
clinical investigations, ’omics, imaging, pharmacokinetics, Next Generation Sequencing and
beyond. In addition to traditional collection methods, economical and numerous information
sensing loT devices such as mobile devices, smart sensors, cameras or connected medical de-
vices have created a deluge of data that research institutes and hospitals have difficulties to
deal with. While the collection of data is greatly accelerating, improving patient care by devel-
oping personalised therapies and new drugs depends increasingly on an organization’s ability
to rapidly and intelligently leverage complex molecular and clinical data from that variety of
large-scale heterogeneous data sources. As a result, the analysis of these datasets has become
increasingly computationally expensive and has laid bare the limitations of current systems.
From the patient perspective, the advent of electronic medical records coupled with so much
personal data being collected have raised concerns about privacy. Many countries have intro-
duced laws to protect people’s privacy, however, many of these laws have proven to be less
effective in practice. Therefore, along with the capacity to process the humongous amount
of medical data, the addition of privacy preserving features to protect patients’ privacy has

become a necessity.

In this thesis, our first contribution is the development a new platform called the eTRIKS
Analytical Environment (eAE) as an answer to those needs of analysing and exploring massive
amounts of medical data in a privacy preserving fashion with the constraint of enabling the
broadest audience, ranging from medical doctors to advanced coders, to easily and intuitively
exploit this new resource. We will present the use of location data in the context of public health
research, the work done in the context of data privacy for location data and the extension of the
eAE to support privacy preserving analytics. Our second contribution is the implementation
of new workflows for tranSMART that leverage the eAE and the support of novel life science
approaches for features extraction using deep learning models in the context of sleep research.
Finally, we demonstrate the universality and extensibility of the architecture to other research
domains by proposing a model aiming at the identification of relevant features for characterizing

political deception on Twitter.
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Chapter 1

Introduction

1.1 Motivation and objectives

The analysis of very large and growing, multiscale, multimodal datasets (i.e., Big Data) has
today become a major challenge to address in order to convert data into knowledge and achieve
innovation. Particularly so in biomedical research, where scientists are more and more con-
fronted with Big Data challenges due to the rapid advances of high-throughput biotechnolo-
gies. The complexity, diversity, rich context and size of recent biomedical data, such as Next
Generation Sequencing (NGS) data, ’omics, and imaging data, have shown the limitations of
current systems. The collection, management, storage, and analysis of biomedical Big Data

consequently mandates the development of new methodologies and technologies.

The problems of developing systems for analysing multi-modal medical data are, on the one
hand, the massive amounts of data needed for analysis and the associated need of a scalable
infrastructure and, on the other hand, the quickly changing needs of those analytics, i.e., the

need for new and different algorithms and tools for data processing, integration and analytics.

We developed the eTRIKS Analytical Environment (eAE) in answer to these needs of analysing
and exploring massive amounts of medical data. The eTRIKS Analytical Environment is a

modular framework which enables the analysis of medical data at scale. Its modular architecture

1



2 Chapter 1. Introduction

allows for the quick addition or replacement of analytics tools and modules with little overhead,
thereby ensuring support of users as the data analytics needs and tools evolve. We built the
eTRIKS Analytical Environment on well-accepted technologies to ensure user adoption. As we
will show in the evaluation section, the system scales very well in the number of users as well as
in the amount of data analyzed. Several examples where the eAE has led to successful research
will be presented as well to illustrate the scope of capabilities in the context of translational

research.

To demonstrate the universality of the platform to other domains, we will present two successful
projects that have been carried out using the eAE. The first project aimed at creating a privacy
preserving analytical platform for terabytes of location data in the context of public health
research and monitoring. This project has enabled us to demonstrate the extensibility and
modularity of the eAE with the implementation of new modules to extend the eAE’s vanilla
capabilities and meet the needs of the OPAL project. The second project aimed at identifying
relevant features for assessing political deception on Twitter using statistical, machine learning
and deep learning methods. This second project demonstrated the flexibility of the eAE in the

context of data science research by providing a broad scope of analytical capabilities.

1.2 Contributions

This thesis presents a new architecture for high-performance distributed computation and con-
current multi-tenancy. This new architecture leverages new and old technologies which have
matured in the last few years such as in-memory computation and containerization technol-
ogy. We will provide several examples where the architecture has been successfully applied, the
new possibilities it has enabled and its extensibility to other domains. The main contribution
is designing and successfully implementing an open source version of the architecture. More

specifically, this thesis makes the following contributions:

1. Define a new architecture for high-performance analysis called the eTRIKS Analytical

Environment (eAE).
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2. The implementation of the architecture and its evaluation.

3. The extension of the eAE to support privacy compliant analytics and the development of

a privacy preserving population density algorithm.

4. A framework, called TensorDB, that fuses database infrastructure and application soft-
ware to streamline the development, training, evaluation and analyzing machine learning
models. This work was later incorporated within TensorLayer [DSM™17] to support the
training of Deep Learning and Reinforcement Learning models in a seamless fashion to

the users.

5. The implementation of new workflows for tranSMART that leverage the eAE and the

support of novel life science approaches for features extraction using deep learning models.

6. The identification of relevant features for characterizing political deception on Twitter.

1.3 Impact and adoption of the research

The first adopters and strongest supporters have been the Data Science Institute and the
eTRIKS project at Imperial College London. Thanks to that adoption, we have been able to
support various internal analytical efforts (DeepSleep [SDWG1T], FakeNews, Borderline [OGA™18])
in the context of the Innovative Medicines Initiative (IMI) and the European Union’s Horizon
2020 projects such as OncoTrack |[GYVdST19]. The ITMAT project, which is part of the Na-
tional Institute for Health Research Imperial BRC, has also adopted the eAE as their analytical

environment to propel their analyses.

Another major adopter of the eAE was International Business Machines Corporation (IBM).
They added it to their portfolio of supported projects, and it is advertised as part of their large

scale computing platforms and POWER architecture to their clients.

The most recent adopter has been the OPen Algorithm (OPAL) project as detailed in Chapter

bl They use the eAE platform in production in the context of on-premises pilot projects with
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Orange-Sonatel in Senegal and Telefonica in Colombia. There are, at the time of writing,
around a dozen people (from the Senegalese government, United Nation, Agence Nationale
de Statistique et de la Démographie, researchers from Orange and Telefonica among others)
actively using them in each country and an additional five other actors which are evaluating
the adoption of the platform in their respective countries. The project and the platform were
featured at the United Nation’s World Data ForumEL Mckinsey Global Instituteﬂ and The

Innovatoi]

1.4 Thesis organisation

Chapter 2 introduces the background of this thesis, presenting some of the new challenges that
Big Data in the context of translational medicine research introduces and thus the necessity of

creating a new analytical platform to address those challenges.

Chapter 3 presents the eTRIKS Analytical Environment architecture design principles that we

developed and a comparison with existing systems.

Chapter 4 describes the implementation of the proposed architecture that has been done and

open-sourced.

Chapter 5 introduces the public health benefits that can be reaped from location data and the
privacy issues that the use of location data introduces. We then introduce the OPAL project
and the extension of the eTRIKS Analytical Environment as the solution for their secure and

privacy compliant platform for location data analytics.

Chapter 6 introduces the analytics that have been developed for tranSMART using the eAE
as back-end and other life science projects and analyses that have been carried out using the

eAE.

Thttps://www.opalproject.org/newsfeed/2018,/11/15/opal-session-and-demonstration-at-the-united-nations-
world-data-forum

2See motes in: https://www.mckinsey.com/featured-insights/artificial-intelligence /applying-artificial-
intelligence-for-social-good

3https://staticl.squarespace.com/static/599ef170197aeac586fed53f/t /5c7c67dbe5e5f0bdab2ac290/1551656928637/
The+Innovator+February+2019.pdf
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Chapter 7 presents how the eTRIKS Analytical Environment takes part in the effort towards

supporting Open Science.

1.5 Statement of Originality

I declare that the content of the thesis is composed by myself, and the work it presents is my

own. All use of the previously published work of others has been listed in the bibliography.

1.6 Publications

In relation to this thesis:

1. Characterizing Political Deception On Twitter: A case study on the 2016 US
elections In: Submitted to IEEE Access.(Oehmichen et al.)
Political fake news have become a major challenge of our time, and its successful flagging
a main source of concern for publishers, governments and social media. The approach
we present in this work focuses on Twitter and aims at finding characteristic features
(including temporal diffusion and NLP) that can help in the process of automating the
identification of tweets containing fake news. In particular, we looked into a dataset of
four months-worth of tweets related with the 2016 US presidential election. Our results
suggest that there are indeed some features (such as favourite and retweet counts, the
distributions of followers, or the number of URLs on tweets) that can lead to successful

identification of tweets containing fake news.

2. OPAL: High-performance platform for large scale privacy-preserving location
data analytics In: Submitted to the 28th ACM International Conference on Information
and Knowledge Management (CIKM 2019).(Oehmichen et al.)

Mobile phones and other ubiquitous technologies are generating vast amounts of high-

resolution location data. This data has been shown to have a great potential for the
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public good, e.g. to monitor human migration during crises or to predict the spread of
epidemic diseases. Location data is, however, considered one of the most sensitive types of
data, and a large body of research has shown the limits of traditional data anonymization
methods for Big Data. Privacy concerns have so far strongly limited the use of location
data collected by telcos, especially in developing countries. In this paper, we introduced
OPAL (for OPen ALgorithms), an open-source, scalable, and privacy-preserving platform
for location data. At its core, OPAL relies on an open algorithm to extract key aggregated
statistics from location data for a wide range of potential use cases. We first discuss how
we designed the OPAL platform, building a modular and resilient framework for efficient
location analytics. We then describe the layered privacy mechanisms we put in place
to protect privacy, giving formal verification for our population density algorithm. We

finally evaluate the scalability and extensibility of the platform and discuss related work.

. A multi-tenant computational platform for translational medicine In: 38th I[EEFE
International Conference on Distributed Computing Systems (ICDCS 2018).(Oehmichen
et al.)

In this paper, we presented the e TRIKS platform. It introduces three new components
namely the eTRIKS Analytical Environement (eAE), the Borderline project and the
e¢TRIKS Data Platform (eDP). Each component was built to be part of a microservice
architecture. In our implementation we assume the underlining operational database to
be MongoDB and the functional object store to be Swift. Borderline and the eAE were
both written in JavaScript assuming Node.js as runtime environment, while the eHS was
written partly in C#, partly in JavaScript. The choice of a rather uniform Node.js-based
stack enables a simplified maintenance of all lightweight microservices. Likewise, all
communication between the components relies on a set of similarly designed HTTP API.
Finally, each individual microservice is developed to work seamlessly in Docker containers,
allowing flexible and efficient orchestration of deployment and easy scale up/down of

services independently.

. eTRIKS analytical environment: A modular high performance framework for

medical data analysis In: Big Data 2017.(Oehmichen et al.)
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In this paper, we presented the eTRIKS Analytical Environment. It introduced a compo-
nent based, distributed framework for distributed data exploration and high-performance
computing. We designed the eTRIKS Analytical Environment to provide users with an
analytics environment which (a) has a frontend /endpoints which are user-friendly, exten-
sible as well as easily integrated into tools, (b) is modular and finally (c) is also scalable.
At the top, interacting with users, is the endpoints layer which essentially hosts the con-
tainers which either provide the Ul to users or the interface to integrate it into third party,
external tools. The endpoints layer also contains the infrastructure to run smaller com-
putations locally. Interacting with the endpoints layer is the storage layer which caches
analytics results to avoid recomputation of frequent analysis, thereby making analysis
more efficient. If a computation still needs to be computed, the scheduling layer will take
care of it and schedule in on the computation layer once computational resources become
available. The computation layer provides the capability for the distributed computation

of analyses and thus enables the scalability of the environment.

5. Characterizing Political Fake News in Twitter by its Meta-Data In: ArXiv.(Amador
et al.)
In this paper, we presented a preliminary approach towards characterizing political de-
ception on Twitter through the analysis of their meta-data. In particular, we focused
on more than 1.5M tweets collected on the day of the election of Donald Trump as 45th
president of the United States of America. We used the meta-data embedded within those
tweets in order to look for differences between tweets containing fake news and tweets not

containing them.

6. TensorDB: Database Infrastructure for Continuous Machine Learning In: 19th
International Conference on Artificial Intelligence 2017 (ICAI’'17).(Liu et al.)
In this paper, we introduced the TensorDB system, a framework that fuses database in-
frastructure and application software to streamline the development, training, evaluation
and analyzing of machine learning models. The design principle is to track the whole
model building process with database and connected different components by database

query mechanism. This design produces a highly flexible framework enable each compo-
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nent to be updated. The theoretical value is that it enables continuous machine learning.
TensorDB is motivated by production application of machine learning model, as consol-
idation of many engineering practice and serve as the foundation for high level tools for

machine learning application.

Other works:

1. A computational framework for complex disease stratification from multiple
large-scale datasets In: BMC' Systems Biology 2018.(De Meulder et al.)
In this paper, we presented a multilevel data integration for multi—"omics datasets on
complex diseases. Indeed, multi—"omics datasets are becoming more readily available and
there is a need to set standards and good practices for integrated analysis of biological,
clinical and environmental data. In this paper, we present a framework to plan and
generate single and multi—"omics signatures of disease states. The framework is divided
into four major steps: dataset subsetting, feature filtering, ’omics based clustering and
biomarker identification. We illustrate the usefulness of this framework by identifying po-
tential patient clusters based on integrated multi—omics signatures in a publicly available
ovarian cystadenocarcinoma dataset. The analysis generated a higher number of stable
and clinically relevant clusters than previously reported, and enabled the generation of
predictive models of patient outcomes. This framework will help health researchers plan
and perform multi—'omics Big Data analyses to generate hypotheses and make sense of
their rich, diverse and ever-growing datasets, to enable implementation of translational

P4 medicine.

2. Visualizing Large Knowledge Graphs: A Performance Analysis In: Future Gen-
eration Computer Systems (FGCS) 2018.(Gomez-Romero et al.)
In this paper, we presented the increasing importance of Knowledge Graphs as a source
of data and context information in Data Science. A first step in data analysis is data ex-
ploration, in which visualization plays a key role. Currently, Semantic Web technologies

are prevalent for modelling and querying knowledge graphs; however, most visualization
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approaches in this area tend to be overly simplified and targeted to small-sized represen-
tations. In this work, we analyzed the performance of Big Data technologies applied to
large scale knowledge graph visualization. To do so, we have implemented a graph pro-
cessing pipeline in the Apache Spark framework and carried out several experiments with
real-world and synthetic graphs. From our benchmarks, we conclude that distributed im-
plementations of the graph building, metric calculation and layout stages can efficiently
manage very large graphs, even without applying partitioning or incremental processing

strategies.

3. TensorLayer: A Versatile Library for Efficient Deep Learning Development
In: ACM on Multimedia Conference 2017 (MM’17).(Dong et al.)
In this paper, we introduced a new versatile Python library that aims at helping re-
searchers and engineers efficiently develop deep learning systems. Deep learning has en-
abled major advances in the fields of computer vision, natural language processing, and
multimedia among many others. Developing a deep learning system is arduous and com-
plex, as it involves constructing neural network architectures, managing training/trained
models, tuning optimization process, preprocessing and organizing data, etc. It offers
rich abstractions for neural networks, model and data management, and parallel work-
flow mechanism. While boosting efficiency, TensorLayer maintains both performance and
scalability. TensorLayer was released in September 2016 on GitHub, and has helped

people from academia and industry develop real-world applications of deep learning.

4. Optimising parallel R correlation matrix calculations on gene expression data
using MapReduce In: BMC Bioinformatics, vol. 15 (2014).(Wang et al.)
This paper evaluated the current parallel modes for correlation calculation methods
and introduces an efficient data distribution and parallel calculation algorithm based on
MapReduce to optimise the correlation calculation. The performance has been studied
using two gene expression benchmarks. In the micro-benchmark, the new implementa-
tion using MapReduce, based on the R package RHIPE, demonstrates a 3.26-5.83 fold
increase compared to the default Snowfall and 1.56-1.64 fold increase compared to the ba-

sic RHIPE in the Euclidean, Pearson and Spear-man correlations. Though vanilla R and
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the optimised Snowfall outperforms the optimised RHIPE in the micro-benchmark, they
do not scale well with the macro-benchmark. In the macro-benchmark the optimised
RHIPE performs 2.03-16.56 times faster than vanilla R. Benefiting from the 3.30-5.13
times faster data preparation, the optimised RHIPE performs 1.22-1.71 times faster than
the optimised Snowfall. Both the optimised RHIPE and the optimised Snowfall success-
fully per forms the Kendall correlation with TCGA dataset within 7 hours. Both of them

conduct more than 30 times faster than the estimated vanilla R

. DSIMBench: A benchmark for microarray data using R In: 40th International

Conference on Very Large Databases (VLDB 14).(Wang et al.)

Parallel computing in R has been widely used to analyse microarray data. We have seen
various applications using various data distribution and calculation approaches. Newer
data storage systems, such as MySQL Cluster and HBase, have been proposed for R
data storage; while the parallel computation frameworks, including MPI and MapReduce,
have been applied to R computation. Thus, it is difficult to understand the whole analysis
workflows for which the tool kits are suited for a specific environment. This paper proposes
DSIMBench, a benchmark containing two classic microarray analysis functions with eight
different parallel R workflows, and evaluate the benchmark in the IC Cloud test-bed

platform.



Chapter 2

Background

In this chapter, we will start with a presentation of the transition of life science research
towards large scale data analysis. Then, we will introduce the necessary technical background
on machine learning including supervised learning, unsupervised learning, and deep learning
and their associated hardware accelerators, which will be leveraged in this thesis. We will
follow with a brief discussion on privacy and security related issues associated with personal
data. Finally, we will review the existing general-purpose analytical platforms for Life Science
and highlight the necessity to develop a new platform for the efficient management and analysis

of large scale medical data in a privacy preserving fashion.

2.1 Towards large scale data analysis in Life Science

Many modern scientific applications directly or indirectly depend on distributed systems run-
ning in large-scale compute clusters situated in data centres. Historically, those distributed
systems have relied on monolithic supercomputers to perform the required tasks. However,
the declining cost of hardware has enabled companies and universities to purchase tremen-
dous amounts of commodity and specialised hardware, servers and saw the advent of Cloud

Computing.

11
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2.1.1 A deluge of data

The technical capabilities for data collection, as well as the variety of the data collected, have
increased exponentially in the last few years, introducing new, unprecedented challenges to
information management. The number of available data sources exploded thanks to the de-
velopment of the Web 3.0 and social networks, the ubiquity of mobile devices (mobile phones,
wearables, fitness trackers, etc.) and sensor networks (CCTV, air quality, machine health, etc.).

Advances in gathering scientific data also contributed considerably to this development.

Our ability to collect medical data in particular is increasing even faster, which leaves us
with a humongous amount of data that can only be analyzed with difficulty. That explosive
growth is not expected to slow down anytime soon for several reasons. Firstly, sequencing
hardware has become so affordable that entire farms of devices are sequencing DNA faster and
more accurately than ever. Indeed, to increase the coverage of DNA sequencing, only more
hardware needs to be used. An example from genomics illustrates the growth very well: next-
generation sequencing has led to a rise in the number of human genomes sequenced every year
by a factor of 10 [Mar13|, [Cos14], which far outpaces the data analysis capabilities. Secondly,
sequencing is only one example among a very large pool. Data today is recorded with more
and more devices (e.g. MRI, X-ray or other medical devices and even with activity trackers)
and there are substantial efforts to move medical records to an electronic form to facilitate
exchange and analysis. Thirdly, the instruments used are becoming increasingly precise, which
translates into increasingly high resolutions and in a massive growth of the data output [Met10].
The size of the data, however, is not the only challenge of working with medical data. The
data produced is becoming more heterogeneous (originating from different devices, software,
manufacturers, etc.), complex (protein folding simulation, metabolomics, etc.) as well as dirtier
(incomplete, incorrect, inaccurate, irrelevant records) at the same time and is thus, in dire need
of reconciliation, integration, and cleansing. Efficient integration of the data is, nevertheless,
pivotal as medical data is moving more and more at the centre of medical research to develop
novel diagnostic methods and treatments [Glu05, [ST12]. As solely symptom-based diagnostic

methods are slowly showing their limitations, the shift to a more data-driven medicine that
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makes the efficient ability to extract, transform and analyze medical data become key in the

new era of data-centric medicine [OMBel2].

The resulting flood of data is difficult, if not impossible, to manage using traditional tools. On
the one hand, the sheer size of the data requires massive storage arrays and massively parallel
processing nodes using hundreds or thousands of computers. On the other hand, innovative
methods for data analysis are necessary to extract useful information from the raw data. Big
Data has four important features, so-called four Vs [IBMd, [Lan01]: Volume of data, Veloc-
ity of processing the data, Variety of data sources, and Veracity of the data quality. These
four earmarks need to be addressed with specific theories and technologies. Some recent large-
scale medical research initiatives like the Human Brain Project [MML™11], the BRAIN initia-
tive [ILC13], the Precision Medicine initiative [Ash15] or the recent BD2K [Nat] Big Data in
genomics initiative, have helped considerably by proposing harmonised data formats, thus ad-
dressing some of the Big Data challenges in medical research and healthcare. Notwithstanding,
many challenges remain and among them producing scalable analytics and scalable platforms

to propel them.

2.1.2 Moving away from a pure symptom-based medicine

In order to understand or discover biological processes, and thanks to advances in other fields
such as physics and chemistry, medical research has increased the size and variety of data
collected. That abundance of data has driven medical research to leverage an extreme wealth

of analytics to explore and analyze the data.

Medical analytics background

Traditional approaches to diagnosing and treating diseases based on symptoms alone are no
longer sufficient in the face of increasingly complex disease patterns. Entirely dissimilar diseases
with substantially different underlying causes and interactions can exhibit similar symptoms.

Those overlapping apparent similarities render their diagnosis and the proper treatment based
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solely on symptoms very challenging. To overcome the limitations of identification and thus,
treatment of disease based on symptoms alone, medical scientists are in the process of develop-
ing new methods to understand the precise interactions (pathways and regulatory networks),
at different biochemical and biophysical levels, that lead from local malfunction to disease,
or how psychological, nutritional, therapeutic, or other environmental factors modulate these
interactions. Given the complexity of diseases, algorithms to process and analyze medical data
efficiently and in a scalable fashion are a crucial component of these new methods: data of
different sources and modalities (medical records, genetics, imaging, blood tests, etc.) need
to be integrated and used to discover meaningful correlations within and between etiological,
diagnostic, pathogenic, treatment, and prognostic parameters. By finding patients with the
same disease into constellations of parameterised biological, anatomical, physiological and clin-
ical variables that define homogeneous populations, signatures of disease (shared attributes of
patients suffering from the same disease) can be identified. Disease signatures or biomarkers
are crucial to discriminate diseases for the purpose of developing more robust and reliable di-
agnostic methods and better understand the disease itself (with the potential to develop new

treatments).

On this path towards data-centric medical research and to move beyond the classic symptom-
based diagnostics and treatments, medical research is facing major challenges. First, data
heterogeneity and data quality are not directly related to the underlying technology. The
protocols and acquisition processes used to capture that data directly impacts the quality and
dirtiness of the data captured. Detailing those processes and training medical professionals on
the consequences of those choices is therefore key to ensure that the interpretation of the results
is reasonable. Second, whilst the fundamental analytics algorithms may not be developed by
medical professionals, it is important that life science researchers and doctors understand the
underlying concepts to properly build models of diseases. Even if, it is expected that some
insight can be obtained through the analysis of data alone, fundamental domain knowledge
will always be needed. Hence, it is of fundamental importance that the developed models
are not only informed by data but also by an understanding of the domain, i.e., models that

clearly understand and connect cause and effect. Furthermore, understanding the strengths
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and weaknesses of different analysis approaches by medical researchers will only strengthen the

models by designing combinations for improved analysis.

Causality

Epidemiological research usually seeks to identify if any causal relationship exists between the
risk factor and the disease. A traditional example that illustrates the association between risk
factor and disease is the impact of smoking on lung cancer [WC54]. However, the story of that
person who smoked throughout their lives and never suffered from cancer shows that epidemi-
ological problems are not straightforward. There is an association at work, but exposure is a
necessary but not sufficient condition for disease. Another problem for establishing causality in
epidemiology is the necessity to reject other possible explanations for the observed association.
Confounding factors may arise as well, causing a spurious association between dependent and
independent variables. For example, many people who smoke heavily have low intakes of vita-
mins [SHM90]. The Bradford Hill criteria [HIL65] have been used to strengthen the evidence
of causality in these types of studies [ANel3]. Statistical methods, as well as sophisticated and
specialised methods, have been developed in R, Stata or SAS to conduct research and uncover

new causing factors.

Testing

A statistical hypothesis is a hypothesis that is testable on the basis of observing a process that is
modelled via a set of random variables [MAG3]. Statistical analysis aims at providing statistical
insights about the datasets for further research, without any prior statistical knowledge, by
performing multiple statistical tests on a given data set. Statistical hypothesis testing is a
fundamental technique of both Bayesian and frequentist inference, although the two types of
inference have noteworthy differences. Statistical hypothesis tests establish a procedure that
controls the probability of incorrectly deciding that a default position (null hypothesis) is
incorrect. The procedure is based on how plausible it would be for a set of observations to take

place if the null hypothesis were true.
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Testing has been of crucial importance early on in biomedical research. Poor and complex
signals, curse of dimensionality, computational needs of Bayesian are only a few of the problems
that researchers have faced. Many techniques have been successfully applied to overcome these
problems. Principal component analysis (PCA) is a frequently used signal separation technique
to discover potential subgroups of the dataset [JC16]. It uses an orthogonal transformation
to convert observations of correlated variables into linearly uncorrelated ones (i.e. principal
components), the number of principal components is less than or equal to the smallest of
the number of original variables or the number of observations thus effectively reducing the

dimensionality.

Clustering

Cluster analysis or clustering is the task of grouping a set of objects in such a way that objects
in the same group (called a cluster) are more similar (in some sense or another) to each other

than to those in other groups.

Clustering analysis can fall into two categories taking different kinds of input: feature-based
clustering and similarity-based clustering. Feature-based clustering takes a feature matrix as
the input and is applicable to raw noisy datasets. Commonly, finite mixture models, such as
Mixture of Gaussians Model and infinite mixture models, such as Dirichlet process mixture
model are used [Bis06]. The basic idea of using mixture models is first fitting the mixture
model with data and then computing the posterior probability of the data point whether it
belongs to a cluster. The similarity-based clustering method, on the other hand, requires a

distance matrix as the input and facilitates the domain-specific similarity.

In Bioinformatics, clustering methods can be used to group similar samples and also similar
features. For example, a gene expression dataset collected from multiple patients can be rep-
resented by a matrix, in which rows can represent genes and columns represent patients. The
resulting matrix can well exceed terabytes in the context of a proteomics analysis. Clustering
by columns (patients) can find groups of patients resulting in a possible patient stratification

or discovering a correlation between genes and conditions [KBCGO3][OKHC14].
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Time-series

A time series is a series of data points indexed (or listed or graphed) ordered by time. Most
commonly, a time series is a sequence taken at successive equally spaced points in time and is
thus a sequence of discrete-time data. Biological processes are often dynamic; thus, researchers
must monitor their activity at multiple time points. The most abundant source of information
regarding such dynamic activity is time-series gene expression data [BJGS12]. Not surprisingly,
generating time-series expression data has become one of the most fundamental methods for
querying biological processes that range from various responses during development to cyclic
biological systems. Recent improvements in methods for measuring gene expression, such as
high-throughput RNA sequencing, and the increased focus on clinical applications of genomics

make expression studies more feasible and relevant.

Prediction

In statistics, prediction belongs to statistical inference. One specific approach to such inference
is known as predictive inference, but the prediction can be undertaken within any of the different
approaches to statistical inference [Cox(07]. As a matter of fact, one practical description of
statistics is that it serves as a means of transferring knowledge about a sample of a population
to the whole population, and to other associated populations, which is not necessarily the same
as prediction over time. The process is known as forecasting refers to the transfer of information
across time (often to specific points in time). Prediction is usually performed on cross-sectional

data, while forecasting often requires time series methods.

Statistical methods used for prediction include regression analysis such as linear regression,
generalised linear models (logistic regression, Poisson regression, Probit regression, etc.). As
for forecasting, vector autoregression models and autoregressive moving average models can be
utilised. The KaplanMeier estimator has been extensively used for patient survival analysis.
The estimate may be useful to examine recovery rates, probability of death, and effectiveness

of treatment [KBell].
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Deep learning algorithms, in particular convolutional networks, have rapidly become a method-

ology of choice for analysing medical images and predicting patient trajectories [GPel6, [EKelT].

2.1.3 Complexity of computing infrastructures in Life Science

With the increasingly swift growth of data in biology and life sciences in general, we are wit-
nessing a major evolution in the way research is conducted. Until recently, most life science
researchers would carry their research on their local machine or a single dedicated bare metal
server. Putting aside the poor usage of certain tools [ZEEO16], that approach has been suc-
cessful as long as the size of the data was reasonable (less than a few hundred of GB) and the
complexity of the problem limited. However, the limits of that approach have become apparent
as the research is increasingly moving from hypothesis-driven studies to data-driven simula-
tions of whole systems to unveil more complex mechanisms. Such approaches necessitate the
use of large-scale computational resources and a large panel of computational tools (different
languages and packages, different interoperability needs or specialised hardware) in order to
run increasingly complex analyses and achieve better data assimilation. Synergies between life
sciences and architecture researchers are fundamental in moving research forward as the distri-
bution over many heterogeneous machines is required either to keep up with a large number of
user requests, to perform parallel processing in a timely manner, to support mixed workloads

or to be able to tolerate faults without disruption to service.

This shift represents a fundamental challenge as the use of large-scale computational and stor-
age resources traditionally requires extensive knowledge in parallel data processing (distributed
storage, communication, orchestration, etc.) and the allocation of a large pool of computing
resources to a single user would result in a massive amount of compute time being wasted. In or-
der to expose an accessible programming interface to non-expert application programmers, and
act as personalised and on-demand bioinformatics services, data processing frameworks hiding
challenging aspects of distributed programming had to be developed. Examples of the details
abstracted include fault tolerance, complex scheduling, data provenance, security/privacy, and

message-based communication. In addition to those core needs, it is vital to make sure that
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the data is not lost during computation and nobody else is accessing the data by accident or
malice. Finally, the shift towards an on-demand paradigm would prevent users from corrupting
the installations inadvertently and would allow architecture researchers to develop new features

such as support of privacy methods or improved scaling to be used seamlessly by the users.

2.2 Scalability in distributed systems

The software architecture details in a symbolic and schematic way the different elements of one
or more computer systems, their interactions, and their interrelations. Unlike the specifications
produced by the functional analysis, the architecture model, produced during the design phase,
does not describe what a computer system should achieve, but rather how it should be designed

to meet the specifications.

2.2.1 Introduction

Scalability can be defined as the capability of a system, network, or process to handle a growing
amount of work, or its potential to be enlarged to accommodate that growth [Bon00]. A
system is deemed scalable if it is capable of increasing its total output under an increased load
when additional resources (software and hardware) are added. In the context of electronics
systems, databases, routers, and networking, a system whose performance improves after adding

hardware, proportionally to the capacity added is said to be a scalable system.

An algorithm, architecture, program, networking protocol, or other system is said to scale if it
is suitably efficient and practical when applied to large situations: large number of participating
nodes in the case of a distributed system, large input data sets or users. If the design or system
fails or slows down to the point it is not helpful to the task at hand when the input quantity
increases, the system is deemed not scalable. Fundamentally, if there are a large number of
causes (n) that affect scaling, then resource requirements (such as algorithmic time-complexity)

must grow less than n? as n increases. If we take a search engine to illustrate, the search engine
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will be said to be scalable not only for the number of users, but also for the number of objects
it indexes. Scalability refers to the ability of a site to increase in size as demand warrants while
delivering consistent performance [DRWQT].

The scalability of system can be measured according to various dimensions:

1. Administrative scalability: An increasing number of organizations or users can easily

share a single distributed system.

2. Functional scalability: The addition of new functionality to enhance a system can be

executed at minimal effort.

3. Geographic scalability: The distribution of the system from a local area to a more dis-
tributed geographic pattern does not result in a loss in performance, usefulness, or us-

ability.

4. Load scalability: The capacity of the system to easily expand and contract its resource

pool to accommodate heavier or lighter loads or number of inputs.

5. Generation scalability: The capacity of a system to scale up by using heterogeneous

components from different vendors [MMSWO07] at any given time.

6. Business scalability: the capacity of a system to accept increased business volume without

impacting the contribution margin ( margin = revenue - variable costs).

Methods of adding more resources for a particular application fall into two broad categories:

horizontal and vertical scaling [MMSWO07].

e Horizontal scaling (scale-out): The ability to connect multiple hardware or software enti-
ties, such as servers, so that they work as a single logical unit (cluster). The addition (or
removal) of a new node results in the proportionate increase (decrease) in capacity of the
cluster. The decreasing cost of hardware and their underlying increase in performance
have enabled “commodity” systems to be commissioned for tasks that once would have

required supercomputers. System architects can configure hundreds of small computing
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nodes in a cluster to obtain an aggregated computing power that is often greater than
computers based on a single traditional processor. The advancement of high-performance
interconnects such as InfiniBand, Gigabit Ethernet and Myrinet further encouraged this
model. It is those new deployments that have encouraged developers to create new classes
of distributed software and efficient management and maintenance of multiple nodes, as

well as hardware such as shared data storage with much higher 1/O performance.

e Vertical scaling (scale-up): The ability to resize the resources of a single node in a sys-
tem, typically involving the addition of CPUs or memory to a single entity. The use of
virtualization technology enables, in the context of vertical scaling of existing systems, to
provide more resources for the hosted set of operating system and application modules
to share. Application scalability is the ability of an application to improve performances
(number of clients it can serve, computation speed, etc.) on a scaled-up version of the

system [ERAEBO5].

The two models are not mutually exclusive and each one presents drawbacks and advantages.
A larger number of nodes means increased management complexity, concurrency issues, as well
as a more complex programming models. The latency and network speed between the nodes
of the mesh further complicates the development and deployment of distributed applications.
Additionally, some applications do not lend themselves to a distributed computing model, thus
do not benefit at all from horizontal scaling. In contrast, a single node will always be bound by
the maximum amount of resources the motherboard can host excluding de facto very large-scale

applications.

2.2.2 Scheduling and management scalability

In the field of massively parallel processing, job schedulers are the “operating systems” of
modern Big Data architectures and supercomputing systems. Job schedulers are responsible
for allocating the computing resources and administer the execution of processes on those re-

sources. Historically, job schedulers were the domain of supercomputers, and were designed
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and optimised to run massive, long-running computations over days or even weeks on homo-
geneous hardware for specific tasks [RBAT18]. One of the first task of those supercomputers
were scientific computations such as modelisation or numerical prediction. Numerical weather
prediction using supercomputers started in the 1960s with the CDC 6600 [TWCCtT04] and used
mathematical models of the atmosphere and oceans to predict the weather based on current

weather conditions.

In its simplest form, a scheduler is composed of three base elements:

1. A queue containing the tasks
2. A worker to execute the task

3. A master managing the queue and dispatching the tasks to the worker

Schedulers are often implemented in a way that puts the emphasis on keeping all computer
resources busy (e.g load balancing). That priority gives way to multiple users sharing the same
system resources effectively or to achieve a target quality of service defined by the operator
of the system. The target quality of service can be defined according to different objectives:
maximizing throughput (the total amount of work completed per time unit); minimizing wait
time (time from work becoming enabled until the first point where it begins execution on
resources); minimizing latency or response time (time from work started until it is finished
in case of batch activity [Feildl [LL73], or until the system responds and sends back the first
output to the user in case of interactive activity [SGGO05]); or maximizing fairness (equal CPU
time for each process or a defined minimal amount of compute time according to the priority
or workload of each process). In practice, these goals often conflict (e.g. throughput versus
latency) and the scheduler will implement a suitable compromise in accordance with the defined
guidelines provided to it. Depending upon the user’s needs and objectives, the preference can
be measured by any one of the concerns mentioned above. In real-time environments, such as
embedded systems, the scheduler also must ensure that processes can meet deadlines to in turn

guarantee the stability of the system.

However, as data centres and applications grow more heterogeneous and complex, allocating the

proper resources to various applications increasingly depends on understanding the tradeoffs
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between the different allocations. Complex scheduling strategies have to be put in place to
enable mixed workloads to benefit from different types of resources (GPUs, TPUs, SSDs),
different generations of hardware, different types of costing to users (shared vs sole allocation),
different energy constraints or cross data centres computations (hybrid clouds). Recently, a
new class of Big Data data workloads consisting of many short computations taking seconds or
minutes that process enormous quantities of data has emerged. Therefore, the efficiency of the
job scheduler, for both supercomputers and Big Data systems, represents a fundamental limit

on the efficiency of the system.

As detailed by Reuther et al. [RBA™18], a great deal of work has been done in the last 40 years
to address those issues and two main families of schedulers emerged with the HPC family on
one side and the Big Data family on the other. The HPC family can be further broken down
into two sub-families: traditional and new HPC schedulers. The traditional HPC schedulers
include PBS [Hen95], HTCondor [LLMSS]|, OpenLava [JB16] and LSF [ZZWD93] among others.
The new HPC schedulers include Cray ALPS [NP06] and Simple Linux Utility for Resource
Management (Slurm) [Y.JGO3]. The Big Data schedulers include Google Borg [BGOT16] and
Omega [SKAEMWT13] which gave way to the open-source scheduler Kubernetes [BGO™16],
Apache Hadoop MapReduce [DQR12], Apache YARN [XNR14] and Apache Mesos [HKP™11].
Both families share common features but are optimised for the specific class of problems we

have presented.

2.2.3 Storage scalability

Since the introduction of the first hard drive more than 60 years ago, storage technologies have
made huge strides thanks to multiple groundbreaking technological shifts. Those shifts are
responsible for the steady progression in terms of capacity, speed and implementation flexibility.
The stability of the interfaces throughout those shifts have allowed continual advances in both
storage devices and applications, without frequent changes to the standards [MMIGRGEO3].
A key feature of the original progression was its vertical approach to scaling. Indeed, the first

stage of evolution of storage technology was focused on the growth in storage capacity, speed,
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and bandwidth of storage on a single unit of computing at a time. In a second stage, the growth
focused on the pulling of multiple storage nodes together in unified logical storage entities and
formed the first attempts at Storage Area Network (SAN). But here again, logical storage was
approached with a very vertical approach to scalability, clustering pools of nodes into single
file systems made available usually through the network in a Network Attached Storage (NAS)

fashion.

The concept of Object storage, also known as object-based storage, only started to emerge in
the early 2000s. Object storage manages data as objects, as opposed to traditional storage
architectures like file systems which manage data as a file hierarchy, and block storage which
manages data as blocks within sectors and tracks. Each object typically includes the data itself,
some metadata, and a globally unique identifier. This conceptual change has transformed
the evolution path from a vertical scale-up to a horizontal scale-out. Objects are storage
containers with a file-like interface, effectively representing a convergence of the NAS and
SAN architectures. Objects capture the benefits of both NAS (a high-level abstraction that
enables cross-platform data sharing as well as policy-based security) and SAN (direct access

and scalability of a switched fabric of devices) [MMIGRGEQ3J].

Data Centre 1 Data Centre 2
a7y Replicate

Write X l Read X l Read Xold

- -

Figure 2.1: Conceptual representation of replication with eventual consistency.
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Scalability, for scale-out data storage, is defined as the maximum storage capacity which guar-
antees full data consistency. This implies that at any given moment there is only ever one
valid version of stored data in the whole cluster regardless of the number of redundant physical
data copies. Clusters that provide “lazy” redundancy by updating copies in an asynchronous
fashion are called “eventually consistent”, while clusters providing immediate redundancy by
updating copies in a synchronous fashion are called “strongly consistent”. Figure[2.1]illustrates
a scenario where new data is inserted into a cluster with eventual consistency. This type of
scale-out design with eventual consistency is suitable when availability and responsiveness are
more valuable than consistency, which is true for many websites (such as Facebook) or web

caches (a small wait might be required to get the latest version).

Data Centre 1 Data Centre 2
a7y Replicate

Wait before
reading X

Write X Wait before
reading X

e s -

Figure 2.2: Conceptual representation of replication with strong consistency.

Figure 2.2]illustrates a scenario where new data is inserted into a cluster with strong consistency.
This type of scale-out design with strong consistency is suitable for all classical transaction-
oriented applications. This implies that data viewed immediately after an update will be
consistent for all observers of the entity [Gooa]. This characteristic has been a fundamental
assumption for many developers working with databases as it is part of the ACID (Atomicity,

Consistency, Isolation, Durability) properties of database transactions. However, developers
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must compromise on the scalability and performance of their application to obtain those strong
consistency guarantees. In other words, data has to be locked during the replication or update

processes to ensure that no other processes are updating the same data.

In order to balance strong and eventual consistency, developers and researchers have brought
forward several techniques and explored different trade-offs. For example, non-relational databases
let developers choose an optimal balance between strong consistency and eventual consistency
for each part of the application. The indexes could be subject to a strong consistency while
the referenced objects could be eventual. This approach gives more time for the data entities
to be replicated across the nodes of the cluster while keeping performances of the application
high, effectively combining the benefits of both worlds. But it should be noted that a query
against the indexes cannot exclude the possibility of an index not yet being consistent with the
associated entities at the time of the query, which may result in an entity not being retrieved

at all.

2.2.4 Computational scalability

CPU traditionally refers to a processor, more precisely to its processing unit (registers and
combinational logic) and control unit contained on a single chip. As Figure shows, computer
performance was tied to the clock frequency of the single core processor until the early 2000s
thanks to the doubling number of transistors in each chipset. From 2005, the doubling of cores
in processors every 18 months enabled manufacturers to continue to follow Moore’s Law to
some extent for a short while. From 2010, the exponential increases in transistor resources
are wasted as they translate only in a linear gain in performance. On the other hand, the
amount of data being produced and requiring to be processed is increasing at an exponential
rate [YHG™16]. Tt is in this context that new processing architectures better suited to Big Data
workloads started to emerge; architectures that offer a scalable, massively parallel, sea-of-cores

approach.

The workloads existing processors were designed and optimised over decades to handle are

vastly different than Big Data and Machine Learning workloads. Traditional software, such as
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Figure 2.3: 42 Years of microprocessor trend [Karl§]

operating systems or heavy-duty backends in banks, represent millions to hundreds of millions
of lines of code, while Big Data/Machine Learning code size is closer to thousands of lines of
code. This difference can be explained by a shift in paradigm from a usually linear execu-
tion (for traditional software on high power single cores) to individually small computations
replicated massively across many, many servers to be executed in parallel. The MapReduce
paradigm [DGO08a] emerged as a popular solution for processing Big Data sets in a scalable
fashion with a parallel, distributed algorithm on large many-cores clusters. The Hadoop im-
plementation, followed by Spark’s a few years later, has enabled researchers to run efficiently
a massive number of small tasks across a vast number of cores thanks to clever scheduling,
data locality (using HDFS) and no concurrency to be handled by the user. Those newly found
capabilities have enabled new discoveries in the medical field both in healthcare and transla-
tional research [AAT6, (CCET 16| [Tay10, MHBel0, QEG™10|. Yet, the MapReduce paradigm is
a restricted programming framework. MapReduce programs must be written as acyclic data-
flow programs, e.g., a stateless mapper followed by a stateless reducer. This paradigm makes

repeated querying of datasets difficult and imposes limitations on iterative algorithms that re-



28 Chapter 2. Background

visit a single working set multiple times (which is the norm in deep learning and frequent in

machine learning).

2.3 Architectures to support machine intelligence

Machine intelligence, more commonly called Artificial Intelligence (Al), is intelligence demon-
strated by machines in contrast to the natural intelligence displayed by humans. In computer
science, Al research is defined as “the study and design of intelligent agents” where an intelligent
agent is any autonomous entity that perceives its environment and takes actions which maximise
its chances of successfully achieving its goals [RN12, [PMG9S§|. The learning of those agents
(e.g. machine learning) is a fundamental concept of Al research. While definitions of machine
learning (ML) are many and have changed considerably over time, a traditional established
view was provided by Mitchell [Mit97]: “Machine Learning is the study of computer algorithms
that improve automatically through experience.” Some of the traditional problems or goals of
artificial intelligence research include natural language processing, reasoning, knowledge, learn-
ing, planning, perception, and the ability to manipulate and move objects [Lug09, PMG9S].
Many approaches have been developed in the past few decades including statistical methods,
computational intelligence, and traditional symbolic Al. Artificial intelligence also greatly pulls
from other scientific fields like social sciences, philosophy, computer science, mathematics, lin-
guistics, and neuroscience. In the twenty-first century, various artificial intelligence techniques
have matured and found a new popularity thanks to the recent surge in computing power,
large amounts of data, theoretical understanding and, advancements in the field of Big Data.
Al techniques and methods have become an everyday tool in the arsenal of researchers helping
them to overcome many challenges and solve various complex problems. The most common
tools used in Al are mathematical optimization, artificial neural networks, and methods based

on statistics, probability and machine learning.
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2.3.1 Machine Learning

In the simplest setting, and following Mitchell’s definition, machine learning algorithms build
a mathematical model of training data. The training data varies depending on which type of
machine learning algorithm we plan on using. Machine learning is usually divided into three

main types:

1. Supervised and semi-supervised learning
2. Unsupervised learning

3. Reinforcement learning

Supervised learning

Supervised learning is the machine learning task of learning a mapping from inputs x to outputs
y, given a labelled set of input-output pairs D = (x;, y,)f\il where D is the training set, N the
number of training examples, ;/y; the i input/output of the training set. In the simplest
setting, we aim at learning a function g : X — Y where X is the input space and Y is the

output space.

Some of the most common algorithms used in unsupervised learning include: Support Vector
Machines (SVM), regression (linear, logistic, etc.) and naive Bayes. Classification algorithms
are used when the outputs are bounded to a given set of values. Regression algorithms attempt

at modelling continuous outputs, e.g. they may have any value within a range.

Unsupervised learning

In the context of unsupervised learning, only output data are given without any inputs. The
goal is to discover underlying structures (like grouping or clustering of data points) in a dataset
that has not been labelled, classified or categorised. This method is one of the preferred
approaches for knowledge discovery. A central application of unsupervised learning is in the

field of density estimation in statistics, e.g., building models of the form p(z;, 0).
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In contrast to supervised learning, there is no single generic objective in unsupervised learning
as it varies depending on the tasks and the nature of the dataset. It is also more widely ap-
plicable than supervised learning since it does not require a human expert to manually label
the data. Some of the most common algorithms used in unsupervised learning include: clus-
tering (hierarchical clustering, k-means, etc.), discovering latent factors (Principal Component
Analysis, Expectationmaximization algorithm. etc.), anomaly detection and neural networks.
Regression algorithms are named for their continuous outputs (such as temperature or weight),

e.g. they may have any value within a range.

Reinforcement learning

In the context of reinforcement learning, we are concerned with how software agents learn how to
act and behave in an environment so as to maximise some notion of cumulative reward (which
may include a punishment concept as well). The problems at the centre of reinforcement
learning are in relation with the theory of optimal control, which is mostly focused on the
existence and characterization of optimal solutions, and algorithms for their exact computation,
and less with learning or approximation, particularly in the absence of a mathematical model

of the environment.

2.3.2 Deep Learning

Deep learning, also called deep structured learning or hierarchical learning, is a branch of
machine learning that utilises multiple layers of linear and non-linear functions to transform
from inputs into representations that are useful for subsequent tasks such as classification
and regression. Similarly to the rest of the machine learning field, learning settings can be

supervised, semi-supervised or unsupervised.

An artificial neural network is a network of simple entities called artificial neurons. Each
neuron receives input signals, which in turn change their internal state (activation) according

to that input, and produce output depending on the input and activation. These neurons are
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commonly organised in layers as this allows us to efficiently calculate activations of all neurons
in each layer with a simple matrix multiplication. A neural network can be viewed as a directed
acyclic graph describing how a sequence of layers is combined to form the network. Figure [2.4
illustrates an artificial neural network with a set of fully connected layers where each circular
node represents an artificial neuron and an arrow represents a connection from the output of
one artificial neuron to the input of another. Artificial neurons were originally inspired from
the working of a biophysical neuron with inputs and outputs but do aim at representing a

biological neuron model.
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Figure 2.4: An example of an artificial neural network with the mathematical model [Glo] of
an artificial neuron [Sta]. An input signal z, travels along the axons, which then interacts
with dendrites of the other neuron and becomes wgzy based on the synaptic strength. The
synapses wy between the axon and the dendrite control the strength of influence of one neuron
to another. The dendrites carry the weighted input signals to the cell body. The cell body
accumulates the results, sums them, and then applies an element-wise function f to fire an
output signal via an output axon.

Most modern deep learning models are based on artificial neural networks such as deep neural
networks (Convolutional Neural Networks or Recurrent Neural Networks), deep belief net-

works and recurrent neural networks. Those networks are generally interpreted from the per-
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spective of the universal approximation theorem [BHO0L, [Hor91l, [Csa01] or probabilistic infer-
ence [Murl2, Ben09, [DY14]. The universal approximation theorem defines the capacity of
feed-forward neural networks with a single hidden layer of finite size to approximate contin-
uous functions [Csa0ll, [Has95]. The proof was published by George Cybenko for the sigmoid
activation function [Cyb89] and generalised to feed-forward multi-layer architectures by Kurt
Hornik [Hor91]. The probabilistic interpretation [Murl2] originated from machine learning re-
search. A distinctive attribute of the probabilistic interpretation is inference [Hin09) [Schi5],
as well as the optimization concepts of training and testing, related to fitting and generaliza-
tion. The probabilistic interpretation considers the activation non-linearity as a cumulative

distribution function which led to the introduction of dropout as regularizer in neural net-

works [HSK™12].

In the field of medical research, deep learning has been successfully applied to many re-
search problems and became the methodology of choice in some instances. Among the most
notable ones, research has explored the use of deep learning to predict bio-molecular tar-
gets [DJS14) [ZTHZ17], gene ontology annotations and gene-function relationships [CSB14],
sleep quality [SDWGI7, ISJFL™16], predictions of health complications from electronic health
record data [SNK™17], toxic effects of drugs and drugs discovery [LBHI5, IGHS16, CEW™1§].
New application domains such as protein folding are also being actively investigated with the

first results [WCZQ18, [Deel8] showing promises.

2.3.3 Hardware acceleration for Al research

Hardware accelerators belong to the class of Application-Specific Integrated Circuits (ASIC).
Their intended use is to execute some functions more efficiently than on a general-purpose CPU.
The implementation of computing tasks directly in silicon allows for decreased latency, increased
capacity and throughput is known as hardware acceleration. Many hardware technologies can
be used in accelerating machine learning algorithms, such as Graphics Processing Unit (GPU),
Tensor Processing Unit (TPU) and Field-Programmable Gate Array (FPGA). Any operation

on the data can be computed purely in a software running on a generic CPU, custom-made
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hardware, or in some mix of both. Hardware accelerators are crucial for artificial intelligence
applications, especially computer vision, machine learning, and artificial neural networks. The
potential applications for artificial intelligence accelerators include autonomous vehicles [NVI],

robots [Mov], natural language processing [Qual and health care among many others.

Hardware acceleration is helpful for performance and power efficiency when the functions are
fixed so updates are not as needed as in software solutions. The emergence of reprogrammable
logic devices, such as FPGAs, has diminished the restriction of hardware acceleration to fixed
algorithms. Reprogrammable logic devices have allowed hardware acceleration to be applied
to problem domains requiring to apply modifications to algorithms and processing flows. The
reprogrammibility has also enabled the possibility to improve the logic on existing devices re-
motely without changing the device altogether. The number of [oT devices becomes increasingly
large due to the demands of the practical applications (such as CCTV or medical monitoring),
which poses a significant challenge to construct a high-performance implementation of machine
learning algorithms directly on the devices. In order to benefit from increased locality of data to
execution context, thereby reducing computing latency between modules and functional units
and network bandwidth consumption, register-transfer level (RTL) abstractions of hardware
designs have been developed. Those abstractions have allowed emerging architectures such as
in-memory computing, transport triggered architectures, and networks-on-chip to fully realise

that potential.

Data centers benefited as well from those innovations as architectures evolved towards hetero-
geneous multi-cores composed of a mix of cores and accelerators, a machine-learning accelerator
can achieve the rare combination of efficiency (due to the small number of target algorithms)
and broad application scope. Unlike accelerators on IoT devices, accelerators in data centers
can tackle large scale problems as space and energy are no longer a constraint. Those new archi-
tectures aim at tackling classes of problems that used to be computationally prohibitive or im-
possible such as ray tracing (RT cores), cryptography (Hardware Random Number Generator),
multilinear algebra (TPU) and computer vision (Vision Processing Unit). The synergy between
the large data sets in the cloud and the numerous computers that power it has enabled a renais-

sance in machine learning [JBBel7|. In recent years, deep neural networks (DNNs) have led to
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breakthroughs such as reducing word error rates in speech recognition by 30% [Deal6]; cutting
the error rate in an image recognition competition from 26% to 3.5% [HZRS16, SLJ™15, [KH12];
beating the best human players at Go [SHMel6]. Those breakthroughs were made possible
thanks to the broader developments and adoption of hardware accelerators (TPUs in this in-
stance) in AT workflows for training the deep learning models. TPUs are very fast at performing
dense vector and matrix computations with gains ranging from 15x to 30x faster than contem-
porary GPUs and CPUs [Goob|. The energy efficiency achieved by TPUs is also much better

than conventional chips, with improvements between 30x and 80x in TOPS/Watt measure.

However, the introduction of custom hardware into Al workflows complexifies the design of

analytical environments that efficiently leverage them.

2.4 Compliance and security in distributed systems

2.4.1 GDPR and privacy of patient data

Medical data is deeply personal as it can reveal more information about us than any other
piece of information. Yet, in order to provide treatments to the patients, it is vital that health
professionals get access to this information. This conundrum of balancing the protection of
personal information and using the data for the advancement of medical research has been
understood by society and lawmakers alike. It is in this context that a legislation protecting

medical data has been voted and implemented in a growing number of countries.

The growing use of electronic health records (EHR) concomitant with ever more data being
collected in general by public health systems in countries like France (Sécurité Sociale), the UK
(NHS) and the US have opened new possibilities to medical researchers. By mining these masses
of data, researchers and doctors can improve diagnostic techniques as well as treatments by
moving from symptom-based to evidence-based medicine based on data mining. The growing
interest from medical research to make data available is met with new ethical guidelines as well

as legislation [HA17]. The awareness of the legal and ethical context when working with patient
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data is of key importance in order to protect private patient information. The legal and ethical
standards that researchers must follow typically depend on the institution or hospital where the
data is collected and stored. This situation introduces a great variance between institutions and
countries. Naturally, the ethics boards might have very different initiatives depending on their
objectives to put an emphasis on research or security of the data. However, those guidelines
are not a superset of the legal requirements: the legality of the initiative always comes before

the compliance with ethics.

The General Data Protection Regulation (GDPR) [TT16] of the European Union (EU) came
into law on the 25" of May 2018. GDPR is now at the heart of the EU privacy and data pro-
tection for all individuals within the European Union and the European Economic Area. Those
laws aim at defining the export of personal data outside the EU, give control to individuals over
their personal data and to simplify the regulatory environment by homogenizing the regulation
across all EU countries. A central notion of the GDPR is the concept of informed consent
of the patient which specifies that no personal data may be used unless the researchers have
received an unambiguous affirmation of consent from individual data subjects. Providentially,
the final version of the regulation includes a special set of rules for research in recognition of
the benefits that research offers to society. Those rules stipulate that data minimisation is a
requirement, meaning data has to be de-identified to the extent that research objectives can be
achieved [BBM17]. This rule gives some leeway for research as it does not enforce a mandatory
anonymisation of the data. Another rule, to facilitate the re-use of data for research, stipulates
that the collected data can be freely shared between member states even if the data was col-
lected for another purpose. The free movement of personal data (without the need for explicit
consent) opens the way for masses of patient data collected in hospitals to be used for medical

research.

The approach advocated for the de-identification of the data is to use the concept of pseudonymiza-
tion as described in Article 4(3b) [Vol1§]: “the processing of personal data in such a way that
the data can no longer be attributed to a specific data subject without the use of additional
information, as long as such additional information is kept separately and subject to technical

and organizational measures to ensure non-attribution to an identified or identifiable individ-
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ual”. The International Standardization Organization (ISO) proposed a set of guidelines for
re-identification risk assessment and implementation aspects of de-identification through ISO
25237:2017 [Int]. In practical terms, pseudonimization is the replacement of identifiers (like
names and social security numbers) into a new domain space of equal size or larger. One com-
mon way to carry out those transpositions is with the use of hash functions (SHA-3, AES-128)
and a long cryptographic salt hash per data set. An interesting aspect of GDPR is that it
represents a minimum standard from which countries can deviate from, leaving state members
to work out the details for themselves. On the one side, this facilitated its adoption by the
member states as it adapts more easily with the existing local rules and can be made more rel-
evant to their own society and culture. On the other side, this flexibility has led member states
to implement their own, sometimes contradictory (such as in France’s case [Taml8, 20117]),
systems of safeguards and exemptions for subject data rights in the context of research. Those
discrepancies have made the task of creating a cross countries data processing infrastructure

for medical data a lot more arduous.

In the US, something similar has been brought forward with the Health Insurance Portability
and Accountability Act Title II (HIPAA) |[Rot13]. HIPAA, unlike GDPR, gives very well-
defined requirements for national standards for electronic health care transactions and national
identifiers for health insurers, healthcare providers and employers. HIPAA details specifically
what identifiers need to be removed from the datasets for it to be considered de-identified and
for the medical researcher to be in the legality. Namely those 18 identifiers are: names, geo-
graphic subdivisions smaller than states, all elements of dates (except year) for dates directly
related to an individual, telephone numbers, fax numbers, E-mail addresses, social security
numbers, medical record numbers, health plan numbers, account numbers, serial numbers,
driving license/license plate numbers, Internet protocol addresses, web Universal Resource Lo-
cators (URLs), full face photographs, biometric identifiers (finger and voice prints) and a limited
number of similar unique identifiers of a subject [UC]. The benefit of clearly defined rules for
a legal, safe use of the data for research purposes facilitates the life of researchers. Besides, the
HIPA As provisions do not unduly limit research on the data but just frame its use. Neverthe-

less, removing fields like the exact geographic location, day and month from dates specifically



2.4. Compliance and security in distributed systems 37

relating to people may hinder research somewhat. One substantial drawback of the HIPAA
compared with GDRP is the lack of flexibility. Because the rules are so specifically tailored,
any new identifiers (such as Facebook or LinkedIn profiles) is automatically left out and a gap
in data protection appears, requiring a new set of laws to plug the hole. With an average of
263.57 days for a bill to pass into law in the US [Carl5], this leaves people without any privacy

protection for a substantial amount of time.

2.4.2 Security of the data

Data security is defined as all the protection measures taken to warrant unauthorised access
to computers, databases, storage devices and websites. Data security also protects data from

corruption (bit rot, malicious alterations).

Bit rot, also known as data degradation, is the gradual corruption of computer data due to
an accumulation of non-critical failures in a data storage device. The data degradation is the
consequence of the gradual decay of storage media over the course of long periods of time. The

causes may vary by medium:

e Solid-state media may experience data decay due to imperfect insulation causing the
electrical charges, which are used to store the data, to leak away. Manufacturers are
handling the probabilities of bit rot by Solid-state media through the extensive use of

error correcting codes (ECC).

e Magnetic media may experience data decay as bits lose their magnetic orientation. Pe-
riodic refreshing by rewriting the data can alleviate this problem. Magnetic tapes are

currently the reference solution for long term (>20 years) storage in banks for example.

e Optical media may experience data decay from the chemical breakdown of the storage
medium. The storage of the optical media in dark, cool, low humidity places can lessen

the speed of decay.

Most disk, disk controller and higher-level systems are exposed to chances of unrecoverable
failure. The growing capacity of disks and file sizes have increased the likelihood of the occur-

rence of data decay and the risk of other forms of uncorrected and undetected data corruption
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increases. Redundant segregated copies, higher-level software systems (implementing integrity
checking like checksum and self-repairing algorithms) or replicated data storage (such as object

storage) may be employed to mitigate those risks.
Data privacy can contribute greatly to the data security as described in Section [2.4.1}

Data encryption is the transformation of data into another form, or code, in such a way that
only people with access to a secret decryption key or password can read it. Encryption does
not prevent interference but denies the attacker to get immediate access to intelligible content.
In an encryption scheme, the plaintext is encrypted using a cipher (such as AES) generating
ciphertext that can be read only if decrypted. Depending on the constraints and requirements,
the encryption can happen at rest for storage (through hardware or software encryption) or on

the fly for transmitting to a recipient (similar to HT'TP over TLS for web browsing).

Network segmentation is the separation of a computer network into subnetworks, each
being a network segment. The segmentation enables the segregation of different parts of the
environment and the creation of data silos to act as an additional layer of protection for the
data. One usual way to establish network segments is by setting up different virtual local area
networks (VLANs). Those VLANs may overlap or be subordinated to one another (e.g. one
VLAN may be able to access another VLAN but the inverse might not be true). This technique
has been extensively used as a privacy mechanism in the context of the use of location data in

the context of public health research.

2.4.3 Privacy of companies

The privacy of citizens has been highlighted extensively in the last two years with the intro-
duction of GDPR and a large number of data breaches from companies such as AOL, Yahoo
or Equifax. However, another, equally important, type of privacy has been largely left out of
the public eye is the privacy of companies. To the extent of our knowledge and after extensive
research on the topic, there is no official /unofficial /legal definition of the privacy of companies.

In the context of this research, we define the Privacy of Companies as the state in which one
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company is not observed or disturbed by another company or state. For example, industrial
espionage understood as the covert and sometimes illegal practice of investigating competitors
to gain a business advantage, falls under that umbrella. Yet, the spectrum covered by the

privacy of companies is much broader and nuanced than simple industrial espionage.

The publication of certain information, by the company itself, of apparently innocuous material
could turn out to be either extremely damaging or have unintended consequences. One obvi-
ous example is the publication of “anonymized” data by the Massachusetts Group Insurance
Commission in the mid-1990s. The re-identification of Massachusetts Governor William Welds
medical data in 1997 from the insurance dataset (which had been stripped of direct identifiers)
has shown the limitations of de-identification methods. A less obvious example, in the context
of the Privacy of Companies, is the extraction of derived knowledge or metaknowledge without
direct access to the data. The automated computation and publication of population densities
by telecommunication companies using Call Detail Records (CDRs) illustrates that risk. In ap-
pearance, the publication of population densities for cities or regions do not represent a direct
risk for the company as it does not reveal any trade secret or information about the company.
However, by observing different deltas between the official numbers and the ones computed by
the company, it is possible to infer the approximate market share of the telecommunication
company for a given city or region. Competitors could, in turn, use that information to focus
their targeted marketing efforts only to specific regions of interest. Those actions would prob-
ably result in hurting the bottom line of the company publishing the data and thus, breaching

the privacy of the company.

2.5 General-purpose analytical platforms for Life Sci-
ence
Many federated and distributed systems have been developed to analyze medical data. This

section explores research work aimed towards addressing the main challenges of the efficient

management and flexible analysis of large-scale medical data in a privacy-preserving fashion.
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2.5.1 Introduction

General-purpose analytical platform usually refers to systems that allow analysts to send many
queries of different types, using a rich and flexible query language. Depending on the interop-
erability requirements, those platforms have taken different approaches such as APIs or clients
(Python, Java, etc.) to support a flexible query language. A larger number of entry points
facilitates the integration with other applications thus encouraging the adoption and expands
the pool of potential adopters. An important aspect related to processing medical data is to
keep track of the data used and how data products were derived and what, i.e., input data
software (and versions thereof), was involved in producing it. Capturing, storing and enabling
querying of the data provenance or lineage is crucial to enable open and reproducible research.
Many examples in the past, such as The Reproducibility Project: Cancer Biology initiativdﬂ,
have shown that data alone was not enough to reproduce experiments, thus weakening the

results and credibility of the published research.

Scientists and researchers take advantage of various tools and frameworks for data analysis,
design algorithms and build computational applications. However, all those applications have
similar requirements with respect to data manipulations, processing, and algorithm develop-
ment. The first manipulations in most analytical pipelines are data transformations: dimen-
sionality reduction, instance selection, and data cleaning. Dimensionality reduction aims to
map high-dimensionality space onto lower-dimensionality ones without significant loss of infor-
mation. A variety of means exists to reduce dimensions in the context of large-scale data but
a popular one is Principal Component Analysis (PCA) [Pea01]. Instance selection refers to
techniques for selecting a data subset that resembles and represents the whole dataset. While
dimensionality reduction deals with wide datasets, data reduction, more specifically instance
selection, aims to reduce a dataset’s height. Lastly, data cleaning is another type of data ma-
nipulation; it refers to pre-processing such as noise and outlier removal. Thus, it addresses the
challenges of dirty and noisy data. Those steps are crucial to ensure the robustness, flexibility,

and adequacy of the inputs for the subsequent analyses.

Thttps://cos.io/rpch/



2.5. General-purpose analytical platforms for Life Science 41

The second manipulations are data analysis and storage, where the term storage refers not
only to physical storage on a permanent medium, but also to how data are represented in
memory. In these stages, processes can be embedded to capture data provenance and therefore
remedy provenance challenge independently of the category of manipulations. Those large and
sophisticated workflows with dozens of compute- and data-intensive tasks that span across a
plethora of heterogeneous data rely on very different stacks and technologies demanding faster
and more capable infrastructure. Adding more hardware of different nature (CPU, ASIC, GPU,
etc.) is not always possible or sustainable due to complexities, costs, and the risk of data and
cluster sprawl. Building a single shared infrastructure for both types of workloads is both

pertinent and beneficial.

As detailed in Section [2.4.1] multiple privacy laws and increased sensitisation of the public
opinion to the risk caused by the use of sensitive information mandates the inclusion of strong
data security capabilities in the design of any platform. Secure computation, audit, and privacy
by design are some of the core features to increase overall security and comply with the latest
legislation that governs the use of that data. In addition, data provenance and privacy are
cornerstones for enabling open science and reproducibility of data analysis with versioned scripts
and tools while securing the highest degree of ethical research. Total transparency for scientists

increases the credibility of their work among peers.

Therefore, any bioinformatics framework must support production pipelines made up of both
parallel and serial steps, varied software and data types, complex dependencies and security

constraints, fixed and user-defined parameters and outputs.

2.5.2 [Existing architectures

Among the most prominent ones (excluding the eAE), we can cite IBM Platform Conduc-
tor [[BMb], Arvados [Cuir], Berkeley Open Infrastructure for Network Computing (BOINC) [And04]
and Petuum [XYH™15]. Those platforms share some common features (scalability, scheduling,
etc.) as well as specificities linked to the fact that they originally aimed at answering different

targeted needs for the users. Some other projects, such as Diffix [FPEMIT], aimed at solving
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part of the problem by providing database querying capabilities that anonymise query results
by adding noise tailored to the query as well as the underlying dataset. However, this solution
would be inadequate in our context as it would not scale to large scale datasets (>1TB), would
require preloading the cleaned-up data (thus supporting only limited data transformations) and
provide only basic statistical capabilities with regards to analytics. Table [2.1] summarizes the
differences in the main features provided by comparable existing systems (proprietary or not):

eAE, IBM Platform Conductor, Arvados, BOINC and Petuum.

From Table 2.1, we can see that the different platforms have very different sets of supports for
analytics. Those differences originate from differences in the type of problems that they try
to address. Some platforms such as IBM Platform Conductor, eAE and Arvados aim at being
universal at least to some degree by relying on commonly used languages for analytics such as
Python and R. To the contrary, BOINC and Petuum have opted to attempt at achieving higher
performances. The flip side is that they inherently limit the scope of supported analytics. In
the context of fast pace research and rapidly evolving needs, the latter choice proves inadequate

at supporting the needs of a broad scope of users.

BOINC was designed from the beginning to run on volunteer computing (using consumer
devices) or grid computing indifferently. This requirement drove the development towards
a highly decentralised architecture and high-capacity at staging and resuming tasks in the
eventuality that the node goes offline. It is that idea that drove part of the development of the
multi-master scheduler of the eAE to support a decentralised architecture with heterogeneous
compute nodes possibly coming online and offline at any given time. IBM and Petuum took
the standard production approaches to attempt at restarting the nodes and rescheduling the

failed jobs on other nodes in the meantime.

The different projects have taken very different approaches with respect to storage capabilities.
BOINC has no storage capabilities per se as it transfers any required data with each job request
with the results being sent back to be stored as files. However, some data locality awareness has
been put in place resulting in jobs being preferentially sent to clients where the input files are

already available. This approach is not adequate in the context of life science research where
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eTRIKS
Platforms Analytical
Environment Conductor

IBM
Platform

Arvados

BOINC

Petuum

Analysis support
Spark
Python
R
C/C++
Fortran
Java
Go/Ruby/Perl
Fixed set of ML pipelines

Computation types
CPU
GPU

Storage capabilities
SQL
NoSQL
Content-Addressable Storage

Monitoring and scheduling capabilities
Jobs Status
Clusters Status
Complex batch processing
Multi-master scheduling
Workflow capabilities

Data security capabilities
Data provenance
Extensive platform audit
Privacy
Secure computation (sandboxing)
Support of GDPR compliance

Interoperability
REST API
Distributed Clients

Platform support
Installation procedures
Configuration documentation
Support available
Open Source project
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o0 O0Cee 00000 000
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Table 2.1: Feature comparisons between e TRIKS Analytical Environment, IBM Platform Con-

ductor, Arvados, BOINC and Petuum.
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data files may be terabytes large and whole files are transferred to clients even if then they need
only a sub-part of it. Arvados has taken a similar approach with content-addressable storage
which suffers similar issues but with the added benefit of facilitating workflows and support
for data provenance. The other projects have put in place more advanced storage capabilities
with the support of SQL/NOSQL databases and content-addressable storages (Swift for eAE
and Spectrum Scale technology for IBM). Those storage layers enable more fine-grain data
payloads for jobs thus lowering the compute time, wasting less bandwidth and over whole
better performances at the cost of increased architecture complexity and more complex loading
procedures. One interesting feature unique to IBM Spectrum Scale is the availability of a
storage interface allowing the data to be stored in whichever storage but accessible across all of
them thanks to complex internal replication procedures capabilities. Even though it requires

some manual set up and configuration, it greatly facilitates the setup of data lakes.

A crucial aspect related to processing data in general and medical data in particular, is to
keep track precisely of how data products were derived and what, i.e., input data software (and
versions thereof), was involved in producing it. Capturing, storing and enabling querying of the
data provenance or lineage is thus crucial but is also well supported in the context of workflow
systems. This is particularly well supported in Arvados and IBM Platform Conductor, while
absent from BOINC and Petuum. The eAE was designed to support data provenance with the
extensive amount of metadata stored for each job (parameters, versioning of data and tools,
etc.) but the absence of full-fledged workflow capabilities limits the lineage between jobs. This
design was done on purpose to limit the capacity of an attacker to easily infer a user’s activity
in the eventuality of a breach. The full-fledged provenance using the eAE is done through the
use of Borderline (see Section . Nonetheless, it would be possible to implement it fully in
the eAE in the eventuality where this would have to be handled by the eAE itself rather than

an external tool as it was decided in the context of this research.

Privacy concerns, now enshrined in law, are strongly limiting the use and sharing of data, even
when it has been shown to have a great potential for providing new insights (e.g. predict the
spread of epidemic disease) and value (e.g. improve public services, inter-business processes).

Because this awareness is only recent, all those platforms (apart from the eAE) did not include
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any privacy capability by design even if they all include some security measures acting as
a layer of protection. In order to unlock the potential of data while preserving privacy, we
adopted a query-based paradigm for data release. Instead of publishing (de-identified) data,
eAE stores the data in a protected environment and allows analysts to send queries about the
data. Since analyses are computed using fine-grained data, eAE makes it possible to achieve
better utility and stronger privacy compared to de-identification techniques. The eAE manages
risks using a combination of server-side security (Differential privacy, secure computation, etc.),
authentication, audit and network security. However, those protections are only the core layer

upon which adopters can rely on and further extend it to meet the most stringent requirements.

This work will be further described in Chapter

Finally, we must point out that, whilst IBM Platform Conductor is a very strong candidate as
a general-purpose analytical platform for Life Science, it is not an open source project, unlike
the others. The cost of the license to operate the platform makes it less than desirable in a
research environment where the associated cost might hinder independent reproducibility and

increase the cost of doing public research.

2.5.3 Conclusion

The increasing integration of patient-specific data into clinical practice and research raises
serious privacy concerns. Patient data, like ’Omics, clinical data, location data, iris scans, and
other biometric data are very sensitive data as they can (re-)identify people uniquely. In most
instances, those data cannot be fully anonymised since anonymizing to the point where an
individual cannot be re-identified is equivalent to destroying the utility of the data altogether.
It is therefore critical to provide an efficient and scalable platform to researchers to support

privacy preserving life science analytics to process the humongous amount of medical data.



Chapter 3

eTRIKS Analytical Environment:

Design Principles and Core Concepts

In the previous chapter, we highlighted the need for a shift in architecture paradigm due to large
scale analysis in life science. In this chapter, we introduce the e TRIKS Analytical Environment
framework for the efficient management and analysis of large scale medical data, in particular,

the massive amounts of data produced by high-throughput technologies.

3.1 Introduction and users’ needs

Translational research is the interdisciplinary branch of the biomedical field with the goal of
combining disciplines, resources, expertise, and techniques to promote enhancements in preven-
tion, diagnosis, and therapies [CMel5]. The eTRIKS Analytical Environment aims at catering
for that very broad range of users ranging from biologists with limited notions of computing to
computational biologists with very different needs in terms of computation requirements and
habits. Medical doctors with no programming capabilities can only do analyses in an interactive
fashion using a user interface such as tranSMART or Borderline. Running analytical pipelines
in an interactive, intuitive and easy fashion against large cohorts could greatly facilitate the

input of their expert knowledge into the research.

46
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R is a fundamental requirement for statisticians and bioinformaticians who have an extensive
range of solutions implemented for them to conduct their research. Bioconductor, Limma,
WGCNA, and QDNAseq are some of the most popular R packages used in the field of ’omics
research. Many life science visualizations packages have also been developed only in R. Thus,
it is mandatory to support R and those packages to support the day to day needs of those

researchers.

A substantial part of research being carried out in the field of crop and plant science is the
systematic sequencing of genomes. The subsequent realignment needed after the sequencing
requires a humongous amount of computing power. Indeed, it is not rare for those genomes to
be many times larger than the human one (e.g. a rare Japanese flower named Paris Japonica
is 50 times the size of a human genome [PFLI10]) and there are an estimated 382,000 species
of vascular plants currently known to science according to researchers at the Royal Botanic
Gardens [RBG17]. The massively parallelisable nature of the alignment tasks makes Spark the

perfect candidate to support those systematic needs.

The automated collection of biosignals (through IoT, connected devices, etc.) has become an
important indicator for passive health monitoring and medical diagnosis. Clinical researchers
use those time-series to discover meaningful features of the human functional state. Researches
in this field are focusing more and more on deep learning techniques using GPU to automat-
ically learn features from raw biosignals. Public health researchers are also extensive users of
time-series to model and monitor disease outbreaks and propagation. The processing of those
time-series requires flexible storage and efficient retrieval capabilities to enable monitoring in
real time. The compatibility of the architecture with time-series databases (Timescale, In-
fluxDB, etc.) and streaming platforms (Apache Kafka, etc.) coupled with stream processing

computation engines (Apache Spark or Storm) is essential in that regard.

Patient stratification is the division of the patient group into subgroups, also referred to as
‘strata’, by investigating distances between a variety of components of patient data. Each
stratum represents a particular section of the patient population. Patient stratification is a

crucial element in precision medicine and one of the most important logistical and statistical
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challenges when carrying out clinical trials. Computational biologists use clustering algorithms
and machine learning techniques based on their similarities in various features, including 'omic
and clinical profiles, to group similar patients and identify subgroups of complex patients. R

and Python have been wildly used to carry out these analyses.

Consequently, Python was quickly added to the list of languages that need to be supported
because of its extensive support for machine learning libraries (TensorFlow, scikit-learn, etc.),
support by Spark, time-series and its higher utility value as a full-fledged programming lan-
guage. The sheer size and variety of the data leveraged in translational research added another
level of complexity. It mandated that the flow of the data between the user and the compute
nodes would have to be transparent, seamless and highly efficient to meet the high level of users

expectations.

Another aspect that became clear was the interest in multitenancy and collaboration between
users. The goal of those capabilities was to enable researchers to easily share their results
with each other in a standard and seamless fashion as well as enhance the reproducibility and
checking of the results. Still nowadays, most workflows are built in a downstream fashion with
researchers one after the other building on top of each other. The multitenancy opens the way
to the concurrent collaboration between different types of scientists in a fashion that would
otherwise be difficult. This is very much in line with the open science [MNB™17] and good

practices philosophy of the e TRIKS project and promote the highest standards in science.

Finally, the eTRIKS Analytical Environment aimed not only at supporting current needs but
also supporting emerging ones and even offer the possibility to support ones that do not exist
yet. we will also present how we address those needs thanks to the flexibility, modularity and

extensibility capabilities of the architecture.
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3.2 Existing knowledge management platforms and their

limitations

Platforms allowing the management and exploration of clinical and 'omics data have been
developed to address issues of Big Data. A review [CRel5| of seven publicly available solutions
(BRISK [TTD11], caTRIP [MDe0§|, cBioPortal [CGel2], G-DOC [MGell], iCOD [SMel0],
iDASH [OMBel2] and tranSMART [SKKP10]) yielded consistently the same finding: they
usually support only a limited set of data types and analysis as they were designed to address
extremely specific needs. On top of that, BRISK, caTRIP, and iCOD have been depreciated
and GDOC has been replaced by a closed source version called G-DOC Plus. 12B2 [MMe06]
is another translational research platform; however, it supports only a very limited set of
‘omics data types and very limited technologies (Java 8 or older) and patterns (e.g. SQL star
schema). A lot of work has been done towards the improvement of the storage scalability on
these platforms. For example, a plugin has been developed for tranSMART using HBase for
storing and managing large scale microarray data [WPel4]. The results showed that, in general,
the key-value implementation using HBase outperformed the relational model on both MySQL
Cluster and MongoDB. However, one aspect that this plugin did not cover is the flexibility
and extensibility of a HBase solution compared to a MongoDB one. For example, the use of
newer or richer microarray data formats would render the plugin unusable. Furthermore, these
improvements close only a minority of identified gaps and many of them still rely on outdated

paradigms and technologies.

A major limitation on all these platforms is their limited built-in capacities to run complex
analytics on the selected data. Both tranSMART and cBioPortal provide builtin sets of ana-
lytics through R or Matlab. These analytics, which were once fit for purpose, are now showing
their limitations both in terms of scalability and utility. The first version of tranSMART was
implemented more than nine years ago. At that time, hardware resources were more limited
than they are now, and technologies have evolved a lot since then. tranSMART’s analytics were

written in R and designed to process small to medium size data on a single node with a single
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core. Some ameliorations have been implemented since then, but most of the original design
has been kept due to the absence of any serious alternative or requests from the users. This is
the primary motivation driving us to develop a new framework for analytics, supporting rich

and scalable analytical workflows by using tranSMART as the data warehouse.

Originally developed by a subsidiary of Johnson & Johnson, tranSMART is an open-source data
and knowledge management platform that enables researchers to develop and refine research
hypotheses by investigating correlations between different types of data and assessing their
analytical results in the context of published literature and other work. It accommodates phe-
notypic data, such as demographics, clinical observations, clinical trial outcomes, and adverse
events, and high content biomarker data, such as gene expression, genotyping, metabolomics
and proteomics data. The latest version of the tranSMART application (17.2) has been written
using Grails 3.2.3 and follows the Model — View — Controller (MVC) pattern. A number of plug-
ins have been implemented either to enrich the application with new functionalities or interface
with other software or components such as HiDome. Originally tranSMART is provided with an
“Advanced Workflows” module. The workflows (19 in the version 17.2 of tranSMART'), which
are all written in R, were once fit for purpose but have become very limited in recent years.
Attempts at replacing the default R with RevolutionR and subsequent marginal improvements
in performances were implemented, but those attempts were only temporary solutions and did
not satisfy the needs required by the projects. The use of Bioconductor and various attempts
to write libraries in different languages (CUDA, C, etc.) then add a wrapper for R have usually
had limited impact because of poorly optimised code and/or designs and frequently doesn’t
generalise at all. The size of data to be processed is increasing, and the analyses, which rely
more and more on machine learning techniques rather than basic statistical methods, become
more complex. In addition, the implementation of the “Advanced Workflows” module was
far from optimal. It requires several reading and writing operations to disk for every single
workflow run, all the visualizations were static images and there was no cache mechanism to
store the computed results. Moreover, if the results were not saved or if the connection to the
ongoing computation was lost (the session times out, browser refresh, internet issues, etc.) the

whole computation had to be restarted while the former computation is still running on the
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server for no reason Consuming resources.

The development of the Galaxy [GNTT10] plugin for tranSMART was a first attempt at in-
tegrating an external framework for analytics to enhance the analytical capabilities already
in tranSMART. Galaxy is an open-source software written in Python that can be down-
loaded, installed and customised to address specific needs. Galaxy is part of the GMOD
project [ODCT0§|, and the whole Galaxy framework has been developed to address a broad
scope of needs. The project has a well-defined set of APIs, a community wiki, many high-quality
extensions, an active community of developers and a rich set of tutorials. Despite the high level
of sophistication, the platform was designed to be accessible to everyone, especially to biologists
with no computer science background. That concept made it very popular among researchers.
All those characteristics made Galaxy a very attractive solution to address the need for com-
plex workflows in a flexible fashion. The plugin in tranSMART enabled the seamless transfer
of data from tranSMART to Galaxy using the powerful cohort selection of tranSMART. The
user could then trigger the associated workflows to process the data and visualise the results in
Galaxy. The first limitation of that approach was the impossibility to push back those results
to tranSMART which forced the user to navigate between the two applications. The second
limitation and most important one was that, even though Galaxy is a very capable and flexible
tool, it was never designed to scale to terabyte level analytics. Some workarounds were devel-
oped [Gall7] to work in traditional HPC environments but only a few of those integrations were
made public and for the others, the integration was tightly bound to the specialised hardware

used which would bring no benefits to people who couldn’t afford the pricey expenses.

The framework we propose, i.e. the eTRIKS Analytical Environment (eAE), on the other hand
supports a wide scope of medical analysis tasks to be performed in high-performance and scal-
able fashion. These tasks range from high-throughput sequencing data analysis, Genome-Wide
Association Study (GWAS), expression analysis of genomics, proteomics and metabolomics
data, time series analysis to medical imaging analysis. This framework has the vocation to
be scaling on numbers due to a design based on Big Data architecture with the capacity of

terabyte (TB) level analysis [Dat14].
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3.3 eTRIKS Analytical Environment

3.3.1 Introduction

Personalised medicine is quickly becoming a data-driven science. Improving patient care, de-
veloping personalised therapies and new drugs depend increasingly on an organizations ability
to rapidly and intelligently leverage complex molecular and clinical data from a variety of inter-
nal, partner and public sources. As analyzing these large scale and complex datasets becomes
computationally increasingly expensive, traditional analytical engines are struggling to provide

a timely answer to the new sets of questions that medical scientists are asking.

Designing such a framework is developing for a moving target as the very nature of data science
requires an environment capable of adapting and evolving at the same pace as medicine does.
The resulting framework consequently must be a scalable, on-demand, flexible and efficient
solution resilient to failure. In response to these trend of analyzing increasing amounts of
medical data in a fast changing environment, we developed the e TRIKS Analytical Environment
(eAE), a scalable and modular framework for the efficient management and analysis of large
scale medical data, in particular the massive amounts of data produced by high throughput

technologies.

We designed the eTRIKS Analytical Environment as a modular and efficient framework al-
lowing us to add new components (public or private) or quickly replace ageing ones by more
efficient or proprietary ones. The eAE relies on mature open source technologies with strong
supporting communities, such as tranSMART, OpenStack, Jupyter [KRKPT16] and Apache

Spark to provide efficiency and scalability.

The development of the e TRIKS Analytical Environment has the goals of enabling the scalable
exploration of multi-modal medical data using a flexible and modular architecture. In the
following, we discuss its architecture, the components we used and finally also how the eTRIKS

Analytical Environment fits into the e TRIKS environment.
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3.3.2 General Environment

We designed the eAE with four layers - Endpoints Layer, Storage Layer, Management Layer,
and Computation Layer. Those layers aim to provide users with an analytics environment which
(a) has a frontend /endpoints which are user-friendly, extensible as well as easily integrated into
tools, (b) is modular and finally (c) is also scalable. We accomplished this by designing a loosely
coupled multi-layer architecture of components to provide as much flexibility as needed. The
modularity of this framework enables adding new components (public or private) or replacing

ageing ones with better performing or proprietary ones.

The operating system used on both the physical and virtual machines as well as contain-
ers within this architecture is Ubuntu 16.04 LTS. This version provides the required stability
throughout the life of the machines and necessary support for a large spectrum of libraries and
drivers. Other Linux distributions such as Centos or Debian can also be used. With the release
of version 18.04 LTS, and once the stability of this version is ensured, it is possible to upgrade

to that version.
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Figure 3.1: A schematic representation of the architecture of the eTRIKS Analytical Environ-
ment.
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Figure [3.1] illustrates the architecture of the eTRIKS Analytical Environment. Each service is
deployed in a Docker container and the services communicate with each other asynchronously
through REST APIs. This architecture supports the possibility to deploy services multiple
times across different host machines for scalability and resilience purposes. The platform is
hosted behind a firewall and only the Interface service in the Endpoints Layer is exposed to

the internet while all other services are interrelated only via an internal virtual private network.

At the top, interacting with users, is the Endpoints Layer which essentially hosts the containers
which either provide the User Interface (UI) to users or the interface (REST API) to integrate it
into third-party external tools or interact directly with the platform. The Endpoints Layer also
contains the infrastructure to run smaller computations locally, user authentication, caching
and auditing services. Interacting with the Endpoints Layer is the Storage Layer which stores
analytics results and enables caches to be implemented for specific endpoints (see tranSMART
example in Chapter {4)) in order to avoid recomputation of frequent analysis, thereby making
analyses more efficient. All the large scale data and meta-data associated with the platform (e.g.
user details) are saved into the database via the Storage Layer. The Storage Layer supports

all the other layers by providing replicated, distributed and scalable storage resources.

The Management Layer schedules the computation of the analyses on the compute nodes
based on the availability of the nodes and type of analyses requested by the platform users.
The Computation Layer is responsible for the execution of the scheduled computations on the
scale-out infrastructure which can indifferently be a cluster, a cloud or any other specialised
hardware. It also enforces the implemented privacy measures on each analysis. The final result

is stored in the Storage Layer along with the analysis parameters and other details.

3.3.3 Endpoints Layer

The Endpoints Layer is the topmost layer and provides all the user entry points to the environ-
ment. The first aim of those endpoints is to cover the needs of a large spectrum of researchers
ranging from biologists with limited computing and technological knowledge to the computa-

tional biologists who worry which parameter optimisation will yield the best results. In order
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to achieve that goal, the eTRIKS Analytical Environment relies on three sets of tools: tranS-
MART, Borderline [OGAT18] and Jupyter. On the one hand, tranSMART focuses more on
the hypothesis generation through a rich Ul to explore the curated datasets stored, plot the
associated statistics and a set of available workflows with their associated custom-made visu-
alizations. Jupyter and Borderline, on the other hand, offer a larger set of possibilities as the
user can write their own custom scripts and visualizations to harness the power of available
libraries such as Matplotlib [Hun07] or Lightning [Ligl6]. Furthermore, Jupyter and Borderline
enable the researchers to manage the data provenance and lineage of their data sets and results
thus facilitating the reproducibility of the experiments and data governance. The FEndpoints
Layer provides as well the only public interface to run analyses over user provided datasets
directly on the platform. That interface enables the extensibility of the eAE to any third-party
application and ensures that only verified and valid requests are processed, that all the requests
are logged, and that the system remains responsive at all times. At the very minimum, the

layer is composed of Interface, Authentication and Logging services.

The Interface service provides the client APIs for queries and user management. All the requests
to the eAE are made over HT'TPS and are first verified by the Authentication service. The
authentication method has evolved between different versions and will be detailed in Chapter [4]
Upon successful authentication, the Interface service validates the request and the job request

is created in the database for the Management Layer to schedule.

The Logging service logs the queries made to the platform. The Logging records all queries
both valid and invalid ones for audit purposes and traceability. The invalid queries must be
easily accessible to administrators for periodic analyses to detect trends of any possible attack
on the system. Thus, the valid queries are stored in an append-only text file, making it harder
to tamper with without gaining physical access to the system, while the invalid queries are

stored privately in the database.
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3.3.4 Storage Layer

The Storage Layer manages the medical data and platform specific data. The first aim of
the Storage Layer is to provide scalable, replicated and sharded storage capabilities to the
platform. The scalability and sharding of the storage are fundamental to empower large scale
analyses to run efficiently, while the replication guarantees the resilience of the platform against
adverse events (e.g. a node failing, network disruptions, etc.). For the storage, we rely on three
different tools: NoSQL database MongoDB 3.6.0 in the eAE backend, OpenStack Swift [Opec]
for large scale object storage in the eAE backend and SQL database Postgresql [Posl4] in
tranSMART and Timsecale [Tim]. The variety of database models supported gives flexibility

to the architecture and a solid foundation to support new services.

MongoDB, with its absence of schema, is a perfect contender for adapting to any kind of data
and acting as a cache. The platform-specific data consists of the user data (e.g. username,
creation date, etc.), analyses available on the platform, query parameters, answers to previ-
ously requested queries, status of each micro-service including the available compute nodes,
logged invalid requests, failed computations (output and error logs), and status of the ongoing
computations. Unlike medical data, metadata does not have a fixed structure and a significant
amount of meta-data is generated by each service periodically and for each query throughout
its life cycle. Another substantial advantage is MongoDB’s native support for high through-
put read operations, scaling and resilience through sharding. That feature is essential for the
correctness of our Scheduling service as it relies on the consistency of the fetched meta-data.
MongoDB has a very powerful query language which enables selecting, filtering and projecting
in a similar fashion as a SQL database would. However, for the storage and management of
single very large files (terabytes and above), which do not require a database engine, MongoDB
performances become a lot less attractive. Indeed, MongoDB stores objects in a binary format
called BSON. The “binary JSON” or “BinData” datatype is used to represent arrays of bytes.
However, MongoDB objects are generally limited to 16MB in size. In order to overcome that
limitation, files are “chunked” into multiple objects that are less than 16MB each. This has

the advantage of letting us efficiently retrieve a specific range of the given file, but it becomes
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extremely slow when retrieving whole files of very large size.

OpenStack Swift is a high availability, distributed, eventually consistent object/blob store.
Swift uses an eventual consistency model to replicate data across the different nodes, in contrast
to the strongly consistent model that block storage uses for applications with real-time data
requirements and databases. Eventually consistent object systems are intended to provide
high availability and high scalability. They write data synchronously to multiple locations for
durability, but when some nodes become unavailable due to a hardware failure, the replication
is delayed. OpenStack Swift proxy servers ensure access to the most recent copy of the data,
even if some parts of the cluster are inaccessible. Thus, Swift enables to store a very large

amount of data efficiently, safely, and cheaply.

The open source version of tranSMART relies on PostgreSQL for historical reasons (it was
migrated from Oracle). PostgreSQL suffers a number of limitations when it comes to high
availability and scaling. Solutions exist to tackle these limitations. PostgreSQL’s default con-
figuration is a very solid configuration aimed at everyone’s best guess as to how an “average”
database on standard hardware should be set-up. By optimizing the configurations and dis-
tributing the queries to a replicated cluster of PostgreSQL instances using pgpool [PPS15] or
pgclusterll for instance, we can improve the scalability and performance. However, most of
those optimisations or modules are difficult to install, manage and are not supported natively
by PostgreSQL. This is why the use of MongoDB in place of PostgreSQL as database for part
of the data comes as a major speed-up for the analysis by exporting the required data much
faster. The emerging NewSQL technologies (e.g. CockroachDB, TimeScale, MyRocks) could be
an interesting addition to be a core part of the Storage Layer for high availability and scalability

reasons as Chapter [5| will illustrate.

3.3.5 Management Layer

The Management Layer is the cornerstone of the eAE platform. It is responsible for monitoring
jobs and compute nodes and scheduling the job requests for computation. It is, therefore, crucial

for the Management layer to have downtime as close as possible to zero. Management Layer
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also needs to be extendable out-of-the-box, i.e., it must be able to use the new compute nodes
as soon as they are up and available. For the Management Layer to achieve as close as possible
zero downtime, we avoid architectures prone to single points of failure. The Scheduling and
Management service guarantees that the system performs efficiently by periodically purging the
unresponsive compute nodes to ensure that the queries are scheduled only on working nodes.
To avoid getting bottle-necked with unresponsive jobs or nodes, it decommissions unresponsive
compute nodes and purges failed or stuck jobs. Decommissioning of nodes — locking the node’s
status to DEAD — is done by checking that the last status update by the service exceeds the
set threshold (1 hour by default). For purging unresponsive jobs, the jobs are fetched from the
database and checked for their status and time of creation. They are purged (killed) if they

have failed more than twice and are removed if they were created before a certain set time.

The Management Layer is composed of multiple Scheduling and Management services running
independently in parallel, each service periodically fetches the jobs and compute nodes from the
database for scheduling. This can be achieved through different means in terms of implemen-
tation and a proposed solution will be presented in Chapter [3, Nonetheless, a key novelty we
introduce as part of the Management Layer is the introduction of a completely new scheduler

designed to provide concurrent multi-master capabilities.

The core ideas behind the introduction of this novel scheduler are to support capabilities that
would otherwise not be supported by third-parties schedulers. Increasing scale and the need for
swift responses to always evolving requirements are challenging to meet with current monolithic
cluster scheduler architectures. Monolithic architectures limit the rate at which new features
can be deployed, increase maintenance downtime, decreases efficiency and utilisation, and will

eventually limit cluster growth.

Utilisation and efficiency can be increased by running a mix of workloads on the same machines:
CPU- and memory-intensive jobs, jobs requiring specialised hardware (TPU, GPU, etc.) avail-
able only on specific machines, small and large ones, and a mix of batch and low-latency jobs.
This consolidation reduces the amount of hardware required for a workload, but it makes the

scheduling more complex as a wider range of requirements and policies have to be taken into
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account. The design of a multi-master scheduler with shared-states enables the concurrent
scheduling of jobs across different machines. This shared-state mechanism has proven success-
ful at delivering performances in the design of Google’s Omega scheduler [SKAEMW13] even
in the eventuality where a single scheduling task may require up to several seconds to compute.
We went further by taking a gang scheduling approach to ensure that the scheduling is never
the scalability bottleneck. It allows for jobs to be resumed in the eventuality of a scheduler
becoming unavailable and provides the guarantees necessary for downtime as close as possible
to zero. The multi-master design allows for the deployment of improved versions of the sched-
uler side by side with the old ones without any downtime or hindering the currently running
scheduling. One final feature that a multi-master design enables is the self-invalidation of a
member, acting as a watchdog against itself, in the event that it fails repeatedly at scheduling

or managing the jobs.

The introduction of cluster computing systems, such as Spark, as a supported analysis environ-
ment introduces a new set of challenges that we aim at addressing in our design. Those cluster
computational capabilities themselves rely on clusters of machines to operate, thus creating a
new layer of complexity for scheduling and resource management. In order to maximise the
usage of the machines, we developed a reservation mechanism executed before any Spark com-
putation, which allows Spark clusters to be used for other computation types (such as Python
or R) while idle. The scheduler locks all the compute nodes of the cluster by setting their status
to RESERVED and, once all the nodes are reserved, the job can be submitted for execution
to the compute node hosting the Spark master. This is mandatory to avoid collisions between
a Spark job running on workers and other jobs. However, in order to avoid any starvation of
the Spark clusters by long-running R/Python jobs, the scheduling priority of Spark jobs is set
higher on those nodes. Other types of jobs get scheduled on the Spark clusters in an overflow

policy fashion when the number of waiting jobs and their pending duration threshold is reached.

Finally, the support for provenance is another important aspect we wanted to address in our
design. In addition to supporting the sharing of the jobs states, the persistence of the jobs in
the Storage Layer enables the traceability of the jobs with an extensive amount of metadata

history being stored with every job. This metadata includes if the job failed to finish properly,
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on which executors, the associated error logs (if any), the executor and language/packages
versions used for that execution, the user who submitted the job, the start and end dates as
well as the version of the data amongst others. The provenance can be seen as an audit trail
which is of critical important in the context of security. Periodic analyses of the provenance
data can be carried out to detect any potentially suspicious request or sequence of requests
indicative of possible attacks on the system. The provenance data associated with every job
is also vital at ensuring the efficient running of the clusters as they provide insights into the
health of all the services across all layers. The continuous processing of that data allows the
Scheduling and Management services to oversee the invalidation and notification to the system

administrators of failing services following a given set of policies.

3.3.6 Computation Layer

The Computation Layer provides execution capabilities to the eTRIKS Analytical Environ-
ment. While scheduling jobs is handled by the Management Layer, running them, generating
results, and ensuring the integrity of the results is the role of the Computation Layer. The first
aim of the Computation Layer is to support efficiently a broad scope of analytical capabilities
ranging from simple statistics to compute heavy deep learning models. That scope also includes
supporting heterogeneous hardware (CPU, GPU or ASIC), which can be used to further en-
hance the computing speed. The layer’s modularity gives the mean to support the addition of
new compute resources on the fly, without downtime or loss of scalability, and the addition of
new types of analytical capabilities. The Computation Layer has also a combination of security
and privacy features which enables us to run privacy-preserving computations as described in
Chapter Nevertheless, the support of sandboxing is a key requirement when designing a
platform for privacy-preserving analytics. Sandboxing ensures the integrity and isolation of the
computations against unauthorised accesses from rogue analysts scanning the memory or disk
from collocated containers on the host machines. This prerequisite is the fundamental reason
that led us to write a new Compute Service as part of the Computation Layer as no suit-
able open-source third-party offered that possibility within the scope of analytical capabilities

required.
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In order to have the maximum compute efficiency (e.g. compute resources usage) on the
platform, it is capital for the environment to support on-demand resource allocation (to support
scaling out when more compute-heavy or multiple computations need to be executed). The
first approach to solve that issue was a pure cloud computing one using Openstack [SAEI2]
Mitaka. Indeed, Openstack offers two particularly interesting components to address this on-
demand requirement: the Heat project [Opea] and the Glance project [Opeb]. Both enable the
creation of predefined templates or disk images to launch multiple composite cloud applications.
Setting up the development environment, therefore, is seamless for the user and enforcing a
version control of the software and libraries ensures the integrity of the environment. The
eTRIKS Analytical Environment uses a private instance of OpenStack and servers in house,

however, there is no technical limitation to deploy it in public clouds such as AWS or Azure.

However, to further improve the architecture, we have replaced Heat and Glance by Docker
containers and Kubernetes which contain separate services to be assembled to tailor a custom
environment for the user and vastly improves performance for all the services. For instance, one
user might require a specific set of languages (e.g. Python and R), while another user might need
Spark support or GPU resources. Besides, we could support different versions of the software at
the same time but hosted in different containers. The Spark computation clusters, HDFS, Swift
and MongoDB are all installed in bare metal environments with RAID-10 storage to obtain
the best performances possible and fault-tolerance. For security purposes, all those instances
are password protected and running in HTTPS mode to ensure secure communication over
the network between the different instances while MongoDB connections are encrypted using
TSL/SSL. The eTRIKS Analytical Environment currently uses Cloudera CDH 5.11.0 for the
deployment of the Hadoop [DGO08a] stack (including Spark [ZCEFT10]). We also considered
MapR and Horton Works deployment tools. Each one presents its own set of advantages and
drawbacks. The reason for choosing Cloudera’s over the others is because it is arguably the
best in terms of management interface and the availability of supported software in their stack.
If the user’s requirements differ from those set here, however, e.g., if the user prefers to use
Amazon’s AWS or own in-house components, some components would have to be adapted to

adjust the interfaces of the eTRIKS Analytical Environment.
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3.3.7 Interaction between Layers

Figure illustrates the architecture of the e TRIKS Analytical Environment.

(1) Each user owns a Virtual Machine (VM) or a docker container containing a version of the
Jupyter server, a set of kernels (R, Python [RD10], Spark, etc.) and a minimal set of standard
libraries (Numpy, Scipy, Scikit-learn [PVell], Bioconductor [GCe04], etc.) supporting them.
This instance is one of the points of access to the eTRIKS Analytical Environment. The
users can upload their data sets to the server and write their own scripts for analysis. Jupyter,
through the selected kernel, sends the requested computations to the local engines which in turn
sends it back to Jupyter. If the user requires more compute power, they can remotely submit
their script to be scheduled on a larger centralised cluster to the Interface service. When the
required resources become available, the scheduler triggers the computation. The Spark clusters
are Hadoop stack production clusters installed on bare metal servers for performance reasons.
Each one runs CDH 5.11.0 with the full Hadoop stack. The GPU clusters rely on TensorFlow 1.0
for Deep Learning and Nvidia CUDA J| otherwise. The R servers rely on Microsoft R [R_C14]
Open, formerly known as Revolution R Open (RRO), which is the enhanced distribution of R
from Microsoft Corporation. The results are sent back to Jupyter or MongoDB (depending on
the user’s choice). The user can explore the results using advanced visualizations (lightning,

etc.).

(2) The second native entry point to the eAE is through a tranSMART’s plugin specifically
developed for this integration. The plugin manages and interfaces with the MongoDB cache.
The plugin can submit a job to the Interface service using data stored either in MongoDB or in
tranSMART. The results are sent to the MongoDB cache. The user can explore the results in
tranSMART and compare them with previously run computations held in their personal cache

history.

(3) The third native entry point to the eAE is through Borderline. Borderline is a user-facing
set of services responsible for locating data, querying it across multiple heterogeneous sources,

tracking its provenance as it travels through the platform and allowing users to maintain com-

Thttps://developer.nvidia.com /cuda-zone
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plete control over the process. It is the glue that puts together the e TRIKS Analytical Engine
(eAE), the eTRIKS Data Platform (eDP) (including tranSMART and eHS) and capitalises on
efforts conducted over the past four years. Besides allowing seamless data flow and tracking
between these components, it provides the user with an enriched interface capable of handling
complex scenarios. It also provides a dynamic data query editor for selection of patient sub-
groups from the entire corpus of data accessible by a given user (checking access according to a
permission engine), as well as a code editor offering analysis code templates and the possibility

of better control and customization over what the computational platform will execute.

3.3.8 Security of the architecture

The platform has been designed with security and privacy in mind. The eAE manages risks
using a combination of server-side security, authentication, audit and network security. How-
ever, those protections are only the core layer upon which adopters can build upon and further
extend it to meet the most stringent requirements. The extensibility and modularity of the

security in the architecture will be further demonstrated in Chapter [

Server-side security: Many attacks on privacy and services employ a relatively large number
of queries to circumvent protections (e.g. DDOS attacks, data leakage, etc.). To thwart brute-
force attacks on the client API, we developed a query rate limitation mechanism. This ensures
that any analyst can only submit a limited amount of queries in a certain time period, defined
by the curator (e.g. 100 queries in 7 days). As detailed in Chapter , the architecture supports
the secure execution of algorithms in sandboxed environments. This execution isolation comes
at a cost in terms of performances, but prevents rogue algorithms to snoop illegally on other
computations which might be running at the same time on the platform. The sandboxing
relies on AppArmor (“Application Armor”) which is a Linux kernel security module. The mod-
ule supplements the traditional Unix discretionary access control (DAC) model by providing

mandatory access control (MAC).

Authentication: Access is provided only for authenticated users with the right authorization

levels. Three levels of users are supported: super admin, admin, and standard users. Admin
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can create, delete and check users through the API as well as monitor the status of the services.
Super admins have the additional right to create new admins. In addition to those core levels,
the users are given additional rights levels for data and analysis control. For example, in
the context of the population density algorithm (see Chapter , different users will be
authorised different levels of regional access: one user might be authorised to access at commune
level while another only at regional level. The granularity can be as well temporal in the
context of the mobility where the access time frame can be larger for some users compared
to others. Further restrictions can also be implemented such as maximum sampling size for a

given analysis.

Audit: Auditing is an important part of the security of the platform as it enables system
administrators, governance board members for ethical oversight and data owners to review all
previous queries and detect tentative of attacks by logging illegal requests. The auditing helps
preserving the health of the clusters as well by providing computation times of the queries and
clusters loads to the administrators. Those indicators can help them identify nodes that might
be throttling or clusters which are over/underutilised. The administrators could then act on

them by commissioning/decommissioning nodes and thus provide the best experience to users.

Network security: To prevent attacks where people intercept HT'TP packets, all communi-
cations with the API and between the different services is exclusively done in HTTPS. Any
non-HTTPS requests is discarded and logged for auditing purposes. Furthermore, the connec-
tions of the services to MongoDB are encrypted using TSL/SSL. In order to shield the platform
from external brute force attacks, the layers are deployed into two different VLANSs. This silo-
ing enables to expose only the Interface service of the Endpoints Layer to client’s applications

while the data and compute services would be safely hidden from the rest of the network.



Chapter 4

Implementation of the eTRIKS

Analytical Environment

In this chapter, we will present the base implementation of the architecture. Then, we will
present as well the work carried out to facilitate the training and development of deep learning
models and how they were later integrated into the production deployment of the eTRIKS

Analytical Environment.

4.1 Implementation

4.1.1 General Environment

All the microservices of the platform follow ECMAScript 8 and use ExpressJS and NodeJS [TV10]
as runtime environment. Agile development methodology (e.g., automated testing and building
of the Docker containers) was employed for the development of the platform. The use of Docker
containers has enabled to create endpoints containers tailored to the needs of the users to use
the hardware in an optimal fashion. One user might, for example, require a specific set of
languages (e.g., Python and R), while another user may need Spark support or GPU resources.

Besides, we can support different versions of the software at the same time but hosted in differ-

65



66 Chapter 4. Implementation of the eTRIKS Analytical Environment

ent containers. That custom environment gives more flexibility to the user and vastly improves
overall performances. To ensure that the platform up-time is close to 100%, Docker Compose
(in auto-restart mode) is used for the deployment of the services. This allows for the deploy-
ment of the services multiple times, across different host machines, for scalability and resilience
purposes. The only entry point to the platform, for submitting requests, is through the public
APIs exposed by the Interface service in the Endpoints Layer. The platform is hosted behind a
firewall and only the Interface service is exposed to the Internet. This limited exposure to the
outside limits the surface of attacks by malicious entities. All the services communicate with

each other asynchronously through the REST APIs via an internal virtual private network.

All services must self-register on startup with MongoDB which is acting as the service registry
with the cooperation of the Management service. A service instance is in charge of registering
itself with the service registry. On startup, the service instance registers itself (IP address and
host) with the service registry and becomes available for discovery. The client must send a
heartbeat periodically to renew its registration so that the registry knows it is still alive. If
the last heartbeat exceeds a defined threshold, the service is unregistered. This design pattern
allows for flexible deployment of the platform, easily add or remove services and can run different
versions concurrently without any downtime (although that would not be a recommended best

practice).

4.1.2 Endpoints layer

The eAE uses a REST API that enables to:

e Remotely submit Spark, Python, GPU as well as R jobs

e Integrate the analytics environment with the examples of tranSMART, Borderline and

Jupyter
e Monitor the health of the clusters, audit and jobs history

Borderline, like eAE, is written in JavaScript with Node.js. The choice of a rather uniform
Node.js-based stack enables a simplified maintenance of all lightweight microservices. Likewise,

all communication between the components relies on a set of similarly designed HTTP API.
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Figure 4.1: A schematic representation of the e TRIKS Analytical Environment implementation.

Plugin for tranSMART

As discussed before, the workflows originally developed in tranSMART were not intended for
large scale computations. It is with the intention of closing this gap that a plugin for tranS-
MART 16.2 to interface with the eAE has been developed. The core features of this plugin are
to transfer the data to the eAE, implement a cache mechanism for the users to track the status
of the computation and access their results at any time. This mechanism has been implemented
using the MongoDB layer. The cache itself enables individual users to browse through their
results whenever they want to. Each cache history is visible only by the user. However, if one
user wants to run the same analysis as another user, the cache will retrieve the results instead
and add the computation results to the user’s own cache history. This allows for better use of
computing resources. The plugin is also responsible for the associated visualizations of the eAE
workflows developed for tranSMART (workflows are detailed in Section [6.1]). Those visualiza-
tions have been implemented using D3.js [BOH11]. In general, D3.js does not have any specific
data format for visualization. Generic CSV tables can be used for all types of visualizations,

and its core provides data loaders for this format fitting perfectly with MongoDB.
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Figure 4.3: A schematic representation of the integration of Borderline with the eAE and the
integration of tranSMART as part of the eDP. Users would access the platform through &
(Borderline web Ul(s)) where they can select datasets via & (Borderline data-source middle-
ware(s)). Data is retrieved from a target such as £ (eDP External API) which in turns relies
on & (eDP File Parser(s)) and & (eDP Query Executor(s)) to compile the selection. Once
extracted, the data is pushed to @ (Swift Object Store cluster). In addition to selecting data,
users might use @ (Borderline UI) to write custom analysis code and workflows. These are
bundled with the data and made available to 4 (Borderline Cloud Connector(s)). From there,
it is sent to ® (eAE External API) via ¢ (eAE File Carrier(s)). It is then dispatched by X
(eAE Scheduler(s)) on the appropriate vr (eAE Compute Node(s)). Once the computation has
finished, results come back to 4 (Borderline Cloud Connector(s) and are pushed to @& (Swift
Object Store cluster) to be accessible to the users. Operational items such as service health,
sessions and routes are stored in € (MongoDB cluster).

Borderline

Borderline is a user-facing set of services responsible for locating data, querying
it across multiple heterogeneous sources, tracking its provenance as it travels through the
platform and allowing users to maintain complete control over the process. It is the glue that
puts together the eTRIKS Analytical Environment (eAE), the eTRIKS Data Platform (eDP)

and capitalise on efforts conducted over the past five years.

The eTRIKS Data Platform (eDP) is a heterogeneous environment within which multiple data

warehousing software can be deployed. In our lab we make use of the eTRIKS Harmonization
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Serviedl] (eHS), a home grown and CDISC [CDI04]/ISA [SRSel2] enabled software address-
ing the needs for data pipeline management between data collection and data analysis in the

translational medicine; as well as the tranSMART Platform.

This alternative from connecting tranSMART directly to the eAE and instead rely on Borderline
to interact with it presents two main benefits. The first benefit being that starting with version
17.1, tranSMART underwent a major overhaul resulting in a vastly improved API, improved
external data query times and a complete decommission of the former UI. Thus, rewriting the
plugin for that new version would have been moot as most users wouldn’t have been able to use it
from the Ul. Secondly, Borderline offers the users a far richer experience, so we bring more value
to the users by leveraging tranSMART through Borderline. Indeed, besides allowing seamless
data flow and tracking between these components, it provides the user with an interface capable
of handling complex scenarios and a data provenance feature with the workflow management.
Borderline leverages the eAE’s own provenance data to offer the possibility of better control and

customization over what the computational platform will execute and facilitate reproducibility.

Because of the shared common technological stack and design principals, we have been able
to develop a deeper integration between Borderline and eAE. That integration has enabled to
gain a major data transfer speed up between applications and enhanced the interactivity of the

user interface by bringing the compute capabilities closer to the user.

Jupyter

In order to achieve the best user experience, we discussed with other researchers to define
how to best support their needs. We first explored the implementation of a Jupyter plugin
to connect to the platform. However, this solution would not fully achieve the desired user
experience for the power users (our primary users) and put more constraints than necessary on
the architecture. For those reasons, we took a more programmatic approach and moved away

from the UL

Thttps://ehs.dsi.ic.ac.uk/
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The integration of Jupyter relies on a Python PIP package called eaeﬂ PIP is a package man-
agement system used to manage software packages written in Python. PIP manages full lists of
packages and corresponding version numbers, this permits the efficient re-creation of an entire
group of packages in a separate environment (e.g. another computer) or virtual environment.
That embedded versioning allows different PIP versions to support different versions of the eAE
API throughout its life cycles. Hence, it gives stability to the users while retaining possibili-
ties for a safe evolution for the developers. In addition to facilitating the interaction between
Jupyter and the eAE, that approach is agnostic to the environment considered. PIP packages
can be installed in any Python environment, thus users can very well send jobs from their own
machines or other hosting environments (e.g. ZeplinED regardless where they are and are not
constrained to Jupyter. That flexibly, while being less user-friendly, is far more powerful for

the power users, lower maintenance and more future-proof towards supporting new endpoints.

The package enables the users to interact with the eAE back-end seamlessly by handling all the
APIT calls and the data transfer in the background. As illustrated by Figure [£.4] that approach
allows the users to easily define a large number of tasks to be submitted to the back end in a

programmatic and stable fashion (e.g. avoid the tasks to be submitted twice by accident).

4.1.3 Storage Layer

The Storage Layer manages the medical data stored in tranSMART and platform specific data.
We used MongoDB 3.4 to store the platform data, cache data, support TensorDB (see Section
and support new data types. However, the cluster was deployed in Docker containers
in sharded mode where each shard is an independent three-member replica set. That new
deployment further enhances the performances of the MongoDB cluster while retaining a high
level of flexibility as it is integrated into the platform in the same fashion as the other services

making the deployment and maintenance processes transparent to the administrator.

In addition to storing an extended amount of platform specific data, the Storage Layer under-

Zhttps://pypi.org/project/eae/
3https://zeplin.io/
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# We import the eAE package
from eAE import eAE

# We create the connection to the backend
eae = eAE.eAE("example", "password", "interface.eae.co.uk")

# We list the jobs with their associated parameters

parameters = [ "first_analysis_type 0 1",
"first_analysis_type 1 2",
"second_analysis_type 0.3 delta" ]

# We list the required files for the analysis to be sent to the back-end
data_files = ["job.py", "faust.txt"]

# We submit a job
answer = eae.submit_jobs("python2", "job.py", parameters, data_files)

# We check that the submission has been successful
print (answer [0])

nmnn

answer = { "status": "OK",
"J0bID": "5b080d28e9b47700118f0c99",
"jobPosttion": 1,
"carriers": [
"carrier:3000"]

nmnn

# We download the results
result = eae.get_job_result('', answer[0]['jobID'])

# We have a look at the computed result

nmnn

Hello World !

first_analysis_type

The Project Gutenberg EBook of Faust, by Johann Wolfgang Von Goethe

This eBook %s for the use of anyone anywhere at no cost and with
almost no restrictions whatsoever. You may copy %t, give it away or
re-use 1t under the terms of the Project Gutenberg License included
with this eBook or online at www.gutenberg.net

nmnn

Figure 4.4: Illustration of a simple submission of three jobs using the python eae package.
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went some conceptual changes with the addition of OpenStack Swift. Swift implements object
storage with interfaces for object-, block- and file-level storage. Swift allows us to assume a
highly available distributed and more efficient storage to serve the data between the different
services and compute nodes. Objects and files are written to multiple disks spread across mul-
tiple servers in the data center, with the OpenStack software responsible for seeing to integrity
and data replication across the cluster. Storage clusters scale horizontally straightforwardly by
adding new servers. Should hard drive or a server fail, Swift replicates its content from other
active nodes to new locations in the cluster. Thus, the Storage Layer has its own large scale

storage capabilities to store any medical data before being processed by the Compute Layer.

4.1.4 Management layer

For the Management Layer to achieve close to zero downtime, we avoid architectures prone to
single points of failure. Unlike master-slave architecture pursued by schedulers such as IBM’s
Load Sharing Facility (LSF) [IBMa] or OpenLava [JB16], eAE offers a completely new scheduler

designed to provide a new design based on concurrent multi-master capabilities.

The Management Layer is composed of multiple Scheduling and Management services running
independently in parallel, and each service periodically fetches the jobs and compute nodes from
the database for scheduling. As the schedulers run independently, a soft lock mechanism has
been developed to manage the concurrent access to the jobs’ and the compute nodes’ records
in the database. This prevents inconsistency like the same job getting scheduled multiple times
or a single node receiving multiple jobs at the same time. The soft locks are set in the database
by the Scheduler fetching the records. The Scheduler periodically fetches the unlocked IDLE
compute nodes and QUEUED jobs and, for each fetched job J, it checks if a compute node
is available to execute it. On successful check, it tries to set the soft lock on the record and
the selected compute node. If successful, a job request is sent to execute the job. The locks
are removed once the request is acknowledged by the compute node. This internal concurrency
management and the loosely coupled design are the enablers for the multi-master scheduling

capabilities of the Management Layer and the subsequent benefits described in Section [3.3.5]
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The Scheduling and Management services guarantee that the system performs efficiently. To
avoid getting bottle-necked with unresponsive jobs or nodes, it decommissions unresponsive
compute nodes and purges failed or stuck jobs. Decommissioning of nodes — locking the status
of the node to DEAD — is done by checking that the last status update by the service exceeds
the set tolerance (1 hour by default). For purging unresponsive jobs, the jobs are fetched from
the database and checked for their status and time of creation. They are purged (killed) if they
have failed more than twice and are removed if they were created before a certain time (2 days).
The scheduling of jobs happens every one second, purging once a day, and decommissioning of

nodes every 1 minute.

4.1.5 Computation Layer

The Computation Layer has seen the development of a dedicated Compute service. The Com-
pute service fetches the required data and analysis algorithm from the Storage Layer, executes
the functions and finally stores back the results into the Storage Layer to be collected at any
point in time by the requesting user. The Compute service is also responsible for logging the
execution time, exit code, standard and error outputs (if any) into the associated job record

for audit and development purposes.

Each Compute service is associated with a list of type of jobs it can execute, e.g., Python2,
Python3, R, Spark. In order to maximise usage of the services, the same physical containers run
different types of computations (e.g. R and Python or Python and GPU) and can be allocated
to more than one cluster. However, the idea has been pushed a bit further as Spark clusters
can now be used to run other computations such as Python or R on individual nodes while they
are not in use. In order to achieve that, we created a reservation mechanism to prepare the
cluster for the computation. If a job is running on one of the nodes of the cluster, the scheduler
waits for the end of the computation and then reserves it. Once all nodes have been reserved,
the Spark cluster can be used and the job scheduled. In pursuance of avoiding Spark jobs to
be waiting for too long, we took an overflow approach and those nodes have lower scheduling

priority than the other nodes dedicated to that type of jobs.
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The Compute service has been designed as well in a fashion that facilitates the addition of new
types of jobs (e.g. Fortran or C/C++) or features (e.g. sandboxing as demonstrated in Section
5.2). The typical time needed to develop and test a new job type is less than a day, which

should encourage developers to easily adopt the platform.

4.2 Benchmarking and Scalability

In this section, we demonstrate improved resource usage, the scalability, and performances of

the architecture towards supporting the several bioinformatics analysis pipelines.

4.2.1 Resource usage

To evaluate the improved resource usage, we monitored the average CPU load across a set
of twenty physical machines before and after deploying the eAE. In both cases, we recorded
every fifteen minutes the load average over the last fifteen minutes provided by the host system
in ‘/proc/loadavg’ for each individual machine. The recording of the loads for those experi-
ments spanned across three months in both instances. The set of machines was heterogeneous
(different machines have different numbers of cores) so in order to give a representative idea,
we provide the usage percentage as a ratio between load and total capacity. For instance, a
machine with 24 hyper-threaded cores with a load recorded of 12 gives a usage percentage of

50%.

While the Figure 4.5 clearly shows improved resource usage on average, nevertheless it is inter-
esting to note that the improvement varied substantially between the type of computations in
the context of this experiment. In both cases, we had fourteen machines dedicated to R/Python
and six to a single Spark cluster. R/Python machines have seen their average loads increase,
while the Spark cluster has seen a marginal decrease. However, this could be partially explained

by the fact that there was only one Spark user, unlike the others which had multiple.



76 Chapter 4. Implementation of the eTRIKS Analytical Environment
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Figure 4.5: Evolution of the usage percentage aggregated per two days across all the machines
during three months. We observe that, on average, the resource usage of the compute resources
is significantly improved (21% on average).

4.2.2 Scheduler

We conducted several experiments to evaluate both the performance of the scheduler and the
resilience of the Management Layer as we scale the system. For both experiments, we deployed
a single instance of MongoDB with 1000 concurrent Compute services and submitted requests
to schedule a sleep job of 1s. These jobs are scheduled, computed, and finally, the results are
stored in MongoDB. The benchmarks were executed on a single machine with 256GB of disk
(RAID 1 @ 7200RPM), 250GB of RAM (@ 1600 MHz), 48 cores (2x Intel Xeon, E5-2620 v2 @
2.10GHz) and a network speed of 20Gb/s. The large number of Compute services ensures that
the time measured truly evaluates the scheduler’s performance and not the bottleneck of the

compute services.

To evaluate the scheduler’s maximal capacity to scale as the number of concurrent jobs increases,
we submitted N batches (N=1,10,50 and 100 in this experiment) of 100 jobs to a single scheduler.
A scenario of more than 10k is rather unlikely in a production environment as each job takes
some time (in hours) to process. Figure [4.6{shows that submission and scheduling scales linearly

with a large number of requests.

To evaluate the resilience of the Management Layer as we horizontally scale the system, we sub-

mitted a total of 10k jobs with a varying number of schedulers. This scenario evaluates, as well,
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Figure 4.6: The performance of a single scheduler with respect to the submission size. Fach
point represents the average running time of 10 experiments along with the standard deviation.

the performances of the Management Layer in the eventuality one or more scheduler becomes
unavailable. This simultaneous evaluation is possible thanks to its multi-master design where
each scheduler operates independently from each other. Five independent clients (with batches
of size 100) were used to insert jobs in MongoDB with M schedulers (M=5,..,1) running in the
background. Each scheduler is self-orchestrated in an asynchronous fashion, e.g. each scheduler
is responsible for periodically (every 100ms in this experiment) retrieving a list of jobs to be
scheduled and scheduling them on an available compute services. At any given time, the status
of a job in MongoDB is the same for all schedulers which removes the need for synchronization
between schedulers. Figure shows that, as the number of schedulers decreases, the drop-in
performance or the increase in computation time is not significant. This behavior re-asserts the
resilience of our Management Layer, enabled by its multi-master design, by showing that the

failure of multiple schedulers has a negligible effect on the overall performances of the system.

4.2.3 Compute Scalability

To evaluate the compute performance and scalability of the platform, we have performed bench-
mark scalability tests on data size, number of executors and number of users. The computation

has been executed on a cluster of six machines: one driver and five executors. All nodes are

identical and each one has 200GB of disk (Seagate, RAID 1 @ 7200RPM), 100GB of RAM
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Figure 4.7: The performance of the Management Layer as the number of schedulers decreases.
Each point is the average running time of 3 experiments along with the standard deviation.

(Micron, @ 1600 MHz), 24 cores (Intel Xeon, E5-2620 v2 @ 2.10GHz) and a network speed of
10Gb/s. The cluster itself relies on Cloudera CDH 5.11.0 which comes with Spark 1.6.0. The

Spark configurations used in all experiments for the “spark-submit” are :

1. master = yarn-client
2. executor-cores = 16
3. driver-memory = 20GB

4. executor-memory = 20GB

The number of executors has been set to five for the first compute scalability experiment but
has been set to different values in the other second compute experiment. The analysis executed
in the executor scalability experiment is linear SVM which is a method available in Spark’s

machine learning library.

The experiments are designed based on the iterative model generation and cross-validation
pipeline mentioned in Section [6.1.1} In this experiment, we use mRNA data from a GEO
dataset (GSE31773) [TWel2] as a base to synthesise the required data. The synthetic data
has been generated by first averaging the original values and then adding randomly generated
noise for every new vector until the desired data size is reached. The label for each vector
is randomly chosen. Six randomised datasets have been generated independently, with sizes

of IMB, 10 MB, 100MB, 1GB, 10GB, 100GB, respectively. The 1MB dataset has been used
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to determine Spark’s initialisation time. This initialisation time has been subtracted from all
other measurements in order to keep only the effective computation time of the model. The
data has been placed in HDFS for Spark to use. From the results plotted in Figure 4.8 we
can observe that the time required to process grows linearly with the size of the data, which

constitutes the first indicator of scalability of the platform.

300 - :

= 200

Time (s

100 |- 8

0 20 40 60 80 100
Size (GB)

Figure 4.8: The scalability of the eTRIKS Analytical Environment with respect to the data
size. Each point represents the average running time of 30 experiments, with the error bar
representing the standard deviation.

In the second experiment, we reused the 100GB dataset generated beforehand but used a
different number of executors every time to observe the impact on the computation time. We
can see from Figure [4.9] a considerable decrease in the computation time when we increase the
number of executors, which constitutes the second indicator of scalability of the platform. The
inflexion occurring between the 3 and 5 executors indicates as well that adding too many nodes
to the computation may prove counter-productive as the time gained for the computation is

only small.

4.2.4 Storage Scalability

To evaluate the storage performance and scalability of the platform, we have performed bench-
mark scalability tests on data size. The Swift cluster has been deployed on three machines,

all nodes are identical and each one has 3TB of disk from a disk array (Seagate, RAID 1
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Figure 4.9: The compute scalability of the eTRIKS Analytical Environment with respect to
the cluster size. Each point represents the average running time of 30 experiments, with the
error bar representing the standard deviation.

@ 7200RPM), 100GB of RAM (Micron, @ 1600 MHz), 24 cores (Intel Xeon, E5-2620 v2 @
2.10GHz) and a network speed of 10Gb/s. The client uploading the data to the cluster was a
single machine with 1TB of SSD disk (Samsung 970 PRO) for storage, 16GB or RAM (Corsair,
@ 2133MHz), 8 cores (Intel i7-6700, @ 3.40 GHz) and a network speed of 1Gb/s.

To evaluate the Storage Layer capacity to scale as the size of files grew, we uploaded /downloaded
six files of varying sizes ranging from 0.1GB to 1TB. Figures and demonstrate that
the upload/download capabilities of the Storage Layer scales linearly up to the terabyte level.
It is to be noted, however, that those times could have been significantly better with a higher

bandwidth on the client side.

We did not explore a varying number of replicas as only a three-replica cluster makes sense
in a production environment. Indeed, a single replica would not provide any resilience to the
platform and two replicas would not offer the possibility to continue operating the platform if
the other replica were to fail at some point (the remaining replica would lock itself to avoid
any data loss or corruption). Similarly, any deployment with more than three replicas would
result in a huge amount of network 1O between replicas and a lot of time and CPU power spent

replicating the data without any overall performance improvement to the storage layer.
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Figure 4.10: The storage upload scalability of the e TRIKS Analytical Environment with respect
to the data size. Each point represents the average running time of 5 experiments, with the
error bar representing the standard deviation.
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Figure 4.11: The storage download scalability of the eTRIKS Analytical Environment with
respect to the data size. Each point represents the average running time of 5 experiments, with
the error bar representing the standard deviation.

4.2.5 Summary

The resulting system provides an efficient and effective solution for data exploration and high-
performance bioinformatics analytics while implementing strictly the architecture defined in
Chapter |3] The technological stack uses only what is necessary, which facilitates new develop-

ments, new features and the adoption of the platform. The services are all strictly independent,
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autonomous, even more resilient and streamlined with the best engineering practices and strict
coding style put in place. The endpoints have the possibility to be fully standalone or to go for
a deeper integration for optimal performances as the integration with another eTRIKS project

called Borderline has shown.

The platform has a high density of logs, which enables better monitoring and easier maintenance
of the platform. In addition, no downtime is needed to add new services or restart part of the
platform as they can self-register directly with the other services while the management layer

monitors and manages the health of the clusters and services at any given time.

The new compute layer has permitted to distribute more evenly the computation load across
the different machines without any meaningful impact on the user. The load distribution is
important as it allows to distribute the wear evenly across machines and thus avoid premature

failing of the hardware.

In conclusion, this implementation is an elegant, efficient and scalable solution for data explo-
ration and high-performance bioinformatics analytics. This version is production ready and is
the base upon which extensions can be built to further extend the capabilities of the platform

as we will demonstrate in Chapter [5]

4.3 TensorDB: Database Infrastructure for Continuous

Machine Learning

This section introduces the TensorDB system, a framework that fuses database infrastructure
and application software to streamline the development, training, evaluation and analysing
machine learning models. That work was carried out with the goal to further facilitate the
research and development of new machine learning models as well as the reproducibility and

traceability of that research.
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4.3.1 Introduction

In nature, learning is adaptive and progressive, that faculty enables animals to change their
behavior as the environment changes [SYL13]. On the other hand, most machine learning
algorithms, like deep learning, are static and never spontaneously evolve regardless of the situ-
ation. With the dominant batch learning approach, there is a clear separation between training
and inference. Machine learning models are trained off-line with large amounts of training
data and the parameters are fixed and optimised according to specific objective functions. For
most applications, such methodology faces many limitations. Most businesses are dynamic,
and the machine learning models must be updated continuously as the business operates. For
e-commerce businesses, for example, the recommendation system must be updated as user

preferences or market conditions change.

Continuous machine learning is the key towards machine intelligence and of increasing impor-
tance in research. Recent machine learning models such as reinforcement learning [SB16] and
generative adversarial network [GPAM™14] are continuous in nature. We argue that the con-
tinuous learning, adaptive and progressive features of the biological system are indispensable

for machine learning applications.

We introduce TensorDB, a framework to enable continuous training, evaluation, analysis, and
deployment of machine learning models. TensorDB is not an algorithm for continuous ma-
chine learning, but an autonomous life-cycle management system of machine learning models.
The core idea is based on the observation that continuous learning is achieved by continuously
updating the training sets and continuously training and evaluating the models. Assuming
unlimited storage and computing power, we can build millions of models with different archi-
tectures while the evaluation system will keep on mining the model repositories and always
select the one with the best performance for deployment. When designing such a system, the

key challenges lie in the data management of the models, training sets, parameters, and logs.

The data management system of TensorDB is based on a NoSQL database [MH13] and a map-

reduce search engine [YDHPO7]. It is implemented as a distributed system that fuses database
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infrastructure and machine learning application software. All the components of machine learn-
ing development are connected by the database query mechanism, which sets up TensorDB as
a flexible system that enables each component to be updated continuously. Even when con-
tinuous learning is not required, machine learning developers can benefit from TensorDB for
streamlining the development process. The framework can be used as a data warehouse for
managing the training sets, a logging system for recording training process, a version control
system for machine learning models, an intelligent system for model selections, and a load
balancing system for distributing machine learning jobs. TensorDB system provides all the
above functions and allows for fully autonomous pipelines for sampling, training, evaluating,

analyzing and deploying machine learning models.

TensorDB is made of three components:

1. Cohort recruitment for management of training set and models

2. A building/job system for training models and a logging system for recording the training

process

3. Model mining system for evaluation and model selection

4.3.2 Related work

While many libraries for building and training deep learning models have been developed,
little work has been done for the models’ management and provenance. Recently Model-
Hub [MLDDI16] has been proposed as a version control system for exploring and storing all
the models. However, TensorDB is more ambitious and focuses on the working flow. From
the technology perspective, a critical difference is that TensorDB is based on NoSQL database
technology and uses map reduce as the searching method while ModelHub is SQL based and
thus less flexible. The current implementation of TensorDB is based on MongoDB and thanks
to the schemaless design, users can alter the database schema at any point in time. The key

feature in the TensorDB design is the flexibility in the binding system. Flexible binding is
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implemented as data search query thanks to the support of a database. This design is inspired

by the Katana lighting system [HSL14] developed by Sony Image Works. The logging system

is inspired by the EHR system for healthcare record management and it follows the NoSQL

solution for Pharmacovigilance [AAoNLR*16].

4.3.3 Architecture

Images and Sematic Labels e == e

Search Engine is used
as the Router for Data

-

Job Queue

Recruitment by Search Engine

Job Query as Load Balancer

Figure 4.12: TensorDB workflow: the database query mechanism connects all the components.
The work is distributed across multiple machine.

TensorDB is built around several core components as presented in Figure The cohort
recruitment system is a data warehouse for managing training sets and models. Our MongoDB
based implementation stores the data as JSON documents, which is a dictionary of many key-
value pairs (MongoDB replaces tables by collections which is a set of documents). Searching
is performed by Map Reduce methods, which MongoDB supports natively thanks to built-
in capabilities, and this is then mapped to the filtering, projection, and sorting methods.

TensorDB maintains five collections.

1. The Model Collection which contains all the model architecture and parameters.

2. The Dataset Collection which contains all the training and validation set.
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3. The Training Log which records the performance of each step during training

4. The evaluation Log which records all metrics for models on different validation sets.

5. The Job System which maintains all the building jobs and is also served as a queue for

load balancing.

To be more precise, there are also two collections for models and datasets which are used as
files system. There is also corresponding software operating on the data to run the TensorDB

system :

1. Data Importer which imports training datasets into the database.

2. Recruiter is implemented as a query program based on MongoDB query language. Each
cohort is not physically stored in the database, the searching program is executed during

run time when the cohort is assembled.

3. Builder reads the job queue and executes the training and evaluation for the job. All the
model parameters of each epoch are stored in the database. The logs for each training

step are stored in the logging system as well.

4. Evaluation and Model Mining system also relies on the job queue and executes all the
validating jobs. The evaluation results of each validation set and model metrics are stored

in the database.

5. The analysis and visualization system explores the training and evaluation logs.

In the application, most of the code and database schema is fixed. The flexibility comes from
the searching-based recruiter. Search-based recruiter never directly binds a model to data.
For example, the training set could be specified as the last 1000 imported, which will keep on
changing if data are generated continuously, and the evaluation to validate only the five models

that have the least training errors.
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The Cohort Recruitment System

The cohort management system is in principle a data warehouse that stores training datasets
and models. There are three kinds of data 1) training sets, 2) model parameters, and 3)
model architecture. The storage scheme separates metadata files and actual data. The query is
performed on the metadata fields, while the actual data are stored as chunks in a database-based
file system (GridFS). In our implementation, the raw data are stored as binary strings, which
are the result of a serialization operation. Images and parameters are based on the Numpy
serializer, models are based on the Tensorflow graph serializer. Software tools are required
to extract the meta information, which is the role of Data Importer. The meta information
is designed to be information rich, containing as much valuable information as possible. For
medical images, besides the information in the dicom headers, it can also include semantic
information such as the parts of the body scanned, volume of brain ventricle, and grade of
tumour. This is greatly facilitated with a NoSQL database, which enables a very flexible data
structure. For training data, we put both data and labels in one document. For models, the
architecture and parameters are stored separately. The meta information of parameters includes
references to training datasets, upload time, training errors, epoch number and step time of
backpropagation. The recruitment system is implemented as a query-based search on the meta
information fields. They are used for finding the case of interests, which is very valuable for
the development of machine learning models, such as controlling the balance of positive and
negative cases. A daemon process is invoked regularly to check if all machines are running their
jobs properly and, in the event of a machine becoming unavailable or breaking down, redeploys

the jobs on an available one.

The Building System

The Building System treats a training machine learning model as a software building. By
combining datasets and algorithms, the building system just runs model training forever. In
the implementation of TensorDB, we define a collection called jobs that serves as a queue and

load balancer. The job document contains model architecture; the model initialises parameters,
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training datasets and time stamp which indicates when the job is generated. De facto, the
Building System continuously creates a hyperparameter space exploration from the initialise
parameters and the constraints provided when creating the request. The Building System
generates the hyperparameter space randomly at first and then follows the paths towards the
best model accuracy after each iteration. There is also a status flag to indicate whether the
job is ready, being processed or finished. The evaluation system shares the job queue with
the building system, with different job types. The building software automatically accesses the
database, finds an idle job from the job queue, and updates its status in an atomic manner.
When a job is running, training results of each step are recorded in the logging system. Each
record document contains the model architecture, epoch number, time, accuracy, performance
metrics, study id, and information of hosting computer. After each epoch, the building system
uploads the parameters into the cohort system, which updates the job fields with the latest
update time, current epoch, and model accuracy. Evaluation and Model Mining as a system
is straight forward to be implemented with building blocks from the cohort system, building
system, and analysis system. In principle, the model mining system selects representative test
data and evaluates all the possible models. After the system finds the best model, the system

can also continue to improve it by recruiting new training sets and launching new training jobs.

The Analysis and Visualization System

The Analysis and Visualization system explores the system’s log data for insights of model
development. Its applications include visualization of the model learning speed, comparing
convergence speed of different architectures or execution speed. The requirement is very flex-
ible and opens many new opportunities such as meta-learning that needs to select the best
architecture. Rather than providing tools, TensorDB facilitates such analysis. Finally, Mon-
goDB being a popular database, many packages are available to support further data analysis

and visualizations or export the data to other external software.
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Evaluation and Model Mining

Such a system is straight forward to be implemented with building blocks from the cohort
system, building system, and analysis system. In principle, the Model Mining system selects
representative test data and evaluates all the models. After the system finds the best model,
the system can also continue to improve it by recruiting new training sets and launching new

training jobs.

4.3.4 Application Evaluation

We tested TensorDB with several challenging deep learning research projects. For our recent
work on brain tumor segmentation, several modes were required to segment high/low-grade
tumor from multiple imaging modalities [MGASI2|. In order to test our modes of interest,
we performed a 5-fold cross-validation. The combination of modality, training sets and model
architecture produced more than 100 models. Manual management such as moving the data,
models and parameters across machines are error-prone and waste a lot of programming and
computing time by forcing the machine into unnecessary idle time. It is also very hard to
monitor all the training processes in one view. The introduction of TensorDB solves all problems
by centralizing the data in a database and tools are easily built and can help the research with
a global view of different model and architecture performance. The building and testing of
the 100 models sharing the same application code with only different datasets specified by the
query language. For distributed training, TensorDB was deployed as an independent remote
server. The drawbacks of TensorDB is mainly from a performance perspective. Logging into
the database is more time consuming than printing on the screen. However, for our image
segmentation, the overhead is marginal. Each step consumes about 1.4 seconds and logging costs
about 1.5 ms. The epoch consumes about 600 seconds while the upload of model parameters to
the database takes about 3 seconds and the downloading of parameters about 2 seconds. The
bottleneck of TensorDB solution is the loading of training data. Compared with loading the
training data locally, loading the training dataset with the recruiting system is usually about

10 times slower. Loading about 6000 high-resolution images from the local disk costs about 30
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seconds while from TensorDB, it costs about 300 seconds. If we constrain the loading time to
be 5% for model update and model will finish in 20 epochs, each job will have a time resolution
of about two hours. In terms of the storage burden, after running a hyperparameter exploration
for a week, the system generated about 500 million log data points where each point was only
about 20 bytes. Each log data contains the current performance of the step and a status code.
Those logs can be used by the researcher for model development insights. The training data
size was about 30GB which is fixed. The real storage pressure comes from saving all the model
parameters of each epoch, which consumed about 300GB of storage. For analysis, the speed
depends on the counts of query result. When the count number is less than 100,000, it usually
takes about 4 seconds while 10,000 records consume about 0.5 seconds. The system is not

real-time but can performance analysis interactively.

4.3.5 Conclusion

TensorDB is a flexible framework to support machine learning research and development. The
database-based solution and the search-based binding make the learning development more
flexible and easy to manage. It allows the system to continuously update the training sets, the
learning mode and update the deployment in a fully autonomous manner. The current system
has some performance issues, is not real-time and the loading is time-consuming. However, it
is good enough for the machine learning application when models do not have to be updated

more than 10 times a day.



Chapter 5

eTRIKS Analytical Environment with

Privacy

In this chapter, we will present the use of location data in the context of public health research,
the work done in the context of data privacy for location data and the extension of the eAE
to support privacy preserving analytics. This work illustrates the modularity and extensibility

capabilities of the e TRIKS Analytical Environment architecture.

5.1 Building Privacy capabilities

5.1.1 Location data as a support for public health
Diseases propagation using mobility data

Epidemic outbreaks are an important healthcare challenge, especially in low- and middle-income
countries where they represent one of the major causes of mortality [MVL™12, BCJT10]. To
make the matter worse, it has been shown that re-occurring outbreaks due to preventable
infectious diseases contribute to hinder the economic development even in developed coun-

tries [SKBBT09]. However, the prevention and containment of an infectious disease outbreak

91
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can be greatly improved if health care response and outbreak control measures can be focused

to areas predicted to be at the highest risk of experiencing new outbreaks [VBST06].

Human mobility is indisputably one of the main spreading mechanisms of infectious dis-
eases |[CZG™17]. Therefore, understanding human movement and mobility is important for
forecasting, characterizing and controlling the temporal and spatial spread of infectious dis-
eases. The prediction of the temporal evolution of epidemics, once outbreaks have progressed
beyond a small initial group of cases, has greatly improved in recent years. However, pre-
dicting spatial transmission routes of epidemics has proven to be remarkably difficult, due to
the importance of rare, long-distance transmission events [Ril07], limited data on population
mobility, unknown population immunity levels [GF0S8], low sensitivity and specificity of case

reports [VBST06] and limited access to accurate and spatio-temporally resolved case data.

In the last decade, the widespread adoption of mobile phones and other ubiquitous technologies
are generating vast amounts of high-resolution location data. The penetration rate of mobile
phones (percentage of mobile numbers in use per 100 citizens) in developing countries can vary
from 70% in Colombia to 99.9% in Senegal while most developed countries are well above the
100% mark. Indeed, it is not uncommon for professionals in developed countries to have both
a professional and personal number. Prepaid SIM cards also contribute to the multiple lines
people may own. The analysis of individual Call Detail Records derived from mobile phone
data has provided plentiful insights into the quantitative patterns that characterise human
daily life [BDK15]. Notably, mobile phone data have demonstrated to be an excellent source to
describe human trajectories at the finest scales, providing unprecedented details on individual
mobility and highlighting some shared features, such as the high degree of predictability of
individual patterns which coexists within strong heterogeneities of collective patterns [SKWB10),

GHBOS, PTBF17.

Based on this observation, several studies have shown that it is indeed possible to describe the
countrywide-scale infectious disease spread even as individuals change location over time using
mobile phone call data records. Wesolowski et al. [WETT12] have successfully demonstrated

that human movements contribute to the transmission of malaria on spatial scales that exceed
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the limits of mosquito dispersal. They used spatially explicit mobile phone data of nearly 15
million individuals over the course of a year and malaria prevalence information from Kenya to
identify the dynamics of human carriers that drive parasite importation between regions. The
maps (from their study) in Figure highlights remarkably well how human mobility fosters

the propagation of the parasite.

A

Source
g Sink
Figure 5.1: Sources and sinks of people and parasites from Wesolowski et al.’s [WET™12] study.
Kernel density maps showing ranked sources (red) and sinks (blue) of human travel and total

parasite movement in Kenya, where each settlement was designated as a relative source or sink
based on yearly estimates. (A) Travel sources and sinks. (B) Parasite sources and sinks.

Their mobility data contained a high spatial resolution which allowed them to pinpoint par-
ticular settlements that are expected to receive or transmit an unexpectedly high volume of

parasites compared with surrounding regions.

From that ascertainment, Bengtsson et al. [BGL™15] have shown that, not only was it possible
to model the spread, but also to predict the spatial spread. Using mobile phone data, they
have highlighted in their study that approaches that can rapidly target sub-populations for
surveillance and control are critical for enhancing containment and mitigation processes during
epidemics. Modern epidemic modelling recognises the central role of population structure
and patterns of interactions and mobility, as components that can considerably influence the
likelihood of disease propagation [RSM17|. The consideration of this complexity is the first

step towards the integration of location data into traditional epidemic model.
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Populations displacement during crises using density data

Most severe disasters, such as earthquakes and tsunamis, cause large population movements. In
2017, there were 30.6 million new displacements associated with conflict and disasters across 143
countries and territories [iIDM18]. Among those 30.6 million displacements, 18.8 million were
directly linked to disasters, which represents the equivalent of 51,500 people being displaced
each day. These movements hinder the work of relief organizations to efficiently reach people in
need. These movements can take place prior to events, due to early warning messages, or occur
post-event as a result of damages to refugees, livelihoods and long-term reconstruction efforts.
Those displaced populations are immensely vulnerable and often in urgent need of support
(e.g. clean water, food, blankets, etc.). Timely and accurate data on the numbers and location
of displaced populations are exceedingly difficult to collect across temporal and spatial scales,

especially in the aftermath of disasters.

Nonetheless, similarly to the diseases’ propagation, mobile phone Call Detail Records were
shown by Lu et al. [LBHI12] to be a reliable data source for estimates of population movements
after the 2010 Haiti earthquake. They used 1.9 million mobile phone users ranging from 42
days before up to 341 days after the Haiti earthquake of the 12" of January 2010. They showed
that the predictability of people’s trajectories remained significant and even increased a little
during the three-month period after the earthquake. In addition to that predictability, they
have noticed a strong correlation between those destinations and their mobility patterns during

normal times, and specifically with the locations in which people had significant social bonds.

The importance of CDRs analytics in the humanitarian space was confirmed by Wilson et
al. [WZESAel6] in the context of the 2015 Nepal earthquake. Their analyses unveiled national
level population mobility patterns and return rates which are extremely difficult if not impossi-
ble to acquire using other methods. They estimated that 390,000 people above normal left the
Kathmandu Valley soon after the earthquake. Many of these moved to the highly-populated
areas in the central southern area of Nepal and the surrounding areas. People who left their
home area after the earthquake have gradually returned to the affected areas, with the return

rate varying between regions.
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These analyses are of tremendous relevance to humanitarian agencies, as density patterns can
help identify where aid should be directed, and low return rates can identify areas where
recovery and reconstruction work may not be progressing well. However, in both cases those
presented two critical limitations which are the speed with which the analyses were delivered,
and the absence of privacy guarantees regarding the data used by researchers. Indeed, the
first analyses for responders to the Haiti earthquake were distributed several months after the
earthquake which is far too late to support any early humanitarian response, while it took nine
days to provide spatiotemporally detailed estimates of population displacements for the Nepal

earthquake.

Those examples illustrate perfectly the need for an open-source, scalable, and privacy-preserving
platform to support real-time key statistics computations from location data for a wide range

of potential use cases.

5.1.2 Attempts at sharing location data

In order to exploit the potential of location data, attempts at sharing that data have been
made in the past. Orange’s Data for Development (D4D-Senegal) challenge [dMST™14] was an
open innovation data challenge on anonymous call patterns of Oranges mobile phone users in
Senegal. The challenge took place in 2014 and consisted of three mobile phone datasets. The
datasets were built upon Call Detail Records of text exchanges and phone calls between January
1, 2013 and December 31, 2013 of more than nine million of Oranges customers in Senegal.
The datasets are: (1) antenna-to-antenna traffic for 1666 antennas on an hourly basis, (2) fine-
grained mobility data on a rolling 2-week basis for a year with Bandicoot [dMRP16] behavioural
indicators at individual level for about 300,000 randomly sampled users, (3) one year of coarse-

grained mobility data at arrondissement level with Bandicoot behavioural indicators.

Despite the fact that those data sets were quite granular, many noteworthy achievements have
been made and several papers have been published. Martinez-Cesena et. al. [MCMNSIH]
have demonstrated that even with coarse spatial and temporal resolution data, it was possible

to offer unprecedented insights into the spatio-temporal distribution of people thus enabling
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efficient electricity infrastructure planning in rural areas where information on human activ-
ity are typically limited. Those pieces of information are immensely valuable as a basis for
planning the development of electric power infrastructure in a country where 70% of the rural
population has no electricity while close to 99% of all Senegalese carry cell phones. Other contri-
butions have seen the optimization of road network [WdACdRSIS]|, poverty analysis [PDG15],
public heath [FGM™16] or assess the impact of natural disasters and disease outbreaks in real-
time [WZESAel6, DLM™14, BGL™15]. After the success of the Senegalese challenge, Orange

has started two other similar challenges in Ivory Coast [BECT12] and Niger.

It can be mentioned that a similar initiative was carried out by Telefonica in the context of
their Smart Steps projeciﬂ where they aim at providing specific business and sale optimization

through the analysis of travellers behaviour.

From such promising research paths, it is thus reasonable to assume that, with higher spatial and
temporal resolutions for the data, a lot more could be achieved for developing new indicators,
higher accuracy for the proposed models, improved public health, disease control and facilitate
the economic growth of developing countries. However, mobility traces are extremely sensitive.
In 2009, the Electronic Frontier Foundation listed examples of sensitive information that can
be inferred about an individual from his location history. These include the attendance of a
particular church, meeting an AIDS counselor or an individuals presence in a specific house or
at an abortion clinic. These legitimate privacy concerns for the potential misuse of mobility

data need to be addressed.

5.1.3 Sensitivity of location data

Even though mobility data, containing accurate user-level trajectories of visited places across
long time periods, has been extremely valuable for researchers and organizations, and still holds
significant potential for the public good as Orange’s D4D-Senegal challenge highlighted, these
advancements have been possible only thanks to the widespread adoption of mobile phones.

That penetration rate (percentage of adults in possession of at least one phone) in developing

Thttps://www.wholesale.telefonica.com /en/services/digital /big-data/smart-steps/
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countries can vary from 70% in Colombia to 99.9% in Senegal while most developed countries
are well above the 100% mark. While these types of engagements offered evidence of the
promise and demand, these modalities limit the full realization of Big Data’s social potential
as they fail to meet the standards that experimentations such as MIT’s OpenPDS [dMSWP14]
initiatives have shown to be both possible: safe, stable, and scalable access to data for public

good purposes.

Historically, data has been anonymised through de-identification, i.e. the process of trans-
forming personal data to mask the identity of participants. Fully de-identified data is not
considered personal data and can be shared or sold without limitations. However, a large body
of research has shown that de-identification is not resistant to a wide range of re-identification
attacks [Swe97, NS08, [AMHVBI13| [CRT17, (Ohm10]. This is especially true for geolocation
data, as individual mobility traces are highly unique even among large populations, making
them particularly vulnerable to re-identification. de Montjoye et al. [IMHVBI3| showed that
4 spatio-temporal points are enough to uniquely identify 95% of people in a mobile phone
database of 1.5M people, and that just a couple more points are needed if the data is heavily

coarsened.

OPAL (for Open Algorithms) is a project with the goal to allow for private data to be used in
privacy-conscious ways for good and to unlock the potential of mobility data. This is achieved
by fundamentally changing the paradigm of data release: rather than publishing (de-identified)
data, OPAL stores the data in a protected environment and allows analysts to send queries
about the data. OPAL’s core consists of an extended version of the eAE with a new set of
services and a set of open algorithms that can be run on the servers of partner companies
behind their firewalls to extract key development indicators of relevance for a wide range of
potential users. Since analyses are computed using fine-grained data, it is possible to achieve

both better utility and stronger privacy compared to de-identification techniques.

A typical use case for the platform would be to compute the population density and mobility
of a certain area for any given time interval, without releasing the full geolocation dataset to

them. Ideally, a query-based system such as this one would enjoy some important properties:
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Secure. The platform is secure against penetration attacks that aim at gaining unauthorised

access to data.

Privacy-preserving. The outputs to queries should consist of aggregated data and should
never disclose private information of users whose records are in the dataset. This guarantee

should hold when analysts obtain and combine outputs for multiple queries.

Flexible. Data analysts should be able to submit different queries that serve a large array of
statistical purposes by enabling developers to propose new algorithms that can be loaded on

the platform.

Open. The code of the platform and of the algorithms should be open-source. This allows
for better security, privacy and utility, as everybody can review and contribute to the code, or

build new algorithms on top of the existing ones.

5.2 Privacy preserving eTRIKS Analytical Environment

This work has been supported by the OPAL project?| and the platform is based on the im-
plementation presented in Chapter The platform is designed with the same four layers
- Endpoints Layer, Storage Layer, Management Layer, and Computation Layer as shown in
Figure 5.2l However, in addition to the privacy features, new services to support additional
features required by the OPAL project and two algorithms —population density and population
mobility— have been implemented. The algorithms and the privacy module for density have

mostly been contributed by the project while the rest of the work is my own contribution.

5.2.1 New services and features

A new set of services and features have been developed to address the requirements of the

projects. Some services are generic (with application specific configurations) while others are

https://www.opalproject.org/
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Figure 5.2: A schematic representation of the architecture of the OPAL platform.

data and application specific. The specialization of some services was necessary to meet per-

formance requirements.

Generic components

Endpoints Layer

In the current configuration, the REST API in the Endpoints Layer provides the only public
interface to run analyses over the data sets. A query is a request for running an analysis
against the data available for the requested time interval and an answer is the output of the
requested analysis. Each query must contain the name of the analysis (e.g. density, mobility,
etc.), start and end date for the data on which it needs to run and other parameters required by
the analysis. The platform technically supports a temporal resolution for queries down to the
second, but the operational resolution has been set to 10 minutes for privacy reasons that will
be detailed in Section [5.2.3] Interface service validates each query by checking all the required
parameters are available and well-defined. If the request is not well-formed, the platform
rejects the request, sends back to the user which field is not compliant and why, and finally
logs the illegal request into the Logging service. We used Another JSON Schema Validator
(Avj) [Evgl§] which supports JSON Schema draft-07 to ensure both strong guarantees on the

parameters validity and flexibility /extensibility in the future developments of the platform.
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The Cache service works in the same way as in the vanilla version of the eAE, e.g. it stores the
answers for all the computed queries with the query parameters and other metadata (date and
duration of computation, etc.). However, a new feature has been added which enables answers

to be signed with a private key to allow users to verify them a posteriori.

The Logging service has been also further extended to log more information for audit and
billing purposes. The invalid queries are now logged to enable periodic analyses for detecting
trends of any possible attack on the system (see Section . A new set of APIs have been
added to enable users to retrieve the public logs of all valid queries that have been run on the
platform. The valid queries are stored in an append-only text file, making it harder to tamper
with without gaining physical access to the system, while the invalid queries are stored in the

Storage Layer.

Management Layer

The Management Layer is exactly the same as described before as all necessary features were

already available. For more details please see Chapter [4]

Application specific

Compute Layer
The Compute Layer has been extensively modified and the Algorithm and the Aggregation
and Privacy services have been added to the layer. The Compute Layer has a combination of

security and privacy features which enables us to run privacy-preserving computations.

The platform relies on the MapReduce[DGO8b] paradigm for defining and executing analysis
algorithms (see Section . Each analysis algorithm is defined as a Map function that runs
on the data of an individual user and a Reduce method to aggregate the results of the map
over all the users. For example, a Map function could receive the Call Detail Records of a user
and return the antenna ID that appears most in the data. A Reduce method would then count

the number of times each antenna occurs in the output and returns the count for each antenna
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id as the computation output. All the algorithms are audited and then added to the platform

(see Section [5.2.3)).

The Map function runs in a sandbox environment. It ensures that the Map function interacts
with only one user’s data in one system process. This guarantees that the computations run
independently over the users (see Section . Furthermore, it prevents the function from
accessing any other files besides the user being processed and from accessing any other system

resources such as the system network.

Privacy mechanisms mitigate the risk that an attacker can infer details about an individual from
an output or combination of the outputs from various analyses on the platform. We provide
a functionality to add algorithm-specific privacy-modules which helps maximizing utility and

privacy for their use cases (see Section [5.2.3)).

The Algorithm service manages and versions the analysis algorithms, the Compute service
fetches data and executes the map functions, the Aggregation and Privacy service aggregates
the outputs from the Compute and applies privacy mechanisms on the aggregated result. Each

Compute service is associated with a list of type of jobs it can execute, e.g., Python2, Python3,

R, Spark.

On receiving the execution request for job J, the Compute node updates its status to BUSY,
the status for J to SCHEDULFED and sends the acknowledgement to the Management Layer. 1t
fetches the algorithm requested by J from the Algorithm service and the data for the requested
interval from the Storage Layer. The request is sent to the Aggregation service signalling the
start of the aggregation for J and the aggregation method to be used. The compute node starts
executing the Map function, for each user, in a sandbox and results are sent to the aggregation
service. At the end of the computation, the request is sent to the Aggregation service indicating
the end of the aggregation for the job J and the compute node updates its status to IDLE.
Upon receiving the aggregation end request, the Aggregation service runs the privacy algorithm
on the aggregated result, saves the privacy-preserving output to the database and updates the

status of the job to DONE.
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Storage Layer

The Storage Layer has been modified to manage the mobile phone data stored directly in the
platform. Mobile Phone Data consists of pseudonymised CDRs captured by the telecommu-
nication service provider and the GPS coordinates of antennas. A CDR contains 9 fields (see
Table that forms the basis for the development of an algorithm on the platform. An an-
tenna is defined by a unique antenna ID, location details (borough, commune, and region) and
the presence interval (installation and removal times). Storing installation and removal times
is essential for mobile antennas which can be moved from one location to another and the same

antenna might have different locations at different times.

Field Definition

Timestamp Datetime at which record is captured by the telecom operator

User ID Pseudonymised ID of the user whose record was captured

User Country Country code of the user

Correspond ID Pseudonymised ID of corresponding user

Correspond Country Country code for corresponding user

Antenna ID ID of the antenna the user was connected to during the initiation
of interaction

Interact Type Type of interaction - call or text

Interact Direction Out if user initiated the interaction, else In

Duration Duration of call in seconds, -1 for text

Table 5.1: Structure of a Call Detail Record.

The mobile phone data is pseudonymised and ingested periodically into the database by the
system administrators. A small to medium sized country contains billions of records for a year
of data [dMST™14]. Each computation fetches the data within the requested time interval
and can typically range from hundreds to billions of records. The database, for mobile phone

data, needs to scale to terabytes of data without significant decrease in performance and to
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provide high speed data retrieval capability for each concurrent request. Ingestion speeds can,
however, be slower without compromising the overall performance of the platform. Based on
these requirements and detailed evaluation (see Section [5.2.2) we chose Timescale [Tim]| for

storing mobile phone data.

Data Flow
The data flow is designed to meet strict privacy requirements. Figure describes the flow of

the data and the subsequent transformations it undergoes from the raw data to the output of

a query.
Raw Data Ingested Data Data Fetched for Compute OPAL Qutput
[{CorrespondID: a3f5bécefel.., {:Dakaf Plateau’: 1234,

[{userID: +221712345678, [{userID: 03587eee528.., CorrespondCC: 221 Grand Dakar’: 2345,
correspond|D: +221787654321, userCC: 221 interact_type: call, acad _
interact_type: call, correspond|D: 474a9¢4f321.., - 4
interact_dir: in, correspondCC: 221 antenna_id: ab567, ]
i : 25-06- :00: i . region: ‘Dakar Plateau’
ES::E:I;;’.,S e ORTIZO0ALE !T‘teraCt—t\"pe‘ al co?nmune: ‘Dakar’, \ Map Function Output
antenna_id: ab567 antenna_id: ab567 department: ‘Dakar’

| | bl bed Ll [‘Dakar Plateau’]

Figure 5.3: A schematic representation of the flow of the data from the raw data to the
platform’s output. 1. Pseudonymizing and ingesting data 2. Data Fetching for compute
and creation of user specific CSVs 3. Executing Map function 4. Outputs aggregation and
applying privacy mechanisms

The raw data, extracted from the data curator’s database, consists of Call Detail Records
(CDRs) and antenna details. Records for the users choosing to opt-out are removed and the
remaining data is distributed across multiple files. Multiple parallel workers are created for data
ingestion. Each worker fetches a file from the shared queue, extracts the country code from
the phone number in each record, pseudonymises the phone numbers, and adds the modified
record to a list. Records in the list are ingested in batches. The batch size and number of
workers are tuned as per the system configuration. All pseudonymization steps are done using
a salt and MD5 [Riv92] hashing function. MD5 has a sufficiently large domain space to avoid

any collision while being small enough to minimise the impact on the storage.

The compute node creates a unique salt for each job execution and the fetched data is pseudonymised
again using this salt. This ensures that distinct computations receive data for the same user

with different user IDs, making attacks using multiple queries harder to accomplish. FEach
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record is joined with the antenna database to add antenna location to the records. Precaution
is taken to ensure that the record timestamp is between the antenna installation and removal
time. The compute node stores the fetched data for each unique user in a separate CSV file to

sandbox the computations for each user.

5.2.2 Scalability of the platform

In this section, we will evaluate the scalability and performance of the new services of the

platform.

Database

One key requirement of the platform is to be able to store and serve mobile phone data efficiently
in range of billions of records (see Section . Different potential solutions already existed,
after a thorough review, we narrowed the list to four candidates for further testing: MongoDB,
Timescale, InfluxDB, and Druid. To evaluate the candidates, we conducted the following

benchmarks:

1. Insert a month of mobile phone data (74GB, which is the typical size for a month of
data in a small to medium size country, stored in a single CSV file) in a single process
with batch size 10000 asynchronously (whenever possible). Evaluated insertion time is

the average of two runs.

2. Run 5 different select queries fetching records in random 5 min intervals. Each retrieval

fetched on average 60000 records. Average time over all the queries is reported.

Each solution was deployed in a container either provided by the project or manually created.
The benchmarks were executed sequentially using two identical machines (24 cores, 100GB

RAM, 7200RPM disks), one hosted the containers and the other executed the scripts.
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Databases  Insertion time  Select Time

MongoDB | 13h 34m
Timescale | 46h 0.7s
InfluxDB 34h 7s

Druid >48h 16m

Table 5.2: Comparison of core operations for the four potential solutions considered for the
database.

From Table [5.2] we can see that Timescale provides a select time an order of magnitude lesser
compared with the other solutions while having still acceptable performances for insertion
time. The select is of key importance for the platform as it allows for faster computations of
the requests in a production environment. It is for those reasons that we selected Timescale as
the database. By choosing Timescale, we also get standard SQL engine and the extensibility

capabilities of PostgreSQL.

Then, we evaluated the performance of Timescale in a single deployment instance as the scale of
data increases. All the experiments were performed with Timescale-0.11, Postgres-10, Python
3.5 and asyncpg [Pyt] deployed as a Docker container on a 48 core machine with 189 GB
memory and 8.7 TB of HDD (RAID 5, 10k RPM). We had 6 months of data, comprising of
8,778,751,539 unique records.

First, we evaluated the ingestion speeds to store an increasing number of records in the database.
It is calculated as the total of data ingested divided by the total time taken. The raw data
was stored in gzipped CSV files, each file containing an hour of data. 8 clients were created,
each of them retrieved a raw file from a shared queue, uncompressed it and parsed one record
at a time. Records were processed to pseudonymise the user and the correspondent IDs, and
inserted in the database in batches with a batch size of 2 million. Ingestion speed is monitored

in the background. The final results were reported as an average over 3 runs.

We observe in Figure that the ingestion speed remains essentially stable at around 13MB/s
as the amount of data ingested increases from 0 to 973 GB. This stability can be attributed

to the transparent time-space partitioning provided by Timescale[Tim|. Overall, 6 months of
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Figure 5.4: The insertion performance of Timescale with amount of data inserted. We observe
that the speed remains essentially stable as the amount of data being ingested increases.
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Figure 5.5: The data fetching performance of Timescale with time interval of the query. We
observe fetching overheads to be significant for smaller queries which decreases as the query
interval size increases.



5.2. Privacy preserving eTRIKS Analytical Environment 107

data were inserted in less than a day.

Then, we evaluated the selection speed provided by the database as we fetch data in a range of
time intervals. We fetched data for 20 queries each for 6 different interval lengths - 30 minutes,
1 hour, 6 hours, 1 day, 7 days, 30 days and measured the time taken from sending a query to
completely parse the result and number of records fetched. Figure 5.5/ shows the speeds to be
largely similar as the intervals go from 1 day to 1 month. The lower speeds for smaller interval
lengths can be attributed to the database overheads incurred during selection which becomes

negligible as the interval length increases.

Compute Scalability

We evaluated the scalability of the Compute service to process large amounts of data while
using Codejail and AppArmor sandbox. This experiment was conducted with two weeks of
data containing over 44 million records for 320,000 users. We measured the time to Compute
density for 3 different intervals (1 hour, 1 day and 1 week) over 3 different user sampling
parameters (1%, 10% and 100%). Each compute fetches data of users in batches (of size
50,000) and processing happens in parallel. We used 6 workers for processing, 1 for fetching
data and 1 master process. The experiment was done on a single machine (8 cores, 64 GB
RAM, 7200 RPM disks), with the complete platform deployed and requests were sent to the

Interface service for the query to be processed.

In Figure 5.6, we plot the time taken for compute and number of users in that interval. Figure
shows that the increase in compute time for intervals of 1 hour to 1 day to 1 week is directly
proportional to the number of users in that interval. This behavior is attributed to the fact that
sandboxing is the bottleneck in the computation. Sandboxing requires each user data to be
saved as a distinct file, and a new process is spawned for processing data of each user, making
it IO and CPU intensive. It takes less than an hour and a half to compute density for all the
users for a week of data while the analysis on 10% of the users over the same period requires
less than 9 minutes. Thus, sampling is tailored for scenarios when quick answers are required

and utility can be slightly compromised.
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Figure 5.6: Measuring time taken for Compute and number of users for various interval range
sizes with sampling parameters. Sampling Parameters used - Blue: 1%, Red: 10%, Brown:
100%.

5.2.3 Privacy of the platform

This platform belongs to the class of query-based systems, offering data analysts a remote in-
terface to ask questions and receive answers aggregated from several, potentially many, records.
Granting access to the data only through queries, without releasing the underlying raw data,
mitigates the risk of typical re-identification attacks [Swe97, NS08, dIMHVB13, dAMRSP15],
CRT17, [Ohm10]. Yet, a malicious analyst can often submit a series of seemingly innocuous
queries whose outputs, when combined, will allow them to infer private information about par-
ticipants in the dataset [DSSUIL7, (GHRAMIS|. In section , we give an overview of the

literature on privacy attacks and privacy-preserving mechanisms.

In this section, we describe how the platform protects privacy in query outputs, so that no
individual-level data is leaked to the analyst. This is achieved by combining several protection

layers that, together, significantly reduce the risk of personal data leakage.

User authentication When the platform receives a query, the request is first authenticated.
A unique token is associated with each user account and must be supplied through the request

headers. Each user is assigned an access level during their registration. The access level
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defines the potential restrictions on the user for algorithms they can access, limit of spatial and

temporal resolution requested in each query, and other settings defined by the data curator.

Limited number of queries Many attacks on privacy employ a relatively large number of
queries to circumvent privacy protections, e.g. by averaging out noise [DSSUI7]. To mitigate
this risk, the platform includes a query rate limitation mechanism. This ensures that any
analyst can submit a limited amount of queries in a certain time period, defined by the curator

(e.g. 100 queries in 7 days by default).

MapReduce The platform relies on the MapReduce [DGO08a] paradigm for computation.
The Reduce methods currently supported are count, sum and median. The use of MapReduce
helps privacy in two ways. First, it is easier to audit algorithms, since the Map function is
applied independently to each user in the dataset, and hence makes it very hard for an attacker
to hide conditions that try to re-identify specific records. For example, an IF statement that
checks whether the user made a call with duration 5m23s on 10/07/2018 would look suspicious
and raise a flag in the auditing phase. Second, the MapReduce paradigm ensures that every
output is the result of a final aggregation step (i.e. the Reduce method). For example, if the
count function is selected, this ensures that every user can contribute by at most 1 to the final
output. While this is not enough to guarantee privacy — as we explain in the next section
— it offers a first layer of protection and simplifies the design of additional privacy-preserving

measures.

Algorithm auditing All algorithms are evaluated by a committee before being installed on
the platform. Only system administrators can install an algorithm. Furthermore, if an algo-
rithm needs to use its own privacy module (see below), a special token has to be passed in the
request body that is verified against the token in the Algorithm service configuration file. This
token is made available only to algorithm auditors and, hence, ensures that no algorithm with
custom privacy module is added without being audited. The audit phase includes automatic

and semi-automatic techniques, such as fuzz testing.
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Query monitoring The Logging service in the Endpoints Layer provides APIs for accessing
the valid and the invalid requests made on the system. These logs will serve as base for
future query monitoring algorithms to identify any potentially suspicious request or sequence

of requests.

Privacy module Every algorithm consists of two components:

1. The analysis algorithm, composed of the Map function and Reduce method (see Section

59).

2. A privacy module that provides privacy-mechanisms for the query. It is not essential for
each algorithm to have a privacy module. If not provided, the platform uses a default

noise addition and query suppression mechanism.

The privacy module ensures that the final output to each query does not disclose personal
data. This is typically achieved via noise addition, query set size restriction, and other tech-
niques. The privacy module can provide differential privacy [DMNS06] or any other privacy
protection that the developer wants to implement. Although solutions for general-purpose
privacy-preserving data analytics have been proposed [McS09, [PGMI14l RSel0, Meal2l [Fral7,
JNS17], they present limitations for utility, flexibility, or privacy [JNS17, McS18|, IGHRAMIS].
Algorithm-specific techniques can give strong privacy guarantees and yield accurate results, but
need to be designed and tuned for each new algorithm. The platform allows every algorithm
to include a privacy module specific to that algorithm, allowing developers to achieve a better
privacy /utility tradeoff in their algorithms. In the next sections, we present the two algorithms
developed for the platform and a privacy module for the density algorithm that protects pri-
vacy and provides good utility. In particular, the algorithm enforces geo-indistinguishability

[ABel3], a variant of differential privacy.
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5.2.4 Algorithms on the platform

Two algorithms have been developed and deployed for the platform: the mobility algorithm and
the density algorithm. Those two algorithms present a high utility potential and are compatible
with the framework of the platform on both the privacy and computing capabilities (MapRe-
duce) aspects. In the next Section, we will give formal verification of the privacy guarantees for
our population density algorithm. However, research is still ongoing to give similar guarantees
for the mobility algorithm as it hasn’t been solved yet. This is why, in order to avoid any privacy

breach, only most trusted users will be given access to this algorithm on the platform.

The population mobility algorithm

The mobility algorithm is used to release the number of users who moved from a certain area at
time interval T} to another area at time interval 7T5. The algorithm accepts exactly seven param-
eters from the analyst: resolution, keySelector, startDatey, endDatey, startDates, endDates,

sample.

The keySelector is a list of directed 2-tuple of areas (e.g. area;.areas which translates to
mobility from area; to areas) for which the mobility needs to be computed. Similarly to
before, this could be, for example, the ID of a specific borough or the name of a city. The
resolution parameter selects the spatial resolution of the requested locations. There are three
different resolution levels: borough, commune and region. The list of all available areas and

corresponding resolution level is made available in the API documentation.

The startDates and endDates parameters specify the time intervals of interest. Both parameters
can select any day and any time of the form hh:m0:00. Finally, the sample parameter is a
value between 0 and 1 that specifies the (random) fraction of users sampled by the algorithm
to compute the query on. There are four available values: 0.01,0.1,0.25,1. A larger sample
parameter yields better accuracy but requires more time to compute, as the platform needs to
process more users and more records per user. In our mobility algorithm, sampling is not used

to improve privacy guarantees.
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The output of the mobility query is a list of (key,value) pairs, where each key is one of the
2-tuple of areas specified in keySelector and value represents the number of users who moved
from a certain area at time interval T} to another area at time interval 75. Note that a user
might visit multiple locations in the same time interval, but our algorithm adopts a winner-
takes-all approach, i.e. it assigns each user to at most one area (where the user spent most of
the time in the requested interval). A user can thus contribute to the count of only one element

in the keySelector.

The population density algorithm

The density algorithm is used to release the number of users who spent most of their time in a
certain area in a given time interval. The algorithm accepts exactly five parameters from the

analyst: resolution, keySelector, startDate, endDate, sample.

The keySelector is a list of areas for which the density needs to be computed. This could be, for
example, the ID of a specific borough or the name of a city. The resolution parameter selects
the spatial resolution of the requested locations. There are three different resolution levels:
borough, commune and region. The list of all available areas and corresponding resolution level

is made available in the API documentation.

The startDate and endDate parameters specify the time interval of interest. Both parameters
can select any day and any time of the form hh:m0:00. Finally, the sample parameter is a
value between 0 and 1 that specifies the (random) fraction of users sampled by the algorithm
to compute the query on. There are four available values: 0.01,0.1,0.25,1. A larger sample
parameter yields better accuracy but requires more time to compute, as the platform needs to
process more users and more records per user. In our density algorithm, sampling is not used

to improve privacy guarantees.

The output of the density query is a list of (key, value) pairs, where each key is one of the areas
specified in keySelector and value represents the number of users that spent most of their time

in that area during the specified time interval. Note that a user might visit multiple locations
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in the same time interval, but our algorithm adopts a winner-takes-all approach, i.e. it assigns
each user to at most one area (where the user spent most of the time in the requested interval).

A user can thus contribute to the count of only one element in the keySelector.

We denote by density(L, T}, Ts, p) the output of the density algorithm for the location L in
the interval [T7,T,] with sampling parameter p. To simplify the exposition, in the rest of this
section we present the details of density when a single location L is selected. L denotes a
generic geographic area for an arbitrary resolution, and we denote by L the set of locations at
the resolution of L. So, for example, £ could be a set of cities or a set of regions. If keySelector
contains a list of locations (L1, ..., L,) that belong to £, the density algorithm (including its

privacy module) is run independently on each L;.

5.2.5 Privacy module for density

We now present our design of the privacy module for the density query. This serves as an example
to demonstrate the flexibility of the platform and offers a starting point for the development

of other algorithms.

The density algorithm is based upon three layers of protection: geo-indistinguishability, query
set size restriction, and output noise addition. Each layer relies on a solid set of established
literature to maximise the privacy guarantees while that specific combination, and their respec-
tive implementations, constitute a novel attempt at tackling the privacy issues for the density

algorithm in a practical way.

Geo-indistinguishability Geo-indistinguishability (Gl) is a formal notion of location pri-
vacy |[ABel3] to obfuscate single user locations, and is a variant of differential privacy (DP) [DMNS06].
Gl is not a property of the data, but rather of a randomised algorithm that takes location points
as input (and generally outputs location points). Intuitively, given as input a location z, the
output y is determined according to a probability distribution that ensures privacy at a level

that decreases exponentially with the distance from . More concretely, if x is located in Dakar,
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y will likely point to a different location within Dakar, but it is extremely unlikely that y will
point to a different city. In practice, this can be achieved by adding two-dimensional random

noise to the input location, drawn from a specific distribution.

The formal definition of Gl depends on a free parameter ¢ that essentially controls how quickly
the privacy guarantees vanish for points that are far from the true location. The parameter

is called privacy loss.

Definition 5.1 (e-geo-indistinguishability) Let X be a set of locations and let A: X —
X be a randomised algorithm. Denote by d(-,-) the Fuclidean distance. A satisfies e-geo-

indistinguishability if, for all x,2’ € X and S C X,

Pr[A(z) € S] < e#@™) Pr[A(z) € S].

Definition 5.2 (Planar Laplace distribution) Lete € R and z € R%. The planar Laplace
distribution centered at x is the probability distribution on R? with pdf

€2
D.(z)(2") = %e_ad(xo’”.

Consider the mechanism that, on each input z, output 2’ is drawn from D.(z)(z’). It can be
proven that this mechanism satisfies e-Gl. In practice, the obfuscated location z’ is obtained by
adding to the true location a noise value sampled from the planar Laplace distribution centered

in zero (see [ABel3d]).

In density, the location associated with every CDR is obfuscated using planar Laplace noise
with parameter ¢, producing a sanitised database (this method is discussed in [Borl4]). In
our implementation, we sanitise the data on-the-fly, using pseudo-random generators, to avoid
the need to store a sanitised copy of the database and give more flexibility to developers (see
next paragraphs). Nevertheless, to simplify the exposition, sometimes we use the expression
“sanitised database” to refer to the database that we would obtain if we saved every user

location obfuscated while executing the algorithm.
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Query set size restriction The algorithm counts how many users spent most of their time
in the selected area. The count is computed on the dataset sanitised with Gl. If the count for a
certain area is below a fixed threshold B, then the count is suppressed and the value associated

with that area is set to ValueTooLow in the output.

Output noise addition Finally, density adds random noise to every count that is not sup-
pressed by the query set size restriction. The random noise value is drawn from a normal
distribution A(0,0?), and is sampled using a pseudo-random number generator. The seed is
set to:

seed = hash(L, Ty, Ts, p, salt),

where salt is a long string known only to the data curator but accessible from any algorithm,
and the default hash function is SHA-512. This ensures that the noise value is the same for
the selected area and time interval, and hence it cannot be averaged out by repeating the same

query [FPEMI1T].

The full algorithm is presented in detail in Procedure [densityl In the algorithm, the majority
element (or location) of a list is the element with most occurrences. If there is a tie, then the

majority element is selected at random among the most frequent.

Choice of privacy parameters. The density algorithm depends on three parameters: ¢, B
and 0. As these parameters determine the privacy protections of the mechanism, they must be

fixed by the data curator. The defaults are:

e ¢ = 10km™". This ensures that the obfuscated locations are statistically indistinguishable
with confidence ¢ from all the other locations within distance d. For the exact meaning
of this guarantee, we refer to [ABel3|. In particular, the expected distance between true

and obfuscated location is 2/, i.e. 200 meters for our default choice of .

e B = 50. We believe that such a high value does not affect utility significantly, as data
analysts are not generally interested in precise density values for populations smaller than

50 individuals.
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Procedure density(L, T1, Tz, p; €, B, o)
Input: Defined by analyst: location L € £, time start T, time end 75, sampling
parameter p.
Defined by data curator: Gl parameter ¢,
minimum threshold B, noise stdev o
Output: number of sampled users who spent most of their time in L during [T}, T3]
D < fraction p of total users, selected at random

density =0
for i + 1 to |D| do
{x1,...,2,} < locations with timestamps of user; between 77 and T3
for j < 1tondo
seed < hash(user;, z;.time, z;.loc, salt)
’; = random location drawn from planar Laplace pdf D.(z;)(-) seeded with seed
lj < nearest location from z’ in £
end for
For each 10min interval in [T, T3] select the majority location L; for that interval
{Ly,..., Ly} < majority locations, one for each 10min interval
L* < majority location of {Li,..., L}
if L* = L then
‘ density < density + 1
end if
end for
if density < B then

‘ return ValueTooLow
else
seed < hash(L, Ty, Ty, p,salt)
noise < draw random value from N(0, 0?) seeded with seed
return density + noise
end if
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e 0 = 10. Seen as an application of the Gaussian mechanism [DMNSO06], this corresponds
to the protection level guaranteed by (&, )-differential with privacy loss £ = 0.6 and pa-
rameter 6 = 2.5-1077 for a single query, which is generally believed to provide meaningful
privacy [DS10]. Note that density does not really enforce DP in general, as we do not

limit the privacy budget over multiple queries. We discuss this more in detail later on.

The utility of density. The density algorithm presents several advantages for utility, es-
pecially with respect to accuracy of the outputs and running time. We tested density on
a real mobility dataset with millions of users and thousands of antennas, using antenna-level
resolution and setting ¢ = 10km™". We ran density across all antennas over 100 different
time intervals of length 1 hour, 6 hours, 1 day, 3 days and 10 days. When o = 0 (i.e. there
is no output noise addition), the average relative error between density outputs larger than
B = 50 and the true density values was between 3-6% for all different lengths. Setting the
default ¢ = 10, the average relative error goes up to 6-9%. This is because, even for longer
time intervals, a significant fraction of the outputs are rather small, but the parameter o for
the Gaussian noise is not scaled to the output. This is needed to provide stronger privacy

guarantees [DR13].

As for the computational efficiency, the average run-time overhead due to the Gl sanitization

is only 3%.

The privacy guarantees of density. The density algorithm relies on Gl as a formal notion of
privacy. The specific choice of Gl as an obfuscation method is due, among other things, to some
of its mathematical properties. Most notably, it abstracts from the adversary’s background
knowledge and the total privacy loss grows naturally (linearly) with the number of observed
user locations [ABel3|. Additionally, GlI’s guarantees are preserved under multiple queries and
specifically they are compatible with sampling: running the same query with different sampling

parameters does not affect the privacy protection provided by Gl.

Moreover, they hold even if we assume that several malicious analysts are colluding, because the

output for each query is always the same, independently of the analyst that submits it. Hence
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different analysts do not gain any advantage by combining the outputs they obtain (although

for colluding attackers it might be easier to bypass the intrusion detection system).

Although inspired by DP, Gl is fundamentally different. It is easy to check that simply releasing
aggregate statistics computed on a dataset sanitised with Gl does not enforce DP. Similarly, the
density algorithm is not designed to enforce DP. Although the addition of Gaussian noise to
each query output ensures (§,0)-DP on that output, the total (theoretical) privacy loss for DP
increases linearly with the number of queries. In the current implementation of density, we
do not limit the privacy budget, hence the theoretical total privacy loss for DP is unbounded.
Note, however, that the overall rate of queries per analyst is limited by the platform’s Interface

service.

Applying DP to mobility data provides very strong guarantees, but it is extremely challenging
to preserve utility and flexibility. One example is the mechanism by Acs et al. [AC14] to release
the population density in Paris. While the proposed solution enforces DP, it presents two
important limitations that make it impractical for our use case. First, the data is available
only for a period of one week. This allows to pre-sample a limited number of locations for each
user, hence improving privacy while preserving good utility. In contrast, our algorithm can be
used to query data that spans several months or even years. Second, the density is computed
for slots of one hour. To obtain the density across larger time frames, one would then take the
sum over the selected one-hour slots. However, this leads to biased estimates for larger time

intervals, as the same user may be counted multiple times in different slots.

Attacks. We now present two attacks with different threat models to illustrate strengths and

limits of Gl and density in practice.

Suppose that a user (the victim) was the only user potentially connected in a specific region
R for a relatively long time frame. Suppose that this is known to the attacker, but she does
not know whether the victim was indeed in R. A completely accurate density query for that
time frame would output 0 or 1, revealing to the attacker the presence (or absence) of the
victim. Now consider density._,; g_g,—o, 1-6. the density algorithm that enforces only Gl

with ¢ = 10km ™", without query set size restriction and output noise addition. This algorithm
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already thwarts this attack: thanks to Gl, the victim’s noisy location might fall in a different
area, while the noisy locations of other users might be assigned to R, making the output of
density,. ;5 p_g,—o useless to the adversary. The probability that the attack is thwarted can be
controlled with a rigorous choice of € that takes into account the geography of the surrounding

regions.

As an edge case variation, assume that an attacker has no specific background information
about the victim, but she has access to the full dataset sanitised with Gl, minus the full
trace of the victim. Additionally, suppose the attacker can submit an unlimited number of
density,._;y p—g,—o queries to the platform, which runs them on the full dataset (that includes
the victim’s record). By submitting many such queries for varying time intervals, the adversary
can easily recover the entire victim’s sanitised trace. This is done by comparing the platform’s
outputs with counts on the dataset without the victim (which differ by 0 or 1). Although
the locations inferred by the attacker are obfuscated, obtaining the full obfuscated trace (or a

significant portion of it) constitutes a risk for privacy [AMHVB13].

A similar scenario is very unlikely, but the design of density includes default output noise
addition and query set size restriction to mitigate the risks. These two additional measures
make the second attack very hard to perform too, although they do not completely rule out
all attacks by even more powerful adversaries (i.e. assuming even more detailed background
knowledge). Gl alone does not provide close to perfect privacy like differential privacy, but we
employ Gl as a measure of risk in worst-case scenarios. Together with output noise addition,
query-set size restriction and the platform’s defense-in-depth measures, we are convinced that

density prevents inference attacks in realistic, non-pathological settings.

5.2.6 Related work

A large range of attacks on query-based systems have been developed since the late 70’s [Den78|,
Bec80]. Most of these attacks show how to circumvent privacy safeguards (e.g. query set size
restriction and noise addition) in specific setups. In 2003, Dinur et al. [DNO3| proposed the

first example of an attack that works on a large class of query-based systems. Since then,
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numerous other attacks have been proposed in the literature. These attacks address different
limitations of previous ones, particularly the computational time required to perform them. A
recent survey from Dwork et al. [DSSUILT| gives a detailed overview of attacks on query-based

systems.

Privacy research has been increasingly focused on providing provable privacy guarantees to
defend query-based systems against such attacks. However, the development of a privacy-

preserving platform for general-purpose analytics is still an open problem [JNS17].

General-purpose analytics usually refers to systems that allow analysts to send many queries
of different type, using a rich and flexible query language. Some solutions based on differential
privacy have been proposed, the main ones being PINQ [McS09], wPINQ [PGMI4], Aira-
vat [RSel(], and GUPT [Meal2]. All of these systems however present limitations [JNS17], e.g.
in simplicity of use for the analyst, which must provide additional query parameters that inter-
face with the differential privacy implementation. In particular, Airavat is based on MapReduce
like this platform and enforces differential privacy by using a simple application of the Laplace
mechanism [DMNS06]. Like other general differentially private mechanisms, a straightforward
application of the Laplace mechanism often destroys the utility of the data for multiple queries
[DR13]. Specifically, every aggregation method supported by the platform (count, sum, me-
dian) could be easily made differentially private with the standard Laplace or exponential
mechanisms [DMNS06, MT07], but this solution would require to add a lot of noise to outputs

in order to provide meaningful guarantees.

In 2017, Johnson et al. [INS17] proposed a new framework for general-purpose analytics, called
FLEX. FLEX enforces differential privacy for SQL queries without requiring any knowledge
about differential privacy from the analyst. However, the actual utility achieved — level of
noise added — by the current implementation of FLEX has been questioned [McS18]. Diffix, a
patented commercial solution that acts as an SQL proxy between the analysts and a protected
database [FPEMI7, [FPEO™18| has recently been proposed as an alternative to differential
privacy. However, Diffix’s anonymization mechanism has been shown to be vulnerable to some

re-identification attacks [GHRAM18].
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5.3 Discussion and future work

The current implementation of the architecture presents some limitations.

System.

There is currently no live ingestion of new data, as the data gets loaded periodically in bulk.
This limits the platform’s real-time capabilities to, e.g., monitor a crisis and provide adequate
information for search and rescue parties. However, this could be easily solved by bridging the
platform with the CDR databases of the telecommunication companies as there is no technical
limitation on the platform itself. The current implementation is targeted to scale up to the
medium-sized countries (e.g. up to 50M people). In order to scale up to larger countries, further
work would be required on the database side to ensure the efficient storage and retrieval of the
data across the different workers and further improve the computation performances in the
sandboxed environment. Furthermore, the platform management either requires the admin to
go through the platform API or directly connect to the physical servers. A more administrator-
friendly set of tools could be implemented to facilitate the platform monitoring (status of the
services and privacy alerts). On the analytics side, the move from antenna locations to a
geographic grid (e.g. Voronoi tessellation) would enable to add a geo-semantic layer (forest,
rural /urban, etc) and allocate presence probability. Also, it would address concerns of some

telecommunication companies which are not authorised to provide antenna locations.

Privacy.

Strict cache, such as the one currently in place, presents a higher surface of attack compared to
a cache capable of query similarity. That query similarity engine could as well detect unusual
query patterns and be used as another defense against potential attacks from malicious users. A
more generic approach to privacy on the platform is another challenge. At the moment, generic
noise addition, strict caching and query-set size restriction offer only a basic layer of protection.
Privacy is mainly provided by the privacy module, which is algorithm-specific. General privacy-
preserving mechanisms that apply automatically to the outputs of any query could simplify the
development of new algorithms. However, preserving good utility for general-purpose analytics

is still an open research problem (see section |5.2.6]).



Chapter 6

Analytics Developed using the eTRIKS

Analytical Environment

6.1 Analytics for tranSMART

To illustrate how the e TRIKS Analytical Environment can be used for managing and analysing
large scale translational research data in tranSMART, we implemented three bioinformatic
analysis pipelines, including a) an iterative model generation and cross-validation pipeline for
biomarker identification, b) a general statistical analysis pipeline for hypotheses testing, and c)
a pathway enrichment pipeline using KEGG to demonstrate the performance of the proposed
architecture. Unlike the two others, the pathway enrichment pipeline forms a sub part of the

iterative model generation pipeline or a pipeline in its own right.

Each one was implemented in the same fashion: the code was prototyped locally in a container
(to ensure that the code operated as expected using a subset of the data or a smaller number
of iterations) and the full computation was then submitted to the central clusters. All these
workflows were designed to be highly parallelisable and, in order to enable their seamless

scalability, Spark has been chosen for their implementation.

122
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6.1.1 Iterative Model Generation and Cross-validation Pipeline

This pipeline is a generalization and a more robust approach than traditional ones used in
translational research (for example in the context of identifying the gene signature for stage
IT colon cancer [KBell]). Commonly, translational research approaches focus on a specific
algorithm and published work to reduce the scope of genes in the analysis which inherently
creates a bias. In addition, it is not always certain that a cross-validation has been carried out
during the analysis to test the robustness of the model found. The iterative model generation
and cross-validation pipeline, as described in Figure (6.1} aims at providing a robust and unbiased
method for biomarker identification thanks to a massively parallel computational approach.
Furthermore, the pipeline implementation impressively illustrates the seamless scalability of
the eAE. Using the eAE, the pipeline scales at the same rate as the underlying hardware, a

crucial aspect given the massive amounts of data involved.

In clinical trials, collecting further samples may be hazardous, costly or even impossible to do. In
these cases, cross-validation is a powerful approach to prevent from testing hypotheses suggested
by the data (called “Type III errors” [Mos4§]). Cross-validation is a model validation technique
for assessing how a statistical or computational model will generalise to an independent data
set. It is mainly used in settings where prediction is the main objective and one aims to estimate
how good a predictive model is in practice. In a prediction problem, a model is normally given
a data set of known data on which the training is run (i.e., training set), and a data set of
unknown data, or first seen data, against which the model is tested (i.e., testing set). To reduce
variability, different partitions of the data can be defined and multiple rounds of cross-validation

can be performed on them.

In practise, many statistical and computational approaches can be used for model genera-
tion. Possible candidates are (but not limited to): linear or nonlinear Support Vector Machine
(SVM), Logistic Regression, Linear Regression, Alternating Least Squares, Lasso, etc. Non-
parallelisable algorithms can be used as well in this context. Indeed, instead of distributing
subsets of the data across different nodes (First type of parallelization) to parallelise the com-

putation of the model, we can distribute different sets of parameters (Second type of paral-
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Figure 6.1: Iterative model generation and cross-validation pipeline
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lelization) on every worker to generate a different model every time.

The drawback with the second type of parallelization compared to the first one is that, when
dealing with large datasets, the working nodes need to be equivalently large and the network

might become a bottleneck performance wise.

This pipeline allows us further scaling up by distributing the computation to multiple clusters
which work independently to generate models. Each cluster randomly samples the training set
and starts generating models using the selected algorithm. Each model is then tested against
the test set to evaluate its fitness according to the specified set of indicators. With the increasing

number of iterations, it is expected that the model will converge to the optimal solution.

Biomedical data always consist of a large number of features, i.e., individual measurable prop-
erties that describe the observed phenomenon. To find the best-fitted model, with the least
amount of bias, we generate a family of models using the same dataset with different selections
of features. Once the model is built, a certain amount of features can be removed, and a new
model is generated using the remaining features (Figure . An unbiased approach is to ran-
domly remove a selected number of features and then check whether it improves the fitness of
the model. If the metrics remain the same then we move to the next iteration, if not then we

select another set of features to remove. A fixed small number of features removed at every
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recursion will prevent any overlook, but it is computationally expensive. A relative step, e.g.,

a percentage of the total number of features, will greatly speed up the process.

A more efficient approach is to introduce a very small amount of bias by lowering the chances
of a feature, which we know beforehand is a factor, to be removed. By introducing this, the
generation of models will naturally tend towards the optimal solution much faster. Another
option, as suggested by Vladimir Vapnik’s group [GWBV02] in the context of gene selection,
is to use the weight magnitude as ranking criterion. Compute the ranking criteria: ¢; = (w;)?

for all ¢ and find the feature with smallest ranking criterion f = argmin(c).

The scoring used to access the fitness of models can be done through a wide variety of measures,
such as Area Under the Receiver Operating Characteristic (ROC) Curve - AUC, Sensitivity or
True Positive Rate (TPR), Specificity or True Negative Rate (TNR), Negative predictive value
(NPV), Positive predictive value (PPV) and Fl-score. There is no such metric that can give
the right answer for every situation. These metrics can only eliminate obvious “failures” due
to performance, complexity, similarity to other models developed in similar ways and general
stability. In the case of multiple thresholds with largely identical performance, the Hazard
Ratio (HR) from Cox proportional hazards regression [CHe(9] can be used as a tiebreaker to

favour higher HR values.

Once that first selection is done by each individual cluster, we gather them into a NoSQL cache
where other services take over. The role of this section is to further narrow down the candidate
models by comparing the models against one another. Then, we enrich the results to give back as
much information as possible to the scientist. It is thus important to implement different types
of metrics to enable data scientists to select the right models for further extensive assessment or
biological validation. Pathway enrichment is a method to identify classes of genes or proteins
that are over-represented in a large set of genes or proteins and may have an association with
disease phenotype. Applying a pathway enrichment using Kyoto Encyclopaedia of Genes and
Genomes (KEGG) [KG00] and Gene Ontology (GO) [ABe00] with multiple test corrections
(Bonferroni, Holm-Bonferroni and/or FDR) on a sub selection of high scoring models can

provide another insight to the results and an additional quality check to every model generated.
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This type of unbiased approach to model generation is not well supported on standard plat-
forms. The reason is that model generation is a long-running computation and, the longer a
computation runs, the more likely is a crash and loss of intermediate results. Indeed, the com-
putations could be running for days at a time thus putting a lot of pressure on the hardware
and software with no possibility to create milestones, a mechanism that would help to prevent
full recomputation in the event of a crash. To address the issue of long-running computations
crashing, the eAE leverages the versioning mechanisms of Spark and the temporary models are
stored in MongoDB for later evaluation and provenance if the final model is not satisfactory.
Each model is stored with the associated parameters and performances. The necessity to de-
velop this mechanism gave the idea for what would later become TensorDB (see Chapter .
The integration of Spark with the additional eAE layers on top enables users to run these large
scale compute intensive experiments extremely easily and seamlessly through the end point of
their choice. The stability, robustness, and fault-tolerance of the platform enables these com-
putations in a high-performance fashion thanks to the fact that, even if a physical machine or
a worker fails, the tasks get automatically rescheduled, thereby avoiding having to rerun the
entire computation. The integration of Docker, Jupyter, Toree |I| and eAE parts have enabled
users to implement and prototype their algorithms efficiently without having to deal with how
to set it up or link all the pieces together. Finally, once the algorithm is ready, no modification

is needed and the submission to the centralised cluster is straightforward.

6.1.2 General statistics

The general statistical analysis pipeline aims at providing statistical insights about the datasets
for further research, without any prior statistical knowledge, by performing multiple statisti-
cal tests on a given data set. Statistical methods test scientific theories when observations,
processes or boundary conditions are subject to stochasticity. Performing multiple tests on
the same data set at the same stage of analysis increases the chance of obtaining at least one

invalid result. The benefit obtained from performing statistical methods across whole datasets,

Thttps://toree.apache.org/
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Figure 6.2: Modelling of the pipeline for an unbiased approach to statistical testing of whole
datasets.

however, far offsets this drawback.

The first step of this pipeline is to divide the data into their basic data types: numerical,
binary, categorical and unknown. The unknown category holds any column with three or less
valid data points and any irrelevant data (e.g. phone numbers and free text). This data is not
discarded as it might be used to extract insights at a later stage. The numerical data is then
sub divided again by normality. Two methods are used to determine if a variable follows a
normal distribution: Shapiro-Wilk’s tests and Anderson-Darling’s test. The variable is tagged
as normally distributed only if both tests yield a positive answer. Applicable statistical methods

are then applied to the data in each category.

For the categorical data, the x? test is extensively used for accessing the associations between
different clinical variables. The x? test determines whether there is a significant difference
between the observed frequencies and the expected frequencies in one or more categories. If
one variable is categorical and one is numerical, the analysis of variance (ANOVA) test is used

to provide a statistical test of whether or not the means of several groups are equal, which
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comes as a complement to the x? test. For the binary data, the binomial test has been chosen,
which is an exact, two-sided test of the null hypothesis that the probability of success in a

Bernoulli experiment is p (we chose p = 0.5).

We use two methods to analyse the relationships between numerical variables, i.e., logistic
regression (LR) analysis and correlation analysis. LR has been successfully used to identify
independent predictors of prostate cancer to improve diagnose accuracy [VGKS99]. LR models
built on the regression fit on probabilistic odds between comparing conditions requires no spe-
cific distribution assumption (e.g., Gaussian distribution) but is often shown to be less sensitive
than other approaches. For correlation analysis, we choose Spearman and Pearson correlation.
The Spearman’s correlation between two variables is equal to the Pearson’s correlation between
the rank values of those two variables; while Pearson’s correlation assesses linear relationships,
Spearman’s correlation assesses monotonic relationships. If there are no repeated data values,
a perfect Spearman correlation of +1 or —1 occurs when each of the variables is a perfect

monotone function of the other. Bonferroni’s correction is used for multiple corrections.

6.1.3 Pathway Enrichment

Gene expression data is usually interpreted using gene set enrichment analyses based on the
functional annotation of the differentially expressed genes. This is effective for uncovering if
the differentially expressed genes are associated with molecular function or a certain biological
process. The Gene Ontology (GO) JOGS™99|, containing standardised annotation of gene
products, is often used for this purpose. This analysis is carried out by comparing the frequency
of individual annotations in the gene list with a reference list (usually all genes on the microarray

or in the genome).

To help the scientists to select the right model after the list of genes has been outputted
by the Iterative Model Generation pipeline or simply do a pathway enrichment using a list
of genes obtained from another analysis, a pathway enrichment using Kyoto Encyclopedia of
Genes and Genomes (KEGG) [OGST99] and Gene Ontology (GO) with multiple test corrections

(Bonferroni, Holm-Bonferroni and/or FDR) on the sub selection of high scoring models has been
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Figure 6.3: Illustration of a KEGG disease pathway with the differentially expressed genes
associated with smoking.

implemented. The enrichment is done using a two-sided Fisher’s exact [Fis35] test after building
the associated contingency table. Those enrichments add another insight to the results and an
additional quality check to every model generated. The Spark re-implementation facilitates
the large scale enrichments while building the models concurrently, unlike traditional platforms
that wait for the final model to be outputted before performing the enrichment. Moreover, the
number of pathways and their complexity gradually increases which requires more and more
compute power in order to do a single analysis. The proposed implementation offers a way to
overcome that issue and opens the possibility to researchers to integrate that procedure to any

of their pipelines, thus improving the quality of their research seamlessly.
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6.2 DeepSleepNet

This work was carried out in collaboration with researchers specializing in sleep disorders from
the Data Science Institute. This example highlights the new possibilities and scalability benefits
researchers in the field of distributed deep learning gain by leveraging the e TRIKS Analytical
Environment and TensorLayer. It proposes a new deep learning model, named DeepSleep-

Net [SDWGLT], for automatic sleep stage scoring based on raw single-channel EEG.

6.2.1 Introduction

Sleep plays an important role in human health. Being able to monitor how well people sleep
has a significant impact on medical research and practice WGWF10]. Typically, sleep experts
determine the quality of sleep using electrical activity recorded from sensors attached to different
parts of the body. A set of signals from these sensors is called a polysomnogram (PSG),
consisting of an electroencephalogram (EEG), an electrooculogram (EOG), an electromyogram
(EMG), and an electrocardiogram (ECG). This PSG is segmented into 30-s epochs, which are
then classified into different sleep stages by the experts according to sleep manuals such as
the Rechtschaffen and Kales (R&K) [AH69] and the American Academy of Sleep Medicine
(AASM) [TACeQ7]. This process is called sleep stage scoring or sleep stage classification. This
manual approach is, however, labor-intensive and time-consuming due to the need for PSG

recordings from several sensors attached to subjects over several nights.

The new approach proposes a model for automatic sleep stage scoring based on raw single-
channel EEG by utilizing the feature extraction capabilities of deep learning. The architecture
of DeepSleepNet consists of two main parts as shown in Figure [6.4] The first part is repre-
sentation learning, which was trained to learn filters to extract time-invariant features from
each raw single-channel EEG epochs. The second part is sequence residual learning, which was
trained to encode the temporal information such as stage transition rules from a sequence of

EEG epochs in the extracted features.

Figure details the specifications of the hidden size of forward and backward Long Short-
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Figure 6.4: An overview architecture of DeepSleepNet from Supratak et al. [SDWGIT] consist-
ing of two main parts: representation learning and sequence residual learning. Each trainable
layer is a layer containing parameters to be optimised during a training process. The specifi-

cations of the first convolutional layers of the two CNN depends on the sampling rate (Fs) of
the EEG data.
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Term Memories (LTSMs) along with the fully-connected layers. The fe block shows a hidden
size, while each bidirect-Istm block shows hidden sizes of forward and backward LSTMs. For
the representation learning part, we followed the guideline provided by Cohen et al. [Cohl14]

for capturing temporal and frequency information from the EEG.

6.2.2 Tackle class imbalances

Models built on large sleep datasets often suffer from class imbalances issues (i.e., learning to
classify only the majority of sleep stages). In order to prevent this from happening, a two-step
training algorithm (see Algorithm 1 in [SDWGI1T]) was developed as a solution to effectively
train the model end-to-end via backpropagation and prevent the model from suffering class
imbalance problem. The representation learning part of the model is first pre-trained by the
algorithm with a class-balanced training set (to avoid any overfitting on the majority of sleep
stages), then the algorithm fine-tunes the whole model using two different learning rates. The
fine-tuning step encoded the stage transition rules and was trained on the sequence training set
using a mini-batch Adam optimiser with the two different learning rates. The class-balanced
training set was obtained by oversampling the minority sleep stages in the original training
set until all sleep stages have the same number of samples. A cross-entropy loss was used to
quantify the agreement between the predicted and the target sleep stages in these training
steps. The last layer in the DeepSleepNet architecture (see Figure is a combination of
the softmax function and the cross-entropy loss which are used to train the model to output

probabilities for mutually exclusive classes.

6.2.3 Results

Data and Performance Metrics

Evaluation of the model against other datasets is important in order to access the quality of the

model. The evaluation of the model was done using different EEG channels from two public
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datasets: Montreal Archive of Sleep Studies (MASS) [OGCNI14] and Sleep-EDF [GAGT00,
KZT00).

The performances of the model were measured using per-class precision (PR), per-class recall
(RE) and per-class Fl-score (F1). The per-class metrics are computed by selecting a single

class as a positive class and then combining all other classes as a single negative class.

Initial Experiments

Initially, experiments to determine the design of the architecture and the parameters for Deep-
SleepNet have been conducted with the first fold of the 31-fold cross-validation using the MASS
dataset. For each model architecture, several configurations have been explored such as increas-
ing/decreasing convolutional layers, changing the number of filters, the stride sizes, changing
the number of hidden sizes in the bidirectional-LSTMs and the fully-connected layer. The

architecture in Figure [6.4] gave the best performance.

Experimental Design and Implementation

The implementation of DeepSleepNet is an illustration of the user-friendliness for highly paral-
lelisable computation and support for hardware accelerators (GPU in this instance) using the
eAE. The eAE allows users to seamlessly and quickly configure and launch the complex training

of multiple models concurrently.

Project implementation had two major constraints: the first one was that the project involved
three different researchers working concurrently on the workflow, and the second one was that
the GPU cluster was only available outside of working hours. To make things even more
complicated, the GPU cluster had to be switched between Windows and Ubuntu daily (ex-
cept on weekends). This switch happened forcefully in an automated fashion interrupting the
computations in the morning. Thus, it was of paramount importance that the eAE restarted
the compute services seamlessly and reschedule interrupted jobs whenever a resource becomes

available.



134 Chapter 6. Analytics Developed using the e TRIKS Analytical Environment

In order to overcome those constraints and develop the new workflow, an eAE Jupyter container
was deployed on a specific box with two GPU resources available to enable the researchers to
prototype their workflow simultaneously, share their code with one another seamlessly and
access their data. To overcome the limited availability of the GPU cluster, the eAE’s computes
were deployed in containers that were configured to restart whenever the machine boots in
Ubuntu. If the reported health of a compute node was unavailable, upon restart of the container,
the eAE would commandeer the host machine of the failing container and attempt to restart

up to three times the container automatically to ensure the good health of the cluster.

The eAE has proven instrumental in tackling the class imbalance by providing an easy way
to test different hypotheses quickly. The class imbalance has proven a challenging issue and
different approaches were necessary to appropriately develop the two-step training algorithm.
The data provenance has greatly helped the researchers in versioning the different steps of
the algorithms and trace the associated data and parameters used at the time to evaluate the
quality of the model and algorithm. Furthermore, the optimization of the two learning rates
for the whole model has required extensive grid search. This step was facilitated by the eAE
by providing easy access to a large pool of compute resources directly from the development

environment of the researchers.

In order to build and assess the quality of the model, a k-fold cross-validation scheme was used
on the eAE, where k was set to 31 for the MASS and Sleep-EDF datasets. In each fold, we used
recordings from 60 subjects to train the model and use the two remaining subjects to test the
model. This process is repeated 31 times so that all recordings are tested. Finally, we combine
the predicted sleep stages from all folds and compute the performance metrics. We ran a large
number (several hundred) of 31-fold cross-validation iterations for hyperparameters tuning of
the model and various experiments. Each cross-validation task takes roughly 6-7h to execute
and the total execution time consequently is 170.5 hours. The eAE enabled the researchers to
schedule during the day two iterations to run every night without any intervention necessary
as the tasks would be triggered as soon as the compute nodes become available thanks to the
eAE’s scheduler and management services. Then, we combined the predicted sleep stages from

all folds and computed the performance metrics.
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The only alternatives to this would be either to schedule the tasks on each machine individually
or sequentially on one machine. The former is tedious and far from practical as one needs to give
the user access to all machines, and the latter simply takes too long. The eAE provides a user-
friendly web UI, which allows to train multiple models with different configurations concurrently
across a cluster of high-performance machines. The scheduling of these tasks through the eAE
takes approximately 2-3 minutes compared to an hour if done manually. Another benefit is
the possibility to queue jobs to be run once machines become available. For this experiment,
the GPU resources were only available at night as they were used for other projects during the
day. The option to schedule two iterations at a time for 31-fold cross-validation tasks to be run
during the night, without any external intervention, is a key feature for the timely delivery of
DeepSleepNet. In the case of this workflow, the experiments span almost an entire year and

were made possible only thanks to the eAE.

Sleep Stage Scoring Performance

Tables [6.1] and [6.2] show confusion matrices obtained from the cross-validation from the MASS
and Sleep-EDF datasets respectively. Fpz-Cz channel yielded the best performance when com-
pared with the Pz-Oz channel from the Sleep-EDF dataset, thus we did not include the confusion
matrix obtained from the Pz-Oz channel. Each row and column represent the number of 30-s
EEG epochs of each sleep stage classified by the sleep expert versus the model respectively.
The numbers in bold indicate the number of epochs that were correctly classified by the model.
The last three columns in each row indicate per-class performance metrics computed from the

confusion matrix.

The poorest performance came from the stage N1, with the F1 less than 60, while the F1 for
other stages were significantly better, with the range between 81.5 and 90.3. It is also important
to notice that the confusion matrix is almost symmetric via the diagonal line (except for the pair
of N2-N3), which indicates that the misclassifications were less likely to be due to the imbalance-
class problem. Figure presents of a manually scored hypnograms against an automatically

scored one done by the DeepSleepNet model for Subject-1 from the MASS dataset.
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Predicted Per-class Metrics

W N1 N2 N3 REM | PR RE F1

W | 5433 572 107 13 102 | 87.3 872 873
N1 452 2802 827 4 639 | 60.4 59.3 59.8
N2 185 906 26786 1158 499 | 89.9 90.7 90.3
N3 18 4 1552 6077 0 83.8 794 815
REM | 132 356 533 1 9442 | 88.4 90.2 89.3

Table 6.1: Confusion matrix from Supratak et al. [[DWG17] obtained from the cross-validation
on the F4-EOG channel from the MASS dataset

Predicted Per-class Metrics

W N1 N2 N3 REM | PR RE F1l
W 16614 745 181 81 306 | 86.0 83.4 84.7
N1 295 1406 631 30 442 | 43.5 50.1 46.6
N2 391 618 14542 1473 775 | 90.5 81.7 85.9
N3 29 9 291 5370 4 771 94.2 84.8
REM | 360 457 419 7 6474 | 80.9 839 824

Table 6.2: Confusion matrix from Supratak et al. [S[DWG17] obtained from the cross-validation
on the Fpz-Cz channel from the Sleep-EDF dataset
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Figure 6.5: Examples from Supratak et al. [SDWGIT] of the hypnogram manually scored by
a sleep expert (top) and the hypnogram automatically scored by DeepSleepNet (bottom) for
Subject-1 from the MASS dataset.

Conclusion

The results demonstrated that the model could flexibly be applied on different EEG channels

(F4-EOG, Fpz-Cz and Pz-0Oz) without any change both in the model architecture and the
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training algorithm. Also, the model achieved similar overall accuracy and macro F1l-score
compared to the state-of-the-art hand-engineered methods on both the MASS and Sleep-EDF
datasets despite having different properties such as sampling rate and scoring standards (AASM
and R&K). It is interesting to note that temporal information learned from the sequence residual
learning part helped improve the classification performance. We can conclude that the proposed
model was capable of automatically learn features for sleep stage scoring from different raw
single-channel EEGs. This work has moved us one step closer to the possibility of remote
sleep monitoring from home environments which would be less costly and less stressful for the
patients and at a larger scale than current hospital setups. Remote monitoring could potentially
help elder people and people with stress or sleep disorders on a daily basis and doctors to easily

follow up on their patients.

Conversely, the eAE has benefited as well from that close collaboration with the DeepSleepNet
project. Firstly, the researchers have provided valuable feedback on the user experience side
of the first implementation of the eAE. That feedback has been included in the design of
the architecture bringing more value to the users. Secondly, this project acted as a test-
bed for validating the architecture and identify shortcomings of the implementation which
have been subsequently addressed. Finally, the integration and optimization of TensorDB and
TensorLayer into the architecture was only made possible thanks to the collective efforts of the
group. As this use case illustrates, all those innovations have opened the way for better science

and continuous deep learning to build better applications.

6.3 Characterizing Political Deception On Twitter

In this section, we will present the work done in the context of the identification of deceptive
news, the identified relevant features and an ensemble model built from those features to facil-
itate the automatic labelling of news tweets. This work is a continuation of preliminary work
done in [AOMSI17a] and has been submitted for publication to IEEE Access for publication at

the time of writing.
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6.3.1 Background

Political fake news have become a major challenge of our time, and flagging them successfully is
a main source of concern for publishers, governments and social media. Our approach is focused
on Twitter, and in this project we aimed at finding characteristic features that can help in the
process of automating the identification of tweets containing fake news. In particular, we look

into a dataset of four months-worth of tweets related with the 2016 US presidential election.

Even if the term fake news —understood as deliberate misleading pieces of news information—
reached the mainstream in the 2016 electoral campaign in the United States, the phenomenon,
and in particular the worries on how it affects people’s beliefs and perceptions, have been present

every time a new technological breakthrough in communications comes along [AG17, [PR17].

However, the identification of the nature of fake news is a challenge of its own. There is no
official definition to define precisely what is a fake news either from a legal, philosophical or
conceptual standpoint. Many governments, such as the ones from France and the UK, are
currently drafting laws which would try to legally define and fight against fake news. The
debate regarding those laws is at a stalemate as nobody agrees on a general definition as the
perception of what is a fake news varies a lot between people and any restrictive law would be

regarded as threat against freedom of speech.

This shift in perception is more acute when the time variable is taken into account: time
may show that what was considered a genuine and honest real news turn out to be false. This
transformation could be caused by an evolution of the public opinion, a new discovery (scientific
discovery for example) or a new piece of information that was unavailable before. The impact
of perception on the classification of a news as fake or not is especially strong as it is subject

to emotions and not just rational thinking.

The introduction of cheap and improved presses and advertising business models allowed news-
papers to increase their reach dramatically. Partisans and ideologues as well as ‘entrepreneurs’,
were among the many beneficiaries that, by adopting such innovations and promoting sen-

sational and fake news stories, managed to cheaply and effectively spread their message and
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increase sales [Iof17, Thol7].

The 20th century has seen new technologies such as radio and television further enabling the
distribution of content, raising fears that whomever controlled these platforms could influence
public opinion. More recently, the emergence of the internet connectivity together with the
proliferation of online social networking sites have dramatically reduced publishing and dis-
tribution costs, increased the diversity of viewpoints, but also pushed out significant editorial

filtering and fact-checking [Set17].

While technology facilitating the distribution of fake news has evolved, strategies and motives
behind their consumption, production and distribution appear to remain constant. For in-
stance, in relation to consumption, Pennycook and Rand [PRI7] explain that the dominant
psychological explanation for why individuals fall for fake news is that previous exposure to
fake news primes individuals to become familiar with them and repetition reinforces previous

beliefs about such news.

With respect to production, the online information ecosystem is particularly fertile ground
for sowing misinformation. Fake news outlets follow strategies such as mimicking names of
legit news outlets, and mixing factual articles with partisan slang and fake content. Social
media can be easily exploited to manipulate public opinion thanks to the low cost of producing
fraudulent websites and high volumes of software-controlled profiles or pages, known as social
bots [SCelT|. Also, fake news outlets tend to disappear more often but their content is shared
like it is coming from trusted sources. And although their analysis is limited to a sample
of online data, anecdotal evidence gathered by Thompson [Thol7] seems to support these
findings for different periods of time. In relation to motives, Allcot and Gentzkow [AGIT7]
argue ‘there appears to be two main motivations for providing fake news. The first one is
pecuniary [...]. The second motivation is ideological’. Regularities in strategies and motives
together with the abundance of data available suggest the possibility of identifying features
to automatically tag fake news outlets. As such, the aim of our work is to put forward a
simple framework that facilitates identifying fake news content in online social media. Many

attempts have been made at characterising fake news, most recently and famously was the
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one published in Science [VRA18] where they leveraged external sources to automatically label
tweets. However, this approach presents many limitations. First, this approach only works with
news that contain specific URL that can be traced back and checked against those verification
websites which drastically reduces the scope. The second issue is that there is no guarantee that
those external websites can always be trusted as well. It would be easy for them to suddenly shift
the classification of a news to better align with one of their interest. To solve this, complicated
and very advanced NLP techniques would be required to parse the text automatically, extract

the informations and then check the veracity of the facts against verified data.

Though theoretically sound, this approach has a serious caveat: current NLP techniques and
automatic fact-checking are far from being fully developed. With this path still closed, re-

searchers are forced to look for alternatives or simplifications.

As related by several authors [Poll2l, [PRI7, [FNR17], previous exposure to fake news makes
individuals become more familiar with the piece of information they were exposed to. This
familiarity makes it more likely for individuals to believe a previously seen fake news item
the next time they encounter it. Moreover, as reported several times [AGO5, [AG17, BMAT5,
BEJT12|, fake news articles tend to include more polarizing content. Putting these two elements
together, we hypothesise that efforts aiming to identify fake news should look for large levels of
exposure and large levels of polarization. To validate our hypothesis, we use a dataset containing
tweets collected during 4 months just after the 2016 US presidential election [ADLOMSI7]. This
dataset includes tweets that got re-tweeted more than 1000 times (regarded as viral tweets),
and offers two sets of manual annotations for each tweet into fake news or not, attending to
the categories established by [CCR15]. From the dataset, characteristics signalling exposure,
polarization and diffusion have been analysed. Among other features, the date tweets were
created, their number of retweets, favourites, hashtags, and text, the number of friends and
followers of the creator of the tweet, and whether the account was verified have been examined

with care.

Among other results, it has been found that tweets containing fake news were retweeted more

than those containing other types of viral content, but are in turn less favourited’. The authors
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of fake news have more friends and favourites but fewer followers and lists than the authors of
tweets labelled as not containing fake news. Those characteristics are representative of more
‘common’ Twitter users (i.e. not celebrities or official sources). Finally, fake news tend to be

less positive than tweets not containing them.

This research can be related to different strands of literature and to work in political science
and psychology [Pol12, [PR17, PCR17, [ENR17, SBLE17], to economics [AG17, BM18| Wirlg],
and to computer science [AG05, BMATS, BFJ™12, [CCR15, RCC15].

The key contributions of this work are as follows:

e Identification of relevant indicators of political fake news from Twitter metadata and

derived metadata, using statistical significance of differences in distributions.

e Proposal of additional indicators using state-of-the-art text processing techniques to im-

prove the identification of political fake news.

e Proposal and testing of several classification methods (including an ensemble method

which outperforms other state-of-the-art methods) using the above raw and derived data.

6.3.2 Data and Methodology

The wealth of data available online and through social networking sites present certain difficul-
ties when analysing them. Many approaches to identify fake news and its effects on behaviour
have been suggested [CCR15]. However, the question of how do viral fake news effectively
differ from other types of viral content remains unanswered. Leveraging from the literature
presented in our first paper [AOMSI7a] we sketched a model for singling out fake news based

on two dimensions: exposure and polarization.

Ezposure. Following findings from Polage [Poll12], Pennycook et al. [PRI17], Pennycook et
al. [PCR17] and Flynn et al. [FNRI17], repetition and familiarization with previously

seen information should increase the likelihood of believing certain pieces of information
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are true. In this way, we would expect that an individual will be more likely to consume

a fake news item if he has been previously exposed to it.

Polarization. Swire and colleagues [SBLE17] explained that in highly politicised environments,
partisanship highly influences how information affects the way in which individuals process
information. The authors claim that the specific mechanism through which this operates
is confirmation bias. In view of this, it is reasonable to expect that it is more likely that

fake news will contain highly polarizing content.

Following these two dimensions, we define the following topology that will allow us to identify

viral fake news in online social media:

1. Fake News. High level of exposure and high level of polarization.
2. Viral Tweet. High level of exposure but low level of political polarization.
3. Regular Tweet. Low level of exposure and low level of political polarization.

4. Partisan Tweet. Low level of exposure and high level of political polarization.

We now turn to Twitter’s data to put forward evidence about the existence of these categories.
We used Twitter’s public streaming API to collect publicly available tweets related to the 2016
presidential election in the United States. It is important to highlight that tweets collected are
subject to Twitter’s terms and conditions which imply that users posting tweets consent to the
collection, transfer, manipulation, storage and disclosure of the data generated by the tweet.
Because of that, no ethical, legal or social implication derived from the usage of the tweets
is expected. The sample was collected using the following search terms and user handles:
#MyVote2016, #ElectionDay, #electionnight, @realDonaldTrump and @HillaryClinton.

The dataset can be found in [ADLOMSI17].

An important feature within Twitter is the ability to share someone’s tweet through ‘retweets’.

This functionality enables users to pass forward to their followers an exact copy of someone else’s
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Second Label

Other Tweets | Fake News | Unknown
Other Tweets 6482 1444 330
First Label Fake News 213 133 7
Unknown 250 98 44

Table 6.3: This table of contingency reports the differences and the similarities between the
labelling performed by the two teams in the used dataset.

tweet. There are many reasons why users might decide to retweet; e.g. to spread information
to new audiences, to show one’s role as a listener, or to agree with or validate someone else’s
point of view [BGL10]. In the context of this research, we used retweets to define virality. We
consider that a tweet went viral if it was retweeted more than a 1000 times. We chose 1000
to single out those tweets that get some traction, but this threshold can be chosen differently.
This filtering reduced the number of tweets to be categorised from 57 million to 9000 tweets (a

factor of 6375).

Having singled out every viral tweet, we proceeded to eliminate duplicates and manually in-
spected the text field of the tweets to categorise them. Two teams of individuals labelled tweets
as viral fake news if its text could be considered within any of the categories mentioned below,

and as regular tweet (i.e. viral tweet not containing fake news) otherwise.

In this way, the statistical analysis allows us to look for evidence supporting the dimensions pro-
posed for our framework. Our focus moves on to find statistically significant differences between
viral tweets and viral fake news within those two dimensions: exposure of the tweet to others,
number of entities (i.e. URLs and images), life of the accounts/social connections, and the ex-
tent to which tweets differed in expressing polarised political views. We use the fullest extent of
available fields within a tweet’s meta-data (such as created_at, retweet_count, favourites_count,
etc.) and some derived fields (such as user_name_caps, user_screen_name_digits, etc.) to inves-

tigate differences along these dimensions.

The original dataset contained 57,379,672 tweets ranging from November 2016 until March
2017. That number includes original tweets and retweets. From them, we extracted only the

viral tweets (defined as those that have more than 1000 retweets), resulting in a total of 9001
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tweets. This dataset can be found at [ADLOMSI7]. However, a portion of those tweets are no
longer publicly available through Twitter API: some accounts have been closed for infringing
Twitter’s policy resulting in tweets no longer being available, while others have been deleted
by their authors. As can be seen from Table there are some discrepancies between the two
teams. For the rest of this study, we focus solely on the labelling of the second team (which
contains 1675 fake news (18.6% of the total) and left aside their 381 unknowns (4.23%) to
avoid any conflict or ambiguity in the results. The dataset enabled us to perform a statistical
analysis looking for statistically significant differences in the features between viral tweets and

viral fake news.

It should be noted that there is a growing resistance to use the term fake news in the scientific
literature as it has somehow lost its literal meaning, and its acute characterization and definition
is elusive [LBBel8|. In turn, researchers are favouring the term false news in an attempt at
reducing the complexity and side-lining interpretation and philosophical debates. We will stick
to it because our dataset was compiled with its labellers using the broad interpretation of fake

news and not merely acting as fact-checkers.

In order to be consistent with our previous research [AOMSI7al, we followed the same la-
belling principles, i.e. the three categories defined by Rubin et al. [RCCI5| plus two more used

previously:

1. Serious fabrication
These are news stories created entirely to deceive readers. During the 2016 US presidential
election, there were plenty of examples of this (e.g. claiming a celebrity has endorsed

Donald Trump when that was not the case).

2. Large scale hoaxes
Deceptions that are then reported in good faith by reputable news sources. A recent
example would be the story that the founder of Corona beer made everyone in his home

village a millionaire in his will.

3. Jokes taken at face value
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Humour sites such as the Onion or Daily Mash present fake news stories in order to
satirise the media. Issues can arise when readers see the story out of context and share

it with others.

4. Slanted reporting of real facts
Selectively chosen but truthful elements of a story put together to serve an agenda. One
of the most prevalent examples of this is the well-known problems of voting machine

faults.

5. Stories where the ‘truth’ is contentious
On issues where ideologies or opinions clash for example, territorial conflicts— there is
sometimes no established baseline for truth. Reporters may be unconsciously partisan or

perceived as such.

For each tweet collected, the Twitter API provided the main features (number of retweets,
favourites, media, URL...). Additionally, we derived extra features such as the number of
capital letters in the user name, the time a tweet takes to get to a certain number of retweets,

or the global sentiment of the tweet.

In an attempt to minimise labelling errors and variability in perception, tweets were manually
labelled by two different teams of people with the same guidelines and categories defined above,
who were tasked to determine if a tweet was a fake tweet or not. It resulted in huge discrepancies
between the two labels as it can be seen in Table [6.3. Understanding these discrepancies and
getting more people to label could be a great improvement track for the future. As the second
label was more trustworthy, we will use this one for the following studies with 1675 fake news

(18.6%) and 381 unknowns (4.23%)

The collection of the tweets over those few months was done using Twitter Stream API with
the desired filters and the eAE coupled with Apache Kafka to store the tweets in MongoDB
and produce part of the derived features using Spark. This setup was put in place as an initial

step towards an automated platform for fake news identification using the eAE.
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Figure presents the proposed architecture for the FakeNews Platform using the eAE as

back-end and the proposed model for identifying fake news.

—_—_—_—_—_—_—_—_—_1

B
|
| Fake News
|

FIFO

eAE | mongo

_—_—_—_—_—_—_—_—_d

Figure 6.6: A schematic representation of the architecture of the proposed FakeNews Platform.

We use Twitter Stream API (1) and filter real-time tweets using the desired filters. Those
tweets get then stored (2) into MongoDB which acts both as a sink and a source, reading
from one topic and writing (3) to another one. This new topic gets in turn consumed (4) by
Spark to run our models against the collected tweets. Once a tweet is consumed the resulting
label is saved (5) back into MongoDB by updating the record. If the tweet is labelled as fake
news, it gets added as well (6) to the fake news topic to be consumed by any external service
either for further analysis or browsing. The by-default storage of all the streaming data into
a database removes the need of researchers to worry about the storage of the data, making it
readily available in a high throughput fashion. We also considered developing a module for
knowledge enrichment pulling from different websites or external services as a preprocessing
step of the tweets before being stored in the database. However, this platform was never put in
production as the external service for the subsequent exploration was never implemented due

to a lack of resources and was out of the scope of this research.

Regarding the analysis itself, we used the eAE as the analytical platform for all the analyses that
have been carried out in this project. The project illustrates the flexibility, comprehensiveness

towards the end to end support of data science workflows and the multitenancy capabilities of
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the eAE to support large scale concurrent loads. The submission of the jobs was done using
the eAE’s Python PIP package. This work was implemented using two different languages
(R and Python) and various packages (word2vec, scikit-learn, etc.) to be able to use a broad
variety of techniques for exploratory and analysis purposes. The purpose of using two different
languages was to rely on the individual strength of each one. In addition, every analysis was
done using a 5 folds cross-validation to ensure the robustness of the analyses. We used R 3.4 for
the statistics and the NLP tasks. In order to speed up the computation, the NLP tasks were
executed out on GPUs. Python 3 was used for the initial data transformations and remaining

analyses including the data filtering, PCA and the different machine learning algorithms.

Finally, the deployment of the eAE at DSI has enabled the pooling of the hardware resources
from different projects in a transparent manner to the users. This sharing gives individual
projects access to larger compute capacities than they would otherwise. It has been critical
in this instance as the exploration, hyperparameter tuning and cross-validations alone have
consumed well over 200k hours of compute time during the span of the project. Consequently,
the eAE has enabled faster iterations, access to resources that otherwise wouldn’t have been
available (GPU) and increased the average load across machines. All those benefits de facto

decreased as well the financial cost of conducting that research.

6.3.3 Feature Selection

As previously indicated, several pieces of information about the tweets are contained in the
dataset or can be derived from it. This section focuses on describing those features (obtained
directly from Twitter API, derived from them, or extracted from the texts) and on checking
whether or not their value distributions differ when referred to viral tweets containing fake news
versus tweets not containing them. To do so, we look for statistically significant differences in
the distributions of features through a Kolmogorov-Smirnov test [MJ51] between the set of
tweets containing viral fake news and complementary set (viral tweets not containing fake
news). The null hypothesis was H0: The two samples come from the same distribution against

the alternative hypothesis H1: The two samples come from different distributions.
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fav_count 0.00 0.184 2896 4022
user.followers_count 0.00 0.129 140609 235797
user.listed_count 0.00 0.121 907 1679
user.verified 0.00 0.209 49.219% 70.161%
num_hashtags 0.00 0.169  0.721 0.550
num_mentions 0.00 0.267 1.731 2.076
user.favourites_count 1.65e-12 0.103 1921 1161
user.friends_count 5.07e-11  0.094 992 696
num_media 2.07e-10  0.091 0.268 0.177
user.statuses_count 2.32e-08  0.081 4103 12355
retweet_count 5.35e-01  0.022 2284 2328
user.default_profile 4.96e-01  0.022 20.879% 18.646%
num_urls 1.00e+00 0.005  0.353 0.346

user.default_profile_image 1.00e+00 0.001 0.231%  0.319%
user.profile_use_bg_image  1.00e+00 0.009 76.750% 75.888%

Table 6.4: Analysis of features coming from Twitter API. The results (p-value and t-stat) come
from the Kolmogorov-Smirnov test [MJ51] on the distributions between the viral fake news and
the other viral tweets. Rows are ordered by p-value. Variables above the line are those whose
differences are considered statistically significant (p-value smaller than 0.01).

We consider that a difference between sets is statistically significant if the p-value is lower than
1%. For the continuous variables with extreme values, we did the test on the (decimal) logarithm
in order to have a more representative scale. For others (e.g. num_hashtags, num_mentions,
num_media, num_urls), we compute the number of items per tweet. p-values smaller than

le-16 are reported in all tables as 0.00.

Those key features (i.e. with statistically significant differences in the distributions), if any,
will be the ones we will ultimately feed to different classification algorithms (see next section)

in order to attempt the automatic flagging of tweets containing fake news.

Features from Twitter API

The main data features were those directly given by Twitter API. Table|6.4]lists all the variables
we considered (a detailed description of each one can be found at Twitter's API website)

together with the results from the Kolmogorov-Smirnov test. As seen, there are indeed several
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Figure 6.7: Density distribution of the decimal logarithm of the continuous variables from
Table [6.4] that are statistically significant. From the image, we can see that viral tweets not
containing fake news (in blue) tend to have peakier distributions.

variables in which the differences in distributions are different in terms of statistical significance

(those above the horizontal line).

Note that a statistically significant difference does not mean that difference is large or ulti-
mately meaningful. Therefore, in order to accurately select a group of promising features for
the discrimination task, we need to consider both the size of the difference and its statistical sig-
nificance. Visual inspection of the distribution, together with the actual value of the difference
can help to identify those features. Figures and [6.8] visually display the density distributions

of the features that do have statistically significant differences in their distributions.

Apart from the features listed in Table we looked at the distribution of tweet sources
(iPhone, Android, web client, media studio, etc.) for both viral tweets containing fake news
and those not containing them, and both distributions are very similar: 40% vs 42% for iPhone,
33% vs 32% for the web client and 10% vs 9.5% for Android. Those marginal differences confirm

there is no significant difference for this feature and do not offer any other meaningful insight.
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Figure 6.8: Distribution of the four significant discrete variables (user.verified, num_hashtags,
num_mentions and num_media) from Table . The test for the proportion of verified account
confirms an expected fact: the proportion of verified account is much weaker for viral tweets
containing fake news than for other viral tweets, suggesting that fake news tend to be created
by more ‘anonymous’ people. Besides, tweets with fake news have generally more hashtags and
media but fewer mentions.

Single Words Bigram Tokenizer
words 119
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Figure 6.9: Most recurrent words in the tweets (single and bigram)

We also analysed words’ frequencies (as single words and bigrams) within the text of the tweets;
the most recurrent ones are depicted in Figure [6.9) Even with huge discrepancies between the
distributions, we believe this is not a very resilient feature to consider for flagging fake news as
they are too specific to this dataset and to the type of news, making them unusable for different

topics, contexts and languages.
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Finally, we also analyzed the most used hashtags in both subsets of tweets. Of course, the most
common were the ones used to collect the tweets. Leaving those aside, and as for the remaining
ones, there is no statistical difference between hashtags used in tweets containing fake news and
tweets not containing them. Figure [6.10[ shows their frequency distribution. It is interesting to
see that a couple of hashtags only appear in tweets labelled as fake news. While this might be
a product of the dataset, it is an issue that probably deserves further research. However, once

again, the frequency of hashtags is hardly generalizable or usable on another dataset.

#ElectionNight
#ElectionDay

#MAGA

#TrumpTrain
#FoxNews2016
#ImWithHer
#MakeAmericaGreatAgain
#Trump

#Trump2016
#Election2016
#electionnight
#myvote2016
#AmericalsOverParty
#Elections2016
#VoterFraud
0% 1% 2% 3% 4% 5% 6% 7% 8% 9%

Other_tweets Fake news

Figure 6.10: Frequency of appearance of most used hashtags in tweets containing fake news
(red) and not containing them.

Features about diffusion of tweets

In order to obtain additional useful features that might have discriminating power, we enriched
the original dataset by computing the day and the hours at which the tweet was published (in
the EST time zone). As these variables are categorical, the average difference test does not

make sense for them.

However, the number of days which separates the creation of a tweet and the creation of its
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Twitter account is, on average, 1941 days for tweets containing fake news and 2100 days for
tweets not containing them. This delta represents a computed p-value of 1.04e-08 which is
indeed highly significant. This result suggests that accounts spreading fake news were created

more recently (also reported by [VRAILS]). This is coherent with the observed fact that users

who spread fake news have their accounts eventually deleted and are forced to create new ones.

We believe that the viral propagation pattern of the tweet is important. In fact, the evolution
in the number of retweets (and favourites) greatly varies depending on the tweets. For example,
it can be linear, exponential or polynomial over time and the patterns between fake news and
the rest would allow us to distinguish them easily. We can observe from Figure that the
retweet count and the favourite count are correlated (coefficient of 0.665) as well as the number

of followers of a user and the number of times he has been listed (coefficient of 0.911).

For each tweet that we have the relevant data, we computed the time (in hours) it takes to get
to 10, 20, 50, 100, 250, 500 and 1000 retweets (and to equal number of favourites, respectively).
Figure [6.11] shows that, for most of the tweets, these features are very correlated with the
exception of 1000 retweets, which is not that correlated to any of the favourite features. It is

also interesting to see that there is no negative correlations between these variables.
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Figure 6.11: Correlation of the features related to the spreading of tweets. rt stands for retweet

(e.g. rt_timetol0, time to get to 10 retweets), and fav for favourite (e.g. fav_timeto10, time to
get to 10 favourites).
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Figure 6.12: Distribution of the decimal logarithm of the time (in hour) to get to 1000 favourites
(fav_timeto1000) for both tweets containing fake news and tweets not containing them. The
associated p-value is 9.60e-11 which proves the significance of the propagation pattern.

Figure|6.12| shows, in particular, the different distributions of the time to get to 1000 favourites

(which is the most distinctive feature of this set) for tweets containing fake news and those not

containing them. Tweets containing fake news are generally slower to get a thousand favourites.

Features extracted from text

Finally, and in order to obtain a more complete picture of what viral fake news look like we

explored some textual features of the tweets; more precisely, we looked at:

e User’s name

e User’s screen name

User’s description

Tweet’s text

In particular, we extracted several text features (by means of regular expressions) about the
previous variables; e.g. percentage of capital letters, of digits, of special characters .... Our
aim is again to analyse if any of those have a different value distribution that can be useful to

discriminate between tweets containing fake news and tweets not containing them.
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text.digits 8.02e-09 0.084 2.676%  2.104%
text.caps 1.41e-08 0.082 14.016% 12.665%
user.description.caps 1.50e-04 0.059 11.970% 12.511%
user.name.caps 8.27e-04 0.053 23.592% 23.287%
user.name.weird_char 2.95¢-03 0.049 7.533%  4.606%
user.screen_name.caps 3.64e-03  0.048 18.444% 17.664%
text.exclam 4.40e-03  0.047 0.222%  0.309%
user.screen_name.weird_char ~ 2.18e-01  0.028 3.162%  2.502%
user.description.exclam 2.53e-01  0.027 0.241%  0.283%
user.screen_name.digits 4.44e-01 0.023 1.812%  1.462%
user.description.digits 6.52e-01  0.020 1.458%  1.552%

user.screen_name.underscores  8.02e-01  0.017  1.350% 1.040%
user.description.nonstandard ~ 8.14e-01  0.017 2.879%  2.892%

user.name.digits 1.00e4+00 0.006 0.510%  0.288%
user.name.underscores 1.00e+00 0.000 0.004%  0.006%
text.nonstandard 1.00e+00 0.008 0.458%  0.447%

Table 6.5: Features extracted for the text analysis. Again, rows are ordered by statistical
significance; significant variables are above the line. It is interesting to see that those are
mostly the ones associated with spelling used by bots (randomly generated to avoid collisions).

Results reported in Table [6.5| make us conclude that individuals with higher numbers of special
characters and caps in their user name are more likely to tweet fake news. In addition to that,
a tweet with a high proportion of capital letters, digits and exclamation points has more chance

to be a fake news.

Sentiment Analysis features

Finally, we perform a sentiment analysis on the actual content of the tweets. Sentiment analysis
aims at identifying, extracting, quantifying and studying affective states and subjective infor-
mation. Often, Sentiment analysis is used to determine the attitude of a speaker [SOST67]; in

our case, the author of a tweet.

When human readers approach a text, they use their understanding of the emotional intent of
words to infer whether a section of text is positive, negative or neutral, or perhaps characterised

by some more nuanced emotion like surprise or disgust. Text mining tools are available to
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Figure 6.13: Comparison between the different core sentiments between tweets containing fake
news and tweets not containing them.

programmatically extract the emotional content of text [SR17], and they usually boil down to

two main approaches [KSTATH|: lexical approach and machine learning approach.

Our first step was to analyse the sentiments of the whole text field (which includes hashtags) of
tweets in our dataset using National Research Council Canada (NRC) lexicons [MT13]. Figure
6.13] clearly shows that fake news have generally less joy, trust and positive emotions but more
surprise. By looking at the temporal evolution of the emotions (see Figure we noticed
that the emotions present a higher level of randomness in tweets with fake news, while trust

and positive emotions dominated in tweets not containing fake news).

A sentiment score can also be computed using Deep Learning techniques [ZWLI18], and some-
times perform better than the lexicon approach as it can capture some subtleties that the
lexicon approach misses. In our case, we used both word2vec from Google [MCCD13] (to com-
pute a sentiment score with the vectors given by a pre-trained model on the sentimenti40

dataset [GBHIT]) and fasttext from Facebook [JGBMIG] (to identify informative text features
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Figure 6.14: Evolution of the different core sentiments over the course of the four months,
between tweets containing fake news and tweets not containing them.

that could be directly added to the final classification model).

Figure[6.15)shows the overall probability of a tweet being positive given the word2vec algorithm.
The average probability over the 4 whole months is more positive than negative, regardless of
it being fake news or not. However, the trend for fake news is lower than for the other tweets,
which is coherent with the previous results stating that tweets with fake news tend to be more
negative. The wider spread can be explained by the scarcity of the fake news at some periods

and doesn’t constitute a significant indicator.

As input model for fasttext, we used a model pre-trained on a Wikipedia database [BGIJMI0]
with word vectors of dimension 300. For each tweet, we computed the associated vectors for

each word in the main text. Then, we computed the mean and the standard deviation for
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Figure 6.15: Difference of the evolution of the sentiment computed by word2vec between tweets
containing fake news and other tweets. Each point represents a tweet in the timeline of our
dataset and the probability of the tweet for being positive. The blue line represents the average
probability per day.

each of these words, finally obtaining two vectors of length 300 for each tweet. In order to
reduce dimensionality, we applied a Principal Component Analysis (PCA), choosing only four
components for the average (text_ft_mean_c;) and two for the standard deviation (text_ft_sd_c;).
Those correspond to 40% of the total information. This specific number of components have

been selected using the elbow method.

In addition to those features from the main text of the tweets, we also analysed emojis contained
in them. 7.13% of the tweets in the dataset contained at least one emoji with an average of 2.4
emojis per tweet. Some tweets had a surprisingly high number of emojis (the largest number is

55 emojis in a single tweet) but it is quite common that a tweet only contains one single emoji
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repeated many times. We narrowed our study to tweets containing between 1 and 10 emojis
(this cover 98.7% of the cases on which at least an emoji is present). Despite some interesting
information yielded by the analysis (e.g. the American flag is by far the most used emoji, see
Figure , this particular study did not lead to any meaningful insight that could contribute
to the creation of an indicator to separate fake news from non-fake news. Figure shows
that the distribution of emojis and their sentiment score in both the fake news and the other

tweets are very similar.
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Figure 6.16: Most used emojis in the dataset
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Our results confirm our previous findings [AOMSI17Dh] on a smaller dataset (just the election
day) about the relevance of distribution of followers, the number of URLs on tweets, and the

verification of the users.

6.3.4 Fake news classification

Having described and selected a set of appropriate features about tweets, we focus in this

section on the task of using those futures to classifying tweets into fake news or not. In other
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Figure 6.17: Distribution of the decimal logarithm of the number of emojis and the sentiment
score of tweets with emojis for the fake news and the other tweets

words, our aim is to build a classifier capable of tagging unseen viral tweets into fake news or

not.

In order to have a larger coverage of our experimentation, we considered six different subsets

of features from the ones previously described:

Only the features coming from Twitter API (main)

Features from Twitter APl + features extracted from text (main_with_regex)

Features from Twitter API + features from the sentiment analysis - lexicon dictionary

approach (main_with_sentiments_dict)

Features from Twitter API + features from the sentiment analysis - deep learning ap-

proach (main_with DL_NLP)

Features from Twitter API + time-related features (main_with_time)

All the features (all_features)

For the last two subsets, we only used 3717 tweets. The reason is that the collection of the tweets

in the dataset dates back to November 8th 2016 but some of the tweets were first published
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before that date (within the collection window only retweets to them were collected). Hence,
some pieces of the original tweets (i.e. data only available when first published) is not included
in the dataset and cannot be obtained now. Because of that, we limit ourselves to only use the

time series for tweets that were published after the collection started.

In all cases, we first split the dataset into:

e A training set (80% of the data). For the algorithms that need a hyperparameters-tuning,

we applied cross-validation with 5 folds within this sub dataset.

o A test set (20% of the data) to compute the final performance of the models.

In order to check the predicting capability of our selected features, we have tested different
classification algorithms, including a polynomial kernel SVM, k-NN| Logistic Regression, Ran-
dom Forests, and Boosted Trees (for this, we chose XGboost which is usually used to achieve

state of the art results in this context [CG16]).

Due to our dataset being highly unbalanced (as shown in Table [6.3]) accuracy is not a proper
metric to measure performance of the models. Instead, we turn our attention to two other

metrics:

Recall (for a threshold of 0.5): since a fake news has an impact, we want to optimise the ratio
of fake news detected and be sure that the number of fake news not detected is really

low, even if it means to over filter and having some false positives.

AUC: It gives a good overview of how true positive rate and false positive rate trade-off,

regardless of any threshold.

The computed AUC for each of them on the different sets of features is summarised on Fig-
ure [6.18. Unsurprisingly, XGboost gave the best performance, which is coherent with what
others have reported for this type of classification [OPSS11], [Wail6| [Gorl7|. Because of this,

we will solely focus on this model for the rest of this section.



6.3. Characterizing Political Deception On Twitter 161

70%

60%

50%

= 40%

30%

20%

10%

0%

main Main_with g™ a"LW"th_sentirpnae'r?&wgﬂ‘tDLJ\GESJn*thh~timea”“feat“r es

O Support Vector Machine O K Nearest Neighbors E Logistic Regression
B Random Forest B Boosted Trees

Figure 6.18: AUC computed on all subsets of features for the different machine learning algo-
rithms evaluated.
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Figure 6.19: Best performances for each subset of features, and for each metric of performance.
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Figure [6.19] shows the results obtained for those metrics for each set of variables. Accuracy,
precision, recall, and fl-score have been computed for a threshold of 0.5 (meaning that each
observation for which our model computed a probability over 0.5 has been labelled as fake
news). It is clear from the Figure, that all these metrics improve as more features get added.
In particular, AUC went from 70.73% with only Twitter features to 73.49% with all the features;

likewise, recall went from 64.18% to 71.13%.

Impact of the hyperparameters

We also looked at the impact of hyperparameters on the performances of the XGboost model
(which was the best performing amongst the ones tested). For this, we used a 5-fold cross-

validation, and calculated optimised values for:

e The number of iterations
e The maximum depth of each tree at each step
e The learning rate

e The maximum number of features

The main problem we notice from Figure|6.20|is that precision and recall are inversely correlated
(which explains why fl-score is so low). This effect is most obvious for maximum depth of the

trees: while it grows, the precision increases but the recall decreases as shown in the figure).

Impact of selected variables

Finally, we looked at the contribution of the different variables to the final model (XGboost)
in order to evaluate their importance in the context of identifying viral political fake news. In
order to do so, we have plotted in Figure the most important variables for each model

where one metric is maximal. There are some interesting insights to report:

e It seems that the favourite count is always one of the three most important variables for

every metric.
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Figure 6.20: Evaluation of the impact of hyperparameters on XGboost performance

e The first component of the PCA for the standard deviation of the fasttext is also a very

important variable for the models with respectively the best accuracy, AUC and precision.

e The contribution of features coming from Twitter outweighs the contribution of the other

features (propagation, extracted from text, and sentiment analysis). Indeed, accuracy

and AUC only goes up by 2,76% when all of them are added to the final model.
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164 Chapter 6. Analytics Developed using the e TRIKS Analytical Environment

6.3.5 Conclusion

In this section, we presented a study of features that could facilitate the automatic detection
of political fake news, and validate our findings by building an ensemble method for fake news
identification on Twitter. As reported, it is a promising line of action for efficient and effective

early detection of fake news.

We used state-of-the-art machine learning techniques to identify significant features and used
them to build an ensemble model of trees to identify fake news with a significant performance.
We improved the model by introducing derived features indicating how fast the tweets spread
and the contents of their texts. However, the results are still not ideal as we were forced to
sacrifice some precision to get a better recall. Arguably, it is more relevant in this context to

identify true news as fake news rather than missing on some fake news.

The first major limitation that we faced was the missing data from the public version of the
Twitter API due to Twitter’s limitation. We believe that our model would be more accurate if
we could get access to more data from the Premium version of the Twitter API. The Premium

version would allow us to:

e Have more metadata on each tweet (some of it is available for some tweets but is missing

for others in the public open API or we failed to capture it properly).

e Build more accurate derived features (such as the evolution of the favourites and retweets

counts).

e Study further interactions between tweets. Our hypothesis is that users react differently

to fake news and real news (as recently reported by [VRAILS]).

An added difficulty of the current dataset is the hardness of having an accurate and unbiased
labelling (as Tableillustrates). It seems clear that different cultural backgrounds, knowledge
of the American culture, and English language proficiency (among the most relevant) induced

vastly different perceptions on whether a piece of news was fake or not. Additionally, the lack
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of a proper fake news definition (thus, leaving it to individual interpretation) play a major role,

that other researchers have addressed by focusing on false news instead.

As the dataset is only based on the US elections of 2016, it is likely that our model might be
overfitting. Indeed, the model we built might work well in this specific context but might not
be applicable in another scenario. Our next steps would be to add data on other elections to
make the model more robust for this context. Shared features are likely to be the ground truth

of any model trying to identify political fake news.

Regarding this generalization effort, one area of improvement for our model would be to iden-
tify the actual context and the subject of the tweet automatically with NLP algorithms. An
extensive amount of work has been carried out in this domain and we would start by reusing
as much as possible this work [SLCI17]. Once the subject and context are extracted, we could
automatically target a specific model better suited for the identification. To further improve the
accuracy, we plan on applying deep learning’s convolutional neural network to extract features

from the profile pictures and the background pictures to create new derived features.

Finally, our results are mostly in agreement with the findings reported by Vosoughi et al. [VRATS].
One notable exception is regarding the spreading of fake news (generally slower than other
tweets in our case; faster in the Science study). This can be due to the fact that our study is
specific to the US elections whereas Vosoughi et al.’s collected tweets from 2006 to 2017 and

this property may be specific to this sample of the data.



Chapter 7

eTRIKS Analytical Environment

supporting Open Science

In this chapter, we will present measures that have been taken to ensure the sustainability,
openness, and adoption of the platform. We present as well how the reconciliation between the
research and engineering worlds has enabled us to bring the best of both worlds into this work.
Indeed, a balance between good practices from engineering (TTD, microservices architecture,
etc.) and the cutting-edge from research provides the optimal efficiency to researchers in the

field of medical research.

7.1 Sustainability of the platform

7.1.1 Hosting of the project and supporting the users

We believe that quality research depends on the availability of tools and applications to the
researchers. This belief is aligned with the Infrastructure School [FF14] proposed by Fecher and
Friesike for Open Science. With that goal in mind, we have chosen to host the eAE on GitHub
(see Figure to make the code available to the community in an open source fashion. Github

is a web-based hosting service for version control using Git and is most well known to be among

166
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the top open source hosting platforms. The eAE has been open-sourced under the MIT license
to be as permissive as possible. We leverage GitHub’s built-in capabilities for bug reporting
and tracking, documentation (through the wiki and README) and agile project management.
Following that modus operandi, users and new developers can contribute to the projects in a
straightforward way without scattering across different platforms. The issue tracker allows the
users to report issues to the developers, discuss with them to identify the root cause and track

the progress on the fix.

The use of Git as the version-control system for tracking changes warrants better management
of the Master branch by the owners and encourages the potential contributors to contribute to
the project in a safe fashion. Any contribution made through a ‘pull request’ can be reviewed by
the other members and, if the request meets the quality standards and the build is successful,

the request is securely merged into the code base.

In order to facilitate the interactions with the platform and to make it accessible to a wider
audience, we have published on Postmanﬂ a set of example queries (status of the clusters, user
creation/deletion, job creation, etc.) and their associated answers. Extensive documentation
resources of each supported query for the users and administrators to use are also available.
Figure illustrates all the queries available to the users and administrators. Those queries
can either be run directly in a user’s local Postman by importing from the web those published
examples or in Python by copying the code generated automatically by Postman for the given
request. Postman can generate the requests for PHP, GO, jQuery, Ruby, cURL and node as
well, giving substantial freedom to the developers and users. This initiative is comparable to
the Public School [FF14] of thought for Open Science by addressing the challenge of ease of

use for interested non-experts.

Thttps://www.getpostman.com/
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.gitignore Merge branch ‘master into master (reverted from commit 2f7c7éq) 9 months ago
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The eae-scheduler service provides scheduling capabilities to the eAE eco-system. While running jobs is handled by the
eae-compute, managing and scheduling them is the role of eae-scheduler. To do so, the eae-scheduler runs continually in
the background, checking periodically for jobs to be scheduled, queued or archived.

We provide the APl documentation in swagger 2.0 format. You can paste the content in the swagger editor to render the
API documentation.

Figure 7.1: Hlustration of the eAE’s Scheduling and Management service hosted on GitHub.
The repository contains a README describing the main features of the service, the docker
file to build the docker container, the YAML build file (.travis.yml) for Travis, the tests to
automatically validate the build, and the code of the service. The issues tab contains all
the issues reported by users and developers or future features related to the service. The pull
requests tab contains all currently open pull requests to be merged into the development branch
by the admins. The wiki tab contains all the necessary documentation of the service (design of
the service, description of the API, comments, etc). The shields (build and dependencies) are
dynamic which allows anyone to check the current status of the project.
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7.1.2 Continuous integration and system deployment

Continuous Integration (CI) is a development practice that requires developers to integrate
code into a shared repository at regular intervals. The main aim of CI is to limit integration
problems. The check-ins are done against individual branches dedicated to a specific bug-fix
or feature which are then merged into a general development branch. Each check-in is then
verified by an automated build that compiles the code and runs the dedicated tests of the
project, allowing teams to detect problems early. Those builds are carried out using Travig’|
which is GitHub’s native build factory. Once the build is green (e.g. validated by the build
factory), the repository is pushed to DockerHubﬁ to build the associated Docker container.
Those containers become publicly available, once successfully built, for the projects to always
deploy the latest version. To ensure the platform up-time is as close as possible to 100%, Docker-
Compose (in autorestart mode) in a Docker Swarm environment is used for the deployment
of the services on adopters’ premises. This allows for the deployment of the services multiple
times, across different clusterised host machines, for scalability and resilience purposes. The
Docker files are all located in the projects under the DockerHub folder to ease the individual

modifications of the microservices by the developers.

To ensure the robustness and quality of the platform, we have deployed a dependency man-
agement tool for Node.js projects called David| and a dependency update automation called
RenovateE]. Those tools help ensure that the projects’ dependencies are always up to date and

that the updated dependencies do not break the projects.

7.1.3 Agile methods

Agile methodology has become very popular for software development in the last decade.
Agile methodologies all started based on four core principles as outlined in the Agile Mani-

festo [BBBT01]. The first and foremost intent of agile methods is to enable complex systems

2https:/ /travis-ci.org/
3https://hub.docker.com/
4https://david-dm.org/
Shttps://github.com /renovatebot
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and product development with dynamic, non-deterministic and non-linear characteristics to be

perennial and successful in their development.

We broke down development work into small increments that minimise the amount of up-
front planning and design. Those increments were particularly well suited to the microser-
vices architecture of the eAE. Each iteration represented a single microservice and involved a
cross-functional analysis in all functions: planning, analysis, design, coding, unit testing, and
acceptance testing. Our approach was very much alike to the test-driven development (TDD)
and, as such, every new function added to the code base was accompanied by a set of tests.
For the continuous integration part, we relied on Travis CI which helps automate the non-
human part of the software development process with continuous integration and facilitating
technical aspects of continuous delivery. Thus, at the end of each iteration, a new microservice
was implemented, thoroughly tested, documentation was available and ready for production.
That atomicity ensured that all necessary requirements were met. Once all iterations for a
given Layer were completed, the microservices were integrated together and tested. Thanks
to that incremental approach, the integration between services and the layers has been almost

instantaneous and seamless and overall has saved a lot of development time.

The agile methods have enabled as well an easier communication with the two other persons who
contributed to the platform. The daily stand-up meetings helped coordinate the development
efforts, ensure the soundness of the designs and fluidify any impediments that could hinder

their timely delivery.

Finally, making the code understandable quickly and easy to edit is key towards the sustain-
ability of the platform as it would encourage adoption, lower entry costs and lower the cost of
developing new features. The agile methods have helped us to keep the platform “evolvable” by
decreasing the total cost of ownership of the application and helped us design the application in
a way that facilitates the adoption of newer frameworks (if necessary), encourages extensive unit
tests, detailed documentation with illustrations and reduces technical debt (duplicated/dead

code or misleading comments).
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7.2 Future of the platform

7.2.1 Adopters

The first adopters and strongest supporters have been the Data Science Institute and the
eTRIKS project at Imperial College London. The adoption of the platform by some projects has
already led to scientific contributions such as DeepSleepNet [SDWG1T], FakeNews (publication
pending) and OncoTrack |[GYVdST19]. We have also been able to support various analytical
efforts in the context of the Innovative Medicines Initiative (IMI) and the European Union’s
Horizon 2020 projects such as BioVacSafd®, U-BIOPRED(], Pionneefff| and AiPBANDf] The
ITMAT project EL which is part of the National Institute for Health Research Imperial BRC,

has also adopted the eAE as their analytical environment to propel their analyses.

Another major adopter of the eAE was International Business Machines Corporation (IBM).
They added it to their portfolio of supported projects, and it is advertised as part of their large

scale computing platforms and POWER architecture to their clients.

The most recent adopter has been the OPen Algorithm (OPAL) project as detailed in Chapter .
They have made substantial contributions to the project through the financing of development
work for the privacy related features and the use of the platform in the context of pilot projects
with Orange-Sonatel in Senegal and Telefonica in Colombia. Those two projects are now
running production deployments of the eAE, and around a dozen people (from the Senegalese
government, United Nation, Agence Nationale de Statistique et de la Démographie, researchers
from Orange and Telefonica among others) are actively using them in each country. There are,
at the time of writing, an additional five other actors which are evaluating the adoption of the

platform in their respective countries.

Shttp://www.biovacsafe.eu/home

"https:/ /www.europeanlung.org/en /projects-and-research /projects /u-biopred /home
8https://prostate-pioneer.eu/

9https://www.aipband-itn.eu

Ohttps:/ /www.imperial.ac.uk /itmat-data-science-group
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7.2.2 Community building

Community building is an important aspect of the life of an open source software as it ensures
lasting support and development of the platform. We have started building a community
around the eAE by presenting the work done at various Conferenceﬂ and providing educational
resources for parties interested in trying out the platform. Those educational resources are an
important aspect of our Open Source efforts as they aim at lowering the entry cost for the
adoption of the eAE and encourage peers to review the platform and give us feedback for

improvements.

Those presentations have enabled new collaborations (with the United Nations for example)
and created momentum around the project. Some branding and visual identity have been
started to differentiate it from the other competitors and highlight its benefits. However, we
believe that further work in that area would be beneficial to reflect a clear positive image to
the collaborators. However, to ensure further extension of the platform, we believe we should
engage further the medical and bioinformatics communities by inviting them to demonstrations
of the platform and show how much they could benefit from it. Those communities are key
for the future success of the platform to ensure the accumulation of credits and citations. The
second community that will benefit greatly from the work done in the context of location data
is telecommunication companies. They hold an enormous amount of location data through

their Call Detail Records (CDRs) while being unable to use it efficiently for privacy reasons.

HtranSMART conferences 2015 & 2016, BioTransR 2017, IEEE Big Data 2017, Early Warning Systems
Workshop 2018, ICDCS 2018



Chapter 8

Conclusion

8.1 Summary of Thesis Achievements

The automated collection of biosignals (through IoT, connected devices, etc.), the recent devel-
opments of new technologies in both clinical and "omics fields, the abundance of high-precision
diagnostic devices (producing massive amounts of data) as well as the increasing inclination
towards open science and public initiatives like UK Biobank lead to massive amounts of diverse
data available to medical researchers. However, the availability of that data alone cannot enable
a medical revolution and moving from a symptom- to evidence-based medical diagnosis (and
treatment). In order to achieve that paradigm shift, new tools, infrastructure, and standards

must be created.

In this thesis, we propose a new component-based, distributed framework for distributed data
exploration and high-performance computing in order to leverage that humongous amount of
data in an accessible and seamless fashion to any researcher. The concrete contributions of this

thesis are as follows:

e Platform: The development of the eTRIKS Analytical Environment (eAE) as an answer
to the needs of analysing and exploring massive amounts of medical data. The eAE is

a modular framework which enables the analysis of medical data at scale. Its modular
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architecture allows for the quick addition or replacement of analytics tools and modules
with little overhead, thereby ensuring support of users as the data analytics needs and
tools evolve. The eAE is flexible enough to support a variety of use cases across the
biomedical domain from statistical analysis to machine learning and deep learning. Each
component has been developed with resiliency and redundancy in mind to ensure that the
platform delivers the highest uptime and performance possible. A multi-master scheduler
has been specifically developed to handle internally all the scheduling and management
of jobs and services. The languages currently supported are Python, R and C with the

addition of Spark and TensorFlow.

Privacy: The specialization of the eAE architecture into a privacy-preserving platform
for location data and privacy preserving analytics in the context of public health. This
work illustrated the modularity, resilience and scalability of the platform to support new
classes of problems. We presented a formal verification as well for our population density
algorithm, the privacy mechanisms that have been put in place on the platform and

relevant use cases in the context of public health analytics using location data.

Analytics in life science: To illustrate how the e TRIKS Analytical Environment can be
used for managing and analysing large scale translational research data in tranSMART,
we have implemented three bioinformatics analysis pipelines, including an iterative model
generation and cross-validation pipeline for biomarker identification, a general statistical
analysis pipeline for hypotheses testing, and a pathway enrichment pipeline using KEGG
to demonstrate the performance of the proposed architecture. We have presented a pro-
posed deep learning model as well, named DeepSleepNet, for automatic sleep stage scoring
based on raw single-channel EEG and how the eAE has successfully and seamlessly sup-

ported the needs of the researchers for distributed deep learning computations at scale.

Extensibility of the eAE and identification of deceptive news: Politically de-
ceptive news have become a major challenge of our time, and its successful flagging a
main source of concern for publishers, governments and social media. The approach we

presented in the context of tweets collected during the 2016 US presidential election suc-
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cessfully identifies characteristic features (including temporal diffusion and NLP) that can
help in the process of automating the identification of tweets containing deceptive news.
Subsequently, we make use of these features to propose a predictive ensemble model that

allows to assess if a tweet contains a deceptive news or not.

8.2 Future Work

Even though we have developed an architecture for the efficient and scalable analysis of massive
amounts of medical data, it is clear that many challenges remain in order for it to truly reach
its full potential. Here, we discuss the remaining challenges and suggest potential future works

to address them:

e The need for data privacy in the context of medical data is of paramount importance
and the first efforts to address it have been started. Even though the issues are now
well understood and legislation and guidelines have been implemented in recent years in
a growing number of countries, the number of systems with a privacy by design are still
extremely limited. In the future, we need to agree on a common platform to support
those privacy requirements in the medical field while allowing the use of data distributed
across countries to accelerate discoveries and facilitate reproducibility for a better science.
In addition to the platform, a shift in paradigm on the design of analytics needs to take
place to meet strict privacy rules similar to our implementation of the density algorithm

presented in Chapter [5

e The current implementation of the architecture do not integrate the concept of federation
of the computation and storage layers. There is no technical limitation from an archi-
tectural standpoint and federation would enable researchers to leverage different data
repositories for any analysis seamlessly and maximise the usage of the pooled resources.
The compute service would have to be re-implemented from monolithic design to a mas-
ter/slave design (already in use in grid computing) coupled with the integration of a

grouping mechanisms for geolocality of the data. The development and integration of
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that feature would probably display the full potential of the architecture and open new
technical possibilities to researchers as demonstrated with the DeepSleepNet project in

Section [6.2]

e As the dataset is only based on the US elections of 2016, it is likely that our proposed
model for deceptive news detection might be overfitting. Indeed, the model we built
might work well in this specific context but might not be applicable in another scenario.
Our next steps would be to add data on other elections to make the model more robust
for this context. Shared features are likely to be the ground truth to any model trying
to identify political deceptive news. Regarding this generalisation effort, one area of
improvement for our model would be to identify the actual context and the subject of the
tweet automatically with NLP algorithms. Extensive amount of work has been carried
out in this domain and we would start by reusing as much as possible this work. Once the
subject and context are extracted, we could automatically target a specific model better
suited for the identification. To further improve the accuracy, we plan on applying deep
learning’s convolutional neural networks to extract features from the profile pictures and

the background pictures to create new derived features.
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