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Robust Stability Control of Droop-Controlled Mi-
crogrids under Worst-Case Parameter Uncertainty via
Adversarial Deep Reinforcement Learning

Wenhao Chen, Member, [EEE, Yu Wang, Member, IEEE and Bikash Pal, Fellow, IEEE

Abstract—Microgrids based on droop-controlled inverters can
achieve small-signal stability control by adjusting the droop coef-
ficients. However, due to discrepancies between modeling param-
eters and actual system parameters in inverter-based microgrids,
the droop settings determined from the model often fail to deliver
the expected control performance in real-world applications. To
address this critical issue, this paper proposes a droop coefficient
tuning strategy based on adversarial reinforcement learning,
which exhibits strong robustness against system parameter uncer-
tainties. The uncertain parameter behavior and the robust tuning
of droop coefficients are respectively modeled as a Markov Deci-
sion Process (MDP) and an Adversarial Markov Decision Process
(AMDP). The twin delayed deep deterministic policy gradient
(TD3) algorithm is employed to solve these processes, yielding the
worst-case uncertainty policy and the corresponding robust droop
control strategy. Finally, case studies are conducted on a mi-
crogrid system with four inverter-based resources (IBRs) and a
modified IEEE 33-bus distribution system to validate the effective-
ness and scalability of the proposed method.

Index Terms—Inverter-based microgrids, parameter uncertainty,
robust stability, deep reinforcement learning, adversarial training.

NOMENCLATURE

0, Phase angle of inverter i
@, Common reference frequency
o, Cut-off frequency
@,,V,  Nominal values of frequency and voltage
.V, Frequency and voltage of inverter i
P,0 Measured active and reactive power of inverter i
k,;.k,; Active and reactive droop coefficient of inverter i
1,,,1,; d-and g-axis current components of inverter i
VyisV,; d-andg-axis voltage components of inverter i
I,;,1,;, d-axisand g-axis current components of the i-th

inverter in the common reference frame
Vpi-Vo: d-axis and g-axis current components of the i-th

inverter in the common reference frame
I, 1y, D-and Q-axis current components of line between
bus i and bus & in the common reference frame
1, »1p,;, D-and Q-axis current components of load i
L, Resistance and inductance of the line between bus i
and bus &
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Resistance and inductance of load i
State vector of microgrid system
State matrix of microgrid system
Vector of uncertain parameters
Hyper-rectangular parameter space
half-opening angle of damping-ratio conic region
The i-th eigenvalues of state matrix
Real and imaginary parts of the i-th eigenvalue
Damping ratio of the i-th mode
Minimum damping ratio among all modes
Optimal minimum damping ratio
Upper and lower bounds of the minimum damping
ratio
MDP and AMDP state at timestep ¢
MDP and AMDP action at timestep ¢
MDP and AMDP reward at timestep ¢
Parameter of the critic and actor network
Parameters of the target critic and actor networks
Standard deviation of the Gaussian function
Soft update rate
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[. INTRODUCTION

HE global energy crisis and environmental pollution

have driven the accelerated development of power-elec-

tronics-based distributed generation [1]. As a result, en-
suring the stable and efficient operation of inverter-based mi-
crogrids has become one of the key research focuses. As a com-
monly used control strategy in inverter-based microgrids, droop
control emulates the behavior of synchronous generators to not
only ensure stable system operation but also achieve power
sharing and voltage regulation [2], [3]. Stability boundaries for
droop control coefficients have been identified through eigen-
value analysis methods [4]. Particle swarm optimization has
been applied to improve droop coefficients settings, leading to
a marked enhancement in the small-signal stability of mi-
crogrids [5]. An efficient event-triggered damping recovery
strategy was proposed in [6], enabling dynamic restoration of
system damping and balanced power sharing by optimizing
droop coefficients. Reference [7] introduced an online tuning
approach that updates droop coefficients in real time under
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extreme disturbances, thereby improving the overall stability
and reliability of the system. It is worth noting that all of the
above studies are conducted based on accurately constructed
small-signal models.

However, due to the presence of parameter uncertainties, dis-
crepancies arise between the models used in research and the
actual system, which significantly reduce the effectiveness of
droop coefficients optimization for inverter-based microgrids
and may even render it ineffective. Circuit parameter uncertain-
ties and all external interactions were treated as a lumped dis-
turbance, and a nonlinear disturbance observer was introduced
to estimate and compensate for this disturbance, thereby en-
hancing the system's robustness [8]. In [9], an integrator was
added to the Q—V droop control loop to accumulate the devia-
tion between the output voltage and the reference voltage,
which was then fed back to form a closed-loop droop structure,
resulting in strong robustness against parameter drifts and mis-
matches. An Hoo minimum-norm and u- synthesis-based con-
troller was designed in [10], with pole placement performed us-
ing a polynomial method to maintain autonomous power shar-
ing and voltage stability under variable droop gains and wide-
range parameter perturbations. In [11], a parameter-dependent
Lyapunov-function-based filter is proposed, which guarantees
that the expected value of the trace of the state estimation error
covariance remains within a bounded range under arbitrary pa-
rameter uncertainties. Although the above methods enhance the
system's adaptability to parameter uncertainties from different
perspectives, they still involve fundamental trade-offs among
model structural errors, statistical assumptions, online compu-
tational complexity, and robustness in both dynamic and
steady-state performance. As a result, their applicability and
generalizability remain limited in large-scale and highly dy-
namic microgrid environments.

By interacting with the environment to obtain feedback and
iteratively optimize the control policy, model-free optimization
is gradually becoming a highly promising alternative. To ad-
dress voltage and power coordination control in AC/DC inter-
connected microgrids, a hybrid method combining dual-droop
control with data-driven model-free adaptive control was first
proposed in [12]. In [13], an event-triggered, distributed model-
free adaptive control strategy was developed to efficiently
achieve control objectives with reduced communication over-
head. A data-driven Volt/VAR curve optimization approach
was presented to minimize system voltage deviations and reac-
tive power losses in complex distribution networks [ 14]. An op-
timization-based control framework utilizing sampled data was
established in [15] to guide inverter inputs for rapid dynamic
voltage support through online iterative updates under fault dis-
turbances. In [16], the authors proposed a data-driven droop
control method based on Q-learning to achieve frequency syn-
chronization and voltage recovery. Although the above control
strategies eliminate the reliance on accurate system models,
their performance may degrade when system parameters vary
rapidly or when the training data fail to capture the underlying
uncertainties.

In recent years, the outstanding performance of deep rein-
forcement learning (DRL) across various fields has led to its

increasing application in microgrids, including frequency con-
trol [17], energy management [18], and dynamic networking
[19]. As an interaction-based intelligent decision-making ap-
proach, DRL employs deep neural networks (DNNs) to approx-
imate the policy, value function, or system model. The agent
explores the complex and high-dimensional state space through
continuous trial-and-error to discover the optimal control strat-
egy. To enhance the robustness of control policies in uncertain
environments, researchers have developed adversarial learning
mechanisms based on DRL. In [20], an adversarial training
method was proposed for robust control in power systems, sig-
nificantly enhancing the stability and generalization capability
of the control policy when faced with unknown disturbances
such as line outages. To address cybersecurity challenges in
droop-controlled distributed inverter-based microgrids, an ad-
versarial deep reinforcement learning frameworks was devel-
oped in [21], offering new insights into microgrid cybersecu-
rity. A two-stage deep reinforcement learning approach was in-
troduced in [22], where the offline agent undergoes adversarial
training to gain robustness against transfer gaps, and is then de-
ployed in the online phase, substantially improving the effi-
ciency and safety of online exploration.

This work builds on our earlier conference paper [23] with
substantial extensions and enhancements. The previous study
examined only a least-effort destabilizing attack on droop gains
using a single-agent DDPG framework applied to a linearized
3-IBR model. In contrast, the present study moves from an at-
tacker-only setting to a defender—attacker formulation that ex-
plicitly searches for the worst-case uncertain-parametric behav-
ior (WCUPB) while learning an adaptive, robust droop control
policy that preserves stability. Furthermore, we replace the at-
tack-oriented, conventional stability criterion used in [23] with
a quantitative stability objective based on the minimum damp-
ing-ratio criterion, thereby improving dynamic stability under
parametric uncertainty. Finally, we extend the single-agent
DDPG framework in [23] to an adversarial TD3 framework and
demonstrate the effectiveness and scalability of the proposed
method through case studies on a 4-IBR system and a modified
IEEE-33-bus network. Collectively, these upgrades transform
[23] from an attack-identification prototype into a comprehen-
sive robust-stability control framework.

Motivated by the above discussion, this paper introduces an
adversarial deep reinforcement learning approach to enhance
the small-signal damping margin and dynamic stability of mi-
crogrids under parametric uncertainty. To this end, we propose
the concept of robust D-stability for microgrids, which is char-
acterized by the system's minimum damping ratio. An analysis
is conducted to evaluate the impact of uncertain parameters on
the robust D-stability of microgrids under various control pa-
rameter combinations. The results preliminarily demonstrate
the feasibility of tuning droop coefficients to preserve desirable
robust D-stability in the presence of parametric uncertainties.
Building on our previous work [23], the behavior of uncertain
parameters is modeled as a MDP to introduce the worst-case
uncertainty scenarios. Subsequently, adversarial training based
on the AMDP is employed to search for robust control policies
in uncertain environments. Finally, case studies on a four-IBR
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microgrid and the modified IEEE 33-bus system corroborate
the proposed method’s effectiveness and its superiority over
conventional robust-control baselines. Compared with existing
studies on adversarial reinforcement learning in power systems
[20]-[22], this paper makes the following distinct contribu-
tions:

1) This paper is the first to formulate the robust small-signal
stability control of inverter-based microgrids under parametric
uncertainty as an AMDP, in which the protagonist optimizes the
droop coefficients while the adversary perturbs uncertain sys-
tem parameters to emulate the worst-case dynamics.

2) This paper introduces a D-stability based minimum
damping ratio criterion to quantitatively evaluate dynamic sta-
bility margins. This criterion endows the reward function with
a clear physical interpretation and enables the control policy to
directly optimize the system’s small-signal stability perfor-
mance.

3) Building upon the TD3 algorithm, we design an adversar-
ial TD3 framework that trains the protagonist and adversary in
continuous state—action spaces. The proposed method can suc-
cessfully identify the worst-case uncertain-parametric behavior
(WCUPB) and simultaneously learn an adaptive robust control
policy.

1. MICROGRID MODELING

This section first provides a brief restatement of the small-
signal model of droop-controlled microgrids. Subsequently,
considering parameter uncertainties, an uncertainty model of
the microgrid is constructed, and the robust D-stability is in-
troduced.

A. Small-signal model of droop-controlled microgrid

A typical droop-controlled microgrid is shown in Fig. 1. In-
verters and loads are connected to buses, which are further in-
terconnected through distribution lines to form a simple and
representative microgrid. This paper adopts a fifth-order elec-
tromagnetic model as the small-signal representation of the mi-
crogrid, which reported in many papers [24], [25] as a suitable
model for the stability analysis of the droop-controlled mi-
crogrids.

The model includes the following states: the dynamic states
of the inverters, namely the phase angle o, , frequency @, and
voltage ¥, ; the dynamic states of the lines, namely the current
components 1, and I, ; in the dg reference frame; and the
dynamic states of the loads, namely the injected current com-

ponents [ pL, and I in the dg reference frame. The system
dynamics can be expressed as follows:

50 =(o-a,,)dt (1)

@, =0.(-0 +o, k,,lP,) 2

=o,(V,+V, - q,iQf) (3)

P=15(1,V,,+1,7,) )

Q _1 S(Idll/qz Iq,in,i) (5)

erI - R ]D ik + a)mmszIQ ik + V V (6)

Fig. 1. A microgrid with 4 IBRs and power inverter structure of each IBR.
leIQ W= leIQ w ~ O LI p i + V 0 —VQ’k 7

Ly, ==R1I,, +o.L1,, +V,, (8)

LL IQL = RL IQL a)me I, +VQ’i 9)

1, :[D,fk"'ID,L, (10)

1,, :Ig,fk"'IQ,L, (11)

By linearizing the above dynamic equations around the
steady-state operating point, the small-signal model of the in-
verter-based microgrid can be derived. The steady-state operat-
ing point of the system can be obtained through power flow cal-
culations. The resulting linearized model is expressed as:

Ax, = A4, Ax (12)

Further details regarding this model can be found in [23], [25].
B. Uncertainty Modeling and Robust D -stability

In practical power systems, parameter uncertainties can arise
from various sources. Beyond uncertainties caused by manufac-
turing and measurement errors in device parameters, and envi-
ronmental or temporal variations in network parameters,
changes in controller parameters due to cyberattacks can also
be regarded as a form of uncertainty. These parameter uncer-
tainties lead to discrepancies between the employed model and
the actual system, which ultimately affect the results of small-
signal stability analysis by altering the system's state matrix Am
, as expressed by the following equation:

= (4, +A(Q)Ax,, (13)

where AA(q) represents the variation in the state matrix 4,
caused by the uncertainty vector q . It is assumed that the un-
certain parameter vector ¢ takes values within a hyper-rectan-
gular parameter space 0 , thatis, q € 9 where:

:{q|ql. e[q,._,q:'],i=1...m} (14)

The system’s stability is determined by the set of state matri-
ces defined as A(Q)={A+AA(q)|qe 0} . As the parameter
vector q varies continuously within the parameter space Q ,
the eigenvalues of the state matrix also move continuously in
the complex plane.

The ability of a system to maintain small-signal stability var-
ies under different operating conditions. In some cases, even
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Fig.2. (a) Conventional Stability Region. (b) D -stability Region.
slight changes in system parameters can lead to performance
degradation or even a loss of stability, highlighting the need for
strong robust stability in power systems. Robust stability refers
to the capability of a control system to remain stable under a
certain range of parametric uncertainties. For microgrid sys-
tems, it is essential to ensure stable operation under various un-
certain parameters, making it necessary to account for robust
stability when analyzing their small-signal stability.

Traditional stability criteria for microgrids are typically
based on Lyapunov’s method, which defines the imaginary axis
as the stability boundary. As long as all eigenvalues of the sys-
tem lie to the left of the imaginary axis, the system is considered
small-signal stable, as illustrated in Fig. 2(a). However, in mi-
crogrid systems, to ensure rapid damping of oscillations, it is
often necessary not only for the eigenvalues to lie in the stable
region, but also to exhibit a certain minimum damping ratio.
This imposes stricter requirements on the distribution of the
system’s eigenvalues. Therefore, the region D is defined as fol-
lows:

D={el |arg(-) <o}, 0<p<x/2 (15)

In other words, D is a sector symmetric with respect to the neg-
ative real axis, having an opening angle 2¢ , as shown in Fig.
2(b). Region D effectively introduces a minimum damping ra-
tio cone in the left-half plane, ensuring a minimum damping
margin for the oscillating mode. A system is considered
D-stability if all of its eigenvalues A, lie within the region D
.Compared to traditional stability, D-stability eliminates the
weakly damped region near the imaginary axis in the complex
plane, resulting in stronger dynamic stability for the system.
Accordingly, the objective of this study is to ensure that the
droop-controlled microgrid maintains D-stability under vari-
ous parametric uncertainties—i.e., the system maintains robust
D-stability .

III. D- STABILITY ANALYSIS BASED ON PARAMETERS

This section first categorizes the various parameters of the
microgrid, then highlights the importance of the minimum
damping ratio for robust D-stability, and finally analyzes how
different parameters affect the D-stability of the microgrid.

A. Parameter Classification and Damping Ratio

First, the parameter set of the microgrid is divided into two
groups. The uncertainty parameter set B includes uncer-

unc

tainty parameters whose variations can affect system stability.

The controllable parameter set B, consists of controllable pa-
rameters that can be finely adjusted to stabilize the system. A
system incorporating both uncertain and controllable parame-
ters can be expressed as follows:

Ax.Y)S = Aacz Ax, sys

A = S Wy, 1, +11,)
where A4, is the actual system state matrix, u
nominal parameters, u,,. represents the uncertain parameters,
and u,, represents the controllable parameters. The nominal,
uncertain, and controllable parameters together determine the
actual parameters of the system, and consequently, the state ma-
trix A, which affects the system’s robust D-stability .
Once the system state matrix A is obtained, the eigenvalues

can be computed using the following equation:

|41—A4]=0 (18)
where / is the identity matrix, and A, can be computed using
the following expression:

A=+ jp (19)
Each eigenvalue of the state matrix corresponds to a specific
oscillation mode. When ¢; <0, the mode is decaying, and its
rate of decay can be characterized by the damping ratio ¢, :

é/i:_ai/\/aiz+ﬁi2 (20)

According to Hurwitz stability, if the system is asymptoti-
cally stable, then the following condition holds:

Re(4,) <0, Vi (21)
that is, the system is small-signal stable when all real parts «
are negative. Combining equation (20) and (21), the system is
small-signal stable if and only if all damping ratios satisfy
¢, €(0,1]. Moreover, a larger indicates a faster decay rate of
the corresponding oscillation mode, meaning that the associated
state response component approaches zero more quickly.
Therefore, compared to the simple criterion of Re(4,) <0, the
damping ratio serves as a more comprehensive indicator of sys-
tem stability, response speed, and oscillation severity. It not
only determines whether the system is small-signal stable, but
also reflects the combined characteristics of decay rate and os-
cillation frequency. Hence, this paper adopts the minimum
damping ratio to characterize the robust D-stability of the sys-
tem, as shown below:

0<{<(,, << (22)
|G —¢7| <0 (23)

The value {*=({+¢)/2 denotes the optimal minimum
damping ratio, and o indicates a small positive margin ap-
proaching zero. ¢, represents the weakest oscillation damp-
ing capability among all modes of the system. Increasing &,
is generally considered beneficial for enhancing the dynamic
performance of the system's most weakly damped components.
However, an excessively high damping ratio may lead to overly
sluggish system responses. Although the system may exhibit al-
most no oscillations, the slow response may not meet certain
fast dynamic performance requirements. Therefore, when ¢,
satisfies equation (22), the system is considered D-stability ;
when ¢ . satisfies equation (23), it indicates that the minimum

min

(16)
(17

denotes the

nom
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TABLE 1
PARAMETERS OF A MICROGRID SYSTEM WITH 4 IBRS

Parameters Values
IBR(No.) 1 2 3 4
k,(rad/W)  7x107 7x107  7x107° 7x107
k,,(V/Var)  1.12x10% 1.12x10° 1.12x10*  1.12x10~
P (kW) [0,20] [0,20]  [0,20] [0,20]
0, (kVar) [-20,20]  [-20,20] [-20,20]  [-20,20]
Line(No.) 1 2 3
R(Q) 0.16 0.32 0.1
L(mH) 0.5 1 0.3
Load(No.) 1 2 3 4
R(Q) 5.6 14.1 11.2 8.3
L(mH) 8.9 45 17.8 8.8
Reference f=50Hz V'=311.1v t=27ms
(a) k, =8x107 k, =8x10~ (b) k, =7.28x107,k, =7.28x10°°
o e N e B (e YT NI
E 50 E 50
o RN o \1\
g o N E oo iy
E -50f. E -50
-100 v 100 S
-10 5 0 -10 5 0

Real l[()art ) Real part
(c) k,=7.68x107,k, =7.68x107 (d) Eigenvalue distributions
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Fig. 3.  The trace of system eigenvalues under varying line parameters with

different droop coefficient combinations.

damping ratio lies near the optimal damping ratio, suggesting
that the system possesses good robust D-stability .

B. Impact of Parameters on D-stability of Microgrid

As shown in equation (13), the uncertain parameters affect
the distribution of the system’s eigenvalues by influencing the
state matrix A . This implies that under certain combinations of
uncertain parameters, the minimum damping ratio of the system
may fall outside the specified upper and lower bounds, that is:

3q,€0.¢,,(@)<¢ or ¢,.(q)>¢ (24)

The following section uses a 4-IBR microgrid as an example
to demonstrate how uncertain parameters affect the system's
minimum damping ratio under different droop parameter com-
binations. The detailed parameters of the 4-IBR microgrid are
provided in Table 1. The eigenvalue trajectories of the system's
small-signal model under variations in line parameters are illus-
trated in Fig. 3. Here, the upper and lower bounds of the

minimum damping ratio are preset to 0.05 and 0.03. Figures
3(a)—(c) show how the system eigenvalues shift as the imped-
ance of Line 2 varies within the range [0.8,1.2] under different
droop coefficient settings. As observed from Figs. 3(a) and
3(b), if appropriate droop parameters are not selected, varia-
tions in the parameters of Line 2 alone can cause the system’s
minimum damping ratio to fall outside the specified bounds. As
shown in Fig. 3(c), when the droop coefficients are set to
k,=7.68x107,k, =7.68x107, the system's minimum damp-
ing ratio remains within the predefined bounds regardless of the
variations in Line 1 parameters. This demonstrates that properly
tuning the droop parameters can enhance the system’s robust
D-stability . In addition, Fig. 3(d) shows that modes with the
minimum damping ratio exhibit varying sensitivities to line pa-
rameters. As a result, when more uncertainty parameters are in-
troduced, predicting and ensuring the minimum damping ratio
becomes increasingly challenging.

IV. ROBUST CONTROL STRATEGY DESIGN
UNDER PARAMETER UNCERTAINTY

In this section, we respectively provide a brief introduction
to MDP and AMDP. Then, the robust optimization problem of
controllable parameters, which considers system parameter un-
certainties in inverter-based microgrids, is reformulated under
the frameworks of MDP and AMDP.

A. MDP and WCUPB

During the training phase, the agent observes the state of the
environment and selects corresponding actions based on the
current state. It then receives a reward signal from the environ-
ment and updates its policy accordingly. The goal of the agent
is to maximize the expected cumulative reward over time. To
simplify analysis, it typically assumes the environment follows
a Markov property—i.e., the next state depends only on the cur-
rent state and action, independent of the past. Based on this as-
sumption, the decision-making process in DRL can be modeled
as an MDP. The MDP is defined as a tuple (S, A, P,R, y),
which describes the interaction between the agent and the envi-
ronment. Here, S denotes the state space, representing all pos-
sible system states, and A denotes the action space, represent-
ing all actions the agent can take. The state transition probabil-
ity is defined by the function P:S xA xS —[0,1] , which
gives the probability of transitioning from state s, € S to state
s,,, €S under action a €A The reward function
R:SxA — 1 represents the expected reward received when
taking action « in state 5. The discount factor y [0,1] reflects
the relative importance of future rewards compared to immedi-
ate rewards.

In inverter-based microgrids, WCUPB is defined as follows:

un,lgBX i é’min (Aunc) - é/* | (25)
516 ( Ay ) <& 08 Cin(4,)> & (26)
u, <u <u (27)

unc — unc unc

where 4, = f(u,,, +u,.) represents the state matrix of the
system after undergoing the WCUPB.

Authorized licensed use limited to: CHONGQING UNIVERSITY. Downloaded on August 15,2026 at 03:46:52 UTC from IEEE Xplore. Restrictions apply.
© 2026 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Industry Applications. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TIA.2026.3655665

> REPLACE THIS LINE WITH YOUR MANUSCRIPT ID NUMBER (DOUBLE-CLICK HERE TO EDIT) <

it Environment : Small-signal model iyfeasure
0o I 0 >
! o, -ol 0, 0, o, el
M,.=le, 0 e, o, o,
h 0, 0 O, -oRX" ol
O, 0 O, -ol -oRX"J

Trained .
LS Policy 77, —

=

’ Environment : Small-signal model Measure
A 0 1 0 0 0 *S;
L 0, ~a O, O, 0,
A,=l0, 0 0, 0o, o,
6} 0 0, -oRX" ]
F"a:’*’ O, 0 O, -0l -oRX"[ !
Execute | o " Executs
Policy 7' Cunr )= |~ Tk, + D <
Trained
e s
CON-A
Il
Robust = Robust
Control . @ D Stability
1, Lo
;
Policy 7’ H

Fig. 4.

Training Scheme

Framework and Implementation Process of the Proposed Adversarial

The WCUPB problem is formulated as an MDP, with its tu-
ple defined as follows:

1) State Space: In the WCUPB problem, the uncertain pa-
rameter agent (Unc-A) receives a deterministic state from the
environment. At time step ¢, the observed state is represented
as:

5, = {Coine (A -5, €8 (28)
where ¢, =¢ . (4,.)—¢" represents the difference between
the system's minimum damping ratio and the optimal mini-
mum damping ratio.

2) Action Space: In this study, we select the deviation of line
impedance parameters in the microgrid system as the actions of
Unc-A. In inverter-based microgrids, line parameters are deter-
mined by cable type and length, which are subject to variations
in practical applications due to factors such as temperature, ma-
terial geometry, and manufacturing tolerances. Modeling dis-
turbances in these parameters is of practical significance.
Therefore, the action space of Unc-A is defined as:

a,={AL,, AR, } €A, (i.k)eL

ot 29)
where L denotes the set of lines, and the ranges of AR, , and
AL, determine the strength of the uncertain parameter behav-
ior and subsequent adversarial intensity.

The actual parameters of the line impedance are calculated as
follows:

Rik,t = Ri(l)c,t +ARik,t9 V(l, k) € L (30)

Lik,l :L?k,z +ALik,t’ \V/(l,k) EL (31)
where R, , and L, denote the actual resistance and induct-
ance of line i, and R,.(,)lvw and L?k, are their corresponding nomi-
nal values.

3) State Transition Probability: The state transition probabil-
ity of the system is defined as follows:
sHl = P(St’az) (32)
The next state of the system s, is jointly determined by the
current state s, and the action a, taken by the Unc-A.
4) Reward Function: The reward function is defined based
on the objective of the Unc-A. Since the goal in this problem is

t 1

Algorithm 1 Adversarial Training based on TD3

1: Import trained uncertainty agent Unc-A with policy 7.
2: Initialize agent Con-A's two critic networks and policy
network with 6,6, and ¢' . Initialize target network with
weight 6/« 0,0, < 0,,¢' < ¢ .

3: Initialize replay buffer D and configure TD3 algorithm
according to Table II.

4: For episode=1 to M do

5: Initialize state s, .

6: Fort=1toT do

7: Obtain the current state s, . Unc-A generates action a,
based on 7. Con-A generates a noisy action @ based on
the policy ﬂ; then apply clipping to action a, .

8: Execute actions a, and a, , compute the reward r , and
observe the next state s, .
9: Store the transition (s,a,,a,,r),s,,,) into the replay
bufferD .

10: If it is the update step, then randomly sample a mini-
batch of transitions (s;,q,,4q,,7,,s,,,) from the replay
buffer D . Compute the target action g, and the target Q-
value. Update the critic networks' weights 6,6, .

11: If t mod N, =0 then update the actor networks'

lelay
weights. “
12: Soft update the target network parameters.
13: end for
14: end for

to identify the worst-case scenario for the minimum damping
ratio, the reward function is given as:

=[G (4,0 ¢

B. AMDP and robust control

To ensure that the control policy of the controllable parame-
ter agent (Con-A) remains robust under system parameter un-
certainties, the optimization problem is defined as follows:

(33)

min [ (4,,) = ¢+l 34)
S.f.g < gmin (Aﬁ”) < (35)
ucon < ucon < E (36)

The objective of this optimization problem is to ensure that,
under the WCUPB imposed by Unc-A, the control policy of
agent Con-A keeps the system's minimum damping ratio as
close as possible to the desired optimal value within the prede-
fined bounds.

AMDP is also composed of a tuple (S', A,A",P',R",7).
However, unlike MDP, AMDP involves two agents: Unc-A and
Con-A, who have opposing goals. Each agent takes different
actions to achieve their own goals. Therefore, the definition of
the tuple in AMDP differs accordingly and is given as follows:

1) State space: Similar to MDP, the state information of in-
terest in AMDP is still the system’s minimum damping ratio
and its deviation from the predefined optimal minimum damp-
ing ratio. The only difference is that in this process, the
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minimum damping ratio is calculated based on the state matrix
Ay, , rather than 4, .

TABLE 2

HYPERPARAMETERS OF TD3 ALGORITHM
Parameters Values
Experience buffer length 1x 10°
Discount factor 0.99
Minibatch size 256
Critic /Actor learning rate 1x 1073
Optimizer Adam
Target smooth noise standard deviation 0.2
Policy updating frequency 2
Target smooth factor 5% 1073
Exploration noise standard deviation 0.1
Target-policy noise clipping bound [-0.5,0.5]
Reward-function weight 0.2

Episode Reward

—learning rate=10">
—learning rate= 10

. -2
—learning rate=10

1000 2000 3000 4000

Episode Number

5000

Fig. 5. The average reward and episode reward during the training stage of

the Unc-A.
St' = {é/min,t (Aﬁn )’ gr ’} € S '

where & '=¢ . (4,)-¢"

2) Action space: For the Con-A, its action space is defined as
A", which includes all parameters in the controllable parame-
ter setB_, . In this paper, based on the inverter-based microgrid
model, these controllable parameters refer specifically to the
droop coefficients of the inverters. Therefore, the action space

is defined as:

(37

a'={k, .k A" jel (38)
where £ ., and k

Yy ..« Tespectively represent the active and re-
active power droop coefficients of inverter .
The action space of Unc-A remains the same as the action
space A in the MDP.
3) State Transition Probability: In the AMDP framework, the
state transition probability of the system is given by:
S, '=P(s,a,'a,) (39)

of the system is jointly determined by the

'

the next state s,,,
current state s,' and the actions a,', a, taken by the two
agents.

4) Reward function: Con-A not only restore the system
damping to the optimal range under the worst-case environment
created by Unc-A, but also minimize the control cost as much
as possible. Therefore, the reward can be defined as:

" _ ! ] ] n _ [ ]
rz =R (Sl ’al ’at’sz+l )_alri,z +r2,z

(40)

3

n ==k, kD 1)
jel

T '=- gnlin,x (A/in )—¢" (42)

The reward function consists of two components, 7, ' and
r,,'. The first component, as shown in equation (41), penalizes
excessive variations of droop coefficients to minimize the over-
all control cost. The second component, as shown in equation
(42), encourages the improvement of the system’s minimum
damping ratio toward the desired target, thereby enhancing the
damping margin and dynamic stability. The hyperparameter ¢,
serves as the weighting factor for 7, ', used to adjust its contri-
bution to the total reward, indicating the degree of emphasis
placed on it.

C. Solution Approach for MDP and AMDP in WCUPB and ro-
bust control Design

Given the non-convexity of damping ratio calculations and
the complexity of adversarial problems, this study adopts the
TD3 algorithm to train DNNs. A brief overview of the TD3 al-
gorithm is provided below.

TD3 is a DRL algorithm for continuous action spaces. It is
built upon the DDPG framework and incorporates the idea of
Double Q-learning to alleviate the overestimation issue in ac-
tion-value function approximation [26]. TD3 maintains two in-
dependently initialized Q-networks, O, (s,a) and 0, (s,a) ,
and uses the smaller of the two Q-values when updating the tar-
get to suppress overestimation bias:

v =r+ymin] Qp(s.,a,) Oy (sd) | (43)

where 4,,, is a target action with added noise, generated by the
target policy network and smoothed by noise:

a,, =, (5,)+8 ~clip(N(0,6),—c,c) (44)

In continuous action spaces, Q-values for similar actions in the
same state tend to be close. Therefore, Gaussian noise O is
added to the actiona,,; to smooth the updates of the critic net-
work. For the stability of training the critic network, the noise
is clipped by a constant ¢, keeping d,,, close to the output of
the policy network.

The total loss function of the critic is composed of the sum
of the mean squared error (MSE) loss functions of the two critic
networks:

loss =MSE(Q, (s,,a,), y,)+MSE(Q, (s,,4,), »,) (45)
where 6 are updated using the gradient descent algorithm.
The policy network is updated by maximizing the O-value:

b B+ N2 V,0, (5,50 |y ) Vi 7 (5,) (46)

where «a, denotes the learning rate of the policy network, and
the action ¢, in the critic network O, (s,,4,) is obtained from
a, =, (s,). To improve training stability, TD3 introduces a
delayed policy update mechanism, meaning that for each update
of the O-networks, the policy network is updated only once. In
this study, the soft update of the target networks is performed
synchronously with the delayed actor updates, i.e., every N,
steps, to ensure training stability. The soft update mechanism is
mathematically described as:

0 «—10+(1-1)0

(47)
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¢ —p+(-1)¢ (48)
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Fig. 6. (a) Variation of Unc-A’s action. (b) Variation of Con-A’s action. (c)

Variation of the Minimum Damping Ratio of the 4-IBR microgrid under the
actions of Unc-A and Con-A.

In the standard AMDP framework, Con-A maximizes the ob-
jective J'(z',7) through its policy z', while Unc-A mini-
mizes the same objective through its policy 7 . Together, they
form a min-max adversarial optimization problem, as shown
below:

7w, (a,'|s, ") =argmax . min_ J(7',7) (49)

(50)

Although adversarial reinforcement learning methods based
on jointly training the policies 7' and 7 are theoretically ef-
fective, in practice the training process may suffer from issues
such as low sample efficiency, unstable convergence, and high
computational cost. Therefore, in this study, we first train agent
Unc-A under the MDP framework. The well-trained agent Unc-
A is then deployed in the AMDP framework, where its policy
7 is fixed during the training of agent Con-A's policy z'. The
adversarial training framework is illustrated in Fig. 4, and the
specific implementation of the TD3 algorithm within this
framework is detailed in Algorithm 1.

7, (a,|s,"y=argmin_max ,J(z' 7)

V.RESULTS

A. Experimental Setup

As described in Section IV-C, the TD3 algorithm is em-
ployed in this study to train the Unc-A and Con-A for solving

the MDP and AMDP. All DNNs in this study are initialized
with random weights and biases. The framework includes one
100
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Fig. 7. Eigenvalue distributions of the 4-IBR microgrid system before

WCUPB, after WCUPB, and with both WCUPB and robust control.

actor network and two independently initialized critic networks
with identical structures. Each critic network takes the system
state and action as inputs, which are concatenated at the first
hidden layer. The critic networks contain two hidden layers
with 100 and 50 neurons, respectively, both using ReLU acti-
vation functions. The output layer is a single neuron represent-
ing the Q-value of the state-action pair. The actor network maps
the environment state to continuous actions through two hidden
layers, which are configured identically to those in the critic
networks. A Tanh activation function is applied at the output to
generate actions within the range [—1,1], which are then linearly
scaled back to the actual action range. A scaling layer at the
output of the actor is used to ensure that the actions conform to
the defined bounds of the action space.

The hyperparameters of the TD3 algorithm are summarized
in Table 2. The parameter settings were primarily based on the
typical values reported in [21], [26] and were further fine-tuned
through experimental validation. Taking the learning rate as an
example, Fig. 5 illustrates the episode rewards and their 200-
step moving averages under different learning-rate configura-
tions during training. As shown in the figure, an excessively
large learning rate leads to oscillatory convergence and lower
reward performance, whereas an overly small learning rate re-
sults in delayed convergence. In contrast, a learning rate of
1x107 achieves a favorable balance between convergence
speed and stability.

B. Casel: Worst-Case Uncertain-Parametric Behavior

To evaluate the performance of the proposed method, we first
conduct tests on a 4-IBR microgrid, whose topology is shown
in Fig. 1. Given that the line parameters in microgrid systems
are subject to measurement errors, temperature variations, and
model simplifications, this paper selects line parameters as rep-
resentative uncertain variables for the study. Specifically, lines
1, 2, and 3 are all considered to contain uncertainties, forming
the uncertain parameter set B, = {R,,, L,, R,;, L,;, Ry, Ly} .
The range of each uncertain parameter in this study is set to
[0.8,1.2] times its nominal value. This configuration not only
covers the typical engineering error range of £10%, but also al-
lows the adversarial reinforcement learning to train robust pol-
icies within a broader space of modeling errors, thereby

Authorized licensed use limited to: CHONGQING UNIVERSITY. Downloaded on August 15,2026 at 03:46:52 UTC from IEEE Xplore. Restrictions apply.
© 2026 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Industry Applications. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TIA.2026.3655665

5
> REPLACE THIS LINE WITH YOUR MANUSCRIPT ID NUMBER (DOUBLE-CLICK HERE TO EDIT) <
enabling adaptation to a wider variety of real-world scenario
variations.
@ ) (O ) ©
50[ " [ IBR-1_IBR2 IBR3 IBR-4 60‘* IBR-1-—IBR-2 IBR-3  IBR-4 SOL | IBR-1-IBR-2 - IBR-3  IBR-4
vl g% 4995
£499¢ z { =¥
g 250 g
2 £ 5 499
2498 g ‘ g
= { u‘:“" 49851
49.7 L
% A0 ‘ 49.4 ‘ ‘
0 1 2 3 4 5 0 1 2 3 4 5 0 1 2 3 4 5
Time(s) Time(s) Time(s)
(d) ) (N
" [_IBR1__IBR-2 IBR3 IBR| [ IBR-1IBR-2 IBR-3 IBR-| ‘ [ IBR-1-—IBR-2- IBR-3  IBR-4|
311 350 T |
B S S
%310 5 | g3105
£ } £300 =
= El o
~ 300} > > 310
250F 309.5
308 : :
0 1 2 3 4 50 1 2 3 4 5 0 1 2 3 4 5
Time(s) Time(s) Time(s)
Fig. 8. Frequency and voltage trajectories of the 4-IBR microgrid system under the same disturbance: before WCUPB, after WCUPB, and with both WCUPB

and robust control.

Fig. 6(a) illustrates how Unc-A’s actions evolve over time,
and the close alignment in their trends, rates, and final values
suggests that the line parameters influence the eigenvalue asso-
ciated with the system’s minimum damping ratio in the same
manner. As shown in Fig. 7, after the system is subjected to the
WCUPB generated by the Unc-A, the minimum damping ratio
decreases from 0.0317 to —0.0142. Furthermore, Figs. 8(b) and
(e) illustrate the impact of the WCUPB on the system by show-
ing the trajectories of both system frequency and voltage. These
results indicate that the system can operate stably under the in-
itial parameters; however, when subjected to a certain level of
uncertain parameter disturbances, the system become unstable.
It is worth noting that, because the DRL is a sampling-based
data-driven search, the discovered WCUPB corresponds to the
worst-case behavior within the explored uncertainty domain,
rather than a mathematically global extremum. Nonetheless, the
above results and analysis show that the identified scenarios by
the DRL consistently drive the system toward its stability mar-
gin, effectively revealing the most critical combinations of un-
certainty parameters. Therefore, the WCUPB obtained in this
work should be interpreted as a practically realizable and pol-
icy-dependent worst case, providing a reliable basis for subse-
quent adversarial training.

C. Case2: Robust Control Strategy

Building upon Case 1, Case 2 introduces the Con-A. Assum-
ing that all droop coefficients are adjustable, the controllable
parameter set is defined as B, = {k,,, kqw,.\ i=1,...,4} and the
value range of each droop coefficient is uniformly set to
[0.5,1.5] times its initial value.

The Con-A is deployed alongside the previously trained Unc-
A in the same environment for adversarial training. Similarly,
after the reward fully converges, the neural network model of
Con-A is extracted and deployed, allowing the system's control
strategy to exhibit improved robustness under uncertainty. Fig.
6(b) illustrates how Con-A enhances the system’s robust
D-stability by adjusting the droop coefficients when respond-
ing to the WCUPB. In Fig. 6(b), the trajectories, rates, and final
values of the droop parameters exhibit slight differences, yet

their overall trends remain generally consistent. Meanwhile,
Fig. 6(¢c) clearly demonstrates a notable increase in the system’s
minimum damping ratio. This implies that although the sensi-
tivities of individual droop parameters to this eigenvalue differ,
their overall influence is greater than that of the line parameters.
Ultimately, with the regulation of Con-A, the system’s mini-
mum damping ratio is improved to 0.06, which corresponds to
the pre-defined target value.

Fig. 7 illustrates the changes in the eigenvalue distribution of
the 4-IBR microgrid system before and after being subjected to
the WCUPB generated by Unc-A, as well as after Con-A par-
ticipates in the control. As shown in Fig. 7, although the slowest
real mode shifts from —1.19 to —0.844 after robust control under
parameter uncertainty, the damping of the oscillatory modes is
improved overall. Especially, the system’s minimum damping
ratio is increased to 0.06, representing an 89.3% improvement
compared with the original system. This not only signifies a
substantial enhancement in the system’s robust D-stability but
also markedly strengthens its capability to attenuate disturb-
ances. Taking the frequency as an example, compared with the
original system under the same disturbance, implementing ro-
bust control reduces the steady-state frequency deviation from
0.094 to 0.074, shortens the stabilization time from 0.36 s to
0.08 s, and lowers the maximum frequency deviation from
0.155 to 0.094, as shown in Figs. 8(a) and 8(c). In addition, the
improvement in voltage dynamics can also be observed in Figs.
8(d) and &(f). Therefore, the proposed method significantly im-
proves the 4-IBR microgrid’s robust D-stability performance.
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Variation of the Minimum Damping Ratio of the modified IEEE 33-bus sys-
tem under the proposed method and #_ control.

D. Case3: Scalability Test Based on the IEEE 33-bus System

In Case 3, the scalability of the proposed method is validated
on the modified IEEE 33-bus system, whose topology is illus-
trated in Fig. 9. Although the system scale increases signifi-
cantly, the dimensions of the state and action vectors used as
inputs remain nearly the same as those of the previous system.
The primary difference lies in the slightly higher action dimen-
sionality of Unc-A. The training cost of the proposed method
mainly stems from the two Q-networks and the actor network,
with computational complexity on the order of O(n°) ~ O(’) ,
where n denotes the number of network nodes. In the 4-IBR
system, training of Unc-A takes approximately 0.8 hour, while

adversarial training of the Con-A requires about 1.1 hours. For
the modified IEEE 33-bus system, Unc-A requires nearly 1.1
hours for training, and the Con-A takes roughly 1.3 hours.
Overall, despite the increase in system scale, the training pro-
cess can still be completed within a reasonable time frame and
the online inference of the trained policy remains lightweight.

To demonstrate the adaptive robust control performance of
Con-A under dynamically varying parameter uncertainty, the
simulation assumes an initial uncertainty range of [0.9,1.1]
times the nominal value. Subsequently, at 10 seconds into the
simulation, it is assumed that the factors contributing to param-
eter uncertainty intensify, thereby expanding the range to
[0.8,1.2] times the nominal value. The network impedance
(a)
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Fig. 11.  (a) Eigenvalue distributions before 10s under the proposed method.

(b) Eigenvalue distributions after 10s under the proposed method. (c) Eigen-
value distributions under 77, control with the same conditions.

parameters and load data in the system are derived from the
standard 33-bus test case in MATPOWER. To facilitate com-
putation and statistical analysis, the 32 distribution lines are
grouped accordingly. Considering that the IEEE 33-bus system
is a typical radial distribution network, the grouping is carried
out based on its topological characteristics. Specifically, the
system is divided into four electrical subtrees, in which the lines
are topologically adjacent and have similar electrical distances.
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Therefore, it can be approximately considered that the parame-
ter uncertainties of the lines within the same subtree are con-
sistent. The detailed grouping is as follows: Group 1 includes
lines 1-2, 2-3, 3-23, 2-19, 19-20, 20-21, 21-22, 23-24, and
24-25; Group 2 includes lines 3—4, 4-5, 5-6, 6-7, 7-8, 8-9, 9—
10, and 10-11; Group 3 includes lines 11-12, 12-13, 13-14,
14-15, 15-16, 16—17, and 17-18; Group 4 includes lines 6-26,
26-27, 27-28, 28-29, 29-30, 30-31, 31-32, and 32-33.

Fig. 10(a)-(b) illustrate the action of Unc-A and Con-A. Ad-
ditionally, Fig. 10(c) shows the evolution of the system’s mini-
mum damping ratio under the same WCUPB conditions for
both the method proposed herein and a classical H_-based ro-
bust control scheme. As the H approach is a mature and well-
established framework, we do not elaborate on it further; inter-
ested readers are referred to [10], [27]. Since the eigenvalue
corresponding to the system's minimum damping ratio is more
sensitive to droop parameters than to line parameters, and the
adjustable range of droop parameters is also larger, the system
can theoretically achieve better small-signal damping margin
and dynamic performance. As shown in Fig. 10, during the sim-
ulation, when the action range of Unc-A expands and intro-
duces a new WCUPB to the system, Con-A responds to the ob-
served change in system states by initiating a new round of
droop coefficient adjustments to maintain the minimum damp-
ing ratio at 0.06. By contrast, while the H_-based robust con-
troller can deliver a prescribed robustness margin under a priori
specified parameter uncertainties, its strategy of enveloping all
uncertainties to guarantee robustness inevitably yields a con-
servative design. Moreover, as an ex-ante defense, once the ac-
tual uncertainties exceed the pre-assumed bounds, the system’s
robust stability deteriorates markedly—and may even collapse
into instability—as illustrated in Fig. 10(c). Finally, Fig. 11 re-
ports the distribution of the system’s critical eigenvalues under
various conditions, in agreement with the time-domain results
shown in Fig. 10(c).

VI. CONCLUSION

This paper developed an adversarial DRL framework for ro-
bust stability control of droop-controlled microgrids under
worst-case parameter uncertainty. The motivation stems from
the need to maintain adequate damping stability despite inevi-
table model mismatches and disturbances. By formulating the
problem as an AMDP, the proposed approach jointly identifies
the WCUPB and derives an adaptive robust droop control pol-
icy. Case studies on both a 4-IBR system and the modified IEEE
33-bus system demonstrate the method’s effectiveness and
scalability. The main advantage of this study lies in its ability
to integrate quantitative stability analysis with data-driven
learning, enabling closed-loop optimization of dynamic stabil-
ity performance under uncertainty. However, the current frame-
work is based on a linearized small-signal model and relies on
offline training, which may limit its applicability to strongly
nonlinear or time-varying scenarios. Moreover, the adversarial
agent focuses on parameter perturbations only, and other
sources of uncertainty—such as topology variation, communi-
cation delay, and measurement noise—are not yet incorporated.

Future work will focus on extending the framework toward
nonlinear and time-varying microgrids, develop richer adver-
sarial strategies encompassing cyber—physical uncertainties.
Further research will also explore distributed multi-agent learn-
ing architectures for large-scale interconnected microgrids to
further enhance adaptability and computational efficiency in
practical applications.
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