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Abstract—Mobile peer to peer (P2P) networks offer a huge
potential for distributed mobile P2P crowd services (MPCS),
which enable data and computational tasks to be offloaded
and executed directly between mobile devices. Similar to cen-
tralised mobile crowd services, such as mobile crowdsensing,
incentivisation mechanisms are core to encouraging mobile users
to participate in MPCS systems. However, due to the impact
of task execution failures and unreliable behaviours of mobile
users (particularly task requesters), it is a daunting task to
design and implement an incentivisation mechanism to cater
for the needs of MPCS systems. In this paper, we propose
a fault-tolerant incentivisation mechanism (FTIM) for MPCS
systems. With conditional payment strategies, FTIM is proven
to accommodate the requirements of two important application
scenarios by achieving mechanism properties such as incentive
compatibility, economic efficiency, individual rationality, and
weak budget balance. Moreover, to tackle the practical challenges
in implementing FTIM in the real world, we design a MPCSTo-
ken smart contract to facilitate its service auction, task execution
and payment settlement process. We implement the MPCSToken
contract on Ethereum blockchain. Both real-world experiment
and simulation results show that the system is cost effective for
deployments and improves the overall mobile users’ utility by
exploring the opportunities offered by MPCS.

I. INTRODUCTION

With the proliferation of mobile devices, mobile crowd
participants have become one of the important providers for
data and services. For example, mobile crowdsensing [1]],
[2] is a paradigm that relies on the data collection (sensing)
capability of mobile devices to assist various tasks such as
floorplan construction [3]], [[4], traffic management [S], and en-
vironmental monitoring [6]]. The crowdsensing based approach
usually relies on a centralised cloud server to allocate tasks
and provide incentives to the participating mobile users. The
recent development of device to device (D2D) communications
enables mobile peer to peer (P2P) crowd service (MPCS)
systems, in which data offloading and computation tasks can
be provided in a fully distributed fashion between several
mobile devices in the local network formed by Bluetooth or
WiFi Direct [7]-[11]. Compared to centralised mobile crowd
service systems, in which the cloud server is the service
requester and the mobile users are service providers (usually
called crowd workers or workers), both the roles of service
providers (workers) and requesters are undertaken by mobile
users in MPCS systems. Fig. [T]illustrates several example ser-
vices that can be provided in MPCS systems. These examples
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Fig. 1. Overview of mobile P2P crowd services.

include not only P2P data sharing and offloading [7]], [8]], but
also various application specific computation tasks [9]], [[10].

Mobile users may be selfish and not willing to participate in
MPCS systems without benefits. Therefore, an incentivisation
mechanism is the key to the success of MPCS systems.
Centralised mobile crowd service systems typically employ
mechanism design theory to incentivise mobile crowd workers,
in which a payment strategy is adopted by the cloud server to
offer crowd workers monetary rewards in return for their data
and services [11]-[15]. To ensure that the payment strategy
is executed faithfully, it is essential that the cloud server
is trustworthy. However, in MPCS systems, the execution
uncertainty of tasks in mobile environments and the fact that
service requesters, being mobile users, may also be selfish
and untrustworthy, bring many complexities and challenges in
designing and implementing incentivisation mechanisms:

a) Uncertainty of service delivery/task execution: Due
to unstable network conditions and mobile device capacities,
requested services and tasks may be subject to execution
failures. For example, Internet sharing services and compu-
tation tasks are affected by the network connectivity and
the CPU capacity of mobile devices respectively. Therefore,
it is essential to fake service delivery and task execution
uncertainty into consideration when designing incentivisation
mechanisms for MPCS systems.

b) Untruthful service requesters: Mobile users may be
selfish and strategic, which makes their behaviours essentially
untruthful. Although mechanisms have been proposed to solve
such issues [[13[], [15], [[16], they are not suitable for MPCS
systems due to the fact that both service providers and mobile
workers in MPCS systems can be untruthful. As a result, a
payment strategy ensuring truthful reporting of private infor-
mation by both service requesters and mobile crowd workers
is required by the incentivisation mechanism.



c) Difficulty of enforcing payment: Services in MPCS
systems are provided in an off-line D2D fashion and their
execution and delivery results are difficult to be verified. More-
over, the task execution and payment processes are carried
out in an opportunistic and distributed fashion. Both factors
make the payment difficult to be enforced since any counter-
party can vanish without paying for the services or refuse
to offer services that have already been paid for. To ensure
the practicality for an incentivisation mechanism in real-world
MCPS systems, a payment settlement mechanism must be built
into the system to mitigate this risk.

To tackle these challenges, this paper designs a fault-tolerant
incentivisation mechanism (FTIM) with micropayment based
settlements. Moreover, the proposed mechanisms are imple-
mented as a blockchain smart contract. To the best of our
knowledge, this is the first work that designs and implements
an incentivisation mechanism for MPCS systems, particularly
using blockchain and smart contract technologies. The detailed
contributions of this paper include:

e FTIM, a fault-tolerant incentivisation mechanism based
on payment strategies conditional on task execution re-
sults, is proposed. We highlight two application scenarios
for MPCS and prove that FTIM provides the scenarios
with essential properties including incentive compatibil-
ity (IC), individual rationality (IR) and economic effi-
ciency (EE), and weak budget balance (weak BB).

o FTIM is deployed as a smart contract named MPCSToken
contract to show the practicality of the proposed mech-
anisms. Moreover, we build a micropayment mechanism
based on blockchain payment channels into the MPC-
SToken contract to avoid bulky payments and mitigate
payment settlement risks.

o We implement the MPCSToken contract on Ethereum
blockchain and evaluate its performance in terms of users’
utility and blockchain cost with both real-world experi-
ments and simulations. Evaluation results indicate that
FTIM greatly improves mobile users’ utility in facilitating
MPCS, and the MPCSToken contract incurs low costs for
deployment and execution on the blockchain.

The rest of the paper is organised as follows: Section
introduces the system model and formulates the incentivisa-
tion problem in MPCS systems. The proposed fault-tolerant
incentivisation mechanism (FTIM) is presented in Section
Its payment strategies and mechanism properties are presented
and proved, respectively. Section shows the structure of
MPCSToken contract which implements FTIM. The imple-
mented MPCSToken contract prototype, an experimental mo-
bile offloading application and relevant evaluation results are
shown and analysed in Section [V] Section [VI] and [VII| present
related work and concludes this paper, respectively.

II. PRELIMINARIES
A. System Model

We consider mobile users in an MPCS system with two
types of roles — mobile service requesters and mobile crowd

workers. A requester R is a mobile user who has a set of
pending tasks 7 = {7;}, j € {1,2,..., M} and wishes to
explore the possibility to offload these tasks to nearby mobile
devices for execution services in order to reduce costs or save
its own resources. In its proximity, N workers W = {W,},
i€{1,2,...,N} are willing to execute the tasks on behalf of
R. In this paper, we assume that only one worker is executing
task 7; for R simultaneously, since R is able to choose another
worker if the task fails. In addition, a number of execution
quality requirements Q; are also set for 7.

Based on the quality requirements Q;, worker W; is able
to compute the probability p! of successfully fulfilling Q;
for 7;, given their devices’ real-time and projected resource
capacity. In addition to p], W is also aware of its cost ¢ for
performing 7;. Note that the cost ¢] associated with executing
’7} is always incurred even if Q; is not satisfied because W;
and R can only obtain the quality results after executing 7;.
As for R, if T; is successfully executed by satisfying @;, it
receives a positive value V}, otherwise, no value is received
by R. Therefore, by allocating a task 7; to W;, the expected
value that R receives is vg = p] - V; while the value received
by worker W is v] = —c]. The overall expected utility (social
welfare) for this transaction is thus p! - V; — ¢].

In general, p/, ¢/ and V; are the private values of requester
R and workers W and are called type vectors, denoted as
0 = (0%,0"), where 6% is the type of R containing the value
V; for tasks 7}, and 8" = {6;} is the type vector of worker
W; with p! and ¢! for each task 7;. As a convention, — is used
to denote all workers except W;, and 8" = (0;,0_;) denotes
the types of all workers. These private values may be different
from the values declared by workers and requesters, which are
represented by 67V (57, &) and 8% (V;). The expected utility
for worker W; is defined as u;(0;,0_;,0%) and ur (0%, 6")
for the requester. In this paper, we consider a quasi-linear
utility function u(6;,0_;,0%) = v(6;,0_;,0%) + r, where
r is the monetary transfer (payment) made by either W; (de-
noted as r;) or R (denoted as r) to redistribute the overall
utility p! - V; — ¢!. Thus, u;(0;,0_;,0%) = —c] —r; and
ur (0%,0") = p! - V; + rr. A positive r indicates receiving
payment while a negative » means making payment. Similar
to v(6;,0_;,0™), r is also conditional on the task execution
results. We denote r as the payment for a completed task
and r~ for a failed task. An incentivisation mechanism M is
designed by a third party entity, such as a system administrator
or an application developer, to define the amount of (r},75)
and (r;",r;) conditional on the task execution results.

B. Problem Formulation

The objective of M is to maximise the expected utility by
allocating task 7; to worker W;- according to:

= argmax{ﬁg V- 83}, (1)
iEw
This allocation strategy depends on the declared types of

p7, ¢ and Vj. Since both workers and requesters are acting
strategically and trying to maximise their own benefits, the



objective of M is to elicit truthful types from workers and
requesters in order to achieve the maximal expected utility. A
typical technique for achieving this is mechanism design [17]],
[18]. More specifically, if the value function v(6;,0_;, O%) is
well deﬁned (in this case, the value function is pg -V; for R
and —c] for W), designing an incentivisation mechanism M
is in fact to design a payment strategy of 7r = (r},r5) and
T = (Tj i)

A good incentivisation mechanism needs to offer certain
properties. As for MPCS systems, the properties that mecha-

nism M aims to achieve are listed as follows:

« Incentive Compatibility (IC): A mechanism is IC when
mobile users (both requester and workers) maximise
their utility by revealing their true types in equilib-
rium. Formally, it can be defined as u;(6;,0_;,0%) >
wi(0;,0_;,0%) and ug (0%,0W) > ur (07, 0").

« Individual Rationality (IR): A mechanism is IR if each
truthful mobile user has a non-negative expected utility,
i.e., ui(ﬁi,O_i, GR) > 0 and UR(GR, QW) > 0.

o Economic Efficiency (EE): The EE property is satisfied
if the mechanism M achieves the highest social welfare
as in (I) when all mobile users are truthful. In fact, if
truthful information can be obtained from R and W, EE
is immediately achieved at maximum expected utility.

o Budget Balance (BB): BB indicates that the sum of
mobile users’ payment is 0, i.e., va r,+rr = 0. A
mechanism is weak BB if va ri + rg > 0. Usually,
weak BB indicates monetary transfer in the form of taxes
between the mobile users and the mechanism M.

III. FAULT-TOLERANT INCENTIVISATION FOR MOBILE
P2P CROWD SERVICE

In this section, we present the fault-tolerant incentivisation
mechanism (FTIM) for MPCS systems, which is developed
based on the fault-tolerant mechanism design (FTMD) frame-
work [19] and considers the possibility of untruthful requester.
Two payment strategies for FTIM are proposed to satisfy
mechanism properties under different application scenarios.

A. Fault-Tolerant Incentivisation Mechanism (FTIM)

As shown in [[19], a fault-tolerant mechanism incorporating
the execution outcomes of a task 7 follows two major steps:

1) Social welfare maximisation: For a task, find the worker
with the highest expected social welfare:

o = argmax{p; - V — &1, )
€W

where V, p; and ¢& are the declared types. Similarly, the
worker YWz who contributes the second highest social welfare
can be found:

B = arg max{p; - V- éit, 3)
iFoeW

with declared completion probability pg and cost cg.

2) Contingent payment: The payment strategy for worker
« is conditional on the completion of the assigned task [[19]:

{ V — (ps -V —ég) if the task is completed
To =

—(ps-V —¢p)
where the negative sign of 7, indicates making a pay-
ment (penalty). Since the 7, is independent of types of W,,
W, and similarly W3 can be considered as truthful, thus
s = psg and ¢g = cg. The expected utility for W, is:

otherwise

uoz:E(r(x)_ca:pa"?_pﬁ'f/""_cﬁ_ca (5)

As for the requester R, the payment strategy is:

{ — V- (g - V- ¢g)] if the task is completed
"R =

pp-V —ép otherwise

(6)
with expected utility ur (g = pg, ¢g = cg):

uR:pa-V—E(rn):pa-V—pa-f/—&-pﬁ-‘N/—cﬁ @)

where V' is the frue value of task 7 which is only known by
requester R. This FTMD satisfies IC, IR (for both W, and
R), and EE, given that requester R is truthful, i.e., V="V.
However, the requester R cannot be guaranteed as a truthful
agent in MPCS systems. As shown in (7), the expected utility
ur for R is dependent on its declared type V. Therefore, R
can act strategically to improve its utility by declaring a V<
V, thus violating the IC property. As a result, FTMD cannot
be applied to MPCS systems if we need an IC mechanism.
Nevertheless, one can clearly see that EE is preserved with
maximised social welfare and IR is maintained for all agents
including R. What is more, since E(rg + ro) = 0, BB is
satisfied and there is no monetary transfer between the mobile
users (workers VW and requester R) and the mechanism M. In
summary, by directly applying FTMD to MPCS system, the
mechanism gains a new property BB by sacrificing IC. This
phenomenon can be well explained by Theorem [III.

Theorem IIL.1. There is no social choice function (mech-
anism) that is truthfully implementable (IC) and meanwhile
is individual rational (IR), efficient (EE) and weak budget
balanced (weak BB).

Proof. A similar proof is given for a general mechanism
in [[17], [18]. We can also show that it is true for any mech-
anisms in MPCS systems. We define the expected payment
received by the requester as z, the payment received by
W, is y when task is completed and —z when failed. Thus
ur = paV + x and uy = poy — (1 — pu)z — co. To
satisfy IR, ug > 0 and u, > 0. For both EE and weak
BB, = + poy — (1 — pa)z < 0. We plot the feasible region
for y and z given these inequalities in Fig. [2| in which the
shaded area indicate the feasible region for y and z and =
is chosen between —V and —c,. In order to have IC, z, y
and z must be constants. However, given all possible values
for V and c,, it is possible that the area of the feasible
region in Fig. [2| is zero, thus limiting y and z on the line
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Fig. 2. Feasible regions with IR, EE and weak BB in proof for Theorem [l T]

Pay — (1 — po)z — ¢ = 0 and forces either y or z to be
dependent on c,,, which contradicts the IC property. Therefore,
for MPCS systems, it is not possible to design a mechanism
satisfying IC, IR, EE and (weak) BB at the same time. O

B. Proposed Scenario Based Payment Strategies for FTIM

As indicated by Theorem [[II.1} we need to drop one of the
four properties among IC, IR, EE, and BB. In this paper, we
consider two potential application scenarios for MPCS systems
which require different mechanism properties and propose
payment strategies for each scenario. The scenarios and their
desired mechanism properties are introduced as follows:

a) Scenario#l: In Scenario#l, the roles of mobile crowd
workers are played by individual mobile users. To incentivise
crowd workers to participate, it is a must to satisfy the
property IR. Moreover, IC must also be satisfied by a truthfully
implementable mechanism and thus EE. Therefore, we aim
to achieve IC, IR and EE and decide to sacrifice BB in this
scenario. We argue that the potential MPCS operators are
incentivised to subsidise mobile users to provide and use ser-
vices because they are able to earn revenues from monetising
acquired data and bring down costs of other business, e.g.
mitigating cellular network congestions.

b) Scenario#2: As for Scenario#2, mobile crowd work-
ers are not individual mobile users any more, but rather mobile
nodes (mobile base stations, access points or drones) operated
by content providers and Internet service providers (ISP).
These providers are spontaneously offering services and data
to their customers. As a result, the IR property for mobile
workers can be dropped. However, due to potential competi-
tion among different service providers, IC must be maintained
for crowd workers and overall; the required properties in
Scenario#2 are IC, IR (requester only), weak BB and EE.

1) Payment strategy for Scenario#l: Assume that worker
W, is assigned the task, the payments W, and R should make
conditional on task execution results under Scenario#l are:

V- (ps - vV — cp) if task is completed ®
To = .
—(pg-V —cg)  otherwise
-V if task is completed
TR =4 Pa V- 9)
" Pa BB Y~ otherwise
pg 1—=pa

As proved in [19], the expected utility u, for worker « is
larger than 0. The expected utility of the requester R is:

UR:pa'V'i_E(TR):pa'V_%C,BZO (10)

Therefore, this payment strategy satisfies IR. As shown in (10},
the expected payment of R is not dependent on its private type
V and a benign R will thus reveal its true type. Based on this
and (3], the expected utility for worker o becomes:

Y

Moreover, since the payment made by W, is independent of
its type, IC is satisfied for both R and W,,.
The utility achieved among all mobile users is thus:

u =, +ur = (D) + (@)

V_Ca+pa_pﬁ(

ua:pa'v_pﬁ'v+cﬁ_caa

12
ps -V —cp), (12)

= pa .
Note that since pg - V — c¢g > 0, the utility can be larger or
smaller than the maximum social welfare p, - V — ¢, given
different p, and pg. When p, < pg, u < p -V — ¢, and the
mechanism effectively levies a tax (pg —pa)- (Pg-V —cs)/ps
from the mobile users. In this case, weak BB is achieved.
However, when p, > pg, u > p, -V — ¢, and the mechanism
has to subsidise the mobile users by (po—pg)-(pg-V —cs)/ps.
In summary, as presented and proved, this payment strategy for
Scenario#1 achieves IC, IR and EE and only partially achieves
weak BB conditional on p, < pg.

2) Payment strategy for Scenario#2: The objective of pay-
ment strategy for Scenario#2 is to achieve IC, EE, (weak) BB
and IR for requester R. As shown in (8) and (9) of Scenario#1,
when p, < pg, the strategy satisfies all four properties.
Therefore, in this part, we only focus on designing the scenario
for the case p, > pg and we propose the following payment
strategy for worker av when p, > pg:

pPaZPs _ cp, for both cases (13)
and its expected utility is therefore:
ube=Pe =3 — Ca, (14)

Note that the worker will have a negative utility if cg < c,.
Since the payment is independent of its type, the worker will
truthfully reveal its type p, and c, and achieve IC. As for
requester R, the payment is the same as in Scenario#I:
7
Do 2P ~
RS Pa psV
b 1= pa
and its expected utility is the same as (I0). As already proved,
IC and IR are both achieved for R with this strategy. There-
fore, the total utility for all mobile users under Scenario#2 is:

if task is completed

(15)
otherwise

upQZPﬁ :ugazpﬂ _|_u17]€"2p5 = +
= pa-V—cat Ly,

bp



Since po > pg, @[) takes a tax from mobile users. Combin-
ing and (12), one can show that although the payment
strategy cannot guarantee IR for workers, it achieves the
required weak BB for Scenario#2.

IV. MPCSTOKEN: SMART CONTRACT ENABLED
INCENTIVISATION AND PAYMENT SETTLEMENT

The incentivisation mechanism FTIM proposed in sec-
tion |lII] offers a number of desirable properties, however, there
are still several practical challenges of building FTIM into a
real-world MPCS system:

a) Transparency and decentralisation of the mechanism:
Although the mechanism designer is usually considered trust-
ful in implementing the mechanism, it would be of the mobile
users’ interest to verify the details of the mechanism and
avoid the failure from the mechanism designer. Moreover,
as a distributed service, decentralisation of the function for
mechanism designer is also important.

b) Counter-party risk: The tasks in MPCS systems are
conducted off-line and the payment is contingent on the task
execution results, however, there is no definitive approach
which can be taken by the mechanism designer to verify the
task execution results in order to enforce the payment.

c) Implementation and operation cost: Implementing
and operating an incentivisation mechanism incur cost, espe-
cially the financial cost associated with frequent and fragmen-
tary payment in a distributed system. Reducing and optimising
the relevant cost would add huge value to the practicality of
the mechanism and MPCS systems.

In this part, we firstly present a blockchain/smart contract
enabled system architecture for FTIM to offer the required
transparency and decentralisation of the mechanism. Addition-
ally, to mitigate counter-party risk, we explore a micropayment
mechanism by making payments on a per micro-task basis,
in which payment channels are used for reducing the cost
associated with payment settlement. In the end, cost for
deploying and operating smart contracts are presented and
related optimisation methods are discussed.

A. Smart Contract Enabled FTIM

Fig. [§|illustrates the proposed architecture for a smart con-
tract enabled MPCS system. In general, the system performs
two categories of operations — on-chain and off-chain. On-
chain indicates that the operations will be confirmed by the
blockchain and cannot be revoked thereafter, while off-chain
operations are carried out in the off-line mobile P2P network
between mobile devices and are pending any real transactions
or payments on blockchain. In this paper, we propose a smart
contract based approach to facilitate on-chain operations and
assist off-chain operations performed by mobile applications.
In the following parts, we show the functionalities offered by
the smart contract — MPCSToken contract as well as how it
could be used to interact with the off-chain functions provided
by a mobile application.
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Fig. 3. Architecture of smart contract enabled incentivisation for MPCS
systems.
TABLE I
IMPLEMENTED ABI OF MPCSTOKEN CONTRACT
ABI Description
MPCSToken() Contract constructor
transfer() Transfer token from one account to another
getBalance() Get the balance of an account
contractDestroy() Destroy the deployed contract
auctionStart() Requester starts an auction by initialising
relevant variables in the contract
auctionFinish() Requester finishes an auction whereby the
contract computes the maximum system utility
and assigns the task to the winning worker
getAuctionState() Get state of an auction, such as the number of
workers, winning worker and auction results
report() Report types of a worker
getWorkerState() Get the types of a worker, including worker
cost, and task execution success rate
channel Payin() Set up a payment channel by paying deposit
channel Payout() Close payment channel by settling payments
channelTimeout() Close payment channel after timeout

1) MPCSToken contract: Recently, token-based smart con-
tracts have been widely adopted by decentralised applica-
tions (DApp) on Ethereum blockchain [20]. There are many
benefits of implementing a token-based contract. For example,
it enables DApp developers to produce and define their own
cryptocurrencies, which gives the developers more freedom
in account and payment management. Moreover, DApp de-
velopers can launch Initial Coin Offering (ICO) to finance the
development and operation of the DApp. Similar to other token
contracts, the MPCSToken contract issues a fixed amount of
MPCSToken and each user in the MPCS system owns an ac-
count in the contract for making payment using MPCSToken.
In addition, MPCSToken contract implements the payment
strategies of FTIM, which involves a number of functions
such as service auction for revealing users’ private types and
payment settlements. The functions (called Application Binary
Interfaces (ABI) in Ehereum [21]]) provided by MPCSToken
are shown in Table [Il Note the details of payment channels
will be discussed in Section

2) Mobile application: As shown in Fig.|3| a mobile appli-
cation is used to handle task execution functions and generate



payment receipts between mobile users in an off-line fashion.
The requester can use the application to advertise its task
request and initiates an auction to reveal workers’ parameters.
After the MPCSToken contract confirms the allocation, the
task will be executed by the worker and payment proofs are
generated and exchanged between mobile users. These off-
chain operations can be enabled using different short range
communication technologies such as Bluetooth and WiFi-
Direct and run on any mobile platform. However, the detailed
design should be made application specific, so we do not go
into application details in this paper.

Using the ABI provided by the MPCSToken contract and
the mobile application, requesters can find crowd workers
to execute tasks and settle payments by following the steps
below:

1) Requester R advertises its task request to nearby mo-
bile workers. The request contains a certain number
of requirements the crowd worker should satisfy. The
requester also starts an auction on the MPCSToken
contract and reports its value for the task by calling
auctionStart() ABL

2) After receiving the request, workers start reporting their
types to the MPCSToken contract such as their cost and
execution probability through report() ABIL.

3) The auction finishes after receiving a notification from
the requester (auctionFinish()). The contract com-
putes the highest expected social welfare as in (2) and
records the allocation result as well as reported types.

4) Both the workers and the requester are notified of the
task allocation decision and the winning worker and the
requester start a payment channel in the MPCSToken
contract using the channel Payin() ABI. After tasks are
executed, the worker and requester exchange execution
results and payment proofs based on the scenario that
is adopted by the specific application and corresponding
payment strategies as indicated by (8), (9) and (T3).

5) The requester and worker can send the proofs to the
MPCSToken contract to settle payments by calling
channel Payout ().

B. Micropayment Mechanism

As aforementioned, in MPCS systems, the mechanism is
not able to verify the outcome of the off-line task execution
results. Therefore, the requester or the worker can become
insolvent without committing to the execution result. In order
to mitigate this risk, we propose a micropayment mechanism
to settle fragmentary payments on a per micro-task basis.

1) Micro-tasks: In most mobile P2P crowd service, the
values obtained from task executions are commonly non-
combinatorial, i.e., ’U(ZJM T;) = Z;M v(T;). For example, for
an Internet sharing task, if some network transaction is half
finished, the requester can still resort to other communication
methods to continue to consume network resources. A number
of approaches have also been proposed recently to avoid
wasting of network data during interruption [22[]-[25[]. Com-
putation offloading tasks also have non-combinatorial values.

For example, offloaded image processing tasks can be executed
on a per-image basis [9] and the remaining images can later
be processed locally or by another worker.

We therefore consider that a single task 7 has a number of
micro-tasks ((7 )y, where k € {1,2,..., K}. Assume that the
execution of each 1(7 ) is independent and follows the same
distribution for its successful rate. Such an assumption is valid
since the transactions in MPCS systems are short-lived and
the factors affecting the execution quality is relatively stable
over this short time period. Moreover, p(7 )y for the same T
usually have homogeneous features and quality requirements.
Based on this, for each task, the outcome Xj of executing
ux(T) follows a Bernoulli distribution Bernoulli(p):

» it X, =1

17
1—p if Xp=0 1n

PT(Xk) = {

Therefore, the expected utility for executing K micro-tasks
ux(T) in T can be presented as:

K
ZXk u Zv Xk - Nk )]

k=
K K '
S EXk - o(un(T))] =D vl E[Xi] = (18)
k 1 k=1
Zp v =p-o(T)

As shown in (I8)), the probability p for completing each micro-
task is in fact the probability p; that worker i successfully
executes task 7.

2) Micropayment and Payment Channels: Based on (I8), a
payment can also be made on the micro-task level. Such micro-
task based payments (micropayment) are able to mitigate
any associated counter-party risk. However, if the payment is
settled per micro-task, there will be many payment settlement
transactions between the mobile users and the contract. Such
frequent settlements may cause a large overhead and financial
cost to the system. In this paper, we propose using payment
channels to reduce this overhead. A payment channel is a class
of techniques that allow users to make multiple transactions
without committing the transactions to blockchain [26]. The
concept of payment channels appeared as an improvement
to the blockchain for micropayment cost reduction [26[—[28].
The protocols and systems for handling micropayments using
Bitcoin blockchain in the mobile environment has been studied
in our previous work [29] and the payment channels for
Ethereum in MPCS systems can be implemented by following
a very similar protocol.

Fig. /4] shows how micro-tasks and the payments are made
between a requester R and a worker W. Firstly, two payment
channels (multisig accounts) are created for R — ¥V channel
and W — R channel and R and WV put some deposits into
these accounts respectively. R sends micro-tasks to VW, who
then tries to execute and return the results to R. If a micro-task
is successfully executed, a payment message is sent from R
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to WW. The message contains information such as the payment
amount and signed by R. Note that the amount specified in the
message is the accumulated amount, which is the up-to-date
accumulated payment R owes to VV based on FTIM. Similarly,
a payment message containing the accumulated penalty is
signed and sent to R by W after every failed micro-task. Note
that according to FTIM, R only sends payment to )V when the
task is successful and WV only pays R (penalty) if the task has
failed. In this way, all payments are made off-chain and not
realised by the mechanism (smart contract). Later, When R or
W decides to confirm received payments, it is able to sign the
received payment message and sends it to the smart contract
on blockchain to claim the funds deposited in the account of
either R — W or W — R channel respectively. The contract
can check if the payments have been made in accordance with
the payment strategy and then credit one’s accounts by making
token transfers from the multisig accounts.

C. Cost of Smart Contract

Using a public blockchain is expensive, especially with fre-
quent access to the blockchain storage. Therefore, optimisation
should be done on the smart contract to lower the cost of using
it. One approach is to move some operations off the chain,
for example, the payment channels effectively move some on-
chain operations off-chain therefore reducing the number of
messages exchanged between the contract and mobile users.
Another direction is to optimise the contract code and to use
cheap operations to realise the same program logic [30].

The most important performance metric of the Ethereum
smart contracts is gas cost. Gas is used to calculate the
transaction fees paid to miners for using the computation and
storage resources on the Ethereum blockchain. The fees related
to the consumed gas are computed by multiplying amount of
gas by the gas price, which has a unit of wei or Gwei and is
directly related to ETH, the cryptocurrency for the Ethereum
blockchain (1 ETH = 10*8wei, Gwei = 109wei). When a smart
contract executes code or uses blockchain storage, a fee will
be consumed and paid by the code or storage users. At the
time of writing (Jan 2018), the average gas price is 1 Gwei and
the median transaction confirmation time with this gas price
is 1 minuteﬂ Therefore, in the following parts, we use 1 Gwei

! Although higher gas price indicates faster transaction confirmation, a low
gas price such as 1 Gwei can also achieve fast confirmation [31]]

TABLE II
EXPENSIVE OPERATIONS ON ETHEREUM BLOCKCHAIN

Name Description Gas $Fee
Gereate Contract creation 32000 0.015
Giransaction Paid for every transaction 21000 0.01
Gsset Storage set to non-zero from zero 20000 0.01
Gsreset Storage zeroness remains 5000 0.0025
unchanged or set to zero
G eallvalue Paid for a non-zero value transfer 9000 0.005
Gnewaccount Paid for account creation 25000 0.05

as the gas price when calculating Ethereum fees. In addition,
to give readers a sense of corresponding monetary value, we
also show the dollar value of those fees based on the 6-month
average ETH price of $487.

Table. shows the most expensive operations in terms
of gas cost and fee. Among these operations, G.giivalue
and Gpewaccount are not used by the MPCSToken contract
since the account and payment transfer is managed by the
contract internally. Instead, these operations consume gas
by Gsser (account creation) and Ggpeser (value transfer).
Gereate 18 used to create the contract and is called only
once. Therefore, the main sources of gas consumption for the
MPCSToken contract are Girgnsaction (Number of messages
sent to blockchain for each task execution in MPCS systems),
and Ggger and G 05 (Store/reset a value in the contract). One
should also note that if a same user repeatedly participates in
a task, the storage related to that user may be set and reset
frequently. In order to reduce fees, reusing the same storage
after resetting it to zero (Ggser) after usage would increase the
gas cost by 15000 compared to directly modifying the storage
without resetting it to zero (Ggreset)- Such techniques would
be extremely important when building the contract code.

V. EVALUATION

We build the MPCSToken smart contract on Ethereum
blockchain. The smart contract implements all aforementioned
ABIs for payment strategies and the micropayment mech-
anism. Moreover, a mobile data offloading application is
developed and used to conduct a real-world MPCS based
offloading experiment. We evaluate the performance of the
MPCSToken contract in terms of 1) blockchain performance
such as the cost of ABI calls and transactions, 2) performance
of the MPCS prototype system in a real-world experiment, 3)
the economic impact in large scale social networks.

A. MPCS Prototype Implementation

The prototype consists of the MPCSToken smart contract
and a D2D mobile data offloading application:

1) MPCSToken prototype: The MPCSToken contract is
built on the Ethereum blockchain using the programming
language Solidity [32]. The deployed contract on Ropsten
Testnet can be found at [33]. The ABIs the contract offers
are shown in Table [l Some of these ABIs are getters and
thus calling them does not consume gas. Moreover, some ABI
are called a limited number of times during the lifetime of the



TABLE III
GAS USAGE AND FEE (USD) OF ABI CALLS FOR THE MPCSTOKEN
CONTRACT

RO* B
11 MPCsOffioading

< RT= Bl 2128 3

11 MPCsOffioading

REQUEST WORKER REQUEST WORKER

Choose a value :

TASKLINK TASK COST

http://data.mpcs.io/files Edit 69 Edit

TASK SUCCESS RATE

184 Edit 70 Edit

100 Edit CANCEL

qgwe rr tyuioop

ABI First gas ($) Subsequent gas ($) R w
auctionStart() 103158 (0.04) 43158 (0.02) v
report() 91793 (0.04) 46793 (0.02) v wero asks
auctionFinish() 37942 (0.01) 37942 (0.01) v
channelPayin() 89455 (0.04) 59455 (0.02) 7 —
channel Payout () ~65500 (0.03) ~50500 (0.02) v v
Total cost ($) 0.08  0.06

contract. For example, the contract constructor is called only
once while transfer() is called only when the token is issued
by the contract owner (MPCS service operator). In the long
run, these costs would converge to zero on a per transaction
basis, therefore, in terms of the cost for using this contract,
only these ABI in Table. [II] should be considered. We also
indicate in Table. [Il| that whether one ABI will be called by
requester R or the winning worker VW when executing a task.

As shown in Table the cost for the ABI is different
between first and subsequent calls made by the same requester.
The difference arises from the different gas usage of Gssc¢ and
Gsreset, Which is always a multiple of 15000. For example, the
difference of 60000 gas for auctionStart() is caused by using
Gsset Of Ggreser to initialise four parameters of the requester
for an auction including the number of workers, start time,
timeout and the task value. Only the first call by a requester
to initialise these parameters use Ggs.; While the subsequent
calls use Ggreset, Which consumes 15000 less than Ggget. As
for report(), less gas will be consumed if the number of
workers in the current auction is smaller than the maximum
number of workers participating in previous auctions of the
same requester. For example, if the maximum number of
workers ever participated in the auction initiated by a requester
is five, then as long as the number of workers in the current
auction is smaller than five, the cost of calling report() is
46793. Generally speaking, the higher cost associated with
the first call will be averaged out by subsequent calls when
there is a sufficient number of ABI calls made by a requester.
Furthermore, as seen in Table. both requester and worker
need to call channelPayin() and channel Payout() since
the payment strategy proposed by FTIM is bi-directional and
requires deposits from both parties. Overall, the average cost
is around $0.08 for requester and $0.06 for the winning
worker (the cost for other worker is 0.02) to use the contract
for one auction (task), which is an acceptable overhead (com-
pared to PayPal with a fee of $0.30+ [34]) considering the
transaction value for tasks in MPCS systems, which we assume
could range between $0.5 to $5.

2) Data offloading mobile application: A data offloading
mobile application is implemented for Android OS. The ap-
plication is able to connect to nearby mobile devices using
Bluetooth to download data from a web link. Fig. [5] shows
the UI of the mobile app. The requester can use request
Ul (Fig. to configure the link for the data, the value
of the task, as well as the number of micro-tasks it wishes

a's d figh j kI

3z x cvbnm

—

< @] O < @] O < @] O
(a) Request UI (b) Worker UI (c) Edit Value Ul

Fig. 5. UI of data offloading application.

to split the large task into. Workers can also edit their cost
based on their cellular or WiFi network costs (Fig. [5(c)). The
task execution probability is automatically generated by the
application based on the information of the device’s network
connectivity and resource availability.

B. Mobile Offloading Experiment

We set up an experiment using the MPCS prototype sys-
tem to evaluate the MPCSToken contract performance under
Scenario#1, which represents a fully decentralised service
system. In the experiment, we use a fixed data link for
the offloading task. Each task has 100 micro-tasks and the
task value, task cost and success probability are configured
by the individual mobile device. Since in the real world,
a local network formed by Bluetooth cannot accommodate
a large number of devices, in this experiment, we use six
mobile devices and recruit users (college students) to make
transactions with each other. Each device has an individual
MPCSToken account with an initial balance of 1000. A web
server is used to host the blockchain simulator where the
MPCSToken contract is deployed. Note that the participating
users can adopt different strategies during the experiment such
as hiding their devices from the rest of the network (requester
only mode), or competing for tasks by connecting to low cost
WiFi (worker only mode). The experiment lasts for eight hours
and during the experiment, users may lose the access to the
service by leaving the experiment area. All the transactions
which have taken place during the experiment are recorded.

Fig. [6] shows the balance of participating users’ accounts
and the contract (mechanism) account. From Fig. @ one can
identify the strategy of each user during the experiment. For
example, user#3 and user#5 constantly collect more tokens
during the experiment and thus act mostly as workers. In
fact, their devices have low task costs and thus have won
most of the auctions. On the contrary, user#I and user#4 hide
themselves from the rest of the network and thus only spend
token as requesters for tasks. In addition, other users such as
user#2 and user#6 experience change of strategies during the
experiment. One interesting thing to note is that the balance of
the contract (mechanism) increased steadily during the whole
experiment. As mentioned in Section the payment strategy
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under Scenario#1 will incur subsidies and thus causing a lower
balance for the mechanism if pg < p,, i.e., a worker with
lower execution probability wins. Intuitively this condition will
happen more frequently since a worker with higher execution
probability is more likely to win. However, in this experiment,
workers with smaller p; win since the requesters’ task value
is close to workers’ cost, which favours workers with low
costs rather than those with a high execution probability. This
result indicates the strong applicability of FTIM in urban areas
since the value of the relevant tasks is usually very small and
there are a lot of opportunities to get low cost workers due
to the population density. Under these conditions, the operator
of FTIM is very likely to make a profit and the weak BB
property in fact can be well achieved. Fig [/| shows the utility
of each user and the mechanism during the experiment, which
can further validate the IR property of FTIM.

C. Simulations

We evaluate the performance of FTIM and the MPCSToken
contract using real-world social contact data. The purpose
of the simulations is to evaluate the performance of FTIM
1) considering the impact of human mobility and social
contact 2) on a large scale and 3) with different short range
communication technologies. Two wireless social networks
formed by Bluetooth and WiFi respectively are investigated
in the simulations, which are are both obtained from real-
world mobility trace data. The Bluetooth social network
data [35]] have about 40 node and the WiFi data [36] have
20 nodes. Random tasks with each containing 100 micro-tasks
are generated by each node every 30 minutes. When a node
generates a task, it becomes the requester and assigns a value
to the task. Furthermore, each worker is assigned a random
cost value between [0,100] and a task execution probability
between [0,1] per simulation. We consider all micro-tasks to
be homogeneous and has the same probability of success when
executed by a worker.

Combining the two datasets and the two payment strate-
gies in Section four configurations are evaluated in the
simulations. In each configuration, simulations are carried out

2There are more than 40 nodes in the dataset but only about 40 nodes
pro-actively probe and record contacts.

100 times and the distributions of the utility of each node
are presented in Fig. [8] in which each box plot illustrates the
standard deviation, median and range of the node utility. As
for Scenario#1, Fig. [8(a)| and [8(b)| show that the proposed
FTIM ensures that all participating nodes in both networks
have positive utility. For Scenario#2, in which the IR is
dropped, although nodes experience negative utility as shown
in Fig. and all nodes tend to have more positive
utility than negative ones. As discussed in Section a win-
ning worker node receives negative utility under Scenario#2
when its task execution cost is larger than the worker node
achieving the second highest social welfare. However, it is
more likely that a winning node’s cost is smaller than that
of the other nodes, which limits the possibility of negative
utility. In addition, as indicated by Fig.[8(d)] nodes tend to have
fewer negative utilities in the WiFi network compared to the
nodes in the Bluetooth network under Scenario#2. With larger
communication range of WiFi, nodes have better access to
worker nodes and thus more favourable parameters (i.e., cost,
probability) for task execution. Moreover, although the number
of nodes in the WiFi network is smaller than the Bluetooth
one, the case of negative utility is still lower due to the larger
communication range as well. Fig. 9] shows the distributions of
the mechanism balance in the simulations. Under Scenario#l1,
the mechanism pays more subsidies than taxes, thus incurring
a negative balance. The lower balance of WiFi network is the
result of a larger number of contacts in its dataset. Since the
mechanism only collects taxes under Scenario#2, the balance
of the mechanism is strictly positive for both networks. Fig.
shows the percentage of the blockchain fees paid by requesters
and workers per transaction in the simulations. For example,
requesters pay 191k Gwei ($0.08) per transaction for 41% of
all transactions in the Bluetooth network, while in the WiFi
network, 90.5% of the transactions incur a same blockchain fee
for the requesters. Overall, the average blockchain fees paid
by requesters and workers in the WiFi network are smaller
than the Bluetooth network, which can be explained by the
smaller number of nodes in the WiFi network since the fee
for making ABI calls is dependent on the number of workers
in an auction and thus higher fees would be incurred with
more nodes in the network.
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VI. RELATED WORK
A. Incentivisation Mechanism for Mobile Crowd Service

Incentivisation mechanisms have been an important driver
for mobile crowd based services. For example, in mobile
crowdsensing, auction based mechanism design has been used
extensively to discover the truthful cost of crowd workers
for collecting data [11]]-[15]. A fault-tolerant mechanism is
also presented to consider the execution uncertainty of data
collection tasks [37]. However, these mechanisms usually
require the task requester to be trustworthy, which is not a
valid assumption in MPCS systems.

Incentivisation mechanisms for P2P crowd services such as
mobile offloading has also become a popular research area
recently. Double auction based method is proposed to allocate
offloading opportunities through public access points (AP)
to mobile network operators (MNO) [16]. However, a dou-
ble auction requires a large number of bids being placed,
while in MPCS systems the number of participants in a
transaction is relatively limited. [9]] proposes a hidden market
based approach to offload computation tasks. A more general
mechanism for trading computational resources among a set
of nearby mobile devices is proposed in [38]. However,
these approaches fail to take into consideration task execution
failures, which are very common in mobile P2P networks due
to network connectivity issues and the constrained resources
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Fig. 10. Distribution of blockchain fee for requester and winning worker.

of mobile devices. Moreover, these researches only focus on
theoretical models and lack sufficient contribution to solving
important practical issues for incentivisation. As far as we
know, this paper is the first work to investigate fault-tolerant
incentivisation mechanism for MPCS systems and build a real
system to implement such a mechanism.

B. Smart Contract Enabled Computation/Offloading Service

With the recent development of blockchain, smart contracts
can be designed to solve complex problems in a highly
decentralised manner. This has brought huge opportunities
to apply various incentivisation and trust models to real-
world computing problems. For example, smart contracts are
employed to avoid untruthful behaviours such as collusion
for task offloading in cloud servers [39]. As for mobile sys-
tems, [9]] proposes a trust model based on cryptocurrency for
offloading computation tasks between mobile devices, while
[29]] builds a trading and payment system for opportunistic
data services based on micropayment channels. Compared to
this existing work, this paper focuses on practical issues such
as data publishing and trading using smart contract to assist
incentivisation mechanisms. To our best knowledge, it is the
first time that a smart contract has been used to build an
incentivisation mechanism for mobile crowd services.



VII. CONCLUSION

In this paper, we propose a fault-tolerant incentivisation
mechanism (FTIM) for MPCS systems. We highlight two
potential application scenarios for MPCS systems and propose
two payment strategies respectively which are both conditional
on the task execution results. We have provided rigorous
proofs to show that these strategies can achieve incentive
compatibility, economic efficiency and individual rationality
or weak budge balance. Moreover, with the aim to build a
practical system, we design a micropayment mechanism to
mitigate risk in payment settlements in a decentralised system.
We implement the proposed mechanisms as a MPCSToken
smart contract and build a mobile application to perform a
mobile P2P data offloading experiment. Extensive simulations
have also been carried out to investigate the performance on
a larger scale. Both the experiment and simulation results
indicate that the system achieves excellent performance in im-
proving participants’ utility and is also cost effective running
on the real-world Ethereum blockchain.
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