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Abstract

It can be difficult to write safe concurrent programs which
use shared mutable state. Subtle mistakes can lead to data
races that manifest as unexpected program behaviour. The
prevailing approaches to solving this dilemma are to ei-
ther eschew mutable state altogether, or design bespoke
languages that prevent data races by design. This article in-
troduces a third approach by showing how safe mutation can
be integrated into a mainstream functional programming
language with algebraic effects. This article produces a frame-
work that tracks the use of mutable state and guarantees
data race freedom at compile time.

CCS Concepts: « Theory of computation — Type struc-
tures; Program verification; Program analysis; Pre- and
post-conditions.
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1 Introduction

Concurrency can yield significant improvements in perfor-
mance, but can also very easily lead to subtle mistakes in
program correctness. As the complexity of a concurrent pro-
gram increases, there is a combinatorial explosion in the
number of ways for threads to be ordered, which makes
reasoning about concurrent programs challenging.

This is especially true, when threads share mutable state,
as this can lead to a data race. This is where two threads
independently access the same memory location, with at
least one of the accesses being a write, and no synchronisa-
tion mechanism controlling the ordering of the accesses. It
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is not possible for mainstream programming languages to
automatically prevent the simplest of data races.

transfer sender recipient amount = do
Vsender ¢ read sender

Viecipient < read recipient

write sender  (Vsender — amount)

write recipient (Vyecipient + amount)

racyBank = do
alice « alloc £10
bob <« alloc £10
fork (transfer alice bob £5)
fork (transfer alice bob £5)

Consider the function racyBank, which type-checks in
Haskell. This function opens up bank accounts for Alice and
Bob, each with an initial deposit of £10. Then two transfers
are initiated from Alice to Bob, each with a value of £5. While
the intended outcome of these transfers is for Alice to end
up with £0 and Bob to end up with £20, there are three other
outcomes, that could arise depending on the interleaving of
the threads:

o If both threads perform read sender before performing
the corresponding write operation, then Alice will end
up with £5.

e If both threads perform read recipient before perform-
ing the corresponding write operation, then Bob will
end up with £15.

e Both of these circumstances could arise, leading to
Alice ending up with £5 and Bob ending up with £15.

One approach to addressing data races has been to use
new forms of concurrency, which make data races impossi-
ble. In Haskell, this has led to the development of software
transactional memory (STM) [19], which allows arbitrary
mutations to shared state to be combined and performed
atomically. In other languages, this has led to the develop-
ment of the actor model, where there is no shared state at
all and actors co-ordinate by passing immutable data [1, 16].

However, despite these efforts shared state remains very
popular. Transactional memory is heavily dependent on the
support of a runtime system, to manage the program’s in-
teractions with memory. The actor model requires writing
code that is oriented around the primitives of actors and be-
haviours. While actors avoid data races, they are susceptible
to other classes of errors [45].
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An alternative approach to prevent data races has focused
on improving the power of type systems [6, 9, 10]. This
work predominantly focuses on object-oriented systems, and
enhances the type system to track the use of mutable state.
Under such a type system, the compiler verifies at compile
time, that a data race cannot occur.

The goal of this paper is to show how these ideas can be
implemented in a principled way, to track instances of muta-
ble state and verify that data races cannot occur, using effect
systems and type-level computation. To this end, we provide
an implementation in Haskell, building on prior literature
that shows how advanced effect systems can be implemented
using the theory of algebraic effects [24, 41]. The key insight
of this paper is to extend these effect systems, using the no-
tion of a parameterised algebraic effect, to encode the idea
of a restriction on a resource.

In the system developed here, the example above would
lead to the following error.

Bank.lhs:86:23: error:
+ You could be writing to a resource,
you have no access to.
« In a stmt of a 'do' block:
fork (transfer alice bob (pounds 5))
In the expression:
do alice <- alloc
bob <- alloc
fork (transfer alice bob (pounds 5))
fork (transfer alice bob (pounds 5))
In an equation for ‘racyBank’:
racyBank
= do alice <- alloc (pounds 10)

(pounds 10)
(pounds 10)

I
86 | fork (transfer alice bob (pounds 5))

| AAAAAAAAAANAAANAANAAANAANAAANAAAANAANAANAAANAAAN

Haskell is able to identify the call to transfer as the prob-
lem in the second child thread, since it conflicts with the call
to the same function in the first child thread. Haskell is able
to identify that, the problem does not lie in transfer per se,
but in how it is used.

This work draws on a rich body of interrelated ideas. One
such idea is region-based memory management [43, 44],
where the lifetime of objects is analysed to control mem-
ory allocation; this is closely connected to research to track
which effects a fragment of code might interact with [31]. In
addition, there is a link to the idea of a capability, which is a
token that grants access to a resource, developed in systems
research [15, 26, 27, 30]; this is very similar to the idea of a
coeffect, which places restrictions on the context in which a
computation can occur [37]. A specific instance of coeffects
is linear types, where values can only be used once [18, 46].

First, we introduce background material on algebraic ef-
fects (§2). Then, the specific contributions of this paper are:
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e The construction of a model of concurrency, that disal-
lows data races (§3). This is achieved by taking advan-
tage of parameterised algebras, and type-level compu-
tation.

o A further extension of this model to support recursive
array algorithms, by allowing an array to be split into
two contiguous subarrays, that can be used by distinct
threads (§4).

e A type-checker plugin (§5), which improves type in-
ference, by augmenting the Haskell type-checker with
tailor-made rules to handle the constraints that arise
from the library developed.

We conclude with a discussion on related work (§6) and
future research directions (§7).

The source code for this work is available at https://github.
com/hashanp/safe-mutation.

2 Background
2.1 Algebraic Effects

In this section, algebraic effects will be introduced to encode
the syntax of the mutable store effect. Algebraic effects [25,
41] are a way of encoding effects in functional programming
languages.

In Haskell, an algebraic effect is encoded as a functor,
whose data constructors are the operations of the effect.
As an example, the Store functor is given below with the
operations Alloc, Read and Write. It represents an effect for
mutable data stores. The Alloc operation takes an initial value
of type a, and produces as output Token a, a reference to a
new mutable store containing a value of type a.

data Store a where
Alloc ::a — Store (Token a)
Read :: Token a — Store a
Write :: Token a — a — Store ()

This functor can be combined with the freer monad [23],
given by Prog, to build up the syntax of the algebraic effect.
The Return constructor is used to represent pure computa-
tions, and the Call constructor is used to represent impure
computations.

data Prog f a where
Return ::a — Prog f a
Call :fb— (b— Progfa)— Progfa

The data type Prog Store a represents computations in-
volving the store effect, and which yield a value of type a.

= Call (Read s return)
write s v = Call (Write s v return)

read s

Smart constructors for effects, such as read and write, are
defined for convenience.
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increment s = do
v < read s
write s (v + 1)

A program that increments a mutable store is given above.
This takes a mutable store s and performs the read operation
to retrieve its value v. It then uses the write operation to
store v + 1 in the store.

Thus, algebraic effects can be used to implement the muta-
ble store effect. A shortcoming of ordinary algebraic effects
is that it cannot model an operation such as fork which con-
structs a child thread. This is because of the algebraicity
property that gives rise to such effects: the operations of an
algebraic effect must commute with bind. This is not the case
with fork, where the equivalence fails to hold for a program
p and continuation k:

(fork p) >=k # fork (p >= k)

This equivalence cannot hold. In the expression on the left-
hand side, the continuation k runs in the parent thread, while
in the expression on the right-hand side, the continuation k
runs in the child thread.

2.2 Scoped Algebraic Effects

A noteworthy enhancement to the expressive power of al-
gebraic effects, that addresses this shortcoming, is scoped
effects (or higher-order effects). A scoped operation is an
operation which changes the behaviour of subsequent op-
erations. The precise set of operations affected by a scoped
operation is called the inner scope.

Prior literature has shown that it is not enough to allow the
handlers of algebraic effects to delimit the scope of an effect,
as this breaks the separation between syntax and semantics,
a core attribute of algebraic effects [40, 47]. Instead the scope
entailed by a scoped operation should be delimited by syntax.

data Prog f g a where
Return:a — Progf g a
Call =fb—(b— Progfga)— Progfga
Enter = Progfga—gab— (b— Progfgc)
— Progfgc

Scoped operations are incorporated into the syntax, through
the Enter data constructor, which takes the inner scope, the
scoped operation and the continuation as parameters.

The scoped operations are represented by their own func-
tor g, indexed by two type parameters: one represents the
result of the computation within the inner scope; the other
represents the result of the scoped operation accessible to
the outer scope.

data Thread a b where
Fork :: Thread () ()

For the fork operation, the Thread functor will be used,
with both type parameters as unit, although this will be
revisited later. The syntax for the state effect will now be
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Prog Store Thread a. Note that smart constructors can also
be defined for scoped operations.

fork p = Enter Fork p return

To conclude this section, a standard algebraic effect imple-
mentation with freer monads has been given. This provides
the background to understand the racyBank example in the
introduction, which despite containing a data race, can be
encoded in the mutable store effect developed so far. This
motivates the next section, which introduces the idea of
constraining reads from and writes to mutable stores.

3 Development
3.1 Type-Level State

So far, the syntax of a mutable store effect with a scoped fork
operation for concurrency has been introduced. However,
this syntax does not prevent programs that lead to data races.
In this section, a high-level model will be given showing how
associating type-level state with mutable stores can be used
to prevent data races.

A read from a mutable store is considered safe, if there are
no other threads that could be writing to the store concur-
rently. Whereas a write to a store is considered safe, if there
are no other threads accessing the store at all. In other words,
there can be multiple threads that can access the store, as
long as they’re all reading. However, if a thread is writing,
then it must be the only thread that can access the store.

We model this situation using three access levels:

e If a thread has access level N to a store, then a thread
cannot perform any operation at all.

o If a thread has access level R to a store, it is only safe
to perform reads, because there could be other threads
that have access to the store.

e If a thread has an access level X, it is safe to perform
read and writes to the store, as it has exclusive access
to the store.

These access levels are formulated in the following type.
data AccessLevel = N | R | X

These access levels can be thought of as ordered with
N < R < X, and this relationship can be formulated with
the following typeclass.

type (<) :: AccessLevel — AccessLevel — Constraint
classa<b

instance a < X

instance R <R

instance N < R

instance N < N

To illustrate how this might be used, consider the increment
example. Suppose the access level to the store s is given by a.
The read operation generates the constraint R < a and the
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write operation generates the constraint X < a. Note that
the constraint R < a is subsumed by the constraint X < a.

increment s = do
v < read s
write s (v + 1)

In our model, new threads will be constructed using a fork
operation. This means the access level can actually change
after a fork operation, since a thread might have access to a
resource, but then lose it to a child thread.

In the example below the parent thread begins with ex-
clusive access to the store, but then creates a child thread.
This child thread performs a write operation, meaning that it
requires exclusive access to the store. This means that after
the fork operation, the parent thread has no further access
to the store.

goodState = do
s « alloc True
write s False
fork do
write s False
return ()

To capture the relationship between the access level of a
parent thread before fork, the access level of a parent after
fork and the access level of the child thread, a typeclass
Share is used. This controls how access is shared between
the parent and child after the fork operations.

type Share :: AccessLevel — AccessLevel — AccessLevel
— Constraint

class Share a b ¢

instance Share X X N

instance Share X N X

instance Share X R R

instance Share R R R

instance Share N N N

The fork operation in the goodState program generates
the constraint Share X X N which can be satisfied. Consider
a variation of goodState, called badState.

badState = do
s « alloc True
fork do
write s False
write s False
return ()

Notice that the write operation is performed both in the
child thread, and the parent thread after the fork. This gen-
erates the constraint Share X X X which cannot be satisfied.
Note that in certain circumstances, there might be multiple
possible values for Share a b c.
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ambiguousState = do
s «— alloc True
fork do
return ()
return ()

Consider ambiguousState, where the mutable store s isn’t
used afterwards. Then Share X X N or Share X N X could be
used to satisfy the Share constraint for fork. How ambiguous
cases and type inference interact will be discussed later.

3.2 Parameterised Algebraic Effects

In the previous section, it was shown that data races can
be prevented by associating type-level states with mutable
stores. However, this was only shown at a high-level, and
how to achieve this concretely in Haskell has not yet been
explained. This section introduces parameterised algebraic
effects, which provide the underlying infrastructure to make
this possible.

Parameterised computation was introduced by [4, 5], al-
lowing computations to be parameterised by objects, that
represent the change in state that occurs as a result of com-
putation.

First let us define a parameterised functor, with parameter-
ising category S, as a functor T : S°? XxSXC — C. The objects
of the parameterising category can be seen as predicates on
states. The first parameter is called the precondition and the
second parameter is the postcondition.

The object T(P, Q, X) is used to represent an effectful com-
putation that starts in the state that satisfies P and ends in the
state that satisfies predicate Q. An arrow q : Q — Q’ in the
parameterising category, represents a weakening of the pred-
icate Q. Hence there is an arrow T(P,Q,X) — T(P,Q’, X),
that represents weakening the postcondition of the computa-
tion, given by T(P, ¢, X). Similarly, an arrow p: P — P’ in C
represents a strengthening of a predicate P’. There is an ar-
row T(P’,Q,X) — T(P,Q, X) that represents strengthening
the precondition, given by T(p, Q, X).

An encoding into Haskell is given with the IFunctor type-
class. Intuitively, the parameterised imap function means
that if you can reach type b from type a, and you have a
computation that arrives at a with precondition i and post-
condition j, then you can obtain a computation that arrives
at b with the same pre and postcondition.

type IFunctor :: (p — p — Type — Type) — Constraint
class IFunctor f where
imap:=(a—b)—>fija—>fijb

A parameterised monad T, whose parameterising cate-
gory is S, is a parameterised functor T, equipped with two
natural transformations, ireturng 4 : A — T(S, S, A) as well
as ijoing g ¢ 4 ° T(S1,S2,T(S2,S3,A)) — T(S1,S3,A). The
ireturn transformation allows you to lift values into compu-
tations, and the ijoin transformation allows you to sequence
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computations. Since a value doesn’t actually perform com-
putation, the indices for the ireturn transformation stay the
same, reflecting that there is no change in state. The ijoin
transformation requires that the postcondition of the first
computation and the precondition of the second computation
be the same.

type IMonad :: (p — p — Type — Type) — Constraint
class (IFunctor m) = IMonad m where
ireturn::a— miia
ijjoin :mij(mjka)—>mika
ibind
An encoding into Haskell is given with the IMonad type-
class’. In the same way the ordinary Monad typeclass has
the >= function for composition, a IMonad equivalent, ibind
can be defined in terms of ijoin and imap:

zsmija—>(@a—>mjkb)—>mikb

ibind p k = ijoin (imap k p)

Parameterised computation can also be extended to alge-
braic effects. In the same way that ordinary algebraic effects
can be implemented with monads in Haskell, parameterised
effects can be implemented with parameterised monads. The
functor representing non-scoped operations is extended with
two type parameters p and q representing the pre and post-
condition of the operation.

data IProg f p q a where
Return::a — IProgfppa

Call =fpgb—(b—IProgfqra)—IProgfpra

To make IProg concrete, consider the contrived Firewall
effect, whose parameterised state is either Active or Inactive,
and which consists of two operations Enable and Disable to
toggle this state.

data Status = Active | Inactive
type Firewall :: Status — Status — Type — Type
data Firewall p q x where

Enable :: Firewall Inactive Active ()

Disable :: Firewall Active Inactive ()

The program lowerDefences begins expecting the firewall
to be active, and ends with the firewall inactive, and therefore
has type IProg Firewall Active Inactive.

lowerDefences :: IProg Firewall Active Inactive
lowerDefences = do

print "Lowering Defences"

print "Prepare for Malware"

disable

Extending this to scoped operations is more involved.
There are four type parameters to consider: the state be-
fore entering the inner scope p, the state after entering the
inner scope p’, the state before exiting the inner scope q’,

n order to use do-notation with this typeclass, the RebindableSyntax
language extension is used.
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and the state after exiting the outer scope q. This means the
type representing scoped operations is extended with four
additional type parameters.

data IProg f g p q x where
Return::a — IProgfppa

Call =fpgb—(b—IProgfqra)—
IProgfpra
Enter =IProgfgp’'q a—gpp'q'qab—

(b— IProgfgqrc)— IProgfgprec

To conclude, this section has introduced parameterised
algebraic effects, which allow us to define a richer syntax to
encode computations. The type-level state associated with
mutable stores can be stored as the pre and postconditions of
parameterised algebraic effects, allowing the use of mutable
stores to be tightly constrained to prevent data races.

3.3 Type-Level State Revisited

In this section, a parameterised version of the store effect
will be introduced, that does not allow programs with data
races. The parameterised state for this effect will be a list of
access levels, [ AccessLevel .

type Token :: Type — Nat — Type

For each mutable store, represented by a Token, there will
be a corresponding entry in the parameterised state. Thus,
the parameterised state functions like a context in type the-
ory. Previously Token was indexed by one type variable, to
indicate the type of the underlying data kept within the store.
Now Token will be indexed by an additional type variable, a
natural number, i.e. the index of the corresponding access
level within the parameterised state. This is analogous to
using de Bruijn indices to refer to an entry within a context
in type theory.

type Store :: [ AccessLevel| — [AccessLevel] — Type
data Store p q x where
Alloc ::t — Store p (Append p X) (Token t (Length p))
Write :: (X < Lookup p n) = Tokentn — t
— Store pp ()
Read :: (R < Lookup p n) = Token t n
— Storeppt

The first operation is Alloc. This operation takes a value
of type t which is used to initialise the elements of the
store, and produces a reference to the store. The new type-
level state associated with this mutable store is X, so the
parameterised state changes from p to Append p X, with
X being inserted at the end. This means the index of the
type-level state is Length p, so the result of the operation is
Token t (Length p).

The second operation is Write. This takes two parameters:
a mutable store which has type Token t n; and a value to
be put into the store of type t. The expression Lookup p n
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retrieves the type-level state associated with the mutable
store, by looking up the value at index n of the parameterised
state p. The operation requires X < p, in other words, it must
be possible to write to the mutable store.

The third operation is Read. This operation take a ref-
erence to a store with type Token t n, and produces the
contents of the store with type t. Again, the type-level state
for the store is found with Lookup p n and a < constraint
ensures that reading is safe.

type Length :[m] — Nat
type Append ::[m] - m — [m]
type Lookup :: [m] — Nat —» m

Note that the store effect above makes use of a number
of auxiliary functions, that operate on type-level lists. The
signatures of these are given above.

type Thread :: [ AccessLevel ] — [AccessLevel ]
— [AccessLevel | — [AccessLevel] — Type
— Type — Type
data Thread p p’ q" q x x’ where
Fork :: (ShareList p q p’) = Thread pp’ q" q () ()

In addition to the parameterised version of the Store func-
tor, there is also a parameterised version of the Thread func-
tor. The Share typeclass has already been introduced to con-
strain how the access level for a single mutable store changes
as a result of a Fork operation. The typeclass ShareList ex-
tends this to the entire parameterised state. This typeclass
generates a Share constraint from each item in the lists p, q
and p’.
type SharelList :: [ AccessLevel] — [AccessLevel |
— [AccessLevel] — Constraint

class SharelList as bs cs

instance ShareList [][][]

instance (Share a b c, ShareList as bs cs)
= ShareList (a:as) (b:bs) (c:cs)

To conclude this section, we have shown how parame-
terised algebraic effects can be used to create a new version
of the store effect, where data races cannot occur. There are
a number of shortcomings of this basic model, which shall
be addressed in the following sections.

3.4 Regaining Lost Access

Consider the program below. Once the child thread has been
created, the parent thread is unable to access store. Further-
more, the result of the child thread is inaccessible to the
parent thread. These problems stem from the fact, that the
parent thread has no way of knowing when the child thread
has finished.

lostAccess = do
store « alloc True
fork do
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write store False
return ()
write store False

A common concurrent programming pattern is for the
fork operation to return a future, representing the result of
the child thread, which may not exist yet. There is an accom-
panying operation wait that can be used to block the thread,
until this result is available. We can add this functionality to
our framework, as follows.

data Thread p p’ q" q x x” where
Fork :: (ShareList p q p’)
= Thread p p’ q’ q x (Future x)

data Store p q x where

Wait :: Future a — Storep p a

This partially improves the situation, allowing the follow-
ing to be written. Here child is a future, and wait is used
to pause the parent thread until the child thread is finished,
and obtain its result. This means that using write afterwards
will not cause a data race. However, this code would not be
allowed in the framework, as wait does not have any type-
level behaviour, meaning that the access bounds of store is
still N at the point of the second write.

lostAccess’” = do
store « alloc True
child « fork do
write store False
return ()
wait child
write store False

To remedy this, the finish operation will be introduced.
The finish operation waits for all threads that are descen-
dants of its inner scope to be completed. This is reflected in
the type-level indices. The type-level state after the scoped
operation is the same as before.

The rationale for associating this type-level behaviour
with a separate operation finish, as opposed to wait is that
it makes type-level bookkeeping simpler, while being easier
for the programmer to reason about. Further, it means that
wait can be used on the same future several times.

data Thread p p’ q" q x x’ where

Finish :: Thread p p q p x x
This allows lostAccessRegained to be written which demon-

strates the use of finish.

lostAccessRegained = do
store < alloc True
finish do
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fork (write store False)
write store False

To conclude this section, the wait and finish operations
have been added to allow parent threads to interact with child
threads, allowing more concurrent programs to be expressed.

4 Decomposition with Arrays

In this section, we consider how the model can be extended to
accommodate arrays. We shall work with Array which resem-
bles Store, but that allocates and manipulates arrays rather
than stores. Programs will be written in Prog Array Thread
now, rather than Prog State Thread.

data Array p q x where
Alloc:: Int = t
— Array p (Append p X) (Token t (Length p))
Write :: (X < Lookup p n) = Tokentn — Int — t

— Array p p ()

Read :: (R < Lookup p n) = Token t n — Int
— Arrayppt

Length :: (R < Lookup p n) = Token t n
— Array p p Int

The Alloc operation takes an additional integer argument
for the length of the array. The operations Read and Write
take an additional argument for the index to read and write
from. Finally, there is a Length operation for getting the
length of the array.

However this model is overly restrictive, preventing safe
programs from being written. One class of programs that
cannot be written is recursive array algorithms, such as
quicksort [20]. We cannot currently express a concurrent
version of such algorithms using our model. This is because
only one thread can write to an array concurrently. However
simultaneous writes to the same array by different threads
are safe, if the writes are to different indices. Languages such
as Rust enforce this through the concept of slices, which
allow you to construct a reference into a contiguous sequence
of elements within a data structure. We shall introduce a
similar capability into our model.

data ValueType where
Actual :: ValueType

Slice :: Nat — ValueType

type Token :: Type — ValueType — Nat — Type

This is accomplished by introducing a Split operation, that
allows you to construct two slices, by splitting at a certain in-
dex. The type ValueType will be used to differentiate between
actual arrays and slices. The type Token will be extended
to take a ValueType as a type parameter. If a resource has
the value type Slice n it means that it is a slice, that was
constructed from the resource at index n, which could itself
be a slice.
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An example of slices is given below. The array i is split
into two slices iy and iy. It is split at index 4, meaning that
the indices 0 to 4 of i; refer to indices 0 to 4 of i. Whereas the
indices 0 to 4 of i, refer to indices 5 to 9 of i. After the slice
occurs, no further operations can be performed on i, and iy
and i, are treated as entirely separate resources. This means
that i; can be written to in the child thread, and i, can be
read from in the parent thread, while the child thread could
be concurrently executing.

example = do
i « alloc 10 True
(i1, 1p) < slice i 4
fork do
write i; 0 False
b < read i; 0
return b

We also need to consider how slices interact with access
levels. Once a slice to a resource is created, you can no longer
directly access that resource. Therefore to create a slice, you
need exclusive access to the array, like the write operation.
However, unlike the write operation after you create the
slice, the access level will become N, reflecting the fact that
the resource is lost.

data Array p q x where

Split :: (X < Lookup p n,k ~ Length p)
= Tokentvn — Int
— Array p (Append (Append (Replace p n N) X) X)
(Token t (Slice n) k, Token t (Slice n) (S k))

Note that this makes use of a new type family Replace xs i x
which replaces the element of xs at the ith index with x. Its
signature is given below.

type Replace :: [m] —» Nat - m — [m]

The integer argument to a Split operation is the index at
which you want to split, and the output of the operation are
two slices. We might also imagine an operation to obtain the
original resource, from the two slices. This would require
exclusive access to both slices, and remove any further access
to them.

data Array p q x where

Join :: (X < Lookup p ny, X < Lookup p na,
Lookup p k ~ N)
= Token t (Slice k) n; — Token t (Slice k) n,
— Array p
(Replace (Replace (Replace p n; N) nz N) k X) ()

Thus, slices provide a way to naturally implement recur-
sive array algorithms.
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4.1 Quicksort

In this subsection, an implementation of the quicksort al-
gorithm will be given. The quicksort algorithm works by
choosing a pivot element, and elements in the array are
split into two halves. The first half consists of items smaller
than or equal to the pivot element. The second half consists
of items greater than the pivot element. The quicksort al-
gorithm then recurses on the two individual halves. One
advantage of this algorithm is that it can be extended to a
multithreaded environment, by running different recursive
calls on different threads.

The recursive nature of quicksort leads to a problem, when
trying to write it naturally. The problem is that the quick-
sort function is polymorphic, owing to the presence of the
parameterised state. Type inference with polymorphic recur-
sion where type parameters change between invocations is
undecidable in general.

Haskell, in particular, makes the assumption that the type
parameters are the same, i.e. the type-level state does not
change between invocations. However, this is not the case,
since two slices are added. Haskell makes this assumption
even before the type-checker plugin is invoked. The solution
is to explicitly specify a type signature that constrains the
input to the function.

quicksort :: (X < Lookup p n)
= Token Int rn
— IProg Array Thread p p ()
quicksort arr = do
len « length arr
if len < 2 then do
when (len = 2) do
vg < read arr 0
vy < read arr 1
when (v > vq) do
write arr 0 vq
write arr 1 vg
else finish do
i « partition len arr
(i1, 1) « slice arr (max (i — 1) 0)
fork do
quicksort i
quicksort iy
return ()

Quicksort is given above. First it checks the length of the
array. If the length is less than two, it exits. If it is equal to
two, then it reads the two values of the array and swaps
them if necessary. Otherwise, the function will call another
function partition, that splits the function into two halves,
returning i as the index of the pivot. Then split is called to
divide the array, based on the pivot. Then a child thread is

Hashan Punchihewa and Nicolas Wu

created to sort the left slice, while the parent thread sorts
the right slice.

4.2 Convolution

Another example of a concurrent algorithm involving mu-
table arrays is discrete convolution, which has applications
in signal and image processing. For simplicity, the case of
convolution with a one-dimensional input array and a three
element kernel, constituting the weights, will be considered.
In order to handle resources efficiently, the operation will
be performed in-place. If the output is o, and the input is i,
then the kth element of the output, o, is obtained by taking
the dot product of [ix_1, ik, i+1] with the weights.

serialConvolve before after inputs weights = do
len « length inputs
foldM [0.. (len — 1)] before Ai prevEl — do
letj=i+1
currkl « read inputs i
nextEl « if j = len
then return after
else read inputs j
let sum = [prevEl, currEl, nextEl] - weights
write inputs i sum
return currEl
return ()

The function serialConvolve performs convolution seri-
ally, with before and after being the boundary elements to
the left and right respectively. It performs a fold on an ar-
ray of indices, with the value of the previous element being
carried over in each iteration. It is necessary to carry over
the previous element, as it will have been overwritten by the
output element, as the algorithm is performed in-place.

parallelConvolve :: (X < Lookup p n)
= Int — Int — Token Int r n — [Int]
— IProg Array Thread p p ()
parallelConvolve before after inputs weights = do
len < length inputs
if len < 10 then do
serialConvolve before after inputs weights
else finish do
let middle = len/2
middle; < read inputs middle
middle; « read inputs (middle + 1)
(i1,iz) « slice inputs middle
fork do
parallelConvolve before middle; i; weights
parallelConvolve middle; after i, weights
return ()

The function parallelConvolve performs convolution us-
ing multiple threads, in a similar way to quicksort. When
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the array is smaller than a certain size, it will delegate the
operation to serialConvolve. Otherwise, it will split the ar-
ray into two slices and recurse. It is necessary to read the
two middle elements before splitting the array, to obtain the
boundary elements for the two slices.

4.3 Discrete Fourier Transform

The final example to be presented is an implementation of
the fast Fourier transform (FFT) algorithm, that computes the
discrete Fourier transform (DFT) of a sequence. It is typically
used to convert a signal from the time or space domain to
the frequency domain. The FFT algorithm is an efficient
algorithm to perform this transformation with recursion.

fft = (R < Lookup p ny, X < Lookup p nz,ny » ny)
= Token (Complex Double) r; ny
— Token (Complex Double) ry ny
— (Int, Int, Int)
— IProg Array Thread p p ()
fft input output (start, gap, len) = do
if len = 1 then do
v « read input start
write output 0 v

else do
let offset = len/2
finish do
(output,, output,) < slice output (offset — 1)
fork do

fft input output, (start, gap * 2, offset)

fft input output, (start + gap, gap * 2, offset)
forM [0.. (offset — 1)] Aj; — do

let j, = j; + offset

x; «— read output j;

X2 «— read output j,

let factor; = exp (—2i* 7z *j;) / len

let factory = exp (—2i* 7 *j,) / len

write output j; (x; + factor; * xz)

write output j, (xq + factor; * xz)
return ()

Unlike the previous examples, this algorithm is not per-
formed in-place, and this implementation uses two arrays:
one containing the input array; and another containing the
output array. The input is assumed to be a power of 2, which
allows the algorithm to be simpler.

Slices formed from the output array are passed to recursive
calls. However, this is not the case for the input array, which
is passed in its entirety to recursive calls. Instead, an auxiliary
argument is passed to represent the subarray within the
overall input array to perform DFT on. This is because the
recursive calls operate on discontiguous subarrays within
the input array.
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In the base case, the input is transferred unchanged to
the output array. In the recursive case, the DFT of the even
indices and the odd indices are handled by separate recursive
calls. The output array is split into two slices, but the input
array remains the same, and instead the auxiliary argument
is changed to reflect the subarrays passed to these recursive
calls. After the subcomputations are complete, the results
are combined, by the for-loop.

Note that this is data race free, as the input array is only
being read so can be shared between recursive calls. How-
ever, the output array is being written to, and must be split
between recursive calls. This is reflected in the type signa-
ture, where read access to the input array is needed, but
exclusive access to the output array is needed.

A subtle aspect of the type signature is the disequality
constraint ny ~ ny, which states that the input array and the
output array are different. If the input array and the output
array were the same, then this could result in a data race.
Naturally, this means the absence of the constraint would
lead to the program failing to type-check.

To conclude this section, we've seen a conservative ex-
tension of the framework that makes it straightforward to
safely encode concurrent divide-and-conquer algorithms.

5 Type-Checker Plugin

One issue with the library, that has hitherto been avoided, is
the issue of ambiguous type variables. This is where ambigu-
ous type variables prevent the Haskell type-checker plugin
to make progress solving constraints, even if enough infor-
mation is already present to do so. One example encountered
earlier was in the ambiguousState example where there were
two possible ways that the Share typeclass could be satisfied.
One approach to this problem would be to extend GHC with
custom-tailored rules to handle these specific cases. How-
ever, this heavyweight approach would demand that users
of the library depend on a customised implementation of
GHC, which is of course an unrealistic expectation.

An alternative approach which is considerably more prac-
tical is the use of a compiler plugin. GHC offers different
interfaces to modify its internal behaviour [39]. A recent
addition is the type-checker plugin interface, which allows
plugins to modify the constraint solver.

data TcPlugin = Vs.TcPlugin

:: TcPluginM s

, tcPluginSolve :: s — TcPluginSolver
, tcPluginStop ::s — TcPluginM ()
}

The type TcPlugin that defines a type-checker plugin is
given above. Most of the work occurs in the tcPluginSolve
function that is called by GHC. GHC provides the function
with a list of given constraints, which are constraints that
are known to hold and a list of wanted constraints, that GHC

{tcPluginlnit
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has yet to prove. The plugin improves type inference signif-
icantly, meaning that the end-user has to provide minimal
type annotations, which considerably reduces the burden of
the library.

5.1 Architecture

The first step of the type-checker plugin is taking the con-
straints given by GHC, and converting them into its own
internal representation.

data OpType
= OpApp OpFun [OpType] | OpVar Var | OpLift Type
| OpMultiAppend OpType [OpType] | ...
data OpFun
= OpReplace | OpLookup | OpLength | OpAppend | ...
data OpClass
= OpEquality | OpShare | OpSharelList | OpLeq | ...
data OpConstraint
= OpConstraint OpClass [OpType]
data OpConstraintSet
= OpConstraintSet [ OpConstraint] Bool

The key data types are given above:

OpFun is used to encode type constructors.

OpType is used to encode types.

OpClass is used to encode the different types of con-
straints, either different typeclasses or an equality con-
straint.

OpConstraint is used to encode a constraint, i.e. an
OpClass value and its arguments in the form of OpType
values.

OpConstraintSet is used to represent a series of con-
straints. The Bool represents a change flag, to record
if a modification has been made to the constraint set.

Each OpConstraintSet starts out representing a single con-
straint, but might be broken down into a series of constraints
during processing. Grouping these constraints together and
storing a change flag is useful for bookkeeping purposes.

Using this bespoke representation with dedicated con-
structors for type-level utilities used in the library, makes it
far simpler to write code to perform transformations on and
extract information from the constraints.

After this representation is constructed, constraint solving
can begin. Constraint solving consists of two phases. In the
analysis phase, the constraints are inspected to extract useful
information. In the simplification phase, the constraints are
refined, with the help of the information retrieved in the
analysis phase.

As might be expected, several iterations of these two
phases might be applied before the constraints are fully
solved. This is because refinements will inevitably beget
further refinements.
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5.2 Constraint Solving

To understand some of the most important simplifications,
that the plugin performs, it is illustrative to look at some
examples. The following function is an embarrassingly sim-
ple example of where the plugin will ensure unnecessary
constraints are avoided.

allocThenPut = do
s « alloc False
write s True

The function allocThenPut, as the name suggests, allocates
a mutable store s, and writes a value s to it. The reason is
that the parameterised state upon entry to the function is
unknown, and so treated by the Haskell type-checker as
an ambiguous type variable a. When the mutable store is
created, this type-level state becomes Append a X. Then the
write operation generates the following constraint:

Leq X (Lookup (Append a X) (Length a))

It might be clear to us that the Lookup constraint can
be simplified to X, since the element at index Length a of
Append a X is going to be X. However, the Haskell type-
checker cannot deduce this, unless Append a X and Length a
are concrete values, which is of course not possible if a is
ambiguous. The plugin, however, is equipped with a rule that
can handle this. The plugin can also handle more complex
cases such as the expression:

Lookup (Append (Append a R) X) (S (Length a))

Here, the Lookup is performed with multiple items appended
to the base list a, and the index to look up is given as an offset
relative to the length of the base list. This simplifies to X.
This type of simplification is an example of one that does
not require any information from the analysis phase.

Another example of how ambiguous type variables might
arise is given with fork.

allocThenPutTwo = do
s; « alloc False
s, « alloc False
fork do
write s; True
write s; True

Here two mutable stores are allocated: s; and s,. The child
thread created from fork writes to s;, while the parent thread
writes to s;. The fork operation leads to the following con-
straint being generated:

SharelList (Append (Append a X) X) b ¢

The variable b refers to the parameterised state after the
fork operation in the parent thread, and the variable c refers
to the parameterised state after the fork operation in the

child thread.
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Note that a is the parameterised state upon entry to the
function, and that since it is unknown the constraint can-
not be solved. The plugin, however, is able to identify the
instances where b and c are referred to in other constraints,
in the analysis phase. With this information, it replaces the
ShareList constraint with two Share constraints:

o Share (Lookup (Append (Append a X) X) (Length a))
(Lookup b (Length a)) (Lookup c (Length a))

e Share
(Lookup (Append (Append a X) X) (S (Length a)))
(Lookup b (S (Length a)))
(Lookup ¢ (S (Length a)))

The first constraint is on the use of s;, and the second
constraint is on the use of s,. By applying the rules on Lookup
discussed earlier, these can be further simplified to:

e Share X (Lookup b (Length a)) (Lookup c (Length a))

e Share X (Lookup b (S (Length a)))
(Lookup ¢ (S (Length a)))

Note that the use of the write operation generates the
following two constraints:

e X < Lookup b (S (Length a))
e X < Lookup ¢ (Length a)

The first constraint is from the write operation in the
parent thread, and the second is from the write operation in
the child thread. Information about the Leq constraints and
the Share constraints, obtained in the analysis phase, can be
combined to jointly solve both groups of constraints with
the following equations:

Lookup b (Length a) ~ N
Lookup b (S (Length a)) ~ X
Lookup ¢ (Length a) ~ X
Lookup c (S (Length a)) ~ N

The Share constraints are solved as Share X N X and
Share X X N respectively. The < constraints are solved as
X < X and X < X. This approach scales up to more com-
plex situations, where the mutable stores are not allocated
within the function, but passed in as arguments. Further,
there are similar rules for solving situations where there are
read operations.

To sum up, this section has presented the type-checker
plugin, a core component of the library, demonstrating some
of the ways that the plugin works to improve type inference.

6 Related Work

The work in this paper draws from and has similarities with
a broad range of interconnected ideas.
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Behavioural types. This field of study arose from process
calculi, formal models of concurrency based on communica-
tion channels, which are an alternative way to co-ordinate
between processes [21]. Systems based on behavioural types
have been used to avoid data races and ensure safety and
liveness in concurrent programs.

A particular class of behavioural types is session types. In
this typing discipline, the types of communication channels
encode the protocol, describing the interaction between two
processes. There are also multiparty extensions, which ac-
count for communication between many processes. There
have been several encodings of session types in Haskell
[28, 35, 42].

Linear types. The notion of constraints of resources has
close links to linearity [18, 46]. In particular, the work here
can be emulated through a combination of linear types and
indexed types. Rather than storing type-level state within a
parameterised algebra, type-level state could be stored in an
indexed type.

There is currently on-going work to integrate linear types
natively into Haskell [7]. This has required significant changes
to GHC, since linearity has to be ‘retrofitted’ onto Haskell.
In contrast, the work presented here takes advantage of the
type-level programming features already present in GHC.

An embedding of linearity was presented in Paykin and
Zdancewic [36]. Their system was also written in Haskell and
used type-level constructs in Haskell to encode constraints.
In particular, this system was also used to ensure safe access
to mutable arrays, with a similar split operation.

This implementation was done using higher-order abstract
syntax [38], a technique for embedding a language in a host
language while using the variable bindings of the host lan-
guage. A disadvantage of this approach is the presence of
combinators, whenever there is function abstraction and
application, which makes the code difficult to read.

Ownership types. Ownership types are a closely related
idea to linearity [13]. While linear types are typically found
in functional languages, ownership types are typically found
in imperative languages, where an object has a guarantee
that it has the only reference to another object.

In Boyapati et al. [9], ownership types are used to imple-
ment a type system that is not susceptible to data races. In
this system, accesses to an object are either carried out with
synchronisation or there is a guarantee that the access is
safe.

The Rust programming language has a type system based
on ownership and borrowing that allows for safe mutation
with mutable state [29]. The type system will not allow po-
tentially unsafe accesses to memory, unless there is synchro-
nisation.

Effect systems. Another branch of research has focussed
on using type and effect systems for ensuring the correctness
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of concurrent programs [31]. In [8], this is accomplished in
Java, with a region-based system, which is used to partition
the heap. This paper also explores divide-and-conquer algo-
rithms, by partitioning an array into two disjoint subarrays.
In [17], a type and effect system is also added to Java, but
this approach focusses on the interaction between locks and
the type system.

Coeffects. A generalisation of linearity is the coeffect [37].
While an effect corresponds to how a function changes its
execution context, a coeffect is a restriction on a function’s
execution context. Coeffects correspond to graded comonads,
and this has been incorporated into the type system of the
Granule programming language [32]. In our system, the type-
level state corresponding to each instance of mutable state
can be seen as a coeffect.

Typestate. Typestate is an old idea found in object-oriented
languages of associating state with variables of a given type
[3]. Method invocations will lead to changes in type-level
state. This could be modelled as a finite state machine. This
is very similar to the idea of type-level state discussed in this
paper, where operations lead to a change in type-level state.

Capabilities. A capability is a token that grants access to
an object [26, 27]. In Miller [30], a programming language is
developed that combines the object-oriented paradigm with
capabilities to allow objects to cooperate concurrently while
avoiding ‘destructive interference’, that might prevent safety
or liveliness. This system is largely dynamic, whereas the
system developed here is static.

In Boyland [11], a type system is developed for a vari-
ant of capabilities, that allow different views of data, based
on fractions. In particular, a whole fraction is needed for
write access, however a capability can be split into smaller
fractions, which only give read access. Fractions can be com-
bined together again to retrieve write access. This bears a
resemblance to the model developed here, in that different
threads can have different levels of access to a resource.

In Castegren and Wrigstad [12], a language is introduced
that encodes capabilities using traits, reusable structures that
can be combined to construct classes. An interesting feature
is that there can be concurrent access to disjoint parts of the
same object from different threads. An extension to this work
has been presented which extends this idea of disjoint access
to arrays. This is similar to the split operation presented here

(2].

Actor model. Like process calculi, the actor model is based
on communication, with the primitives of actors and be-
haviours [1, 16]. Actors send messages directly to each other,
and handle messages with behaviours. In Clebsch et al. [14],
a type system is presented that combines the actor model
with mutable state, while avoiding data races with capabil-
ities. This type system has been implemented in the Pony
programming language.
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Notions of computation. In this work, parameterised
computations have been used to ensure constraints on re-
sources. An alternative generalisation of a computation is a
graded computation, where the computation is indexed by
only one index, with a monoidal structure [33]. In Ivaskovié
and Mycroft [22], it is shown how graded monads can be
used to prevent deadlocks, in a concurrent system. Unlike
the system presented here, this system does not attempt
to prevent data races without synchronisation, and relies
on a fixed number of global locks. The connection between
parameterisation and grading is explored in Orchard et al.
[34].

7 Future Work

One direction for future research would be to explore whether
the decomposition that is possible with arrays, can be applied
to more complex data structures such as binary trees. This
would make it possible to implement a recursive algorithm
that creates new threads as it traverses a tree. Another poten-
tial development would be to model a system that integrates
message-passing with mutable state, similar to the system
found in Pony. A further direction for future work would be
to apply the same techniques described here to other kinds
of resources, where there are constraints are how opera-
tions can be performed. Examples of such resources might
be network sockets and graphics contexts.

8 Conclusion

This paper adds a novel approach to a growing body of work
on safe concurrent programming. Other strands of research
focus on either avoiding mutable state altogether, or creat-
ing entirely new languages tailored to allow safe mutation.
However, this paper demonstrates that advanced language
features enable safe mutation to be integrated with a main-
stream functional programming language in a principled
way. In this way, the paper also advances research into the
applications of advanced language features such as type-
checker plugins and type-level computation.
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