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Abstract

Smart grids promise to enhance drastically the efficiency of today’s power networks.
One of the key components of smart grids is the smart meter, which allows to monitor
a user’s electricity consumption with much higher resolution compared to conventional
energy meters. However, the high resolution of smart meter measurements also entails
serious privacy implications for the users, as it makes easier to distinguish the power
signature of single appliances from the aggregate household consumption. This would
lead an attacker, which may be a thief, a surveillance agency, or the utility provider

itself, to gain insights into users’ activities and behaviors.

In this dissertation we analyze several privacy-preserving techniques that protect
users’ privacy without diminishing the utility of smart grids. We adopt physical re-
sources that are increasingly available at the users’ premises, such as renewable en-
ergy sources and rechargeable batteries, and use them to minimize the information
leaked about a user’s electricity consumption, as well as the cost of energy. We de-
ploy information-theoretic tools to characterize the fundamental limits of smart meter
privacy, measuring privacy via mutual information, and characterizing single-letter
expressions for the information leaked when considering infinite and zero-capacity
rechargeable batteries. These scenarios represent lower and upper bounds on the pri-
vacy performance of more realistic settings with finite-capacity rechargeable batteries.
When considering a finite-capacity battery, we express the information leakage as an
additive quantity, and cast the problem as a stochastic control problem, which can be
solved by dynamic programming. We also propose more empirical privacy-preserving
strategies, testing their performance against real smart meter measurements and time
of use pricing tariffs. In particular, we measure privacy as the squared difference be-
tween the smart meter measurements and a target profile, which we consider as a
completely private power profile, and characterize the optimal trade-off between pri-

vacy and cost of energy.
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Notation

Throughout this dissertation we will use the following notation. We denote random
variables by capital letters, e.g., X and Y, their realizations, i.e., the value they assume,
by lower-case letters, e.g., x and y, and the corresponding alphabets, i.e., the set
of values they can take on, by calligraphic letters, e.g., X and ). The probability
distribution of a random variable X taking values in X is denoted by px. For integers
0<a<hb, Xg denotes the sequence X,, Xoy1,...Xp, while X? £ Xf. All logarithms
are in base 2, unless specified otherwise. When solving optimization problems, we
denote the optimal value of a variable with a star, e.g., Y* if the optimization is over

Y.

17



Chapter 1

Introduction

The next-generation energy network, the so-called smart grid (SG), promises a
tremendous increase in efficiency, safety and flexibility of managing the electricity grid
as compared to the legacy energy network. This is needed today more than ever as the
global energy consumption is growing at an unprecedented rate, and renewable energy
sources (RESs) have to be seamlessly integrated into the grid to assure a sustainable
human development. Smart meters (SMs) are among the crucial enablers of the SG
concept; they supply accurate high-frequency information about users’ household en-
ergy consumption to utility providers (UPs), that is, the entities that sells energy to
customers, and to distribution system operators (DSOs), that is, the entities that op-
erate the grid. The increased resolution and accuracy of SM data are essential for
services such as time of use (ToU) pricing, rapid fault detection, energy theft preven-
tion, and also provide user with more flexibility and near real-time control over their
consumption. However, highly accurate and granular SM data also poses a threat to
consumer privacy as non-intrusive load monitoring techniques (NILM) enable a mali-
cious attacker to infer many details of a user’s private life. The possibility of large-scale
data collection from residential users has been a topic of heated public and political
debate. If not properly addressed, the issue of privacy in smart meters would hinder
the full development of smart grids; hence, privacy of SM data has recently become a
topic of considerable research interest. In this regard, we expect that universities and
research institutes will stress the issue of privacy in smart meters even further in order

to push regulators to impose tighter rules about privacy.

18



Chapter 1. Introduction 19

1.1 Objectives

This dissertation analyzes privacy-enhancing energy management techniques that
provide accurate energy consumption information to the grid operator, without sacri-
ficing consumer privacy. In particular, we focus on techniques that shape and modify
the actual user energy consumption, which we call the user load, by means of physical
resources, such as rechargeable batteries (RBs), RESs, or demand shaping. The aim
of these techniques is to make the SM measurements, which we call the grid load, as
different as possible from the user load. Compared to techniques that are aimed at in-
jecting noise or perturbations in the SM measurements, the techniques studied in this
dissertation do not diminish the accuracy of the information provided to UPs, while at
the same time guaranteeing privacy for the SG users. Moreover, these techniques have
been receiving growing attention from the research community in the recent years,
since the physical resources these techniques rely on are becoming increasingly avail-
able, thanks to government incentives and decreasing cost of solar panels and household

RBs, as well as batteries for electric vehicles.

The main contribution of this dissertation is two-fold. Firstly, we aim at shedding
further light on the fundamental limits of privacy achievable in limit scenarios. These
limits represent the fundamental bounds on the performance of more practical SM
settings, and help us understand the role played by the various components of the
SM setting in terms of privacy performance. Moreover, the characterization of a rig-
orous mathematical framework and the use of information-theoretic tools enables to
compare various privacy-preserving techniques and to establish theoretical guarantees
on the level of privacy achieved, regardless of any monitoring technique and of the
computational capability of the attacker. This is of significant importance, as moni-
toring techniques that are currently thought not to be feasible, may become available
to attackers in the future, if computational capabilities improve, for example by the
development of quantum computing, or if new methods are developed. However, since
the presence of an RB introduces memory effects in the system, an absolute mathe-
matical characterization for the level of privacy achieved in an SM system has been

characterized only for specific settings under various simplifications, for example by
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considering an independent and identically distributed (i.i.d.) or Markov user load
or RES generation. For this reason, the second aim of this dissertation is to analyze
more practical privacy-preserving strategies and test their performance against real

SM measurements and ToU pricing tariffs.

1.2 Outline and Contributions

This dissertation presents first an extensive overview of the SM privacy problem
and the main privacy-preserving approaches, which is conducted in Chapter 2, fol-
lowed by several technical chapters dedicated to various privacy-preserving techniques.
In the following, we outline the content and results of each chapter, as well as the

corresponding publications.

Chapter 2
In Chapter 2 we present an overview of the main privacy-preserving techniques that
make use of physical resources, that is, RESs or RBs, to guarantee privacy for the

consumers. The content of this chapter has been accepted for publication in:

e Giulio Giaconi, Deniz Giindiiz and H. Vincent Poor, “Privacy-Aware Smart Me-
tering: Progress and Challenges”, arXiv:1802.01166 [cs.IT], to appear in IEEE

Signal Processing Magazine, May 2018.

Chapter 3

In Chapter 3 we study SM privacy by considering the presence of both an RES and
an RB as a means of masking the user’s electricity consumption. The RB, which is
considered to be constrained by instantaneous power constraints that limit the level
of privacy attainable, is utilized to store the energy obtained from the RES. Privacy
is measured by the information leakage rate, which denotes the average mutual in-
formation between the user’s real energy consumption, the user load, and the energy
requested from the grid, the grid load, which the SM reads and reports to the UP.

The impact on the privacy performance when assuming that the UP has knowledge of
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the amount of renewable energy generated is also analyzed. The minimum informa-
tion leakage rate is characterized as a computable information-theoretic single-letter
expression when the battery capacity is either infinite or zero. Numerical results are
presented for the finite battery capacity scenario to illustrate the potential privacy
gains from the existence of an energy storage device. It is shown that, while the infor-
mation leakage rate decreases with increasing availability of renewable energy, a larger
storage capacity is needed to fully exploit the available energy to improve the privacy.

The results in this chapter have been published in:

e Giulio Giaconi, Deniz Giindiiz and H. Vincent Poor, “Smart Meter Privacy with
an Energy Harvesting Device and Instantaneous Power Constraints”, in Proceed-
ings of the IEEE International Conference on Communications (ICC), London,
UK, 8-12 June 2015, pp. 7216-7221.

e Giulio Giaconi, Deniz Giindiiz and H. Vincent Poor, “Smart Meter Privacy With
Renewable Energy and an Energy Storage Device”, in IFEE Transactions on

Information Forensics and Security, vol. 13, no. 1, pp. 129-142, January 2018.

Chapter 4

In Chapter 4 we analyze the SM privacy problem by considering the availability of an
RES and an RB. We measure privacy by the average mutual information between the
consumer’s power consumption and the renewable energy generation processes, and
the power drawn from the grid, where the latter is known by the UP through the
SM readings, and the former two are to be kept private. Differently from Chapter 3,
in this chapter we allow the RB to store energy also from the grid. By expressing
the information leakage as an additive quantity, we cast the problem as a stochastic
control problem, and formulate the corresponding Bellman equations. The results in

this chapter have been partially published in:

e Giulio Giaconi and Deniz Giindiiz, “Smart meter privacy with renewable energy
and a finite capacity battery”, in Proceedings of the IEEE International Work-
shop on Signal Processing Advances in Wireless Communications (SPAWC), Ed-
inburgh, UK, 3-6 July 2016, pp. 1-5.
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Chapter 5

In Chapter 5 we jointly optimize user privacy and cost of electricity by considering the
presence of a finite-capacity RB, which can be utilized both to achieve privacy and to
reduce the energy cost for the user. Privacy is measured via the mean squared distance
between the SM readings and a target load, while ToU pricing is considered to compute
the electricity cost. As target load, we consider a piecewise constant function, which
sets a constant power value for each price period. The SM user has the possibility to
sell electricity back to the UP to further improve the trade-off between the achievable

privacy and the energy cost. The results in this chapter have been published in:

e Giulio Giaconi, Deniz Giindiiz, and H. Vincent Poor, “Optimal Demand-Side
Management for Joint Privacy-Cost Optimization with Energy Storage”, in Pro-
cedings of the IEEE International Conference on Smart Grid Communications

(SmartGridComm,), Dresden, Germany, 23-26 October 2017, pp. 265-270.

Chapter 6

In Chapter 6 we extend the analysis of Chapter 5, by allowing the user to know her
future electricity consumption only for a short period of time. Moreover, we propose a
privacy-preserving energy management policy, which characterizes its target load as a
low-pass filtered version of the user load. Additionally, a simplified and more practical
energy management policy is considered, which optimizes the energy management less
frequently. Extensive numerical results are presented to compare the performances of
various energy management policies in terms of the privacy-cost trade-off they achieve,
considering a number of privacy indicators. The results in this chapter have been

submitted for publication in:

e Giulio Giaconi, Deniz Giindiiz, and H. Vincent Poor, under revision in IEEE

Transactions on Smart Grid, June 2018.

Chapter 7
Finally, in Chapter 7 we provide the conclusions of the research presented in this

dissertation, and discuss potential research directions that can be considered in the



Chapter 1. Introduction 23

future, as well as open questions and challenges that need to be addressed to pave the

way to an effective protection of users’ privacy in future SGs.

Other Publications
The following paper has also been published as a result of the work carried out during

the Ph.D. studies, but its content has not been included in this dissertation:

e Jun-Xing Chin, Giulio Giaconi, Tomas Tinoco De Rubira, Deniz Giindiiz, and
Gabriela Hug, “Considering Time Correlation in the Estimation of Privacy Loss
for Consumers with Smart Meters”, Proceedings of the Power Systems Compu-

tation Conference (PSCC), Dublin, Ireland, 11-15 June 2018.



Chapter 2

Smart Meter Privacy by Means

of Physical Resources

2.1 Introduction

The SG promises an exceptional increase in efficiency, safety and flexibility of man-
aging the electricity grid as compared to the legacy energy network. This improve-
ment is largely due to the utilization of SMs, which supply accurate high-frequency
information about users’ household energy consumption to a UP. However, the very
characteristic that enables a massive improvements of the grid’s performance, that is,
the availability of high-resolution and accurate SM data, also poses a significant pri-
vacy threat to the consumers, as highly accurate and granular SM data may be used
by a malicious attacker to infer many details of a user’s private life. For this reason,
many privacy-preserving techniques have been proposed in the literature. This chapter
provides an overview of privacy-enhancing energy management techniques that pro-
vide accurate energy consumption information to the grid operator, without sacrificing
consumer privacy. In particular, we focus on techniques that shape and modify the
actual user power consumption by means of physical resources, such as RBs, RESs
or demand shaping. A rigorous mathematical analysis of privacy is presented under

various physical constraints on the available physical resources.

24
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2.2 Smart Meters for a Smart Grid

The current energy grid is one of the engineering marvels of the 20" century. How-
ever, it has become inadequate to satisfy the steadily growing global electricity de-
mand. In fact, the world energy consumption is predicted to increase 48% from 2012
to 2040 [5], driven by factors such as the growth of world’s economy, the rise of the
gross domestic product per person, the increase of world’s population, the surge in
penetration of electric vehicles, and the broader mobility revolution [6]. Other issues
that need to be addressed are the effective integration of RESs and storage capabili-
ties into the grid, the improvement of the grid’s environmental sustainability, and the
promotion of plug-in hybrid electric vehicles. To address these challenges, a new gener-
ation of electricity grid is being engineered, the SG. SGs are intended to substantially
improve energy generation, transmission, distribution, consumption and security, pro-
viding improved reliability and quality of the electricity supply, quicker detection of
energy outages and theft, better matching of energy supply with demand, and a better
environmental sustainability by enabling an easier integration of distributed generation
and storage capabilities [7]. The “smartness” of a SG resides in the advanced metering
infrastructure, which enables two-way communication between the utility and its cus-
tomers, and whose pivotal element in the distribution network is the SM, the device

that monitors a user’s electricity consumption in almost real-time.

In contrast to legacy grids, in which billing data is gathered at the end of a billing
period, SMs send electricity consumption measurements automatically and at a much
higher resolution. SMs enable two-way communication with the UP, transmitting a
great amount of detailed information. SMs collect and send bidirectional readings of
active, reactive and apparent power and energy, that is, the so-called 4-quadrant me-
tering, that is purchased from the grid, or sold to the grid, if the user produces energy,
for example by means of a photovoltaic panel. In the latter case, the user is referred
to as a “prosumer”, that is, a producer and consumer of electricity at the same time,
and can be financially rewarded for the energy sold to the grid. SMs also keep track
of historical consumption data over the previous days, weeks and months, and provide

high-resolution consumption data analytics to the customers to enable them to monitor
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TABLE 2.1: Time resolutions of some currently used SMs.

Smart Meter Model Time Resolution
Itron Centron [8] 1 min
REX2 [9] 5 min
Kamstrup Omnipower [10] 5 min
Enel Open Meter [11] 15 min

their energy consumption via an in-home display, web portal or smartphone applica-
tion, in near real-time. SMs also send alerts about voltage quality measurements,
helping UPs fulfill their obligations towards customers concerning energy, power and
voltage quality, e.g., in accordance with the European standard EN 50160. Examples
of these measurements include the root mean square voltage variations, e.g., voltage
dropout, sags and swells, and the total harmonic distortion. Data used for billing,
such as current ToU tariff, balance and debts, credit and prepayment modes, credit
alerts and topping up, is also sent to the UP. SMs can detect if a tampering takes
place, and send relevant data about it, along with security credentials for enabling
the correct functioning of cryptographic protocols, e.g., hashing, digital signature, and
cyclic redundancy check. Finally, SM firmware information and updates are also com-

municated.

The increased data resolution is crucial for enabling SG functionalities. Table 2.1
shows the smallest time resolution of some SMs currently in use, which is on the
order of few minutes. The European Union recommends a time resolution of at least
15 minutes to allow the new SG functionalities [12]. For example, the current SM
specifications in the UK impose that an SM should send integrated energy readings
every 30 minutes to the UP, while the data sent to a user’s in-home display can have
a resolution of up to 10 seconds [13]. In Texas, SMs send measurements every 15
minutes [14]. It should be noted that, with the increased adoption of renewable energy
generation by the prosumers, the increased penetration of electric vehicles and energy
storage technologies, and the diversification of the energy market, it is expected that
the SGs will become more volatile, requiring meter readings at a much higher rate in

the near future [15].

SMs provide a wide range of benefits to all the parties in an SG. Thanks to SMs,
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UPs can gain a better knowledge of their customers’ needs, while reducing the cost
of meter readings. SMs allow UPs to determine the electricity cost dynamically, as
well as to produce more accurate bills, thus reducing customers’ complaints and back-
office rebilling. The implementation of ToU pricing can incentivize demand response
and control customer behavior, while improved demand forecasts and load-shaping
techniques can reduce peak electricity demands. Finally, energy theft can be detected

more easily and quickly.

DSOs benefit from SMs as well, being able to better monitor and manage the grid.
SMs allow DSOs to reduce operational costs and energy losses, and improve grid effi-
ciency and system design, as well as distributed system state estimation and Volt and
Var control. Moreover, DSOs are able to better match distributed resources with the
ongoing electricity demand and the grid’s power delivery capability, thus reducing the

need to build new power plants.

Consumers themselves take advantage of SMs to monitor their consumption in near
real-time, leading to better consumption awareness and energy usage management.
Moreover, consumers receive accurate and timely billing services, with no more esti-
mated bills, and benefit from ToU pricing, by shifting non urgent loads to off-peak
price periods. Microgeneration and energy storage devices can be integrated more eas-
ily, and profits from selling the generated excess energy can be collected automatically.
Failing or inefficient home appliances, unexpected activity or inactivity, and wasted
energy are detected faster and more accurately, and switching between UPs is easier
by requesting on-demand readings, which in turn increases the competition among UPs

and reduces costs for consumers.

For the above reasons, the installation of SMs is proceeding rapidly, and is attracting
massive investments globally. For example, all European Union countries are required
to have 80% SM adoption by 2020 and 100% by 2022 [16], whereas China represents the
current leading global SM market with more than 348 million SMs installed, accounting
for 67.1% of tracked global installations. The SM market is expected to grow from an
estimated $12.79 billion in 2017 to $19.98 billion by 2022, registering a compound
annual growth rate of 9.34% [17]. Moreover, the global SM data analytics market,

which includes demand response analytics and grid optimization tools, is expected to
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FIGURE 2.1: An example of a household electricity consumption profile with some
appliances highlighted within the aggregated total consumption (data retrieved from
the Dataport database [1]).

reach $4.6 billion by 2022 [18], while the global penetration of SMs is expected to climb
from approximately 30% at the end of 2016 to 53% by the end of 2025 [19]. These
figures show how timely and crucial the research in this field is, and highlight the need
to quickly resolve potential obstructions that can threaten the future benefits from this

critical technology.

2.2.1 Smart Meter Privacy Risks

The SM'’s ability to monitor a user’s electricity consumption in almost real-time
entails serious implications about consumer privacy. In fact, by employing NILM
techniques, it is possible to identify the power signatures of specific appliances from
the aggregated household SM measurements. NILM techniques date back to the work
of George Hart in the 80s, who first proposed a prototype of a NILM device [20]. Since
then, NILM techniques have improved in different directions, e.g., by assuming either
high or low-frequency measurements, by considering known or learned signatures [21],
or even by using off-the-shelf statistical methods without any a-priori knowledge of
household activities [22]. An example of a typical power consumption profile along
with some detected appliances is illustrated in Figure 2.1. As shown in Figure 2.2, the

UP, a third party that has access to SM data, for example, by buying it from the UP, or
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When are you usually away from home?
Do you have an electronic alarm system? How often do you arm it?
How many people are at home? Are they on holiday?
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Burglary

Do you have disabilities/illnesses?
How often do you eat in? Do you eat hot/cold breakfasts?
Do you eat microwaved food?

Do you wake up at night? What are your sleep cycles?

Do you drive sleep deprived? User Profiling

How many hours do you spend in front of TV? Discrimination
How often do you entertain? Is any appliance inefficient? Targeted Marketing
Do you need to break speed limit to get to work on time? Insurance Adjusting
Age, gender /sex, non-traditional family, race, ethnicity. Law Enforcement

FIGURE 2.2: Some of the questions an attacker may be able to answer by having
access to SM data.

a malicious eavesdropper, may gain insights into users’ activities and behaviors, and
determine, for example, a user’s presence at home, her religious beliefs, disabilities,
illnesses, and even the TV channel she is watching [23-25]. Apart from residential
users, SM privacy is particularly critical for businesses, e.g., factories and data centers,
as their power consumption profile may reveal sensitive information about the state
of their businesses to their competitors. SM privacy has attracted significant public
attention, and continues to be a topic of heated public and political debate, and even
stopped the mandatory SM roll-out plan in the Netherlands in 2009, after a court
decided that the forced installation of SMs would violate consumers’ right to privacy,
and would be in breach of the European Convention of Human Rights [26]. Indeed,
concerns about consumer privacy threaten the widespread adoption of SMs and can

be a major roadblock for this multi-billion dollar industry.

It is worth pointing out that the privacy problem in SMs is different from the SM
data security problem [27]. In the latter there is a sharp distinction between legitimate
users and malicious attackers, whereas in the privacy problem in the SM context,

any legitimate receiver of data can also be considered malicious. To benefit from the
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advantages provided by the SG, users need to share some information about their
electricity consumption with the UP and DSO. However, by sharing accurate and
real-time information about their energy consumption, consumers also expose their
private lives and behaviors to the UP, which is a fully legitimate user and a potential
malicious attacker at the same time. This renders traditional encryption techniques
for data privacy ineffective in achieving privacy against the UP, and calls for novel

privacy measures and privacy protection techniques.

2.3 Privacy-Enabling Techniques for Smart Meters

There is a growing literature on privacy-preserving methods for SMs, which can be
classified into two main families. The first family, which we call the SM data ma-
nipulation (SMDM) approach, consists of techniques that process the SM data before
reporting it to the UP, while the techniques in the second family, called user demand
shaping (UDS), aim at modifying the user’s actual power consumption. Considered
within the first family are methods such as data obfuscation, data aggregation, data
anonymization, and down-sampling. Data obfuscation, i.e., the perturbation of me-
tering data by adding noise, is a classical privacy protection method, and has been
adapted to SGs in [28] and [29]. In [30], differential privacy, a well-established concept
in the data mining literature, is applied to SMs where noise is added not only to the
user’s energy consumption, via the RB, but also to the energy used for charging the
RB itself to provide differential privacy guarantees. Along these lines, the authors
in [31] introduce an information-theoretic framework to study the trade-off between
the privacy obtained by altering the SM data and the utility of data for various SG
functionalities. Note that, the more noise added to the data, the higher the privacy,
but the less relevant and less useful the data is for monitoring and controlling the grid.
In [31] an additive distortion measure is considered to model the utility, which allows
the characterization of the optimal privacy-utility trade-off in an information-theoretic
single-letter form. The data aggregation approach, proposed in [29], [32] and [33], con-
siders sending the aggregate power measurements for a group of households so that the

UP is prevented from distinguishing individual consumption patterns. The aggregation
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FIGURE 2.3: Overview of the privacy-enabling approaches for SMs.

can be performed with or without the help of a trusted third party (TTP). The data
anonymization approach, on the other hand, mainly considers utilizing pseudonyms
rather than the real identities of consumers [34,35]. Another method proposed in [36],
reduces the SMs sampling rate to a level that does not pose any privacy threat. How-

ever, the SMDM family suffers from the following shortcomings:

e Adding noise to the SM readings causes a mismatch between the reported values
and the real energy consumption, which prevents DSOs and UPs from accu-
rately monitoring the grid state, rapidly reacting to outages, energy theft or
other problems, and producing accurate and timely billing services. These would

significantly limit the benefits of SMs;

e DSOs, UPs, or more generally any eavesdropper can embed additional sensors
right outside a household or a business (street level measurements are already
available to the DSOs and UPs) to monitor the energy consumption, without

fully relying on SM readings;

e The anonymization and aggregation techniques that include the presence of a

TTP only shift the problem of trust from one entity (UP) to another (TTP).

These issues are avoided by the approaches in the UDS family, which directly modify
the actual power consumption profile of the user, called the user load, rather than
modifying the data sent to the UP, called the grid load. In this family the SM reports

accurately the energy taken from the grid without any modification; however, this
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is not the energy that is actually consumed by the appliances. This is achieved by
filtering the user’s actual electricity consumption via a rechargeable energy storage
device, i.e., an RB, or by exploiting an RES, which can be used to partially hide
the consumer’s power consumption. Examples of RESs include solar panels or micro
wind farms. Another technique is to partially shift user’s demand. Thus, the idea
is to physically differentiate the grid load from the user load. Note that the effect
of using an RB or an RES can also be considered as adding noise to the household
consumption, but the noise in this case corresponds to a physical variation in the power
received from the grid. Moreover, differently from approaches in the SMDM family,
the SM measurements provided by the UDS methods are exact and there is no issue
of data mismatch between the SM data and the effective user demand from the grid.
Thus, when UDS methods are deployed, the utility of SMs for the SG is not diminished
since the users’ energy consumption is neither misreported nor distorted. As a result,
while the privacy-utility trade-off is of particular concern for the SMDM techniques,
with the UDS techniques smart grid utility is never diminished and other trade-offs
are considered instead, such as the privacy-cost, or the privacy-wasted energy. Figure

2.3 shows an overview of the privacy-enabling approaches.

The focus of this dissertation is on UDS techniques, which have been receiving grow-
ing attention from the research community in the recent years. The physical resources
these techniques rely on, such as RBs or RESs at consumer premises, are already be-
coming increasingly available thanks to government incentives and decreasing cost of
solar panels and household RBs, as well as the RBs for electric cars. Moreover, shaping
and filtering users’ actual power consumption by means of physical resources renders
any data misreporting or distortion unnecessary, which, thus, do not undermine the
utility of the SG concept itself. In this chapter we will present a signal processing per-
spective on SM privacy by treating the user load as a stochastic time series, which can
be filtered and distorted by using an RB, an RES or demand shaping or scheduling.
The available energy generated by the RES can also be modeled as a random sequence,
whose statistics depend on the energy source (e.g., solar, wind) and the specifications

of the renewable energy generator. Additionally, the finite-capacity battery imposes
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TABLE 2.2: Specifications of some currently available residential RBs.

. . RB Capacity RB Charging RB Discharging
Residential RB (kWh) Peak Power (kW) | Peak Power (kW)
Sunverge SIS-6848 [37] 7.7,11.6, 15.5, 19.4 6.4 6
SonnenBatterie eco [38] 4—16 3-8 3-8
Tesla Powerwall 2 [3] 13.5 5 5
LG RESU 48V [39] 2.9,5.9, 88 3,4.2,5 3,42, 5
Panasonic Battery 5.3 9 9
System LJ-SK56A [40]
Powervault
G200-LL2/4/6KWH [2 2,4, 6 0.8, 1.2 0.7, 1.4
Orison Panel [41] 2.2 1.8 1.8
Simpliphi PHI 3.4-48V [42] 3.4 1.5 1.5

TABLE 2.3: Distribution of average household power consumption (resolution refers
to the measurement frequency). Values in each column indicate the percentage of
time the average consumption falls into the corresponding interval.

Source Location | Resolution
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TABLE 2.4: Distribution of average power generated by residential photovoltaic sys-
tems. Values in each column indicate the percentage of time the average generation
falls into the corresponding interval.

Source Location | Resolution
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0 kW
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o

0.1 0

instantaneous limitations on the available energy. We also note that such physical re-

sources can also be used for cost minimization purposes by the users, e.g., by acquiring

and storing energy over low-cost periods, and utilizing the stored energy in the RB and

the energy generated by an RES over peak-cost periods. Accordingly, we also study

the trade-off between privacy and cost, and the minimization of the wasted renewable

energy. In the following, we describe and summarize the progress made in recent years

towards quantifying the privacy leakage of SMs in a rigorous manner, report the most

significant results, and highlight a number of future research directions.
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TABLE 2.5: Specifications of the solar panels studied in the Microgen [4] database.
Values in each column indicate the percentage of solar panels that satisfy the corre-
sponding property.

Solar Panel Area (m?) Solar Panel Cell Type Nominal Installed Capacity (kWp)
(0,15] | (15,20] | (20,25] | (25,30] | (30,+00) || Monocrystalline | Polycrystalline || (0,2] | (2,3] | (3,4] (4, +00)
5 35 44 15 1 93 7 4 36 59 1

2.3.1 Current Household Batteries, Typical Power Demands and Re-

newable Power Generation

Table 2.2 lists the storage capacity and peak power of some of the currently avail-
able RBs for residential use. As it can be seen, the capacities are in the range of few
kWhs. The typical household average power consumption also lies within the range
of few kWs, as shown in Table 2.3, where the distribution of the average user power
consumption values over different years obtained from various databases is reported
with various time resolutions. Analyzing the Dataport [1] database we observe that,
independently of the period considered, the average user energy demand is less than
2 kWh for 80 — 90% of the time. Current batteries charged at full capacity would
then be able to satisfy the demand continuously only for a few hours. However, com-
pletely covering the consumption over a few hours may come at the expense of revealing
the energy consumption fully at future time periods (to be able to recharge the bat-
tery). We should also remark that the residential electricity consumption is forecast to
increase significantly in the coming years [46], emphasizing the need to intelligently ex-
ploit limited capacity storage devices to hide energy consumption behavior. Moreover,
as the typical electricity consumption is very spiky (see Figure 2.1 for an example),
current batteries cannot fully hide the spikes in the consumption, because of their
charging/discharging peak power constraints. We also would like to emphasize that
the privacy leakage is caused mostly by these spikes, which are typically more infor-
mative (e.g., oven, microwave, heater) compared to more regular consumption (e.g.,
fridge). Moreover, due to electricity price variations users may prefer charging/dis-
charging the battery in certain time periods, which limits the available energy that
can be used for privacy. Finally, it is expected that the increasingly wider adoption
of electrical vehicles and the mass production and adoption of energy-hungry “smart

devices” will inevitably increase the typical household electricity consumption, limiting
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further the rechargeable batteries’ capability in fully hiding the user load.

Table 2.4 shows the average power generated via a solar panel, which is the most
common residential RES. Locations, technology, as well as the inclination and size
of the solar panel affect the generated power, as shown in Table 2.5 for one of the
databases considered, where kWp denotes the kilowatt peak, i.e., the output power
achieved by a panel under full solar radiation. As expected, around 50% of the time,
i.e., at night, no energy is generated at all, while there are differences in the distribution
of the average values for the two databases considered, due to the different locations.
Comparing these values with those in Table 2.2, we note that the battery capacities
are large enough to store many hours of average solar energy generated by the solar

panels most of the time.

2.4 A Signal-Processing Perspective on Smart Meter Pri-

vacy

The generic discrete-time SM system model is depicted in Figure 2.4. In this discrete-
time model, each time slot (TS) duration is normalized to unit time; therefore, power
and energy values within a TS are used interchangeably. X; € X denotes the total
power demanded by the appliances in the household in TS ¢, i.e., the user load, where
X denotes the user load alphabet, i.e., the set of values that X; can assume. X,
represents the user’s private information, which needs to be protected. Y; € ) is the
power received from the grid, i.e., the grid load, which is measured and reported to
the UP through the SM, while ) denotes the grid load alphabet. We assume that
the user and grid load power remain constant within a TS. This can be considered
as a discrete-time linear approximation of a continuous load profile in practice. This

approximation can be made arbitrarily accurate by reducing the TS duration.

In current systems, where no power manipulation is employed, Y; = Xy, Vt; that is,
the actual power consumption of the appliances is reported to the UP. Instead, we
assume that an RB and an RES are available to the user to physically distort the

user’s power consumption; so that what the user receives from the grid, Y;, does not
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FIGURE 2.4: Representation of the system model. X;, Y;, F; and B; denote the
consumer’s power demand, i.e., the user load, the SM readings, i.e., the grid load, the
energy produced by the RES, and the battery state of charge at TS ¢, respectively.
The dashed line represents the meter readings being reported to the UP.

reveal too much information about the power used by the appliances, X;. We remark
here that the TSs in our model correspond to time instants when the electricity is
actually requested by the user and drawn from the grid, rather than the typically
longer sampling interval used for sending SM measurements to the UP. In fact, we
assume that the SM measures and records the output power values at each time slot;
this is because our aim is to protect consumers’ privacy not only from the UP, but also
from the DSO or any other attacker that may deploy a sensor on the consumer’s power
line, recording the electricity consumption in almost real-time. The amount of energy
stored in the RB at time ¢ is By € [0, Bpax), where Bpax denotes the maximum battery
capacity. X; —Y; denotes the power taken from the RB, and the battery charging and
discharging processes are often constrained by the so-called charging and discharging
power constraints P, and Pd, respectively, i.e., —P. < Xy —Y; < Py, Vt. There is
typically a constraint on the average power that can be retrieved from an RB as well,

imposed by an average power constraint P, i.e., E[% Yo (X — Y})] < P. Losses
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in the battery charging and discharging processes may also be taken into account to
model a more realistic energy management system. The renewable energy generated
at time t by the RES is denoted by E: € &, where £ = [0, Fpax]. RBs and RESs
are expensive facilities, and installation and operation costs can be reduced if they
are shared by multiple users, e.g., users within the same neighborhood or block of
flats. Moreover, sharing these resources allows a centralized management of the energy
system for the RES and/or RB for multiple parties, which also leads to a more efficient
use of the available resources. The renewable energy can be stored in the RB, or used

immediately, so that a user can:

e increase privacy, by avoiding to report her actual power consumption to the UP;

e decrease electricity costs, by purchasing and storing electricity from the grid when
it is cheaper, and use it to satisfy future demand, or even sell it back to the UP

when the price increases;

e increase energy efficiency, by reducing the waste of generated renewable energy

when it is not needed, and when it is not profitable to sell it to the UP.

We note that the system model represented in Figure 2.4 can be extended to consider
multiple RBs or RESs. One example of this generalization is given in [47], where two
rechargeable batteries, connected in series, are considered. However, we highlight
that the optimal privacy-preserving solution for more complicated scenarios would be
derived by extending the techniques developed for the system model of Figure 2.4.
Hence, in the following we focus on characterizing the level of privacy achievable for

the model depicted in Figure 2.4.

The random processes X and F are often modeled as a Markov process, or as a
sequence of i.i.d. random variables. Although the UP does not know typically the
instantaneous realizations of the stochastic processes X and FE, it may well know their
statistics. In some cases, the UP may know the realizations of the renewable energy
process E, for example if it has access to additional information from sensors deployed
near the household that measure different parameters, e.g., the solar or the wind power,
and if it knows the specifications of the user’s renewable energy generator, e.g., model

and size of the solar panel.
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Given the above definitions, the evolution of the level of energy in the RB is typically

expressed via the following equation:
Bigy = min { By + By — (X; = Vi), Bunas } (21)

where we remind that we can power and energy values interchangeably because each

TS duration is normalized to unit time.

Sometimes the user load does not need to be satisfied immediately in its entirety. In
fact, the user load can be further classified into demand that must be met immediately,
e.g., lighting or cooking, and demand that can be satisfied at a later time, the so-called
elastic demand, e.g., electric vehicle charging, dishwasher or clothes washer-dryer. For
the latter demand, the user’s only concern is that a certain task needs to be finished
by a certain deadline, e.g., the electric car must be fully charged by 8 a.m., and it is
not of interest at what exact time the consumption takes place. This flexibility allows
the consumer to employ demand response to increase her privacy as well as to lower

costs.

The electricity unit cost at time ¢, denoted by C}%, can be modeled as a random
variable, or in accordance with a specific ToU tariff. The cost incurred by a user to
purchase Y; units of power over a time interval of 7 at the price of C; is thus given by
7:Y:Ct. When the presence of an RES is considered, the prosumer may be able to sell
part of the energy generated to the grid to further improve her privacy and to minimize
the energy cost. If this occurs, the net metering approach is typically considered, i.e.,
the utilities purchase consumer-generated electricity at the current retail electricity
rate. The battery wear and tear due to charging and discharging the RB can also be

taken into account and modeled as an additional cost [48].

2.4.1 The Energy Management Policy

The energy management unit (EMU) is the intelligence of the system, located at
the user’s premises, where the SM privacy-preservation and cost-optimization algo-

rithms are physically implemented. The energy management policy, implemented by
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the EMU, determines at any time ¢ the amount of power that should be drawn from
the grid and the RB, given the previous values of the user load X?, renewable energy

EY, level of energy in the battery B!, and grid load Y1, i.e.,
fr: X x Ex B x YL 5y, Vit, (2.2)

where f € F, and F denotes the set of feasible policies, i.e., policies that produce
grid load values that satisfy the RB and RES constraints at any time, as well as the
battery update equation in (2.1). The optimal policy is chosen to minimize the long-
term information leakage about a consumer’s electricity consumption, possibly along
with other criteria, such as the minimization of electricity cost or wasted energy. The
energy management policy prevents outages, and typically it is not allowed to draw

more energy from the grid to be wasted simply for the sake of increased privacy.

The policy f; in (2.2) corresponds to an online energy management policy, i.e., a
policy in which the action taken by the EMU at any TS depends only on the informa-
tion available causally right up to that time. Alternatively, in an offline optimization
framework, the policy takes actions by knowing future information about the system
state, i.e., user load and RES energy generation, in a non-causal fashion. In the SM
privacy literature, both offline and online SM privacy-preserving algorithms have been
considered. Online algorithms are more realistic and relevant for real-world applica-
tions; however, offline algorithms may lead to interesting intuitions or bounds on the
performance. Moreover, non-causal knowledge of the electricity price process is a re-
alistic assumption in today’s energy networks; and even the non-causal knowledge of
power consumption may be valid for certain appliances, such as refrigerators, boilers,
heating and electric vehicles, whose energy consumption can be accurately predicted

over certain finite time frames.

In the following, we will first present an overview of some heuristic solutions to the
SM privacy problem. Next, we will describe the more rigorous and mathematically
involved techniques, which are aimed at finding the relevant fundamental bounds and

trade-offs.
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2.5 A Heuristic Privacy Measure: Variations in the Grid

Load Profile

As in many other problems involving privacy, a wide consensus over the best privacy
measure for SMs has not been reached yet, and a number of privacy measures have been
proposed in the literature, each one with its own benefits and limitations. Although
it is clear that privacy is achieved when the UP cannot infer a user’s behavior on the
basis of SM measurements, it is challenging to define a corresponding mathematical
measure that is independent of the particular detection technique employed by the

attacker.

2.5.1 Grid Load Variance as a Privacy Measure

One can argue that privacy in SMs can be ensured by opportunely charging and
discharging the RB so that the grid load is always constant. In fact, the differences
in consecutive load measurements, y; — y;—1, are indicative of the appliances’ switch-
on/off events, the so-called features, and are typically exploited by the existing NILM
algorithms [49]. Ideally, a completely “flat” grid load profile would not reveal any
feature, and would only leak a user’s long term average power consumption. However,
this would require a very large battery capacity or a powerful RES. Alternatively, the
level of privacy can be measured by the “distance” of the grid load from a completely
flat target load profile, based on the intuition that the smaller the distance, the higher
the level of privacy achieved [50]. Accordingly, privacy can be defined as the grid load

variance around a prefixed target load profile W i.e.,
1 n
Va2 S S E[(Vi- WP, (2.3)
t=1

where the expectation is over X; and Y;, and W = E[X] typically.

An important concern for consumers is to minimize their energy cost. With the
integration of unreliable RESs into the grid, it is expected that the unit cost of energy

from different UPs will fluctuate in time. Accordingly, RBs for residential use provide
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FIGURE 2.5: Example of user load, grid load, and constant target load profiles, where
the “distance” Y; — W; is highlighted. The aim of the algorithms presented in this
section is to minimize the average squared distance.

a significant flexibility for the consumers as they can buy and store energy during low-
cost periods to be used during peak-price periods. The impact of RBs in reducing the
cost of energy to the consumers have been extensively studied in the literature [51].
Note, however, that the operation of the EMU in order to minimize the energy cost
does not necessarily align with the goal of minimizing privacy leakage. Therefore, it is
essential to jointly optimize the electricity cost and user privacy. If the cost of energy

and battery wear and tear are considered, the overall optimization problem becomes:
1 n
min - 3 :E[Cth F15(H)CE + (Y, — W2, (2.4)
n
t=1

where 1p(t) = 1 if the battery is charging/discharging at time ¢, and 0 otherwise;
Cp is the battery operating cost due to the battery wear and tear caused by charging
and discharging the RB; and « strikes the trade-off between privacy and cost. The
expectation in (2.4) is over the probability distributions of all the involved random

variables, i.e., X, Y;, and C;.

If Wy = E[X], V¢, the EMU tries to achieve a flat grid load profile around the
average user power consumption with as little deviations as possible. This scenario is

illustrated in Figure 2.5, where the straight blue line is the fixed target consumption
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profile Wi, and the red line indicates the achieved grid load profile Y;. For i.i.d. X and
C processes, an online energy management policy can be obtained using Lyapunov
optimization [48]. The online control algorithm can be formulated as a Lyapunov
function with a perturbed weight and the drift-plus-penalty framework is adopted,
which is typically used for stabilizing a queuing network, by minimizing the so-called
drift, while minimizing at the same time a penalty function. Here, the penalty is
represented by the optimization target, while the Lyapunov drift is defined as the
difference of the level of energy in the RB at successive TSs. Authors in [48] show
that this approach leads to a mixed-integer nonlinear program, which they solve by
decomposing it into multiple cases, and by finding a closed-form solution to each of

them.

This problem can also be studied in an offline framework, by assuming the future
user demand profile can be accurately estimated for a certain time horizon, and the
energy cost is known in advance. When privacy and cost of energy are jointly optimized
over a certain time horizon, one can characterize the points on the Pareto boundary
of the convex region formed by all the cost and privacy leakage pairs, by solving the

following convex optimization problem [50]:

n

min [(1 — a)Y;Cy + aY; — W)?|. (2.5)
Y >0
t=1
It is shown in [50] that the optimal offline solution has a water-filling interpretation.
However, differently from the classical water-filling algorithm, which appears as the
solution of the power allocation problem across parallel Gaussian channels under a
total power constraint, here the water level is not constant, and changes across time

because of the instantaneous power constraints.

However, a completely flat consumption profile may not be feasible, or even desirable,
for example if the cost varies greatly during the system operation due to ToU tariffs.
Thus, it is reasonable to assume that a user requests more energy during the off-peak
price periods as compared to the peak price [52]. An example of the application of
this strategy is shown in Figure 2.6, applied to real power consumption data from the

UK-Dale dataset [53]. This approach will be analyzed in detail in Chapters 5 and 6.
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FI1GURE 2.6: Examples of user load, grid load, and a piecewise constant target load
profiles over the course of one day. The price periods are highlighted by arrows of
different colors. Note that the target assumes a different constant value for each price
period.

2.5.2 Temporal and Spatial Similarities in the Grid Load as a Privacy

Measure

Variations in the grid load profile can be captured by considering power traces of
single appliances and by computing differences in power consumption both in the
time domain, i.e., consumption deviation over time of a specific appliance, and in the
“space” domain, i.e., consumption profiles of different appliances. As these variations
are computed over a certain time horizon, when an online algorithm is considered,
future user electricity consumption is estimated by forecasting the future electricity
prices and running Monte Carlo simulations. The optimal decision at any time is
characterized by considering both the current inputs and the forecasts through a rolling
online stochastic optimization process. Load shifting, i.e., the scheduling of the user’s
flexible electricity demand in accordance with privacy as well as cost concerns, can
also be considered. Load shifting is analyzed in [54] and in [55], where privacy, cost
of energy, and battery wear and tear are jointly optimized, and an online algorithm is

formulated. The objective is to minimize the sum of current and expected electricity
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and charging/discharging costs together with the weighted power profile differences
measured through the similarity parameters for an entire day. The effectiveness of
three similarity measures are examined in [55] separately, as well as jointly, where only
four typical appliances, an oven, a clothes dryer, a dishwasher and an electric vehicle,

are considered for the sake of simplicity.

2.5.3 Heuristic Algorithms

While the grid load can be flattened by minimizing the variation of the grid load
around a constant consumption target, several works in the literature propose heuristic
battery charging and discharging algorithms, which keep the grid load variations lim-
ited. An intuitive approach is to try to keep the grid load equal to its most recent value
by discharging (charging) the RB when the current user load is larger (smaller) than
the previous one. This approach, called the best-effort (BE) algorithm in [56], tends
to eliminate the higher-frequency components of the user load, while still revealing the
lower-frequency components. In [56], the similarity between the two probability distri-
butions of the user and grid load is quantified via the empirical relative entropy (i.e.,
Kullback-Leibler divergence) [57]. In the same work, the authors also consider cluster
classification, whereby data is clustered according to power levels, and cross-correlation
and regression procedures, according to which the grid load is shifted in time at the
point of maximum cross-correlation with the user load, and regression methods are

then used to compare the two aligned signals.

A slightly more sophisticated approach is considered in [58], called the non-intrusive
load levelling (NILL) algorithm, in which more than one grid load target value, namely
a steady state target and low and high recovery state targets are allowed, and the EMU
tries to maintain the grid load at one of these values across time. If the steady state
load cannot be maintained, the EMU switches to a high (low) recovery state in case
of persistent light (heavy) user demand. When one of the recovery states is reached,
the target load is adapted accordingly to permit the battery to charge or discharge,
similarly to the empirical strategies outlined in [59]. The value of the steady state

target load can be updated whenever a recovery state is reached, in order to reduce



Chapter 2. Smart Meter Privacy by Means of Physical Resources 45

the occurrences of recovery states, which is achieved by using an exponential weighted
moving average of the demand. To assess the performance of their proposed approach,
the authors in [58] count the number of features, i.e., the number of times a device is
recognized as being on or off, from the grid load, as compared to the user load, and

they further consider the empirical entropy.

As also pointed out in [60], these heuristic algorithms suffer from precise load change
recovery attacks that can identify peaks of user demand. We note that the NILL
algorithm is essentially quantizing the user load to three values with the help of the
RB. This idea is generalized in [60] by considering an arbitrary number of quantization
levels. Since quantization is a “many-to-few mapping”, converting the grid load to
a step function is inherently a non-linear and irreversible process, which can be used
to provide privacy by maximizing the quantization error under battery limitations.
More specifically, the grid load is forced to be a multiple of a quantity 3, i.e., y: = h:f3,
where h; is an integer value, and f is the largest value that satisfies battery’s maximum
capacity and power constraints. At any T'S, given the user load, the grid load is chosen
between the two adjacent levels to the user load, namely [%-‘ and L%J, where H
and H denote the ceiling and floor functions, respectively. Three stepping algorithms
are proposed in [60], which have different quantization levels: 1) the lazy stepping
algorithm, which tries to maintain the external load constant for as long as possible;
2) the lazy charging algorithm, which keeps charging (discharging) the battery until
it is full (empty); and 3) the random charging algorithm that chooses its actions at
random. While the simulation results show that these algorithms outperform the BE
and NILL algorithms, with the lazy stepping algorithm typically performing the best,
it is hard to make general claims due to the heuristic nature of these algorithms. In
fact, these approaches do not provide theoretical guarantees on the level of privacy
achieved; thus, they are not able to make any general claim about the strength of the
proposed privacy-preserving approaches and their absolute performance. This is an
important limitation as consumers would like to know the level of privacy they can
achieve, even if it is in statistical terms. Also, because such heuristics are often based

on deterministic schemes, they are prone to be easily reverse-engineered.
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2.6 Theoretical Guarantees on Smart Meter Privacy

One of the challenges in SM privacy is to provide theoretical assurances and funda-
mental limits on the information leaked by an SM system, independent of any assump-
tion on the capability of an attacker, or of the particular NILM algorithm employed.
This is essential in privacy research as privacy-preserving techniques may perform
extremely well against some NILM algorithms and very poorly against others. More-
over, the privacy assurances should not be based on the complexity limitations of a
potential attacker, as techniques that are currently thought not to be feasible, may
become available to attackers in the future, if computational capabilities improve, or
if new methods are developed. Last but not least, establishing a coherent mathe-
matical framework would allow us to compare various SM scenarios and the use of
different physical resources, e.g., RBs of various capacities, RESs of various nature,
etc., in a rigorous manner. Accordingly, signal processing and information-theoretic
tools have been employed in the literature to provide theoretical privacy assurances.
We will overview various statistical measures for privacy, in particular, the conditional
entropy [59], Fisher information (FI) [61], or type II error probability in detecting user
activity [62].

In this statistical framework, it is commonly assumed that the statistics of the user
load and the RES are stationary over the period of interest, and are known to the EMU.
This assumption is reasonable especially if the period of stationarity is sufficiently long
for the EMU to observe and learn these statistics [63—65]. On the other hand, an online
learning theoretic framework can also be considered to account for the convergence time
of the learning algorithm. Alternatively, most of the works in the literature that carry
out a theoretical analysis also propose suboptimal policies that can be applied on real
power traces, thus allowing the reader to gain intuition about the practical application
and performance of these theoretically-motivated techniques. We take a worst-case
approach, and assume that the statistics governing the involved random processes
are known also by the attacker. Note that this can only empower the attacker, and

strengthen the stated privacy guarantees.



Chapter 2. Smart Meter Privacy by Means of Physical Resources 47

2.6.1 The Significance of Single-Letter Expressions

It is expected that a meaningful privacy measure should consider the leakage of
a user’s information over a certain time period of reasonable length, because of the
memory effects introduced by the RB and the RES. The energy consumption over a
short period of time can be easily covered by satisfying all the demand from the RB
or the RES over this period, but this may come at the expense of revealing the energy
consumption fully at future time periods. Therefore, the information-theoretic analysis
typically considers an average information rate measured over a given finite time period,
and often studies its infinite-horizon asymptotics as well. However, increasing the
time horizon also increases the problem complexity, and one of the challenges of the
information-theoretic analysis is to obtain a so-called “single-letter” expression for the
optimal solution, which would reduce the problem complexity significantly, particularly
when the involved random variables are defined over finite alphabets. Unfortunately,
to date, closed-form or single-letter expressions for the information leaked in an SM
system have been characterized only for specific settings under various simplifications,

e.g., considering an i.i.d. or Markov user load or RES generation.

2.6.2 Markov Decision Process Formulation

In the online optimization framework, where the user load and the energy generated
by the RES can be modeled as Markov processes (or, as an i.i.d. sequence as a special
case), the SM privacy problem can be cast as a Markov decision process (MDP). An
MDP is a discrete-time state-transition system, which is formally characterized by a
state space, which includes the possible states for the SM system, an action space, which
includes the possible actions that can be taken by the decision maker at each state,
the transition probabilities from the current state to the next state, which describe the
dynamics of the system, and the reward (or, inversely, the cost) process, which indicates
the reward received (or, cost incurred) by the decision maker by taking a particular
action in a particular state. The goal of an MDP is to find the optimal policy that
minimizes the average (or, discounted) cost either by a specified time in the future, i.e.,

by considering the so-called finite horizon setting, or over an indefinite time period, by
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considering the so-called infinite horizon setting. To solve the corresponding MDP the
optimal Bellman optimality equations should be formulated [66], which are then solved
to obtain the optimal policy at each state and time instant. The problem can be solved
numerically for the finite horizon setting, while the value iteration algorithm can be

employed to obtain the optimal stationary policy in the infinite horizon scenario.

In the SM problem, the state at any time t is typically represented by a combination
of the current level of energy in the battery By, user demand X, and renewable energy
E;, since the values taken by these variables represent the current situation of the SM
setting, in terms of both energy available for preserving privacy and power demanded
by the user. The action, performed by the EMU, is represented by the current grid
load and the power used from the RB and the RES. State transitions are modelled
by the battery update equation, which is typically assumed to be deterministic, as
well as transitions in the user demand and renewable energy generation states, which
typically do not depend on user’s actions. The cost function is the privacy loss that
is experienced by the user when the SM system moves from one state to another by
following a certain action. However, to consider the privacy as the cost function in
an MDP, it is necessary to formulate the privacy leakage in an additive form across
time, so that the total loss of privacy over multiple TSs is given by the summation of
the privacy leakage at various T'Ss. This may be challenging depending on the privacy
measure employed. For example, measuring privacy via the squared distance of the
grid load from a constant target profile has a straightforward additive formulation,
while the same does not hold when privacy is measured by the mutual information
between the user and grid load sequences. This is because the mutual information
takes into account the dependence between the realization of the user load at time ¢,

X4, and the current, past and future realizations of Y, Y1,..., Y, Yiqq .. ..

Moreover, when the state and action spaces are continuous, it is necessary to dis-
cretize them to solve the problem numerically. The accuracy of the numerical solution
can be improved by decreasing the discretization step size, at the expense of sig-
nificantly higher computational complexity. When the dimensions of the state and
action spaces render numerical evaluation of the optimal policy unfeasible, one can

resort to suboptimal solutions that are easier to optimize and compute numerically,
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yet may provide near optimal performance or interesting intuitions. Also, when the
information-theoretic privacy measures are used, it may be possible to simplify the
infinite-horizon optimization problem, and write it in a single-letter form. We will

provide further insights into this below.

2.6.3 Mutual Information as a Privacy Measure

The entropy of a random variable X, H(X), is a measure of the uncertainty of its
realization. The mutual information between random variables X and Y, I(X;Y),
measures the amount of information shared between the two random variables [57].
Mutual information can also be considered as a measure of dependence between the
random variables X and Y, and it is equal to zero if and only if they are independent.
Rewriting the mutual information as I(X;Y) = H(X)—H(X|Y), where H(X|Y) is the
conditional entropy, we can also interpret mutual information as the average reduction
in the uncertainty of X from the knowledge of Y. Therefore, we can measure the
privacy leakage about the user load sequence X" through the SM readings Y by
the mutual information between the two sequences, I(X™;Y"™). This will measure
the reduction in the uncertainty of the UP about the real power consumption of the
appliances, X", after receiving the SM measurements, Y. Thus, minimizing the
mutual information can be interpreted as a way of improving privacy for SM users.
Mutual information as a measure of privacy leakage has also been considered in other

domains, see for example [67-69].

For an SM system with only an RB (no RES) and a given energy management policy
f in (2.2), running over n TSs, the average information leakage rate I}E”(Bmax,f-’d) is

defined as

P (B Pa) £ ~I(X™Y™) = — [H(X") ~ HX"|Y™)], (2.6)

S|
SRS

where 0 < X; — Y; < Pd. The parameters Bp.x and Pd emphasize the dependence
of the energy management policy, and therefore, of the achievable information leakage
rate, on the battery capacity and the discharging peak power constraint. The optimal
energy management policy and the corresponding minimum information leakage rate

is obtained by minimizing (2.6) over all feasible policies f € F to obtain Z"(Bmax, Pd).
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2.6.3.1 Privacy with a Renewable Energy Source

Alternatively, one can also consider the SM system of Figure 2.4 with an RES, but
no RB. Assume that the renewable energy that can be used over the operation period
is constrained by an average and a peak power constraint. We do not allow selling
the generated renewable energy to the UP, as the goal is to understand the impact
of the RES on providing privacy to the user. The minimum information leakage rate
achieved under these assumptions and for an i.i.d. user load can be characterized by
the so-called privacy-power function Z(P, }5), and can be formulated in the following
single-letter form:

I(P,P)= inf I(X;Y), (2.7)

Py |x€P

where P £ {py|x :y e VE[(X -Y) < P,0< X -Y < P}. This formulation is
presented in [70] for a discrete user load alphabet, i.e., X can only assume values that
are multiples of a fixed quantum, and in [71], for a continuous user load alphabet, i.e.,
X can assume any real value within the limits specified by the peak power constraints
of the appliances. The optimal energy management policy that minimizes (2.7) is
stochastic and memoryless, that is, the optimal grid load at each TS is generated ran-
domly via the optimal conditional probability that minimizes (2.7) by only considering
the current user load. Another interesting observation is that (2.7) is in a similar form
to the well-known rate-distortion function in information theory, which characterizes
the minimum compression rate R of data, in bits per sample, that is required for the
receiver to reconstruct the source sequence within a specified average distortion level
D [57]. Formally, the rate-distortion function R(D) for an i.i.d. source X € X with
distribution py, reconstruction alphabet X, and distortion function d(z, ), where the
average distortion between sequences X" and X" is given by %Z?:l d(x;, T;), char-
acterizes the minimum rate with which an average distortion of D is achievable. The
compression rate specifies the size of the codebook 2", required to compress the source
sequence of length n, X™. Shannon showed that the rate-distortion function can be

obtained in the following single-letter form:

R(D) = min I(X; X). (2.8)

PX|x 2 (x,0) PXPx| x A(z,:8)<D
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The analogy between (2.7) and (2.8) becomes clear considering the following distor-

tion measure

-y, f0<z—y<P,

d(z,y) = (2.9)

0, otherwise,
and such analogy enables to use tools from rate-distortion theory to evaluate the
privacy-power function for an SM system. However, it is important to highlight that
despite the functional similarity, there are major conceptual differences between the
two problems, namely: i) in the SM privacy problem Y™ is the direct output of the
encoder rather than the reconstruction at the decoder side; ii) unlike the lossy source
encoder, the EMU does not operate over blocks of user load realizations; instead, it
operates symbol by symbol, acting instantaneously after receiving the appliance load
at each TS. For discrete user load alphabets, the grid load alphabet can be constrained
to the user load alphabet without loss of optimality [72], and since mutual informa-
tion is a convex function of the conditional probability py x € P, the privacy-power
function can be written as a convex optimization problem with linear constraints.
Algorithms such as the Blahut-Arimoto (BA) algorithm can be used to numerically
compute the optimal conditional distribution [57]. For continuous user load distribu-
tions, the Shannon lower bound is derived in [72], which is a computable lower bound
to the rate-distortion function widely used in the literature, and is shown to be tight

for exponential user load distributions.

These results can be generalized to a multi-user scenario in which N users, each
equipped with a single SM, share the same RES [72]. This scenario is represented in
Figure 2.7, where the objective is to minimize the total privacy loss of N consumers (or,
devices) considered jointly, rather than minimizing the privacy loss for each of them
separately. This requires the EMU to allocate the shared RES among all the users in the
most effective manner. The average information leakage rate can still be written as in
(2.6), by replacing X; and Y; with Xy = [X14,..., Xy and Y, = [Yiy, ..., YN, where
the boldface characters denote the vectors representing the N power measurements.
The privacy power function has the same expression in (2.7), and, for the case of

independent, but not necessarily identically distributed user loads, the optimization
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FIGURE 2.7: Representation of the system model where a single EMU and RES are

shared among NN users, each equipped with an SM. The EMU decides how much
power each user can retrieve from the RES and from the SG.

problem (ignoring the peak power constraint) can be cast as

I(P) = leg <PZIX (2.10)
where Zx, (-) denotes the privacy-power function for the i-th user having user load dis-
tribution px,(x;). For continuous and exponential user loads, the optimal allocation
of the energy generated by an RES can be obtained by the reverse water-filling algo-
rithm, according to which only energy from the RES is used to satisfy the users with
a low average load, while users with higher average load need to request energy from

the grid as well.

2.6.3.2 Privacy with a Rechargeable Battery

We can also consider the presence of only an RB in the system, which is thus charged
only via the grid (no RES is available to the EMU). Including an RB complicates the
problem significantly, and the amount of energy stored in the battery, By, plays an

important role when designing a feasible energy management policy.

This problem can be solved by putting it in the form of an MDP and by finding

a suitable additive formulation for the privacy cost function [73]. The optimization
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problem is formulated as

1
L = min1(By, X5 Y"), (2.11)
n

where f can be any feasible policy, as specified in (2.2) (without including the renewable
energy process). Eq. (2.11) has been cast in an additive formulation in [73] by noting
that there is no loss of optimality in restricting the focus to charging strategies f’ that
decide on the grid load only based on the current values of the user load X; and level
of energy in the battery B;, and on the past values of the grid load Y*~!, i.e., the
general strategy f in (2.2) is specialized as f; : X x B x Y'=! — ), Vt, because of the
following inequality:

1 1
n n

n
> I(Xy, By vy, (2.12)
t=1

The conditional distributions in (2.12) grow exponentially with time because of the
term Y1, so that the problem becomes computationally infeasible very quickly. To
overcome this problem, the knowledge of Y*~! is summarized into a belief state, defined
as p(X, B¢|[Y'™1), which can be computed recursively and interpreted as the belief that
the UP has about (Xy, B;) at time ¢, given its past observations, Y?~!. This way, the
optimal Bellman equations can be formulated, and the optimal policy can be identified

numerically (with a discretization of the belief state).

For an i.i.d. user load, the single-letter characterization of the minimum information

leakage rate is given by [73] as

J* = min I(B - X; X), (2.13)
9673}3

where 6 is the probability distribution over B given the past grid load and actions,
ie., O; = p(b|y*=1 a’~!), and the action a; is defined as the transition probability
from the current belief, user load and level of energy in the battery to the current grid
load. This result is obtained by considering a belief on W; = B, — X;, rather than
(By, X¢), and by further restricting to policies of the type f/’ : Wx Y!~1 — Y, Vt. Since
(2.13) is convex in #, the optimal #* may be obtained by using the BA algorithm. The

optimal grid load turns out to be i.i.d. and indistinguishable from the demand, while
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the optimal policy is memoryless and the distribution of Y; depends only on W;. Such
a characterization is provided in [74] for a binary i.i.d. user load, while the authors

extend it to an i.i.d. user load of generic alphabet size in [73,75,76].

Apart from only maximizing privacy, it is of interest to also minimize the cost.
Differently from privacy, cost of energy has an immediate additive formulation and
can be easily incorporate into the MDP formulation. Considering the random price
vector C* = (C4,...,C;), where C; denotes the unit cost of energy at TS ¢, privacy
can be defined in the long time horizon as

P £ lim H(Xt‘tytct) (2.14)

t—o00

This formulation is presented in [59], where the corresponding MDP is formulated,
and two suboptimal algorithms are proposed. The first is a greedy algorithm, which
maximizes at any time the current instantaneous reward, while the second is a battery
centering approach that is aimed at keeping the battery at a medium level of charge so
that the EMU is less constrained by the battery or the demand in determining the grid
load. In the latter approach, if the grid load depends not on the current user load or
the battery level, but only on the current electricity price, the system is said to be in a
hidden state, while it is said to be in a revealing state, otherwise. The latter strategy is
analyzed for an i.i.d. user load by considering the system as a recurrent Markov chain

and by adopting random walk theory.

2.6.3.3 Privacy with a Renewable Energy Source and a Rechargeable Bat-
tery

When both an RES and an RB are present, the information-theoretic privacy anal-
ysis becomes more challenging. As an initial step, we can consider infinite and zero
battery capacities, which represent, respectively, lower and upper bounds on the pri-
vacy leakage achievable for a practical SM system with a finite-capacity battery [77,78].
This scenario, along with a suboptimal energy management policy, will be analyzed in

detail in Chapter 3.
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The presence of a finite-capacity battery increases the problem complexity dramat-
ically due to the memory effects induced by the finite battery, and single-letter ex-
pressions are still lacking for this scenario. A possible approach to find a theoretical
solution to this problem is by extending the MDP formulation, as investigated in [79].
The latter approach will be analyzed in detail in Chapter 4.

2.6.4 Detection Error Probability as a Privacy Measure

So far we have considered approaches that try to hide the complete user energy
demand from the UP. However, rather than hiding the entire energy consumption pro-
file, in some cases it may be more meaningful to keep specific particular user activities,
such as “is there anybody at home?”, “has the alarm been activated?” or “is the fridge
working well?”. In order to keep the answer to such questions private, the goal of the
EMU is to maximize the attacker’s probability of making errors when attempting to

answer them.

Let the consumer’s behavior that needs to be kept private belong to a set of M
possible activities. Thus, we can treat the attacker’s decision and the user’s action as an
M-ary hypothesis, i.e., H € H = {hg, h1,...hpy—1}. When M = 2, the hypothesis test
is said to be binary and, by convention, the hypothesis hg, called the null hypothesis,
represents the absence of some factor or condition, while the hypothesis h1, called the
alternative hypothesis, is the complementary condition. For example, answering the
question “is somebody at home?” corresponds to a binary hypothesis test, where hg is
the hypothesis “somebody is not at home” and h; is the hypothesis “somebody is at
home”. It is reasonable to assume that the user load will have different statistics under
these two hypotheses; accordingly, we assume that under hypothesis hg (h1), the power
demand at TS ¢ is i.i.d. with pxp, (pX‘hl). Based on the SM readings, the attacker
aims at determining the best decision rule H (+), i.e., the optimal map between the SM
readings and the underlying hypothesis. The space of all possible SM readings, V", is

partitioned into the two disjoint decision regions Ag and A, defined as follows:

Ao = {y"H(y") = ho}, (2.15)

AL 2y H(Y") = h}, (2.16)
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which correspond to the SM readings subsets for which the attacker decides for one
of the two hypotheses. The attacker’s binary hypothesis test can incur two types of

errors:

e Type I error probability: make a decision A1 when hg is the true hypothesis (false

positive or false alarm), i.e., pr = pyn |y, (Ao);

e Type II error probability: make a decision hg when h; is the true hypothesis

(false negative or miss), i.e., pi1 = pyn|py (A1)

The Neyman-Pearson test minimizes the type II error probability for a fixed maxi-

mum type I error probability and makes decisions by thresholding the likelihood ratio

Py |ng (¥"ho)

—>0 = Consider the worst case of an all-powerful attacker, which has the per-
pyn|ny (Y"h1)

fect knowledge of the energy management employed, in the asymptotic regime n — oo,
and denote by pﬁlin the minimal type II probability of error subject to a constraint on
the type I probability of error. Assuming that a memoryless energy management is
employed by the EMU, that is, the grid load at any TS ¢ depends only on the user
load at the same TS, then the attacker runs a Neyman-Pearson detection test on the
grid load. Chernoff-Stein Lemma [57] links the minimal type II error probability pﬁ‘i“
to the Kullback-Leibler (KL) divergence D(:||-) between the grid load distributions

conditioned on the two hypotheses in the limit of the number of observations going to

infinity:
min

lo
lim — 8P
n—00 n

= D(py|nollPyiny )5 (2.17)

while the KL divergence between two probability distribution functions on X, px and

gx, is defined as [57]

px(x
Dpxllax) 2 3 px(a)log X1, (218)
zeX ax (33)

Not surprisingly, to maximize the privacy the goal of the EMU is to find the opti-
mal grid load distributions, which, given the user load X and the true hypothesis H,
minimizes the KL divergence in (2.17), or equivalently, minimizes the asymptotic expo-
nential decay rate of pﬁlin. However, the EMU is constrained by the available resources

in making the two user load distributions produce similar grid load distributions. In
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particular, we impose a constraint on the average RES it can use. Thus, the objective

is to solve the following minimization problem:

min  D(pyp, Py |n, ) (2.19)

Py |HEPyY |1

where Py is the set of feasible energy management policies, i.e., those that satisfy
the average RES generation rate P, so that %E[ZLI X; = Yilhj] < P, j = 0,1. This
setting is studied in [80], where the asymptotic single-letter expressions of two privacy-
preserving energy management policies in the worst case scenario are considered, i.e.,
when the probability of type I error is close to 1. The first policy is a memoryless
hypothesis-aware policy that decides on Y; based only on the current X; and H, while
the second policy is unaware of the correct hypothesis H but takes into account all the
previous realizations of X and Y. It is noteworthy that even if the hypothesis-unaware
policy with memory does not have access to the current hypothesis, it performs at least
as well as the memoryless hypothesis-aware policy. This is because the hypothesis-
unaware policy is able to learn the hypothesis with negligible error probability after
observing the power demand process for a sufficiently long period. Additionally, the
power supply alphabet can be constrained to the power demand alphabet without loss

of optimality, which greatly simplifies the numerical solution to the problem.

2.6.5 Fisher Information as a Privacy Measure

FI is another statistical measure that can be employed as a measure of SM privacy
[61]. Let some sample data = be drawn according to a distribution depending on an
underlying parameter 8. Then, FI is a measure of the amount of information that x
contains about . In the SM setting, Y™ is the sample data available to the attacker,
while X" is the parameter underlying the sample data that is to be estimated by the
attacker. Let X™ denote the estimate of the attacker. The FI can be generalized to

the multivariate case by the FI matrix, defined as

Py = [ sty [0 D [ORSB  (oon)
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Assuming an unbiased estimator at the attacker, i.e., the difference between the
estimator’s expected value and the true average value of the parameter being estimated
is zero, the variance of the estimation error can be bounded via the Cramér-Rao bound
as follows:

E[lla" — 2" (y")I[3] = Te(FZ(2") ™), (2.21)

where ||z — 2"(y™)||3 denotes the squared Euclidean norm, and Tr(A) denotes the
trace of matrix A. To maximize the privacy it is then necessary to maximize the
trace of the inverse of the FI matrix. In [61], two SM settings with RB are studied,
specifically when the battery charging policy is independent of the user load, and when
it is dependent non-causally on the entire user load sequence. For both cases single-
letter expressions are obtained for the maximum privacy. Moreover, the case of biased
estimators, wear and tear of the batteries, and peak power charging and discharging

constraints are also briefly analyzed in [61].

2.6.6 Empirical Mutual Information as a Privacy Measure

Approaches aimed at determining theoretical privacy limits provide important in-
sights and intuitions for the optimal energy management policy in order to limit the
privacy leakage. However, they are often difficult to optimize or even evaluate nu-
merically, and the relatively simplified formulation obtained in various special cases
rely on restrictive assumptions, e.g., i.i.d. user load, infinite RB capacity, etc. An
alternative is to follow a suboptimal or heuristic energy management policy. Although
such a policy does not provide theoretical privacy guarantees, one can evaluate the

corresponding privacy leakage numerically using empirical mutual information.

One way to compute the empirical mutual information is by simulating a discrete-
time system for a “large enough” time interval and sampling the resulting X" and
Y™ sequences [81]. The mutual information between two sequences =™ and y™ can be

approximated as

1 1 1
I(X;Y) = ——logp(y") — —logp(a") + —logp(z",y"), (2.22)
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where p(y™), p(z™) and p(z™,y™) are calculated recursively through a sum-product
computation. When using this method, the RB is modeled as a finite state machine,
and the level of energy in the battery evolves in time through a Markov chain with
transition probabilities depending on the specific policy implemented. The support
space for the parameters is discretized, and the optimal combination of parameters is
found, which minimizes the empirical mutual information. This approach is followed
in [82], where only a binary RB is present and for an i.i.d. Bernoulli distributed user
demand, and in [83] where an RES is also considered. The latter work also analyzes the
wasted energy and characterize the privacy-energy efficiency trade-off for the binary
scenario and equiprobable user load and renewable energy generation processes. For
larger battery capacities and for an equiprobable user load, the authors note that
there is a symmetry and complementarity in the optimal transition probabilities in the
finite state machine model, which simplifies the numerical analysis. This model is also
employed in [78] by considering an RES and designing a suboptimal policy, which, at
each TS, decides among using all of the available energy, half of it, or no energy at all,
according to a probability chosen to minimize the overall information leakage. Further

details about the latter approach can be found in Chapter 3.

Another technique for approximating mutual information is to assume X and Y to
be i.i.d. over a time interval, and approximate the mutual information via the relative
frequency of events (Xy,Y;) during the same time window. In [84] this approach is
enriched by additive smoothing, i.e., avoiding zero probability estimates by adding a
positive scalar, and it is employed together with a model-distribution predictive con-
troller, such that, at each TS t, the EMU decides its actions for a prediction horizon
of length T, i.e., up to time ¢t + T. Privacy and cost are jointly optimized by con-
sidering non-causal knowledge of the renewable energy generation process, user load
and energy cost, while EMU’s actions, i.e., the power that is requested from the grid
and the battery, are forecast over the prediction horizon. The user and grid load pro-
cesses are assumed to be i.i.d. within a time window N > T, which also includes the
prediction horizon 7', and finite alphabets X and ) are considered. As N > T, first-
order Taylor approximation of the logarithm function is used, and the corresponding

mixed integer quadratic program is formulated, which is of manageable size and can be
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solved recursively whenever new SM readings are available. Results show that consid-
ering a relatively small prediction horizon T prevents the EMU from fully utilizing the
RB capacity, as the user load that is considered by the algorithm is generally smaller
then the RB capacity. Allowing a longer prediction interval dramatically improves
the performance in terms of both privacy and cost, at the expense of a much higher
computational complexity. The work also shows that by increasing the alphabet sizes

of X and ) a better privacy performance can be achieved.

Empirical mutual information normalized by the empirical entropy of the user load is
considered in [85], where an RB is used to minimize the energy cost subject to privacy
constraints. Here two cost tariffs are considered, a low-price and a high-price, and a
dynamic programming approach is developed to maximize the energy stored in the
battery at the end of the low-price period, and minimize it at the end of the high-price
period. At every TS, the optimal probability distribution of the grid load is computed,

which is forced to be independent of the user load distribution.

2.7 Conclusions

Privacy in SMs is a very debated topic and many solutions have been proposed so
far, which differ in many aspects, most notably in the actual definition of privacy. In
this chapter we have presented an overview of privacy-preserving approaches within
the UDS family, that is, which make use of physical resources to achieve privacy for
consumers. These techniques all share the significant advantage of providing the UP
and the DSO with accurate SM data, without adding any modification on it. Thus,
these techniques provide privacy to consumers without undermining the usefulness of
the SG concept itself. Nonetheless, these techniques are still very different in the way
they define privacy, and in the mathematical tools they employ to solve the privacy
problem. For all of them, we have presented the high-level system model and the main
constraints, and we have explained the most significant results they achieve. Some
of the techniques mentioned in this chapter will be analyzed more in depth in the

following chapters.



Chapter 3

Fundamental Limits of Smart

Meter Privacy

3.1 Overview

In this chapter we study SM privacy by considering the presence of an RES and an
RB at the user’s premises. Privacy is measured by the information leakage rate, which
measures the average mutual information between the user load and the grid load
processes. The loss of privacy arising from the fact that the UP knows the amount of
power generated by the RES is also characterized. The minimum information leakage
rate is characterized as a computable information-theoretic single-letter expression
in the two limit scenarios, that is, when the battery capacity is either infinite or
zero. Numerical results are presented for the finite battery capacity case to illustrate
the potential privacy gains from the existence of an RB. It is shown that, while the
information leakage rate decreases with increasing availability of an RES, a larger

storage capacity is needed to fully exploit the available energy to improve the privacy.

3.2 Introduction

In this chapter we draw from Section 2.6.3, and study privacy from an information-
theoretic point of view. For some scenarios, we provide closed-form single-letter ex-
pressions for the best privacy performance achievable. A similar model, studied in [72],
imposes only average and peak power constraints on the RES, which can be a micro-
grid, capable of providing any amount of energy at each time instant. However, the

energy produced by an RES at each time instant is typically random, and its statistics

61
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depend on the energy source (e.g., solar, wind) and the energy generator specifications.
In addition, the finite-capacity battery imposes further limitations on the available en-
ergy. Thus, in this chapter we study the minimum amount of user’s power consumption
information leaked to the UP by taking into account instantaneous power constraints.
We study the two limit scenarios of zero and infinite battery capacity with a discrete-
alphabet user load, as well as the more practical scenario with a finite-capacity storage

device, and the case of a continuous-alphabet user load.

Following up on [82], [83] and [72], we model user’s power consumption profile as
a randomly generated time series whose statistics are known by the UP, and measure
the user’s information leakage by the average mutual information between the user and
grid load vectors, i.e., between the real power consumption profile of the appliances
and the SM readings, which is called the information leakage rate and defined in (2.6).
More details about the use of mutual information as a privacy measure can be found

in Section 2.6.3.

The main contributions of this chapter can be summarized as follows:

e We provide computable closed-form single-letter expressions for the minimum
information leakage rate when the battery capacity is either zero or infinite, pro-
viding detailed proofs for these results. These two asymptotic limit scenarios can
be considered as upper and lower bounds, respectively, on the achievable privacy

performance for a more practical SM system with a finite-capacity battery.

e When B.x = o0, the problem can be shown to be equivalent to the average
and peak power-constrained scenario, and, interestingly, the privacy performance
does not deteriorate even if the UP knows the exact amount of renewable energy
generated. This shows that, keeping the renewable energy generation process
private is more critical when the RB has a limited capacity. Two distinct energy

management policies are shown to achieve this lower bound.

e When B, = 0, the renewable energy that can be used at any TS is limited by
the amount of energy generated within that TS, and, as expected, we show that
assuming the knowledge of the renewable energy process at the UP significantly

degrades the privacy performance in this scenario.
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e For a finite-capacity battery scenario, we propose a suboptimal parameterized
energy management policy, and optimize the policy parameters using a policy
search technique that exploits stochastic gradient descent. We show numerically
that the performance of the proposed energy management policy approaches the
one with an infinite battery even with a relatively small battery size. This shows

the efficacy of the proposed privacy preservation scheme.

e We show that the information leakage rate decreases with the rate of the available
RES, and that a larger RB is needed to fully exploit the available energy to

improve the privacy.

The remainder of this chapter is organized as follows. In Section 3.3 the system model
is introduced. In Section 3.4 the limit scenario with an infinite-capacity battery is
studied, while in Section 3.5 another limit scenario with no energy storage is considered.
For both scenarios, we also study the case in which the UP knows the realizations of the
renewable energy process. In Section 3.6 we study the binary scenario, while in Section
3.7 we propose achievable schemes for the generic finite battery capacity scenario, and
present the corresponding numerical results. In Section 3.8 a continuous user load is

considered, while conclusions are drawn in Section 3.9.

3.3 System Model

The system model considered in this chapter shares many similarities with the gen-
eral scenario introduced in the previous chapter. However, we recall the most important
quantities and assumptions for an easier accessibility to the the reader. We adopt the
discrete-time system model of Figure 3.1. X; € & is the total amount of power de-
manded by a user in TS t, i.e., the user load, where X = [0,. .., Xjyax/|, while Y; € Y is
the power received from the UP in TS ¢, i.e., the grid load, where Y = [0,. .., Yiax]. In
this model, each TS duration is normalized to unit time; therefore, power and energy
values within a T'S are used interchangeably and there is no need to explicitly mention
the TS duration in the following equations. For simplicity, we assume that the entries

of the user load sequence {X;}{°; are i.i.d. with distribution px. In TS ¢, E; € &
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FIGURE 3.1: Representation of the system model. X;, Y;, F; and B; denote the
consumer’s power demand, the SM readings, the energy produced by the RES, and
the level of energy in the battery at time ¢, respectively. The dashed line represents
the meter readings being reported to the UP.

units of energy are generated by the RES, which becomes available to the EMU at
the beginning of TS ¢. The entries of the renewable energy sequence {E;}§°, are also
i.i.d. with distribution pg and alphabet & = [0, ..., Fmax|, while the average renewable
energy rate is denoted by Pr £ E[E]. We further consider the presence of an RB in
which the renewable energy can be stored for future use. The level of energy in the
battery at time ¢ is By € [0,. .., Bmax), and its capacity is Bpax. We assume no losses

in the battery charging and discharging processes.

The EMU always satisfies user’s power demands by drawing power from either the
UP or the RB; that is, outages or demand shifting are not allowed. As a consequence,
we have Xiax = Ymax = Xmax — Bmax. We do not allow extra power to be drawn from
the grid and then wasted. This could provide additional privacy, albeit at a significantly
higher energy cost. Also, the battery is exclusively for storing the generated renewable
energy, and it cannot be recharged with grid energy. While storing grid energy in the
battery to be supplied later to the appliances can provide additional privacy [82], here
we limit the use of the battery to renewable energy storage to isolate and understand

the privacy benefits of RESs. Hence, we impose

0V <Xy, W, (3.1)
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while X; — Y; is the amount of power obtained from the RB in TS t. The energy

retrieved from the battery must be smaller than the energy available in it, i.e.,
XY, < B+ E;, Vt, (3.2)
where we remind that we can compare energy with power because of the assumption

of having unit time T'Ss.

We also consider a peak power discharging constraint P, on the amount of power

that can be requested at any time from the RB, i.e.,
0< X, —Y, <Py, WV, (3.3)

and for the rest of the chapter we assume that Pg < By

Given (Xy, Ey, Bt) = (w4, €, b:) and the constraints (3.1), (3.2), and (3.3), the set of

feasible power requests at time ¢ is
V(wy e, by) = {yt €Y (v — min{b + e, Py} <y < Sﬂt}, (3.4)

where [a]T = a if a > 0, and 0 otherwise.

The battery update equation can be written as in the following

Biy1 = min {Bt Y E (X, - Y, Bmax}, Vt. (3.5)

We aim at designing energy management policies f = (f1, f2,...) that decide on the
amount of power to request from the UP at each TS t, given the previous values of
user load X!, renewable energy E!, level of energy in the battery B, and grid load
yt-1.

fr: XX EXB YT Y, v, (3.6)

where f € F, and F denotes the set of feasible policies, i.e., policies that produce grid
load values that satisfy the constraint given in (3.4) at any time, as well as the battery

update equation in (3.5).
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We measure privacy via the information leakage rate, i.e.,

T} (Buax, Pa) £ lim sup 1 (X" Y™, (3.7)
n—oo N
where the subscript f denotes the specific energy management policy employed, and the
superscript ¢ stresses the fact that we are considering instantaneous power constraints.
Eq. (3.7) characterizes the amount of information about the user’s actual consumption
that is leaked through the SM measurements. We note that in Eq. (3.7) we use the
lim sup since the limit of I(X™;Y™) as n — oo may not necessarily exist, and because
we want to consider a worst-case scenario for evaluating the privacy loss. Thus, the
optimization problem can be written as the minimization of (3.7) over all feasible

policies f € F, i.e.,

. X 1
T (Bumax, Py) 2 inf 1i SI(XT Y. 3.8
(Bmax; Pa) jnf limsup - ( ) (3.8)

A single-letter expression for the information leakage rate is provided in [70-72]
when the EMU is constrained only by the average and peak power constraints. In
general, because of the memory effects introduced by the RB and the RES, satisfying
the user load from the RB or the RES at some time period may come at the expense
of revealing more information about the energy consumption at future time periods.
For this reason, the information-theoretic analysis typically focuses on the average
performance, measured over a period of n TSs, and aims at understanding the fun-
damental performance bounds by letting this time period go to infinity, i.e., n — oo,
as in (3.7). However, the definition of the information leakage rate in (3.7) involves
n-length sequences X™ and Y, and the asymptotic performance limit corresponds to
an infinite-dimensional optimization problem, which cannot be solved numerically. On
the contrary, characterizing a single-letter expression allows the optimal solution to be
to described as an optimization problem in terms of the single-letter random variables,
which can be a finite-dimensional optimization problem when the involved random
variables are defined over finite alphabets. Therefore, a single-letter characterization
of the information-theoretic privacy is desirable to be able to evaluate the minimum

information leakage rate.
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In [71] the privacy-power function I(P,Py) is defined as the minimum information
leakage rate that can be achieved when the energy management policy satisfies the
average power constraint £ [% o (Xt —Y})] < P, as well as the peak power constraint
0<X,—-Y: < Pd, Vt, on the amount of energy provided by an RES. The privacy-power

function has the single-letter characterization provided by the following theorem.

Theorem 3.1. [71, Theorem 1] The privacy-power function I(P,Pd) for an i.1.d.
user load vector X with distribution px(x) and grid load vector Y, when the average
and peak values of the power provided by the RB are limited by P and pd, respectively,
s given by

I(P,P)) 4 inf I(X;Y), (3.9)

Py |x€P

where P £ {py|x 1y € V,E[(X —=Y)] < P,0< X —Y < Py}.

From Theorem 3.1 we can see that the optimal energy management policy is memory-
less, i.e., the optimal grid load is produced through the optimal conditional probability

distribution by simply considering the current input load.

Lemma 3.1. [71, Lemma 1] The privacy-power function Z(P, Pd), given above, is a

non-increasing convex function of P for a given P,.

Authors in [72] show that, when the user load alphabet is discrete, i.e., X =
{0,1,..., Xmax}, the grid load alphabet ), which is not necessarily discrete, can be
restricted to the user load alphabet, i.e., Y = X, without loss of optimality. Given this
restriction and the convexity of the privacy-power function, Z(P, Pd) can be numeri-
cally evaluated, e.g., by the efficient BA algorithm [86]. The following lemma states
that this property holds also in our setting for the various battery capacities we ana-
lyze in the following. Thus, in the discrete case, we can assume that all the involved
random processes are defined over finite alphabets and that there is a minimum quan-
tum of power such that all the aforementioned quantities are integer multiples of this

quantum.

Lemma 3.2. If the user load alphabet X is discrete, the grid load alphabet ) can be

constrained to the user load alphabet without loss of optimality.
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Proof. The proof is similar to that of [72, Theorem 2]. Let X be the discrete user load
alphabet and let X (y) = mingex{x > y}. Then, for any given energy management
policy, and the resultant grid load Y, we define a new grid load as Y (t) = X (Y (t)),
that is, Vs a post-processed version of Y, and y=2Xx. By construction, we have
that X(t) > Y(t) > Y(t),Vt, ie., the power demanded by the EMU from the RB
cannot have a larger peak value than the original demanded power. Similarly, the
new grid load satisfies all the instantaneous power constraints as well. This proves
that the policy is feasible. Also, the information leakage rate is not increased as Y
is a deterministic function of Y, and thus X — Y — Y forms a Markov chain, and

I(X,Y) > I(X,Y) by the data processing inequality [57]. O

Here we introduce a generic energy management policy, which we later specialize to
the different scenarios we consider. This is a stationary and memoryless policy that
generates Y; randomly using a conditional probability distribution that is based only

on the current user load X; and the available total renewable energy B; + Fy, i.e.,

Pyix,B+E X X (B+E) = ). (3.10)

Note that, in the presence of an RB, in which the generated renewable energy is
stored and used for privacy, a memoryless energy management policy is suboptimal in
general, as it ignores the history. However, in the following we show that a memoryless
policy is able to achieve the minimum information leakage rate in the two limit scenarios

of Bpax = 00 and Bpax = 0.

3.4 Infinite Battery Capacity

In this section we relax the constraint on the battery capacity and consider Bpax =
oo. This is an extreme situation that may model a battery with a relatively large
capacity compared to the average generation rate of renewable energy, Pg, and the
average user load. This scenario provides useful insights on the best achievable privacy
performance, and also serves as a bound on the performance achievable with a finite-

capacity RB.
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In each TS, the EMU is limited by both the peak power constraint (3.3) and the
energy available in the RB, which is the difference between the total renewable energy
generated and the total energy that has been requested from the battery up to that
TS, i.e.,

n

Y (X -V < zn:Et, V. (3.11)

t=1 t=1

3.4.1 Generated Renewable Energy not Known by the Utility Provider

In this section E™ is treated as a random sequence whose realization is known only
to the consumer in a causal manner. This scenario may occur if the renewable energy
originates from sources which could be extremely difficult, if not impossible, for the

UP to track.

The following Theorem 3.2 states that the minimum information leakage rate when
Brax = o0 is equivalent to the average and peak power-constrained scenario, as in [71];
that is, the cumulative constraints on the EMU policy do not reduce the achievable

privacy if the battery capacity is sufficiently large.

Theorem 3.2. If Byax = 0o and the peak power constraint on the amount of power
taken from the RB is Py, then the minimum information leakage rate for an i.i.d. user

load X and an i.i.d. renewable energy generation process with average power Pg is

T'(c0, Py) = I(Pg, Py). (3.12)

I(Pg, P is a trivial lower bound on Z%(oo, Pd), as the former quantity is not con-
strained by any battery. In the following section an energy management policy that
achieves 7%(oco, ]5) is presented. The proposed policy is a specialization of the general-

ized memoryless policy introduced in (3.10).

3.4.2 Optimal Energy Management Policy for B,., = co

Consider the following energy management policy. In each TS ¢, the EMU, based on

the instantaneous user load X;, decides on the optimal portion of the user load to be
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Algorithm 1 Best-Effort Privacy Policy for Bya.x = oo.

1: Initial level of energy in RB: By.
2: Find pj y that minimizes (3.9) for given Py and Py.
3: fort=1,...,ndo
4: IIlpllt: Xt,Bt,Et.
Generate Y;" according to p;| x-
if By + E; > X; — Y, then
Optimal policy is followed: Y; = Y,* and X; — Y;* taken from the battery.
else
Full leakage occurs: Y; = X;.
10: end if
11: Next battery state: Byy1 = min{B; + E; — (Xy — Y%), Brax }-
12: end for

received from the grid, Y,*, by using the optimal conditional probability distribution
p’{,|  that minimizes (3.9). If there is enough energy available to fully satisfy the EMU
requests, i.e., By + E; > X; — Y/, the EMU uses X; —Y," units of renewable energy and
Y," units of power from the grid, i.e., ¥; = Y,*; otherwise, all the user load is satisfied
directly from the grid, i.e., Y; = X}, thus leading to the maximum information leakage
for that TS, that is, the UP learns X; perfectly. The TSs at which such leakage
occurs cannot be determined beforehand, since they depend on the realizations of the
renewable energy process, user and grid loads. Given the nature of this policy, which
tries to follow the optimal policy generated by ignoring the current amount of energy
in RB, we name it the best-effort energy management policy. Algorithm 1 summarizes

this policy.

The following equation specializes policy (3.10) to the best-effort policy:

Py|x,.B+E(YlT,b+€)

P*y|X(y’33)7 ifx —y* <b+eandy" #z,

p*Y|X(y’x) =+ Z{y’ey:xfy’>b+e} p;p{(y/‘x)? lf y* =, (313)

0, ifx—y*>b+e.

The second case in (3.13) includes all the instances for which p§,|  outputs either
y* = x (first term), or an infeasible output, i.e, for which = —y* > b+ e (second term).

In the latter case, all of the user load is satisfied from the grid load, i.e., y = x.
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Since the energy arrival is stochastic, it may seem that very little can be said about
the information leakage rate. However, if the condition IE[X — Y*] < Pg holds, then
it is possible to show that the number of TSs full leakage of information occurs due
to unavailability of energy is relatively small compared to the operating time of the

system n. This is proved in the following lemma.

Lemma 3.3. Asn — oo, E[X —Y*] < Pg, and the EMU follows the best-effort energy
management policy, then almost surely the condition By + Ey < Xy — Y holds with

probability zero for all large enough n.

Proof. We remind that by Y,* we denote the solution given by the optimal privacy-
preserving policy p;‘ +(y|x), which is independent of B; and E;, whereas by Y; we
denote the actual value of power demanded from the grid, which depends on B; + E;
as well as X;. We note that the sequence F; — (X — Y}*) is i.i.d, since F; and X; are

ii.d., and Y;* depends on X; through the fixed memoryless policy p;‘ (ylz).

Let E[X — Y*] = Pg — ¢, for some € > 0. The sequence E; — (X; — Y;*) — € has
zero mean. By the strong law of large numbers, the sample average of the sequence
converges almost surely to its expected value, i.e., the sequence of events {% S [Er—
(X — V) — €] < —€}°2,, and thus the event {1 "7 |[E, — (X; — Y{*)] < 0}52; stops
occurring for all large enough n. Multiplying both sides of the inequality by n and
adding the level of energy at the beginning, By, which is a nonnegative quantity, the
previous condition implies that, with Y;* generated according to the best-effort policy,

the unavailability of energy {B1+Y ;- By < >y Xi—Y}7°,, which can be rewritten

as {B, + E, < X,, = Y7}7°,, stops occurring for any large enough time.
[

Lemma 3.4. If E[X — Y*| < Pg, then the minimum information leakage rate of the

best-effort policy tends to T'(oo, Pd), as n — oo.

Proof. Divide the sequence of user and grid loads according to the TSs in which a
private SM operation is achieved, i.e., the T'Ss the EMU can fully emulate p;| > and
the TSs in which full leakage occurs. From Lemma 3.3 we know that as n — oo, the

probability of not achieving the level of privacy induced by p;‘,|  is 0, i.e., the number
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of times, say m, for which the condition B; + E; < X; — Y;* holds is m = o(n). This is
because after a large enough n, there is always enough energy in the battery to satisfy

user needs. Then, we can write the following:

%I(X”;Y") = %[H(X") - H(X”!Y")} (3.14a)
:% - [ H(X,| X! Y”)} (3.14b)
z% 3 1% - HO0) (3.14¢)

= % [ Z I(XyYe=Y)") + ZI(Xt;Yt = Xt)] (3.14d)

teTC teT
> P M Ti (0o, By) + D H(X) (3.14e)
n n
170 Ti(oo, By), (3.14f)

where T is the set of instants when full leakage of information takes place, i.e., for
which ¥; = X3, and 7 is the set of TSs in which the output is generated through
Py x> e, Ye = Y5 (3.14c) follows since conditioning reduces entropy; (3.14f) follows

since m = o(n). O

3.4.3 Store-and-Hide Energy Management Policy

Here we provide an alternative energy management policy in the case of an infinite-
capacity battery. The store-and-hide energy management policy consists of an initial
storage phase, during which all the energy requests of the user are satisfied from the
grid while all the generated renewable energy is stored in the battery, and a second

hiding phase, during which the EMU deploys the optimal policy p’{,| x-

More formally, consider n TSs. In the first s(n) TSs, the so-called storage phase, no
privacy is achieved because we have Y; = X, for t = 1,2,...,s(n). In the remaining
n — s(n) TSs, the so-called hiding phase, the user demand is satisfied by taking energy
from both the grid and the battery according to the optimal policy p;‘,| - We assume
that s(n) = o(n), with lim, o s(n) = oo, and lim, y,n — s(n) = oco. The initial

waiting time s(n) enables the battery to store on average s(n)Pg units of energy. In
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the following lemma we show that the energy stored in the initial storage phase is
sufficient to let the EMU follow the optimal energy management policy p;‘q y during
the hiding phase, without energy outages almost surely. After s(n) units of time,
thanks to the energy already stored in the RB, the system is able to overcome the
uncertainty in the energy arrival, and is able to adopt the optimal privacy-preserving

energy management policy for the remaining time.

Remark. It is noteworthy that no information about the recharge process of the battery
1s required, and all the EMU needs to know is the average power generated by the

renewable energy process, Pr.

Lemma 3.5. With a storage phase of length s(n) = o(n), where lim,_,~ s(n) = oo,
and limy, oo n — s(n) = oo, the store-and-hide policy satisfies the energy constraints in

(3.11) almost surely provided that E[X — Y*] < Pg.

The proof of Lemma 3.5 can be found in Appendix A.1.

By means of Lemma 3.5 it is possible to show that the minimum information leakage
rate of the store-and-hide policy approaches Ii(oo,Pd) as n — 00, as shown in the

following lemma, whose proof can be found in Appendix A.2.

Lemma 3.6. If E[X — Y*] < Pg, then the information leakage rate of the store-and-

hide policy with s(n) as specified in Lemma 3.5 approaches T¢(oo, By) asn — .

Remark. Even though the two schemes described above achieve the same privacy per-
formance as n — oo, they do have some conceptual differences. During the initial
phase of energy saving, the store-and-hide policy satisfies all the user electricity de-
mands from the grid leaking full information. Therefore, the SM readings reveal user’s
activity completely in this period. While the impact of this on the information leakage
rate vanishes as n — 0o, this might not be preferable in practice. Therefore, we believe

that the best-effort policy is more appropriate for practical applications.

3.4.4 Generated Renewable Energy Known by the Utility Provider

Here we assume that the UP knows the realization of the renewable energy process

E™ as highlighted in Figure 3.2. This scenario can occur if, for example, we consider
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Smart Smart Y, Energy X Home
Grid |—>»| Meter |—> |Management|— Abpliances
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- t

~<._ | Renewable Energy Source
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FIGURE 3.2: Representation of the system model where the UP has perfect knowledge
about the realizations of the renewable energy generation process, E™, in addition to
the power used from the grid that is reported through the SM readings, Y.

solar energy as the RES, and the UP can accurately estimate the renewable energy
produced from its own observations in nearby locations, weather forecast of the area,
and the specifications of the solar panel. This is a worst-case situation and we expect
the amount of leaked information in this case to be greater than or equal to that of the
previous scenario, in which only the EMU knows the current state of the renewable

energy produced. In this setting, the information leakage rate is defined as

4 ) 1
T'(c0, Py) £ inf limsup —I[(X"; Y™ |E™). (3.15)
fEF nooco N

The following theorem states that E™ does not necessarily provide more informa-
tion to the UP compared to the scenario where the UP does not have access to this

information.

Theorem 3.3. If By .x = o0, the minimum information leakage rates for the cases
in which E™ is either known or not known to the UP are the same, i.e., I'(oo, Pd) =

Ti(c0, By).

Proof. We have the following chain of inequalities:

1 1

limsup —I(X™; Y"|E") = limsup —I(X"; Y", E") (3.16a)
n—oo N n—soo N
1

— limsup — [I(X”; Y™+ I(E™ X" |Y™) (3.16b)
n—oo N
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1
> lim sup ﬁI(X";Y"), (3.16¢)

n—0o0

where (3.16a) follows from the chain rule of mutual information and because X and E
are independent from each other, and (3.16¢) is due to the non negativity of mutual

information. Thus, we have Z%(co, Py) > (oo, Py).

The inequality in (3.16¢) becomes an equality if I(E™; X™|Y™) = 0. This condition
can be achieved by the store-and-hide policy. In fact, at the end of the storage phase
the battery is filled up with an infinite amount of energy, and, as a consequence, the op-
timal policy during the hiding phase p;‘  does not need to take the information about
the RES into account. This implies that limsup,,_,. [(E™; X"|Y™) = 0; and there-
fore, limsup,, o, ~1(X™;Y"|E") = limsup,,_,,, ~J(X";Y"), and that T (00, Py) =
T (o0, Py). O

3.5 Smart Meter System Without Energy Storage

In this section we focus on another limit scenario in which there is no RB for storing
extra renewable energy, i.e., Bpax = 0. The renewable energy available at TS ¢, F,
can be considered as an i.i.d. state information, and could be known, or not, to the UP.
Given F; and X;, the EMU decides on the amount of energy to use from the grid and
from the RES. In each TS ¢ = 1,...,n the energy that can be obtained from the RES,
X —Y,, is limited by the energy generated in the same TS ¢, Ey, ie., 0 < X, —Y; < E,.
Thus, this is an SM system with a stochastic peak power constraint on the energy
that the EMU can obtain from the RES. Therefore, this section can be considered as

a generalization of [72], where the authors consider a fixed peak power constraint.

Remark. We note that a peak power constraint other than Ey can be easily incorporated
into the model, as this would simply correspond to a new instantaneous power constraint
of Xy — Y1 < min{Et,Pd}. Therefore, for the brevity of the presentation we do not

consider a peak power constraint in this section.

Note that, as opposed to the infinite-capacity battery scenario, here the past has no

influence on the energy constraint, since there is no battery, and thus, no memory, in
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the system.

To analyze this scenario, we first consider the minimum information leakage rate
when the generated renewable energy is constant in every TS, i.e., £ = {e}, which
is known by both the EMU and the UP. The privacy-power function is obtained by
considering only a peak power constraint, which can be obtained as a special case of

Theorem 3.1.

Lemma 3.7. If Bpax = 0 and € = {e}, the privacy-power function for an i.i.d. user

load X is given by Z(e,e).

3.5.1 Generated Renewable Energy not Known by the Utility Provider

As in Section 3.4.1, here the realization of the renewable energy process is assumed
to be known only by the EMU, while the UP only knows the probability distribution
PE.

Theorem 3.4. If Bpax = 0, the user load is i.i.d. with distribution px, and the

renewable energy produced by the RES is i.i.d. with distribution pg, then the minimum

information leakage rate, denoted by I°(0), is given by

[I>

74(0) inf I(X;Y), (3.17)

pY|X5PY\X:Zegg pY|X,E(y|z75)pE(e);
Py |x,5€P"

where P* 2 {py|x. g py|x,pylr,e) =0 if y >z ory <z —e}.

Proof. Achievability. We consider a conditional probability distribution py |x g(y|z,e)
that satisfies the conditions of Theorem 3.4. At each TS, for given x; and e, y; is
generated independently using the conditional distribution py | x g(y| Xt = 74, By = e;).
Since the user and grid load sequences are generated i.i.d. with the induced joint
distribution px (z)py|x (y|7), the information leakage rate is given by I(X;Y"), whereas
the instantaneous peak power constraint is satisfied for all conditional distributions in

P,

Converse. We assume that there is an energy management policy that satisfies the

instantaneous peak power constraints, i.e., xy — y¢ < e, Vi. Then, the information
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leakage rate satisfies the following chain of inequalities:

%I(X"; Y") = %[H(X”) - H(X"\Y”)} (3.18a)
= % [zn: H(Xy) — Zn: H(X | X"y (3.18Db)
t=1 t=1

> LS 1) - () (3.150)

t=1
_ ;il (X::Y;) (3.18d)

t=1
> % ili(o) = T(0), (3.18¢)

t=1

where (3.18b) follows since X is i.i.d.; (3.18¢c) follows since conditioning reduces en-

tropy; and (3.18e) follows from the definition of Z%(0) in (3.17). O

3.5.2 Generated Renewable Energy Known by the Utility Provider

Here we assume the UP also knows the realization of the renewable energy F;, Vt.

Theorem 3.5. If Byax = 0, the user load is i.i.d. with distribution px, the renewable
energy produced by the RES is i.i.d. with distribution pg, and the amount of gen-
erated renewable energy is also known by the UP at each time t, then the minimum

information leakage rate I'(0) is given by

I
(1>

7¢(0) inf I(X;Y|E)=Eg[Z(E,E)), (3.19)

py|x,5€P!

where P' = {ryvix,e :pyix.(Wlz,e) =0 if y > or y <z —e}.

Proof. Achievability of (3.19) follows trivially by employing the optimal py|x g that
minimizes (3.19) at each TS. To prove the converse, we show that any energy manage-

ment policy that satisfies the stochastic peak power constraint at each TS satisfies the
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following chain of inequalities:

%I(X"; Y"|E") = %[H(X”\E”) — H(X"|Y™, E")] (3.20a)
_ % zn: [H(Xt|Xt*1, E™) — H(X,| XL, ym, E")] (3.20D)
> izn: { (Xt|Et) — (Xt’Yt,Et)] (3.20c)

Z €
= LSS (B = ) [ (XaYilE, = ) (3.20d)
t=1 k=1
n |€]
> Z pE(E = ex)T (ex, ex) (3.20e)
t=1 k=1
E
= ZPE = ex)Z (ex, k) (3.20f)
— Eg[Z(B,E)], (3.20g)

where (3.20c) follows because X and E are independent of each other and across
time, and conditioning reduces entropy; (3.20d) follows by explicitly considering all

the possible realizations of E;; and (3.20e) follows from Lemma 3.7. O

From the chain rule of mutual information, we have

I(X:Y,E)=I(X;E)+ I(X;Y|E) = I(X;Y|E), (3.21a)

I(X;Y,BE) =1(X;Y)+ I(X;E|Y), (3.21Db)

where (3.21a) follows since X and E are independent of each other. From (3.21a) and
(3.21b), we get I(X;Y) < I(X;Y|FE). Hence, from Theorems 3.4 and 3.5, we have
T¢(0) < Z%(0), as expected.

3.6 Binary Scenario

In order to provide further insights into the behavior of the information leakage

rate, here we consider a simple scenario with binary power demands, binary energy
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generation and binary grid load, i.e., X = & =) = {0,1}. This scenario may represent
appliances that are either on or off/standby. X and E follow independent Bernoulli
distributions with Pr{X = 1} = ¢, and Pr{E = 1} = p,, respectively. We compare

the minimum information leakage rates for the infinite and zero battery capacities.

If Bpax = 00, the minimum information leakage rate can be characterized explicitly,
by deriving the joint probability pxy as in the following. When X = 0, Y cannot
be equal to 1 because of the constraint (3.1), i.e., pxy(X = 0,Y = 1) = 0, whereas
pxy(X =0,Y =0) =px(X =0) =1—¢;. When X =1, Y = 0 with probability
Pe, 1€, pxy(X =1,Y = 0) = p,, whereas the remaining py y (X = 1,Y = 1) is given
by subtracting the previous probabilities from 1, ie., pxy(X = 1,Y =1) = gz — pe.
Summarizing, we obtain the following joint distribution:

Pxy = tre 0] (3.22)
Pe qr — Pe
From (3.22) we can write the minimum information leakage rate for Bpax = 0o as in

the following:

Pe log pe — qu log qx

T'(00,1) = I(pe, 1) = —(1 =gy +pe)log(l — gz +pe), if pe < qu, (3.23)

0, otherwise,

where we set the peak power constraint to P,=1.

When Bpax = 0, there are two scenarios. If the generated renewable energy is known

only by the EMU, the minimum information leakage rate for this scenario is given by

T'(0; Pe, Pos @) = h(1 — g + qzpepv) — qeh(pepy), (3.24)

A

where h(-) is the binary entropy function defined as h(p) = —plog p—(1—p) log(1—p); ¢»
is fixed, and p, is the probability of using the energy available in the battery whenever
X =1land E=1; HY) = h(1 — gz + qupepy), since p(Y = 0) = 1 — ¢z + qaPepu;
HY|X)=HY|X =1) = qzh(pepy), since H(Y|X =0) =0.
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Proposition 3.1. For every p. and q., the information leakage rate T'(0; pe, Py, qz) 15

minimized with p, = 1.

dIi(O’pv)
dpy

Proof. The proof follows from observing that < 0,Vpe, qz- Thus, the minimum

of Z(0; pe, Pu, ¢z ) is reached when p, takes its maximum value, i.e., p, = 1. O

When E; is known also by the UP, if the peak power constraint is e = 1, no infor-
mation is leaked, whereas if e = 0, the user load is known perfectly by the UP, leading
to a leakage of H(X). Hence, the minimum information leakage rate when the state

information is known by the UP is

z_'-i(O;pa QJ:) = (1 - pe)h(%:)' (325)

A numerical comparison of the information leakage rate for zero and infinite battery
capacities in the binary scenario will be presented in the next section together with

the results corresponding to a finite battery capacity.

3.7 Finite Battery Capacity

A closed-form expression for the finite-capacity battery scenario is elusive as the
presence of a finite battery brings memory into the system, and the future energy
usage depends on how much renewable energy has been generated in the previous
TSs, how much of that energy has already been used by the EMU, and how much is
available in the RB. Instead, we propose a low-complexity energy management policy
and compare it to the two previous scenarios, which represent upper and lower bounds

on the system performance for the finite battery scenario.

3.7.1 Binary Alphabet: X =& =Y ={0,1}

In this setting X, ¥ and Y have binary alphabets and we consider a discrete-time

system, modeled via a finite state machine. As in Section 3.6, we set Pr{X =1} = ¢,
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(1,0,0,1) (1,0,0,1)
4z(1 = pe)(1 = po) 4z(1 = pe)(1 = po)
(1,0,0,1) (0,1,0,0) (1,1,0,1)
4=(1 = pe) (1 — gx)pe Gupe(l — po)
(1,1,0,1)
sze(l 7pv)
(1,1,1,0) (0,1,0,0)
QaDeDo (1= gu)pe
x 1- e)Pv
(0,0,0,0) % ( pe)p (1,1,1,0) (0,0,0,0) (1,1,1,0) (0.0,0,0)
— — qzPePv 1-— i 1-— e s Ly Ly s Uy, Uy
(1 qz)(l pﬁ) ( 4 )( b ) qzPePv (1 — qT)(l —pe)

FIGURE 3.3: Finite state diagram for the evolution of the level of energy in the RB
with B=1{0,1,... Bnax} and X = & = Y = {0, 1} for the battery-independent policy.
The 4-tuple (z,e,v,y) represents, for every TS ¢, the values of the user load, the
renewable energy produced, the power drawn from the battery by the EMU, and the

grid load, respectively.

TABLE 3.1: Tuples and transition probabilities for the battery-independent policy

when X =& =Y ={0,1}.

B; X: | Ey | Vi | Yy Biia Transition Probability
0O 0] 0]O0 0 (1 —g2)(1 —pe)
0 1 0 0 1 (1 — gz)pe
B;=0 1 0 0 1 0 Gz (1 — pe)

1 1 0 1 1 sze(l - pv)
1 1 1 0 0 qxPePv
0 0 0 0 B; (1 —¢q2)(1—pe)
0 1 0 0 | min{B; + 1, Bmax} (1 = qz)pe
1 0 0 1 By qgc(l _pe)(l _pv)

0<Bt< Buax 151 [ 0 B, 1 401 — pe)ps
1 1 0 1 | min{B; + 1, Bpax} Gzpe(1 — py)
1] 1] 11]0 By qzPePv

and PI‘{E = 1} = P, while V" 2
from the battery, with V = {0, 1}.

X™ — Y™ represents the power taken by the EMU

3.7.1.1 Battery-Independent Policy

Here we consider a time-invariant policy according to which the evolution of the

battery state can be modeled as the Markov chain of Figure 3.3, where the 4-tuples

(z,e,v,y) represent the realizations at TS ¢ of the user load X, the renewable energy E,

the power drawn from the battery by the EMU V', and the grid load Y, respectively.

At every TS, the RB can be charged, discharged or remain with the same level of
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Renewable Energy Generation Rate, pe

FIGURE 3.4: Optimal p, for the binary scenario and various battery capacities, when
g = 0.5, for the battery-independent policy of Section 3.7.1.1.

energy, depending on the transition probabilities. We note that a similar model has
been adopted in [83], with the difference that in [83] the RB can also store energy from
the grid. We define p, as the probability that the power is drawn from the battery
provided that the user is asking for energy and that there is energy available for use,
ie., p, 2 Pr{V = 1|X =1, E+B > 1}. Since the value of p,, does not change according
to the current level of energy in the RB, we name this policy battery-independent policy.
Table 3.1 lists all the possible states and transition probabilities for this scenario. In
particular, the table shows for each transition from B; to Byy1 and each combination

of the tuple (X, Et, V4, Y:) the corresponding transition probability.

To compute the information leakage rate, all the distributions are considered to be
Bernoulli. For Byax = 00 and Bpax = 0 we use the single-letter expressions derived
in Section 3.6, and set P; = 1 for Bpax = 0o. For a finite-capacity battery, we
implement the achievable scheme described above, and by means of the algorithm
in [81] we simulate the system for very long sequences and evaluate the information
leakage between the user and the grid loads numerically and for different battery
capacities. Moreover, for each p., we find the value of p, that achieves the minimum

information leakage rate by searching over a discretized set of p, values. As an example,



Chapter 3. Fundamental Limits of Smart Meter Privacy 83

Figure 3.4 represents the optimal p, values for each p., when the user load is uniformly
distributed and Bpax = {1,2,5,10}. In the figure, p. = 0 is not represented because,
regardless of p,, the leakage when p. = 0 is always equal to the entropy of the user
load. Also, the figure shows that for higher p. values, the minimum leakage is achieved

for p, =1, i.e., it is better to always use the energy when available.

3.7.1.2 Battery-Conditioned Policy

Here we consider a policy, in which p,, as defined before, can be different for various
levels of energy in the battery, i.e., the policy is characterized by a specific p,, for each
level of energy contained in the battery By = i, for i = {0,..., Bpax}. Thus, we now

have the vector

Py = [pvmpvp .- ’pomax]' (326)

To find the optimal p, for each p. and Bpax we deploy a stochastic gradient de-
scent algorithm, specifically we use the least square-based finite difference method to
approximate the gradient [87]. Briefly, the algorithm works as follows. At any step,
small perturbations are applied to each p,, according to a uniform distribution over a
predefined interval, and the leakage corresponding to the resulting perturbed vector p,
is computed. The gradient of the leakage function can thus be approximated numeri-
cally by employing the leakage corresponding to a number of different perturbations. A
new p, is finally computed using the gradient estimate and a predefined learning rate,
and its corresponding leakage is determined and compared with that of the previous
step. If the difference between the two leakage rates is below a certain threshold, the

algorithm stops. Otherwise, the algorithm keeps on iterating.

Figure 3.5 shows the information leakage rate with respect to the renewable energy
generation rate p., for different battery capacities. For Bpax = {1,2,5,10}, we adopt
the battery-conditioned policy, which has only a small gain with respect to the battery-
independent policy. In particular, this gain is focused around smaller p, values. As
expected, the least information leakage rate is achieved when By.x = oo and Pd =1,
while the maximum leakage occurs when By .« = 0 and the UP knows the realizations

of the renewable energy process. When Bp,,x = 0 the information leakage rate reduces
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Renewable Energy Generation Rate, p.

F1cURE 3.5: Minimum information leakage with respect to the renewable energy
generation rate p, with X = & = Y = {0,1}, for the battery-conditioned policy
of Section 3.7.1.2. As Bpax increases, the performance rapidly approaches that of
Brax = o0 and Pd =1.

significantly if the realizations of the renewable energy process are not known by the UP
and, more interestingly, we observe that the performance of the proposed suboptimal
memoryless scheme approaches that of the infinite-capacity battery with relatively
small battery sizes. In addition, we can see that the gain from the battery is much
higher when the renewable generation rate is higher, i.e., when p. is high. This is
expected because when p, is low, there is less energy to be stored for future TSs, hence

the importance of having a large RB is diminished.

3.7.2 Larger Alphabets: |[X|=|Y|= || > 2

Here we consider larger alphabets for X, E and Y. As the alphabet sizes grow,
so does the complexity of searching for the optimal policy. Instead, we consider the
following suboptimal policy. At each time instant, the policy chooses among using all

of the available energy, half of it, or no energy at all and we model the probability p,
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FIGURE 3.6: Minimum information leakage with respect to the renewable energy
generation rate p. with X = & =Y = {0,1,2,3,4}. The leakage for Byax = oo has
been characterized by setting Py = 4.

as in the following:

(p17p4)a if Bt+Et <Xta
pv(Bt + Ex, Xt) = (pg,p5), if By + By = Xq, (327)

(p37p6)7 if B+ By > X

The probability pairs in (3.27) refer to the probability of using all the available energy
and the probability of using half of it. Therefore, we have 0 < p; <1, fori=1,...,6,
and p; + pi+s3 < 1, for ¢ = 1,2,3. For example, if By + E; < X, all of the available
energy is used with probability pi, half of it, or the nearest integer value lower than

that, is used with probability p4, and none of it is used with probability 1 — p; — p4.

Figure 3.6 shows the results for the scenario for |X| = |£] = |Y| = 5 when Bpax =
{0,1,2,00}. The user load is uniformly distributed over the alphabet X', while the re-
newable energy generation follows a binomial distribution with parameters |X'| (number
of possible units of energy that can be generated) and p. (probability of generating a

single unit of renewable energy). The information leakage rate for the infinite and zero
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battery capacities is computed by using the single-letter expressions which are evalu-
ated by efficient numerical algorithms, specifically the BA algorithm [86] and the CVX
package [88]. In particular, for Bpax = 0o we set Py = Xpax. For the finite battery
scenario, we adopt the aforementioned policy (3.27) and optimize the performance by
trying different combinations of the probabilities p;, 1 < ¢ < 6. Similar considerations

to that of Figure 3.5 can be drawn for Figure 3.6 as well.

Remark. We remark here that, in order to isolate the privacy benefits of RESs, we
do not allow charging the battery directly from the grid, which can potentially reduce
the information leakage. It is known that modulating grid energy intake by employing
a storage device provides privacy even in the absence of an RES [13, 82], or jointly
with an RES [79]. The additional privacy benefits of allowing charging of the RB
from the grid will depend on the battery capacity. When Bpa.x = 00, perfect privacy
can be achieved by charging the battery initially, and using the battery throughout the
operation. In the other extreme scenario, that is, when Bpax = 0, obuviously it is not
possible to charge a non-existing battery from the grid. We leave a more detailed study
of a finite-capacity storage device that can be charged by both the RES and the grid in

the following chapters.

3.8 Continuous User Loads

In the simulation results presented above, we have considered discrete alphabets for
all the involved random variables. A set of fixed discrete values for the energy demands
may not be an accurate model for all the appliances in the real world. However, as
discussed in Section 3.3, such hypothesis enables to constrain the grid load alphabet
to the user load alphabet without loss of optimality, and to apply efficient algorithms

to find the minimum amount of information leakage.

For continuous user loads, the optimal alphabet is also continuous. Thus, low-
complexity numerical algorithms, such as the BA algorithm, cannot be applied. How-
ever, one can provide a lower bound on the privacy-power function by using the Shan-

non lower bound (SLB) [57,89], which has been introduced by Shannon, and widely
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used in the literature to provide a computable lower bound to the rate-distortion func-
tion. Although it is not always a tight bound, it is shown in [72] that the SLB provides
a tight bound for the information leakage rate for an exponentially distributed user
load. The SLB for the rate-distortion function R(D) is defined as H(X) — ¢(D) where
¢(D) = max,y~m ,.q.<p H(p). The truncated exponential distribution maximizes the
entropy for a given mean value P and a peak power constraint 0 < X < P [57] and

has the form given in [71] and reported in the following Eq. (3.28):

Le 2, if0<z<P,

Ao
fx(@) =4 (3.28)
0, otherwise,
where A\g > 0 and A1 > 0 are chosen to satisfy the constraints on the moments:
o _ M/~ _P _Pr _
/ zfx(z)de =P — W (Pe M+ Ae At — )\1> =P, (3.29)
0 0
o M _P
fx(@)dz=1 — )\—(1 —e M) =1. (3.30)
0 0

The differential entropy of this truncated exponential distribution is given by

P - z
h(X) — ie_ﬂ log ie_ﬁ dﬂj‘ (3313)
1 P
=13 <log()\0) + )\1>. (3.31b)

Thus, the SLB for the privacy-power function introduced in Theorem 3.1 is given by

(considering P instead of P):

Tsun(P. Pa) = h(X) — = <108§()\0) . f) (3.5

Authors in [71] show that the SLB is indeed achievable for peak and average power
constraints, by finding the conditional distribution fy|x(y|x) that satisfies the SLB
with equality, provided that the power drawn from the battery, X — Y, is distributed

according to a truncated exponential distribution with mean P and peak By
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Authors in [72] provide the SLB for the average power constraint, which, as we have

shown, is equivalent to the infinite-capacity battery scenario.

3.8.1 No Battery - Renewable Energy not Known by the Utility

Provider

Here only a peak power constraint is considered, i.e., X — Y is constrained by 0 <
X-Y K< Pd. The distribution that maximizes the entropy over an interval is the

uniform distribution

AL7 it 0 <z< Pd7
fx(z) =4 P (3.33)
0, otherwise.

For a fixed Py, the differential entropy of this distribution is log(ﬁd). Then, the SLB

in the case of zero capacity battery is

Zsa(Py) = h(X) — log(Py). (3.34)

3.8.2 No Battery - Renewable Energy Known by the Utility Provider

As in the previous scenario, only peak power constraints are considered and thus the
entropy maximizing distribution is still the uniform distribution given in (3.33). The
privacy-power function is given by the expected value of the privacy-power function
related to every realization of the renewable energy process, over the distribution of

all the realizations of the renewable energy process. Hence, the SLB is given by:

A

Tsp(Pa) = Ep, [h(X) — log(Py)). (3.35)

3.9 Conclusions

In this chapter we have studied the information leakage in an SM system by con-

sidering an RES along with an RB. For infinite and zero battery capacities, we have
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provided single-letter information-theoretic expressions for the minimum information
leakage rate, which can be efficiently evaluated when the user load has a discrete alpha-
bet. For these scenarios, we have also studied the information leakage rate when the
UP knows the exact amount of renewable energy generated in each TS. In addition, for
the finite-capacity battery scenario, we have proposed a suboptimal low-complexity en-
ergy management policy, and evaluated the corresponding privacy performance using
a stochastic gradient descent algorithm. Our results show that the privacy achieved by
the proposed low-complexity policy approaches the theoretical lower bound obtained
by assuming an infinite-capacity battery with a relatively small battery capacity, es-

pecially when the generation rate of the RES is low or high.



Chapter 4

Smart Meter Privacy with a

Finite-Capacity Battery

4.1 Overview

In this chapter we address the SM privacy problem by considering the availability
of an RES and a finite-capacity RB. The RB can be charged by using both renewable
energy and energy from the grid, and we adopt the average mutual information as a
privacy measure. By expressing the information leakage as an additive quantity, we
cast the problem as a stochastic control problem, and formulate the corresponding

Bellman equations.

4.2 Introduction

In this chapter we focus on the analysis of the privacy performance when considering
a finite-capacity RB and an RES at the user’s premises. We adopt an information-
theoretic approach, and measure privacy by the mutual information rate between the
consumer’s power consumption and the renewable energy generation process, and the
power drawn from the grid, where the latter is known by the UP through the SM

readings, and the former two are to be kept private.

The main contributions of this chapter can be summarized as follows:

e Differently from Chapter 3, in this chapter we allow the RB to be charged from
the grid to further increase user’s privacy, and we focus specifically on the finite

capacity battery.

90
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e We characterize the information leakage as an additive quantity over time, which
enable us to cast the problem as an MDP. We note that a similar approach has
been followed in [73], where a battery has been considered. Here, we also consider

the presence of an RES to further hide user’s consumption.

e We formulate the corresponding dynamic program (DP), which can be solved

numerically in order to identify the optimal energy management policy.

The remainder of this chapter is organized as follows. In Section 4.3 the system model
is introduced. In Section 4.4 it is assumed that the UP does not know the realizations
of the renewable energy process, whereas in Section 4.5 it does. For both cases, the
information leakage minimization problem can be cast as an MDP. Conclusions are

drawn in Section 4.6.

4.3 System Model

The discrete-time system model adopted in this chapter is analogous to the general
model introduced in Chapter 2 and illustrated in Figure 2.4. In this chapter we assume
the user load {X:}?°; to be a first-order time-homogeneous Markov chain with transi-
tion probability gx, whose initial state X is distributed according to px,. Moreover,
we assume the renewable energy process { E; }22; to be a first-order time-homogeneous
Markov chain with transition probability ¢r and initial state F;, distributed according
to pg,. The initial state of the battery B; has distribution pp,. As in the previous
chapter, each TS duration is normalized to unit time; therefore, power and energy
values within a TS are used interchangeably and there is no need to explicitly mention
the TS duration in the following equations. We would like to highlight that, compared
to Chapter 3, where the X and E processes are i.i.d., here the processes are considered
to be Markov, which is a more realistic assumption. We assume that all the involved
random processes are defined over finite alphabets and that there is a minimum unit
of energy such that all the aforementioned quantities are integer multiples of this unit.
Moreover, we assume Yiax > Xmax + Bmax. We would like to highlight that, differently

from Chapter 3, in this chapter we allow the RB to be charged via the grid.
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As usual, we assume that user demands have to be satisfied at all times, i.e., the
constraint in Eq. (3.2) holds. Moreover, we do not allow intentional energy waste, or

selling energy back to the grid; that is, we impose

0<Y: < [Bumax+Xe— B~ E]", vt (4.1)

Similarly, we do not allow wasting of renewable energy when the battery is not full.
These actions could provide additional privacy to the user, albeit at a significantly
higher energy cost. However, energy can still be wasted inevitably, for example, when
the battery is full and the user load is smaller than the generated energy. The level of
energy in the battery is updated as in Eq. (3.5).

Let Wy £ B, + E; — X;. The feasible set for Y;, given W; = wy, is given by

V(wy) = {yt eYV:[~w]T <y < [Bmax - wt]+}- (4.2)

The energy management policy f = (f1, f2,...) determines the amount of energy to
request from the UP at each TS t, given the previous values of user load X*, renewable
energy E!, battery state Bf, and grid load Y*~!. We consider randomized policies,

that is, each f; is a conditional probability f;(y:|x?, ef,b’,3'~1), with f € F, i.e.,

fr: XX EEx B x YL 5, Vt. (4.3)

Our goal is to minimize the leakage to the UP of information about user’s energy
consumption, as well as the amount of energy generated by the RES. Accordingly, the

information leakage rate induced by policy f over n TSs is
A 1 f n n n
n

We note that including By and E™ in Eq. (4.4) is necessary to allow for an easier

mathematical formulation, as it will be clear from the following.
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Thus, our optimization problem can be written as

1
Z(n) £ inf —I/(X"™ E", B;Y"), (4.5)
fern

where the minimization is over all the feasible policies f € F. Note that, in the
above form, this is an extremely complex optimization problem as we need to specify
p(Y;| X!, Et, By, Y1) for every ¢, and every possible realization (X!, Ef, B;,Y!™!) =

($t7 eta b17 yt_l)'

In the following, we identify two different scenarios based on the information available
at the UP regarding the renewable energy process. For both scenarios, we will rewrite
Eq. (4.5) in an additive form, which consequently can be formulated as a DP. Given
qx, 9, PXx,, PE, and pp,, our goal is to find an optimal battery charging policy

f={(f1, f2,...) € F that solves (4.5), for both finite and infinite horizon settings.

4.4 Renewable Energy not Known by the Utility Provider

In this section E" is treated as a random sequence whose realizations are known
causally only to the user. This scenario may occur if, for example, E™ originates from
light, vibration, thermal, or biological sources, which could be extremely difficult, if

not impossible, for the UP to track.

4.4.1 Additive Formulation for the Information Leakage Rate

To formulate the problem as an MDP we need to write the cost function, i.e., the
information leakage rate, in an additive form. An introduction to MDPs can be found
in Section 2.6.2. We aim at a formulation in which, conditioned on Y*~!, the grid load
at time t, Y%, leaks information only on X;, F; and By, but not on their previous values.
This will be achieved by restricting the set of possible policies to a smaller set 7' C F,

where each f’ € F' is a conditional probability of the form f/(y:|x, s, b, y' 1), ice.,

fl:XxEXBxYTt 5y, Vi (4.6)
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The joint measure induced by f’ is

pf/(Xn _ l‘n,En _ en,Bn _ bn,Yn _ yn)
n

= px, (z1)pE, (e)ps, (01) f1 (1 ]a1, e, 1) [ | []lbt{ min{b;_1+er—1—T¢—1, Bmax}+yt—1}
t=2

XQX(mt|xt—1)QE(et|€t—1)ftl(yt|xtaetabtayt1):|7 (4.7)

where 1 is the indicator function, i.e., 1p,{a} = 1 if by = a, and 0 otherwise. b; €

{0, ..., Bmax} holds since Y; € Y(wy).

The following theorem states that this restriction is without loss of optimality. Its

proof, which follows steps similar to [73, Appendix II], can be found in Appendix B.1.

Theorem 4.1. There is no loss of optimality in focusing only on charging strategies
1 e F', where F' C F. Moreover, the minimum information leakage rate can be
expressed in the following additive form

e o
I(n) = inf =Y If'(Xy, B, B Y, |YPH. 4.8
(n) f}Iel]-"ntZ:; (Xt, Et, Bt; Yy ) (4.8)

It is possible to generalize Theorem 4.1 to the scenario in which X and E are Markov
chains with order higher than 1, i.e., px, x:-1 = Px,|xi-1 and pg, pi-1 = P, Et-1- If

new policies f” € F" are defined such that
TXM X E X B YT S Y, vit, (4.9)

where F” C F, then the following corollary holds.

Corollary 4.1. Let X and E be Markov chains of order m and l, respectively. There
is mo loss of optimality in focusing only on charging strategies f" € F", and for those
strategies the minimum information leakage rate can be expressed in the following ad-
ditive form

R _
I(n)= inf —> I"(X] .1, Bl 0, BiYily'™). (4.10)
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The proof of Corollary 4.1, which follows steps similar to that of Theorem 4.1, can
be found in Appendix B.2.

4.4.2 Markov Decision Process Formulation

Our next goal is to cast the problem as a stochastic control problem, which can be
formulated as a DP. For this, we need to specify the state space, the control actions
and the instantaneous cost corresponding to state-action pairs. The per-step cost in

Eq. (4.8) depends on the past observations y'~!

, which could be considered as the
state of the DP at TS ¢t. However, this would mean a state space growing with time.
To avoid this, we follow the approach of [90] and [76], and introduce a belief state,

which can be shown to replace the y'~! sequence.

The state of the DP at TS t is considered to be the causal posterior probability
distribution over the triplet S; 2 (Xy, Ey, B;), with Sy € S, given the knowledge of the

previous realizations of the grid load, vy~

51), ift=1,
Bi(se) = Py (4.11)

p(sely'™1), otherwise.

Bi(s¢) can be considered as the belief that the UP has about s; at TS ¢, given the SM

measurements it has received in the previous TSs, Y1

The control action U; € U is the conditional probability wui(y:|s:). A random-
ized history-dependent policy m = {my,mo,...} chooses control action at time ¢ via
uy = m(h), where h represents the history available to the controller. Thus, the time
ordering of the events is S1,Uq, Y1, S2, Us, Yo, . ... For the finite horizon problem, if the
control action space and the initial state distribution spaces are countable, then with-
out loss of optimality, we can focus on randomized Markov policies that depend only
on the current state f, i.e., m¢(5¢) = m¢(h). This holds also in the infinite horizon set-
ting since our problem has nonnegative cost per stage [66]. Furthermore, for the finite
horizon setting and the infinite horizon setting with finite state and control spaces, we

can restrict ourselves to stationary deterministic Markov policies [66]. Policy 7 induces
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the following joint measure:

n
= px, (z1)pE, (e)ps, (01)ua (y1 |21, e1,b1) [ | [ﬂbt{ min{bt—l-i-et—l—ﬂft—l,Bmax}+yt—1}
=2

X qx (Te|lri—1)qe(etlec—1)ue(ye| e, et bt)} . (412)

The state can be updated recursively, i.e., 8i+1 = (B, ut), as shown in the following:

Bre1(se+1) = p(se411y") ZP sty st+1]y’) (4.13a)
-1
_ Z p(st; se1, vely'™) (4.13b)
p(yely'=1)

. Zstp(st]yt_l)p(yt\st,yt_l)p(stﬂyst,yt)
ans,m p(selyt=p(yelse, y'=1)p(se41]56, i)

(4.13c)

>, Be(so)ue(yelse)gx (ze1]we)qe (eraled) Lo,y { min{b; + e; — ¢, Bmax} + Z/t}

Zst,5t+1 ﬁt(st)ut(yt|5t)QX($t+l|=Tt)QE(€t+1|€t)]lbt+1 { min{b; + e; — ¢, Bmax} + yt}
(4.13d)

where (4.13c) follows from Bayes rule and the Markov chain Y= — (S;,Y;) — S11;
and (4.13d) is due to the definitions of f; and u;.

Given Y1 = 4'=1  the per-step cost of taking action wu; is

t\y A Ut(yt\fft,et,bt)
g x,e,b,u,y :log—,a 4.14
(@ e, bty ues y) p(yelyt=1) (4.14)

which is obtained from I(X;, E;, By; Y;|Y*~!) through the following steps:

p@eenbeyely' ™) plaeen bily' ™ p(yelae en b y'™h) (4.15a)
p(xe, e, belyt =) p(ye|lyt—1) p(@e, e, belyt1)p(yelyt=1)
b t—1
_ Pyl et b,y ) (4.15b)
p(yely'=1)
b
_ wyelze e, br) (4.15¢)

p(yelyt=1)
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It is possible to show that this new formulation is equivalent to the original problem,

by considering the average n-horizon cost and the knowledge of 3'~! as in Z(n, f’)

n

1
I(n,m) = gEﬂ [th(ﬂﬂt,et,bt,ut,yt)} (4.16a)
t=1

1 = _ u S
:gz > plsouly’ 1)logt(y7t’t) (4.16D)

=1 sies et p(yelyt=1)

=1Z(n,f"), (4.16¢)

1

where we remind that w; is also a function of y*~1, since u; = m(5;). Given a policy

1

7, B¢ and u; are determined by y'~!. The average information leakage at time t can

be rewritten as in the following:

E” [gt(XtaEttha Ut,Yt)} = (X4, B, By |V =471 (4.17a)
= Z P, en, bely' ™ p(yelae, er, b,y ™)
T1€EX, e €E
bieBytey?
b
Xlogwﬁt) (4.17b)
p(yely')
= Z Be(st)ue(ye|st) log ut(yf|st) — (4.17¢)
StES,BEY thes Bi(8e)ue(ye|5e)
= I(Xy, By, Be; Yi|Br, we), (4.17d)

where the last step confirms that Y!=! — (8;,u;) — (X4, By, By, Y;) is a Markov chain.
The following lemma summarizes the results of this section.

Lemma 4.1. Without loss of optimality, the SM privacy problem (4.5) for the scenario
in which the UP does not know the realizations of the renewable energy process can be
modeled as an MDP, such that

1. the state at time t is given by (4.11),

2. the action at time t is specified by u(ye|zt, by, eq),

3. and the instantaneous cost is given by (4.17d).
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In order to formulate the Bellman equations, it is convenient to first define an oper-

ator T for the DP as follows

(TT)(B) = g(s,m(B),B)+ > Bls)ulyls)J(6(8,u)), (4.18)

seS,yey
for B € B, where J : B — R is the value function.
For the finite horizon setting, let J; denote the value function at time ¢t < n, with
Jnt+1 = 0. For t < n, we have

Ji(B) = inf [T J:11](B). (4.19)

inf
ueU

The minimization problem is solved by going backwards in time fromt =ntot =1

*

in order to find the optimal policy 7* = (7], 75, ..., m;) that minimizes (4.19) for every

t.

In the infinite horizon scenario, since the total information leakage over an infinite

number of stages is generally infinite, we minimize the average information leakage per

stage, i.e.,
n—1
I(60) = Jim LB 3 o (60 1) (1.20)
t=0

The solution for the infinite horizon problem can be determined as the solution to

the following Bellman equation

A+ J(8) = inf [TJ)(8), (4.21)

where A € R is the optimal average information leakage, and the vector J(3) is the
relative or differential privacy leakage, i.e., the difference of the expected leakage to
reach a conventional state and the cost that would be incurred if the cost per stage was
equal to \ for all states. Eq. (4.21) can be solved via efficient dynamic programming
algorithms, e.g., value iteration and policy iteration [66], and an optimal stationary

policy 7* = (7*,7*,...,7*) can be found.
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FIGURE 4.1: Representation of the system model where information about the real-
izations of the renewable energy process is available to the UP.

The following corollary generalizes our result to a user load and a renewable energy

process as Markov chains of higher orders.

Corollary 4.2. Let X and E be Markov chains of order m and l, respectively. Let

S & (Xf_mﬂ, Ef—l+1’ By). The previous steps follow also for this scenario, where

1. the state is B(st) ép(st’yFl%

2. the action is u(ye|st),

ut(yelst)

3. and the cost is gi(st, ut, y') £ Jog Py

4.5 Renewable Energy Known by the Utility Provider

Here we assume that the UP knows the realizations of the renewable energy process
E™, as shown in Figure 4.1. This scenario can occur if we consider solar energy as the
RES, and the UP can accurately estimate the renewable energy produced from its own
observations in nearby locations, weather forecast of the area, and the specifications
of the solar panel. The goal is to find a battery charging policy f € F that minimizes
the following information leakage rate

I(n, f) = %I(X",E”,Bl;Y”\E”) - %I(X”,Bl;YﬂE”), (4.22)

where the charging policy at TS ¢ is defined in (4.3).
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4.5.1 Additive Formulation for the Information Leakage Rate

In the same way of Section 4.4.1, we want to express the problem in an additive

t—l)

form. We define policies f/(v¢|x, e, by, y as

fl:XxEXxBxYtoYy, o, (4.23)

and state the following theorem.

Theorem 4.2. There is no loss of optimality in focusing only on charging strategies
f € F', where F' C F. Moreover, the minimum information leakage rate can be

written in the following additive form

n

1 7
I(n)= inf =Y I'(X;, By E, VB Y, (4.24)
frerrm t=1

The proof, which follows similar steps to the proof of Theorem 4.1 and [73, Appendix

I1], is reported in Appendix B.3 for completeness.

For the setting in which X and E are Markov processes of order m and [, respectively,

we define policies f” such that

X x EExBx YTt 5y, vt (4.25)

Then the following Corollary 4.3 holds, whose proof follows similar steps to that of
Theorem 4.2 and can be found in Appendix B.4.

Corollary 4.3. Let X and E be Markov chains of order m and l, respectively. There
is no loss of optimality in focusing only on charging strategies f" € F", and for those
strategies the minimum information leakage rate can be written in the following additive
form

R
I(n)= inf =Y I'(X] ., BiE, YY" E). (4.26)
f//e]:/’ n =1
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4.5.2 Markov Decision Process Formulation

As in Section 4.4.2 we specify the state space, control actions and the instantaneous
cost. The state of the DP at time ¢ is considered to be the causal posterior probability
distribution over S; £ (X, B;), given the knowledge of Y ~! and E*~!:

$1), ift =1,
Bi(se) & pe) (4.27)

p(s¢|yt=1,et=1), otherwise.

B¢(s¢) has the interpretation of belief that the UP has about s; at TS ¢, given (Y¢~1, Ef~1).

The action U; € U is the conditional probability u:(y¢|s¢, er) given by uy = mi(h).
As before, we consider without loss of optimality Markov policies 7 = {m,m2,...}
that depend only on the current state f;, i.e., m(8;) = m(h). As in (4.13d), B is
updated recursively, i.e., Bi11 = ¢'(Bt, ut). e is not in the belief as the UP has perfect

knowledge about it.

We follow steps similar to those of Section 4.4.2, and define the cost of taking action

uy when s; = (x4, b;) as

QE(€t|€t71)Ut(yt|xta €t, bt)
Py, eyt =1, et=1)

gt(xfnetabt)uhyt) é 10g 5 (428)

which is obtained from I(X;, By; By, Y|V, E*~1) through the following steps

t—1 tfl) t—

p(xe, e, be, ye|y' e _p(ﬂ%et,bt\yt*lye Dp(yelze, er, b, yt =1 et 1)
p(xe, byt =L et = V)p(ye, eyt =1, el 1) plxe, byt =L et =V)p(ye, eyt =1, et~ 1)
(4.29a)

qe(etler—1)p(ze, bt|yt_1, et_l)uze(ytlxt, et, by)

(e, be |yt =1, et )p(ye, ee|yt =1, et~ 1)
(4.29D)

_ ap(etler—1)ue(ye|ze, er, be) (4.29¢)

p(ye, etyt=1, et1)
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By considering the average n-horizon cost, it is possible to show that this formulation

is equivalent to the original problem

1 n
I(n7ﬂ-) = E]EF [th($taetabt7utvyt):| (430&)
t=1
1 n
==Y > plseenyly™t e Nalse eyt (4.30b)
n t=1 stES
yteyt’etegt
=ZI(n, f), (4.30c)

t—l’ et—l)

where u; is also a function of (y since u; = m(B;). Given a policy 7, ; and

t—1
)

uy are determined by (y'~!,ef~1). Then, it is possible to write

E™ | g:(X¢, EY, By, Ut,Yt)] = I(Xy, By; B, V|V =yt B = et (4.31a)
= > planen by e p(yda b el y'
ri€X,etelt
breByte)t
_ b
% log QE(etlet 1)Ui(y1t!3?tt7ft7 t) (4.31b)
p(ytvet‘y e )
= Z Bi(st)ar(etler—1)ue(yt|st, er)
StES,YEY
er€&
QE(€t|€t71)Ut(yt|5t7€t)
x lo — - 4.31c
B S B an(erle)ulpline) o)
= I(Xy, By; By, Y3 Bty qE, ut), (4.31d)

where the last step confirms that (Y'=1 E*=1) — (B, qg,u;) — (Xi, By, B, Y;) is a

Markov chain.
The following lemma summarizes the results of this section.

Lemma 4.2. Without loss of optimality, the SM privacy problem (4.5) for the scenario
in which the UP knows the realizations of the process E™ can be modeled as an MDP,
such that

1. the state at time t is given by (4.27),

2. the action at time t is specified by u(yi|ze, €, by),
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3. and the instantaneous cost is given by (4.31d).

Bellman equations for the finite and infinite horizon problems can be obtained as in
Section 4.4, with the consequent changes in the formulations of 8, u and .

The following corollary, counterpart of Corollary 4.2, holds.

Corollary 4.4. Let X and E be Markov chains of order m and 1, respectively, S; &
(Xf_m_H,Bt), and qlE the l-th order transition probability. The previous steps follow

also for this scenario, where

1. the state is By(s;) = p(se|y*=1, el 1),

2. the action is us(ye|st, er),

s (etlel " ue(yelse,er)
p(yt,eelyt—1et=1)

3. the cost is gi(st,ur, y', et) £ log

4.6 Conclusions

In this chapter we have studied the information leakage rate in an SM system by
considering the availability of an RES and a finite-capacity battery at the consumer’s
premises. The minimum information leakage rate has been characterized for both
scenarios in which the UP knows and does not know the realizations of the renewable
energy process. For both scenarios, we have formulated the minimum information
leakage rate as an additive cost function, and cast the problem as an MDP, thereby
finding the expressions for the corresponding Bellman equations. The optimal leakage
rate for a given scenario can be obtained by discretizing the continuous belief state

and applying dynamic programming techniques.



Chapter 5

Grid Load Variance as a Privacy

Measure

5.1 Overview

In this chapter the privacy maximization problem is addressed together with the
energy cost minimization problem for a SM user. It is assumed that an RB is available
for the consumer, which can be utilized both to achieve privacy and to reduce the
energy cost by modifying the energy consumption profile. Privacy is measured via the
mean squared-error between the SM readings and a target load, while ToU pricing is
considered for energy cost calculation. The optimal trade-off between the achievable
privacy and the energy cost is characterized by taking into account the limited capacity
of the battery as well as the capability to sell energy to the UP. Extensive numerical
simulations are presented to evaluate the performance of the proposed strategy for

different system settings.

5.2 Introduction

In this chapter we combine the objective of privacy maximization with that of min-
imizing the cost of energy for the user. While a widely accepted definition of privacy
is elusive, one would expect that privacy is achieved when it is not possible to distin-
guish a specific appliance load from an aggregated household power consumption [56].
Statistical privacy measures have been studied in [50,59,72,73,78,84], measuring the
leaked information by the mutual information between the user and the grid loads;

however, this requires the knowledge of the underlying statistics, and the results are

104
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typically valid under various simplifications, such as assuming i.i.d. user load profiles,
and over sufficiently long time horizons. As mentioned in Section 2.5.1, an alternative
approach is based on the idea that a high degree of privacy can be achieved by flatten-
ing the power consumption around a constant target value, as considered in [48,50,91].
Accordingly, in this chapter we measure privacy as the mean squared error between
the grid load and a target load profile, that is, the distance from a completely private
profile. On the other hand, a completely constant consumption may not be practically
viable or desirable, since the energy cost may vary greatly during the system operation
due to ToU tariffs. For this reason, in this chapter the EMU is allowed to target a
different fixed power value for each price period. In this model it is assumed that the
EMU knows, or, accurately predicts, the load profile for the time period of interest,
and obtains the optimal energy management policy by solving an optimization prob-
lem. We consider the availability of an RB at the user’s premises, and characterize the
optimal trade-off between the achievable privacy and the energy cost by taking into
account the limited capacity of the battery, as well as the capability for the user to sell

energy to the UP.

The main contributions of this chapter can be summarized as follows:

e We extend the privacy analysis carried out in the previous chapters by also
considering the minimization of the cost of energy for the user. Moreover, we
also allow the user to sell energy to the UP, to further enhance her privacy-cost

trade-off.

e We generalize the target load profile introduced in [48,50,91], which we call the
constant target load, by allowing the EMU to fix a constant target value for each

price period, which we call the piecewise constant target load.

e We characterize the optimal solution, and highlight its water-filling interpreta-
tion. We show detailed numerical results to demonstrate the performance im-
provement of the proposed piecewise target load as compared to the constant

target load

The remainder of this chapter is organized as follows. In Section 5.3 we present the

system model, while in Section 5.4 we analyze the proposed target load analytically.
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FIGURE 5.1: Representation of the system model. X;, Y; and Y; — X; are the user
load, the grid load, and the power exchanged with the RB at time t, respectively. The
dashed line represents the SM readings being reported to the UP.

Numerical results are presented in Section 5.5, while conclusions are drawn in Section

5.6.

5.3 System Model

We consider the discrete-time system model depicted in Figure 5.1, in which each
discrete time ¢ represents a T'S of duration d seconds, for 1 <t < N, where N is the
time horizon of interest. For TS ¢, the user load is denoted by X; € X', while the grid
load is Y; € ). We remark that the T'Ss in our model correspond to time instants
when the electricity is actually requested by the user and drawn from the grid, rather
than the typically longer sampling interval used for sending SM measurements to the
UP. We assume that the SM measures and records the output power values at each
TS; this is because our aim is to protect consumers’ privacy not only from the UP, but
also from the DSO or any other attacker that may deploy a sensor on the consumer’s
power line, recording the electricity consumption in almost real-time. We assume the
presence of an RB at the user’s premises, of capacity Bmax, which is used both to filter

the user load in order to provide privacy, and to shift energy intake from the grid to
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minimize the cost. The EMU computes the amount of power to draw from the grid, Y,
and to exchange with the RB, Y; — X;. Let B, € [0, Biax| denote the amount of energy
in the RB at the end of TS ¢, and we set By = 0. The RB is charging if Y; — X; > 0,
discharging if Y; — X; < 0, or remains with the same level of energy if Y; — X; = 0. We

do not allow wasting grid energy; that is, there are no battery overflows, i.e.,

t
> (¥r = X;)d < Buax,  t=1,2,...N. (5.1)

=1

While additional energy can be stored in the battery for future use, we do not allow
energy rescheduling or demand shifting, i.e., user’s energy requests are always satisfied

as they occur:

t t
Y>> X, t=12,...N. (5.2)
T=1 T=1

In particular, Eq. (5.2) is also implicitly verified by the equation expressing the

evolution of the level of energy in the RB:

O S Bt+1 == Bt + }/t+1d - Xt+1d. (53)

The power the RB can be charged or discharged at is constrained by P, and Py,

respectively. Thus, Vi we have:

Y, - Xy <P, (5.4)

X, -V, < Py (5.5)

Here we assume that the battery has perfect efficiency, that is, no leakages, to
understand the optimal privacy-cost trade-off in an ideal setting. The effects of battery
inefficiencies and degradations may be taken into account by introducing a constant
rate leakage for the energy stored in the battery, or by imposing a further cost whenever

the battery is used, within the framework studied in this chapter.
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At first we do not consider selling energy to the UP, i.e., the power drawn from the
grid is always non-negative

Y, >0, Vi (5.6)

Later we will lift this constraint. Given (X3, By) = (¢, bt), Bmax and the constraints

(5.4)-(5.6), the set of feasible power requests at time ¢ is
¥/ . b - + . > Bmax —b
Vi, by) & {yt ely: [mt—mm{é,PdH <yt < x¢+min {Pc, t}}a (5.7)

where [a]T = a if a > 0, and 0 otherwise.

When t = N we impose the RB to reach the same level of energy of the beginning
of the time horizon of interest, i.e., we impose the RB to be emptied. Hence, we have

the following constraint:

N N
Y V=) X (5.8)
t=1 t=1

We aim at designing an energy management policy that decides on the amount of
power to request from the UP at each TS ¢ while satisfying (5.2)-(5.8). We consider
an offline setting, in which the user load X* and the cost of energy CV are known
beforehand and our goal is to jointly minimize the information leaked about the user’s
energy consumption as well as the cost the user incurs to purchase energy from the
UP. While non-causal knowledge of the electricity price is a realistic assumption in
today’s energy networks, non-causal knowledge of power consumption is appropriate
for appliances whose energy consumption can be accurately predicted over certain
finite time frames, such as refrigerators, boilers, heaters and electric vehicles. Chapter
6 will analyze the case of limited information about the future power consumption. We
also remark that the solution of the offline problem yields meaningful lower bounds
on the performance of the more general online setting. In fact, in the offline setting,
the knowledge of future energy consumption enables the user to better match the grid
load with the target load, thus leading to the minimum amount of information leaked

to the UP.
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We measure the privacy leakage as the average variance of the grid load YV from

the target load profile W over N TSs, i.e.,

N
1
PE D (- (5.9)
t=1

according to which, perfect privacy is achieved when Y; = W;, Vt. We adopt squared
distance in (5.9) so that we do not differentiate between negative and positive devia-
tions of the grid load with respect to the target load. When energy cannot be sold to

the UP, W, is non-negative, i.e.,

W,>0, t=1,2,...N. (5.10)

The average cost incurred by the user during time N is

N
= %thyt, (5.11)
t=1

where C} is the cost of energy at time ¢, which is determined by the specific ToU tariff
employed by the UP.

Compared to [50] where the target load is set to be a constant function over time,
in the following section we consider a more general target load, specifically a function

which assumes a constant value for each price period.

5.4 Target Load as a Piecewise Constant Function

In this section the objective of the optimization problem is to determine both the op-
timal target {W*}&; and the optimal grid load {Y*}¥, so that the average squared-
distance between them is minimized. The target load is set to be piecewise constant
over price periods. We argue that such a grid load trades off privacy with cost. Mul-
tiple target values for power intake from the grid intuitively reveal more information
about the user’s real energy consumption behavior compared to a single constant tar-

get value. However, they also provide more flexibility to reduce the cost and to match
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FIGURE 5.2: ToU tariff convention used in this chapter. ¢..), fori =1,..., M —1,
are the T'Ss at which the price of energy changes, while ¢,y = 0 and ¢, = ty are
the extremes of the time interval considered.

the target load, representing a trade-off between cost and privacy.

Let C™ be the cost of the energy purchased from the UP during the i-th price period,
where 1 < i < M, and M is the total number of price periods within the time interval
N. The i-th price period spans from TS ¢_i-1) to ¢, — 1, and NG@ & (tey —toi-n)/d
is the number of TSs contained within price period ¢. Figure 5.2 depicts the timing
convention considered in this scenario. Let W be the constant target load for the i-th
time period. Given the nature of the objective functions and the constraints, pairs of
(P, C) form a convex region and the optimal points can be characterized by the Pareto
boundary of this region. Then, our problem can be cast as a weighted combination of

privacy (5.9) and cost (5.11), i.e.,

M tn~l
min 33 [a(Yt —WO2 41— a)y,00], (5.12)
Rwo o £

where 0 < o < 1 is the weighting parameter between privacy and cost, according to
which if @ = 0 only cost of energy is minimized, whereas if & = 1 only information

leakage is minimized.
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Based on (5.12) and the constraints (5.1)-(5.2), (5.4)-(5.6), (5.8) and (5.10), we

define the Lagrangian function as in the following

M tc(i)_l
LeAan) =) 3 [a(v-w0)+0-ayc?]

i=1t=t ;1)
N t N ) '

# A =¥+ AP [ 205 - X0)d] - B
t=1 =1 t=1 —1
N A N , )

AW - X - P+ A -y - Py - YAy,
t=1 —1 —
Cm 4 N

“STAWO 103 (v - X, (5.13)
i=1 t=1

where AV > 0for 1 < j < 5and1 <t < N, A9 >0for 1 <i< Cy, and
v > 0 are the Lagrange multipliers; and, denoting the vectors in bold, we have A =
[)\(1),)\(2),)\(3)’,)\(4),)\(5),)\(6)]. The corresponding slackness conditions are imposed

on the inequality constraints:

Agl)i(XT—YT) =0, t=1,...,N, (5.14)
=1 t
Ag%{ [Z(n ~ X,)d| - Bmax} =0, t=1...,N, (5.15)
=1
Ay, - x,—P)=0, t=1,....N, (5.16)
X, —v,—-P)=0, t=1,...,N, (5.17)
APy, =0,  t=1,...,N, (5.18)
AOWO =0, i=1,....Cy (5.19)

We then apply the Karush Kuhn Tucker (KKT) conditions and set the gradient of

the Lagrangian to zero, i.e.,

N
oL . :
= —w® _ (i) 2 g — M
oY, 20(Y; - W)+ (1 — a)C —|—TE:t()\T d— )

A® A0\ 4,0 g, (5.20)
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- Y 20 -wO) -\ =o. (5.21)

From (5.20), we obtain the optimal value for ¥; as

+

Y = . t=1,...,N, (5.22)

t s _ Gl
(0%

2

where a; = SN (A = A®@a) — AP 12D 420 ) and ¢ = =0T prg

(5.21), we obtain the optimal value for W) as

)\(6) Ztc( i +
2aN G NG !

W(i)*:[z‘ n t“” i =1,..., M. (5.23)

The optimal solution (5.22) resembles the classical water-filling algorithm that de-
termines the optimal power allocation for Gaussian parallel channels under a total
power constraint [57]. However, differently from the classical water-filling formulation,
here the water level, Y;* + c = o+ W®* is not constant, but varies over time
due to the instantaneous constraints. The optimal target for price period 4, given in
(5.23), is a function of the Lagrange multipliers and of the mean of the optimal grid
loads in the same price period. We note that, since privacy and cost in (5.12) may
have significantly different magnitudes, they need to be further normalized to get the
Pareto optimal solution consistent with . Hence, we implement the normalization

approach described in [92].

5.4.1 Illustration of the Water-filling Solution

The simple scenario illustrated in Figure 5.3 offers some intuition about the optimal
solution and its water-filling interpretation. We consider two price periods, C1) = 1
and C? = 3, two batteries of parameters Brax1 = 4, f’c 1= Pd 1 =2 and Bpax2 = 8,
15,3,2 = Pdg = 4, respectively, N = 4 and = 0.5. The user load is X% = [1,4,2,5]. For
the sake of simplicity, we consider d = 1, so that power and energy can be used inter-

changeably, with no specific units of measure adopted. Figure 5.3a, shows the optimal
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FIGURE 5.3: Optimal grid and target load profiles for a = 0.5, when energy selling
is not allowed.

solution and water levels for Byax 1. Since cW < 0(2), more energy is requested from
the grid during the first price period and stored in the battery to partially satisfy the
user’s energy consumption during the second price period. However, the energy that
can be stored is limited not only by the battery capacity Bmax but also by the peak
power constraint ]50,1 (5.4). In the first TS it is indeed ]56,1 that limits the grid load.
We have Y| = X + ]50,1 = 3 and the amount of energy in the battery at the end of
the TS is B; = ]5071 = 2. The water level for ¢ = 1 is given by Y{* +C0 = 42% + WD
where a; = Zizl(/\@ - )\(TQ)d) - )\53) + )\54) + )\55) — v and WM* is computed
jointly with Y;* and Y5 (5.23). In the second TS the grid load is limited by both the
charging peak power constraint and the battery capacity, i.e., Y5 = X5+ ]5,;,1 =6, and
By = Brax = 4. In the third TS Y3 = 0, which does not violate the discharging peak
power constraint as X3 = de1 = 2, and B3 = 2. In the last TS, Y = Xy — Pd,l =3
and the battery becomes empty. Figure 5.3b shows that by increasing Bmax, P, and
pd, it is possible to further reduce the variance of the grid load from the target and the
cost of energy, as a larger amount of cheaper electricity is stored in the battery during

the first 2 T'Ss, for use in the later TSs.
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5.4.2 Selling Energy to the Grid

Here we consider the possibility of selling energy to the UP in order to further
improve the user’s privacy and save costs. By allowing this, the UP can practically
utilize user devices as distributed energy storage. Thus, we lift constraints (5.6) and

(5.10), and we have

>0, if energy is purchased from the UP,
Y : (5.24)

< 0, if energy is sold to the UP.

The price of energy sold to the grid is set equal to the price of energy bought from
it, i.e., we implement the net metering approach, in which a single SM can measure

bi-directional energy flows [93].

The set of feasible power requests at time ¢ is given by

-« . b A . ’ Bmax_b
yt(.%'t,bt) £ {yt < y LTy — 1IN {Et,Pd} S Yt S T+ + mln{Pc, dt}} (525)

The optimization problem is expressed as in Eq. (5.12) and the Lagrangian formu-
lation is the same as in Eq. (5.13) without including the constraints corresponding

to A£5) and A%, The slackness conditions follow similarly, and by applying the KKT

7

conditions, we obtain the following optimal values for Y; and W ®:

FZ M s a0 g1 N, (5.26)

2a
tc(’i)_l *
1=t (;_1) Y;

N ’

Y;
W = i=1,..., M, (5.27)

where a; = SN, (A — APy — AB) 4 \W _ ),

T=t

5.5 Numerical Results

In this section we evaluate numerically the performance achieved when using the

piecewise constant target and compare it with the constant power consumption target
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TABLE 5.1: Specifications of the RBs considered in the simulations in this chapter.

Residential RB RB Capacity | RB Charging Peak | RB Discha}'ging Peak
Bnax (Kk€Wh) Power P, (kW) Power P; (kW)
Powervault G200-LI-4KWH |[2] 4 1.2 1.4
Tesla Powerwall 2 [3] 13.5 5 5

n [50]. We note that we also include the peak power constraints (5.4)-(5.5) and the

total energy constraint (5.8).

5.5.1 Simulation Settings

For numerical simulations, we use real SM consumption traces from the UK Dale
dataset [53], which has a time resolution of 6 seconds. For our simulations we convert
the original readings to a time resolution of 1 minutes to reduce the computational
complexity. We adopt two commercial batteries, listed in Table 5.1, in which the
charging (discharging) peak power denotes the amount of power that the battery is
able to input (output) sustainably over time. We consider a ToU tariff currently being
offered in the UK [94], in which the off-peak price is 4.99p/kWh during 23:00 to 6:00,
the medium price is 11.99p/kWh during 6:00 to 16:00 and during 19:00 to 23:00, and
the peak price is 24.99p/kWh during 16:00 to 19:00.

Figure 5.4 shows the user, grid and target load profiles for & = 0.001, when using
a constant and piecewise constant target load in Figure 5.4a and Figure 5.4b, respec-
tively; and the load profiles for a = 0.999, when using a constant and a piecewise
constant target profile in Figure 5.4c and Figure 5.4d, respectively. These weights
are chosen to simulate users that are mainly interested in minimizing cost of energy
(a = 0.001) or maximizing privacy (o = 0.999). For these figures we adopt a Power-
vault G200-LI-4KWH battery [2], and we assume that energy cannot be sold to the
UP. As the figures show, adopting a piecewise constant target reduces the variance
of the grid load around the target, especially for a = 0.001, thanks to the flexibility
introduced by the piecewise constant target function. However, because of the rather
small battery capacity, the peaks in the user load are mostly revealed in the grid load
for both strategies. When o = 0.001, since cost is more important than privacy, the

battery is charged more during the off-peak price period, and the grid loads for the
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FIGURE 5.4: User, target and grid load profiles for a Powervault G200-LI-4KWH [2].

two scenarios are more similar, since reducing the variance from the target assumes

less importance.

Figure 5.5 shows the grid and target loads when a piecewise constant target is
considered for both cases when energy selling is not allowed (see Figure 5.5a) and it
is allowed (see Figure 5.5b). We consider a Tesla Powerwall 2 [3] as RB, and a = 0.5.
The results show that the target in this case can also have negative values, which allow
the user to sell energy to the grid during the peak price period. Selling energy to the

grid further minimizes the costs and improves the overall privacy-cost trade-off.

Figure 5.6 shows the trade-off between privacy and costs for the two strategies by
considering the Powervault G200-LI-4KWH [2], and including the setting in which

energy can be sold. The figure confirms the results of Figure 5.5 by showing that,
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FIGURE 5.6: Privacy-cost trade-off by using a Powervault G200-LI-4KWH RB [2].

when energy can be sold, much lower costs are achieved for the same level of privacy.
As expected, adopting a piecewise constant target leads to a much better privacy-cost

trade-off compared to the constant target, both when selling and not selling energy.

Figure 5.7a shows the degree of privacy that can be achieved for different battery
capacities for @ = 1, while Figure 5.7b shows the hourly average energy cost with

respect to Bpax for o = 0. For these plots, we set ]5c = Pd = Bmax/2 which is a good
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FIGURE 5.7: Privacy and cost versus battery capacity.

approximation of the specifications of currently available residential batteries. Figure
5.7a shows that the information leakage drops greatly even for relatively small battery
sizes, and it saturates at around Bp.x = 8 kWh for all the strategies considered. This
shows that, if a user is only interested in her privacy and has a medium-sized battery
(> 6 kWh) available, she can achieve almost zero grid load variance by using any of
the target loads considered. Also, for smaller battery capacities the piecewise constant
target achieves better performance. However, we remark here that having multiple
power levels has an inherent information leakage which is not captured solely by the
load variance from the target. It is noteworthy that selling energy does not improve
privacy when a = 1, since selling introduces negative target values which are more
difficult to match with the positive grid load unless a large battery is used. In the
setting of Figure 5.7b, as privacy is not relevant, the only difference between the two
targets is due to allowing or not to sell energy to the UP. As one would expect, the
flexibility to sell energy to the grid can significantly reduce the energy cost, and in
principle the user can even make a profit (corresponding to a negative cost in the

figure) when using RBs with a large capacity.
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5.6 Conclusions

In this chapter we have studied the joint optimization of privacy and cost for an
SM system with an RB. Privacy is measured via the mean squared-error between the
SM measurements and a target load profile, which is set to be a piecewise constant
function over price periods. The user is allowed to sell excess energy to the UP. The
optimal solution of the corresponding optimization problem has been characterized,
highlighting its water-filling interpretation. Detailed numerical simulations have been
presented, showing the performance improvement of the proposed piecewise constant

target load as compared to a constant target load.



Chapter 6

Short Horizon Joint

Privacy-Cost Optimization

6.1 Overview

In this chapter we draw upon Chapter 5 and study the joint privacy and cost op-
timization for a SM user, which is achievable by means of an RB. As in Chapter 5
we measure privacy via the mean squared distance between the SM readings and a
target load profile, while ToU pricing is considered to compute the electricity cost.
We allow the possibility for the consumer to sell electricity to the UP to further im-
prove the privacy-cost trade-off. Two privacy-preserving energy management policies
are proposed, which differ in the way the target load is characterized. Additionally, a
simplified and more practical energy management policy, which optimizes the energy
management less frequently, is considered. Numerical results are presented to compare
the performances of various energy management policies in terms of the privacy-cost

trade-off they achieve, considering a number of privacy indicators.

6.2 Introduction

In this chapter we extend the joint privacy-cost analysis carried out in Chapter 5, and
following up on [50] and [52], we model SM privacy as the squared distance between
grid and target load profiles. However, in this chapter we consider a more general
target load profile, and assume that the consumer has only a partial knowledge of her

future energy consumption and cost.

The main contributions of this chapter can be summarized as follows:

120
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1. While full information on the future electricity consumption is assumed to be
available at the EMU in [50] and in Chapter 5, which we call the long horizon
model (LHM), in this chapter we consider a more realistic scenario whereby the
consumer’s future consumption profile is only partially known to the EMU, in
a moving or receding horizon manner, which we call the short horizon model
(SHM). The optimal solution at any time is computed only based on the cur-
rently available information within the prediction horizon by adopting a model
predictive controller, recently implemented in a SM setting in [84]. In this chapter

we present a detailed comparison of the results for SHM and LHM.

2. We introduce a target load profile computed as a low-pass filtered version of the
user load, since higher-frequency components of a user’s consumption profile leak

more information about her behavior, compared to lower-frequency components.

3. We propose a more practical energy management policy which performs the
optimization less frequently. The optimal solution is computed in batch, reducing
the algorithm’s computational load at the expense of the privacy-cost trade-off.

Finally, we compare the privacy-cost trade-offs for all the scenarios considered.

The remainder of this chapter is organized as follows. In Section 6.3 we present the
system model, while in Sections 6.4 and 6.5 we consider the SHM for a constant and a
filtered target load profile, respectively. A more practical energy management policy
with less regular policy updates is analyzed in Section 6.6, while conclusions are drawn

in Section 6.7.

6.3 System Model

We consider the same discrete-time system depicted in Figure 5.1. We assume that
the user’s electricity consumption and electricity price are known for a horizon of Hp
TSs beyond the current TS, naming Hp as the prediction horizon. Additionally, we
assume that the EMU has memory about the past Hp TSs, which we call the past
horizon. At each TS t, the EMU computes an energy management policy for the

following Hr TSs, using its knowledge of the user load within the prediction horizon,
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and the user and grid loads, and the RB level of energy within the past horizon. Let
t+ Hp 2 min{t+ Hpr, N}. As in Chapter 5, we do not allow wasting grid energy; that

is, there are no battery overflows, i.e.,

t+Hp
Bii+ Y (Yo = X;)d < Buax, 'V, (6.1)
=t

and we impose that user’s energy demands are always satisfied at the time of request.

This leads to the following constraint:

t+Hp
Y (Xr-Y)d< By, W, (6.2)
=t

which is also implicitly verified by the equation expressing the evolution of the energy
level in the battery (5.3). The power the RB can be charged or discharged at is con-
strained by P, and P, respectively, that is, the power constraints (5.4)-(5.5) hold. The
model could be made more accurate by introducing further constraints, e.g., battery
charging and discharging efficiency parameters, which we leave for future research that
will focus on the practical implications of the proposed UDS techniques. As in Chap-
ter 5, we study and compare the two scenarios in which energy can or cannot be sold
to the UP, i.e., for which the constraints (5.6) and (5.24) hold, respectively, and we
implement the net metering approach. The set of feasible energy requests at time ¢ is
given by Eqs.(5.7) and (5.25) for the scenarios in which energy selling is not allowed

and allowed, respectively.

We design an energy management policy that decides on the grid load at each TS
t while satisfying the above constraints. We consider a model predictive control ap-
proach, whereby the user load and the cost of energy are known beforehand within the
prediction horizon [t +1,...,t+ Hp], and our goal is to jointly minimize the informa-
tion leaked about a user’s energy consumption as well as the cost the user incurs to
purchase energy from the UP. We note that the setting studied in Chapter 5, which
assumes all future energy consumption and cost information to be known beforehand,
is a lower bound on the setting studied in this chapter, as more information leads to a

better privacy-cost trade-off.
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We adopt the same definitions of privacy leakage P and cost C adopted in Chapter

5, which we rewrite here for an easier accessibility to the the reader:

pL (Y = W2)?, (6.3)
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where W, and C} are the target load and the cost of energy at time ¢, respectively.

For numerical simulations, we use real SM consumption traces from the UK Dale
dataset [53], converting the original readings to a time resolution of 10 minutes to
reduce the computational complexity. As RB, we adopt the Tesla Powerwall 2 [3], for
which Bpa.x = 13.5kWh, and P, = P; = 5kW. We consider the same ToU tariff adopted
in Chapter 5 [94], in which the off-peak price is 4.99p/kWh during 23:00 to 6:00, the
medium price is 11.99p/kWh during 6:00 to 16:00 and during 19:00 to 23:00, and the
peak price is 24.99p/kWh during 16:00 to 19:00. All the simulation results are obtained
for a time interval spanning 14 consecutive days, to average over a considerably large

amount of data.

6.4 Target Load as a Constant Value

In this section, following up on [48,56] and [50], we assume that the goal of the EMU
is to keep the grid load as constant as possible. In [50] it is assumed that all the future
user load and energy cost values are known, and the EMU can fix a target value for
the whole duration, e.g., one whole day. In our model the information available to
the EMU on X; and C} is limited to the prediction horizon, and changes over time;
thus, the target load cannot be constant, and its variability depends on the length of
the past and prediction horizons. In this section, given the knowledge of the cost of
energy and the user’s power consumption, the aim is to characterize both the optimal
target load W* and the optimal grid load G* so as to optimize the overall privacy-cost

trade-off.
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Given the nature of the objective functions and the constraints, pairs of (P, C) form
a convex region and the optimal points can be characterized by the Pareto boundary
of this region. Hence, the objective can be cast as a weighted sum of privacy (6.3) and

cost (6.4):

t+Hp t+Hp
min o Y (Y,-Wy)l+(l—a) ) YC;, (6.5)
W Ty =t

where 0 < o < 1 is the weighting parameter, i.e., if a = 0 only cost of energy is
minimized, whereas if & = 1 only information leakage is minimized; and t — Hp £
max{t — Hp,0}. We remark that setting the value of a is up to the consumer, who
is in charge of deciding whether to focus more on protecting her privacy or on saving
costs. The result of the minimization in (6.5) is the grid load for the current TS and
the entire duration of the prediction horizon th, and the target load W;. Eq. (6.5)
characterizes the target load value W; for the finite prediction horizon, which leads to
the optimal privacy-cost trade-off over this horizon, based on the available informa-
tion. At TS ¢+ 1, the minimization (6.5) is carried out again based on the additional
information that becomes available, i.e., Y;4p.4+1 and Ciyp,41, and Yiq and Wiy
are determined. The past horizon th:t—in(YT — W;)? is considered when optimizing
for the privacy objective, since it ensures smoother variations of the overall target load

profile. We note that, since privacy and cost in (6.5) may have significantly different

magnitudes, we implement the same normalization approach utilized in Chapter 5 [92].

When a = 0, (6.5) reduces to the following linear program:

t+Hp
i Y. C-. 6.6

Remark. Differently from Chapter 5, here we do not impose the RB to be emptied at the
end of each time window [t — Hp,t+ Hp], since in this context the end of the prediction
horizon does not typically coincide with the end of the time horizon of interest, and the
energy remaining in the RB can be utilized in the following TSs. Since the algorithm
jointly optimizes privacy and cost, the RB is normally emptied at the end of the time
horizon of interest N, unless « is high. If o — 1 and the RB is large, a sustained

demand of energy may take place in the short term, which is ultimately constrained by
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FIGURE 6.1: User, grid and target load profiles for the SHM and the LHM, for a = 0.5
and HF = Hp = 2h.

Biax and ]56.

Figure 6.1 compares the load profiles of the SHM (Figures 6.1a and 6.1c) and the
LHM (Figures 6.1b and 6.1d) over the course of one day. As one would expect, the
LHM provides much better performance, in the sense that the resultant profile is
much flatter, hiding most of the spikes in consumption, which typically reveal more
information about user’s behavior. However, the SHM, despite relying on much less
data, also leads to a reasonable suppression of the peaks in the profile. One can also
argue that the SHM reveals more information about the low-frequency variation of
user’s energy consumption, which, however, is common across households, and thus

provides only a limited amount of personal information. Moreover, Figures 6.1a and
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6.1c show that the peaks of the grid load generated by the SHM are not necessarily
aligned with those of the user load.

6.4.1 Solution to the Optimization Problem (6.5)

In the following we consider the optimization problem (6.5) for o # {0,1}. We
analyze first the optimal solution when selling of energy is allowed, i.e., (5.6) and
(5.10) do not hold. Based on (6.5) and the constraints (6.1)-(6.2) and (5.4)-(5.5), we

define the following Lagrangian function:

t+Hp t+Hp
LW =a Y (Y -W) 4 (1-a) Y VG,
T=t—Hp T=t
i+Hp T
+ Z As—l) |:d Z(YS - Xs) - Bmax + Bt—1:|
T=t s=t
t+Hp T
+ ) A [d > (X -Yi) - BH]
T=t s=t
t+Hp t+Hp

+ Y NV X, P+ Y ANX -V - By, (6.7)
T=t T=t

where )\(Tj) >0, for 1 < j <4, are the Lagrange multipliers, and t < 7 < t+ Hp. De-

noting the vectors in bold, we have A = A, X2 X®).  X(Y]. The slackness conditions

are imposed on the inequality constraints, for 7 =t,t +1,...,t + Hp:
AL [d ZTI(YS — X,) = Brnax + BH} =0, (6.8)
s=t
A2) [di(Xs —-Y,) — Bt_l} =0, (6.9)
s=t
AV, — X, —P.) =0, (6.10)
MD(X, -V, — Py) =0. (6.11)

Let ay 2 dSHHr (0P — A = A®) 1AW and &, 2 C=2 ¢ Applying the KKT

S=T 2

conditions and setting the gradient of the Lagrangian in Eq. (6.7) to zero, we obtain
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the following expressions for the optimal grid and target load values:

YT*:;i_C’T+Wt*7 forr=t,....t+ Hp, (612)
«

Sy
Wi T=t-Hp ” (6.13)

" 1+ min{Hp,t} + min{Hp, N — t}°

The optimal solution for the grid load given in Eq. (6.12) resembles the classical
water-filling algorithm [57]. However, differently from the classical water-filling for-
mulation and similarly to Chapter 5, here the water level, Y* + C, = o= + Wi, is
not constant, but varies over time due to the instantaneous constraints. The optimal
solutions in (6.12) and (6.13) depend on the values of the Lagrangian multipliers and

can be determined numerically.

When « = 0, the only objective is to minimize the cost, and (6.5) reduces to a linear
program (LP,) which can be solved using standard LP solvers. On the other hand,
when the user is not concerned about the cost, i.e., « = 1, (6.5) leads to a quadratic

program analogous to the general case.

When energy selling is not allowed, the constraints given by Eq. (5.6) and Eq. (5.10)

hold, and the Lagrangian is given by the following expression:

~ t+Hp t+Hp
LT W) =a Y (Y -W)Pr(1-a) ) YO,
iy —

t+Hp T
+ Z As.l) |:Cl Z(Y; - Xs) - Bmax + Bt—1:|
T=t1 s=t

t+Hp

30 A [d300 - v - B
T=t s=t
t+Hp t+Hp

+ > AV - X - P)+ ) A(X, - Y- Py
T=t T=t

t+Hp
= APy - AOwy, (6.14)

T=t
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FIGURE 6.2: Optimal grid and target load profiles, for By.x = 4, P, = P; =2, when

energy selling is not allowed.

where X = [)\(1), 2@ AG): NG 2G) )\(6)] are the Lagrange multipliers. The slackness

conditions are given by Eqgs. (6.8)-(6.11) with the addition of the following two:

APy, =0, r=¢t....,t+Hp, (6.15)

AOW, = 0. (6.16)

Let a; = dZH_HF ()\22) — )\gl)) — /\5-3) + )\54) + )\5-5). Then, by applying the KKT

s=T

conditions and by setting the gradient of the Lagrangian in Eq. (6.14) to zero we

obtain the following expressions, counterpart of (6.12) and (6.13):

~ +
Y*:|:a_T_éT+Wt*:| ’ forT:t""’t+HF’ (617)

T 2a¢

t+Hp * (6) +
X mm Y A
1+ min{Hp,t} + min{Hp, N —t}| ~

6.4.2 TIllustration of the Water-filling Solution

Here we present the solution for some simple scenarios to acquire an intuition on
the solution of the optimization problems (6.5) and (6.6), and on their water-filling

interpretation. We assume that energy selling is not allowed, N = 6, and d = 1, so
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that power and energy can be used interchangeably. Let the user load and cost vectors
be X% =[1,2,6,5,2,4] and C® = [1,2,5,3, 1, 3], respectively, and Hp = Hp = 2 TSs.
Consider an RB with Bpax = 4 and ]5C = ]Sd = 2. Figure 6.2a shows the optimal
solution for a = 0, Y*0 = [3,4,4,3,4,2]. Since the electricity is cheaper in the first
and second TSs, more energy is requested from the grid during these TSs and stored
in the RB to partially satisfy the demand at later TSs. However, the energy that can
be requested in advance, and stored in the battery, is limited by both B .x and ]56. In
the first TS P, limits the grid load, since Y| = X + B, = 3, and the level of energy in
the RB at the end of the first TS is B; = P, = 2. In the second TS, the grid load is
limited by PC and Bpax simultaneously, and Yy = Xo + ]56 =4, and By = Bpax = 4.
Note that, although the third TS is the most expensive, Y3" = 4 because the battery
cannot be discharged by more than 2 units of energy (Pd = 2). For the same reason,
Y = 3, while the remaining energy was stored in the second TS. Similar considerations
hold for the last two T'Ss. Figure 6.2b illustrates the optimal solution for o = 1,
Y*6 = [3,3.5,4,3.75,3.88,3.81]. In this scenario, the energy management policy tries
to match Y; to the target load W;, even at the cost of asking more energy than needed.
The energy demand in the first TS is the same as the case @ = 0, whereas in the
second T'S less energy is stored in the battery to be used in the fourth TS, so that the
water level matches the target load in this TS (at the expense of a higher cost in the
fourth TS). It is noteworthy that more energy than needed is requested in the fourth
TS, and used to satisfy the demand during the fifth TS, which is cheaper. Finally,
more energy than needed is requested in the last two TSs and depicted in yellow,
which is consequently stored in the RB to be used in future T'Ss. This allows the

privacy-preserving algorithm to match the target and the grid load during these T'Ss.

Figure 6.3 shows the same scenario with Bpax = 20, P.=P = 10, and when energy
can be sold. When a = 0, Figure 6.3a shows that energy is bought when it is cheaper
and sold back to the grid when it is more expensive, while Cs and Cy are plotted as
negative since energy is sold in these TSs. In fact, the RB is emptied of the energy
stored during the first two TSs at the end of the fourth TS, and it is emptied again
of the energy stored during the fifth TS at the end of the sixth TS. This is done to

maximize the user’s profit from selling energy to the grid when it is more expensive.
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FIGURE 6.3: Optimal grid and target load profiles, for By.x = 20, P,=PF = 10,
when energy selling is allowed.
When o = 1, Figure 6.3b shows that a larger RB permits greater flexibility but also
boosts the amount of energy requested. This is not necessarily a disadvantage, as such

energy can be used during later TSs.

6.4.3 Impact of the Duration of Prediction and Past Horizons

Figure 6.4 shows the load profiles for various combinations of prediction and past
horizons Hr and Hp, respectively. As expected, a larger Hp produces flatter target
and grid loads (see Figures 6.4c and 6.4d), compared to a smaller Hp (see Figure
6.4a). However, when Hp is larger the resulting grid load is more distant from the
target load, thus resulting in a higher information leakage according to our definition
of privacy leakage in Eq. (6.3). In fact, when Hp is small, the grid load values that
are compared to the target load are few, and the energy management policy is able to
determine a target load that is close to the grid load within the analyzed time window.
On the other hand, when Hp is large, the energy management policy needs to find
a single target load that matches a longer interval of predicted grid load values; as
a result, the target load may be less representative for some periods. A longer past
horizon leads to a flatter target load (see Figure 6.4b), however, the improvement for
the grid load is not as evident as in the case of a longer prediction horizon (see Figure

6.4c). When the prediction horizon is long, i.e., Hp = 12h, the improvement obtained
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FIGURE 6.4: Comparison between different past and prediction horizons for o = 0.5,
when energy selling is not allowed.

by considering a longer past horizon is limited, as the comparison of Figures 6.4c and

6.4d show.

Figure 6.5 shows the power profiles for various combinations of prediction and past
horizons Hr and Hp, respectively, when energy selling is allowed. Considerations
similar to those made for Figure 6.4 can be made here as well. In particular, it is clear
that allowing a longer prediction horizon (see Figures 6.5¢ and 6.5d) enables to reduce
the energy cost as more energy is drawn from the grid when it is cheaper, and sold
back to the UP when it is more expensive. Additionally, a longer prediction horizon

also enables a better suppression of the peaks in the user demand.

Figure 6.6 shows the average information leakage P, average cost C, and average
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target load variance with respect to Hr. The average target load variance, which can
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FIGURE 6.7: Impact of the past horizon Hp on information leakage, cost and target
load variance for Hr = 2h.

be considered as another privacy indicator, is defined as

N
1
Ve =Y (We—pw)?, (6.19)
t=1

where pyy is the mean of W across time. When « is small, i.e., the main focus is to
minimize the cost, a larger Hp reduces the average cost up to a certain extent, beyond
which it cannot be further reduced (see Figure 6.6b); whereas for a = 1 the cost does
not change considerably with Hp. Opposite considerations hold for the information
leakage, which even slightly increases when a # 1 (see Figure 6.6a ). This is due to the
fact that a longer prediction horizon generates a grid load that is more distant from
the target load, except for &« = 1, when the focus is on privacy only. Figure 6.6¢ shows

that increasing Hr induces a smaller variance of the target load.

Figure 6.7, which shows P, C and V with respect to Hp, exhibits similar behaviors
to those in Figure 6.6, with some notable differences. The y-axis ranges are more
limited here, confirming that the knowledge of past consumption is less significant for
the energy management policy compared to the knowledge of future consumption and
costs. This explains the far smaller reduction in cost in Figure 6.7b, as compared to
Figure 6.6b, and the increase in the information leakage when o« = 1 in Figure 6.7a.
Figure 6.7c shows that the target variance is higher and more variable when a = 1;
however, this corresponds to the case in which the grid load is closer to the target
load, i.e., the most private scenario according to our original privacy measure. This

contradiction of the two privacy indicators shows that evaluating the variance of the
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target load does not fully reflect the level of privacy achieved, as defined in Eq. (6.3).

6.4.4 Alternative Privacy Measures

As opposed to the LHM studied in [50], where W, is fixed throughout the opera-
tion time, in the model considered in this chapter W; is allowed to vary over time.
Therefore, the squared distance between Y; and W; may not be sufficient as a privacy
measure on its own. Accordingly, we consider alternative measures of privacy to see
the impact of the proposed model predictive control framework on those measures.
One of the objectives of privacy-preserving algorithms for SM data is to mask the
difference between consecutive power measurements, called features, which NILM al-
gorithms exploit to identify appliances’ switch-on/off events [23]. Thus, it is possible to
evaluate the performance of an energy management policy against such algorithms by
computing the number of features present in the grid load [48]. We classify as features
those differences that are larger or equal to 50 W, which represent a typical household
electricity consumption of lights. We plot the number of features with respect to Hp
and Hp in Figure 6.8. As expected, a larger value of Hp leads to a reduction in the
number of features in the grid load (see Figure 6.8a); however, this does not hold with
increasing Hp (see Figure 6.8b), which does not seem to have a big impact on the

number of features.
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Another way of assessing the performance of privacy-preserving algorithms is by ana-
lyzing the power spectrum of the resulting grid load. In fact, the higher-frequency com-
ponents of the grid load spectrum correspond typically to more sensitive information
about a user’s power consumption compared to the lower-frequency components [95].
Figure 6.9 shows the grid load spectra corresponding to using different values of Hp
and Hp when energy selling is allowed or not. Larger values of Hr lead to better
suppression of higher-frequency components when o = 1 (see Figures 6.9¢ and 6.9d),
whereas for & = 0 even additional high-frequency components are introduced (see Fig-
ures 6.9a and 6.9b). When « = 1, increasing Hp also attenuates the higher-frequency
components (see Figures 6.9e and 6.9f), but less markedly compared to increasing Hp.
As the spectral analysis of the grid load captures better the information leaked, in the
following section we consider a privacy-preserving approach whose aim is to filter out

directly the higher-frequency components of the user load.

6.5 Target Load as Filtered User Load

When the target load is set to a constant value, one can consider this as the DC
component of the Fourier transform of the user load profile. If the grid load can be
maintained at the average value of the user load at all times, this is equivalent to
filtering out all the positive frequency components of the user load profile. However,
as shown in Section 6.4, this is not always possible due to the RB capacity and power
constraints, and the information leakage is measured as average squared error distance
from this constant DC component. In this section we consider a more general target
load profile, obtained by low-pass filtering the user load, which is equivalent to remov-
ing only the high-frequency variations. The motivation for this is two-fold. Firstly, the
EMU is able to better approximate the target load profile by keeping the low-frequency
components; and secondly, the high-frequency components are the ones that leak more
information about user behavior. Low-frequency devices are those that typically have
continuous periodic operation, e.g., the fridge, and are not particularly privacy sen-
sitive. We would like to remark that, differently from the previous section, here W

is not an optimization variable but it is determined based only on the user load, and
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prior to solving the optimization problem. The optimization problem is expressed as

t+Hp t+Hp
min o > (V,-W;?+(1-a) Y Y.Cr, (6.20)
YtH_HF T=t T=t
where Wi, Wiiq, ... ,Wm are obtained as low-pass filtered versions of the user load,

subject to the same constraints of the constant target scenario, i.e., (6.1)-(6.2) and

(5.4)-(5.5). More specifically, the target load at time ¢, Wy, is computed as follows.

The EMU considers only the user load within the time window [t — Hp,t + Hp|, which,
by hypothesis, is assumed to be known. It computes the spectral representation of
the user load in this time window by means of discrete Fourier transform, which is
then low-pass filtered according to a predefined cut-off frequency. Finally, the inverse
transform provides the target load profile W;. We note that, although Hp does not
appear explicitly in Eq. (6.20), the target load computed at time t is determined by
low-pass filtering the user load within the window [t — Hp,t+ HF] to prevent the target
load from varying dramatically over different T'Ss. When o = 0, Eq. (6.20) reduces to
the same linear programming problem in (6.6). The optimal solutions to Eq. (6.20)
can be characterized by following the same steps of Section 6.4, apart from Wy, which
here is not an optimization variable. The optimal solutions are given in (6.12) and
(6.17) for the scenarios where selling energy is allowed and not allowed, respectively.
Figure 6.10 compares the SHM and LHM, showing that the SHM generates profiles
that are smooth and similar to that of the LHM, despite relying only the knowledge

of 2 hours of future consumption.

6.6 A More Practical Energy Management Policy

In the previous sections it is assumed that the EMU solves the optimization problem
at each T'S. However, in practice it may not be feasible to obtain the future predictions
at each TS, and may be impractical to compute the target profile so often. Thus,
in this section we consider a more practical energy management policy where the
optimization problem is solved once every Ts TSs. The optimization problems at time

t are still given by (6.5) and (6.20) for the constant and filtered target load scenarios,
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FIGURE 6.11: Practical energy management policy for « = 0.5, Hp = Hp = 2h,
Ts = 1h, and cut-off frequency set to 0.1mHz.

respectively, such that the sequences [Y;775] and [W/™75] are obtained at time ¢ on

the basis of the available information for TSs [t — Hp,t + Hp|, where Hp > Tg.

Figure 6.11 shows the practical energy management policy for a constant and a fil-
tered target load when energy selling is not allowed. The practical energy management
policy creates a piecewise target and grid load, resembling the piecewise target load
profile approach studied in [52] and presented in Chapter 5. Due to the discontinuities

induced in the grid load profile, spikes at high frequencies may appear in the spectrum
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of the grid load produced by this strategy, leading to a higher privacy loss. When
a = 1, Figure 6.12 shows that the practical energy management policy reaches virtu-
ally the same performance of the SHM, despite computing the grid load six times less

often than the LHM.

Finally, in Figure 6.13 we present the privacy-cost trade-offs for the various scenarios
when energy selling is allowed and for the constant target load scenario, which high-

lights the loss in performance due to the limited amount of information available to
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the EMU.

6.7 Conclusions

In this chapter we have studied the joint optimization of privacy and cost for an
SM system equipped with an RB. Privacy is measured via the mean squared-error
between the SM measurements and a target load profile, which is set to be either
a constant function or a low-pass filtered version of the user load. We assume that
only partial information about the user’s future electricity consumption and electricity
cost is known to the EMU, and we cast the joint privacy and cost optimization as
a model predictive control problem. The scenario in which the user is allowed to sell
excess energy to the UP is also studied, which is shown to achieve a better privacy-cost
trade-off. The optimal solutions for the constant and filtered target load profiles have
been characterized, highlighting their water-filling interpretation. Detailed numerical
simulations have been presented, alternative privacy measures have been discussed,

and the privacy-cost trade-off for the various scenarios has been characterized.
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Conclusions

Privacy and “the right to be let alone” are an individual’s inalienable fundamental
rights, which are safeguarded in many national constitutions worldwide. Moreover, in
Europe, the General Data Protection Regulation (GDPR) [96], which will be enforced
from 25 May 2018, will set even more stringent requirements for every technology
or device that collects and processes customer data, hence including SMs. For these
reasons, addressing the SM privacy problem is necessary for the full development of the
SG concept. More generally, considering the growing privacy concerns of the consumers
for SMs, as well as for many other emerging technologies [97], a critical growth in SM
adoption and other SG technologies will occur only when consumers are given full
control of their privacy, and they feel they have clear and honest information on how
their data is being used. Only then, consumer resistance can be overcome and their
trust will be assured, thus paving the way to a more fertile and fair ground for new

products and increased innovation in this domain.

UPs and their partners, including governments, may be too keen on collecting users’
data indiscriminately, and less incentivized to develop privacy-enhancing technologies.
Therefore, legislators, public commissions, consumer advocacy groups and researchers
have an important role in tackling the SM privacy problem, and preventing the SM
data from being gathered indiscriminately and sold to third parties without an explicit
user consent, or even passed to government intelligence agencies for mass surveillance
scopes. An example of such initiatives is the enforcement of the GDPR in Europe.
However, given that such a legal framework is still mostly lacking or not yet fully
developed, it becomes imperative to push forward the concept of privacy by design,
according to which privacy should be “designed-in” to new products and services,
rather than considered only after user complaints and regulatory impositions. This is

because a wider range of options are available during the design stage as compared

141
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to modifying the product following a privacy incident or a user complaint. Achieving

privacy by design is the ultimate goal of the techniques proposed in this dissertation.

In this dissertation we have focused exclusively on techniques that adopt physical
resources, such as RESs and RBs, to provide privacy to users. The main motivation
and benefit of these techniques is that they do not undermine the benefits of the SG
concept. Each of the outlined techniques has its unique advantages and disadvantages,

and focuses on a particular aspect of privacy.

In Chapter 2 we have presented an extensive overview of the main privacy preserving
techniques within the UDS family, comparing their performance and analyzing their

most significant results.

In Chapter 3 we have studied fundamental bounds to the SM privacy problem,
by considering the availability of an RB and an RES, and by measuring privacy as
the mutual information between the user and the grid load sequences. As described
in Chapter 2, mutual information is only one of the many possible ways in which
privacy can be defined. We have characterized single-letter closed-form expressions
for the minimum information leakage rate in the limit scenarios of infinite and zero
battery capacities. These asymptotic scenarios can be considered as a benchmark for
comparing more practical privacy-preserving strategies which adopt a finite-capacity
battery. In the same chapter we have also proposed a suboptimal parameterized energy

management policy for a finite-capacity battery, and compared it to the limit scenarios.

In Chapter 4 we have targeted specifically the finite-capacity battery scenario, and
measured privacy via the mutual information rate between the consumer’s power con-
sumption and the renewable energy generation process, and the power drawn from the
grid, where the latter is known by the UP through the SM readings, and the former
two are to be kept private. We have characterized the information leakage as an ad-
ditive quantity over time, enabling us to cast the problem as an MDP, which can be
solved by using dynamic programming techniques. The worst-case scenario where the

UP knows the realizations of the renewable energy process is also considered.

In Chapter 5 we have jointly optimized privacy and cost of energy. As privacy

measure we have adopted the mean squared error between the grid load and a target
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load profile, and provided a water-filling interpretation for the optimal solution. As
target load profile we have adopted a piecewise constant function, which sets a fixed
value for each price period. Our proposed privacy-preserving method has been tested

by using real SM data, and the optimal privacy-cost trade-off has been characterized.

In Chapter 6 we have extended the analysis of Chapter 5 by considering a more
realistic scenario whereby the consumer’s future consumption profile is only partially
known to the EMU, in a moving horizon manner. We have introduced a new target
load profile, computed as a low-pass filtered version of the user load, and proposed a
practical energy management policy which performs the optimization less frequently.

We have characterized the privacy-cost trade-off for the various techniques analyzed.

This thesis can be ideally divided into two parts. Firstly, in Chapters 3 and 4
we adopt a theoretical measure for privacy, i.e., mutual information, and, for some
specific scenarios, we characterize the fundamental limits of privacy in terms of single-
letter closed-form mathematical expressions. We begin our analysis in Chapter 3 by
considering limit scenarios, i.e., infinite and zero capacity RBs, whereas in Chapter 4
we analyze the more practical case of a finite-capacity RB. Secondly, in Chapters 5 and
6 we adopt more empirical privacy measures, i.e., the squared distance between the
grid load and a target load profile, and the number of features in the grid load, which
we validate against real SM data and ToU tariffs. Although rather different in the
way they approach the problem, these two parts are in fact complementary and part
of the same effort to identify the best privacy measure. In fact, while the approaches
studied in Chapters 3 and 4 may seem to be designed for very narrow settings, e.g,.
i.i.d. or Markovian user loads, they still provide an intuition and interesting upper
and lower bounds on the performance of more practical scenarios. On the contrary,
the approaches studied in Chapters 5 and 6 may seem to be more interesting because
they are validated against real data; however, differently from the approaches in the
earlier chapters, they lack a theoretically sound interpretation for privacy, and it is
harder to derive general conclusions in terms of privacy assurances from these. We
expect that future research will fill the gap between more empirical and more practical
measures, with the aim of characterizing the most effective privacy measure that could

be implemented in real-world systems.
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In the context of SM privacy, UDS-based methods manipulate a physical quantity,
energy, to ensure privacy for users. This entails that physical constraints, such as those
related to an RB or an RES, play a crucial role in finding the optimal privacy-preserving
strategy. We expect that the techniques developed for enhancing SM privacy can prove
useful in other privacy-sensitive settings, in which physical quantities are involved, such

as gas and water meters, or location privacy.

Research Challenges

In this thesis we have studied several problems related to SM privacy. However,
there is still a number of open research questions that need to be properly addressed

before privacy by design can become a reality in SM systems.

Firstly, a generic privacy measure, or a combination of various measures, must be
determined and adopted in order to formally quantify the loss of privacy, in the same
way a user’s electricity bill is computed. Such a measure should be device-independent,
and enable the comparison of various privacy-preserving strategies. It is also necessary
to understand the implications of the various privacy measures on the grid load. From
this point of view, theoretical measures may be preferable due to their abstract and
fundamental nature, i.e., they are independent of any assumptions on the attacker’s
algorithms. However, their relevance in real-world scenarios must be assessed fur-
ther, and, if necessary, valid suboptimal privacy measures or algorithms should be put

forward and standardized as a proxy for more rigorous privacy assurances.

Another important goal is to give consumers as much flexibility as possible in setting
their desired level of privacy, trading off privacy with the cost of electricity. We have
considered this possibility in Chapters 5 and 6, where we studied the weighted joint
optimization of privacy and cost. Along these lines, we think that future research
should focus on allowing to set different privacy requirements for different devices,
as users may value the information about the usage of certain devices more sensitive
compared to others. This may happen because certain devices are naturally more
correlated to the user’s activities or presence at home, such as the use of a kettle, a

microwave or an oven, or because a user may decide to hide the usage of a certain
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appliance for personal reasons. Moreover, future research should characterize privacy

in more complicated scenarios, in which multiple RBs and RESs are considered.

In the near future, a wider use of electric vehicles will also bring additional compli-
cations to the SM privacy problem, as mobility patterns may be inferred by analyzing
the charging and discharging events. This problem can be tackled by load shifting,
which is expected to play an important role in jointly optimizing electricity cost and
privacy. Load shifting, as well as other privacy-preserving techniques introduced here,
will be more accurate and relevant thanks to the development of reliable prediction
techniques for future electricity consumption, e.g., by using machine learning tech-
niques. The proliferation of various energy-hungry “smart devices” will complicate the

problem further and overburden the RBs even more.

Finally, the use of shared physical resources should also be investigated in more
depth, as cities are becoming more and more dense and users may want to team up
to install storage devices or energy generators that are still rather costly. In cities,
solar panels or mini wind turbines may be installed on the roof of blocks of flats and
RBs may be put in communal areas, and these resources can be used jointly by all
the users in a building. Such resource sharing models make the privacy problem even
more complicated and challenging, and might call for a game theoretic formulation of

the problem.

In conclusion, despite the considerable efforts put into the development of SM
privacy-preserving techniques, the full extent of the privacy problem in SMs is far
from being completely understood, and a unified and coherent vision for SM privacy,
just like in many other domains, is still missing. However, we hope that the research
work presented in this Ph.D. thesis has contributed towards the solution of the SM
privacy problem, as well as to further encourage research and development in this
area so that remaining open issues will be solved and the full potential of SMs will be

unleashed.
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Appendix A

Proofs for Chapter 3

A.1 Proof of Lemma 3.5

Proof. During the hiding phase, the random variable Q = F— X +Y* isi.i.d., as F and
X are i.i.d and Y* is generated from X through a memoryless policy. ) can assume

both positive and negative values with positive probability. The stochastic process

Sp=Q1+Q2+...Q, Vi, (A.1)

is a random walk based on @ that moves along the axis representing the level of
energy in the battery. Since by hypothesis E[E] = Pg > E[X — Y*], then E[Q] =
E[F — X +Y*] > 0, meaning that the random walk S; has a positive drift, i.e., as
t — oo, Sy drift towards the positive values of the axis representing the level of energy

in the battery.

By the law of large numbers, when s(n) — oo the amount of energy stored in the
battery at the end of the storage phase is s(n)Pg, almost surely. Let a = —s(n)Pg.
When s(n) — oo, & — —oo. At s(n) + 1, when the hiding phase begins, the energy
in the battery is used according to the optimal privacy-preserving policy p’{/|  and the
random walk state is S; = Q1 = Fy — Xj + Y;*. For any t, s(n)Pg + S; represents the
level of energy in the battery at time ¢t. Our objective is to prove that the battery is
never emptied, i.e., that the probability of crossing the threshold « for any time ¢ is

Zero:

Pr{S; <a} =0, WVt (A.2)

This scenario is represented in Figure A.1. We recall a corollary of Wald’s Iden-

tity [98, Chapter 7.5, Corollary 2], which is applied to find exponential bounds on the
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Evolution of energy

in RB, St
Drift
o= —s(n)Pg 0 *
| A7 » Cnergy

| | in RB

T T

Threshold Energy in RB at the end
of the storage phase

FIGURE A.1: The evolution of the level of energy in the battery is represented by a
random walk that starts at the beginning of the hiding phase and has a drift towards
the positive direction of the axis representing the level of energy in the battery. We
want to guarantee that the threshold « is never crossed by the random walk.

probability of threshold crossing. In particular, the corollary states that if we consider
@ as having a finite moment-generating function (r) = In{E[exp(rQ)]} over an inter-
val (r_,r4), a negative drift E[Q] < 0 and 7* being the positive root of y(r), then the
probability of crossing threshold a > 0 by the random walk S; = Q1+ Q2+ ...+ @y is

Pr{S; > a} < exp(—r*a), (A.3)

where 7 is the minimum ¢ for which the threshold « is crossed. Having a finite moment
generating function means that () must have moments of all orders and the tails of its
distribution function must decay at least exponentially in ¢ as ¢ — oo and ¢ — —oc.
In our specific setting, E[Q] > 0, « < 0, and r* < 0. We can still apply Wald’s identity
by changing the signs of r* and « and by considering the probability of crossing a

negative threshold. Thus, we have
Pr{S; < a} <exp(—rra), (A.4)

where o < 0 and r* < 0. When lim,, o n—s(n) = oo and lim,,_, s(n) = 00, @ = —0c0

and exp(—r*a) — 0. Thus, we obtain

lim Pr{S; <a}=0. (A.5)

n—o0
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A.2 Proof of Lemma 3.6

Proof. Split the sequence of user and grid load symbols into the storage and hiding
phases of duration s(n) and n — s(n), respectively and let s(n) = o(n). Then, it is

possible to write

%I(X”;Y”) - izn: [H XX - (Xi\Xifl,Y”)} (A.6a)
=1
> :LZ [H(x) — B (A.6b)
_1 = I(X:Y)) + i 1(X::Y)) (A.6c)
n i=1 i=s(n)+1
= %{s [n — s(n)]T* (oo, Pd)} (A.6d)
ey s [ns<n>1f<oofd>, o

where (A.6b) follows because X is i.i.d. and conditioning reduces entropy; (A.6d)
follows since in the first s(n) time instants leakage of full information H(X) takes
place, while in the following n — s(n) TSs private operation is assured via the optimal

strategy of Theorem 3.2.

If we take the limit n — oo, since s(n) = o(n) and H(X) is finite, we obtain the

leakage rate
=50 T, ) = T(00, ). (A7)

n—oo N n

O]



Appendix B

Proofs for Chapter 4

B.1 Proof of Theorem 4.1

We want to prove that restricting the set of feasible policies to F' C F does not lose

optimality. We first prove the following lemma.

Lemma B.1. For any strategy f € F

n

I(n, f) = ~I(X", E" Bi;Y™) > = 3" I(Xy, By, B iyt h), (B.1)
n n —
with equality if and only if f € F'.
Proof. We have:
1
I(n, f) = (X", B", Bi;Y") (B.2a)
1 n
=Y HY[Y"!) - HY|Y"!, X", E", By) (B.2b)
n t=1
= lZI(X'f,Et,Bl;Yt|Y'f—1) (B.2¢)
n t=1
1 n
=) I(x" BByl (B.2d)
n t=1
1 n
> =) I(Xy, By, By Y[V, (B.2¢)
n
t=1

where (B.2¢) follows because (X7, By, ;) — (X', E*, B, Y1) = Y; form a Markov
chain; (B.2d) follows because B! can be deterministically obtained from the knowledge
of Xt, Et, By and Y'~!; and (B.2e) follows because mutual information is decreased if

terms are removed. It is easy to see that the equality in (B.2e) holds if policies f' € F’
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are considered, since f’ decide on Y; based only on the values of the variables at TS

t. 0

Next, we show that policies f* € F', defined in Eq. (4.6), achieve the minimum

information leakage rate. For ease of notation, we define Z; = (X;, Ey, By).

Lemma B.2. For any f € F, there exists a f' € F' such that

n n
Sz Yyt =3 1 (Zs vyt (B.3)
t=1 t=1

Proof. We prove this lemma by showing that, for any f € F, it is possible to produce

a corresponding f' € F’ that achieves the same leakage. For each ¢ and all possible

(yt, 2) such that the output is in the feasible set, i.e., y; € Y(w;), let

fi(elze,y' ™) =p£|zt,yt_1(yt|2’t,yt71)~ (B.4)

To prove the lemma we show that the joint probability distributions are equal, i.e.,

f

Pz,yt = pgt’yt,w. By construction of f; in Eq. (B.4) we have:

/

f _
Py, 1z, yt-1 = Pyz, yt-1- (B.5)

Then, it only remains to prove the following relation:

Pl =Pl it (B.6)

By using induction on t, for £ = 1 we have pél = pgl, and we obtain

p£t+l,yt (2t41,9") = Zpét+17zt7yt (241, 2,9") (B.7a)

2t

=> planly, Zt)p%zt,ytfl(yt\zt,yt‘l)pét,ytfl(zhyt_l) (B.7b)

Zt

= Zp(zt+1|yt, Zt)ft/(yt|ztayt_l)péhytA(Ztvyt_l) (B.7c)

Zt

!

= p£t+17Yt (Zt+17 yt)’ (B?d)
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where p(ze41y', 2¢) = Lo, { min{b; + e, — ¢, Bmax} +ye ax (2o 1]20)qe(er11]er) repre-
sents the system evolution; (B.7c) follows from (B.4) and from the induction hypothesis

at TS ¢. O

By combining Lemmas B.1 and B.2, we show that for any strategy f € F, it is
possible to find a strategy f’ € F’, such that

(X" E™ B;;Y"™) > I/ (X" E" B;;Y"), (B.8)
and, for the strategies f’ € F’, the right hand side of Eq. (B.8) actually coincides with

the additive expression S 7, I'(Xy, By, By; Yi[Y*™1) in Eq. (4.8).

B.2 Proof of Corollary 4.1

We first prove the following lemma.

Lemma B.3. For any strategy f € F

n

I(n) = %I(X", E™ By;Y"™) > i; I(X} i1 B, B YY), (B.9)
with equality if and only if f € F".
Proof. We have:
I(n,f)= %I(X”,E”,Bl;Y”) (B.10a)
_ iznjl(Xt,Et,Bl;Yt]Yt_l) (B.10b)
t=1
- Tllzn:I(Xt,Et,Bt;YﬂYt_l) (B.10c)
t=1
> igI(Xme,Ef_lH,Bt;th1), (B.10d)

where (B.10b) follows because (X}, Ef, 1) — (X!, E*, B;,Y*"!) = Y, form a Markov

chain; (B.10c) follows because B! can be deterministically obtained from the knowledge
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of X!, E', By and Y*~!; and (B.10d) follows because mutual information is decreased

if terms are removed. It is easy to see that the equality in (B.10d) holds if f € F”. O

Next, we show that the policies f” € F”, defined in Eq. (4.9), achieve the minimum

information leakage rate. Let Ry = (X[_, 1, E} By).

7l+17

Lemma B.4. For any strategy f € F, there exists a strateqy f" € F" that achieves

the same information leakage, i.e.,

n n
S (Rl =Y 1 (Raviy'h). (B.11)
t=1 t=1
Proof. We want to show that for any leakage that can be achieved by adopting the
energy management policy f, the same leakage can also be achieved by adopting the
energy management policy f”. For any policy f = (f1,...,fn) € F, we construct a
1 I

corresponding policy f” = (f{,..., fl!) € F” as follows. For each ¢t and all possible

(y*, ;) such that the output is in the feasible set, i.e., y; € Y(wy), let

S e,y = pQ‘Rhyt—l(yATtvytil)' (B.12)

To prove the lemma we show that the joint probability distributions pj,;t ye and

"

pét y¢ are equal V¢. By construction of f{’ in Eq. (B.12) we have:

1

péth’Yt,l = Py, (R, yt-1" (B.13)
Then, it only remains to prove the following relation:
Phyyiot = Phyyir- (B.14)
By using induction on t, for £ = 1 we have p{%l =p RZ Then, we obtain
Ph oy = Y piff,ln,Biﬂ,Efi},Yf (it bt el Yt (B.15a)

Tt—m,€t—1,bt

= Y p(@a b enaly’sre)

xtfmyet—ll)t
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X pQ|Rhyt—l (Yelre, ytil)péhytq (7t ytil) (B.15D)

t
= E P(Tts1, e, 41|y’ 1e)
Tt—m,€t—1,bt
1

< ' elre y' PR,y (g ) (B.15¢)

= péwrl,yt (rt+17 yt)7 (B15d)

where (B.15¢) is due to the induction hypothesis and Eq. (B.12), and

P(i1, bests ey, 1) = @R (T |21 )d (et €f_ipr)

X ]lbtJrl{ min{bt + et — Ty, Bmax} + yt}; (B16)

represents the system evolution, where ¢% and qlE denote the transition probabilities
of the higher order Markov chains for the user load and the renewable energy process,

respectively. O

By combining Lemmas B.3 and B.4, we show that for any strategy f € F, it is

possible to characterize a strategy f” € F”, such that
(X" E" B;;Y") > I/ (X", E", B;;Y™), (B.17)

and, for the strategies f” € F”, the right hand side of Eq. (B.17) is equivalent to the

additive expression Y7 I/ (X!, 1, B!, B Yi[Y*™!) in Eq. (4.10).

B.3 Proof of Theorem 4.2

For the scenario in which the renewable energy process is known by the UP, we show
in the following that expressing the original problem into an additive form does not
lose optimality. First, we prove that the leakage in the original problem formulation is
always greater or equal to the leakage in the additive problem, the leakage being equal

only when strategies f’ € F' are deployed.
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Lemma B.5. For any strategy f € F
n
I(X",Bi;Y"|E™) > Y I(Xy, Bi; B, Vi | B YT (B.18)
t=1
with equality if and only if f € F'.

Proof. We have:

1
I(n, f) = —I(X", B;; Y"|E") (B.19a)
1 n
=-—Y HW[Y" E") - HWY'"' X", B, E") (B.19b)
n
t=1
1 n
=Y HW[Y" ' E') - HY|Y" ', X' B\, E") (B.19¢)
n
t=1
1 n
=) IX',B; YY" E B.19d
n ; ( , D1y t| ) ) ( )
1 n
=) IxX4,BLyYT E B.19
n tzz; ( ) y t‘ ) ) ( e)
1 n
> =Y I(Xy, By Y|y E B.19f
= n ; ( ty Pty t’ ) ) ( )
1 n
== ZH(Xt,Bt\Yt_l, EYY — H(X;, By|Y", EY) (B.19g)
t=1
1 n
=Y H(X, B|Y" ", E"") - H(Xy, B[Y', EY) (B.19h)
n
t=1
1 n
=~ I(X, Bu B Y BT YY), (B.191)
t=1

where (B.19¢) follows because of the Markov chains (X7, Ef' ) — (X', E', B;, Y1) —
Y; and E},; — (B Y1) = V;; (B.19e) follows because B! can be deterministically
obtained from X!, B!, By and Y'~1; (B.19f) follows because removing the terms Xf_l
and B!~ results in a lower mutual information; (B.19h) follows because of the Markov
chain By — (Y~1, E*~1) — (X4, By), since knowing E; does not give more information
about (By, X;) than the knowledge of (Y!~! E'=!) (E; and X; are independent, while
B, depends on F;_; instead). The lower bound can be achieved if we deploy strategies
that neglect the past and only decide the grid load based on the current values of the

variables, thus when strategies f’ € F’ are deployed. O
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Secondly, we need to show that the strategies f' € F’ achieve the least amount of
information leakage. Thus, we need to show that for every leakage that is achievable
by using the more general strategies f € F, the same leakage can be also achieved by

adopting strategies f’ € F'. For ease of notation, we define K; £ (X, By).

Lemma B.6. For any strategy f € F, there exists a strategy f' € F' such that

i[f(Kt;Et,Y;]Et_l,Yt_l) = i[f/(Kt;Et,Y;]Et_l,Yt_l). (B.20)
t=1 t=1
Proof. For any strategy f = (f1,f2,...) € F it is possible to find a strategy f' =
(fi,f3,...) € F' that achieves the lower bound in Lemma B.5 in the following way.
For each t and all possible (y,e!, k;) such that the output is in the feasible set, i.e.,
yr € Y(wy), let
Flyelke, g~ et) = p{/t|Kt7yt717Et(yt’ktvyt_176t)‘ (B.21)

To prove this lemma we show that the joint probability distributions are equal, i.e.,

p{(t,yt,Et = pﬂt’yt,Et,Vt. By construction of f/ in (B.21) we have:

£

Y _
Py, |k, yt-1,Bt = Py, Kk, yt-1 Bt (B.22)
Then, it only remains to prove the following relation:
pi{myt_l,Et = pKhYt—l,Et' (B23)

By using induction on ¢, for £ = 1 we have pf(l B = pﬁl g,- Then, we obtain

pfgt+17yt7Et+l (ktJrla ytv et+1) = Zp£t+17Kt7yt7Et+1 (kt+17 kta yt7 et+1) (B24a)
k¢
= Zp(ktﬂ, et+1[yt, ke, er)
k¢

X pQ‘Kt,Yt_l,Et (yt|kt7 ytila et)prtyyt—lyEt (kt7 yt717 et)

(B.24D)

= Zp(ktH, er+1(Yt, ke, €r)
k¢
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X ﬁ(yt‘kta Z/til, et)prt,Yt_l,Et (kt, yt717 €t) (B24C)

/

= prt+1,Yt7Ei+l(k:t+layt56t+1)a (B24d)

where

P(kit1, eer1|ye, ke, 1) = p(Te41, big1, €r41|Ye, e, by, e4) (B.25a)

= qx (wes1]@e)qp(err1les) Lo, { min{by + e; — 24, Bmax} + ¥t}
(B.25b)

represents the system evolution, and (B.24c) follows from (B.21) and from the induction

hypothesis at time ¢. O

By combining Lemmas B.5 and B.6, we show that for any strategy f € F, it is
possible to find a strategy f’ € F', such that

(X", By;Y"|E") > 17 (X", By, Y"|E™), (B.26)
and, for the strategies f’ € F’, the right hand side of (B.26) actually coincides with

the additive expression .1 I7(Xy, By; By, Y[V, Et1) in Eq. (4.24).

B.4 Proof of Corollary 4.3

We first prove the following lemma.

Lemma B.7. For any strategy f € F

1 1<
I(n,f) = —I(X", Bi;Y"|E") > ﬁZI(Xf_m+1,Bt§Et7Y;€|Yt_1,Et_1), (B.27)
t=1

with equality if and only if f € F".

Proof. We have:

I(n, f) = %I(X", B Y™ |E") (B.28a)
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1 n
=Y HW[Y" E") - HWY'"', X", B, E") (B.28b)
n
t=1
1 n
==Y I(X'Biy|y" ! EY) (B.28c)
n
t=1
1 n
=Y I(X" Bhy Y EY) (B.28d)
n
t=1
1 n
> 7ZI(Xffm+17Bt;Y;f‘YtiluEt) (B28€)
n
t=1
1 n
= = H(X{_pyr, BIY'"™  BY) = H(X{_,11, B[Y', EY) (B.28f)
n
t=1
1 n
= - Z H(Xf—m—l—la Bt|Yt_17 Et_l) - H(Xtt—m—l—b Bt|Yt7 Et) (B28g)
n
t=1
1 n
== I(X{ 1, By B Y ESLYY), (B.28h)
n
t=1

where (B.28¢) follows because (X7, Ef',) — (X', E', By, Y'"™!) — Y; is a Markov
chain; (B.28d) follows because B! can be deterministically obtained from the knowledge
of X*, B!, By and Y*~!; (B.28e) follows as removing the terms X!~ and B:™! reduces
the mutual information, and from the fact that we need to carry on information about
the previous m values for X, since X is a Markov chain of order m; (B.28g) follows
because of the Markov chain E; — (Y™1 E'™1) — (X[ ., B), since knowing E;
does not give more information about (B, X}_,,.;) compared to the knowledge of
(Y=Y E'1) (E; and X; are independent between each other, while B; depends on
E;_1 instead). It is easy to see that the equality in (B.28e) holds if f € F". O

Next, we show that the strategies f” € F” achieve the minimum information leakage

rate. Let V, £ (Xtt,mH’ By).

Lemma B.8. For any strateqy f € F, there exists a strategy f" € F" that induces the

same information leakage, i.e.,

n n

S UV E YT ETY) =Y (v, Eq vyt ETY). (B.29)
t=1 t=1

Proof. We want to show that for any leakage that can be achieved by the policy

f, the same leakage can be achieved also by the policy f”. Thus, for any strategy
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f=1(f1,..., fa) € F, we construct a corresponding f” = (f/,..., f!) € F" as follows.
For each t and all possible (y!,v,e!) such that the output is in the feasible set, i.e.,
yr € Y(wy), let

f_.t”(yt|vt7 yt_lv et) = p{@‘%’yt717Et (yt|'Ut, yt_la et)' (B30)

To prove the lemma we show that the joint probability distributions are equal, i.e.,

p{/t Vi = p{/:w s Vt. By construction of f/" in Eq. (B.30), we have:

£

f _
Pyiviyi-1,8t = Pyijv,ve-1 Bt (B.31)
Then, it only remains to prove the following relation:
DYyt gt = Py yiet g (B.32)

By using induction on ¢, for £ = 1 we have p{/l B = p{Z g,- Then, we obtain

+1y _ E : f t+1  pt+1
) - px€+1 Berl Et+1yt (xt—m7 bt )
—m? ) ’

Tt—m,bt

p{/;erl’yt’EtJrl (vt+17 yta et €t+1, yt) (B33a)

o t
= E P(Teg1, ber1, €1 |Ye, Ve, €4 141)
It—mybt

1

% p{/t"/t’ytilet (yt|vt’ yt_ ’ et)p“f/;hytfl,Et (Uta yt_la et)

(B.33b)
= Z P(T41, bes1s €1y, Ve, €)_py)
Tt bt
< [l (yelve, ', et)p{/_.:7yt—17Et (v, y' 1€l (B.33c)
= p\;;l,yt,EtH (ver1, 9", et+1)’ (B.33d)

where (B.33c¢) follows from (B.30) and from the induction hypothesis at TS ¢; and

t t
p($t+17 bt+1a €t+1 |yt7 xt—m-}—l? bta et—H—l)

q;(n(xt+1|x§—m+1)qlE(et+1’e§7l+1)]1bt+1{ min{bt + e — Ty, Bmax} + yt}a (B34)

represents the system evolution, where ¢% and qg denote the transition probabilities
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of the higher order Markov chains for the user load and the renewable energy process,

respectively. O

By combining Lemmas B.7 and B.8, we show that for any strategy f € F, it is
possible to find a strategy f” € F”, such that

(X", E" By;;Y") > 7" (X", E", By; Y™, (B.35)

and, for the strategies f” € F”, the right hand side of Eq. (B.35) actually coincides
with the additive expression ) ;' , e (X{_ i1, Bi; B, Y |Y'1 E'1) in Eq. (4.26).
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