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Abstract

Probabilistic abstract interpretation is a theory that is used to extract particular prop-
erties of a computer program when it is not feasible to test every input. In this thesis,
we apply the theory on neural networks for the same purpose: to analyze density
distribution flow of all possible inputs of a neural network when a network has
uncountably many or countable but infinitely many inputs. We show how this the-
oretical framework works on different types of neural networks. We then discuss
different abstract domains as part of the analysis and their corresponding Moore-
Penrose pseudo-inverses together with abstract transformers. We also give experi-
mental illustrations and evaluations.
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Chapter 1

Introduction

1.1 Motivation

In recent years, deep neural networks have been regarded as an essential technique
for machine learning since deep learning works is progressing [1, 2] and have been
playing a big role in many industries in the real world, from face recognition to
text generation, from medical diagnosis to self-driving cars. However, a major prob-
lem of some deep neural network models is that it is still difficult to fully interpret
how neural networks deal with information and derive their decisions in a human-
understandable way, especially when layers are getting deeper. Interpreting neural
networks is important because in some application areas cost of mistakes is intol-
erable, such as in self-driving systems, surgery robotics or in financial algorithmic
trading. Interpretation and analysis methods are desired to help humans better un-
derstand how neural networks make their decisions and to ensure certain properties
of neural networks, such as safety or robustness.

1.2 Aims

Our approach aims at making use of the theory of probabilistic abstract interpreta-
tion to analyze the probability density distribution flow of all possible inputs of a
trained neural network. This can be used to make sure that the system is robust
and under control in context of probability, by showing that a majority of data flows
through propagation of neural networks are bounded in desired domain. In addi-
tion, it can also offer a sensitivity analysis of the data from the input to each layer,
helping to better understand how the data flow inside a neural network. It may also
help to compare different neural networks for their robustness or interpretability.

1.3 Contributions

This work offers two main contributions to the study of deep neural network analy-
sis:
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Chapter 1. Introduction 1.3. CONTRIBUTIONS

1. we introduce a novel approach to interpret trained neural networks by establish-
ing a new analysis framework based on the theory of probabilistic abstract interpre-
tation. We show how this framework is applied on different architectures of neural
networks, from low-dimensional to higher-dimensional, from fully connected layer
to convolutional layer and recurrent layer.
2. as part of the analysis framework, we introduce different abstract domains based
on different properties concerned, from grids approximation, distribution approxi-
mation to clusters approximation.

This thesis is structured as follows:
Chapter 2 will give a useful background that will help to understand the contents
in later chapters. It will introduce both the theory of abstract interpretation and the
theory of probabilistic abstract interpretation in study of program analysis. It will
also present some knowledge of the study of neural network verification. Chapter 3
will briefly present some related works to this thesis.
In Chapter 4 a detailed illustration about how the framework of probabilistic ab-
stract interpretation can be applied to different types of neural networks will be
shown. It starts from simple feed-forward neural networks. Then an application of
the framework on some other typical architectures will be shown, including layers
in convolutional neural networks, layers in recurrent neural networks, and beyond.
Then Chapter 5 will discuss different abstract domains that fit different circum-
stances. It will start from the Zonotope approximation that is based on the works in
existence. Then it will introduce three novel approaches including grids approxima-
tion, distribution approximation, and clusters approximation.
Chapter 6 will validate the framework through four different experiments with dif-
ferent architectures of neural networks, as well as applications of different abstract
domains.
Finally, Chapter 7 will conclude the work and suggest some future research direc-
tions.

9



Chapter 2

Background

2.1 Mathematical Preliminary

This section covers some fundamental mathematical backgrounds and notations
used in the thesis that may be helpful to readers in better understanding mathe-
matical contents and avoiding ambiguity.

Vector Space and Euclidean Space. A vector space V over a field F is a set that is
closed under finite vector addition and scalar multiplication:
(i) Vector addition + ∶ V × V Ñ V ,
(ii) Scalar multiplication « ∶ F × V Ñ V
such that for all u,v,w in V and all λ,µ in F,
1. v +w y w + v,
2. u + (v +w) y (u + v) +w,
3. 0 + v y v,
4. for every v ∈ V there exists a −v ∈ V such that v + (−v) y 0,
5. λ(µv) y (λµ)v,
6. 1v y v,
7. λ(v +w) y λv + λw,
8. (λ + µ)v y λv + µv.
The later chapters cover many contents of matrices and matrix computations, which
are all defined in vector space.

Affine Transformation and Linear Transformation. A linear transformation is any
transformation f ∶ U Ñ V between vector spaces over F for which
(i) f(x + y) y f(x) + f(y),
(ii) f(αx) y αf(x)
for all x, y ∈ U and all α ∈ F.
An affine transformation is any transformation f ∶ U Ñ V for which, if Σiλi y 1,

f(∑
i

λixi) y ∑
i

λif(xi) (2.1)

for all sets of vectors xi ∈ U .
By comparing these two definitions,

10



Chapter 2. Background 2.2. ABSTRACT INTERPRETATION

C

D

C#

D#

f f#

α

γ

α′

γ′

Figure 2.1: Galois Connection in Classical Abstract Interpretation

1. All linear transformations are affine transformations.
2. Not all affine transformations are linear transformations.
The later chapters include some examples that actually are linear transformations.
However, to unify the expressions, we in all cases use the term affine transformation,
as all linear transformations can be called affine transformations.

Matrix Dimension. We say that a matrix A has m columns and n rows in expression
of

A yMm×n (2.2)

that differs from matrix notation that typically expresses dimension m×n as m rows
and n columns. We prefer our notation in circumstance of matrix dimensions and
computations in this thesis.

2.2 Abstract Interpretation Theory

Program analysis aims to offer static compile-time techniques for predicting safe and
computable approximations to the set of values or behaviors arising dynamically at
run-time when executing a program on a computer. A main application is to al-
low compilers to generate code avoiding redundant computations, e.g. by reusing
available results or by moving loop invariant computations out of loops, or avoid-
ing superfluous computations, e.g. of results known to be not needed or of results
known already at compile time [20]. Main approaches to program analysis include
Data Flow Analysis, Control Flow Analysis, Abstract Interpretation, Type and Effect
Systems, etc. The theory of Abstract Interpretation, introduced in 1977 by Patrick
and Radhia Cousot [21], is a theory of sound approximation of the semantics of
computer programs, based on monotonic functions over ordered sets, especially lat-
tices. It can be viewed as a partial execution of a computer program which gains
information about its semantics without performing all the calculations. According
to the classical framework, an abstract interpretation is obtained by replacing the
concrete semantics by an approximating abstract one. The notion of approximation
is classically encoded by suitable partial orders on the domains objects, and the cor-
respondence between abstract and concrete domains is expressed by means of an
adjoint framework based on the notion of a Galois connection, which ensures the
soundness of the approximation [24].
In program analysis the property spaces are lattice [45]. Calculations on a complete

11



2.2. ABSTRACT INTERPRETATION Chapter 2. Background

lattice can be too costly or even uncomputable, so this motivates replacing the com-
plete lattice by a simpler lattice. We can form a Galois connection to express the
relationship between two lattices, shown in Figure 3.1, where C,D are concrete do-
mains of inputs and outputs, C♯,D♯ are abstract domains of inputs and outputs, and
f is the function.

Definition 1 [45] Let C = (C, ≤C) and C# = (C#, ≤C#) be two partially ordered sets.
If there are two functions α ∶ C Ñ C# and γ ∶ C# Ñ C such that for all c ∈ C and all
c# ∈ C#:

c ≤C γ(c#) ⇐⇒ α(c) ≤C# c#, (2.3)

then (C, α, γ, C#) form a Galois Connection.

Or we can also define the Galois connection equivalently as

Definition 2 [45] Let C = (C, ≤C) and C# = (C#, ≤C#) be two partially ordered sets
with two order-preserving functions α ∶ C Ñ C# and γ ∶ C# Ñ C. Then (C, α, γ, C#)
form a Galois Connection if and only if (i) ∀c# ∈ C#, α ○ γ(c#) ≤C# c#, (ii) ∀c ∈ C,
c ≤C γ ○ α(c).

It is obvious to see that

Proposition 1 Let (C, α, γ, C#) be a Galois connection. Then (i) α ○ γ ○ α y α, and
(ii) γ ○ α ○ γ y γ.

In fact, we are also able to prove that given an abstraction α there is a unique
concretization γ [20].

Proposition 2 Let (C, α, γ, C#) be a Galois connection, then (i) α uniquely determines
γ by γ(d) y ⊔{c ∣ α(c) ≤D d}, and γ uniquely determines α by α(c) y ⊓{d ∣ c ≤C γ(d)}.
(ii) α is completely additive and γ is completely multiplicative, and α(�) y � and γ(⊺) y
⊺.

From the Galois connection, we can formalize f# as

f# y α′fγ (2.4)

where f# is also called the abstract transformer. Finding the abstract transformer
is always a crucial step in an abstract interpretation, as it is the key precondition that
we can avoid computation in the concrete domain and directly perform computation
in abstract domain, which is also the purpose to formalize an abstract interpretation.
For every abstract interpretation, we first have the function f in the concrete domain,
f ∶X ÑX. Then we lift f to f̃ ∶ P(X) Ñ P(X) by

f̃(Y ) y {f(y) ∣ y ∈ Y } (2.5)

which is a function mapping a set of concrete points to a set of concrete points. For
example, if f in the concrete domain is defined by

f ∶ R Ñ R (2.6)

12



Chapter 2. Background 2.2. ABSTRACT INTERPRETATION

then

f̃ ∶ I Ñ I (2.7)

which maps intervals of real values to intervals of real values. Then in the abstract
domain f# ∶ C# Ñ C# is the most precise function on C# satisfying for all x ∈X,

α(f̃(X)) ⊑ f#(α(X)) (2.8)

Example A nice example with operation of multiplication as a function and parity
as property considered is shown in [45].
In the example, we have f y .× . ∶ Z×ZÑ Z and abstract domain {even, odd}, shown
in the lattice below.

⊺

even odd

�

Figure 2.2: Lattice of Abstract Domain Concerning Parity

The abstraction α ∶ C Ñ C# is given by for X ⊆ Z:
(i) α(∅) y � y ∅
(ii) α(X) y even ⇐⇒ ∀x ∈X∃k ∶ x y 2k
(iii) α(X) y odd ⇐⇒ ∀x ∈X∃k ∶ x y 2k + 1
(iv) α(X) y ⊺ y {even, odd} otherwise

The concretization γ ∶ C# Ñ C then needs to be:
(i) γ(�) y ∅
(ii) γ(even) y {x ∈ Z ∣ ∃k ∶ x y 2k} y E
(iii) γ(odd) y {x ∈ Z ∣ ∃k ∶ x y 2k + 1} y O
(iv) γ(⊺) y ⊺ y Z otherwise

Now to lift up f y . × . ∶ Z × Z Ñ Z, we have f̃ y .×̃. ∶ P(Z) × P(Z) Ñ P(Z). For
X y {x} ⊆ Z and Y y {y} ⊆ Z:

X×̃Y y {x × y ∣ x ∈X,y ∈ Y } (2.9)

Then in the abstract domain, f# y .×#. y α○(.×̃.)○(γ, γ). For example, if γ(even) y E,
then E×̃E y E′ ⊂ E, and α(E′) y even. And if γ(odd) y O, then E×̃O y E, and
α(E) y even. That is, even ×# even y even, even ×# odd y even.

13



2.3. PROBABILISTIC ABSTRACT INTERPRETATION Chapter 2. Background

2.3 Probabilistic Abstract Interpretation Theory

In addition to performing a static analysis on a deterministic program, in some cases
we need to perform a probabilistic program analysis on a program in order to model
and reason about uncertainty. To this purpose, we should consider a probabilistic
language or languages with probabilistic semantics. There exist a number of propos-
als for probabilistic languages, and there are various ways to introduce probabilities
into programs. One of the most common settings is random assignment, that is,
the value to which a variable is assigned is chosen randomly from a set with uni-
form distribution, for example x? y {x1, x2, x3}. Another commonly used setting is a
probabilistic choice, that is, to choose between different instructions with specified
probabilities, e.g. choose p ∶ S1 or 1 − p ∶ S2 ro. For instance, a ‘coin flipping’ can be
represented equivalently by x? y {0,1} or choose 0.5 ∶ (x ∶y 0) or 0.5 ∶ (x ∶y 1) ro.
An example of a procedural probabilistic language is ‘pWhile’. In semantics of
‘pWhile’, the syntax of statements S is as follows:

S ∶∶ y stop
∣ skip
∣ x ∶y e
∣ x? y r
∣ S1;S2

∣ choose p1 ∶ S1 or p2 ∶ S2 or ... ro
∣ if b then S1 else S2 fi
∣ while b do S od

(2.10)

We can consider each state of variables assigned with particular values in that state.
That is,

State y (VarÑ Z⊎B) (2.11)

Then given a ‘pWhile’ program, consider any enumerations of all its pairs of state-
ments and states C1,C2, ... ∈ Conf, we have

Tij y
⎧⎪⎪⎨⎪⎪⎩

p if Ci y< S,σ > ⇒p Cj y< S′, σ′ >
0 otherwise

(2.12)

is the generator of a Discrete Time Markov chain, where S denotes a statement and
σ denotes a state. The transitions of this DTMC are then implemented as

dn « T y ∑
i

(dn)i « Tij y dn+1 (2.13)

where di is the probability distribution over Conf at the ith step.
Representing the program operation by a generator of Discrete-Time Markov Chain
only is not enough. We also need additional linear operators where each expresses
a particular operation contributing to the overall behavior of the program. Linear
Operator Semantics (LOS) constructs the generator of a DTMC in a syntax-directed

14



Chapter 2. Background 2.3. PROBABILISTIC ABSTRACT INTERPRETATION

fashion [26]. The syntax directed approach at the base of LOS is based in particular
on a tensor (or Kronecker) product. With tensor product, we can record not only the
values of all variables but also the current point in the program we are executing,
the ‘program counter’ value. That means that the state space of the corresponding
DTMC is configurations which also contain information about the current label.
The tensor product of V ⊗W of two vector spaces is generated by all linear combi-
nations of the form v ⊗w with v ∈ V and w ∈ W.

V ⊗W y {∑
ij

λij(vi ⊗wj) ∣ vi ∈ V,wj ∈ W} (2.14)

That is, given a n ×m matrix A and a k × l matrix B

A y
⎛
⎜
⎝

a11 ... a1m
... ... ...
an1 ... anm

⎞
⎟
⎠
,B y

⎛
⎜
⎝

b11 ... b1l
... ... ...
bk1 ... bkl

⎞
⎟
⎠

(2.15)

The tensor product A⊗B is a nk ×ml matrix

A⊗B y
⎛
⎜
⎝

a11B ... a1mB
... ... ...

an1B ... anmB

⎞
⎟
⎠

(2.16)

Also, we can use the notation of E(m,n) such that

(E(m,n))ij y
⎧⎪⎪⎨⎪⎪⎩

1 if m y i ∧ n y j
0 otherwise

(2.17)

to represent traces of program with probabilistic transitions. For instance, a proba-
bilistic transition

T y
⎛
⎜⎜⎜
⎝

0 1
3

2
3 0

0 0 0 1
0 0 1

2
1
2

0 0 0 1

⎞
⎟⎟⎟
⎠

(2.18)

can be represented as

T y 1

3
E(1,2) + 2

3
E(1,3) +E(2,4) + 1

2
E(3,4) + 1

2
E(3,3) +E(4,4) (2.19)

Recall the syntax of statements of ‘pWhile’, the set {{S}}LOS of operators for a state-
ment S is defined inductively as follows:

{{Âskip]l}}LOS y {⟨I, l⟩}
{{Âx ∶y e]l}}LOS y {⟨U(x← e), l⟩}
{{Âx ?y ρ]l}}LOS y {⟨ ∑

⟨r,p⟩∈ρ
p «U(x← r), l⟩}

{{S1;S2}}LOS y (ÂÂS1]]� init(S2)) ∪ ÂÂS2]]
{{if Âb]l then S1 else S2 fi}}LOS y {⟨P(b), l⟩� init(S1)} ∪ {{S1}}LOS∪

{⟨P(b)⊥, l⟩� init(S2)} ∪ {{S2}}LOS

{{while Âb]l do S od}}LOS y {⟨P(b), l⟩� init(S)} ∪ {{S}}LOS ∪ {⟨P(b)⊥, l⟩}

(2.20)
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2.3. PROBABILISTIC ABSTRACT INTERPRETATION Chapter 2. Background

where we define the continuation operation ⟨F, l⟩� l′ y F ⊗E(l, l′) and we use the
notations of elementary update and test operators U and P. Note that we omit
the choose statement here, as it can always be implemented by a combination of
random assignment and conditional statement. A more detailed matrix expression
for each statement in LOS is normally implemented case by case. We will give some
examples here.
An assignment x ∶y 4 where x ∈ {1, ...,8} gives

U(x← 4) y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 1 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 1 0 0 0 0

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(2.21)

A shift assignment x ∶y x + 1 where x ∈ {1, ...,8} gives

U(x← x + 1) y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 0 1 0 0 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 1
1 0 0 0 0 0 0 0

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(2.22)

A random assignment x ?y {4,5} where x ∈ {1, ...,8} gives

1

2
U(x← 4) + 1

2
U(x← 5) y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 1
2

1
2 0 0 0

0 0 0 1
2

1
2 0 0 0

0 0 0 1
2

1
2 0 0 0

0 0 0 1
2

1
2 0 0 0

0 0 0 1
2

1
2 0 0 0

0 0 0 1
2

1
2 0 0 0

0 0 0 1
2

1
2 0 0 0

0 0 0 1
2

1
2 0 0 0

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(2.23)

A conditional statement if even(x) then x ∶y x/2 else y ∶y y + 1 fi gives

P(even(x)) y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

⊗ I (2.24)
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P(even(x))⊥ y I −P(even(x)) (2.25)

and

U(x← x/2) y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1 0 0 0 0 0 0 0
1 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 0 1 0 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 1 0 0 0 0

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

⊗ I (2.26)

U(y ← y + 1) y I ⊗
⎛
⎜⎜⎜
⎝

0 1 0 0
0 0 1 0
0 0 0 1
1 0 0 0

⎞
⎟⎟⎟
⎠

(2.27)

We can extend these to the multi-variable case when a variable in a program has
dimension greater than 1. For testing we have operators on V(Value)⊗n if we are in
a classical state s or if an expression e evaluates to a constant v:

P(s) y
n

⊗
i·1

P(xi y s(xi)) P(e y v) y ∑
ε(e)s·v

P(s) (2.28)

and we have operators on V(Value)⊗n for updating a variable xk in the context of
other variables to a constant v or to the value of an expression e:

U(xk ← v) y
k−1
⊗
i·1

I ⊗U(v) ⊗
n

⊗
i·k+1

I U(xk ← e) y ∑
v

P(e y v)U(xk ← v) (2.29)

As we model the semantics of a complete program, we also need to consider the
control flows of the program. For each statement, we include a tensor product of
E(i, j) to represent control flow steps.

T(S) y ∑
⟨i,pij ,j⟩∈flow(S)

pij «T(⟨li, pij, lj⟩) (2.30)

where
T(⟨li, pij, lj⟩) yNli ⊗E(li, lj) (2.31)

and Nli the operator representing a state update in the block with the label li. With
this expression, we can construct Linear Operator Semantics in a compositional way.

Example Consider the following labeled program:

if [x == 0]1 then
[x ← 0]2 ;

else
[x ← 1]3 ;

end if ;
[stop]4
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We can construct a Linear Operator Semantics as follows:

T(S) y P(x y 0) ⊗E(1,2) +P(x ≠ 0) ⊗E(1,3)
+U(x← 0) ⊗E(2,4) +U(x← 1) ⊗E(3,4)
+ I ⊗E(4,4)

(2.32)

which in matrix representation is

T(S) y (1 0
0 0

) ⊗E(1,2) + (0 0
0 1

) ⊗E(1,3)

+ (1 0
1 0

) ⊗E(2,4) + (0 1
0 1

) ⊗E(3,4)

+ I ⊗E(4,4)

(2.33)

T(S) y (1 0
0 0

) ⊗
⎛
⎜⎜⎜
⎝

0 1 0 0
0 0 0 0
0 0 0 0
0 0 0 0

⎞
⎟⎟⎟
⎠
+ (0 0

0 1
) ⊗

⎛
⎜⎜⎜
⎝

0 0 1 0
0 0 0 0
0 0 0 0
0 0 0 0

⎞
⎟⎟⎟
⎠

+ (1 0
1 0

) ⊗
⎛
⎜⎜⎜
⎝

0 0 0 0
0 0 0 1
0 0 0 0
0 0 0 0

⎞
⎟⎟⎟
⎠
+ (0 1

0 1
) ⊗

⎛
⎜⎜⎜
⎝

0 0 0 0
0 0 0 0
0 0 0 1
0 0 0 0

⎞
⎟⎟⎟
⎠

+ (1 0
0 1

) ⊗
⎛
⎜⎜⎜
⎝

0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 1

⎞
⎟⎟⎟
⎠

y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 1 0 0 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 1
0 0 0 1 0 0 0 0
0 0 0 0 0 0 1 0
0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 1
0 0 0 0 0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(2.34)

Recall the Abstract Interpretation theory mentioned in the previous section. The
classical framework of the theory originally introduced for deterministic programs
can be extended to include the treatment of probabilistic programs by considering
the appropriate domains [25]. Though approximations in classical abstract interpre-
tation will always be safe, they might be not precise enough and therefore useless,
addressing a worst-case scenario. In many situations, we need to consider a quan-
titative version of the framework, known as Probabilistic Abstract Interpretation, a
theory of linear operators on Hilbert spaces, to give a not safe but a more average
case scenario that provides more quantitative information.
Probabilistic Abstract Interpretation is, similar to the classical framework, also based
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on a pair of concrete and abstract domains, except that they are now vector spaces
instead of lattices. Instead of forming a Galois connection, we take a Moore-Penrose
pseudo inverse, and assume that the pair of abstraction and concretization functions
are again structure preserving.

C

D

C#

D#

f f#

A

G

A′

G′

Figure 2.3: Probabilistic Abstract Interpretation with Moore-Penrose Pseudo-inverse

Definition 3 Let C and C# be two (finite-dimensional) vector (Hilbert) spaces and
A ∶ C Ñ C# a linear map. Then the linear map G ∶ C# Ñ C is the Moore-Penrose
pseudo-inverse of A iff
(i) A ○G y PA,
(ii) G ○A y PG,
where PA and PG denote orthogonal projections onto the ranges of A and G.

Note that if A is Moore-Penrose invertible, its Moore-Penrose pseudo-inverse A† sat-
isfies:
(i) AA†A y A,
(ii) A†AA† y A†,

In Probabilistic Abstract Interpretation, the notion of approximation is characterized
in terms of least square approximation.

Definition 4 Let A ∈ Rm×n and b ∈ Rm. Then u ∈ Rn is called a least square solution to
Ax y b if ∥Au − b∥ ≤ ∥Av − b∥ for all v ∈ Rn.

Similarly to classical abstract interpretation, from the diagram of Moore-Penrose
pseudo-inverse, we can formalize our abstract transformer f# as

f# y A′fG (2.35)

Again, to construct and compute a probabilistic approximation, we need to consider
the function f in the concrete domain, and then

ÐÑ
f in probabilistic domain lifted

from f and finally f# in abstract domain. Given in concrete domain f ∶ R Ñ R, we
lift f into

ÐÑ
f in probabilistic domain first by vector space lifting

ÐÑ
f ∶ V(R) Ñ V(R),

ÐÑ
f (p1 « ÐÑc1 + p2 « ÐÑc2 + ...) y p1 « f(c1) + p2 « f(c2) + ... (2.36)

and then lifting to power set by the support set

supp ∶ V(C) Ñ P(C) supp(ÐÑx ) y {ci ∣ ⟨ci, pi⟩ ∈ ÐÑx , pi ≠ 0} (2.37)
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where vector space V(C) is constructed as the set of all formal linear combinations
of elements in set C

V(C) y {∑pcc ∣ pc ∈ R, c ∈ C} (2.38)

We can denote a vector in V(C) equivalently either as a formal sum ∑c∈C pcc, or as
an n-tuple (pc)c∈C once we fix an enumeration of C, or as a set of pairs {< c, pc >}c∈C .

Example Consider the following example program.

[m ← i ]1 ;
while [n > 1]2 do

[m ← m × n]3 ;
[n ← n − 1]4 ;

end while ;
[stop]5

We take parity of program variables as a property considered. The parity abstract
operator on V({0, ..., n}) with n even is

Ap y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1 0
0 1
1 0
0 1
⋮ ⋮
0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟
⎠

,A† y (2/n 0 2/n 0 ... 0
0 2/n 0 2/n ... 2/n) (2.39)

We can construct the abstract semantics

T# yU#(m← i) ⊗E(1,2) +P#(n > 1) ⊗E(2,3)
+P#(n ≤ 1) ⊗E(2,5) +U#(m←m × n) ⊗E(3,4)
+U#(n← n − 1) ⊗E(4,2) + I# ⊗E(5,5)

(2.40)

which in a matrix representation is

U#(m← 1) y (0 1
0 1

) ⊗

⎛
⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1 0 0 0 ... 0
0 1 0 0 ... 0
0 0 1 0 ... 0
0 0 0 1 ... 0
⋮ ⋮ ⋮ ⋮ ⋱ ⋮
0 0 0 0 ... 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(2.41)

U#(n← n − 1) y (1 0
0 1

) ⊗

⎛
⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 0 ... 0
1 0 0 0 ... 0
0 1 0 0 ... 0
0 0 1 0 ... 0
⋮ ⋮ ⋮ ⋮ ⋱ ⋮
0 0 0 0 ... 0

⎞
⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(2.42)
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P#(n > 1) y (1 0
0 1

) ⊗

⎛
⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 0 ... 0
0 0 0 0 ... 0
0 0 1 0 ... 0
0 0 0 1 ... 0
⋮ ⋮ ⋮ ⋮ ⋱ ⋮
0 0 0 0 ... 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(2.43)

P#(n ≤ 1) y (1 0
0 1

) ⊗

⎛
⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1 0 0 0 ... 0
0 1 0 0 ... 0
0 0 0 0 ... 0
0 0 0 0 ... 0
⋮ ⋮ ⋮ ⋮ ⋱ ⋮
0 0 0 0 ... 0

⎞
⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(2.44)

U#(m←m × n) y (1 0
0 0

) ⊗

⎛
⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1 0 0 0 ... 0
0 1 0 0 ... 0
0 0 1 0 ... 0
0 0 0 1 ... 0
⋮ ⋮ ⋮ ⋮ ⋱ ⋮
0 0 0 0 ... 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟
⎠

+ (0 0
1 0

) ⊗

⎛
⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1 0 0 0 ... 0
0 0 0 0 ... 0
0 0 1 0 ... 0
0 0 0 0 ... 0
⋮ ⋮ ⋮ ⋮ ⋱ ⋮
0 0 0 0 ... ...

⎞
⎟⎟⎟⎟⎟⎟⎟⎟
⎠

+ (0 0
0 1

) ⊗

⎛
⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 0 ... 0
0 1 0 0 ... 0
0 0 0 0 ... 0
0 0 0 1 ... 0
⋮ ⋮ ⋮ ⋮ ⋱ ⋮
0 0 0 0 ... ...

⎞
⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(2.45)

2.4 Neural Network

A neural network is a graph where each node performs an operation. Overall, the
graph represents a function from vectors of real numbers to vectors of real num-
bers, that is, a function in Rn Ñ Rm [46]. Typical types of neural networks include
multilayer perceptrons(MLP), convolutional neural networks and recurrent neural
networks. In this thesis we always consider neural networks with weights already
well-trained.

Multilayer Perceptrons. A layer in a multilayer perceptron with Rectified Linear
Unit(ReLU) activation function can be expressed as

xt+1 y ReLU(W txt + bt) (2.46)

where t denotes the layer number, xt is the input of the layer, xt+1 is the output, W t

and bt are the weights. ReLU is one of choices of activation functions, and we use
this notation instead of f to avoid ambiguity from f in abstract interpretation.

Convolutional Neural Networks. Convolutional neural networks are one of the
commonly used neural networks in applications. It consists of particularly designed
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layers such as the convolutional layer and the pooling layer. A convolutional layer in
principle is also a special case of fully connected layers, except that most of weights
other than the convolution mask are zeros. We will again illustrate an example of
applying framework of probabilistic abstract interpretation on a convolutional layer.
Let the input space X ∈ R4×4, the convolution filter g ∈ R2×2, and then the output
space be Y ∈ R(4−2+1)×(4−2+1) y R3×3. As a well-trained model, the weights of g are
already given and fixed. Let

g y (g11 g12
g21 g22

) (2.47)

To express the convolution computation in mathematical expression, we can have

y y ReLU(Wx + b) (2.48)

where

W y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

g11 g12 0 0 g21 g22 0 0 0 0 0 0 0 0 0 0
0 g11 g12 0 0 g21 g22 0 0 0 0 0 0 0 0 0
0 0 g11 g12 0 0 g21 g22 0 0 0 0 0 0 0 0
0 0 0 0 g11 g12 0 0 g21 g22 0 0 0 0 0 0
0 0 0 0 0 g11 g12 0 0 g21 g22 0 0 0 0 0
0 0 0 0 0 0 g11 g12 0 0 g21 g22 0 0 0 0
0 0 0 0 0 0 0 0 g11 g12 0 0 g21 g22 0 0
0 0 0 0 0 0 0 0 0 g11 g12 0 0 g21 g22 0
0 0 0 0 0 0 0 0 0 0 g11 g12 0 0 g21 g22

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(2.49)
A pooling layer is also a commonly used type of layer in convolutional neural net-
works, typically following convolutional layers. It reduces the spatial dimensions
of the input volume while keeping important features of images. It helps make
the network more computationally efficient and reduces overfitting. The filter size
and stride are two critical hyper-parameters that control how the input matrices are
down-sampled. The filter size is the size of the sliding window that moves across
input matrix, and the stride is how many pixels the filter moves each step.
In this example, we take a max pooling layer which takes the max value among all in
each sliding window. let filter size f y 2 and stride s y 1. In mathematical expression,
we have

P y
⎛
⎝

f1,2,4,5(1) f1,2,4,5(2) 0 f1,2,4,5(4) f1,2,4,5(5) 0 0 0 0
0 f2,3,5,6(2) f2,3,5,6(3) 0 f2,3,5,6(5) f2,3,5,6(6) 0 0 0
0 0 0 f4,5,7,8(4) f4,5,7,8(5) 0 f4,5,7,8(7) f4,5,7,8(8) 0
0 0 0 0 f5,6,8,9(5) f5,6,8,9(6) 0 f5,6,8,9(8) f5,6,8,9(9)

⎞
⎠

(2.50)
where

fi1,i2,i3,i4(j) y
⎧⎪⎪⎨⎪⎪⎩

1 j y arg max(xi1 , xi2 , xi3 , xi4)
0 otherwise

(2.51)

Or if we take an average pooling that takes an average value in each sliding window

P y
⎛
⎜⎜⎜
⎝

1
4

1
4 0 1

4
1
4 0 0 0 0

0 1
4

1
4 0 1

4
1
4 0 0 0

0 0 0 1
4

1
4 0 1

4
1
4 0

0 0 0 0 1
4

1
4 0 1

4
1
4

⎞
⎟⎟⎟
⎠

(2.52)
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as the sliding window size is 2 × 2 y 4. This pooling will reduce dimension of the
input matrix X ∈ R3×3 to the output matrix Y ∈ R2×2.
Instead of performing only one convolution on the input matrix, a typical convolu-
tional layer will have more than one channel, that is, for each channel it performs
a convolution with a distinct convolution mask. Each channel represents a different
aspect of the input features. To write this in mathematical expression, it is straight-
forward that we concatenate matrices of convolutions vertically, performing convo-
lutions for each channel one by one.
For example, continue with convolution mask g in the above section, say if we have
three channels to extract three aspects of features of input, then we have three masks
g′, g′′, g′′′ such that

g′ y (g
′
11 g′12
g′21 g′22

) , g′′ y (g
′′
11 g′′12
g′′21 g′′22

) , g′′′ y (g
′′′
11 g′′′12
g′′′21 g′′′22

) (2.53)

Then we have

W y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

g′11 g′12 0 0 g′21 g′22 0 0 0 0 0 0 0 0 0 0
0 g′11 g′12 0 0 g′21 g′22 0 0 0 0 0 0 0 0 0
0 0 g′11 g′12 0 0 g′21 g′22 0 0 0 0 0 0 0 0
⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮
0 0 0 0 0 0 0 0 0 0 g′11 g′12 0 0 g′21 g′22
g′′11 g′′12 0 0 g′′21 g′′22 0 0 0 0 0 0 0 0 0 0
0 g′′11 g′′12 0 0 g′′21 g′′22 0 0 0 0 0 0 0 0 0
0 0 g′′11 g′′12 0 0 g′′21 g′′22 0 0 0 0 0 0 0 0
⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮
0 0 0 0 0 0 0 0 0 0 g′′11 g′′12 0 0 g′′21 g′′22
g′′′11 g′′′12 0 0 g′′′21 g′′′22 0 0 0 0 0 0 0 0 0 0
0 g′′′11 g′′′12 0 0 g′′′21 g′′′22 0 0 0 0 0 0 0 0 0
0 0 g′′′11 g′′′12 0 0 g′′′21 g′′′22 0 0 0 0 0 0 0 0
⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮
0 0 0 0 0 0 0 0 0 0 g′′′11 g′′′12 0 0 g′′′21 g′′′22

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(2.54)

This will return all feature maps(convolution matrices) for each channel, repre-
sented by one single vector. The pooling for each channel can be performed in a
parallel way. Recall the average pooling matrix and if we take average pooling in a
3-channel case

P y
⎛
⎜
⎝

1 0 0
0 1 0
0 0 1

⎞
⎟
⎠
⊗
⎛
⎜⎜⎜
⎝

1
4

1
4 0 1

4
1
4 0 0 0 0

0 1
4

1
4 0 1

4
1
4 0 0 0

0 0 0 1
4

1
4 0 1

4
1
4 0

0 0 0 0 1
4

1
4 0 1

4
1
4

⎞
⎟⎟⎟
⎠

(2.55)

Recurrent Neural Networks. Recurrent neural networks are popular for sequence
models. A one-layer recurrent neural network contains the inputs X, the hidden
states H, the output Y , and weights Whx,Whh,Why,Wyh. The update process for
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each recursion is as follows:

ht y tanh(Whhh
t−1 +Whxx

t + bh), t ≤ T (2.56)

ht y tanh(Whhh
t−1 +Whyy

t−T + bh), t ≥ T + 1 (2.57)

yt−T y tanh(Wyhh
t−1 + by), t ≥ T + 1 (2.58)

while b is the constant vector, t ∈ N is the number of recursion. We use the tanh
function as an activation function, which is commonly used in recurrent networks.
For simplicity, we can let the inputs and outputs be two-dimensional such that x y
(x1, x2), h y (h1, h2), y y (y1, y2), b y (b1, b2), and assume after training

Whx y (
ahx,11 ahx,21
ahx,12 ahx,22

) ,Whh y (
ahh,11 ahh,21
ahh,12 ahh,22

) (2.59)

Why y (
ahy,11 ahy,21
ahy,12 ahy,22

)Wyh y (
ayh,11 ayh,21
ayh,12 ayh,22

) , h0 y (h
0
1

h0
2

) , bh y (
bh1
bh2
) , by y (

by1
by2
) (2.60)

and
xt
1, x

t
2 ∈ R (2.61)

for all t.

2.5 Abstraction-Based Neural Network Verification

Neural networks nowadays have been widely used in different areas and in many
practical situations it is important to verify whether a neural network behaves ac-
cording to some set of desirable properties [46]. These fields of study, verification
and neural networks, have been two distinct areas of computing research with al-
most no bridges connecting them until very recently. So for what properties do we
normally expect a neural network to satisfy? Here are some examples.
Robustness. The most studied correctness property of neural networks is robust-
ness. Robustness means that small perturbations to inputs will not result in changes
to the output of the neural network. For example, changing the lightness of particu-
lar pixels in an image of a road sign as input will not make the neural network have
different understanding of what the road sign says. This property is essential for a
neural network to have the ability to counter adversarial attacks, especially in areas
where mistakes have huge costs.
Safety. Safety is a broad class of correctness properties stipulating that a program
should not go to a bad state. An example is a neural network that implements a
collision avoidance system for aircrafts [36]. We want to keep two aircrafts from
any collision, so if an intruding aircraft is approaching from the left, the neural net-
work should decide to turn the aircraft right. If a neural network does not satisfy the
property of safety, it may result in very serious consequence, even hurting human
lives.
Probabilistic Properties. In addition to classical abstraction-based verification, be-
sides from ‘hard’ properties such like robustness or safety, sometimes we also want
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our neural network to satisfy ‘soft’ properties such as probabilistic properties, espe-
cially when ‘hard’ properties cannot be determined or directly proved. A probabilistic
property shows that a neural network will satisfy a particular property or will give
a particular kind of outputs in what likeliness. We can see how the neural network
will work or make decisions in what kind of pattern of likeliness. Sometimes, al-
though we cannot prove that a neural network satisfies a property, but we can show
that this property holds in very high likeliness, and the exception is negligible in the
considered situation. Also, we can see how the likeliness pattern of a neural network
will change if we adjust the neural network, so we can determine if it is a desirable
adjustment. This is what our framework attempts to achieve.

Neural network verification techniques can be divided into two categories, namely
constraint-based techniques and abstraction-based techniques. In constraint-based
techniques, we construct a system of constraints and solve it to prove whether a neu-
ral network satisfies some properties of interest. In abstraction-based techniques,
instead of executing a neural network on a single input, we can actually execute it
on an infinite set and show that all of those inputs satisfy desirable correctness prop-
erties. The abstraction-based approach is mainly based on abstract interpretation
theory.
In abstraction-based verification, the problem we face is that there are infinitely
many possible inputs, or there are finitely many but the number is enormous. In ei-
ther case, we cannot conceivably run all cases of input through the network to check
whether the output satisfies a desired property. So we need to generate a function,
called abstract transformer, which is able to take an infinite set of inputs and perform
a mapping exactly the same as the neural network tends to perform, and return a
set of outputs that can be proved to satisfy the property. Therefore, the most crucial
and difficult step is to define an abstract domain and generate the corresponding
abstract transformer.

Let us look at some examples of abstract transformers in the interval abstract do-
main. Specifically, the interval abstract domain considers an interval of real num-
bers written as Âl, u], where l, u ∈ R and l ≤ u. An interval Âl, u] denotes the set
{x ∣ l ≤ x ≤ u}. In this abstract domain, an abstract transformer takes a set of real
numbers and returns a set of real numbers, but the sets are restricted to those that
can be defined as intervals. [46] Let’s begin with arithmetic operations.

Addition. Consider the binary function: f(x, y) y x + y, where l ≤ x ≤ u, l′ ≤ y ≤
u′, x ∈ R, y ∈ R, and l, u, l′, u′ are fixed values. Then, the abstract transformer f# of
this addition function is

f#(Âl, u], Âl′, u′]) y Âl + l′, u + u′] (2.62)

Multiplication. Consider the binary function: f(x, y) y x ∗ y, where l ≤ x ≤ u, l′ ≤ y ≤
u′, x ∈ R, y ∈ R, and l, u, l′, u′ are fixed values. Then the abstract transformer f# of
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this multiplication function is

f#(Âl, u], Âl′, u′]) y Âmin(B),max(B)] (2.63)

where
B y {l ∗ l′, l ∗ u′, u ∗ l′, u ∗ u′} (2.64)

Note that it is not necessary that all the concrete elements in the output set here can
be reached. We only have to make sure that the output set covers all concrete values
that will be reached. This is the soundness of the classical abstract-based verification.

Affine Functions. For an affine function f(x1, ..., xn) y ∑n
i cixi where ci ∈ R and

li ≤ xi ≤ ui, xi ∈ R, li denotes the lower bound and ui denotes the upper bound of xi.
The abstract transformer f# of this affine function is

f#(Âl1, u1], ..., Âln, un]) y Â∑
i

l′i,∑
i

u′i] (2.65)

where l′i ymin(cili, ciui) and u′i ymax(cili, ciui).

Monotonic Functions. Most activation functions used in neural networks are mono-
tonically increasing. It is straightforward to define an abstract transformer for any
monotonically increasing function f ∶ RÑ R as

f#(Âl, u]) y Âf(l), f(u)] (2.66)

Composition of Functions. It is straightforward that

(f ○ g)# y f# ○ g# (2.67)

Neural Network. Define a neural network as a graph G y (V,E), and a function
representing this neural network fG y Rn Ñ Rm. Then the abstract transformer f#

G

is a function that takes a n-dimensional space and returns a m-dimensional space,
that is, takes n intervals and returns m intervals. Specifically, it is defined backward-
recursively as

f#
G (Âl1, u1], ..., Âln, un]) y (f#(vy1), ..., f#(vym)) (2.68)

where vy1 , ..., vym are output nodes of this neural network, and

f#(vxi
) y Âlxi

, uxi
] (2.69)

if vxi
is an input node, and

f#(vi) y f#
vi
(f#(v1), ..., f#(vk)) (2.70)

if vi is a non-input node and has incoming edges (v1, vi), ..., (vk, vi).

One weakness of the interval domain expressed above, or we can call it the ab-
stract domain of Box approximation, is that it is non-relational, as it is not able to
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capture relationships between variables. Usually we want to keep more precision
and capture as many relationships between variables as possible. The abstract do-
main of the Zonotope approximation achieves better on this purpose.

Zonotope Approximation. We assume that we have a set of m real-valued gen-
erator variables, denoted ϵ1, ..., ϵm, for each ϵi ∈ Â−1,1]. Then a Zonotope with m
generators in n-dimensions is the set of all points

{(c1,0 +
m

∑
i·1

c1,i « ϵi, ..., cn,0 +
m

∑
i·1

cn,i « ϵi) ∣ ϵi ∈ Â−1,1]} (2.71)

or for simpler notation
(< c1,i >, ...,< cn,i >) (2.72)

where < ck,i > denotes the k-th dimension. Intuitively, when two different dimen-
sions share the same generator, this relationship between these two dimensions is
captured. Like those in abstract domain of Box approximation, in abstract domain of
Zonotope approximation we also have abstract transformers for the above functions.

Affine Function in Zonotope Approximation. For an affine function

f(x1, ..., xn) y ∑
j

ajxj (2.73)

where aj ∈ R, the abstract transformer for this affine function is

f#(< c1,i >, ...,< cn,i >) y< ∑
j

ajcj,0, ...,∑
j

ajcj,m > (2.74)

ReLU in Zonotope Approximation. There are many different kinds of activation
functions used in neural networks. The Rectified Linear Unit(ReLU) is a typical kind.
In the Zonotope approximation, we can always define different abstract transformers
for the same function. For ReLU, an approach is to define an abstract transformer of
a 1-dimensional input Âl, u] by approximation of a parallelogram as follows:

f#(< c1, ..., cm >) y

⎧⎪⎪⎪⎪⎨⎪⎪⎪⎪⎩

< ci >i, for l ≥ 0
< 0 >i, for u ≤ 0
< λci, ..., λcm,0 > + < µ,0,0, ..., µ > otherwise

(2.75)

where λ y u
u−l and µ y u(1−λ)

2 .

Neural Network in Zonotope Approximation. Define a neural network as a graph
G y (V,E), and a function representing this neural network fG y Rn Ñ Rm. Then
the abstract transformer f#

G is a function that takes a n-dimensional Zonotope and
returns a m-dimensional Zonotope. Specifically, it is defined recursively as

f#
G (< c1j >, ...,< cnj >) y (f#(vy1), ..., f#(vym)) (2.76)
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where
f#(vxi

) y< cxij >j (2.77)

if vxi
is an input node, and

f#(vi) y f#
vi
(f#(v1), ..., f#(vk)) (2.78)

where f#
vi is the abstract transformer of fvi, vi is a non-input node and has incoming

edges (v1, vi), ..., (vk, vi).

After defining an abstract domain that allows us to evaluate a neural network on
an infinite set of inputs, we verify specific properties of a neural network using the
defined abstract domain and abstract transformers. To verify a property, we follow

{precondition}
r ← f(x)

{postcondition}
(2.79)

where the precondition defines a set of possible values for the inputs of the neural
network, and the postcondition defines a set of possible correct values of the outputs
of the neural network. To verify such properties with abstract interpretation, we
need to perform three tasks:
1. Soundly represent the set of values of x in the abstract domain.
2. Abstractly interpret the neural network f on all values of x, resulting in an over-
approximation of values of r.
3. Check that all values of r satisfy the post-condition.
For example, to prove the robustness in a classification problem, we prove that the
following property given the label of c is y:

{∥x − c∥ ≤ ϵ}
r ← f(x)

{class(c) y y}
(2.80)

where ∥x∥ is a particular norm of a vector and ϵ > 0. To check the post-condition, we
check if the dimension y is the largest dimension in the Zonotope approximation.

In addition to the properties of neural networks mentioned above, abstract-based
verification is also used to prove properties in natural language processing, such as
robustness. For different problem domains and different properties of interest, defin-
ing an appropriate abstract domain and abstract transformers is always crucial. In
practice, there is always a precision–scalability trade-off: more precision of the ab-
stract domain means more complex constraints, and therefore slower verification. In
addition, abstraction-based techniques have been successfully applied to relatively
large neural networks, with up to a million neurons along more than thirty layers
[47]. However, research efforts are still being made on whether verification will
work for more complex perceptual notions of robustness, e.g. rotating an image or
changing the virtual background on a video, or other more complex properties and
domains, e.g. malware detection.
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Related Works

Research on interpreting and analyzing neural networks has been carried out for
years. Neural networks have been commonly used but deep models have been “black
boxes” and not easily interpretable. The questions are when a neural network has
a good performance on its task, has it really learned something and will generally
perform well or does the performance just come from exploitation of artifacts and
only for this specific dataset, and why does it perform well? The internal structure
and parameters needs to be discussed and the way how it made decisions needs to
be explained in a human-understandable language. This is especially important in
applications such as medicine or self-driving cars where the reliance of the model
is highly concerned. Also, researchers have been interested in looking for a valid
analysis or verification of certain properties of a neural network, such as robustness
or resistance, to ensure correct features are guaranteed.

At the beginning, one of the approaches was through rule extraction algorithms. It
can mainly be classified into three kinds: decompositional approach if the algorithm
is based on neurons, pedagogical approach if the algorithm works on the whole net-
work irrespective of architecture, and eclectic approach, which is a combination of
the previous two [3]. In the later period, feed-forward neural networks, convolu-
tional neural networks and recurrent neural networks are becoming more popular.
In 2013 Simonyan et al. proposed a technique using Activation Maximization to in-
terpret model prediction by only looking at its relationships with input, disregarding
the inner process [4]. A further development of the technique was to add a decoder
on it [5]. In the same year, Bazen et al. used Taylor’s decomposition to explain the
decision of the model by decomposing the output as a sum of relevance scores [6],
and Landecker et al. decomposed the prediction of the model by backpropagating
relevance in reverse direction, progressively redistributing the prediction score until
the input is reached [7]. Based on Landecker’s method, Bach et al. further intro-
duced the Layer-wise Relevance Propagation explanation framework [8]. Another
measurement was to use sensitivity analysis to quantify the importance of each in-
put variable [9]. In 2015 Zilke proposed DeepRED, by extending a decompositional
algorithm CRED [10]. In 2017, Montavon further reviewed some state-of-the-art in-
terpretation methods for deep neural networks, based on a tutorial given at ICASSP
2017 [11]. Jacobsson [12] and Wang [13] had proposed algorithms of understand-
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ing recurrent neural networks. In 2018 Zhang et al. and Zhou et al. respectively
proposed methods to interpret convolutional neural networks [14, 15, 16]. Zeiler
et al. instead used the approach of visualization of the activation of the layer with
the Deconvnets algorithm to understand convolutional neural networks [17]. Bau
et al. proposed the Network Dissection framework which quantifies well the inter-
pretability of latent representations of convolutional neural networks [18]. In the
mean time, the attacks and defenses from adversarial examples to neural networks
were frequently studied [19].

Program analysis, on the other hand, is a research area that focuses on using mathe-
matical theory and formal methods to automatically analyze the behavior of a com-
puter program regarding properties such as safety, correctness, robustness and live-
ness [20]. In particular, abstract interpretation theory originally introduced in area
of program analysis by Cousot and Cousot is a framework of approximating the se-
mantics of a computer program based on order theory, especially lattices [21, 22].
A step further beyond program analysis, in recent years, probabilistic program anal-
ysis has been introduced to analyze the quantitative aspects of computer programs,
as well as semantics of probabilistic programming languages [25]. Probabilistic
abstract interpretation is a framework that allows to systematically lift any classi-
cal analysis or verification method to the probabilistic setting by separating in the
program semantics the probabilistic behavior from the (non-)deterministic behavior
[23]. Di Pierro and Wiklicky also developed the framework of probabilistic abstract
interpretation by using Concurrent Constraint Programming as a reference program-
ming paradigm in probabilistic program analysis [24], and by investigating relations
between the operational semantics of probabilistic programming languages and Dis-
crete Time Markov Chains (DTMCs) to introduce Linear Operator semantics(LOS)
[26], and used the framework to compare analysis on the basis of their expected
exactness for a given program with a quantitative notion of precision [27], and also
extended the framework from finite state spaces to infinite state spaces [28]. Fur-
thermore, the framework was also taken to analyze the worst and average case of
abstract interpretation [29]. The probabilistic abstract interpretation can also be a
technique for probabilistic data flow analysis [31, 32, 30, 33].

Researchers have explored the study of verification and analysis of neural networks
by using techniques of abstract interpretation. In 2018 Gehr et al. proposed an an-
alyzer AI2 that uses abstract interpretation to over-approximate a range of concrete
values into an abstract domain and checks whether this abstract domain satisfies
the expected result and which will prove every single input over-approximated by
this abstract domain also satisfies this result [34]. This analyzer makes use of the
Zonotope abstract domain which was originally proposed by Ghorbal et al. [39].
Later, Singh et al. [35] proposed a new abstract domain which combines floating
point polyhedra with intervals, instead of the former Zonotope abstract domain.
Its performance was compared with Reluplex, which is a former property verifica-
tion technique that extends the simplex algorithm to support ReLU constraints [36].
Singh et al. also presented DeepZ based on abstract interpretation that handles
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ReLU, Tanh and Sigmoid activation functions and supports feedforward, convolu-
tional, and residual architectures [37]. Abstract interpretation is also bridged with
gradient-based optimization and can be applied to training neural networks [38].
Ryou et al. presented Prover, a scalable and precise verifier for recurrent neural net-
works using polyhedral abstractions [40].

Beyond classic verifiers, the question of whether certain neural network properties
hold in probabilistic conditions is also considered. In 2020 Steffen et al. introduced
NetDice which is a scalable and accurate probabilistic network configuration ana-
lyzer that is based on an inference algorithm to efficiently explore the space of fail-
ure scenarios [41]. Mangal et al. verifies probabilistic robustness of neural networks
with respect to the input distribution [42]. Pasareanu et al. investigated the use of
symbolic analysis and constraint solution space quantification to precisely quantify
probabilistic properties in neural networks [43]. In 2024 Zhang and Wiklicky pro-
posed a method of grids approximation to analyze neural networks with techniques
from probabilistic abstract interpretation [44].
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Probabilistic Abstract Interpretation
on Neural Network

In this chapter, we discuss how to apply the theory of probabilistic abstract interpre-
tation on neural networks. In principle, any neural network is always a non-linear
function which can be simulated by a computer program, thus any analysis frame-
work working on computer programs can work on neural networks. We start illus-
tration from applying the theory on a general feed-forward neural network layer,
then approach typical multilayer perceptrons(MLP), convolutional neural networks,
recurrent neural networks.

4.1 Probabilistic Abstract Interpretation on General
Layer

In this section, we show how to apply the theory of probabilistic abstract interpreta-
tion on a general neural network layer. Recall that a general layer can be expressed
as

xt+1 y ReLU(W txt + bt) (4.1)

To construct a probabilistic abstract interpretation, the affine function f on concrete
values representing layer propagation, the function

ÐÑ
f in probability space, and the

abstract transformer f# on abstract elements are considered. In this case f ∶ Rm Ñ
Rn is just the forward propagation function shown above. We lift f ∶ Rm Ñ Rn up to
be
ÐÑ
f ∶ V(Rm) Ñ V(Rn) by vector space lifting which is

ÐÐÑ
X t+1 y

ÐÐÐÑ
ReLU(

ÐÑ
W t
ÐÑ
X t +

ÐÑ
b t) (4.2)

where
ÐÑ
X is a vector of probabilities assigned to each possible values of x in order,

that is,
ÐÑ
X y (pc1 , pc2 , ..., pcn) where x ∈ Âc1, c2, ..., cn], c1 < c2 < ... < cn. Then from

ÐÑ
f

we can construct the abstract transformer f# which is

X t+1# y ReLU#(W t#X t# + bt#) (4.3)
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where X# is a vector of probabilities with respect to
ÐÑ
X in abstract domain. An

abstract transformer of a composition of functions is a composition of abstract trans-
formers of each function, that is,

if f y f ′ ○ f ′′, then f# y f ′# ○ f ′′# (4.4)

In neural networks, it is very common for a layer to be a composition of multiple
functions. A typical case will be a linear function followed by a non-linear activation
function. Then, to obtain the abstract transformer, recall the definition of Moore-
Penrose pseudo-inverse

f# y A′fG (4.5)

and we can have abstract transformer for W and ReLU

W# y A′
ÐÑ
WG,ReLU# y A′′

ÐÐÐÑ
ReLUG′ (4.6)

we have
(W ○ReLU)# yW# ○ReLU# (4.7)

In probabilistic abstract interpretation, each possible value that a neuron has is with
a corresponding probability. A prior distribution initialization is needed to be given
in the input space. We use a tensor product to combine all probability distributions
for every single neuron in the input space to form an overall distribution representing
the input layer. If two neurons are independent, it holds that

ÐÐÐÐÐÑ
X1

1 ×X1
2 y
ÐÑ
X1

1 ⊗
ÐÑ
X1

2 (4.8)

Based on probability initialization, in neural network, the abstract transformer f#

for the first layer is therefore

f#(X1#) y ReLU#(W#(X1#
1 ⊗ ...⊗X1#

n ) + b#) (4.9)

given x1
1, ..., x

1
n all independent. Note that tensor product initialization is used only

under assumption that neurons are independent and only for input layer. This cannot
be applied to any other layers in the neural network since in hidden layers neurons
are not independent.

4.2 Probabilistic Abstract Interpretation on Basic MLP

Given a simple multilayer perceptron(MLP) with two layers and five neurons. Let
the inputs be all reals, x1

1, x
1
2 ∈ R.

4.2.1 Integer Space with Special Weights

We start from naive parameters such that

W y (1 1
1 1

) , b y (0
0
) (4.10)
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⊺

0R+ R−

�

Figure 4.1: lattice of abstract domain

and we limit the boundary of input neurons in integer space x1
1, x

1
2 ∈ N such that

x1
1, x

1
2 ∈ Â−3,3] (4.11)

and again assume ReLU is the activation function. In the framework of probabilistic
abstract interpretation, we need to choose the appropriate abstract domain to obtain
the target analysis. In this case if we consider the property of positive or negative
sign of neurons as well as the final output, we can take the abstract domain to be
{R−,0,R+}, where each of the three categories is an abstract element. In the concrete
domain, we have an affine function on concrete values f ∶ R2 Ñ R2

(x2
1, x

2
2) y f(x1

1, x
1
2) y ReLU(W (x1

1, x
1
2) + b) (4.12)

and in the probabilistic domain we have
ÐÑ
f ∶ V(R2) Ñ V(R2)

ÐÑ
X2 y

ÐÑ
f (
ÐÑ
X1) y

ÐÐÐÑ
ReLU(

ÐÑ
W (
ÐÑ
X1

1 ⊗
ÐÑ
X1

2)) (4.13)

To discuss abstract domain, let us initialize the input space with uniform distribution
meaning x1

1, x
1
2 is assigned with each of these integer values with equal probability,

then it is obvious that ÐÑ
X1

1 y
ÐÑ
X1

2 y (
1

7
,
1

7
,
1

7
,
1

7
,
1

7
,
1

7
,
1

7
) (4.14)

X1#
1 yX1#

2 y (3
7
,
1

7
,
3

7
) (4.15)

The abstract elements {R−,0,R+} are with corresponding probabilities 3
7 , 1

7 and 3
7 ,

respectively. Therefore, the abstract transformer mapping on abstract elements can
be deduced as

X2# y ReLU#(W#(X1#
1 ⊗X1#

2 )))
y (0 0 0 0 4

7 0 0 0 3
7)

(4.16)

This means that the final output of this MLP given this input space will be classi-
fied as 0 with probability 4

7 and will be categorized as R+ with probability 3
7 . This

gives additional information compared to the classical framework where the classi-
cal framework is not able to tell the likeliness of signs of output. The reason is that
the approximation in the classical framework has lost information of absolute values
of variables but only kept signs of them.
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To be more specific, let us consider back to probabilistic domain where it is not
hard to see that

ÐÑ
W is a 49 × 13 matrix which is a vector space lifting from W

ÐÑ
W y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 1 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 1 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.17)
In each row, every entry represents a possible pair of (x1

1, x
1
2) as each one has 7

possible integer values, so in total there are 7 × 7 y 49 combinations, and in each
column every entry represents an entry of x1

1 + x1
2 as there are 13 possible values of

the sum. For example, in the first row of
ÐÑ
W , only the first entry is 1 and all the

others are zero. That is, there exists and only exists a possible pair (−3,−3) that will
result in x1

1+x1
2 y −6 which the 1st row represents. Similarly, the second row has two

entries of 1, because to have a sum of -5 there are two possible pairs which are (-3,
-2) and (-2, -3) respectively.
Then we can also find the Moore-Penrose pseudo-inverse pairs such that

A′ y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1 1 1 1 1 1 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 1 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 1 1 1 1 1 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.18)

which maps from the probabilistic domain to an abstract domain, while there are 13
possible values x1

1 + x1
2 in the probabilistic domain, and there are 3 × 3 y 9 possible

combinations of abstract elements in abstract domain. The entry 1 on first row first
column, for example, is saying that (-6, -6) is approximated to (R−, R−) in abstract
domain.

35



4.2. BASIC MLP Chapter 4. PAI on Neural Network

We can also find

G y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1
9

0 0 0 0 0 0 0 0
1
9

0 0 0 0 0 0 0 0
1
9

0 0 0 0 0 0 0 0

0 1
3

0 0 0 0 0 0 0

0 0 1
9

0 0 0 0 0 0

0 0 1
9

0 0 0 0 0 0

0 0 1
9

0 0 0 0 0 0
1
9

0 0 0 0 0 0 0 0
1
9

0 0 0 0 0 0 0 0
1
9

0 0 0 0 0 0 0 0

0 1
3

0 0 0 0 0 0 0

0 0 1
9

0 0 0 0 0 0

0 0 1
9

0 0 0 0 0 0

0 0 1
9

0 0 0 0 0 0
1
9

0 0 0 0 0 0 0 0
1
9

0 0 0 0 0 0 0 0
1
9

0 0 0 0 0 0 0 0

0 1
3

0 0 0 0 0 0 0

0 0 1
9

0 0 0 0 0 0

0 0 1
9

0 0 0 0 0 0

0 0 1
9

0 0 0 0 0 0

0 0 0 1
3

0 0 0 0 0

0 0 0 1
3

0 0 0 0 0

0 0 0 1
3

0 0 0 0 0

0 0 0 0 1 0 0 0 0
0 0 0 0 0 1

3
0 0 0

0 0 0 0 0 1
3

0 0 0

0 0 0 0 0 1
3

0 0 0

0 0 0 0 0 0 1
9

0 0

0 0 0 0 0 0 1
9

0 0

0 0 0 0 0 0 1
9

0 0

0 0 0 0 0 0 0 1
3

0

0 0 0 0 0 0 0 0 1
9

0 0 0 0 0 0 0 0 1
9

0 0 0 0 0 0 0 0 1
9

0 0 0 0 0 0 1
9

0 0

0 0 0 0 0 0 1
9

0 0

0 0 0 0 0 0 1
9

0 0

0 0 0 0 0 0 0 1
3

0

0 0 0 0 0 0 0 0 1
9

0 0 0 0 0 0 0 0 1
9

0 0 0 0 0 0 0 0 1
9

0 0 0 0 0 0 1
9

0 0

0 0 0 0 0 0 1
9

0 0

0 0 0 0 0 0 1
9

0 0

0 0 0 0 0 0 0 1
3

0

0 0 0 0 0 0 0 0 1
9

0 0 0 0 0 0 0 0 1
9

0 0 0 0 0 0 0 0 1
9

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.19)

which maps from abstract domain into probabilistic domain(there are 9 possible
combinations of abstract elements in abstract domain and 49 possible combinations
of pairs of concrete values). Note that when we map back from abstract domain
to concrete domain we have lost previous information, so we are unable to obtain

36



Chapter 4. PAI on Neural Network 4.2. BASIC MLP

original values. One approach we can take is by uniform distribution. For example,
there are 9 possible pairs of (x1

1, x
1
2) with both values negative, so we let the total

probability of (R−,R−) divided by nine be the probability of each possible pair. This
is the reason that in the first column the entries are 1

9 . The entries in the second
column are 1

3 because there are 3 possible pairs of (R−,0).
Finally, by formula of abstract transformer, we can multiply the above matrices to-
gether to obtain W# such that

W# y A′
ÐÑ
WG y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1 1 1
3 1 0 0 1

3 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 1

3 0 1 0 1
3 0 0

0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 1

3 0 0 1 1
3 1 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.20)

The function that follows is ReLU . Formally we can also find
ÐÐÐÑ
ReLU and the Moore-

Penrose pseudo-inverse pairs A′′ and G′′ in a similar way, and hence

ReLU# y A′′
ÐÐÐÑ
ReLUG′ (4.21)

Specifically, we have

ÐÐÐÑ
ReLU y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1 1 1 1 1 1 1 0 0 0 0 0 0
0 0 0 0 0 0 0 1 0 0 0 0 0
0 0 0 0 0 0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 0 0 1 0 0 0
0 0 0 0 0 0 0 0 0 0 1 0 0
0 0 0 0 0 0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 0 0 0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.22)

and

G′ y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1
6 0 0 0 0 0 0 0 0
1
6 0 0 0 0 0 0 0 0
1
6 0 0 0 0 0 0 0 0
1
6 0 0 0 0 0 0 0 0
1
6 0 0 0 0 0 0 0 0
1
6 0 0 0 0 0 0 0 0
0 0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 0 1

6

0 0 0 0 0 0 0 0 1
6

0 0 0 0 0 0 0 0 1
6

0 0 0 0 0 0 0 0 1
6

0 0 0 0 0 0 0 0 1
6

0 0 0 0 0 0 0 0 1
6

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.23)
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and

A′′ y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 0 0 0 0
0 0 0 0 0 0 0
0 0 0 0 0 0 0
0 0 0 0 0 0 0
1 0 0 0 0 0 0
0 0 0 0 0 0 0
0 0 0 0 0 0 0
0 0 0 0 0 0 0
0 1 1 1 1 1 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.24)

which turns out that

ReLU# y A′′
ÐÐÐÑ
ReLUG′ y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
1 0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.25)

However, we can also easily obtain a general ReLU# by tensor product such that

ReLU# y
⎛
⎜
⎝

0 0 0
1 1 0
0 0 1

⎞
⎟
⎠
⊗
⎛
⎜
⎝

0 0 0
1 1 0
0 0 1

⎞
⎟
⎠
⊗
⎛
⎜
⎝

0 0 0
1 1 0
0 0 1

⎞
⎟
⎠

y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
1 1 0 1 1 0 0 0 0
0 0 1 0 0 1 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 1 1 0
0 0 0 0 0 0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.26)

Note that these two ReLU# are different. However, if we put them into computa-
tions in abstract domain, they in fact give the same performance. To compute X2#
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by the first ReLU#, we have

X2# y ReLU#(W#((3
7
,
1

7
,
3

7
) ⊗ (3

7
,
1

7
,
3

7
))))

y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
1 0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1 1 1
3 1 0 0 1

3 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 1

3 0 1 0 1
3 0 0

0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 1

3 0 0 1 1
3 1 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(
⎛
⎜
⎝

3
7
1
7
3
7

⎞
⎟
⎠
⊗
⎛
⎜
⎝

3
7
1
7
3
7

⎞
⎟
⎠
))

y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
1 0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

3
7

0
0
0
1
7

0
0
0
3
7

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0
0
0
0
4
7

0
0
0
3
7

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.27)

and if we compute it by the second ReLU#

X2# y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
1 1 0 1 1 0 0 0 0
0 0 1 0 0 1 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 1 1 0
0 0 0 0 0 0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

3
7

0
0
0
1
7

0
0
0
3
7

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0
0
0
0
4
7

0
0
0
3
7

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.28)

we actually get the same result. We can say that the second ReLU# is a general
abstract transformer, while the first ReLU# is the specialized abstract transformer in
this case.

4.2.2 Integer Space with General Weights

Now if we reconsider the above example, we realize the dimension number 13 in
ÐÑ
W

and A′ is in fact caused by specificity of weights W - some different input variable
pairs are mapped to the same output value. That is, the matrices

ÐÑ
W and A′ are
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‘folded’. An intuition gives that
ÐÑ
W should be in dimension of 49× 49 in general case,

if no output value duplicates. Let us consider an example with parameters such that

W y (1 2
5 8

) , b y (0
0
) (4.29)

If we combine with the previous example to consider,
ÐÑ
W is in fact a re-permutation

matrix which re-orders entries of vectors corresponding to their values after affine
transformation. Specifically,

ÐÑ
W is a 49 × 49 matrix such that

ÐÑ
W y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.30)
where each column represents a possible pair of (x1

1, x
1
2) and each row represents a

corresponding outcome of (x2
1, x

2
2). All pairs are ordered from small to large, first by

comparing x1 and then x2. The pair (-3, -2) was in the 2nd position in order, and was
mapped to (-7, -31) by W which becomes 3rd position in the new order, therefore
the entry of 2nd column 3rd row is 1.
Then A′ is a 49×9 matrix that maps pairs in the new order to abstract elements such
that

A′ y

⎛
⎜⎜⎜⎜
⎝

1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

⎞
⎟⎟⎟⎟
⎠

(4.31)
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where the first 23 pairs are all in (R−,R−) and the last 23 pairs are all in (R+,R+).
The three pairs in the middle are (0, -2), (0, 0), (0, 2) respectively. The matrix G in
this case is not affected by the affine transformation, therefore G is the same as it in
last section. Multiplying these together we get

W# y A′
ÐÑ
WG y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1 1 1
9 1 0 0 7

9 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 1

9 0 0 0 0 0 0
0 0 0 0 1 0 0 0 0
0 0 0 0 0 0 1

9 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 7

9 0 0 1 1
9 1 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.32)

and we can compute X2# directly using the general abstract transformer for ReLU
that

X2# y ReLU#(W#((3
7
,
1

7
,
3

7
) ⊗ (3

7
,
1

7
,
3

7
))))

y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
1 1 0 1 1 0 0 0 0
0 0 1 0 0 1 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 1 1 0
0 0 0 0 0 0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1 1 1
9 1 0 0 7

9 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 1

9 0 0 0 0 0 0
0 0 0 0 1 0 0 0 0
0 0 0 0 0 0 1

9 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 7

9 0 0 1 1
9 1 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(
⎛
⎜
⎝

3
7
1
7
3
7

⎞
⎟
⎠
⊗
⎛
⎜
⎝

3
7
1
7
3
7

⎞
⎟
⎠
))

y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
1 1 0 1 1 0 0 0 0
0 0 1 0 0 1 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 1 1 0
0 0 0 0 0 0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

23
49

0
0
1
49
1
49
1
49

0
0
23
49

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0
0
0
0
25
49
1
49

0
0
23
49

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.33)

This means that there is 25
49 chances that variables end up in (0,0), 1

49 chance to have
variables end up in (0,R+) and 23

49 chance to have variables end up in (R+,R+), given
a uniform distribution initialization.

4.2.3 Real Space

We further expand this to the more general case. In the previous setting, we limit the
input domain to an integer space. Now, if we discuss the domain in the real space,
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we have x1
1, x

1
2 ∈ R such that

x1
1, x

1
2 ∈ Â−3,3] (4.34)

and assume parameters of this layer is still

W y (1 2
5 8

) , b y (0
0
) (4.35)

In real space we have infinite points; by uniform distribution initialization, the prob-
ability of single point zero is negligible. Therefore,

X1#
1 yX1#

2 y (1
2
,0,

1

2
) (4.36)

Again, in order to obtain the abstract transformer, we consider
ÐÑ
W,A′,G. In integer

space each variable only has 7 possible values so the input dimension to
ÐÑ
W is 7× 7 y

49. In real space, each variable has infinitely many possible real values, so the input
dimension to

ÐÑ
W tends to infinity, so does the output dimension. Assuming the input

dimension is M and the output dimension is N , we have

ÐÑ
W y lim

MÚ∞
lim
NÚ∞

MM×N (4.37)

and M ≥ N . When some different pairs of input variables are mapped to the same
value, then M > N , the matrix

ÐÑ
W is ‘folded’, otherwise M y N and

ÐÑ
W is bijective.

Intuitively, since different real values can rarely be mapped to the same one and both
M and N tend to infinity, the dimension that will be ‘folded’ is negligible, so we can
assume M y N . Therefore, we know that

ÐÑ
W is a square matrix that re-permutates

orders of pairs of variables. Also, we can have dimension of A′ such that

A′ y lim
NÚ∞

MN×9 (4.38)

where the input dimension of A′ is in fact the output dimension of
ÐÑ
W which tends to

infinity, and the output dimension of A′ is 3×3 y 9 for each variable is categorized into
three abstract elements. Therefore, A′ approximates these infinitely many pairs of
concrete points into 9 different pairs of abstract elements. In an opposite direction,
we have the dimension of G such that

G y lim
MÚ∞

M9×M (4.39)
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which maps nine pairs of abstract elements back to the concrete domain. We can
know that G is a matrix that looks like

G y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1
p 0 0 0 0 0 0 0 0
1
p 0 0 0 0 0 0 0 0

⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮
1
p 0 0 0 0 0 0 0 0

0 1
q 0 0 0 0 0 0 0

0 0 1
p 0 0 0 0 0 0

⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮
0 0 0 1

q 0 0 0 0 0

0 0 0 0 1 0 0 0 0
0 0 0 0 0 1

q 0 0 0

⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮
0 0 0 0 0 0 1

p 0 0

0 0 0 0 0 0 0 1
q 0

0 0 0 0 0 0 0 0 1
p

⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮
0 0 0 0 0 0 0 0 1

p

0 0 0 0 0 0 0 0 1
p

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.40)

where p y (
√
M
2 )2 y

M
4 and q y

√
M
2 . Since M Ñ∞, pÑ∞ and q Ñ∞.

To obtain the abstract transformer, we multiply them together to have

W# y A′
ÐÑ
WG

y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1 1 1
4 1 0 0 3

4 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 3

4 0 0 1 1
4 1 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.41)

by mathematical deduction, considering
ÐÑ
W , A′ and G carefully. If we look at W# we

can see that, for example, any pairs (x1
1, x

1
2) that x1

1, x
1
2 < 0 will be mapped to (R−,R−)

by W , so all entries that are greater than zero in the first column of G will be ‘hit’ by
entries 1s in the first row of matrix product of A′W , therefore W#(1,1) y 1. Only a
portion of pairs (x1

1, x
1
2) that x1

1 < 0, x1
2 > 0 will be mapped to (R−,R−) by W , therefore

W#(3,1) y ∫ 3
0

1
2
x

9 y 1
4 . Also, if we compare W# with the previous W# in integer space

case, we can see that this W# is more generalized.
Then consider

ReLU# y A′′
ÐÐÐÑ
ReLUG′ (4.42)
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We still have the general abstract transformer of ReLU so that

X2# y ReLU#(W#((1
2
,0,

1

2
) ⊗ (1

2
,0,

1

2
))))

y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
1 1 0 1 1 0 0 0 0
0 0 1 0 0 1 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 1 1 0
0 0 0 0 0 0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1 1 1
4 1 0 0 3

4 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 3

4 0 0 1 1
4 1 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(
⎛
⎜
⎝

1
2

0
1
2

⎞
⎟
⎠
⊗
⎛
⎜
⎝

1
2

0
1
2

⎞
⎟
⎠
))

y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
1 1 0 1 1 0 0 0 0
0 0 1 0 0 1 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 1 1 0
0 0 0 0 0 0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1
2

0
0
0
0
0
0
0
1
2

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0
0
0
0
1
2

0
0
0
1
2

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.43)

in real space.
As long as this result is obtained, there are two further generalizations to this exam-
ple. Firstly, it is not hard to generalize this if we let x1

1, x
1
2 ∈ R such that

x1
1, x

1
2 ∈ (−∞,∞) (4.44)

The same results will still hold if we rewrite x1
1, x

1
2 ∈ Â−3,3] as x1

1, x
1
2 ∈ Â−a, a], a y 3,

and expand it to x1
1, x

1
2 ∈ Â−a, a] and let aÑ∞.

Secondly, we can generalize the parameters of this layer to be

W y (a11 a21
a12 a22

) , b y (b1
b2
) (4.45)

We can still assume permutation matrix
ÐÑ
W is bijective and not ‘folded’. G is still

the same given different parameters as it is not affected.
ÐÑ
W and A′ will be affected

instead, as the entries depend on W and b. Therefore, entries of W# will also be af-
fected, with the same size and similar pattern but different entries. Finally, ReLU#

is still the same as it is not affected. Note that b does nothing else but a switch to
entries of A′ when an output value belongs to a different abstract element because
of b(in fact b does not affect

ÐÑ
W as it does not change the order). So we will not

discuss b individually but consider it together with W to make
ÐÑ
W .

One direct problem we face in the real space case is that we need to handle com-
putations of matrices with dimension of infinity. We might be able to do this in
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mathematics, but we always wish to avoid this in a computer program. Chapter 5
will offer some approaches to solve this problem.

4.2.4 Re-permutation Matrix

We know that the Moore-Penrose pseudo-inverse pairs A and G depend on the ab-
stract domain. Thus, the key point is to find the relationship between the parameters
of the layer W , b and the re-permutation matrix

ÐÑ
W . Note that b in the affine trans-

formation represents a shift without change in scaling; therefore, it will not affect
the re-permutation

ÐÑ
W . That is,

ÐÑ
W only depend on W in affine transformation.

To consider it more specifically, an affine transformation rotates the coordinate axis
into new angles and consequently transforms the vector space in the same scaling,
and embeds it back to the original coordinates to find a resulting re-permutation

of all possible data points. For example, the above W y (1 2
5 8

) rotates x1-axis to

x2 y 5x1 and rotates x2-axis to 2x2 y 8x1. Consequently the density distribution of
all possible data points changes and the permutation of these points also changes.
Recall that the permutation is with respect to original x1-coordinates first and then
x2-coordinates and so on, from small to large. The data point (-3, -2) was ordered
prior to the data point (-2, -3), but is ordered after (-2, -3) after this affine trans-
formation. This is because the rotated x1-axis has a larger slope than the rotated
x2-axis, so (−3,−2) after affine transformation will result in a smaller x1-coordinate.
Seeing these effects will help us better understand the relationship between W and
ÐÑ
W . A matrix W y (1 −2

5 8
) added by a negative sign, for example, will make the

transformation of x2-axis to be in opposite direction, which is −2x2 y 8x1, thus the
re-permutation will also be in opposite direction.
Once we have obtained

ÐÑ
W from W , together with pseudo inverse pairs, we can al-

ways obtain the abstract transformer W#, which in fact can also be regarded as
a re-permutation matrix of density distribution in abstract domain. However, we
are unable to obtain W# directly in the abstract domain without first obtaining

ÐÑ
W

because the information is not sufficient. The abstract transformer in the previous
example in integer space

W# y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1 1 1
9 1 0 0 7

9 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 1

9 0 0 0 0 0 0
0 0 0 0 1 0 0 0 0
0 0 0 0 0 0 1

9 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 7

9 0 0 1 1
9 1 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.46)

cannot be obtained directly in the abstract domain, as information about entries
like 1

9 and 7
9 can only be obtained through the concrete domain. In real space, we
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may need to take mathematical methods or also geometric methods to obtain the
re-permutation matrices as it may not be straightforward. The entries of real space
abstract transformer in the same example

W# y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1 1 1
4 1 0 0 3

4 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 3

4 0 0 1 1
4 1 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.47)

are not straightforward to be obtained, where analysis by geometric expression is
helpful in this case.

4.2.5 Pseudo Inverse Matrix

As long as we have obtained the re-permutation matrices and hence the abstract
transformers, we are always able to continue propagating density distributions of
data points by doing matrix multiplications for each layer in order, with abstract
transformers for both affine transformations and activations. We have already dis-
cussed the re-permutation matrix; let us look at the pseudo inverse pairs at each
layer.
We know that the pseudo inverse matrices depend on the abstract domain and the
density distribution. In the previous example, the input data points are equally dis-
tributed in areas belonging to different abstract elements, hence the pseudo inverse
matrices A and G have a pattern that the entries oscillate between different abstract
elements. More specifically, with respect to the original permutation of the input
data points, it goes from (R−,R−), passes by (R−,0), enters into (R−,R+), then re-
turns to (R−,R−) and goes on. Until it passes by (0,R−), (0,0) and (0,R+), it starts
the same oscillation in area of (R+,R−), (R+,0) and (R+,R+). This gives a pattern of
matrices A and G. The pattern of matrices A′ and G′ turns different, because after

mapping by W y (1 2
5 8

), the data points are mainly distributed into (R−,R−) and

(R+,R+), except that data points in the middle section are still distributed around
areas of other abstract elements.
In real space, the situation is not discrete anymore. In the previous example, we
used p and q to represent the probabilities of the entries in G, which are obtained
by mathematical analysis of ratios. In fact, when it gets to the real space, the part it
passes by areas of abstract elements 0s becomes negligible.
We may also consider different properties of the neural network, resulting in differ-
ent abstract domains. This will also make the pattern of inverse matrices different,
as the areas belonging to abstract elements are different.
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4.2.6 Higher Dimension

All the discussions we had in above sections only has two input variable nodes.
In a common neural network, there are thousands and even millions or billions of
variables. It is necessary to consider the case of higher dimensions.
Consider a neural network layer with x1

1, x
1
2, x

1
3 ∈ R such that

x1
1, x

1
2, x

1
3 ∈ (−∞,∞) (4.48)

and parameters

W y
⎛
⎜
⎝

a11 a21 a31
a12 a22 a32
a13 a23 a33

⎞
⎟
⎠
, b y

⎛
⎜
⎝

b1
b2
b3

⎞
⎟
⎠

(4.49)

and we have

X1#
1 yX1#

2 yX1#
3 y (1

2
,0,

1

2
) (4.50)

Again, we have the dimension of
ÐÑ
W such that

ÐÑ
W y lim

MÚ∞
lim
NÚ∞

MM×N (4.51)

We also have a dimension of G such that

G y lim
MÚ∞

M27×M (4.52)

as there are in total 3 × 3 × 3 y 27 abstract elements. We can actually write G as a
tensor product

G y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1
p 0 0

⋮ ⋮ ⋮
1
p 0 0

0 1 0
0 0 1

p

⋮ ⋮ ⋮
0 0 1

p

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

⊗

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1
p 0 0

⋮ ⋮ ⋮
1
p 0 0

0 1 0
0 0 1

p

⋮ ⋮ ⋮
0 0 1

p

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

⊗

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1
p 0 0

⋮ ⋮ ⋮
1
p 0 0

0 1 0
0 0 1

p

⋮ ⋮ ⋮
0 0 1

p

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.53)

as pÑ∞. The dimension of A′, on the other hand, will be

A′ y lim
NÚ∞

MN×27 (4.54)

and entries of A′ will depend on W and b. Then, the abstract transformer of the
layer will be

W# y A′
ÐÑ
WG (4.55)

which is a 27 × 27 matrix. Similarly, if we have x1
1, ..., x

1
n ∈ R, n > 3, the abstract

transformer will be in dimension of 3n × 3n.
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4.2.7 Different Properties

The examples we discussed above only consider the property of signs of neuron val-
ues in a neural network. The property considered determines the abstract domain;
therefore, we let the abstract domain be (R−,0,R+). In real world applications, we
consider a much wider variety of properties.

Robustness One typical property we care about for a neural network is the bound-
aries of neuron values. In a robustness analysis, we prove that all possible neuron
values are bounded by some particular limits to confirm whether the neural network
is robust. The framework of probabilistic abstract interpretation can further tell how
much ratio of all possible neuron values is bounded by a certain region.
Let x1

1, x
1
2 ∈ R such that

x1
1, x

1
2 ∈ Â−3,3] (4.56)

and parameters

W y (
1
6 −1

6

−1
6

1
6

) , b y (0
0
) (4.57)

We consider whether the neuron values are bounded by Â−1,1]. The abstract domain
can thus be set to {Bout y {x ∣ x < −1 ∨ x > 1},Bin y {x ∣ x ∈ Â−1,−1]}}. By uniform

initialization,
ÐÑ
X1

1 y
ÐÑ
X1

2 y (23 ,
1
3). We can obtain the Moore-Penrose pseudo-inverses

are matrices look like

G y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1
p1

0 0 0

⋮ ⋮ ⋮ ⋮
1
p1

0 0 0

0 1
p2

0 0

⋮ ⋮ ⋮ ⋮
0 1

p2
0 0

1
p1

0 0 0

⋮ ⋮ ⋮ ⋮
1
p1

0 0 0

0 1
p2

0 0

⋮ ⋮ ⋮ ⋮
⋮ ⋮ ⋮ ⋮

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.58)

where the four columns represent (Bout,Bout), (Bout,Bin), (Bin,Bout), (Bin,Bin), re-
spectively. Only the first part of rows of G are listed. Considering permutation matrix
ÐÑ
W and A′, we can know that A′

ÐÑ
W is a matrix looks like

A′
ÐÑ
W y

⎛
⎜⎜⎜
⎝

0 0 ... ... ... 0 0
0 0 ... ... ... 0 0
0 0 ... ... ... 0 0
1 1 ... ... ... 1 1

⎞
⎟⎟⎟
⎠

(4.59)
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and we can have the abstract transformers for the layer by mathematical deduction
that

W# y A′
ÐÑ
WG

y
⎛
⎜⎜⎜
⎝

0 0 0 0
0 0 0 0
0 0 0 0
1 1 1 1

⎞
⎟⎟⎟
⎠

(4.60)

and therefore in abstract domain we have

W#X1# y
⎛
⎜⎜⎜
⎝

0 0 0 0
0 0 0 0
0 0 0 0
1 1 1 1

⎞
⎟⎟⎟
⎠
((

2
3
1
3

) ⊗ (
2
3
1
3

))

y
⎛
⎜⎜⎜
⎝

0
0
0
1

⎞
⎟⎟⎟
⎠

(4.61)

by which we prove that all possible neuron values after this layer are bounded as
desired.

Other Properties Chapter 5 will also introduce some other properties of the neural
network that we care about, other than robustness. For each different property, it
will also introduce a different approximation approach and corresponding abstract
domain.

4.3 Probabilistic Abstract Interpretation on Convolu-
tional Neural Network

Recall that in convolutional neural networks a convolutional layer in principle is
also a special case of fully connected layers. We can take a typical convolution mask
which detects vertical border lines of an image

g y (1 −1
1 −1) (4.62)

We can still concern the property of signs of neuron values. In computer vision appli-
cation, the signs of neuron values represent the darkness of pixels. Considering the
property of signs, we let the abstract domain be {R−,R+}. In the concrete domain,
we have f ∶ R16 Ñ R9

(y1, ..., y9) y ReLU(W (x1, ..., x16) + b) (4.63)
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where for simplicity, we assume b to be zero vector. Then we have the dimension of
ÐÑ
W in the probabilistic domain

ÐÑ
W y lim

MÚ∞
lim
NÚ∞

MM×N (4.64)

although both M,N tend to infinity, the affine function maps 16 neurons to 9 neu-
rons, which in principle is still different infinitely large dimension. Also, we have the
dimension of G

G y lim
MÚ∞

M216×M (4.65)

such that G can be written as a 16-fold tensor product

G y
16

⊗
i·1

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1
p 0

⋮ ⋮
1
p 0

0 1
p

⋮ ⋮
0 1

p

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.66)

and the dimension of A′

A′ y lim
NÚ∞

MN×29 (4.67)

Therefore, the dimension of abstract transformer W# is

W# y A′
ÐÑ
WG yM216×29 (4.68)

and the abstract transformer ReLU# in this case will be

ReLU# y
9

⊗
i·1
(0 0
1 1

) (4.69)

The abstract transformer of a pooling layer is very similar to convolution, and the
dimension of the abstract transformer will be

P# yM29×24 (4.70)

When applying probabilistic abstract interpretation on Convolutional neural net-
works we encounter dimensional problem. In a convolutional neural network, we
are dealing with images that can typically contain a large number of pixels such as
1920 × 1080 y 2,073,600 pixels. In the above example, although the input image of
size 4 × 4 is extremely tiny, in concrete domain we still have to handle matrices of
dimension 25616 in grayscale, as grayscale value of a pixel ranges from 0 to 255.
25616 ≈ 3.4 × 1038 is a huge number of matrix dimension that a computer cannot
handle with. The memory capacity(RAM) of a computer is an immediate ceiling
of matrix computations. Typically 100,000 × 100,000 matrix computation requires
roughly 40 GB of memory, and a consumer PC/Mac normally has 16–64 GB RAM.
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Even supercomputers may only be able to handle billions of dimensions, and we can-
not always expect a supercomputer to apply the analysis. It is necessary to reduce
dimension to be under 100,000.
One approach is to design more dimension-reducing abstract elements. For example,
instead of considering the sign of each pixel, we can consider the sign of a group of
pixels. To handle image size of 4×4, we can group each 2×2 neighbor pixels together
and concern their property of sign. We can either consider whether all pixel values
in each neighbor group are positive or consider which sign most of pixels in each
neighbor group have, and then approximate this group of pixels into an abstract
element of a single sign. In this way, each abstract element only has a size of 24,
reduced from a size of 216, so that we will handle pseudo inverse pairs and abstract
transformers with much lower dimension.
Secondly, we can limit the number of possible values of a pixel. Instead of ranging
the pixel value from all integers between 0 to 255, we can approximate these 256
values into limited choices, such as tens of them, as there is no need to distinguish
tiny differences in context of brightness. This will further reduce the dimension of
matrices.
In Chapter 6 we will show a practical case of a convolutional neural network where
it is necessary to reduce the dimension of abstract elements in order to apply the
framework of probabilistic abstract interpretation.

4.4 Probabilistic Abstract Interpretation on Recurrent
Neural Network

Recall the architecture of recurrent neural networks and consider formulas of three
domains of the model. Again we can still consider the property of signs of neuron
values. The abstract domain is then {R−,R+}. Note that in this case we use the tanh
function instead of the ReLU function, plus consideration of features of weights, the
abstract element of zero is hence not needed. Since the neuron values are two-
dimensional, in the concrete domain we have f ∶ R2T Ñ R2S

(ht
1, h

t
2) y tanh(Whh(ht−1

1 , ht−1
2 ) +Whx(xt

1, x
t
2) + bh), t ≤ T (4.71)

(ht
1, h

t
2) y tanh(Whh(ht−1

1 , ht−1
2 ) +Why(yt−T1 , yt−T2 ) + bh), t ≥ T + 1 (4.72)

(yt−T1 , yt−T2 ) y tanh(Wyh(ht−1
1 , ht−1

2 ) + by), t ≥ T + 1 (4.73)

Then by vector space lifting, in the probability space we have
ÐÑ
f ∶ V(R2T ) Ñ V(R2S)

ÐÑ
H t y

ÐÐÑ
tanh(ÐÐÑsum(

ÐÐÑ
Whh(

ÐÐÑ
H t−1),

ÐÐÑ
Whx(

ÐÑ
X t))), t ≤ T (4.74)

ÐÑ
H t y

ÐÐÑ
tanh(ÐÐÑsum(

ÐÐÑ
Whh(

ÐÐÑ
H t−1),

ÐÐÑ
Why(

ÐÐÑ
Y t−T ))), t ≥ T + 1 (4.75)

ÐÐÑ
Y t−T y

ÐÐÑ
tanh(

ÐÐÑ
Wyh(

ÐÐÑ
H t−1)), t ≥ T + 1 (4.76)

We use ÐÐÑsum to denote the function of summation in probabilistic domain. h0 is a
constant, ht is affected by xt since t > 0, so in the probabilistic domain ht also has
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a probability distribution given the distribution of xt when t > 0. Let us start from
t y 1. The first function to be considered is

ÐÐÑ
Whx. Recall that

ÐÐÑ
Whx is a permutation

matrix and we assume it is not ‘folded’. We should also have pseudo-inverse pairs
for
ÐÐÑ
Whx such that

G1 y lim
MÚ∞

M4×M ,A2 y lim
NÚ∞

MN×4 (4.77)

and
W#

hx y A
2G1 (4.78)

The second function to be considered is ÐÐÑsum. When t y 1, Whh(h0) and bh are both
constants, and adding with a constant actually performs a re-permutation of

ÐÑ
X .

Therefore, when t y 1, ÐÐÑsum is a permutation matrix with dimension

ÐÐÑsum y lim
NÚ∞

MN×N (4.79)

Consequently,
sum# y A3ÐÐÑsumG2 (4.80)

will be a 4×4 matrix that adjusts the distribution of x. When t y 2, we have a second
distribution x2 taken into consideration, that is, the input distribution in probabilistic
domain is in fact ÐÑ

X y
ÐÑ
X1 ⊗

ÐÑ
X2 (4.81)

with corresponding
ÐÐÑ
Whx and ÐÐÑsum for

ÐÑ
X2. Therefore, to do this in one shot, we

combine all xt and regard it as one input space. We have

ÐÑ
X y

ÐÑ
X1 ⊗ ...⊗

ÐÑ
XT (4.82)

we also combine all
ÐÐÑ
Whx for each xt to have the overall

ÐÐÑ
Whx with dimension

ÐÐÑ
Whx y lim

MÚ∞
lim
NÚ∞

MMT×NT

(4.83)

The corresponding overall pseudo-inverse pairs will then be in dimension

G y lim
MÚ∞

M4T×MT

,A′ y lim
NÚ∞

MNT×4T (4.84)

hence, W T
hx will be

W#
hx yM

4T×4T (4.85)

similarly sum# will also be in dimension

sum# yM4T×4T (4.86)

The activation function tanh is a hyperbolic function that produces values between
-1 and +1 without changing the signs of values. Since we analyze signs of neuron
values, this activation function will have no effect on the analysis. Therefore,

tanh# y I (4.87)
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These are the first half-part of this prediction model, when t ≤ T . We can regard
the second half of this model as t > T , which is the output section. We consider in
general

ÐÐÑ
Why and

ÐÐÑ
Wyh in the same way as in the previous part. Finally, it will output

an overall distribution of y, which will be the tensor product of all y(t−T )s.

Let us take a more specific example to illustrate the deduction. Suppose after model
training we have parameters of weights

Whx y (
1 2
5 8

) ,Whh y (
1 1
1 1

) , h0 y bh y (
0
0
) (4.88)

and we initialize the input space with a uniform distribution such that

ÐÑ
X1

1 y
ÐÑ
X1

2 y ( 1
M , ..., 1

M ) (4.89)

where M Ñ ∞ as x1
1, x

1
2 ∈ R. In the abstract domain, all possible values of x1

1, x
1
2

are equally distributed in two abstract categories (the probability of value zero is
negligible) and we have

X1#
1 yX1#

2 y (12
1
2) (4.90)

which gives
X1# yX1#

1 ⊗X1#
2 y (14

1
4

1
4

1
4) (4.91)

Now take the overall distribution of x1, ..., xT . In the probabilistic domain, we have

ÐÑ
X y ( 1

M2T , ...,
1

M2T ) (4.92)

where M Ñ∞. In abstract domain, it is instead

X# y ( 1
22T

, ..., 1
22T
) (4.93)

The pseudo-inverse function G maps X# in the abstract domain to
ÐÑ
X in probabilistic

domain, which is

G y
2T

⊗
1

⎛
⎜⎜⎜⎜⎜⎜⎜⎜
⎝

2
M 0
⋮ ⋮
2
M 0
0 2

M

⋮ ⋮
0 2

M

⎞
⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(4.94)

Note that here each entry is 2
M because the sum of each column equals to 1, and

there are in total M
2 entries with probability 2

M in each column. Then because Whx is

the same for each xt,
ÐÐÑ
Whx can be written as a tensor product of the same permutation

matrix, and A′ is in the dimension of

A′ y lim
MÚ∞

MMT×4T (4.95)
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From the computation in previous section(as for simplicity we take a trick of using
matrix of same weights) we can have

W#
hx y A

′ÐÐÑWhxG

y
T

⊗
1

⎛
⎜⎜⎜
⎝

1 1
4

3
4 0

0 0 0 0
0 0 0 0
0 3

4
1
4 1

⎞
⎟⎟⎟
⎠

(4.96)

The following ÐÐÑsum function takes the summation of two distributions of Whh(ht−1)
and Whx(xt). However, since the distribution of ht is fully decided by xt, the sum-
mation is fully dependent only on

ÐÑ
X . Therefore, ÐÐÑsum is a permutation matrix and is

in the dimension of
ÐÐÑsum y lim

MÚ∞
MMT×MT

(4.97)

assuming it is ‘unfolded’ and regarding duplicate values as distinct ones, and

sum# y A′′ÐÐÑsumG′ yM2T×2T (4.98)

Then,
ÐÐÑ
tanh will squeeze the distribution into an area bounded by (−1,1), and since

in the abstract domain it does not change signs of the neuron values,

tanh# y I (4.99)

This will give H# when t ≤ T . When t > T , the model performs an output section
with a deduction similar to Whx and Whh.

In recurrent neural networks, we also encounter the problem of dimension like we
do in convolutional models. When there is a large number of nodes in input, the
tensor products are taken in order to represent all possibilities in one matrix, so the
dimension explodes exponentially. As mentioned in previous section, the memory
capacity of a computer is an immediate ceiling of matrix computations. Typically
100,000×100,000 matrix computation requires roughly 40 GB of memory, and a con-
sumer PC/Mac normally has 16–64 GB RAM. Even supercomputers may only be able
to handle billions of dimensions, and we cannot always expect a supercomputer to
apply the analysis. It is necessary to reduce dimension to be under 100,000.
A good news is in context of natural language processing, a neuron is typically a
letter(or more specifically a corresponding value of a letter in the dictionary), and
there is hence only a choice of 26 values of letters. This is a much less number
comparing to a pixel value in image processing problems, and makes a much more
limited dimension of matrices.
Secondly, like what we do in convolutional models, designing a more dimension-
reducing abstract element is also an approach. Instead of approximating one single
node into abstract domain, we can group nodes together and consider an abstract
element approximation of a group of nodes. This will also greatly reduce the total
dimension of the problem.
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4.5 Conclusions

In this chapter, we have discussed how to apply the analysis framework of proba-
bilistic abstract interpretation on neural networks, based on formal representation
and matrix computation. We have discussed about cases in concrete domain, proba-
bilistic domain and abstract domain. We have discussed about matrix representation
of pseudo inverse pairs and repermutation function. We have illustrated using sim-
ple neural network examples, both in Integer space and in Real space. We have also
discussed different neural network architectures, starting from a general layer, then
reaching multilayer perceptrons, convolutional neural networks and recurrent neu-
ral networks.
However, limitations still remained for a more general illustration. Firstly, the neural
network examples we used are in very simple structures, neither with a large dimen-
sion nor with deep layers. With a larger number of nodes and layers, the complexity
of matrix representation could increase in exponential way. How to have a general
representation in mathematics in a complex neural network structure could be a
point to further discuss about. Secondly, the neural network property we concerned
in above analysis only involves sign of neuron values. For a more reasonable analysis
we will concern more complex and more specific properties. In the next chapter, we
will introduce some novel abstract domains that could be taken within the analysis,
with a focus on particular properties of neural networks.
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Chapter 5

Different Abstract Domains

So far we have discussed applying the framework of probabilistic abstract inter-
pretation on different types of neural network. We can also see that a key step in
application of this framework is to define an abstract domain, with respect to a prop-
erty of this neural network to be analyzed. In this chapter, we will introduce some
typical abstract domains that we may choose for different circumstances. We start
from an introduction of the Zonotope approximation that is expanded from existing
work to our framework, and then will introduce three other novel approximation
approaches with their corresponding abstract domains.

5.1 Zonotope Approximation

In 2018, Gehr et al. introduced AI2, an analyzer which can automatically prove
properties, especially safety and robustness, for convolutional neural networks based
on classical abstract interpretation [34]. AI2 has found a general way to define
abstract domain and abstract transformer of different types of layers, including the
fully connected layer, the convolutional layer, and the max pooling layer. It defines
suitable abstract domains and represents neural network layers as CAT functions,
and hence defines abstract transformers which can be applied and computed on
abstract elements in a very general way. The formal definitions and details can be
found in [34]. As it also works on fully connected layer, it can also be applied on the
basic MLP example we discussed in Chapter 4. It will be worth showing here.
Recall that the 2-2-1 fully connected neural network with x1

1, x
1
2 ∈ R,

x1
1, x

1
2 ∈ Â−3,3] (5.1)

With abstraction α, this input space can be abstracted into a Box

B1 y {−3 ≤ x1
1 ≤ 3,−3 ≤ x1

2 ≤ 3} (5.2)

According to [34], an abstract transformer can generally be defined as

for f(x) y ReLU(Wx + b), f#(X#) y ReLU#(Aff(X#,W, b)) (5.3)
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in this case, X# y B1, so we have

f#(X#) y f#(B1) y ReLU#(Aff(B1,W, b))
y ReLU#((x1

1 + x1
2, x

1
1 + x1

2))
y {0 ≤ x2

1 ≤ 6,0 ≤ x2
1 ≤ 6}

y B2

(5.4)

where ReLU#, the abstract transformer of ReLU, is also well defined in [34]. Ap-
plying concretization function γ, B2 can be concretized back into a concrete space
containing all possible concrete points (x2

1, x
2
2) after layer propagation so that

0 ≤ x2
1 ≤ 6,0 ≤ x2

1 ≤ 6 (5.5)

As it uses a shape of Zonotope(or Box, or Polyhedra), it can abstract the whole con-
crete input space into one abstract element and propagate till the end.
However, AI2 only considers the classical abstract interpretation, which in many
cases has its limitations. We can expand the approach further with the possibility to
apply probabilistic abstract interpretation.

Same as in the classical case, we can still create an abstract element by a Zono-
tope which captures all perturbed inputs. However, beyond the classical case, by
probabilistic abstract interpretation we can initialize all perturbed inputs with a dis-
tribution, e.g. uniform distribution. We can then propagate the distribution as we
propagate the abstract element through layers, giving the probability of each area of
Zonotope to be possibly fallen at, by calculating the volume of area and calculating
its ratio to the whole Zonotope of abstract element. Let us take a two-dimensional
example in [34] to illustrate. Given function f ∶ R2 Ñ R2

f(x) y (2 −1
0 1

)x (5.6)

with input space X expressed by the Zonotope z1 ∶ Â−1,1]3 Ñ R2 ∶

z1(ϵ1, ϵ2, ϵ3) y (1 + 0.5ϵ1 + 0.5ϵ2,2 + 0.5ϵ1 + 0.5ϵ3) (5.7)

After affine transformation, we get Zonotope z2 abstracting output space Y. Let the
property be C y {(y1, y2) ∈ R2 ∣ y1 ≥ −2}. We can see that clearly property C holds
on z2. However, suppose that we are concerned with property C ′ y {(y1, y2) ∈ R2 ∣
y1 ≥ −1}, then we find that C ′ does not hold on z2. Beyond that, classical abstract
interpretation is unable to provide further useful information. But by a probabilistic
abstract interpretation, we find that the volume of area which satisfies C ′ is

Vz2,C′ y ∫
y∈C′

y dy y 5 (5.8)

where the volume of the whole Zonotope z2 is

Vz2 y ∫
y·f(x)

y dy y 6 (5.9)
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1

2

3

1

2

3

−1 1 2 −2 −1 1 2

Figure 5.1: Abstract elements through layer

So we have a ratio Vz2,C′/Vz2 y 5
6 , that is, f(x) has the probability 5

6 to satisfy property
C ′. Note that a precondition for this calculation of volume ratio is that there are no
spurious points in z2, that is, for every point y in z2, we can always find a point x in
z1 such that f(x) y y. Otherwise, we need to eliminate spurious points in z2 before
calculating volume. This is a difference from the classical abstract interpretation
that in the classical case we only concern one direction from z1 to z2, but in the
probabilistic case we need to concern both. Also note that until the current step all
points in z2 are still uniformly distributed given a uniformly distributed input space.
However, the situation will change in the next step after ReLU is applied.

1

2

3

1

2

3

−2 −1 1 2 −2 −1 1 2

Figure 5.2: ReLU transformation

Firstly we can see in z3 that the area for y1 < 0(triangle uncolored) is spurious.
Hence, Zonotope is a sound but not precise abstract element in this case. Secondly,
because of ReLU, points are heavily distributed in the line (0,1) – (0,3), shown in
blue line. So, the points in z3 are no longer uniformly distributed. In fact, half of
the points in z2(all points for x1 < 0) will fall at the blue line after applying ReLU.
Therefore, if we are concerned about the property C ′′ y {(y1, y2) ∈ R2 ∣ y1 ≥ 1} in z3,
then the probability ratio to satisfy C ′′ will be

Vz3,C′′/Vz3 y
∫y∈C′′ y dy

∫y·f(x) y dy
y ∫y∈C′′ y dy

∫y1>0 y dy + Vblue

y 1

3 + 3
y 1

6
(5.10)

This is a brief idea of how the Zonotope approximation can be introduced into the
probabilistic case. Now let us show a more detailed deduction in our framework
with respect to this abstract domain.
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5.1.1 Zonotope Approximation in Integer Space

Similarly to the classical case, we need to define abstract transformer for the proba-
bilistic framework, f#, together with Moore-Penrose pseudo inverse functions A and
G.
Following the example in the last subsection, we first consider integer space. In the
concrete domain, we have 4 input points in general X y {(0,1), (1,1), (1,3), (2,2)}
and we lift them into the probability space with a uniform distribution to get

ÐÑ
X y

{14 ,
1
4 ,

1
4 ,

1
4}. In the abstract domain, the integer space contained in z1 is

I2 y {(0,1), (0,2), (1,1), (1,2), (1,3), (2,2), (2,3)}. As we abstract the input probabil-
ity space into an abstract domain, we have

A y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1 0 0 0
0 0 0 0
0 1 0 0
0 0 0 0
0 0 1 0
0 0 0 1
0 0 0 0

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(5.11)

hence

X# y A(
ÐÑ
X) y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1 0 0 0
0 0 0 0
0 1 0 0
0 0 0 0
0 0 1 0
0 0 0 1
0 0 0 0

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

⎛
⎜⎜⎜
⎝

1
4
1
4
1
4
1
4

⎞
⎟⎟⎟
⎠
y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1
4

0
1
4

0
1
4
1
4

0

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(5.12)

and for opposite direction, we have

G y
⎛
⎜⎜⎜
⎝

1 0 0 0 0 0 0
0 0 1 0 0 0 0
0 0 0 0 1 0 0
0 0 0 0 0 1 0

⎞
⎟⎟⎟
⎠

(5.13)

hence

G(X#) y
⎛
⎜⎜⎜
⎝

1 0 0 0 0 0 0
0 0 1 0 0 0 0
0 0 0 0 1 0 0
0 0 0 0 0 1 0

⎞
⎟⎟⎟
⎠

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1
4

0
1
4

0
1
4
1
4

0

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

y
⎛
⎜⎜⎜
⎝

1
4
1
4
1
4
1
4

⎞
⎟⎟⎟
⎠
y
ÐÑ
X (5.14)

After the linear transformation, we see f(X) y {(−1,1), (−1,3), (1,1), (2,2)} and the
integer space contained in z2 is I2 y {(−2,2), (−1,1), (−1,2), (−1,3), (0,1), (0,2), (0,3),
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(1,1), (1,2), (1,3), (2,2)}. Hence, we can get

A′ y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 0
1 0 0 0
0 0 0 0
0 1 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 1 0
0 0 0 0
0 0 0 0
0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(5.15)

and

G′ y
⎛
⎜⎜⎜
⎝

0 1 0 0 0 0 0 0 0 0 0
0 0 0 1 0 0 0 0 0 0 0
0 0 0 0 0 0 0 1 0 0 0
0 0 0 0 0 0 0 0 0 0 1

⎞
⎟⎟⎟
⎠

(5.16)

we can also see that during the linear transformation the distribution over the input
space does not change(each point in X corresponds to a point in f(X) and vice
versa). Therefore, given a function f ∶ R2 Ñ R2

f(x) y (2 −1
0 1

)x (5.17)

we have
ÐÑ
f ∶ V(R2) Ñ V(R2)

ÐÑ
f y

⎛
⎜⎜⎜
⎝

1 0 0 0
0 0 1 0
0 1 0 0
0 0 0 1

⎞
⎟⎟⎟
⎠

(5.18)

as the concrete space X y {(0,1), (1,1), (1,3), (2,2)} is mapped into f(X) y {(−1,1),
(−1,3), (1,1), (2,2)} which is re-ordered from {(−1,1), (1,1), (−1,3), (2,2)}, where
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positions of the 2nd and 3rd pairs are re-ordered. Therefore, f# ∶ V(R2) Ñ V(R2)

f# y A′
ÐÑ
f G y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 0
1 0 0 0
0 0 0 0
0 1 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 1 0
0 0 0 0
0 0 0 0
0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

⎛
⎜⎜⎜
⎝

1 0 0 0
0 0 1 0
0 1 0 0
0 0 0 1

⎞
⎟⎟⎟
⎠

⎛
⎜⎜⎜
⎝

1 0 0 0 0 0 0
0 0 1 0 0 0 0
0 0 0 0 1 0 0
0 0 0 0 0 1 0

⎞
⎟⎟⎟
⎠

y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 0 0 0 0
1 0 0 0 0 0 0
0 0 0 0 0 0 0
0 0 0 0 1 0 0
0 0 0 0 0 0 0
0 0 0 0 0 0 0
0 0 0 0 0 0 0
0 0 1 0 0 0 0
0 0 0 0 0 0 0
0 0 0 0 0 0 0
0 0 0 0 0 1 0

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(5.19)

To verify with, it is also straightforward to find the general abstract transformer f̂#

from the graph z1 to z2 such that

f̂# y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 1 0 0 0 0 0
1 0 0 0 0 0 0
0 0 0 0 0 0 0
0 0 0 0 1 0 0
0 0 0 0 0 0 0
0 0 0 1 0 0 0
0 0 0 0 0 0 0
0 0 1 0 0 0 0
0 0 0 0 0 0 0
0 0 0 0 0 0 1
0 0 0 0 0 1 0

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(5.20)

we can see that f# is clearly a specialized version of f̂#. Similarly, we can find our
abstract transformer for the ReLU function. Firstly, we again find Moore-Penrose
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pseudo-inverse functions for z3

A′′ y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 0
1 0 0 0
0 0 0 0
0 1 0 0
0 0 1 0
0 0 0 0
0 0 0 0
0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(5.21)

and

G′′ y
⎛
⎜⎜⎜
⎝

0 1 0 0 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 0 1 0 0 0
0 0 0 0 0 0 0 1

⎞
⎟⎟⎟
⎠

(5.22)

and
ÐÐÐÑ
ReLU ∶ V(R2) Ñ V(R2)

ÐÐÐÑ
ReLU y

⎛
⎜⎜⎜
⎝

1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 1

⎞
⎟⎟⎟
⎠

(5.23)

as in this case ReLU maps f(X) y {(−1,1), (−1,3), (1,1), (2,2)} into ReLU(f(X)) y
{(0,1), (0,3), (1,1), (2,2)} without any re-permutation. Therefore, we have ReLU# ∶
V(R2) Ñ V(R2)

ReLU# y A′′
ÐÐÐÑ
ReLUG′ y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 0
1 0 0 0
0 0 0 0
0 1 0 0
0 0 1 0
0 0 0 0
0 0 0 0
0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

⎛
⎜⎜⎜
⎝

1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 1

⎞
⎟⎟⎟
⎠

⎛
⎜⎜⎜
⎝

0 1 0 0 0 0 0 0 0 0 0
0 0 0 1 0 0 0 0 0 0 0
0 0 0 0 0 0 0 1 0 0 0
0 0 0 0 0 0 0 0 0 0 1

⎞
⎟⎟⎟
⎠

y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 0 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0
0 0 0 1 0 0 0 0 0 0 0
0 0 0 0 0 0 0 1 0 0 0
0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(5.24)
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Also, comparing this with the general abstract transformer for ˆReLU# from the
graph z2 to z3 that

ˆReLU# y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

0 0 0 0 0 0 0 0 0 0 0
0 1 0 0 1 0 0 0 0 0 0
1 0 1 0 0 1 0 0 0 0 0
0 0 0 1 0 0 1 0 0 0 0
0 0 0 0 0 0 0 1 0 0 0
0 0 0 0 0 0 0 0 1 0 0
0 0 0 0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(5.25)

we can see that ReLU# is a specialized case of ˆReLU#.

5.1.2 Zonotope Approximation in Real Space

To make this example more general we expand the Integer space into Real space.
Let us first look at the linear transformation from z1 to z2. Suppose in the concrete
domain we have N different points in arbitrary positions X y {x1, x2, ..., xN}, and X
is over-approximated by z1. If we lift X up into the probability space with uniform
distribution, we have

ÐÑ
X y { 1

N , 1
N , ..., 1

N }. In abstract domain, we know that in math-
ematics there are infinitely many points in real space contained in z1, but we can
regard this as a very large number and let it be limMÚ∞M . Then, we can have

A y lim
MÚ∞

MN×M (5.26)

with an entry 1 in each column in the corresponding position and the other entries
are all zeros. We can also have

G y lim
MÚ∞

MM×N (5.27)

which performs opposite mapping and forms a Moore-Penrose pseudo inverse of A.
Now we can let the same very large number limMÚ∞M be the number of all real
points contained in z2, so

A′ y A,G′ y G (5.28)

As it is a linear transformation, again we have
ÐÑ
f ∶ V(R2) Ñ V(R2) which is a permu-

tation matrix. Hence f# ∶ V(R2) Ñ V(R2)

f# y A′
ÐÑ
f G (5.29)

In the ReLU transformation,
ÐÐÐÑ
ReLU ∶ V(R2) Ñ V(R2) is a permutation matrix, and we

have
A′′ y A′,G′′ y G′ (5.30)

Note that
ÐÐÐÑ
ReLU is very commonly a ‘folded’ matrix, that is, suppose if ∃ and only ∃

a pair xp, xq ∈ ReLU(f(X))(p < q) s.t. xp2 y xq2, then the matrix representation of
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ÐÐÐÑ
ReLU will look like

ÐÐÐÑ
ReLU yMN×(N−1) y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1 0 . . . . . . . .
0 1 . . . . . . . .
. . . . . . . . . .
. . . . . . . . . .
. . . 1 . . 1 . . .
. . . . . . . . . .
. . . . . . . . 1 0
. . . . . . . . 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(5.31)

which can be obtained by eliminating the qth row from the identity matrix and
assigning

ÐÐÐÑ
ReLUpq y 1. That is,

ÐÐÐÑ
ReLU

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1
N
1
N

.

.

.

.

.
1
N

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

y

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1
N
1
N

.
2
N

.

.
1
N

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟
⎠

(5.32)

with 2
N in the pth entry. Then

A′′ y lim
MÚ∞

M(N−1)×M (5.33)

with an entry 1 in each column in the corresponding position and the other entries
are all zeros, and

G′′ y lim
MÚ∞

MM×(N−1) (5.34)

Therefore,
ReLU# y A′′

ÐÐÐÑ
ReLUG′ (5.35)

and if ∃ r exclusive pairs xp, xq ∈ ReLU(f(X)) s.t. xp2 y xq2, then

ÐÐÐÑ
ReLU yMN×(N−r) (5.36)

Now let’s conclude this Zonotope Approximation by giving a concise formal defini-
tion of it.

Definition 5 Given the concrete domain X ∈ P(Rm) and its corresponding probabilistic
domain

ÐÑ
X ∈ V(X) ⊆ V(Rm), a Zonotope approximation abstract domain is a set

X# ∈ V(Z) ⊆ V(Rm) such that Z is the smallest Zonotope satisfies X ⊆ Z. The mappings
A and G form a pseudo inverse pair such that A ∶ V(Rm) Ñ V(Rm)

A(
ÐÑ
X) y ∑

c∈X
pcc + ∑

c∈Z,c∉X
0 « c (5.37)
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and G ∶ V(Rm) Ñ V(Rm)
G(X#) y ∑

c∈X
pcc (5.38)

.

We can see that in this approach we have constructed an appropriate Zonotope-
shaped approximation as [34] did in classic abstract interpretation. However, in
our framework, this Zonotope-shaped approximation does not make much contri-
bution to analysis by only assigning additional point entries with zero probability.
In next section we will discuss other approximation approaches that fit more to the
framework of probabilistic abstract interpretation.

5.2 Grids Approximation

We see that in real space we encounter the problem of infinity - since there are
infinitely many points in any closed area in Real space, the dimensions of both input
space and abstract element tend to be infinitely large, and hence we are forced to
handle vectors and matrices in dimension of infinity. We always wish to avoid this
situation. A possible approximation to avoid this is to use grids as abstract elements.
In the former example, instead of considering space R2, we can consider ϵZ2, where
ϵ gives the size of the grids to be chosen. Say, if we let ϵ to be 0.01, then the
grid size is 0.01 × 0.01, which means that we will have 100 × 100 points in a closed
space bounded by a Box of size 1 × 1(regardless of points on boundary lines - we
could have 101 × 101 points more specifically). In this way, each point represents
the local probability of the neighbor area, which still shows the probability density
distribution of the space. For convenience we always let xi − axis be one of the lines
of grids, which will determine the position of the whole grid. Now, if we consider
z1 in ϵZ2, we have in total 30301 points in this abstract element. That is, recall the
notation M used in the last subsection, instead of having limMÚ∞M points, we now
have M y 30301. Same as the input space X in ϵZ2. No matter what X is, N is finite
and computable. Therefore, we have A ∶ V(0.01Z2) Ñ V(0.01Z2)

A yMN×M yMN×30301 (5.39)

and so on for G. We know that any linear transformation in R2 is a bijective mapping
and ϵZ2 ⊂ R2, therefore, any linear transformation in ϵZ2 is also a bijective mapping.
So we can have

ÐÑ
f ∶ V(ϵZ2) Ñ V(ϵZ2)

ÐÑ
f yMN×N (5.40)

Similarly z2 in V(ϵZ2) contains 60401 points, so

A′ yMN×M yMN×60401 (5.41)

and so on for G′. Then we have f# ∶ V(ϵZ2) Ñ V(ϵZ2)

f# y A′
ÐÑ
f G (5.42)
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Similarly for ReLU# that we can now replace limMÚ∞M by finite and computable
numbers. The reason AI2 takes Zonotope as the abstract domain is that it is con-
cerning the robustness of a neural network, and having a sound yet precise abstract
element which over-approximates the input space is a good way to prove robustness.
In probabilistic abstract interpretation, we have a different objective. Probabilistic
abstract interpretation concerns more about density distribution of input space and
its change through propagation of a neural network. Therefore, it is more meaning-
ful to use other abstract domains to achieve the purpose. Following grid approxima-
tion, using a more sparse grid as an abstract domain is a fair choice. In this context,
let z1 in 0.01Z2 be an input space, that is, X y {x ∈ z1 ∣ x ∈ 0.01Z2)}. Then we let
the abstract domain be the space in Z2. We can choose different shapes of grids.
As an example, we choose the squares. That is, we abstract 10,000 points in each
1× 1 square in 0.01Z2 into a single point in the center of the square, and the value of
probability of which is the sum of all values of probabilities of 10,000 points. Say, if
we consider the coordinates x ∈ (−3,3) and y ∈ (−3,3), then

A yM490,000×49,G yM49×490,000 (5.43)

and A’, G’ are similar. A concrete element is a vector of length 490,000 and an ab-
stract element is a vector of length 49, with each entry being the value of probabili-
ties. We can see that an advantage of grid approximation is that it saves computation
complexity.

ÐÑ
f is very computationally consuming as 490,000 affine transformation

calculations are needed, while f# only makes 49 such calculations. To lift f to
ÐÑ
f ,

we perform an affine transformation f , and the result point will be the entry position
of
ÐÑ
f . Now let us define the grids approximation formally.

Definition 6 Given the concrete domain X ∈ P(Rm) and its corresponding probabilistic
domain

ÐÑ
X ∈ V(X) ⊆ V(Rm), a grids approximation abstract domain is X# ∈ V(Rm)

such that each grid < pn, c
#
n >∈ X# takes abstraction of all concrete points in it. The

mappings A and G form a pseudo inverse pair such that A ∶ V(Rm) Ñ V(Rm)

A(
ÐÑ
X) y A(∑

c∈X
pcc) y ∑

n

(∑
c∈gn

pc)c#n (5.44)

where gn is the n-th grid and c#n is the vector of centroid of gn, and G ∶ V(Rm) Ñ V(Rm)

G(X#) y G(∑
n

pnc
#
n ) y ∑

n
∑
c′∈gn

pc′c
′ (5.45)

.

5.2.1 Square Grids

A m-dimensional square grid g with size s can be defined by intervals in each dimen-
sion

g y Âa1, a1 + s] × Âa2, a2 + s] × ... × Âam, am + s] (5.46)
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To take an approximation of the data points in a concrete space, any concrete point
x y (x1, ..., xm) that is an interior point of the grid g such that

ai ≤ xi < ai + s, for all xi (5.47)

will be approximated to this grid as an abstract element. We say x ∈ g. That is, we
have Moore-penrose pseudo-inverse functions A and G such that

A(∑
x∈g

pxx) y (∑
x∈g

px)c#(g) y (∑
x∈g

px)(a1 +
s

2
, a2 +

s

2
, ..., an +

s

2
) (5.48)

for any interior point x of the grid g and c#(g) is the vector of the abstract element in

abstract domain, where we denote the value of c#(g) as the centroid coordinates of g.
Here we accumulate corresponding probabilities for all interior points of g to be the
corresponding probability of c#(g) such that

pg y ∑
x∈g

px (5.49)

Inversely, we have
G(pgc#(g)) y ∑

x′∈g
px′x

′ (5.50)

Therefore, instead of handling infinite points in a concrete space, we can directly
perform the computation on approximated grids in the abstract domain, and the
abstract transformer is straightforward f# ∶ C# ÑD#

f#(< pg, c#(g) >) y f(< pg, (a1 +
s

2
, a2 +

s

2
, ..., an +

s

2
) >)

y< pg, f(a1 +
s

2
, a2 +

s

2
, ..., an +

s

2
) >

(5.51)

which is the concrete function f mapping on the centroid of the grid. During the
abstract transformation, the corresponding probability inherits.

5.2.2 Sparser Grids

After taking a grids approximation of concrete space, sometimes it still costs too
many computations to perform transformation in abstract domain. In such a case,
we can take an even further approximation of current grids approximation, using
sparser grids. A m-dimensional sparser grid g′ with size S is

g′ y Âa′1, a′1 + S] × Âa′2, a′2 + S] × ... × Âa′m, a′m + S] (5.52)

where a smaller grid g y Âa1, a1 + s] × ...× Âam, am + s] with size s is an interior grid of
g′ such that

a′i ≤ ai, ai + s < a′i + S for all ai, a′i (5.53)

We say g ∈ g′. We also have a Moore-penrose pseudo-inverse function A′ and G′ such
that

A′( ∑
gn∈g′

pnc
#
(gn)) y ( ∑

gn∈g′
pn)c#(g′) y ( ∑

gn∈g′
pn)(a′1 +

S

2
, ..., a′n +

S

2
) (5.54)
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We still accumulate the corresponding probabilities of all interior grids of g′ to be
the corresponding probability of c#(g′) such that

pg′ y ∑
gn∈g′

pn (5.55)

and inversely
G(pg′c#(g′)) y ∑

gn∈g′
p(gn)c

#
(gn) (5.56)

In the second abtract domain we have abstract transformer f ′# ∶ C ′# ÑD′#

f ′#(< pg′ , c#(g′) >) y f(< pg′ , (a
′
1 +

S

2
, ..., a′n +

S

2
) >) (5.57)

.

5.2.3 Other Shapes

In addition to square grids, we can also have grids of different shapes, such as di-
amonds. Different shapes are suitable for different problem circumstances and will
lead to different accumulation of data points.
For example, in a diamond approximation, a n-dimensional diamond D with center
a and size s can be defined in the form of

D(a, s) y {x ∣
n

∑
i·1
∣xi − ai∣ ≤ s} (5.58)

where any concrete point x ∈ D(a, s) will be approximated to this diamond as an
abstract element.
We can also have a rectangle approximation with a n-dimensional hyperrectangle R
such that

R(s) y Âa1, a1 + s1] × Âa2, a2 + s2] × ... × Âan, an + sn] (5.59)

where s y (s1, ..., sn) is the size of R.

5.3 Distribution Approximation

Another practical choice of abstract domain in probabilistic abstract interpretation
is the distribution approximation. The distribution approximation approximates the
concrete space in its distribution which includes all concrete data plus the corre-
sponding probabilities. An abstract transformer in this case maps a distribution
following propagations of neural network layers. In other words, we consider a
distribution that propagates through the neural network in the abstract domain.

Definition 7 Given the concrete domain X ∈ P(Rm) and its corresponding probabilistic
domain

ÐÑ
X ∈ V(X) ⊆ V(Rm), a distribution approximation abstract domain is an

approximation function yp,X that best matches
ÐÑ
X , i.e. < p,X >. The mappings A and G

form a pseudo inverse pair that A ∶ V(Rm) Ñ V(Rm), A(
ÐÑ
X) y yp,X s.t. yp,X(c) y pc for

all c ∈ X, where
ÐÑ
X y ∑c∈X pcc, and G ∶ V(Rm) Ñ V(Rm), G(X#) y G(yp,X) y ∑c∈X′ p′cc

s.t. X ′ ∼ yp,X .
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In distribution approximation, different choices of function approximators can be
selected with respect to problem circumstance. Polynomials, radial basis functions,
or Fourier transform can be one of typical choices.

5.3.1 Polynomial Regression

Polynomials is one of the simplest approximators in such a regression problem. A
general polynomial model is in the form of

y y β0 + β1x + β2x2 + ... + βmxm + ϵ (5.60)

Or it can be written as a system of linear equations:

⎡⎢⎢⎢⎢⎢⎢⎢⎣

y1
y2
⋮
yn

⎤⎥⎥⎥⎥⎥⎥⎥⎦

y

⎡⎢⎢⎢⎢⎢⎢⎢⎣

1 x1 x2
1 ... xm

1

1 x2 x2
2 ... xm

2

⋮ ⋮ ⋮ ⋱ ⋮
1 xn x2

n ... xm
n

⎤⎥⎥⎥⎥⎥⎥⎥⎦

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

β0

β1

β2

⋮
βm

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

+

⎡⎢⎢⎢⎢⎢⎢⎢⎣

ϵ1
ϵ2
⋮
ϵn

⎤⎥⎥⎥⎥⎥⎥⎥⎦

(5.61)

which can also be written in matrix notation of

ÐÑy y X
ÐÑ
β +ÐÑϵ (5.62)

and we can find the least square solution

Ð̂Ñ
β y (X⊺X)−1X⊺ÐÑy (5.63)

We can now have the polynomials that approximate the concrete space. Recall the
definition of Probabilistic Abstract Interpretation, f in concrete space is an affine
function representing the forward propagation of the neural network layer, and
therefore we can have the abstract transformer f# in abstract domain mapping a
distribution to a distribution such that

f#(y(x)) y y(f−1(x)) (5.64)

5.3.2 Radial Basis Functions

Radial Basis Functions(RBFs) are real-valued functions whose value depends only
on the distance from a central point, typically expressed as

ϕ(x) y ϕ(∥x − c∥) (5.65)

where x is the input vector, c is the center, and ∥ « ∥ denotes a norm(often Eu-

clidean). Common RBFs include the Gaussian function ϕ(x, c) y e−
∥x−c∥2
2σ2 where σ

is a parameter that controls the width of the basis function, multiquadric function
ϕ(x, c) y

√
∥x − c∥2 + σ2, inverse multiquadric function ϕ(x, c) y 1√

∥x−c∥2+σ2
, or thin

plate spline function ϕ(x, c) y ∥x − c∥2 ln(∥x − c∥).
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More specifically, radial basis functions approximate the concrete space in a distribu-
tion with N centers. That is, if let original concrete space be x, and let the dimension
of probabilities be y, the approximation can be represented in the form of

y y
N

∑
i·1

aiϕ(∥x − c∥) (5.66)

where ai are the interpolation coefficients of the radial basis functions. Note that ai
can be computed once given a particular choice of N centers. To find the optimal
choice of centers, we want the loss function

RMS y

¿
ÁÁÀ 1

Ndata

Ndata

∑
i·1
(ymodeli − ydatai)2 (5.67)

to be minimized [48].
Once we have computed the radial basis functions that approximate the concrete
space, we can have the abstract transformer f# in the abstract domain mapping a
distribution to a distribution such that

f#(y(x)) y y(f−1(x)) (5.68)

Example Consider a one-dimensional example containing 13 concrete data points
being one-dimensional values {0.1,0.4,0.5,0.8,1.5,2.1,3.0,3.1,3.5,4.6,5.9,6.0,6.4}, and
together with their probabilities {0.072,0.076,0.08,0.073,0.036,0.014,0.02,0.012,
0.016,0.02,0.022,0.03,0.024} respectively. We say that we wish to approximate these
data points by radial basis functions with three centers. That is, we approximate
these data by

y y
3

∑
i·1

aiϕ(∥x − c∥) (5.69)

Also, let the radial basis functions be Gaussian functions

ϕ(∥x − c∥) y e−∥x−c∥2 (5.70)

We first have to decide which three centers to choose among the 13 data points. In
an exhaustive search, models must be constructed for every possible combination of
centers. In each case, we need to solve the system of linear equations

N

∑
i·1

aiϕ(∥xk − ci∥) y yk (5.71)

That is, in this case

⎛
⎜
⎝

ϕ(∥x1 − c1∥) ϕ(∥x2 − c1∥) ϕ(∥x3 − c1∥)
ϕ(∥x1 − c2∥) ϕ(∥x2 − c2∥) ϕ(∥x3 − c2∥)
ϕ(∥x1 − c3∥) ϕ(∥x2 − c3∥) ϕ(∥x3 − c3∥)

⎞
⎟
⎠

⎛
⎜
⎝

a1
a2
a3

⎞
⎟
⎠
y
⎛
⎜
⎝

y1
y2
y3

⎞
⎟
⎠

(5.72)

to get interpolation coefficients ai. Then the cost function are evaluated over the
full dataset, and the optimal model is selected with the smallest value of the cost
function. The total number of combinations in this case is

(13
3
) y 13!

3!(13 − 3)!
y 286 (5.73)
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Therefore, we exhaustively search for 286 choices of combinations of centers and
for each choice we compute loss function RMS which has been introduced above.
We finally find that the smallest value of cost function is achieved when the selected
combination of centers are (0.5,0.08), (3.0,0.02), (6.0,0.03), and the corresponding
RBFs is

y y 0.8 ∗ e−(x−0.5)2 + 0.2 ∗ e−(x−3)2 + 0.3 ∗ e−(x−6)2 (5.74)

Now say we have a very simple neural network layer with only one input node and
one output node such that

f(x) yWx + b y 2x + 1 (5.75)

Recall the framework of probabilistic abstract interpretation, in abstract domain, we
have

f#(X#) y f#(A(X)) y f#(y(X)) y y(f−1(X)) (5.76)

by formula of abstract transformer of the distribution approximation given above.
Then we can see that

y(f−1(X)) y 0.8 ∗ e−(x−12 −0.5)2 + 0.2 ∗ e−(x−12 −3)2 + 0.3 ∗ e−(x−12 −6)2 (5.77)

which is the distribution approximation after propagation of the layer.

Using radial basis functions as an abstract domain in probabilistic abstract inter-
pretation has several advantages. Firstly, radial basis functions is a powerful ap-
proximator which can well approximate any continuous function given appropriate
centers and parameters. Secondly, radial basis functions can capture the behavior of
the distribution with precise localized effects, which clearly shows the local features
of the distribution. Also, radial basis functions are a smooth approximation and can
fit well for composite affine functions.

5.3.3 Fourier Transform

The Fourier transform is another practical choice of an approximator for distribution
approximation. It is a mathematical operation that transforms a function of time (or
space) into a function of frequency. A Fourier transform F (ω) of its original function
f(t) is normally expressed as [49]

F (ω) y ∫
∞

−∞
f(t)e−jωtdt (5.78)

Or we can write it as the inverse Fourier transform

f(t) y ∫
∞

−∞
F (ω)ejωtdω (5.79)

For a probability distribution, the Fourier transform provides a characteristic func-
tion which encodes the distribution’s properties in the domain of frequency. That
is, it captures and grabs information from all different frequencies contained in this
original distribution. This is the same purpose for which the abstraction operation
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in Probabilistic Abstract Interpretation framework is seeking.
Note that since the Fourier transform captures features of frequency of a continu-
ous function, if the concrete space is not in such continuous form, it is necessary to
take abstraction of concrete space into a continuous distribution first, for example by
the radial basis function approximation, and then followed by the Fourier transform
approximation. That is, a two-step abstraction is taken in this framework of Proba-
bilistic Abstract Interpretation, and only the second abstract domain is considered.

C

D

C#
1

D#
1

C#
2

D#
2

f

A1

G1

A′1

G′1

f#

A2

G2

A′2

G′2

Figure 5.3: Probabilistic Abstract Interpretation with Two-Step Abstraction

Once we have obtained the Fourier transform that captures features of the dis-
tribution that approximate the concrete space, we can have the abstract transformer
f# in the abstract domain of frequency with respect to the propagation of the neural
network layer such that

f#(F (ω)) y F (g(ω)) (5.80)

where g(ω) is a function of the frequency change deduced from the affine function f .

Example Take the same example illustrated in radial basis functions approxima-
tion section that the distribution approximating concrete space is given by

y y 0.8 ∗ e−(x−0.5)2 + 0.2 ∗ e−(x−3)2 + 0.3 ∗ e−(x−6)2 (5.81)

and the one-input node neural network layer is

f(x) yWx + b y 2x + 1 (5.82)

We first take the Fourier transform of function y(x) such that

F (ω) y ∫
∞

−∞
y(x)e−jωxdx

y ∫
∞

−∞
(0.8 ∗ e−(x−0.5)2 + 0.2 ∗ e−(x−3)2 + 0.3 ∗ e−(x−6)2)e−jωxdx

y ∫
∞

−∞
0.8 ∗ e−(x−0.5)2e−jωxdx + ∫

∞

−∞
0.2 ∗ e−(x−3)2e−jωxdx + ∫

∞

−∞
0.3 ∗ e−(x−6)2e−jωxdx

(5.83)

let t1 y x − 0.5, t2 y x − 3, t3 y x − 6,

F (ω) y ∫
∞

−∞
0.8∗e−t21e−jω(t1+0.5)dt1+∫

∞

−∞
0.2∗e−t22e−jω(t2+3)dt2+∫

∞

−∞
0.3∗e−t23e−jω(t3+6)dt3

(5.84)
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Consider only the first term for convenience, and the other two are similar

F1(ω) y ∫
∞

−∞
0.8 ∗ e−t21e−jω(t1+0.5)dt1

y 0.8 ∗ ∫
∞

−∞
e−t

2
1cos(ω(t1 + 0.5))dt1 + 0.8 ∗ j ∫

∞

−∞
e−t

2
1sin(ω(t1 + 0.5))dt1

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
0

y 0.8 ∗ ∫
∞

−∞
e−t

2
1cos(ω(t1 + 0.5))dt1

y 0.8
√
πe−ω/4

(5.85)

where detailed deduction can be found in [50]. We can see that the Fourier trans-
form of a Gaussian distribution is still a Gaussian distribution. That is, this ab-
straction does not capture additional information, therefore in this case the Fourier
transform may not be an appropriate approximator.

Using the Fourier transform as a distribution approximator in probabilistic abstract
interpretation is especially powerful for capturing features of frequency including
amplitude, phase and harmonics which are three key components. It is also a uni-
versal approximator for the distribution function as any function can be regarded as
a periodic function by assuming that the period is infinitely long. However, it is still
more appropriate for approximating periodic functions. In addition, it is normally
used as a second-step abstraction, given that the concrete space has already been
approximated to a continuous function in the first-step abstraction.

5.4 Clusters Approximation

Clusters approximation is a choice of abstract domains where all possible concrete
input data points are clustered into a number of groups, and let only the centroid of
each group be the abstract element representing each group of concrete data points.
We can also say that grids approximation mentioned previously is a special kind of
clusters approximations.

Definition 8 Given the concrete domain X ∈ P(Rm) and its corresponding probabilistic
domain

ÐÑ
X ∈ V(X) ⊆ V(Rm), a clusters approximation abstract domain is X# ∈

V(Rm) such that each cluster < pn, c
#
n >∈ X# takes abstraction of all concrete points

classified into it. The mappings A and G form a pseudo inverse pair such that A ∶
V(Rm) Ñ V(Rm)

A(
ÐÑ
X) y A(∑

c∈X
pcc) y ∑

n

( ∑
c∈c(n)

wc,c(n)pc)c#n (5.86)

where c(n) is the n-th cluster, c#n is the vector of centroid of c(n), wc,c(n) is the weight of
classification, and G ∶ V(Rm) Ñ V(Rm)

G(X#) y G(∑
n

pnc
#
n ) y ∑

n
∑

c′∈c(n)
pc′c

′ (5.87)

.

Clustering is a typical unsupervised machine learning problem, and there are some
commonly used methods that can be also used in our framework.
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5.4.1 K-means

K-means clustering is an unsupervised machine learning algorithm used for parti-
tioning a dataset into a pre-defined number of groups. It operates by categoriz-
ing data points into clusters by using a mathematical distance measure, usually eu-
clidean, from the cluster center. The objective is to minimize the sum of distances
between data points and their assigned clusters. Data points that are nearest to a
centroid are grouped together within the same category.
To train and obtain a K-means clustering model, the first step is to initialize K cen-
troids, where K is equal to the number of clusters chosen for a specific dataset. Then
it is computed by a two-step iterative process based on the expectation-maximization
machine learning algorithm. The expectation step assigns each data point to its clos-
est centroid according to distance. The maximization step computes the mean of all
the points for each cluster and reassigns the cluster center, or centroid. This pro-
cess repeats until the centroid positions have reached convergence or the maximum
number of iterations has been reached.
Given the dataset x(1), ..., x(m) and the labels of data points c(1), ..., c(m), the algo-
rithm is as follows:
1. Initialize cluster centroids µ1, µ2, ..., µK ∈ Rn at random.
2. Repeat until convergence:

For every i, set c(i) ∶y argmin
k
∥x(i) − µk∥2. (5.88)

For each k, set µk ∶y
∑m

i·1 1{c(i) yy k}x(i)

∑m
i·1 1{c(i) yy k}

. (5.89)

Eventually, the iteration converges and we get K centroids of all K clusters. Recall
the framework of Probabilistic Abstract Interpretation, these K clusters c#1 , ..., c

#
K ∈

C# form the abstract domain C#. That is, there is an abstraction function A such
that

A({x(i) ∣ c(i) yy k}) y c#k (5.90)

for each k y 1, ...,K. Meanwhile, if given the probabilities that the data points
x(1), ..., x(m) are px(1) , ..., px(m), we have

pc#
k
y ∑

i

px(i){c(i) yy k} (5.91)

and the abstract transformer performing on an abstract element is in fact the con-
crete function performing on the cluster centroid f# ∶ C# ÑD#

f#(c#k ) y f(µk) (5.92)

for each k y 1, ...,K.

Example Let’s take the previously illustrated example. Given function f ∶ R2 Ñ R2

f(x) y (2 −1
0 1

)x (5.93)
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with input space X expressed by the Zonotope z1 ∶ Â−1,1]3 Ñ R2

z1(ϵ1, ϵ2, ϵ3) y (1 + 0.5ϵ1 + 0.5ϵ2,2 + 0.5ϵ1 + 0.5ϵ3) (5.94)

The geometric expression of the input space can be found in Figure 6.1. In this
input space, there are infinitely many data points equally distributed. Let us choose
number of clusters in this case to be two, and first randomly initialize two centroids
of clusters, say (0,1) and (2,3). Then the iteration step follows until it converges to
find two centroids of clusters. To simplify the process, let us say after a number of
iterations two centroids eventually converge to (1118 ,

29
18) and (2518 ,

43
18). That is, these

1

2

3

−1 1 2

Figure 5.4: Two centroids of clusters

two centroids as abstract elements take an approximation of the input space by

A({x(i) ∣ c(i) yy 1}) y c#1 y (
11

18
,
29

18
), A({x(i) ∣ c(i) yy 2}) y c#2 y (

25

18
,
43

18
) (5.95)

To compute layer propagation in the abstract domain, we have the abstract trans-
former performing on two centroids such that f# ∶ C# ÑD#

f#(c#1 ) y f(µ1) y (
2 −1
0 1

)(
11
18
29
18

) y (− 7

18
,
29

18
) (5.96)

f#(c#2 ) y f(µ2) y (
2 −1
0 1

)(
25
18
43
18

) y ( 7
18

,
43

18
) (5.97)

The corresponding probabilities of two centroids depend on the probabilities with

1

2

3

−2 −1 1 2

Figure 5.5: Two centroids of clusters after layer propagation
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which the input space is distributed. If the probability dimension is initialized with
a uniform distribution, then two converged centroids straightforwardly will have

pc#1
y ∑

i

px(i){c(i) yy 1} y
1

2
, pc#2

y ∑
i

px(i){c(i) yy 2} y
1

2
(5.98)

Note that after layer propagation the resulting coordinates of two centroids are
not equal to intuitive centroids of resulting shapes geometrically. That is because
the affine transformation changes the distances between the points and therefore
changes the density of the shape, which is not straightforward in infinitely dis-
tributed case. The two centroids as abstract elements in clustering approximation in
this case have better stored information from the previous layer.

5.4.2 Gaussian Mixture Model

The Gaussian mixture model(GMM) is another commonly used clustering method in
unsupervised machine learning. A Gaussian mixture model is a parametric probabil-
ity density function represented as a weighted sum of Gaussian component densities.
Unlike K-means which is a ‘hard’ clustering method which means that it will asso-
ciate each point to one and only one cluster, the Gaussian mixture model is a soft
clustering method used to determine the probabilities each data point belongs to
several possible clusters. Similarly to K-means, parameters of a Gaussian mixture
model are also estimated using iterative Expectation-Maximization algorithm from
training data.
More specifically, a Gaussian mixture is a function that is composed of K Gaussians,
identified by k ∈ 1, ...,K. Each Gaussian is comprised of a mean µk that defines its
center, a covariance Σk that defines its width, and a mixture weight wk that defines
how big or small the Gaussian function will be. That is, a Gaussian mixture model is
a weighted sum of K Gaussian densities as given by the equation [51]

p(x∣λk) y
K

∑
k·1

wkN(x ∣ µk,Σk) (5.99)

where λk y {wk, µk,Σk}, k y 1, ...,K is the notation of all parameters and each Gaus-
sian density is a Gaussian function of the form

N(x ∣ µk,Σk) y
1

(2π)D/2∣Σk∣1/2
e−

1
2
(x−µk)TΣ−1k (x−µk) (5.100)

where D is the number of dimensions of each data point. The mixture weights must
satisfy the constraint such that

K

∑
k·1

wk y 1 (5.101)

Given the dataset x(1), ..., x(m), the iterative expectation-maximization algorithm is
as follows:
1. E-step: for each data point x(i), compute rik the probability that it belongs to
cluster k

rik y
wkN(x(i) ∣ µk,Σk)

∑k′ wk′N(x(i) ∣ µk′ ,Σk′)
(5.102)
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2. M-step: for each cluster k, update its parameters using the rik computed from
previous step

mk y ∑
i

rik, wk y
mk

m
(5.103)

µk y
1

mk
∑
i

rikx
(i), Σk y

1

mk
∑
i

rik(x(i) − µk)T (x(i) − µk) (5.104)

Eventually, the iteration converges and the convergence is guaranteed. Again, in the
framework of Probabilistic Abstract Interpretation, these K Gaussians c#1 , ..., c

#
K ∈ C#

form the abstract domain C#, with

c#k y< µk,Σk,wk > (5.105)

If given the probabilities of the data points x(1), ..., x(m) are px(1) , ..., px(m), we have

pc#
k
y ∑

i

rikpx(i) (5.106)

and the abstract transformer is

f#(c#k ) y< f
#(µk), f#(Σk),wk >

y< Aµk + b,AΣkA
T,wk >

(5.107)

given that the neural network layer propagation is f(x) y Ax + b.

Example Again taking the function f ∶ R2 Ñ R2

f(x) y (2 −1
0 1

)x (5.108)

with input space X expressed by the Zonotope z1 ∶ Â−1,1]3 Ñ R2

z1(ϵ1, ϵ2, ϵ3) y (1 + 0.5ϵ1 + 0.5ϵ2,2 + 0.5ϵ1 + 0.5ϵ3) (5.109)

Assume that the input space again is uniformly distributed and we choose to have
two Gaussians(K y 2) in our Gaussian mixture model approximation. To simplify
the iteration process, we assume that the expectation-maximization step converges
at Gaussians N1((1118 ,

29
18), (

1
81 ,

1
81)) and N2((2518 ,

43
18), (

1
81 ,

1
81)) with w1 y 1

2 ,w2 y 1
2 . That

is, in this Gaussian mixture model approximation there are two abstract elements
that form the abstract domain

c#1 y< (
11

18
,
29

18
), ( 1

81
,
1

81
), 1
2
>, c#2 y< (

25

18
,
43

18
), ( 1

81
,
1

81
), 1
2
> (5.110)

And we have the abstract transformer performing on two Gaussians to compute layer
propagation in abstract domain such that f# ∶ C# ÑD#

f#(c#1 ) y< (
2 −1
0 1

)(
11
18
29
18

) ,(2 −1
0 1

)(
1
81
1
81

)(2 −1
0 1

)
T

,
1

2
>

y< (− 7

18
,
29

18
), ( 1

81
,
1

81
), 1
2
>

(5.111)
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f#(c#2 ) y< (
2 −1
0 1

)(
25
18
43
18

) ,(2 −1
0 1

)(
1
81
1
81

)(2 −1
0 1

)
T

,
1

2
>

y< ( 7
18

,
43

18
), ( 1

81
,
1

81
), 1
2
>

(5.112)

The corresponding probabilities of two abstract elements given that the probabilities
of data points are px(1) , px(2) ... are

pc#1
y ∑

i

ri1px(i) , pc#2
y ∑

i

ri2px(i) (5.113)

where ri1, ri2 are computed from the expectation-maximization iteration process in
the convergence state. Obviously, both tend to 1/2 in this problem setting. These
two corresponding probabilities are also corresponding probabilities of f#(c#1 ) and
f#(c#2 ) respectively such that

pc#1
y pf#(c#1 )

, pc#2
y pf#(c#2 )

(5.114)

as corresponding probabilities of abstract elements inherit during propagation by
abstract transformer.

5.5 Conclusions

In this chapter, we have introduced some typical abstract domains that we can
choose to analyze particular properties of a neural network. We started from Zono-
tope approximation that was expanded from existing related works about classical
abstract interpretation verification framework by [34]. We then introduced three
novel approximation approaches that were designed particularly for our probabilistic
framework, including grids approximation, distribution approximation and clusters
approximation. We gave concise formal definitions for each of these approxima-
tion approaches, the pseudo inverse mappings and discussed how the corresponding
abstract transformers would perform. In each approach, we introduced specific ap-
proximators for different circumstances. In grids approximation we introduced grids
with different shapes and sparsity. In distribution approximation we introduced dif-
ferent function approximators from polynomial regression, radial basis functions to
Fourier transform. In clusters approximation we introduced clustering methods in-
cluding K-means and Gaussian mixture model. These offer a wide variety of choices
for diversified analysis purposes.
However, it is always needed to explore more innovative and flexible approxima-
tion approaches. It is also worth work to discuss about suitable approximation ap-
proaches for problem scenarios in reality such as visual or audio related problems.
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Chapter 6

Experiments

In this chapter, we will show some applications of our theoretical framework in real-
world examples. We will also show applications of different abstract domains in
different circumstances.

6.1 Australia Rain Prediction

This example makes use of weather data collections of Albury in Austrilia to obtain
a model which predicts rainfall condition the next day. The grids approximation is
selected as an abstract domain to analyze in the framework of probabilistic abstract
interpretation.

6.1.1 The Dataset

We obtain an open-source dataset ‘Rain in Australia’ from Kaggle https://www.kagg-
le.com/datasets/jsphyg/weather-dataset-rattle-package, collected by Young et al. The
original source is from observations gathered from a multitude of weather stations,
offered by Bureau of Meteorology Australian Government http://www.bom.gov.au/
climate/data.
The dataset comprises about 10 years of daily weather observations from numerous
locations across Australia. Whether it will rain tomorrow is the target variable to
predict. We say it rains if the rainfall for that day is 1mm or more. The dataset
contains weather data from many different places/cities in Austrilia. For simplicity,
here we only take the first city, Albury, to train our neural network. The dataset
contains weather data of different dimensions, including temperature, windspeed,
sunshine, humidity, pressure, cloud, etc. For simplicity, here we only take three vari-
ables ‘Minimum Temperature’, ‘Maximum Temperature’ and ‘Wind Gust Speed’ to
train our neural network. Therefore, our training set contains in total 3040 days of
data in Albury, and for each day it has three variables. We let each corresponding
day’s ‘Rainfall’ to be our labeled output - it is a real value, and we say it rains if the
value is 1mm or more. In preprocess, we preclassify ‘rainfall’ into either 0 or 1 by its
value. As the original data contains some NA values, we also pre-transform all NA
values into 0.
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Figure 6.1: Left: Sectioned dataset of rain in Austrilia. Right: Configuration of trained
model using sectioned dataset.

6.1.2 The Model

We design our model to be a 3-3-3-1 fully connected neural network. That is, given
3 dimensional inputs, it contains three layers where first two are 3-unit dense layers
with ReLU activation function and final layer outputs one single unit with Sigmoid
activation function. Therefore, each of dense layers has 12 weights and the final
layer contains 4 weights, so in total we have 28 weights in this network. We choose
Adam as our Optimizer and binary cross-entropy as our Loss Function. During train-
ing, we set our training epoch to 20. In the final epoch of training, our model
achieved metrics 0.8200 and loss 0.4596.

6.1.3 Probability Initialization

To analyze the model using a probabilistic abstract interpretation framework, we
take the probability density into consideration. It begins from the initialization of
the density of the input space. A straightforward way is to find an approximation of
probability density from a training set, assuming that the training set is a sufficient
sampling. More specifically, we have 3040 data points in our sectioned training
set. Say, if an instance of data point only occurs once in this set, its corresponding
probability will be 1

3040 . Any possible data point that has not occurred in the training
set will be issued with zero probability.

6.1.4 Grids Approximation

Given the trained model, we know that, in principle, any combination of temperature
and wind speed may occur on some day, so there are uncountably many possible
inputs. We cannot exhaustively run them. We can use a probabilistic version of the
abstract interpretation framework to analyze the trained model. To do that, we need
to first choose our abstract domain.
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One approach is to use grids approximation. We analyze the model through three
different kinds of grids approximations. For all three kinds, we set the lower bound
of the grids as the minimum value of each variable that has occurred in the training
set and set the upper bound of grids as the maximum value of each variable has
occurred in the training set. The abstract domain with lowest sparsity is the smallest
grid size we can have, where each is in size 0.1∗0.1∗1(0.1 in ‘Minimum Temperature’,
0.1 in ‘Maximum Temperature’ and 1 in ‘Wind Gust Speed’). This is in fact a 3-
dimensional hyperrectangle(or cube) such that

R((0.1,0.1,1)) y Âa1, a1 + 0.1] × Âa2, a2 + 0.1] × Âa3, a3 + 1] (6.1)

To approximate the entire concrete domain into this size of grids, we will have in
total 14,908,096 grids. This amount of grids is still very computation consuming and
infeasible to be tested one by one. Therefore we need a sparser grids approximation.
Recall the framework of sparser grids approximation, we take a further abstraction
of current abstract domain, with each grid at this point to be in size 1 ∗ 1 ∗ 10. That
is, a 3-dimensional sparser hyperrectangle R′ with size (1, 1, 10) is

R′ y Âa′1, a′1 + 1] × Âa′2, a′2 + 1] × Âa′3, a′3 + 10] (6.2)

where R((0.1,0.1,1)) is an interior grid of R′. In this abstract domain, we have
15,840 abstract elements(i.e. grids). This is much less computation-consuming, and
it can show some relations between input variables and predictions. So, this could
be a possible choice of abstract domain. However, we can also try an even sparser
grids approximation, with each grid being size 10 ∗ 10 ∗ 50

R′′ y Âa′′1 , a′′1 + 10] × Âa′′2 , a′′2 + 10] × Âa′′3 , a′′3 + 50] (6.3)

where R′((1,1,10)) is an interior grid of R′′. In this case, we only have in total 60
abstract elements. This could be a possible choice.
To connect theoretical framework with realistic meaning in example, we can also
set abstract elements defined by concepts ‘cold/warm/hot minimum temperature,
cold/warm/hot maximum temperature, windy or not windy’, keeping each being
the same size. For example, the very first abstract element represents ‘cold min-
imum temperature, cold maximum temperature and not windy weather’. In this
approximation, we have only 18 abstract elements. This could also be a possible
choice of an abstract domain and shows the relations between the input variables
and the predictions. In particular, it shows ‘hot’ minimum temperature will likely
give a rain prediction, and ‘windy’ weather will likely give a rain prediction.

Each abstraction in this process will not only map a set of points into a centroid of a
single abstract element but will also accumulate probabilities of the set of all points.
The resulting corresponding probability of the abstract element is the sum of these
probabilities. Given the probability initialization from the data, we have the proba-
bility density of the concrete input space. Therefore the probability density of each
grids approximation can be computed. For example, in the last grids approximation,
a combination of a cold minimum temperature, a cold maximum temperature and a
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Figure 6.2: three different abstract domains of grids approximation in rain prediction
example, where each dot representing centre point of a grid

Figure 6.3: the 3rd grids approximation with initial probability distribution represented
by heat map colors

not windy weather has probability 0.78%. This is a relatively low probability, show-
ing that a weather like this is relatively rare. The most common weather is actually
with a warm minimum temperature, a hot maximum temperature and a not windy
weather, in Albury, which occupies 56.55% of the whole training set. The prediction
of a high probability grid is more important because it occurs very common. In con-
trast, some weather only has less than 0.1% probability to occur, and it is negligible
to consider when computation ability is limited.

Now in framework of probabilistic abstract interpretation, we have discussed Moore-
Penrose pseudo-inverse pairs A and G, which are mappings between concrete space
and abstract domain of grids of different sparsity. In specific matrix representation,
we transform all entries of concrete data points or dense grids into single entry of
the sparse grid that contains them, and sum up all probabilities of concrete points
or dense grids to be the corresponding probability of the sparse grid. Then what
remains is the function f and the abstract transformer f#. They both are affine
mappings following the layer propagation of the neural network, from taking the
coordinate value of centroid of each grid.
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Given the weights of the trained model, the function f of the first layer is

f(x) y
⎛
⎜
⎝

−0.63 0.69 0.79
0.61 −0.54 −0.53
−0.07 −0.40 −0.71

⎞
⎟
⎠
x +
⎛
⎜
⎝

−0.25
−0.28
0.43

⎞
⎟
⎠

(6.4)

rounding up to two decimal places. Hence, the abstract transformer for the first grid
approximation R((0.1,0.1,1)) will then be

f#(c#(g1)) y f((a1 + 0.05, a2 + 0.05, a3 + 0.5))

y
⎛
⎜
⎝

−0.63 0.69 0.79
0.61 −0.54 −0.53
−0.07 −0.40 −0.71

⎞
⎟
⎠

⎛
⎜
⎝

a1 + 0.05
a2 + 0.05
a3 + 0.5

⎞
⎟
⎠
+
⎛
⎜
⎝

−0.25
−0.28
0.43

⎞
⎟
⎠

(6.5)

for all grids where a1, a2, a3 denotes the lower bounds of an arbitrary grid in this
approximation. For example, taking one grid Â1.1,1.2] × Â10.9,11.0] × Â28,29] which
takes the abstraction of all concrete points contained inside, we have a1 y 1.1, a2 y
10.9, a3 y 28, and propagation in abstract domain will be

f#((1.15,10.95,28.5)) y
⎛
⎜
⎝

−0.63 0.69 0.79
0.61 −0.54 −0.53
−0.07 −0.40 −0.71

⎞
⎟
⎠

⎛
⎜
⎝

1.15
10.95
28.5

⎞
⎟
⎠
+
⎛
⎜
⎝

−0.25
−0.28
0.43

⎞
⎟
⎠

y
⎛
⎜
⎝

29.10
−20.60
−24.27

⎞
⎟
⎠

(6.6)

The function following f is the activation function ReLU. In grids approximation the
abstract transformer of ReLU, ReLU#, is applying ReLU on centroids of grids, so it
is simply

ReLU#(f#(c#(g1))) y ReLU(f((a1 + 0.05, a2 + 0.05, a3 + 0.5))) (6.7)

for all grids. In the above example this will be

ReLU#(
⎛
⎜
⎝

29.10
−20.60
−24.27

⎞
⎟
⎠
) y
⎛
⎜
⎝

29.10
0
0

⎞
⎟
⎠

(6.8)

Similarly for the propagation of layer 2 and layer 3. Finally, the propagation of this
grid through the whole model in abstract domain gives 0.22. This is a value close to
0, so the classifier gives ‘will not rain’ for this grid.
For abstract transformers of other sparser grids approximations, the computation is
similar. In approximation R′((1,1,10)) we have

f ′#(c′#(g2)) y f((a
′
1 + 0.5, a′2 + 0.5, a′3 + 5)) (6.9)

for all grids, and so on for further approximations R′′ etc.
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6.1.5 Discussion

In this example, there are uncountably many possible data of weather observations.
Grids approximation takes appropriate abstraction of the possible input space. In
each grid, all possible weather data are close to each other and will likely cause the
same weather prediction the next day. We are able to deduce only on the limited
abstract elements and to see the relationships between a particular kind of weather
data and next day prediction. According to corresponding probabilities, we can also
tend to analyze more carefully about the weather data that are commonly observed,
and to pay less attention on those that are rarely observed.
By applying the analysis framework, we firstly can have a clear data flow track
inside the given neural network. In above example we took the grid Â1.1,1.2] ×
Â10.9,11.0] × Â28,29] in input space which was a representative of all possible input
values bounded by this grid. We tracked flow of this grid through three layers, seeing
neuron values at hidden layers, and was classified by ‘will not rain’ at output layer.
It is reasonable to claim that neighbor input values will have a close data flow in this
problem, as it is continuous and smooth with respect to change in neighborhood. As
the abstract transformer outputs (29.10,0,0) in layer 1, we can claim that all possible
values in this grid will result in (x2

1,0,0) where x2
1 ≈ 29.10 in layer 1. We can also

claim that all possible values in this grid will result in x4 ≈ 0.22 and hence will be
classified as ‘will not rain’.
Secondly, we can prove the neural network is robust to give a constant output in
a major probability(> ρ, while ρ is the threshold an analyzer concerns about). A
hot minimum and maximum temperature with a windy weather will highly likely to
give a rain prediction. Although this is not a sound robustness, it offers additional
information in context of probability that may all be needed by an analyzer.

6.2 Hand-written Digit Image Classification

This example takes a MNIST(“Modified National Institute of Standards and Technol-
ogy”) handwritten digit classifier, which identifies digits from handwritten images.
MNIST hand-written digit classification is a classic computer vision problem. We
take this example to illustrate the probabilistic abstract interpretation framework on
the convolutional neural network, and the grids approximation is selected as the
abstract domain.

6.2.1 The Dataset

We obtain an open-source dataset ‘MNIST Digit Dataset’ from Kaggle https://www.
kaggle.com/competitions/digit-recognizer. The dataset contains about 40,000 hand-
written images of digits. Each image is 28 pixels in height and 28 pixels in width,
for a total of 784 pixels in total. Each pixel has a single pixel-value associated with
it, indicating the lightness or darkness of that pixel, with higher numbers meaning
darker. This pixel-value is an integer between 0 and 255, inclusive.
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Figure 6.4: Left: Model architecture of digit classifier. Right: Model configuration of
digit classifier.

6.2.2 The Model

We design our model to be an eight-layer convolutional neural network, consisting
of two 28×28×32 convolutional layers with 5×5 filter followed by a 2×2 max-pooling
layer, and then another two 14×14×64 convolutional layers with 3×3 filter followed
by a 2 × 2 max-pooling layer, and finally two dense layers, respectively. In total, the
network contains 887,530 parameters. We choose RMSprop as our Optimizer and
categorical cross entropy as our Loss Function. In the final epoch of training, our
model achieved metrics 0.8917 and loss 0.3446.

6.2.3 Probability Initialization

To analyze the model by probabilistic abstract interpretation framework, we ini-
tialize density distribution of input space. We can again find an approximation of
probability density from the training set, assuming that the training set is a sufficient
sampling. More specifically, we have 40,000 data points in this training set. Say, if
an instance of data point only occurs once in this set, its corresponding probability
will be 1

40000 . Any possible data point that has not occurred in the training set will be
issued with zero probability.

6.2.4 Grids Approximation

Given an input image has 784 pixels and each pixel has 256 pixel values, we know
that there are 256784 possible input images which is a tremendously huge number and
we cannot exhaustively run them. To analyze by probabilistic abstract interpretation
framework, we first need to choose appropriate abstract domain.
A straightforward approach we can take is grids approximation. We can analyze
the model through different kinds of grids approximations, with different sparsity.
The concrete space is a 784-dimensional space with an integer value between 0 and
255 in each dimension. We can take an arbitrary abstract domain that takes the
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abstraction of concrete space. For example, we can take a grid of size 16784 as an
abstract element, that is, a 784-dimensional square grid such that

g1 y Âa1, a1 + 16] × Âa2, a2 + 16] × ... × Âa784, a784 + 16] (6.10)

with lower bound inclusive and upper bound exclusive in each interval. Therefore,
to approximate the entire concrete domain into this grid size, we will have in total
(25616 )784 y 16784 grids. This amount of grids is still very computation consuming. To
make the approximation fit better, we can also reduce the dimensionality. That is,
we align a group of dimensions with the same pixel values(in this problem, say, we
align neighborhood pixels so that we analyze in lower resolution). If we align each
neighborhood of 4×4 pixels in a square, we can then have a grid approximation with
each grid of size 1649 such that

g2 y Âa1, a1 + 16] × Âa2, a2 + 16] × ... × Âa49, a49 + 16] (6.11)

with lower bound inclusive and upper bound exclusive in each interval. This now
looks much better; however, in fact, it is still a huge number. To reduce this number
we can take more sparsity in both sides. Say we further double grid size and also
combine a neighborhood of 7 × 7 pixel in a square. This will result in

g3 y Âa1, a1 + 32] × Âa2, a2 + 32] × ... × Âa16, a16 + 32] (6.12)

This remains in total 816 grids. To even further simplify, we can classify each pixel-
value into only two categories, being value 0 as dark and 255 as bright respectively.
A grid in this case is 16-dimensional, and each dimension has two choices of values.

g4 y Âa1, a1 + 128] × Âa2, a2 + 128] × ... × Âa16, a16 + 128] (6.13)

Therefore, in total, we have 216 grids in this approximation.
So far we have discussed abstract domains of different sparsity, as well as Moore-
Penrose pseudo inverse pairs A and G. Recall in grids approximation, function in
concrete space f and abstract transformer f# are both affine mappings, taking coor-
dinate value of centroid of each grid. In this case, f# of one of filters in first layer is
a 28 × 28 matrix in form of

f# y
⎛
⎜⎜⎜
⎝

g11 g12 g13 0 ... 0 g21 g22 g23 0 ... g31 g32 g33 0 ...
0 g11 g12 g13 ... 0 0 g21 g22 g23 ... 0 g31 g32 g33 ...
0 0 g11 g12 ... 0 0 0 g21 g22 ... 0 0 g31 g32 ...
⋮ ⋮ ⋮ ⋮ ⋱ ⋮ ⋮ ⋮ ⋮ ⋮ ⋱ ⋮ ⋮ ⋮ ⋮ ⋱

⎞
⎟⎟⎟
⎠

(6.14)
where the convolution size is 3 × 3.
By taking approximation g4 and computing some of representative grids through
propagation with abstract transformers, we can see that, for example, the model
will more likely recognize a bright top-left corner as a feature of digit ‘3’, and will
more likely recognize a bright bottom-right corner as a feature of digit ‘2’ or ‘9’.
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6.2.5 Discussion

In this example, there are a huge number of possible input images. Grids approx-
imation takes appropriate abstraction of the input space. In each grid, all images
with close pixel values will likely cause the same prediction of digit. We are able to
deduce only on the limited abstract elements and to see the relationships between a
particular group of images with similar features and the prediction.
We also compare this illustration with the work in [34]. [34] gives an example of a
classical abstract interpretation analyzer to prove robustness against brightening at-
tack on the MNIST digit classifier, where the analyzer can prove whether a network
corrects classification under attack which perturbs an image by changing all pixels
above a particular threshold to the brightest possible value. In this case, probabilistic
abstract interpretation aims for different purposes. It shows probability density flow
of all possible inputs and analyzes how the neural network works given input with
different features.
In this case, the probabilistic abstract interpretation framework also helps to prove
robustness of the neural network in context of major probability(> ρ). Given by
the most sparse grids approximation that the abstract transformer transforms a
bright(brightness y a) top-left corner grid into an output of digit ‘3’, we can claim
that any brighter(brightness > a) top-left corner grid will be high likely(> ρ) trans-
formed into an output of digit ‘3’. The property of robustness in major probability,
although not sound, may be helpful for this neural network analysis.
Secondly, the framework offers an analysis of interpretability of the neural network,
showing whether it is aligned with human’s way to make this classification. For ex-
ample, a horizontally consecutive bright sequence of grids at bottom classified into
output of digit ‘2’ by abstract transformer is aligned with human’s understanding, as
a bottom horizontal line is a key feature of digit ‘2’ a human will recognize. However,
a bright bottom-right corner as a feature of digit ‘9’ is not aligned with human’s un-
derstanding. In this case, an alternative neural network with different architecture
may be trained and analyzed if interpretability is sought for.

6.3 GPA Predictor

In this example, we explore the relationships between student GPAs and factors that
include student IQ and study hours. We take a distribution approximation to illus-
trate analysis of this GPA predictor model in the framework of probabilistic abstract
interpretation.

6.3.1 The Dataset

The dataset is merged by two distinct datasets, with one containing information
about student GPAs and IQs and the other detailing GPAs and study hours per week.
The first dataset contains 78 observations of pairs of students’ GPAs and IQs, while
the second dataset offers a sample of 193 undergraduate students who took an in-
troductory statistics course in 2012 at a private US university with their GPAs and
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study hours per week. Data cleaning and pre-processing is taken to handle missing
values and duplicate rows. Since GPAs are in different scaling in two datasets, nor-
malization is taken for purpose of alignment, so that GPA ranges from 0 to 4 points.
The IQ values that appear in the dataset are between 72 and 136.

6.3.2 The Model

We design our model to be a fully connected 2-2-2-1 neural network, containing
three layers with the ReLU activation function, and the final layer outputs one single
unit with sigmoid activation function. In total, we have 25 weights in this neural
network. We choose Adam as our Optimizer and cross-entropy as our Loss Function.

6.3.3 Probability Initialization

To analyze the model by probabilistic abstract interpretation framework, we initial-
ize the probability density of the input space. Since the dataset is relatively small,
the approximation of density distribution of occurrences may not properly represent
real distribution of all possible data points potentially in input space. Fortunately, we
have prior knowledge that IQ value follows a Gaussian distribution, hence we can
take it as initialized distribution and estimate the parameters of distribution from
the given dataset. Therefore, we can obtain probability initialization of IQ values

XIQ ∼ N(108.92,13.092) (6.15)

Students’ study hours can also be regarded as Gaussian distributed. Since in practice
most of students study a moderate amount and there is a smaller group studying ex-
cessively, we can approximate it by a Gaussian distribution with a mean of moderate
study hours. We approximate the distribution parameters from the given dataset and
assume that it is the case of all possible data of the student study hours. That is,

Xhours ∼ N(17.48,11.382) (6.16)

Therefore, the combination of two distributions in two-dimensional follows a bivari-
ate Gaussian distribution

X ∼ N2((
108.92
17.48

) ,(13.09
2 0

0 11.382
)) (6.17)

as IQ values and study hours are independent factors.

6.3.4 Distribution Approximation

To analyze the model by probabilistic abstract interpretation framework, we first
choose the appropriate abstract domain. In this example approximation of distri-
bution of input space has already been taken, and we can choose distribution ap-
proximation as abstract domain. Given from probability initialization that the input
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Figure 6.5: Left: Probability density initialization of IQ and study hours following two-
dimensional Gaussian distribution. Right: Probability density distribution after layer 1.

space follows a bivariate Gaussian distribution, we approximate the input space by
its probability density function

yXIQ,Xhours
y yXIQ

« yXhours

y 1

2πσXIQ
σXhours

e
−
(xIQ−µXIQ

)2

2σ2
XIQ

−
(xhours−µXhours

)2

2σ2
Xhours

y 1

297.93π
e−

(xIQ−108.92)2
342.70

− (xhours−17.48)
2

259.01

(6.18)

which is the abstract element. This is a Moore-Penrose pseudo-inverse that takes an
abstraction of input space into one single abstract element. Once we have a probabil-
ity density function that approximates the concrete space, we can have the abstract
transformer f# in the abstract domain that maps a distribution to a distribution

f#(y(x)) y y(f−1(x)) (6.19)

From the trained model, we can get weights for the first layer which are

f(x) yW1x + b1 y (
0.42 −0.65
−0.91 −0.79)(

xIQ

xhours
) + (−0.02

0.
) (6.20)

We know that if X ∼ N(µ,Σ), then AX+ b ∼ N(Aµ+ b,A2Σ). Therefore, after the first
layer

W 1X + b1 ∼ N(W 1 (108.92
17.48

) + b1, (W 1)TW 1 (13.09
2 0

0 11.382
))

∼ N(( 34.36
−112.93) ,(

131.94 31.08
58.26 157.99

))
(6.21)
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It turns out that the probability density function becomes

f 1#(yXIQ,Xhours
) y 1

297.93π
e−

(0.42xIQ−0.65xhours−108.94)2
342.70

−
(0.91xIQ−0.79xhours−17.48)2

259.01

y c#1
(6.22)

as the abstract element transformed by an abstract transformer. This is a bivariate
Gaussian distribution in which the parameters change after the propagation of the
layer. We can continue to apply an abstract transformer for other layers similarly,
so that the propagation of probability density function in abstract domain takes ab-
straction and represents propagation of concrete data points in concrete domain.

6.3.5 Discussion

In this example, we illustrate the distribution approximation which gives appropriate
abstraction of input space that we cannot exhaustively test on. We take a bivariate
Gaussian distribution to approximate the data according to features of dataset.
We can have abstract transformers for different layers by extracting weights of trained
model, and we apply abstract transformers on the probability density distribution to
see the change of distribution during propagation.
The example is simple that it has only a few dimensions of features. The bivariate
Gaussian distribution is also a simple distribution that can be taken to approximate.
In the context of higher dimension and more complicated density distributions, the
computation might be much harder. This can be viewed as a starting point for an
illustration of how a distribution approximation works in the framework.
In distribution approximation, we can always map from abstract domain back to
concrete domain by sampling. This is a straightforward pseudo inverse function G.
Sampling will always give us an appropriate set of concrete data points in need.
One benefit to use the probabilistic abstract interpretation framework with a distri-
bution approximation in this case is the ability to give an analysis of a complete set
of possible data, while the real dataset is limited. The distribution approximation is
able to simulate all possible data, in this case by an initialization of bivariate Gaus-
sian distribution. Another benefit of distribution approximation here is that only a
single abstract element needs to be considered instead of testing on all possible val-
ues of student IQs and study hours. Also, the distribution approximation is able to
keep as much information from concrete dataset as possible.

6.4 Wine Quality Classification

This example classifies wine by quality according to its key chemical attributes. The
clusters approximation is selected as an abstract domain to analyze in the framework
of probabilistic abstract interpretation.
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Figure 6.6: Left: K-means clustering(K=3) of the dataset shown in first two dimen-
sional. The three centroids are shown in red dots. Right: Gaussian Mixture Model(K=3)
predictions of the dataset shown in first two dimensional. The three means are shown
in red dots.

6.4.1 The Dataset

This dataset contains 1,000 synthetic wine samples, each described by four key
chemical features: level of fixed acidity, sugar level remaining after fermentation,
alcohol content(%) of the wine, and liquid density of the wine sample. Each sample
is labeled with a wine quality class (low, medium, or high) based on a simulated
quality scoring system. In total there is around 34(%) of wine samples labeled as
high quality, 36(%) of wine samples labeled as medium quality and 30(%) of wine
samples labeled as low quality.

6.4.2 The Model

We design our model to be a fully connected 4-4-4-1 neural network. It contains
four layers, including two dense layers with the ReLU activation function, and the
final layer outputs a single unit with the softmax activation function. Therefore,
each of dense layers has 20 weights and the final layer contains 5 weights, so in
total we have 45 weights in this network. We choose Adam as our Optimizer and
cross-entropy as our Loss Function.

6.4.3 Probability Initialization

To analyze the model by probabilistic abstract interpretation framework, we initial-
ize the probability density of the input space. We find an approximation of prob-
ability density from the training set, assuming that the training set is a sufficient
sampling. More specifically, we have 1,000 data points in our sectioned training
set, and any instance of data point which occurs once in this set has corresponding
probability 1

1000 . Any possible data point that has not occurred in the dataset will be
issued with zero probability.
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6.4.4 Clusters Approximation

In principle, there are uncountably many possible combinations of chemical features
of wine, and we cannot exhaustively run them. To analyze the model by probabilis-
tic abstract interpretation framework, we first need to choose appropriate abstract
domain.
In this case, we choose clusters approximation as abstract domain. Because in prob-
ability initialization, we initialize data points that have occurred in dataset with
probability in uniform distribution, and those that have not occurred in dataset with
zero probability, we ignore data with zero probabilities in clustering because it has
no affect in accumulation of probability dimension. That is, we categorize the entire
dataset into K clusters. We can let K y 3 and we can take K-means clustering. That
is, given the dataset x(1), ..., x(1000) and the labels of data points c(1), ..., c(1000), we
first initialize cluster centroids µ1, µ2, µ3 randomly and iterate by K-means algorithm
until convergence.
Eventually we get µ1 y (10.062,12.139,11.056,0.997), µ2 y (7.022,5.049,10.873,0.998),
µ3 y (10.062,12.139,11.056,0.997), which are values of abstract elements c#1 , c#2 , c#3 .
We also have

pc#1
y ∑

i

px(i){c(i) yy 1} y 0.001 × 389 y 0.389 (6.23)

and pc#2
y 0.295, pc#3 y 0.316. That is, we have a Moore-Penrose pseudo-inverse that

takes an abstraction of input space into three abstract elements, each representing
a group of possible data points, respectively. We also know that the abstract trans-
former that performs on abstract elements is f# ∶ C# ÑD#

f#(c#k ) y f(µk) (6.24)

and we can obtain f from the trained model that

f(x) y
⎛
⎜⎜⎜
⎝

0.004 −0.759 −0.689 0.492
−0.649 0.512 0.712 0.176
−0.213 −0.367 0.491 0.222
−0.775 −0.320 −0.261 0.598

⎞
⎟⎟⎟
⎠
x +
⎛
⎜⎜⎜
⎝

0.
−0.062
−0.082
0.077

⎞
⎟⎟⎟
⎠

(6.25)

for first layer, and so on. We can perform abstract transformers of all layers on each
abstract element throughout the model. Performing on c#1 will output a set of prob-
abilities indicating highest likeliness being ‘medium’ quality.
We can also try clusters approximation when K y 9. By applying the same algorithm,
we can get nine centroids µ1, ..., µ9, and therefore we get abstract elements c#1 , ..., c

#
9

with their corresponding pc#1
, ..., pc#9

. We again perform abstract transformers of all
layers on each of nine abstract elements to find which level of quality each group of
features of wine will be classified to be.
Another approach of clusters approximation is clustering by Gaussian Mixture Model.
Similarly to K-means, parameters of a Gaussian mixture model are also estimated
using iterative Expectation-Maximization algorithm. Let K y 3, we obtain three
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Gaussians from the dataset such that the abstract element of the first Gaussian is

c#1 y< µ1,Σ1,w1 >

y<
⎛
⎜⎜⎜
⎝

12.367
10.858
11.124
0.997

⎞
⎟⎟⎟
⎠
,

⎛
⎜⎜⎜
⎝

4.246 −0.469 0.019 0.000
−0.469 7.112 0.126 0.000
0.019 0.126 3.235 0.001
0.000 0.000 0.001 0.000

⎞
⎟⎟⎟
⎠
,0.342 >

(6.26)

Rounding to three decimal places, and similar for abstract elements of other Gaus-
sians c#2 , c

#
3 . We also have abstract transformer f# for the first layer given the first

layer is f 1(x) y Ax + b

f#(c#1 ) y< f#(µ1), f#(Σ1),w1 >
y< Aµ1 + b,AΣ1A

T,w1 >

y<
⎛
⎜⎜⎜
⎝

0.004 −0.759 −0.689 0.492
−0.649 0.512 0.712 0.176
−0.213 −0.367 0.491 0.222
−0.775 −0.320 −0.261 0.598

⎞
⎟⎟⎟
⎠

⎛
⎜⎜⎜
⎝

12.367
10.858
11.124
0.997

⎞
⎟⎟⎟
⎠
+
⎛
⎜⎜⎜
⎝

0.000
−0.062
−0.082
0.077

⎞
⎟⎟⎟
⎠
,

⎛
⎜⎜⎜
⎝

0.004 −0.759 −0.689 0.492
−0.649 0.512 0.712 0.176
−0.213 −0.367 0.491 0.222
−0.775 −0.320 −0.261 0.598

⎞
⎟⎟⎟
⎠

⎛
⎜⎜⎜
⎝

4.246 −0.469 0.019 0.000
−0.469 7.112 0.126 0.000
0.019 0.126 3.235 0.001
0.000 0.000 0.001 0.000

⎞
⎟⎟⎟
⎠

⎛
⎜⎜⎜
⎝

0.004 −0.759 −0.689 0.492
−0.649 0.512 0.712 0.176
−0.213 −0.367 0.491 0.222
−0.775 −0.320 −0.261 0.598

⎞
⎟⎟⎟
⎠

T

,0.342 >

y<
⎛
⎜⎜⎜
⎝

−15.366
5.567
−1.018
−15.289

⎞
⎟⎟⎟
⎠
,

⎛
⎜⎜⎜
⎝

5.767 −4.698 0.796 2.083
−4.698 5.679 0.311 0.406
0.798 0.311 1.808 0.943
2.083 0.406 0.943 3.295

⎞
⎟⎟⎟
⎠
,0.342 >

(6.27)

and so on for other layers.
We can also try a larger number K of Gaussians, in which case we will have a larger
number of abstract elements, each of which takes abstraction of a smaller group of
data points.

6.4.5 Discussion

In this example we illustrate the clusters approximation which gives appropriate ab-
straction of input space that we cannot exhaustively test on. We take both K-means
approach and the Gaussian mixture model approach.
In K-means approach, each cluster takes a group of different possible wines with fea-
tures that are close to each other, and has a centroid which has the shortest 4-dim
Euclidean distance to all points in the group. The abstract element of each cluster
represents all of concrete points, and we take abstract transformers performing on
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abstract elements instead of taking concrete affine functions performing on uncount-
ably many data points. We can choose a different number K of clusters. A larger K
will give more specifically clustered groups with a smaller size and data points with
closer features. In this example, comparing K y 3 and K y 9, the latter can give
more specific information on which level of wine quality each group of features will
be classified to be.
In Gaussian Mixture Model approach, each abstract element not only has a mean
value but also has covariance as well as mixture weight. An abstract element can
bring more information through propagation in abstract domain. Similarly to K-
means, a larger number K of Gaussians with each takes the abstraction of a smaller
group of data points and takes more specific information for each group of features
of the wine.
The benefit of use of probabilistic abstract interpretation in this example is to an-
alyze interpretability of the neural network, showing features of input factors that
influences quality labels of wine. In this problem scenario, the links between input
factors and final label is direct. Although an arbitrarily deep neural network could be
designed, an analyzer is more interested in direct relationships between input layer
and output layer. As the output layer only contains three quality labels where each
label contains nearly equal size of dataset, a clusters approximation(with relatively
small number of clusters) is suitable for this analysis, instead of a grids approxima-
tion with too many grids which is unnecessary. An analyzer may be interested in
seeing each cluster is transformed in abstract domain into a different label, showing
features that are the most influential to be classified into each label. An alternative
neural network may be checked for a higher interpretability if this is NOT the case.

6.5 Conclusions

In this chapter, we took four experiments on real world problems to show advan-
tages of applying probabilistic abstract interpretation analysis framework. At the
same time we have also shown a choice of suitable approximation approaches for
different problem circumstances. In each of these experiments, we obtained real
open-sourced datasets, designed and trained neural networks using these datasets
from sketch. We were able to make probability initialization according to training
datasets. With hold of real world datasets, the probability initialization could be
more reasonable than a uniform distribution. We also gave demonstration of how
the analysis perform in abstract domain, showing probability density distribution
flow of data. By these demonstrations we have shown the neural networks are un-
der control in context of probability and have given a better understanding of data
flow inside these neural networks. We have also compared analysis by different
approximation approaches for the same neural network, seeing advantages and dis-
advantages of each approximation approach.
However, one of additional extensions could be added into these experimental demon-
strations will be a comparison of different designs of architectures of neural networks
for the same problem, which is one of main functionalities of our analysis framework.
For each of these experiments only one neural network architecture was designed
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and trained. Having more than one neural networks could give our analysis an op-
portunity to see which architecture is MORE robust and interpretable with respect to
the problem and the dataset, or to show a counterexample that a particular neural
network is NOT robust or interpretable.
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Chapter 7

Conclusions and Future Work

In this thesis, we aimed to construct a novel framework to analyze possible data
flow in context of probability density distribution of a neural network based on the
theory of probabilistic abstract interpretation. With this framework, we can have a
better understanding of how a neural network makes its decisions and prove certain
properties of this neural network such as robustness. In previous chapters, we have
discussed the application of the framework on various kinds of neural network layer
through examples and mathematical deductions. We have also discussed several
approximation approaches with different abstract domains regarding certain prop-
erties of a neural network to be analyzed.
Although we have shown basic functionality of the framework, limitations still re-
mained. The dimensional problem has always been along with the analysis. With a
typical neural network containing thousands of neurons, the dimension of analysis
would grow exponentially. Even a domain of real numbers would make the analysis
touch on the problem of infinite dimension. Deeper layers have also remained as a
difficult part of analysis. Works were needed to be continued and further extended
to complete and develop a stronger functionality of this framework.
Firstly, there has to be a general dimension reduction method with respect to certain
problem circumstances. A convolutional layer may handle input with millions of
pixels and seeing each pixel as independent will cause a tremendously large dimen-
sion. One approach we have discussed is to design an appropriate abstract domain
and consider a single abstract element of a group of pixels. The question remains
as to which abstract domain is appropriate and what size of group of pixels should
be chosen to keep the analysis valid. The same situation holds for the context of
recurrent neural networks. A trade-off between efficiency with reduced dimension
and quality of analysis may always be considered.
Secondly, more state-of-the-art architectures of neural networks have to be analyzed
via the framework to make it more applicable in real problems. There are different
architectures that are typically used in particular real-world applications. In convolu-
tional models, AlexNet and VGGNet are popular for dealing with image recognition
problems. ResNet adds a skip connection to enable model with more than a thou-
sand layers. In recurrent models, except for LSTM, GRU is also a commonly used
and powerful architecture. The transformer is powerful in large language models
[52]. Besides, there are further more types of architectures such as generative mod-
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els or graph neural networks that this framework may be applicable at. Further
exploration is left for future work.
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