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Abstract

A sensor network is a distributed system, consisting of plenty of embedded sensors
that can be deployed over a large-scale physical environment. One of the major
applications of sensor networks is to monitor the state of systems that are evolving in the
sensing field. Thanks to the emergence of advancements in high-performance processors,
nodes in a sensor network can not only collect measurements but coordinate to estimate
the state of systems as well. This thesis proposes a monitoring architecture, where
distributed state estimation and fault detection algorithms are implemented by every
node in the sensor networks to track the system’s state while simultaneously detecting
the faults occurred in either the monitored systems or the sensor networks. Several
approaches for different monitoring tasks are presented in this thesis and classified
into two main parts: distributed state estimation and fault detection algorithms in the
monitoring architecture.

In the first part, we present two distributed state estimation algorithms in the
sensor networks for the monitoring of a system, which can be described by a centralized,
decentralized, or distributed dynamic model. The first one is implemented over a sensor
network, where the local estimator in each node consists of a filtering step – which
uses a weighted combination of neighboring sensors information – and a model-based
state predictor. The filtering weights and prediction parameters jointly minimize both
the mean and variance of the prediction error in a Pareto optimization framework at
each time step. Since each predictor uses the model of the whole system monitored by
the sensor network, the algorithm over a sensor network can only monitor a centralized
system or each subsystem of a decentralized system. For a distributed system, where
several subsystems interact with each other, the second algorithm implemented over
several sensor networks is introduced so that each sensor network can coordinate
with neighboring networks to monitor the corresponding subsystem of the distributed
system.

The second part of the thesis is devoted to fault detection algorithms for process
faults in monitored systems and sensor faults in sensor networks. The aforementioned
estimation algorithm over a sensor network is applied to design process fault detection
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algorithm for a centralized or decentralized system. A residual is defined, and suitable
stochastic thresholds are designed, allowing to set the parameters so to guarantee
an upper bound of false alarms probability. For detecting sensor faults in the sensor
networks, the centralized, decentralized, and distributed sensor fault detection schemes
are proposed in a discrete-time framework. And the detection performance is compared
by an industrial benchmark simulation in a continuous stirred tank heater (CSTH)
pilot plant. Then a rigorous fault detectability and detection time interval analysis of
the centralized sensor fault detection scheme is presented.

The performance of proposed distributed estimation methods and effectiveness of
presented fault detection methods are evaluated by extensive numerical and industrial
benchmark simulations.
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Notation

∃ there exists
∀ for all
∈ is an element of
⊂ is a subset of
∩ set-theoretic intersection
∪ set-theoretic union
\ set-theoretic complement
∨ logical disjunction
� define
	= not equal
R real numbers
R

n real valued n-vectors
R

m×n real valued m× n-matrices
Z the set of integers
1m the m elements vector (1, . . . , 1)�

0m the m elements vector (0, . . . , 0)�

Im the identity matrix of dimension m×m

Ex expected value of the stochastic variable x

|·| absolute value, taken component–wise if the argument is not a scalar,
or cardinality if the argument is a set

‖·‖∞ the uniform norm of a matrix
◦ the component-by-component product operator
⊗ the Kronecker product
⊕ the direct sum of scalars⊕

the direct sum of matrices
min smallest value of the function
inf infimum or greatest lower bound
sup supremum or greatest upper bound
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arg argument or solution of an optimization problem
lim the limit of a function
D a compact region
G an undirected graph
S the set of the sensor nodes
E the set of the edges connecting communicating nodes
ΣI the subsystem I in a distributed system
PA a projection operator on the domain A
Θ domain to which θ̂ belongs
MΘ radius of the hyper-sphere that contains Θ
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Chapter 1

Introduction

Nowadays, a noticeable trend in modern industrial and commercial systems moni-
toring is to integrate communication, control, and computing into different levels of
physical operations and information processes. This trend is justified by the emer-
gence of complex modern systems, which are large-scale and/or distributed. The term
large-scale refers to physical systems with a large number of state components, and the
term distributed describes that the structure of physical systems can be constituted
by multiple subsystems that interact with neighboring subsystems. According to
this classification of physical systems structure, there exist the other two categories,
namely centralized and decentralized, which both have less complexity in contrast with
distributed. The term centralized means the structure where every component in the
physical systems interacts with every other one. And the term decentralized refers to
the physical systems made of multiple subsystems that do not interact with neigh-
boring subsystems. A pictorial representation of these three categories is illustrated
in Fig.1.1. To give an instance, the large-scale chemical plant, where many units,
such as reactors, condensers, and separators, interact with each other in a distributed
way to maintain efficient production. It is not reasonable to understand these units
without considering the influence from other coordinated parts. On the other hand,
the traditional communication approach for control systems, which has been widely
applied for decades, is based on a centralized communication network. Specifically, the
centralized control room receives each sensor measurement and sends orders to each
actuator. However, increasing scale of the physical operations and functionalities of the
control approach are pushing the limits of a centralized communication network. Mean-
while, another drawback of this communication approach is the limits of computation
power at the centralized control room. Hence, the modern systems with complicated
topologies require a more sophisticated monitoring architecture for the integration
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Fig. 1.1 Pictorial representation of a centralized, a decentralized and a distributed
physical system [12].

of communication, control, and computing. In this work, the term architecture is
denoted as a combination of hardware and software used to achieve modern systems
monitoring tasks. The scientific research has been a gradual improvement in the design
of architectures over the recent decades. Just as the classification in physical systems
structure, it is shown a pictorial representation of the centralized, decentralized, and
distributed architectures applied to monitor a distributed physical system in Fig. 1.2.
The centralized architecture is unfeasible to receive all the measurements from multiple
subsystems at a centralized location. The decentralized and distributed architectures
are both composed of several subsystems monitoring the corresponding components in
the physical systems. While, different from the subsystems in decentralized architecture,
subsystems in the distributed architecture can interact with neighboring subsystems,
which deals with distributed physical systems in a similar topology.

Fig. 1.2 Pictorial representation of a centralized (red), a decentralized (yellow), and
a distributed (green) architecture applied to monitor a distributed system (white).
Physical interaction between subsystems is represented by black arrows, while white
thick arrows illustrate information exchanging channels [12].

And a new concept, Cyber-physical Systems (CPS), has been recently introduced
and has attracted considerable attention from academia, industry, and government
due to the potential revolution in the monitoring architectures of complex modern
systems (see [6, 75, 126]). The concept refers to a new generation of engineered systems
with integrated computational and physical capabilities that can achieve stability,
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functionality, reliability, robustness, and efficiency in many application domains such
as environment monitoring, critical infrastructure, automotive, and healthcare systems.
Cyber-physical Systems bridge the cyber capabilities (e.g., communication, control,
and computation) to the physical operations through lots of sensors, controllers, and
actuators. This concept is not limited to the innovation of software side (e.g., architec-
tures, algorithms, and implementation methods), another remarkable breakthrough is
due to the hardware applications, such as sensor networks, embedded systems, and
high-performance processors. Let us consider a sensor network [156], where a large
number of sensors communicate with each other to achieve a designed task. The
inherent characteristics of sensor networks allow more interaction among hardware
devices and their surrounding physical environment; faster and easier deployment
in a large-scale and needed topology; and larger observation redundancy and higher
monitoring precision. Hence, sensor networks play a vital role to gather and refine
information from a large amount of raw data in the physical operations. And they
are critical to the monitoring of complex modern systems, such as water management,
large-scale industrial processes, traffic management, and smart cities.

1.1 Motivations

The monitoring architecture is a long-standing research challenge along with the
development of industrial and commercial systems. When these systems start to present
the characteristics, including large-scale and/or distributed, the research interest in
decentralized and distributed monitoring architecture emerges in the control science
community. In practice, these monitoring architectures are developed without consid-
ering a rigorous software and hardware implementation approach. Although computer
science researchers have achieved significant breakthroughs in real-time computing
techniques, embedded systems architectures, and new programming languages, there
does not exist a standardized methodology to fill the gap between existing research
outcomes of control and computer science. Hence, it is difficult and costly to integrate
these two research disciplines when dealing with complex modern systems monitoring.
That is the main reason why both academia and industry actively promote CPS research
to bring successful control theories and powerful computational capabilities together
under a standardized and unified architecture. Let us consider a classic monitoring
architecture from control community in [75], composed of three layers (see Fig. 1.3),
namely physical layer, communication layer, and application layer. The physical layer
represents the dynamical system that has to be estimated and monitored. The dynamic
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Fig. 1.3 A classic three-layer monitoring architecture

system is represented by a discrete-time or continuous-time mathematical model. Based
on the complexity of physical systems, the mathematical model can be formatted as a
centralized, decentralized, or distributed framework, whose pictorial representation is
presented in Fig.1.1. The primary task of communication layer is to provide a reliable
communication channel for exchanging information between physical and application
layers. In this layer, a sensor network, illustrated in Fig.1.4, is responsible for collecting

Fig. 1.4 Diagram of the sensor network in the three-layer monitoring architecture. The
black dashed lines represent measurements acquired from the physical layer; the orange
block works as a sink sensor node; the orange thick arrow means aggregate data sent
to application layer.

and processing information, then sending the aggregate data to sink nodes S1 in Fig.
1.4. The application layer takes charge of computational activities to process the
aggregate data and to achieve the monitoring tasks in a centralized way. In this
three-layer monitoring architecture, the sensing data flows from the sensor network to
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a fusion center in the application layer, which means this approach requires a powerful
central processor in the fusion center and stronger communication capability on the
communication layer. Once the physical systems are complex or the monitoring tasks
become challenging, there exist significant restrictions on communication bandwidth
among sink nodes, energy resources in sink nodes, and computational capability in the
application layer. Hence, to improve monitoring precision in an energy-efficient way, the
design of data processing algorithms and networking structures in the sensor network
should be developed in a compromise among monitoring precision, computational
capability, and energy consumption.

S3SSSSSSSSSSSSSSSSSSSSS3333333333333333333SSSSSS

Fig. 1.5 Diagram of the sensor network in the two-layer monitoring architecture. The
black dashed lines represent measurements acquired from the physical layer; the red
blocks work as sensors, while the green blocks illustrate the embedded system attached
to each sensor; the orange thick arrows mean local computational results produced in
each sensor node.

However, the emergence of advancements in high-performance processors and
real-time embedded systems offers an opportunity to develop a two-layer monitoring
architecture, where sensor nodes can not only collect and process data but attach
embedded systems to obtain computational capability as well. In other words, the
functionality of application layer in the classic architecture can be achieved by the
embedded system attached at each sensor node in the sensor network, presented in
Fig.1.5. A sensor network is a distributed system, consisting of plenty of embedded
sensors, distributed over a large-scale physical environment; therefore, distributed data
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processing algorithms are more suitable to process information locally at various sensor
nodes. More importantly, as the computational capability and memory resources of
sensor nodes increase, more complicated networking structures and data processing
algorithms can be designed without considering the strict restrictions on communication
bandwidth and energy resources. Hence, it would be a useful approach to applying
distributed estimation algorithms in sensor networks to achieve higher monitoring
precision and lower energy consumption. Moreover, the distributed algorithms are not
only applied in a single sensor network, where sensor nodes inside exchange information;
when several sensor networks collaborate to monitor complex and networked systems,
the algorithms can also support data exchange among sensor nodes located in various
sensor networks. For the various structures of physical systems to be monitored, it

Fig. 1.6 Pictorial representation of the two-layer monitoring architecture using sensor
networks for a centralized (red), a decentralized (yellow), and a distributed (green)
modern system.

is shown in Fig. 1.6, a pictorial representation of the centralized, decentralized, and
distributed topologies of sensor networks in the two-layer monitoring architecture. For
centralized and decentralized modern systems, sensor networks are applied to monitor
the systems independently. In the monitoring architecture of distributed physical
systems, each sensor network can communicate with neighboring sensor networks to
track the systems in a distributed manner.

Generally, in the monitoring architecture for centralized and decentralized systems,
it is assumed that distributed estimation in a sensor network works according to the
following procedure: Firstly, each node communicates measurements and estimates to
neighboring nodes. Secondly, each node locally filters the measurements by taking a
linear combination of its own and neighboring’s measurements and estimates. Finally,
the node uses the current filtered measurements and estimates to implement a model-
based predictor, smoothing the previous estimation error. In the monitoring architecture
for distributed systems, the model-based predictor in each sensor node not only interacts
with neighboring nodes in the same network but communicates with neighboring nodes
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located in other sensor networks. This distributed estimation approach makes full
use of the characteristics of sensor networks so that the sensor nodes can process
and exchange information in a distributed manner to improve monitoring precision
significantly. Also, this two-layer architecture can achieve data processing in real time
by avoiding information delay and dropouts on the communication channels between
sensor networks and the fusion center.

Another fundamental research topic is reliability of the monitoring architecture.
Frameworks, algorithms, control approaches, and implementation methods are devel-
oped to satisfy the reliability requirement for heterogeneous cooperating elements that
interact with each other in a complex physical environment operating over various
spatial and temporal scales [6]. In the two-layer monitoring architecture we proposed
above, reliability can be considered as the ability to perform its intended functions:
the architecture not only can monitor the physical systems accurately but also should
be able to detect process faults in the physical operations and sensor faults in the
sensor networks. Let us consider the complex modern systems, which are networked
at multiple scales, both in time and space, especially with a considerable amount
of system states. It is noteworthy that increased complexity of the modern systems
implies a high fault ratio in the monitoring architectures, such as failures in part of the
physical operations and sensor measurements drift faults. Hence, the design of fault
detection schemes is the primary research task in monitoring architectures for complex
modern systems.

Historically, the fault detection methods did not depend on a mathematical model
of the system to be monitored but relied on the knowledge of a range in which the
monitored variables are under normal conditions. Once the monitored variables are
out of the range, the detector will raise a fault alarm immediately. Later on, owing
to stronger computational capability, the model-based fault detection methods have
been widely introduced in control community. The idea of model-based methods is
to estimate monitored variables by using the mathematical model of the system in a
healthy condition; then, the fault is detected when the difference between estimation and
the real measurement exceeds a designed threshold. As the knowledge-based methods
need a comprehensive understanding of the previous behavior of the system in a healthy
condition, it is significantly costly to develop a robust and reliable fault detection
scheme for the complex systems; therefore, the model-based fault detection methods
are more suitable for developing a reliable monitoring architecture. Considering process
faults in the physical operations, the model-based distributed estimation approach,
implemented in sensor networks of the two-layer architecture, can be applied to design
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a distributed fault detection method to monitor the physical operations locally in real
time. More importantly, the reliability of raw measurements collected in each sensor is
a prerequisite to the well-designed monitoring architecture. Any malfunction may occur
in sensors, which could be due to an abrupt bias or an incipient drift in the instruments.
The computational capability in sensor networks makes it possible to attach a local
sensor fault detector to the sensor node, where the local detector estimates the states
monitored by the corresponding sensor node. According to the structure of monitored
physical systems, the local fault detection scheme can be designed in a centralized,
decentralized, or distributed manner.

1.2 State of the Art

In the previous section, we have seen that sensor networks present enormous
potential for complex systems monitoring. Apart from the monitoring precision, the
reliability is also a fundamental prerequisite to a well-designed monitoring architecture.
A wide range of methods for distributed estimation with sensor networks and fault
detection are already available in the control community. These approaches exploit
research topics such as distributed Kalman filtering, distributed state estimation based
on stability analysis or mean squared error (MSE) analysis, and sensor fault detection
schemes in centralized, decentralized, or distributed architecture. A comprehensive
review of some approaches in these categories is carried out in this section.

1.2.1 Distributed Estimation

One of the fundamental applications of sensor networks is to estimate and track
the state of targets or processes that are evolving in the sensing field. Useful in many
monitoring scenarios, such as for example, target tracking and environment and agricul-
ture monitoring ([3, 34, 79, 132, 133, 137]). Traditionally, in a centralized application,
sensor nodes would aggregate all the data and communicate their measurements to a
central fusion center for processing, and the calculated estimates would be sent back to
all the nodes or actuators. As the fusion center has data from all the sensor nodes, the
centralized methods can deal with the global algorithms, and will, therefore, be able to
produce optimal estimates. Most of the research, introduced in several survey papers
([2], [118] and [90] and the references cited therein), focuses on data aggregation under
the centralized scenario. However, when monitoring large-scale systems, the centralized
methods require a large amount of communication and energy [44]. Moreover, this
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monitoring architecture demonstrates the lack of robustness to any failures occurred
in sensor networks or the fusion center. An alternative approach is the distributed
architecture, where sensor nodes interact with their neighborings and no fusion center is
needed [44, 80, 128, 129]. The state of the system has to be estimated in a distributed
manner at each sensor in sensor networks. Hence, the problem of distributed estimation
over sensor networks has been attracting growing research interests. Given their impor-
tance, distributed estimators have been the subject of many investigations in the area
of networked control and monitoring(see, for example, [7, 32, 35, 47, 53, 58, 102, 140]
and the references cited therein). Some notable application examples of distributed
estimation using sensor networks are: target tracking ([60, 62, 81, 86, 162, 163]), source
localization ([30, 70, 116]), and rendezvous of unmanned vehicles ([49, 66, 117, 120]).

Depending on the manner by which the sensor nodes communicate with each other,
there exist two distributed estimation schemes: incremental schemes ([26, 88, 99]) and
diffusion schemes ([22–25, 27, 89, 141]). In incremental schemes, data flows from one
sensor node to a neighboring node on a cyclic path, where each sensor node can process
data locally. Though the incremental schemes show global performance, it is expensive
to design an optimized cyclic path for large-scale systems. Moreover, any faults on
this path would cause a failure of the whole scheme. An alternative approach is
diffusion schemes, where a sensor node can communicate with all its neighboring nodes
without a cyclic path. Though the diffusion schemes have more communication and
worse performance compared to the incremental schemes, the robustness to any faults
is improved considerably, and distributed estimation algorithms under the diffusion
mechanism become an active research area. In [22, 24], the diffusion least mean squares
(LMS) method is introduced to achieve distributed estimation in sensor networks, while
the diffusion Kalman filtering methods are proposed in [23, 25] to process data locally
at each sensor node.

There are three arguably representative distributed estimation strategies have been
proposed in the recent literature [41]: the distributed estimation algorithm to guarantee
the stability or H∞ performance of the estimation error dynamics; the distributed
Kalman filter algorithm with consensus protocols; and the distributed state estimation
based on mean square error (MSE) analysis. The distributed state estimation with
stability analysis is a system reconstruction problem. The primary task is to exploit the
Lyapunov stability theory to augmented systems, composed of the system dynamics and
estimation error dynamics. Literature in [42, 84, 85] all demonstrate a distributed state
estimation method in the sensor networks to guarantee the stability when dealing with
randomly varying nonlinearities and measurements failure in the systems. Moreover,
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the H∞ filters have been widely applied to offer a constraint of the worst-case estimation
error, which is achieved by the linear matrix inequality or Riccati equation approach.
For a distributed topology in the sensor networks, the centralized H∞ filter approach is
replaced by a H∞ consensus method (see, for example, [40, 130, 144, 155, 157]), where
each local H∞ filter is calculated in a recursive manner to reach the average consensus
of the estimation errors in all sensor nodes.

The traditional Kalman filter keeps track of the estimated state of the system
and the variance of the estimate in a two-step process. This method has been widely
used in numerous applications: navigation and control of vehicles, robotic motion
control, and target tracking. When the estimation problem is solved by a centralized
approach, the Kalman filter is optimal under Gaussian assumption on the noises and
represents the best linear filter also when disturbances are non-Gaussian [36]. For the
monitoring tasks using sensor networks, the most fundamental objective is to design
distributed estimation algorithms. Thus, the distributed Kalman filtering becomes
an active area of research in control community, (see, [1, 33, 72, 74, 92, 106, 131] and
two survey papers [41] and [91], covering distributed filtering methods over sensor
networks and distributed Kalman filtering methods are presented, respectively.) The
concept consensus in computer science becomes popular in the research of system and
control theory (see, for example, [45, 58, 63, 97, 107, 119, 138]). It is introduced in
[105] a consensus algorithm: an interaction rule that specifies the information exchange
between an agent and all of its neighbors on the network. The distributed Kalman filter
methods based on the consensus strategies are proposed, e.g., in [71, 101, 103, 134],
where the Kalman filter approximates the information form of the centralized Kalman
filtering with two steps: Firstly, each sensor node fuses the measurements and covariance
matrices of its neighbors by using the consensus algorithm; then, the local Kalman filter
is performed on each sensor node with the fused measurement and covariance matrix.
Moreover, in [104] an optimal decentralized Kalman-Consensus Filtering approach
is designed with the objectives of estimating the state of the system and reaching
a consensus with neighboring estimator agents on the estimate. Then in [21], the
distributed Kalman-Consensus based approaches are investigated for the scalar case
to obtain optimal Kalman gains and consensus weights such that the variance of the
estimation error is minimized.

The distributed state estimation based on MSE analysis has recently become
another active research approach to monitor systems using sensor networks, where
each sensor node computes its estimate as a weighted sum of its own and its neighbors’
measurements and estimates. The weights are adaptively updated to minimize the
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variance of the estimation error. In [153], it is proposed a sensor fusion method based on
consensus filtering, each node computes a locally weighted least-squares estimate that
can converge to the maximum likelihood solution for the overall network. Moreover, in
[136], a minimum variance distributed estimator for tracking of a noisy time-varying
scalar signal is proposed. And both state estimation and the weight optimization are
achieved in a distributed manner to minimize the variance of estimation error at each
sensor node. Some papers exist addressing the distributed state estimation based on
minimizing the variance of estimation error [8, 19, 24, 82, 93, 100, 127, 152, 154], but
few works are dealing with both the variance and the bias of the estimation error as a
multi-objective optimization problem. To develop adaptive weights of variance and
bias in the optimization problem, Pareto optimality approach, proposed in [57], can
be applied in the distributed estimation methods. Pareto optimization has been used
in sensor networks for several tasks (see, [5, 29, 37, 68, 69]). Specifically in [68], the
optimization of wireless sensor network layout is analyzed to determine the best sensor
placement, where the competing objectives considered are the total sensor coverage
and the lifetime of the network. To the best of author’s knowledge, as an extended
work of [136], it is presented in [15] the first approach to developed a distributed
estimation method based on Pareto optimization to track a time-varying scalar signal
by a sensor network despite the presence of noise. And the state estimation and Pareto
optimization are achieved at each sensor node to minimize both the variance and the
bias of the estimation error. Unlike the approach in [15] to achieve Pareto optimality
at each sensor node, [29] introduces a solution to minimize the sum of individual cost
function at each sensor node in a Pareto strategy, which is “optimal” in some sense for
the entire sensor network.

However, the two-step approach has also been a popular research topic in the
sensor network literature (see [21] for example). To serve different purposes, the
distributed estimation method using sensor networks prefers keeping steps separate. In
fact, in the literature, it is a common choice to present prediction methods employing
a two-step strategy composed of a merging-update step and a prediction step (see,
for instance, contributions about Distributed Kalman Filtering like [4, 21]). Within
the context of distributed estimation over sensor networks, the paper [135] was the
first one to propose this two-stage strategy based on i) computing the mean of the
sensor measurements via consensus algorithms, and then ii) updating and predicting
the local estimates using the centralized Kalman optimal gains. This approach has
been then extended in the literature [101, 134]. Then, considering Pareto optimization
framework in [15], it is introduced in [17] a two-step distributed estimator to using a
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sensor network, where the estimator in each node consists of a filtering step – which
uses a weighted combination of measurements and estimates – and a model-based
predictor of the system’s state. This method is only assumed to know the mean
and variance of disturbance, unlike [4, 20, 103, 104], which need assumption on the
distribution of the disturbance, or [9], where it is necessary to know the PDFs of
measurement noises and modeling uncertainties. Moreover, this work is not focused
on static estimation parameters in [38], or where only the measurements are diffused
over the network [22, 89]. Instead, the simultaneous design of the filtering weights and
prediction parameters in a Pareto framework at each time-step is proposed in [17] to
minimize both the bias and the variance of the prediction error. And the filtering and
prediction steps are jointly optimized at each sensor node to achieve both instantaneous
performance and asymptotic convergence.

Either in the scalar signal scenario [15] or in the multi-state system scenario [17],
the distributed state estimation method based on a Pareto framework is implemented in
a single sensor network, where sensor nodes only diffuse information inside the network.
And these methods are not assumed to know the explicit topology of the sensor
network. Hence, these two proposed methods are both suitable to be implemented in
the monitoring architecture for centralized or decentralized systems, shown in Fig. 1.6.
Nevertheless, there is an increasing demand for innovative methods for the monitoring
of large-scale interconnected systems, characterized by the interconnection of some
subsystems. This problem is challenging that a single sensor network architecture
proposed in [17] is not feasible to monitor the whole systems without the assumption
on the observability of every sensor node. However, the monitoring architecture for
distributed systems in Fig. 1.6, provides a strategy that each sensor network can
monitor one subsystem by using local model information and communicating with
neighboring networks. Thus, the partition-based state estimation method becomes
an active research area (see [46, 48, 50, 74, 124, 125, 139]), where each local agent
estimates part of the global systems with information exchange with neighboring
agents. Specifically, [46] introduces a Kalman-filter based distributed estimator without
consensus strategy for non-overlapping interconnected subsystems. But none of these
works use sensor networks for the estimation task allowing more than one sensors
to measure the same state variables. However, the partition-based state estimation
using sensor networks in a Pareto framework is a promising monitoring solution for
large-scale distributed systems.
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1.2.2 Fault Detection Methods

The process of fault diagnosis can be divided into two steps: a) fault detection
determines whether a fault has occurred or not; b) fault isolation identifies and
locates the fault. Various fault diagnosis architectures have been published during the
last decades due to the growing demand for fault tolerance achieved by an efficient
fault diagnosis scheme. Historically, the traditional engineering approach of physical
redundancy is widely used in health monitoring system. The methods, such as limit
checking and signal models in [65], often need additional space and cost, but did
not depend on a dynamical model of the system. Thanks to the understanding and
modeling of the dynamic processes, a dynamical model of the physical system can
be used to estimate the variable states and parameters to detect any changes in the
system dynamics. Residual generation can be a helpful method to show the difference
of estimates and real values. And fixed or adaptive threshold is a straightforward and
sensitive criterion of fault detection. So the model-based approach, illustrated in Fig.1.7,
could be proven to achieve better performance. The books by Gertler [59], Blanke et

Fig. 1.7 A diagram for model-based fault detection approach. The derivation of
estimates x̂ and real values x is compared to the constant or adaptive threshold ε̄ [12].

al. [11] and Isermann [65] present a lot of achievement in fault diagnosis architectures
for various class of dynamical systems. Usually, the method can be divided into two
major sections, namely analytical redundancy approach and knowledge-based approach
[56]. A survey paper by Isermann [64] summarizes estimation methods used in fault
diagnosis approaches. Later in [55] introduces a comprehensive review of analytical and
knowledge-based redundancy approaches used in model-based fault diagnosis schemes.
The problem of automated fault diagnosis is motivated by the need to develop more
autonomous and intelligent systems that have a reliable operation in the presence
of system faults. With the development of computer technology, the restriction of
computational capability is relaxed so that analytical redundancy approaches can be
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widely applied in fault diagnosis architectures. Specifically, learning approaches show
advantages in fault diagnosis schemes for nonlinear systems. [112, 115] summarize a
general learning approach using on-line approximation and adaptive algorithm. The
structure such as neural networks, mentioned in [113], can be designed as a generic
estimator for approximating the fault function, and a stable learning scheme is achieved
by the adaptive algorithm in [110] and [111]. Later, there has been considerable research
efforts [39, 108, 147, 148] on model-based fault diagnosis schemes under diversified
assumptions and fault scenarios. All the fault diagnosis schemes mentioned above
can be only applied in centralized systems. Let us consider the large-scale system
composed of several subsystems, then distributed fault diagnosis architectures recently
become a new research direction (see, for example, [13, 14, 52, 83, 158]). Specifically,
Ferrari et al. [51] introduce a distributed fault detection methodology for distributed
large-scale nonlinear dynamical systems, where local fault detectors can interconnect
with their neighbors. Then a novel filtering approach is designed in [73], where the
filtering approach can remove the high-frequency measurement uncertainty to avoid
false-positive alarms by replacing the conservative thresholds.

There is an assumption by now in all the fault diagnosis schemes that the mea-
surements by sensors are ideal without any faults. Any malfunction may also occur in
sensors, which could be due to an abrupt bias or an incipient drift in the instruments.
Hence, sensor fault detection schemes attract much attention over the last few decades.
A unified framework for fault diagnosis approach is proposed in [143], considering both
state and sensor faults. Kalman filters are used to detect sensor fault in [96], [78].
Adaptive methods for diagnosing sensor faults are investigated by Wang et al. [150],
Reppa et al. [122] and Vemuri [145], [146]. Learning approaches are applied in sensor
fault diagnosis as well. In [149], it is introduced a learning-based diagnosis scheme for
input dependent bias in sensors. For the sensor networks in a large-scale system, either
sensor faults or the stochastic delays and packet losses in the communication network
between the local fault diagnosers are inevitable. There exist some works addressing
the problem of fault diagnosis of sensor networks, such as sensor fault detecting, packet
losses, and energy consumption monitoring (see, [28, 76, 87, 98, 121, 151]).

There exist many works in the literature dealing with distributed estimation
methods using sensor networks (see, as examples, introduced at Section 1.2.1). But,
the methods of using sensor networks to detect the process faults is a relatively
new field of research. An exception is [54], where a distributed fault detection and
isolation technique is designed, relying on decentralized Kalman filtering and based
on a distributed hypothesis testing method. [31] uses sensor networks for distributed
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estimation, but the fault detection decision is centralized based on a fusion center.
Then in [16], a distributed fault detection scheme using sensor network is proposed
based on the distributed filtering method presented in [15], where each sensor node
monitors a scalar signal in a Pareto optimization framework. Thanks to the way it is
designed, it allows to compute mean and variance of the estimation error, thus allowing
to obtain suitable thresholds for some proper residual signals with known confidence
levels and definable rate of false alarms. Later on, based on the distributed estimation
method in [17], it is proposed a distributed fault detection scheme in [164], where each
sensor node can detect the process faults in multi-state centralized or decentralized
system in a Pareto multi-objective optimization.

Most of literature [39, 108, 143, 147–149, 159], discuss robustness and stability after
introducing the fault diagnosis schemes. Unlike the robustness and stability achieved by
modeling uncertainty bounds and adaptive algorithm respectively, another performance
property, named detectability, is relatively difficult to be derived due to coupling
between modeling uncertainty and sensor faults. The existing fault detectability
analysis can be found in [143, 148, 161]. Moreover, Polycarpou et al. [114] investigate
a rigorous detectability analysis for system fault diagnosis scheme with full-state
measurement. Consider a class of nonlinear uncertain systems with an incipient sensor
fault, [165] proposes the off-line assessment criterion for sensor fault detectability,
where the set of detectable sensor faults can be characterized before activating the
corresponding sensor fault detection scheme. Moreover, the upper bound on detection
time interval can be analytically outlined as well.

1.3 Contribution of the Present Work

The primary objective of this thesis is to provide a monitoring architecture using
sensor networks, where distributed state estimation algorithms are implemented by
every sensor node to track the systems while simultaneously to detect the faults
occurred in the systems. Meanwhile, the centralized, decentralized, and distributed
sensor fault detection schemes are introduced and compared by an industrial benchmark
simulation in a continuous stirred tank heater (CSTH) pilot plant. Also, the rigorous
fault detectability and detection time interval analysis for a centralized sensor fault
detection scheme is presented. The thesis consists of two main parts. Part I contains
distributed state estimation algorithms for the monitoring of modern systems, whereas
Part II includes various fault detection schemes for process faults and sensor faults.
The contribution of each chapter is briefly outlined in the following.
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In Chapter 2, a novel model-based distributed state estimation method using a sensor
network is proposed for the monitoring architecture of centralized and decentralized
systems. Each sensor can measure only a subset of the state variables, and no probability
distribution knowledge is assumed for the noise variables. The local estimator in
each sensor node consists of a filtering step – which uses a weighted combination of
neighboring sensors information – and a model-based state predictor of the monitored
system. The filtering weights and prediction parameters jointly minimize both the bias
and the variance of the prediction error in a Pareto optimization framework at each
time step.

In Chapter 3, a new model-based distributed state estimation method using sensor
networks is proposed for the monitoring architecture of distributed systems. No
probability distribution knowledge is required for the noise variables. Each node filters
the information of neighboring nodes in the local sensor network; then, computes a
prediction of the state of the monitored subsystem based on the knowledge of the
local model and communicating only with the connected nodes in the neighboring
sensor networks without the knowledge of the global model. The filtering weights and
prediction parameters are locally optimized to minimize at each time-step bias and
variance of the prediction error using a multi-objective Pareto optimization framework.

Chapter 4 deals with a distributed process fault detection method using a sensor
network in the monitoring architecture of centralized and decentralized systems. In
this chapter, the individual correlations between the state, the measurements, and
the noise components are considered. No assumptions on the probability distribution
knowledge are needed for the noise variables. Each sensor communicates with the
neighboring nodes without centralized coordination to compute an estimate of the
state of the system to monitor. A residual is defined, and suitable stochastic thresholds
are designed, allowing to set the parameters so to guarantee a maximum false alarms
probability. Moreover, an extensive sensitivity analysis is introduced, concerning fault
magnitude and measurement noise.

In Chapter 5, the centralized, decentralized, and distributed sensor fault detection
schemes are presented in a discrete-time framework. These sensor detection schemes
are tested and compared by an industrial benchmark simulation in a continuous stirred
tank heater (CSTH) pilot plant. Because of the great modeling uncertainty between
the highly nonlinear system of CSTH and imprecise linearized model, an adaptive
approximation approach introduced in [122], was utilized to learn the system of CSTH
during the initial stage of benchmark simulation. Then the upgraded model can be
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used to develop various sensor fault detection schemes without time-consuming efforts
on system modeling.

Finally, Chapter 6 presents a centralized drift fault detection scheme for sensors in
the monitoring architecture. A rigorous fault detectability and detection time interval
analysis for this fault detection scheme is proposed. The set of detectable sensor faults
is characterized using off-line information. Then, the upper bound on fault detection
interval is derived. Finally, it is proven there exists monotonicity of the detection time
interval upper bound concerning the magnitude of sensor faults.

1.4 Publications

The research results shown in this thesis have been presented in several international
conferences and published in the international journal. The list is reported in the
following.
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Sensor Networks using Pareto-Optimal Dynamic Estimation Method,” in Proc.
of the European Control Conference, Aalborg, 2016
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Chapter 2

The Algorithm for Centralized

or Decentralized Systems

In this chapter, we address the problem of distributed state estimation over a sensor
networks in a multi-objective Pareto optimization framework for the monitoring of
centralized or decentralized systems. And the proposed approach only assumes the
knowledge of the mean and variance of the process and measurement noises without
need of any further assumption on their probability distributions. Generally, it is
assumed that distributed estimation works according to the following procedure [41, 58]:
Firstly, each node communicates measurements and predictions to neighboring nodes.
Secondly, each node locally filters the measurements by taking a linear combination of
its own and neighboring’s measurements and predictions. Finally, the node uses the
current filtered measurements to implement a model-based predictor, smoothing the
previous prediction error.

However, there are several aspects in this procedure that have not yet been consid-
ered. The first important aspect is the number of accessible states. Due to geographic
nodes distributions, technological constraints, etc., it is possible that, although the
overall network observes the entire state, each node measures only a subset of the
monitored variables. However, if the state components are interconnected, then a node
could still in principle perform an accurate estimation of the state components it has
not directly access to. The second aspect is to consider the mean of estimation error as
another performance criterion of the estimators proposed in this chapter. Usually, the
performance criterion of the estimators in the literature is essentially based only on the
variance of the eatimation error (see [19, 94, 136, 154] as examples), which leads to poor
performance of the distributed estimation process when biases (mean of the estimation
error) are present. Hence, we consider two indicators of the quality of the proposed
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estimators: the mean of the estimation error (bias) and the variance. A third vital
aspect is related to the fact that in the literature the filtering step and the prediction
step are designed independently, e.g., [4, 21] for the sake of tractability and ease of
implementation. This separation may lead to suboptimal solutions. Instead, in this
chapter the filtering weights and the prediction parameters are jointly optimized by each
sensor node at each time step in a multi-objective Pareto optimization framework. The
last aspect is the instantaneous performance in the distributed estimation algorithm.
Although any well-designed distributed estimator can asymptotically perform well, in
the transient mean and variance of the estimation error may take on unacceptably
large values. The proposed multi-objective optimization problem is solved by satisfying
asymptotic convergence conditions at each time step to minimize the mean and the
variance of the estimation error; therefore, the good instantaneous performance is
guaranteed at each sensor node. This is in contrast to the well-known Kalman-based
approaches (see [104]), where only the asymptotic convergence is achieved.

This chapter is organized as follows. In Section 2.1, we introduce the problem
formulation. We describe the distributed dynamic estimation method in Section 2.2.
We derive some convergence conditions in Subsection 2.2.3 and we then formulate in
Section 2.3 the multi-objective optimization problem to select the filtering weights and
the prediction parameters. The optimal solution is derived in Section 2.3.2. Finally,
some simulation results are provided in Section 2.5 and concluding remarks in Section
2.6.

2.1 Problem Formulation

We aim at computing the one-step ahead prediction x̂(t+ 1) of the state x(t) of a
linear stochastic system described as

x(t+ 1) = Ax(t) + w(t), (2.1)

where t is the discrete time, x ∈ R
m denotes the state vector and w ∈ R

m is modelled
as

w(t) = w̄(t) + w̃(t),

with w̄(t) denoting a known time-varying bias possibly including some known non-
linearities and process disturbances, while w̃(t) models uncertainties and process noises.
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Assumption 1 We assume that w̃(t) is a zero-mean process with covariance matrix
Σw(t).

The state prediction x̂(t+ 1) is computed in a distributed way by a sensor network,
made of n nodes, that monitors system (2.1) by taking measurements at each time-
instant t. More specifically, each sensor knows the model (2.1) of the monitored system
and may measure directly some, possibly not all, state components, so that, for each
sensor node i, with i = 1, . . . , n, we have

yi(t) = Cix(t) + vi(t), (2.2)

where yi ∈ R
pi , with pi ≤ m, denotes the measurements vector taken by sensor

i, vi ∈ R
pi is a zero-mean measurement noise, with Σvi as covariance matrix, and

Ci ∈ R
pi×m is the output matrix, each row having a single element equal to 1 in

correspondence with the measured state component, and 0 otherwise. Since each
sensor may measure directly one or more components of the state vector, the matrix
Ci satisfies the following property:

Ci1m = 1pi

and C�
i 1pi is a vector whose components take on values in the set {0, 1}. The following

further assumption is needed:

Assumption 2 The measurement noise vi and process disturbances w are not corre-
lated, for each i = 1, . . . , n.

Assumption 3 We assume that graph G is connected.

Each node of the network exchanges measurements and predictions only with
neighboring nodes. The associated communication network is modeled as an undirected
graph G = (S, E), where S is the set of the nodes and E is the set of the edges
connecting communicating nodes. We denote Ni = {j ∈ S : (j, i) ∈ E} ∪ {i} the set
of neighbors of node i ∈ S plus the node itself. For well-posedness, the following
assumption is clearly needed.

Considering the entire sensor network, the global measurement output equation
becomes

y(t) = Cx(t) + v(t),
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with y, v ∈ R
pE , C ∈ R

pE×m, pE =
∑

j∈1,...,n pj, where vectors and matrices collect
all the local vectors yj and vj and local matrices Cj of the sensor network, with
j = 1, . . . , n. Hence, we have C1m = 1pE , which means each measurement refers to a
state component.

Assumption 4 We assume that C satisfies the following condition

C�1pE ≥ 1m .

This means that each state component is directly measured by one or more nodes, so
that the states are completely measurable by the sensors in the sensor network. In
the subsequent sections, the distributed state prediction algorithm is described and
analyzed.

2.2 Distributed State Dynamic Estimation

In the proposed state estimator, each node i of the sensor network implements a
two steps dynamic estimator: a filtering-merging step and a prediction step. First,
by communicating with neighboring nodes, the estimator at the i-th node filters the
measurement noise in a consensus-like fashion by computing a linear combination of
its own and neighboring available measurements and predictions:

x̄i(t) =
∑
j∈Ni

ki,j(t)x̂j(t) +
∑
j∈Ni

hi,j(t)C
�
j yj(t), (2.3)

where ki,j(t) and hi,j(t) ∈ R
m×m are time-varying filter weights diagonal matrices that

we intend to design. The term C�
j guarantees that the available measurements are

used for each node. By communicating with neighbors, each node shares its available
information and spreads it through the network. The objective of this first step is for
each node to reduce its own measurement uncertainty, without the use of centralized
coordination. Sensors are allowed to communicate only once between subsequent
time-instants.

In qualitative terms, in case at the i-th node no measurement is available for a
certain state component (neither directly, nor indirectly through the neighbors), more
weight should be assigned to the predictions. In fact, these could be more accurate
because they use the process model and could take advantage of the measurements of
other nodes which are not immediate neighbors of node i.
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After the filtering-merging step, each node implements a classical model-based
prediction, using filtered measurements (obtained from the first step), instead of the
observed measurements. The one-step-ahead prediction is computed as

x̂i(t+ 1) = Ax̄i(t) + w̄(t) + λ′
i(t)(x̂i(t)− x̄i(t)), (2.4)

where λ′
i(t) ∈ R

m×m is a matrix collecting suitable time-varying filter parameters that
will be designed later on in the chapter. The term λ′

i(t)(x̂i(t)− x̄i(t)) represents a local
correction of the previous prediction error, taking into account the system dynamics.
The estimates are initialized with x̄i(0) = C�

i yi(0) and x̂i(0) = x̄i(0).
We can rewrite (2.3) and (2.4) as:

x̄i(t) = κi(t)x̂
reg
i (t) + ηi(t)C

�
iEy

reg
i (t)

x̂i(t+ 1) = Ax̄i(t) + w̄(t) + Aλi(t)(x̂i(t)− x̄i(t)) ,
(2.5)

where x̂reg
i and yregi are two column vectors collecting the prediction vectors and the

measurements vectors respectively available at node i, ordered according to their indexes:
x̂reg
i = (x̂�

i1
, . . . , x̂�

iNi
)� , i1 < · · · < iNi

, and yregi = (y�i1 , . . . , y
�
iNi

)� , i1 < · · · < iNi
,

with Ni being the cardinality of the set Ni. Moreover, κi(t) and ηi(t) are the time
varying row block matrices ∈ R

m×Nim collecting matrices ki,j and hi,j respectively;
λi(t) is a diagonal matrix collecting the local components of matrix λ(t). CiE is a block
matrix whose diagonal elements are matrices Cj, with j ∈ Ni.

The main goal is to devise a design principle of the time-varying ki,j(t), hi,j(t), and
λi(t), for each i = 1, . . . , n, j ∈ Ni, so to minimize mean and variance of the estimation
error in each sensor node at each time step.

2.2.1 Local Filtering and Prediction Errors

Let us now define the following estimation errors: the local filtering error

ēi(t) = x̄i(t)− x(t)

and the local prediction error

Êi(t) = x̂i(t)− x(t)

.
We introduce the following assumption:
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Assumption 5 Suppose that at each time t

(κi(t) + ηi(t)C
�
iECiE)1Nim = 1m .

Then the following expression hold:

κi(t)x
E
i (t) + ηi(t)C

�
iECiEx

E
i (t) = xE

i (t)

being xE
i a column vector repeating Ni times the state vector x. We use this expression

to derive the local filtering error and the local prediction error:

ēi(t) = κi(t)ε̂i(t) + ηi(t)C
�
iEvεi(t), (2.6)

Êi(t+1) = A(I−λi(t))κi(t)ε̂i(t)+Aλi(t)Êi(t)+A(I−λi(t))ηi(t)C
�
iEvεi(t)−w̃(t), (2.7)

where ε̂i collects the prediction error vectors available at node i and vεi collects the
measurement noise vectors related to the measurements available at node i, both
ordered following their indexes.

2.2.2 Global Filtering and Prediction Errors

To facilitate the subsequent analysis, the distributed estimation formulation can be
expressed in a compact vector form that includes all the nodes in the sensor network:

x̄(t) = K(t)x̂(t) +H(t)C�
E y(t)

x̂(t+ 1) = AEx̄(t) + w̄E(t) + λ′(t)(x̂(t)− x̄(t)),
(2.8)

where x̄, x̂ ∈ R
mn×1 and y ∈ R

pE×1 are column vectors collecting the local vectors x̄i,
x̂i and yi, respectively, with i = 1, . . . , n; AE is a diagonal block matrix, with each
block on the diagonal equal to A, and w̄E is a column vector of appropriate dimension,
where the process disturbance vector w̄ is repeated n times. K(t) and H(t) are block
matrices, where each (i, j)-th block, with i = 1, . . . , n and j = 1, . . . , n, is a diagonal
matrix. The (i, j)-th block is a null matrix if i and j are not neighboring nodes, whereas
it collects the coefficients with which the i-th nodes weights measurements or estimates
components developed by the j-th node, if they are neighbors. As an example, kl

i,j is
the diagonal element of the l-th row of the (i, j)-th block of matrix K and it represents
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how the i-th node weights the l-th estimate component received from the j-th node. CE

is a block matrix having the matrices Cj, with j = 1, . . . , n, on the diagonal. Finally,
λ′ is a diagonal block matrix, collecting the matrices λ′

i, i = 1, . . . , n, on the diagonal.

Let us introduce the following global estimation errors: the filtering error

ē(t) = x̄(t)− xE(t)

and the prediction error
Ê(t) = x̂(t)− xE(t),

with xE being a column vector of appropriate length, where the process state vector x
is repeated n times. Given Assumption 5, it holds

(K(t) +H(t)C�
ECE)1mn = 1mn .

and
H(t)C�

ECExE(t) +K(t)xE(t) = xE(t) .

Therefore, the global filtering error can be computed as

ē(t) =K(t)x̂(t) +H(t)C�
E y(t)− xE(t)

=K(t)Ê(t) +H(t)C�
E v(t).

(2.9)

For the sake of simplicity, we express the prediction parameter as λ′(t) = AEλ(t),
with λ(t) being a diagonal matrix. Consequently, the global prediction error is:

Ê(t+ 1) =AEx̄(t) + w̄E(t) + λ′(t)(x̂(t)− x̄(t))− AExE(t)− w̄E(t)− w̃E(t)

=AE [(I − λ(t))K(t) + λ(t)] Ê(t) + AE(I − λ(t))H(t)C�
E v(t)− w̃E(t).

(2.10)
Let us compute mean and variance of the global filtering and prediction errors. The
expected value of the errors are

Eē(t) = K(t)EÊ(t), (2.11)

EÊ(t+ 1) = AE [(I − λ(t))K(t) + λ(t)]EÊ(t). (2.12)

The covariance matrices can be computed as

E
[
(ē(t)− Eē(t))(ē(t)− Eē(t))�

]
= K(t)ΓÊ(t)K(t)�+H(t)C�

EΣv(t)CEH(t)�, (2.13)
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where
ΓÊ(t) = E

[
(Ê(t)− EÊ(t))(Ê(t)− EÊ(t))�

]
and

Σv(t) = E
[
(v(t)− Ev(t))(v(t)− Ev(t))�

]
,

noting that Cov(Ê(t), v(t)) = 0. We can thus compute the covariance matrix ΓÊ(t+ 1)

as
E

[
(Ê(t+ 1)− EÊ(t+ 1))(Ê(t+ 1)− EÊ(t+ 1))�

]
= W1(t)ΓÊ(t)W1(t)

� +W2(t)Σv(t)W2(t)
� + ΣwE

(t),
(2.14)

with
W1(t) = AE [(I − λ(t))K(t) + λ(t)] ,

W2(t) = AE(I − λ(t))H(t)C�
E ,

and
ΣwE

(t) = E
[
(wE(t)− EwE(t))(wE(t)− EwE(t))

�] ,
being Cov(Ê(t), v(t)) = 0, Cov(Ê(t), w̃E(t)) = 0 and Cov(v(t), w̃E(t)) = 0, owing to
Assumption 2.

2.2.3 Stability of the Prediction Error

In this subsection, we show that the mean of the global prediction error given
by (2.12) converges to zero under some local conditions on the time-varying filtering
weights κi, ηi and prediction parameter λi (which are the local parts of matrices K(t),
H(t) and λ(t)). Moreover, the convergence property is guaranteed in all network nodes,
only based on local conditions. Given two vectors v and v1, we denote v < v1 or v > v1

the component-by-component inequality. We use a similar notation for matrices. For
the sake of notation simplicity, we omit the dependence on t of the matrices.

Proposition 2.2.1 Consider the global prediction error mean given by (2.12). The
following local conditions are sufficient to guarantee the asymptotic stability of the
prediction error. For each l-th row of each i-th block row of the global matrices K, H
and λ, with i = 1, . . . , n and l = 1, . . . ,m:
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◦ if 1/‖A‖∞ > 1, then

n∑
j=1

∣∣kl
i,j

∣∣ < 1

‖A‖∞
,

− 1
‖A‖∞ +

∑n
j=1

∣∣kl
i,j

∣∣
1 +
∑n

j=1

∣∣kl
i,j

∣∣ < λl
i <

1
‖A‖∞ +

∑n
j=1

∣∣kl
i,j

∣∣
1 +
∑n

j=1

∣∣kl
i,j

∣∣ ;

(2.15)

◦ if 1/‖A‖∞ = 1, then

n∑
j=1

∣∣kl
i,j

∣∣ < 1

‖A‖∞
,

− 1
‖A‖∞ +

∑n
j=1

∣∣kl
i,j

∣∣
1 +
∑n

j=1

∣∣kl
i,j

∣∣ ≤ λl
i < 1;

(2.16)

◦ if 1/‖A‖∞ < 1, then

n∑
j=1

∣∣kl
i,j

∣∣ < 1

‖A‖∞
,

− 1
‖A‖∞ +

∑n
j=1

∣∣kl
i,j

∣∣
1 +
∑n

j=1

∣∣kl
i,j

∣∣ < λl
i < 1−

1− 1
‖A‖∞

1−∑n
j=1

∣∣kl
i,j

∣∣ .
(2.17)

Proof: Eq. (2.12) represents the dynamics of a linear time-varying system.
A necessary and sufficient condition for global asymptotic stability is given in [10]:
asymptotic stability is ensured if there exists a finite k > 0 such that

∥∥∥∥∥
k∏

t=1

AE [(I − λ(t))K(t) + λ(t)]

∥∥∥∥∥
∞

< 1. (2.18)

This condition is implied by the satisfaction, for each t, of the condition

‖AE [(I − λ(t))K(t) + λ(t)]‖∞ < 1.

Recall that λ(t) and I − λ(t) are two diagonals matrices; by definition K(t) is a block
matrix, where each block is a diagonal matrix; therefore also (I − λ(t))K(t) + λ(t) is a
block matrix with all diagonal blocks. Thanks to the submultiplicative property of the
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norm, the convergence condition is implied by

‖(I − λ)K + λ‖∞ <
1

‖AE‖∞
.

This is satisfied if, for each l-th row of each i-th block row of matrix (I−λ(t))K(t)+λ(t),
with i = 1, . . . , n and l = 1, . . . ,m, we have

∣∣1− λl
i

∣∣ n∑
j=1

∣∣kl
i,j

∣∣+ ∣∣λl
i

∣∣ < 1

‖A‖∞
, (2.19)

since ‖AE‖∞ = ‖A‖∞. The analysis of (2.19) in all possible different scenarios
concerning the value of λl

i immediately leads to prove the statement of the proposition.
�

Note that Proposition 2.2.1 gives local convergence conditions on the filtering weights
and the prediction parameters, meaning that these weights and parameters can be
computed at each sensor node and, if the conditions of the proposition are satisfied,
we have global convergence to zero of the mean prediction error.

Remark 2.2.1 The global convergence to zero of the mean prediction error implies
that a consensus among the local state estimates is asymptotically achieved. This
interesting aspect relates the proposed two-steps estimation method to the one proposed
in [135] (see also [4, 21]).

2.3 The Optimization Problem

The goal of the proposed distributed dynamic estimation method is to predict the
state minimizing the mean and variance of the prediction error at each time instant.
To do that, we propose that each sensor at each time step computes the optimal time-
varying weights and parameters by solving a multi-objective optimization problem,
where the first objective is the squared prediction error mean, and the second objective
is the variance of the prediction error.

Now, the expressions of the mean and the variance for the local filtering and
prediction errors can be computed. The mean values are given by

Eēi(t) = κi(t)Eε̂i(t),
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EÊi(t+ 1) = A(I − λi(t))κi(t)Eε̂i(t) + Aλi(t)EÊi(t)

= A[(I − λi(t))κi(t) + λ0
i (t)]Eε̂i(t),

(2.20)

being λ0
i (t) a m×mNi a block matrix having the sub-matrix λi(t) in the block position

corresponding to the i-th index in the neighboring set Ni, and all the other blocks
components equal to 0. An algebra gives the expression of the variance as

E[(Êi(t+ 1)− EÊi(t+ 1))(Êi(t+ 1)− EÊi(t+ 1))�]

=W1i(t)Γε̂i(t)W1i(t)
� +W2i(t)Σvε̂i

W2i(t)
� + Σw(t),

(2.21)

where

W1i(t) = A[(I − λi(t))κi(t) + λ0
i (t)], (2.22)

W2i(t) = A(I − λi(t))ηi(t)C
�
iE, (2.23)

Γε̂i(t) = E[(ε̂i(t)− Eε̂i(t))(ε̂i(t)− Eε̂i(t))
�] (2.24)

and Σvε̂i
is the measurement noise covariance matrix, including correlations between

neighboring sensors. given in (2.20) and (2.21)

Since these two objectives are convex in the decision variables (namely the filter-
ing weights and the prediction parameter), then we can reduce the multi-objective
optimization problem [18] to a scalar case and pose the following Pareto optimization
problem:

min
κi,ηi,λi

tr [ρiB
2
i + (1− ρi)Vi] (2.25a)

s.t. (κi(t) + ηi(t)C
�
iECiE)1mi

= 1m, (2.25b)

convergence conditions Eq.(2.15) ∨ (2.16) ∨ (2.17), (2.25c)

where mi = mNi, 0 ≤ ρi ≤ 1 is the Pareto parameter, Bi = EÊi(t+1) is the prediction
error mean given in (2.20), Vi = E[(Êi(t+ 1)−EÊi(t+ 1))(Êi(t+ 1)−EÊi(t+ 1))�] is
the variance of the prediction error given in (2.21). The first constraint in problem
(2.25) is the local condition given by Assumption 5; the other constraints are the
convergence conditions derived in Section 2.2.3, depending on the norm of matrix A.
According to the derived expressions for the mean and variance of the prediction error,
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the cost function of problem (2.25) is

tr [ρiB
2
i + (1− ρi)Vi]

=tr [A(I − λi(t))κi(t)[ρ Eε̂i(t)Eε̂
�
i (t) + (1− ρi)Γε̂i(t)]κi(t)

�(I − λi(t))
�A�

+ (1− ρi)Σw(t) + Aλi(t)[ρEÊi(t)EÊ
�
i (t) + (1− ρi)ΓÊi

(t)]λi(t)
�A�

+ A(I − λi(t))ηi(t)C
�
iE[(1− ρi)Σvε̂i

]CiEηi(t)
�(I − λi(t))

�A�],

(2.26)

which is obtained by using the definitions of W1i and W2i given in (2.22) and (2.23).
To highlight the dependencies on the decision variables κi(t), ηi(t) and λi(t), we rewrite
the Pareto optimization problem (2.25) by substituting the following expressions that
are data of the problem or can be computed on-line using samples:

Mi(t, ρi) = ρiEε̂i(t)Eε̂
�
i (t) + (1− ρi)Γε̂i(t),

Mi(t, ρi)
loc = ρiEÊi(t)EÊ

�
i (t) + (1− ρi)ΓÊi

(t),

Si(t, ρi) = (1− ρi)Σvε̂i
(t).

We rewrite the objective function of (2.25) as

min
κi(t),ηi(t),λi(t)

tr [A(I − λi(t))κi(t)Mi(t, ρi)κi(t)
�(I − λi(t))

�A� + (1− ρi)Σw(t)

+ A(I − λi(t))ηi(t)C
�
iESi(t, ρi)CiEηi(t)

�(I − λi(t))
�A�

+ Aλi(t)Mi(t, ρi)
locλi(t)

�A�] (2.27)

Note that the second convergence conditions in (2.15), (2.16), (2.17) are non convex
expressions depending on two sets of decision variables, which further complicates the
derivation of the solution especially for what concerns the use of necessary optimality
conditions. We now analyze optimization problem (2.25) in order to obtain a convex
approximation problem that can be solved in optimal way.

2.3.1 Approximation Approach to the Optimization

In this section, we propose a convex approximation of problem (2.25). We start
by first briefly analyzing the convergence conditions (2.15), (2.16), (2.17). The first
condition is common to all the three cases. Since the absolute value would make the
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problem more difficult to solve, we use the more conservative conditions⎧⎪⎨
⎪⎩

κ�
i (t)1m ≥ 0mi

κi(t)1mi
<

1

‖A‖∞
1m

(2.28)

instead of
n∑

j=1

∣∣kl
i,j

∣∣ < 1/ ‖A‖∞ , ∀l .

In fact, the block matrix κi is a row block matrix collecting the diagonal matrices
Ki,j, j = 1, . . . , n, having on the diagonal the values kl

i,j for each l-th row, if j is a
neighbor of i. By forcing κi to have only positive values (first condition), it is possible
to remove the absolute value from the convergence condition and we then obtain the
second condition.

Moreover, as regards the expressions in (2.15), (2.16), (2.17), we note that if the
first condition

∑n
j=1

∣∣kl
i,j

∣∣ < 1/‖A‖∞ holds, then

− 1
‖A‖∞ +

∑n
j=1

∣∣kl
i,j

∣∣
1 +
∑n

j=1

∣∣kl
i,j

∣∣ < 0 ;

if, in addition, 1/‖A‖∞ > 1, then

1
‖A‖∞ +

∑n
j=1

∣∣kl
i,j

∣∣
1 +
∑n

j=1

∣∣kl
i,j

∣∣ > 1 ,

while if 1/‖A‖∞ < 1, then

0 < 1−
1− 1

‖A‖∞
1−∑n

j=1

∣∣kl
i,j

∣∣ < 1 .

We can then use the above relations to approximate the convergence conditions for
the definition of convex constraints. We obtain the following sufficient convergence
conditions, implying conditions (2.15), (2.16), (2.17): condition (2.28) and

◦ if 1/‖A‖∞ > 1,
0 ≤ λl

i ≤ 1; (2.29)

◦ if 1/‖A‖∞ = 1,
0 ≤ λl

i < 1; (2.30)
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◦ if 1/‖A‖∞ < 1,
0 ≤ λl

i < 1, (2.31)

for every l = 1, . . . ,m. Using the element-wise inequality, (2.29) is equivalent to

0 ≤ λi ≤ I, (2.32)

and (2.30), (2.31) to
0 ≤ λi < I. (2.33)

We then formulate a convex approximation of problem (2.25):

min
κi(t),ηi(t),λi(t)

tr [A(I − λi(t))κi(t)Mi(t, ρi)κi(t)
�(I − λi(t))

�A� + (1− ρi)Σw(t)

+ A(I − λi(t))ηi(t)C
�
iESi(t, ρi)CiEηi(t)

�(I − λi(t))
�A�

+ Aλi(t)Mi(t, ρi)
locλi(t)

�A�] (2.34a)

s.t. (κi(t) + ηi(t)C
�
iECiE)1mi

= 1m, (2.34b)

κ�
i (t)1m ≥ 0mi

(2.34c)

κi(t)1mi
<

1

‖A‖∞
1m (2.34d)

λi(t)1m + ϕ1m ≤ 1m, (2.34e)

λi(t)1m ≥ 0m, (2.34f)

being ϕ a small positive constant, where the last two constraints are equivalent to
(2.32), if ϕ = 0, or (2.33) if ϕ 	= 0, depending on matrix A norm, since λi(t) is a
diagonal matrix.

Remark 2.3.1 Problem (2.34) and (2.25) share the same cost function and the first
constraint. The error that we commit on the variable λi with this approximation
depends on the norm ‖A‖∞. For example, in the case 1/‖A‖∞ > 1, since 0 ≤∑n

j=1

∣∣kl
i,j

∣∣ < 1/ ‖A‖∞, the second condition in (2.15) can vary from

−1

‖A‖∞
< λl

i <
1

‖A‖∞
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if
∑n

j=1

∣∣kl
i,j

∣∣ = 0, to

−ε

1 + 1
‖A‖∞ − ε

< λl
i <

2
‖A‖∞ − ε

1 + 1
‖A‖∞ − ε

if
∑n

j=1

∣∣kl
i,j

∣∣ = 1/ ‖A‖∞ − ε, with ε arbitrarily small, where

2
‖A‖∞ − ε

1 + 1
‖A‖∞ − ε

> 1 .

The choice of using the constraint 0 ≤ λi ≤ I, instead of the convergence conditions
(2.15), may affect each component of λi with a maximum error of 1/‖A‖∞, in the worst
case. In fact, as it is possible to see by substituting the inferior and superior values
that

∑n
j=1

∣∣kl
i,j

∣∣ can assume in conditions (2.15), the largest interval where λi can be
constrained based on Eq.(2.15) is −1/‖A‖∞ < λl

i < 1/‖A‖∞.

Note that problem (2.25) and problem (2.34) have the same objective function,
but problem (2.34) is constrained by more conservative conditions. This gives an
optimization problem which is tractable. In fact, problem (2.34) is convex since the
objective function has a quadratic form and Mi, M loc

i and Si are positive definite
matrices, and the constraints are convex. Coherently, we can use Lagrangian duality
to solve problem (2.34). Let introduce the dual variables ξi1, ξi2, ξi4 and νi, which
are m× 1 vectors, and the mi × 1 vector ξi3. To simplify the notation, we omit the
dependence on time in the following lemma and proof. Then we have the following
result:

Lemma 2.3.1 Consider optimization problem (2.34). Let ε1 be a positive constant.
Then, the optimal values of the primal (κi, ηi and λi) and dual (ξi1, ξi2, ξi3, ξi4 and
νi) variables satisfy the following equations and inequalities:

(κi + ηiC
�
iECiE)1mi

− 1m = 0m, (2.35)

λi1m + ϕ1m − 1m ≤ 0m, (2.36)

−λi1m ≤ 0m, (2.37)

ξ�i1(λi1m + ϕ1m − 1m) = 0 ξi1 ≥ 0, (2.38)
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ξ�i2(−λi1m) = 0 ξi2 ≥ 0, (2.39)

−κi1m ≤ 0m, (2.40)

κi1mi
− 1

‖A‖∞
1m + ε1 ≤ 0m, (2.41)

ξ�i3(−κi1m) = 0 ξi3 ≥ 0, (2.42)

ξ�i4(κi1mi
− 1

‖A‖∞
1m + ε1) = 0 ξi4 ≥ 0, (2.43)

2[Mi(ρi)κ
�
i (I − λi)

�A�A(I − λi)] ◦ (1⊗ I)

+ [1mi
ν�
i ] ◦ (1⊗ I) + [1mi

ξ�i4] ◦ (1⊗ I)− [ξi31
�
m] ◦ (1⊗ I) = 0,

(2.44)

2[C�
iESi(ρi)CiEη

�
i (I − λi)

�A�A(I − λi)] ◦ (1⊗ I)

+ [C�
iECiE1mi

ν�
i ] ◦ (1⊗ I) = 0,

(2.45)

2[[κiMi(ρi)κ
�
i + ηiC

�
iESi(ρi)CiEη

�
i +M loc

i (ρi)]λiA
�A

− [κiMi(ρi)κ
�
i + ηiC

�
iESi(ρi)CiEη

�
i ]A

�A] ◦ I
+ [1mξ

�
i1] ◦ I − [1mξ

�
i2] ◦ I = 0

(2.46)

Proof: Problem (2.34) is convex. Therefore the KKT conditions are both
necessary and sufficient for optimality. In (2.35)–(2.37) we derive the canonical form of
the constraints. Since κi, ηi and λi are composed by diagonal blocks, (2.44)–(2.46) are
obtained by using matrix derivatives for diagonal and symmetric matrices [95, 109]:
given matrices A, M � 0 and diagonal matrix X, then

d tr(AXMXTAT )

dX
= 2(MXATA) ◦ I . (2.47)

As an extension to this result, given block-diagonal matrix κ, positive semidefinite
matrix M and matrix A, then

d tr(AκMκTAT )

d κ
= 2(MκTATA) ◦ (1⊗ I). (2.48)

This concludes the proof. �
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In the following we analyze the derived KKT conditions to obtain the optimal
weight values.

2.3.2 The Optimal Weights for the Approximated Problem

In the previous section, we formulated the optimization problem (2.25) to minimize
mean and variance of the local prediction error and we obtained some optimality
conditions for the equivalent problem (2.34) with more restrictive constraints than
problem (2.25). Here we analyze the KKT conditions to derive the optimal values for
the decision variables κi(t), ηi(t) and λi(t). Given a vector V , we denote diag(V ) the
diagonal matrix whose diagonal entries are the elements of V , and V = diag−1(diag(V )).
We need the following preliminary result:

Lemma 2.3.2 Consider square matrices M , A and X with dimension n× n, where
A is symmetric and X is diagonal. Then

diag−1(MXA) = (M ◦ A)diag−1(X) ,

Proof: We have

MX =

⎡
⎢⎢⎢⎢⎣
M11X1 M12X2 · · · M1nXn

M21X1 M22X2 · · · M2nXn

...
... . . . ...

Mn1X1 Mn2X2 · · · MnnXn

⎤
⎥⎥⎥⎥⎦ ,

then we obtain

diag−1(MXA) =

⎡
⎢⎢⎢⎢⎣

∑n
i=1 M1iAi1Xi∑n
i=1 M2iAi2Xi

...∑n
i=1 MniAinXi

⎤
⎥⎥⎥⎥⎦ .

On the other side, we have (M ◦ A)diag−1(X) =

=

⎡
⎢⎢⎢⎢⎣
M11A11 M12A12 · · · M1nA1n

M21A21 M22A22 · · · M2nA2n

...
... . . . ...

Mn1An1 Mn2An2 · · · MnnAnn

⎤
⎥⎥⎥⎥⎦

⎡
⎢⎢⎢⎢⎣
X1

X2

...
Xn

⎤
⎥⎥⎥⎥⎦ ,
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Thus for j = 1, . . . , n we have

[
diag−1(MXA)

]
j
=

n∑
i=1

MjiAijXi =
n∑

i=1

MjiAjiXi

=
[
(M ◦ A)diag−1(X)

]
j
.

(2.49)

�
We use this lemma in the following proposition to solve (2.44) - (2.46) in order to
obtain some linear relations between the variables.

We now define the mi × 1 vector κvec
i (t) = κ�

i (t)1m, collecting all the decisional
variables of the diagonals of κi(t) on a column vector. Similarly, we define also
ηveci (t) = η�i (t)1m, λvec

i (t) = λ�
i (t)1m and νE

i (t) = [1mi
ν�
i (t)] ◦ (1⊗ I)1m, collecting Ni

times the vector νi. We are ready to provide the optimal solution for problem (2.34).
Note that the results of the following propositions will be enough in each node to
compute the optimal weights at each time step.

Proposition 2.3.1 The optimal solution for problem (2.34), for each node i, is given
by ξi1 = 0, ξi2 = 0, ξi3 = 0, ξi4 = 0,

κvec
i (t) =− (2Mi(t, ρi) ◦Di(t))

−1 νE
i (t) , (2.50a)

ηveci (t) =− (2C�
iESi(t, ρi)CiE ◦Di(t)

)−1
C�

iECiEν
E
i (t) , (2.50b)

νi(t) =− 2(Im×mi
((Mi(t, ρi) ◦Di(t))

−1 + C�
iECiE (2.50c)(

C�
iESi(t, ρi)CiE ◦Di(t)

)−1
C�

iECiE)I
T
m×mi

)−11m ,

λvec
i (t) =(2(M loc

i (t, ρi) + κi(t)Mi(t, ρi)κ
�
i (t) (2.50d)

+ ηi(t)C
�
iESi(t, ρi)CiEη

�
i (t)) ◦ (ATA))−1

(diag−1(2(κi(t)Miκ
�
i (t) + ηi(t)C

�
iESi(t, ρi)CiEη

�
i (t))A

TA)) ,

with Di(t) = 1Ni
1T
Ni

⊗Di(t) and Di(t) := (I − λi(t))
TATA(I − λi(t)), if κi(t) and λi(t)

so computed in addition satisfy (2.36), (2.37), (2.40), (2.41).

Proof: In the following we will omit the dependence on time and on the ρi Pareto
parameter for the sake of notation simplicity. We observe that (2.46) is equivalent to

diag−1
(
2(M loc

i + κiMiκ
T
i + ηiC

�
iESiCiEη

T
i )λiA

TA
)

= diag−1
(
2(κiMiκ

T
i + ηiC

�
iESiCiEη

T
i )A

TA
)
+ ξi2 − ξi1 . (2.51)
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By using the result from Lemma 2.3.2, we have

λvec
i =

(
2(M loc

i + κiMiκ
T
i + ηiC

�
iESiCiEη

T
i ) ◦ (ATA)

)−1(
diag−1

(
2(κiMiκ

T
i + ηiC

�
iESiCiEη

T
i )A

TA
)
+ ξi2 − ξi1

)
. (2.52)

Let us now analyze KKT conditions in (2.44) and (2.45). We find a solution with
ξi3 = 0 and ξi4 = 0. Let note that (2.44) holds if and only if it holds

2(Miκ
T
i (I − λi)

TATA(I − λi)) ◦ (1⊗ I)1m = −1mi
νT
i ◦ (1⊗ I)1m = −νE

i . (2.53)

Let denote κi = [κi1 , · · · , κiNi
], where κij is the (j)-th m×m diagonal block of κi, with

j = 1, . . . , Ni. Similarly we consider Mipq , which is the m×m block of matrix Mi:

Mi =

⎡
⎢⎣
Mi11 · · · Mi1Ni... . . . ...
MiNi1

· · · MiNiNi

⎤
⎥⎦ .

Then, we use the block operations and we achieve

⎧⎪⎨
⎪⎩

2(
∑Ni

k=1 Mi1kκikDi) ◦ I 1m = −νi
...

2(
∑Ni

k=1 MiNik
κikDi) ◦ I 1m = −νi

,

with Di := (I − λi)
TATA(I − λi). Thus by using block by block the result in Lemma

2.3.2:
2Mi ◦ (1Ni

1T
Ni

⊗Di)κ
vec
i = −1Ni

⊗ vi = −νE
i . (2.54)

Remembering that by definition κvec
i is the vector that collects all the elements from

κi, from (2.54), we obtain

κvec
i = − (2Mi ◦ (1Ni

1T
Ni

⊗Di)
)−1

νE
i ,

and similarly

ηveci = − (2C�
iESiCiE ◦ (1Ni

1T
Ni

⊗Di)
)−1

C�
iECiEν

E
i ,

as in the statement of the proposition. According to the first KKT condition, we have

(κi + ηiC
�
iECiE)1mi

= 1T
Ni

⊗ I(κvec
i + C�

iECiEη
vec
i ) = 1m , (2.55)
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which implies that

νi = −2(Im×mi
((Mi ◦Di)

−1+C�
iECiE

(
C�

iESiCiE ◦Di

)−1
C�

iECiE)I
T
m×mi

)−11m , (2.56)

where Im×mi
denotes 1T

Ni
⊗ Im, and Di = 1Ni

1T
Ni

⊗ Di. Thus we have obtained the
optimal value of the dual variable νi and, by substituting the result in (2.50a) and
(2.50b), we obtain the optimal values of κi and ηi depending on λi. Remember that
the weights are adaptive and time-varying, depending on the measurements, and can
be computed locally by node i at each step. This is an optimal solution for the Pareto
optimization problem (2.34), if, once computed the solutions on-line, in addition they
satisfy the constraints (2.36), (2.37), (2.40) and (2.41), which concludes the proof. �
The solution given by the previous proposition, is the optimal solution of problem
(2.34). Since in problem (2.34) we have imposed more restrictive conditions than the
ones obtained in Section 2.2.3 for (2.25), so the proposed solution could be sub–optimal
w.r.t. problem (2.25).

In order to use the result in Prop. 2.3.1, we propose a computational method
(Algorithm 1) to find at each step the time-varying optimal values κ∗

i , η∗i and λ∗
i . At

each step, we initialize λi = Im/2, and define a small positive constant ε. We first
compute κi and ηi with the initial given value of λi. Then we update λi with the
computed values of κi and ηi. We repeat this procedure until the difference between
current value of λi and the updated one is smaller than ε as shown in Algorithm 1.
At each step, we verify that the obtained values satisfy the constraints (2.36), (2.37),
(2.40) and (2.41). In order to guarantee that these are satisfied, we project at each
iteration the computed values of κi and λi in the corresponding sets defined by the
constraints. This method can be used with any matrix A norm, since the convergence
conditions constraints are not active.

Proposition 2.3.2 Algorithm 1 converges to the optimal solutions κ∗
i , η∗i and λ∗

i .

Proof: In this proof, we first show that Algorithm1 converges, then we show that
it converges to the optimal solution. Let note that the optimization problem (2.34)
fulfills Slack’s conditions, which implies that the optimal solution have finite optimal
value. Furthermore, the two iterative sub-optimization steps in Algorithm 1 ensure
that the intermediate solutions improve (decrease) the current optimal value. Thus it
is sure that Algorithm 1 converges.

Moreover, let recall that the cost function is convex on all the variables. Suppose
that Alg. 1 converges to a point (κ′

i, η
′
i, λ

′
i) different from a nearby point (κ∗

i , η
∗
i , λ

∗
i ).
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Algorithm 1 Optimal weights computation
Set λ+

i = Im/2, ε

Im×mi = 1T
Ni

⊗ Im

repeat

λi = λ+
i

Di = 1Ni
1T
Ni

⊗ (Im − λi)
TATA(Im − λi)

νi = −2[Im×mi ((Mi ◦Di)
−1 + C�

iECiE

(
C�

iESiCiE ◦Di

)−1
C�

iECiE)I�m×mi
]−11m as in (2.50c)

κvec
i = PK

(
− (2Mi ◦Di)

−1 1Ni
⊗ Im νi

)

ηveci = − (
2C�

iESiCiE ◦Di

)−1
1Ni

⊗ Im C�
iECiEνi as in (2.50b)

Ri = κiMiκ
T
i + ηiC

�
iESiCiEηTi

λvec
i = PΛ

(
(M loc

i +Ri) ◦ (ATA)
)−1

diag−1
(
RiA

TA
)

λ+
i = diag(λvec

i )

until |λi − λ+
i | ≤ ε

return κi(t) = diag(κvec
i ), ηi(t) = diag(ηveci ), and λi(t) = λ+

i

Then we have
f(κ∗, η∗i , λ

∗
i ) ≥ f(κ′

i, η
′
i, λ

∗
i ) ≥ f(κ′

i, η
′
i, λ

′
i) ,

where f(κi, ηi, λi) is the cost function. Since κ∗
i , η∗i and λ∗

i are the optimal solutions,
κ′
i, η′i and λ′

i must be equal to κ∗
i , η∗i and λ∗

i respectively, which completes the proof.
�

Remark 2.3.2 In Section 2.3, we have proposed the solution to the optimization
problem (2.34), where weights and parameters in the proposed distributed estimator
are optimized to minimize the same cost function in (2.34). A question that may rise
concerns the possible separability of the consensus and prediction.

Consider the optimization problem (2.34). The separate design of the consensus-
filtering weights κi and ηi and of the model-based prediction parameters λi leads to
suboptimal solutions to the problem (2.25). In fact, from Prop. 2.3.1, it follows that
the optimal value of λi depends on the optimal values of κi and ηi, and vice versa.
In (2.50d) we find an optimal solution of λi depending on κi and ηi, and in (2.50a)
and (2.50b) we find an optimal solution of κi and ηi depending on λi. Therefore, the
computation of the solution of two separate optimization problems would certainly lead
to a suboptimal solution unless additional assumption on the optimization problem
are introduced. The proposed joint optimization approach in Algorithm 1 can lead to
improved solutions. And Prop. 2.3.2 proved that the weights and parameters can be
jointly optimized.

Even considering only error variance minimization, thus choosing ρi = 0 in the
proposed method, the choice of the filtering weights and prediction parameters has
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to be jointly designed. This is an important result, since in many works of the state
of the art (see [4], [25] and [21], as examples, or whenever using a filtering method
for dynamic prediction without optimizing the prediction parameters) the two steps
(filtering and prediction) are designed separately, thus possibly causing suboptimal
performances.

2.4 Implementation of the Distributed Prediction Al-
gorithm

In this section, we address how to implement the proposed distributed prediction
method. Each node has to implement the estimator given by Algorithm 2. The nodes
are not required to on-line solve the optimization problem (2.25) formulated in the
previous sections, since the optimal weights values can be found using the computation
procedure described by Algorithm 1. In the literature, it is common to determine the
best value of ρi by building the Pareto trade–off curve and selecting the ”knee–point”
of this curve, that is, choosing ρ∗i such that Bi and Vi, computed with the optimal
values κ∗

i (ρ
∗
i ), η∗i (ρ∗i ) and λ∗

i (ρ
∗
i ), are Vi = B2

i . This can be obtained by solving the
following further problem:

min
ρi

(Vi(κ
∗
i (ρi), η

∗
i (ρi), λ

∗
i (ρ

∗
i ))− B2

i (κ
∗
i (ρi), η

∗
i (ρi), λ

∗
i (ρ

∗
i )))

2.

This problem is highly non–linear. Numerical methods can be used to compute the
optimal value and, in the literature, genetic algorithms are often used (see, for instance,
[69], [68]). In this and previous papers, we tested different approaches for the definition
of the Pareto parameter. It is possible to choose it locally, using the Nelder-Mead
simplex algorithm as described in [77], to minimize the cost function (1− ρi)Vi + ρiB

2
i

with the values of parameters and weights obtained at the previous step. Note that
the values of Vi and Bi are function of ρi. The Nelder-Mead algorithm is one of the
most widely used methods for nonlinear unconstrained optimization problem adopting
a direct search method that allows to avoid the computation of numerical or analytic
gradients, which are difficult to obtain in our case due to the presence of matrix inverses.
Once the parameter ρi has been set, the optimal weights κi(t), ηi(t) and λi(t) are
computed using the result in Prop. 2.3.1 (following Algorithm 1) and so the local
prediction of the state xi(t+1) can be obtained. After that, the values of the estimates
of Γ̂i(t) and m̂εi(t) can be updated using new signal estimates and measurements
samples (see [136] for details about the estimation from samples procedure).
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Algorithm 2 Prediction algorithm for node i
t := 0

m̂εi (0) := 0

Γ̂i(0) := Σvi

ρi := 0.5

x̄i(0) := C�
i yi(0)

x̂i(1) := Ax̄i(0)

repeat

Ni := |Ni|
t := t+ 1

Collect predictions x̂i(t) := (x̂i1 (t), . . . , x̂iNi
(t))T where {i1, . . . , iNi

} ∈ Ni

Collect measurements yi(t) := (C�
i1
yi1 (t), . . . , C

�
iNi

yiNi
(t))T where {i1, . . . , iNi

} ∈ Ni

ε̂i :=
x̂i
1+ν

− ν1�x̂i+(1+ν)1�yi
Ni(1+2ν)(1+ν)

1

m̂εi (t) :=
t−1
t

m̂εi (t− 1) + 1
t
ε̂i(t)

Γ̂i(t) :=
t−1
t

Γ̂i(t− 1) + 1
t
(ε̂i(t)− m̂εi (t))(ε̂i(t)− m̂εi (t))

�

Compute ρi

Si := (1− ρi)Σvεi
(t)

Mi := ρi(m̂εi (t)m̂
�
εi
(t)) + (1− ρi)Γ̂i(t)

Compute κi(t)

Compute ηi(t)

Compute λi(t)

x̄i(t) = κi(t)x̂i(t)(t) + ηi(t)yi(t)(t)

x̂i(t+ 1) = Ax̄i(t) + w̄(t) + λi(t)(Ax̂i(t)−Ax̄i(t))

until forever

2.4.1 Computational complexity

The computational complexity of the proposed distributed estimator is given mainly
by two components: the computational complexity of matrices inverse and that needed
for the estimation of the covariance matrix. The computation of matrices inverse
is required to compute the optimal weights κi(t), ηi(t) and λi(t). It has complexity
O((m× |Ni|)3). The computational complexity of Algorithm 1 is mainly given by the
computation of matrices inverse. In the simulation, the typical number of iterations
NIter1 at each step is less than 10. The computation of the covariance matrix is
required to compute the approximate estimates Γ̂i(t) and Λ̂i(t): the complexity is
O(Tablesize log(Tablesize)), where the Tablesize is the size of a look-up table used to
speed up the computation of a quadratically constrained least-square problem [136].
We set Tablesize = 100.
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2.5 Simulation Results

In this section, simulation results are given with the purpose of illustrating the
analysis. In [15], it is explained how to derive the estimates of the needed quantities to
implement the proposed method. To test the performance of the distributed estimator
proposed in this paper, we consider a linear system, whose dynamics are described by
the matrix:

A =

⎛
⎜⎜⎜⎝

0.8 0.1 0 0.05

0.1 0.55 0 0.2

0.04 0 0.7 0.2

0 0.15 0.3 0.5

⎞
⎟⎟⎟⎠ .

We assume only 2 or 3 states can be measured by each node. We then randomly choose
the matrix C on the basis of this assumption and the conditions in Section 2.1, so that
the state is completely observable at least by the set of all the nodes in the sensor
network.

We analyzed the state of the art in order to identify some methods for compari-
son. The distributed estimation methods in [19], [154] and [94] consider a partially-
measurable case; however the first two approaches require the assumption of a strongly
connected sensor network and so we can not use them for comparison. Hence, we
selected from the literature the following prediction methods:

ECKF: Centralized Kalman filter. The estimator collects all the measurements yi

available at the entire sensor network and the related output matrices Ci, for all
i = 1, . . . , n and implements the classical steady-state Kalman predictor.

EDKF: Decentralized Kalman filter as in [103].

EDE1: Distributed state estimation approach as in [9]. The estimator is adopted by
formulating consensus on probability density functions of the states.

EDE2: Distributed state estimation with event triggered communication protocols as
in [94]

Ep1: The proposed estimator using the computational solution in Algorithm 1.

The use of the centralized Kalman predictor is included to provide a baseline perfor-
mance index and, for the sake of simplicity, the steady-state Kalman predictor has
been considered. This latter predictor, in specific scenarios may show suboptimal
performance during the transient when compared to time-varying algorithms like the
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proposed one. For simulation consistency, since we are considering the case where
each node has no access to the entire state vector, the centralized Kalman predictor
processes all the measurements available from all nodes of the sensor network in a
centralized way. For all the methods, we compare the one-step ahead prediction error.

A 15-nodes network is obtained by distributing the nodes randomly over a squared
area of size N/2 and the graph by letting two nodes communicate if their relative
distance is less than 1.7

√
N . We investigate the performance of the proposed methods

with different noise probability distributions and different standard deviations for the
measurement and modeling disturbance noises. We repeat the experiment 80 times
with different random network topologies for each scenario. After many simulation
experiments, we decided to fix ρi = 0.5 for each node i in the simulations, in order to
reduce the computational complexity, since the obtained performances were similar to
the knee-point method described in Section 2.4. The evaluated performance metric
in one experiment is the mean square error of the predictions at each node, that is
then averaged over all the nodes of the network. We then average this value over 80
experiments for each noise scenario (in the figures we use the term MSE to refer to
this final average).

We firstly consider Gaussian white noise for both the measurement noise and
system disturbance. The results are presented in the first three rows of Fig. 2.1. Each
figure shows the performance of the considered prediction methods with different noise
scenarios, letting varying the standard deviation of the measurement noise from 1 to 3

on the x axis and the standard deviation of the disturbance noise from 1 to 2.6 (different
figures on the same row). In the first row, all the five considered methods are illustrated.
The second row shows the performances of only three of the considered methods in
order to appreciate, with the different scale, how the prediction error increases as the
standard deviation values increase. The third row is needed to properly compare the
performances of the three best methods, using different scales for each figure. We see
that the proposed estimators always have better results than all the other distributed
methods, in all the considered scenarios. Compared with the centralized steady-state
Kalman filter, which is optimal in the Gaussian case compared to steady-state linear
estimators, the error of the proposed algorithms is lower than that of the centralized
Kalman filter in a single scenario, when the standard deviation of measurement noise
is far larger than that of the disturbance (as it is possible to see in Fig. 2.1, third
row, first column). This is due to the fact that the time-varying proposed algorithm
optimizes the used information at each step, also in the transient.
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We then tested our method on a more challenging scenario with non-Gaussian
distribution of the noises (see fourth row in Fig. 2.1). We consider the Tri-Gaussian
noise, which is a non-Gaussian noise introduced in [61]. We use this distribution both
for the measurement noise and the system disturbance. The Tri-Gaussian distribution
is composed of three Gaussian distributions, and can be modeled as

p(x) =
3∑

i=1

αiN (x;μi, Ri) ,

where
∑

i αi = 1 , αi > 0 and Ri > 0 . By taking α1 = α3 , μ1 = −μ3 , μ2 = 0 , Ri =

1− μ2
1(1− α2) , a unit standard deviation Tri-Gaussian distribution can be obtained,

having two degrees of freedom. By randomly choosing the pair (α2, μ1) = (0.55, 0.1),
the noise can be generated by using Monte Carlo simulation method. From Fig. 2.1,
last row, we can see the performance of the best three estimation methods in each
of the 30 noise scenarios, for both the probability distributions (Gaussian and non-
Gaussian). Obviously in the Gaussian case all the methods perform better than in
the non-Gaussian case. It is anyway interesting to see that the distance between our
method and the centralized Kalman Filter performance decreases in the non-Gaussian
case, as shown in Figs. 2.2, where the ratio between our method MSE and CKF MSE
is illustrated for all the considered noise scenarios.

2.6 Concluding Remarks

In this chapter, we propose a novel distributed estimation method using a sensor
network for the monitoring of a centralized or decentralized system. The state may
be not entirely measured by each node. And we do not require Gaussian distribution
for the noises. The optimal filtering weights and prediction parameters are computed
by each sensor node at each time step to minimize both the mean and the variance of
the prediction error. We show that the filtering weights and the prediction parameters
have to be jointly optimized. For the monitoring architecture of a distributed system,
a new distributed estimation algorithm over several sensor networks will be presented
in the next chapter.
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Fig. 2.1 Performance comparison in terms of MSE of the five considered estimation
methods, with different standard deviation values for the measurement noises and the
process disturbance. The first three rows consider the Gaussian case. In the fourth
row, the white Gaussian noise case is represented by solid lines, while the dashed lines
show the non-Gaussian noise case performance.
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different noise scenarios, both in the Gaussian and in the non-Gaussian case.



Chapter 3

The Algorithm for Distributed

Systems

In this chapter, a novel distributed state estimation algorithm over sensor networks is
proposed to estimate the partitioned state of the distributed system in a multi-objective
optimization framework. Each subsystem is monitored by a sensor network, where each
sensor may communicate both with other sensors monitoring the same subsystem and
with sensors measuring the state of neighboring subsystems. There are no assumptions
on the topology of the communication network, apart from connectedness. Generally,
the distributed estimation works according to the following procedure: Firstly, each
node communicates measurements and predictions to neighboring nodes in the local
sensor network and the neighboring sensor networks. Secondly, each node filters
the measurements by taking a linear combination of measurements and predictions
from itself and its neighboring nodes in the local sensor network. Finally, the node
uses the current filtered measurements and predictions from neighboring nodes in the
neighboring sensor networks to implement a model-based predictor, smoothing the
previous prediction error.

When designing the multi-objective optimization framework, two indicators of the
quality of the distributed estimation approach: the mean of the estimation error (bias)
and the variance are considered. Moreover, the time-varying filtering weights and
prediction parameters are jointly optimized by each sensor node at each time step in
a Pareto optimization framework. We consider correlations between the local state
and neighboring systems‘ states, thus dealing with a more challenging scenario for the
optimization, with respect to the previous works ([15–17]). Asymptotic convergence
conditions are provided. The on-line computation of the time-varying optimal filtering
weights and prediction parameters allows to consider the transient performance, which
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gives the proposed method an advantage over other methods [46, 125, 139], where only
asymptotical performance is investigated.

The chapter is organized as follows. In Section 3.1, we introduce the problem for-
mulation and give the assumptions. In Section 3.2, the distributed dynamic estimation
method is presented, followed by some convergence conditions. The multi-objective
optimization problem and its optimal weighs are demonstrated in Section 3.3. Then,
some simulation results are illustrated in Section 3.4 and concluding remarks are given
in Section 3.5.

3.1 Problem Formulation

The system we want to monitor is composed of (or can be decomposed in) N

interconnected subsystems. Each subsystem is modeled as

ΣI : xI(t+ 1) = AIIxI(t) +
∑
J∈OI

AIJxJ(t) + wI(t), (3.1)

with I = 1, . . . , N , where t is the discrete time, xI ∈ R
mI denotes the local state vector,

wI ∈ R
mI represents modeling uncertainties and process noises and disturbances, OI is

a set collecting parents of subsystem ΣI , that is, the subsystems ΣJ whose state xJ

influence the dynamics of ΣI . Matrix AII describes local dynamics, while AIJ models
the coupling between ΣI and ΣJ , J ∈ OI .

Assumption 6 We assume that wI is a noise with known mean w̄I and covariance
matrix ΣwI

, for each I = 1, . . . , N .

The system is monitored by sensor networks S, composed of n sensors. Each
subsystem ΣI , I = 1, . . . , N , is monitored by a sensor network SI , composed of nI

sensors. Each sensor i ∈ SI measures the state xI , according to the following:

yiI(t) = xI(t) + viI(t) , (3.2)

where yiI ∈ R
mI , denotes the measurements vector taken by sensor i ∈ SI and viI ∈ R

mI

is a zero-mean measurement noise, with ΣviI
its covariance matrix.

Assumption 7 The measurement noise viI and process disturbances wI are not corre-
lated, for each i = 1, . . . , n and I = 1, . . . , N .
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Assumption 8 We assume that graph G is connected.

A communication network is defined, allowing the sensors to communicate. It is
modeled as an undirected graph G = (S, E), where S is the set of the nodes (the
sensors) and E is the set of the edges connecting the nodes.

Each sensor i ∈ SI may communicate with two different subsets of neighbouring
nodes:

• some neighbouring sensors in SI , which we denote N i
I ;

• some sensors in SJ , J ∈ OI , collected in the sets N i
IJ .

Specifically, we denote N i
I = {l ∈ S ∩ SI : (l, i) ∈ E} ∪ {i} the set of neighbors of node

i ∈ S monitoring subsystem ΣI plus the node itself. On the other hand, N i
IJ =

{l ∈ S ∩ SJ : (l, i) ∈ E}. Each node can communicate measurements and estimates to
the neighboring sensors.

3.2 Distributed State Dynamic Estimation

In this chapter each node i of the sensor network implements a two steps dynamic
estimator: a filtering step and a prediction step. First, by communicating with
neighboring nodes in N i

I , it filters the measurements noise in a consensus-like fashion
by computing a linear combination of its own and neighbors‘ available measurements
and predictions:

x̄i
I(t) =

∑
l∈N i

I

ki,l
I (t)x̂l

I(t) +
∑
l∈N i

I

hi,l
I (t)y

l
I(t), (3.3)

where ki,l
I (t) and hi,l

I (t) ∈ R
mI×mI are diagonal matrices collecting the time-varying

filtering weights. The objective of this first step is for each node to reduce its own
measurement uncertainty, without the use of centralized coordination. Sensors are
allowed to communicate only once between subsequent time-instants.

After the filtering-merging step, each node implements a model-based prediction,
using filtered measurements (obtained from the first step), instead of the observed
measurements. In this second step each node i ∈ SI communicates with neighboring
nodes N i

IJ , J ∈ OI , in order to estimate the coupling influence. The one-step-ahead
prediction is computed as

x̂i
I(t+1) = AII x̄

i
I(t)+ w̄I(t)+λ′ i

I (t)(x̂i
I(t)− x̄i

I(t))+
∑
J∈OI

AIJ

∑
j∈N i

IJ

ωi,j
IJ(t)x̂

j
J(t), (3.4)
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where λ′ i
I (t) = AIIλ

i
I(t), being λi

I(t) ∈ R
mI×mI and ωi,j

IJ(t) ∈ R
mJ×mJ diagonal matrices

collecting the time-varying filter parameters. The term λ′ i
I (t)(x̂i

I(t)− x̄i
I(t)) represents

a local correction of the previous prediction error, taking into account the system
dynamics.

The goal is to design ki,l
I (t), hi,l

I (t), λ
i
I(t) and ωi,j

IJ(t), for each I = 1, . . . , N , i =
1, . . . , nI , l = 1, . . . ,mI , J ∈ OI , so as to minimize at each time step the mean and
variance of the local estimation error.

3.2.1 Local Filtering and Prediction Errors

Let us define the following estimation errors: the local filtering error

ēiI(t) = x̄i
I(t)− xi

I(t)

and the local prediction error

Êi
I(t) = x̂i

I(t)− xi
I(t).

We can rewrite Eqs. (3.3) and (3.4) as:

x̄i
I(t) = κi

I(t)x̂
ireg
I (t) + ηiI(t)y

ireg
I (t)

x̂i
I(t+ 1) = AII x̄

i
I(t) + AIIλ

i
I(t)(x̂

i
I(t)− x̄i

I(t)) + w̄I(t) + Ainei
I ωi

I(t)x̂
inei
I (t),

(3.5)

where x̂ireg
I and yiregI are two column vectors collecting the prediction vectors and

the measurements vectors respectively available at node i related to subsystem ΣI ,

ordered according to their indexes: x̂ireg
I = (x̂i1�

I , . . . , x̂
i
Ni
I
�

I )� , i1 < · · · < iN i
I
, and

yiregI = (yi1�I , . . . , y
i
Ni
I
�

I )� , i1 < · · · < iN i
I
, with N i

I being the cardinality of the set N i
I .

Moreover, x̂inei
I is a column vector collecting the prediction vectors available at node i

related to subsystems ΣJ , J ∈ OI , ordered according to their indexes. Furthermore,
κi
I(t) and ηiI(t) are the time varying row block matrices ∈ R

mI×N i
ImI collecting matrices

ki,l
I and hi,l

I respectively; Ainei
I is a row block matrix collecting matrices AIJ , J ∈ OI .

Finally, ωi
I(t) is a block matrix collecting on the diagonal blocks matrices ωi

IJ(t), which
is row block matrices and collects ωi,j

IJ(t) according to the order followed in x̂inei
I .

We introduce the following assumptions:

Assumption 9 Suppose that at each time t

(κi
I(t) + ηiI(t))1N i

ImI
= 1mI
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and
ωi
I(t)1piI

= 1mi
I
,

being N i
IJ the cardinality of set N i

IJ and piI =
∑

J∈OI
N i

IJmJ , m
i
I =
∑

J∈OI
mJ .

These are needed so that the following expressions hold:

κi
I(t)x

E
I (t) + ηiI(t)x

E
I (t) = xE

I (t)

being xE
I a column vector repeating N i

I times the state vector xI , and

ωi
IJ(t)x

iE
J (t) = xiE

J (t)

being xiE
J a column vector repeating N i

IJ times the state vector xJ , for each J ∈ OI .
We use these expressions to derive the local filtering error and the local prediction
error:

ēiI(t) = κi
I(t)ε̂

i
I(t) + ηiI(t)vεiI (t), (3.6)

Êi
I(t+ 1) =AII(I − λi

I(t))κ
i
I(t)ε̂

i
I(t) + AIIλ

i
I(t)Ê

i
I(t)− wI(t) + w̄I

+ AII(I − λi
I(t))η

i
I(t)vεiI (t) + Ainei

I ωi
I(t)ε̂

inei
I (t),

(3.7)

where ε̂iI collects the prediction error vectors available at node i and vεiI collects the
measurement noise vectors related to the measurements available at node i, both
related to subsystem ΣI and ordered following their indexes; ε̂ineiI collects the prediction
error vectors available at node i related to subsystems ΣJ , J ∈ OI .

3.2.2 Global Filtering and Prediction Errors

For analytical purposes, the distributed estimator-predictor formulation can be
expressed in a compact vector form that includes all the nodes in the sensor network:

x̄E(t) = K(t)x̂E(t) +H(t)yE(t)

x̂E(t+ 1) = AEx̄E(t) + AEλE(t)(x̂E(t)− x̄E(t)) + AE
coω

E(t)x̂E(t) + w̄E(t),
(3.8)
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where x̄E, x̂E and yE ∈ R
p×1, p =

∑N
J=1 mJnJ are column vectors collecting the local

vectors x̄i
I , x̂i

I and yiI , respectively, with I = 1, . . . , N , i = 1, . . . , nI . We have

x̄E = col(x̄J , J = 1, . . . , N), x̄J = col(x̄j
J , j ∈ SJ),

x̂E = col(x̂J , J = 1, . . . , N), x̂J = col(x̂j
J , j ∈ SJ),

yE = col(yJ , J = 1, . . . , N), yJ = col(yjJ , j ∈ SJ).

Consequently, AE is a diagonal block matrix, having on the diagonal the matrices
AII , eventually repeated according to the index in x̄E . Similarly, λE is a diagonal
matrix, collecting the matrices λi

I , I = 1, . . . , N , i = 1, . . . , nI . Furthermore, w̄E is a
column vector of appropriate length, collecting the process disturbance mean vector
w̄I , I = 1, . . . , N repeated nI times.

Define a δ × 1 vector eγδ , where only γth component is 1, others are null. K(H
respectively) is diagonal block matrix, where Ith diagonal block matrix KI equals to∑nI

i=1 e
i
nI

⊗Ki
I , I = 1, . . . , N . The mI × nImI row block matrix Ki

I (H i
I respectively)

collects the diagonal matrices ki,l
I (hi,l

I respectively), l = 1, . . . , nI , where ki,l
I is null if i

and l are not neighboring nodes. Given m =
∑N

J=1 mJ and n =
∑N

J=1 nJ , AE
co is a p×mn

diagonal block matrix, where Ith diagonal block matrix AE
I =

∑nI

i=1(e
i
nI
ei�nI

) ⊗ AE
I ,

I = 1, . . . , N . The mI ×m row block matrix AE
I includes matrices AIJ , J = 1, . . . , N ,

ordered according the indices, and it is a null matrix if J 	∈ OI . Finally, ωE(t) is a
mn×p column block matrix, equals to

∑N
I=1 e

I
N ⊗(

∑nI

i=1 e
i
nI
⊗ωiE

I ). Each m×p matrix
ωiE
I , i = 1, . . . , nI , I = 1 . . . , N , is a diagonal block matrix, where the J th mJ ×mJnJ

diagonal block (J = 1, . . . , N) is null if ΣI , to which sensor i belongs, is not neighbour
of ΣJ (or it I itself); while it collects the matrices ωi,j

IJ(t), j ∈ SJ if J ∈ OI . Now, let
us define the following extended estimation errors: the global filtering error

ē(t) = x̄E(t)− xE(t)

and the global prediction error

Ê(t) = x̂E(t)− xE(t),

with xE being a p× 1 column vector, where each local state vector xI is repeated nI

times, for each I = 1, . . . , N . Given Assumption 9, it holds

(K(t) +H(t))1p = 1p
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and
ωE(t)1p = 1mn.

Therefore, the filtering error can be computed as

ē(t) =K(t)x̂E(t) +H(t)yE(t)− xE(t)

=K(t)Ê(t) +H(t)vE(t).
(3.9)

Then, the prediction error is:

Ê(t+ 1) =AE(I − λE(t))H(t)vE(t) + AE((I − λE(t))K(t)

+ λE(t))Ê(t) + AE
coω

E(t)Ê(t)− wE(t) + w̄E .

In order to express prediciton error in a compact format, a p×mn diagonal block matrix
AE

global is introduced, where Ith diagonal block matrix AEg
I =

∑nI

i=1(e
i
nI
ei�nI

) ⊗ AEg
I ,

I = 1, . . . , N . The mI ×m row block matrix AEg
I includes matrices AIJ , J = 1, . . . , N ,

ordered according the indices, and it is a null matrix if J 	∈ OI and J 	= I . Then we get

AE
coω

E(t) = AE
globalω

E(t) .

Term [(I − λE)K + λE] is a diagonal block matrix, where the Ith block is denoted
by φI =

∑nI

i=1 e
i
nI

⊗ φi
I , I = 1, . . . , N . The mI × nImI row block matrix φi

I equals
to (I − λi

I(t))K
i
I(t) + λiE

I (t), where λiE
I (t) is a mI × mInI block matrix having the

sub-matrix λi
I(t) in the block position corresponding to the ith index in set SI , and all

the other blocks components equal to 0. Define a m× p diagonal block matrix ϕiE
I ,

where only Ith diagonal block equals to φi
I and all others are null. So we have

AE
[
(I − λE(t))K(t) + λE(t)

]
= AE

globalϕ
E(t),

where ϕE =
∑N

I=1 e
I
N ⊗ (

∑nI

i=1 e
i
nI

⊗ ϕiE
I ). Given the compact weight matrix ΩE �

ωE + ϕE ,

Ê(t+ 1) = AE
globalΩ

E(t)Ê(t) + w̄E − wE(t) + AE(I − λE(t))H(t)vE(t). (3.10)
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Now, we can derive the expressions of the expected value for the global filtering and
prediction errors. The mean values can be computed as

Eē(t) = K(t)EÊ(t), (3.11)

EÊ(t+ 1) = AE
globalΩ

E(t)EÊ(t). (3.12)

3.2.3 Stability of the Prediction Error

In this subsection, we analyze the stability of the proposed estimation method.
Some local conditions on the time-varying weights κi

I , ηiI , λi, and ωi
I are introduced

so that the expected value of the global prediction error EÊ(t) can converge to zero.
Moreover, the convergence property is guaranteed in all network nodes, by deriving local
conditions. Given two vectors v and v1, we denote v < v1 or v > v1 the component-by-
component inequality. We use a similar notation for matrices. For the sake of notation
simplicity, we omit the dependence on t of the matrices in the following proposition.

Proposition 3.2.1 Consider the global prediction error mean EÊ. The following local
conditions are sufficient to guarantee the asymptotic stability of the prediction error.
For each r-th row of Ki

I , r-th diagonal of λi
I and each r′-th row of J-th diagonal block

matrix of ωiE
I , with I = 1, . . . , N , i = 1, . . . , nI , r = 1, . . . ,mI and r′ = 1, . . . ,mJ :

◦ if 1/‖AEg
I ‖∞ > 1, then

nI∑
l=1

∣∣∣ki,lr

I

∣∣∣ < 1

‖AEg
I ‖∞

− 1

‖AEg
I ‖∞

+
∑nI

l=1

∣∣∣ki,lr

I

∣∣∣
1 +
∑nI

l=1

∣∣∣ki,lr

I

∣∣∣ < λir

I <

1

‖AEg
I ‖∞

+
∑nI

l=1

∣∣∣ki,lr

I

∣∣∣
1 +
∑nI

l=1

∣∣∣ki,lr

I

∣∣∣
nJ∑
l=1

∣∣∣ωi,lr
′

I,J

∣∣∣ < 1

‖AEg
I ‖∞

, J ∈ OI .

(3.13)
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◦ if 1/‖AEg
I ‖∞ = 1, then

nI∑
l=1

∣∣∣ki,lr

I

∣∣∣ < 1

‖AEg
I ‖∞

− 1

‖AEg
I ‖∞

+
∑nI

l=1

∣∣∣ki,lr

I

∣∣∣
1 +
∑nI

l=1

∣∣∣ki,lr

I

∣∣∣ < λir

I < 1

nJ∑
l=1

∣∣∣ωi,lr
′

I,J

∣∣∣ < 1

‖AEg
I ‖∞

, J ∈ OI .

(3.14)

◦ if 1/‖AEg
I ‖∞ < 1, then

nI∑
l=1

∣∣∣ki,lr

I

∣∣∣ < 1

‖AEg
I ‖∞

− 1

‖AEg
I ‖∞

+
∑nI

l=1

∣∣∣ki,lr

I

∣∣∣
1 +
∑nI

l=1

∣∣∣ki,lr

I

∣∣∣ < λir

I < 1−
1− 1

‖AEg
I ‖∞

1−∑nI

l=1

∣∣∣ki,lr

I

∣∣∣
nJ∑
l=1

∣∣∣ωi,lr
′

I,J

∣∣∣ < 1

‖AEg
I ‖∞

, J ∈ OI .

(3.15)

Proof: Eq. (3.12) represents the dynamics of a linear time-varying system. We
use the results in [10] to derive convergence conditions on the time-varying matrix
ΩE(t). A necessary and sufficient condition for global asymptotic stability is given in
[10], by which there exists a finite k > 0 such that

∥∥∥∥∥
k∏

t=1

AE
globalΩ

E(t)

∥∥∥∥∥
∞

< 1. (3.16)

This sufficient condition of (3.16) is given, for each t,

∥∥AE
globalΩ

E(t)
∥∥
∞ < 1.

Denote A_Ωi
I(t) as i-th row block of I-th mInI × p row block matrix of AE

globalΩ
E(t) ,

A_Ωi
I(t) = AEg

I [ωiE
I (t) + ϕiE

I (t)] . (3.17)
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This condition is sufficiently satisfied if, for each I and i,

∥∥A_Ωi
I(t)
∥∥
∞ < 1 , I = 1, . . . , N , i = 1, . . . , nI .

Thanks to the submultiplicative property of the norm, the convergence condition is
implied by ∥∥ωiE

I (t) + ϕiE
I (t)
∥∥
∞ <

1

‖AEg
I ‖∞

.

For each r-th row of i-th row block of matrix ϕE
I (t), and each r′-th row of J-th diagonal

block matrix of ωiE
I , with r = 1, . . . ,mI and r′ = 1, . . . ,mJ , we have

∣∣1− λir

I

∣∣ nI∑
l=1

∣∣∣ki,lr

I

∣∣∣+ ∣∣λir

I

∣∣ < 1

‖AEg
I ‖∞

nJ∑
l=1

∣∣∣ωi,lr
′

I,J

∣∣∣ < 1

‖AEg
I ‖∞

, J ∈ OI .

(3.18)

We analyzed this condition for all the alternative cases to extract it from the absolute
value and we obtained the convergence conditions in the proposition statement. �

3.3 The Optimization Problem

The goal of the proposed distributed dynamic estimation method is to predict the
local state minimizing the mean and variance of the prediction error at each node. To
do that, we propose that each sensor at each step computes the optimal time-varying
weights by solving a multi-objective optimization problem, where the first objective is
the squared mean of the prediction error and the second objective is the variance of
the prediction error. We derive the expressions of the bias and the variance for the
local filtering and prediction errors, given in (3.19) and (3.20), respectively. Given
EēiI(t) = κi

I(t)Eε̂
i
I(t) , the mean values can be computed as

EÊi
I(t+1) = AII(I −λi

I(t))κ
i
I(t)Eε̂

i
I(t)+AIIλ

i
I(t)EÊ

i
I(t)+Ainei

I ωi
I(t)Eε̂

inei
I (t) , (3.19)

The variance can be computed as

E[(Êi
I(t+ 1)− EÊi

I(t+ 1))(Êi
I(t+ 1)− EÊi

I(t+ 1))�]

=W1i(t)Γε̂iI
(t)W1i(t)

� +W2i(t)Σv
ε̂i
I

W2i(t)
� +W3i(t)Γε̂ineiI

(t)W3i(t)
� + ΣwI

(t)
(3.20)
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being Cov(ε̂iI(t), vε̂iI (t)) = 0, Cov(ε̂iI(t), wI(t)) = 0, Cov(vε̂iI (t), wI(t)) = 0 and
Cov(ε̂iI(t), ε̂ineiI (t)) = 0 owing to Assumption 7, where

W1i(t) = AII [(I − λi
I(t))κ

i
I(t) + λi

I(t)Z
i
I ], (3.21)

W2i(t) = AII(I − λi
I(t))η

i
I(t), (3.22)

W3i(t) = Ainei
I ωi

I(t), (3.23)

Γε̂iI
(t) = E[(ε̂iI(t)− Eε̂iI(t))(ε̂

i
I(t)− Eε̂iI(t))

�], (3.24)

Γε̂ineiI
(t) = E[(ε̂ineiI (t)− Eε̂ineiI (t))(ε̂ineiI (t)− Eε̂ineiI (t))�] , (3.25)

Zi
I denotes a mI ×mIN

i
I block matrix, where only one block is identity matrix ImI

,
locating in the position corresponding to the i-th index in the neighboring set N i

I ,

and all the other blocks equal to 0 . Σv
ε̂i
I

is the measurement noise covariance matrix,
including correlations between neighboring sensors.
Since these two objectives are convex in the decision variables (namely the filtering
weights and the prediction parameters), then we can reduce the multi-objective opti-
mization problem to a scalar case and pose the following Pareto optimization problem:

min
κi
I(t),η

i
I(t),λ

i
I(t),ω

i
I(t)

tr [ρiI(B
i
I)

2 + (1− ρiI)V
i
I ] (3.26a)

s.t. (κi
I(t) + ηiI(t))1N i

ImI
= 1mI

(3.26b)

ωi
I(t)1piI

= 1mi
I

(3.26c)

convergence conditions Eq.(3.13) ∨ (3.14) ∨ (3.15) , (3.26d)

where 0 ≤ ρiI ≤ 1 is the Pareto parameter, Bi
I = EÊi

I(t + 1) is the prediction error
mean given in (3.19), V i

I = E[(Êi
I(t+ 1)−EÊi

I(t+ 1))(Êi
I(t+ 1)−EÊi

I(t+ 1))�] is the
variance of the prediction error given in (3.20). The constant conditions of problem
(3.26) are given by Assumption 9; the convergence conditions are derived in Proposition
3.2.1, depending on the norm of matrix AEg

I . Based on the derivation of expected value
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and variance of the prediction error, the cost function of problem (3.26) is

tr [ρiI(B
i
I)

2 + (1− ρiI)V
i
I ]

=tr [AII [(I − λi
I(t))κ

i
I(t) + λi

I(t)Z
i
I ][ρ

i
IEε̂

i
I(t)Eε̂

i
I(t)

� + (1− ρiI)Γε̂iI
(t)]

× [Zi�
I λi

I(t)
� + κi

I(t)
�(I − λi

I(t))
�]A�

II

+ Ainei
I ωi

I(t)[ρ
i
IEε̂

inei
I (t)Eε̂ineiI (t)� + (1− ρiI)Γε̂ineiI

(t)]ωi�
I (t)Ainei�

I

+ AIIω
i�
I (t)Ainei�

I [(I − λi
I(t))κ

i
I(t) + λi

I(t)Z
i
I ]ρ

i
IEε̂

i
I(t)Eε̂

inei
I (t)�ωi�

I (t)Ainei�
I

+ Ainei
I ωi

I(t)ρ
i
IEε̂

inei
I (t)Eε̂iI(t)

�[Zi�
I λi

I(t)
� + κi

I(t)
�(I − λi

I(t))
�]A�

II

+ AII(I − λi
I(t))η

i
I(t)[(1− ρiI)Σv

ε̂i
I

]ηiI(t)
�(I − λi

I(t))
�A�

II + (1− ρiI)ΣwI
(t)] .

Note that the second convergence conditions in (3.13), (3.14), (3.15) are non convex
expressions depending on three sets of decision variables, which further complicates the
derivation of the solution especially for what concerns the use of necessary optimality
conditions. Hence, we now analyze the optimization problem (3.26) in order to obtain
a tractable problem that can be solved in an analytical way.

3.3.1 Approximation Approach to the Optimization

We briefly analyze the convergence conditions (3.13), (3.14), (3.15), since the
absolute value would make the problem more difficult to solve in an analytical way, for
tractability reasons, we use the more restrictive conditions⎧⎪⎨

⎪⎩
κi�
I (t)1mI

≥ 0N i
ImI

κi
I(t)1N i

ImI
<

1

‖AEg
I ‖∞

1mI

(3.27)

instead of
∑nI

l=1

∣∣∣ki,lr

I

∣∣∣ < 1

‖AEg
I ‖∞ , ∀l .
⎧⎪⎨
⎪⎩

ωi�
I (t)1mi

I
≥ 0piI

ωi
I(t)1piI

<
1

‖AEg
I ‖∞

1mi
I

(3.28)

instead of
∑nJ

l=1

∣∣∣ωi,lr
′

I,J

∣∣∣ < 1

‖AEg
I ‖∞ , ∀l , J ∈ OI .
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We note that if
∑nI

l=1

∣∣∣ki,lr

I

∣∣∣ < 1

‖AEg
I ‖∞ holds, then

− 1

‖AEg
I ‖∞

+
∑nI

l=1

∣∣∣ki,lr

I

∣∣∣
1 +
∑nI

l=1

∣∣∣ki,lr

I

∣∣∣ < 0.

Moreover, if 1/‖AEg
I ‖∞ > 1, then

1

‖AEg
I ‖∞

+
∑nI

l=1

∣∣∣ki,lr

I

∣∣∣
1 +
∑nI

l=1

∣∣∣ki,lr

I

∣∣∣ > 1.

If 1/‖AEg
I ‖∞ < 1, then

0 < 1−
1− 1

‖AEg
I ‖∞

1−∑nI

l=1

∣∣∣ki,lr

I

∣∣∣ < 1 .

Hence, we get the following sufficient convergence conditions, implying conditions
(3.13), (3.14), (3.15): the conditions (3.27), (3.28) with

◦ if 1/‖AEg
I ‖∞ > 1, then

0 ≤ λi
I(t) ≤ ImI

(3.29)

◦ if 1/‖AEg
I ‖∞ = 1, then

0 ≤ λi
I(t) < ImI

(3.30)

◦ if 1/‖AEg
I ‖∞ < 1, then

0 ≤ λi
I(t) < ImI

(3.31)

In the following analysis, we formulate an approximate optimization problem. For the
sake of the notation simplicity, the dependence on the time is removed. To highlight
the dependencies on the decisional variables κi

I , ηiI , λi
I and ωi

I , we rewrite the Pareto
optimization problem (3.26) by introducing the following terms which are data of the
problem or can be computed on-line using samples:

M i
I(ρ

i
I) = (1− ρiI)Γε̂iI

,

M inei
I (ρiI) = (1− ρiI)Γε̂ineiI

,

Ri
I(ρ

i
I) = ρiI(Υ

i
I1Eε̂

i
I +Υi

I2Eε̂
inei
I )(Υi

I1Eε̂
i
I +Υi

I2Eε̂
inei
I )�,

Si
I(ρ

i
I) = (1− ρiI)Σv

ε̂i
I

,
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with Υi
I1 and Υi

I2 are both column block matrices, denoted by Υi
I1 = col(ImIN

i
I
,0piI

⊗
1�
mIN

i
I
) and Υi

I2 = col(0�
piI
⊗ 1mIN

i
I
, IpiI ), respectively. We obtain

min
κi
I ,η

i
I ,λ

i
I ,ω

i
I

tr[Ainei
I ωi

IM
inei
I (ρiI)ω

i�
I Ainei�

I + AII(I − λi
I)η

i
IS

i
I(ρ

i
I)η

i�
I (I − λi

I)
�A�

II

+ AII [(I − λi
I)κ

i
I + λi

IZ
i
I ]M

i
I(ρ

i
I)[(I − λi

I)κ
i
I + λi

IZ
i
I ]

�A�
II

+ (AII [(I − λi
I)κ

i
I + λi

IZ
i
I ]Υ

i�
I1 + Ainei

I ωi
IΥ

i�
I2 )R

i
I(ρ

i
I)

× (AII [(I − λi
I)κ

i
I + λi

IZ
i
I ]Υ

i�
I1 + Ainei

I ωi
IΥ

i�
I2 )

� + (1− ρi)Σw] (3.32a)

s.t. (κi
I + ηiI)1N i

ImI
= 1mI

(3.32b)

ωi
I1piI

= 1mi
I

(3.32c)

κi�
I 1mI

≥ 0N i
ImI

(3.32d)

κi
I1N i

ImI
<

1

‖AEg
I ‖∞

1mI
(3.32e)

ωi�
I 1mi

I
≥ 0piI

(3.32f)

ωi
I1piI

<
1

‖AEg
I ‖∞

1mi
I

(3.32g)

λi
I1mI

+ ϕ1mI
≤ 1mI

(3.32h)

λi
I1mI

≥ 0mI
, (3.32i)

being ϕ a small positive constant, where ϕ = 0 when 1/‖AEg
I ‖∞ > 1 or ϕ 	= 0 when

1/‖AEg
I ‖∞ ≥ 1. Note that problem (3.26) and problem (3.32) have the same objective

function, but problem (3.32) is constrained by more restrictive conditions. This gives
an optimization problem which is tractable. In fact, problem (3.32) is convex since the
objective function has a quadratic form and M i

I , M inei
I , Ri

I and Si
I are positive definite

matrices. Coherently, in order to get the analytical solutions, we use Lagrangian duality
to solve the optimization problem. We have the following result. Let introduce the
dual variables ξiI1(t), ξiI2(t), ξiI4(t) and νi

I1(t), which are mI × 1 vectors, the mIN
i
I × 1

vector ξiI3(t) , the piI × 1 vector ξiI5(t) , and the mi
I × 1 vectors ξiI6(t) and νi

I2(t). To
simplify the notation, we omit the dependence on time in the following lemma and
proof.

Lemma 3.3.1 Consider optimization problem (3.32). Let εiI1 and εiI2 be positive
constants. Then, the optimal values of the primal (κi

I , η
i
I , λ

i
I , ω

i
I) and dual (ξiI1, ξiI2, ξiI3,
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ξiI4, ξiI5, ξiI6, νi
I1 and νi

I2) variables satisfy the following equations:

(κi
I + ηiI)1N i

ImI
− 1mI

= 0mI
, (3.33)

ωi
I1piI

− 1mi
I
= 0mi

I
, (3.34)

λi
I1mI

+ ϕ1mI
− 1mI

≤ 0mI
(3.35)

−λi
I1mI

≤ 0mI
, (3.36)

ξi�I1 (λ
i
I1mI

+ ϕ1mI
− 1mI

) = 0 ξiI1 ≥ 0, (3.37)

ξi�I2 (−λi
I1mI

) = 0 ξiI2 ≥ 0, (3.38)

−κi�
I 1mI

≤ 0N i
Im

i
I
, (3.39)

κi
I1N i

ImI
− 1

‖AEg
I ‖∞

1mI
+ εiI1 ≤ 0mI

, (3.40)

ξi�I3 (−κi�
I 1mI

) = 0 ξiI3 ≥ 0, (3.41)

ξi�I4 (κ
i
I1N i

ImI
− 1

‖AEg
I ‖∞

1mI
+ εiI1) = 0 ξiI4 ≥ 0, (3.42)

−ωi�
I 1mi

I
≤ 0piI

(3.43)

ωi
I1pi −

1

‖AEg
I ‖∞

1mi
I
+ εiI2 ≤ 0mi

I
(3.44)

ξi�I5 (−ωi�
I 1mi

I
) = 0 ξiI5 ≥ 0, (3.45)

ξi�I6 (ω
i
I1piI

− 1

‖AEg
I ‖∞

1mi
I
+ εiI2) = 0 ξiI6 ≥ 0, (3.46)
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2[N i
I(ρ

i
I)((I − λi

I)κ
i
I + λi

IZ
i
I)

�A�
IIAII(I − λi

I) +Qi
I(ρ

i
I)ω

i�
I Ainei�

I AII(I − λi
I)] ◦ Iκ

+ [1N i
ImI

νi�
I1 + 1N i

ImI
ξi�I4 − ξiI31

�
mI

] ◦ Iκ = 0,

(3.47)

2[Si
I(ρ

i
I)η

i�
I (I − λi

I)
�A�

IIAII(I − λi
I)] ◦ Iκ + [1N i

ImI
νi�
I1 ] ◦ Iκ = 0, (3.48)

2[[ηiIS
i
I(ρ

i
I)η

i�
I + (Zi

I − κi
I)N

i
I(ρ

i
I)(Z

i
I − κi

I)
�]λi

IA
�
IIAII

+ [(Zi
I − κi

I)N
i
I(ρ

i
I)κ

i�
I − ηiIS

i
I(ρ

i
I)η

i
I ]A

�
IIAII

+ (Zi
I − κi

I)Q
i
I(ρ

i
I)ω

i�
I Ainei�

I AII ] ◦ Iλ + [1mI
ξi�I1 − 1mI

ξi�I2 ] ◦ Iλ = 0,

(3.49)

2[Qi�
I (ρiI)((I − λi

I)κ
i
I + λi

IZ
i
I)

�A�
IIA

inei
I +N inei

I (ρiI)ω
i�
I Ainei�

I Ainei
I ] ◦ Iω

+ [1piI
νi�
I2 + 1piI

ξi�I6 − ξiI51
�
mi

I
] ◦ Iω = 0

(3.50)

where the N i
ImI × mI block matrix Iκ = 1 ⊗ I, the mI × mI matrix Iλ = ImI

, the
pi × mi

I block matrix Iω =
⊕N

I=1(1mI
⊗ ImI

), N i
I(ρ

i
I) = M i

I(ρ
i
I) + Υi�

I1R
i
I(ρ

i
I)Υ

i
I1,

N inei
I (ρiI) = M inei

I (ρiI) + Υi�
I2R

i
I(ρ

i
I)Υ

i
I2 and Qi

I(ρ
i
I) = Υi�

I1R
i
I(ρ

i
I)Υ

i
I2.

Proof: Problem (3.32) is convex. Therefore KKT conditions are both necessary
and sufficient for optimality. Since κi

I , ηiI λi
I and ωi

I are composed by diagonal blocks,
the (3.47)–(3.50) are obtained by using matrix derivatives for diagonal matrices [109]:
given matrices A, M � 0 and diagonal matrix λ, then

d tr(AλMλ�A�)
d λ

= 2(MλA�A) ◦ Iλ .

As an extension to this result, given block-diagonal matrix κ, positive semidefinite
matrix M and matrix A, then

d tr(AκMκ�A�)
d κ

= 2(Mκ�A�A) ◦ Iκ.

Given block-diagonal matrix ω, positive semidefinite matrix M and matrix A, then

d tr(AωMω�A�)
d ω

= 2(Mω�A�A) ◦ Iω.

�
In the following we analyze the derived KKT conditions to obtain the optimal weight
values.
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3.3.2 The Optimal Weights for the Approximated Problem

In the previous section we formulated optimization problem (3.26) to minimize mean
and variance of the local prediction error and we obtained some optimality conditions
for the equivalent problem (3.32) with more conservative constraints. Here we analyze
the KKT conditions to derive the optimal values for the decisional variables κi

I(t),
ηiI(t), λi

I(t) and ωi
I(t). Define the mIN

i
I × 1 vector κivec

I (t) = κi�
I (t)1mI

, collecting
all the diagonals of each block in κi

I(t) on a column vector. Similarly, we denote
ηivecI (t) = ηi�I (t)1mI

, the piI × 1 vector ωivec
I (t) = ωi�

I (t)1mi
I

and the mI × 1 vector
λivec
I (t) = λi�

I (t)1mI
. Given a vector V , we denote diag(V ) the diagonal matrix whose

diagonal entries are the elements of V , and V = diag−1(diag(V )).
In the following we will omit the dependence on time and on the ρiI Pareto parameter

for the sake of notation simplicity. We now provide an analytical solution for problem
(3.32). It is worth noting that only these formulas have to be implemented in each
node to compute at each time step the optimal weights.

Proposition 3.3.1 A solution for problem (3.32), for each node i in subsystem I, is
given by ξiI1 = 0, ξiI2 = 0, ξiI3 = 0, ξiI4 = 0, ξiI5 = 0 and ξiI6 = 0,

κivec
I =−P−1

7 (P2P
−1
4 IωP

−1
5 1mi

I
+Iκν

i
I1+P2P6Z

2
λ+Z1

λ) , (3.51a)

ηivecI =− P−1
3 Iκν

i
I1 , (3.51b)

ωivec
I =P6P

�
2 κivec

I + P6Z
2
λ + P−1

4 IωP
−1
5 1mi

I
, (3.51c)

λivec
I =((A�

IIAII)
�◦ (ηiISi

Iη
i�
I +(Zi

I−κi
I)N

i
I(Z

i
I−κi

I)
�))−1

× diag−1([(κi
I − Zi

I)N
i
Iκ

i�
I + ηiIS

i
Iη

i�
I ]A�

IIAII

+ (κi
I − Zi

I)Q
i
Iω

i�
I Ainei�

I AII) , (3.51d)

with

Z1
λ =([N i

IZ
i�
I λi�

I A�
IIAII(I − λi

I)] ◦ Iκ)1mI
,

Z2
λ =([Qi�

I Zi�
I λi�

I A�
IIA

inei
I ] ◦ Iω)1mi

I
,

νi
I1 =− P−1

8 (1mI
+ I�κ P

−1
7 [P2P

−1
4 IωP

−1
5 1mi

I
+ P2P6Z

2
λ + Z1

λ]) ,

P1 =2D�
I ◦N i

I , P2 = 2D�
IJ ◦Qi

I , P3 = 2D�
I ◦ Si

I , P4 = 2D�
J ◦N inei

I , P5 = I�ω P
−1
4 Iω ,

P6 =P−1
4 IωP

−1
5 I�ω P

−1
4 − P−1

4 , P7 = P1 + P2P6P
�
2 , P8 = I�κ P

−1
7 Iκ + I�κ P

−1
3 Iκ .

where DI = (I − λi
I)

�A�
IIAII(I − λi

I), DIJ = Ainei�
I AII(I − λi

I), DJ = Ainei�
I Ainei

I ,
DI = 1N i

I
1T
N i

I
⊗ DI , DIJ = 1T

N i
I
⊗ (IωDIJ) and DJ = IωDJI

�
ω , if κi

I , ωi
I , and λi

I so
computed in addition satisfy (3.35), (3.36), (3.39), (3.40), (3.43), (3.44).
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Proof: Consider matrices M ∈ R
n×m, A ∈ R

m×n and vector x ∈ R
m, we have the

preliminary result in [95]:

diag−1(Mdiag(x)A) = (A�◦M)x .

Given ξiI1 = 0 and ξiI2 = 0, the Equation (3.49) has

(2[(ηiIS
i
Iη

i�
I +(Zi

I−κi
I)N

i
I(Z

i
I−κi

I)
�)λi

IA
�
IIAII ]◦Iλ)1mI
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We have
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In (3.50) with conditions ξiI5 = 0 and ξiI6 = 0,

(2[N inei
I ωi�

I DJ ] ◦ Iω)1mi
I
= diag−1(2N inei

I diag(ωivec
I )DJ) ,
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I κi�
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I
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I diag(κivec
I )D�

IJ) .

Then we have
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I )ωivec
I + (2DIJ ◦Qi�

I )κivec
I = −Iων

i
I2 − Z2

λ . (3.52)

The equality condition (3.33) is equivalent to

I�ω ω
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I
. (3.53)

Using equations (3.53),(3.52), we have
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4 IωP
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5 1mi

I
.
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With ξiI3 = 0 and ξiI4 = 0, the Equation (3.47) has
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By substituting ωivec
I in (3.54), we get
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It is found that the Equation (3.48) satisfies
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Based on the equality condition (3.34),
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The dual variable νi
I1 can be calculated
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Therefore, we have a solution of κi
I , ηiI and ωi

I depending on λi
I and vice versa. This is

an optimal solution for the Pareto optimization problem (3.32), if, once computed the
solutions, in addition they satisfy the constraints (3.35), (3.36), (3.39), (3.40), (3.43),
(3.44). �

The solution given by the previous proposition, is the optimal solution of problem
(3.32), the approximated convex version of problem (3.26). In order to use the result in
Prop. 3.3.1, we propose a computational method shown in Algorithm 3 to find optimal
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values κi∗
I , ηi∗I , ωi∗

I and λi∗
I . At each step, we verify that the obtained values satisfy

the convergence conditions (3.35), (3.36), (3.39), (3.40), (3.43), (3.44). Define a small
positive constant εiI , the computation is stopped until difference between current value
of λi

I and the updated one is smaller than εiI . Hence, based on the proof in Proposition
2.3.2, it is proved that Algorithm 3 can converge to the optimal solutions κi∗

I , ηi∗I , ωi∗
I

and λi∗
I at each time step.

Algorithm 3 Optimal weights computation
Set λi+

I = ImI /2, εiI

repeat
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until |λi
I − λi+

I | ≤ εiI

return κi
I = I�κ ◦ (1mI ⊗ κivec�

I ), ηiI = I�κ ◦ (1mI ⊗ ηivec�I ), ωi
I = I�ω ◦ (1mi
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I ) and λi
I = λi+

I

3.4 Simulation Results

In this section, simulation results are presented to illustrate the distributed estimator
and to compare the performances with the centralized Kalman filter and a partition-
based estimation approach. We consider the four-tanks system introduced in [67], the
schematic diagram of the monitoring architecture for the four-tank process is illustrated
in Fig. 3.1. The nonlinear dynamics of the process can be described by

dh1

dt
= − a1

A1

√
2gh1 +

a3
A1

√
2gh3 +

γ1k1
A1

v1

dh2

dt
= − a2

A2

√
2gh2 +

a4
A2

√
2gh4 +

γ2k2
A2

v2

dh3

dt
= − a3

A3

√
2gh3 +

(1− γ2)k2
A3

v2

dh4

dt
= − a4

A4

√
2gh4 +

(1− γ1)k1
A4

v1 ,

(3.55)
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where Ai is the cross-section of Tank i, ai the cross-section of the outlet hole, hi the
liquid level; v1 and v2 are the process inputs. The parameter pair (γ1 , γ2) = (0.7, 0.6)

specifies the allotment ratio of flow to Tank 1 and Tank 2, respectively. The gravity
acceleration g[cm/s2] is 981.

Tank 3

Tank 4

Tank 1

Tank 2

Pump 2

Pump 1

v1

v2

Fig. 3.1 The 4-tank system monitored by four sensor networks. Each tank is mon-
itored by a set of sensors (having the same color as the corresponding tank level).
The communication network is represented by dotted arrows (black arrows for local
communication, yellow arrows for communication with sensors monitoring neighboring
subsystems)

Table 3.1 : The parameters in the the four-tank process.

i 1 2 3 4

Ai [cm
2] 28 32 28 32

ai [cm
2] 0.071 0.057 0.071 0.057

h0
i [cm] 12.4 12.7 1.8 1.4
v0i [V] 3.00 3.00

ki [cm
3/V · s] 3.33 3.35
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LQR control is applied to maintain the levels stable. The nonlinear system is
linearized around the operation points h0

i , v
0
i , i ∈ (1, 2, 3, 4). The variables xi = hi−h0

i

and ui = vi−v0i respectively denote the states and inputs of the state-space model. Zero-
order hold method is introduced to discretize the system with sample time Ts = 1s . By
using the values given in Table 3.1, the discrete-time model of the process is given by

x(t+1) =

⎡
⎢⎢⎢⎣
0.9842 0 0.0407 0

0 0.9890 0 0.0326

0 0 0.9590 0

0 0 0 0.9672

⎤
⎥⎥⎥⎦ x(t)+

⎡
⎢⎢⎢⎣
0.0826 0.0010

0.0005 0.0625

0 0.0469

0.0307 0

⎤
⎥⎥⎥⎦ u(t)+w̄ , (3.56)

where w̄ = [−0.068;−0.059; 0.068; 0.059]� represents the linearization and discretization
error found by averaging the difference between xi + h0

i and real level hi when the
discrete-time model is working near operation points. Given Q = I and R = 2I , the
input u(t) is generated so that state matrix A of the stable four-tank system is given
by

A =

⎡
⎢⎢⎢⎣

0.9430 −0.0031 0.0262 −0.0118

−0.0036 0.9579 0.0121 0.0213

−0.0025 −0.0233 0.9500 −0.0084

−0.0153 −0.0010 −0.0053 0.9629

⎤
⎥⎥⎥⎦ .

The system can be decomposed in 4 interconnected subsystems and dynamics of each
subsystem ΣI is denoted by AII = A(I, I) , AIJ = A(I, J) with I, J = 1, 2, 3, 4 . We
assume the modeling uncertainty ωI has zero mean value and the system is initialized
at [4.81; 4.70; 1.0; 1.0]� . The measurement noise vi in each node i is an independent
zero-mean Gaussian noise with σ2

vi
= 0.0004I and SNR = 33.9794 . We compare the

following prediction methods:

ECKF: Centralized Kalman predictor.

EDKF: Distributed estimation approach as in [46], modified averaging the mea-
surements from different sensors in each subsystem.

Ep1: The proposed distributed state predictor.

The centralized Kalman filter is considered as a benchmark.
A 40-nodes sensor network is considered. Each subsystem ΣI is monitored by

10 sensors distributed randomly over a square area AI with size 17. The graph G
is acquired under the rule that two nodes are connected if their relative distance is
less than 1.7

√
17 , if they belong to the same subsystem, and less than 3.4

√
17 . if
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they belong to different subsystems. We compare the performance of the considered
methods in different scenarios with different disturbance and measurement noises. The
evaluated performance metric is the averaged mean square error of the predictions at
all nodes. For each noise scenario, we run the experiment 80 times with a random
network topology. Term MSE is denoted as the averaged mean square error value over
80 experiments over 40 nodes.

Fig. 3.2 and 3.3 shows MSE values of all methods with different measurement noise
standard deviation. With regard to different standard deviation, it is presented that
the proposed method always has better performance than the distributed estimation
approach. Moreover, the performance of proposed method is closer to that of centralized
Kalman filter when the disturbance standard deviation is lower.
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Fig. 3.2 MSE of 3 prediction methods with different measurement standard deviation.
Disturbance standard deviation is 0.05.

3.5 Concluding Remarks

In this chapter, we propose a novel distributed estimation method using sensor
networks for the monitoring of a distributed system. There are no assumptions on the
topology of the communication network, apart from connectedness. And we do not
require Gaussian distribution for the noises. Each subsystem is monitored by a sensor
network, where each sensor node estimates the partitioned state of the distributed
system in a multi-objective Pareto optimization framework. Hence, The filtering
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Fig. 3.3 MSE of 3 prediction methods with different measurement standard deviation.
Disturbance standard deviation is 0.09.

weights and prediction parameters are jointly optimized at each time step to minimize
both the mean and the variance of the prediction error.



Part II

Fault Detection Algorithms





Chapter 4

Process Fault Detection Scheme

Using Sensor Networks

In terms of the reliability of the monitoring architecture for a centralized or
decentralized system, the architecture should be able to use a sensor network to
detect process faults in the monitored system. Hence, in this chapter, we present a
fault detection scheme for the nodes in a sensor network so that the fault detector at
each sensor node can detect possible process faults occurred in the monitored system.
The distributed state estimation method over a sensor network, proposed in Chapter
2, is applied to design the process fault detection scheme, where residual signals are
defined and stochastic thresholds can be calculated according to a chosen maximum
false alarm probability.

The advantage of using the distributed estimation method introduced in Chapter 2
is that it guarantees to minimize both mean and variance of the prediction error at
each time step. Moreover, thanks to the way it is designed, the fault detector at each
sensor node can compute mean and variance of the prediction error, thus allowing to
obtain suitable thresholds for given residual signals with known confidence levels and
guaranteed upper bound of the false alarm rate. Furthermore, since the distributed
estimator in each sensor node does not require to know the distribution of process
and measurements noises (only mean and variance), it can be applied to any noise
distribution, although in the simulations of this chapter we consider the Gaussian case.

Unlike the results proposed in [16], we take into account the correlations existing
between different state variables and process noise components, which is a more
challenging framework and needs a much more complicated analysis. Each node in the
sensor network acts as a local estimation and detection agent, where the local stochastic
thresholds are updated at each time step. As the filtering step and model-based
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prediction are coupled, the calculation of local stochastic thresholds needs information
throughout the sensor network. Hence, a sophisticated data communication protocol is
designed to avoid redundant information exchange among sensors in the network.

The chapter is organized as follows. Section 4.1 defines the process with stochastic
uncertainty and potential faults. In Section 4.2, the distributed estimation method
is briefly presented. Then the distributed fault detection algorithm is introduced in
Section 4.3. Simulation results are given in Section 4.4. Finally, some concluding
remarks in Section 4.5.

4.1 Problem Formulation

The process we want to monitor is modeled as

x(t+ 1) = Ax(t) + w̄(t) + w̃(t) + β(t− t0)φ(x(t), t), (4.1)

where t is the discrete time, x ∈ R
m denotes the state vector, w̄ ∈ R

m represents
any known time-varying bias including possibly some known process disturbances
and modeling errors, due to linearization as example, while w̃(t) models uncertainties
and process noises, and β(t− t0)φ(x(t), t) represents the dynamics of a process fault
occurring at the unknown time t0, with β(t − t0) being the time profile of the fault
function.

Assumption 10 We assume that w̃(t) is a zero-mean process with covariance matrix
Σw(t).

A sensor network, made of n nodes, monitors system (4.1) by taking measurements,
so that, for each sensor node i, with i = 1, . . . , n, we have:

yi(t) = x(t) + vi(t), (4.2)

where yi ∈ R
m denotes the measurements vector taken by sensor i and vi ∈ R

m is a
zero-mean measurement noise, with Σvi as covariance matrix. Each node of the sensor
network observes the entire state vector and exchanges measurements and predictions
with the neighboring nodes, which is slightly different from the algorithm proposed
in Chapter 2, where each node can observes part of the entire state vector. However,
both algorithms are implemented in a two-step approach to minimize the mean and
variance of the prediction error in a Pareto optimization framework.
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Assumption 11 The measurement noise vi and process noise w̃ are not correlated,
for each i = 1, . . . , n.

Assumption 12 We assume that graph G is connected.

Each node communicates with neighborings by means of a communication network
modeled by an undirected graph G = (S, E), where Ni = {j ∈ S : (j, i) ∈ E} ∪ {i} is
the set of neighbors of node i ∈ S plus the node itself. For well-posedness, the following
assumption is clearly stated.

In the next section, we will briefly present the distributed state estimation method
developed based on the algorithm introduced in Chapter 2.

4.2 Distributed State Estimation

We propose that each node i of the sensor network implements a two-step estimator:
a filtering step and a prediction step. First, by communicating with neighboring nodes,
the estimator filters the measurements noise by computing a linear combination of its
own and neighboring measurements and predictions:

x̄i(t) =
∑
j∈Ni

ki,j(t)x̂j(t) +
∑
j∈Ni

hi,j(t)yj(t), (4.3)

where ki,j(t) and hi,j(t) are some properly designed time-varying filtering weights. The
objective of this first step is for each sensor node to reduce its own measurement
uncertainty, without the use of centralized coordination.

After the filtering step, each sensor node implements a classical model-based
prediction, using filtered estimates (obtained from the previous step), instead of
the observed measurements. The one-step-ahead prediction, considering the healthy
dynamics, is

x̂i(t+ 1) = Ax̄i(t) + w̄(t) + λ′
i(t)(x̂i(t)− x̄i(t)), (4.4)

where λ′
i(t) ∈ R

m×m is a time-varying matrix collecting the properly designed prediction
parameters. The term λ′

i(t)(x̂i(t)− x̄i(t)) represents a local correction of the previous
prediction errors, taking into account the system dynamics. For tractability, we denote
the filter parameter matrix λ

′
i(t) = Aλi(t) , where λi(t) is the time varying diagonal

matrix that we design. Filtering weights ki,j(t) and hi,j(t) and prediction parameters
λi(t) are computed at each time step by each node in a distributed way so to jointly
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minimize the mean and variance of the prediction error Êi(t) = x̂i(t)− x(t) , for all
i = 1, . . . , n, in a Pareto optimization framework. For the sake of simplicity, we can
rewrite (4.3) and (4.4) as

x̄i(t) = κi(t)x̂
reg
i (t) + ηi(t)y

reg
i (t)

x̂i(t+ 1) = Ax̄i(t) + w̄(t) + Aλi(t)(x̂i(t)− x̄i(t)),
(4.5)

where x̂reg
i and yregi are two column vectors collecting the prediction vectors and the

measurements vectors respectively available at node i, ordered according to their indexes:
x̂reg
i = (x̂�

i1
, . . . , x̂�

iNi
)� , i1 < . . . < iNi

, and yregi = (y�i1 , . . . , y
�
iNi

)� , i1 < . . . < iNi
,

with Ni = |Ni| denoting the number of neighbors of i plus i itself. Moreover, κi(t) and
ηi(t) are the time varying block matrices ∈ R

m×Nim collecting the diagonal matrices
ki,j(t) and hi,j(t) with j ∈ Ni, respectively.

Since the convergence property of the global prediction error mean in this chapter
and in Chapter 2 is the same, we can directly use the conditions in Proposition 2.2.1 as
the convergence conditions of the optimization problem in this chapter. Moreover, the
convergence conditions are non convex expressions, a convex approximation of Pareto
optimization problem in this chapter is given:

min
κi,ηi,λi

tr [ρiB
2
i + (1− ρi)Vi] (4.6a)

s.t. (κi(t) + ηi(t))1mNi
= 1m, (4.6b)

κ�
i (t)1m ≥ 0mi

(4.6c)

κi(t)1mi
<

1

‖A‖∞
1m (4.6d)

λi(t)1m + ϕ1m ≤ 1m, (4.6e)

λi(t)1m ≥ 0m, (4.6f)

where mNi
= mNi, 0 ≤ ρi ≤ 1 is the Pareto parameter, Bi = EÊi(t+1) is the expected

value of prediction error, Vi = E[(Êi(t + 1) − EÊi(t + 1))(Êi(t+ 1)− EÊi(t+ 1))
�
]

is the variance of prediction error. The equality constraints is the local conditions
given in Assumption 5. ϕ a small positive constant, where the last two constraints are
equivalent to 0 ≤ λi ≤ I, if ϕ = 0, or 0 ≤ λi < I if ϕ 	= 0, depending on matrix A

norm, since λi(t) is a diagonal matrix. The constraints represent some local conditions
on the decisional variables to guarantee the asymptotic convergence of the prediction
error mean.
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Given a vector V , we denote diag(V ) the diagonal matrix whose diagonal entries
are the elements of V , and V = diag−1(diag(V )). We define the mNi

× 1 vector
κvec
i (t) = κ�

i (t)1m, collecting all the decisional variables of the diagonals of κi(t)

on a column vector. Similarly, ηveci (t) = η�i (t)1m, λvec
i (t) = λ�

i (t)1m and νE
i (t) =

[1mNi
ν�
i (t)] ◦ (1 ⊗ I)1m, collecting Ni times m × 1 vector νi, which is a Lagrangian

dual variable. By analyzing KKT conditions, the optimal weights of the problem (4.6)
are derived as

κvec
i (t) =− (2Mi(t, ρi) ◦Di(t))

−1 νE
i (t) , (4.7a)

ηveci (t) =− (2Si(t, ρi) ◦Di(t))
−1 νE

i (t) , (4.7b)

νi(t) =− 2(Im×mNi
((Mi(t, ρi) ◦Di(t))

−1

+ (Si(t, ρi) ◦Di(t))
−1)I�m×mNi

)−11m , (4.7c)

λvec
i (t) =[2(M loc

i (t, ρi) + κi(t)Mi(t, ρi)κ
�
i (t)

+ ηi(t)Si(t, ρi)η
�
i (t)) ◦ (A�A)]−1(

diag−1
(
2(κi(t)Mi(t, ρi)κ

�
i (t) + ηi(t)Si(t, ρi)η

�
i (t))A

�A
))

, (4.7d)

with Di(t) = 1Ni
1�
Ni

⊗Di(t) and Di(t) := (I − λi(t))
�A�A(I − λi(t)), where

Mi(t, ρi) = ρiEε̂i(t)Eε̂
�
i (t) + (1− ρi)Γε̂i(t),

Mi(t, ρi)
loc = ρiEÊi(t)EÊ

�
i (t) + (1− ρi)ΓÊi

(t),

Si(t, ρi) = (1− ρi)Σvε̂i
(t),

where ε̂i collects the prediction error vectors Êj , j ∈ Ni, available at node i and Σvε̂i
(t)

is a block matrix collecting on the diagonal the measurement noise covariance matrices
Σvj(t), j ∈ Ni, related to the measurements communicated at node i, both ordered
according to the indexes, and

Γε̂i(t) = E[(ε̂i(t)− Eε̂i(t))(ε̂i(t)− Eε̂i(t))
�]

The Pareto parameter ρi is locally set.

In Chapter 2, a computational method is proposed so that each node can compute
locally at each time step the filtering and prediction weights. Moreover, it is possible
to locally compute the estimates m̂εi and Γ̂i respectively of the expected value Eε̂i and
variance Γε̂i using at each time step the new samples of local measurements yregi and
state predictions x̂reg

i (see Algorithm 4 for details about the estimation from samples).
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4.3 Distributed Fault Detection

In the previous section, we have introduced the one-step ahead prediction method.
In this section, a distributed fault detection scheme is designed by analyzing the
dynamics of a stochastic residual. Hence, some stochastic thresholds are computed for
the generated residual.

4.3.1 Local Residual Analysis

In this subsection we introduce the residual signal and we analyze its stochastic
features. The local residual is defined as ri(t) = x̄i(t) − x̂i(t). Its dynamics can be
described as:

ri(t+ 1) = x̄i(t+ 1)− x̂i(t+ 1)

= x̄i(t+ 1)− x(t+ 1) + x(t+ 1)− x̂i(t+ 1)

= λi(t)Ari(t) + ēi(t+ 1)− Aēi(t) + w̃(t) ,

(4.8)

where ēi(t) = x̄i(t)− x(t) is the local filtering error. We define

χi(t) = ēi(t)− Aēi(t− 1) + w̃(t− 1),

which is the stochastic part of the residual ri(t) and it is a stochastic variable at time
t. We then analyze the stochastic features of the residual. The mean of χi is given by

μχi
(t) = Eχi(t) = Eēi(t)− AEēi(t− 1) . (4.9)

Since, using the definition, the filtering error ēi(t) can be computed as

ēi(t) = κi(t)ε̂i(t) + ηi(t)vεi(t), (4.10)

where vεi collects the measurement noise vectors vj, j ∈ Ni, then we can derive the
needed expression of the expected value for the local estimation

Eēi(t) = κi(t)Eε̂i(t), (4.11)

where the following is needed

EÊi(t+ 1) =A(I − λi(t))κi(t)Eε̂i(t) + Aλi(t)EÊi(t)

=A[(I − λi(t))κi(t) + λ0
i (t)]Eε̂i(t) ,

(4.12)
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where λ0
i is a block matrix ∈ R

m×Nim with only one-zero component λi, following the
same index as that of node i in the set Ni.

We now analyze the variance of the stochastic variable χi. It is worth noting that
the local filtering error ēi(t) and process noise w̃(t − 1) are not independent as the
error ēi(t) in (4.10) depends on the prediction errors ε̂i(t), which depend on the process
noise w̃(t− 1), as for each node i the prediction error dynamics can be described by

Êi(t+1) = A(I−λi(t))κi(t)ε̂i(t)+Aλi(t)Êi(t)+A(I−λi(t))ηi(t)vεi(t)− w̃(t). (4.13)

Moreover, the autocorrelation function of the stochastic process ēi at lag 1 is not null.
Given Assumption 11, the variance of χi(t) is denoted as

σ2
χi
(t) = Γēi(t) + AΓēi(t− 1)A� + Σw(t− 1)− Cov(ēi(t), ēi(t− 1))A�

− (1�
Ni

⊗ Σw(t− 1))κ�
i − ACov(ēi(t− 1), ēi(t))− κi(1Ni

⊗ Σw(t− 1)),
(4.14)

where Γēi(t) = E[(ēi(t)−Eēi(t))(ēi(t)−Eēi(t))
�] denotes the variance of local filtering

error and can be computed as

Γēi(t) = κi(t)Γε̂i(t)κi(t)
� + ηi(t)Σvε̂i

ηi(t)
�, (4.15)

where Σvε̂i
is the measurement noise covariance matrix. The local autocorrelation

matrix is defined as

Cov(ēi(t), ēi(t− 1)) = E[(ēi(t)− Eēi(t))(ēi(t− 1)− Eēi(t− 1))�]. (4.16)

In the next subsection, we explain how to compute it locally.

4.3.2 Local Autocorrelation Matrix

Cov(ēi(t), ēi(t − 1)) is the ith diagonal component of global covariance matrix
Cov(ē(t), ē(t− 1)) . To facilitate the analysis, the distributed estimation formulation
can be expressed in a vector form that includes all the nodes in the sensor network:

x̄(t) = K(t)x̂(t) +H(t)y(t)

x̂(t+ 1) = AEx̄(t) + w̄E(t) + λ′(t)(x̂(t)− x̄(t))

y(t) = xE(t) + v(t) ,

(4.17)
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where x̄, x̂, y and v are column vectors ∈ R
mn×1 collecting the local vectors x̄i, x̂i, yi

and vi, respectively, with i = 1, . . . , n; AE is a diagonal block matrix, with each block
on the diagonal equal to A; w̄E and xE are both column vectors of appropriate length,
where the process disturbance vector w̄ and x are repeated n times, respectively. K(t)

and H(t) are block matrices, where each (i, j)th block, with i, j = 1, . . . , n, collects on
the diagonal the weights with which the jth sensor weights measurements or estimates
components developed by the jth node, if they are neighbors; the block is a null matrix
if i and j are not neighboring nodes. λ′(t) = AEλ(t) is a diagonal block matrix,
collecting the matrices λ′

i, i = 1, . . . , n, on the diagonal.

Therefore, the global filtering error ē(t) = x̄(t)− xE(t) and the global prediction
error Ê(t) = x̂(t)− xE(t) can be computed as follows:

ē(t) = K(t)x̂(t) +H(t)y(t)− xE(t)

= K(t)x̂(t) +H(t)(xE(t) + v(t))− xE(t) +K(t)xE(t)−K(t)xE(t)

= K(t)Ê(t) +H(t)v(t),

(4.18)

and

Ê(t+ 1) = AEx̄(t) + w̄E(t) + λ′(t)(x̂(t)− x̄(t))− AExE(t)− w̄E(t)− w̃E(t)

= AE [(I − λ(t))K(t) + λ(t)] Ê(t) + AE(I − λ(t))H(t)v(t)− w̃E(t) ,
(4.19)

with w̃E is a column vector of appropriate length, where the process disturbance vector
w̃ is repeated n times, and the first constraint of problem (4.6) is used. Let us compute
mean and variance of the global filtering and prediction errors. The expected value
expressions are

Eē(t) = K(t)EÊ(t), (4.20)

EÊ(t+ 1) = AE [(I − λ(t))K(t) + λ(t)]EÊ(t). (4.21)

Given the local variance defined in (4.13)

E[(Êi(t+ 1)− EÊi(t+ 1))(Êi(t+ 1)− EÊi(t+ 1))�]

= W (1)

i (t)Γε̂i(t)W
(1)

i (t)� +W (2)

i (t)Σvε̂i
W (2)

i (t)� + Σw(t), (4.22)

where
W (1)

i (t) = A[(I − λi(t))κi(t) + λ0
i (t)],

W (2)

i (t) = A(I − λi(t))ηi(t).
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The global variance matrix can be computed as

ΓÊ(t+ 1) � E

[
(Ê(t+ 1)− EÊ(t+ 1))(Ê(t+ 1)− EÊ(t+ 1))�

]
= W (1)(t)ΓÊ(t)W (1)(t)�+W (2)(t)Σv(t)W (2)(t)�+ΣwE

(t),
(4.23)

with
W (1)(t) = AE [(I − λ(t))K(t) + λ(t)] ,

W (2)(t) = AE(I − λ(t))H(t),

Σv(t) = E
[
(v(t)− Ev(t))(v(t)− Ev(t))�

]
,

ΣwE
(t) = E [w̃E(t)− Ew̃E(t)]

2 ,

where W (1)(t) , W (2)(t) , Σv(t) and ΣwE
(t) are n×n block matrices, being Cov(Ê(t), v(t)) =

0, Cov(Ê(t), w̃E(t)) = 0 and Cov(v(t), w̃E(t)) = 0, using Assumption 11. Given (4.18)
– (4.21), we have that

ē(t)− Eē(t) =K(t)(Ê(t)− EÊ(t)) +H(t)v(t) ,

Ê(t)− EÊ(t) =W (1)(t− 1)(Ê(t− 1)− EÊ(t− 1)) +W (2)(t− 1)v(t− 1)− w̃E(t− 1) .

Hence, the global covariance matrix, collecting on the diagonal the matrices (4.16)
needed to compute (4.14), is described by

Cov(ē(t), ē(t−1)) = K(t)W (1)(t−1)ΓÊ(t−1)K(t−1)�+K(t)W (2)(t−1)Σv(t−1)H(t−1)�.

We now explain how to compute the local component (4.16) from the previous expression.
Let us define two block matrices P (t) = W (1)(t)ΓÊ(t) and Q(t) = W (2)(t)Σv(t). The
(i, j)th block of each matrix can be derived by

Pi,j(t) =
∑

l∈S
W (1)

i,l (t)Γ
Ê
l,j(t)

=
∑

l∈Ni

W (1)

i,l (t)Γ
Ê
l,j(t)

(4.24)

and
Qi,j(t) =

∑
l∈S

W (2)

i,l (t)Σ
v
l,j(t)

= W (2)

i,j (t)Σ
v
j,j(t)

(4.25)
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where the terms W (1) and W (2) are derived by⎧⎨
⎩W (1)

i,l (t) = A((I − λi(t))ki,l(t) + λi(t)) i = l

W (1)

i,l (t) = A((I − λi(t))ki,l(t) otherwise
(4.26)

and
W (2)

i,l (t) = A(I − λi(t))hi,l(t) , (4.27)

where λi is the ith diagonal block of matrix λ, ki,l and hi,l are the (i, l)th blocks of
matrix K and H, respectively. Finally, ΓÊ

l,j and Σv
l,j are the (l, j)th blocks of matrix ΓÊ

and matrix Σv, respectively. Based on the definition in (4.23), ΓÊ
l,j(t) is given by

ΓÊ
l,j(t) = E

[
(Êl(t)− EÊl(t))(Êj(t)− EÊj(t))

�
]
.

Therefore, the local covariance Cov(ēi(t), ēi(t− 1)) is derived by

Cov(ēi(t), ēi(t− 1)) =
∑

j′∈Ni

∑
j∈Ni

ki,j(t)Pj,j′(t− 1)ki,j′(t− 1)�

+
∑

j′∈Ni

∑
j∈Ni

ki,j(t)Qj,j′(t− 1)hi,j′(t− 1)� . (4.28)

The local covariance Cov(ēi(t), ēi(t− 1)) in (4.14) should be available at time t in
node i. The communication protocol is assumed that at each time step the information
can not be sent to the neighbors of neighbors.

The terms ki,j(t) , ki,j′(t − 1)� and hi,j′(t − 1)� are available in node i as they
are components of the locally computed block matrix κi(t) , κi(t− 1) and hi(t− 1) ,

respectively. The block matrices Pj,j′(t−1) and Qj,j′(t−1) should be locally calculated
in node j and communicated to node i at latest at time t. Consider matrix Qj,j′(t− 1)

defined in (4.25), since W (2)

j,j′(t−1) is a null matrix when j′ /∈ Nj , it is just necessary for
node j to import the measurement covariance matrix Σv

j′,j′(t− 1) from the neighboring
nodes j′ ∈ {Nj ∩Ni} for computing matrix Qj,j′(t− 1). On the other hand, for what
concerns Pj,j′(t− 1) defined in (4.24), matrix W (1)

j,l (t− 1) , l ∈ Nj , can be calculated
locally by node j using the local filtering weights and prediction parameters.

However, matrix ΓÊ
l,j′(t− 1) , l ∈ Nj , does not belong to the local variance matrix

Γε̂j(t − 1) when j′ ∈ Ni \ {Ni ∩ Nj} , as the prediction x̂j′(t − 1) and measurement
yj′(t− 1) are not available at time t− 1 in node j. Fortunately, the prediction x̂j′(t− 1)

and measurement yj′(t− 1) are available in node i at time t− 1 because j′ ∈ Ni. In
order to estimate matrix ΓÊ

l,j′(t− 1) at time t in node j , the prediction x̂j′(t− 1) and



4.3 Distributed Fault Detection 85

measurement yj′(t − 1) should be sent from node i to node j at time t. Hence, the
matrix Pj,j′(t− 1) is available in node j at time t for computing the local covariance.

Then we define the following set, denoting the neighbours of neighbours of node j:

N all
j =

⋃
l∈Nj

Nl .

New column vectors x̂all
j and yallj are introduced, which collect predictions and measure-

ments respectively available at node j , ordered by the indexes: x̂all
j = (x̂�

j1
, . . . , x̂�

j
Nall
j

)�

and yallj = (y�j1 , . . . , y
�
j
Nall
j

)� , j1 < . . . < jNall
j

, with Nall
j =

∣∣N all
j

∣∣ .
It is worth noting that neither we need a new communication network, nor we

require a faster communication rate. Hence, at node j the vector ε̂allj = x̂all
j − yallj can

be computed collecting the prediction error vectors Êj′ with j′ ∈ N all
j . Then, the local

estimates of the expected value Eε̂allj and of the variance Γε̂allj
, denoted by m̂all

εj
and Γ̂all

j

respectively, can be calculated at node j based on Algorithm 4 (see Subsection 4.3.4
for a description). The estimate of matrix ΓÊ

l,j′(t− 1), needed at node j to compute
Pj,j′(t− 1) for (4.28), is acquired from Γ̂all

j (t− 1) .

Remark 4.3.1 In order to have x̂all
j and yallj available in node j we owe to a two-step

collecting approach: predictions and measurements related to any node j′ ∈ N all
j \ Nj

can be collected from node i ∈ Nj′ ∩Nj . Therefore, at each time step t all the variables
can be computed just using locally communicated information.

4.3.3 The Fault Detection Thresholds

In this section, the objective is to design some time-varying thresholds that bound
the residual when the system is healthy with a guaranteed probability. The distribution
of the stochastic variable χi is unknown. However, the bounds for the residual signal
can be designed based on the Chebyshev’s inequality:

Pr
(
|χ(k)

i − μ(k)
χi
| ≤ ασ(k)

χi

)
≥ 1− 1

α2
, (4.29)

where χ
(k)
i and μ

(k)
χi are the kth component of vectors χi and μχi

, defined in (4.9),
respectively; σ(k)

χi is the square root of the k-th diagonal component of matrix σ2
χi

in
(4.14). It is possible to choose the parameter α so that the inequalities given below
hold with a certain probability.

μ(k)
χi

− ασ(k)
χi

≤ χ
(k)
i ≤ μ(k)

χi
+ ασ(k)

χi
. (4.30)
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Given the dynamics of the residual in (4.8), we introduce time-varying upper and lower
thresholds for the residual ri(t+ 1):

r̄
(k)+
i (t+ 1) =λi(t)r̄

(k)+
i (t) + μ(k)

χi
(t+ 1) + ασ(k)

χi
(t+ 1)

r̄
(k)−
i (t+ 1) =λi(t)r̄

(k)−
i (t) + μ(k)

χi
(t+ 1)− ασ(k)

χi
(t+ 1) , (4.31)

where r̄
(k)+
i and r̄

(k)−
i can be initialized at time t = 1 by choosing proper values

satisfying the inequality:

r̄
(k)−
i (1) ≤ r

(k)
i (1) ≤ r̄

(k)+
i (1) .

Hence, there exists a ‘tube’ between the two thresholds where the residual lies (in a
probabilistic sense) in healthy conditions:

r̄
(k)−
i (t) ≤ r

(k)
i (t) ≤ r̄

(k)+
i (t) . (4.32)

Thanks to the way they are designed, the proposed thresholds guarantee that the
false-alarms rate is lower than 1

α2 . According to (4.32), a fault is detected by a node
i ∈ {1, . . . , n} when at least one component r

(k)
i of the residual r

(k)
i exceeds the

corresponding thresholds r̄
(k)+
i or r̄

(k)−
i . The α parameter can be set according to

the wanted false alarms probability, taking into account thetrade-off existing between
robustness and sensitivity of the thresholds. Less conservative thresholds can be
designed if we assume the noises w̃ and vi are normally distributed.

4.3.4 The Algorithm

The proposed distributed fault detection method is illustrated by Algorithm 4.
In this chapter the Pareto parameter ρ is set to 0.5. In Chapter 2, it is explained

how to alternatively compute it at each step in order to reach the knee-point of the
Pareto optimization. m̂ēi denotes the local estimate of Eēi. Roman numbers indicate
the steps where information communication is required. Points I and III require the
communication from neighboring nodes in Ni to node i of the covariance matrices Σvj

with j ∈ N all
i and j ∈ Ni, respectively. Point II indicates the collection of predictions

and measurements components from neighboring nodes. Step IV can be implemented by
acquiring additive predictions from x̂reg

j and measurements yregj from neighboring nodes
j ∈ Ni . Points V and VI show the block matrices that are sent to neighboring nodes in
Ni . Therefore, all the information transmission occurs by means of the communication
network described by G.
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Algorithm 4 Process Fault detection algorithm for node i

t := 0 , Ni := |Ni| , Nall
i :=

∣∣N all
i

∣∣ , ρi := 0.5

m̂all
εi

(0) := 0

Γ̂all
i (0) := Σvall

ε̂i

� I

Extract m̂εi (0) from m̂all
εi

(0)

Extract Γ̂i(0) from Γ̂all
i (0)

x̄i(0) := yi(0)

x̂i(1) := Ax̄i(0)

repeat

t := t+ 1

Collect x̂reg
i (t) := (x̂i1 (t), . . . , x̂iNi

(t))� and yreg
i (t) := (yi1 (t), . . . , yiNi

(t))� where {i1, . . . , iNi
} ∈ Ni

� II

ε̂i(t) :=
x̂
reg
i

1+ν
− ν1�x̂

reg
i +(1+ν)1�y

reg
i

Ni(1+2ν)(1+ν)
1

m̂εi (t) :=
t−1
t

m̂εi (t− 1) + 1
t
ε̂i(t)

Γ̂i(t):=
t−1
t

Γ̂i(t− 1) + 1
t
(ε̂i(t)− m̂εi (t))(ε̂

all
i (t)− m̂εi (t))

�

Si := (1− ρi)Σvε̂i
(t) � III

Mi := ρi(m̂εi (t)m̂
�
εi
(t)) + (1− ρi)Γ̂i(t)

Compute κi(t) , ηi(t) , λi(t) as in (4.7)

x̄i(t) = κi(t)x̂
reg
i (t)(t) + ηi(t)y

reg
i (t)

x̂i(t+ 1) = Ax̄i(t) + w̄(t) + λi(t)(Ax̂i(t)−Ax̄i(t))

ri(t) := x̄i(t)− x̂i(t)

m̂ēi (t) := κi(t)m̂εi (t)

Γēi (t) := κi(t)Γ̂i(t)κi(t)
� + ηi(t)Σvε̂i

ηi(t)
�

if t = 1 then

r̄+i (1) := ri(1) + 2|ri(1)|
r̄−i (1) := ri(1)− 2|ri(1)|

else

Collect x̂all
i (t− 1) := (x̂i1 (t− 1), . . . , x̂i

Nall
i

(t− 1))� and yall
i (t− 1) := (yi1 (t− 1), . . . , yi

Nall
i

(t− 1))�

where {i1, . . . , iNall
i

} ∈ N all
i � IV

ε̂alli (t− 1) :=
x̂all
i (t−1)

1+ν
− ν1�x̂all

i (t−1)+(1+ν)1�yall
i (t−1)

Nall
i (1+2ν)(1+ν)

1

m̂all
εi

(t− 1) := t−2
t−1

m̂all
εi

(t− 2) + 1
t−1

ε̂alli (t− 1)

Γ̂all
i (t− 1):=t−2

t−1
Γ̂all
i (t− 2) + 1

t−1
(ε̂alli (t− 1)− m̂all

εi
(t− 1))(ε̂alli (t− 1)− m̂all

εi
(t− 1))�

Compute Pi,i′ (t− 1) with i′ ∈ N all
i as in (4.24) and send to j ∈ Ni � V

Compute Qi,i′ (t− 1) with i′ ∈ N all
i as in (4.25) and send to j ∈ Ni � VI

Collect Pj,j′ (t− 1) , Qj,j′ (t− 1) with j, j′ ∈ Ni

Compute σ2
χi

(t) as in (4.14)

μχi (t) = m̂ēi (t)−Am̂ēi (t− 1)

r̄+i (t) := λi(t− 1)r̄+i (t− 1) + μχi (t) + ασχi (t)

r̄−i (t) := λi(t− 1)r̄−i (t− 1) + μχi (t)− ασχi (t)

end if

until ∃ k : r
(k)
i (t) > r

(k)+
i (t) ∨ r

(k)
i (t) < r

(k)−
i (t)

A fault is detected at time t .
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4.4 Simulation Results

In this section, some simulation results are presented to illustrate the fault detection
performance. We consider a 15-node sensor network monitoring a four-tank system
introduced in [67] and Chapter 3. The schematic diagram of the four-tank process is
illustrated in Fig. 4.1. The nonlinear dynamics of the process can be described by

dh1

dt
= − a1

A1

√
2gh1 +

a3
A1

√
2gh3 +

γ1k1
A1

v1

dh2

dt
= − a2

A2

√
2gh2 +

a4
A2

√
2gh4 +

γ2k2
A2

v2

dh3

dt
= − a3

A3

√
2gh3 +

(1− γ2)k2
A3

v2

dh4

dt
= − a4

A4

√
2gh4 +

(1− γ1)k1
A4

v1 ,

(4.33)

where Ai is the cross-section of Tank i, ai the cross-section of the outlet hole, hi the
liquid level; v1 and v2 are the process inputs. The parameter pair (γ1 , γ2) = (0.7, 0.6)

specifies the allotment ratio of flow to Tank 1 and Tank 2, respectively. The gravity
acceleration g[cm/s2] is 981. The sensors in the sensor network can measure all the
liquid levels in the process. We linearize and discretize it so to obtain the linear system
described by the matrix:

A =

⎡
⎢⎢⎢⎣

0.9430 −0.0031 0.0262 −0.0118

−0.0036 0.9579 0.0121 0.0213

−0.0025 −0.0233 0.9500 −0.0084

−0.0153 −0.0010 −0.0053 0.9629

⎤
⎥⎥⎥⎦ .

The process noise w̃(t) is a zero-mean Gaussian noise with σ2
w̃ = 0.0001I . The initial

state is x(0) = [4.81; 4.70; 1.0; 1.0]� . The measurement noise vi in each node i is an
independent zero-mean Gaussian noise with σ2

vi
= 0.0004I and SNR = 33.9794 . The

15-nodes sensor network is obtained by distributing the nodes randomly over a squared
area of size n/2. The graph G is acquired under the rule that two nodes are connected
if their relative distance is less than 1.7

√
n . The parameter α is chosen equal to 1 .

Assuming that a leakage occurs at the bottom of Tank 3 at time t0 = 150s , which



4.4 Simulation Results 89

Tank 3 Tank 4

Tank 1 Tank 2

Pump 2Pump 1

v1 v2

Fig. 4.1 The schematic diagram of the four-tank process.

means a3 in (4.33) increases of a Δa3 = 0.034cm2 . Then the fault matrix Φ is given by

Φ =

⎡
⎢⎢⎢⎣
0 0 0.0188 0

0 0 0 0

0 0 −0.0190 0

0 0 0 0

⎤
⎥⎥⎥⎦ .

Fig. 4.2 and Fig. 4.3 show the estimation performance and residuals and thresholds in
the state components affected by the fault. We can see that the fault is detected at
153s in the third and first state components respectively. It only takes around 3 seconds
to detect the process fault in each node. The sensitivity with respect to the fault
magnitude is then analyzed. We run 101 experiments, where Δa3 is assigned evenly
every 0.02 in the interval [0.1, 2.1]mm2 . The detection results with the measurement
noise such that the Signal over Noise Ratio SNR = 33.9794 are shown in Fig. 4.4.
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Fig. 4.2 Estimates, Residuals and Thresholds for state component 3 .
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We can see that the detection time decreases when the cross-section of the leakage
increases, reaching then a minimum time of detection. The false-alarms rate is denoted
by

FAR =
number of false alarms

101× n×m
× 100% .

The detection results with measurement noise so that SNR = 30.4576 and three
different α are illustrated in Fig. 4.5, Fig. 4.6 , Fig. 4.7. Since the measurements are
affected by a higher noise, we can see in this scenario the presence of false-alarms and
FAR is smaller while fault detection time becomes longer when the chosen α is larger.

Table 4.1 : FAR with various α and SNR .

α 0.8 1.0 1.2

SNR = 33.98 0% 0% 0%
SNR = 32.04 0.173% 0.08% 0.03%
SNR = 30.46 2.343% 0.776% 0.693%

Given three different SNR and α , the false alarm rate is presented in Table 4.1,
which verifies the conclusion above. This confirms that the α parameter has to be
chosen according to the noise features of the process and the wanted false-alarms
rate. However, when the α parameter is too large, the thresholds would be far more
conservative, which leads to misdetections. The misdetection rate is denoted by

MIS =
number of misdetections

101× n×m
× 100% .

Table 4.2 : MIS with various α and SNR .

α 2.0 2.2 2.4

SNR = 33.98 76.44% 98.27% 99.86%
SNR = 32.04 73.51% 97.95% 99.61%
SNR = 30.46 69.46% 95.37% 98.92%

Given three different SNR and α , the misdetection rate is presented in Table 4.2,
which shows that the larger α parameter is chosen, the more misdetections would
occur.
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4.5 Concluding Remarks

In this chapter we have extended the distributed estimation method proposed in
Chapter 2 to present a process fault detection algorithm in the monitoring architecture
for a centralized or decentralized system. The distributed estimation method in the
proposed fault detection algorithm can compute mean and variance of the prediction
error, thus allowing to obtain suitable thresholds for some suitable residual signals
with known confidence levels and guaranteed upper bound of false alarm rate. And the
algorithm needs no assumption on the distribution of process and measurements noises
(only mean and variance). A sophisticated data communication protocol is designed to
avoid redundant information exchange among sensors in the network when calculating
the local stochastic thresholds. Apart from the process faults in monitored systems,
the monitoring architecture should also be able to detect any sensor faults occurred in
sensor network. In the next chapter, the centralized, decentralized, and distributed
sensor fault detection schemes will be introduced for the sensor nodes in the monitoring
architecture for a distributed system.
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Fig. 4.4 Detection time with various leakage size
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Chapter 5

Sensor Fault Detection Schemes

in Three Architectures

In the previous chapter, a fault detection scheme is introduced so that the monitoring
architecture can detect possible process faults in the monitored system. In terms of
the reliability of the monitoring architecture, apart from the capability to detect
possible process faults in the monitored system, the architecture should also be able
to detect any sensor faults in the sensor networks. In this chapter, we present the
centralized, decentralized, and distributed sensor fault detection schemes in a discrete-
time framework. These three architectures can be implemented at each sensor node to
detect possible sensor faults occurred in the sensor networks.

In each sensor node, the model-based detector estimates the states monitored by
this sensor node. Meanwhile, the adaptive thresholds are calculated by the sensor
node at each time step; therefore, the sensor fault is detected when the difference
between estimate and the real measurement exceeds the designed threshold. For the
centralized, decentralized, or distributed architecture of the detection scheme, the
mathematical model used in each detector is different. Unlike the centralized scheme,
where each sensor node uses a global mathematical model of the monitored system, the
decentralized and distributed schemes both estimate the subsystem’s states by using
the mathematical model of the subsystem. Moreover, the model-based detector in the
distributed architecture can also interact with the detectors in the sensor nodes, which
are monitoring neighboring subsystems.

A benchmark simulation on sensor fault detection for an experimental continuous
stirred tank heater (CSTH) pilot plant is proposed to compare the performance of all
three architectures. All these schemes take advantage of the adaptive approximation
approach introduced in [122] to learn the system of CSTH during the initial stage of
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benchmark simulation. Then the upgraded model can be used to develop three sensor
fault detection schemes without time-consuming efforts on system modeling. And
the computer algorithm pseudo-codes are also introduced in this chapter. The work
in this chapter has been partially supported by the project ’Increased Functionality
Energy-autonomous Sensor Networks for Self-monitoring Industrial Environments’
granted by ABB Research.

The chapter is organized as follows. In Section 5.1, we introduce the tank heater
plant dynamics in CSTH. In Section 5.2, the centralized sensor fault detection method
is presented in a discrete-time framework. The decentralized sensor fault detection
method is demonstrated in Section 5.3. Then, the distributed sensor fault detection
method is proposed in Section 5.4. Finally, some simulation results are illustrated in
Section 5.5 and concluding remarks are given in Section 5.6.

5.1 Tank Heater Plant Dynamics

Thornhill, et al. [142] defined a benchmark problem consisting of a continuous
stirred tank heater pilot plant shown in Fig. 5.1 below. In the following the proposed
sensor drift fault is evaluated in this benchmark which is particularly challenging as it
is based on a first-principle model (of course affected by severe uncertainties).

Fig. 5.1 The continuous stirred tank heater pilot plant
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5.1.1 The Stirred Tank Heater Process Model

In the stirred tank experimental rig, hot and cold water are mixed, heated further
using steam through a heating coil and drained from the tank through a long pipe.
This continuous stirred tank heater pilot plant is located at the University of Alberta,
Canada. The temperature in the tank is assumed the same as the outflow temperature.
The cold and hot water to the tank are pressurized with a pump, and the hot water
comes from the boiler heated by the campus steam source, which also supplies the steam
to the heater. The temperature of cold and hot water feeds are set to 50◦C and 24◦C
respectively. Control valves in the plant have pneumatic actuators, the seat and stem
sets are chosen to suit the range of control. Flow instruments are orifice plates with
differential pressure transmitters, and the level instrument is also a differential pressure
measurement. The temperature instrument is a type J metal sheathed thermocouple
inserted into the outflow pipe. Two kinds of balances are considered in the heater,
namely volumetric and heat balances. Then, we have

dV (x)

dt
= fcw + fhw − fout(x)

dH

dt
= Wst + hhwρhwfhw + hcwρcwfcw − houtρoutfout(x) ,

(5.1)

where x is the level, V is the volume of the water, fhw is the hot water flow into the
tank, fcw is the cold water flow into the tank, fout is the outflow from the tank, H is
the total enthalpy in the tank, hhw is the specific enthalpy of hot water feed, hcw is
the specific enthalpy of cold water feed, hout is the specific enthalpy of water leaving
the tank, ρhw is the density of incoming hot water, ρcw is the density of incoming cold
water, and ρout is the density of water leaving the tank. The variables denoted with
underline can be measured by sensors in this plant. Wst is the heat inflow from steam.
This heat inflow depends on the steam valve setting, and the relationship between
inflow heat and steam valve position can be determined empirically from steady state
running at a range of steam valve settings. These two balances have a relationship
shown in equation below:

hout =
H

V ρout
. (5.2)

The manual outflow valve is fixed at 50% as a standard operation condition (see
Fig. 5.1). The empirical expression below is shown:

fout = (0.1013×
√
(55 + x) + 0.0237)× 10−4 . (5.3)
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For the operation condition with only cold water and steam, the inputs to the heater
are electronic signals steam valve/mA and cold water valve/mA that go to the steam
and cold water valves. The outputs are measurements from the level, cold water flow
and temperature, such as level/mA, cold water flow/mA and temp/mA. So the following
relationships should be represented in the calibration models:

• level/mA ⇔ level/cm ⇔ volume/liter

• steam valve/mA ⇔ heat inflow/mA ⇔ temp/◦C ⇔ temp/mA

• cold water valve/mA ⇔ cold water flow/litre.s−1 ⇔ cold water flow/mA

In addition, for the cold water valve model, there a 1s delay is present which can be
represented as

M(s) =
e−s

3.8s+ 1
OP (s) , (5.4)

where M(s) is the Laplace transform of the true cold water valve/mA and OP (s) is
the Laplace transform of the electronics input cold water valve/mA. These calibration
models can be determined by measurement at several points in the range and be stored
in suitable the piece-wise linear look-up tables.

5.1.2 Pilot Plant Simulation

The simulation model of the tank heater has three inputs, namely cold water valve,
hot water valve and steam valve. The outputs are the electronics measurements from the
level, cold water flow, hot water flow, and temperature instruments. The PI controllers
are designed so as to make sure that outputs measurements level and temperature can
track the reference variables in agreement with given tracking performance specifications.
In this chapter, we consider the operating condition with cold water, hot water, and
steam feeds. The closed-loop control diagram is shown in Fig. 5.2. In the scheme
shown in Fig. 5.2, two reference variables are present, namely, the level set point and
temperature set point, which can be tracked reasonably well thanks to the designed PI
controllers. It is worth noting that in this operating scenario, we only control the cold
water valve and the team valve so that the level and outflow temperature can track
their respective references. Specifically, the control input cold water valve is based
on the error of level measurement and its reference; the control input steam valve is
based on the error of temperature measurement and its reference. Concerning the tank
heater, there are three states characterizing the open loop system dynamics, namely
the tank volume V , the cold water valve position M and the total enthalpy H. Most of
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Fig. 5.2 Closed-loop control diagram in the benchmark

simulation approaches in the literature are presented in the form of a state-space model.
The operation condition has been linearized with the stirred tank heater operating
with both cold and hot water feed. The linearized model of the tank heater is given by

ẋ =Acx +Bcu

y =Cx

and

Ac =

⎡
⎢⎣−3.7313× 10−3 1.5789× 10−6 0

0 −2.6316× 10−1 0

4.1580× 103 1.5842× 10−1 −2.7316× 10−2

⎤
⎥⎦

Bc =

⎡
⎢⎣0 0 4.2900× 10−5

1 0 0

0 6.4000× 10−1 8.8712

⎤
⎥⎦

C =

⎡
⎢⎣ 2690 0 0

0 1.5132× 10−1 0

−1979.2 1.36 1.1226× 10−2

⎤
⎥⎦

where x1 the tank volume; x2 the output of the integrator in the valve transfer function
in (5.4) and x3 the total enthalpy in the tank; u1 is the cold water valve position in
mA; u2 the steam valve position in mA; u3 the hot water valve position in mA; y1 the
level measurement in mA; y2 the cold water flow measurement in mA; y3 temperature
measurement in mA.
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5.2 Centralized Sensor Fault Detection Scheme

The sensor fault detection scheme illustrated in Fig. 5.3 is achieved by analytical
redundancy generated by model-based estimation of states and parameters. The
state-space model used in this scheme is linearized at a particular operation condition,
which means that there exists modeling uncertainty. Meanwhile, a deterministic
oscillatory disturbance to the cold water flow, a stochastic disturbance to the level,
and temperature measurement noise cannot be neglected. Hence, robustness in a fault
detection approach should be given priority in designing the fault detection scheme.

y ∈ �3×1

ŷ ∈ �3×1

u ∈ �3×1

Ref1,2

Ref3 u3

u1,2

Fig. 5.3 Centralized sensor fault detection scheme for the sensors in the benchmark

Consider a class of uncertain system R described by

ẋ =Acx+Bcu+ ηc(x, u, t)

y =Cx+ d(x, y, t) + β(t− T0)f(t) ,

where x ∈ R
3 is the system state vector, u ∈ R

3 is the input vector, y ∈ R
3 is the

output vector, ηc : R3 × R
3 × R

+ �→ R
3 is the system modeling uncertainty, and

d : R3 × R
3 × R

+ �→ R
3 is the output disturbance. The term β is a step function

charactering time-profile of the sensor fault function. The possible fault f(t) is an
incipient drift on the measurement in one sensor:

f(t) = M(1− e−0.5(t−T0)) ,

where T0 is the occurrence of sensor fault, M is the magnitude of sensor fault.
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Assumption 13 The system state and input signal belong to the compact and bounded
region D ⊂ R

3 ×R
3 before and after the occurrence of a fault, that is, (x(t), u(t)) ∈ D ,

∀t ≥ 0.

Hence, the nominal model of this real system in discrete-time is given by

xN(t+ 1) =AxN(t) + Bu(t)

yN(t) =CxN(t) .

Remark 5.2.1 The nominal model is activated where initial values are all zero, which
means this linearized model has unknown and negligible modeling uncertainty. The
initial values of real system are unknown and volatile once any reference is modified.
Hence a more conservative upper bound on the modeling uncertainty is needed to
avoid false alarm, leading to a poor fault detectability. However, the application of
adaptive approximation method can help learn the nonlinear modeling uncertainty
during the transient period of the pilot plant so that an updated nominal model can
be used in sensor fault detection scheme.

5.2.1 Learning Approach

The approach is supposed to learn the unknown modeling uncertainty on-line for a
while. The real system in discrete-time is given by

x(t+ 1) =Ax(t) + Bu(t) + η(x, u, t)

y(t) =Cx(t) + d(x, u, t) .

We consider linearly parameterized approximators to learn the modeling uncertainty,
then we have

η(x, u, t) = f(x, u, t)θ� + εη(x, u, t) ,

where εη(x, u, t) is the minimum approximation error and optimal parameter θ� is
defined by

θ� = arg

{
min
θ∈Θ

{
sup |η(x, u, t)− f(x, u, t)θ|

}}
.

The following assumption is required for the adaptive approximation approach.

Assumption 14 During the time interval [0, TL] , there are no sensor fault.
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Assumption 15 The pair (A,C) is observable.

For t > TL, learning is no longer active and the parameters of the approximation
function are frozen at time TL. This allows to update the local nominal model to be
used for fault detection. The adaptive estimator is given by

x̂(t+ 1) = Ax̂(t) + Bu(t) + f(x̂(t))θ̂(t) + L(y(t)− ŷ(t)) + Ω(t+ 1)Σ(t)

Ω(t+ 1) = A0Ω(t) + f(x̂(t)) , A0 � A − LC

θ̂(t+ 1) = PΘ

{
θ̂(t) + Γ(CΩ(t))�(y(t)− ŷ(t))

}
ŷ(t) = Cx̂(t) .

(5.5)

In the following, details are given concerning the computation of each term in the
adaptive estimator.

• Each component j , j = {1, 2, 3} in the vector f(x̂)θ̂ ∈ R
3×1 represents a sum of

radial basis functions with weight parameters to build up function approximations
to learn on line the modeling uncertainty.

fj(x̂j)θ̂j(t) =

nj∑
i=1

θ̂ji(t)e
− (x̂j(t)−cji

)2

σj
2

, j = {1, 2, 3} , (5.6)

where fj(x̂j) ∈ R
1×nj is a group of radial basis functions, θ̂j ∈ R

nj is the weighted
parameter vector and there are nj centers evenly distributed in the region cj , width
σ2
j is defined as the variance of cj . The total number of centers in approximation

function f(x̂)θ̂ is n =
∑3

j=1 nj , j = {1, 2, 3} .

• The term PΘ is a projection operator restricting θ̂ within a compact set Θ .

Ω ∈ R
3×n is the filter version of f(x̂) and Γ ∈ R

n×n is a symmetric, positive
definite learning rate matrix. For the sake of simplicity, we assume Θ to be a
origin-centered hyper-sphere with radius MΘ ,

PΘ

{
θ̂(t)
}
=

{
θ̂(t) if |θ̂(t)| ≤ MΘ

MΘ θ̂(t)

|θ̂(t)| if |θ̂(t)| > MΘ .
(5.7)

• The term ΩΣ is added to compensate the estimation error because of θ̂ .

Σ(t) =

{
Γ(CΩ(t))�(y(t)− ŷ(t)) if |θ̂(t)| ≤ MΘ

MΘ θ̂(t)

|θ̂(t)| − θ̂(t) if |θ̂(t)| > MΘ .
(5.8)
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Concerning the configuration values for the estimator, we have: n1 = 15, n2 =

25, n3 = 25 . and c1 ∈ [0.0014, 0.0056], c2 ∈ [−8, 28], c3 ∈ [300, 2700] . For each compo-
nent, MΘ1 = 0.08 ,MΘ1 = 1.5 ,MΘ1 = 82 . and Γ1 = 0.01I ,Γ2 = 20I ,Γ3 = 800I .

The stability of the adaptive nonlinear estimation scheme is analyzed in the following
analysis. We define the state estimation error εx(t) = x(t)− x̂(t) and weight parameter
estimation error εθ(t) = θ̂(t)− θ�. The state estimation error dynamics are described
by

εx(t+ 1) = A0εx(t) + f(x̂)(θ� − θ̂(t))− Ω(t+ 1)Σ(t) + ε ,

where ε = (f(x)− f(x̂))θ� + εη − Ld(x, u, t) . Given f(x̂) = Ω(t+ 1)− A0Ω(t) .

εx(t+ 1) = A0(εx(t) + Ω(t)εθ(t))− Ω(t+ 1)(θ̂(t)− θ� + θ̂(t+ 1)− θ̂(t)) + ε .

Let ε̃x(t) = εx(t) + Ω(t)εθ(t) , then we have

ε̃x(t+ 1) = A0ε̃x(t) + ε .

Since the minimum approximation error εη and Ω are bounded functions, and because
of the use of weighted parameter projection in θ̂, it proves that the state estimation
error is bounded as well.

Several criteria can be used to stop the learning during healthy mode of behavior.
As an example and without loss of generality, the following cost function Jj(t) has
been designed:

Jj(t) =
1

nj

nj∑
i=1

√√√√1

t

t∑
p=1

(θ̂ji(p)− μ)
2
, j = {1, 2, 3} (5.9)

where

μ =
1

t

t∑
p=1

θ̂ji(p) .

Learning is stopped at suitable time TL once a steady decrease of Jj(t) is noticed.
Practically, a suitable and small enough constant εj is given so that the learning
approach is stopped at time TL when the following inequality holds:

|Jj(t)− Jj(t− 1)| ≤ εj .
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In the simulation trials, we set ε1 = 2.7148 × 10−8 , ε2 = 2.2268 × 10−5 and ε3 =

3.6571× 10−4 . After TL , the updated nominal model is given by

xN(t+ 1) =AxN(t) + Bu(t) + f(xN(t))θ̂(TL)

yN(t) =CxN(t) .

Remark 5.2.2 Compared with the linearized model, the updated nominal model has
an extra nonlinear functional approximator. However, ˙̂

θ cannot reach zero because of
noise in output measurements and this approximator can partially compensate the
modeling uncertainty so that the nominal model is improved considerably.

5.2.2 Centralized Sensor Fault Detector

Based on the updated nominal model, the centralized fault detection estimator is
given by

x̂(t+ 1) =Ax̂(t) + Bu(t) + f(x̂(t))θ̂(TL) + L2(y(t)− ŷ(t))

ŷ(t) =Cx̂(t) .
(5.10)

The residual:

rj(t) = |yj(t)− ŷj(t) + Cj(A1)
tx̂(TL)| , with A1 = A− L2C . (5.11)

The threshold:

μj(t) = d̄2 + kjλ
t
jχ̄j +

t−1∑
i=0

kjλ
t−1−i
j (η̄2 +

∥∥∥L2

∥∥∥
2
d̄2) , (5.12)

where η2 = η − f(x̂)θ̂(TL) , |η2| ≤ η̄2, ∀t ≥ TL , and |d2| ≤ d̄2, ∀t ≥ TL ; kj2 and λj2 are
chosen positive constants so that

∥∥∥Cj(A1)
t
∥∥∥ ≤ kjλ

t
j, ∀t ≥ 0 .

Hence, a fault is detected when at least one residual rj(t) exceeds its corresponding
threshold μj(t) .

The constants d̄j, χ̄j, η̄j depend on the physical characteristics of the original
state variables and on the modeling uncertainty. These critical scalars are estimated
by off-line simulations and possible a-priori knowledge on the monitored system.
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d̄1 = 0.1 , d̄2 = 0.2 , d̄3 = 0.37 ; η̄1 = 0.000217 , η̄2 = 0.15 , η̄3 = 1.3 ; and χ̄1 =

0.0038 , χ̄2 = 14.2 , χ̄2 = 586 .

To sum up, the overall flow-chart of the computations carried out in the local fault
detector are given in the next page.

Remark 5.2.3 The centralized sensor fault detection scheme is activated at time TL;
therefore, the upper bounds on modeling uncertainty and output disturbance are only
needed after time TL . Based on the historical data under the healthy condition, the
constant upper bounds η̄2 and d̄2 can be found by testing the detection estimator
several times.
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Algorithm 5 Centralized Fault Detection Algorithm
Learning = ON
Detection = OFF
Initialize the estimate x̂j(0) = 0 , j = {1 , 2 , 3}
Initialize the estimate θ̂ji(0) = 0 , i = {1 , . . . , nj}
Initialize the estimate Ω(0) = 0 ,0 ∈ R

3×n

Measurement y(0) is acquired
Input u(0) is acquired
Compute the cost function Jj(0) in (5.9)
Compute the approximation function f(x̂(0))θ̂(0) in (5.5)
Compute the estimates Ω(1), x̂(1) , θ̂(1) , and ŷ(1) in (5.5)
Set t = 1
while Learning = ON do � Learning Approach

Compute the cost function Jj(t) in (5.9)

if
3∨

j=1

(|Jj(t)− Jj(t− 1)| > εj) then

Measurement yj(t) is acquired
Input u(t) is acquired
Compute the approximation function f(x̂(t))θ̂(t) in (5.5)
Compute the estimates Ω(t+ 1), x̂(t+ 1) , θ̂(t+ 1) , and ŷ(t+ 1) in (5.5)
t = t+ 1

else
Learning Approach is stopped
Learning = OFF
Detection = ON
TL = t � Stop Learning Time

end if
end while
while Detection = ON do � Centralized Sensor Fault Detection

Measurement y(t) is acquired
Compute the residual rj(t) in (5.11)
Compute the threshold μj(t) in (5.12)
Compare rj(t) with μj(t)

if
3∨

j=1

(rj(t) ≥ μj(t)) then

A sensor fault is detected
Detection = OFF
TD = t � Fault Detection Time

else
Input u(t) is acquired
Compute the estimates x̂(t+ 1) and ŷ(t+ 1) in (5.10)
t = t+ 1

end if
end while
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5.3 Decentralized Sensor Fault Detection Scheme

Let us refer to Fig. 5.4 where the part above the dashed-line represents the nonlinear
system to be monitored against sensor faults and the part below the dashed-line denotes
the decentralized fault detection scheme. In Fig. 5.4, the part above the dashed line

ŷ(1) ŷ(2)

Ref1,2

Ref3 u3

u1,2

u3 u1

y(2) = y2y(1) = y1

L(2)L(1) D(1) D(3)D(2)
L(3)

ŷ(3)

y(3) = y3

u2

u ∈ �3×1u ∈ �3×1

y ∈ �3×1y ∈ �3×1

Fig. 5.4 Decentralized fault detection scheme without information exchange among
Subsystems (1), (2), and (3). The component in each subsystem is given: Sub(1) =
{x1} , Sub(2) = {x2} , Sub(3) = {x3} .

schematically depicts the true controlled system to be diagnosed. In particular, the
three dynamically-coupled nonlinear subsystems are enhanced as well as the PID-based
multivariable control system. The accessible variables are the vector of control variables
u generated by the closed-loop controller and the vector of output variables y provided
by the three available sensors. After discretization, the discrete-time dynamics of each
subsystem in the controlled system R takes on the form

x�(t+ 1) = A�x�(t) + B�u�(t) + φ�(x̄�(t), ū�(t)) + η�(t)

y�(t) = C�x�(t) + ϕ�(x̄�(t)) + d�(t) + β(t− T0)ψ�(M,α, T0, t) ,
(5.13)
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where the subscript � is a short-hand for subscripts (1), (2), or (3) associated with the
respective original state variable x� ∈ R, control variable u� ∈ R and output variable
y� ∈ R. Moreover, we recall that:

• Terms φ� and ϕ� denote the interconnection functions between subsystem � and
its neighbouring subsystems.

• Variables x̄� and ū� denote the states and inputs of the neighboring subsystems
that affect subsystem �.

• Terms η� and d� characterize modelling uncertainty and output disturbance,
respectively.

• Function ψ� is the sensor fault occurring at unknown time T0, represented by
M(1− e−α(t−T0)) .

• Term β is a step function charactering time-profile of the sensor fault function.

The part depicted below the dashed line in Fig. 5.4 describes the decentralized fault
detection methodology. More specifically, a decentralized decomposition is addressed
in which a local fault detector is associated with each sensor. This local fault detector
is only allowed to access the local measurement provided by the sensor and the input
variables. In this configuration, no information is exchanged among the three
local fault detectors.

The nominal linearized model exploited to detect faults at a local level is given by:

xN�(t+ 1) = A�xN�(t) + B�u�(t)

yN�(t) = C�xN�(t) .
(5.14)

Then, we describe the actual computations carried out in each local fault detector.
Without loss of generality, we consider the case of subsystem (1) (that is, in the
following we have � = (1)). The local architecture is shown in Fig. 5.5. As already
mentioned, only locally available information is used (in this case, the output provided
by sensor (1)). As can be seen in Fig. 5.5, three main modules compose the local fault
detector: L�, S�, and D�. In the following subsections, the main computational steps
involved in each of these blocks will be addressed.

5.3.1 Learning Block (L�)

In this block, an adaptive state estimator equipped with a local learning module is
implemented. The inputs to this block are the variables u�(t) and y�(t) taken from
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u(1) = u1
y(1) = y1

L�

D�S�

θ̂�(t)
ŷ�(t)

TL

Il

Fig. 5.5 General architecture of decentralized sensor fault detection scheme for Sub-
system (1). The timeline is shown enhancing the fact that learning is only activated
during the time-horizon (0, TL) in which it is assumed that the system is not faulty.

the monitored system R, while the outputs are θ̂�(t) to the block S� and the variable
Il = {x̂�(t) , θ̂�(t)} to the block Configuration for D�. Let us first recall Assumption
14, at each discrete-time instant, the computations carried out are described by the
following relationships:

x̂�(t+ 1) = A�x̂�(t) + B�u�(t) + f�(x̂�(t))θ̂�(t) + L�(y�(t)− ŷ�(t)) + Ω�(t+ 1)Σ�(t)

Ω�(t+ 1) = A0
�Ω�(t) + f�(x̂�(t)) , A0

� � A� − L�C�

θ̂�(t+ 1) = PΘ	

{
θ̂�(t) + Γ�(C�Ω�(t))

�(y�(t)− ŷ�(t))
}

ŷ�(t) = C�x̂�(t) .

(5.15)
In the following, details are given concerning the computation of each term in (5.15).
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• The term f�(x̂�)θ̂� represents a sum of radial basis functions with weight pa-
rameters θ̂� to build up function approximations to partially learn on line the
modeling uncertainty.

f�(x̂�(t))θ̂�(t) =
n	∑
i=1

θ̂�i(t)e
− (x̂	(t)−c	i )

2

σ2
	 , (5.16)

where f�(x̂�) ∈ R
1×n	 is a group of radial basis functions, θ̂� ∈ R

n	 is the weighted
parameter vector and there are n� centers evenly distributed in the region c�,
width σ2

� is defined as the variance of c� .

• The term PΘ	 is a projection operator restricting θ̂� within a compact set Θ� .

Ω� ∈ R
1×n	 is the filter version of f�(x̂�) and Γ� ∈ R

n	×n	 is a symmetric, positive
definite learning rate matrix. For the sake of simplicity, we assume Θ� to be a
origin-centered hyper-sphere with radius MΘ	 ,

PΘ	

{
θ̂�(t)
}
=

{
θ̂�(t) if |θ̂�(t)| ≤ MΘ	

MΘ	 θ̂	(t)

|θ̂	(t)| if |θ̂�(t)| > MΘ	 .
(5.17)

• The term Ω�Σ� is added to compensate the estimation error because of θ̂� .

Σ�(t) =

{
Γ�(C�Ω�(t))

�(y�(t)− ŷ�(t)) if |θ̂�(t)| ≤ MΘ	

MΘ	 θ̂	(t)

|θ̂	(t)| − θ̂�(t) if |θ̂�(t)| > MΘ	 .
(5.18)

Concerning the specific configuration values for Subsystems (1) , (2) , and (3), we have:
x̂�(0) , θ̂�(0) and Ω�(0) are all set to zero. n1 = 15, n2 = 25, n3 = 25 . and c1 ∈
[0.0014, 0.0056], c2 ∈ [−8, 28], c3 ∈ [300, 2700] . MΘ(1)

= 0.08 ,MΘ(2)
= 1.5 ,MΘ(3)

= 82 .

and Γ
(1)

= 0.01I ,Γ
(2)

= 20I ,Γ
(3)

= 800I , where I is the identity matrix. The stability
of the adaptive approximators can be proved by the similar analysis introduced in
Section 5.2.1.

5.3.2 Stop Learning Block (S�)

The input to this block is θ̂�(t) coming from block L�. The output is a trigger signal
enable to activate the sensor fault detection scheme D� at time TL when the stopping
criterion is satisfied. For t ≥ TL, learning is no longer active and the parameters of
the approximation function f�(x̂�)θ̂� are frozen at time TL. This allows to update the
local nominal model to be used for fault detection, as will be discussed in the next
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subsection. Several criteria can be used to stop the learning during healthy mode of
behavior. As an example and without loss of generality, the following cost function
J�(t) has been defined:

J�(t) =
1

n�

n	∑
i=1

√√√√1

t

t∑
p=1

(θ̂�i(p)− θ̄�)
2
, (5.19)

where

θ̄� =
1

t

t∑
p=1

θ̂�i(p) .

Setting a small enough constant ε�, the learning is stopped when

|J�(t)− J�(t− 1)| ≤ ε� .

In the simulation trials, we set ε(1) = 1.1919 × 10−7 , ε(2) = 1.9498 × 10−5 , ε(3) =

2.0726× 10−4 , thus getting TL = 300.

5.3.3 Local Sensor Fault Detection Block (D�)

As previously mentioned, the computation in this block is activated for t ≥ TL.
The inputs to this block are the variables u�(t) and y�(t) taken from the monitored
system R. As the parameter vector of the learning function is now frozen at the value
θ̂�(TL), then (5.15) takes on the following simpler form:

x̂�(t+ 1) = A�x̂�(t) + B�u�(t) + f�(x̂�(t))θ̂�(TL) + LD�(y�(t)− ŷ�(t))

ŷ�(t) = C�x̂�(t) .
(5.20)

The availability of x̂� and ŷ� allow to compute the following residual for the local fault
detector:

r�(t) = |y�(t)− ŷ�(t) + C�(A
1
�)

t
x̂�(TL)| , (5.21)

where
A1

� = A� − LD�C� .

The above residual is compared at each discrete-time instant with the following threshold:

μ�(t) = d̄� + k�λ
t
�χ̄� +

t−1∑
i=0

k�λ
t−1−i
�

(
η̄� +

∥∥∥LD�

∥∥∥
2
d̄�

)
, (5.22)
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where the constants k� > 0 and 0 < λ� < 1 are chosen so that the following inequality
holds for any iteration t : ∥∥∥C�(A

1
�)

t
∥∥∥ ≤ k�λ

t
� .

The constants d̄�, χ̄�, η̄� depend on the physical characteristics of the original state
variables and on the modeling uncertainty. These critical scalars are estimated by
off-line simulations and possible a-priori knowledge on the monitored system. Then
we have: d̄(1) = 0.1 , d̄(2) = 0.2 , d̄(3) = 4.05 , η̄(1) = 0.067 , η̄(2) = 0.342 , η̄(3) = 9.85 ,

and χ̄(1) = 0.0038 , χ̄(2) = 14.2 , χ̄(3) = 586 . To sum up, the overall flow-chart of the
computations carried out in the local fault detector are given in the next page.
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Algorithm 6 Decentralized Fault Detection Algorithm for the Local Fault Detector �
Learning = ON
Detection = OFF
Initialize the estimate x̂�(0) = 0
Initialize the estimate θ̂�(0) = 0
Initialize the estimate Ω�(0) = 0
Measurement y�(0) is acquired
Input u�(0) is acquired
Compute the cost function J�(0) in (5.19)
Compute the approximation function f�(x̂�(0))θ̂�(0) in (5.16)
Compute the estimates Ω�(1) , x̂�(1) , θ̂�(1) , and ŷ�(1) in (5.15)
Set t = 1
while Learning = ON do � Learning

Compute the cost function J�(t) in (5.19)
if |J�(t)− J�(t− 1)| > ε� then

Measurement y�(t) is acquired
Input u�(t) is acquired
Compute the approximation function f�(x̂�(t))θ̂�(t) in (5.16)
Compute the estimates Ω�(t+ 1), x̂�(t+ 1) , θ̂�(t+ 1) , and ŷ�(t+ 1) in (5.15)
t = t+ 1

else
Learning Approach is stopped
Learning = OFF
Detection = ON
TL = t � Stop Learning

end if
end while
while Detection = ON do � Local Sensor Fault Detection

Measurement y�(t) is acquired
Compute the residual r�(t) in (6.6)
Compute the threshold μ�(t) in (5.22)
Compare r�(t) with μ�(t)
if r�(t) ≥ μ�(t) then

A sensor fault is detected
Detection = OFF
TD = t � Fault Detection Time

else
Input u�(t) is acquired
Compute the estimates x̂�(t+ 1) and ŷ�(t+ 1) in (5.20)
t = t+ 1

end if
end while
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5.4 Distributed Sensor Fault Detection Scheme

In Fig. 5.6, the part above the dashed line still schematically show the true controlled
system to be diagnosed. The part depicted below the dashed line illustrates the structure
of the distributed fault detection methodology. However, unlike the decentralized
decomposition addressed in Fig. 5.4, the local fault detectors are connected by some
communication channels so that information can be exchanged among the three
local fault detectors. Compared with the nominal model (5.14), the new nominal

ŷ(1) ŷ(2)

Ref1,2

Ref3 u3

u1,2

u3 u1

y(2) = y2y(1) = y1

L(2)L(1) D(1) D(3)D(2)
L(3)

ŷ(3)

y(3) = y3

u2

u ∈ �3×1u ∈ �3×1

y ∈ �3×1y ∈ �3×1

x̂(2)x̂(2)

x̂(1) , u(1)

Fig. 5.6 Distributed fault detection scheme with information exchange among Sub-
systems (1), (2), and (3). The component in each subsystem is given: Sub(1) =
{x1} , Sub(2) = {x2} , Sub(3) = {x3} .

model exploited to detect faults at a local level is denoted by

xN�(t+ 1) = A�xN�(t) + B�u�(t)+φ�(x̄N	(t) , ū�(t))

yN�(t) = C�xN�(t)+ϕ�(x̄N	(t)) ,
(5.23)

where the parts in red font can now be included in the dynamics because they can
be learnt thanks to the information available through the communication channels
between the local detectors.

Remark 5.4.1 The learning mechanism shown in previous section is only supposed
to approximate the modeling uncertainty φ� + η� . However, this mechanism cannot
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ensure robustness unless output uncertainty, denoted by ϕ� + d� , is small enough. The
discrepancy between the true system (5.13) and the nominal linearized models (5.23)
(quantified by the terms φ�(x̄�, ū�)−φ�(ˆ̄x�, ū�) + η� and ϕ�(x̄�)−ϕ�(ˆ̄x�) + d�) becomes
less significant owing to the estimation of interconnection functions. This on-line
compensation to the discrepancy in output can improve the learning performance, thus
making the performance rather similar to the one achievable in the fully-centralised
case.

Then, we describe the actual computations carried out in each local fault detector
based on the new fault detection scheme in Fig. 5.6. Without loss of generality, we
consider the case of subsystem (3) (that is, in the following we have � = (3)). The
local architecture is shown in Fig. 5.7, where the learning block and detection block
can both use the information from neighbouring subsystems.

u(3) = u2
y(3) = y3

L�

D�S�

θ̂�(t)
ŷ�(t)

TL

Il

ū(3) = u(1)

ˆ̄x(3) = (x̂(1) , x̂(2))
�

Fig. 5.7 General architecture of distributed sensor fault detection scheme for Subsystem
(3). The timeline is shown enhancing the fact that learning is only activated during
the time-horizon (0, TL) in which it is assumed that the system is not faulty.
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5.4.1 Learning Block (L�)

The inputs to this block are the variables u�(t) and y�(t) taken from the moni-
tored system R and the exchanged information ū� and ˆ̄x� transferred from the
neighboring subsystems. While the outputs are θ̂�(t) to the block S� and the variable
Il = {x̂�(t) , θ̂�(t)} to the block Configuration for D�.
The learning block has more inputs due to the information exchange. Compared
with the learning approach in Section 5.3.1, a new relationship used to carry out the
computations, at each discrete-time instant, is introduced below, and the difference
between this relationship and the previous one is highlighted in red font.

x̂�(t+ 1) =A�x̂�(t) +B�u�(t)+φ�(ˆ̄x�(t) , ū�(t)) + f�(x̂�(t))θ̂�(t)

+ L�(y�(t)− ŷ�(t)) + Ω�(t+ 1)Σ�(t)

Ω�(t+ 1) =A0
�Ω�(t) + f�(x̂�(t)) , A0

� � A� − L�C�

θ̂�(t+ 1) =PΘ	

{
θ̂�(t) + Γ�(C�Ω�(t))

�(y�(t)− ŷ�(t))
}

ŷ�(t) =C�x̂�(t)+ϕ�(ˆ̄x�(t)) ,

(5.24)

where the details on the computations of each term in (5.24) are the same as the
ones shown in (5.16), (6.2) and (5.18). Concerning the specific configuration values
for Subsystems (1) , (2) and (3), we have: x̂�(0) , θ̂�(0) and Ω�(0) are all set to zero.
n1 = 15, n2 = 25, n3 = 25 . and c1 ∈ [0.0014, 0.0056], c2 ∈ [−8, 28], c3 ∈ [300, 2700] .

MΘ(1)
= 0.08 ,MΘ(2)

= 1.5 ,MΘ(3)
= 82 . and Γ

(1)
= 0.01I ,Γ

(2)
= 20I ,Γ

(3)
= 800I ,

where I is the identity matrix. The stability of the adaptive approximators can be
proved by the similar analysis introduced in Section 5.2.1.

5.4.2 Stop Learning Block (S�)

Clearly the stop learning block has the same layout as the one described in Sec-
tion 5.3.2. However, in the simulation trials, we need a different small enough
constant for subsystem (3). Hence, these small enough constants are given by
ε(1) = 1.1919× 10−7 , ε(2) = 1.9498× 10−5 , ε(3) = 4.6428× 10−4 .

5.4.3 Local Sensor Fault Detection Block (D�)

As previously mentioned, the computation in this block is activated for t ≥ TL. The
inputs to this block are the variables u�(t) and y�(t) taken from the monitored system
R and the exchanged information ū� and ˆ̄x� transferred from the neighboring
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subsystems. As the parameter vector of the learning function is now frozen at the
value θ̂�(TL), then (5.24) takes on the following simpler form below, and the difference
with respect to (5.20) is highlighted by red.

x̂�(t+ 1) =A�x̂�(t) +B�u�(t)+φ�(ˆ̄x�(t) , ū�(t)) + f�(x̂�(t))θ̂�(TL) + LD�(y�(t)− ŷ�(t))

ŷ�(t) =C�x̂�(t)+ϕ�(ˆ̄x�(t)) .

(5.25)
The availability of x̂� and ŷ� allow to compute the following residual for the local fault
detector:

r�(t) = |y�(t)− ŷ�(t) + C�(A
1
�)

t
x̂�(TL)| , (5.26)

where
A1

� = A� − LD�C� .

The above residual is compared at each discrete-time instant with the following threshold:

μ�(t) = d̄C� + k�λ
t
�χ̄� +

t−1∑
i=0

k�λ
t−1−i
� (η̄C� +

∥∥∥LD�

∥∥∥
2
d̄C� ) , (5.27)

where the constants k� > 0 and 0 < λ� < 1 are chosen so that the following inequality
holds for any iteration t : ∥∥∥C�(A

1
�)

t
∥∥∥ ≤ k�λ

t
� .

The constants d̄C� , χ̄�, η̄C� depend on the physical characteristics of the original state
variables and on the modeling uncertainty. These critical scalars are estimated by
off-line simulations and possible a-priori knowledge on the monitored system. Then
we have: d̄C(1) = 0.1 , d̄C(2) = 0.2 , d̄C(3) = 2.16 , η̄C(1) = 0.0972 , η̄C(2) = 0.341 , η̄C(3) = 3.33 ,

and χ̄(1) = 0.0038 , χ̄(2) = 14.2 , χ̄(3) = 586 . To sum up, the overall flow-chart of the
computations carried out in the local fault detector are given in the next page, where
the code concerning the new information exchange parts is highlighted in red font.
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Algorithm 7 Distributed Fault Detection Algorithm for the Local Fault Detector �
Learning = ON
Detection = OFF
Initialize the estimate x̂�(0) = 0
Initialize the estimate ˆ̄x�(0) = 0
Initialize the estimate θ̂�(0) = 0
Initialize the estimate Ω�(0) = 0
Measurement y�(0) is acquired
Input u�(0) and ū�(0) are acquired
Compute the cost function J�(0) in (5.19)
Compute the approximation function f�(x̂�(0))θ̂�(0) in (5.16)
Compute the estimates Ω�(1), x̂�(1) , θ̂�(1) , and ŷ�(1) in (5.24)
Set t = 1
while Learning = ON do � Learning

Compute the cost function J�(t) in (5.19)
if |J�(t)− J�(t− 1)| > ε� then

Measurement y�(t) is acquired
Exchange information ˆ̄x�(t) is acquired
Input u�(t) and ū�(t) are acquired
Compute the approximation function f�(x̂�(t))θ̂�(t) in (5.16)
Compute the estimates Ω�(t+ 1), x̂�(t+ 1) , θ̂�(t+ 1) , and ŷ�(t+ 1) in (5.24)
t = t+ 1

else
Learning Approach is stopped
Learning = OFF
Detection = ON
TL = t � Stop Learning

end if
end while
while Detection = ON do � Local Sensor Fault Detection

Measurement y�(t) is acquired
Compute the residual r�(t) in (5.26)
Compute the threshold μ�(t) in (5.27)
Compare r�(t) with μ�(t)
if r�(t) ≥ μ�(t) then

A sensor fault is detected
Detection = OFF
TD = t � Fault Detection Time

else
Exchange information ˆ̄x�(t) is acquired
Input u�(t) and ū�(t) are acquired
Compute the estimates x̂�(t+ 1) and ŷ�(t+ 1) in (5.25)
t = t+ 1

end if
end while
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5.5 Simulation Outcomes

The centralized, decentralized, and distributed sensor fault detection schemes are
evaluated on the Simulink model in Fig. 5.8. The model block Benchmark_f (used

Fig. 5.8 General Simulink model of centralized, decentralized, and distributed sensor
fault detection schemes

as a "surrogate" of the real system) represents the nonlinear continuous-time stirred
tank heater pilot plant. The details of this block can be found in Fig. 5.9, where the
pilot plant model is controlled by three PID controllers. The possible fault of any
sensor is a drift on the measurement. In this simulation, the case of a single drift fault
occurring in one sensor has been considered and tested. The designed three scenarios
are listed below.

• One sensor drift occurs at time 350s in y1 , M = 2.5 , α = 0.5 .

• One sensor drift occurs at time 350s in y2 , M = 2.0 , α = 0.5 .

• One sensor drift occurs at time 350s in y3 , M = 6.0 , α = 0.5 .
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Fig. 5.9 Simulink Block Benchmark_f : Stirred tank heater pilot plant

5.5.1 Learning Performance

Before analyzing the learning performance on output disturbance and modeling
uncertainties, the cost function J is illustrated in Fig. 5.10. It is found that all the
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Fig. 5.10 Centralized, decentralized, and distributed learning cost functions

cost function drop steadily after 250s, based on the given small enough constant ε , the
stop learning time TL can be chosen as 300s .

Then the learning performance on output disturbance is shown in Fig. 5.11. Due
to the different nominal models used in the learning architecture of these three fault
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detection schemes, the components of output disturbance are various. The output
disturbances are expressed by the functions listed below.

• Centralized Case: d , which is the global output disturbance.

• Decentralized Case: dL� = d� + ϕ�(x̄�) .

• Distributed Case: dLC� = d� + ϕ�(x̄�)− ϕ�(ˆ̄x�) .
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Fig. 5.11 Learning performance on output disturbance

In Fig. 5.11, it is found that the output disturbance on 1st and 2nd outputs are around
the same; the local decentralized and distributed estimators for 3rd output have a
significantly larger disturbance because 3rd output is influenced by all the states in the
real system. However, if subsystem is allowed to communicate with its neighboring
subsystems, the output disturbance on 3rd output becomes much smaller than that in
the decentralized scheme without communication.

The difference between the real uncertainties and learnt uncertainties is shown in
Fig. 5.12. And the functions listed below can help to distinguish the real and learnt
uncertainties.

• Centralized Case: Real is η , which is the global modeling uncertainty; Learnt is
f(x̂)θ̂(TL) .
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Fig. 5.12 Learning performance on real and learnt modeling uncertainties

• Decentralized Case: Real is η� ; Learnt is f�(x̂�)θ̂�(TL) .

• Distributed Case: Real is η� ; Learnt is f�(x̂�)θ̂�(TL) .

In Fig. 5.13, it is found that the learnt uncertainties by centralized learning approach
are can almost track the real uncertainty after 200s . In the decentralized scheme, the
interconnection functions which are omitted from local distributed estimators become
part of the modeling uncertainty. Particularly, no access to interconnection functions
in 3rd output may cause a failure of learning. The local agents in the distributed
scheme are offered communication channels, only the estimation error of interconnection
functions become part of the modeling uncertainty, which can significantly improve
the learning performance, especially in 3rd output.

Finally, the updated modeling uncertainties are illustrated in Fig. 5.14. And the
functions of updated modeling uncertainties are listed below.

• Centralized Case: ηC = η − f(x̂)θ̂(TL) .

• Decentralized Case: ηL� = φ�(x̄�, ū�) + η� − f�(x̂�)θ̂�(TL) .

• Distributed Case: ηLC� = φ�(x̄� , ū�)− φ�(ˆ̄x� , ū�) + η� − f�(x̂�)θ̂�(TL) .
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Fig. 5.13 Details of the learning performance on real and learnt modeling uncertainties

In Fig. 5.14, compared with the performance of centralized learning approach, the
results from decentralized and distributed approaches are always worse. But the
modeling uncertainties in 1st and 2nd states can be neutralized significantly at least. In
these two cases, the modeling uncertainty can be partially compensated by the learnt
function. However, there exists a considerable improvement in 3rd state only when
the communication between subsystems is available. A (possibly) conservative upper
bound should be used for designing thresholds. By using the historical data on inputs
and outputs under the healthy condition, we can test the local detection estimator
several times to find proper upper bounds on the modified joint modeling uncertainty
and joint output disturbance, respectively.

5.5.2 Sensor Fault Detection Scheme

Scenario 1: One sensor drift occurs at time 350s in y1 , M = 2.5 , α = 0.5 .

The results are shown in Fig. 5.15–5.17. Fault detected at 370.5s , 356.2s and 355.9s

respectively. The drift sensor fault in 1st output can be compensated quickly because
of the cascaded PIDs. The decentralized nominal models still have significant model
uncertainties in the dynamics of 3rd state; therefore, the designed threshold for 3rd
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Fig. 5.14 Learning performance on updated modeling uncertainties

residual is considerably conservative.
Scenario 2: One sensor drift occurs at time 350s in y2 , M = 2.0 , α = 0.5 .

The results are shown in Fig. 5.18–5.20. Fault detected at 358.3s , 360.2s and 359.9s

respectively. The centralized, decentralized, and distributed fault detection schemes
have nearly the same performance when a sensor fault occurring in 2nd output. In the
distributed schemes, with the access to neighboring subsystem estimates, the threshold
for 3rd residual become better than the decentralized case.
Scenario 3: One sensor drift occurs at time 350s in y3 , M = 6.0 , α = 0.5 .

The results are shown in Fig. 5.21–5.23. Fault detected at 385.1s ,missed and 394.8s

respectively. Any fault in 3rd output will not propagate back to other states of system
dynamics. The decentralized detection scheme misses the sensor fault occurring on
3rd output due to the conservative threshold. With the access to neighbor subsystem
estimates, the distributed scheme can avoid the modeling uncertainty caused by
interconnection functions. Hence, a less conservative threshold can be designed to solve
"missed detection" problem.
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Fig. 5.15 Centralized sensor detection scheme in y1

5.6 Concluding Remarks

In this chapter, we present the centralized, decentralized, and distributed sensor
fault detection algorithms, which can be implemented at each sensor node to detect
possible sensor faults in the sensor networks. The computer pseudo-codes of all three
architectures are introduced to offer the user-friendly algorithms for the industry clients.
And the detection performance is compared by an industrial benchmark simulation in
a continuous stirred tank heater (CSTH) pilot plant. In the next chapter, the sensor
fault detectability analysis is presented that each sensor node can evaluate its fault
detector by a novel off-line assessment criterion.
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Fig. 5.16 Decentralized sensor detection scheme in y1
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Fig. 5.17 Distributed sensor detection in y1
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Fig. 5.18 Centralized sensor detection scheme in y2
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Fig. 5.19 Decentralized sensor detection scheme in y2
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Fig. 5.20 Distributed sensor detection scheme in y2
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Fig. 5.21 Centralized sensor detection scheme in y3
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Fig. 5.22 Decentralized sensor detection scheme in y3
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Fig. 5.23 Distributed sensor detection scheme in y3





Chapter 6

Drift Sensor Fault Detectability

Analysis

In this chapter, a further analysis on the sensor fault detectability is proposed for
the fault detector in the sensor nodes monitoring a centralized system or a subsystem
of the decentralized system. Hence, each sensor node is able to evaluate the fault
detector quantitatively. Unlike the robustness achieved by modeling uncertainty
bounds and adaptive algorithm, detectability is influenced by modeling uncertainty
and sensor faults, which is relatively difficult to be derived explicitly. The existing
fault detectability analysis can be found in [148], [143], [161]. Moreover, Polycarpou
et al. [114] investigated a rigorous detectability analysis for system fault diagnosis
scheme with full-state measurement. The objective of this chapter is to provide an
elaborate fault detectability and detection time interval analysis for a sensor fault
detection scheme, concerning a class of nonlinear uncertain systems with a potential
abrupt or incipient sensor fault. The assumptions are introduced on constant modeling
uncertainty bounds and the slowest evolution rate of incipient sensor fault. The
main contributions in this chapter are the off-line assessment criterion for sensor
fault detectability and analysis of detection time interval. Owing to the derivation of
adaptive detection thresholds and estimation errors, the set of detectable sensor faults
can be characterized before activating the corresponding sensor fault detection scheme.
Moreover, the upper bound on detection time interval can be analytically outlined and
a relationship between the magnitude of sensor fault and the upper bound is acquired
as well.

The chapter is organized as follows. Section 6.1 firstly defines the class of nonlinear
systems and potential sensor faults, then the design of sensor fault detection scheme,
including the definition of detection time interval, is described. In Section 6.2, the sets
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of detectable sensor fault are characterized under two different conditions. Followed
by the detection time interval analysis is presented in Section 6.3. In Section 6.4, the
analytical results are illustrated by a simulation example. Finally, Section 6.5 has some
conclusion remarks.

6.1 Problem Formulation

In this section, a class of nonlinear uncertain systems is introduced and the family
of sensor faults dealt with is defined. Moreover, the fault detection scheme is briefly
described.

6.1.1 Nominal Plant, Uncertainty and Fault Representation

We consider the formulation given in [159]. Specifically, we address a MIMO
nonlinear uncertain system of the form

ẋ =Ax+ γ(y, u) + η(x, u, t)

y =Cx+ d(x, u, t) + β(t− T0)Fφ(θ, α, T0, t) ,
(6.1)

where x ∈ R
n is the state vector, u ∈ R

m is the input vector and y ∈ R
p is the

output vector. The functions γ : Rp × R
m �→ R

n, η : Rn × R
m × R

+ �→ R
n, and

d : Rn × R
m × R

+ �→ R
p are smooth vector fields, and (A,C) is a detectable pair. η

and d denote modeling uncertainty and/or disturbances acting on the state equation
and the output equations, respectively.

The term β(t− T0)Fφ(θ, α, T0, t) characterizes the way in which the sensor fault
affects the output equation in (6.1). Specifically, φ(θ, α, T0, t) models the nonlinear
sensor fault function and β(t− T0) is a step function of the form

β(t− T0) =

{
0 t < T0

1 t ≥ T0 ,

where T0 is unknown fault occurrence time. This step function allows to characterize
in explicit form the beginning of the fault effect in the output equation. It is worth
noting that in the literature (see [161]) the term β(t− T0) is used to describe abrupt
and incipient faults in the same formulation. In this chapter, this is not necessary
because of the specific kind of sensor faults considered – drift sensor faults – for which
the distinction between abrupt and incipient faults is not significant. To model a drift
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in the s-th sensor yielding the s-th component of the output vector y, we have:

Fφ(θs, αs, T0, t) = θs(1− e−αs(t−T0)) ,

where θs is the unknown sensor saturation level in sth sensor and αs is the unknown
evolution rate of the drift fault. In this chapter, for the sake of simplicity the following
assumptions are introduced.

Assumption 16 Only one component of the output vector y is affected by a drift
sensor fault.

Assumption 16 implies that F belongs to a class of p possible vectors
{
F 1, F 2, . . . , F p

}
,

where, for any vector F s, s = 1, . . . , p, only the sth component F s
s of vector F s is equal

to 1 whereas all other components are zero.

Assumption 17 The system states and input signals belong to a compact region
D ⊂ R

n × R
m before and after the occurrence of a fault, that is, (x(t), u(t)) ∈ D,

∀t ≥ 0.

Assumption 18 The modeling uncertainties, represented by η and d in (6.1), are
unstructured and unknown nonlinear function of x, u and t, but bounded by given
constants η̄ and d̄, i.e.,

|η(x, u, t)| ≤ η̄ , |d(x, u, t)| ≤ d̄

∀(x, u) ∈ D, ∀t ≥ 0 .
(6.2)

Assumption 19 The s-th sensor fault evolution rate αs is constant and unknown, but
satisfies

αs ≥ αs > 0 , ∀ t ≥ 0 ,

where the lower bounds αs, s = 1, . . . , p on the drift fault evolution rate are assumed to
be known.

In Fig. 6.1, an example of drift fault is given to gain further insight on the problem
formulation and on Assumption 19.

Remark 6.1.1 Assumption 17 is a well-posedness assumption guaranteeing the bound-
edness of system states and inputs before and after the occurrence of a sensor fault
(fault accommodation is out of the scope of this chapter). Assumption 18 provides
uniform bounding constants on the modeling uncertainty terms η(x, u, t) and d(x, u, t).
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t

βF s
s φ

θs(1− e−αs(t−T0))

θs(1− e−αs(t−T0))
T0

θs

Fig. 6.1 Time-evolution of a drift sensor fault (red line) and the corresponding lower
bound (black line).

Time-varying bounds have been considered in the literature (see, for example, [160],
[161], [159]). However, for the fault-detectability analysis provided in the sequel, uni-
form bounds on the uncertainties are needed. In Assumption 19, the availability of
a lower bound αs on drift evolution rate is supposed to be available and it will be
exploited in the design of the detection threshold. Clearly, the more conservative (that
is smaller) αs, the more difficult a timely detection is in the presence of modeling
uncertainty.

6.1.2 Fault Detection Scheme

The fault detection scheme is based on the fault detection estimator given in [159]
and that is briefly recalled in this subsection for the readers’ convenience:

˙̂x
0
= Ax̂0 + L(ŷ0 − y) + γ(y, u), x̂0(0) = 0

ŷ0 = Cx̂0

where x̂0 and ŷ0 denote the estimated state and output vectors, respectively, L is a
suitable n× p design gain matrix, and ε0x � x− x̂0 denotes the state estimation error.
Then

ε̇0x = A0ε
0
x + Ld(x, u, t) + η(x, u, t), t < T0 (6.3)

where the gain L is chosen such that the matrix A0 � (A + LC) is Hurwitz and
diagonalizable. As shown in [159], each component ε0yj = yj − ŷ0j , j = 1, . . . , p of the
output estimation error is given by

ε0yj = Cjε
0
x + dj(x, u, t) ,
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where Cj is the jth row vector of matrix C and dj is the jth component of the
measurement uncertainty d. Then

ε0yj(t) =

∫ t

0

Cje
A0(t−τ)(Ld(x, u, τ) + η(x, u, τ))dτ + dj(x, u, t) + Cje

A0tε0x(0) . (6.4)

and hence

∣∣∣ε0yj(t)∣∣∣ <
∫ t

0

kje
−λj(t−τ) |Ld(x, u, τ) + η(x, u, τ)| dτ + |dj(x, u, t)|+ kjx̄e

−λjt , (6.5)

where kj and λj are positive constant chosen such that
∣∣Cje

A0t
∣∣ < kje

−λjt, ∀t > 0 and
x̄ is an upper bound for |x|, that is |x| ≤ x̄, ∀x ∈ χ.

A fault is detected when at least one component of the output estimation error
|ε0yj(t)| reaches its corresponding threshold ε̄0yj(t) defined as

ε̄0yj(t)�
∫ t

0

kje
−λj(t−τ)

(||L||2d̄+ η̄
)
dτ + d̄j + kjx̄e

−λjt , (6.6)

and the detection time Td is given by

Td � min
j
{T d

j } , (6.7)

where
T d
j = inf{t : |ε0yj(t)| ≥ ε̄0yj(t)} .

Remark 6.1.2 As is well known, the above fault detection scheme has nice robustness
properties in that threshold (6.6) guarantees no false-positive alarms before the fault
occurrence time thanks to the use of the known upper bounds on η(x, u, t) and d(x, u, t).
However, robustness is obtained at the price of conservativeness and deteriorated
detectability properties. In the next section, this important issue is addressed by an
enhanced detectability analysis and a modification of the detection thresholds.

6.2 Enhanced Fault Detectability Analysis

In the literature (see, for instance, [114, 143, 148], the fault detectability analysis
characterizes the set of detectable faults in an implicit way, where this set depends
on unknown quantities like, for example, the fault occurrence time T0. The following
Theorem 6.2.1 characterizes in explicit way the set of detectable sensor faults before
that is computable off-line before the activation of the fault detection scheme.
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Theorem 6.2.1 a) Assume that a sensor drift fault occurs at an unknown time T0 in
s-th sensor, s ∈ {1, . . . , p}. Define

θs � min
j∈Zs

2[
kj
λj
(
∥∥∥L∥∥∥

2
d̄+ η̄) + d̄j]

| − CjA0
−1LF s + F s

j |
, (6.8)

where
Z

s � {j : | − CjA0
−1LF s + F s

j | 	= 0} .
If the drift sensor fault satisfies the inequality satisfies |θs| > θs, then it is detectable in
finite time.

b) Assume that an arbitrary type of sensor fault φs
ar(T0, t) occurs at an unknown

time T0 in the s-th sensor, s ∈ {1, . . . , p}. If the sensor fault satisfies

|φs
ar(T0, t)| > θsnon(1− e−αs(t−T0)) , ∀t ≥ T0 , (6.9)

where
Z

s
non = Z

s
Δ ∩ Z

s ,

Z
s
Δ = Z

s
ne ∪ Z

s
po ,

Z
s
ne = {j : |j − s|Cje

A0tLF s < 0 , ∀t > 0} ,
Z

s
po = {j : Cje

A0tLF s > 0 , ∀t > 0}
and

θsnon � min
j∈Zs

non

2[
kj
λj
(
∥∥∥L∥∥∥

2
d̄+ η̄) + d̄j]

| − CjA0
−1LF s + F s

j |
,

with Z
s
non being not empty. Then, the sensor fault in s-th sensor is detectable in finite

time. �

Proof: a): Define a time T s
j � tsj + T0. At the time instant T s

j ≥ T0, the jth

component of the output estimation error is

ε0yj(T
s
j ) =

∫ T s
j

0

Cje
−A0(τ−T s

j )(η + Ld)dτ + dj(T
s
j ) +

∫ T s
j

T0

Cje
−A0(τ−T s

j )LF sφ(τ))dτ

+ Cje
A0T s

j x(0) + F s
j φ(T

s
j ) .
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By the triangle inequality, the output estimation error is split as follows:

∣∣∣ε0yj(T s
j )
∣∣∣≥ ∣∣∣∣
∫ T s

j

T0

Cje
−A0(τ−T s

j )LF sφ(τ)dτ + F s
j φ(T

s
j )

∣∣∣∣
−
(∣∣∣ ∫ T s

j

0

Cje
−A0(τ−T s

j )(η + Ld)dτ
∣∣∣+ |dj(T s

j )|+ |Cje
A0T s

j x(0)|
)
. (6.10)

Letting ω = τ − T0, we use the definition of threshold in (6.6) and get

∣∣∣ε0yj(T s
j )
∣∣∣ > |

∫ tsj

0

Cje
−A0(ω−tsj)LF s(1− e−αsω)dω

+ F s
j (1− e−αstsj )| · |θs| − ε̄0yj(T

s
j ) . (6.11)

As θs is an unknown constant parameter, we consider gsj (t
s
j) as a time-evolution of

estimation error due to the occurrence of a sensor fault.

gsj (t
s
j) �

∫ tsj

0

Cje
−A0(ω−tsj)LF s(1− e−αsω)dω + F s

j (1− e−αstsj ) , (6.12)

where A0 can be factorized as

A0 = V (⊕n
i=1λci)V

−1 .

If the equation (6.13) for any j holds at certain moment tsj , then
∣∣∣ε0yj(T s

j )
∣∣∣ > ε̄0yj(T

s
j )

and the drift fault in sth sensor can be detected.

∣∣gsj (tsj)∣∣ · |θs| = 2ε̄0yj(T
s
j ) . (6.13)

However, |gsj (tsj)| is a nonlinear time-varying function with unknown evolution rate αs,
which cannot be analyzed explicitly. Consider the worst detectability scenario:

∣∣gsj (tsj)∣∣ · |θs| < 2ε̄0yj(T
s
j ) , ∀tsj > 0 . (6.14)

The corresponding fault detectability sufficient condition can be given by

∣∣gsj (∞)
∣∣ · |θs| > 2ε̄0yj(∞) . (6.15)

So the set of detectable sensor drift faults can be characterized by a proper lower bound
on θs without any on-line data, such as output measurements and estimates. After
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some algebraic operations, the fault detection threshold (6.6) is given by

ε̄0yj(T
s
j ) =

kj
λj

(||L||2d̄+ η̄)(1− e−λjT
s
j ) + d̄j + kjx̄e

−λjT
s
j . (6.16)

We have
lim
tsj→∞

2ε̄0yj(T
s
j ) = 2[

kj
λj

(||L||2d̄+ η̄) + d̄j] . (6.17)

Then the convergence of |gsj (tsj)| is analyzed in the following part.

gsj (t
s
j) =

∫ tsj

0

CjV G1(t
s
j , ω)V

−1LF sdω + F s
j (1− e−αstsj ) ,

where
G1(t

s
j , ω) = ⊕n

i=1ϕi(t
s
j , ω)

and for i = 1, . . . , n ,

ϕi(t
s
j , ω) = eλci t

s
j (e−λciω − e−(λci+αs)ω) .

We firstly assume that λci 	=−αs, after some algebraic operations, we get a new equation
with ξi(t

s
j) ,

gsj (t
s
j) = CjV G2(t

s
j)V

−1LF s + F s
j (1− e−αstsj ) , (6.18)

where
G2(t

s
j) = ⊕n

i=1ξi(t
s
j)

and for i = 1, . . . , n ,

ξi(t
s
j) =

1

λci(λci + αs)
(λcie

−αstsj + αseλci t
s
j )− 1

λci

. (6.19)

Finally ξi(t
s
j) converges to a positive constant shown below.

lim
tsj→∞

ξi(t
s
j) = − 1

λci

(6.20)

Then consider the special scenario that λci = −αs and we obtain an alternative equation
(6.21) with ξ

′
i(t

s
j).

gsj (t
s
j) = CjV G3(t

s
j)V

−1LF s + F s
j (1− e−αstsj ) , (6.21)
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where
G3(t

s
j) = ⊕n

i=1ξ
′
i(t

s
j)

and
ξ
′
i(t

s
j) =

1

λci

(eλci t
s
j − 1)− tsje

λci t
s
j , i = 1, . . . , n , (6.22)

lim
tsj→∞

ξ
′
i(t

s
j) = − 1

λci

. (6.23)

In conclusion, no matter any eigenvalue λci is chosen, the time-varying parts of the
equation (6.18) or (6.21) will converge to some known constants after a sufficiently
long time.
Given

G4 = ⊕n
i=1(−

1

λci

) ,

we have
lim
tsj→∞

|gsj (tsj)| =|CjV G4V
−1LF s + F s

j |

=| − CjA0
−1LF s + F s

j |
(6.24)

If the norm of sensor fault saturation level θs is large than the ratio between limit
values of |gsj (tsj)| and 2ε̄0yj(T

s
j ), the equation (6.13) will certainly hold in a finite-time.

Based on the fault detection logic in 6.1.2, a fault is detected as long as one component
of the output estimation error |ε0yj (t)| exceeds its corresponding threshold ε̄0yj (t). Hence,
among all the valid ratio for different index j, the smallest one can be regarded as the
lower bound on |θs|. In conclusion, if the condition (6.8) is satisfied, there exists at
least one index j that the equation (6.13) holds and the sensor drift can be certainly
detected in finite time, thus concluding the proof of Part a).

b): Part a) of Theorem 6.2.1 represents a set of detectable sensor drift fault φ(θs).
In case of a non empty set Zs

non, a more general type of detectable sensor fault can be
characterized. Consider an arbitrary type of sensor fault φs

ar, the inequality (6.11) for
component j� is replaced by∣∣∣ε0yj	 (T s

j	)
∣∣∣ > Es

j	(t
s
j	)− ε̄0yj	 (T

s
j	) , (6.25)

where

Es
j	(t

s
j	) � |

∫ ts
j	

0

F s
j	φ

s
ar(T0, T0 + tsj	) + Cj	e

−A0(ω−ts
j	

)LF sφs
ar(T0, T0 + ω)dω| (6.26)
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and

j� � arg min
j∈Zs

non

2[
kj
λj
(
∥∥∥L∥∥∥

2
d̄+ η̄) + d̄j]

| − CjA0
−1LF s + F s

j |
. (6.27)

Clearly j� ∈ Z
s
Δ; therefore, the term Cj	e

A0tLF s will not change sign at any time. If
the condition (6.9) is satisfied,

Es
j	(t

s
j	) > |

∫ ts
j	

0

Cj	e
−A0(ω−ts

j	
)LF s(1− e−αsω)dω + F s

j	(1− e−αsts
j	 )| · θsnon (6.28)

Based on the proof of a), |gsj	(∞)| · θsnon = 2ε̄0j	(∞). Hence,

∣∣∣ε0yj	 (∞)
∣∣∣ >Es

j	(∞)− ε̄0yj	 (∞)

>|gsj	(∞)| · θsnon − ε̄0yj	 (∞)

=ε̄0yj	 (∞)

(6.29)

In conclusion, if the condition (6.9) is satisfied, there exists one index j� ∈ Z
s
non that

the sensor fault φs
ar can be certainly detected in finite-time, thus concluding the proof.

�

Remark 6.2.1 As the terms T0 and αs are both unknown, the worst-case detectability
scenario is considered to derive the fault detectability condition in Theorem 6.2.1.
Although this sufficient condition is fairly conservative, it is useful to characterize an
off-line class of detectable sensor faults. And the condition in Theorem 6.2.1 a) and b)
is pictorially shown in the following two figures, respectively.

t

βF s
s φ

θs(1− e−αs(t−T0))

θs(1− e−αs(t−T0))θs

−θs

∞

−∞

T0

θs

Fig. 6.2 Time-evolution of a sensor fault (red curve) and the class of detectable faults
in sth sensor (purple shade) .
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In Fig. 6.2, the class of detectable sensor fault φ is shown pictorially. So any sensor
fault φ(θs) occurring in sth sensor, whose time-evolution locates in this colored region,
can be detected in finite-time. And the class of detectable arbitrary sensor fault φs

ar is
present pictorially in Fig. 6.3. So any sensor fault φs

ar occurring in sth sensor, whose
time-evolution locates in this colored region, can be detected in finite-time. The set
in Fig. 6.2 can be acquired without the existence of non empty set Z

s
non, which offers

an easily accessible fault detectability criterion. In contrast to the set of one single
type of detectable sensor fault, a set of arbitrary type of sensor fault in Fig. 6.3 will be
practically useful.

t

βF s
s φ

s
ar

φs
ar(t)

θsnon(1− e−αs(t−T0))
θsnon

−θsnon

∞

−∞

T0

Fig. 6.3 Time-evolution of an arbitrary sensor fault (red curve) and the class of
detectable faults in sth sensor (purple shade) .

6.3 Detection Time Interval Analysis

Another vital performance feature in sensor fault detection is the detection time
interval, which is the time period between the occurrence and detection of a sensor
fault. In contrast to the notation given in Section 6.1.2, we consider T s

d as the detection
time when fault occurs in sth sensor. So the detection time interval is denoted by

tsd = T s
d − T0.

Based on (6.7), the detection time interval is specifically represented by

tsd = min
j
{T s

dj
} − T0 , (6.30)

where T s
dj

= inf{T s
j : |ε0yj (T s

j )| ≥ ε̄0yj (T
s
j )} , j ∈ {1, . . . , p} . The detectability of a sensor

diagnosis approach is not only evaluated by the range of detectable sensor faults, but



142 Drift Sensor Fault Detectability Analysis

classified by the duration of detection time interval as well. It is fairly necessary
to detect an abrupt sensor fault rapidly in case the system malfunctions instantly.
However, no matter how slow a sensor fault deteriorates, a quick fault detection is
beneficial to avoid system failures due to fault propagation. There exists few analytical
analysis of detection time interval in previous literatures; therefore, the following
theorem defines an analytical upper bound on the detection time interval of sensor
faults and reveals a relationship between the upper bound and the set of detectable
sensor fault.

Theorem 6.3.1 Assume that a sensor fault occurs at an unknown time T0 in sth

sensor, s ∈ {1, . . . , p} . If there exists a non empty set Zs
Δ, then consider a choice of

ks
j , λ

s
j ∈ R

+ . such that for j ∈ Z
s
Δ

Z
s
d � {(ks

j , λ
s
j) : |Cje

A0tLF s| > ks
je

−λs
j t, ∀t > 0} . (6.31)

a) The upper bound on detection time interval tsd is given by

t̄sd = min
j∈Zs

Δ

{t̄sdj} , (6.32)

where
t̄sdj = inf

tsj∈R+
{tsj : gsj(tsj) · |θs| = 2ε̄0yj(t

s
j + T

′
0), (k

s
j , λ

s
j) ∈ Z

s
d} ,

gs
j
=

∫ tsj

0

ks
je

−λs
j(t

s
j−ω)(1− e−αsω)dω + F s

j (1− e−αstsj ) ,

and

T
′
0 =

⎧⎨
⎩ 0 if

kj
λj

(
∥∥∥L∥∥∥

2
d̄+ η̄) ≤ kjx̄

∞ otherwise .

b) The upper bound t̄sd decreases monotonically as the norm of sensor fault saturation
level |θs| increases. �

Proof: a): Define a time T s
j � tsj + T0 , the term tsj can be regarded as time interval.

According to Theorem 6.2.1, assuming there exists a non empty set Z
s
Δ for index j,

the term Cje
A0tLF s does not change sign and a pair (ks

j , λ
s
j) satisfying the condition

in (6.31) is chosen for each j ∈ Z
s
Δ. Hence we have

|Cje
A0tsjLF s| > ks

je
−λs

j t
s
j , ∀tsj > 0
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|gsj (tsj)| > gs
j
(tsj), ∀tsj > 0 . (6.33)

As the occurrence time of sensor fault T0 is unknown, time T
′
0 is introduced to update

(6.16). Hence, ∀tsj > 0 and ∀T0 > 0. we have

ε̄0yj(T
s
j ) ≤ ε̄0yj(t

s
j + T

′
0) (6.34)

From (6.11), (6.12), (6.33) and (6.34), the norm of output estimation error at time
t̄sdj + T0 is given by

|ε0yj(t̄sdj + T0)| > gs
j
(t̄sdj) · |θs| − ε̄0yj(t̄

s
dj
+ T

′
0) . (6.35)

Assume the condition in (6.32) is satisfied, we have

gs
j
(t̄sdj) · |θs| = 2ε̄0yj(t̄

s
dj
+ T

′
0) ,

|ε0yj(t̄sdj + T0)| > ε̄0yj(t̄
s
dj
+ T0) .

(6.36)

Based on the definition in (6.30), time T s
dj

is the first moment when the jth residual
reaches its corresponding threshold. However, it is clear that at time t̄sdj + T0 the jth

residual already passed its corresponding threshold. So we get

t̄sdj + T0 > T s
dj
, ∀j ∈ Z

s
Δ

min
j∈Zs

Δ

{t̄sdj}+ T0 > min
j∈Zs

Δ

{T s
dj
} ≥ min

j∈{1,...,p}
{T s

dj
}

So
t̄sd > tsd .

In conclusion, given a pair (ks
j , λ

s
j) ∈ Z

s
d , if the condition (6.32) is satisfied, the upper

bound on detection time interval tsd is given by t̄sd.

b): Part a) of Theorem 6.3.1 characterizes the upper bound on detection time
interval tsd in an implicit way, which means the upper bound cannot be calculated unless
a new assumption on the lower bound of sensor fault saturation level is introduced.
However, a relationship between the upper bound and the sensor fault saturation level
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can be properly analyzed. By evaluating gs
j

we obtain

gs
j
=

∫ tsj

0

ks
je

−λs
j(t

s
j−ω)(1− e−αsω)dω + F s

j (1− e−αstsj )

=ks
je

−λs
j t

s
j

∫ tsj

0

eλ
s
jω(1− e−αsω)dω + F s

j (1− e−αstsj )

=
ks
j

λs
j

(1− e−λs
j t

s
j ) +

ks
j

−αs + λs
j

(e−λs
j t

s
j − e−αstsj ) + F s

j (1− e−αstsj )

Taking the derivative of gs
j

with respect to tsj , we have

dgs
j

dtsj
=ks

je
−λs

j t
s
j +

ks
j

−αs + λs
j

(−λs
je

−λs
j t

s
j + αse−αstsj ) + F s

j α
se−αstsj

=
e−αstsj − e−λs

j t
s
j

−αs + λs
j

· ks
jα

s + F s
j α

se−αstsj

Given e
−αstsj−e

−λsjt
s
j

−αs+λs
j

> 0, ∀tsj > 0, therefore
dgs

j

dtsj
> 0 and gs

j
(tsj) is monotonically increasing.

Considering ε̄0yj(t
s
j + T

′
0), we get

⎧⎨
⎩monotonically decreasing if

kj
λj

(
∥∥∥L∥∥∥

2
d̄+ η̄) ≤ kjx̄

constant otherwise

Hence, function
2ε̄0yj (t

s
j+T

′
0)

gs
j
(tsj)

is monotonically decreasing. It is clear that all the solutions

t̄sdj satisfy the equation |θs| = 2ε̄0yj (t
s
j+T

′
0)

gs
j
(tsj)

; therefore, the upper bound t̄sd decreases

monotonically as the norm of sensor fault saturation level |θs| increases. �

Remark 6.3.1 Unlike Theorem 6.2.1, which describes an off-line assessment approach,
the upper bound shown above cannot be calculated independently due to few infor-
mation on parameter |θs|. However, Theorem 6.2.1 introduces a conservative lower
bound of sensor fault saturation level, whose sensor fault can be detected at least after
a sufficiently long time. Based on the result in Theorem 6.3.1, if the lower bound θsnon
increases, the upper bound t̄sd will drops from a sufficient long time to a fairly short
time interval.
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6.4 Simulation Results

In this section, a nonlinear uncertain system is introduced to illustrate the analytical
analysis of sensor fault detectability of the fault detection scheme presented by Zhang
et al. [159]. Consider a single-link robotic arm with a revolute elastic joint rotating in
a vertical plane, the motion equations are given by

Jlq̈1 + Flq̇1 + k(q1 − q2) +mgl sin q1 =0

Jmq̈2 + Fmq̇2 − k(q1 − q2) =u ,

where q1 and q2 are the link displacement and the rotor displacement, respectively. All
the parameters are positive constants. The control u is the torque delivered by the
motor. By choosing x1 = q1, x2 = q̇1, x3 = q2, x4 = q̇2, and assuming that x1, x3 and
x4 are measurable, the nonlinear model can be derived as the form in (6.1),

⎡
⎢⎢⎢⎣
ẋ1

ẋ2

ẋ3

ẋ4

⎤
⎥⎥⎥⎦ =

⎡
⎢⎢⎢⎢⎣

0 1 0 0
−k
Jl

−Fl

Jl

k
Jl

0

0 0 0 1
k
Jm

0 −k
Jm

−Fm

Jm

⎤
⎥⎥⎥⎥⎦

⎡
⎢⎢⎢⎣
x1

x2

x3

x4

⎤
⎥⎥⎥⎦+

⎡
⎢⎢⎢⎢⎣

0
−mgl
Jl

sin x1

0
u
Jm

⎤
⎥⎥⎥⎥⎦+

⎡
⎢⎢⎢⎣
0

η

0

0

⎤
⎥⎥⎥⎦

y =

⎡
⎢⎣1 0 0 0

0 0 1 0

0 0 0 1

⎤
⎥⎦
⎡
⎢⎢⎢⎣
x1

x2

x3

x4

⎤
⎥⎥⎥⎦+

⎡
⎢⎣ 0d2
d3

⎤
⎥⎦+ β(t− T0)Fφ ,

where the parameters used in the simulation are given: k = 2 , Fm = 1 , Fl = 0.5 ,

Jm = 1 , Jl = 2 , m = 4 , g = 9.8 and l = 0.5 . Compared with the motion equations,
the state-space model is amended by considering the modeling uncertainty and sensor
fault. The system states are bounded by [0.5; 0.2; 5; 2]. The modeling uncertainty
η = 0.45mgl

Jl
sin x1 is assumed to be up to 5% error in the mass of the link. The modeling

uncertainty in the output is defined to be: d2 = 0.01 sin 5t and d3 = 0.01 sin 2t. Hence,
the upper bounds on modeling uncertainty are given by η̄ = 0.05mgl

Jl
| sin 0.5| , d̄2 = d̄3 =

0.01 . A fault detection estimator in Section 6.1.2 is constructed with the input given
by u = 8 sin t

3
. The initial conditions of system states are all chosen to be zero and the

poles of A0 are located at −2.1 , −1.5 , −1.7 , and −1.9 . Hence, the chosen constants
are given by k1 = 3.35 , λ1 = 1.259 , k1 = 1.80 , λ2 = 1.49 , and k3 = 3.03 , λ3 = 2.09 .

Assuming an ideal drift sensor fault φ = 0.7(1− e−0.04(t−20)) occurs in Sensor 3 at
time 20s , we have Z

3 = {1, 3} , θ3 = 0.5478 and α3 = 0.02 . Fig. 6.4 shows the set of
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detectable idea drift sensor fault and an ideal drift sensor fault in this set is detected
at time T 3

d = T 3
d3

= 31.47s .
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Fig. 6.4 Ideal drift sensor fault detected in Sensor 3 .

Consider an arbitrary drift sensor fault φar = 0.5(1− e−0.03(t−20)) + 0.05 sin 0.05t+ ω

occurring in Sensor 2 at time 20s , where ω is stochastic noise. We get Z
2 = {1, 3} ,

Z
2
Δ = {3} , Z2

non = {3} , θ2non = 0.3317 and α2 = 0.01 . Fig. 6.5 illustrates the set of
detectable arbitrary drift sensor fault and an arbitrary drift sensor in this set fault is
detected at time T 2

d = T 2
d3

= 26.82s .

There exists non empty sets Z
1
Δ = {3} , Z2

Δ = {3} and Z
3
Δ = {2} . Moreover, the

corresponding constant pairs are given by (k1
3 , λ

1
3) = (2, 2.105) , (k2

3 , λ
2
3) = (2, 2.105)

and (k3
2 , λ

3
2) = (1, 1.51) . We consider all three cases in which an ideal sensor fault
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Fig. 6.5 Arbitrary drift sensor fault in Sensor 2 .

occurs in each sensor owing to the existence of non empty set Z
s
Δ for any s . Given a

group of various sensor fault saturation level θs , the upper bound on detection time
interval can be calculated and illustrated in Fig. 6.6. For any sensor, there always
exists a limit that the saturation level of a sensor fault is too small so that the sensor
fault cannot be detected. The calculation of upper bound is based on the same set Zs

Δ

used in b) of Theorem 6.2.1; therefore, each sufficient upper bound curve converges
to its corresponding θsnon . Then we apply ideal sensor faults with a wider range of θs

occurring at random chosen time in the sensor fault detection scheme, it is clear that
the actual fault detection time interval curve is bounded by the red curve in Fig. 6.6.
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Fig. 6.6 Relationship between upper bound t̄sd and norm of sensor fault saturation level
|θs| .
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6.5 Concluding Remarks

The automated fault diagnosis approaches attract significant industrial interest
owing to their considerable economic benefits. Firstly, automated health monitoring
systems using sensor networks are highly needed by industry as manually health
monitoring for large-scale system is no longer affordable. And the deterioration of
control systems due to a failure costs a lot. Sensor fault detection is one of the vital
objectives in industry as any fault in sensor networks may cause a failure in controllers
or a malfunction in neighboring systems, respectively.

In this chapter, the off-line assessment of fault detectability and analysis of detection
time interval upper bounds are described. A conservative set of detectable sensor
fault is characterized without consideration given to the detection time. Based on the
relationship between fault detectability and modeling efforts, a flexible sensor fault
diagnosis is available by applying various modeling efforts. The further analysis on
fault detection time interval can evaluate the capability of fast fault detection as well.





Chapter 7

Conclusions and Future

Prospects

7.1 Concluding Remarks

Sensor networks play a vital role to gather and refine information from a large
amount of raw data in the physical operations, especially in the monitoring of modern
systems, such as water management, industrial processes, traffic management, and
smart cities. The monitoring architecture is a long-standing research topic and has
been developed in various aspects by a wide variety of techniques. In this thesis, we
mainly focus on the tracking precision and reliability of the monitoring architecture,
where two distributed state estimation algorithms are proposed to track the modern
systems in centralized, decentralized, or distributed structure. Meanwhile, various
fault detection algorithms are introduced to enable the sensor networks to detect both
process faults in the monitored systems and sensor faults in the sensor networks. The
thesis provides a comprehensive review of the literature on two research fields. First
part is about the distributed estimation approaches, such as distributed Kalman filter
and distributed state estimation based on MSE analysis. Second part is about the
fault detection methods, such as process fault detection, distributed fault detection in
sensor networks, and sensor fault detection.

This thesis proposes a monitoring architecture, where two distributed state estima-
tion algorithms are implemented by every node in the sensor networks. The algorithms
both take advantage of the two-step strategy, widely proposed in the distributed
Kalman filter methods; and the optimization frameworks. Hence, the local estimator
in each sensor node consists of a filtering step – which uses a weighted combination
of neighboring sensors information – and a model-based state predictor of the moni-
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tored system. The filtering weights and prediction parameters are jointly optimized
to minimize both the mean and variance of the prediction error in a multi-objective
Pareto optimization framework at each time step. Unlike the distributed Kalman filter
methods, where only the asymptotic convergence is achieved, the proposed methods
can also provide good instantaneous performance so that the unwanted transient bias
and variance of the estimation error can be avoided at each time step. On the other
hand, the two-step strategy enables the sensor networks to fuse measurements and
estimates at the same time step also to predict the monitored variables. Moreover, in
the monitoring architecture for the centralized or decentralized system, each sensor
network can use the algorithm proposed in Chpater 2 to monitor a centralized system
or a subsystem of the decentralized system. However, in the architecture for distributed
systems, another distributed estimation algorithm is introduced in Chapter 3, which
can coordinate several sensor networks to monitor their corresponding subsystems of
the distributed system.

The proposed monitoring architecture in this thesis is able to track the system’s state
while simultaneously detecting the faults occurred in either the systems or the sensor
networks. There exists a broad range of literature dealing with the problem of fault
detection for sensor network, whereas the use of sensor networks for detecting process
faults is a relatively rare field of research. Hence, the distributed state estimation
algorithm in a sensor network is applied to design process fault detection algorithms for
a centralized or decentralized system, where suitable stochastic thresholds are designed,
allowing to set the parameters so as to guarantee a maximum false alarms probability.
Thanks to the support of the research project granted by ABB Research, the centralized,
decentralized, and distributed sensor fault detection methods are presented in a discrete-
time framework to test the performance in an experimental continuous stirred tank
heater pilot plant. A benchmark simulation is presented to compare the performance of
all three architectures. And the computer algorithm pseudo-codes are also introduced.
Finally, a further analysis on the sensor fault detectability is proposed for the fault
detection scheme in the monitoring architecture of centralized or decentralized systems,
which offers the explicit off-line assessment of fault detectability and detection time
interval.

The performance of the proposed distributed estimation methods has been tested
and compared with other existing approaches via extensive numerical simulations. The
effectiveness of presented fault detection methods is evaluated by extensive numerical
and industrial benchmark simulations.
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7.2 Future Work

This section is devoted to highlighting possible extensions of the proposed ap-
proaches. These extensions can be developed in two aspects: more comprehensive
theories and potential applications. From a theoretical point of view, the distributed
process fault detection scheme is addressed only in the monitoring architecture for cen-
tralized and decentralized systems. Further research efforts can focus on the distributed
process fault detection algorithm over multiple sensor networks. Due to the intensive
interaction among sensor nodes inside the sensor network and throughout neighboring
sensor networks, a sophisticated communication protocol over sensor networks is es-
sential to reduce the communication volume at each time step. Another aspect where
the proposed distributed estimation algorithms should be improved is the monitoring
architecture with adaptive approximation capability. Hence, each sensor node in the
architecture is able to learn the nonlinear uncertainties in the monitored systems or the
interconnection uncertainties in the distributed systems. These enhanced distributed
estimation methods over sensor networks can significantly expand the range of appli-
cable modern systems to be monitored. Furthermore, in this thesis, the topology of
sensor networks in the proposed distributed estimation algorithms is given and fixed.
Nodes in the networks are arbitrarily placed in the deployment region; therefore, the
graph representing the communication links between the nodes is usually unstructured.
Since the changing topology of sensor networks is due to the node mobility and/or link
failure, apart from the sensor fault detection algorithms in the monitoring architecture,
future research should explore the robust distributed estimation algorithms in greater
details so that the architecture can work in sensor networks with dynamically changing
topology.

In terms of the potential application of the proposed algorithms, in cooperation
with ABB research, we have proposed three sensor fault detection architectures for
an experimental continuous stirred tank heater pilot plant. The proposed distributed
estimation algorithms can be applied to a more complex system for future research,
such as the Tennessee Eastman Process, illustrated in Fig. 7.1. The Tennessee Eastman
Process benchmark problem is discussed in [43, 123], in where the whole process is
decomposed into four subsystems to be controlled. The challenging of this process is
that the dynamic model of the systems are difficult to derived in real-world industrial
situations by analytical laws. But even so, in academic field, researchers have proposed
a number of promising methods to determine the model by suitable input-output
system identification procedures. Then this distributed process can be tracked by the
proposed monitoring architecture. Another interesting research topic could be to refine
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Fig. 7.1 The Tennessee Eastman Challenge Process with Four Sensor Networks

the decomposition of the whole process so that the detectability of the process fault
detection methods can be improved, for instance, the extent of the class of detectable
faults.
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