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Abstract

The demand for sensitive and proprietary datasets has been rising as companies, researchers,
and government agencies across the world increasingly rely on their collection. They are used in
a diverse variety of applications, from training machine learning models to computing aggregate
statistics. Hence, it is crucial to ensure that the privacy of the data is protected. However,
ensuring in practice that a data release mechanism preserves the privacy of every record in its
dataset, as well as providing an accurate assessment of the privacy risk, is difficult. In practice,
this privacy evaluation is done through adversarial evaluation, but those privacy evaluation
adversaries are often relying on access to an auxiliary dataset with the same underlying distri-
bution as the dataset under attack. In this thesis, we aim to provide a consistent identification
of the privacy risks of data release mechanisms and to develop more realistic privacy evaluation,

in two major contributions.

In our first contribution, we (a) explore methods to more accurately, in the context of synthetic
generators, identify at-risk records from a given dataset. And (b) we present why averaging out
the reported risks over multiple test datasets to evaluate the privacy risk might give a wrong

assessment of the privacy risk.

In our second contribution, we study the relaxation of the auxiliary assumption when performing
privacy attacks by employing generative models. First, we study how to relax this assumption
in the context of membership inference attacks against synthetic data generators. Second, in
the context of membership inference attacks against aggregation techniques, commonly used
for releasing spatio-temporal information such as trajectories. Third, we study a new type of
leakage, correlation inference attacks. We show how correlations can be used as building blocks
to relax the auxiliary assumption in the context of attribute inference attack against machine

learning models.
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Chapter 1

Introduction

1.1 Motivation

Data usage is essential for various mechanisms, such as machine learning systems, statistical
modeling and decision-making mechanisms. Data collection has expanded continuously during
the past years. Datasets are collected, traded, bought and are now a whole segment of the mar-
ket. However, those datasets may directly —with information such as location, medical records
and financial transaction— or indirectly —with information such as bias or global information
about an area—, relate to private personal information. As the mechanisms trained using those
datasets can leak this information, there is an increasing concern about safe-guarding it, while

continuing to train accurate, usable systems.

Alongside the broader collection of datasets, a growing number of privacy regulations have been
introduced by legal authorities worldwide [Gre21]. The name of the prominent privacy regu-
lation in Europe is the General Data Protection Regulation (GDPR) [Eurl6]. This regulation
considers data to be anonymous if it cannot be linked back to an individual by any means
‘reasonably likely to be used’. This emphasizes the adversary-based definition of privacy: to
ensure a dataset is private, one must take an adversarial point of view and answer the following

question: Is the data leakage from the data release mechanism realistic or not?
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Researchers in the field of data privacy, through the scope of adversarial evaluation, have
proposed various methods to quantify the privacy leakage of data release mechanisms. Those
adversarial methods consist of attacking the privacy of a given mechanism, through the lens
of an adversary, having access solely to a predefined amount of knowledge. This evaluation
uses a variety of techniques that often rely on very strong theoretical assumptions. This often
results in privacy evaluations being dismissed by data practitioners, as the adversary is seen as
too unrealistic of a threat. To address this issue, this thesis focuses on two main tasks. First,
to provide a consistent identification of the privacy risks of data release mechanisms, through
a better evaluation of the privacy leakage in data release mechanisms and identification of at-
risk individuals in synthetic datasets. Second, to weaken the assumptions of attacks to make
privacy adversaries more realistic. This task is divided into three different sections to cover
different data release mechanisms, providing three different types of access to the data released:

(a) synthetic data publishing (b) aggregation mechanisms and (c¢) machine learning models.

Shadow modeling [AMST15, [SSSS17] is a technique often used to construct privacy attacks
against machine learning models. This technique first creates shadow models that mimic the
behavior of the target model, and second trains a meta-model to extract information about
the target record’s influence on the model. This approach is very costly in practice due to the
high number of trained models, thus it is important to identify records that would be more at
risk beforehand instead of running the attack on every record within the dataset. That is why
there has been a growing research interest in vulnerable record identification in the machine
learning community [CJZ"22, [MS20]. But despite the interest for privacy evaluation, previous
work has relied on various mechanism to identify at-risk records in the context of synthetic
datasets, thus motivating the need for a consistent vulnerable record identification strategy.
Indeed, [SOT22] based their identification strategy on records with rare values, and [HJCT22]
based their identification strategy on low log-likelihood ratios, assuming independence between
the different attributes. However in high dimensions, there can be a large group of records in

minority groups and attributes are highly unlikely to be independent.

Synthetic data generators are a notable solution [BDR19|] to limit privacy risks and share

dataset information. A synthetic data generator is trained on a private and sensitive dataset,
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and produces synthetic datasets that preserve the statistical properties of the real training
dataset while producing realistic synthetic records. They are originally thought safe, because
the original individual information in the training dataset was believed to be uninferable from
the released information [NRD16, XSCIV19al, ZCP™17|. In that regard, a synthetic dataset in
theory can then be used freely because it does not fall under the scope of the GDPR anymore.
This particular interest emphasizes the need for good and consistent privacy evaluations to
validate the safety of the synthetic data, leading some researchers to show that this promising
solution was in fact, not without privacy risks [SOT22, [HJCT22|. Yet, the identification of
at-risk records remains inconsistent between papers, highlighting the need for a consistent

identification mechanism.

Privacy risks, or quantification of the risk of information leakage about individuals, are then
derived from the performances of the privacy attacks. The privacy risks evaluation the release
of ML models poses is done through traditional ML evaluation: Given a dataset disjoint from
the available information to the attacker, we sample multiple instances called test datasets, and
we evaluate the privacy risk by averaging the success of the privacy adversary over this test
pool. We here call this technique dataset sampling. Dataset sampling is a natural extension of
the ML evaluation pipeline to the quantification of the privacy risk. However, it has been shown
in previous research that the success of privacy adversaries often relies on the memorization
of one or multiple, specific records by the model [AZT24, I(CCNT22]. One specific dataset may
have very different at-risk individuals due to the uniqueness of its distribution, such as outliers.
Moreover, outliers have been shown to present higher privacy risks [HJCT22, IMGCdM23].
Therefore, from one dataset to another, outliers may be very different, and so will be their
privacy risk evaluation. Thus, we here argue that averaging the privacy risk over multiple test

datasets does not reflect the real risk of the actual dataset used.

Finally, most privacy adversaries rely on an artificial and hard-to-meet assumption in prac-
tice [SZHT18]: the use of an auxiliary dataset, with the same underlying distribution as the
target dataset used to train the data release mechanism. While it is possible to find datasets
of images freely available online which ultimately might be reassembled to follow the same un-

derlying distribution as the target dataset, it is not the same for medical information, location
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information or financial records. Due to the specificity of this data, it is hard to find a pub-
licly available dataset following the same underlying distribution as one given target dataset.
Finding such a dataset has for a long time not been considered reasonably likely to be found in

practice, and left privacy attacks to remain a theoretical threat.

Each data release mechanism possesses its own specificity that leaks to some extent some
information about the original training dataset. Indeed, each data release mechanism has been
trained using the original training dataset, and thus contains some information stored in the
mechanism about the dataset. Because of how this information is released, this allows for
different types of attacks. We here consider three different types of data release mechanisms,
for three different kinds of data release, namely direct access to individual synthetic records,
access to aggregated real records, and indirect access through the release of a ML model. First,
we consider a synthetic generator. It will produce synthetic datasets that will map the same
dataset level information contained in their training dataset. This first data release mechanism
is made of synthetic individual records. Second, we consider a data release mechanism that
gives access to an aggregate of the individual information. Third, we now consider there is no
direct release of any kind of the individual information, and that we only give a black-box access
to a machine learning model. A machine learning model will contain in its weights, biases or
outputs some information about the distribution of its training dataset, but this information
is not directly accessible. Each data release mechanism, directly or indirectly, contains private
information from its training dataset, motivating the need to lift the unrealistic assumption of

a privacy adversary to realistically evaluate their privacy.

This thesis studies the realisticness of privacy adversaries by providing a better vulnerable
record identification method, creating a specific evaluation setup to better understand the
privacy risk of a specific dataset, and by weakening hard-to-meet assumptions at the core of

privacy attacks.
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1.2 Contributions

In this thesis, we make the following three contributions. Taken together, these contributions
show that even while removing core assumptions of privacy adversaries, we were able to build
convincing attacks by using synthetic models to generate the necessary information. In Figure
1.1, we illustrate how the various chapters of this thesis are integrated into our three contribu-

tions, highlighted in red, for the generic pipeline of adversarial privacy evaluation.

Generic Pipeline of Adversarial Privacy Evaluation

Data Release Mechanism

@ : Chapters 5,6,7
: Chapter 4

Training Dataset Trained Mechanism Shadow
Modeling

Additional Informations o Vulnerability
(eg. auxiliary dataset) Q Score
= Ad
Target Individual E— versary
Chapter 3

Figure 1.1: Focus of each chapter in the generic privacy attack pipeline. In this figure,
we chose to present an adversary using the shadow modeling technique, as it is typically done

in the literature [AMST15] [SSSS17].

In our first contribution in Chapter 3, we propose the first vulnerable record identification
strategy in the context of synthetic datasets. In comparison with machine learning, where this
is a well-known and studied problem [CJZ*22, IMS20], in the field of generative models, there is
no commonly agreed-upon vulnerable record identification mechanism. E.g. in their state-of-
the-art approach, Houssiau et al. use lowest log-likelihood-based record identification,
while Stadler et al. [SOT22] hand-pick vulnerable records. Our results show that our strategy
correctly evaluates the most vulnerable records, and proposes records with more vulnerability

than the previous techniques used in the literature.

In our second contribution in Chapter 4, we propose a novel specific evaluation setup to evaluate
the privacy risk of a target record. We identify a limitation in the current evaluation setup

of Membership Inference Attacks (MIAs). Indeed, as a natural extension of the evaluation of
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machine learning models, it is usually instantiated in practice by randomly sampling multiple
test datasets from a larger test pool, non overlapping with the auxiliary dataset given to
the adversary. Adding the target record into half of the test datasets results in an averaged
evaluation of the privacy risk presented by the target record over the possible distributions.
Recent work has shown how the privacy risk of a record is distribution dependent [CJZT22,
MGCdM23], suggesting that an outlier presents more risk than other records. We first evaluate
the impact of randomness over the current evaluation, and we then introduce a new specific
evaluation setup to better grasp the privacy risk of the target record with respect solely to
the dataset released through the data release mechanism. Our results show how these results
hold for both synthetic generators and machine learning models. We then instantiate a strong
adversary with the knowledge of the specific dataset used to train the data release mechanism,

to show that attacks could be adapted to a specific dataset.

MIAs rely on the access of an auxiliary dataset with the same underlying distribution of the
target dataset (the need for additional information, as shown in Figure . In practice, access
to such a dataset can be very complex, and often seen as an hard-to-meet hypothesis. Our
third contribution answers this need for auxiliary information by removing access to additional
datasets, and using generative models to provide the adversary with the necessary information.
We divided the contribution over three different chapters, focusing in each chapter on a different
type of data release mechanism. Each data release mechanism studied present a different access

to the data, to cover as much as possible the spectrum of potential releases.

In the first part of our third contribution in chapter 5, we show how we can remove this
hypothesis by using generative models. In this chapter, we first focus our analysis on synthetic
data generators as data release mechanisms. We consider three different levels of access to the
model for the adversary. First, the adversary can query the generator an infinite amount of
times, second, the adversary only uses the released synthetic dataset, and third, the adversary
has access to a secondary synthetic generator, explicitly trained without the target record. Our
results show that an adversary can still be a serious threat to the privacy of target records even

if we remove the hard-to-meet assumption.
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In our second part of our third contribution in chapter 6, we show how we can remove the access
to auxiliary information assumption against aggregation techniques. Aggregation techniques
are well known to be at risk [DN0O3, [PTDCIT7], however, adversaries mostly rely on access to
past participation in aggregated groups [PTDCI7]. We here provide an attack achieving similar
performance, but without any access to auxiliary information. This attack is thus made very
realistic, even when the aggregate is made differentially private before being released. Our
results show that unless the aggregate is very noisy, MIA performance is always high, even if

the attack only relies on the released aggregate.

Property Inference Attacks are a type of privacy attack that targets global properties of a
dataset that often do not require the adversary to possess any additional information about the
target dataset. Dataset-level characteristics could indeed reveal sensitive information about the
private dataset [AMS™15, GWY™ 18, [ZTO21], such as bias. Another dataset-level characteristic
that can be learned through access to data release mechanisms is the distribution. In our third
part of our third contribution in chapter 7, we show how we can use generative models to
infer correlations of the training dataset of machine learning models, through our Correlation
Inference Attack (CIA). We also show how correlation can be used as a building block to other

record level privacy attacks. In this chapter, we use correlations to develop a better Attribute

Inference Attack (AIA).

1.3 Thesis outline

The remainder of the thesis is organized as follows:
Chapter 2 Formalizes the key concepts used throughout the thesis.

Chapter 3 Presents an efficient identification of vulnerable individuals in the training data of

synthetic data generators.

Chapter 4 Presents a specific evaluation of privacy risk, to provide a more reliable estimate

of the dataset’s privacy.
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Chapter 5 Presents how a generative model can be used to remove the auxiliary information

access in the context of membership inference attacks against synthetic datasets.

Chapter 6 Presents how a generative model can be used to remove the auxiliary information

access in the context of membership inference attacks against aggregation mechanisms.

Chapter 7 Presents a new type of privacy attack, a correlation inference attack, to infer
correlations between variables of a tabular dataset and how this can be used as a building

block for attribute inference attacks, removing the auxiliary information access hypothesis.

Chapter 8 Concludes this thesis by summarizing our contribution and presenting ideas for

future work related to this thesis.

1.4 Publications

The research outlined in this thesis comes from the following peer-reviewed articles with an

asterisk (*) indicating the primary author(s) of each paper:

[0 Matthieu Meeus*, Florent Guépin*, Ana-Maria Cretu and Yves-Alexandre de Montjoye

(2023, September). “Achilles’ heels: vulnerable record identification in synthetic data
publishing”. In European Symposium on Research in Computer Security (pp. 380-399).

Cham: Springer Nature Switzerland. (Chapter [3))

0 Florent Guépin*, Matthieu Meeus*, Ana-Maria Cretu and Yves-Alexandre de Montjoye

(2023, September). “Synthetic is all you need: removing the auxiliary data assumption
for membership inference attacks against synthetic data”. In European Symposium on
Research in Computer Security (pp. 182-198). Cham: Springer Nature Switzerland.
(Chapter [5)



1.4. Publications 9

O Vince Guan®, Florent Guépin*, Ana-Maria Cretu and Yves-Alexandre de Montjoye (2024,

July). “A Zero Auxiliary Knowledge Membership Inference Attack on Aggregate Loca-

tion Data”. Proceedings on Privacy Enhancing Technologies. (Chapter @

0 Ana-Maria Cretu®, Florent Guépin™ and Yves-Alexandre de Montjoye (2024, July). “Cor-

relation inference attacks against machine learning models”. In Science Advances, 10(28),

eadj9260. (Chapter [7)

The following article was included but is still under review:

O Florent Guépin®, Natasa Kréo*, Matthieu Meeus and Yves-Alexandre de Montjoye (2024).

“Lost in the Averages: A New Specific Setup to Evaluate Membership Inference Attacks

Against Machine Learning Models.” arXiv preprint arXiv:2405.15423. (Chapter {4



Chapter 2

Background theory

This chapter aims to provide the key definitions necessary to understand the theoretical notions
used throughout the paper. Concepts specific to each chapter are left to be defined within those

chapters.

2.1 Synthetic distributions

In this chapter, we aim to formally provide a definition of a synthetic distribution. To do it,
we will first present the different dataset-level definitions used in this thesis, as well as the
definition of a synthetic dataset and synthetic generator, the model used to generate synthetic
datasets based on a learned distribution. Second, we present all the generators used in the
thesis. We conclude this chapter by presenting the definition of an outlier with respect to a

given distribution.

2.1.1 Synthetic datasets

We here first present the formal definition of both tabular and image datasets, that will then

be used to train synthetic generators to synthetized datasets, similarly to [HJCT22].

10
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Definition 2.1. Considering F = Fy X - - X F,, where each F; fori € [1,n] defines a probability

distribution over a finite space, a tabular record x is a set of n attributes such that v =

(X1, ) ~ F.

Definition 2.2. A tabular dataset D is a finite collection of tabular records, formally 3 m

such that D = {x, |Vt € [1,m] x, ~ F}.

X9

Definition 2.3. An image record X is defined as a 3 dimensional matriz, (X];, X7,

2,37

b
X7;) €

0,255)% and an tmage dataset D is a finite collection of image records.

When an entity (e.g., a company, a governmental institution or a research institute) wants to
give third-party access to a sensitive, proprietary dataset D, one popular approach consists
in training a synthetic data generator to produce a synthetic dataset. This synthetic dataset
contains all the relevant statistical information about D, while trying to mitigate the privacy

risks when released.

Definition 2.4. A synthetic tabular generator ® is a randomized function (® : F — F)
trained on a tabular dataset D, to produce its synthetic counterpart, D*, drawn from the learned
distribution of ®. We write ® = G(D) to say that a certain fitting procedure G (e.g., parameter
fitting of a Bayesian network (ZCPT17] or a Generative Adversarial Network (GAN) such as

CTGAN [XSCIV19b).) was applied to the original dataset D to obtain the generator ®.

Following this definition, we now denote by D?® the synthetic dataset obtain from training a

synthetic generator ® using the target tabular dataset D.

2.1.2 Generative models

We present here the two main statistical models that will be used in this thesis.

Synthpop is a model first introduced as an R package by Nowok et al. [NRD16]. The goal
is to provide an estimation of the joint distribution of the training dataset (P[D;,--- , D,] for

each column D; of the training dataset D) by looking at the series of conditional probabilities
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of the training distributions (P[D;|D;] for each column D;, D; of the training dataset D). These
conditional probabilities are computed through classification and regression trees fitted on this
training dataset. For each record, it then selects a column and generates its value according to

the learned distribution, and the next ones are estimated conditional on the generated ones.

BayNet uses Bayesian networks to generate synthetic datasets [ZCPT17]. To do so, the
BayNet algorithm first creates a Directed Acyclic Graph from the training dataset, to capture
the causal relationships between the features of the training dataset. To create the graph,
the mechanism estimates P[X |Parent(X)| (the causal relationship) from the training dataset.
Similarly to Synthpop, the synthetic dataset is then created by sampling from the learned joint
distribution of the training dataset, which is computed over the series of different conditional

distributions.

2.1.3 Outliers

Definition 2.5. For a given distance metric d over the space D (D is the space made of all
x such that x ~ F), an outlier is a data point x within a given dataset D, with respect to a

certain threshold t if V.y € D\ {z}, d(x,y) > t.

Intuitively, outliers are records that are distant from the majority of the records in a dataset
D. We provide a one dimensional example. Consider a gaussian distribution G of mean p and
standard deviation o, we can compute that 99.73% of the data points sampled from a gaussian
distribution falls within the interval [i — 30, 1+ 30| [RCKWO05|. If we define a dataset D, such
that points inside D follow the gaussian distribution G, data points outside of [u — 30, i+ 30],
for the standard distance metric £ over R, are considered outliers. An outlier is more likely

to exist in multi-dimensional dataset, as the space is sparser.

Within a multi-dimensional dataset, outliers often present some unique feature association,
which makes it very hard to be learned by the synthetic generators. This uniqueness ultimately

often makes synthetic generators either not able to provide accurate information about outliers
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which produce synthetic datasets lacking representativity and not usable, or remember too
much about them, which makes them highly vulnerable. In either case, the private information
of outliers within a dataset D, due to their vulnerability, raises a particular attention when

releasing the dataset.

2.2 Privacy attacks

In this section, we will first introduce the shadow modeling technique for privacy attacks, second,
we will present the membership inference attack, then we will conclude with a presentation of

the attribute inference attack.

2.2.1 Shadow modeling

Shadow modeling is a technique often used at the basis of state-of-the-art privacy attacks [SSSS17,
SOT22, [HIC22 [CCN"22, [GMCdM23, IAMS™15]. At a high level, the adversary trains shadow
mechanisms on an auxiliary dataset to mimic the behavior of the target mechanism M. Con-
cretely, to be able to train meaningful shadow mechanisms, the adversary usually uses an
auxiliary dataset with the same underlying distribution as the training dataset. From this
auxiliary dataset, the adversary samples shadow training datasets, half of them containing the
target record, the other half will not contain it. Labeling all the trained shadow mechanisms, we
then use it to train a meta-classifier. At inference time, the adversary queries the meta-model

on the target mechanism, and returns the prediction.

2.2.2 Membership inference attack

Threat Model. Consider a target record x7 and a data release mechanism M trained on a
dataset Dy.qin- In the following privacy game, the data owner who releases the data through M,
is called the Challenger. An adversary trying to attack M is called Adversary. To deploy the

attack following the common usage, we assume that the adversary has access to an auxiliary



14 Chapter 2. Background theory

dataset D,,, with the same underlying distribution as Dy..;,. The goal of the adversary is
to infer whether the target record xr has been used during the training of the data release

mechanism M.

For example, we can think of a hospital trying to release a model trained on patients from
the oncology department. In that case, performing a membership inference attack consists of
learning if a particular record has been seen during training, disclosing its presence within the

oncology department.

Membership Inference Attack Privacy Game. Membership Inference Attacks (MIAs),
first introduced by [AMS™15] and later formally defined by [SSSS17], are instantiated as the

following privacy game.

MIA Privacy Game

Challenger (C) Adversary (A)
Input: D, zr and M Input: D,
Dtrain — U(D)
b— U({0,1})
TR — U(D \ Dtrain)
seed — N

If b == 1 then Dy + Dyygin U {I‘T}
else Dy < Dypuin U {xRr}
My —— (M, Dr, seed) Mo, zp

train

b b = MIA(MT7xTaDaur)

Output: b ==V

If the adversary correctly guesses b, then we call the privacy game a success. Evaluation of the
MIA using the previous privacy game is done by running it multiple times and reporting the

proportion of success.

2.2.3 Attribute inference attack

Threat Model. Similarly to [2.2.2] we here consider a target record xr and a data release

mechanism M trained on a dataset Dy,.q;,. The data owner, releasing the data through M, is
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called the Challenger. The adversary trying to attack M is called Adversary. To deploy the
attack, we give access to the adversary to an auxiliary dataset D,,, with the same underlying
distribution as Dy,.q;,. Unlike [2.2.2] we also give access to the public information of the target
xr to the Adversary, retaining the private ones. Given that public information, the Adversary

is trying to infer the private value of the private features from target xr.

For example, we can think of a hospital trying to release a model to predict the illness of
a patient based on his public record. In that case, performing an attribute inference attack
consists of trying to infer the illness one patient suffers from based on the released model and
the public information of this record. Note that the adversary knows the target record to be

in the training dataset of the target model.

Attribute Inference Attack Privacy Game. Attribute Inference Attacks (AIAs), first

defined in [FLJT14] are instantiated as the following privacy game.

ATA Privacy Game

Challenger (C) Adversary (A)

Input: D, 27 and M Input: Dy,
Dtrain — U(D)

DT < Dt'rain U {xT}
Tpuby Lpriv — I

seed — N
D
My % (M, T, seed) MT,&Tpub
x;m J’me’v = AIA(MTaxpubuDaux)
Output: ., == 2,

If the adversary correctly guesses the private features of the record xr, then we call the privacy
game a success. Evaluation of the AIA using the previous privacy game is done by running it

multiple times and reporting the proportion of success.



16 Chapter 2. Background theory

2.3 Differential privacy

2.3.1 Definition

Differential Privacy (DP), first introduced in [Dwo06] is a formal privacy guarantee. This formal
guarantee is applicable for various types of data release mechanisms, including machine learning
models, synthetic data generators and aggregation mechanisms. It allows the data practitioner
to provide theoretical guarantees on the released model by making some modifications to the

original mechanism, often by adding a noise addition step during training.

DP relies on the notion of neighboring. Indeed, following the work of [Dwo(6] it is possible
to define two neighboring sets S,S’. Two sets S and S’ are two neighboring sets if and only
if S and S’ differ by only one privacy unit. In the case where the privacy unit is defined as a

“record”, then we can define two neighboring datasets D, D’ if they differ by only one record.

Formally, the definition of differential privacy, following the definition provided by [Dwo06] is

as follows.

Definition 2.6 (e-Differential Privacy). A data release mechanism M is said to be e-
Differentially Private (e-DP) if for any pair of neighboring datasets S,S" that differ by one
privacy unit, and for all subsets T € Im(M), the following inequality holds: PIM(S) € T] <

eP[M(S') € T].

When we present an e-DP mechanism, € is referred to as the privacy budget. The privacy budget
controls the level of protection provided by the e-DP mechanism. The smaller € is, the higher
the level of protection given by the mechanism is. In practice, there is a tradeoff between the

utility of the data release mechanism, and the level of privacy provided by e.

2.3.2 Differentially private generator

PrivBayes is a differentially private version of the BayNet algorithm described above, first

proposed in [ZCP™17]. They propose to compute their differentially private version of BayNet
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as follows. First, they trained a Bayesian Network using an ¢;-DP algorithm, second, they
computed the conditional probabilities using a second e-DP technique. By use of the composi-
tion theorem ([DKMT™06]), they end up with an e-DP (e = € + €;) algorithm. Note that when

€ — o0, this becomes equivalent to the standard BayNet procedure described in [2.1.2]
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3.1 Introduction

There is increased demand from businesses, governments, and researchers to make data widely
available to support research and innovation [Fin22], including the development of Artificial
Intelligence (Al) models. Data, however, most often relates directly or indirectly to individuals,

raising privacy concerns.

Synthetic data is seen as a promising solution to share individual-level data while preserving
privacy [BDR19]. Synthetic data is generated by sampling new data values from a statisti-
cal model whose parameters are computed from the original, private data. A large range of
techniques have been proposed to generate synthetic data [ZCPT17, [NRD16, XSCIV19al. Syn-
thetic data, if truly privacy-preserving, can be shared and used freely as it no longer falls under
the scope of data protection legislation such as the Furopean Union’s General Data Protec-
tion Regulation (EU GDPR) or California’s CCPA. Consequently, synthetic data has garnered
significant interest from statistical offices [BSDM19], health care agencies [NHS20] and the

financial sector [Fin22].

Ensuring that synthetic data preserves privacy is, however, difficult. On the one hand, while
the statistical model aggregates the original data, it is well known that aggregation alone is not
sufficient to preserve privacy [DNO3, PTDCI17]. On the other hand, ensuring that synthetic
data generation models achieve formal privacy guarantees is difficult and comes at a cost in

utility [AGR23, [SOT22].

Membership Inference Attacks (MIA) are a key tool to evaluate the privacy guarantees offered
by synthetic data generation models, differentially private or not, in practice [HJCT22|. If
successful, an MIA is able to infer that a particular record was part of the original data used
to train the synthetic data generation model. Increasingly advanced MIAs have been proposed
against synthetic data [SOT22, [HJCT22|. They are run on a per-record basis, instantiating
an adversary that aims to distinguish between two worlds: (1) a world in which the synthetic
dataset released was generated from a model fitted on data including the target record and

(2) the alternative world in which the model was fitted on data ezcluding the target record.
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MIAs on synthetic data have already successfully disproved the believe that aggregation alone
is sufficient to preserve privacy as well as detected issues with differentially private synthetic

data generation models [SOT22].

Fully evaluating the privacy risk of a dataset using MIAs is however out-of-reach. Indeed state-
of-the-art MIAs rely on shadow models which require training a large number, often in the
order of thousands, of synthetic data generators to learn the optimal decision boundary for
each record. Running a state-of-the-art MIA on a record takes in our experiments, depending
on the generator and the dataset, approximately 1.5 to 6 hours on dedicated computation
facilities. Even for the (relatively) small datasets of 1,000 records we consider, fully estimating

the privacy risk of a dataset, would take up to 250 days of compute.

Current evaluation of the privacy risk posed by synthetic data, and of their privacy-utility
trade-off, is thus currently the result of ever more advanced MIAs evaluated on only a handful
of records selected using different methods. Specifically, Stadler et al. [SOT22] evaluate their
attack on ten records, half random and half hand-picked outliers selected based on a rare
attribute value, while Houssiau et al. [HJCT22] evaluate their attack on one record selected

based on the lowest log-likelihood.

Such approaches, by not providing a uniform record selection, could strongly underestimate
the privacy risks of a synthetic data release, missing highly vulnerable records or wrongly

concluding that most records are not at risk.

Contribution. We here propose what is, to the best of our knowledge, the first vulnerable

record identification strategy for synthetic data.

In this chapter, we formalize the problem and propose a principled and simple metric to identify
vulnerable records in the original, private dataset: the mean distance to its closest neighbors.
While simple, we show our method to outperform previous approaches by 7.2 percentage points
(p.p.) on average on two datasets and two generators. Both when comparing the performance
of ever improving attack methodologies as well as to estimate the potential privacy risk in real

world synthetic data publishing, this is a significant difference.
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We then extensively evaluate our method. First, we evaluate its applicability across different
MIA approaches. We develop a fundamentally different MIA approach and show the risk
estimated using our vulnerable record identification method to be consistently and significantly
higher compared to prior methods. More specifically, in contrast with Houssiau et al. [HICT22],
who train a meta-classifier to infer the membership of a record based on hand-engineered
aggregate statistics computed on the synthetic dataset, we develop an attack that trains a
meta-classifier directly on the synthetic dataset viewed as a set of records. After performing
the same extensive empirical evaluation, we find that the performance of our attack increases
also significantly when computed on records identified by our method, by 5.2 p.p. on average
across datasets and generators. Next, we evaluate the sensitivity of our results on both the
number of neighbors included in our metric as well as the distance metric. In both cases, we
find that the results do not change significantly and confirm that our chosen metric is justified.
Finally, we evaluate our metric on a differentially private synthetic data generator for varying
values of the privacy budget e. We confirm that MIAs fail when the privacy budget is decreased
to e = 1, and find that our metric consistently identifies more vulnerable records for larger values

of e.

With this principled method, we hope to provide a consistent record selection and provide
an accurate estimation of the privacy risk in synthetic data publishing. A formal vulnerable
record identification method would enable (1) researchers to fairly compare future state-of-the-
art attacks and (2) practitioners to, in line with EU legislations, evaluate the privacy protection

of synthetic data on the worst-case scenario.

We make our source code allowing to reproduce the results of our experiments available at:

https://github.com/computationalprivacy/MIA-syntheticl

3.2 Related work

Membership Inference Attacks (MIAs) were first developed by Homer et al. [HSRT0S]

to study whether the contribution of an individual to a Genome-Wide Associated Study can


https://github.com/computationalprivacy/MIA-synthetic
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be inferred from released genomic aggregates. Their attack was based on a statistical test
aiming to distinguish between aggregates that include the individual and aggregates computed
on individuals randomly drawn from a reference population. Sankararaman et al. [SOJH09]
extended the analysis soon after and showed the risk of membership inference to increase with
the number of aggregates released m, but decrease with the number of individuals n in the
dataset. MIAs have since been widely used to evaluate the privacy risk in aggregate data

releases such as location [PTDCIT] or survey data [BB20].

MIAs against Machine Learning (ML) models. Shokri et al. [SSSS17] proposed the first
MIA against ML models. Their attack relies on a black-box access to the model and the shadow
modeling technique. MIAs against ML models have since been extensively studied in subsequent
works [YGFJI8, ISZHT18, [TLG™19, INSH19, [LE20], both from a privacy perspective but also
to better understand what a model learns. These works have, for instance, shown the risk to
be higher in overfitted models [YGFJI8|] and smaller datasets [SSSS17], and to be mitigated

by differentially private training, albeit at a cost in utility [JE19, [LE20].

Disparate vulnerability of records. Previous work on MIA against ML models has shown
that not all records are equally vulnerable to MIAs. The measured risk has e.g. been shown
to vary with the label [SSSS17] and to be higher for outlier records [LWB™20, (CJZ 22| and
members of subpopulations [CS21]. Feldman proposed a theoretical model demonstrating that
models may, in fact, need to memorise rare or atypical examples in order to perform optimally
when trained on long-tailed distributions such as those found in modern datasets [Fel20, [FZ20].
Carlini et al. |CJZ722] showed this effect to be relative, as removing the most vulnerable
records increases the vulnerability of remaining ones. Importantly for this work, Long et al.
[LWB™20] argued that attacks should be considered a risk even when they only perform well
on specific records. Long et al. proposed an approach to select vulnerable records prior to
running the attack so as to increase its efficiency and precision. While their work [LWB™20)]
shows that records further away from their neighbors are more vulnerable, it only considers

ML classification models.

MIAs against synthetic tabular data. MIAs have been extended to synthetic tabular data,
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the focus of our work. From a methodological standpoint, they fall broadly into two classes. The
first class of methods directly compares synthetic data records to the original, private records,
searching for exact or near-matches [DFRSCT5, LWYT9, YDD ™19, [GBWT22]. The second class
of methods instantiates the shadow modeling technique in the black-box setting, assuming the
adversary has knowledge of the algorithm used to generate synthetic data and to an auxiliary
dataset. Stadler et al. [SOT22] trained a meta-classifier on aggregate statistics computed on
the synthetic shadow datasets, specifically the mean and standard deviation of the attributes,
correlation matrices and histograms. Houssiau et al. [HJCT22| extended this work using k-way
marginal statistics computed over subsets of the attribute values of the targeted record. They
also extended the threat model from the standard black-box setting, which assumes knowledge
of the generative model used, to the no-box setting that lacks this assumption. In this chapter,

we focus exclusively on shadow modeling-based attacks which are the state of the art.

3.3 Identifying vulnerable records

We here propose and validate a simple, yet effective, approach to identify vulnerable records
in synthetic data publishing. Our approach is motivated by findings of previous works in the
ML literature that records further away from their neighbors present a higher risk compared
to randomly selected records. To identify such records, we compute a distance metric d(z;, z;)
between every pair of records in the dataset (z;,z;) € D x D, with i # jﬂ. Then, for every
record x; € D, we define its vulnerability score Vi(z;) as the average distance to its closest k

neighbors in the dataset.

Definition 3.1 (Vulnerability Score). Given a dataset D, a record x; € D, a number of neigh-

bors k and a distance metric d, the vulnerability score of the record is defined as Vi(x;) =

% Z§:1 d(zi, z;,), where x;,, . .. s Ty 1S the re-ordering of the other records according to their
increasing distance to i, i.e., d(zi,x) < -0 < d(@g, i, ), with i; # i for every j =
L,...,|D| -1

!Note that since the dataset D can contain repeated records (i.e., two or more individuals sharing the same
attributes), the closest record to z; can be a duplicate x; = x;,j # 4 such that the distance between them is
zero: d(z;,x;) = 0.
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Finally, we rank the records in D decreasingly by their vulnerability score Vi(z,) > ... >
Vi(2r,) and return the top-R records as the most vulnerable records. In the unlikely event
that the last record(s) included in the top-R and the first one(s) not included have the exact

same value for the vulnerability score, then a random subset is chosen.

Our distance metric d carefully distinguishes between categorical and continuous attributes.
Recall that the dataset consists of F' attributes. When the space of values that can be taken
by an attribute is discrete, e.g., the gender of an individual V; = {female, male}, we refer to
the attribute as categorical, while when the space of values is continuous, e.g., the income of
an individual, we refer to the attribute as continuous. Denote by Feone and Feae the subsets of
continuous and categorical attributes, with Feont U Fear = {1,. .., F'} and Feong N Fear = 0. We

preprocess each record z; = (z;1,...,2;r) € D as follows:

1. We convert every categorical attribute z;;, with f € Feo and [Vy| possible values

U1, ..., V), to a one-hot encoded vector:

h(l‘iyf) = (ﬂ($i7f = ’Ul), Cey ﬂ(xi,f = 1)|Vf|)), (31)

i.e., a binary vector having 1 in the ¢-th position if and only if the attribute value is equal
to vy. Here, 1 denotes the indicator function. We then concatenate the one-hot encoded

categorical attributes into a single vector:

i) == (M(i5)) peFea (3.2)

2. We normalise every continuous attribute xz; r, with f € F.on to range between 0 and 1,

using min-max scaling:
iy —my(D)

n(z; ¢) == ; (3.3)
" My(D) = my (D)
that is, we scale the values using the minimum mg(D) := min‘D‘(a:jj) and maximum
j=1,...,
M¢(D) := max (x;s) values of the attribute estimated from the dataset D. We then

]:177|D|



3.4. Experimental setup 25

concatenate the normalised continuous attributes into a single vector:

c(i) 7= (0(Ti1)) feFeoms (3-4)

Using this notation, we define our distance metric between two records z; and z; as follows (we

here recall that F' = |Fear U Feont|):

d(z;,2;) =1 — | Feat| h(zi) - h(z;) _ | Feont| c(zi) - c(x;) 7 (3.5)
Folh@a)lla  [[h(z)lls - F o fle(@)l]a * [le(z))]]2
cosine simﬂ;ity between cosine similz;;ity between
categorical attributes continuous attributes

where - denotes the dot product between two vectors, * denotes scalar multiplication, and

l|alls == 1/ 1, a? is the Euclidean norm of a vector a € R”.

The resulting distance is a generalisation of the cosine distance across attribute types. It ranges
between 0 and 1, with larger values indicating records to be less similar. The distance is equal

to 0 if and only if the records are identical.

3.4 Experimental setup

3.4.1 State-of-the-art MIA against synthetic tabular data

Houssiau et al. [HICT22| developed an MIA that instantiates the shadow modeling technique
(see Chapter [2.2[for details) by training a random forest classifier on a subset of k-way marginal
statistics that select the targeted record. The authors evaluated this approach on only one
outlier record and found it to outperform other methods. Throughout our experiments, we
found the attack to consistently outperform alternative methods and thus confirm it to be the

state-of-the-art attack against synthetic tabular data. We refer to it as the query-based attack.

Given a target record x7 and a synthetic dataset D*® sampled from a generator fitted on a dataset

D, this attack computes counting queries Q“ to determine how many records in the synthetic
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dataset match a subset A C {1,..., F'} of attribute values of target record z7. We denote by
a; the i-th attribute for every x € D* in the following: Q“(zr) = COUNT WHERE A,_,(a; =
xr,). Counting queries are equal to k-way marginal statistics computed on the attribute values

of the target record, multiplied by the dataset size | D?|.

Our intuition behind this attack is twofold. First, when these statistics are preserved between
the original and synthetic datasets, the answers are larger by 1, on average, when 7 € D
compared to when xp ¢ D, since the queries select the target record. Second, the impact of
the target record on the synthetic dataset is likely to be local, i.e., more records matching a
subset of its attribute values are likely to be generated when xzr € D, leading to statistically

different answers to the same queries depending on the membership of z7.

Like Houssiau et al. [HJC™22], we randomly sample a predetermined number N of attribute
subsets A and feed the answers to the associated Q“, computed on the synthetic shadow dataset,
to a random forest meta-classifier. For computational efficiency reasons, we here use a C-based
implementation of the query computation [CHCdM22| instead of the authors’ Python-based

implementation [HJCT22].

We further extend the method to also account for continuous columns by considering the
less-than-or-equal-to < operator on top of the equal operator = that was previously considered
exclusively. For each categorical attribute we then use =, while using the < for each continuous

attribute.

3.4.2 A new MIA against synthetic tabular data

MIAs against synthetic data is an active area of research with a competition [AII23] now being
organised to develop better, more accurate, MIAs. To evaluate the effectiveness of our vul-
nerable record identification, we developed a new attack which we aimed to be as different as

possible to the existing state of the art. We call this new attack target attention.

Inspired by developments in natural language processing [VSPT17], the target attention model

computes record-level embeddings. Through a modified attention mechanism, these embedding
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are able to interact with the embedding of the target record, which in turn leads to a dataset-
level embedding that is used as input for a binary classifier. The detailed steps are laid out

below.

We start by preprocessing the synthetic dataset used as input D?®. First, we compute the
one-hot-encoded values for all categorical attributes and apply this consistently to all the syn-
thetic records and the target record. The continuous attributes remain untouched. Second, we
compute all the unique records in the dataset and their multiplicity. Third, we compute the
distance following equation between all unique synthetic records and the target record.
Finally, we rank all unique synthetic record by increasing distance to the target record and,

optionally, only keep the top X closest records, where X is a parameter.

The final pre-processed synthetic dataset D*? € R¥*F" is a matrix containing the top X unique
records, their multiplicity and the distance, ranked by the latter, where F’ denotes the number
of features after one-hot-encoding of the categorical attributes added by 2 to account for the
multiplicity and the distance. For consistency, the target record x; is processed in the same
way, with one-hot-encoded categorical attributes, multiplicity 1 and distance 0, resulting in the

pre-processed target record x;, € RY "

Figure [3.1]illustrates our target attention model, which we describe in Algorithm [I] The model
takes as input the pre-processed synthetic dataset D*P. First, a multilayer perceptron (MLP)
is used to compute embeddings of both the pre-processed records as well as the target record.
Second, after computing a query vector for the target record and keys and values for the records,
an attention score is computed for each record. After applying a softmazx function across all
attention scores, all record values are summed weighted by the respective attention score to
eventually lead to the dataset-level embedding which is used as input for a final MLP as binary
classifier. The output of the entire network is a single float, which after applying a sigmoid
function o results in a probability of membership. This model is then trained with all synthetic
shadow datasets using a binary cross-entropy loss function with the known binary value for

membership.
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Synthetic dataset* Target record* Aggregation using attention weights
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Figure 3.1: Illustration of our target attention architecture.

3.4.3 Baselines for identifying vulnerable records

We compare our approach against three baselines to identify vulnerable records:
Random: randomly sample target records from the entire population.

Rare value (Groundhog) [SOT22] sample a target record that either has a rare value for a
categorical attribute or a value for a continuous attribute that is larger than the 95th percentile

of the respective attribute.

Log-likelihood (TAPAS) [HIC"22]: sample target records having the lowest log-likelihood,

assuming attribute values are independently drawn from their respective empirical distributions.

Note that this approach is defined by the authors only for categorical attributes f € Fe..: for
each record z;, they compute the frequency of the value z; s in the entire dataset, resulting in
pi,f- The likelihood of a record is defined by the product of p; s across all attributes. We here
extend this approach to also account for continuous attributes f € Fou by discretising them

according to percentiles.

To evaluate the different methods to select vulnerable records, we run the query-based MIA
described in Section [3.4.1| on the ten records identified by each of the three methods as well as

our own approach.
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Throughout the experiments, we used the three generative models described in Chapter [2.1.2
(SynthPop, Baynet and its DP version, PrivBayes) using the implementation available in the

reprosyn repository [Ala22].

We evaluate our method using two publicly available datasets (Adult and UK Census) described
in Appendix

Algorithm 1 Forward propagation for target-attention

1: Inputs:
1. D*? € R¥*F" the preprocessed synthetic dataset with its unique records, their
multiplicity and distance to the target record.
2. The pre-processed target record values x;, € RY "
3. Learnable MLP for the embedding MLP,,,, with F’ input features and F,,,;
output features, weight matrices W,, Wy, and W,, € Rfeme>Fott {6 compute the target
query and record keys and values with attention size Fj,;, and MLP for the prediction
MLP,,.q with Fy;; input features and 1 output feature

2: Output:
hprea € R, which leads to the predicted probability for binary membership after

applying a sigmoid transformation o (hyreq)
// Compute the embeddings of all records and the target record

Do < MLP [ D*P] with D, € RX*Feme

Tt.emb < MLP oy ] With @y ey € R Feme

// Compute the target query, and the keys and values for each record
@t < W,y emp with g, € RV Fare

K+ WD, with K € RX*Fate

V < WD, with V € RX*Fate

10: // Compute the target attention scores for each record

11: a; < q,v; > for j = 1..X to get a € R"*X

12: a; < exp aj/(Zjil expa;) for j=1..X

13: Dy < aV with Dy, € RVFatt // Sum values weighted by target attention
14: hyeq < 0(MLP,cq[Dait]) // Compute the final membership score.

3.4.4 Parameters of the attack

Table in Appendix [C] shows the parameters we use for the attack. We use a given dataset
Q (e.g. Adult) to select our most at-risk records as the target records. We then partition €2
randomly into Dieq and Dyyy. Daye is the auxiliary knowledge made available to the adversary,
while D, is used to sample ny.,; datasets used to compute the attack performance. ngn0d0w
represents the number of shadow datasets used, sampled from the auxiliary knowledge D, .

We considered, in all experiments, the size of the release synthetic dataset (D*) to be equal to
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the size of the private dataset D, |D| = |D?| = 1000. To create the shadow datasets, while
ensuring that D,,, does not contain the target record, we randomly sample |D| — 1 records in
D guz- Then we add the target record zp in half of the datasets, and in the other half, we used

another record randomly sampled from D, .

We run the query-based attack using N = 100000 queries randomly sampled from all possible
count queries (2f in total) and a random forest meta-classifier with 100 trees, each with a

maximum depth of 10.

We used F.,, = 20, Fpyy = 15 and [top X| = 100 for the target attention attack. Both M LP,,,;
and MLP,,.q consist of one hidden layer with 20 and 10 nodes respectively, and use ReLU
as activation and a dropout ratio of 0.15. The network is trained for 500 epochs, using the
Adamax optimizer [KB14] with a learning rate of 10e — 3 and batch size of 20. 10% of the
training data is used as validation data and the model that achieves the lowest validation loss

is selected.

In order to measure attack performances, we compute the Area Under the receiver operating

characteristic Curve (AUC) for the binary classification of membership on n. datasets.

Lastly, in line with the auditing scenario, we use k = 5 neighbors in the private dataset {2 to

select the most vulnerable records using our vulnerability score V.

Table 3.1: Mean and standard deviation for AUC for the query-based attack method

Method UK census Adult
Synthpop BayNet Synthpop BayNet
Random 0.7324+0.046 | 0.5354+0.055 | 0.6134+0.084 | 0.618 +0.120
Rare value (Groundhog) | 0.80240.044 | 0.644+0.086 | 0.699 £0.113 | 0.704 £0.140
Log-likelihood (TAPAS) | 0.790 £0.041 | 0.731+0.090 | 0.742+0.033 | 0.787 £0.057
Distance (ours) 0.879 £ 0.021 | 0.858 + 0.040 | 0.804 £ 0.072 | 0.810 £ 0.110
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3.5 Results

3.5.1 Performance of vulnerable record identification methods

We evaluate the effectiveness of vulnerable record identification methods across the two datasets
UK Census and Adult, and two synthetic data generators Synthpop and BayNet. For each
dataset, each of the four record identification methods selects 10 target records. We then

perform the MIA, as a privacy game, on each of these records and report its AUC.

Figure show that our vulnerable record identification method consistently outperforms both
the random baseline and the two other techniques previously used in the literature. The median
risk of records identified by our method is indeed consistently higher than all other methods,
up to 18.6 p.p. higher on the UK Census dataset using BayNet. On average, the AUC of the
records we identified are 7.2 p.p. higher than the AUC of the records selected by other methods
(Table . Importantly, our method also consistently manages to identify records that are
more or equivalently at-risk compared to other methods.
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Figure 3.2: AUC of MIAs across record identification techniques for the query-
based attack, for datasets UK Census and Adult and synthetic data generators BayNet and
Synthpop.

3.5.2 Applicability of the method to the target attention attack

We follow the same methodology as above to evaluate the effectiveness of the four vulnerable

record identification methods when using the target attention approach.
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Figure |3.3| shows that, again, our vulnerable record identification method strongly outperforms
both the random baseline and the two other techniques previously used in the literature. The
mean risk of records identified by our method is again consistently higher than all other meth-
ods, up to 10.89 p.p. higher on UK Census using BayNet. Across datasets and generators, the
records we identify are 5.2 p.p. more at risk than the records selected by other methods (Table

53).

UK Census - BayNet UK Census - Synthpop Adult - BayNet Adult - Synthpop
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Figure 3.3: AUC of MIAs across record identification techniques for the target
attention attack, for datasets UK Census and Adult and synthetic data generators BayNet
and Synthpop.

Table 3.2: Mean and standard deviation for AUC for the target attention method

UK census Adult
Method Synthpop BayNet Synthpop BayNet
Random 0.727 + 0.038 0.535 + 0.035 0.609 £ 0.112 0.594 £+ 0.083
Rare value (Groundhog) | 0.783 £ 0.030 0.587 £+ 0.079 0.691 £ 0.103 0.638 £ 0.104
Log-likelihood (TAPAS) | 0.770 £ 0.046 0.674 + 0.085 0.765 £+ 0.027 0.745 £ 0.068
Distance (ours) 0.838 +£0.041 | 0.737 £ 0.118 | 0.797 4= 0.038 | 0.763 £+ 0.103

3.5.3 Robustness analysis for k&

Throughout this chapter, we use k = 5, meaning that our vulnerability score Vi (z;) is computed
using the 5 closest records to the record of interest. We here evaluate the impact of a specific
choice of k for the record identification and associated results. More specifically, we compute
the mean distance for each record using values of k£ ranging from 1 to 50 and report the mean

AUC for the ten records selected by the method on the Adult dataset using Synthpop.

Figure (a) shows our method to be robust to specific choices of k. The mean AUC of the top

ten records varies indeed only slightly for different values of k. Looking at the top 10 records
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selected for different values of k, we find that only a handful of records are distinct, suggesting
our method to not be too sensitive to specific values of k. We had to select a number of
neighbors, k, high enough so that it is harder to end up on a dataset consisting only of clusters
of records of size k, which would bias the selection of outliers (since every single record is inside
a cluster of size k, this would artificially suggest that there are no real outliers, even if the
clusters are far apart from one another). However, k also had to be low enough to minimize
computational cost, and prevent a reduction in the AUC of the top 10 records. That is why we

selected k£ = 5 in this chapter.
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Figure 3.4: Mean and standard deviation of the AUC of MIAs for 10 records selected
by the vulnerability score in various settings. We vary in (a) the number of neighbors
considered and in (b) the distance metrics considered. Results on Adult, Synthpop for the
query-based attack.

3.5.4 Robustness analysis for the cosine distance

We here rely on a generalized form of cosine distance across attribute types. We now evaluate
the susceptibility of our results to different choices of distance metrics. We do this using several

versions of the Minkowski distance between two vectors a,b € RY. For a given value p € N*, the

Minkowski distance is defined as dy; .. qi(@,b) = (/ SOF la; — bylp. Similarly to Equation ,
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we generalise this distance metric for two records z;,z; € D to:

Fca ‘FCOH
o) = T i) b))+ o el ). (86)

Notably, the Minkowski distance with p = 2 closely relates to the cosine distance. As before,
we compute the mean distance for each record using Minkowski distances with p ranging from 1
to 4 and report the mean AUC for the ten records selected by the method on the Adult dataset

using Synthpop.

Figure [3.4(b) shows the attack performance to, again, be robust to different choices of distance
metric. In particular, mean AUC is not significantly different for the cosine distance and
p € {1,2}, while slightly decreasing for higher p values. Cosine being the standard distance

metric in the literature, we prefer to use it.

3.5.5 Vulnerable records and differentially private generators

An active line of research aims at developing differentially private (DP) synthetic data gen-
erators. As discussed above however, developing models that achieve DP with meaningful
theoretical € while maintaining high utility across tasks remains a challenge. MIAs are thus an
important tool to understand the privacy protection offered by DP models for various values

of e.

We here evaluate the performance of our vulnerable record identification approach when DP
generators are used. Specifically, we report the mean and standard deviation AUC for the 10
records identified as being at risk by our approach and by the three baselines for varying values

of € using PrivBayes [ZCP™17].

Figure 3.5 shows that our approach outperforms both the random baseline and the two other
techniques previously used in the literature. As expected though, the AUC drops when €
decreases. The attack still performs quite well for ¢ = 100 and manages to identify at-risk

records for ¢ = 10. Importantly, the general utility of synthetic data generated by PrivBayes
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Figure 3.5: Mean and standard deviation of the AUC of the MIAs for varying values
of ¢ in DP-based generator PrivBayes. Results on UK Census (left) and Adult (right) for
the query-based attack and for the 10 points for each record identification method.

for low value of € is being debated.

3.6 Discussion

Our results show that our simple distance-based method is able to consistently identify vulner-
able records, and more effectively so than previously proposed methods. We believe this to be
due to limitations of previous work. Indeed Rare value (Groundhog) only considers the value
of one specific attribute to determine whether a record is at risk while Log-likelihood (TAPAS)
assumes independence across all attributes to compute a record’s likelihood, an assumption
that is typically not met in real-world datasets. In contrast, our distance-based metric consid-
ers the neighborhood of the record, therefore encompassing all attributes without making any

assumptions on the underlying distribution.

Across datasets and generators, we find that records identified by our method are on average
7.2 p.p. more vulnerable than previous work when using the state-of-the-art MIA. In practice,
we believe this to be highly significant. Researchers and practitioners who wish to evaluate
new attack methods and the privacy risk of synthetic data publishing are indeed unable to

evaluate all records in the dataset, due to the computational cost of shadow modeling (see
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. Accurately identifying the records that are most at risk is thus as essential as using the
state-of-the-art MIA when evaluating the privacy risk of a synthetic dataset. Indeed, data
protection laws such as the EU GDPR require to consider the privacy protection offered to all

data subjects when evaluating if a data release is anonymous.

When we use only categorical columns, such as in UK Census, results show that we reduce
the standard deviation in the results by a factor of two, across generators. With our method
we obtained a standard deviation of 0.021 instead of 0.041 for Synthpop and 0.040 instead of
0.090 for BayNet. This shows that our method selects records with high precision of having

high vulnerability.

Lastly, apart from being effective, our principled method is compellingly easy. By being inde-
pendent of the synthetic data generator and the dataset, it allows for pragmatic and efficient

cross-generator and dataset comparison.

Future work. We here distinguished between categorical features and continuous attributes.
Future research could explore if considering ordinal as a subset of the categorical features could
lead to a better record selection. Similarly, we here focused on the difference in metrics between
the cosine similarity and the Minkowski metrics of order p € {1,2,3,4}. We leave for future
work to see if other distances, such as Minkowski of higher order, the Chebyshev distance or

Hamming distance, could lead to a better record selection.

3.7 Conclusion

Due to computational costs (it takes between 1.5 to 6 hours to run an MIA against a single
record in our datasets, conducting this approach for every record in the dataset would take
more than 250 days of compute), the identification of vulnerable records is as essential as the
actual MIA methodology when evaluating the privacy risks of synthetic data, including with
respect to data protection regulations such as the EU GDPR. In this chapter, we propose and
extensively evaluate a simple yet effective method to select vulnerable records in synthetic data

publishing, which we show to strongly outperform previous approaches.
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We need to ensure that each vulnerability score is correctly computed (with respect to the
distribution of the target dataset), based on the outliers we identified. In the next chapter, we

will aim to provide a better evaluation of the vulnerability score.



Chapter 4

A better evaluation of the vulnerability

score for machine learning models

The work presented in this chapter is under review, and can be found as an arXiv preprint
as: Guépin, F.*, Kréo, N.*, Meeus, M., & de Montjoye, Y. A. (2024). Lost in the Averages:
A New Specific Setup to FEvaluate Membership Inference Attacks Against Machine Learning
Models. arXiv preprint arXiw:2405.154235.

Statement of contributions: Natasa Kréo and I are joint first authors on this paper. We col-
laborated in the design of the methods, experiments, writing of the code and the paper. We
equally contributed to the writing of the code, running experiments, production of the figures

and writing of the paper.

4.1 Introduction

Machine Learning (ML) models are increasingly trained or fine-tuned by companies, govern-
ments, and academic researchers often using data that can be personal. Membership inference
attacks (MIAs) have become the standard method to evaluate the privacy risks of aggregate
data [HSRT08, [SOJH09| including when releasing ML models [SSSS17, (CCNT22]. MIAs quan-

38
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tify the risk of an adversary being able to infer that the target record was a member of the

released model’s training set.

MIAs against ML models are typically instantiated as a binary meta-classifier, predicting mem-
bership for a given target record [SSSS17, ICCNT22, [SOT22]. The meta-classifier is trained using
auxiliary data, and then evaluated on models trained on datasets randomly sampled from a
large held-out data pool dedicated to evaluation. The target record is then added to a fraction

of the datasets, typically to half of them to create a balanced setup.

Though using dataset sampling as a source of randomness is a natural extension of the ML
evaluation pipeline to MIAs, we argue that—in light of recent evidence—this does not properly
evaluate the privacy risk posed by an ML model release in practice. Recent research on MIAs
against machine learning models has indeed shown how the privacy risk often lies with particular
records being memorized [CCNT22) MGCdM23|, [AZT24, [SOT22], leading to the development
of techniques to identify them [MGCdM23] and new metrics—such as TPR at low FPR-being
adopted [CCNT22]. Recent evidence [CJZT22, MGCdM23] also suggest that at-risk records
tend to be outliers, records that are different from other records in the dataset used to trained
the model. Using data sampling as a source of randomness to evaluate the privacy risk of
releasing is therefore problematic as it evaluates the average risk of a target record in a dataset
sampled from the underlying distribution instead of the risk posed by the release of the actual

model which was trained on a specific dataset.

Contribution. In this chapter, we propose a specific evaluation setup for MIAs against ML
models which we argue, in light of recent evidence, better captures the privacy risk of releasing

an ML model.

First, we formalize the average MIA evaluation setup as currently used in the literature with
dataset sampling as a source of randomness. We then propose a specific evaluation setup which
only uses weight initialization as a source of randomness which we argue better captures the

risk posed by the release of a given ML model.

Second, we instantiate both evaluation setups using existing state-of-the-art MIAs against
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synthetic data generators [HJCT22, [MGCdM23] and ML models. We show the results from
existing MIA attacks to strongly differ when evaluated using the current, average, setup and
the more accurate specific setup we propose. For instance, we find that 94% of high-risk records
in the Adult dataset would be incorrectly considered as low-risk when using the average setup
to evaluate a model trained using synthpop. We validate our finding against a range of datasets

and synthetic data models and classifiers.

Third, we derive theoretical results which, combined with empirical evidence, strongly suggest
that the risk calculated in the current setup is an average of the risks specific to each dataset
sampled for testing. We argue these results validate our use of weight initialization as the (only)

source of randomness necessary to evaluate MIAs against ML models.

Finally, we instantiate an MIA attack by a very strong adversary with knowledge of the training
dataset Dyqpget, @ version of the standard adversary in Differential Privacy. We show this attack
to lead to drastically and significantly improved membership inference when evaluated in the
specific setup (mean AUC going from 0.601 to 0.792) but not in the average setup. These
results further validate the need to use a specific setup when evaluating MIAs against machine
learning models and emphasize the fact that new stronger attacks, leveraging (some) knowledge

of the training dataset, are likely to be developed in the future.

4.2 Related work

Membership Inference Attacks (MIAs). Homer et al. [HSRT08§] first introduced the con-
cept of MIAs to infer the presence of a trace amount of DNA from released genomic aggregates.
Their work was then extended to study how the parameters, e.g. the number of records in the
aggregates, impact MIA performance [SOJH09]. MIAs have since been applied to other types
of data aggregates for instance location traces [PTDCI7] and, most importantly for this work,

machine learning (ML) models [SSSS17].

In parallel, new techniques have been proposed to carry out MIAs [LE20, NSH19, [YGFJ18|,
SZHT18, ICCN"22, [SOT22]. While the 2008 attack by Homer et al. used statistical hypothesis
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techniques, most attacks today rely on the shadow modeling technique introduced by Ateniese
et al. [AMS™15] and popularized by Shokri et al. [SSSS17]. In particular, LiRA, which combines
shadow modelling and statistical testing to determine membership, is the state-of-the-art black-
box MIA against ML models [CCN7T22]. While out of scope for us, attacks that rely only
on access to the labels predicted by a model have been developed e.g. Choquette-Choo et
al. [CCTCP21] as well as white box attacks e.g. Nasr et al. [NSH19] which uses the gradients
and activations of the layers of a deep neural network to predict membership. Finally, black-
box attacks leveraging shadow models have been developed against synthetic data generators.
These include Stadler et al. [SOT22] and the state-of-the-art query-based attack which we use

here by Houssiau et al. [HJCT22] (see Chapter for details).

MIA performance evaluation. To the best of our knowledge, all methods so far eval-
uate the record-level privacy risk using dataset sampling as a source of randomness. AUC
or, alternatively, accuracy were the primary metrics used to measure the success of an MIA
against a target record, usually with a balanced test set [SSSS17, (CCTCP21, HMDDC19].
As new research emphasizing how certain records might be much more at risk than oth-
ers [FZ20, MGCdM23|, ICCNT22, [SOT22] developed, metrics focusing on the most at-risk
records started to be used. This includes metrics focusing on the records identified a pos-
teriori as being particularly at risk e.g. in synthetic datasets [SOT22, MGCdM23] and metrics
measuring the risk the most vulnerable records across the entire dataset are exposed to, such
as TPR (True Positive Rate) at low FPR (False Positive Rate). Popularized by Carlini et
al. [CCN7T22] for MIAs, TPR at low FPR has become a standard metric to measure the ef-
fectiveness of MIAs against the most vulnerable records used to train an ML model. Recent
evidence |CJZ722, IMGCAM23| also suggests that at-risk records tend to be outliers, records

that are different from other records in the dataset used to trained the model.
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4.3 MIA evaluation setups

4.3.1 Notation

Evaluation setup. We denote by D;,,4c: the target dataset used to trained the target machine
learning model Mjgrget(Diarger) and Tiqrger the target record whose membership the adversary

aims to infer. Note that for simplicity we use Mygrger as a shorthand for Myg,get(Diarget)-

To accommodate—without loss of generality—the average and specific setups, we denote D,,,; the
evaluation data pool available to the model developer to evaluate the privacy risk of releasing
a trained model Mg, 4er, including the dataset used to train Myg.ge: (Note that at all time, we

have Dtarget C Deval)-

We also use the term ewvaluation models for the models we use to evaluate the effectiveness of

an MIA and evaluation datasets for the datasets they are trained on.

Finally, an auxiliary dataset D,,, is used to train the MIA. We here first consider MIAs trained
on Dy, a dataset drawn from the same distribution as De,,; (but strictly not overlapping), the
most standard assumption in the literature [SSSS17, ICCN™22]. In Section specifically, we
also develop an MIA where a very strong adversary, akin to the Differential Privacy adversary,

has access to Dygrger minus the membership information of 4,4 as auxiliary dataset.

¢

tetup(T, D) the privacy risk for the record 2 when evaluation

Privacy risk. We denote by R
datasets are sampled from D and metric ¢ is used to calculate the performance score of the
MIA. For metric ¢, we use both ROC AUC and TPR at low FPR (further simplified as TPR
at an FPR of 0.1 except in Section [4.5| where we use 0.3).

4.3.2 Average evaluation setup

The evaluation setup used in the literature relies on the sampling of evaluation datasets as a

source of randomness to evaluate the effectiveness of an MIA against an ML model. The privacy
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risk Rffvg of a target record g4 is evaluated on the trained MIA’s ability to distinguish
between ML models trained on a dataset containing %4 g+ and those not. The source of
randomness in this setup is the sampling of evaluation datasets - N different evaluation datasets
are sampled from D.,y and Zi4rge: is included in half of them. A separate evaluation model
is trained on each evaluation dataset, and the trained MIA is applied to it. The privacy risk
for Z4rger is then estimated as the performance of the MIA aggregated across the evaluation

models. A diagram of this setup is presented on the left-hand side of Figure We write

R%,, (2, Deyar) (simplified as R%, ) for the risk estimated using the average setup using metric

avg
Q.

Detailed evaluation steps. We here provide detailed steps for the average evaluation setup.

All details can be found in Algorithm

Algorithm 2 Average MIA evaluation setup

We present the pipeline for the average evaluation setup for membership inference attacks. We
denote with fu the trained meta-classifier (MIA). D, is the evaluation pool available to the
adversary which has not been used to train fas. Diarget C Devar s the target dataset, i.e. the
dataset that will be used to train the model that will be released, and Zi4rget € Digrger is the
target record.

1: Instantiate prediction set Y.cq = 0.

2: Instantiate the training seed array lseed, |lseed| = N

3: fori:O~~% do

4 Sample DIN ~ Deval \ {xta'rget}u |DIN| = ’Dta'rgetl - ]-; and add Ltarget to DIN

5 Sample Doyt ~ Deyar \ {ffmrget}, |Dour| = |Dtm"get|

6: Train evaluation models My with seed lseeq[2 * 7] and Moy with lseeq[2 * i + 1]).
7 Add label-prediction pairs (IN, fp(Min)) and (OUT, fp(Mour)) t0 Yrea

8: end for

9: Calculate privacy risk using chosen metric based on prediction set Y,cq

4.3.3 Specific evaluation setup

In the specific MIA evaluation setup, we remove the randomness coming from the sampling
of evaluation datasets, and use the the weight initialization of the evaluation models as the
sole source of randomness. More specifically, we train & evaluation models on Diarget, ensuring

2

that each has a different random initialization. For the remaining % evaluation models, we
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train on Dygrger Where Tyqr4er is swapped out for a reference record x g, sampled from D, We
estimate the privacy risk of 4.4 by calculating a performance score over all N evaluation
models. Similarly to the previous section, we write here R (2, Deya) (simplified as R?)) for
the risk estimated using the specific setup using metric ¢. The right-hand side of Figure

shows a diagram of this setup.

Average Setup Specific Setup
Evaluation pool D, Target dataset D,4;.4c0

Sample evaluation shadow Sample evaluation shadow

- - Keep Diarger as-is Replace x44geiWith
datasets containing Z;qrqe; datasets not containing Zyayget P Prarge P el R
Ltarget € Ttarget ¢ % Ltarget € Ttarget ¢
Ttarget € Ttarget € % o o
Ttarget € Ttarget & train with train with
varying weight varying weight
l J initialization initialization

i 1
E evaluation i E evaluation i
! shadow ' ! shadow '
! models H ! models H
b : b '

Evaluate MIA Evaluate MIA
@ ¢
Rav g Rsp

Figure 4.1: Presentation of the evaluation setups. On the left: the average evaluation
setup, sampling multiple datasets from the evaluation pool D.,, and training an evaluation
model on each. On the right: the specific evaluation setup: the only evaluation datasets used
are the full Digpger, in which @ygpge¢ is included, and Dygpger in which xy4,ge¢ is replaced by a
reference record xr sampled from the evaluation pool Dg,q.

Details for the specific evaluation setup can be found in Algorithm [3]

4.3.4 Comparing setups

Miss rate. We define the miss rate to be the fraction of records classified as high-risk in

the specific setup, that are classified as low-risk in the average setup. Given a threshold t,

¢

setup

we consider a record x to be high-risk if R (x, D) > t, and low-risk otherwise, for setup €
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Algorithm 3 Specific MIA evaluation setup

We present the pipeline for the specific evaluation setup for membership inference attacks. We
denote with fys the trained meta-classifier (MIA). Dy is the data available to the adversary
which has not been used to train fa. Digrget C Devar the target dataset, i.e. the dataset that
will be used to train the model that will be released, Zi4rger € Diarger the target record, and
reference record g € Deyar \ Diarget-

1: Instantiate prediction set Yy,eq = 0.

2: Instantiate model initialization seed array lseeq, |lseea| = IV

3: fori:O---% do

4: Train evaluation model My with initialization seed lsceq[2 * 7] on Dy = Digrger
Sample reference record zg from Deya \ Diarget
Remove @4q,4¢¢ from Dyy and replace it with xp to construct dataset Doyr
Train model Moy with seed lgeeq[2 * i + 1]
Add label-prediction pairs (IN, fa«(Min)) and (OUT, fa(Mour)) t0 Yprea

end for

10: Calculate privacy risk using chosen metric based on prediction set Y, eq

{avg, sp}, dataset D, and metric ¢. Formally, we define the miss rate V.S C Dygrget as:

z € SR vaeUa <t/\Rf J],Dm,e >t
M<Sa Dta’/‘getaDevaZ) |{ | avg( l) - P< t 975) }|

’{.T € S|R?p($7Dtarget) > t}’

RMSE and Pearson correlation. We also use Root Mean Squared Error (RMSFE) and

Pearson correlation to compare the results in the specific and average evaluation setups.

RMSE quantifies the error made when using the average setup instead of specific while the
Pearson correlation allows us to compare our empirical results to what we would expect theo-

retically (see Theorem . Formally, we compute them V.S C Dygrger as:

1
RMSE(S, ¢) = \/ 5 > (Riuy — RE)?
z€S
xES (Ravg RY ) ) (pr - R(sz)p)

avg

\/ers Ravg 7avg> ’ ers <R?p - R?p>2

avg

Where R?, = ﬁ > wes R,y is the mean average risk and R?, = ﬁ > ses RS, is the mean

specific risk.

Note that all the measures used to compare setups are specific to the metric ¢ used to calculate
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the performance score of the MIA. In particular, AUC typically ranges from 0.5 to 1 while
TPR at low FPR ranges from 0 to 1. The metrics might furthermore be distributed differently.
Measures computed using ¢ =AUC can thus not be directly compared to measures computing
¢ =TPR. We also use different thresholds for which records are considered high-risk namely
t = 0.8 for AUC and t = 0.6 for TPR.

4.4 MIAs against generative models

With synthetic data becoming a popular privacy-preserving technology in practice [Garl§),
Dr 23, [Syn24], we first compare both evaluation setups when evaluating SOTA MIAs against

synthetic data generators.

Experimental setup. We use the SOTA MIA against synthetic data, the query-based attack,
introduced by Houssiau et al. [HICT22] (see Chapter for more details). We consider two
models: synthetic data generators Synthpop [Haz19] and BayNet [ZCPT17] (see Chapter [2.1.2]
for more details), and two datasets: Adult [RB96] and UK Census [Off11] (see Appendix
for more details). Deyq used to evaluate the MIA contains 15,222 records for Adult and 27,193
for UK census. We always consider Di,yger to contain 1000 records. We compute the privacy
risk on all records in Dygrger for Adult and, for computational efficiency (per record, each MIA
takes about 4 hours), on a random subset of 100 records for UK census. The auxiliary dataset
available to train the MIA contains 30, 000 records for Adult and 52, 390 records for UK census

and is strictly not overlapping with Dey,q;.

Discussion on the number of shadow models used. We run an experiment to deter-
mine the best number of evaluation models N for the Adult dataset and M, ger Synthpop
(Figure . For value N, we perform the full average and specific evaluation pipeline using
N evaluation models, and calculate and apply the function log to the AUC. We repeat this 10
times for the same N, each time sampling new evaluation datasets in the average setup, and

training new evaluation models in both setups. For each iteration, we calculate and apply the
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function log to the AUC value. We then calculate the standard deviation of the 10 AUC values
for N. We do this process for N € {100, 200, 300, - - - 2000} for 10 target records. Figure 4.2(a)
presents the standard deviations per N, aggregated over the 10 records. We select N = 1000,

as the standard deviation converges to approximately 0.01 at that point.

We do the same experiment for Adult and M,,4e; a binary classifier in Figure £.2(b)] In this
case, we use 5 records and repeat the evaluation pipelines 5 times. We run for less records
and times due to the computational cost of this experiment. For My, a binary classifier, we
select N = 500, as it provides a sufficiently low standard deviation (0.02), while still being

feasible to conduct our main experiments.
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Figure 4.2: Standard deviation of the AUC as a function of the number of evaluation
models used to calculate AUC Adult dataset.

Implementation details. Table in Appendix [C] shows the details for training and eval-
uating the MIA for each dataset and target model. For target models Synthpop and BayNet
(for both datasets), we use the query-based attack introduced by Houssiau et al. [HJCT22|, and
for ResNet and neural network (NN), we use LiRA introduced by Carlini et al. [CCNT22]. We

train a standard ResNet and a neural network with 1 layer with 100 nodes.
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Resources. All of our experiments, except those for CIFAR10, where conducted using only
CPUs in series. We provide the following table to specify the time taken to train an MIA and
run the specific and average evaluation pipeline on a single target record. Experiments were
run using either a machine with 96 CPUs and 500GB of RAM or a machine with 200 CPUs
and 910 GB of RAM.

Table 4.1: CPU time to run each of our experiments in Chapter 4 on a single record

Target model Mgy et dataset CPU time (hours)
Adult [RB96 1.2
Synthpop [Haz19] Census[[OleJJ 2.2
BayNet [ZCPF17] (ii:gs Zg
Binary-classifier Adult 1.0

To run the CIFAR10 experiments, we use the open-source FFCV [LIE™23] library to train each
evaluation model in approximately 20 seconds on one NVIDIA A100 GPU. The total time taken
to train an MIA and run both the specific and average evaluation pipelines is approximately
5.5 hours per record. We use a machine with two NVIDIA A100 GPUs and 490GB of RAM to

run our experiments in parallel for multiple records.

4.4.1 Adult and M,y Synthpop

We first present the results and metrics for one popular model, Synthpop, and dataset Adult.

Figure shows how the AUC obtained when evaluating the effectiveness of the SOTA
MIA in the average setup is, at best, a highly imperfect estimate of the effectiveness of an MIA
against the model actually released and the dataset used to train it (the specific setup). As
shown by the area shaded in grey (T=0.8), 94% of high-risk records would indeed be incorrectly

classified as low-risk by an auditor using the average setup.

Figure further shows that the AUC for a given target record, a value that empirically
ranges roughly from 0.5 to 1, would be off by more than 0.1 for 15% of the records in the target

dataset and could go up to 0.26. Across all records, using the average setup leads to an error
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(RSME) of 0.07.

We obtain similar results using another metric, ¢ =TPR, instead of AUC. 95% of high-risk
records would be incorrectly classified as low-risk (T=0.6) and using the average setup leads to

an error (RSME) of 0.11.
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High-risk records missed

03 04 05 06 07 08 09 1.0 0.00 0.05 0.10 0.15 0.20 0.25
AUC AUC AUC
R |Ravg - Rsp

(a) (b)

Figure 4.3: Presentation of the privacy risks per record. The privacy risk is computed
for each record in Dy4rger sampled from the Adult dataset, Mg, 4er Synthpop, and ¢ = AUC.
(a) per-record specific and average risks. The dashed grey lines mark the high-risk threshold
t = 0.8. The shaded grey area marks all the high-risk records missed in the average setup. (b)
histogram of per-record absolute differences between the specific and average risks.

4.4.2 Other generators and datasets

The results we have presented so far were for one popular model, Synthpop, and one dataset,
Adult. We now present the complete results for the two models, Synthpop and BayNet, and

two datasets, Adult and UK census.

Table shows that we obtain similarly high miss-rate across metrics, models, and datasets.
As a reminder, if the average setup was a good approximation of the risk we should observe
miss rates close to 0. Instead, we observe large values of miss rates, ranging from 0.67 to 0.94

for ¢ =AUC (T=0.8) and 0.62 to 0.93 for ¢ =TPR with, as expected, slightly lower values on
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Table 4.2: Miss rate across different datasets and synthetic data generators for AUC
and TPR.

Miss rate RMSFE
AUC TPR AUC TPR

Synthpop 0.94  0.92 0.07 0.11
BayNet  0.73  0.63 0.05 0.11
Synthpop 0.94 0.93 0.14 0.24
BayNet  0.67 0.75 0.04  0.06

Adult

Census

average for BayNet which is known to be less prone to memorization [MGCdM23) [AGR23].
Table |4.2 then shows that we obtain similarly high values of RMSE across metrics, models, and

datasets.

4.5 MIAs against machine learning classifiers

We have so far compared the specific and average evaluation setups when evaluating MIAs
against synthetic data generators. We now compare them using SOTA MIAs against ML

classifiers.

Experimental setup. We now consider a ResNet image classifier [HZRS16] trained on CI-
FARI10 [KHT09] and a fully connected neural network classifier trained at predicting the binary
salary attribute in Adult as the target models Myger. We use LiRA proposed by [CCNT22)

as the SOTA MIA attack.

For the image classifier, we consider a target dataset Djgrger Of size |Digrger] = 10,000 and
| Devar] = 30,000. We evaluate the effectiveness of the MIAs using AUC and TPR at FPR = 0.1

on 256 evaluation models (as done by Carlini et al. [CCNT22]).

For the neural network, we take Dygrger Of size |Digrger] = 2000 and |Deya| = 15,222, We
evaluate the effectiveness of the MIAs using AUC and TPR at FFPR = 0.3 on 500 evaluation
models. Note that we here use a FPR of 0.3 as this shows to be a particularly difficult task for

the MIA, and TPR rates at FPR 0.1 are very low, and therefore not informative.
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Results. Table shows that, compared to a miss rate close to 0 we would observe if the
average setup was a good approximation of the risk, we obtain similarly high miss-rate values
across metrics, models, and datasets. Interestingly, the miss rate for the ResNet image classifier
trained on CIFARI10, while still high compared to 0, are amongst the lowest we observe across
datasets and models. We hypothesize this to be largely due to CIFAR10 being a much larger
dataset (|Diarger|] = 10,000) than the other datasets considered (|Digrger|] = 1000). While a
complete analysis is outside the scope of this work, we believe that the “outlier-nature” of a
record might be, on average, more likely to be preserved in across datasets (in the average
setup) when the dataset is large. However, other factors such as the effective “dimensionality”
of a record are also likely to play a role. Finally, Table [4.3| shows that we obtain similarly high

values of RMSE across models, and datasets.

Table 4.3: Miss rate and RMSE across different datasets for My,.4.; ML classifier for
AUC and TPR.

Miss rate RMSE
AUC TPR AUC TPR

CIFAR10 0.40 0.67 0.07  0.12
Adult 1.0 0.58 0.05  0.07

Dataset

4.6 Theoretical results

We eliminate what we argue is an incorrect source of randomness to evaluate MIAs against ML
models: datasets sampling. Another source of randomness was however necessary to evaluate
MIAs (as otherwise the result would be a binary value). We thus propose to use weight

initialization as the source of randomness, leading to what we call the specific evaluation setup

for MIAs against ML models.

Using a theoretical result we prove below and empirical results across models, datasets, and
metrics we argue that weight initialization is a appropriate source of randomness and that R?

avg

is, in fact, an average of RY,.

To do so, we first introduce and then prove the following theorem:
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Theorem 4.1. Let X = [Xy,---,X,] where ¥V i | X; is a random variable of mean p; and
standard deviation o;, and let X = [p1,--- ,un]. Then we have that the expected Pearson

correlation between X and X is equal to the square oot of the ratio of their variances:

Ep(X, X)] = V(X, X)

where V(X, X) =

Proof. Let X = [Xy,---,X,], with V i | X; being a random variable of mean p; and standard
deviation oy, and let X = [p1, - - , ).

Then, since p(X, X) = %, by performing a member by member evaluation, we have:

>\ > X 1Zka) (i Zkﬂk)
V(X)'V(X)

which gives us :

With this theorem, we explain the relationship between two arrays X and X of random variables

with X, being the mean of variable X;.
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Additionally, we note that

i.e. the two arrays would have equal expected values.

To apply this theoretical results to our context, X would be the array of specific risk estimates,

while X would be the array of average risk estimates. If our hypothesis is correct, i.e. Rffvg

is the average of pr, risk estimates for records in Dy,yge¢ would have a relationship consistent
with Theorem [4.1] Subsequently, this would also empirically show that the randomness in the
specific setup associated with the sampling of the reference record only has a minor effect and

is a good choice of randomness.

Empirically, this would mean that p(S,¢), the empirical correlation value, and V(R?

avg’

R,),
the square root of variances value should be close to one another. Similarly, this means that

Rfvg and pr should be close to one another. To evaluate whether these relationships hold we

compute p(S, ) and V(R

¢ . . .
avg) Rsp) in every settings of our experiments.

Table shows how p(S,¢) and V(R?

avg,pr) are close to each others across datasets and

metrics and for both ML models and synthetic data generators. This empirical relationship
between R}, and RY, is consistent with the hypothesis that the average risk is the mean of

the specific risk and provides evidence that weight initialization is an appropriate source of

randomness.

Table 4.4: p(R? R‘fp) and V(R? pr) values. Values are presented across different

avg’ avg’

datasets, ML models and synthetic data generators for AUC and T PR.

Adult Census CIFARI10
Synthpop BayNet ML classifier ~ Synthpop BayNet ML classifier
AUC TPR AUC TPR AUC TPR AUC TPR AUC TPR AUC TPR

p 065 068 08 076 0.68 063 080 072 08 078 088 0.82
Yy 063 060 08 073 07 078 075 068 088 072 081 0.78
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4.7 MIA by a strong adversary

We have so far compared evaluation setups using SOTA attacks from the literature. These
assume the adversary to have access to an auxiliary dataset drawn from the same distribution

but strictly non overlapping with D;gpget.

We now instantiate an MIA attack by a very strong adversary with knowledge of all the eval-
uation datasets including the training dataset Djqpge, similar to the standard DP adversary.
In the average case, this means an adversary with access to the exact evaluation models —thus
datasets sampled from D,,,— used for MIA evaluation. In the specific case, this means an

adversary with access to the full target dataset Dygrger.

We instantiate the stronger attack in our standard setup (Synthpop with the Adult dataset)
and run the attack on 500 different target records randomly sampled from D,,ge;. We compare
the performance of the strong adversary to the adversary with only access to auxiliary data

used previously (Section [4.4.1)), which we refer to as the classic attack.

Figure [£.4] shows the strong adversary to be able to achieve a substantially higher AUC 0.792 +
0.092 (mean and standard deviation) than the classic adversary with access to an auxiliary
dataset (0.60140.092) in the specific setup. This is, however, not the case in the average setup
where the strong adversary only achieves an AUC of 0.636+0.054 compared to the 0.600+0.060

achieved by the classic adversary.

These results further emphasize the need to use a specific setup when evaluating MIAs against
machine learning models, especially as new stronger attacks, leveraging knowledge of the train-
ing dataset, are likely to be developed in the future. Indeed, while we here focus on a very strong
adversary, akin to the standard DP adversary, new attacks could leverage partial knowledge
of the target dataset e.g. information leaked by the released synthetic dataset or knowledge

about a specific part of the dataset where the target record would lie.
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Figure 4.4: AUC results for the classic and stronger attack for 500 points randomly
sampled from Dy, ., for both the average and the specific setup.

4.8 Conclusion and limitations

Conclusion. In this chapter, we show that the current source of randomness used to evaluate
MIAs against machine learning models is incorrectly averaging the risk across datasets. We
instead propose to use a specific setup with weight initialization as the only source of random-
ness. Using existing state-of-the-art MIAs, we compare the results obtained in the average
setup with those obtained in the specific setup and show them to lead to a high number of
records to be misclassified as low risk. We show this to be true across more than 10 combi-
nations of datasets, MIA metrics, and ML models including generative and predictive models.
We then derive theoretical results which, combined with empirical evidence, strongly suggest
that the risk calculated in the current setup is an average of the risks specific to each dataset
sampled for testing. We argue these results validate our use of weight initialization as the (only)
source of randomness necessary to evaluate MIAs against ML models. We finally instantiate
an MIA by a very strong adversary and show the risk posed by this attack to be captured by
the specific setup while leading to the same result as the (much weaker) adversary with access

to an auxiliary dataset in the average setup.

Taken together, our results strongly emphasize the need to evaluate the effectiveness of MIA
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attacks against machine learning model in a specific setup. In particular, we show weight
initialisation to be a good source of randomness. In the next chapters, we will now aim to remove

the auxiliary data assumption from the shadow modeling technique in different scenarios.

Broader impact. Our work done in this chapter adds to the existing literature on privacy
risk evaluation [AZT24] [SOT22) ICJZ722] and, in particular, enables more accurate record-
level risk estimation when releasing machine learning models. We hope this work to help
entities dealing with highly sensitive data, such as those in healthcare [LTST20] or the financial
sector [Syn24], to better understand the potential data leakage when releasing machine learning
models and ensure a high standard of privacy. We believe this work to be particularly impactful
for statistical “outliers”, i.e. individuals whose data are significantly different from others, and
to help ensure that their privacy is preserved to an equal standard as that of people whose
data is closer to the average. Finally, we note that our results might lead to the development
of stronger attacks which could be used by malicious adversaries. However, we believe that
the knowledge our work provided to data controllers and for further research outweighs the

potential risk.

Limitations. The first limitation of our work is the fact that we perform and evaluate two at-
tacks: the query-based attack [HJC™22] for synthetic data generators, and LiRA |[CCN™22] for
ML models. Though these two attacks are the current state-of-the-art for their respective mod-
els, there might exist attacks that are less sensitive to outliers and therefore to the evaluation
setup. Second, we used weight initialization as our only source of randomness for the synthetic
data generators. However, for training machine learning models other sources of randomness
can be considered, such as batch ordering. Following the approach developed in [CJAMT23],
we can explore the impact of these other sources of randomness. Third, we provide intuition
about the properties of datasets where using the average instead of the specific evaluation setup
might lead to incorrect conclusions. More specifically, we hypothesise that small datasets are
particularly vulnerable, but due to the computational cost of training and evaluating MIAs, we

were unable to conduct a full study on this topic (per record, each MIA takes several hours to



4.8. Conclusion and limitations 57

be conducted, this had to be multiplied by the number of different size considered). Finally, we
show how the effectiveness of attacks relying on stronger assumptions, namely some knowledge
of the target dataset, might be currently under-evaluated. The attack we instantiate however
relies on a much stronger adversary which, while considered by Differential Privacy, might not
be realistic in general. It is left for future work to evaluate whether and when stronger but

generally realistic attacks might exist.
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5.1 Introduction

Data is crucial in statistical modeling, machine learning systems, and decision-making pro-
cesses, driving research and innovation. However, data often pertains directly or indirectly
to individuals and may contain sensitive information, such as medical records and financial

transactions, raising privacy concerns.

Synthetic tabular data is a promising solution to share data while limiting the risk of re-
identification [BDR19]. A synthetic data generator is a statistical model trained on the original,
private dataset and used to generate synthetic records. The generated synthetic records would
then not be linkable to any specific individual while retaining most of the statistical utility of
the original dataset. Extensive research has been dedicated to exploring a wide range of tech-
niques for generating synthetic data [ZCPT17, Haz19, XSCIVI19bl [TYVDST9, [Ala22]. Since,
if truly anonymous, synthetic data would fall outside the scope of data protection legislation
such as the European Union’s General Data Protection Regulation (EU GDPR) [Eurl6] or
California Consumer Privacy Act [BUKI9], various sectors including finance [Fin22|, health-
care [TWRM20], and research [EYL™20] have expressed significant interest in its adoption in

practice.

However, synthetic data alone does not necessarily preserve privacy. First, it is long known that
aggregation alone does not effectively safeguard privacy [DNO3, [PTDCI7]. Second, achieving
formal privacy guarantees for synthetic data generation models poses implementation challenges

and currently comes at a cost in utility [SOT22l [AGR23].

Membership inference attacks (MIAs) have thus been used to evaluate the privacy preserva-
tion capabilities of synthetic data in practice. An MIA aims to infer if a specific target record
is part of the generative model’s training set. Recent work has shown that synthetic data is
vulnerable to MIAs, with state-of-the-art attacks relying on the shadow modeling approach
[SSSS17, [SOT22l [HICT22]. This approach involves training a membership classifier to distin-
guish between synthetic datasets generated from so-called shadow datasets with or without a

particular target record. Importantly, these attacks require the adversary to have access to an
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auxiliary dataset that follows the same distribution as the original, private dataset, from which

the adversary will sample their shadow datasets.

We here argue that this is often a strong assumption in practice [SZHT18]. While general
datasets of images are widely available, medical datasets or datasets of financial transactions —
some of the main use cases for synthetic tabular data — are not only not widely available but
also very specific e.g. to certain geographies, type of diseases, etc. The practical feasibility of an
attack is also an important criterion from a legal perspective when assessing what constitutes
anonymous data. Recital 26 of the EU GDPR [Eurl6] indeed states that “account should be
taken of all the means reasonably likely to be used, such as singling out, either by the controller

or by another person to identify the natural person directly or indirectly.”

Contribution. In the work presented in this chapter, we show how synthetic data can effec-
tively replace the auxiliary dataset when running MIAs, removing the strong assumption made
by attacks so far and making our attack —in our opinion— more reasonably likely from a legal

perspective.

First, we consider an adversary with black-box access to the synthetic data generator, which
is used to generate shadow datasets for running the MIA. We evaluate the shadow modeling
attacks of Houssiau et al. [HJCT22] and Meeus et al. [MGCdM23| on two real-world datasets,
two synthetic data generators and across ten target records identified by the vulnerable record
identification method of Meeus et al. [MGCAM23|]. Our results show that MIAs based on
synthetic data alone leak the membership of their most vulnerable records 65.5% of the time
on average across datasets and generators. This is 15.5 percentage points (p.p.) better than the
random guess baseline. We then compare the MIA performance to the traditional setting that
assumes access to an auxiliary dataset from the same distribution. We find that our adversary

only loses 11.6 p.p. when compared to this much stronger assumption.

Second, we consider an even weaker adversary that exclusively uses the released synthetic
data to perform shadow modeling-based MIAs. This adversary obtains an average accuracy of
62.8%. This result is especially meaningful as having access to the released synthetic dataset

is an assumption almost always met in practice. Even here, we show the attack to still work
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12.8 p.p. better than the random guess baseline.

Third, we identify a potential double counting issue which might lower the accuracy of an
attack when using synthetic data to replace the auxiliary dataset. We formalize the problem
and propose an empirical setup, where we artificially solve the double counting issue, to compute
an upper-bound on the accuracy of an attack using only synthetic data. We show the upper-
bound to reach 85.8%, 8.7 p.p. higher than the auxiliary data scenario, emphasizing how
synthetic only attacks might in the future outperform what is today considered the risk posed

by a strong adversary.

MIAs are the main tool to evaluate the privacy-preserving capabilities of synthetic data. How-
ever, the strong auxiliary data assumption they currently rely on might lead some to question
the practical risk posed by these attacks [SZHT18, [DCM™22] and whether they are 'reasonably
likely’. We here show how this assumption can be relaxed, as adversaries having solely access
to the synthetic data generator (For example, in federated learning, the attacker could provide
part of the training set to train the resulting model, ultimately ending up with a fully trained
black-box generator) or even released synthetic data are still able to develop meaningful at-
tacks. We finally find that future attacks based on synthetic data might outperform traditional

attacks if the double counting issue can be resolved.

We make our source code allowing to reproduce the results of our experiments available at:

https://github.com/computationalprivacy/MIA-syntheticl

5.2 Attack scenarios

We exclusively consider state-of-the-art MIAs, which are based on the shadow modeling tech-
nique, we refer to Chapter for further details. We assume that the adversary has access
to the synthetic dataset D* ~ ¢r(G(D)) (as presented in Chapter [2.1.1)), where ¢ is referred
to as the target generator. We will refer to the size of the synthetic dataset as ngyntnetic. The
adversary aims to infer whether a particular record, referred to as the target record xp, was

part of the original dataset, i.e., whether x7 € D or xy ¢ D. In line with the literature, we
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consider the standard setting under which the adversary knows the fitting procedure G used to

train the statistical model on the original data.

To model the uncertainty of the adversary about the dataset, we consider four attack scenarios.
First, (S0) Auxiliary is the traditional setup where the adversary has access to an auxiliary
dataset sampled from the same distribution as the private dataset. We then propose two new
scenarios assuming a weaker adversary: (S1) Black-box, where the adversary has access to
the target generator ¢ and can query the generator an arbitrary number of times to sample
synthetic records and (S2) Published, where the adversary has only access to a released
synthetic dataset D® of the same size as the private dataset. Lastly, as a fourth scenario, we
construct an artificial setup (S3) Upper bound to evaluate the upper bound of MIAs against

synthetic data while only using synthetic records.

5.2.1 (S0) Auxiliary

As a baseline, we consider the traditional attack scenario [HJCT22, [SOT22] where the adversary
has access to an auxiliary dataset D,,, sampled from the same distribution D as the private
dataset D, i.e. Dgyyp ~ D. Dgy, is then used to construct the ngu.q00 shadow datasets by
uniformly sampling records from D,,, without replacement. The meta-classifier is then trained

to predict membership with as input features extracted from the synthetic shadow datasets.

Next, the meta-classifier is evaluated on n;. synthetic datasets, synthesized from test data
that is disjoint from the data used for training. The binary membership prediction is then
aggregated across all ns.s synthetic datasets to a final accuracy used as the MIA performance

metric.

5.2.2 (S1) Black box

Next, we remove the auxiliary dataset assumption. We consider an adversary who is able to

query the target generator ® for synthetic records, i.e. has black-box access to the generator.
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This scenario could, for instance, arise when the end user of the synthetic data would require
access to more synthetic records than there were present in the original dataset, e.g. to train
ML models. The adversary will here use the black box access to generate m synthetic records

to directly construct the shadow datasets.

Note that, unlike the baseline setting (S0) Auxiliary, the shadow datasets and (consequently) the
meta-classifier are now specific to the target generator on which it is evaluated. In other words,
this setup requires the adversary to train Ngpadow X Niest generators and ny.s meta-classifiers
while in the standard setting (S0), an adversary needs to train Ngpadow + Miest generators and

only one meta-classifier.

Again, an adversary will query the trained meta-classifier for one binary prediction for mem-

bership per test dataset, which we aggregate to a final accuracy across all n;., generators.

For computational reasons (to allow us to not retrain each target generator in the adversary
pipeline), we sample m > |D| synthetic records for every target generator ®7, which we use to

sample the shadow datasets in our experiments.

5.2.3 (S2) Published

In this scenario, we further remove the access to the target generator ®; assumption. The only
knowledge about the original data available to the adversary is the released synthetic dataset
D?. We here assume that the size of the released synthetic dataset is the same as the original,

private set, formally ngyniheric = |D°| = |D].

In this scenario, the adversary trains another generator ®g, using the synthetic dataset as
training points, i.e., &5 = G(D?®). With this new generator ®g, the adversary generates m new

synthetic records to be used to construct the shadow datasets.

We evaluate the MIA performance for this scenario in the same way as in scenario (S1) Black

box above.
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5.2.4 (S3) Upper bound

When an MIA against synthetic data for a particular target record is successful, the meta-
classifier is able to distinguish whether the target record was part of the original dataset or not.
In other words, the meta-classifier is able to detect the effect of the presence of the target record
in the original dataset on the generated synthetic data. As shown by Meeus et al. [MGCdM23],

this effect is more significant for records more distant to their closest neighbours.

In scenarios (S1) and (S2), the adversary uses this synthetic data to construct the shadow
datasets. When the target record xp was part of the target generator’s training dataset, we hy-
pothesize that using these synthetic records to construct the shadow datasets could deteriorate
the performance of the meta-classifier in two ways. First, as we use synthetic data that is likely
impacted by the presence of zp already to construct the shadow datasets, the two “worlds”
(presence or absence of x7) in the shadow datasets are likely to be less distinguishable overall
by the meta-classifier. Second, this could create a discrepancy in the training (on the shadow
datasets) and inference task (on the target generator) of the meta-classifier. We call both effects

the double counting issue and hypothesize that this could impact the attack performance.

We formalize this issue by first defining the concept of adjoining synthetic datasets to then

define the trace of x.

Definition 5.1. Let D = (z41,--- ,x,) be a dataset, then an adjoining dataset with respect
to xp will be such that 3 k | DT = (z1,-+ , Ty, Tp, Ty, - -+, Tp) and Tpq # . We call ad-
joining synthetic datasets the resulting synthetic datasets generated by the same generator
model G trained on the respective datasets. Namely, DT ~ & = G(DT) and D* ~ ® = G(D)

are called two adjoining synthetic datasets.

Definition 5.2. Let D® and DT be two adjoining synthetic datasets with respect to xr. Then,
the trace of x7 is defined as the impact of excluding (respectively including) the target record in
the training dataset D (D U{xr} = DT ) of a synthetic data generator ® = G(D)(® = G(DT))
on the generated synthetic data D* ~ ® (DT ~ @), written |.|s. Formally, trace(zr) =
|D* — D51y,
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At inference time, the meta-classifier is expected to recognize the trace of zr i.e. |D* — D*7|q.
When synthetic data is used to construct the shadow datasets and the target record has not
been part of the training data for the target generator, the meta-classifier has been trained
to recognize this same trace and hence, the adversary does not encounter the double counting

issue.

However, when the target generator has seen the target record during training, the adversary
uses the synthetic dataset D*7 to construct shadow datasets, each of which will contain a7
with 50% probability as well. In other words, the synthetic shadow datasets will now be either
D5 ~ & = G(D" U {Zrandom}) or Dy ~ & = G(D>T U {zr}) with 50% probability. The

. . . . . T .
meta-classifier is hence trained to recognize the trace of trace of x7 i.e. |D§ — D5y |, while at

inference time it is still expected to recognize the trace of zr, i.e. |D* — D514,

To avoid the double counting issue, we here design a hypothetical attack as a slight modification
from scenario (S1). We now artificially ensure that the target zr is never seen during the
training of the generator, to then use the same setup as in (S1). Specifically, when the target
is not seen during training, nothing changes, and the adversary has black box access to .
In contrast, for a target generator that has seen the target record during training (the target
generator will generate D*T with DT as training dataset), we ensure the adversary to have
access to an adjoining synthetic dataset D?, by training the same generator ® on an adjoining

dataset D of DT.

This scenario serves as an upper bound for an MIA with access only to synthetic data, since
now we artificially avoid the double counting issue. We further evaluate this scenario in the

same way as in scenario (S1).

5.3 Experimental setup

In this section, we describe the experimental setup for the attacks: the synthetic data generation

models, datasets, the meta-classifier methods used and the exact attack parameters.
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We here used two generators in our experiments, Synthpop and BayNet. Generator details can

be found in Chapter [2.1.2]

We performed our experiment over two different datasets, Adult and UK Census. A precise

description of those datasets can be found in Appendix [B.1]

5.3.1 Meta-classifier methods

We consider two previously proposed methods to extract features from the synthetic shadow

datasets and to train the meta-classifier.

Query based. Introduced by Houssiau et al. |[HJCT22|, all details are provided in Chap-
ter [3.4.1l 'We here used 100,000 randomly sampled count queries of the 2F" possibilities and

used a random forest classifier with 100 trees and maximum depth of 10 to predict membership.

Target Attention. Introduced in Chapter 3.4.2) this method takes as input (part of) the
synthetic dataset and is the first trainable feature extractor for MIAs against synthetic data.

We use the exact implementation and parameters as laid out in chapter [3.4.2]

5.3.2 Parameters of the attack

Table of Appendix [C] shows the parameters used throughout our experiments. Here, D,
represents the auxiliary dataset and D;.s the dataset that is used to sample the test datasets.
Both are random and disjoint subsets of the entire dataset. Further, m represents the number
of synthetic records queried from the trained generator, ngpqaq0,, the number of shadow datasets

used for training the meta-classifier, and finally n.s the number of datasets used for testing.

Throughout our experiments, the size of the released synthetic dataset is equal to the size of
the private dataset D, i.e., ngyninetic = |D| = 1000, and similarily for the shadow datasets,

i.e. |Dshadow| = |DS

S hadow| = 1000. In scenarios (S1) and (S3) where m > ngyninetic, We train

the meta-classifier using shadow datasets randomly sampled from the m synthetic records. At
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inference time, we use a random subset of ngypineric = 1000 synthetic records to query the

trained meta-classifier.

When constructing both the 1,440, Shadow datasets for training and ny.,; datasets for testing,
we ensure that the target record xr is present with 50% probability. This ensures that the
evaluation of the attack on the ng. datasets is balanced, with a random guess baseline of 50%

accuracy for binary prediction of membership.

Lastly, for each dataset, we run the attack on 10 target records selected using the vulnerable
record identification method proposed by Meeus et al. [MGCdM23|. For each record in the
original dataset, the method computes its vulnerability score as the mean cosine distance,
generalized across attribute types, to its five closest neighbours. The records that are the
most distant from their closest neighbours, i.e. have the largest mean distance, are selected as

vulnerable records.

5.4 Results

We here evaluate how the performance of the MIA varies across our attack scenarios over two

synthetic data generators and two datasets.

5.4.1 Query based attack

We first use the state-of-the-art, query based attack method as introduced by Houssiau et

al. [HICT22] to compare the MIA performance across different scenarios.

We start by evaluating our weak adversaries (S1) Black box and (S2) Published, where the
adversary has only access to the target generator ®1 or the released synthetic dataset respec-

tively.

Figure and Table show that, across datasets and generators, an adversary in the (S1)

Black box scenario achieves an average accuracy of 65.5%. This is 15.5% better than the
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random guess baseline of 50%. This shows that the traditional, strong assumption of having

access to an auxiliary dataset can be removed while still successfully inferring membership.

Next, we aim to make the attack as realistic as possible. To achieve that goal, we weaken
the assumptions for the adversary to only have access to the published synthetic dataset ((S2)
Published). Remarkably, we find that the MIA performance remains fairly constant when
compared to the (S1) Black box scenario. Figure shows that across datasets and generators,
we achieve an average accuracy of 62.8%, which is only 2.7 p.p. lower than the (S1) Black box
scenario. These results show that MIAs against synthetic data can still be successful, i.e.
12.8 p.p. better than the random baseline, when the released dataset is the only information
available to the adversary. Given that releasing synthetic data instead of the original dataset
is often the ultimate goal of generating synthetic data, we argue that scenario (S2) Published

represents a minimal assumption that is almost always met in practice. Our results show that

even in this realistic case, records detected by the vulnerable record identification method of

Chapter are at risk.

Table 5.1: MIA accuracy results (mean and standard deviation for 10 target records).
This results are presented across datasets and generators, for the query based attack.

Scenario UK census Adult Average
Synthpop BayNet Synthpop BayNet
S0: Auxiliary 786+35% | 784+34% | 743+62% | 77.0+86 % | 77.1+54 %
S1: Black-Box 66.3+3.0% | 646+53% |[64.1+6.6% | 67.2+44% | 65.6+48 %
S2: Published 61.9+33% | 61.84+33% |63.1+49 % |644+51% |628+42%
S3: Upper Bound | 91.1 £4.0 % | 89.3+5.0 % | 80.3+5.1 % | 825+ 1.1 % | 85.8 £3.8 %

We then compare the performance of our weak adversary (S1) Black-box to the traditional
strong adversary (S0), where we assume access to an auxiliary dataset D, of real records from
the same distribution as the target dataset D. Figure|5.1|shows that our (S1) adversary achieves
an accuracy 11.6 p.p. lower compared to the baseline scenario (S0), on average across datasets
and generators. This is expected for two possible reasons. First, the synthetic data might not
be perfectly representative of the original distribution D. Thus, the training distribution of
the meta-classifier from scenario (S1), consisting of features extracted from shadow generators
trained on not perfectly representative data, might be quite different from the one on which it

is evaluated,leading to worse performance. Scenario (SO) does not suffer from this issue, since
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the meta-classifier is trained on features extracted from shadow generators trained on subsets
of Dgyz, which was itself sampled from the underlying distribution D. Second, there is the

potential double counting issue, which we investigate next.

Figure shows that (S3) Upper Bound achieves an MIA performance of 20.3 p.p. more than
(S1) Black Box. These results suggest that the double issue issue might be significantly affecting
the performance of the weaker adversaries and that fixing this issue could, in the future, bridge

the gap between our weak adversaries and the (S3) Upper bound scenario.

Lastly, we find that on average, as reported in Table [5.1] across datasets and generators, this
adversary achieves an accuracy of 85.8%, which is 8.7 p.p. higher than in the (S0) Auxiliary sce-
nario. This suggests that synthetic data is representative enough to construct shadow datasets
for a successful MIA, and potentially more representative than an auxiliary dataset allowing to

outperform scenario (S0).

Accuracy (%)
Accuracy (%)

Random guess baseline 20 f Random guess baseline
Synthpop © Synthpop
mm BayNet B BayNet

o
S2 S1 S3 S2 S1 S0 3 S2 S1 0 S3 S2 S1 0 3
Published Black box Auxiliary Upper boundPublished Black box Auxiliary Upper bound Published Black box Auxiliary Upper boundPublished Black box Auxiliary Upper bound

(a) UK Census (b) Adult

Figure 5.1: Comparison of MIA accuracy for the query based attack method across 4
different scenarios. It present results accross S0, S1, S2 and S3, for both generators Synthpop
and BayNet. Figure (a) shows results for UK Census, while figure (b) displays results for Adult.

5.4.2 Target attention attack

In this section, we evaluate if our results and conclusion are consistent across attack methods.
To do this, we run the target attention attack method as proposed in Chapter [3.4.2| using the
same generator and datasets, with the same attack scenarios (S0-3). Figure and Table

summarize the results.

First, we find that the adversary from scenario (S1) is still successful using the target attention
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Figure 5.2: Comparison of MIA accuracy for the target attention attack method
across 4 different scenarios. We consider all scenarios S0, S1, S2 and S3, for both generators
Synthpop and BayNet. Figure (a) shows results for UK Census, while figure (b) displays results
for Adult.

attack. Across datasets and generators, the average accuracy of the MIA lies at 63.3 %, which
is 13.3 p.p. better than the random baseline. This confirms that after removing access to the
auxiliary dataset, records remain vulnerable against MIAs, even when using a distinct attack

method.

Second, in scenario (S2), the MIA using the target attention method achieves 60.2%, a drop of
3.1 p.p. compared to scenario (S1). These results show that the most realistic scenario, even
across attack methods, can be considered as a realistic threat with a performance significantly

above the random guess baseline.

Next, we find that the difference between the baseline scenario (S0) Auxiliary and scenario
(S1) is on par with the results for the query-based attack. Across datasets and generators, the

average accuracy drops by 8.5 p.p. while still achieving an average score of 63.3%.

Finally, in scenario (S3), we confirm our findings that the double counting issue is the main
reason affecting the performance of the weaker adversaries, also when using the target attention
method. The MIAs achieve an average of 81.2% accuracy, which is 9.4 p.p. higher than (S0)
and 17.9 p.p. higher than (S1).

The fact that our findings are consistent across two very distinct attack methods suggests that
even when new attack methods are developed, MIAs against synthetic data using only synthetic

data will be successful.
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Table 5.2: MIA accuracy results (mean and standard deviation for 10 target records).
This results are presented across datasets and generators, for the target attention attack.

Scenario UK census Adult Average
Synthpop BayNet Synthpop BayNet
S0: Auxiliary 75.4+54% | 68779 % | 7324147 % | 69.7+£103 % | T1.8+£7.1 %
S1: Black-Box 61.5+33% |621+63% |641+43% | 65.5+£6.2% | 63.3+£5.0%
S2: Published 589 +3.0% | 56.4+43% | 61.5+33% | 63.8+5.6% | 60.2+41%
S3: Upper Bound | 88.9+4.4 % | 76.8+5.2 % | 82.0+4.9 % | 77.24+13.0 % | 81.2+6.9 %

5.4.3 Robustness analysis for number of synthetic records m

In scenario (S1) Black Box, we assume the adversary to have black box access to the target
generator, i.e. the adversary can query the generator for synthetic records an arbitrary number

of times. In our experiments we set the number of synthetic records m to 20, 000.

We now evaluate the effect of the value of m on the attack performance. Across the two
datasets, for the BayNet generator, Figure [5.3| shows how the MIA performance for scenario

(S1) varies for increasing m.

Across datasets, the MIA accuracy remains fairly robust for varying number of synthetic records
made available to the adversary. For m varying from 5, 000 to 100, 000, the mean MIA accuracy
does not change significantly. First, this shows that m = 20,000, as used in our experimental
setup, is a good approximation for black box access to the generator. Further, along with the
MIA results for scenario (S2) Published, this confirms that releasing a number of synthetic
records m larger or equal to the number of original records, allows the adversary to build

meaningful MIAs.

5.5 Future work

5.5.1 Impact of releasing less synthetic records

Intuitively, for a training dataset of fixed size, the more synthetic records we generate, the more

information the synthetic dataset might start leaking.
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Figure 5.3: Mean and standard deviation of MIA accuracy in scenarios S1. This
scenario give a black-box access for varying number m, the number of synthetic records available
to the adversary. Results for BayNet and the query-based attack using (a) UK Census (b) Adult.
In scenarios (SO) and (S2), the adversary only has access to a limited number of synthetic
records m = |D|. As synthetic data is often used to replace the original dataset, we argue that

it is reasonable in practice to generate the same amount of synthetic records as the number of

training records.

However, we hypothesize that releasing fewer synthetic records for a fixed size of the training
dataset, namely m < |D|, could reduce the accuracy of our attack. Releasing less synthetic
records typically comes at a cost in utility. We leave the evaluation of this potential trade-off

between m and the accuracy of our attack on the released synthetic data for future work.

5.5.2 Differentially private synthetic generation methods

As main contribution in this work, we show that it is possible to attack a synthetic data

generator based only on the generated synthetic data.

We leave for future work to confirm whether these effects translate to synthetic data generators
with formal privacy guarantees, such as differentially private generators proposed in the liter-
ature [ZCPT17, JYVDSI19]. Previous work has shown that Differential Privacy (DP) comes at
a cost in utility [SOT22, [AGR23] and that the MIA accuracy drops for decreasing value of the
privacy budget ¢ [MGCdM23]. We expect that, while exhibiting similar trends, our findings

would translate to DP generators.
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5.5.3 Bridging the gap with the upper bound

Our results show that scenario (S3) achieves a significant MIA accuracy, namely higher than
scenarios (S1) and (S2), and even higher than scenario (S0). We leave for future work to address
the double counting issue we identified in practice, to bridge the gap between scenarios (S1,

S2) and the upper bound scenario (S3).

Potentially, an adversary could remove the synthetic records close to the target record, prior to
using the synthetic data to construct the shadow models. This could reduce the impact of the
double counting issue, but might also introduce bias into the shadow datasets. Additionally,
note that in scenario (S1) we currently train the meta classifier using shadow datasets randomly
sampled from m = 20000 synthetic records, to then infer a prediction on a random subset of
Nsynthetic = 1000 synthetic records. An adversary could for instance infer the prediction on
multiple subsets of the m synthetic records to potentially make a more optimal, ensemble

prediction.

5.6 Conclusion

Sharing data plays a pivotal role in research and innovation. Increasingly, synthetic data has
been proposed to share privacy-preserving tabular data, by synthesizing records that are not

directly linkable to real records, while retaining data utility.

Membership Inference Attacks (MIAs) are the standard to audit the privacy preservation of
synthetic data, and recent work has shown that these attacks can successfully infer the member-
ship of certain records in the private dataset. State-of-the-art MIAs rely on shadow modeling,

which traditionally assumes an adversary to have access to an auxiliary dataset.

First, this auxiliary data assumption is hard to meet in practice. Second, GDPR Recital
26 [Eurl6] states that, to legally meet anonymization standards, all means reasonably likely for

an adversary to possess should be considered.
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We here proposed a more realistic attack by removing the auxiliary data assumption. Across
two real world datasets and two synthetic data generators, we find that MIAs are still successful

when only using synthetic data.

Specifically, we find that on average, an adversary with black box access to the generator
achieves 65.5% accuracy, while an adversary with only access to the released synthetic dataset
attains an accuracy of 62.8%. The latter result is particularly significant as it demonstrates
that an adversary can extract sensitive information from released synthetic data without any

additional information.

Moreover, we identify a double counting issue and establish an upper bound for MIA accuracy
against synthetic data when only synthetic data is available. Using current state-of-the-art
attacks, this upper bound stands at 85.8%, which is, remarkably, higher than traditional attacks
using auxiliary data. This finding highlights the potential for future researchers to bridge the

existing gap of MIA performance between realistic scenarios and the upper bound.

Our results provide compelling evidence that MIAs against synthetic data pose a realistic threat
in practice. We hope this helps researchers and practitioners to better evaluate risks associated
with releasing synthetic data, while encouraging the development of methods to address these

concerns.

In the next chapter, we will show that, while removing some information from the data released
(the release of individual records, even if only synthetic, but keeping the global statistics avail-
able), it is still possible to remove the auxiliary data assumption from the shadow modeling

technique.



Chapter 6

A Zero Auxiliary Knowledge
Membership Inference Attack on

Aggregate Location Data.

The work presented in this chapter has been published as: Guan, V.*, Guépin, F.*, Cretu,
A. M., & de Montjoye, Y. A. (2024). A Zero Auziliary Knowledge Membership Inference
Attack on Aggregate Location Data. Proceedings on Privacy Enhancing Technologies. https:

// doi. org/ 10. 56553/ popets-2024-0108

Statement of contributions: Vince and I are joint first author on this paper. We collaborated
in the design of the methods, experiments, writing of the code and the paper. We equally
contributed to the writing of the code, running experiments on the CDR dataset, and production

of the figures. I led experiments on the Milano dataset while Vince led writing the paper.

6.1 Introduction

Studies of movement and density patterns are at the core of many important domains, such as

epidemiology [HY21] (GMC™20], humanitarian response [YJR™22|, and finance [HBRI13]. The
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collection of human mobility and location data to that end raises question to people, as they
see their personal mobility information being released [VZ16, [Zhol7, [Hop21], in particular since

this data carry information regarding a person’s social, economic, and political life [GABK19].

These concerns are grounded on the high vulnerability of individual-level location data to re-
identification attacks, due to their sparsity, unicity and temporal regularity [ZB11) [dMHVB13],
TdM22]. Trying to prevent those attacks, data practitioners commonly release location data
by using an aggregation technique beforehand [ABCT20, PBBL11) XSZ"15]. For example, the
Public Health Agency of Canada studied citizens’ movement during the COVID-19 pandemic,
using aggregate location data from millions of mobile devices, provided by TELUS [Off23),
Oli21]. British researchers conducted similar COVID-19 mobility analysis [JWAT20, [TC23],
using aggregate location data obtained from O2 and Facebook. Once aggregated, the level
of individual protection is deemed sufficient [Off23], and it is then sold to interested par-
ties [Sav21l, BK23]. As an example, one of those parties was the U.S. government, which
used commercial aggregate location data for law enforcement purposes and military intelli-
gence [Sav21]. But that’s only one sector, aggregate location data can also be used in urban
design, to optimize public transit networks [ML21} [Kak22, [0219], or in finance to understand

consumer behavior [Saf24] [Pre24].

Motivation. As outlined in the E.U. Article 29 Working Party’s guidance on anonymiza-
tion techniques, aggregation reduces the risk of re-identification but does not eliminate all
privacy risks [Coml4]. In particular, aggregates may still be vulnerable to membership infer-
ence attacks (MIAs), whose goal is to infer if an individual’s data was included in the data
release, e.g. aggregate data. MIAs have become the de facto standard in privacy auditing
due to their practical threat model and theoretical properties. From a practical perspective, a
successful MIA is a direct privacy violation whenever participation in the data release is sen-
sitive [LQST13]. Furthermore, MIAs can be used as building blocks for other attacks, by first
inferring a user’s participation and then inferring their sensitive attributes. From a theoretical
perspective, the success rate of an MIA is upper bounded following the application of differen-
tial privacy (DP) [DMNS06, YGFJIS, HOT*23|. Hence, MIAs can be used as an auditing tool

for DP implementations [JUO20, INST*21]. Today, MIAs are widely used to assess the privacy
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risk of a broad range of data releases, including aggregate genetic data [HSRT08, [SOJHO09),
aggregate survey data [BB20], aggregate location data [PTDCIT, (OJGAMI19], machine learn-
ing models [SSSS17, [JE19, NST*21] and synthetic data releases [SOT22, HJC™22, MGCdM23,
GMCdM23).

MIAs pose an especially strong privacy threat on aggregate location data, since location data
is often processed alongside sensitive attributes, such as socioeconomic status [TC23] and vac-
cination status [Hop21]. In a notable example, a high-ranking priest resigned after being outed
as homosexual by a radical group that matched his smartphone data with location data from
Grindr, a popular dating app among the LGBTQ+ community [BK23|. It is therefore impor-
tant to understand the practical risk that MIAs pose on aggregate location data, particularly

by a realistic adversary, who only possesses information about their target.

The first and most prominent MIA on aggregate location data was proposed by Pyrgelis et
al. [PTDCI7]. Their “Knock-Knock” (KK) MIA works by training a binary classifier on a set
of aggregates, wherein the adversary includes the target trace half of the time, and labels the
aggregates accordingly. However, in addition to knowing the target trace, KK MIA requires
the adversary to have access to a large auxiliary dataset of individual-level traces over the
same locations and from a similar population as in the aggregate release. This is, when
it comes to location data, a very strong assumption. This reliance on a strong adversary has
led companies and practitioners to dismiss the risk posed by MIAs on location data. To the
best of our knowledge, all previous works studying MIAs on aggregate location data require a

similar auxiliary dataset [PTDC20, [ZZZ20, [O0JGdM19].

Contributions. To assess the realistic privacy risk of releasing aggregate location data, we
introduce the Zero Auxiliary Knowledge (ZK) MIA. ZK MIA is the first MIA on aggregate
location data that does not require the adversary to have access to an auxiliary dataset. To
remove this strong assumption, we develop a novel synthetic data-based approach, in which the
adversary generates a reference dataset of synthetic traces, using only statistical parameters
estimated from the aggregate. Training aggregates are then created using the synthetic reference

(see Figurefor details). To account for privacy mechanisms applied to the release, we develop
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techniques to correct the parameter estimation for bias and noise, which enables ZK MIA to
effectively attack privacy-aware aggregates as well. We also demonstrate that a paired sampling
technique further improves MIA performance by isolating the contribution of the target trace
within the high-dimensional aggregate. In the setting of e-DP aggregate location data, we
show that paired sampling enables MIAs to approach the worst-case e-DP bound, offering a

significant increase in performance to previous implementations.

We evaluate our Zero Auxiliary Knowledge (ZK) MIA against the state-of-the-art Knock-Knock
(KK) MIA from Pyrgelis et al. [PTDCI17] using two location datasets: i) a large-scale call detail
record (CDR) dataset, and ii) the Milan Twitter dataset [SAM15] from the Telecom Italia Big
Data Challenge [BDNL™15]. We apply the MIAs on raw and privacy-aware aggregates com-
puted over 1000 users. Our results show that our ZK MIA closely matches the performance
of KK MIA, without depending on extensive prior knowledge. On raw aggregates, both MIAs
achieve 0.99 AUC on both datasets, suggesting that aggregation in itself is an ineffective safe-
guard. Both MIAs also surpass 0.9 AUC on both datasets under common privacy settings,

including € = 1 event-level DP noise addition.

We further relax assumptions and show that the adversary does not need the full target trace
for ZK MIA to succeed. Indeed, ZK MIA still achieved 0.84 AUC on the CDR dataset, with

€ = 1 event-level DP in place, when the adversary only knew a random 10% of the target trace.

After extensive evaluations across different privacy mechanisms, namely the suppression of
small counts [CKL™09] and e-DP noise addition [DMNS06], we argue that the commonly used
e-DP implementations on aggregate location data [Des21] do not protect against realistic privacy
threats, such as our ZK MIA. We conclude that the only effective mitigation is the application of
strong user level DP or user-day level DP guarantees, which is not yet a common practice [Tel24],

MDMZ723| (0219, [Saf24l, [Pre24].

We make our source code allowing to reproduce the results of our experiments available at:

https://github.com/computationalprivacy/ZK_MIA.
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Figure 6.1: Adversary’s prior knowledge presented for both scenario of Chap-

ter 6. This figure present adversary’s prior knowledge in the previous work, Knock-Knock
MIA [PTDCI7] (left), and our work, Zero Auxiliary Knowledge MIA (right). The ZK adver-
sary does not require knowledge of location traces of real people to run the MIA.

6.2 Definitions and

threat model

We formally define location traces and aggregates in Section and overview aggregate-

level privacy measures in Section [6.2.2] In Section [6.2.3| and [6.2.4] we outline the membership

inference problem on aggregate location data and introduce the concept of a membership clas-

sifier. We present the threat model for our Zero Auxiliary Knowledge MIA and compare it

against previous threat models for MIAs on location aggregates in Section [6.2.5] Table [C 4] in

Appendix [C] contains a glossary of common terms used throughout the chapter.

6.2.1 Location Traces and Aggregates

Let & = {s1,..., 55/} represent the set of all regions of interest (ROIs) where location data is

collected. Similarly, 7 = {t,...,¢;7|} denotes the set of time intervals, also known as epochs,

during which data collection occurs. In this chapter, we assume that the geographic positions
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(i.e. approximate longitude and latitude) of the ROIs are known. For example, S may represent
a set of square regions that partition a city into a grid, and 7 may represent contiguous hours

over one month.

We focus on the scenario where location data of a set of users () is collected over the ROIs §
and the epochs 7. We define the location trace L* of a user u € €2 as the set of geo-tagged
and time-stamped visits (s, t) that u made within S during 7. We formally represent a user’s

location trace as the binary matrix

1 if user u visited ROI s during epoch ¢
Lg,t = (6-1)

0 otherwise.

Let U C ) be a group of m users whose location data is aggregated. We define an aggregate

AY to be the aggregate count statistics for U over S x 7. Formally, this is defined by the sum

A= (6.2)

uel

The entry Ag{t therefore corresponds to the number of users in &/ who visited ROI s during

epoch t.

6.2.2 Privacy measures on location aggregates

The data collector may be wary of the privacy risks of releasing the raw aggregate A“, and there-
fore apply privacy measures before releasing it. Details on Differential Privacy (DP) [DMNSO06],
considered as the gold standard for releasing information while protecting the privacy of indi-

viduals with formal guarantees, can be found in Chapter [2.3]
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Differential Privacy applied to location aggregates

When we try to apply the DP definition to location dataset, we need to be careful when
we define the privacy unit required to define the notion of neighbouring datasets. The most
common definitions, in increasing level of privacy protection, are event-level, user-day level,
and user-level DP (see Desfontaines [Des21] for an overview). The privacy unit for event-level
DP is an individual data entry by any given user. For aggregate location data, this would be a
single visit by a user to a ROI s during an epoch t. The privacy unit for user-day level would
be all visits registered by any given user over a day. Finally, for user-level, the unit would be

all visits in any given user’s trace.

Randomised e-DP mechanisms can be designed by adding noise sampled from the Laplace
distribution [DMNS06]. A%p(c) = AY + Lap($) would satisfy Equation and be an e-DP

aggregation mechanism, where A is the global sensitivity, determined by the privacy unit.

In this Chapter, we assume the common practice of post-processing to ensure legitimate ag-
gregate counts |[GF16, PTDCI7, PTDC20, ZEVH22]. Negative counts are set to 0, counts
exceeding the group size m are set to m, and counts are rounded down to the nearest integer.
These transformations will preserve e-DP due to the post-processing theorem [DKMI19]. We
note that the adversary can always apply these transformations themselves if the data collector

does not do so already.

Suppression of Small Counts (SSC)

SSC is a privacy mechanism that aims to protect user privacy by hiding rare values. It has been
frequently used across different types of datasets [CHCAM22, (GHR™19, PTDC2(], including
mobility datasets [KAB23, [ABCT20]. Instead of releasing the raw aggregate AY, the data

collector may choose a threshold k£ € NU {0}, and release the suppressed aggregate
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AYif AY >k
Agsc(k)s,t = 7 ’ (6-3)
0 if Azgft < k.

A (k) therefore contains the true count of users who visited a ROI s during epoch ¢ as long
as the count exceeds k. Lesser visited pairs (s,t) that record k or less visits are reported as
0 instead. Suppression can also be applied following e-DP noise addition, such that is
applied on a noisy aggregate A%, (). This produces A% pgs0(e, k), an e-DP aggregate whose
final counts have been suppressed with threshold k. This transformation would preserve e-DP
due to post-processing [DKM19], and may add a layer of complexity that mitigates attacks in

practice.

Figure provides an example illustrating the application of the various privacy measures

discussed here.

Epochs
5 0 O
g 0O 0 1 —— 0/0!0
8| |1 1o la 0 0 3
3 1.0 0 520
After applying
O 0 0 —0 2 1 suppression (k=2)
1(11]0 11 3 6 2 O 6 0 O
Raw —— 4|1 |3—4|0|3
aggregate
Target trace L 3 3|2 3130
Other traces LY, u" # u After applying  After DP (e=A=1)
event DP (¢=A=1) and suppression

A t
ggregate (k=2)

Figure 6.2: Application of aggregation for location data with various protections.
This is an example of how suppression of small counts and differential privacy may be applied
to an aggregate with 3 ROIs (rows) and 3 epochs (columns).
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6.2.3 Problem formulation

To complete the definition of a MIA given in Chapter [2.2.2] we here present a definition in
the context of aggregate count statistics. We assume that the data collector releases aggregate
count statistics A" over the ROTs S and the epochs T, for the m users in the group U. There

are various cases depending on the privacy measures applied prior to release:

;

AU, if the raw aggregate counts are released,
S ) A% (), if only e-DP is applied,

Ao (k), if only threshold k£ SSC is applied,

A psscle k), if threshold k SSC is applied after e-DP.

\

The goal of an adversary Adv performing an MIA on A" is to determine whether their target

u* contributed to Eu, inferring IN for v* € Y and OUT for u* ¢ U.

6.2.4 Membership classifier

Given an aggregate release A over m users, an adversary infers membership of the target
u* within the aggregation group U by using a binary membership classifier. Classifiers are
commonly instantiated as machine learning models [PTDCI17, PTDC20, [ZZZ20], but statistical
models, like the log-likelihood function, have been applied as well [HSRT08, BB20]. To train the
classifier, Adv typically creates a balanced set of labeled size m training aggregates [PTDCI7,
77720, PTDC20, [OJGAM19]. Half of the aggregates include the target trace L* and are
labeled I N, and the other half are labeled OUT. Training the classifier will create a decision
boundary in the underlying space of aggregate releases [BNOG]. In the case of aggregate location
data over ROIs & and epochs T, the decision boundary is characterized by a hypersurface that

partitions the matrix space RIS into two sets.
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6.2.5 Threat model

In this section, we present our Zero Auxiliary Knowledge (ZK) MIA threat model. Tt is com-
monly assumed in MIAs across various domains that the adversary has access to an auxiliary
dataset and complete knowledge of the target record [PTDCI17, INSH19, SZH™18, ITLG™19,
YGFJI8| [SSSS17]. Our ZK threat model relaxes both assumptions by eliminating the need for

an auxiliary dataset and allowing for only partial knowledge of the target trace.

For context, we also describe threat models of previous MIAs on aggregate location data. All
threat models consider an adversary Adv, whose goal is to determine whether a specific target
user u* is included in the released aggregate A The aggregate is computed across m users

over ROIs § and epochs 7. We assume that the locations of the ROIs § are known.

Knock-Knock [PTDC17]: The adversary has an auxiliary dataset Ref = {L(u1), ..., L(u|rey)) }
of user traces, over the same locations and a similar population as the released aggregate. Ref

has at least m traces, including the full target trace L* .

LocMIA [ZZZ20]: The adversary knows u*’s social network and has an auxiliary dataset
Ref = {L(u1), ..., L(ujres|) } of user traces, over the same locations and a similar population as
the released aggregate Y. Re f has at least m traces, including the traces of u*’s friends, but

not L*".

Zero Auxiliary Knowledge (ours): The adversary knows a subset of the target u*’s visits.

Equivalently, the adversary knows a partial target trace L*", such that supp(L*") C supp(L*").

KK MIA and LocMIA are reliant on the adversary’s access to an extensive auxiliary dataset
Ref. In particular, Adv samples individual traces from Ref to create training aggregates.
These traces are also assumed to range over the same locations, and belong to a similar pop-
ulation as the traces aggregated in the release Xu, in order to properly train the membership
classifier (Section[6.2.4). However, individual traces are known to be sensitive [[IMHVBI13], and
are unlikely to be made available, particularly when the data is aggregated as a privacy mea-
sure. Furthermore, because Ref must contain at least m traces, this assumption is impractical

for even moderately sized aggregates. Although LocMIA removes prior knowledge about the
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target trace L*, it must assume knowledge of u*’s friends’ traces to create a suitable proxy.

More importantly, LocMIA still requires a large auxiliary dataset of individual traces.

In contrast, our Zero Auxiliary Knowledge adversary only requires that the adversary has
knowledge about the target’s location history. We emphasize that the adversary does not need
to know the full trace L*. Our threat model encompasses the case where only a few of the
target’s visits are known to the adversary. For example, the adversary may infer some of u*’s
visits from social media activity or direct observation. Figure [6.3 provides more details on the

architecture of our attack.

6.3 Related work

MIAs on aggregate location data. MIAs on aggregate location data have been shown to be
successful on multiple location datasets [PTDCI17, [PTDC20, [ZZZ20], using a binary classifier
to perform the inference task. The performance of the MIAs on small aggregates (< 500) is
especially well-studied, as the influence of the target is easier to distinguish [PTDCI17]. For
example, the KK MIA by Pyrgelis et al. [PTDCI17], achieved AUC > 0.83 when attacking
size 100 aggregates across two different mobility datasets. LocMIA [ZZZ20] is another MIA
on aggregate location data, which removes prior knowledge about the target trace. Instead,
LocMIA assumes access to social network information, and the traces of the target’s friends,
in order to construct a proxy for the target’s real trace. However, both KK MIA and LocMIA
crucially require the adversary to have access to a large auxiliary dataset to train the binary
classifier. In contrast, our ZK MIA does not require any auxiliary dataset, and only requires
partial information about the target trace (e.g. A random 10% proportion of their visits).
ZK MIA therefore addresses the research gap of the MIA risk posed by a less knowledgeable
adversary. The distinctions in prior knowledge are discussed in depth in Section [6.2.5] Our
ZK MIA also features a novel approach, being the first MIA on aggregate location data to use

synthetic trace generation.

Generation of synthetic location traces. There are many techniques for generating
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synthetic location traces that capture realistic human mobility patterns [KG17, KTVGIS|,
OSRY18, KLBV07, JZGR16l [LHKT09]. However, since our ZK MIA requires generating suit-
able synthetic traces without using additional information, this heavily limits the scope of
applicable techniques. RNNs, GANs, and copulas have been used to generate synthetic traces
that collectively approximate a real mobility dataset [KG17, KTVGIS, [OSRY18|. However,
these techniques require real traces to train the model, which the ZK adversary does not have.
Many of the state-of-the-art mobility models are also unsuitable because they simulate small-
scale continuous trajectories (e.g. walks on campus) [KLBVOT7, LHK"09]. In contrast, location
aggregates typically comprise discrete traces over a metropolitan region. We therefore identified
a probabilistic unicity model by Farzanehfar et al. [FHdM21], which requires only four statis-
tical parameters to guide the synthetic generation. We demonstrate that we can non-trivially
adapt this model for the ZK MIA. In particular, we develop methods to precisely estimate these

parameters from the aggregates in order to produce realistic synthetic location aggregates.

MIAs with reduced auxiliary data. Previous attempts have been made [SSSS17, ISZHT 18,
TLGT19, YGFJI8, [CGdM24l, [GMCdM23] to relax the standard assumption of an adversary’s
access to an auxiliary dataset that has high statistical similarity with the attacked dataset, e.g.
sampled from the same distribution [SSSS17, INSH19]. In the setting of machine learning (ML)
models, where an MIA infers whether a record was a part of the MLL model’s training set, Shokri
et al. [SSSS17] proposed an MIA without auxiliary data. Instead, they use synthetic data, which
they generate using the ML model’s confidence scores. Similarly, Salem et al. [SZHT18]| trained
an MIA using unrelated data, e.g., training on text data to attack an image model. These
approaches require access to the ML model, and they train on features that are specific to ML
models, such as the top-k confidence scores, which may be shared across ML models pertaining
to different types of data. In contrast, the features used to train an MIA on aggregate location
data explicitly depend on the specific regions, times, and population over which the aggregates
are computed. In the context of synthetic generators, Guépin et al. [GMCdM23| performed
an MIA against synthetic data using the released synthetic dataset as the auxiliary dataset.
However, in the case of aggregate location data, the release cannot be directly used as a reference

dataset, since it does not contain individual records.
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Figure 6.3: Architecture of our Zero Auxiliary Knowledge MIA attack. Adv first
creates synthetic traces, then uses them with the partial target trace to train the membership
classifier, before predicting membership.

6.4 Methodology

We dedicate Sections to explaining the synthetic-based methodology of our Zero
Auxiliary Knowledge MIA. Section explains the paired sampling mechanism on training

aggregates, which boosts the performance of ZK MIA and KK MIA, as shown in Section [6.6.4!

6.4.1 Zero auxiliary knowledge MIA framework

We implement the Zero Auxiliary Knowledge MIA as a binary classifier. However, whereas
Adv uses their auxiliary dataset as a reference for creating training aggregates for KK MIA and
LocMIA, Adv instead uses the reference of synthetic traces that they created from the released
aggregate. Furthermore, if the full target trace L*" is not known, Adv may instead use a partial
trace when creating the I N training aggregates. Figure [6.3]illustrates ZK MIA’s overall attack

architecture.
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6.4.2 Generating synthetic traces from aggregate location data

In order to generate synthetic traces for our Zero Auxiliary Knowledge MIA, we adapt a prob-
abilistic mobility model [FHdM21]. Farzanehfar et al.[FHdM21] developed this model to re-
produce unicity patterns in large populations. The model requires four statistical parameters,
described below and illustrated in Figure [6.4] Recall that for a discrete random variable X
taking values in 1, ..., xy, its probability mass function (p.m.f.) P : {zy,...,xnx} — [0, 1] maps

each possible value to its corresponding probability.

1. The marginal space distribution Pg : S — [0, 1] is a p.m.f. such that Pg(s) is proportional

to the number of visits to ROI s by users in 2 across all epochs in T .

2. The marginal time distribution Py : 7 — [0, 1] is a p.m.f. such that Pr(t) is proportional

to the number of visits during epoch ¢ by users in €2 across all ROIs in S.

3. The marginal activity distribution P4 models the total number of visits recorded within

S during 7 by a user drawn from €.

4. The Delaunay triangulation, denoted DT'(S), is a triangulation with vertices correspond-
ing to the set of positions (longitude and latitude) of ROIs in §. DT'(S) has the property

that no vertex lies inside the circumcircle of any triangle in DT'(S) [D734].
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Figure 6.4: Statistical parameters needed in entry to generate synthetic location
traces. The four statistical parameters for the unicity model by Farzanehfar et al. [FHIM21]
include marginal distributions in Figures (the dataset’s true marginal distributions
are shown in red) and the Delaunay triangulation of ROIs in Figure
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We note that the Delaunay triangulation DT'(S) is determined by the locations of the ROIs.
Since the locations of the ROIs are assumed to be known (Section [6.2.5)), DT'(S) can be im-
mediately obtained from the release. We explain how the other statistical inputs, the three

marginal distributions, can be approximated from the released aggregate in Section [6.4.3]

We now describe our procedure, adapted from Farzanehfar et al. [FHAM21], for generating
synthetic traces using the four inputs. For each synthetic trace L*¥", we first sample the number
of visits nyisirs from the activity marginal P4. This determines the number of nonzero entries
in the S x T matrix LZ%". Second, we sample an origin ROI s from the space marginal Pg, and
a connected sub-graph C(sg) from the Delaunay triangulation DT'(S), such that sy € C(s0).
C'(so) will correspond to the set of ROIs that may be visited in L*¥". This is done to emulate
the natural tendency to move to and from the same proximate locations (e.g. home and work).
Finally, we sample 7,5, spatiotemporal visits (s,t) for which we set L}%" = 1. For each visit,

s is sampled from the space marginal Pg restricted to C(sg), and ¢ is sampled from the time

marginal Pr. All the sampling steps are independent.

We make two modifications of the original algorithm [FHdM21]. First, to avoid over-saturating
unpopular regions, we sample the origin ROI sy according to the space marginal Pg rather than
uniformly. Second, to allow users to visit multiple ROIs within the same epoch, we sample the

epochs with replacement rather than without replacement.

Our procedure is summarized in Algorithm [ We note that the procedure for generating
a synthetic trace can also be interpreted as running a Markov chain {X; : i = 1, ..., nysits }
over the state space of spatiotemporal pairs (s,t) € C(sg) x T with transition probabilities to

(s',t") € C(sg) x T proportional to the product of the pmfs Pg(s")Pr(t')..

6.4.3 Obtaining accurate marginals

In order to generate suitable synthetic traces for ZK MIA, Adv must estimate the marginal
distributions Pg, Pr, P4, computed over the full population €2, using the aggregate release .

In this section, we motivate and justify the techniques that we developed to obtain strong
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Algorithm 4 GENERATESYNTHETICTRACE

1: Inputs:

Ps: Approximated space marginal over ROIs
Pr: Approximated time marginal over epochs

P4: Approximated activity marginal over trace sizes

DT(S): Delaunay triangulation of ROIs

2: Output:

L?: A synthetic trace
// We sample an origin ROI.

3: sp + sample_from_distribution(Pg, 1)
4: // Use DT(S) to create a connected subgraph of ROIs including the origin

ROI

5: C'(sg) < generate_connected subgraph(sg, DT(S), n_rois_subgraph = 10 (default value

from [FHAM21])

// Normalize P, restricted to C(s).

Pc(so) < normalize(restrict(Ps, C(so)))

// Sample the trace size (# visits).
n_visits <— round(sample_from_distribution(P4, 1))
10: // Randomly sample n_visits ROIs and epochs with replacement.

11: ROIs ¢ sample_from_distribution(Pc(s,), n-visits)
12: epochs <— sample_from_distribution(Pr, n_visits)

13: return L® < [ (ROIsli], epochsli]) for i = 1 ... n_visits |

estimates 7/53,7/5T,73A. This task is especially challenging when privacy measures distort the

aggregate data. We develop separate techniques to correct for bias in the case of SSC, and to

correct for noise in the case of DP. The effects are shown in Figures [6.5] and respectively.

Algorithm [5] present a summary of the following steps.

Estimating space and time marginals

Suppose that the data collector releases the aggregate Z“, which may or may not have privacy

measures. Adv can directly compute the empirical space and time marginals, which we denote

7/7\% and 7/5:(}, from the released aggregate matrix a

7]
~ 1 —U
Pg<8) = —U ZAsﬂf
A" =
S|

~

1 —u
Pr(t) = > A

o —=U
HA ”1 s=1

(6.4)

(6.5)
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Figure 6.5: Log compression for SSC aggregates. SSC biases the estimate obtained
from the aggregate by creating more extreme values. The true time marginal from the CDR
dataset (plotted for the first week) is better approximated after the empirical estimate from
the aggregate (m = 1000, k = 1) undergoes log compression log(1 + yx) with 7 chosen as in

(8).

Raw aggregate: In the case where the released aggregate provide the raw counts, i.e.
= AY | the empirical marginals tend to be highly accurate. An example is shown in Figure
[6.6l The accuracy of these estimates is intuitive because we expect the mobility patterns of
an aggregation group U to resemble those of the population €2. Thus, we set 737 = 733 if the
released aggregate is unmodified. We use the subscript _ to indicate generality for both the

space S and time 7" marginals.

Suppressed aggregate: However, if the data collector applies SSC with threshold k, i.e.
A= A%, (k), then this will systematically bias the empirical marginal 733, because popular
ROIs and epochs are more likely to evade suppression. It is therefore easy to see that suppression

will reduce the observed probabilities of less popular entries and boost the probabilities of more

popular entries.

To correct the bias, we flatten the empirical estimate ’,BE by boosting low frequency counts and

reducing high frequency counts. Upon the insight that 7/58 can be likened to an audio signal,
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Figure 6.6: Time marginal approximation. Time marginal approximation from a raw
aggregate over m = 1000 users from the CDR dataset.

we adapt the logarithmic compression technique used to reduce dynamic range ,
x — log (1 +~z), >0, (6.6)

where the scaling factor v > 0 regulates the compression level . In music signal processing,
x > 0 corresponds to the intensity of a given frequency. In our case, x > 0 corresponds to
probabilities within the empirical marginal 733 We choose
-0 1
v(P’) = max - (6.7)

B z€P0 x>0 T

to automatically parameterize v based on the smallest observed non-zero probability. We

therefore estimate P = log(1 + ~v(P°), where we omit the normalization constant.

We do not argue that our choice of method and parameter « is optimal. However, the debiasing
substantially improves the estimate, as shown in Figure 6.5, and it is done without additional

information.
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Figure 6.7: Power transformation for DP aggregates. DP noise compresses the estimate
obtained from the aggregate. The true space marginal from the CDR dataset (organized by

popularity) is better approximated after the empirical estimate from the aggregate (m = 1000,

% = 1) undergoes power transformation z? with p selected according to Algorithm @

DP aggregate. If e-DP noise is added to each entry in the aggregate release, i.e. ZZt =
A% (€)sy = AY, + Lap(2), then the noise will overpower the signal in the computation of the
empirical marginals (Equation. This follows from the fact that location aggregates are high-
dimensional sparse matrices [PTDC20]. Therefore, conversely to the SSC case, the probabilities
within the empirical marginals are compressed, since each probability is characterized mostly
by thousands of independent noise samples. This effect is visualized for several different noise
scales in Figure It is also important to notice that, under strong sparsity assumptions, 73g
converges to the discrete uniform distribution on & as the number of epochs in the observation

period |7 | — oo, as proved in Theorem

To correct the low variance of the observed probabilities, we propose the power transformation
P with p > 1, followed by renormalization. It is easy to see that this will increase the variance
since the probabilities are in [0, 1]. Automatically calibrating the power p > 1 is a delicate mat-
ter. To do so, we start with p = 1 and augment p gradually until the transformed distribution

achieves the target variance o2. Without any prior knowledge, we consider the case where each
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probability is randomly drawn. Equivalently, each probablity z; is sampled from Unif(0, 1),
and then renormalized so that the total probability is 1. Let p; denote the probabilities after
normalization, and p be the mean of the normalized probabilities. For the space marginal, the

variance is

. XA mi—p)? 1(@] p)”. (6.8)

o
For the variance from the time marginal, we replace |S| with || in the above equation. The
algorithm for selecting p is given in Algorithm [7| of the Appendix. Figure shows that
our automatically parameterized power transformation significantly improves the estimate. In
contrast, the exponential transformation (e* — 1)/, which is the inverse of the log compres-
sion function log(1 + ~x), fails to denoise because the inverse is inapplicable after considering

normalization.

Convergence of empirical marginals

Definition 6.1. (Oracle average count) Given a raw aggregate AY, we define the oracle average

count function s : S — R over the set of time intervals T as

o Z\T\ Au
ps(s) = lim = (6.9)

| T |—o00

Letting |T| — oo corresponds to extending the observation period indefinitely. Thus, ug(s)
represents the expected number of users U who visit ROI s at a randomly selected epoch, given

infinite location data over the ROIs S.

Definition 6.2. (Strong sparsity) We say that AY is strongly sparse if

pus(s) =0Vse S (6.10)

quivalently, € o ses. is is a strong assumption, as it implies that the
E lentl oAy, T1) Vs € S. This is a st t] it implies that th

visitation rate to each ROI decreases at a sublinear rate.
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Lemma 6.1. Given a fized geographic region in which location data is collected,

Z|3\ AU
i = 6.11
o s (6.11)

Proof. Z‘ | A”t corresponds to the number of users who registered a visit during epoch t.
Letting |S| — oo corresponds to increasingly creating finer regional partitions within the fixed
geographic region. Zl | A”t is invariant to increasing |S| — oo, since the same users are

IS] AU
observed over the same time. It follows that lims— S:'é‘ =t — (). O

Lemma 6.2. Suppose that Y ~ LV 0, with L ~ Lap(b). Then, Y has mean

Proof. Let L ~ Lap(b). Then, its probability density function (pdf) f is given by

1 el
fL($)—2—beb forz e R

which is symmetric about = 0. Hence, P(X < 0) = % It follows that Y = X V 0 has the pdf

fy

0, for x <0

fr(z) = @, forx =0

z
b

forz >0

&=

\

where §(x) is the Dirac delta function representing the accumulated probability mass at zero.
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We then evaluate

]

Theorem 6.3. (Convergence of empirical marginals to uniform distribution under e-DP) Let
A > 0 be the global sensitivity and suppose that e-DP is applied on an aggregate release =
A% () with post-processed mon-negative counts. If the original raw counts AY are strongly
sparse, then the empirical space and time marginals, P2 and P2, each converge to discrete

uniform distributions:

o 7/5%] — Unif(S) in distribution as |T| — oo

° 73% — Unif(T) in distribution as |S| — oo

Proof. We first consider 73g It suffices to show that as e — 0, ﬁg(so) N ﬁ for each sy € S.

Let ¢ > 0 and let b = %. Recall that e-DP with post-processed non-negative counts is obtained
by Zi{,t = (AY, + L,4(b)) v 0, where AY, is the true number of visits by users in U to (s,t) and

{Lst ~ Lap(b) : s € S,t € T} are i.i.d Laplacian noise samples (Section [3.5.5). By definition,

Z|T| Asot
ZISI ZIT\ A
T (A%, + Ly, 4(b)) V 0)
Z'S' T (A4, + Lyt (b)) v 0)

‘T‘ ((AZ:O t+L507t)V0)
7]

Ps(s0) =

S ((AY 4L )VO0)

Z|S| 7]
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We now express (A4, + L,,) V0= L.,V 0+ X,,, for some X,,, in order to apply Lemma [6.2
S,t ) ) ) )

later. Since Ag”t > 0, there are three cases:

7

A{jt, if Ly, >0

Xop =AY+ Lyy, if Loy < 0 and (A%, + Ly,) V0 >0

O, if Ls,t < 0 and (Azs/{t + Ls,t) vVO0=0

\
We therefore have

ZLTI‘}T)‘(SOt + Z‘tz‘lltf—TO,tVO

.

Psls) = sIs| S X n S LsevO (6.12)
7] 7]

By sparsity, for each s € §

7]
Zat=1“1st

—>Oas'T—>oo 6.13
S 0as 7] (6.13)

Also, by the Strong Law of Large Numbers, since {L,,} are i.i.d., and E[Lap(b)] = 0, we have

Z‘Tl Lst a.s.

—0as|T|— o
el

By linearity,

T
Z‘ ‘AM st as

— 0as |T]| = o

T
Hence, in all three possible cases,
Z||T7,f<3t 2 0as |T| — oo
This allows us to simplify
Tl Ly .v0
PS(s) = — 5

1§ S Lagvo
s=1 [T]
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Since for all s,t, Ly V0 ~ Lap(b) V0, Lemma implies E[L,; V0] = g Hence, by the Strong

Law of Large Numbers,

M Ly VO b
2= |7,S|t 2>§as|7’|—>oo

Finally, for any set of ROIs S, and any s € S,

A symmetric argument proves P9 — Unif(T) in distribution as |S| — oo, using Lemma
instead of strong sparsity. O

-
S Xou as.

Remark. We note that strong sparsity is assumed in Eq. (14) to prove that 7

0 as |T| — oo. Although we expect the oracle average count ug(s) to be very small for most
s € §, due to the sparsity of aggregate location data, it is unlikely to observe ug = 0 for
real data. Substituting pug(s) in place of 0 in Eq. (14) will not yield the uniform probability
735( ) = % but it will be a close approximation, provided that 2 >> ug and that the

number of epochs is large.

In practice, fixed dimensions for S and 7" will prevent the empirical marginals from completely
converging to the uniform distribution. This is demonstrated for different noise scales on the

Milan dataset (which has [S| = 100 and |T'| = 168) in Figure [6.8]

Estimating the activity marginal

—U . . .. .
The released aggregate A~ does not leak granular information about the activity marginal
P4. However, Adv may obtain the empirical mean number of visits per user according to the

released aggregate,

= % Z (6.14)
ESX
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E

(a) Milan space marginals estimated from e-DP ag- (b) Milan time marginals estimated from e-DP ag-
gregates gregates

Figure 6.8: Representation of the space and time marginals obtained from ¢-DP

aggregates over m = 1000 users from the Milan dataset. They are plotted for different

noise scales %. Interestingly, the distribution does not converge to a uniform distribution as

the noise scale increases, due to the increasing variance of Lap(%)

If the aggregate is raw, then we expect [ip to be a strong estimate due to well-known regularity
results about population-wide mobility activity [SBCT13, ISMST08, [FHdM21]. In this case,

Adv sets i = Jig.

However, if either SSC or e-DP is applied, then the estimate jigp would fail. Algorithm [6]in the
Appendix describes how Adv can obtain a better estimate 1. Given an aggregate release A% of
size m, Adv can use 735 and ﬁT to iteratively improve their estimate, starting with pg. Given
guess [i,, Adv creates a synthetic aggregate by generating m synthetic traces, parameterized
by 735, 73T and 7/3:1 ~ l,. Adv may then apply the same privacy measures that were applied on

U o~ . ) : o : . : .
A", lin.1 is obtained by increasing or decreasing ji, relative to the difference in counts with

—U

A

Once [1 is obtained, Adv can simply pick 7/3; ~ [i, such that each synthetic trace has [i visits.
However, it is well known that human mobility activity follows a heavy-tailed distribution, i.e.,
a heavier tail than the exponential distribution. The best approximations are lognormal, beta,

or power-law distributions [FHdM21l, ISBC*13) ISMST08].

It would be reasonable for Adv to use a heavy-tailed distribution with mean [, but these dis-
tributions require a second parameter, e.g. skewness, to determine the distribution shape. Adv
can use well-known parameters from other cities’ datasets to complete the estimate [SBCT13|

SMST08], but to ensure that Adv does not use additional knowledge, we assume that they use
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the sub-optimal estimate P4 ~ Exp(j1), as shown in Figure .
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Figure 6.9: Exponential estimate for activity marginal. Once the mean number of visits is
approximated, the activity marginal from the CDR dataset is best approximated by a lognormal
distribution with an optimal skew parameter. However, it can also be approximated without
additional parameters by an exponential distribution.

Algorithms

We here present the main algorithms required to generate synthetic traces from the released
aggregate for our ZK MIA, using the three marginal probability distribution, as described in

the previous paragraphs.

The following algorithm (Algorithm [5) estimates the three marginal probability distributions

required to run Algorithm [ We estimate the marginals via our denoising and debiasing

techniques (from Section |6.4.3)), depending on the application of privacy measures on a7

The following algorithms describes our procedure for achieving an estimate ji for the mean
number of visits per user in the dataset given a privacy-aware aggregate release. Recall that
P4 is set to Exp(r). Algorithm [7] describes our procedure for computing which degree p will
work best in the power transformation, to correct the empirical marginal 738 obtained directly

from a e-DP aggregate release.
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Algorithm 5 APPROXIMATE MARGINALS FROM AGGREGATE
1: Inputs:
A” . Released aggregate
m: Aggregate group size
p: Specified probability distribution family
2: Output:
Ps: Approximated space marginal over ROIs
Pr: Approximated time marginal over epochs

Pa: Approximated activity marginal over trace sizes
// Compute direct estimates.

Ps, Pr compute,empirical,marginals(Xu)
0 .U

Poisits <— sum_entries(A")/m

if A7 = AY then

// Return direct estimates if no privacy.
PA — ﬁtdeSt(pa /‘Lgisits)
return Pg, Pr, Pa

end if

10: if A" = A4 (k) and k > 0 then

11: // Apply log compression if SSC.

12: Ps, Pr < log_compression(Ps, Pr)

13: end if

14: if A = A% L (g) or A= A% b ss0(€, k) then

15: // Apply power transformation if DP.

16: Ps, Pr + power_transform(Pg, Pr)

17: end if

18: // Apply Algorithm [f]

19: fyisits < estimate_mean(ul, .., A, m, Ps, Pr, k, €)

20: Py < fit_dist(p, fhvisits)

21: return Pg, Pr, Pa

6.4.4 Paired sampling for training

When MIAs target high-dimensional aggregate data, such as location data, the membership
classifier must handle noise arising from thousands of entries, which are unrelated to the target
record. For example, many of the IN training aggregates may coincidentally have high counts
in entries that are absent in the target record. This would skew the decision boundary of
the membership classifier, which may lead to false positives when testing. We may similarly
obtain false negatives due to spurious patterns within the OUT training aggregates. These
challenges are compounded by the implementation of privacy measures. For example, e—DP
would add noise to each entry. Given the dimensionality and nature of the aggregate data,

spurious patterns will likely skew the decision boundary, even when hundreds or thousands of
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Algorithm 6 ESTIMATEMEAN

1:

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:

Inputs:
to: Initial guess for mean visits
A : Released aggregate
DT(S): Delaunay triangulation of ROIs
Ps: Estimated space marginal
P;: Estimated time marginal
k: Suppression threshold
e, A: DP parameters
m: Aggregate group size
Additional parameters
tol: Tolerance for stopping
max_iter: Max iterations
Output:
w: Approximated mean visits per user
M <= Ho
for i = 1 to max_iter do
Ay < initialize_matrix()
// Create a synthetic aggregate of size m.
for j =1 tom do
// Generate synthetic trace via with p vistis.
Ay + A+ generate synthetic_trace(Ps, Pr, pu, DT(S))
end for
Ay < apply_privacy_measures(Ay, k, €, A)
// Increase or decrease the estimate p accordingly
p <+ po+ (sum(A)- sum(A;))/m
if |u — po| < tol then return p
end if
end for
return u

Algorithm 7 PSELECTION

1:

10:

Inputs:
oo: Reference variance
P: Space or time marginal to be modified
€00 Error tolerance

: Output:

p: Degree for transformation xP that sets the variance of P to approximately match oq
o — compute_variance(P) // We compute the variance from the original
marginal value.
p+1
while |0y — 0| > ¢, do
o < compute_variance(pow(P,p))
// Increment the power p until estimate is in range.
p < p+0.01
end while
return o
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training aggregates are sampled. Given a fixed number of training samples, we demonstrate
that the way in which the training set is sampled strongly influences the performance of the
MIA. In particular, the sampling technique can guide the convergence of the decision boundary

in order to prevent misclassification due to noise.

To the best of our knowledge, all previous MIAs on aggregate location data sampled their train-
ing set via independent random sampling [PTDCI17, (OJGAM19, [ZZZ20, PTDC20]. Training
aggregates are created by independently sampling groups of m users from the population 2

and labeling them according to the target u*’s presence.

On the one hand, independent sampling discourages overfitting to the training data by exposing
the classifier to a wide variation of samples. On the other hand, independent sampling does

nothing to prevent spurious patterns from distorting the decision boundary.

We propose a paired sampling technique to guide the convergence of the decision boundary.
The idea is to use sampling to help the classifier identify the differential impact of the target
record at the aggregate level. Paired sampling independently samples groups of m — 1 users
from Q\ {u*}. Then, an IN sample is created by adding u* as the group’s last member, and an
OUT sample is created by adding another randomly selected user. The training set is therefore
characterized by a set of IN/OUT pairs, which differ in exactly one record (the target’s). If
noise is added to aggregates prior to release, then Adv must inject the same noise sample € to

each paired sample, AY™ and AUOUT, to ensure that the target’s differential impact is preserved

between each IN/OUT pair.

Paired sampling therefore actively encourages the membership decision boundary to be formed
based on relevant criteria related to the target. It also discourages spurious decision boundaries
because of the high degree of similarity between IN/OUT pairs. An extreme value in an
aggregate entry from an /N sample will be matched with a similar value from its paired OUT
sample, with high probability. However, we note that using paired sampling effectively halves
the training variation compared to independent sampling. Our experiments in Section [6.6.4
demonstrate that paired sampling outperforms independent sampling across all tested settings

of e-DP noise addition. Hence, guiding the decision boundary towards relevant membership
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criteria often takes precedence over maximizing training variation. For completeness, we note
that while we developed, studied, and named paired sampling independently, we later found
that a similar idea was used in Bauer and Bindschaedler [BB20] but had not been compared to

independent sampling nor used elsewhere in the literature so far to the best of our knowledge.

6.5 Experimental setup

To evaluate the efficacy of our ZK MIA, we compare it with the state-of-the-art Knock Knock
(KK) MIA [PTDCI17, [PTDC20] using aggregated location data from two different datasets.
Those datasets, CDR and Milan, are described further in Appendix [B.2]

6.5.1 MIA implementation

We perform a fair comparison between KK MIA and ZK MIA by training the binary mem-
bership classifier using the same parameters and architecture. This also helps us isolate the
effect of removing auxiliary data on performance. We use a Logistic Regression binary classifier
with default hyperparameters and IL; regularization, implemented using the Python package
sklearn [PVGT11]. The number of training groups ny..i, = 400 matches previous implementa-
tions [PTDCI1T7, PTDC20], and the groups are selected using paired sampling, unless specified
otherwise. We additionally fine tune the decision boundary using n,, = 100 balanced inde-
pendently sampled validation groups. We flatten the aggregates and feed them directly into
the classifier as a vector, without any processing, such as PCA or feature extraction. Finally,
as done in Pyrgelis et al. [PTDCI17], Adv applies the same privacy measures to training and

validation aggregates, if the released aggregate is privacy-aware.

Knock-Knock. To implement the Knock-Knock MIA, we provide Adv with a reference group
Ref of 5000 real user traces (including the target trace L*") when attacking the larger CDR
dataset. We set |Ref| = 2500 for the Milan dataset. We note that this significantly surpasses

previous reference sizes (|Ref| = 1100) implemented by Pyrgelis et al. [PTDCI7].
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Zero Auxiliary Knowledge. Our Zero Auxiliary Knowledge MIA is structurally identical to
KK (PS), but ZK has a synthetic reference Ref, rather than a set of real traces. This reference
is created according to the methodology detailed in Section [6.4] Setting |Ref| = 5000 allows
for a direct comparison of the functionality of synthetic traces to real ones for the purpose
of the MIA. However, we remark that capping the number of synthetic traces at 5000 is an
artificial restriction, since Adv may generate arbitrarily more synthetic traces and achieve better
performance, as shown in Figure [6.10, By default, we assume full access to the target trace

L*" . This assumption is relaxed for Experiment [6.6.3]

Figure [6.10] illustrates how increasing the number of synthetic traces available to the adversary

improves the MIA’s performance up to marginal returns.
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Figure 6.10: AUC of the Zero Auxiliary Knowledge MIA for different number of
synthetic traces. This results are generated in the setting m = 1000, k£ = 1, and € = 1-DP
at the event level.

6.5.2 Evaluation

Default experimental parameters. We randomly select ny4rgees = 50 targets from the
dataset for evaluation. These targets are re-used for each experiment. Furthermore, in each ex-
periment, ns,s = 100 independently sampled balanced test aggregates are created for each

target, and shared across both MIAs to ensure that the test sets are identical. As done
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in [PTDCI7], the test aggregate user groups are sampled from a disjoint set of users to
the Knock-Knock adversarial reference Ref, plus the target w*. This corresponds to roughly

11,000 — 5000 = 6000 user traces for CDR and 5000 — 2500 = 2500 user traces for Milan.

We perform all experiments on size m = 1000 aggregates, which matches the largest aggregate
size tested in Pyrgelis et al. [PTDCIT7] and exceeds the largest aggregate size tested in Zhang
et al. [ZZZ20] (800). We do not vary m since the relationship between aggregate group size and
MIA effectiveness has already been documented extensively [PTDCI17, [PTDC20, [ZZZ20]. We
perform the Knock-Knock and Zero Auxiliary Knowledge MIAs in this setting under different
privacy measures. We also perform experiments such that Adv only knows a fraction p,« of the

target trace L"", but by default, we assume that they know the full trace, i.e. p,- = 1.

Evaluation metrics. In the past, MIAs on aggregate location data have been primarily
evaluated using the area under the ROC curve (AUC score) as a metric [PTDCI7, [ZZZ20].
For this reason, and its suitability for assessing the strength of a binary classifier, we use the
mean AUC over all targets as our primary metric. However, we also include the mean attack
accuracy over all targets as a secondary metric, we list those scores in additional tables for

reference.

6.6 Experimental results

6.6.1 Suppression of Small Counts

We first compare the performances of KK and ZK on aggregates whose counts have been
suppressed according to threshold k. We apply SSC with thresholds & € {0,1,2,3,4,5} on
test aggregates of size m = 1000. We note that the case k = 0 corresponds to releasing a raw
aggregate. We remark that there is a trivial rule that sufficiently determines non-membership

in this special case.

Rule (k = 0): If u* visits ROI s during epoch ¢ and no users in the aggregation group U visit
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(s,t), then u* cannot be in U, i.e.,

EISES,tGT:AZt:()/\L;‘;:l — u €U

We therefore incorporate this rule when k = 0, such that both MIAs first check if the released
aggregate elicits the contradiction. If so, we immediately predict OUT. Otherwise, we train,
validate, and test the classifier as usual. The rule is invalid for k£ > 0, since it would predict

OUT whenever u* has a visit to a suppressed entry.

Results. Figure [6.11| shows that membership inference is a trivial task when applied to raw

aggregates (k = 0). Table shows the results for our secondary metric, the accuracy.
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Figure 6.11: Results comparison between ZK and KK while varying suppression
thresholds. Mean AUC scores with standard error for ZK and KK on size 1000 aggregates
with various suppression thresholds

Table 6.1: Mean accuracy scores with standard error for KK and ZK over various
suppression thresholds. Results are computed on size 1000 aggregates from the CDR and
Milan datasets across various suppression thresholds k.

CDR dataset Milan dataset

i KK ZK KK ZK

0 0980%£0.012 0.991 £0.008 0.990 £0.005 0.990 £ 0.003
1 0.907x£0.028 0.879+£0.025 0.767£0.018 0.700 £ 0.017
2 0.807£0.031 0.827£0.026 0.683 £0.019 0.631 £0.013
3 0.685+0.032 0.687£0.031 0.600=+0.016 0.550 %+ 0.009
4 0.597+0.024 0.603£0.027 0.566 =0.011 0.512 £ 0.003
5 0.543£0.018 0.528£0.019 0.536 = 0.010 0.500 £ 0.000
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Both ZK and KK achieve near perfect AUC (> 0.99) (respectively near perfect accuracy) on
both datasets. This implies that aggregation is not an effective privacy mechanism in itself to

protect high-dimensional location data from MIAs by weak or strong adversaries.

The results for £ > 0 reveal two general patterns. First, ZK compares closely with KK across
different levels of SSC. On the CDR dataset, ZK’s AUC stays within 0.02 of KK for each k.
We observe slightly worse results on the Milan dataset, but ZK still stays within 0.9 AUC of
KK for each k. Second, there is a monotonic decrease in performance when the threshold k
is increased. For k = 5, the AUC is always less than 0.55. This follows from the fact that
suppression reduces the amount of available information, and 99% of all nonzero entries are
suppressed by k£ = 5, as shown in Figure [6.12, Therefore, although SSC eventually mitigates
the MIAs, it may come at the cost of destroying virtually all utility. Those observation still

holds in the case of our secondary metric, the accuracy.
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Figure 6.12: The percentage of nonzero entries that are suppressed in a size m = 1000
aggregate. We plot this percentage after undergoing SSC with threshold k.

Both MIAs perform worse on the Milan dataset compared to the CDR dataset. This is expected
because we observe 6 times less data per target in the Milan dataset, as shown in Figure of
the Appendix [B.2] Indeed, people generally tweet less often than they text and call. ZK MIA
is more affected by dataset sparsity, given its dependence on marginal distribution estimates,

which become less reliable in sparser datasets.
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6.6.2 =-DP noise addition

Informed by practical applications of DP [Des21], we consider event level and user-day level to

be the privacy units, and we vary the privacy budget € € {0.1,0.5,1.0,5.0,10.0} for each unit.

Event level DP. An event is equivalent to a visit by a user to (s,t) € S x T. To offer privacy
protection over an event, we set the global sensitivity A = 1. eDP is then ensured by adding

Lap(%) noise to each count in the aggregate matrix.

User-day level DP. In order to protect each user’s daily contributions without adding exces-
sive noise, it is common to restrict user contributions prior to aggregation to achieve a smaller
global sensitivity A [ABC™20, HD21]. We analysed daily activity distributions, and had them
preprocessed such that a user may only contribute up to A = 20 visits in any given day for
CDR, and A = 10 visits in any given day for Milan. e-DP at the user-day level is then ensured

by adding Lap(%) noise to each count in the aggregate matrix.

Results. Figure shows that ZK MIA matches KK MIA across all tested DP settings (we
additionally provide Tables and for results using our secondary metric, the accuracy).
Indeed, ZK maintained a mean AUC within 0.06 of KK (PS) across each of the 10 privacy
settings for both datasets. KK and ZK notably succeeded for many of the tested privacy
budgets e, particularly in the event level setting. Indeed, we observed AUC > 0.9 for both
MIAs whenever the noise scale % < 2 for the CDR dataset, and % < 1 for the Milan dataset.
These settings are in line with many real-life applications [KAB23| [Des21]. Conversely, user-day
level DP with privacy budget ¢ < 1.0 effectively reduced both MIAs to an AUC below 0.55.
We discuss the significance of these results with respect to practical mitigations in Section [6.7]
We see our observations to hold in the case of our secondar metric, the accuracy. Table

present results for event level DP, while Table [6.3| present results for user-day level DP.



110 Chapter 6. A Zero Auxiliary Knowledge MIA on Aggregate Location Data.

Table 6.2: Mean accuracy scores with standard error for KK and ZK for event level
DP. Results are computed on size 1000 aggregates from the CDR and Milan datasets across
various privacy budgets € for event level DP.

CDR dataset Milan dataset

3

KK ZK KK ZK
0.1 0.588 £0.019 0.555£0.014 0.539 £0.006 0.549 £ 0.007
0.5 0.848§£0.028 0.791£0.019 0.744 £0.010 0.654 £ 0.007
1.0 0.920 £0.026  0.907 £0.018 0.850 £ 0.016 0.594 £ 0.008
5.0 0.906 £0.035 0.934 £0.019 0.881 £0.022 0.660 &= 0.018
10.0  0.923+0.029 0.934+0.018 0.920 £ 0.021 0.671 £0.019

Table 6.3: Mean accuracy scores with standard error for KK and ZK for user-day
level DP. Results are computed on size 1000 aggregates from the CDR and Milan datasets
across various privacy budgets ¢ for user-day level DP.

CDR dataset Milan dataset

£

KK ZK KK ZK
0.1 0.502£0.014 0.502 = 0.010 0.497 +=0.006 0.496 £ 0.006
0.5 0.508 £0.014 0.526 £ 0.016 0.517+=0.006 0.519 £ 0.006
1.0 0.533£0.014 0.539 £0.014 0.534 £0.006 0.544 £ 0.007
5.0  0.723 £0.020 0.676 £0.018 0.746 £ 0.009 0.680 £ 0.008
10.0 0.874 £0.025 0.825£0.019 0.870£0.014 0.777 £ 0.018
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Figure 6.13: Result comparison between our ZK-MIA and KK-MIA against DP-
aggregates. Mean AUC scores with standard error for ZK and KK on size 1000 aggregates
with various privacy units and budgets ¢.

6.6.3 Partial knowledge of the target trace

We now relax the assumption that Adv knows the full target trace L* . This is in line with our
ZK threat model, and we expand KK MIA for this setting to be able to compare methods. To
simulate a weaker adversary, we suppose that Adv only knows a subset of the target u*’s visits.
We assume that Adv only knows a random fraction p,+ € {0.1,0.25,0.5,0.75,1.0} of the trace
L* . The number of retained visits is rounded up to the next integer to prevent cases where Adv
knows 0 visits. For example, if a target has 4 visits and p,» = 0.1, then this would correspond
to Adv knowing 1 visit. This partial trace is used instead of the full trace when creating IN

training and validation aggregates. The full trace L* is still used for IN test aggregates.

We perform this experiment in the setting where the data collector applies event-level DP with

e = 1, followed by k£ = 1 suppression. We choose this setting for a couple of reasons. First,
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to study the degradation of the MIAs with decreasing information about the target, we choose
a setting where Adv would succeed given the full target trace. Previous experiments revealed
that e = 1-DP at the event level and £ = 1 suppression were not effective in preventing the
MIAs by themselves, as the MIAs achieved AUC > 0.97 on the CDR dataset and AUC > 0.9 for
Milan. Second, we combine the two defense mechanisms to see if suppression has an observable
mitigation effect when applied following DP noise addition. By the post-processing property of
DP, this would not alter the theoretical performance bound. However, zeroing all counts < 1

might add a layer of complexity that affect MIAs in practice.

Results. First, we note that applying £ = 1 SSC on top of ¢ = 1.0 event level DP has an
insignificant effect on the MIAs. For the full target trace, we continue to observe AUC > 0.97
on the CDR dataset and AUC > 0.9 on the Milan dataset. The only MIA with a noticeable
decline was KK MIA on the Milan dataset, which dropped from 0.97 AUC to 0.9 AUC, as it

can be seen in Figure [6.14]

Although decreasing the fraction of the target trace known to the adversary from 1 to 0.1
decreases the performance of the MIAs, the corresponding degradation is relatively gradual.
All AUCs are captured within a range of 0.13 on the CDR dataset, and within a range of 0.22 on
the Milan dataset. Even the lowest observed AUC by ZK MIA on the CDR dataset (0.84 when
10% of the target trace is known) achieves high discrimination. We note that the 50 targets
in both datasets have a wide variation in trace size, as shown in Figure of the Appendix.
For some targets, Adv will only know one of the target’s visits, whereas for others, they will
still know dozens and be able to infer membership easily. Interestingly, we note that knowing
a single visit from a target trace can still train a classifier that is better than random. For one
CDR target with 9 visits in their full trace, we observed ZK achieve an AUC of 0.660 across
100 aggregates when only 1 random visit was known. Although far from perfect, we found this
surprising, as it shows that even a single visit by the target can inform an MIA against a noisy

aggregate over 1000 users.



6.6. Experimental results 113

1.01 1.0

T . ]
0.9 0.9
i ] |
“las B B B B oo m N
in (BN BN (BN B | ol w: 0 H B
2T B BN e BB B OB W
SN BN BN . hedl BN BN B .
Sl B BN O ol B B
BoR o BN NN Eor o N
0.2 0.2
il | B BN B o= B B
ol == HE NS NS NS | ool m= NN NS NN NS |
0.1 0.25 0.5 0.75 1.0 0.1 0.25 0.5 0.75 1.0
Fraction of target trace known to Adv Fraction of the trace known to Adv
(a) CDR dataset (b) Milan

Figure 6.14: Result comparison between our ZK-MIA and KK-MIA with only the
knowledge of a fraction of the trace. Mean AUC scores with standard error for ZK and
KK on size 1000 aggregates with € = 1 event DP protection and k£ = 1 suppression for varying
fractions of the known target trace.

6.6.4 Paired Sampling vs. Independent Sampling

In this section, we study the performance of KK MIA and ZK MIA when we vary the sampling
technique used for creating their training aggregates, i.e., paired sampling (PS) or independent
sampling (IS). To test this, we consider the implementation of user-day ¢ — DP on the Milan
dataset across the privacy budgets e = 1,2,3,...,10 for all four possible MIAs: KK (PS), KK
(IS), ZK (PS), ZK (IS).

Results. From Figure [6.15] we see that the paired sampling MIA always outperforms its
independent sampling equivalent across all privacy budgets e = 1,2, 3, ..., 10. Paired sampling
provides the largest boost when the inference task is challenging but not intractable. In par-
ticular, we notice a few striking examples of ZK (PS) drastically outperforming ZK (IS) in
the middle of the graph. For e = 4, ZK (IS) is basically random (AUC = 0.54), yet simply

switching to paired sampling enables the classifier to achieve an AUC of 0.83.

The improvement achieved by switching from independent sampling to paired sampling is less
significant for KK in this experiment. This suggests that using training aggregates sampled from
a reference dataset of real traces may introduce less randomness to the membership classifier’s

decision boundary, compared to when we use a synthetic reference. This is intuitive because of
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ZK’s probabilistic generation method, which relies on sampling from three different estimated
distributions. However, the MIAs have indistinguishable performance when both attacks use
paired sampling, with the difference in AUC always staying within 0.02 of one another across
the 10 privacy settings. This suggests that paired sampling effectively eliminates the noise
contributed by coincidental patterns in random entries, and enables the membership classifier

to form a suitable decision boundary.
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Figure 6.15: Study of the impact of paired sampling on both attack settings ZK and
KK. Mean AUC scores with standard error for ZK and KK on size 1000 aggregates from the
Milan dataset across different privacy budgets ¢ under user-day level e-DP, for MIAs using
independent sampling vs. paired sampling.

6.6.5 Removing the time knowledge over traces

In this experiment, we now assume that the adversary only has access to some of the locations
that the target has visited, without knowing the epochs during which the visits were done. For
example, the adversary may know the target’s home and work. To model this attack setting, we
suppose that the adversary either knows the target’s top-K most visited ROIs, for K = 1,2, 3,
or the full set of the target’s visited ROIs during the observation period. In one implementation,
which we call ”greedy”, the adversary assumes that the target visits each known ROI during
every epoch in the observation period. This ensures that the visits to these ROIs are reflected
in the target trace, but it also sets many incorrect visits. Results are presented in Table (6.4}
In our second implementation, which we call "random sampling”, the adversary distributes the

target’s visits uniformly across the known ROIs. For example, if the adversary knows the top-3



6.6. Experimental results 115

ROIs, and their estimate for the mean number of visits per user is p, then they would sample

£ visits for each of the top-3 ROIs. The corresponding epochs for each visit are sampled from

w

the estimated time marginal. For simplicity, we assume that g is the true mean number of
visits and that the estimated time marginal is the true one. Results on raw aggregates of size

m = 1000 are presented in Table [6.5]

Results. Table[6.5 shows that both MIAs perform poorly (AUC < 0.63) when the adversary
uses random sampling to approximate the target trace. This suggests that random sampling
fails to estimate the target trace, due to the omission of true target visits, and the inclusion of

incorrect visits.

In contrast, Table [6.4] shows that KK was able to perform significantly better than random
when the adversary knew more than 2 of the target’s most visited ROIs and used the greedy
implementation (ex. AUC = 0.86 on Milan when knowing all visited ROIs). This suggests that,
although the greedy implementation includes many incorrect visits, the guaranteed inclusion of
some of the target’s actual visits enables membership inference to an extent. ZK, on the other
hand, fails to attain 0.6 AUC. Since ZK already replaces real individual traces with synthetic
traces, we hypothesize that membership inference becomes too difficult if the estimated target

trace contains significantly incorrect information.

We however note that our current implementation for sampling the visits under this prior knowl-
edge might be suboptimal and that better implementations might exist. For example, [ZZ720)]
uses a synthetic target trace, using social network information and the traces of the target’s
friends. We leave this exploration for future work.

Table 6.4: Mean AUC scores with standard error for KK and ZK without time
knowledge and greedy approach. This results are computed on raw aggregates of size

m = 1000 when the adversary only knows some of the target’s visited ROIs and employs the
greedy approach of assuming that the target visits each known ROI during every epoch.

Knock Knock Zero Auxiliary Knowledge
Top 1 Top 2 Top 3 All Top 1 Top 2 Top 3 All

CDR  0.571+0.05 0.61140.05 0.647£0.06 0.825+£0.05 0.5124+0.02 0.527£0.01 0.514+£0.02 0.516 +0.01
Milan  0.68240.03 0.764 £0.03 0.822+0.03 0.86040.02 0.542£0.02 0.524£0.02 0.5424+0.02 0.545 £ 0.02

Dataset
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Table 6.5: Mean AUC scores with standard error for KK and ZK without time
knowledge and random sampling approach. This results are computed on raw aggregates
of size m = 1000 when the adversary only knows some of the target’s visited ROIs and employs
the random sampling approach of distributing random visits uniformly across each known ROI.

Knock Knock Zero Auxiliary Knowledge
Top 1 Top 2 Top 3 All Top 1 Top 2 Top 3 All

CDR  0.542£0.04 0.5384+0.03 0.531+£0.02 0.525+£0.02 0.524£0.03 0.528 £0.02 0.5154+0.02 0.510+0.02
Milan  0.576 £0.02 0.628 £0.03 0.614 £0.03 0.560+0.03 0.518 £0.02 0.553 £0.02 0.568 £0.02 0.556 & 0.04

Dataset

6.7 Discussion

We first provide a critical analysis of the experimental results, followed by a discussion of
mitigation strategies and their practicality. We then consider limitations in our methods and
evaluations, before discussing how our methodology may be generalized to MIAs beyond the

setting of aggregate location data.

6.7.1 Analysis of results: practical risk of MIA

In Section [6.6], we observed that our ZK MIA achieves approximately the same performance as
the KK MIA across all experiments, and that both MIAs performed effectively across a range

of common privacy settings. This has several important implications.

First, the ZK MIA significantly increases the attack surface of aggregate location data, since
no auxiliary dataset is needed for the MIA. Although previous MIAs on aggregate location
data have been successful, the strong assumption of a large auxiliary dataset prevents these
adversaries from attempting the MIA in most real-life cases. The auxiliary dataset comprises
sensitive user-level information collected from the same dataset that is being aggregated. How-
ever, aggregation is applied to prevent the release of personal information. Moreover, Adv would
be restricted by the size of their auxiliary dataset, since they would not be able to perform
MIAs on aggregates computed over more users than there are in their reference. In contrast,
we demonstrated that our Zero Auxiliary Knowledge Adv can create an arbitrary number of
synthetic traces upon seeing the released aggregate, without an auxiliary dataset. This offers

Adv the flexibility to attack aggregates of any size.
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Since ZK MIA requires the estimation of statistics from the aggregate, there may be concerns
about its performance when the aggregate size is small. However, like previous MIAs, ZK MIA
performs more effectively on smaller-scale aggregates compared to larger aggregates. This is
shown in Figure for aggregate sizes m = 100, 250, 500, 1000 and different privacy budgets

£.
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Figure 6.16: Mean AUC scores with standard error for ZK and various aggregates
sizes. Aggregates from the Milan dataset are computed with event level e-DP for varying
privacy budgets € and for varying sizes of aggregates.

To further understand how MIA performance scales with aggregate size m, we also consider
m > 1000 in the next experiment. To this end, we vary m = 100,500, 1000, 2000, 3000 and
compare the performance of KK MIA and ZK MIA on raw (k = 0) and suppressed (k = 1)
aggregates. Results on the CDR dataset are reported in Table and results on the Milan
dataset are reported in Table 6.7 m = 3000 was not run on the Milan dataset due size

limitations.

In these settings with mild privacy protection, the attacks always succeed regardless of the
value of m. We also observe a few intuitive trends. First, when raw aggregates (k = 0) are
attacked, increasing the size of the aggregates slowly decreases the performance of the attack.
On the CDR dataset, KK and ZK attain AUCs 0.999 and 1.0 for m = 100, which decreases

to 0.919 and 0.977 for m = 3000. Second, when we apply suppression k& = 1, the attacks
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Table 6.6: Mean AUCs of KK and ZK MIAs on the CDR dataset with varying m.

k=0 k=1
m KK ZK KK ZK
100 || 1.000 £ 0.000 1.000 £ 0.000 | 0.856 £ 0.019 0.779 £ 0.041
500 || 1.000 £ 0.000 1.000 £ 0.000 | 0.961 £ 0.008 0.987 £ 0.003
1000 || 1.000 £ 0.000 0.999 £ 0.001 | 0.981 £ 0.007 0.976 £ 0.010
2000 || 0.997 +0.003 0.994 £ 0.006 | 0.979 &£ 0.010 0.965 = 0.013
3000 || 0.988 =0.011 0.977 £0.021 | 0.973 £0.011 0.938 = 0.016

Table 6.7: Mean AUCs of KK and ZK MIAs on the Milan dataset with varying m.

k=0 k=1
m KK ZK KK ZK
100 || 1.000 = 0.000 1.000 = 0.000 | 0.756 £ 0.020 0.701 4 0.046
500 || 1.000 £ 0.000 1.000 = 0.000 | 0.889 = 0.018 0.885 £ 0.025
1000 || 0.995 £ 0.002 1.000 £ 0.000 | 0.916 £ 0.015 0.919 £ 0.016
2000 || 0.977 £0.011 1.000 £ 0.000 | 0.981 £0.009 0.972 £ 0.007

initially perform poorly when the aggregate size is small. We hypothesize this to be due to
a larger percentage of entries being suppressed when fewer traces are aggregated, leaving less
information in the release. This effect gradually decrease as aggregate size increases. It is then
counterbalanced by the first effect, that increasing the size of the aggregates slowly decreases
the performance of the attack, when aggregate sizes increase. This is visible for m < 1000
in the CDR dataset. For the Milan dataset, AUC however still monotonically increases even
beyond m < 1000 as the dataset is more sensitive to suppression with the average user has

approximately 6 times less visits, as shown in Table [1(b)}

We have also shown that MIAs on aggregate location data are more powerful than previously
known. By incorporating paired sampling for training, we have demonstrated more effective
MIA results on size 1000 aggregates than previously reported [PTDC20], particularly when
protected by differential privacy. Our results therefore demonstrate that MIAs on aggregate lo-
cation data are easily performed without auxiliary data, more effective than previously believed,

and that common privacy measures fail to protect against the risk.
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6.7.2 Proposed mitigations

Our results show that aggregated location data requires more stringent privacy safeguards to
protect against MIAs. This is an inherently challenging task because our ZK MIA was able
to succeed by using the aggregate to estimate where the population moves (space marginal),
when the population moves (time marginal), and how frequently the population moves (activity
marginal). However, location aggregates naturally leak this information. In fact, much of its
utility is derived from these marginal statistics. Therefore, while one can mitigate the ZK MIA
by perturbing the aggregate to the point where the basic mobility patterns of its population

are unrecoverable, doing so may also destroy the aggregates’ utility.

In light of these results, we advise that data practitioners be mindful of the parameters that
they select for e—DP, because DP does not guarantee sufficient protection from MIAs if the
parameters are chosen too loosely. Since data practitioners often prioritize utility, it is common
to pick more relaxed parameters for the privacy unit (e.g. event or user-day instead of user)
and budget € (e.g. € > 1). For example, Kohli et al. [KAB23| studied € € {0.1,0.5,1.0} at the
event level in the context of aggregate O-D mobility matrices, Facebook used € = 0.45 at the
event level when collecting data about URLs shared on the site, and Apple uses € between 2
and 16 at the user-day level when collecting IOS data [Des21]. Recall that ZK and KK achieved
AUC > 0.9 on the CDR dataset whenever the noise scale % was 2 or less. This corresponds to
€ > 0.5 for event level DP and € > 10 for user-day level DP with up to A = 20 daily visits. ZK
and KK therefore both achieved high discrimination on privacy settings that are in line with

many real-life applications.

However, we do observe DP mitigating the MIAs when we pick sufficiently strict parameters.
For example, no MIA achieved better than random performance for ¢ = 0.5 in the user-day
setting. We also note that we did not evaluate using the user level setting, which would achieve
the strongest privacy protection. We note that the suitability of privacy parameters depends
on the desired utility and sensitivity of the dataset. A stricter parameter choice is particularly

relevant if the aggregate is publicly released and/or pertains to sensitive data.
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Although e-DP always offers privacy guarantees, our experimental results emphasize the im-
portance of picking appropriate parameters. In particular, we observed that event-level DP
was largely ineffective in preventing MIAs from both strong and weak adversaries. We instead
encourage the use of user-day or user-level DP with carefully selected privacy budgets € to

mitigate the practical threat of an MIA.

6.7.3 Limitations

We have so far taken the Knock-Knock MIA to refer to the Subset of Locations setting [PTDCI17].
We now address why we do not consider the Knock-Knock Participation in Past Groups [PTDC17]
threat model in this chapter. Under the Participation in Past Groups setting, the adversary has
access to a set of past aggregates {Zﬂl, e ZMN}, collected over the same ROIs § as the released
aggregate AU. Moreover, Adv is assumed to know the membership status of the target u* in

each of these aggregates. That is, Adv knows whether or not u* € U; for all : = 1, ..., N. This

last assumption is crucial because Adv directly uses {Zdl, ...,XL[N} as their training data for
the membership classifier in this setting. This is unrealistic for multiple reasons. First, to train
an effective membership classifier, there would need to be hundreds of labeled aggregates to
have sufficient training data. More importantly, there would be no reason for the membership
status of an individual within an aggregate to be released in practice. We argue that the only
plausible scenario in which Adv would know the membership status of each aggregate is if they

created the aggregates themselves. This reduces to the Subset of Locations setting that we

have assumed in this chapter.

Delaunay triangulation We note that the Delaunay triangulation of the ROIs, DT(S), is
the only non-probabilistic parameter used to generate synthetic traces for the ZK MIA. The
triangulation only depends on the locations of the ROIs, which we have so far assumed to
be shared as part of the aggregate release (Section . We believe this to be a realistic
assumption, as omitting the locations of the ROIs would strongly diminish the utility of ag-

gregate location data. Nonetheless, there might exist cases where released location aggregates
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do not relay the positions of the ROIs. For example, Google binned ROIs into categories, ex.
restaurants, parks, and hospitals, when publicly releasing their mobility report during COVID
https://www.google.com/covid19/mobility/. In this setting, the adversary would proceed
without knowing where the ROIs are situated with respect to one another. The privacy risk

under this setting is not known, and we identify it as an area of future research.

Removing the time knowledge Similarly, there might exist cases where the adversary
knows the ROIs that were visited by the target (ex. home and work), but not the visitation
times. We show in Section that only knowing the visited ROIs substantially reduces the

effectiveness of both MIAs.

Small aggregate sizes. ZK MIA also requires that we estimate statistical parameters from
the released aggregate. It may be difficult to estimate these precisely if the aggregate size is
small or if the collected location data is not regular. However, we still observe strong perfor-

mance by ZK MIA on both datasets for small aggregate sizes (see results in Section [6.7.1]).

Pattern in distribution. Furthermore, aggregate location data collected over large metropoli-
tan populations are known to obey high regularity across different cities and time periods. These
patterns include log-normal activity distributions [SBCT13|, [SMST08, [FHdM21|] and periodic
"circadian rhythm” time marginals |[CBTT13, [SQBB10, SMST08, [FHAM21]. This suggests
that our statistical parameter estimation should be highly transferable across sufficiently regu-
lar datasets. However, we acknowledge that there are scenarios where the observed population

is not regular (e.g. taxi drivers).

6.7.4 Generalizations to MIAs in other settings

In this chapter, we have proposed a new methodology to perform membership inference attacks
on aggregate data, by training the attack on synthetic records, generated from the released

aggregate. We believe that this approach can be adapted for MIAs in settings beyond aggregate
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location data. Our methodology can be broken down into two main steps: 1) extracting noise-
less global statistics from the released aggregate, 2) use these statistics to create individual-level

records to train the MIA.

In the setting of location data, the relevant statistics pertain to the mobility trends of large-scale
human populations [SBCT13, ISMST08, FHdM21l, (CBT 13, [SQBB10, SMST08§|, and individual
location [KGI17,[KTVGIS, IOSRY1S, KLBVOT7, LHKT09] which have both been well established
in the literature. This facilitates both steps of our methodology, as we know in advance what

location data should look like at both the global and individual level.

Although the trends will be distinct from aggregate location data, aggregate releases for other
types of data will generally reveal global statistics. For instance, categorical tabular data is
modeled by discrete random variables, whereas location data is modeled by continuous random
variables, and approximated by high-dimensional discrete data. Our methods for denoising
and debiasing statistics from differentially private and suppressed aggregates are however not
specific to location data, and should generalize to other data releases. Regarding the second
step, using the statistics to create individual records for training, the probabilistic method
used for our ZK MIA, drawing from the Delaunay triangulation and the relevant marginal
distributions, is partially specific to location data. One would thus need to carefully consider

the statistical properties of the type of data to create high quality individual records.

6.8 Conclusion

Aggregate location data is widely shared and used by governments [Sav21l, [Hop21] [Oli21],
companies [Appl7, IABCT20, [HD21], and researchers [TC23, .JWA™T20, [KAB23] because of its

insights into human behaviour and its presumed security against reidentification.

In this chapter, we demonstrated that aggregate location data is susceptible to MIAs by realistic
adversaries, who only know some of their target’s location history. With ZK MIA, we introduced
the first MIA on aggregate location data that does not require an auxiliary dataset. We

accomplished this by generating appropriate synthetic traces, using statistics that are estimated
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from the released aggregate. We also equipped our parameter estimation with techniques that
automatically correct for bias and noise from popular privacy mechanisms like suppression of

small counts and e-DP noise.

We then showed that MIAs on aggregate location data are significantly improved by incorpo-
rating a paired sampling technique, which helps isolate the effect of the target trace within
a high dimensional aggregate. Hence, the vulnerability of aggregate location data is further

heightened by these improved attacks.

Our evaluations over two large datasets demonstrate that, despite the absence of an auxiliary
dataset, ZK MIA performs as well as the state-of-the-art KK MIA, with both MIAs achieving
high discrimination when commonly used privacy settings are applied. ZK MIA remains effec-
tive in realistic privacy settings, even when only a small fraction (10%) of the target trace is
known. These results emphasize the need for strict differential privacy guarantees on released

aggregate location data.

Taken together, our findings show that membership inference attacks are not merely a theo-
retical privacy threat posed by unrealistically strong adversaries, but also a realistic threat to
contend with in practice. The next chapter will demonstrate that this is true, even when the

release is made more abstract, through the use of a machine learning model.



Chapter 7

Correlation inference attacks against

machine learning models.

The work presented in this chapter has been published as: Cretu, A. M.*, Guépin, F.* & de
Montjoye, Y. A. (2024, July). Correlation inference attacks against machine learning models.
In Science Advances (vol. 10, issue 28, eadj9260). https: //www. science. org/doi/ full/

10. 1126/ sciadv. adj9260

Statement of contributions: Ana-Maria Cretu and I are joint first authors on this paper. We
collaborated in the design of the methods, experiments, writing of the code and the paper. We
equally contributed to the writing of the code, running experiments, production of the figures

and writing of the paper.

7.1 Introduction

Machine learning (ML) is widely used today by companies, governments, and researchers
to learn from data how to automate processes and make decisions. Machine learning mod-
els are, for example, used for medical diagnosis [QKST19|, language translation [WSCT16],

speech recognition and synthesis [aA17], chatbots, content moderation [Rek|, drug discov-
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ery [CEWT18]|, content retrieval [GARLI16], and personalized services.

In light of previous chapters, ML models as data release mechanisms can be seen as generic
functions fine-tuned on finite training datasets, to answer specific questions [GBCI6], e.g.,
detecting early-stage cancer in young patients. The understanding of the relationship between
a model and the specific dataset it was trained on is both a fundamental question, from a
learning theory perspective, and a very important one in practice, for instance to evaluate
the circumstances in which a model can be used. On one hand, the two extreme cases would
be “remembering” nothing and “remembering” everything from the training dataset. The
first extreme would be a model that always outputs the same prediction, without taking into
account the input. The second extreme would be a model that encodes the entire dataset into
the model, and always outputs the label of the closest record of its training dataset. The ideal
case on the other hand would be a model that always outputs the perfect probability based
on the training dataset, e.g., M(z) ~ P(Y|X = z). In practice, models won’t be ideal or
extreme, but somewhere in between. A model that has a smaller number of parameters than
records in his training dataset, suggest that some level of learning happens. In contrast, models
with millions of parameters have become the standard for large language models [AK21]. This

suggests that models might remember- even encode- quite a lot about their training dataset.

The intuitive way to study the relationship between a model and its training dataset could
be to track how the model “came to be”, i.e., how the final parameters of the model are
computed, step by step, from the training dataset. While this is doable in some specific cases
such as linear regression, doing it today is increasingly difficult. As we have seen in the previous
chapter, studying the different sources of randomness from a model, learning from a dataset
involves performing a complex, iterative, and stochastic procedure, over random subsets of
the dataset (so-called mini-batches) to update sometimes billions of parameters using gradient
descent. In practice, the resulting model is closer to a “black box”: a set of parameters whose

precise relationship to the training dataset is largely untraceable.

Instead, trained models have been studied in an adversarial manner, where an adversary is

trying to reveal “remembered” information about the training dataset of a model [VBEIS].



126 Chapter 7. Correlation inference attacks against machine learning models.

Inference attacks, taking the form of games, have been used to see if specific pieces of information

can be extracted from a trained model [AMS™15, [FLJT14, [FJR15, [SSSS17, ICTW ™21, BCH22|.

So far, those inference attacks have however mostly focused on inferring the presence or absence
of a given record in the dataset, a membership inference attack (MIA) [HSRT08, [SSSS17]. In
an MIA, the adversary aims to infer, better than random, whether a specific record was part
of a dataset used to train the model. A large body of work has used MIAs to build a robust
understanding of the conditions under which information about individual records is more likely
to leak, e.g. when a model is overfitted or trained on a small dataset [SZH™ 18 [YGFJI8| [NSHT19,
TLGT19, JE19, LF20, [CCTCP21, ICCNT22].

In this chapter, we exclude the hypothetical case where an MIA would achieve a perfect accu-
racy, leading to the whole dataset to be reconstructed. Indeed, current MIAs are not perfect
and cannot achieve such a task. We also do not believe that near-future attacks are likely to
reach close to perfect accuracy in general either. Membership is, however, only one of the char-
acteristics of the training dataset that can be “remembered” by a model, and because datasets

are hard to reconstruct, other attack could aim for other characteristics.

In particular, there has been little work studying whether models encode dataset-level charac-
teristics. An important line of research, for instance, aims to audit machine learning models
to study biases or to better understand the range of values within which a model can operate,
a crucial question in practice [BG1§|. From a privacy perspective, dataset-level characteristics
could reveal sensitive information [AMS™15, (GWY™ 18, [ZTO21]. For instance, a scoring model
for depression could remember that patients living in the inner city are more likely to have used
illegal substances. The answer to the question of what a model does or even should remember
from its training dataset is not simple. One could argue that the ideal “fully generalizable”
model should learn nothing more than the intended probability of the output label given an
input sample M(z) ~ P(Y|X = z). Models today and in the near future, however, result from
minimizing a loss function computed over a specific finite dataset of samples from the under-
lying dataset distribution P(X,Y") [GBCI6]. The dataset distribution P(X,Y") and, through

marginalization, P(X), may very well end up influencing the final model in practice.
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Contribution. In this work, we study a new type of leakage in ML models: the leakage of
correlations between input variables of a tabular training dataset by proposing what is, to our
knowledge, the first correlation inference attack (CIA) against ML models. We argue that (a)
the leakage of correlations by an ML model can be seen as a privacy violation which goes beyond
the model’s intended purpose and can lead to individual harm (see Section for examples),
(b) correlations can be used as building blocks for other attacks on individual privacy such as
attribute inference attacks, in particular enabling weaker adversaries (see Section , and
(c) CIAs are different from previously studied property inference attacks (PIA), since PIAs
target something else and rely on strong assumptions that make them inapplicable to CIAs

(see Section [7.5] for a detailed comparison).

We propose two different correlation inference attacks. First, a model-less attack that uses
knowledge of the correlations between the input variables X and the output variable Y, which
we call correlation constraints, to predict the correlation between two input variables p( X7, X5).
We argue that the correlation constraints are typically known to or inferrable by the adversary.
Our attack exploits the spherical parametrization of correlation matrices, imposing bounds on
the correlation coefficients, to make an informed guess. This first attack also acts as a strong
baseline, allowing us to correctly quantify the leakage caused by the machine learning model,
and not by the adversary’s prior knowledge about the dataset. We then propose a second,
model-based attack which exploits access to an ML model trained on the dataset of interest.
Our model-based attack uses a meta-classifier relying only on synthetic data, dramatically
reducing the strength of the adversary compared to the literature. To generate synthetic data,
we combine Gaussian copula-based generative modeling as our prior with carefully adapted

procedures for sampling correlation matrices under constraints.

We then study the performance of our model-based attack on synthetic data under three dif-
ferent attack scenarios. To illustrate the scenarios, we consider the same example as before,
the scoring model about depression released by an hospital. By order of increasing adversary
knowledge, we consider an adversary that knows: (1) the correlation constraints relating only
to the target variables, which would mean the adversary knows the correlation between the

use of illegal substances and depression, as well as the correlation between the living place and
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depression, (2) all the input variables, which would mean how every single input variable would
be correlated with the depression score or (3) the correlations between all the variables except
for the target correlation, p(Xi, X3). In this last case, it would mean that only the correla-
tion between the living place and the use of substance would be unknown from the adversary.
Across scenarios, we first show our model-based attack to consistently strongly outperform the
model-less attack, showing that ML models such as Logistic Regressions (LR) and Multilayer
Perceptrons (MLP) leak information about the correlations between their input variables X.
Second, we show how mitigations such as limiting the number of queries that can be made to
the model or their precision fail to prevent the attack. Third, we show that, unsurprisingly,
ensuring that the model is differentially private (DP) does not prevent our attack and extend
our attack to and validate it on three real-world datasets. We finally argue that dataset-level
statistics can be building blocks for other attacks, in particular enabling weaker adversaries.
To illustrate our argument, we propose a novel attribute inference attack exploiting the corre-
lations extracted from the model, and show it to significantly outperform previous attacks on

real-world datasets.

We make our source code allowing to reproduce the results of our experiments available at:

https://github.com/computationalprivacy/ml-correlation-inferencel

7.2 Results

7.2.1 Correlation inference threat model

We consider a machine learning model M trained on a target dataset Dy consisting of m
records z!,...,2™. Each 2’ is a sample of n — 1 input variables X;,...,X,_; and one output
variable Y. We assume variables to be continuous and real-valued and denote by Fj(z) =
Pr(X; < z) the one-way marginal of the i-th input variable and by F,(y) the one-way marginal
of the output variable. For simplicity, we consider Mt to be a binary classifier whose goal is

to infer if Y > ¢, where c is a task-specific threshold such as the average or the median value.


https://github.com/computationalprivacy/ml-correlation-inference
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Our attack can, however, be easily generalized to multi-class classification and regression tasks.

Our adversary aims to infer the Pearson correlation coefficient p(Xi, X2) between two input
variables X; and X, given access to the machine learning model M. Also called linear
correlation, the Pearson correlation coefficient measures the strength of the linear association
between two variables and is widely used by researchers and data scientists across many domains

[Wal19, ZDXF16]. We call p(X;, X3) the target correlation and X; and X; the target variables.

We make two assumptions on the adversary knowledge on the data distribution:

1. Knowledge of one-way marginals. First, we assume the adversary to have knowledge
of the one-way marginals of all the variables F;(x),i =1,...,n — 1 and F,,(y). These are
indeed typically released, e.g., in research papers or to comply with legal requirements
such as the European Union Al Act [Com20] and their knowledge is a common assumption

in the literature [FLJ™14, [FJRIE, [ZTO21].

2. Knowledge of some correlations. Second, we assume the adversary to have access
to the linear correlations between some of the variables. More specifically, we define the
partial knowledge of the adversary as a set P of pairs such that for every (i,7) € P the
adversary has the knowledge of the ground-truth values p(X;, X;) (with X,, =Y). As
p(Xi, X;) = p(X;, X;), by symmetry we assume that P consists of ordered pairs, i.e., if

(1,7) € P, then necessarily i < j.

We consider three different attack scenarios:

(S1) The adversary knows the correlations between the target variables and the output
variable, namely p(X;,Y’) and p(Xs,Y), ie., P = {(1,n),(2,n)}, but not p(X;, X;)
for 1 <i<j<mn-—1nor p(X;Y) fori>3.

(S2) The adversary knows the correlations between all the input variables and the output
variable: (p(X;,Y))iz1,..n—1, 1€, P={(i,n) : i=1,...,n— 1}, but the adversary
does not know p(X;, X;) for 1 <i<j<n-—1

(S3) The adversary knows all the correlations between the variables, except for the target

correlation p(Xi, Xs). More specifically, the adversary knows p(X;, X;),V1 < i <
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j < mnsuch that (i,7) # (1,2), i.e., P={(i,5) : 1 <i<j<n}\{(1,2)}.

Note that the three scenarios are identical for n = 3 variables.
We will henceforth call the known coefficients the correlation constraints.

S2 is the default scenario considered in this chapter. This choice is motivated by the fact
that the relationship between the input and output variables — encoded through p(X;,Y")
— is unlikely to be considered a secret, since the model’s goal is to infer Y given X. We
furthermore show in Section [Z.3 how these correlation constraints can be extracted from

the model.

S1 is a weak adversary, motivated by our goal to measure the leakage from the model,
rather than the leakage derived from constraints imposed on X; and X, via their as-
sociation with the output variable Y. Indeed, our analysis shows that the correlation
coefficients p(X1,Y) and p(Xs,Y) restrict the range of values that the target coefficient

p(Xi, X3) can take, without the adversary even accessing the model.

S3 is the strongest, “worst-case” scenario, corresponding to an adversary having complete
knowledge of the correlations, except for the target. We mostly study this scenario in

order to evaluate how much information a very strong adversary would be able to infer.

We consider two different assumptions on the adversary access to the target machine learning

model M.

1. Model-less attack. Under this attack scenario, the adversary does not have access to
the target model Mp. This scenario mostly serves as a stronger than random baseline
allowing to measure the adversary’s uncertainty on the target correlation under the prior
knowledge. It is necessary to consider this scenario properly evaluate the leakage from the
model. A method for this scenario might also become an attack in situations where the
model is not released, yet information about the marginals and the correlations between
the input variables and the target variables is made available, e.g., as part of a research

study.
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2. Model-based attack. Under this attack scenario, we assume the adversary (1) knows
the model architecture and training details, e.g., number of training epochs for a neural
network, allowing them to train from scratch a similar model and (2) has black-box query
access to the target model M, allowing to retrieve the output probabilities for each class

Mr(x) on inputs x.

7.2.2 Attack methodology

Overview. We frame the correlation inference task as a classification task by dividing the
range of correlations [—1, 1] into Np bins of equal length. The adversary’s goal is to infer the
correlation bin to which p(X7, X3) belongs. When Np = 3, the bins are [—1,—1/3), [-1/3,1/3)
and [1/3,1], which we refer to as negative, low and positive correlations, respectively. We opt
for a classification rather than a regression task because it is easier to analyze the attack per-
formance by comparing its accuracy with a random guess baseline (at 1/Ng). Unless otherwise
specified, we use Ng = 3 classification bins in our empirical evaluation, as the correlation ranges
can be easily interpreted. We also discuss in Section and Section results of our attack
for Ng = 5 bins.

At a high level, our methodology analyzes the behavior of the target model through the confi-
dence scores returned on specific inputs, searching for patterns allowing to infer the correlations
between input variables. More specifically, we train a meta-classifier to infer the correlation
p(X1, Xs) between two variables of interest in a dataset D based on features extracted from a
model M trained on D. Training the meta-classifier requires a large number of models M de-
rived from datasets D spanning a wide variety of values for the unknown correlations p(X;, Xj;),
where (i, j) ¢ P, while matching the correlation constraints p(X;, X;) for every (i,7) € P. Gen-
erating datasets satisfying this requirement on their correlations is a key technical challenge

our work addresses.

Correlation matrices. To formalize this requirement on the linear relationships between

the n variables in a dataset, we use the concept of correlation matriz. This is the n x n real-
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valued matrix C' of Pearson correlation coefficients between all the pairs of variables: ¢;; =
p(Xi, X;),4,j =1,...,n. Note that we use lowercase notation to denote matrix coefficients. Let
C be the set of valid correlation matrices. C consists of all n x n real-valued matrices satisfying

the following properties:

(P1) All elements are valid correlations, i.e., real values between —1 and 1: —1 <¢;; < 1,V1 <
i,7 <n.
(P2) Diagonal entries are equal to 1, i.e., there is perfect correlation between a variable and

itself: ¢;; = 1,V1 <7 <mn.

(P3) The matrix is symmetric, i.e., the correlation between X; and X; is the same as the

correlation between X; and X;: ¢;; = ¢j;.

(P4) The matrix is positive semi-definite: z”Cxz > 0,Vx € R™.

The spherical parametrization of correlation matrices [PB96] provides a principled and
effective approach for sampling valid correlation matrices C'. This approach crucially relies on
the Cholesky decomposition of C' = BB” which, as we describe next, can be used to generate
valid correlation matrices by sampling its correlation coefficients one-by-one, conditionally on
the correlation constraints. More specifically, since C'is positive semi-definite, it has a Cholesky
decomposition C = BBT, where B is lower triangular with non-negative diagonal entries:
bij =0,1<i<j<nandb; >0,i=1,...,n. Furthermore, the coefficients of matrix B can

be expressed using spherical coordinates, as follows:

1 0 0 . 0
COS 921 sin 921
B = | cosfs; cos sy sinOs; sin @59 sin G5 - : (7.1)
n—1
c080p1 CoSOpasinb,y cosbOpzsinb,y -sinf,; -+ [] sinb,;.
j-1

This is because the diagonal of C consists of ones, i.e., 1 = ¢;; = (BBT),;; = 2?21 b?’j =

22:1 b7;, which means that each vector (biy,...,b;;) € R’ has an L, norm of 1 and can



7.2. Results 133

therefore be expressed using spherical coordinates, i.e., 30;; € [0,7),1 <1i < j < n. Note that

(n=1)

as expected for the symmetric matrix C, only = 5— parameters, called angles, are sufficient

to characterize the set of valid correlation matrices.

A key property exploited by both our model-less and model-based attacks is that the first
column of B is identical to the first column of C. By reordering—without loss of generality—
the variables as Y, Xy,..., X,,_1, all the correlation constraints appear on the first column as
free parameters under scenarios S1 and S2. We will use this property to sample the other
correlation coefficients conditionally on the correlation constraints (Algorithm (8 and E[) We
will further show how sampling can be done even in scenario S3 (Algorithm , where the
correlation constraints cannot be expressed using only the free parameters of the first column.
We start by describing the model-less attack, to build intuition into how this property is useful

for sampling correlation matrices under constraints.

Model-less attack. Our model-less attack leverages the intuition that the adversary’s knowl-
edge of some correlations allows to derive theoretical limits on the range spanned by the other
values. This allows the adversary to make a better than random guess about the target corre-
lation p(X7;, X3) without access to the model. The model-less attack acts as a strong baseline
for any attack using access to the model, allowing to correctly quantify the leakage caused by

the model.

Given the correlation constraints (Ci,j)(i,j)e p, we call matching set C'p the set of valid correlation
matrices satisfying them: Cp = {C" € C : V(k,l) € P, ¢, = cx;}. Due to the correlation
constraints, the range of values R that can be taken by ¢ is a subinterval of [—-1,1]: R =
[inferecy €] 9 8UPcrec, €1 o] 1= [Mm1,ma]. Our model-less attack outputs the majority bin over
this interval. To avoid introducing biases in the evaluation, we assume the uniform prior over
this interval and return the classification bin which is covered in the largest proportion by

[m1, ms]. We make our choice of classification bin as follows:
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With the following definition of Np, the classification bins, as the following intervals:

2(b—1) — Np 2b— Np
Ng " Np

),forbzl,...,NB—l

2(b—1)— Np 2b— Np
Ng " Ng

],fOI‘bINB

When predicting the majority bin over the interval [mq, ms], we can distinguish between those

three cases:

(C1) The interval is fully included inside a bin, ie., (2(b — 1) — Ng)/Np < m; < my <

(2b — Ng)/Np for some b=1,..., Ng. We predict the bin b.

(C2) The interval [my, my| partially covers two bins, but none entirely, ie., m; < (2b —
Np)/Np <my < (2(b+1)— Ng)/Ng, for some b =1,..., Ng — 1. We predict the bin b if
it has higher coverage than b+1 (i.e., if (20— Ng)/Np—mq > mg— (2(b+1) — Ng)/Np),

and b + 1 otherwise.

(C3) At least one bin is fully covered by the interval [my, ms]. We predict one of the bins that

we sample uniformly at random.

As an example, consider the case n = 3 and an adversary having knowledge of p(X;,Y) and
p(X2,Y) (corresponding to P = {(1,2), (1,3)}). We assume, for simplicity, that the correlation
matrix is computed over Y, X1, X, in this order. Developing the computation C' = BB7 yields

the following correlation coefficients:

co1 =co0s 01 = p(X;1,Y)
C3,1 = COS 63,1 = p(XQ,Y) (73)

C39 = COS B31 08 031 +sin Oy;sin O3, cos O35 = p(X7, Xo)

Since 051 and 63, are fixed, the only degree of freedom left on the unknown p(Xi, Xs) is
f55. Any choice of 035 € [0,7) yields a valid correlation matrix. The unknown p(X;, X»)

can thus take any value between cos fy;cos 635 — sin fgysin 63, = cos(fy; + 031) and
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cos By cos B31+sin 6y sin b5 1 = cos(f21—05 1), but cannot fall outside the interval determined
by these endpoints. Depending on the values of the constraints, this interval might be much

smaller than [—1, 1], thereby reducing the uncertainty of the adversary.

1
2/3
1/3 1
< — Negative bin
>é' 0- —— Low bin
Q —— Positive bin
-1/3 1
-2/3
-1 D
S 2) CHEEN IR VPN C RN C .
P(X2,Y)

Figure 7.1: Illustration of correlation constraints (p(X;,Y), p(X2,Y)) that lead to only
one possible bin for the unknown correlation p(X;, X5). Here, we show results for Ng = 3
possible bins.

Fig. shows that some constraints yield a theoretical interval R which is strictly included in
one of the N = 3 classification bins. For such constraints, the adversary can infer the target
correlation bin with certainty. These constraints are of the two types. First, constraints that
are close to 1 in absolute value result in high p(X;, X3) belonging to the positive, green bin,
when they have the same sign and to the negative, blue bin, when they have opposite signs.
Second, when one of the constraints is close to 0 while the other is close to 1 in absolute value,

p(X1, X3) is necessarily in the low, orange bin.

Analysis of the regions We analyze in detail the sets of constraints (p(X1,Y), p(X2,Y))
satisfying that there is only one possible bin for p(Xi, X3). We consider 0 < 6,60, < 7 such
that p(X1,Y) = cosf; and p(Xs,Y) = cosfy. As a reminder, the Np = 3 classification bins
are [—1,—1/3), [-1/3,1/3), and [1/3,1] and the interval attainable by p(Xi, X3) is [cos(0; +
6>), cos(6y — 65)].
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e Negative bin: cos(f; — 6) < —=. It follows that 6; — 6, > arccos(—%) if 6; > 05 and

1
3

0y — 6, > arccos(—%) otherwise.

e Low bin: —= < cos(6; + 6) < cos(6; — 03) < % We distinguish 4 subcases:

1
3
(I) 6, > 0 and 0 < 0; + 05 < 7. It follows that 6, + 05 < arccos ( — %) and 6, — 0y >

arccos (%) .

(IT) 6, < Oy and 0 < 0; + 65 < 7. It follows that 6; + 0, < arccos ( — %) and 0, — 60; >

arccos (1).

(IIT) 6, > 6y and m < 0; + Oy < 2m. It follows that 0, 4+ 0y > 7 + arccos (%) and

6 — 65 > arccos (%)

(IV) 6; < 0y and m < 6, + 6, < 27. It follows that 0, + 0y > 7 + arccos( ) and

1
3

0, — 6, > arccos (%)

e Positive bin: % < cos(fy + 02) Tt follows that 6; + 0, < arccos(é) if 6, + 6, < 7w and to

01 + 05 > m 4 arccos(—3z) if m < 6y + 05 < 2.

Impact of the number of samples. This interval can be computed analytically or empir-
ically, by sampling a sufficient number of correlation matrices satisfying the correlation con-
straints. We here use the latter approach, as our model-based attack also requires generating

valid correlation matrices satisfying the constraints given by the adversary knowledge.

Throughout the experiments, for a fair comparison between the model-less and model-based
attacks, we have used the same number of samples for the model-less and model-based attack,
K. We have opted for relatively large values of K, in the order of thousands (see Section for
the values used). This is because the model-based attack, being machine learning-based, needs
more samples to converge. We here examine how the performance of the model-less attack
varies with the number of samples K. We compute the accuracy of the model-less attack over

T = 1000 correlation matrices of n = 3 variables using K € {1,2,5,...,100, 200,500, 1000}.

Figure shows that the accuracy of the model-less attack converges very quickly as a function

of the number of samples. This is because the model-less attack predicts which of the Ng = 3
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bins is most covered by the segment [min(samples), max(samples)], as described in Section

and this prediction is very robust to the number of samples used.
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Figure 7.2: Impact of the number of samples K on the model-less attack performance.
We report the accuracy (with 95% confidence interval) over 1000 target models.

Generating correlation matrices under constraints. To generate valid correlation ma-
trices satisfying the correlation constraints, we adapt an algorithm developed by Numpacharoen
and Atsawarungruangkit [NA12]. The goal of the original algorithm, (which can be found in
Appendix , is to sample valid correlation matrices (under no constraints). The insight of
the authors is that each correlation coefficients ¢; ; can be expressed as ¢; j; = m; ; + cos 0, jl; ;,
where m,; ; and [; ; only depend on 6,, for 1 < p < iand 1 < ¢ < j. Algorithm in Ap-
pendix uses this insight to generate valid correlation matrices by sampling the corre-
lations in order, from top to bottom (i = 1,...,n) and from left to right (j = 1,...,n),
uniformly within the bounds m;; £ [;; derived from the values previously sampled. The
formulas on m;; and [;; can be derived (supposing without loss of generality that ¢ > j)
by developing the computation of ¢;; = (BB”);; = Bi1.;-1(Bj1j-1)" + bijb;; and setting

. ]—1 p_l . . _ j—l . :
mi; = szl(cos 0;p,cos 6, qul sin 6;,sin 6;,) and [;; = qul sin 6;,sin 6.
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We adapt this algorithm to our problem by noticing that the coefficients of the first column of
B (cos 0;1 for i = 2,...,n — 1) are identical to those of C' and are free parameters. We set
these coefficients equal to the correlation constraints and sample the others uniformly within
their bounds. We propose two adaptations of the original algorithm for attack scenarios S1 and
S2, Algorithm [9] and Algorithm [8] respectively. Note that correctly sampling the correlation
matrices without biasing the values requires carefully re-ordering the variables before and after
the sampling, an intricate operation that we detail in Section [7.4.1] We further propose an
algorithm to sample the unknown value p(X7, Xs) for attack scenario S3, when all the other

correlations are known (Algorithm [10)).

Model-based attack. We finally develop a model-based attack, which trains a meta-classifier
to infer the bin to which p(X;, X3) belongs on a labelled dataset of model and correlation pairs
(M(D), p(X1(D), X2(D))). We create this labelled dataset by training models on synthetic
datasets generated using the Gaussian copula generative model [SkI59]. We select the Gaussian
copula model because it is parameterized by one-way marginals and a covariance matrix, allow-
ing us to generate synthetic datasets that match the adversary’s knowledge about the target
dataset Dp, while spanning the entire range of values attainable by the unknown correlations.
Using our notation, the Gaussian copula model is parameterized by (1) the marginals of the
variables (F})i1<i<, and (2) a positive semi-definite covariance matrix ¥ yielding the following

joint distribution:
Pr(X; < a,..., X, <z,) = O (D7 (Fi(21)), ..., 2" (Fulzn))), (7.4)

where @y is the cumulative distribution function (CDF) of the Gaussian multivariate dis-

tribution N (0,%): ®x(z1,...,2,) f f \;% and @ is the CDF of a one-
dimensional standard normal A/(0,1). Algorithm [A 2|in Appendix [A.1] m 1| describes the procedure

to sample from the Gaussian copulas.

Consistent with the rest of our methodology, we use correlation, rather than covariance matrices

to parametrize the Gaussian copulas. Correlation matrices are a subset of covariance matrices
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that have only values of 1 on the diagonal.

To generate synthetic datasets D matching the correlation constraints and the one-way marginals

of the private dataset Dr, we distinguish between two cases:

1. When the variables are all standard normals, i.e., F; = ®,i = 1,...,n, the correlations
of the distribution output by the Gaussian copula are identical to the parameter ». We
first generate a correlation matrix C' using the algorithm corresponding to the attack
scenario (e.g., Algorithm [§] for S2), then set ¥ = C' to sample a dataset whose empirical

correlation approximately match C'.

2. When the variables have arbitrary one-way marginals, the correlations of the distribution
output by the Gaussian copula parameterized by these marginals are not necessarily equal
to the parameter 3 [Xial6]. This means that the adversary must not directly parameterize
the Gaussian copula by setting ¥ = (', but instead must modify the correlation constraints
V ={(cr)ij, (i,7) € P} (with Cr denoting the correlation matrix of private dataset Dr)
to a new set of constraints V', generate a correlation matrix C” under the constraints
given by V' (instead of V'), and only then set ¥ = C”. V' is chosen such that the
empirical correlations computed on the synthetic datasets are approximately equal to
V' and thus match the correlation constraints. Algorithm details a simple, yet very

effective heuristic to modify the correlation constraints.

To train our meta-classifier, we first generate K synthetic datasets D* k = 1,..., K. Second,
we train a model MP* on each dataset using the same architecture and hyperparameters as the
target model, but a different seed (we refer the reader to Section for results of our attack
when the adversary knows the seed). Finally, we extract a set of features from each model in
the form of confidence scores computed on a synthetic query dataset Dgyery generated in the
same way as the other datasets, i.e., to match the adversary’s knowledge. We train the meta-
classifier to infer the correlation p(X(D*), Xy(D*)), discretized over B bins, given as input the

features extracted from the model M*. The complete procedure is described in Section [7.4.1]



140 Chapter 7. Correlation inference attacks against machine learning models.

7.2.3 Empirical evaluation

Unless otherwise specified, we assume the adversary to have black-box access to a target model
M trained on a target dataset Dy, with the goal of inferring the correlation p(Xi, X3), and

we consider the default adversary (S2), i.e., the adversary knows p(X;, Y )i=1,. n-1-

[AS}

Across experiments, we run our correlation inference attacks against the target model by,
first, training a meta-classifier on features extracted from models trained on synthetic datasets
satisfying the adversary’s knowledge about the target dataset Dr. Second, we apply the meta-
classifier to features extracted from the target model My to infer the bin to which the target
correlation p( X7, X3) belongs. We repeat the experiment multiple times and compute the attack

accuracy as the fraction of correct guesses.

Target models. We apply our attack to Logistic Regression (LR) and Multilayer Perceptron
(MLP) models, which are standard choices for learning tasks on tabular training datasets. We

train the models on synthetic and real-world datasets, as described in the following sections.

For the LR models, we use the implementation provided by the Scikit-learn 0.24.1 [PVG™11] li-
brary with default parameters. For the MLP models, we implement in Pytorch 1.10.0 [PGM™19]

an architecture consisting of two hidden layers of sizes 20 and 10 with ReLLU nonlinearity. In

the experiments on synthetic data (Sections |7.2.3] [7.2.3| and [7.2.3)), we train the models using

gradient descent. In the experiments on real-world datasets (Section [7.2.3), we instead train
the models using mini-batch gradient descent with a batch size of 128, as this leads to better
target model accuracy. The models are trained on 90% of the samples for up to 100 epochs,
stopping the models after 5 epochs of non-improving accuracy on the remaining 10%. We use

a learning rate of n = 0.05.

To quantify how much information is leaked by different types of models, we first compare
the performances of our model-based and model-less attacks in a controlled setting. More
specifically, we train the target models M+ on synthetic data generated using the Gaussian

copula generative model. Recall that this model is parameterized by a correlation matrix,
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which allows us to explore the entire range that can be taken by the correlation constraints

p(Xi,Y)i=1. n—1 and characterize their impact on the performance of the attack.

Impact of constraints for n = 3 variables

To characterize the impact of the correlation constraints on the attack accuracy, we study
a simple setting in which there are only two input variables and one output variable (n =
3). We consider all possible ranges for the correlation constraints p(X;,Y) and p(X3,Y) by
dividing the grid [—1, 1] x [—=1,1] into 200 x 200 equal cells. We report one accuracy for every
cell [ay,as] X [by, by], evaluating the performance of an adversary (model-less or model-based)
at inferring the target correlation p(Xi, X3) for datasets subject to correlation constraints

belonging to that cell, i.e., such that a; < p(X1,Y) < ay and b; < p(X2,Y) < bs.

In every cell, we draw T" pairs of constraints p(X;,Y) and p(Xs,Y) uniformly in [a1,as] and
[b1, bo], respectively. Each pair is used to generate, in order: (1) a target correlation matrix Cyp
using Algorithm , (2) a target dataset Dy of 1000 samples using Gaussian copulas parametrized
by Cr and standard normal one-way marginals, and (3) a target model My trained on Dt to
perform the binary classification task Y > 0. We make three observations regarding (1). First,
since there are only n = 3 variables, Algorithm [§ and Algorithm [9] are equivalent. Second,
p(Xi, X3) is the only correlation coefficient being generated. Third, this value is sampled
uniformly over the range defined by Equation and correlation constraints p(X;,Y) and
p(X2,Y). For every pair of constraints, given access to it and to My, the adversary’s goal is
to infer (er)12 = p(X1, X2). Executing our attack independently on all the 7" targets in every
cell would require us to generate K x T" x 200 x 200 models in order to train meta-classifiers,
which is computationally infeasible. Instead, in every cell, we (1) run the model-based attack
by training one meta-classifier and (2) run the model-less attack by empirically estimating,
from the samples, the range of values that p(X;, X3) can take when the correlation constraints

belong to that cell. We evaluate the attacks using 5-fold cross-validation and setting 7" = 1500.

Figure shows an adversary with no access to the model can infer the target correlation

p(X1, X5) 56.0% of the time on average over all the cells, much better than random (33.3%).
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These results confirm the theoretical analysis presented in Section with our model-less
attack achieving perfect accuracy in the corners of the grid and the top center region (with
its symmetric counterparts). They also highlight why it is essential to have a strong baseline
different from the random guess baseline in order to quantify the leakage from the model. The
accuracy of the model-less attack then slowly decreases as the constraints move to regions of

higher uncertainty, in which more than one bin is possible.

Figure shows that black-box access to a Logistic Regression (LR) allows an adversary to
greatly improve the accuracy of the attack, reaching 95.6% on average over all the cells. As
expected, the model-based attack achieves perfect accuracy in the regions where the model-less
attack also does. Outside these regions, the model-based attack vastly outperforms the model-
less attack. Its accuracy exceeds 90% everywhere, with the exception of the cross-like region
centered in the origin where the models leak less information than elsewhere. At the center of
the cross (|p(X;,Y)| < 0.02,i = 1,2), where the input variables X; and X, are uncorrelated
with the output variable Y, the accuracy of our attack is 47.2%. When there is little to no
correlation between the inputs and the output variable Y (p(X;,Y) ~ 0), the target models do
not learn much about the dataset. As for the arms of the cross, where p(X1,Y) ~ p(X,Y) < 1,
we believe that the lower attack performance is due to the theoretical interval attainable by the
target correlation p(Xi, Xs) being close to [—1, 1] and hence the adversary having maximum

uncertainty. Even in this scenario, the leakage from the model is much higher than the baseline.

Figure shows that multilayer perceptron (MLP) models are also vulnerable to our attack,
achieving an accuracy of 82.3% on average over the cells. This shows that access to an MLP
model greatly improves over the model-less attack, but slightly less than the LR. This may
seem surprising at first, since our MLP, with its 292 learnable weights, has a much higher
capacity than the LR with its 3 weights and thus a higher ability to retain information about
the dataset. We believe that this gap is due to the fact that the non-convex loss used to train
MLP models has a (potentially large) number of local minima [CHM™15]. This means that
the models trained by an adversary’s in order to generate the meta-classifier’s training dataset
are unlikely to reach the same local minima as the target model, increasing the adversary’s

uncertainty. We refer the reader to Section for results of our attack when we remove the
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uncertainty caused by the difference in randomness. We also find that the cross-like behavior
is exacerbated on the MLP: the center of the cross is larger, reaching an average accuracy of
48.1% for |p(X41,Y)| <0.1.
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B. Logistic regression C. Multilayer perceptron
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Figure 7.3: Accuracy of the correlation inference attack on n = 3 variables as a
function of the correlation constraints p(X;,Y) and p(X5,Y). We show results of (A)
the model-less attack and of the model-based against two different target models: (B) logistic
regression and (C) multilayer perceptron. The color of each cell indicates the accuracy of our
correlation inference attack applied to models trained on synthetic datasets whose correlations
p(X1,Y) and p(Xs,Y) belong to the region defined by the cell. There are 200 x 200 cells in
total.

White-box results. Figures[7.4] and [7.5] show that white-box access to the model, where the
features extracted from the model include its weights, does not improve the performance of our

attack.

We evaluate the performance of white-box correlation inference attacks using the model weights
as features. The weights of the Logistic Regression are its coefficients (including the bias). For
the MLP, we explore two options: (1) using the raw weights (coefficients of the linear layers,
including the bias), flattened and concatenated into a single vector and (2) the canonical weights,

extracted in the same way from the model after sorting the neurons in each layer according to

the sum of weights [GWYT18§].

Figure [7.4] shows that the weights of Logistic Regression models yield similar performance to
the confidence scores (95.1% vs 95.6%). This is likely due to the small number of weights
(three in total), whose information we believe to be redundant with the one contained in the

confidence scores extracted from () = 100 records.
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Figure 7.4: Logistic regression: Comparison between black-box and white-box cor-
relation inference attacks. We report results for our model-less attack (A), our black-box
model-based attack using as features the confidence scores (B. 1), and our white-box model-
based attacks using as features the model weights (B. 2) or the combined weights and confidence
scores (B. 3).

Figure shows that the raw weights of MLP models do not leak more information than
the model-less attack (55.0%). This negative result is in line with previous findings from the
property inference literature [GWYT18, [ZTO21] and can be attributed to the permutation
equivalence property of MLPs [GWYT18], whereby neurons of internal layers can be permuted
without changing the underlying function. As a result, a meta-classifier operating on inputs in
their default ordering (with k! equivalent orderings being possible in each layer, where k is the

number of neurons in the layer) needs to learn a more difficult task. We show that the canonical

weights yield much better performance (65.5%), albeit lower than the confidence scores.

On both models, combining the model weights and the confidence scores (Figure B.3 and

Figure C.4) does not yield better results than using the confidence scores alone.
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Figure 7.5: Multilayer perceptron (MLP): Comparison between black-box and white-
box correlation inference attacks. We report results for our model-less attack (A), our
black-box model-based attack using as features the confidence scores (C. 1), and our white-
box model-less attacks using as features the raw model weights (C. 2), the canonical weights
(i.e., the raw weights mapped to a canonical representation [GWY*18], C. 3), or the combined
canonical weights and confidence scores (C. 4).
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Increasing the number of variables n

Next, we compare the performances of our attack against Logistic Regression and MLP models

when increasing the number of variables n, under three different attack scenarios.

For each n = 3, ..., 10, we sample 1000 target correlation matrices Cr € C using Algorithm
in Appendix[A.1] To obtain a balanced distribution over the target correlations, we generate the
value p(X1, X5) first, as explained in Section m Then for each Cr, we sample a synthetic
target dataset Dr (parametrized by Cp and standard normal marginals) and train a target

model Mt on it.

Figure S2 shows that the adversary is consistently and significantly better than the model-
less attack. The performance of our attack decreases slowly with the number of variables in
the dataset, from 96.1% (n = 3) to 70.4% (n = 6) and 58.2% (n = 10) when applied to LR
models, while the model-less attack has a roughly constant accuracy of 49.3% for all values of n.
This decrease when n increases is expected. Indeed, first, the number of unknown correlations
increases quadratically with n, which increases the uncertainty of the adversary. Second, the
more variables a model is trained on, the less likely our target variables X; and X, are to
be useful for the prediction task at hand. This in turn means the model might learn less

information about p(X7, X5).

Figure shows that when at least one of the constraints p(Xi,Y) or p(Xs,Y) is large in
absolute value (meaning that X, Xs, or both are good predictors of the output variable), our
attack performs better (see Appendix for completeness of the results). For instance, on
n = 6 variables our attack reaches 90.6% when max(|p(X1,Y)l,|p(X2,Y)|) > 0.8, much better
than 62.7% when max(|p(X1,Y)|, |p(X2,Y)|) < 0.2. Interestingly, even when both constraints
are small, e.g., when max(|p(X1,Y)|, |p(X2,Y)|) < 0.2, the model-based attack can still infer
p(X1, X2) much better than random, especially for a smaller number of variables. We discuss

potential reasons for this behavior in Section [7.3

Interestingly, the difference in vulnerability between Logistic Regression and MLP models re-

duces as the number of variables in the dataset n increases, with our attack achieving similar
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Figure 7.6: Impact of the largest constraint max(|p(X1,Y)],|p(X2,Y)|) on the attack
accuracy for different number of variables n. We compare the results of our model-based
and model-less attacks on logistic regression (left) and MLP models (right).

accuracy against the two for n > 6. We rule out the possibility of models learning the same
decision boundary, as the MLP models are, on average, 1 to 4% less accurate, with the gap
in accuracy increasing with n. We believe this could instead be due to MLP models’ training

algorithm becoming more stable as n increases, i.e., the loss having fewer local minima, as more

input variables are likely to be predictive of the output Y.

We obtain similar trends on Np = 5 classification bins, and refer the reader to Figure [7.7] for

detailed results.
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Figure 7.7: Attack accuracy under scenario S2 and N = 5 correlation bins for
different number of variables in the dataset n. We report the accuracy (with 95%
confidence interval) over 1000 target models.
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Figure (7.8 S1 shows that reducing the knowledge of correlations to only p(X1,Y") and p(Xs,Y),
only slightly decreases the attack accuracy. More specifically, the accuracy is 78.5% when n = 3
vs 85.1% for S2, 63.4% when n = 6 vs. 70.4% for S2, and 55.5% when n = 10 vs. 58.2% for S2.

This shows that correlation inference attacks are a concern even when facing a weak adversary.

We complete our understanding of the impact of uncertainty on the attack by additionally
considering a very strong adversary, who has knowledge of all the correlations but the target
p(X1, X3). Figure S3 shows that the accuracy of our attack now increases as n increases.
We believe this is because the fraction of unknown correlations now reduces quadratically with
n. More specifically, our attack improves as n increases, from 95.5% (n = 3) to 99.5% (n = 6)
and 99.9% (n = 10) on Logistic Regression models. We obtain similar results on MLP models,
as our attack improves from 83.1% (n = 3) to 95.6% (n = 6) and 99.9% (n = 10). Interestingly,
the strongest adversary can again exploit a higher vulnerability in LR models compared to
MLP models. The model-less attack also increases with n, but achieves a lower accuracy than

our model-based attack for n < 8.

Impact of mitigations

We analyze the effectiveness of three possible mitigations in preventing our correlation inference

attack.

Limiting the number of queries. It could be put in place, e.g. in the machine learning as
a service case, by the model developer in order to prevent the user from extracting too much
information. We vary the number of queries () made to an LR from 1 to 5000 and report the
attack accuracy against the same targets as before. Figure shows that this measure does
not prevent our attack. Indeed only 5 queries are necessary to reach close to optimal accuracy
for n = 3, 50 queries for n = 4 and 100 for n = 5. Even a single query is sufficient for the
attack to reach 79.1% on n = 3 variables, 62.2% on n = 4, and 59.0% on n = 5, significantly

higher than the model-less attack which only reaches 49.6%.
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Figure 7.8: Attack accuracy for different scenarios and number of variables in the
dataset n. We consider three different attack scenarios: (S1) the adversary knows the cor-
relations between the target variables and the output variable p(X;,Y) and p(X»,Y), (S2)
the adversary knows the correlations between all the input variables and the output variable
p(Xi,Y)iz1. -1, and (S3) the adversary knows all the correlations between the variables ex-
cept for the target correlation p(Xi, X2). We compute the accuracy (with 95% confidence
interval) over 1000 target models.

Lowering the precision of confidence scores. It is another popular mitigation deployed
when releasing models, mainly by allowing the model to only output the class label [CCTCP21].
Figure shows that this measure has a very small impact on our attack, only decreasing
its accuracy from 96.0% when all digits are made available to 90.8% when only the label is, on

n = 3 variables (similarly, from 84.9% to 77.2% when n = 4 and from 78.4% to 71.9% when
n = 5). We obtain similar results on MLP models, as shown on Figure in Appendix .

Differential privacy (DP). It is a popular privacy definition requiring that the model should
not depend too strongly on any one record, as controlled by e [DMNS06] (see Chapter for
further details). DP protects individual privacy and ML models trained with DP guarantees

have been shown to prevent individual-level attacks, including membership inference attacks.
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Figure 7.9: Impact of mitigations on the accuracy of our attack against Logistic
regression models. We report results for two mitigations: limiting the number of black-box
queries (A) and lowering the precision of confidence scores (B). We report the accuracy (with
95% confidence interval) of our model-less and model-based attacks over 1000 targets models
for n € {3,4,5} variables.

Although DP is not meant to protect population-level information such as correlations, the noise
added might perturb the model enough to mitigate our attack. We train 1000 DP Logistic Re-
gression models with objective perturbation [CMS11] using the Diffprivlib library [HBMALI9]

and different values of e.

Figure [7.10] shows that the vulnerability of a model to our attack is strongly linked to its
utility, i.e., accuracy. Indeed, for large value of €, models are both useful and vulnerable. As we
decrease €, more noise is added which reduces both the vulnerability of models to our attack but
also their utility. For small value of €, our attack does not perform better than the model-less

one, but at the cost of models losing any utility.

Taken together, our results suggests these mitigations to be ineffective in preventing our attack.

Real-world dataset evaluation

We evaluate the performance of our attack on the following three real-world tabular datasets:

Fifal9 [Gad19], Communities and Crime [Red11], and Musk [Die98], presented in Appendix[B.3|
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Figure 7.10: Trade-off between the vulnerability of DP Logistic regression models
to our attack (A) and their utility (B). We compute the metrics (with 95% confidence
interval) over 1000 target models for n € {3,4,5} variables.

For each dataset, we select 100 data collections consisting of n = 4 columns, by sampling three
different variables X7, X5, X3 uniformly at random without replacement among the set of all

triplets then adding the output variable Y. We report the mean and standard deviation of the

attack accuracy averaged over 10 runs of 100 data collections each.

Contrary to the synthetic results above, the correlations in our real-world datasets are not
uniform. Instead they are, to a different extent depending on the dataset, skewed towards
zero. This means that a large fraction of the target correlations belong to the “low” bin
[—1/3,1/3). Beyond this it also means that the correlation constraints p(X;,Y’) = cosf; and
p(X2,Y) = cosfy are very small, thus leading to intervals R = [cos(0; + 65), cos(6; — 6,)] that
are close to, but not equal to [—1,1] (e.g., R = [—0.99,0.99]). These intervals thus encompass
the “low” bin fully, and the other bins almost fully. For these two reasons, the model-less
attack achieves on real-world datasets an “artificially” high accuracy. One solution would be to
balance the test distribution. However, we instead prefer to show results for Ng = 5 bins. This
indeed reduces the artificial advantage of the model-less attack while maintaining the generality

of the evaluation.
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Table[7.I]shows that, despite its advantage, the model-less attack is outperformed by our model-
based attack in five out of six cases. In Fifal9, it achieves an accuracy of 91.2% against LR
models and 77.9% against MLP models, strongly outperforming the model-less attack which
reaches 60.2%. Our attack similarly outperforms the model-less attack in the Communities and
Crime dataset, achieving and accuracy of 86.0% against the LR models and 75.6% against the
MLP models compared to the 73.6% reached by the model-less attack. Finally, while our attack
achieves an accuracy of 82.0% on LR models, it is outperformed by the model-less attack when

it comes to MLP models in the Musk dataset (56.3% vs 67.8%).

Table 7.1: Results of our correlation inference attacks on three real-world datasets.

Number of bins Dataset Random Model-less Model-based attack
guess attack Logistic Regression MLP
Fifal9 33.3 60.2 (5.0) 91.2 (3.6) 78.8 (4.5)
Np=3 Communities and Crime 33.3 73.6 (2.7) 86.0 (3.6) 75.6 (4.0)
Musk 33.3 67.8 (5.6) 82.0 (3.2) 56.3 (6.2)
Fifal9 20.0 29.4 (5.1) 79.1 (3.6) 61.2 (6.1)
N =5 Communities and Crime 20.0 27.6 (3.2) 70.6 (3.8) 56.0 (5.3)
Musk 20.0 28.7 (4.5) 72.0 (5.5) 41.7 (6.4)

However, as soon as we increase the number of bins, removing the artificial advantage of the
model-less attack, our attack vastly and consistently outperforms the model-less attack. On
Fifal9, it achieves an accuracy of 79.1% against LR models and 61.2% against MLP models,
strongly outperforming the model-less attack which reaches 29.4%. It similarly outperforms
the model-less attack on the Communities and Crime and Musk datasets. On Communities
and Crime it achieves an accuracy of 70.6% against the LR models and 56.0% against the MLP
models compared to the 27.6% reached by the model-less attack. On Musk, it achieves 72.0%
against the LR models and 41.7% against the MLP models compared to the 28.7% reached by

the model-less attack.

7.2.4 Attribute inference attack

We have so far shown that dataset correlations, which are fundamental summary statistics

about a dataset, can be extracted from a machine learning model trained on it. We here
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argue that the ability of an adversary to accurately extract statistical information can enable
other attacks, in particular allowing weaker adversaries to infer membership or attributes from
trained machine learning models. More specifically, we present an attribute inference attack
that uses as building blocks the correlations between input variables extracted from the model

using our attack.

We assume the first variable in the dataset X; to be sensitive and consider an adversary that
aims to recover the sensitive attribute value x; of a target record (xq,xs,...,Tn_1,y) € Dr
using black-box access to a model Mrp trained on Dp. In line with the literature [FLJ™14]
MDDV 22, [JE22], we assume that the adversary knows the partial record (xa,...,z, 1), the

label y, and the one-way marginals of the attributes.

Correlation Inference based Attribute Inference Attack. The intuition behind our
attack is that the correlation between the sensitive variable X; and the other variables, when
combined with knowledge of the partial record (xs,...,2,_1,y), can lead to accurate inference
of the sensitive attribute ;. We propose an attack that extracts the correlations between the
input variables p(X;, X;),1 <i < j < n—1 from the model using our model-based attack, under
default scenario S2, and uses them to generate synthetic data satisfying these correlations. We
then search for (approximate) matches of the partial record (zs,...,z,_1,y) in the synthetic
data and return as prediction #; the average value of the sensitive attribute values of matched

records. We refer the reader to Section [7.4.2] for the details.

We implement CI-AIA using the same parameters as in Section [C.5] along with the following

parameters: S = 1000 synthetic datasets, G = 100 bins, and m; = 2 and 0; = 0.5 for every

Other Attribute Inference Attack considered. We now describe the five attacks from the
previous works against which we compare our CI-AIA method. To perform attribute inference
over a continuous sensitive attribute, we divide the attribute range into G bins of equal length,
infer the most likely bin using a given attack, then return a uniform sample from the bin as the

final prediction. Given a candidate record (x7, xa,...,2,_1,y) where the value of the unknown
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sensitive attribute z; is substituted with a sample x{ of the g-th candidate bin, we will denote
by V7 the confidence that the candidate record is classified with the target label y, i.e., the [-th

element of output vector My (2, za, ..., 2, 1).

1. Fredrikson et al. [FLJ"14] The attack infers the most likely bin ¢ = 1,...,G as per
the probability Pr(z{)Pr(§ = y| arg maxj, Mr(z{,x2,..., 2, 1) = ), where z{ is a value
sampled uniformly at random in the g-th sub-interval. The second term is approximated
using the confusion matrix of the target model, assumed by Fredrikson et al. [FLJT14] to

be known by the adversary.

2. CSMIA (Mehnaz et al. [MDDV™22]) The attack sets the sensitive attribute value
of the partial record to each possible value (here, one of G bins) and retrieves the model
prediction §9 = Mrp(xf,xs,...,2,-1),9g = 1,...,G. Note that we represent a bin using a
uniform sample in the bin x{. Then, the attack distinguishes three cases: (1) if 99 =y
for only one value of g, the approach returns z{, (2) if 49 = y for more than one value of
g, the approach returns zf on which the model is the most confident, and (3) if 59 # y

for all values of g, the approach returns xf on which the model is the least confident.

3. Yeom et al. [YGFJ18| The attack returns the sensitive attribute value with the largest
prior Pr(x7) that passes a membership inference test. More specifically, the attack uses
a membership oracle O that returns 1 if (z{,22,...,2,_1,y) € Dy and 0 otherwise. The
attack returns argmax, Pr(z{) - O(Mr, (21,72, ...,2,-1)) (where z{ is sampled uniformly
at random in the g-th bin). We use the threshold-based membership oracle of Yeom et
al. [YGEJ18], that returns 1 if and only if the model’s confidence on the target record is

larger than a threshold 7. We use 7 = 0.5.

4. Jayaraman and Evans [JE22] removes the need for an oracle in the attack by Yeom et
al. [YGEFJ18]|, proposing two variants. The first one is CAI, which returns argmax, V7.
The second one is WCAI, which returns arg max, Pr(z{|zy, ..., 2,-1)V,J, making use of
the conditional probability of the sensitive attribute given the non-sensitive attributes.

In their work, this quantity is estimated empirically by fitting a machine learning model
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to infer X; based on X,,..., X,,_1. The model is fitted on auxiliary data drawn from a
similar distribution as the private dataset. As we here study a weaker adversary lack-
ing access to auxiliary data, under our assumptions the attack would simply become

arg max, Pr(z{)V7.

Results. We evaluate our correlation-inference-based attribute inference attack (CI-AIA)
on the Fifal9 dataset [Gadl9], randomly selecting 1000 data collections consisting of n = 4
columns. For each data collection, we train a Logistic Regression model and run the attack
against 500 randomly selected records (with the parameters described in Section [7.2.4). To
evaluate the attack performance, we divide the range of the sensitive attribute X into three
bins corresponding to the tertiles of the distribution. Thus, a majority baseline attains an
accuracy of roughly 33% (denoted as acc,ef). The improvement of the different attacks studied
over the majority baseline, referred to as normalized gain (G(acc, accer)), is computed using

the following formula: G(acc, acc,er) = 100 x %.

We compare our attack with the five attacks from previous works: the first AIA of Fredrikson
et al. [FLJT14], CSMIA by Mehnaz et al. [MDDV 22|, the threshold-based attack of Yeom et
al. [YGEJ1§], and the CAI and WCAI methods of Jayaraman and Evans [JE22]. We further
compare our approach with two other baselines: a naive approach that returns a random sample
from the one-way marginal of the sensitive attribute Xy, which is known to the adversary, and
another approach, referred to as X; — Y correlation, that runs our CI-AIA approach on the
variables X7 and Y alone. Its goal is to quantify the leakage from the adversary knowledge of
p(X1,Y) without access to the model. Indeed, knowledge of the correlation p(X;,Y) can lead
to better than random inference of the attribute x; since y is known. This baseline acts as a

lower bound for CI-AIA, as the latter additionally assumes access to the model.

Table shows that our novel correlation inference-based attribute inference attack, referred to
as CI-AIA, outperforms previous works and baselines, demonstrating how correlations can be
used as building blocks for other attacks. Our attack achieves an accuracy of 49.7%, significantly
better than CSMIA (Mehnaz et. al. [MDDV™22]), which only reaches 46.5%, on par with CAI

(Jayaraman and Evans [JE22]), and the method of Fredrikson et al. [FLJ"14], which reaches
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Table 7.2: Comparison between CI-AIA and other attribute inference attacks on
Fifal9. We report the attack accuracy averaged over 1000 runs (with 95% confidence interval).

Normalized accuracy gain

Method Accuracy . . .
over majority voting
(Ours) CI-ATA 49.7 £ 1.0 24.9 £ 1.5
Fredrikson et al. [FLJ™14] 384+ 0.8 08.1 £1.2
CSMIA (Mehnaz et al. [MDDV™22])  46.5 + 0.9 20.1 £ 1.3
Yeom et al. [YGFEJ18] 38.5 + 0.8 08.2 +£ 1.2
CAI (Jayaraman and Evans [JE22]) 46.5 + 0.9 20.1 £ 1.3
WCATI (Jayaraman and Evans [JE22]) 41.7 + 0.8 13.0 £ 1.2
X1 — Y correlation 41.7 £ 0.8 13.0 £ 1.2
Marginal prior 35.3 £ 0.6 03.4 £ 0.9

38.4% and is on par with Yeom et al. [YGFJ18].

Our attack also outperforms the X; —Y correlation baseline, confirming our intuition that the
additional correlations p(X1, X;),7 > 1 extracted from the model using our attack lead to more

accurate attribute inference.

Differences with CAI and WCAI. Our correlation inference-based attribute inference
attack (CI-AIA) is fundamentally different from Jayaraman and Evans’s AIA [JE22]. This is
because we do not assume the adversary to know the data distribution via access to auxiliary
data. Instead, we extract information about the distribution from the model (the correlation
between the input variables) and use it to generate synthetic data. In spite of this fundamental
difference, the WCAI formula for inferring the sensitive attribute given the partial record is
similar to step 3 of our CI-AIA attack. Recall that in our step 3, we retrieve the average
sensitive attribute value x{ among all synthetic records which approximately match the partial
record (xg, 3, ..., £,_1) and the label y. Our step 3 can thus be seen as equivalent to estimating

E(x1|zg, ..., vy-1,y), while WCAI returns arg max, p(z{|zz, ..., 2,-1)V,/.

We study if our CI-AIA can be further improved by applying the WCAI formula instead of
our step 3 (described in Section [7.4.2)) to the synthetic data generated conditionally on the
correlations inferred using our attack. For completeness, we explore different variants to the

WCALI formula.
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1. Variant 1: We trained a regression model for inferring =, given s, ..., x,_1, like [JE22].
The model is trained on the same synthetic data — generated conditionally on the corre-
lations inferred from the model — as our attack, instead of auxiliary data [JE22] which

our adversary does not have.

2. Variant 2: This is the same as variant 1, except that to understand the impact of con-
ditioning on y — which our step 3 does while [JE22] does not — we trained a regression

model for inferring z; given x9, 23, ..., 2, 1, and y.

3. Variant 3: This is the same as variant 1, except that we multiply p(xf|za, ..., z, 1) by
the model’s confidence on label y, V7, to understand if V7 helps. This is the closest
to the formula of [JE22], the only difference being how p(z{|xs, -+ ,x,_1) is estimated.
Jayaraman and Evans [JE22] uses a neural network classifier which outputs probabilities,
while we use a regression since our attribute x; is continuous. As the regression model does
not output a probability, we model it as the probability of error using a standard normal

e _(@f-af)? -
distribution p(xf|xs, ..., 2, 1) ~ € =, where z] denotes the model’s prediction on

the partial record (za,...,2,_1).

4. Variant 4: This is the same as variant 3, except that to understand the impact of con-
ditioning on y — which we do while [JE22] does not — we trained a regression model for

inferring x; given x5, 23, ...,2x,_1 and y.

Table[7.3|shows that none of the variants of our CI-AITA attack achieve better performance than
our original attack. In particular, our CI-AIA achieves the same accuracy (49.7%) as the WCAI
formula [JE22] applied to the synthetic data generated using steps 1 and 2 of our attack (49.8%
- Variant 3). This means that once correlations have been extracted and synthetic data has
been generated conditionally on these correlations using steps 1 and 2 of our attack, either our
step 3 or Jayaraman and Evans’s [JE22] formula can be used to achieve similar results. Another
interesting finding is that using y in the prediction leads to better performance than not using
y at all. The ATA accuracy is 49.5% when z; is inferred conditionally on y in addition to the

other variables (Variant 2), 49.8% when the prediction uses the model’s confidence on label y
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(Variant 3) and 46.7% when y is not used at all (Variant 1). Using y by both conditioning on
it and via the model’s confidence (Variant 4) does not significantly improve AIA performance.
Table 7.3: Comparison between our CI-ATA and attacks obtained by substituting

Jayaraman and Evans’s [JE22] prediction rule to step 3 of CI-AIA. We report the
attack accuracy averaged over 1000 runs (with 95% confidence interval) on the Fifal9 dataset.

Normalized accuracy gain

Method Accuracy . . .
over majority voting
(Ours) CI-ATA 49.7 £ 1.0 249 £ 1.5
Variant 1 46.7 £ 1.0 204 £ 1.5
Variant 2 49.5 £ 1.0 246 £ 1.5
Variant 3 (closest formula to [JE22]) 49.8 £ 1.0 25.1 £ 1.5
Variant 4 50.5 £ 0.9 26.1 £ 1.3

7.3 Discussion

In this work, we study a new type of leakage in machine learning (ML) models, the leakage
of correlations between input variables, proposing the first correlation inference attack against
ML models. Our results show that a model remembers more information than previously
thought, raising privacy and confidentiality concerns whenever dataset correlations are sensitive
information. We develop two different attacks, model-less and model-based, that together allow
to correctly quantify the leakage from the model. We perform an extensive evaluation of our
attacks, showing that models leak correlations of their training dataset with high accuracy, in
both synthetic and real-world datasets. We also show that mitigations such as limiting the
number of queries that can be made to the model, their precision, or training the models with
differential privacy guarantees do not help. Finally, we show how correlations extracted using
our attack can be used as building blocks for attribute inference attacks, in particular enabling

weak adversaries to develop more powerful attacks than previously thought.

Attack motivation. To further emphasize the privacy interest of correlation information,
we here describe several use cases where correlation leakage might represent a privacy violation

or could lead to individual harm. First, we consider the example presented in the introduction:
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a scoring model for depression which leaks that patients living in the inner city are more likely
to have used illegal substances, an information that could be used to target them. Second, we
consider a model controlling the signalization on the highway. We assume that it was trained on
data collected from vehicles in a specific area and that there is a positive correlation between
the darkness of the car and the probability of accident in the area. If the model leaks this
information to an insurance company operating in the area, this could lead to higher insurance
premium for darker cars in the area. Third, we consider a model that leaks the correlation
between age and income of people in its training dataset. Furthermore, assume that the model
developer claims the model to be trained on representative data. Our correlation inference
attack can be used as part of an auditing process, to surface a situation where although the
training dataset is balanced along each individual attribute (e.g., age and income taken in
isolation), it is not balanced on their intersection, e.g., in the training dataset being older is

excessively correlated with income.

When does the leakage happen? Our results (Figure and Figure suggest that
(1) models leak the correlation between input variables more when these variables are highly
correlated (positively or negatively) with the output variable Y than when these variables are
not correlated with Y, but that (2) leakage still occurs even when there is little to no correlation
between these variables and the target variable. The second finding might seem particularly
surprising in the case of n = 3 variables, where the resulting model makes random predictions
since all its input variables (X; and X5) are statistically independent to the target variable Y
(uncorrelation implies statistical independence for Gaussian variables). The apparent contra-
diction can however be explained by the fact that a model making random predictions is not
the same as the model not having any statistical dependency on its training dataset. Indeed,
while the optimal model is only intended to learn P(Y|X = x), current learning techniques
such as stochastic gradient descent optimize the expected loss computed over records of the
joint distribution P(X,Y’). Thus, the distribution of the input variables P(X) influences the
model. Whether the leakage we observe is a necessary condition for learning to happen and

thus, whether robust defenses might exist, remains an open problem.



7.3. Discussion 159

We now analyze some of the assumptions made on the adversary knowledge.

Access to auxiliary data. Our approach does not require access to the private dataset Dy,
nor to a dataset drawn from a similar distribution. Such detailed knowledge of the data is
a common assumption in the literature on inference attacks and has led to strong results as
the adversary uncertainty is reduced, e.g., [GWYT18, [ZTO21], [CCNT22]. We however believe
that real-world adversaries are unlikely to have detailed knowledge of the data. Our goal is
thus to explicitly extract information about the data distribution and use it to infer attributes
of individual records. While in this work we have assumed a Gaussian copula prior on the
underlying distribution (allowing us to control for correlations), future work could explore

different priors to improve our results.

Knowledge of the correlation constraints. Our default scenario S2 assumes the adversary
to know (p(X;,Y))i=1, n—1. We show that these can be extracted from the model using a
small number of queries Q. More specifically, we sample Q records (1, ..., x,—1) independently
from the marginals Fi,..., F,_1, then query the model to retrieve the predicted label y. We
then estimate (H(X;,Y))iz1,.. n—1 on these records. We compute the L; error of the predictions,
defined as = 37" | [6(X;,Y)—p(X;,Y)|, over 500 data collections of n = 4 columns, and compare
it with the IL; error of a random guess in [—1,1]. Figure shows our approach to perform
much better than the random guess, reducing the IL; error from 0.584 to 0.214 with as little as
100 queries to Logistic Regression models trained on the Fifal9 dataset. The performance of

our approach improves as the number of queries () increases, but stabilizes early at Q = 100.

Knowledge of precise marginals. We have so far assumed the adversary to have precise
knowledge of the marginals, discretizing them for simplicity into G = 100 sub-intervals of equal
size. Figure D 4] in the Appendix shows that decreasing G and, by doing so, reducing the
adversary’s ability to sample from the marginals with fine granularity, has a very small impact
on the performance of our attack. The accuracy on Fifal9 decreases very slowly from 91.2%

(G =100) to 82.9% (G = 5), much higher than the model-less attack at 60.2%.
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Figure 7.11: Correlation constraint extraction from LR models for different number
of queries (). We compute the IL; error between the inferred and the ground-truth values of
the correlations: £ "% [p(X;,Y) — p(X;,Y)| (mean with 95% confidence interval).

Knowledge of the model seed. We believe it more realistic to assume that the adversary
does not know the seed used to initialize the training algorithm of MLLP models, including their
weights. This assumption leads to more uncertainty, as the models may end up in different local
minima compared to the target model and may behave less similarly than expected. This is not
an issue for LR models, as they minimize a convex objective having a global optimum [BCH22].
Figure and B compare the performances of black-box and various white-box correlation
inference attacks against MLP models, when changing, respectively keeping the seed constant
between models used to generate the meta-classifier’s training dataset and target models. We
refer the reader Section for implementation details of the white-box attacks. While the
black-box attack gains little from the seed knowledge (up to 4.6 p.p), the white-box attack
reaches an astonishing 94.5% for n = 3 variables, 83.4 for n = 6, and 78.3% for n = 10
variables, the last being 29.8 p.p. above the model-less attack. It now also outperforms the
attack on LR models for all n > 4, confirming our hypothesis that more weights (e.g. 432 for
the MLP vs 10 for the LR when n = 10) can indeed encode more information. Finally, the
canonical sorting of weights, proposed by Ganju et al. [GWYT 18| to enhance the performance
of the meta-classifier is, in this setting, somewhat effective when the seed changes. However,

its performance is still much lower than the black-box attack. It however achieves the opposite
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effect of destroying some of the information present in the raw weights when the seed is kept

constant.
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Figure 7.12: Comparison between black-box and white-box CIAs against MLPs when
the adversary uses different seeds (left) or the same seed (right) as the target model
for training the models used to generate the meta-classifier’s training dataset. We
report the mean attack accuracy (with 95% confidence interval).

7.4 Materials and methods

In this section, we describe in detail our methodology for our correlation inference attack

(Section [7.4.1)) and our correlation inference-based attribute inference attack (Section [7.4.2)).

7.4.1 Correlation inference attack

We describe in detail the various building blocks of our methodology for the model-less and
model-based attacks. More specifically, we first describe our algorithms for generating correla-
tion matrices under constraints (Section [7.4.1). Second, we describe how we generate synthetic

dataset conditionally on a correlation matrix for arbitrary one-way marginals (Section [7.4.1]).
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Third, we describe the details of our model-based attack (Section [7.4.1]).

Generating correlation matrices under constraints

We adapt the algorithm of Numpacharoen and Atsawarungruangkit [NA12], which we include
in the Appendix (Algorithm , to our problem of generating matrices under constraints
given by the adversary’s knowledge. We notice that the coefficients of the first column of B
(cos 6,1 for ¢ = 2,...,n — 1) are identical to those of C' and are free parameters. We start
by reordering the variables to Y, X1,..., X,,_1 to generate p(Xi, X3) first (and explain below
why). Under S2, we set the coefficients of the first column of B (and C') equal to the correlation

constraints (p(X;,Y))i=1....n_1-

EEREE)

This amounts to replacing line 6 from Algorithm (highlighted in red) with ¢; 1 < p(X;—1,Y).
Under S1, we will set the first two coefficients equal to the correlation constraints p(X;,Y’) and

p(Xs,Y), initializing the others uniformly at random within [—1,1]. We replace line 6 from

Algorithm correspondingly.

We then shuffle the variables 3 to n — 1 by applying a random permutation. Indeed, naively
applying Algorithm would generate the correlations using the default variable ordering
(in our case, Y, Xy, ..., X,,_1). While the correlation generated first, p(X;, X5), is uniformly
distributed within its boundaries, the correlation generated last, p(X,_2, X,,_1), is not, because
the previously sampled correlations restrict its range. More specifically, its conditional distri-
bution follows a bell-shaped curve. Shuffling the variables reduces this bias [NA12]. We choose
to keep the target pair X; and X5 in the first position, to guarantee a uniform prior over the
distribution of the target correlation p(Xi, X3). Indeed, we assume the adversary does not
know how p(X7, X5) is distributed within its boundaries. Furthermore, we do not want to bias
the values towards the center of the interval, as would be the case if the value was not generated
first. Algorithm [§| details how we carefully sequence the shuffling, the column reordering, and

the inversion of the shuffling for scenario S2 (similarly, see Algorithm @ for scenario S1).

Algorithm details our procedure to sample the unknown value p(X;, X5) for scenario S3,
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Algorithm 8 SAMPLECORRMATRIX-ATTACKS?2
1: Inputs:
n: Number of variables.
constraints = (p(X;,Y))i=1,..n—1: Correlation constraints imposed by the adversary’s

knowledge.
2: Output:

C € R™™ : A valid correlation matrix satisfying ¢;,, = p(X;,Y), fori =1,...,n — 1.
// Randomly shuffle the constraints.
o < [1,2] + random_permutation([3,...,n — 1])
constraints <— o(constraints)
C' < SAMPLECORRMATRIX (n, constraints)
// Reorder the variables as Xi,..., X, 1,Y.
o« 1[2,...,n]+[1]
C' < reorder_columns(reorder_rows(C,c’), o)
10: // Revert the shuffling of constraints.
11: 0, o' +[n]
12: C' < reorder_columns(reorder_rows(C,o,), 0y,)

Algorithm 9 SAMPLECORRMATRIX-ATTACKS1. Code comments are written in blue.
1: Inputs:
n: Number of variables.
constraints = (p(X1,Y), p(Xs2,Y)): Correlation constraints imposed by the adversary’s

knowledge.
2: Output:

C € R : A valid correlation matrix satisfying ¢, = p(X1,Y) and ¢, = p(Xa,Y).
C <~ SAMPLECORRMATRIX (n, constraints)
// Reorder variables as Xi, Xy, X53),..., Xom-1),Y .
o < [2,3] + random_permutation([4, ... ,n]) + [1]
C' < reorder_columns(reorder_rows(C, o), o)

when all the other correlations are known. We start by placing the target pair (X7, X5) in the
last position. Denote by C” the partial correlation matrix after reordering the variables (filling
the unknown ¢;, ,, ; with a dummy value). We sample the last coefficient ¢;, ,, ; uniformly within
its bounds, which we determine by reverse-engineering part of the spherical parametrization

B. More specifically, we compute all the low triangular coefficients except for b, ,,—1 and b, ,

/

nn—1- Lhis allows us to compute the bounds

which cannot be determined absent knowledge of ¢

/

n—1 and sample it uniformly within them.

of ¢
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Algorithm 10 SAMPLECORRMATRIX-ATTACKS3
1: Inputs:
n: Number of variables.
(' Adversary knowledge having c¢; 5 and ¢ filled with a dummy value.

2: Output:
D e R™™ : A valid correlation matrix satisfying d; ; = ¢; ;,
V(i,7) € {1,...,n}*\ {(1,2),(2,1)}.
3: // Reorder the variables as Y, X, 4,...,X;.
4: 0« [n,...,1]
5. C" < reorder_columns(reorder_rows(C, o), o)
6: B'B"" < CholeskiDecomposition(C},,_,,.,_,) // B € Rv=Dx(=D
7. B+ O, Bl:n—l,l:n—l +~— B // BeR™™
8: bpy ¢ ¢, // Start filling the last row of B.
9: forie {2,--- ,n—2} do

10: bi < Ui — Biri(Bp1a)" /bis

11: end for

12: by 4= /1= 20002

13: // Compute the boundaries m [ of c
14: m, [+ Bn—l,l:n—l(Bn,lzn—l)T7 bn—Ln—lbn,n—l
15: // Sample uniformly within the bounds.
16: ¢, g = Cry, & UM —1,m+1)

17: // Reorder the variables as X;,...,X,_1,Y.
18: D < reorder_columns(reorder_rows(C’, o))

/
nn—1"*

Generating synthetic data given a correlation matrix for arbitrary one-way marginals

Algorithm details our heuristic to modify the correlation constraints. More specifically, it
determines V' such that, on average, synthetic datasets D generated from matrices matching
V' minimize the difference max; jyep |[E[C(D); ;] — (cr)i ;| between their empirical correlations
C(D) and the correlation constraints. For conciseness, we focus on the default scenario S2,

where V' = (p(X;,Y))i=1...n—1 (of which scenario S1 is a particular case).

Model-based attack

Our model-based attack exploits access to a machine learning model M trained on the target

dataset Dr in order to extract the target correlation.

First, we generate K correlation matrices C*,...,C¥ satisfying V' when the marginals are
standard normals (and V' for arbitrary marginals). In each scenario, the correlation matrices

are sampled using the corresponding algorithm. For each correlation matrix C*, we generate a
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synthetic dataset D* whose correlations approximately match V and whose marginals match

F;,i=1,...,n as described in Section [7.4.1]

Algorithm 11 MODIFYCORRELATIONCONSTRAINTS
1: Inputs:
n: Number of variables.
V = (p(X:,Y))iz1...n1 € R"1: Correlation constraints.
(F})i=1...n: One-way marginals.
S: Number of synthetic datasets used to estimate the gap.
Np: Size of the synthetic datasets.
e: Error tolerance.
M: Maximum number of iterations.
2: Output:
V' € R*1: Modified correlation constraints.
3: Initialize:
ViV
4: form=1,..., M do
5: V + zeros(n — 1)
6: for s=1,...,5 do
7
8
9

C < SAMPLECORRMATRIX-ATTACKS2(n, V')
// Synthetic dataset whose correlations approximately match V’.
: D? < [SAMPLEFROMGAUSSIANCOPULAS(
10: n,C, Fy,...,F,) ford=1,..., Np|

11: C*® <« correlation_matriz(D?)

12: \_/i<—\_/i+cf;"fori:1,...,n—1

13: end for

14: gap < max;_1 1 |Vi — V|

15: if gap < e then

16: break

17: else

18: // Update the constraints.

19: V! + max(=1,min(1,V/ + B5z¥) fori=1,...,n— 1
20: end if

21: end for

Second, we train a model M¥ on dataset D¥, for every k = 1,..., K. The models are trained

using the same algorithm and hyperparameters as the target model, but a different seed. We

present in Section results of our attack when the adversary knows the seed.

Third, we generate a synthetic query dataset Dguery in the same way as above, and use it to
extract black-box features from the models. More specifically, after the K models have been
trained, we pass the records of Dyuery through the model M* for k = 1,..., K, and retrieve the

confidence scores for the first L — 1 classes (the last one is redundant with the others as they all
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sum to 1). Denoting by @ the size of Dgyery, We thus extract a total of @ x (L —1) features from
each model. In this chapter, we assume for simplicity that the models are binary classifiers
(L = 2), meaning that we extract () features from each model. We concatenate them to form
the output feature vectors Og,l = 1,..., K. Our hypothesis is that these features are likely
to encode information about the dataset correlations, e.g. that a model makes more confident

predictions on records resembling its own training dataset.

Fourth, given a dataset D, we denote by C'(D) the correlation matrix computed on the dataset.
We label each feature vector Oy with the correlation Lj, = C'(D¥); 5 of the corresponding syn-
thetic dataset, discretized over B classes. We then train a meta-classifier A : R? — {1,..., B}
on Dyeta = {(Ok, Li), k = 1,..., K} to infer the correlation given features extracted from the

model.

Finally, we deploy the meta-classifier on the target model My. The adversary’s guess is the
output class A(Or) predicted by the meta-classifier on the feature vector O, consisting of the

outputs of Mz on the query dataset Dqyery-

7.4.2 Attribute inference attack

We describe our attribute inference attack aiming to infer the sensitive attribute value z; of a
target record (z1,...,2,_1,y) € Dr using black-box access to a model M trained on a private

dataset Dp. Our method consists of three steps:

Step 1: We execute our correlation inference attack independently against each target pair
(X;, X;),1 <i<j<n—1under default scenario S2. The output of the attack is a correlation
binb; ; € {1,..., Ng}. To evaluate our attack on real-world datasets having arbitrary marginals,
we run the attack using the MODIFYCORRELATIONCONSTRAINTS heuristic. We denote by

Viie R"~! the modified correlation constraints returned by the heuristic.

Step 2: We sample synthetic datasets whose empirical correlations belong to the inferred bins,
while also matching the correlation constraints (p(X;,Y))i=1,.n,—1. Sampling synthetic data

under constraints given by the adversary knowledge requires to modify the correlation con-
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straints p(X;,Y),i = 1,...,n — 1, as described in Section [7.4.1, We here use the average of

modified constraints used previously to attack each of the pairs: V' = Wlfﬂ > <icj<n1 Vi
We generate S’ synthetic datasets under these modified constraints, then select among them
the datasets D whose empirical correlations C'(D);; belong to the inferred bin b; ;, for every
1 <7< j <n-—1, discarding the rest. We concatenate the datasets together into a larger

dataset Dgynth-

Step 3: We select all the values of the sensitive attribute 7y, ... , 1 belonging to records that
approximately match the partial record (xs, ..., 2, 1,y). We search for approximate matches
as follows. First, we discretize the marginals of non-sensitive variables X5, ..., X, into G sub-
intervals of same size and denote by by, . .., b,_1 the size of the sub-intervals. Second, we retrieve
all the records (24,...,2)_1,9) in Dgynen such that: (1) |z; — x| < m;b;,i =2,...,n—1 and
(2) y = ¢/, where m; denotes the resolution of the search around the partial record’s attribute
z;. For instance, for my = 1 and by = 0.2 we only select records having zf, € [z2 — 0.2, 22+ 0.2].
If no record is found, we increase the resolution parameters by increments d;: m; < m; +0;,1 =
2,...,n — 1, until at least one record is found. We return the average sensitive attribute of
matched records z; = %(Ele 2") as our prediction. We also explore ablations of our attack
using different formulas for predicting z; given the partial record (z,---,z,_1,y) and the
synthetic data generated under Step 2, including variations of Jayaraman and Evans’s [JE22]

formula, none of which significantly improve the attack’s performance. Summary of the results

can be found in Tables [7.2] and [7.3]

As for the X7 —Y correlation baseline, we run steps 2 and 3 of our CI-AIA approach, described
above, on variables X; and Y, but not step 1 as there is no need to extract additional correlations

from the model.

7.5 Related work

Information leakage by ML models. It has, so far, been mostly studied through the lens
of individual records. This includes membership inference attacks [SSSS17, SZHT18, YGFJ18,
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NSH19, [CCTCP21l, ICCNT22| aiming to infer if a record was used to train a model — and to
a lesser extent, attribute inference |[FLJ™14, [FJR15, IMDDV™22| and reconstruction [SBBT20),
BCH22] attacks — aiming to reconstruct respectively, partially and entirely, a record. While
potentially very invasive from a privacy perspective, attacks against individual-level records
commonly rely on powerful adversaries, with partial [NSHI9] or near-complete [BCH22|] knowl-
edge of the dataset, or with access to a dataset sampled from the same distribution. We here
focus on an adversary aiming to infer correlations without access to real records, which requires
rethinking the current design of inference attacks. In particular, we develop a model-less attack
as a strong baseline and use Gaussian copulas to sample synthetic tabular datasets that we use

to generate the meta-classifier’s training dataset.

Property inference attacks (PIA). PIAs study the leakage of macro properties of the
dataset. Ateniese et al. [AMS™15] introduced property inference attacks (PIAs), albeit by
another name, and applied them to Hidden Markov Models and Support Vector Machines. They
show, for instance, that it is possible to distinguish the dialect on which a speech recognition
model was trained. To this end, they train a meta-classifier on white-boxr features extracted
from models trained in the same way as the target model, a methodology now known as shadow
modeling [SSSS1T]. Ganju et al. [GWY 18| showed that extending this attack to multilayer
perceptrons (MLP) is more challenging due to their permutation equivalence property and
propose to use weight-based neuron sorting and set-based meta-classifiers; we use the former in
our white-box experiments on MLPs. Zhang et al. [ZTO21] proposed the first black-box property
inference attack, making use of the model’s output probabilities computed on a dataset of real
records from the same distribution. Finally, Suri and Evans [SE22] proposed a formal definition
of distribution inference attacks that unifies the property inference attacks (PIA) of previous
works, which focused on the leakage of the proportion of samples along a certain attribute. The

authors extend the definition to other properties such as the average node degree of a graph.

Our work differs substantially from previous work in PTAs. First, we focus, by design, on explicit
micro characteristics of the dataset X rather than on external macro properties of the record

(e.g., the gender label of an image). Second, we demonstrate how dataset-level information, here
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correlations, can be used as building blocks for more accurate attribute inference attacks. Third,
our attack, contrary to PIAs, does not require access to a subset of the dataset or, at least, a
dataset sampled from a similar distribution. This would indeed mean that the adversary could
readily compute the correlations or, at least, have a very good prior on them. We here do not
assume access to private data for approximating the distribution, developing a methodology for
inferring correlations which relies on synthetic data instead of private data. More specifically,
the models we use to generate the training dataset of the meta-classifier are trained exclusively
on synthetic records. This makes the attack accessible to weaker adversaries than those of
previous works. Fourth, previous works mainly focus on a categorical choice between very
distinct properties. For instance, Ganju et al. [GWYT 18| aim to infer whether the proportion
of older faces is equal to (precisely) 23% or 37% or if exactly 0% or 87% of the faces where from
white people [GWY™18|. By contrast, we frame the correlation inference task as a prediction
task covering the entire range of possible values. While Zhou et al. [ZCSZ21] aim to address this
shortcoming by framing property inference as a regression task, they only apply their attack
to Generative Adversarial Networks which would, by design, reflect the statistical properties of

the training dataset making a correlation attack trivial.

Attribute inference attacks (AIA). AIAs aim to recover the sensitive attribute of a target
record. Friedrikson et al. [FLJT14] proposed the first ATA against ML models. They applied
their attack to linear regression models available as a black-box and aimed to infer a patient’s
genotype. Subsequent work [FJR15] extended this attack to make use of confidence scores and
applied it to decision trees. Yeom et al. [YGEJ18] explored the connection between membership
and attribute inference and proposed a black-box attack relying on a membership inference
oracle. Mehnaz et al. [MDDV™22] then proposed new black-box attacks: (1) a confidence-
based attack dropping the prior work’s assumption that the adversary knows the one-way
marginals of the dataset and (2) a label-based attack assuming the adversary has access to a

large fraction of the training dataset (excluding the sensitive attribute).

In contemporaneous work, Jayaraman and Evans [JE22] propose two extensions of the black-box

ATA of Yeom et al. [YGEJI8| and a white-box AIA. Our black-box correlation inference-based
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ATA (CI-AIA) is fundamentally different from their black-box AIAs, because we study a weaker
adversary who does not know the data distribution via access to auxiliary data. Instead, we (1)
extract information about the distribution from the model (the correlation between the input
variables), (2) use this information to generate synthetic data, and (3) predict the sensitive
attribute using the synthetic data. Table [7.2] shows our CI-AIA to outperform their black-box
ATAs when compared fairly in our weak adversary setting. We further note that our step (3)
applied to synthetic data bears similarity with Jayaraman and Evans’s [JE22] prediction rule
applied to auxiliary data. To understand if their prediction rule can further improve our CI-
ATA performance, we substituted their prediction rule to step (3) of our attack while leaving
our steps (1) and (2) unchanged. We show in Table that this does not lead to better

performance than our CI-AIA.

Synthetic data-based shadow modeling. It is an under-explored research area. Shokri et
al. [SSSS17] were the first to use synthetic data to train shadow models. They developed a
hill-climbing algorithm to generate synthetic records. Their approach is based on the intuition
that a model would be more confident on records that are similar to the training dataset.
Salem et al. [SZHT18| argued that this method is only efficient for datasets of binary records
and explored the use of shadow datasets from different sources. This is however not a suitable
option when aiming to infer summary statistics of a dataset as it requires shadow datasets to

span the entire range of possible values for the statistics.



Chapter 8

Conclusion

8.1 Summary of thesis achievements

In the adversarial definition of regulation laws, such as GDPR [Eurl6], it is stated that any
means ‘reasonably likely” used to de-identify someone’s data have to be taken into consideration
when releasing an anonymous dataset. So far, it was tempting to dismiss privacy attacks based
on the unrealisticness of their core assumptions. This thesis aims to provide a more realistic
privacy evaluation. We first provided an identification of vulnerable individuals in the context of
synthetic datasets, second we provided an evaluation setup to assess the privacy risk presented
by a specific data release, and third we constructed attacks without access to auxiliary datasets

in different settings.

In Chapter 2 we present the necessary information to formally define the notions used through-

out the thesis.

In Chapter 3, we provide a better method for outlier identification in the context of synthetic
datasets. Our method is, to the best of our knowledge, the first metric based at-risk record
detection. To provide empirical evidence that this result holds for various datasets, attacks
and generators, we also introduce a new attention-based attack against synthetic generators.

After extensive evaluation, we show our results to be consistent across attacks, datasets and
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generators.

In Chapter 4, we first explain why the common method to evaluate the privacy of various mech-
anisms can provide an inaccurate estimation of the privacy risk. Indeed, traditional evaluation
uses dataset sampling to ensure a good evaluation, as it is naturally an extension from ML
models evaluation to MIAs. We present evidences that this provides an inaccurate estimation
of the privacy risk because it averages the privacy risk across the datasets. We provide a dif-
ferent, specific evaluation setup. To provide a risk estimate specific to the risk tied to a given
data release. We extensively evaluate this setup, across different attacks, datasets, and data

release mechanisms.

In the remaining chapters, we show that we can remove the assumption that the adversary has
access to an auxiliary dataset with the same underlying distribution as the target dataset. This

unrealistic assumption has been tackled in three different setups.

First, in Chapter 5 we study synthetic data generators, and their vulnerabilities. We create
three different adversaries, classified by the strength of their assumptions. The first uses access
to the generator to query as many records as needed, while the second uses the produced and
released synthetic dataset only. We then identify the double counting problem, which explains
why using only the released synthetic dataset leads to a small decrease in performances. After
identification, we developed a third adversary that avoids this problem, and we show that it
outperforms the other adversaries. This chapter presents, to the best of our knowledge, the

first attack based solely on the output of one synthetic generator.

Second, in Chapter 6 we consider the case when a data release mechanism provides indirect ac-
cess to the target record, using an aggregation mechanism to “hide” each record’s contribution.
We show that by leveraging only access to the aggregate, the adversary is able to achieve the
same performance as the state-of-the-art attack, which is based upon the unrealistic assump-
tion of the attacker having access to auxiliary data. We also show that even if the aggregate
is released under privacy preserving defenses, our attack is able to denoise the aggregate to

achieve great performances.
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Third, in Chapter 7 we consider the case when a machine learning model is released. We show
that not having access to any kind of auxiliary data enables new kinds of privacy attacks, such
as correlation inference attacks. The goal of this attack is to infer the correlation matrix of
the target dataset from a machine learning model trained on it. We show that our attack is
successful across three different scenarios that vary the level of auxiliary knowledge available to
the adversary. We then use the inferred information to construct a better attribute inference
attack. We were able to use the inferred information about the correlation matrix, to build a
better prior for the adversary and greater performances. We show that privacy of dataset level
properties matters, both for the privacy of dataset-level properties but also for the record-level

privacy, as dataset level properties can be used to further improve the prior of adversaries.

8.2 Limitations and future work

In this thesis, we carefully design experiments and methodologies to construct more realistic
privacy adversaries against three different types of data release mechanisms. We here discuss
the potential limitations and future research that can be built upon the work presented in this

thesis.

Limitations:

1. Most vulnerable records. In this work, we study the identification and attack of at-
risk records. Further work could build on this to analyze the effect that the exclusion
of these records from the data could have. Previous work on MIAs against ML models
tends to show that when we remove the most vulnerable records, other records take their
place as most vulnerable [CJZ722]. Future work could explore if this is still true in the

context of synthetic datasets, as studied in Chapter 3, 4 and 5.

2. Empirical evaluation. One of the results we present in this thesis tells us how sometimes
results are specific to the release considered. Here, one limitation of this thesis is that we

validated results on widely used synthetic data generators or attacks, future work could
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explore if our results hold true for different specific systems such as GANs. Similarly, we
introduce an attack without auxiliary dataset against location aggregates. Future work
could explore the application of our technique to different kinds of aggregate, such as

survey data.

3. Protection against privacy attacks. Results presented in this thesis focus on attacks
against different data release mechanisms. One limitation of this approach is that we did
not study in depth the extent of protection available against such attacks, often restricting
our analysis to the introduction of DP. Whether or not additional protection mechanisms

exist to prevent the presented attacks is left for future work.

Future work:

1. Generalization to privacy adversaries in other settings. The work presented in
this thesis focused on using generative models to relax the unrealistic assumption of
the adversary having access to an auxiliary dataset from the assumptions of privacy
adversaries. We developed this approach for membership inference attacks, attribute
inference attacks and correlation inference attacks. It is left for future work whether this
approach can be developed for further specific attacks, such as Reconstruction Attacks.
Furthermore, our newly defined specific attack, introduced in Chapter [ has thus far
been studied primarily in the context of membership inference attacks. Future work
could explore the extent to which this approach can be generalized to other types of

privacy attacks.

2. Metric to quantify quality of synthetic datasets. In the context of synthetic
datasets, we validate their utility by verifying the preservation of the global statistics
of the dataset, and evaluating how useful the synthesized datasets are for training ML
models. Although these metrics are commonly used in state-of-the-art papers on synthetic
datasets [TMH™ 21l [AGR24], we believe that they could still be improved. It is left for
future work to explore how it is possible to create a widely applicable, computationally

efficient metric to better assess the utility of synthesized datasets.
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As we conclude this thesis, we hope it helps the reader to become familiarized with privacy
adversaries, and convinced that those adversaries are real threats that should not be underesti-
mated. We believe that MIAs and other privacy adversaries should be considered as reasonably
likely to be deployed, and that, when releasing a dataset by any means, the data owner should

be very cautious of the privacy threats that may arise.
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A Algorithms

A.1 Algorithm in Chapter 7

Algorithm to sample a valid correlation matrix. Algorithm details an implemen-
tation of the algorithm to sample a valid correlation matrix by Numpacharoen and Atsawarun-
gruangkit [NAT12]. We refer the reader to the original work for a slightly modified version which
correctly handles the numerically unstable cases when the range of attainable values for ¢;; is

very small.

Algorithm A 1 SAMPLECORRMATRIX [NA12]. We highlight in red the statement which
we modify when calling this algorithm inside Algorithm [§] and Algorithm [0} The modified
statement for each case is provided in Sec. 4.1.1 and is omitted here for brevity. Code comments
are written in blue.
1: Inputs:
n: Number of variables.
2: Output:
C € R™": A valid correlation matrix.
3: Initialize:
C+0; B0

4: // Randomly initialize the first column.
5 for i€ {2,...,n} do

6: cip —U(=1,1) // cosb;y

7 b@l <~ Cia

8 by /1—c for je{2,...,i} // sinb;,
9: end for

10: for i € {2,--- ,n} do

11: for je{1,---,i} do

12: // Compute the bounds m;; +1;;.

13: my;j < Bi,l:j—l(Bj,I:j—l)T

14: l@j — biyjbj,j

15: // Sample uniformly within bounds.
16: Cij < Z/l(ﬁli’j — li’j, my ; + li,j)

17: // Update B.

18: aux %// cos ;.

19: bij < bij % aux

20: big < V1I—aur?forke{j+1,...,n}
21: end for

22: end for

23: O+ C+CT+1,
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Algorithm to sample from a Gaussian Copula. Algorithm explain how to sample

synthetic dataset from Gaussian Copulas.

Algorithm A 2 SAMPLEFROMGAUSSIANCOPULAS. Code comments are written in blue.
1: Inputs:
n: Number of variables.
Y e S‘i: A valid covariance matrix.
Fy, ..., F,: One-way marginals.
: Output:
A sample z = (z1, ..., z,) from a Gaussian copula distribution parametrized by
..., F, and X.

A + CholeskyDecomposition(C) // C = A"- A
Z ~ N(0, I,)
X« ATZ
fori=1,...,ndo
Zi < F;l(XZ)
end for
24 (21,...,2n)

[\

B Presentation of datasets

The goal of this section of the Appendix is to present the various datasets used in the main
Chapter of this thesis. Datasets are separated by the Chapter they are used in. This appendix

include an ethical consideration for Chapter 6, as we used real data provided by a third party.

B.1 Presentation of the datasets used in Chapter 3,4 and 5

UK Census [Off11] is the 2011 Census Microdata Teaching File published by the UK Office
for National Statistics. It contains an anonymised fraction of the 2011 Census from England

and Wales File (1%), consisting of 569741 records with 17 categorical columns.

Adult [RB96] contains an anonymized set of records from the 1994 US Census database. It

consists of 48842 records of 15 columns. 9 of those columns are categorical, and 6 are continuous.
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B.2 Presentation of the datasets used in Chapter 6

We here describe the two location datasets used for evaluating the MIAs in Chapter 6, and

discuss ethical considerations of the data collection and usage.

CDR: The first dataset, which we refer to as 7CDR”, is a private dataset, shared with us by
Flowminder [Flo24] for the purpose of this research. The raw dataset comprises timestamped
and geo-tagged call records of approximately 11,000 mobile phone users within a Latin Amer-
ican metropolitan area. The observation period is June 2021, with epochs defined by the 720
hourly timeslots. The ROIs are defined by the service regions of approximately 500 cellular
antenna towers within the metropolitan area, which spans ~ 150km?. The users were selected
such that they registered at least one visit per week, to omit users who changed SIM cards, and
such that the majority of their visits are within the region, to ensure that they are residents. 50
target users for the MIAs were randomly selected by Flowminder. A histogram of the number

of visits over the target traces is plotted in Figure [L(a)]

Milan: The second dataset is the Milan Social Pulse dataset [SAM15], made publicly avail-
able as part of the Telecom Italia Big Data Challenge [BDNLT15]. This dataset comprises
timestamped and geo-tagged tweets from 4840 mobile phone users within the Milano region.
The ROIs are defined by a grid of 100 points, each with an approximate area of 256 km?. We
consider the location data from the first week of data, yielding 168 hourly epochs. We do not
delete any users from the dataset prior to aggregation. We randomly select 50 targets among
users who tweeted at least 10 times during the observation period. A histogram of the number

of visits over the target traces is plotted in Figure [L(b)]

Ethical Considerations: Because of the sensitivity of location data, we did not access raw
individual-level data, and instead collaborated with Flowminder (FM) to develop a privacy-
preserving data-sharing pipeline for the purpose of this research [dMGB™18|. More specifically,
data sharing was restricted to pre-computed aggregate matrices (labeled according to target

membership, computed by FM on the data provider server) and 50 target traces randomly
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Figure B 1: Number of visits for both CDR and Milan datasets. The number of visits
is computed per target over the 50 targets.

chosen by FM. To further mitigate the privacy risk, the ~ 500 ROIs and 720 epoch indices
were randomly permuted in the shared aggregate and target trace matrices, according to a
mapping known only by FM. This random permutation relabeled the space and time indices,
enabling us to test the MIAs without knowing the true times or locations. The graphs of the
marginal statistics (see Figures , , were plotted by FM and shared with us. All the
data shared by FM with us is subject to a research contract between FM and our institution
and was kept on our segregated server. The Milan dataset, derived from geo-tagged tweets,

remains publicly available, and was only used for the purpose of testing the MIAs.

B.3 Presentation of the datasets used in Chapter 7

We use three datasets in the real-world evaluation of Chapter

Fifal9 [Gadl9] contains 18207 records of 89 attributes each, describing physical attributes
and performance statistics of football players. We discard the categorical attributes, keeping
the continuous and discrete ordinal variables. We select the Value attribute, representing
the amount of money a club payed for a player, as the output variable, discarding the other
attributes predictive of it that would make classification trivial (e.g., Wage). We then remove

the records with missing values, leaving us with 15917 records. We binarize the output variable
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by mapping it to Y = 1 if larger than the median value (> 0.74M) and to Y = 0 otherwise.

Finally, we remove the duplicate attributes, which leaves us with 53 input attributes.

Communities and Crime [Redl1] contains 2215 records of 147 attributes each, describing
socio-economic, law enforcement, and crime statistics on communities in the US. We select the
number of murders as the output variable of our machine learning models, discarding the other
columns predictive of it (i.e., relating explicitly to crime). As input attributes, we select the 101
continuous and discrete ordinal attributes from the dataset that do not have missing values,
discarding the rest. We binarize the number of murders by mapping it to Y = 1 if is at least

1, and to Y = 0 otherwise.

Musk (v2) [Die98] contains 6598 records of 166 attributes each, describing different confor-
mations of 165 molecules, together with a human expert-assigned label of “musk” or “non-
musk”. We train the models to classify conformations as “musk” (Y = 1) or “non-musk”
(Y = 0). The dataset being heavily imbalanced with respect to the two classes, we balance it

for simplicity, leaving us with 2034 records.

C Parameters and notations used throughout experi-

ments

C.1 Parameters used in experiments of Chapter 3

Notations used in Chapter 3 can be found in Table

Table C 1: Parameters used throughout experiments of Chapter 3.

| Dauaz | |Dtest | Nshadow Niest

Adult 10000 | 5000 4000 | 200
UK Census | 50000 | 25000 | 4000 | 200
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C.2 Parameters used in experiments of Chapter 4

Notations used in Chapter 4 can be found in Table

Table C 2: Parameters used throughout experiments of Chapter 4. N .40, represents
the number of shadow models used to train the MIA, and N, represents the number of
evaluation models used.

Dataset Marget Library |Dauz|  |Devatl  |Diargetl  Nshadow Neval
é&gg %ﬁ;ﬁ;ofzg[;ﬁ% Reprosyn [AlaQQJ- 20000 15209 1000 1000 1000

J NN Sk-learn [PVGT11] 2000 500 500
UK[O%QESJ“S %fyﬁiofzgl;ﬁ% Reprosyn [Ala22] 52390 27193 1000 1000 1000
ﬁg}?ﬁg ResNet [HZRSI6] PYFTP?&}; [[;%1}42;9; 30000 30000 10000 256 256

C.3 Parameters used in experiments of Chapter 5

Notations used in Chapter 5 can be found in Table

Table C 3: Parameters used throughout experiments of Chapter 5.

Dataset Scenario | | Dz | Dyest| m Nshadow | Mtest
SO 10000 5000 1000
S1 0 5000 20000

Adult o 0 5000 1000 2000 100
S3 0 5000 20000
S0 50000 25000 1000
S1 0 25000 20000

UK Census 99 0 95000 1000 2000 100
S3 0 25000 | 20000

C.4 Notations used in Chapter 6

Notations used in Chapter 6 can be found in Table
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Table C 4: Glossary of notations used in Chapter 6.

Notation Definition

) Set of regions of interests (ROIs)

T Set of epochs in observation period

Q Set of all users in the dataset

L Location trace of user u € {2 over S x T

U Aggregation group of users sampled from (2

AU Raw aggregate count matrix in § x T" over users in U
A% L (e) An &-DP aggregate

A4 (k) An aggregate with counts < k suppressed

AY pssc(e, k) An e-DP aggregate with counts < k suppressed

A The released aggregate count matrix

m Number of users in the aggregation group U
u* Target drawn from full population, u* € €2
Adv Adversary performing MIA on u*

C.5 Parameters used in experiments of Chapter 7

Given M, we train a meta-classifier on outputs extracted from k = |Dpera| models. We gen-
erate K = 5000 synthetic datasets for target models trained on n = 3,4 and 5 variables and
K = 10000 synthetic datasets for n = 6 to 10 variables. In the experiments on synthetic data,
the models are all trained on 1000 samples and the target model test accuracy is computed on
500 unseen samples. In the experiments on real-world datasets, the target models are trained on
all the samples available (|Dp| = 2215 for Communities and crime and |Dy| = 2034 for Musk),
except for Fifal9, where we sample |Dr| = 2000 records uniformly without replacement to keep
the dataset sizes similar. The synthetic datasets are always generated to have a number of sam-
ples equal to the target dataset size |Dr|. We run the MODIFYCORRELATIONCONSTRAINTS
heuristic (Algorithm |11} of Chapter 7) using parameter values S = 100 and Np = |Dy|, for a
maximum of M = 10 iterations and with an error tolerance of e = 0.01. We set the size of the
query dataset Dguery €qual to ¢ = 100, and discuss in Section of Chapter 7 the impact of
this parameter. We use a Logistic Regression as the meta-classifier for LR models, as it leads to

similar accuracy as the MLP but takes less time to train. We use an MLP as the meta-clasifier
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for MLP models, trained the same as stated the MLPs described above for the target models,
except that we use a batch size of 128, a learning rate of n = 0.001, Lo weight decay of 0.01,

and early stopping after 10 epochs of non-improving accuracy on 10% of held-out samples.

D Additional results

D.1 Additional results for Chapter 7

Impact of constraint values on the results. For completeness, we here include results on

the impact of the average constraint (|p(X1,Y), p(X2,Y)|)/2 (Figure D 1)) and of the smallest

constraint min(|p(X1,Y), p(X2,Y)|) (Figure [D 2).

10 Logistic regression 1o Multilayer perceptron
0.91 g / Model-based attack
0.8-._,,\/ _,/// —— n=3
0.71 = n=4
7 / —e— n=5
0.6 o o —— n=6
05] S n=7
0.41 n=8
' n=9
0.3 0.3 — n=10
0.2 1 0.2 1 Model-less attack
0.1 0.1 (average over all n)
0.0 T T T 0.0 T T T
o o o™ N 0@ . o o ,\_Q\ o oD N o™ X o . o o X_o\
\ \ \Q’L‘ \0 ) \9 \ \0 ) \ \ \0 \ \0 ' \Q \ \0 \
Interval of avg(|p(X1, V)|, |[o(X2, V)|) Interval of avg(|p(X1, V)|, |[p(X2, V)|)

Figure D 1: Impact of the average constraint (|p(X1,Y)| + |p(X2,Y)|)/2 on the attack
accuracy for different number of variables n. We compare the results of our model-based
and model-less attacks on logistic regression (left) and MLP models (right).

Lowering the precision of confidences scores for the MLP. Additional mitigation

experiments computed using an MLP as target model.

Impact of the granularity of the marginals. Figure shows the impact of the number
of sub-intervals GG over which the one-way marginals released to the adversary are computed

on the accuracy of our attack.



D. Additional results App. 9

Logistic regression
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Figure D 2: Impact of the smallest constraint min(|p(X1,Y)|, |p(X2,Y)|) on the attack
accuracy for different number of variables n. We compare the results of our model-based
and model-less attacks on logistic regression (left) and MLP models (right).
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Figure D 3: Impact of mitigations on the accuracy of our attack against MLP models.
We report results for two mitigations: limiting the number of black-box queries (A) and lowering
the precision of confidence scores (B). We report the accuracy (with 95% confidence interval)
of our model-less and model-based attacks over 1000 targets models for n € {3,4, 5} variables.
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Figure D 4: Fifal9: Impact of the granularity of one-way marginals available to the
adversary. We report the attack accuracy (mean and standard deviation) on logistic regression
models as we vary the number of discretization bins applied to the one-way marginals.
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