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The phrases big data and data science have suddenly become ubiquitous. Conferences on them abound, and every university seems to be setting up its own data science department. Big data is promised to stimulate innovation, productivity and growth, to improve hospitals, schools and policing, and to revolutionise science.

One argument is that theory becomes less important in the face of such large data sets – often, it is claimed, in the face of all of the data describing some phenomenon (e.g. all of a shop’s sales, rather than merely a sample). Instead of theories, which are necessarily based on various assumptions, it is said that we can simply look at what the data say – on the grounds that the data themselves never lie.

The driver behind all this is a combination of dramatic advances in computer processing power and memory, coupled with routine and often automatic data collection. The popular image of someone with a clipboard, or a scientist painstakingly taking measurements by hand and recording them in his or her laboratory notebook, has been replaced in large part by electronic instruments sending the results straight to the database. Examples include continuous intensive care monitoring, records of credit card transactions, and of weather patterns. Data taken for some other purpose, such as to calculate the total bill at a supermarket checkout or to determine a child’s ability, finds its way into a database of purchases or examination performance. By such means, vast data sets are readily accumulated. 

It is useful to distinguish two kinds of big data exercise. The first primarily involves data manipulation – sorting, searching, matching, and so on. Examples are route finders and apps for bus and train status. The tools and theory here are primarily those of computer science and mathematics, such as efficient database searches. 

The second kind of exercise seeks to go beyond the data at hand. Here we will aim to make a prediction about what might happen next (e.g. in forecasting) or infer something about the mechanism underlying the data (e.g. which disease the patient had). The tools and theory in this second sort of exercise are primarily those of statistics and machine learning, and it is immediately obvious that the notion that one can have “all” of the data does not apply in such situations.

In the physical sciences, the strength of big data arises from the fact that, as advances are made, so the signals one is seeking become smaller – the obvious things have already been found. It follows that one needs larger and larger data sets to detect these smaller signals. In the social and medical sciences, having very large amounts of data allows a fine grained analysis according to individual characteristics. 

Sometimes, of course, the two kinds of big data exercise come together. In credit card fraud detection it is necessary to examine each and every transaction (preferably in real time), meaning that very efficient processing is required, while also making inferences about how suspicious each transaction is, meaning that the inferential tools of statistics and machine learning are also required.

The second, inferential, kind of exercise itself encapsulates two rather different kinds of challenge. In one case the accuracy of a prediction or forecast may be the overriding concern. This sort of challenge can be addressed by purely empirical models, with no underlying theory of the mechanism which generated the data. So, for example, a simple weighted sum of predictor variables might provide very accurate predictions, even though the underlying mechanism cannot be that simple. The second sort of challenge involves understanding. In contrast to problems which can be tackled by purely empirical models, based merely on summaries of the data, if the aim is understanding what’s going on, then some kind of underlying theory is necessary. The notion that we can discard theory because the data will tell us all we need to know misses the point of science and many other areas. The point is the theory, and the data, big or not, are a means to evaluate the theory.

It is also generally true that understanding an underlying mechanism can lead to improved predictive models – not least because the model does not involve superfluous parameters which have to be estimated. Basing a model on some kind of theoretical understanding can also provide some protection against nonstationarity. Purely empirical models can degrade dramatically if the underlying mechanism changes, while theory-based models (assuming they are accurate, of course) may be able to adapt as the circumstances change.

There is no doubt that modern big data sets allow us to tackle problems we would find very difficult to approach without them, but mere size of collections of data does not banish problems. Indeed, there is much truth to the claim that large data sets come with all of the problems of small data sets and more.

To begin with, almost by definition one cannot examine the elements of a large data set one by one. To give some context, think of the time for manual examination of a set of a billion points (not uncommon in today’s big data world) while bearing in mind that there are only 32 million seconds in a year. What this means is that the computer is a necessary intermediary between the analyst and the data. One can devise various checks of data quality, but the number of such checks one can apply is finite, while the number of ways that mistakes, errors, and other quality breakdowns that can occur is infinite.

Moreover administrative and transaction data may not be well matched to a research question one wants to ask (is the definition of “unemployed” used in the data the one you want to use?). It’s also possible that definitions may change over time, rendering ongoing research projects impossible. Furthermore, although it might superficially seem that the data constitute “n = all” this may not actually be the case. Selection bias is a particular danger with many large data sets. In general, people’s descriptions arrive in databases as a result of complex and elaborate socio-economic selection mechanisms. For example, predictive screening tools used for deciding which applicants to accept will be based on models built on data relating predictor variables to outcomes for previous applicants – but only those cases previously accepted will have known outcomes, so that selection bias results. 

Social media data are especially susceptible to selection mechanisms, but selection bias is not merely relevant to data describing people. Astronomical databases are more likely to show brighter, and hence nearer, objects than those which are dimmer and hence further away. Collision events producing more sub-atomic particles may be more readily detected than those producing fewer. 

Many big data sets are created by linking and merging smaller sets. But such exercises have their risks, selection distortion being just one of them. Medicine provides obvious examples, where lifestyle and behaviour patterns can be linked to illnesses and medical outcomes. Nowadays, with the automatic capture of massive databases describing all aspects of human behaviour and illness patterns, we can expect significant advances in understanding, with dramatic potential impact on health. More generally than medicine, however, sharing and linking behavioural data, both public and private, holds tremendous promise for improved public policy and advancing social science research.

Tremendous promise, perhaps, but quite naturally there is concern about private matters becoming public. Only if people are happy that the data are held securely, that confidential information about individuals will not be divulged, and if the legal barriers and ethical issues can be satisfactorily resolved, will the promise be realised. Such concerns can be tackled through secure methods of handling data, using sophisticated tools of encryption, anonymisation, trusted third party methods, and tight control of record level data, but there remain complex social issues. People may be willing to give data to social network and shopping sites, while having reservations about giving data to other sites, even when the latter are aimed at promoting public good. Increased public awareness following publicity when data are lost or stolen, as well as warnings about identity theft, can make people wary of releasing data. In general, the public’s view on such matters is both heterogeneous and volatile, and the drivers behind it are poorly understood.

Overall, the large data sets which are increasingly accumulating do hold dramatic promise for improving the human condition in a very wide range of ways. But caution must be exercised. Large does not necessarily mean good, useful, valuable, or interesting. Big does not necessarily mean accurate or comprehensive. And the current enthusiasm for large data sets does not mean that there is no place for small data sets. The plain truth is that most of the problems we need to solve will still involve small data sets.
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