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Abstract

The main topic of this thesis is the study of the Minimum Circuit Size Problem (MCSP).

MCSP is a decision problem: Given the truth table of a finite Boolean function and a size

parameter 0 ≤ θ ≤ 2n−1 (in binary), is there a Boolean circuit C of size at most θ such that C

computes f? MCSP is an important problem due to its unexpected connections to many other

areas of complexity theory, such as learning, pseudorandomness, and average-case complexity.

In a similar manner, Kolmogorov complexity poses the following question: Given a string x,

what is the size of the smallest program that outputs x when run on the empty string? While

Kolmogorov complexity cannot be computed, in general, there are resource-bounded versions

of Kolmogorov complexity that are computable and have been very influential in complexity

theory, just like MCSP is.

In this work, we study MCSP and some of its Kolmogorov complexity counterparts, and

answer the following two questions.

1. What is the complexity of MCSP? That is, how easy or difficult is it to compute MCSP?

We prove MCSP lower bounds against several restricted models of computation. These,

among others, include formulas, branching programs, constant-depth circuits, and one-

tape Turing machines. Almost all of the above lower bounds are the first of their kind

for MCSP, and almost match the state-of-the-art lower bounds against these models.

17
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2. What are some interesting applications of MCSP? Here, we show that the average-

case hardness of a conditional Kolmogorov complexity counterpart of MCSP is almost

equivalent to the existence of one-way functions (OWFs). Along with the concurrent

and independent work by Liu and Pass [73], this is one of the first natural NP-complete

problems whose average-case hardness is shown to be (almost) equivalent to the existence

of OWFs.
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tt(f) denotes the truth table f(0n) f
(︁
0n−11

)︁
· · · f(1n) of the Boolean

function f : {0, 1}n → {0, 1}; in this case we may also say that

tt(f) encodes f

CC(f) denotes the circuit complexity of the Boolean function f , that is,

the size of the minimum-size Boolean circuit that computes f

MCSP denotes the Minimum Circuit Size Problem

MCSP[θ] for a function θ : N→ N, this denotes the Minimum Circuit Size

Problem parameterized by θ
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branching program that computes f
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that has a one-way read-only input tape
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Chapter 1

Introduction

Given the truth table of some Boolean function f : {0, 1}n → {0, 1} and a size parameter

0 ≤ θ ≤ 2n − 1 (in binary), the Minimum Circuit Size Problem (MCSP) asks whether f can

be computed by a Boolean circuit of size at most θ. Understanding the exact complexity of

MCSP is an important open problem in computational complexity theory, dating back to the

1950s [108].

MCSP is a fundamental problem in complexity theory because of its surprising connections

to many research areas, such as circuit complexity [93, 62, 50, 79, 49, 10], learning theory [23],

and cryptography [93, 46, 47]. It is straightforward to see that MCSP ∈ NP because, given

a circuit C of size s as a certificate, one can check whether C computes the given function

f in time NO(1). On the other hand, the NP-completeness of MCSP is a long-standing open

question, which dates back to the introduction of the theory of NP-completeness (cf. [12]), and

it has an application to the equivalence between the worst-case and average-case complexity of

NP (cf. [47]).

A popular conjecture is that MCSP is NP-hard. However, despite serious efforts over the

31
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years, such a proof is still unknown. Given that it is difficult to show that MCSP is hard,

perhaps the problem is easy? It turns out that this cannot be the case under some plausible

cryptographic assumptions. More specifically, it is known that if one-way functions exist, then

MCSP is not in P [62]. As proving an unconditional lower bound for MCSP seems far beyond

the reach of currently known techniques, can we at least prove unconditional lower bounds for

MCSP against some restricted computational models?

To this end, Razborov and Rudich [93] showed that there exists no AC0-natural property

useful against AC0[⊕], which in particular implies that MCSP ̸∈ AC0. Hirahara and San-

thanam [48] proved that MCSP essentially requires quadratic-size de Morgan formulas, and

Golovnev, Ilango, Impagliazzo, Kabanets, Kolokolova, and Tal [40] proved that, for any prime

p, MCSP requires constant-depth circuits augmented with MODp gates of weakly-exponential

size.

Expanding the line of work outlined above (that is, to prove unconditional lower bounds

for MCSP against restricted models of computation) is the topic of the first part of this thesis;

see Section 1.1 and Section 1.2.

In what follows, for any function s : N→ N, we denote by MCSP[s(n)] the parameterized

version of MCSP, whereby the size parameter θ is not part of the input but fixed to s(n).

1.1 The Complexity of MCSP

1.1.1 MCSP Lower Bounds Against Formulas and Branching Programs

Among the most studied restricted computational models in complexity theory are the models

of De Morgan formulas and branching programs. For De Morgan formulas, the state-of-

the-art lower bound is almost cubic, namely N3−o(1), for some polynomial-time computable
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function [45, 104, 106, 33]. For branching programs, the state-of-the-art lower bound is almost

quadratic, namely N2−o(1), for some polynomial-time computable function [82].

For De Morgan formulas, as mentioned earlier, Hirahara and Santhanam [48] showed that

computing MCSP requires De Morgan formulas of size N2−o(1). Prior to this work, there were

no MCSP lower bounds against branching programs.

It is natural then to ask whether we can get MCSP lower bounds against De Morgan

formulas and branching programs that match the state-of-the-art lower bounds against these

models. More specifically, can we show that computing MCSP requires De Morgan formulas of

size N3−o(1) and branching programs of size N2−o(1)?

Our first result is an almost-cubic De Morgan formula lower bound for MCSP.

Theorem 1.1. Any De Morgan formula computing MCSP
[︁
2Ω(n)

]︁
on truth tables of length

N := 2n must have size at least N3/2O(log
2/3 N).

We also get almost-quadratic lower bounds against formulas over an arbitrary basis as well

as general branching programs; these almost match the best-known lower bounds against these

models [82].

Theorem 1.2. Let C be either a formula over any (bounded fan-in) basis or a branching

program that computes MCSP
[︁
2Ω(n)

]︁
on truth tables of length N := 2n. Then C must have

size at least N2/2O(
√
logN).

1.1.2 MCSP Lower Bounds Against Constant Depth Circuits

Constant-depth circuits are a popular model of computation that has been studied extensively

since the 80s. The strongest known lower bound against constant-depth circuits (i.e., the class

AC0) is for the Parity function, which on input x = (x1, . . . , xn) ∈ {0, 1}n takes value 1 if and
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only if
∑︁n

i=1 xi mod 2 = 1. In particular, Parity on N variables requires depth-d AC0 circuits

of size 2Ω(N
1/(d−1)) [44]. Allender, Buhrman, Koucký, van Melkebeek, and Ronneburger [6]

showed that MCSP, on functions represented as truth tables of length N , cannot be computed

by polynomial-size constant-depth AC0 circuits. In fact, by a more careful analysis of their

argument, one can get a lower bound of 2N1/(c·d+O(1)) , for a constant c ≥ 2. However, such a

lower bound still has a worse dependence on the depth compared to the Parity lower bound.

So it is natural to ask: Can one show that computing MCSP requires depth-d AC0 circuits of

size 2N
1/(d+O(1))?

We present the following improved lower bound for MCSP, whose dependence on the depth

matches the one in the Parity lower bound, up to a small additive constant.

Theorem 1.3. For every d > 2 and every constant γ > 0, any depth-d AC0 circuit computing

MCSP on truth tables of length N must have size 2Ω(N
1/(d+1+γ)).

For the special case of depth-2 circuits, we present an optimal lower bound.

Theorem 1.4. Any CNF or DNF computing MCSP on truth tables of length N must have size

2Ω(N).

1.1.3 MCSP Lower Bounds Against Augmented Constant Depth Circuits

Another restricted type of circuits that are well-studied in circuit complexity is the class of

constant-depth circuits augmented with few SYM (symmetric) or THR (linear threshold) gates

(see, e.g., [76, 112, 75, 100]). A SYM gate computes a symmetric function, which is a Boolean

function whose output depends only on the sum of its input variables. A THR gate computes

a linear threshold function, which is a Boolean function defined as the sign of some linear form,

on Boolean variables, with real coefficients.
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We get MCSP lower bounds against such circuits, by giving a fine-grained analysis of the

approach of obtaining MCSP lower bounds from average-case hardness via the Nisan-Wigderson

framework [83] (see Section 6.1). Our results match the best-known lower bounds against these

circuits, due to Servedio and Tan [100].

Theorem 1.5. There exists a constant γ > 0 such that the following holds. Let C be the class

of constant-depth N -input AC0 circuits augmented with at most 2γ
√
logN SYM or THR gates.

Then any circuit in C computing MCSP
[︁
2Ω(n)

]︁
on truth tables of length N := 2n must have

size NΩ(
√
logN).

Remark 1.6. Note that the class C of Theorem 1.5 is very expressive, subsuming THR ◦MAJ

circuits of small size, and other interesting classes.

1.1.4 MCSP Lower Bounds Against De Morgan Formulas of Parities

As briefly mentioned above, in Section 1.1.1, Boolean formulas are a well-studied model

of computation. Indeed, Boolean formulas have been investigated since the early years of

complexity theory (see, e.g., [103, 82, 65, 15, 89, 59, 45, 104, 33]). The techniques underlying

these complexity-theoretic results have also enabled algorithmic developments. These include

learning algorithms [95, 99], satisfiability algorithms (cf. [105]), compression algorithms [27],

and the construction of pseudorandom generators (PRGs) [57] for Boolean formulas of different

sizes. Nonetheless, despite many decades of research, the current non-trivial algorithms and

lower bounds apply only to formulas of less than cubic size, and understanding larger formulas

remains a major open problem in circuit complexity.

In many scenarios, however, understanding smaller formulas whose leaves are replaced by

certain functions would also be very useful. Some examples are the following. In what follows,
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we let FORMULA[s] ◦ G denote the set of Boolean functions computed by formulas containing

at most s leaves, where each leaf computes a function in G.

• Oliveira, Pich, and Santhanam [86] show that proving certain lower bounds against

formulas of size n1+ε over parity (XOR) gates would have significant consequences in

complexity theory. Note that De Morgan formulas of size n3+ε can simulate such devices.

Therefore, a better understanding of the FORMULA ◦ XOR model is necessary before we

are able to analyze super-cubic size formulas.1

• Tal [106] obtains almost quadratic lower bounds for the model of bipartite formulas,

where there is a fixed partition of the input variables into x1, . . . , xn and y1, . . . , yn, and

a formula leaf can compute an arbitrary function over either x⃗ or y⃗. This model was

originally investigated by Pudlák, Rödl, and Savický [92], where it was referred to as

graph complexity. The model is also equivalent to PSPACE-protocols in communication

complexity (cf. [41]).

• Abboud and Bringmann [1] consider formulas where the leaves are threshold gates whose

input wires can be arbitrary functions applied to either the first or the second half of the

input. This extension of bipartite formulas is denoted by F2 in [1]. Their work establishes

connections between faster F2-SAT algorithms, the complexity of problems in P such

as Longest Common Subsequence and the Fréchet Distance Problem, and circuit lower

bounds.

• Polytopes (i.e., intersections of half-spaces), which correspond to G being the class of

linear-threshold functions, and the formula contains only AND gates as internal gates.
1We remark that even a single layer of XOR gates can compute powerful primitives, such as error-correcting

codes and hash functions.
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The construction of PRGs for this model has received significant attention in the literature

(see [85] and references therein).

In this work, we give a novel pseudorandom generator (PRGs) that fools FORMULA ◦ XOR.

Recall that a PRG that fools a class of functions C is a function G mapping short strings

(seeds) to longer strings so that every function in C accepts the output of G on a uniformly

random seed with about the same probability as that for an actual uniformly random string.

More formally, G : {0, 1}ℓ → {0, 1}n is a PRG that ε-fools C if for every Boolean function

h : {0, 1}n → {0, 1} in C we have⃓⃓⃓⃓
⃓ Pr
z∈{0,1}ℓ

[h(G(z)) = 1]− Pr
x∈{0,1}n

[h(x) = 1]

⃓⃓⃓⃓
⃓ ≤ ε.

The parameter ℓ = ℓ(n) is called the seed length of the PRG and is the main quantity to be

minimized when constructing PRGs.

There exists a PRG that fools formulas of size s and has a seed of length s1/3+o(1) [57]. In

particular, there are non-trivial PRGs for n-variate formulas of size nearly n3. Unfortunately,

such PRGs cannot be used to fool even linear size formulas over parity functions, since the

naive simulation of these augmented formulas by standard Boolean formulas requires size n3.

Moreover, it is not hard to see that this simulation is optimal: Andreev’s function, which is hard

against formulas of nearly cubic size (cf. [45]), can be easily computed in FORMULA[O(n)]◦XOR.

Given that a crucial idea in the construction of the PRG in [57] (shrinkage under restrictions)

comes from this lower bound proof, new techniques are needed in order to approach the problem

in the FORMULA ◦ XOR model.

More generally, extending a computational model for which strong PRGs are known to

allow parities at the bottom layer can cause significant difficulties. A well-known example

is AC0 circuits and their extension to AC0 ◦ XOR. While the former class admits PRGs of
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poly-logarithmic seed length (see, e.g., [101]), the most efficient PRG construction for the latter

model has seed length (1− o(1)) · n [36]. Consequently, designing PRGs of seed length at most

(1− Ω(1)) · n can already be a challenge. We are not aware of previous results on PRGs for

FORMULA ◦ G for any non-trivial class G.

We construct the following novel PRG that fools FORMULA◦XOR that has almost quadratic

stretch.

Theorem 1.7. There is a PRG that ε-fools n-input formulas of parities from FORMULA[s] ◦

XOR and has seed length

O
(︁√

s · log s · log(1/ε) + log n
)︁
.

Under a standard connection between PRGs and lower bounds (see, e.g., [61]), improving

the dependence on s in the seed length for FORMULA[s] ◦ XOR would require the proof of

super-quadratic lower bounds against FORMULA ◦ XOR.

Prior to this work, the only known lower bound against FORMULA ◦ XOR (or bipartite

formulas) was the recent result of Tal [106] showing that the inner-product function IPn is

hard (even on average) against formulas of almost quadratic size.

We present the following new almost quadratic-size lower bound against FORMULA ◦ XOR

by combining Theorem 1.7 with the framework of Chapter 3 (which shows a way of obtaining

MCSP lower bounds against a computational modelM, by making use of PRGs that foolM).

Theorem 1.8. If MCSP
[︁
2Ω(n)

]︁
on truth tables of length N := 2n is in FORMULA[s] ◦ XOR,

then s = ˜︁Ω(N2).

MCSP plays an important role in the theory of hardness magnification (see [86, 26] and

earlier discussion). In particular, if one could show that MCSP
[︁
2o(n)

]︁
is not in FORMULA[n1+ε]◦

XOR for some ε > 0, then it would follow that NP cannot be computed by Boolean formulas
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of size nc, where c ∈ N is arbitrary. Theorem 1.8 makes partial progress in this direction by

establishing the first lower bound for this problem in the FORMULA ◦ XOR model.

1.1.5 MCSP Lower Bounds Against One-tape Turing Machines

As noted in Section 1.1.4, hardness magnification phenomena have exhibited surprising connec-

tions between very weak lower bounds of MCSP and important open questions of complexity

theory. Oliveira and Santhanam [88] (later with Pich [86]) showed that, if an approximation

version of MCSP cannot be computed by a circuit of size N1.01, then NP ̸⊆ P/poly (in particular,

P ̸= NP follows). Similarly, McKay, Murray, and Williams [77] showed that, if MCSP[s(n)]

cannot be computed by a one-pass streaming algorithm of poly(s(n)) space and poly(s(n))

update time, then P ̸= NP. Therefore, in order to obtain a breakthrough result, it is sufficient

to obtain a very weak lower bound for MCSP.

Are hardness magnification phenomena plausible approaches for resolving the P versus

NP question? We do not know the answer yet. However, it should be noted that, as argued

in [11, 88], hardness magnification phenomena appear to bypass the natural proof barrier of

Razborov and Rudich [93], which is one of the major barriers of complexity theory for resolving

the P versus NP question. Most lower bound proof techniques of complexity theory are “natural”

in the following sense: Given a lower bound proof for a circuit class C, one can interpret

it as an efficient average-case algorithm for solving C-MCSP (i.e., one can efficiently decide

whether a given Boolean function f can be computed by a small C-circuit when the input f is

chosen uniformly at random; cf. Hirahara and Santhanam [48]). Razborov and Rudich [93]

showed that such a “natural proof” technique is unlikely to resolve NP ̸⊆ P/poly; thus we

need to develop fundamentally new proof techniques. There seems to be no simple argument

that naturalizes proof techniques of hardness magnification phenomena; hence, investigating
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hardness magnification phenomena could lead us to a new non-natural proof technique.

Motivated by hardness magnification phenomena, we study the time required to compute

MCSP by using a one-tape Turing machine. We first observe that the hardness magnification

phenomena of [77] imply that a barely superlinear time lower bound for a one-tape Turing

machine is sufficient for resolving the P versus NP question.

Theorem 1.9 (A corollary of McKay, Murray, and Williams [77]; see Section 8.2). There

exists a small constant µ > 0 such that if MCSP[2µ·n] ̸∈ DTIME1

[︁
N1.01

]︁
, then P ̸= NP.

Here, we denote by DTIME1[t(N)] the class of languages that can be computed by a Turing

machine equipped with a one-way read-only input tape and a two-way read/write work tape

running in time O(t(N)) on inputs of length N .

We note that it is rather counter-intuitive that there is a universal constant µ > 0 satisfying

the conditions of Theorem 1.9. For that matter, it is instructive to state Theorem 1.9 in the

following logically equivalent way:

If MCSP[2µ·n] ̸∈ DTIME1

[︁
N1.01

]︁
for all constants µ > 0, then P ̸= NP.2

One of our results is a nearly quadratic lower bound on the time complexity of a randomized

one-tape Turing machine (with one additional read-only one-way input tape) computing MCSP,

as follows.

Theorem 1.10. There exists some constant 0 < µ < 1 such that MCSP[2µ·n] is not in

BPTIME1

[︁
N1.99

]︁
.

Here, BPTIME1[t(N)] denotes the class of languages that can be computed by a two-sided-

error randomized Turing machine equipped with a one-way read-only input tape, a one-way
2Observe that ∃µ, (P (µ) ⇒ Q) is logically equivalent to ∃µ, (¬P (µ)∨Q), which is equivalent to ¬(∀µ, P (µ))∨

Q.
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read-only random tape, and a two-way read/write work tape running in time t(N) on inputs

of length N ; we say that a two-sided-error randomized algorithm computes a problem if it

outputs a correct answer with high probability (say, with probability at least 2/3) over the

internal randomness of the algorithm.

Previously, no non-trivial lower bound on the time complexity required for computing MCSP

by a Turing machine was known. Moreover, Theorem 1.10 essentially matches the best-known

lower bound for this computational model; namely, the lower bound due to Kalyanasundaram

and Schnitger [64], who showed that Element Distinctness is not in BPTIME1

[︁
o
(︁
N2/ logN

)︁]︁
.

Our lower bound against BPTIME1

[︁
N1.99

]︁
is much stronger than the required lower bound

(that is against DTIME1

[︁
N1.01

]︁
) of the hardness magnification phenomenon of Theorem 1.9.

However, Theorem 1.10 falls short of the hypothesis of the hardness magnification phenomenon

of Theorem 1.9 because of the choice of the size parameter. In the hardness magnification

phenomenon, we need to choose the size parameter to be 2µ·n for some small constant µ > 0,

whereas, in our lower bound, we will choose µ to be some constant close to 1. That is, what

is missing for proving P ̸= NP is to decrease the size parameter from 2(1−o(1))·n to 2o(n) in

Theorem 1.10, or to increase the size parameter from 2o(n) to 2(1−o(1))·n in Theorem 1.9.

Next, we investigate the question of whether hardness magnification phenomena on

MCSP[s(n)] such as Theorem 1.9 can be proved when the size parameter s(n) is large, as

posed by Chen, Jin, and Williams [26]. As observed in [25], most existing proof techniques on

hardness magnification phenomena are shown by constructing an oracle algorithm that makes

short queries to some oracle. For example, behind the hardness magnification phenomena of

Theorem 1.9 is a nearly-linear-time oracle algorithm that solves MCSP[2o(n)] by making queries

of length 2o(n) to some PH oracle (see Corollary 8.7 for a formal statement). Chen, Hirahara,

Oliveira, Pich, Rajgopal, and Santhanam [25] showed that most lower bound proof techniques
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can be generalized to such an oracle algorithm, thereby explaining the difficulty of combining

hardness magnification phenomena with lower bound proof techniques. Following [25], we

observe that our lower bound (Theorem 1.11) can be generalized to a lower bound against an

oracle algorithm that makes short queries.

Theorem 1.11. Let O ⊆ {0, 1}∗ be any oracle. Then, for every constant 1/2 < µ < 1,

MCSP[2µ·n] on truth tables of size N := 2n is not in BPTIMEO
1

[︂
N1+µ′

]︂
for some constant

µ′ > 0, where all of the strings queried to O are of length No(1).

Theorem 1.11 can be seen as a partial answer to a question posed by [26]: It is impossible

to extend the hardness magnification phenomena of Theorem 1.9 to MCSP[2µn] for µ > 1/2

by using similar techniques used in [77]. Recall that the proof techniques behind [77] are to

construct a nearly-linear-time oracle algorithm that solves MCSP[2µn] by making short queries

to some oracle; the existence of such an oracle algorithm is ruled out by Theorem 1.11 when

µ > 1/2. Therefore, in order to obtain a hardness magnification phenomenon for MCSP[20.51n],

one needs to develop a completely different proof technique that does not rely on constructing

an oracle algorithm that makes short queries.

1.2 The Complexity of MKTP

Kolmogorov complexity poses the following question: Given a string x, what is the size of the

smallest program that outputs x when run on the empty string? Although this problem cannot

be computed [69], in general, there are resource-bounded versions of it that are computable

and also important for complexity theory. One of these variants is KT complexity.

For a string x, the KT complexity KT(x) is defined as the minimum value of |M |+ t, over

all programs M and integers t, such that for every 1 ≤ i ≤ |x| the machine M outputs the i-th
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bit of x in time t, given the index i as input [6].

Remark 1.12. In the definition of KT complexity, above, the Turing machine M in question is

required to output only one bit of x in time t, not all of x. For the sake of discussion, let us

now define a related KT complexity measure, namely KT′, such that KT′(x) is defined as the

minimum value of |M |+ t, over all programs M and integers t, such that on input the empty

string the machine M outputs x in time t. How does KT complexity relate to KT′ complexity?

Let s ∈ N and observe the following.

1. If KT(x) ≤ s, then KT′(x) ≤ |x| · s. This is so, because we can repeatedly use a machine

M that generates any bit of x in time t to produce all of x in time |x| · t ≤ |x| · s (whereby

|M |+ t ≤ s).

2. If KT′(x) ≤ s, then KT(x) ≤ s + O(|x|). This is so, because given a machine that

generates all of x, we can produce any bit of x just by reading x in time O(|x|).

The two items above show that KT and KT′ complexity are closely related. In what follows,

we focus on the standard notion of KT complexity [6].

The Minimum KT-complexity Problem (MKTP) is the problem of deciding whether

KT(x) ≤ s given (x, s) as input. The complexity of MKTP is closely related to the complexity

of MCSP [6], in that KT complexity is polynomially-related to circuit complexity. Moreover,

there are many results in the literature that highlight the importance of MKTP. For example,

given an oracle to MKTP, one can compute Graph Isomorphism in zero-error probabilistic

polynomial time [9].
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1.2.1 MKTP Lower Bounds Against Branching Programs

We prove the first MKTP lower bounds against branching programs by making use of Neči-

poruk’s method , which is a standard proof technique for proving lower bounds against branching

programs. It appeared previously that Nečiporuk’s method is not directly applicable to the

problems such as MCSP [48]. In this work, we develop a new proof technique for applying

Nečiporuk’s method to MKTP.

Theorem 1.13. The size of a branching program computing MKTP is at least Ω(N2/ log2N).

The size of a non-deterministic branching program or a parity branching program computing

MKTP is at least Ω(N1.5/ logN).

Theorem 1.13 gives the first non-trivial lower bounds against non-deterministic and parity

branching programs for MKTP and, in addition, these are the best lower bounds which can

be obtained by using Nečiporuk’s method (cf. [17]). Previously, by using a pseudorandom

generator for branching programs constructed by [57], it was shown in [86] and Theorem 1.2

above that (deterministic) branching programs require N2−o(1) size to compute MCSP and

MKTP.3 Surprisingly, Theorem 1.13 is proved without using a pseudorandom generator.

1.3 Connections to Cryptography

In the second part of this thesis, we study some applications of a conditional variant of MKTP.

This conditional variant of MKTP, termed McKTP, takes as input a string x, a size parameter

s, and an auxiliary string y, and asks to decide whether KT(x | y) ≤ s or not. (The term

3It is worthy of note that Theorem 1.13 mildly improves the lower bounds of [86] and Theorem 1.2 to

Ω(N2/ log2 N) by directly applying Nečiporuk’s method, which matches the state-of-the-art lower bound for

any explicit function up to a constant factor.
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“conditional” comes from the presence of the auxiliary string y in the definition of McKTP,

as we are “conditioning on knowing y.”) The applications of McKTP pertain to cryptography,

and in particular are about one-way functions (OWFs).

OWFs —that is, functions that are easy to compute but hard to invert— are objects of

great importance in cryptography and computational complexity. For example, it is known

that OWFs exist if and only if pseudorandom generators exist [46] and, moreover, if OWFs

exist, then P ̸= NP.

We ask the following question:

Can the existence of OWFs be shown to be equivalent to the average-case hardness

of some natural NP-complete problem over the uniform distribution?

We take concrete steps toward giving an affirmative answer to this question, by presenting a

candidate problem.

Remark 1.14. In what follows, “hard-on-average” will mean “hard-on-average over the uniform

distribution;” unless the underlying distribution is otherwise specified.

Note that by Impagliazzo and Naor [58] it is known that there exists some NP-complete

problem (Subset Sum) whose average-case hardness implies the existence of OWFs. However,

what we attempt to do is different: We want to make concrete progress in characterizing OWFs

by the average-case hardness of an NP-complete problem.

The importance of NP stems mainly from the fact that, for thousands of important naturally-

occurring computational problems, their worst-case computational complexity is best explained

by knowing that they are NP-complete. Liu and Pass [70] gave what is arguably the first

“natural” example of a problem in NP that is hard-on-average if and only if OWFs exist, but

this problem is not known to be NP-complete. The problem that Liu and Pass [70] considered
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is a decision variant of computing time-bounded Kolmogorov complexity, namely Kt. Although

it is not hard to modify their language to obtain an artificial NP-complete problem with the

same average-case complexity (see Proposition A.1), there had been no “natural” example of an

NP-complete problem whose average-case complexity is equivalent to the existence of OWFs.

As mentioned above, our main contribution here is to make progress on this question.

Initially, we prove that the average-case hardness of McKTP implies the existence of OWFs.

Theorem 1.15 (Informal). OWFs exist if McKTP is hard-on-average on a polynomial fraction

of its instances, over the uniform distribution.

Theorem 1.15 suggests an approach for excluding Impagliazzo’s Pessiland [55], that is, a

version of our world where there are average-case hard problems in NP and there are no OWFs.

This approach is based on the following observation. If McKTP is NP-hard under average-case

reductions, then by Theorem 1.15 the existence of an average-case hard problem in NP would

imply the existence of OWFs. Therefore proving that McKTP is NP-hard under average-case

reductions excludes Pessiland.

Nevertheless, we prove that McKTP is NP-complete under randomized reductions.

Theorem 1.16 (Informal). McKTP is NP-complete under polynomial-time randomized one-

side-error reductions.

Finally, we prove a weak converse of Theorem 1.15.

Theorem 1.17 (Informal). OWFs exist only if McKTP is hard-on-average on an exponential

fraction of its instances, over the uniform distribution.

There has been a flurry of recent activity on this topic, and it may be helpful to present

here the following timeline.
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1. [70] is posted by Liu and Pass, relating the existence of OWFs to the average-case hardness

of computing Kt complexity, as mentioned earlier.

2. [8] is posted by Allender, Cheraghchi, Myrisiotis, Tirumala, and Volkovich, claiming to

characterize the existence of OWFs by the average-case complexity of an NP-complete

problem called Sparse Partial MCSP (which is a polynomially-sparse variant of Partial

MCSP). This paper was retracted.

3. [7] is posted by Allender, Cheraghchi, Myrisiotis, Tirumala, and Volkovich, presenting

the proofs of Theorem 1.15 through Theorem 1.17 above.

4. [71] is posted by Liu and Pass, whereby they prove that subexponentially-hard OWFs

exist if and only if MKtP (Minimum Kt-complexity Problem; a decision problem based

on Kt complexity) is average-case hard for sublinear-time non-uniform heuristics.

5. [74] is posted by Liu and Pass, showing that OWFs exist if and only if the EXP-complete

language MKtP (Minimum Kt-complexity Problem; a decision problem based on Levin’s

notion of Kt complexity [68]) is hard-on-average, and that logspace-computable OWFs

exist if and only if the PSPACE-complete language MKSP (Minimum KS complexity

Problem; a decision problem based on KS complexity, which a space complexity analogue

of KT complexity) is hard-on-average.

6. [97] is posted by Ren and Santhanam, showing that MKTP is hard-on-average if and

only if logspace-computable OWFs exist.

7. [73] is posted (inspired by and in part as a response to [8]) by Liu and Pass, showing

that a conditional variant of time-bounded Kolmogorov complexity is NP-complete, and

is hard-on-average if and only if OWFs exist. The main points of difference between the
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work by Liu and Pass [73] and that of Allender, Cheraghchi, Myrisiotis, Tirumala, and

Volkovich [7], are that Liu and Pass consider conditional Kt complexity with respect

to RAM programs, while Allender, Cheraghchi, Myrisiotis, Tirumala, and Volkovich

consider conditional KT complexity with respect to oracle Turing machines, and that the

work by Liu and Pass establishes an equivalence between the average-case hardness of an

NP-complete problem and the existence of OWFs.

8. [54] is posted by Ilango, Ren, and Santhanam, showing that OWFs exist if and only if

the undecidable problem MKP (Minimum Kolmogorov-complexity Problem; a decision

variant of Kolmogorov complexity) is hard-on-average under a samplable distribution,

and if and only if MCSP is hard-on-average under a locally-sampleable distribution.

9. [72] is posted by Liu and Pass, generalizing some of the results of Ilango, Ren, and

Santhanam [54], whereby they show that there exists some sparse language L such

that OWFs exist if and only if L is average-case hard with respect to some efficiently

sampleable “high-entropy” distribution.

We now mention some other related (prior) work. An early goal in cryptographic research

was to base the existence of cryptographically secure OWFs on the worst-case complexity of

some NP-complete problem. This goal remains elusive; it was shown in [4] that no black-box

argument of this sort can proceed based on non-adaptive reductions. Non-adaptive worst-

case-to-average-case reductions were also studied by Bogdanov and Trevisan [19], who showed

that such reductions to sets in NP exist only for problems in NP/poly ∩ coNP/poly. (This

shows a weakness of this kind of reductions.) Recent work by Nanashima [80] holds open the

possibility that the security of OWFs can be based on an adaptive black-box reduction, by first

establishing a non-adaptive black-box reduction basing the existence of auxiliary input one-way
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functions on the worst-case complexity of an NP-complete problem, although this would also

require non-relativizing techniques. Instead of worst-case hardness, the focus of our work is

on average-case hardness assumptions. A nice survey on this area, that lays out many of the

issues about OWFs and average-case complexity, is the one by Bogdanov and Trevisan [18].

Hirahara and Santhanam have discussed zero-error average-case complexity of problems

related to MKTP [48]. Santhanam [98] showed that a hitting set generator that outputs truth

tables of low circuit complexity exists if and only if MCSP is zero-error average-case hard if

and only if there exist pseudorandom distributions supported on truth tables of low circuit

complexity. Hirahara also proved similar results connecting the worst-case and the zero-error

average-case complexity of problems related to MCSP and Kolmogorov complexity [47].

More recently, Brzuska and Couteau [21] discuss basing OWFs on average-case hardness,

stating that it remains an open question to do this for the general notion of average-case

hardness. They present some negative results, indicating the difficulty of establishing the

existence of fine-grained OWFs, based on the existence of average-case hardness, via black-box

reductions.

There is also an important line of work (including Ajtai [2] and Micciancio and Regev [78])

basing the existence of OWFs on the worst-case complexity of certain problems in NP (including

problems that are closely related to NP-complete problems, although they are not themselves

known to be NP-complete).

1.4 Thesis Organization

This thesis is organized as follows.

• In Chapter 2 we present some background material.
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• In Chapter 3 we present the main framework of obtaining lower bounds for MCSP.

• In Chapter 4 we prove Theorem 1.1 and Theorem 1.2.

• Chapter 5 contains the proofs of Theorem 1.3 and Theorem 1.4.

• Chapter 6 contains the proof of Theorem 1.5.

• Chapter 7 contains the proofs of Theorem 1.7 and Theorem 1.8.

• Chapter 8 contains the proofs of Theorem 1.9 and Theorem 1.11 (and for that matter

the proof of Theorem 1.10 as well).

• Chapter 9 contains the proof of Theorem 1.13.

• Chapter 10 contains the proofs of Theorem 1.15, Theorem 1.16, and Theorem 1.17.

• In Chapter 11 we present some open problems.

• Finally, Appendix A contains the proof of Proposition A.1.

We conclude each chapter with some relevant notes.



Chapter 2

Preliminaries

We present in this chapter some background material. The reader is advised to have a look at

the notation table at the beginning of this thesis (List of Common Notation and Abbreviations;

page 19).

2.1 Boolean Functions and Computational Models

We identify infinite Boolean functions f : {0, 1}∗ → {0, 1} with collections {fn}n∈N, whereby

fn : {0, 1}n → {0, 1} for all n ∈ N.

We are interested in computing Boolean functions by making use of computational models

that are realized by devices. For example, a Boolean circuit is a device (from the computational

model of Boolean circuits) that computes a finite Boolean function.

The following are some of the computational models that we will encounter in this thesis.

51
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2.1.1 Boolean Circuits

We consider Boolean circuits that are directed acyclic graphs (DAGs) over the bounded fan-in

{AND,OR,NOT} basis, where AND and OR have fan-in 2 and NOT has fan-in 1. The DAGs

that are used in defining circuits have many sources (these can be variables, say x1, . . . , xn,

or constants such as 0 or 1) and one sink (this is the output). Given a circuit, its size is the

number of its vertices (which are called gates).

Given a Boolean function f : {0, 1}n → {0, 1}, the circuit complexity of f , denoted CC(f),

is the size of a minimum size circuit that computes f . For a size function s : N→ N, we denote

by SIZE[s(n)] the class of Boolean functions f = {fn}n∈N, whereby fn : {0, 1}n → {0, 1} for all

n ∈ N, such that CC(fn) ≤ s(n) for all n ∈ N. For a string y ∈ {0, 1}2
n

, we denote by CC(y)

the circuit complexity of the function fy : {0, 1}n → {0, 1} encoded by y; i.e., fy(x) = yx, for

any x ∈ {0, 1}n.

Lemma 2.1. A circuit of size s can be specified using O(s log s) bits. Hence, there are at most

2O(s log s) = sO(s) distinct circuits of size at most s.

Theorem 2.2 ([102]). The fraction of functions on n variables that have a circuit of size less

than 2n/(3n) is o(1).

We will need the following result, which says that finite field arithmetic can be performed

by almost linear-size circuits.

Fact 2.3 (See, e.g., [114, 38]). For any integer ℓ > 0, let the elements in F2ℓ be represented

by ℓ-bit strings. Then, addition over F2ℓ can be performed by a circuit of size O(ℓ) and

multiplication over F2ℓ can be performed by a circuit of size ˜︁O(ℓ).
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Boolean Circuits of Constant Depth

Constant-depth circuits have depth that is constant and independent of their number of inputs.

These circuits are defined over the unbounded fan-in {AND,OR,NOT} basis. The class of

languages computed by a collection of constant-depth polynomial-size circuits is AC0.

2.1.2 De Morgan Formulas

De Morgan formulas are Boolean circuits over the bounded fan-in {AND,OR} basis such that

their underlying graph (which is a DAG) is a binary tree with leaves in the set

{0, 1, x1, . . . , xn,¬x1, . . . ,¬xn} ,

where n is the number of variables. The size of a De Morgan formula is the number of its

non-constant leaf gates. For a formula F , we denote by L(F ) the size of F . Let s : N→ N. We

denote by FORMULA[s] the class of languages computed by a collection {Fn}n∈N of size-s(n)

De Morgan formulas.

We will sometimes refer to formulas over an arbitrary basis. In this case, we mean that the

basis can be any subset of the set of all Boolean functions from {0, 1}2 to {0, 1}.

2.1.3 Branching Programs

A branching program (BP) is a DAG with three special vertices: A vertex s (which is called

the source) an accepting vertex h1 and a rejecting vertex h0 (the sinks).

On input x ∈ {0, 1}n, the computation starts at s and follows a directed path from s to

some hb, with b ∈ {0, 1}. On this occasion, the output of the computation is b. In each step,

the computation queries some input xi, for i ∈ [n], and then visits some other node, depending

on the value of the variable just queried, namely 0 or 1, through an edge with label “xi = 0” or
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“xi = 1,” respectively. A branching program P computes a language L ⊆ {0, 1}n in a natural

way, i.e., x ∈ L if and only if, on input x, the computation path that P follows starts at s and

finishes at h1.

If the branching program is layered and the variable queried within each layer is the same,

then the branching program is called oblivious. If the branching program queries each variable

at most once, then the branching program is called a read-once branching program (ROBP). If

the branching program is oblivious and always queries the variables in some known order, where

it is known beforehand which variable is queried at each layer, then the branching program is

called known-order, else it is called any-order.

We define the size of a branching program to be the number of its edges.

2.2 The Minimum Circuit Size Problem

We give here a formal definition of MCSP.

Definition 2.4. The Minimum Circuit Size Complexity Problem (MCSP) is defined as follows.

• Input: A truth table x ∈ {0, 1}2
n

, that encodes a Boolean function f : {0, 1}n → {0, 1},

and a size parameter 0 ≤ θ ≤ 2n − 1 in binary.

• Question: Is there a circuit of size at most θ that computes f?

We will also make use of the following parameterized version of MCSP.

Definition 2.5. Let θ : N→ N be a function. The Minimum Circuit Size Complexity Problem

of parameter θ (MCSP[θ]) is defined as follows.

• Input: A truth table x ∈ {0, 1}2
n

, that encodes a Boolean function f : {0, 1}n → {0, 1}.

• Question: Is there a circuit of size at most θ(n) that computes f?
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2.3 Pseudorandom Generators

We will need the following fundamental definition of pseudorandom generators.

Definition 2.6 (Pseudorandom generators). Let s : N→ N be a function such that s(n) < n

for all n ∈ N, F a class of Boolean functions, and ε : N→ (0, 1). A pseudorandom generator

(PRG) of seed length s that ε-fools F is a function
{︂
Gn : {0, 1}s(n) → {0, 1}n

}︂
n∈N

such that

for every function f = {fn}n∈N ∈ F it is the case that⃓⃓⃓⃓
⃓ Pr
z∼{0,1}s(n)

[fn(Gn(z)) = 1]− Pr
x∼{0,1}n

[fn(x) = 1]

⃓⃓⃓⃓
⃓ ≤ ε(n) .

2.4 Useful Facts About Distributions

2.4.1 k-wise Independent Distributions

A multidimensional distribution is called k-wise independent if any k coordinates of the

distribution are uniformly distributed.

Definition 2.7 (k-wise independence). A distribution X = (X1, . . . , Xn) over [m]n is called

k-wise independent if the distributions X1, . . . , Xn over [m] are independent and identically

distributed and, moreover, Pr[Xi = b] = 1/m for every i ∈ [n] and b ∈ [m]. If k = 2, then a

k-wise independent distribution is called pairwise independent.

Note that, according to Definition 2.7, if X = (X1, . . . , Xn) is a k-wise independent

distribution over [m]n, then for every 1 ≤ i1 < · · · < ik ≤ n and every b1, . . . , bk ∈ [m], we have

Pr[Xi1 = b1, . . . , Xik = bk] =
k∏︂

j=1

Pr
[︁
Xij = bj

]︁
=

1

mk
.
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2.4.2 Almost Linear-size k-wise Independent Generators

A k-wise independent generator is a function from binary strings to binary strings that takes

as input a random seed and stretches that seed to a string that follows a k-wise independent

distribution.

We will use efficient constructions for k-wise independent generators.

Lemma 2.8. For any integer k > 0, there exists a k-wise independent generator G : {0, 1}r →

[m]n, with r = k ·max{log n, logm}, such that the following holds. There exists a circuit of

size

k ·max{ ˜︁O(log n), ˜︁O(logm)}

such that, given j ∈ {0, 1}logn and a seed z ∈ {0, 1}r, the circuit computes the j-th coordinate

of G(z).

Proof. Let n′ = max{n,m} and suppose n′ = 2ℓ. We view the elements in Fn′ as ℓ-bit strings.

Consider the following function g : Fn′ × Fk
n′ → Fn′ given by

g(i, z0, . . . , zk−1) = z0 + z1 · i+ · · ·+ zk−1 · ik−1.

It is known (see [110, Proposition 3.33]) that the function G : Fk
n′ → Fn′

n′ defined as

G(z0, . . . , zk−1) =
(︁
g(1, z0, . . . , zk−1), . . . , g(n

′, z0, . . . , zk−1)
)︁
,

is a k-wise independent generator.

Using Fact 2.3 it is straightforward to implement a circuit of size k · ˜︁O(ℓ) that computes

g(j, z). Note that to get an output in [m] we can simply output the first logm bits of G(z)j ,

since the field has characteristic 2.
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2.4.3 δ-biased Distributions

Next, we define δ-biased distributions.

Definition 2.9. Let n ∈ N and 0 < δ < 1. A distribution D over {0, 1}n is said to be δ-biased

if, for any S ⊆ [n], it is the case that⃓⃓⃓⃓
⃓ Pr
X∼D

[︄∏︂
i∈S

(−1)xi = 1

]︄
− Pr

X∼{0,1}n

[︄∏︂
i∈S

(−1)xi = −1

]︄⃓⃓⃓⃓
⃓ ≤ δ,

where X = (x1, . . . , xn).

2.4.4 Almost Linear-size δ-biased Generators

A δ-biased generator is a function G : {0, 1}s → {0, 1}n that takes as input a random seed

z ∈ {0, 1}s and its output G(z) ∈ {0, 1}n follows a δ-biased distribution over {0, 1}n (see

Definition 2.9).

We will use efficient constructions for δ-biased independent generators. In Theorem 2.10

we observe that the δ-biased distribution of Alon, Goldreich, Håstad and Peralta [13] encodes

truth tables of Boolean functions that have low circuit complexity. Our contribution here lies

exactly at this observation.

Theorem 2.10. There exists a δ-biased generator G : {0, 1}s → {0, 1}n with seed length

s = O(log(n/δ)) such that its output strings encode Boolean functions of circuit complexity

˜︁O(log(n/δ)) · polylog(n).

Proof. We use the standard construction of an δ-biased generator G0 of [13]. Let m := log(n/δ),

and take a field of size 2m. For random seeds a, b ∈ F2m of length 2m, the ith bit of G0(a, b)

is defined as
⟨︁
ai, b

⟩︁
, i.e., the inner product of the binary representations of ai and b. It was

shown in [13] that, for a, b chosen uniformly at random from F2m , the distribution of G0(a, b)

is δ-biased.
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We claim that, for every a, b ∈ F2m , there exists a circuit of size O(log(n/δ) · log n) that

takes i ∈ [n] as an input of length log n and computes
⟨︁
ai, b

⟩︁
. Indeed, we hardwire a2

j for

all j ≤ log n into a circuit; given an input i ∈ [n], one can compute ai by multiplying a2
j

for all j such that the j-th bit of the binary representation of i is 1. This can be done with

a circuit of size ˜︁O(m) · log n by using Fact 2.3. It remains to compute the inner product of

ai and b, which can be done with a linear-size circuit. Overall, we obtain a circuit of size

˜︁O(m) · log n = ˜︁O(log(n/δ)) · log n.

2.5 Restrictions and Selections

A restriction for an n-variate Boolean function f , usually denoted as ρ ∈ {0, 1, ∗}n, specifies

a way of fixing the values of some subset of variables for f . That is, if ρi is ∗, we leave the

i-th variable unrestricted and otherwise fix its value to be ρi ∈ {0, 1}. We denote by f |ρ the

restricted function after the variables are restricted according to ρ, and denote by ρ−1(∗) the

set of unrestricted variables. A random restriction is then a distribution over restrictions. We

will often view sampling a random restriction as a two-step process: The first step is selecting

(in some random manner) a subset (that is, a selection) of unrestricted variables (also called

the “star” or “∗” variables) and the second step is fixing (in some random manner) the values

of all the other variables. Then, a random restriction over n variables can also be perceived as

distribution over pairs (σ, β) ∈ {0, 1}n × {0, 1}n, where σ (as a characteristic string) specifies

the set of unrestricted variables, and β specifies the values for fixing the restricted variables.

We say that a random restriction (or random selection) is p-regular if each variable is left

unrestricted with probability p. One way to generate a p-regular random restriction is to leave

each variable, independently, unrestricted with probability p, and otherwise assign to it a 0 or a
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1, uniformly at random. Such a random restriction is called a (truly) p-random restriction. Note

that to sample such a restriction, we can first pick a string in {0, 1}n·log(1/p) ∼= [1/p]n to specify

the selection of the unrestricted variables, where a coordinate is unrestricted if and only if all of

its corresponding log(1/p) bits are 0, and then a string in {0, 1}n to specify the values assigned

to each of the restricted variables. So sampling a restriction in this way requires n · log(1/p)+n

random bits. We can also generate a restriction in a pseudorandom manner, which may

use fewer random bits. For example, one way to do this is to use a limited-independence

distribution, so that each variable is set to be unrestricted with probability p, and any k of the

variables are independent. Note that such a “pseudorandom selection” can be obtained using a

k-wise independent distribution on [1/p]n. Also, we can let each variable be assigned a 0 or a 1

uniformly at random in a way such that any k of the variables are independent; this again can

be done using a k-wise independent distribution on {0, 1}n.

The above discussion implicitly assumes that 1/p is a power of 2. If 1/p is not a power of

2, then the reader may assume that the quantity 1/p is replaced by the smallest power of 2

that is at least 1/p (and therefore at most 2/p). This may result in sampling more bits than

needed; in this case, we may only use as many bits as we need and discard the rest.

Finally, note that we can also get a restriction by combining a sequence of restrictions

ρ1, . . . , ρt, in a natural way, namely by applying the sub-restrictions one by one. In this case,

we write the final restriction as ρ1 ◦ · · · ◦ ρt.
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2.6 Kolmogorov Complexity and Variants

2.6.1 A Universal Turing Machine

In what follows, we fix some universal Turing machine (UTM) U . Let y,Π, z ∈ {0, 1}∗ and

t ∈ N. The notation UΠ,y
(︁
z, 1t

)︁
denotes the output of U when U runs the program Π on input

z for at most t steps, given that U has oracle access to y. The notation UΠ,y(z) denotes the

output of U when U runs the program Π on input z, until Π halts (if this is the case, otherwise

Π runs forever), whereby U has oracle access to y. In this work, we will assume that the output

of any UTM considered is either 1 or 0, on any of their inputs.

2.6.2 Kolmogorov Complexity

Given strings x, y ∈ {0, 1}∗, we define the Kolmogorov complexity of x given y, denoted K(x | y),

to be the size |Π| of a minimum-size program Π ∈ {0, 1}∗ such that for all 1 ≤ i ≤ |x| it is the

case that UΠ,y(i) = xi. For all strings x ∈ {0, 1}∗, we define K(x) to be equal to K(x | λ).

2.6.3 KT Complexity

Given strings x, y ∈ {0, 1}∗, we define the KT complexity of x given y, denoted KT(x | y), to

be the minimum value of |Π|+ t over programs Π ∈ {0, 1}∗ and run-time bounds t ∈ N whereby

for all 1 ≤ i ≤ |x| it is the case that UΠ,y
(︁
i, 1t

)︁
= xi. For all strings x ∈ {0, 1}∗, we define

KT(x) to be equal to KT(x | λ).

The following result gives a trivial upper bound on the KT complexity of a string.

Lemma 2.11 ([6]). There is a c > 0 such that for all x ∈ {0, 1}∗ it is the case that KT(x) is

at most |x|+ c log |x|.
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MCSP Lower Bounds From Local

PRGs

As we saw in Section 2.3 (Definition 2.6), for a class C of N -variate Boolean functions, a PRG

that fools C is a function G mapping short binary strings (seeds) to longer binary strings so

that every function in C accepts G’s output on a uniformly random seed with about the same

probability as that for an actual uniformly random string. In this chapter we will explain our

main method for obtaining lower bounds for MCSP by making use of local pseudorandom

generators (local PRGs).

We say that a PRG is local if its N -bit output (viewed as the truth table of some function)

has small circuit complexity, for any of its seeds. By the definition of circuit complexity

(Section 2.1.1), this implies that, for any fixed seed to the PRG, there exists a small circuit

such that given j ∈ [N ] as input the circuit computes the j-th bit of the output of the PRG

output (where the size of the circuit is measured relative to its input length, namely logN).

Note that our notion of local PRGs does not require that the PRG in question is explicit; that
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is, we do not require that a local PRG can be computed by some uniform algorithm.

Local PRGs in the context of MCSP (and related problems) have been studied in previous

works (see, e.g., [6, 87, 48, 47]). In this thesis, we refine the previous approaches and obtain

stronger circuit lower bounds by establishing locality properties of certain PRG constructions.1

Suppose we have a local PRG that fools some class of circuits C of size s, and we want

to show that MCSP cannot be computed by any size-s circuit in C. Suppose some size-s

circuit C in C computes MCSP. Using the fact that a random function has almost maximum

circuit complexity, we have that C will output FALSE on most of its inputs (by setting the

size parameter θ to be a non-trivial quantity that is asymptotically smaller than 2n/n, where

n is the input length of the function). If we replace the uniformly random inputs with the

outputs of the local PRG, then, by the definition of PRG, C will still output FALSE with a

large probability. However, since the PRG is local, all of its outputs have circuit complexity

smaller than the size parameter θ, and hence must be accepted by C. A contradiction.

To get a strong lower bound, we would like to make the above argument to work for large

s. Note that the local complexity of the PRG, λ, is a function of the size s of the circuit

C (that has N inputs), and we need this local complexity to be “non-trivial” in order to

reach a contradiction. Therefore, we want to choose s so that this local complexity remains

asymptotically smaller than 2n/n. As a result, the final lower bound (i.e., the largest s that

we can choose) is determined by the local complexity λ. So one of the main questions we study

in this thesis is this:

1Note that the notion of a local PRG can be also found in the context of cryptography [31], where a PRG

G : {0, 1}n → {0, 1}m is called k-local, for some constant k > 0, if every output PRG bit G(x)j , for any

x ∈ {0, 1}n and j ∈ [m], depends only on k input bits xi1 , . . . , xik , for i1, . . . , ik ∈ [n]. In our work, however,

locality refers to the circuit complexity of the PRG at hand and the output bits of our PRGs may depend on a

super-constant number of input bits.
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What is the smallest local complexity of a PRG that fools a given class?

We formally define local PRGs in Section 3.1, and then proceed to explain the relation between

local PRGs and MCSP lower bounds in Section 3.2.

3.1 Local Functions and PRGs

Here we formally define local functions (and local PRGs).

Definition 3.1 (Local functions). Let r, λ : N→ N be functions such that r(N) < N for all

N ∈ N. A function
{︂
GN : {0, 1}r(N) → {0, 1}N

}︂
N∈N

is λ(N)-local if for every N ∈ N and

every string z ∈ {0, 1}r(N) it is the case that CC(GN (z)) ≤ λ(N). We will be referring to λ as

the locality or the local complexity of G.

According to Definition 3.1, a λ-local PRG is a PRG that is λ-local.

Remark 3.2. In this work, the pseudorandom constructions
{︂
GN : {0, 1}r(N) → {0, 1}N

}︂
N∈N

that we will encounter will be λ(N)-local for λ(N) ≤ ˜︁O(r(N)) polylog(N), for all N ∈ N (as

per the notation of Definition 3.1).

Remark 3.3. Our notion of local PRGs resembles that of succinct pseudorandom distributions,

put forward by Santhanam [98]. In particular, our notion of a λ-local PRG GN : {0, 1}r(N) →

{0, 1}N that ε-fools a class of functions F (notation here is as in Definition 3.1 and Definition 2.6)

yields a SIZE[λ(N)]-succinct pseudorandom distribution GN (z) (where z ∼ {0, 1}r(N)) against

F with error ε.
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3.2 MCSP Lower Bounds From Local PRGs: Our Framework

We describe how to use local PRGs to obtain circuit lower bounds for MCSP. Note how we

only consider the case where the PRG at hand fools some deterministic model of computation.

(See Theorem 8.3 for an adaptation of Theorem 3.4 to the case of randomized models of

computation.)

Theorem 3.4. For any (deterministic) computational model M, let s : N→ N be such that

MCSP[N/ (100 logN)] on truth tables of length N can be computed by a device of size s(N)

in M. If for a function λ : N → N there exists a λ(N)-local PRG that (1/3)-fools size-s(N)

devices from M, then λ(N) ≥ N
100 logN .

Proof. Let C be a size-s(N) device in M such that C computes MCSP[N/ (100 logN)] on

truth tables of length N . Let r : N→ N and G : {0, 1}r(N) → {0, 1}N be a λ(N)-local PRG

that fools C.

For the sake of contradiction, suppose that

λ(N) <
N

100 logN
.

On the one hand, since most functions require circuits of size greater than N
3 logN ≥

N
100 logN

(Theorem 2.2) and C computes MCSP, we have

µ := Pr
x∼{0,1}N

[C(x) = 0] ≥ 1/2.

Also, since G (1/3)-fools C, we have

Pr
z∼{0,1}r(N)

[C(G(z)) = 0] ≥ µ− 1/3 ≥ 1/6.

On the other hand, because G is λ(N)-local, we must have C(G(z)) = 1 for every z. This gives

a contradiction.
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We will use Theorem 3.4 to obtain lower bounds for parameterized MCSP, where its size

parameter is N/ (100 logN) = 2Ω(n), by proving its contrapositive statement. That is, by

proving that there exists a λ-local PRG for λ(N) < N/ (100 logN) that fools a model of

computation M, one can derive an MCSP
[︁
2Ω(n)

]︁
lower bound against M by invoking the

contrapositive of Theorem 3.4.

Notes

The observations of this chapter are products of joint work with Mahdi Cheraghchi, Valentine

Kabanets, and Zhenjian Lu [29], and (to some extent) Mahdi Cheraghchi, Shuichi Hirahara,

and Yuichi Yoshida [28].

It is a straightforward observation that a local hitting set generator (HSG) is sufficient for

(a version of) Theorem 3.4 to work. (Note that a HSG is a notion that is weaker than that of a

PRG.)
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Chapter 4

MCSP Lower Bounds Against

Formulas and Branching Programs

For many years after the modern study of MCSP was initiated by Kabanets and Cai [62],

there were no known MCSP lower bounds against De Morgan formulas or branching programs.

Indeed, the first MCSP lower bound against De Morgan formulas was proved only in 2017, by

Hirahara and Santhanam [48].

In this chapter, we improve the state-of-the-art and show that computing MCSP on truth

tables of length N requires N3−o(1)-size De Morgan formulas (see Theorem 1.1), improving the

recent N2−o(1) lower bound by Hirahara and Santhanam [48], and N2−o(1)-size formulas over

an arbitrary basis or general branching programs (see Theorem 1.2; no non-trivial lower bound

was known for MCSP against these models).

Our formula lower bound for MCSP is obtained by applying the framework of Chapter 3

to a local PRG that fools formulas. The state-of-the-art PRG that fools formulas is given by

Impagliazzo, Meka, and Zuckerman [57] , which we refer to as the IMZ PRG. Their PRG has a

67
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seed length of s1/3+o(1) for size s formulas (note that such a PRG is useful against sub-cubic

formulas only). If we want to utilize the IMZ PRG to get an MCSP lower bound against

formulas, we will need to argue that the IMZ PRG is local.

In fact, in order to get an almost-cubic lower bound, it would suffice to have such a PRG

that is local in the sense of Definition 3.1, that is, any single output bit of the PRG (on any

given fixed seed) can be computed by a circuit of size comparable to its seed length, which is

s1/3+o(1). However, by inspecting the construction, the IMZ PRG does not seem to have such

a property, and a straightforward implementation seems to require a circuit of size at least

s2/3, which yields a weaker lower bound for MCSP.

To overcome this issue, we present an alternative PRG useful against sub-cubic formulas

which is local. The construction of this PRG can be viewed as a modification of the IMZ PRG.

At a high level, it is based on the Ajtai-Wigderson construction [3], which is a framework

for constructing PRGs against computations that can be simplified under (pseudo)random

restrictions.

The Ajtai-Wigderson framework is then combined with the ideas for reducing (recycling)

random bits using an extractor, by exploiting communication bottlenecks in computations [84].

Our modification, particularly the utilization of the Ajtai-Wigderson construction, allows us to

compute any output bit of the PRG efficiently by reducing the number of calls to the extractor.

Using some crucial observations on the circuit complexity of certain pseudorandom objects, we

get a PRG that is locally computable by a s1/3+o(1)-size circuit.

Remark 4.1. As mentioned above, the Ajtai-Wigderson framework [3] is very useful here because

it shows a way of producing n pseudorandom bits in stages. Consider a partition {Si}ki=1 of

[n]. Ajtai and Wigderson put forward the idea of constructing n pseudorandom bits, viewed as

values of Boolean variables x1, . . . , xn, by first producing bits for the variables xi (i ∈ S1) that
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have their indices in S1, then producing bits for the variables xi (i ∈ S2) that have their indices

in S2, etc., until the variables with indices in Sk are produced. We employ this iterative idea

here, because it gives an efficient way of computing the output bits of our PRG (see Lemma 4.7

and its proof). This is made apparent in Figure 4.1, whereby the sets S := {Si}ti=1 form a

partition of [N ], and each output bit of G depends only on one of the sets in S.

The MCSP lower bounds against formulas over an arbitrary basis or branching programs

are obtained similarly to those for De Morgan formulas. The idea is to construct local PRGs

against these models by modifying the PRGs in [57]. Then, by applying our framework, we get

the desired lower bounds.

We give the necessary background in Section 4.1. We prove the almost-cubic De Morgan

formula lower bound for MCSP (Theorem 1.1) in Section 4.2, and the almost-quadratic lower

bounds against formulas over an arbitrary basis or branching programs (Theorem 1.2) in

Section 4.3.

4.1 Preliminaries

4.1.1 Probability Theory

We will need the following concentration bound for k-wise independent distributions, which is

an application of Cantelli’s inequality.

Proposition 4.2. For any 0 < p < 1, let X1, . . . , Xn be pairwise independent random variables

over {0, 1} such that Pr[Xi = 1] = p for all i ∈ [n]. Let X :=
∑︁n

i=1Xi. Then, it is the case

that

Pr[X ≤ E[X] /2] ≤ 4

E[X]
.

The following simple fact will be convenient for us.
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Lemma 4.3. Let X and Y be two random variables that take values in {0, 1} and E be some

event. If

• |E[X | E ]−E[Y | E ]| ≤ ε1 and

• Pr[¬E ] ≤ ε2,

then |E[X]−E[Y ]| ≤ ε1 + ε2.

Proof. We have

E[X] = E[X | E ] ·Pr[E ] +E[X | ¬E ] ·Pr[¬E ],

and

E[Y ] = E[Y | E ] ·Pr[E ] +E[Y | ¬E ] ·Pr[¬E ].

Then,

E[X]−E[Y ] = (E[X | E ]−E[Y | E ]) ·Pr[E ] + (E[X | ¬E ]−E[Y | ¬E ]) ·Pr[¬E ]

≤ |E[X | E ]−E[Y | E ]|+Pr[¬E ]

≤ ε1 + ε2.

The fact E[Y ]−E[X] ≤ ε1 + ε2 can be similarly shown.

4.1.2 Circuit Complexity

We will make use of the following facts about Boolean circuits.

Lemma 4.4. For any integer t > 0, there exists a circuit C of size ˜︁O(t) such that, given any

string x ∈ {0, 1}t, the circuit does the following:
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• If x = 0t, then C outputs (0, 0log t).

• If x ̸= 0t, then C outputs (1, q), where q ∈ {0, 1}log t is the index of the first bit in x that

is not 0.

Proof. Define z(0) =
(︁
0, 0log t

)︁
and z(i), for any i = 1, . . . , t, recursively as follows:

z(i) =

⎧⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎩

z(i−1), if (z(i−1))1 = 1,

z(i−1), if (z(i−1))1 = 0 and xi = 0, and

(1, i), if (z(i−1))1 = 0 and xi = 1.

Note that each z(i) can be computed in polylog(t) size given z(i−1). Using a circuit of size ˜︁O(t)

we can compute z(t), which is our output.

The following circuit upper bound for the addressing (storage access) function is well-known

(see, e.g., [116]); we include a proof for completeness.

Lemma 4.5. For any integers t,m > 0, there exists a circuit of size O(t ·m) such that, given

any string y = (y1, . . . , yt), where yi ∈ {0, 1}m, for each i, and an index i ∈ {0, 1}log t, the

circuit outputs yi.

Proof. We first look at the first bit (i.e., the least significant bit in binary) of i and output either

the first half of y (i.e., y1, . . . , yt/2), if the first bit is 0, or the second half (i.e., y(t/2)+1, . . . , yt),

if the first bit is 1; denote this output as y(1). This can be done by a circuit of size c · t ·m,

for some constant c > 0. Then, we look at the second bit of i and output either the first half

or the second half of y(1), denoted as y(2). This can be done by a circuit of size c · t ·m/2.

We repeat the above process log t times, in total, until we get y(log t), which is yi. The circuit

complexity of this procedure is

c

log t∑︂
k=1

tm

2k−1
= O(tm) .
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4.2 Almost-cubic De Morgan Formula Lower Bounds for MCSP

In this section, we present our almost-cubic De Morgan formula lower bound for MCSP.

Theorem 4.6 (Theorem 1.1, restated). Any De Morgan formula computing MCSP
[︁
2Ω(n)

]︁
on

truth tables of length N := 2n must have size at least N3/2O(log
2/3 N).

We will construct a local PRG that fools sub-cubic formulas. That is, given as input an

index j, the j-th bit of the PRG can be computed by a circuit of size that is comparable to its

seed length, which in our case is around s1/3 for size s formulas.

Lemma 4.7. For any s ≥ N , there exists a s1/3 · 2O(log
2/3 s)-local PRG of seed length s1/3 ·

2O(log
2/3 s) that (1/3)-fools size-s De Morgan formulas on N inputs.

Given the local PRG in Lemma 4.7, we can combine it with our Theorem 3.4 to obtain a

formula lower bound for MCSP.

Proof of Theorem 4.6. Let s ≤ N3 be such that MCSP
[︁
2Ω(n)

]︁
on truth tables of length N := 2n

can be computed by some formula of size s. By Theorem 3.4 and Lemma 4.7, we have

s1/3 · 2O(log
2/3 s) ≥ N/(100 logN);

then,

s ≥ N3/
(︂
2O(log

2/3 N)1003 log3N
)︂
= N3/2O(log

2/3 N).

The rest of this section is devoted to proving Lemma 4.7.

4.2.1 Almost Linear-size Extractors

Our PRG will make use of randomness extractors. Here, we describe an extractor that is

computable by a circuit of size that is almost linear in the length of its input. We start by

reviewing some basic definitions regarding extractors.
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Definition 4.8 (ε-closeness and statistical distance). Let 0 ≤ ε ≤ 1. We say two distributions

X and Y (over some universe D) are ε-close if their statistical distance, defined as

max
T :D→{0,1}

|Pr[T (X) = 1]−Pr[T (Y ) = 1]| ,

is at most ε.

Definition 4.9 (Min-entropy). Let X be a random variable. The min-entropy of X, denoted

by H∞(X), is the largest real number k such that Pr[X = x] ≤ 2−k for every x in the support

of X. If X is a distribution over {0, 1} ˜︁N with H∞(X) ≥ k, then X is called a
(︂ ˜︁N, k

)︂
-source.

Definition 4.10 (Extractors). A function E : {0, 1} ˜︁N×{0, 1}d → {0, 1}m is an (k, ε)-extractor

if, for any
(︂ ˜︁N, k

)︂
-source X, the distribution E(X,Ud) is ε-close to Um.

We now state the extractor, which for a high min-entropy source extracts a constant fraction

of the min-entropy, using seeds of polylogarithmic length.

Lemma 4.11 (Almost-linear-size extractors, following [84]). There exists some randomness

extractor E : {0, 1} ˜︁N × {0, 1}d → {0, 1}m that is an ( ˜︁N/2, ε)-extractor with m = Ω( ˜︁N) and

d = polylog( ˜︁N/ε). Moreover, E can be computed by a circuit of size ˜︁N · polylog( ˜︁N/ε).

Proof of Lemma 4.11

In proving Lemma 4.11, we start with some definitions. The extractor works for sources of

high min-entropy.

Definition 4.12 (Dense source). We say that a distribution over {0, 1} ˜︁N is a δ-source if it

has min-entropy at least δ · ˜︁N .

Definition 4.13 (Block-wise source). A distribution X = (X1, . . . , Xs) over {0, 1}ℓ1 × · · · ×

{0, 1}ℓs is called a block-wise δ-source if, for every x1, . . . , xi−1, Xi|X1=x1,...,Xi−1=xi−1 is a

δ-source (i.e., has min-entropy at least δ · ℓi).
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The extractor will make use of universal hashing, which we define below.

Definition 4.14 (k-wise independent hashing). A family of hash functions H = {h : {0, 1} ˜︁N →
{0, 1}m} is called k-wise independent if, for any x1, . . . , xk ∈ {0, 1}

˜︁N , where x1, . . . , xk are

distinct, and y1, . . . , yk ∈ {0, 1}m, we have

Pr
h∼H

[h(x1) = y1 ∧ · · · ∧ h(xk) = yk] = (1/2m)k .

H is also called a universal hash family if it is 2-wise independent.

It is straightforward to see that any k-wise independent hashing family can be defined

using some k-wise independent distribution. As a result, by Lemma 2.8, we have the following

construction of k-wise independent hash families.

Lemma 4.15. There exists a k-wise independent hash family H = {h : {0, 1} ˜︁N → {0, 1}m}
such that, given any h ∈ H, as a kn-bit string, the function h can be computed by a circuit of

size k · ˜︁O(max{ ˜︁N,m}).

The Nisan-Zuckerman extractor consists of two parts. The first part, block-wise source

conversion, takes the source of high min-entropy and converts it into an almost block-wise

source by building a list of “blocks.” The second part, block-wise source extraction, takes the

resulting block-wise source of the previous part and extracts the randomness “block-by-block,”

using some hash-based extractor. Next, we describe some basic component functions as well as

how they are combined to perform the respective task of each part. The main focus here is

around the circuit complexity of these procedures and we will not get into details about their

correctness. Interested readers are referred to [84, Section 5] for details on the correctness.

In the following, we only work with δ-sources and block-wise δ′-sources where δ and δ′ are

constants.
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Block-wise source converter D. This function has the following parameters:

• ˜︁N , the size of the original input;

• δ, the quality of the input source;

• ℓ1 ≤ · · · ≤ ℓs ≤ ˜︁N , the size of each block; and

• k, the amount of independence used.

We first describe how to build one block using a function that we call B. To build the i-th block,

on input x ∈ {0, 1} ˜︁N and yi ∈ {0, 1}k log ˜︁N , the function B first divides x into ℓi contiguous

disjoint sets A1, . . . , Aℓi , each of size mi = ˜︁N/ℓi. It then uses the (k log ˜︁N)-bit string yi to

pick, k-wise independently, j1, . . . , jℓi , where jq ∈ [mi], for each q ∈ [ℓi], and outputs the ℓi-bit

vector (︂
(A1)j1 , . . . , (Aℓi)jℓi

)︂
.

The block-wise source converter D works as follows.

1. Input: x ∈ {0, 1} ˜︁N and y1, . . . , ys ∈ {0, 1}k log ˜︁N .

2. Output: (B(x, y1), . . . , B(x, ys)) ∈ {0, 1}ℓ1 × · · · × {0, 1}ℓs .

Nisan and Zuckerman [84] showed that if the input x is from a δ-source and k = O(log(1/ε)),

then, for all but at most a ε/4 fraction of the seeds y1, . . . , ys, the output of the function D is

(ε/4)-close to a block-wise δ′-source, where δ′ = Ω(δ/ log(1/δ)).

Claim 4.16. The function D can be computed using a circuit of size s · k · ˜︁O( ˜︁N).

Proof. It is sufficient to show that outputting the i-th block takes a circuit of size k · ˜︁O( ˜︁N). On

input yi ∈ {0, 1}k·log
˜︁N , we can compute, using Lemma 2.8, (j1, . . . , jℓi) ∈ [mi]

ℓi with a circuit
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of size

ℓi · k · ˜︁O(log(mi · ℓi)) = k · ˜︁O( ˜︁N).

Then, for each index jq, with q ∈ [ℓi], we can compute (Aq)jq using a circuit of size O(mi) (by

Lemma 4.5).

Block-wise source extractor C. This function has s+ 1 parameters:

• δ′, the quality of the block source, and

• ℓ1, . . . , ℓs, the block sizes. Here, ℓi−1

ℓi
= 1 + δ′

4 , for all 1 < i ≤ s.

The way the block-wise source extractor C works is described below.

1. Input: x1 ∈ {0, 1}ℓ1 , . . . , xs ∈ {0, 1}ℓs and y0 ∈ {0, 1}2ℓs .

2. For each i, we consider a universal family of hash functions,

Hi =
{︂
h : {0, 1}ℓi → {0, 1}δ

′ℓi/2
}︂
h
,

given by Lemma 4.15, and each function in Hi is by 2ℓi bits.

3. hs ← y0.

4. For i← s down to 1: hi−1 ← hi ◦ hi(xi), where “◦” denotes string concatenation.

5. Output: h0, excluding the bits in hs. Note that this output is a string in {0, 1}m.

It was shown in [84] that if x1, . . . , xs are chosen from a block-wise δ′-source and y0 is uniform,

then the output of the function C is
(︂
2 · 2−δ′ℓs/4

)︂
-close to uniform.

Claim 4.17. The function C can be computed using a circuit of size s · ˜︁O(ℓ1).
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Proof. Note that, given hi ∈ {0, 1}2ℓi and xi ∈ {0, 1}ℓi , we can compute hi(xi) using a circuit

of size ˜︁O(ℓi) (by Lemma 4.15). Then, to compute h0, we need to compute hi for i = s−1, . . . , 0,

which takes a circuit of size
s∑︂

i=1

˜︁O(ℓi).

The above is at most s · ˜︁O(ℓ1), since ℓ1 is the largest among ℓ1, . . . , ℓs.

The final extractor E. The parameters are:

• ˜︁N , the size of the input source;

• δ, where 1/ ˜︁N ≤ δ ≤ 1/2, the quality of the input source;

• ε, where 2−δ ˜︁N ≤ ε ≤ 1/ ˜︁N , the quality of the output distribution;

• δ′ = Θ(δ/ log(1/δ));

• ℓ0 = Θ(δ2n/ log(1/δ)); ℓi = ℓi−1/(1 + δ′/4) for each 0 < i < s, whereby

s = O(log( ˜︁N) log(1/δ)/δ); therefore, ℓs = log(1/ε) log(1/δ)/δ;

• k = O(log(1/ε)).

The following is a description of the extractor E:

1. Input: x1 ∈ {0, 1}
˜︁N , y1, . . . , ys ∈ {0, 1}k log ˜︁N , y0 ∈ {0, 1}2ℓs .

2. Output: C(D(x, y1, . . . , ys), y0). (Here, D and C are used with the parameters specified

above.)

It was shown in [84] that if x is from a δ-source and the y’s are uniform, then the output of

the function E is ε-close to a uniform m-bit string, where m = Ω(δ2n/ log(1/δ)).
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Claim 4.18. The function E can be computed using a circuit of size ˜︁N · polylog(︂ ˜︁N/ε
)︂
.

Proof. This follows from Claim 4.16 and Claim 4.17.

4.2.2 Local PRG that Fools Subcubic De Morgan Formulas

We need the following pseudorandom shrinkage lemma for De Morgan formulas, which says that

there exists a p-regular restriction, where the unrestricted variables are selected pseudorandomly

and the restricted variables are fixed truly randomly, such that with high probability the size of

the restricted formula will “shrink” by a factor of p2.

Lemma 4.19 (Pseudorandom shrinkage lemma, [57, Lemma 4.8]1). There exists a constant

c0 > 0 such that the following holds. For any constant c > c0, any s ≥ N , p ≥ s−1/2, and any

De Morgan formula F on N variables of size s, there exists a p-regular pseudorandom selection

D over N variables that is samplable using r = 2O(log2/3 s) random bits such that

Pr
σ∼D,x∼{0,1}N

[︂
L
(︁
F |(σ,x)

)︁
≥ 23·c·log

2/3 s · p2 · s
]︂
≤ s−c.

Moreover, there exists a circuit of size 2O(log2/3 s) such that, given j ∈ {0, 1}logN and a seed

z ∈ {0, 1}r, the circuit computes the j-th coordinate of D(z).

We are now ready to show our PRG in Lemma 4.7.

Proof of Lemma 4.7. The construction is as follows: We first sample a p-regular pseudorandom

selection from Lemma 4.19. Then, we fill the star coordinates, specified by the pseudorandom
1The pseudorandom shrinkage lemma in [57] is not stated in this form, but rather selects the unrestricted

variables and fixes the restricted variables both pseudorandomly (based on limited independence). This

immediately implies the above lemma, where the restricted variables are set independently (and hence also

k-wise independently, for any k). Further, the last statement follows from the fact that the restricted variables

are chosen by a k-wise independent distribution, which can be computed locally; see Lemma 2.8.
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selection, in the output string with the output of some extractor which takes a min-entropy

source sample and a short seed. (More precisely, the star coordinates are filled with the output

of some limited-independence generator that takes the output of an extractor as a seed.) We

then sample another pseudorandom selection, and fill the star coordinates specified by this

pseudorandom selection but this time only for those that have not been filled in previous steps,

again with the output of the same extractor using the same min-entropy source sample but a

different short seed. We continue this way until all the coordinates are filled.

More formally, our PRG uses the following parameters:2

• p = 1/s1/3, the expected fraction of unrestricted variables in each of the pseudorandom

selections;

• ε = 1/poly(N) and ε0 = ε/(10t), which specify the error of the PRG;

• t = ln(4N/ε)/p = s1/3 ·O(logN), the number of steps needed so that all the coordinates

will be filled with probability 1− ε/4;

• s0 = p2 · s · 2O(log
2/3 s) = s1/3 · 2O(log

2/3 s), the size of the formula after being simplified

by a pseudorandom restriction;

• k ≥ s0 = s1/3 · 2O(log
2/3 s), the amount of independence needed to fool the simplified

formula, and rk = k · logN the seed length for the k-wise independent generator;

• ˜︁N , the length of the min-entropy source for the extractor, which is such that ˜︁N ≥
2 · log(1/ε0) + c · s0 · log s0, where c > 0 is some constant, and that Ω( ˜︁N) ≥ rk. We can

take ˜︁N = s1/3 · 2O(log
2/3 s);

2In fact, there are mainly two types of parameters here. Those that are close to s1/3, which are 1/p, t, s0, k,N ,

and those that are close to No(1), which are d and ℓ.
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• d = polylog( ˜︁N/ε0) = polylog(N), the seed length of the extractor;

• ℓ = 2O(log2/3 s), the number of random bits for sampling a pseudorandom selection.

Construction. The PRG takes a seed (X,Y1, . . . , Yt, γ1, . . . , γt) ∈ {0, 1}r, where

• X ∈ {0, 1} ˜︁N is the min-entropy source sample of an extractor,

• Yi ∈ {0, 1}polylog(N), for each i ∈ [t], is the seed of an extractor, and

• γi ∈ {0, 1}ℓ, for each i ∈ [t], is the seed for sampling a pseudorandom selection.

The construction of the PRG proceeds in the following two stages.

Stage 1. Compute a sequence of t p-regular pseudorandom selections

σ1, . . . , σt,

using Lemma 4.19, with the seeds γ1, . . . , γt. Below, we denote the star coordinates in σi by

σ−1
i (∗). Let S1, . . . , St ⊆ [N ] be t disjoint sets defined by

Si = σ−1
i (∗) \ (S1 ∪ · · · ∪ Si−1).

Stage 2. Define Z1, . . . , Zt ∈ {0, 1}N by

Zi = Gk(E(X,Yi)),

where E : {0, 1} ˜︁N ×{0, 1}d → {0, 1}Ω( ˜︁N) is an ( ˜︁N/2, ε0)-extractor and Gk : {0, 1}rk → {0, 1}N

is a k-wise independent generator. The final output of our PRG is the binary string that has

the values Zi|Si in the positions indexed by Si, for all i ∈ [t], where Zi|Si denotes the bit values

of Zi projected to the set Si. (We fix those positions that are not in any of the Si’s to be 0.)

Stage 2 of the PRG construction is depicted in Figure 4.1.
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⋁︁
S1

Z1

St

Zt

Zt ∧ 1StZ1 ∧ 1S1

· · ·X
Y1 Yt

E E

GkGk

G =

. . .

. . .

. . .

Figure 4.1: Construction of the PRG in Lemma 4.7, Stage 2. For each i ∈ [t], 1Si ∈ {0, 1}
N denotes

the characteristic Boolean vector of the set Si, where Si ⊆ [N ] is the set of star coordinates, in the

i-th pseudorandom selection, that did not appear in the preceding sets S1, . . . , Si−1. Also, ∧ denotes

a coordinate-wise AND operation (i.e., coordinate-wise multiplication of Boolean vectors) and
⋁︁

is a

coordinate-wise OR operation.

Correctness. Next, we show that the above PRG ε-fools N -variate formulas of size s. First,

note that, by our choice of t, with probability 1−ε/4, S = S1∪· · ·∪St covers all N coordinates.

To proceed, we will use a hybrid argument. Let G denote the distribution given by the PRG

described above. Let U be the uniform distribution. Note that if in the above construction we

replace Zi, for all i ∈ [t], with U , then we would get a uniform distribution. Now we can start

from there and we will gradually replace U with the Zi’s step-by-step for a total of t steps. We

will argue that after each replacement step, the expected value of the function does not change
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by much. Let Bi be the distribution where we have replaced U with Zi in the first i steps and

S = [N ]. That is,

Bi =
(︂
Z1|S1

, . . . , Zi|Si
, U |Si+1

, . . . , U |St

)︂
=
(︂
Z1|S1

, . . . , Zi|Si
, U | Si+1∪···∪St

)︂
and we want to show that |E[f(U)]−E[f(G)]| = |E[f(B0)]−E[f(Bt)]| ≤ ε. Let

Ai =
(︂
Z1|S1

, . . . , Zi|Si
, U |Si+1

, . . . , U |St
, U |[N ]\S

)︂
=
(︂
Z1|S1

, . . . , Zi|Si
, U | Si+1∪···∪St∪([N ]\S)

)︂
be the version of the distribution Bi in the case where S ⊊ [N ]. Let C denote the event S = [N ];

by Lemma 4.3, for all i, we get that

|E[f(Ai)]−E[f(Bi)]| ≤ |E[f(Ai) | C]−E[f(Bi) | C]|+ Pr[¬C] ≤ 0 + ε/4 = ε/4.

Therefore, it would suffice to establish |E[f(A0)]−E[f(At)]| ≤ ε/2 since this inequality would

imply the desired |E[f(B0)]−E[f(Bt)]| ≤ ε.

Note that using the distributions would Bi require that S = [N ] and this could result in

dependencies among the sets Si. This is the reason for introducing the distributions Ai; we

shall later make use of the fact that the selections σi, that come up in the definitions of the

sets Si, are independent.

Now, for the sake of contradiction, suppose there exists a size-s formula f on N variables

such that

|E[f(A0)]−E[f(At)]| > ε/2.

By the triangle inequality, there exists an 0 ≤ i < t such that

|E[f(Ai)]−E[f(Ai+1)]| > ε/(2t). (4.1)
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Let us say that both the expectations in Equation (4.1) are over

σ1, . . . , σi+1, Y1, . . . , Yi+1, X, U,

and we remove the absolute value without loss of generality. Then, we have

E
σ1,...,σi,
Y1,...,Yi,

X

[︃
E

σi+1,Yi+1,U
[f(Ai)]− E

σi+1,Yi+1,U
[f(Ai+1)]

]︃
> ε/(2t). (4.2)

Denote Wi = (σ1, . . . , σi, Y1, . . . , Yi, X), and let f ′ be the random function (where the random-

ness is over Wi) defined as

f ′ = f(Z1|S1 , . . . , Zi|Si , · ).

That is, f ′ is the restricted function after the first i steps. Then, the LHS of Equation (4.2)

becomes

E
Wi

[︁
E

σi+1,U

[︁
f ′(U |Si+1 , U |Si+2∪···∪St∪([N ]\S))

]︁
− E

σi+1,Yi+1,U

[︁
f ′(Zi+1|Si+1 , U |Si+2∪···∪St∪([N ]\S))

]︁ ]︁
. (4.3)

Note that, at this point, we can view ρi+1 = (σi+1, U) as a pseudorandom restriction (in

the sense of Lemma 4.19) applied to f ′. Next, let f ′′ be the random function defined as

the restricted function of f ′ under ρi+1 (note that the randomness is over Wi, and also the

pseudorandom restriction ρi+1). Now Equation (4.3) becomes

E
Wi,ρi+1

[︃
E
U

[︁
f ′′(U)

]︁
− E

Yi+1

[︁
f ′′(Zi+1)

]︁]︃
. (4.4)

Note that in the above, we abuse the notation and use U and Zi+1 to denote U |Si+1 and

Zi+1|Si+1 , respectively.

Next, we want to show that the difference between the two expectations in Equation (4.4)

is at most 3ε0 = 3ε/ (10t) ≤ ε/ (2t), which would give a contradiction, by Equation (4.2). The
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intuition is the following. On the one hand, f ′′ is obtained by a pseudorandom restriction ρi+1,

and so, with high probability, it has size at most s0. On the other hand, Zi+1 is obtained using

an extractor that is supposed to extract enough random bits for an s0-independent generator.

The issue, however, is that f ′′ depends on X, the source sample of the extractor. Therefore,

f ′′ may contain information about X, so that X is not truly random anymore. Nonetheless,

being a formula of size at most s0, f ′′ cannot contain too much information, and so cannot

take too much entropy away from X. We make this argument more formal next.

Let us define the set of good functions for f ′′, namely

F =

{︃
g | L(g) ≤ s0 and Pr

Wi,ρi+1

[f ′′ = g] ≥ ε0/s
cs0
0

}︃
,

where c is some constant. Let E denote the event f ′′ ∈ F . We first show the following.

Claim 4.20. It is the case that Pr[¬E ] ≤ 2ε0.

Proof of Claim 4.20. We have

Pr[¬E ] = Pr[(f ′′ /∈ F) ∧ (L(f ′′) > s0)] +Pr[(f ′′ /∈ F) ∧ (L(f ′′) ≤ s0)]

≤ Pr[(L(f ′′) > s0)] +Pr[(f ′′ /∈ F) ∧ (L(f ′′) ≤ s0)].

Note that, by the pseudorandom shrinkage lemma (Lemma 4.19), we have

Pr[L(f ′′) > s0] ≤ ε0;

in fact, our choices of s0 and ε0 were informed by our intention to make the above inequality

hold. Also note that under the condition that L(f ′′) ≤ s0, there can be at most s
O(s0)
0 choices

for f ′′, since a formula of size s0 can be specified using O(s0 log s0) bits (Lemma 2.1). Therefore,

Pr
[︁
(f ′′ /∈ F) ∧ (L(f ′′) ≤ s0)

]︁
≤ s

O(s0)
0 · ε0/scs00 ≤ ε0.
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Let us now analyze Equation (4.4) while conditioning on the event E . We show the following.

Claim 4.21. It is the case that E [f ′′(U) | E ]−E [f ′′(Zi+1) | E ] ≤ ε0.

Proof of Claim 4.21. First note that conditioning on E , X still has a large min-entropy. More

precisely, for every g ∈ F it is the case that

H∞
(︁
X | f ′′ = g

)︁
≥ ˜︁N/2.

This is because, for every x, we have

Pr[X = x | f ′′ = g] ≤ Pr[X = x]

Pr[f ′′ = g]
≤ 2−

˜︁N
ε0/s

c·s0
0

= 2−( ˜︁N−log(1/ε0)−c·s0·log s0) ≤ 2−
˜︁N/2.

Then, by the definition of the extractor, we have

E
[︁
f ′′(Gk(U)) | E

]︁
−E

[︁
f ′′(Zi+1) | E

]︁
≤ ε0.

Finally, note that

E
[︁
f ′′(Gk(U)) | E

]︁
= E

[︁
f ′′(U) | E

]︁
,

since s0-wise independent distributions fool size-s0 formulas.

Combining Claim 4.20, Claim 4.21, and Lemma 4.3, we get that the quantity in Equa-

tion (4.4) is at most 3ε0, which leads to a contradiction. This completes the proof of correctness.

Locality. To see that the j-th bit of the PRG can be computed using a circuit of size

s1/3 · 2O(log
2/3 s), we observe the following equivalent construction:

1. Compute the j-th bits of the t pseudorandom selections (σ1)j , . . . , (σt)j .

2. Retrieve Yq, where q is the smallest integer such that (σq)j is a star.

3. Compute (Zq)j = Gk(E(X,Yq))j as the j-th bit of the PRG.
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Note that Step 1 can be done using a circuit of size t · 2O(log
2/3 s) = s1/3 · 2O(log

2/3 s), by the

pseudorandom shrinkage lemma (Lemma 4.19). Also, Step 2 can be done by first computing q

from the sequence ((σi)j)i∈[t] using a circuit of size ˜︁O(t) (Lemma 4.4), and then outputting Yq

from (Yi)i∈[t] using a circuit of size t · polylog(N) (Lemma 4.5). Finally, Step 3 can be done by

a circuit of size ˜︁O( ˜︁N) using the efficient extractor (Lemma 4.11) and the limited-independence

generator (Lemma 2.8).

4.3 MCSP Lower Bounds Against Arbitrary Basis Formulas

and Branching Programs

Here, we prove MCSP lower bounds against formulas, over an arbitrary basis, and branching

programs. These lower bounds are obtained similarly to those for De Morgan formulas in the

previous section. The idea is to construct local PRGs against these models by modifying the

PRGs in [57].

The following pseudorandom shrinkage lemma for formulas over an arbitrary basis as well

as branching programs is an analogue of Lemma 4.19.

Lemma 4.22 ([57, Lemma 4.2 and Lemma 5.3]). There exists a constant c0 > 0 such that the

following holds. For any constant c > c0 and any s ≥ N , let p = s−1/2 and F be a formula

over any basis (or a branching program) on N variables of size s; then, there exists a p-regular

pseudorandom selection D over N variables that is samplable using r = polylog(N) random

bits such that

Pr
σ∼D,x∼{0,1}N

[︂
L
(︁
F |(σ,x)

)︁
≥ 23·

√
c·log s · p · s

]︂
≤ 2 · s−c.

Moreover, there exists a circuit of size 2O(log2/3 s) such that, given j ∈ {0, 1}logN and a seed

z ∈ {0, 1}r, the circuit computes the j-th bit of D(z).
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Using the above pseudorandom shrinkage lemma and an argument as in the proof of the

local PRG that fools De Morgan formulas (Lemma 4.7), we get the following local PRGs.

Lemma 4.23. For any s ≥ N , there exists a s1/2 · 2O(
√
log s)-local PRG of seed length s1/2 ·

2O(
√
log s) that (1/3)-fools size-s formulas over an arbitrary basis (or branching programs) that

have N inputs.

The MCSP lower bound in Theorem 1.2 follows from Lemma 4.23 and Theorem 3.4.

Notes

The results of this chapter are products of joint work with Mahdi Cheraghchi, Valentine

Kabanets, and Zhenjian Lu [29].
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Chapter 5

MCSP Lower Bounds Against

Constant Depth Circuits

In 2006, Allender, Buhrman, Koucký, van Melkebeek, and Ronneburger [6] proved that

MCSP cannot be computed by polynomial-size AC0 circuits. In this chapter, we improve the

superpolynomial lower bound of Allender, Buhrman, Koucký, van Melkebeek, and Ronneburger

by showing that computing MCSP on input a truth table of length N requires 2Ω(N
1/(d+1.01))-

size depth-d AC0 circuits. Our AC0 lower bound for MCSP matches the best-known AC0 lower

bound (for Parity) up to a small additive constant in the depth.

To prove our lower bound, we use a local PRG that fools AC0. To get a lower bound

matching the one in Theorem 1.3, we can use the state-of-the-art PRG that fools AC0 by

Trevisan and Xue [109], which has a seed length of (log s)d+O(1) for size-s depth-d AC0 circuits.

By a careful analysis of the construction of this PRG, we can show that the Trevisan-Xue

PRG is local and can be used to get an MCSP lower bound that is close to the one stated in

Theorem 1.3. However, in this chapter, we will present a more direct proof of such a lower

89
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bound by using the pseudorandom switching lemma for constant-depth circuits, which is due

to Trevisan and Xue [109] as well, and is a key ingredient in their PRG.

The idea is to show that for any small-depth circuit of size less than the claimed lower

bound, there is some locally computable restriction that turns the circuit into a constant

function, but leaves many variables unrestricted. However, MCSP cannot be constant under

such a restriction, because depending on the partial assignment to the unrestricted variables,

the resulting input function (which is composed of the restriction and the partial assignment)

can be either easy or hard. Such an approach based on pseudorandom restrictions can also be

applied to the special case of depth-2 circuits to get optimal CNF (and DNF) lower bounds for

MCSP.

Moreover, for the special case of depth-2 circuits (i.e., CNFs or DNFs), we get an optimal

lower bound of 2Ω(N) for MCSP.

The improved lower bounds for MCSP (Theorem 1.3 and Theorem 1.4) are proved in

Section 5.1.

5.1 Improved AC0 Lower Bounds for MCSP

In this section we show lower bounds for MCSP against constant-depth circuits, that im-

prove the state-of-the-art lower bounds (by Allender, Buhrman, Koucký, van Melkebeek, and

Ronneburger [6]) for MCSP against this kind of circuits.

5.1.1 The Case of Depth d > 2

We first show an improved lower bound against depth-d circuits that almost matches the

2Ω(N
1/(d−1)) lower bound for Parity.
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Theorem 5.1 (Theorem 1.3, restated). For every d > 2 and every constant γ > 0, any depth-d

AC0 circuit computing MCSP on truth tables of length N must have size 2Ω(N
1/(d+1+γ)).

The above result is proved using the following structural property of small-depth circuits,

which says that, for any such circuit, there exists some locally computable restriction that

simplifies the circuits to a constant while leaving many variables unrestricted.

Lemma 5.2. For any size-s depth-d circuit C, there exists a restriction ρ ∈ {0, 1, ∗}N such

that

• C|ρ is a constant function,

•
⃓⃓
ρ−1(∗)

⃓⃓
≥ N

O(log s)d−2 − log s, and

• there exists a circuit of size d · log(N) · ˜︁O (︁log3 s)︁ such that, given j ∈ {0, 1}logN , the

circuit computes the j-th coordinate of ρ.

We now prove Theorem 5.1 using Lemma 5.2.

Proof of Theorem 5.1. Let C be a depth-d AC0 circuit on {0, 1}N × {0, 1}logN such that C

computes MCSP on truth tables of length N , and let s be the size of C.

For a size parameter λ = d · log(N) · ˜︁O (︁log3 s)︁, let C ′ = C(·, λ). Let ρ be a restriction from

Lemma 5.2 for C ′. By Lemma 5.2, we have that C ′|ρ is a constant function. First, note that

C ′⃓⃓
ρ

(︂
0|ρ

−1(∗)|
)︂
= 1.

To see this, note that

C ′⃓⃓
ρ

(︂
0|ρ

−1(∗)|
)︂
= C (tt(f) , λ) ,
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where C computes MCSP and f : {0, 1}logN → {0, 1} is the following:

f(j) =

⎧⎪⎪⎨⎪⎪⎩
0 if ρj = 0 or ρj = ∗,

1 if ρj = 1.

By Item 3 of Lemma 5.2, such a function f can be computed by a λ-size circuit. On the

other hand, there can be 2|ρ
−1(∗)| different functions corresponding to the different partial

assignments to the unrestricted variables. Since there are at most 2O(λ log λ) different circuits of

size at most λ, in order for C ′|ρ to be constant and equal to 1, we must have

2O(λ log λ) ≥ 2|ρ
−1(∗)| = 2

N

O(log s)d−2−log s
,

which, by a simple calculation, implies s = 2Ω(N
1/(d+1+γ)), for any constant γ > 0.

The proof of Lemma 5.2 uses the pseudorandom switching lemma due to Trevisan and

Xue [109], which we revisit below. The (pseudorandom) switching lemma says that a depth-2

circuit is likely to be simplified after being hit by a pseudorandom restriction.

Below, when we refer to the size of a DNF or CNF we mean the number of its terms or

clauses, respectively.

Lemma 5.3 (Pseudorandom switching lemma, [109, Lemma 7]). For any integers t, w > 0,

s ≥ N , and any 0 < p, ε0 < 1, let F be an N -variate w-CNF or w-DNF of size s, and let D be

a distribution of p-regular pseudorandom restrictions over {0, 1}N ·log(1/p)×{0, 1}N that ε0-fools(︁
s0 = s · 2w·(log(1/p)+1)

)︁
-clause CNFs, then

Pr
ρ∼D

[F |ρ does not have a depth-t decision tree] ≤ 2t+w+1 · (5pw)w + ε0 · 2(t+1)(2w+log s).

Lemma 5.4 (Following [109, Theorem 11]). For any integers d, t > 0, s ≥ N , and any

(480/N)1/(d−2) < p < 1 and 0 < ε0 < 1, there exists a distribution D over {0, 1}N ·log(1/p) ×

{0, 1}N for sampling a pseudorandom restriction such that
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• for any size-s depth-d circuit C on N variables, we have that

Pr
ρ∼D

[︁
C|ρ is not a t-DNF or t-CNF

]︁
≤ s ·

(︂
22t+1 · (10pt)t + ε0 · 2(t+1)(4t+log s)

)︂
,

• with probability at least 2/3 the number of unrestricted variables is pd−2

80 ·N , and

• there exists a circuit of size d · k · ˜︁O(logN) such that, given j ∈ {0, 1}logN and a seed

z ∈ {0, 1}d·k·O(logN), the circuit computes the j-th coordinate of ρ = D(z) (as an element

in {0, 1, ∗}), where

k = O
(︁
(log s+ t · log(1/p))2 + (log s+ t · log(1/p)) · log(1/ε0)

)︁
.

Proof. The proof is similar to that of Theorem 11 in [109]. Let x1, . . . , xN be the input variables.

We fist add at the bottom of C a dummy layer of N OR or AND gates (depending on whether

the first layer of C consists of AND or OR gates, respectively) that have fan-in 2, and are of the

form 0 ∨ xi = xi or 1 ∧ xi = xi for all i ∈ [N ]. This layer just propagates the input variables,

and does nothing else; we add it for technical reasons only, to facilitate the application of

Lemma 5.3.

The idea now is to apply the pseudorandom switching lemma (Lemma 5.3) repeatedly. Each

time, we sample a pseudorandom restriction using some distribution that ε0-fools CNFs of size

s0 = s · 2w·(log(1/p)+1), for w = t (apart from the first restriction, where w = 2). By Lemma 5.3,

each time, with high probability, the two bottom layers can be computed by depth-t decision

trees, so we can switch them to t-DNFs or t-CNFs, and hence reduce the depth of the circuit

by one as we merge them with the layer above.

One difference here from the argument in [109] is that we only apply the pseudorandom

switching lemma d− 1 times, instead of d times, since we only need the final restricted circuit

to be a t-DNF or t-CNF (rather than a depth-t decision tree as in the original statement of [109],
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which requires an additional application of the pseudorandom switching lemma). Note that

we use parameter p1 = 1/26 for the first iteration. Another difference is that, to sample a

pseudorandom restriction, we use a k-wise independent distribution (say over [1/p]2N ), instead

of using the PRG that fools depth-2 circuits in [32], where

k = O(log(s0/ε0) · log s0) = O
(︁
(log(s) + t · log(1/p))2 + (log(s) + t · log(1/p)) · log(1/ε0)

)︁
,

and we use the fact that such a k-wise independent distribution ε0-fools s0-clause CNFs [107,

Theorem 22].1

According to the discussion above, we have

Pr
ρ∼D

[︂
C|ρ is not a t-DNF or t-CNF

]︂
≤ 2t+3 · (10p)2 + ε0 · 2(t+1)(4+log s)

+ (d− 2)
(︂
22t+1 · (5pt)t + ε0 · 2(t+1)(2t+log s)

)︂
≤ s ·

(︂
22t+1 · (10pt)t + ε0 · 2(t+1)(4t+log s)

)︂
by a union bound and Lemma 5.3, as C|ρ is not a t-DNF or t-CNF only if some of the d− 1

applications of the pseudorandom switching lemma (Lemma 5.3) fails. The desired inequality

of Item 1 now follows from the fact that d− 1 ≤ s, as the depth d of a circuit is at most s+ 1

for s its size.

The expected number of unrestricted variables is p1 · pd−2 · N = pd−2

40 · N . Then Item 2

follows from the fact that the random restriction is pairwise independent and Proposition 4.2.

Indeed, the probability that the number of unrestricted variables is at least pd−2

80 ·N is

1−Pr

[︃
X ≤ pd−2

40
·N/2

]︃
≥ 1− 4

pd−2

40 ·N
1The PRG in [32] is based on a small-biased distribution. While it has smaller seed length, compared to a

k-wise independent distribution, it does not seem to offer any advantage in terms of the local circuit complexity

of computing the PRG.
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= 1− 160

pd−2 ·N

≥ 1− 160(︂
(480/N)1/(d−2)

)︂d−2
·N

= 1− 1

3
=

2

3
.

Finally, one may get Item 3 using Lemma 2.8. That is, by Lemma 2.8, we get that there exists

a circuit of size

k ·max{ ˜︁O(logN), ˜︁O(log(1/p))} ≤ k · ˜︁O(logN) (since 1/p > (N/480)1/(d−2))

such that, given j ∈ {0, 1}logN and a seed z ∈ {0, 1}d·k·O(logN), the circuit computes the j-th

coordinate of a restriction ρ = D′(z), where D′ is a k-wise independent distribution over

{0, 1}N ·log(1/p) × {0, 1}N . The desired upper bound of Item 3 now follows from the fact that

we apply d − 1 pseudorandom restrictions, in total, and their composition gives rise to the

distribution D that appears in the statement of Lemma 5.4.

We are now ready to show Lemma 5.2.

Proof of Lemma 5.2. By Lemma 5.4, using the parameters t = O(log s), p = 1/O(log s), and

ε0 = 1/2O(log
2 s), we get a restriction ρ0 such that the circuit restricted by ρ0 is a width-O(log s)

DNF or CNF, with probability at least 1− 1/poly(N).

By Item 2 of Lemma 5.4, ρ0 leaves at least N
O(log s)d−2 variables unrestricted, with constant

probability. Therefore, by a union bound, with some constant probability, we get a restriction

ρ0 that both simplifies the circuit to be a width-(log s) DNF or CNF and that leaves N
O(log s)d−2

variables unrestricted. Note that once we have such a restriction, we can make the restricted

circuit constant by further fixing at most log s variables; denote this restriction by ρ1. The

final restriction is ρ = ρ0 ◦ ρ1. This concludes the proofs of Item 1 and Item 2.
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We now show the last item. Note that our final restriction consists of two parts, ρ0 and

ρ1, where ρ0 is a restriction from Lemma 5.4 and ρ1 is a restriction that fixes log s variables.

To compute the final restriction, given an index j ∈ {0, 1}logN , we can first check if the j-th

variable is fixed by ρ1 and output the fixing value if it is the case. This can be done by

hard-wiring the log s variables that are fixed by ρ1 and their corresponding fixing values. It is

straightforward to see that the above can be done using a circuit of size at most O(log s · logN).

Otherwise, we can output the j-th coordinate of ρ0, which can be done with a circuit of size

d · log(N) · ˜︁O (︁log3 s)︁, by Item 3 of Lemma 5.4.

5.1.2 The Case of Depth 2

Here, we show that computing MCSP requires depth-2 circuits of almost maximum size.

Theorem 5.5 (Theorem 1.4, restated). Any CNF or DNF computing MCSP on truth tables

of length N must have size 2Ω(N).

To prove Theorem 5.5, we will utilize the following lemma and corollary.

Lemma 5.6. Let 0 < δ < 1. Any N -variate CNF or DNF of size s ≤ 2δN can be fixed to a

constant by applying a restriction that sets O
(︂√

δN
)︂

variables.

Proof. We will show the lemma for the case of DNFs. The proof can be easily adapted to the

case of CNFs. Fix a constant A := 1/
√
δ. We choose the restriction in question in two phases.

In Phase 1, we show that we can set at most O
(︂√

δN
)︂

variables to get the width of the DNF

down to A log s =
√
δN . In Phase 2, we can easily set any term of the remaining DNF to fix

the function. Since Phase 2 is trivial, let us henceforth focus on Phase 1.

To this end, imagine that we choose a uniformly random input variable xi (for some i) and

set it to a random value. If T is any term in the DNF of size greater than A log s, then T is



Chapter 5. MCSP Lower Bounds Against Constant Depth Circuits 97

set to 0 with probability at least

A log s

2N
.

Repeating this process t := 2
√
δN times, we see that the probability that T survives is at most

(︃
1− A log s

2N

)︃t

=

(︃
1− log s

2
√
δN

)︃2
√
δN

≤ exp(− log s) <
1

s
.

By a union bound over the (at most) s terms of the DNF in question, there is a restriction ρ

that restricts O
(︂√

δN
)︂

variables such that ρ sets all the terms of width greater than A log s

to 0. This completes Phase 1.

Corollary 5.7. For any size-s depth-2 circuit C, there exists a restriction ρ ∈ {0, 1, ∗}N such

that

• C|ρ is a constant function,

•
⃓⃓
ρ−1(∗)

⃓⃓
≥ Ω(N), and

• there exists a circuit of size log s/Ω(log log s) such that, given j ∈ {0, 1}logN , the circuit

computes the j-th coordinate of ρ.

Proof. By Lemma 5.6. We shall verify that all of three properties of Corollary 5.7 hold for the

restriction ρ that is proved to exist by Lemma 5.6. Items 1 and 2 trivially hold, as C|ρ is a

constant by the construction of ρ and
⃓⃓
ρ−1({0, 1})

⃓⃓
= O

(︂√
δN
)︂
, respectively. Item 3 follows

by a result of Lupanov [40, Theorem 2.2] for the (biased) Boolean function that sets all the

unrestricted variables to 0.

One may now prove Theorem 5.5 by using Corollary 5.7, in a way identical to how

Theorem 5.1 is proved by using Lemma 5.2.
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Notes

The results of this chapter are products of joint work with Mahdi Cheraghchi, Valentine

Kabanets, and Zhenjian Lu [29].



Chapter 6

MCSP Lower Bounds Against

Augmented Constant Depth Circuits

It is well known in the field of derandomization that, if we have a function that is average-case

hard against some circuit class C, we can get a PRG by plugging the hard function into the

Nisan-Wigderson framework [83] (provided that the hard function is not too hard to compute

and that C satisfies some mild conditions).

The construction involves computing some combinatorial design with some suitably chosen

parameters; a design is a list of subsets (over some universe) that have some combinatorial

properties (see Definition 6.1). Also, to compute a single bit of such PRG, we need to compute

the corresponding subset of the design. There are known design constructions such that any

single subset of the design can be computed efficiently and locally (without computing the

whole design). The circuit complexity of computing a subset, which is related to the local

complexity of the Nisan-Wigderson PRG, will depend on the parameters that we choose for

the design, which in turn will depend on the “usefulness” of the average-case hard function.

99
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Therefore, using such a local design, we can get a locally computable PRG that can be

used to obtain an MCSP lower bound against C. Moreover, since the quality of such as a

lower bound will depend on the local complexity of the PRG (hence the usefulness of the hard

function), we obtain a way of turning average-case hardness against some circuit class C into

a lower bound for MCSP against the same class, where such a lower bound is quantitatively

linked to the average-case hardness.

Combining the above idea with the recent (improved) hardness results for constant-depth

circuits augmented with few symmetric gates, due to Servedio and Tan [100], we get MCSP

lower bounds against these circuits that match those hardness results (Theorem 1.5).

In Section 6.1 we discuss the Nisan-Wigderson generator and its locality. In Section 6.2, we

discuss the framework of proving MCSP lower bounds from average-case hardness and prove

Theorem 1.5.

6.1 The Nisan-Wigderson Generator and Its Locality

The idea of using Nisan-Wigderson PRGs to study MCSP and related problems has been

explored before (e.g. [6, 87, 47]). However, the previous works were content with the fact that

the output of a PRG has circuit complexity at most polynomial in the seed length. Here, we

provide a more fine-grained analysis of the local complexity of the Nisan-Wigderson PRG,

which depends on the parameters that we choose for the design, and in turn will depend on the

“usefulness” of the average-case hard function. This allows us to turn average-case hardness

against some circuit class C into a lower bound for MCSP against the same class, where such a

lower bound is more quantitatively linked to the average-case hardness.

We first review the Nisan-Wigderson framework.
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Definition 6.1 (Designs [83]). Let N, r, ℓ, α be positive integers. A sequence of sets S1, . . . , SN

is a (N, r, ℓ, α)-design if

• ∀j ∈ [N ] : Sj ⊆ [r],

• ∀j ∈ [N ] : |Sj | = ℓ, and

• ∀j, k ∈ [s], such that j ̸= k, it is the case that |Sj ∩ Sk| ≤ α.

Lemma 6.2 (Local designs). For any positive integers N and α, there exists a (N, r, ℓ, α)-

design such that r = N2/(α+1) and ℓ = N1/(α+1). Moreover, given any z ∈ {0, 1}r, and any

j ∈ {0, 1}logN , z|Sj ∈ {0, 1}
ℓ can be computed by a circuit of size

O
(︂
N2/(α+1)

)︂
+N1/(α+1) · ˜︁O(logN).

Proof. Consider the field Fℓ with ℓ elements. We identify the universe [r] with Fℓ×Fℓ of size ℓ2.

Let {e1, . . . , eℓ} be the ℓ elements of the field (in lexicographic order). For each j ∈ {0, 1}logN ,

we view j as an element in [ℓ]α+1 and identify it with a degree-α polynomial pj ∈ Fℓ[x]. Let

Sj = {(e1, pj(e1)) , . . . , (eℓ, pj(eℓ))} .

Note that, for all j, the set Sj is a subset of Fℓ × Fℓ, the set Sj has size ℓ, and for two different

sets Sj and Sk we have that |Sj ∩ Sk| ≤ α, as the difference pj − pk is a polynomial of degree

at most α, and thus has at most α roots.

Note that we can hard-wire
(︁
ek, e

2
k, . . . , e

α
k

)︁
into some circuit, for all k ∈ [ℓ], by using size

ℓ · α · log ℓ = ˜︁O(ℓ). Then computing pj(ek), for any k, can be done with a circuit of size

α · ˜︁O(log ℓ) (using Fact 2.3). As a result, Sj can be computed in size

ℓ · α · ˜︁O(log ℓ) = N1/(α+1) · ˜︁O(logN).
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Once we have the set Sj , we can divide the input z into ℓ equal-size blocks. For each element

(a, b) in Sj , we output the b-th bit of the a-th block, using Lemma 4.5, in O(ℓ) size. Then,

computing z|Sj takes size ℓ ·O(ℓ) = O
(︁
N2/(α+1)

)︁
.

Definition 6.3 (Average-case hardness). Let C be a class of circuits on N variables. We say

that a function f is (s, ε)-hard against C if, for every C ∈ C of size s, it is the case that

Pr
x∼{0,1}N

[f(x) = C(x)] ≤ 1

2
+ ε.

Let DNFα denote the class of DNF circuits on α variables. Note that every α-variate

Boolean function can be computed by a DNF of size at most 2α.

Theorem 6.4 (Nisan-Wigderson generator [83]). Let C be a class of circuits on N variables

of size s. Let S1, . . . , SN be a (N, r, ℓ, α)-design, and let f : {0, 1}ℓ → {0, 1} be a function

that is (s+N · 2α, ε/N)-hard against C ◦ DNFα. Then, the Nisan-Wigderson generator NWf :

{0, 1}r → {0, 1}N , defined as

NWf (z) =
(︂
f
(︁
z|S1

)︁
, . . . , f

(︂
z|SN

)︂)︂
,

is a PRG that ε-fools C.

Combining Theorem 6.4 with the design construction in Lemma 6.2, we immediately get

the following.

Theorem 6.5 (Local Nisan-Wigderson generator). Let s : N → N be a function and C be a

class of circuits on N variables that have size s = s(N). For any α = α(N), if there exists

a function f : {0, 1}ℓ → {0, 1}, where ℓ = N1/(α+1), that is (s+N · 2α, 1/(3N))-hard against

C ◦ DNFα, then there exists a λ(N)-local PRG of seed length N2/(α+1) that (1/3)-fools C with

λ(N) = O
(︂
N2/(α+1)

)︂
+N1/(α+1) · ˜︁O(logN) + CC(f) .
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We remark that the above local Nisan-Wigderson generator has local complexity that is

comparable to its seed length (for this particular local design and modulo the circuit complexity

of the hard function).

6.2 MCSP Lower Bounds From Average-case Hard Functions

Next, we demonstrate the use of such local PRGs in obtaining lower bounds for MCSP from

average-case hardness results.

One of the restricted circuit classes that have been well studied in circuit complexity is

the class of constant-depth circuits augmented with few SYM (symmetric) or THR (linear

threshold) gates (see, e.g., [76, 112, 75, 100]). A SYM gate computes a symmetric function,

which is a Boolean function whose output depends only on the sum of its input variables. A

THR gate computes a linear threshold function, which is a Boolean function defined as the

sign of some linear form, over Boolean variables, with real coefficients.

We will combine the above local Nisan-Wigderson framework with the following average-case

lower bounds against the class of constant-depth circuits augmented with a few (sublinearly

many) symmetric and linear threshold gates.

Theorem 6.6 ([100, Theorem 4]). There exists a constant τ > 0 such that the following holds.

For any ℓ, there exists a function f : {0, 1}ℓ → {0, 1} that is
(︁
ℓτ log ℓ, exp

(︁
−Ω(ℓ0.499)

)︁)︁
-hard

against AC0 circuits of size ℓτ log ℓ with at most ℓ0.249 SYM or THR gates. Moreover, f can be

computed by a circuit of size O(ℓ).

As a result, we get a local PRG that fools such circuits.

Corollary 6.7. There exists some constant τ > 0 such that, for any s : N→ N that satisfies

s(N) ≥ N for all N ∈ N, there exists a λ(N)-local PRG that (1/3)-fools AC0 circuits of



104 6.2. MCSP Lower Bounds From Average-case Hard Functions

size s(N) ≤ ℓτ log ℓ, for some ℓ = ℓ(N) > 0, with at most ℓ0.249 SYM or THR gates and

λ(N) = 2O(
√

log s(N)).

Proof. Let C be the class of AC0 circuits of size ℓτ log ℓ, for some constant τ > 0, with at most

ℓ0.249 SYM or THR gates. Let N ∈ N be sufficiently large and s := s(N). Choose

α = τ ′ · logN√
log s

,

where τ ′ > 0 is some sufficiently small constant. Then, for ℓ = N1/(α+1), if we can show the ex-

istence of some efficiently computable function f : {0, 1}ℓ → {0, 1} that is (s+N · 2α, 1/(3N))-

hard against C ◦ DNFα, then the result follows from Theorem 6.5. The existence of such a

function is given by Theorem 6.6, by noting that for our choice of α we have

ℓτ log ℓ ≥ s+N · 2α,

and

exp
(︁
−Ω(ℓ0.249)

)︁
≤ 1/(3N).

We remark that the above example does not take advantage of the fact that the local

complexity of the Nisan-Wigderson PRG is almost the same as its seed length. This is because,

in this case, the seed length has some arbitrary constant in the exponent.

Combining Corollary 6.7 with Theorem 3.4, we get the following.

Theorem 6.8 (Theorem 1.5, restated). There exists a constant γ > 0 such that the following

holds. Let C be the class of constant-depth N -input AC0 circuits augmented with at most

2γ
√
logN SYM or THR gates. Then, any circuit in C computing MCSP on truth tables of length

N must have size NΩ(logN).

Remark 6.9 (Can we improve the lower bound of Theorem 6.8?). The bottleneck in improving

Theorem 6.8 lies at the existing average-case lower bounds against AC0 circuits augmented
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with SYM or THR gates. This is so, because the proof of Theorem 6.8 makes use of the locality

of the Nisan-Wigderson PRG, when instantiated with the hard function f of Servedio and

Tan [100] (see Theorem 6.6), and the locality of the Nisan-Wigderson PRG depends on the

average-case hardness of f . The latter becomes evident when ones inspects Theorem 6.5:

If the function f used in instantiating Nisan-Wigderson is hard (in the average-case sense),

then the parameter α in Theorem 6.5 will be large, by Definition 6.3, and so the locality λ

from Theorem 6.5 will become small (because it is proportional to 1/α). By the discussion of

Chapter 3 (“MCSP lower bounds from local PRGs”), this would result in a strong lower bound

against AC0 circuits augmented with SYM or THR gates. (For a concrete example on how the

locality of a PRG directly affects the resulting MCSP lower bound, please see the proof of

Theorem 4.6.)

Notes

The results of this chapter are products of joint work with Mahdi Cheraghchi, Valentine

Kabanets, and Zhenjian Lu [29].
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Chapter 7

MCSP Lower Bounds Against De

Morgan Formulas of Parities

Although there are well-known PRG constructions in the literature that fool subcubic-size De

Morgan formulas [57], such a construction was missing for subcubic-size De Morgan formulas

of parities (i.e., the class FORMULA ◦ XOR). In this chapter, we present such a construction.

In particular, we show that there is a PRG of seed length O(
√
s · log s · log(1/ε) + log n) that

ε-fools FORMULA[s] ◦XOR (Theorem 1.7). As a result, by the discussion of Section 3.2, MCSP

is not in FORMULA[n1.99] ◦ XOR (Theorem 1.8).

In order to explain our techniques, we focus on the design of PRGs for FORMULA ◦ G. The

MCSP lower bounds will then follow by the discussion of Section 3.2.

We build on a powerful result showing that any small De Morgan formula can be approxi-

mated in a pointwise fashion by a low-degree polynomial:

(A) For every formula F (y1, . . . , ym) of size s, there is a polynomial p(y1, . . . , ym) ∈

R[y1, . . . , ym] of degree O(
√
s) such that |F (a)− p(a)| ≤ 1/10 on every a ∈ {0, 1}m.

107
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The only known proof of this result [95] relies on a sequence of works [16, 66, 51, 35, 94, 14, 96]

on quantum query complexity, generalizing Grover’s search algorithm for the OR predicate [42]

to arbitrary formulas. A consequence of (A) which is implicit in the work of Tal [106] is the

following.

(B) Let D be a distribution over {0, 1}m, and F ∈ FORMULA[s] ◦ G. Then, for

every function f ,

if Pr
x∼D

[F (x) = f(x)] ≥ 1/2 + ε, then Pr
x∼D

[h(x) = f(x)] ≥ 1/2 + exp(−t),

for some function h which is the XOR of at most t functions in G, where t =

˜︁Θ(
√
s · log(1/ε)).

Intuitively, if we could understand well enough the XOR of any small collection of functions

in G, then we can translate this into results for FORMULA[s] ◦ G, as long as s ≪ n2. We

adapt the techniques behind (B) to provide a general approach to constructing PRGs against

FORMULA ◦ G:

Main PRG Lemma. In order for a distributionD to ε-fool the class FORMULA[s]◦

G, it is enough for D to exp(−t)-fool the class XORt ◦G, where t = ˜︁Θ(
√
s · log(1/ε)).

In what follows, Section 7.1 contains some background material. In Section 7.2, we describe a

general approach of constructing PRGs for FORMULA ◦ G. Finally, in Section 7.3, we prove

Theorem 1.7 and Theorem 1.8.
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7.1 Preliminaries

7.1.1 Notation

In this chapter, we will use {−1, 1} as the Boolean basis, where we identify −1 with TRUE

and 1 with FALSE.

7.1.2 Augmented De Morgan Formulas

In this chapter, we denote by FORMULA[s] the class of Boolean functions computable by size-s

De Morgan formulas. Let G denote some class of Boolean functions. Then, we denote by

FORMULA[s] ◦ G the class of languages computable by some size-s De Morgan formula where

its leaves are labelled by functions in G. For example, FORMULA[s] ◦ XOR denotes size-s De

Morgan formulas of parities.

7.1.3 Approximating Polynomials

The following will come in handy in the proof of Theorem 1.7.

Definition 7.1 (Point-wise approximation). For a Boolean function f : {−1, 1}n → {−1, 1},

we say that the function ˜︁f : {−1, 1}n → R ε-approximates f if for every z ∈ {−1, 1}n,

⃓⃓⃓
f(z)− ˜︁f(z)⃓⃓⃓ ≤ ε.

We will need the following powerful result for the approximating degree of De Morgan

formulas.

Theorem 7.2 ([95], see also [22]). Let s > 0 be an integer and 0 < ε < 1. Any De Morgan

formula F : {−1, 1}n → {−1, 1} of size s has a ε-approximating polynomial of degree d =
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O(
√
s · log(1/ε)). That is, there exists a degree-d polynomial p : {−1, 1}n → R over the reals

such that for every z ∈ {−1, 1}n,

|p(z)− F (z)| ≤ ε.

7.1.4 Fourier basis of Boolean functions

For any Boolean function f : {−1, 1}n → {−1, 1} and any S ⊆ [n] there exists a number

ˆ︁f(S) ∈ R such that

f(x) =
∑︂
S⊆[n]

ˆ︁f(S)∏︂
i∈S

xi

for any x = (x1, . . . , xn) ∈ {−1, 1}n.

7.2 Pseudorandom Generators: Our Framework

Our PRG is obtained from a general framework that allows us to reduce the task of fooling

FORMULA ◦ G to the task of fooling the class of functions that are parities of a few functions

from G.

Theorem 7.3 (PRG for FORMULA ◦ G from PRG for XOR ◦ G). There exists a constant c > 0

such that the following holds. Let G be a class of gates on n bits. For any integer s > 0 and

any 0 < ε < 1, if a distribution D over {−1, 1}n
(︂
2−c·

√
s·log(s)·log(1/ε)

)︂
-fools the XOR (parity)

of c ·
√
s · log(1/ε) arbitrary functions from G, then D also ε-fools FORMULA[s] ◦ G.

Proof. Let C = F (g1, g2 . . . , gs) be a function in FORMULA[s] ◦ G, where F is a formula, and

g1, g2, . . . , gs are functions from the class G. Let U be the uniform distribution over {−1, 1}n.

We need to show

E[C(D)]
ε
≈ E[C(U)]. (7.1)



Chapter 7. MCSP Lower Bounds Against De Morgan Formulas of Parities 111

Let p be a (ε/3)-approximating polynomial for F given by Theorem 7.2. Note that the degree

of p is

d = O(
√
s · log(1/ε)).

Let us replace F , the formula part of C, with p and let

˜︁C := p(g1, g2 . . . , gs).

Since ˜︁C approximates C in a point-wise fashion, we have

E[ ˜︁C(U)]
ε/3
≈ E[C(U)],

and

E[ ˜︁C(D)]
ε/3
≈ E[C(D)].

Then to show Equation (7.1), it suffices to show

E[ ˜︁C(D)]
ε/3
≈ E[ ˜︁C(U)].

We have

E
x∼D

[ ˜︁C(x)] = E
x∼D

⎡⎢⎢⎣ ∑︂
S⊆[s]:
|S|≤d

p̂(S) ·
∏︂
i∈S

gi(x)

⎤⎥⎥⎦
=
∑︂
S⊆[s]:
|S|≤d

p̂(S) · E
x∼D

[︄∏︂
i∈S

gi(x)

]︄
. (7.2)

Now note that for each S ⊆ [s],
∏︁

i∈S gi(x) computes the XOR of at most d functions from G.

Using the fact the distribution D
(︂
δ = 1/2c·

√
s·log(s)·log(1/ε)

)︂
-fools the XOR of any d functions

from G, we get

E
x∼D

[ ˜︁C(x)] =
∑︂
S⊆[s]:
|S|≤d

p̂(S) · E
x∼D

[︄∏︂
i∈S

gi(x)

]︄
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=
∑︂
S⊆[s]:
|S|≤d

p̂(S) ·

(︄
E

x∼U

[︄∏︂
i∈S

gi(x)

]︄
+ δS

)︄
,

where |δS | ≤ δ, or

=
∑︂
S⊆[s]:
|S|≤d

(︄
p̂(S) · E

x∼U

[︄∏︂
i∈S

gi(x)

]︄
+ p̂(S) · δS

)︄

=
∑︂
S⊆[s]:
|S|≤d

p̂(S) · E
x∼U

[︄∏︂
i∈S

gi(x)

]︄
+
∑︂
S⊆[s]:
|S|≤d

p̂(S) · δS

= E
x∼U

[ ˜︁C(x)] +
∑︂
S⊆[s]:
|S|≤d

p̂(S) · δS .

It remains to show ⃓⃓⃓⃓
⃓⃓⃓⃓ ∑︂
S⊆[s]:
|S|≤d

p̂(S) · δS

⃓⃓⃓⃓
⃓⃓⃓⃓ ≤ ε/3.

Note that because p(z) ∈ [1− ε/3, 1 + ε/3] for every z ∈ {−1, 1}s, we have

|p̂(S)| =

⃓⃓⃓⃓
⃓ E
z∼{−1,1}s

[︄
p(z) ·

∏︂
i∈S

zi

]︄⃓⃓⃓⃓
⃓ ≤ 1 + ε/3 < 2.

Then,

⃓⃓⃓⃓
⃓⃓⃓⃓ ∑︂
S⊆[s]:
|S|≤d

p̂(S) · δS

⃓⃓⃓⃓
⃓⃓⃓⃓ ≤ ∑︂

S⊆[s]:
|S|≤d

|p̂(S)| · |δS | ≤ δ ·
∑︂
S⊆[s]:
|S|≤d

|p̂(S)| ≤ δ · sO(
√
s·log(1/ε)) ≤ ε/3,

where the last inequality holds for some sufficiently large constant c. This concludes the

proof.
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7.3 Applications and MCSP Lower Bounds: Fooling De Morgan

Formulas of Parities

Theorem 7.4 (Theorem 1.7, restated). For any s > 0 and 0 < ε < 1, there exists a PRG that

ε-fools n-input formulas of parities from FORMULA[s] ◦ XOR with seed length

O
(︁√

s · log s · log(1/ε) + log n
)︁
.

Proof. By Theorem 7.3, to fool FORMULA[s] ◦ G it suffices to
(︂
δ = 1/2O(

√
s·log(s)·log(1/ε))

)︂
-

fool the XOR of a few functions from G, where G is the class of XOR functions. Note that

the XOR of any set of XOR functions simply computes some XOR function. Therefore, we

can use a small-biased distribution (which by definition fools every XOR function) to fool

FORMULA[s] ◦ XOR.

Finally, note that there are known constructions of δ-biased distributions that use O(log(n/δ))

random bits (see Theorem 2.10).

Using the locality of this PRG for FORMULA ◦ XOR (see Theorem 2.10) we get a lower

bound for MCSP against subquadratic-size formulas of XORs, by Theorem 3.4.

Theorem 7.5 (Theorem 1.8, restated). For every s > 0, if MCSP
[︁
2Ω(n)

]︁
on N -bit truth tables

can be computed by a formula of parities in FORMULA[s] ◦ XOR, then s = ˜︁Ω(N2).

Notes

The results of this chapter are products of joint work with Valentine Kabanets, Sajin Koroth,

Zhenjian Lu, and Igor C. Oliveira [63].
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Chapter 8

MCSP Lower Bounds Against

One-tape Turing Machines

As mentioned in Chapter 1, a recent line of work has exhibited hardness magnification phenom-

ena for MCSP in the sense that a very weak lower bound for MCSP implies a breakthrough

result in complexity theory. For example, McKay, Murray, and Williams (STOC 2019) implicitly

showed that, for some constant µ1 > 0, if MCSP[2µ1·n] cannot be computed by a one-tape

Turing machine (with an additional one-way read-only input tape) running in time N1.01, then

P ̸= NP (Theorem 1.9). A natural question arises:

How easy is it to prove that MCSP[2µ1·n] cannot be computed by a one-tape Turing

machine (with an additional one-way read-only input tape) running in time N1.01?

In this chapter, we present the following new lower bound against one-tape Turing machines

(see Theorem 1.10 and Theorem 1.11), that is related to the question above (and deceivingly

implies that the question posed above can be answered in the affirmative):
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A randomized two-sided error one-tape Turing machine (with an additional one-way

read-only input tape) cannot compute MCSP[2µ2·n] in time N1.99, for some constant

µ2 > µ1.

As one may observe, our lower bound is much stronger than what would suffice to separate P

from NP, but refers to a parameterized version of MCSP that has a larger size parameter. This

does not allow us to conclude that P ̸= NP by simply invoking the result by McKay, Murray,

and Williams stated above.

However, our result is the first non-trivial lower bound for MCSP against one-tape Turing

machines, and essentially matches the best-known lower bounds for any explicit function against

this computational model. It is based on recent constructions of pseudorandom generators

for read-once oblivious branching programs (ROBPs) and combinatorial rectangles [37, 113].

Details follow.

Let C be a circuit class. As we saw in Chapter 3, a general approach for obtaining a C-lower

bound for MCSP is by constructing a local pseudorandom generator (PRG) that fools C. We

invoke this framework, as outlined below.

At the core of our argument is the recent breakthrough result of Forbes and Kelley [37],

who constructed the first pseudorandom generator with polylog(n) seed length that fools

any-order read-once oblivious branching programs. Viola [113] used their construction to

obtain a pseudorandom generator that fools deterministic Turing machines (DTMs). Herein,

we generalize his result to the case of randomized Turing machines (RTMs).

At a high level, our crucial idea is that Viola’s proof does not exploit the uniformity of

Turing machines, and hence a good coin flip sequence of a randomized oracle algorithm and all

of its oracle queries and corresponding answers can be fixed as non-uniformity (Lemma 8.11).

In addition, by a careful examination of the Forbes-Kelley PRG, we show that their PRG is
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local. This observation gives rise to a local PRG that fools BPTIME1[t(N)], which yields a

proof of Theorem 1.11.

In Section 8.1, we give the necessary background. We prove Theorem 1.9 in Section 8.2.

The main ideas of Theorem 1.11 are described in Section 8.3. In Section 8.4 we show that the

pseudorandom generators that we use are local, which will complete the proof of Theorem 1.11.

8.1 Preliminaries

8.1.1 One-tape Turing Machines

Throughout this chapter, we consider a Turing machine that has one work tape and a one-way

input tape. In this context, “one-way” means that the tape-head may move only from left to

right.

A deterministic Turing machine (DTM) is a Turing machine with two tapes: A two-way

read/write work tape and a one-way read-only input tape. Let x ∈ {0, 1}∗ and M be a DTM;

we write M(x) to denote the output of M when its input tape is initialized with x and its

work tape is empty. Let t : N→ N be time-constructible. The class of languages L ⊆ {0, 1}∗

decided by some O(1)-state time-t DTM is denoted by DTIME1[t].

We also consider a randomized variant of DTMs. A randomized Turing machine (RTM) is a

Turing machine with three tapes: A two-way read/write work tape, a one-way read-only input

tape, and a one-way read-only random tape. Let x, r ∈ {0, 1}∗ and M be a RTM; we write

M(x, r) to denote the output of M when its input tape contains x, its work tape is empty, and

its random tape contains r. Let t : N→ N be time-constructible. For a language L ⊆ {0, 1}∗

and an RTM M , we say that M decides L with two-sided error if Prr[M(x, r) = 1] ≥ 2
3 for every

input x ∈ L and Prr[M(x, r) = 0] ≥ 2
3 for every input x ̸∈ L. The class of languages L ⊆ {0, 1}∗
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decided by some O(1)-state time-t RTM with two-sided error is denoted by BPTIME1[t].

A randomized oracle Turing machine (oracle RTM) is a Turing machine with four tapes: A

two-way read/write work tape, a one-way read-only input tape, a one-way read-only random

tape, and an oracle tape. This model is identical to the randomized Turing machine model

apart from the oracle tape, which is a standard oracle tape. The class of languages L ⊆ {0, 1}∗

decided by some O(1)-state time-t oracle RTM, with oracle access to some O ⊆ {0, 1}∗ and

two-sided error, is denoted by BPTIMEO
1 [t].

8.1.2 Streaming Algorithms

A space-s(n) streaming algorithm with update time u(n) on an input x ∈ {0, 1}n has a working

storage of s(n) bits. At any point, the algorithm can either choose to perform one operation

on O(1) bits in storage or it can choose to read the next bit from the input. The total time

between two next-bit reads is at most u(n) and the final outcome is reported in O(u(n)) time.

Lemma 8.1. Any one-pass streaming algorithm with t(N) update time, on inputs of length N ,

can be simulated by a one-tape Turing machine with a one-way read-only input tape running in

time O(N · poly(t(N))).

Proof. Recall that a streaming algorithm reads one bit of its input from left to right, and each

consecutive read operation occurs within t(N) steps. By Cook and Reckhow [30], poly(t(N))

steps suffice for some multi-tape Turing machine to perform an update. Since for any time

constructible function T : N→ N a one-tape Turing machine can simulate a T (n)-time multi-

tape Turing machine within O(T (n)2) steps, poly(t(N))2 = poly(t(N)) steps suffice for a

one-tape Turing machine to simulate an update. Thus, it N ·poly(t(N)) steps in total suffice to

finish the computation on inputs of length N in the one-tape Turing machine model, that is, a

streaming algorithm can be simulated in time N ·poly(t(N)) by a one-tape Turing machine.



Chapter 8. MCSP Lower Bounds Against One-tape Turing Machines 119

8.1.3 Pseudorandom Generators That Fool Oracle RTMs

For our purpose, it is useful to extend the notion of PRG to fools randomized oracle (one-tape)

Turing machines.

Definition 8.2. For functions s, t : N→ N such that s(n) < n for all n ∈ N, q > 0, a language

O ⊆ {0, 1}∗, and a function ε : N → (0, 1), a function
{︂
Gn : {0, 1}s(n) → {0, 1}n

}︂
n∈N

is a

pseudorandom generator that ε-fools q-state time-t RTMs with oracle O if⃓⃓⃓⃓
⃓⃓⃓⃓ Pr
x∼{0,1}n,
r∼{0,1}t(n)

[︁
MO(x, r) = 1

]︁
− Pr

y∼{0,1}s(n),

r∼{0,1}t(n)

[︁
MO(Gn(y) , r) = 1

]︁⃓⃓⃓⃓⃓⃓⃓⃓ ≤ ε(n)

for any q-state time-t RTM M with oracle O.

8.1.4 MCSP Lower Bounds Against Oracle RTMs, From Local PRGs

We observe that a local pseudorandom generator for oracle RTMs yields MCSP lower bounds

(similarly to what we saw in Section 3.2 and Theorem 3.4).

Theorem 8.3 (A randomized analogue of Theorem 3.4). Let t : N→ N and 0 < µ < 1 be such

that MCSP[2µ·n] on truth tables of length N := 2n can be computed by a time-t(N) oracle RTM.

Then, if for a function λ : N→ N there exists a λ(N)-local PRG G that (1/6)-fools time-t(N)

oracle RTMs, then λ(N) ≥ 2µ·n.

Proof. Let M be a time-t(N) oracle RTM that computes MCSP[2µ·n] on truth tables of length

N . Let G be a λ(N)-local PRG that (1/6)-fools M .

For the sake of contradiction, suppose that λ(N) < 2µ·n. On the one hand, since most

functions require circuits of size greater than N/ (3 logN) = 2n/ (3n) > 2µ·n (Theorem 2.2)



120 8.2. Hardness Magnification for One-tape Turing Machines

and M computes MCSP, we have

Pr
w∼{0,1}N

[w /∈ MCSP[2µ·n]] ≥ 1− o(1)

or

µ := Pr
w,r

[M(w, r) = 0] ≥ 1− o(1)− 1/3 > 1/2.

Also, since G (1/6)-fools M , we have

Pr
z,r

[M(G(z), r) = 0] ≥ µ− 1/6 > 1/3.

On the other hand, since G is λ(N)-local, we must have

Pr
z,r

[M(G(z), r) = 1] ≥ 2/3

for every z. This gives a contradiction.

8.2 Hardness Magnification for One-tape Turing Machines

In this section, we obtain the following hardness magnification result for one-tape Turing

machines.

Theorem 8.4 (A corollary of McKay, Murray, and Williams [77]; Theorem 1.9, restated).

There exists a constant µ > 0 such that, if MCSP[2µn] is not in DTIME1

[︁
N1.01

]︁
, then P ̸= NP.

Proof. McKay, Murray, and Williams [77, Theorem 1.3] showed that if P = NP, then there

exists a polynomial p such that, for any time-constructible function s(n), there exists a one-pass

streaming algorithm with update time p(s(n)) that computes MCSP[s(n)]. By Lemma 8.1, we

obtain MCSP[s(n)] ∈ DTIME1[N · p(s(n))], where N = 2n. Depending on p, we choose a small

constant µ > 0 and set s(n) := 2µn so that N · p(s(n)) = N1+O(µ) ≤ N1.01.
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To summarize, we have proved that if P = NP, then for some constant µ > 0, MCSP[2µn] ∈

DTIME1[N
1.01]. This statement is logically equivalent to the following: There exists a constant

µ > 0 such that P = NP implies that MCSP[2µn] ̸∈ DTIME1[N
1.01] (because the statement

that P = NP is independent of µ). Taking its contrapositive, we obtain the desired result.

8.3 MCSP Lower Bounds Against One-tape Oracle RTMs

In this section, we present a proof of our main result.

Theorem 8.5 (Theorem 1.11, restated). Let O ⊆ {0, 1}∗ be any language. Then, for every con-

stant 1/2 < µ < 1, MCSP[2µ·n] on truth tables of size N := 2n is not in BPTIMEO
1

[︂
N2·(µ′−o(1))

]︂
for all 1/2 < µ′ < µ, where all of the strings queried to O are of length No(1).

8.3.1 Connections to Hardness Magnification

Theorem 8.5 implies that establishing hardness magnification phenomena for MCSP, when the

circuit size threshold parameter is 20.51n, would require the development of new techniques; see

Remark 8.8. To explain why this is true, we shall first require the following result by McKay,

Murray, and Williams [77] that gives an oracle streaming algorithm for MCSP.

Lemma 8.6 ([77, Theorem 1.2]). Let s : N → N be a size function, with s(n) ≥ n for all n,

and N := 2n. Then, there is a one-pass streaming algorithm for MCSP[s(n)] on N -bit inputs

running in N · ˜︁O(s(n)) time with ˜︁O(︂s(n)2)︂ update time and ˜︁O(s(n)) space, using an oracle

for Σ3SAT with queries of length ˜︁O(s(n)).

A corollary of Lemma 8.6 and Lemma 8.1 is the following.

Corollary 8.7 (Consequences of hardness magnification from currently known techniques).

Let s : N→ N be a size function. Then, MCSP[s(n)] on truth tables of length N := 2n is in
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DTIMEO
1 [N · poly(s(n))], for some O ∈ ΣP

3 , where all of the strings queried to O are of length

at most poly(s(n)).

The following remark summarizes the main idea of this subsection.

Remark 8.8. By Corollary 8.7, we see that if s(n) = 2µ·n, for µ = o(1), then MCSP[s(n)] is

in DTIMEO
1

[︁
N1+o(1)

]︁
, where all of the strings queried to O are of length No(1). In light of

this observation, Theorem 8.5 is important for the following reason. As DTIMEO
1

[︁
N1+o(1)

]︁
is a subset of BPTIMEO

1

[︂
N2·(µ′−o(1))

]︂
for all 1/2 < µ′ < 1 and all languages O ⊆ {0, 1}∗,

Theorem 8.5 shows that establishing hardness magnification phenomena for MCSP[s(n)] like

that of Theorem 1.9, when s(n) = 2µ·n for any constant 1/2 < µ < 1, would require the

development of techniques that do not rely on designing oracle algorithms that make short

oracle queries.

Comparison With the Locality Barrier

Chen, Hirahara, Oliveira, Pich, Rajgopal, and Santhanam [25] introduced the “locality barrier”

to explain why it will be difficult to acquire a major complexity breakthrough through the lens

of hardness magnification. Their reasoning goes as follows:

Existing magnification theorems unconditionally show that problems, against which

some circuit lower bound implies a complexity-theoretic breakthrough, admit highly

efficient small fan-in oracle circuits, while lower bound techniques against weak

circuit models quite often easily extend to circuits containing such oracles.

Our Remark 8.8, therefore, is close in spirit to the results of Chen, Hirahara, Oliveira, Pich,

Rajgopal and Santhanam [25]: We make use of a lower bound (Theorem 8.5) to motivate

the development of new techniques for proving hardness magnification phenomena while
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Chen, Hirahara, Oliveira, Pich, Rajgopal and Santhanam make use of hardness magnification

phenomena to motivate the development of new techniques for acquiring lower bounds; a

notable difference is that we consider one-tape Turing machines while they consider Boolean

circuits.

8.3.2 Proof of Theorem 8.5

In order to prove Theorem 8.5, our goal is to construct a local pseudorandom generator that

fools oracle RTMs and then apply Theorem 8.3. Viola [113] constructed a pseudorandom

generator that fools the one-tape Turing machine model (DTM).1 We will show that, in fact,

the same construction fools oracle RTMs as well. In order to do so, we recall the idea of

Viola [113]. The idea is that, in order to fool DTMs, it is sufficient to use a PRG that ε-fools

ROBPs for an exponentially small ε. This is because time-t DTMs can be written as the sum

of an exponential number of ROBPs.

Lemma 8.9 (Viola [113]). Let n ∈ N and M be a q-state time-t DTM. Then, there is a family

{Pα}α∈A of n-input ROBPs of width exp
(︁
O
(︁√

t · log(tq)
)︁)︁

such that, for any x ∈ {0, 1}n,

M(x) =
∑︂
α∈A

Pα(x),

where |A| ≤ (tq)O(
√
t).

By a simple calculation (cf. Section 8.4), any pseudorandom generator that ε/|A|-fools

ROBPs also ε-fools DTMs. Viola [113] then used the pseudorandom generator of Forbes and

Kelley [37] that fools ROBPs. By a careful examination, we will show that the Forbes-Kelley

pseudorandom generator is local; see Corollary 8.19 in Section 8.4.
1We note that our definition of PRG is different from that of [113] in that a random tape is not regarded as

an input tape.
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Theorem 8.10 (Forbes-Kelley PRG is local). There exists a ˜︁O(︁(√t+ log(1/ε)) · log q
)︁
·

polylog(n)-local pseudorandom generator with seed length ˜︁O(︁(√t+ log(1/ε)) · log q
)︁

that ε-

fools q-state time-t n-input DTMs for any t ≥ n.

Our main idea for obtaining an oracle randomized Turing machine lower bound is that

Viola’s reduction can be applied to non-uniform computational models, i.e., q-state Turing

machines where q can become large as the input length becomes large. More specifically, it is

possible to incorporate all possible oracle queries (along with their answers) and any good coin

flip sequence r into the internal states of DTMs.

Lemma 8.11. For an input length n ∈ N, for any q-state time-t oracle RTM M , that only

queries strings of length at most ℓ to its oracle O, and a coin flip sequence r ∈ {0, 1}t, there

exists some
(︁
q · 2ℓ · t

)︁
-state time-t DTM M ′ such that M ′(x) = MO(x, r) for every input

x ∈ {0, 1}n.

Proof. Let QM denote the set of the states of M . We define the set of the states of M ′ as

QM ′ :=
{︂
(q, s, b, i) ∈ QM × {0, 1}ℓ × {0, 1} × [t] | O(s) = b

}︂
.

The transition from the state (q, s, b, i) ∈ QM ′ can be defined in a natural way, by using the

i-th bit of r, namely ri, the state q, and the fact that O(s) = b.

Corollary 8.12. There exists a ˜︁O(︁(√t+ log(1/ε)) · log(q · 2ℓ · t)
)︁
·polylog(n)-local pseudoran-

dom generator with seed length

σ(t, q, ε) = ˜︁O(︂(√t+ log(1/ε)) · log(q · 2ℓ · t)
)︂

that ε-fools q-state time-t n-input oracle RTMs that may only query strings of length at most ℓ

to their oracle, for any t ≥ n.
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Proof. We hard-code the oracle queries and their answers in the internal states and, moreover,

we use an averaging argument to fix one good coin flip sequence r. Let M be any q-state time-t

oracle RTM that may query to its oracle O strings of length at most ℓ. Let G be a PRG from

Theorem 8.10. We have that⃓⃓⃓⃓
⃓⃓⃓⃓ Pr
r∼{0,1}t,
x∼{0,1}n

[︁
MO(x, r) = 1

]︁
− Pr

r∼{0,1}t,
y∼{0,1}σ(t,q,ε)

[︁
MO(G(y), r) = 1

]︁⃓⃓⃓⃓⃓⃓⃓⃓
=

⃓⃓⃓⃓
⃓ E
r∼{0,1}t

[︃
E

x∼{0,1}n
[︁
MO(x, r)

]︁]︃
− E

r∼{0,1}t

[︄
E

y∼{0,1}σ(t,q,ε)

[︁
MO(G(y), r)

]︁]︄⃓⃓⃓⃓⃓
=

⃓⃓⃓⃓
E
r

[︃
E
x

[︁
MO(x, r)

]︁
−E

y

[︁
MO(G(y), r)

]︁]︃⃓⃓⃓⃓
≤ E

r

[︃⃓⃓⃓⃓
E
x

[︁
MO(x, r)

]︁
−E

y

[︁
MO(G(y), r)

]︁⃓⃓⃓⃓]︃
≤
⃓⃓⃓⃓
E
x

[︁
MO(x, r∗)

]︁
−E

y

[︁
MO(G(y), r∗)

]︁⃓⃓⃓⃓
,

for some r∗ ∈ {0, 1}t, by an averaging argument. By applying Lemma 8.11, for M , O, and

r∗, we obtain an equivalent
(︁
q · 2ℓ · t

)︁
-state time-t DTM M ′. The result now follows from

Theorem 8.10. Specifically,⃓⃓⃓⃓
E
x

[︁
MO(x, r∗)

]︁
−E

y

[︁
MO(G(y), r∗)

]︁⃓⃓⃓⃓
=

⃓⃓⃓⃓
E
x

[︁
M ′(x)

]︁
−E

y

[︁
M ′(G(y))

]︁⃓⃓⃓⃓
=

⃓⃓⃓⃓
Pr
x

[︁
M ′(x) = 1

]︁
−Pr

y

[︁
M ′(G(y)) = 1

]︁⃓⃓⃓⃓
≤ ε.

We now prove Theorem 8.5.

Proof of Theorem 8.5. Take the pseudorandom generator G of Corollary 8.12 with parameter

ε := 1/6. Let 1/2 < µ′ < µ < 1 be arbitrary constants. Let t, ℓ : N→ N be functions such that

t(N) = N2·(µ′−o(1)) and ℓ(n) = 2o(n). Then, the circuit complexity of the Boolean functions

encoded by the outputs of G (that is, the locality of G) is at most

˜︁O(︂√︁t(N) · (log q + ℓ(n))
)︂
· polylog(N) ≤ ˜︁O(Nµ′−o(1)+o(1)+o(1)) < 2µ·n,
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where N = 2n. By the contrapositive of Theorem 8.3, we obtain that MCSP[2µ·n] is not in

BPTIMEO
1 [t(N)], where all of the strings queried to O are of length 2o(n) = No(1).

8.4 The Forbes-Kelley PRG is Local

In this section, we show that the Forbes-Kelley PRG is local. That is, we prove Theorem 8.10.

8.4.1 γ-almost k-wise Independent Distributions

Below, we define γ-almost k-wise independent distributions.

Definition 8.13. Let n ∈ N, 0 < γ < 1, and k > 0. A random variable X = (x1, . . . , xn) over

{0, 1}n is said to be γ-almost k-wise independent with respect to the distribution D if, for any

k indices 1 ≤ i1 < i2 < · · · < ik ≤ n, it is the case that

∑︂
α∈{0,1}k

⃓⃓⃓⃓
Pr
X∼D

[xi1 · · ·xik = α]− Pr
X∼{0,1}n

[xi1 · · ·xik = α]

⃓⃓⃓⃓
≤ γ.

On this occasion, we also say that D is a γ-almost k-wise independent distribution over {0, 1}n.

We present a δ-almost k-wise independent distribution, and an efficient δ-almost k-wise

independent generator.

Lemma 8.14 ([81]). Let 0 < δ < 1 and D be an δ-biased distribution over n-bit strings. Then,

for any k ∈ N, D is a
(︁
2k/2 · δ

)︁
-almost k-wise independent distribution over n-bit strings.

Theorem 8.15. There exists a ˜︁O(k+ log(n/δ)) · polylog(n)-local δ-almost k-wise independent

generator G : {0, 1}s → {0, 1}n with seed length s = O(k + log(n/δ)).

Proof. By setting ε := 2−k/2 · δ, the ε-biased pseudorandom generator of Theorem 2.10 is a

˜︁O(k+log(n/δ)) ·polylog(n)-local δ-almost k-wise independent generator (by Lemma 8.14).
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8.4.2 The Forbes-Kelley PRG

Definition 8.16 (Forbes-Kelley PRG [37]). Let n, δ, γ, r, k be some parameters chosen later.

Let D1, . . . , Dr be r independent δ-biased distributions and let T1, . . . , Tr be r independent

γ-almost k-wise independent distributions over {0, 1}n. We define GFK
r inductively as follows.

Let GFK
1 be some 320k-wise independent distribution and let

GFK
i+1 := Di + Ti ∧GFK

i ,

for all 1 ≤ i ≤ r − 1, where ∧ denotes bitwise AND and + denotes bitwise XOR.

Theorem 8.17 (Correctness of Forbes-Kelley PRG [37]). For parameters n,w ∈ N and

ε > 0, choose the parameters as follows: r := ⌈lg n⌉, k := ⌈3 lg(nw/ε)⌉, γ := (nw/ε)−9,

and δ := (nwL/ε)−3, where L :=
∑︁k

i=1

(︁
n
i

)︁
w1/2. Then, GFK

r : {0, 1}s → {0, 1}n is a pseu-

dorandom generator that ε-fools any-order ROBPs of width w, where the seed length s is

O
(︁
log(nw/ε) · log2 n

)︁
.

Theorem 8.18. There exists a ˜︁O (log(nw/ε)) · polylog(n)-local pseudorandom generator of

seed length O
(︁
log(nw/ε) · log2 n

)︁
that ε-fools any-order n-input ROBPs of width w.

Proof. We instantiate the Forbes-Kelley pseudorandom generator GFK
r by using the parameters

of Theorem 8.17 and using the constructions of generators of Theorem 2.10, Theorem 8.15,

and Lemma 2.8 for Di, Ti, and GFK
1 , respectively.

For a distribution D, we denote by CC(D) the maximum of CC(D) over all strings D in

the range of D. We claim that CC
(︁
GFK

r

)︁
is at most ˜︁O (log(nw/ε)) · polylog(n).

By Theorem 2.10 and Theorem 8.15, we have CC(Di) ≤ ˜︁O(log(n/δ)) · polylog(n) and

CC(Ti) ≤ ˜︁O(k + log(n/γ)) · polylog(n). Therefore, since GFK
i+1 = Di + Ti ∧GFK

i , we obtain

CC
(︁
GFK

i+1

)︁
≤ CC(Di) + CC(Ti) + CC

(︁
GFK

i

)︁
+O(1)
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for any i ∈ [r − 1]. We also have CC
(︁
GFK

1

)︁
≤ k · ˜︁O(log n) from Lemma 2.8. Therefore,

CC
(︁
GFK

r

)︁
≤ r · ˜︁O(k + log(n/γδ)) · polylog(n) + k · ˜︁O(log n)

= ˜︁O(log(nw/ε)) · polylog(n) .

Corollary 8.19 (Theorem 8.10, restated). There exists a ˜︁O(︁(√t+ log(1/ε)) · log q
)︁
·polylog(n)-

local pseudorandom generator with seed length ˜︁O(︁(√t+ log(1/ε)) · log q
)︁

that ε-fools q-state

time-t n-input DTMs, for any t ≥ n.

Proof. By Lemma 8.9, any q-state time-t DTM M can be written as the sum of ROBPs

{Pα}α∈A so that M(x) =
∑︁

α∈A Pα(x), where |A| ≤ (tq)O(
√
t). We set ε′ := ε/|A| and use

the pseudorandom generator GFK
r of Theorem 8.18 that ε′-fools ROBPs of width w, where

w = (tq)O(
√
t). Then, GFK

r is a PRG that ε-fools DTMs because

⃓⃓⃓
Pr
z

[︁
M(GFK

r (z)) = 1
]︁
−Pr

w
[M(w) = 1]

⃓⃓⃓
=
⃓⃓⃓
E
z

[︁
M(GFK

r (z))
]︁
−E

w
[M(w)]

⃓⃓⃓
=

⃓⃓⃓⃓
E
z,w

[︁
M(GFK

r (z))−M(w)
]︁⃓⃓⃓⃓

≤
∑︂
α∈A

⃓⃓⃓⃓
E
z,w

[︁
Pα(G

FK
r (z))− Pα(w)

]︁⃓⃓⃓⃓
≤ ε.

Notes

The results of this chapter are products of joint work with Mahdi Cheraghchi, Shuichi Hirahara,

and Yuichi Yoshida [28].



Chapter 9

MKTP Lower Bounds Against

Branching Programs

Nečiporuk’s method [82] is a standard technique for obtaining branching program lower bounds.

Using this method, Nečiporuk proved the first lower bounds against branching programs of

almost quadratic size. His argument is based on counting the subfunctions of the function

that we want to show is hard. It was an open problem to use this method in obtaining

branching program lower bounds for the Minimum KT-complexity Problem (MKTP) which is

a resource-bounded version of Kolmogorov complexity.

In this chapter, we use Nečiporuk’s method to obtain such a lower bound. In particular, we

prove that any branching program of size o
(︁
N2/ log2N

)︁
and any non-deterministic (or parity)

branching program of size o(N1.5/ logN) cannot compute MKTP on inputs of size N .

In order to apply Nečiporuk’s method to MKTP, we need to give a lower bound on

the number of distinct subfunctions that can be obtained by fixing all but O(log n) bits.

The idea of counting distinct subfunctions of MKTP is to show that a random restric-
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tion which leaves O(log n) variables free induces different subfunctions with high probabil-

ity. Specifically, partition the input variables [n] into m := n/O(log n) blocks, pick m − 1

strings ρ := ρ2 · · · ρm ∈ ({0, 1}O(logn))m−1 randomly, and consider the restricted function

f |ρ(ρ1) := MKTP(ρ1ρ2 · · · ρm, θ) for some threshold function θ to be chosen later. Then, the

string ρiρ2 · · · ρm is compressible when i ∈ {2, . . . ,m} whereas the string ρ1ρ2 · · · ρm is not

compressible when ρ1 is chosen randomly. This holds as, in the former case, there exists a

k ∈ {2, . . . ,m} such that ρi = ρk and this yields a description for the string ρiρ2 · · · ρm that is

shorter than most of its descriptions in the latter case. Let now θ be an upper bound on the

KT complexity of ρiρ2 · · · ρm in the case where i ∈ {2, . . . ,m}. Therefore, f |ρ(ρi) = 1 for any ρ

and i ∈ {2, . . . ,m}, and f |ρ(ρ1) = 0 with high probability over random ρ and ρ1. This implies

that, with high probability over the random restrictions ρ and ρ′, it is the case that f |ρ ̸≡ f |ρ′ .

This is so as, for every i ∈ {2, . . . ,m}, the probability over the random restrictions ρ and ρ′

that the string ρi is such that f |ρ′(ρi) = f |ρ(ρi) is small, by the fact that f |ρ(ρi) = 1 for any ρ

and the fact that f |ρ′(ρi) = 0 with high probability over random ρi and ρ′ (and therefore with

high probability over random ρ and ρ′ as well).

Unfortunately, the probability that f |ρ ≡ f |ρ′ holds may not be exponentially small. As

a consequence, a lower bound on the number of distinct subfunctions that can be directly

obtained from this fact may not be exponential. In contrast, we need to prove an exponential

lower bound on the number of distinct subfunctions in order to obtain a strong lower bound

via Nečiporuk’s method.

In order to make the argument work, we exploit the symmetry of information for (resource-

unbounded) Kolmogorov complexity and Kolmogorov randomness. Instead of picking ρ and

ρ′ randomly, we keep a set P which contains restrictions ρ that induce distinct subfunctions.

Starting from P := ∅, we add one Kolmogorov-random restriction ρ to P so that the property
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of P is preserved. By using the symmetry of information for Kolmogorov complexity, we can

argue that one can add a restriction to P until P becomes as large as 2Ω(n), which proves that

the number of distinct subfunctions of MKTP is exponentially large.

In Section 9.1, we give some background information regarding Kolmogorov complexity

and MKTP. In Section 9.2, we explain Nečiporuk’s method for obtaining branching program

lower bounds and, in Section 9.3, we prove Theorem 1.13.

9.1 Preliminaries

9.1.1 Non-deterministic and Parity Branching Programs

Here, we define various types of branching programs (see Section 2.1.3). A branching program

is called non-deterministic if some of its vertices have an arbitrary number of outgoing edges

(i.e., if this number is not 2) or if some of its vertices have edges that do not refer to the same

input variable. Non-deterministic branching programs may also have unlabelled edges, as well.

Due to the nature of a non-deterministic branching program, it is possible that a computation

never reaches either h0 or h1 as there can be some node with edges that their labels are all

false according to the input at hand; in this case, we assume that the computation halts in a

rejecting state.

A non-deterministic branching program computes a function f : {0, 1}n → {0, 1} if for every

x ∈ {0, 1}n such that f(x) = 1 there is some s-h1 path, and for every x ∈ {0, 1}n such that

f(x) = 0 all computations end in a rejecting state.

A parity branching program is a branching program that has counting semantics. That is,

a parity branching program computes a function f : {0, 1}n → {0, 1} if for every x ∈ {0, 1}n

such that f(x) = 1 there is an odd number of s-h1 paths, and for every x ∈ {0, 1}n such that



132 9.2. Nečiporuk’s Method for Branching Program Lower Bounds

f(x) = 0 there is an even number of s-h1 paths.

We define the size of a non-deterministic or parity branching program to be the number of

its labelled edges.

9.1.2 Symmetry of Information

We will make use of the symmetry of information of (resource-unbounded) Kolmogorov com-

plexity.

Lemma 9.1. There exists a constant c > 0 such that, for any strings x, y ∈ {0, 1}∗,

K(xy) ≥ K(x) + K(y | x)− c logK(xy) .

9.1.3 The Minimum KT-complexity Problem

We require the following definition of (parameterized) MKTP.

Definition 9.2. Let c > 0 be as in Lemma 2.11. Let θ : N→ N be a function. The Minimum

KT-complexity Problem of parameter θ (MKTP[θ]) is defined as follows.

• Input: A string x ∈ {0, 1}∗.

• Question: Is there a program Π ∈ {0, 1}∗ and a run-time bound t ∈ N such that

UΠ
(︁
i, 1t

)︁
= xi

for all 1 ≤ i ≤ |x|, and |Π|+ t ≤ θ(|x|)?

9.2 Nečiporuk’s Method for Branching Program Lower Bounds

For a function f : {0, 1}n → {0, 1}, we partition the input variables [n] into disjoint blocks

V1, . . . , Vm, where |Vi| = v for each i ∈ [m] and n = vm. (The parameter v = O(log n) will be
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chosen later.) The idea of the Nečiporuk’s method is to lower-bound the number of subfunctions

that arise when one restricts variables from Vi, for some 1 ≤ i ≤ m. For each i ∈ [m], we define

ci(f) to be the number of distinct functions f |ρ such that ρ : [n] → {0, 1, ∗} is a restriction

with ρ−1(∗) = Vi.

The Nečiporuk method can be then summarized as follows.

Theorem 9.3 (Nečiporuk [82]; cf. [60, Theorem 15.1]). The size of a branching program com-

puting f is at least Ω (
∑︁m

i=1 log ci(f)/ log log ci(f)). The size of a non-deterministic branching

program or a parity branching program computing f is at least Ω
(︂∑︁m

i=1

√︁
log ci(f)

)︂
.

9.3 MKTP Lower Bounds Against Branching Programs

In this section, we develop a proof technique for applying Nečiporuk’s method to MKTP and

prove Theorem 1.13.

Our main technical result of this section is the following.

Theorem 9.4. Let f : {0, 1}n → {0, 1} be MKTP[θ] on n-bit inputs for θ := n− 3c log n− 4,

where c > 0 is a universal constant. Then, for every i ∈ [m], it holds that ci(f) = 2Ω(n).

The lower bounds for branching programs (Theorem 1.13) immediately follow from Theo-

rem 9.4 and Theorem 9.3.

In our proof of Theorem 9.4, we only need the following two properties of KT complexity.

1. The resource-unbounded Kolmogorov complexity provides a lower bound on the KT-

complexity. That is, K(x) ≤ KT(x) for any x ∈ {0, 1}∗.

2. For any strings ρ1, . . . , ρm ∈ {0, 1}v such that there exist distinct indices i ̸= j ∈ [m]

such that ρi = ρj , we have KT(ρ1 · · · ρm) ≤ (m− 1) · v +O(log n). This is because each
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bit of the string ρ1 · · · ρm can be described by the strings {ρ1, . . . , ρm} \ {ρj} and the

index j ∈ [m] in time O(log n).

For simplicity, we focus on the case when i = 1; the other case can be proved similarly.

The idea of the proof is the following. Imagine that we pick ρ ∈ {∗}V1 × {0, 1}V2∪···∪Vm

uniformly at random. (Here we identify a restriction with a string in {0, 1, ∗}[n].) We denote

by ρ2 ∈ {0, 1}V2 , . . . , ρm ∈ {0, 1}Vm the random bits such that ρ = ∗V1ρ2 · · · ρm. We will

sometimes identify ρ2 · · · ρm with ρ.

Consider the function f |ρ : {0, 1}V1 → {0, 1} obtained by restricting f by ρ. Then, we expect

that f |ρ(ρi) = 1 for any i ∈ {2, . . . ,m} since KT(ρiρ2 · · · ρm) is small, whereas f |ρ(U) = 0 for

a random U ∼ {0, 1}V1 with high probability. Thus, the function f |ρ is likely to be distinct for

a randomly chosen ρ.

In order to make the argument formal, we proceed as follows. Pick ρ randomly. Then we

add it to a set P while keeping the promise that the map ρ ∈ P ↦→ f |ρ is injective. We will

show that one can keep adding ρ until the size of P becomes exponentially large.

We focus on restrictions ρ such that ρ is Kolmogorov-random. To this end, define

R :=
{︂
ρ ∈ {0, 1}V2∪···∪Vm | K(ρ) ≥ |ρ| − 1

}︂
as the set of Kolmogorov-random restrictions ρ. By the standard counting argument, we have

Pr
ρ
[ρ ̸∈ R] ≤

|ρ|−2∑︂
i=1

2i

2|ρ|
≤ 1

2
.

The following lemma is the key for counting the number of distinct subfunctions.

Lemma 9.5. Let ρ′ ∈ R be an arbitrary restriction. If f |ρ ≡ f |ρ′ , then K(ρi | ρ′) ≤ 2c log n+1

for any i ∈ {2, . . . ,m}.
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Proof. Let θ := n− v + c log n. For each i ∈ [m] \ {1},

KT(ρiρ2 · · · ρm) ≤ |ρ2|+ · · ·+ |ρm|+O(log n) ≤ (m− 1) · v + c log n ≤ θ.

This means that ρiρ2 · · · ρm is a YES instance of MKTP[θ]. Therefore, we have 1 = f |ρ(ρi) =

f |ρ′(ρi), which implies that KT(ρiρ
′
2 · · · ρ′m) ≤ θ. By the symmetry of information,

θ ≥ KT
(︁
ρiρ

′
2 · · · ρ′m

)︁
≥ K

(︁
ρiρ

′
2 · · · ρ′m

)︁
≥ K

(︁
ρ′2 · · · ρ′m

)︁
+K

(︁
ρi | ρ′2 · · · ρ′m

)︁
− c log n.

Since ρ′ ∈ R, we have K(ρ′2 · · · ρ′m) ≥ v(m− 1)− 1 = n− v − 1. Therefore,

K
(︁
ρi | ρ′2 · · · ρ′m

)︁
≤ θ + c log n− (n− v − 1) = 2c log n+ 1.

Now we set v := 4c log n+ 4. Then, for any ρ′ ∈ R,

Pr
ρ
[f |ρ ≡ f |ρ′ ] ≤ Pr[∀i ∈ [m] \ {1}, K

(︁
ρi | ρ′

)︁
≤ v/2− 1]

≤ (2v/2/2v)m−1

= 2−n/2+v/2

≤ 2−n/3.

In particular, for any P ⊆ R, by the union bound, we obtain

Pr
ρ
[∃ρ′ ∈ P, f |ρ ≡ f |ρ′ ] ≤ |P | · 2−n/3.

Therefore,

Pr
ρ
[ρ ̸∈ R or ∃ρ′ ∈ P, f |ρ ≡ f |ρ′ ] ≤ 1/2 + |P | · 2−n/3,

which is strictly less than 1 if |P | < 2n/3−1. To summarize, we established the following

property.

Corollary 9.6. For any P ⊆ R such that |P | < 2n/3−1, there exists a restriction ρ such that

ρ ∈ R and f |ρ ̸≡ f |ρ′ for any ρ′ ∈ P .
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In light of this, we can construct a large set P such that the map ρ ∈ P ↦→ f |ρ is injective

as follows: Starting from P := ∅, add a restriction ρ ∈ R such that f |ρ ̸≡ f |ρ′ for any ρ′ ∈ P ,

whose existence is guaranteed by Corollary 9.6 if |P | < 2n/3−1. In this way, we obtain a

set P such that |P | ≥ 2n/3−1 and each f |ρ is distinct for any ρ ∈ P . We conclude that

c1(f) ≥ |P | ≥ 2n/3−1. This completes the proof of Theorem 9.4.

Notes

The results of this chapter are products of joint work with Mahdi Cheraghchi, Shuichi Hirahara,

and Yuichi Yoshida [28].



Chapter 10

Connections to Cryptography

One-way functions (OWFs) are fundamental cryptographic primitives. For many years it was

an open problem to demonstrate an NP-complete problem whose average-case hardness is

equivalent to the existence of OWFs. In this chapter, we make progress in this problem and we

show that there is an NP-complete problem whose average-case hardness is almost equivalent

to the existence of OWFs.

The problem that we are considering is a conditional variant of the Minimum KT-complexity

Problem (MKTP), which we call McKTP. We show the following. First, we prove that if

McKTP is average-case hard on a polynomial fraction of its instances, over the uniform

distribution, then there exist OWFs (Theorem 1.15). Then, we observe that McKTP is NP-

complete under polynomial-time randomized reductions (Theorem 1.16). Finally, we prove that

the existence of OWFs implies the nontrivial average-case hardness of McKTP (Theorem 1.17),

over the uniform distribution. Thus the existence of OWFs is inextricably linked to the

average-case hardness of this NP-complete problem.

We now provide some intuition regarding the proofs of Theorem 1.15, Theorem 1.16, and
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Theorem 1.17.

1. Theorem 1.15 is proved by observing that a recent result by Liu and Pass [70], whereby

they prove that the average-case hardness of time-bounded Kolmogorov complexity Kt

yields OWFs, can be adjusted to the case of McKTP as well (see Theorem 10.28).

The three properties of time-bounded Kolmogorov complexity Kt, for some t : N→ N

where t(n) ≥ n for all n ∈ N, that are used by Liu and Pass, are as follows.

(a) One can create a string of low time-bounded Kolmogorov complexity in polynomial

time. This can be done by running a universal Turing machine U on some string,

for polynomially-many steps, and subsequently recording the output of U .

(b) For any string x, the possible values of its Kt complexity are polynomially-many in

|x|. In fact, there is a c > 0 such that, for any function t : N→ N such that t(n) ≥ n

for all n ∈ N, and any string x, the possible values of Kt(x) are at most |x|+ c.

(c) The following domination property holds. Let x∗ ∈ {0, 1}n be a string, and c > 0

be as in Item 1b. Then,

Pr
Π∼{0,1}n+c

[︂
U
(︂
Π, 1t(n)

)︂
= x∗

]︂
≥ 1

2n+c
=

2−n

2c
≥

Prx∼{0,1}n [x = x∗]

poly(n)
.

As it turns out, all of these properties are satisfied even when one considers McKTP.

This is true for the following reasons.

(d) One can create a string of low conditional KT complexity in polynomial time. As

above, this can be done by running a universal oracle Turing machine U , that has

oracle access to some string y, on a string x for t ≤ poly(|x|) steps, and subsequently

recording the output of Uy.
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(e) For any string x, the possible values of its KT complexity given any string y are

polynomially-many in |x|. In fact, there is a c > 0 such that for any string x, the

possible values of the conditional KT complexity of (x, y) are at most |x|+ c log |x|.

(f) The following domination property holds (for KT and conditional KT complexity).

Let x∗ ∈ {0, 1}n be a string, c > 0 be as in Item 1e, and nc := n+ c log n. Then,

for all y ∈ {0, 1}∗, it is the case that

Pr
Π∼{0,1}nc , t∈[nc]:

|Π|+t≤nc

[︁
for all 1 ≤ i ≤ n, UΠ,y

(︁
i, 1t

)︁
= x∗i

]︁
≥ 1

2nc+lognc

=
2−n

nc (n+ c log n)

=
Prx∼{0,1}n [x = x∗]

poly(n)
.

2. Theorem 1.16 is proved by

(a) noting that McKTP is in NP (see Lemma 10.13) and

(b) showing the NP-hardness of McKTP (see Corollary 10.43). This is done by giving

a polynomial-time randomized reduction from Set Cover, which is NP-hard to

approximate (see Corollary 10.42), to an appropriate gap version of McKTP; see

Corollary 10.41. Note that this step closely mimics the proof of Ilango [52] for the

NP-hardness of Minimum Oracle Circuit Size Problem (MOCSP).

3. Theorem 1.17 is proved by giving a proof of its contrapositive statement, as explained by

the items below.

(a) Assume that McKTP is easy on average under the uniform distribution.

(b) By a corollary of Ilango, Loff, and Oliveira (see Lemma 10.23), for all a ≥ 1, there

exists a learning algorithm for SIZE[na] that works for infinitely many n ∈ N; see
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Lemma 10.31.

(c) By a learner-to-distinguisher reduction (see Lemma 10.34), for every polynomial-

time computable Boolean function family {fy}y∈{0,1}∗ , there is a distinguisher for

{fy}y∈{0,1}∗ .

(d) By the correctness of the works by Håstad, Implagliazzo, Levin, and Luby [46], and

Goldreich, Goldwasser, and Micali [39], there are no OWFs.

In Section 10.1 we give some background knowledge and useful facts. We prove Theorem 1.15 in

Section 10.2 and Theorem 1.17 in Section 10.3. Finally, we prove Theorem 1.16 in Section 10.4.

10.1 Preliminaries

10.1.1 Probability Theory

We will use the following useful facts from probability theory.

Lemma 10.1 (Averaging argument). If X ∈ [0, 1] is a random variable with µ := E[X], then

for all 0 < c < 1 it is the case that

Pr[X ≥ cµ] ≥ (1− c)µ.

Lemma 10.2 (Markov’s inequality). If X is a non-negative random variable with µ := E[X],

then for all k > 0 it is the case that

Pr[X ≥ kµ] ≤ 1

k
.

Lemma 10.3 (Chernoff bound). Let n ∈ N and X1, . . . , Xn be Boolean random variables that

are independent and identically distributed. Let X :=
∑︁n

i=1Xi and µ := E[X]. Then, for all
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0 ≤ δ ≤ 1, it is the case that

Pr[X ≥ (1 + δ)µ] ≤ e−
δ2µ
3 .

10.1.2 Circuit Complexity

We require the following trivial lower bound on the circuit complexity of an arbitrary Boolean

function.

Lemma 10.4. Let f : {0, 1}n → {0, 1} be a function. Then, CC(f) ≥ n.

The following lemma will be useful for us.

Lemma 10.5. Let s : N → N be a size function. Then, there exists an algorithm that, on

input a description dC ∈ {0, 1}∗ of a circuit C that has n ∈ N inputs and size s(n), whereby

|dC | ≤ O(s(n) log s(n)) (as in Lemma 2.1), and a string x ∈ {0, 1}n, outputs C(x) ∈ {0, 1} in

time O
(︂
s(n)2 log s(n)

)︂
.

Proof. Let C be a circuit that has n inputs and size s(n), and let x ∈ {0, 1}n be a string. Then,

on input x, any gate of C can be evaluated in a bottom-up fashion by parsing the description

dC ∈ {0, 1}∗ of C a constant number of times. The idea described above can be implemented

as an algorithm that runs in time

s(n) ·O(|dC |) ≤ s(n) ·O(s(n) log s(n)) = O
(︂
s(n)2 log s(n)

)︂
.

10.1.3 Uniform Algorithms

We say that an algorithm A is a PPT algorithm if A is a probabilistic polynomial-time algorithm.

If A is a PPT algorithm that runs in time p(n) for a polynomial p, then we denote by A(x, r)

the output of A on input x ∈ {0, 1}∗ using random bits r ∈ {0, 1}p(|x|). We say that an
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algorithm A is a PPT oracle algorithm if A is a PPT algorithm that has access to some oracle.

If A is a PPT oracle algorithm that runs in time p(n) for a polynomial p and has access to

an oracle for a language L ⊆ {0, 1}∗, then we denote by AL(x, r) the output of AL on input

x ∈ {0, 1}∗ using random bits r ∈ {0, 1}p(|x|).

We require the following observation, which upper bounds the circuit complexity of uniform

computations.

Lemma 10.6 ([91]). Let T : N → N be a function. Let f : {0, 1}n → {0, 1} be a func-

tion computable by a Turing machine in time O(T (n)). Then, there exists a circuit of size

O(T (n) log T (n)) that computes f .

10.1.4 KT complexity, Revisited

Another Universal Turing Machine

In what follows, we fix some UTM U . Let y,Π, z ∈ {0, 1}∗ and t ∈ N. The notation UΠ,y
(︁
z, 1t

)︁
denotes the output of U when U runs the program Π on input z for at most t steps, given that

U has extended oracle access to program Π and standard oracle access to auxiliary string y.

These oracle access notions are defined as follows.

1. Standard oracle access to auxiliary string y means that U has a standard oracle tape Ty

of log |y| cells, and that in order to read a bit yi of y, whereby 1 ≤ i ≤ |y|, the machine

U has to write i ∈ {0, 1}log|y| on Ty and then enter a question state. In the next step,

the contents of Ty are erased and replaced by a bit b such that b = yi.

One important aspect of our choice of U is that, for every auxiliary string y ∈ {0, 1}∗

and 1 ≤ i ≤ log |y|, the oracle query yi
?
= 1 is such that requires time log |y|, and can be

implemented in time O(log |y|).
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2. Extended oracle access to program Π means that U has a tape TΠ of |Π| cells that contain

Π, and the head of TΠ has both the ability to jump to an indexed location 1 ≤ i ≤ |Π|

of TΠ, namely TΠ[i] = Πi, and to move left and right on TΠ. Note that in the former

case the index i is written in a separate tape of log |Π| cells, specifically allocated for

that purpose. (So extended oracle access implies the existence of two tapes that help

facilitate the oracle query.)

The notation UΠ,y(z) denotes the output of U when U runs the program Π on input z, until Π

halts (if this is the case, otherwise Π runs forever), whereby U has extended oracle access to Π

and standard oracle access to y.

Remark 10.7. In this chapter, we will assume that whenever U is given oracle access to a

program Π, this access will be extended, and whenever U is given oracle access to an auxiliary

string y, this access will be standard. This is mainly to avoid unnecessary complications in the

proof of Theorem 1.16, and in particular in the proof of Lemma 10.38 where it is convenient to

have sequential access to Π (see the proof of Claim 10.39), while requiring that each query to

y uses logarithmic time. Moreover, our choice also maintains the trivial upper bound on KT

complexity (see Lemma 2.11), which requires oracle access to Π. This will be useful in our

analyses, and especially in the proof of Theorem 1.15 (see the proof of Theorem 10.28).

Finally, we will assume that the output of U will either be 1 or 0, on any input.

Some Properties of KT Complexity

By Lemma 2.11, we get the following corollary.

Corollary 10.8. There is a c > 0 such that for all x, y ∈ {0, 1}∗ it is the case that KT(x | y)

is at most |x|+ c log |x|.
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Lemma 10.9. Let n,m ∈ N be such that n ≤ m, let σ > 0, and let s := n1/σ. Then, for all

y ∈ {0, 1}m there exists x ∈ {0, 1}n such that KT(x | y) ≤ s.

Proof. This can be seen by setting x := y1 · · · yn ∈ {0, 1}n. In this case, KT(x | y) ≤ c log n ≤

n1/σ = s, where c is from Corollary 10.8.

Lemma 10.10. Let n ∈ N be sufficiently large, m ∈ N, and c > 1. Then, it is the case that

Pr
x∼{0,1}n,
y∼{0,1}m

[︂
KT(x | y) ≤ n1/c

]︂
= o(1) ,

where x and y are independent and uniformly random.

Proof. We have that

Pr
x,y

[︂
KT(x | y) ≤ n1/c

]︂
=
∑︂
y

Pr
x

[︂
KT(x | y) ≤ n1/c

]︂
· 1

2m

=
∑︂
y

⃓⃓{︁
x ∈ {0, 1}n | KT(x | y) ≤ n1/c

}︁⃓⃓
2n

· 1

2m

≤
∑︂
y

⃓⃓{︁
Π ∈ {0, 1}∗ | |Π| ≤ n1/c

}︁⃓⃓
2n

· 1

2m
,

since KT(x | y) ≤ n1/c implies that there exists a program Π ∈ {0, 1}∗ and a run-time bound

t ∈ N such that UΠ,y
(︁
i, 1t

)︁
= xi for all 1 ≤ i ≤ n, and |Π| < |Π|+ t ≤ n1/c, or

=

⃓⃓{︁
Π ∈ {0, 1}∗ | |Π| ≤ n1/c

}︁⃓⃓
2n

≤ 2n
1/c+1 − 1

2n

≤ 2n
1/c+1

2n

= o(1) .

Lemma 10.11. For all f : {0, 1}n → {0, 1}, 1 ≤ t ≤ 2n, and x1, . . . , xt ∈ {0, 1}n, it is the

case that

KT((f(x1) , . . . , f(xt)) | (x1, . . . , xt)) ≤ O
(︂
CC(f)3

)︂
.
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Proof. Let Cf be a minimum-size circuit that computes f . Let Π be a program as follows:

On input 1 ≤ i ≤ n, compute and output Cf (xi).

By Lemma 2.1, we can assume that the description of Cf has size O(CC(f) log CC(f)), so we

have that |Π| ≤ O(CC(f) log CC(f)). By Lemma 10.5 and Lemma 10.4, the running time of

Π is at most

O(log n) +O(n log n) +O
(︂
CC(f)2 log CC(f)

)︂
≤ O

(︂
CC(f)3

)︂
.

Therefore, KT((f(x1) , . . . , f(xt)) | (x1, . . . , xt)) ≤ O
(︂
CC(f)3

)︂
.

10.1.5 Minimum Conditional KT-complexity Problem and Variants

We give here formal definitions of the computational problems that we will consider in this

chapter. These are the decision and search variants of McKTP.

Definition 10.12 (Decision variant). Let c > 0 be as in Corollary 10.8. Let n ∈ N and

m : N→ N. The Minimum m-Conditional KT-complexity Problem of dimension n (McKTmP

of dimension n) is defined as follows.

• Input: Strings x ∈ {0, 1}n, y ∈ {0, 1}m(n), and a parameter 0 ≤ θ ≤ n+ c log n in binary.

• Question: Is there a program Π ∈ {0, 1}∗ and a run-time bound t ∈ N such that

UΠ,y
(︁
i, 1t

)︁
= xi

for all 1 ≤ i ≤ n, and |Π|+ t ≤ θ?

The following result is a standard observation.

Lemma 10.13. For all polynomial-time computable functions m : N→ N, it is the case that

McKTmP of dimension n is in NP.
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10.1.6 Pseudorandom Generators That Fool PPT Algorithms

We recount the notion of fooling a PPT algorithm.

Definition 10.14. Let ℓ : N → N be such that ℓ(n) < n for all n ∈ N, and G ={︂
Gn : {0, 1}ℓ(n) → {0, 1}n

}︂
n∈N

be a function. Let A be a PPT algorithm that on inputs

of size n ∈ N runs in time q(n) for some polynomial q. Let also ε : N→ (0, 1). We say that G

is a function that ε-fools A if for all n ∈ N⃓⃓⃓⃓
⃓⃓⃓⃓ Pr
x∼{0,1}n,
r∼{0,1}q(n)

[A(x, r) = 1]− Pr
y∼{0,1}ℓ(n),

r∼{0,1}q(n)

[A(G(y) , r) = 1]

⃓⃓⃓⃓
⃓⃓⃓⃓ ≤ ε(n) .

10.1.7 One-way Functions

In the following, a function µ is said to be negligible if for every polynomial p there exists a

n0 ∈ N such that for all naturals n > n0 it is the case that µ(n) ≤ 1/p(n).

Definition 10.15. Let f : {0, 1}∗ → {0, 1}∗ be a polynomial-time computable function. We

say that f is a one-way function (OWF) if for every PPT algorithm A there exists a negligible

function µ such that for all n ∈ N it is the case that

Pr
x∼{0,1}n,r

[︁
A(1n, f(x) , r) ∈ f−1(f(x))

]︁
< µ(n)

where the size of r is equal to the running time of A.

Håstad, Impagliazzo, Levin, Luby [46] have shown that the existence of OWFs implies the

existence of PRGs.

Theorem 10.16 (OWFs imply PRGs; see Håstad, Impagliazzo, Levin, Luby [46]). If there

exists a OWF, then for every c > 0 there exists a function G = {Gn}n∈N, whereby Gn :
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{0, 1}n
1/c

→ {0, 1}n for all n ∈ N, such that for every PPT algorithm A there is a negligible

function ε : N→ (0, 1) such that G is a function that ε-fools A.

We will also employ the following weaker notion of OWFs.

Definition 10.17. Let f : {0, 1}∗ → {0, 1}∗ be a polynomial-time computable function. We

say that f is an α-weak one-way function (α-weak OWF) if for every PPT algorithm A and all

sufficiently large n ∈ N it is the case that

Pr
x∼{0,1}n,r

[︁
A(1n, f(x) , r) ∈ f−1(f(x))

]︁
< 1− α(n)

where the size of r is equal to the running time of A. We say that f is a weak one-way function

(weak OWF) if there exists some polynomial q > 0 such that f is a (1/q)-weak OWF.

Yao [117] proved that the existence of weak OWFs implies the existence of OWFs.

Theorem 10.18 ([117]). Assume that there exists a weak one-way function. Then there exists

a one-way function.

10.1.8 Average-case Hardness/Easiness

Decision Problems

A heuristic H is a PPT algorithm that, on input any x ∈ {0, 1}n, outputs a value in {0, 1}

along each computation path.

Definition 10.19 (Average-case hardness). Let α : N→ [0, 1] be a failure parameter function.

We say that a function f : {0, 1}n → {0, 1} is α-hard-on-average (α-HoA) if for all heuristics

H and all sufficiently large n ∈ N it is the case that

Pr
x∼{0,1}n,r

[H(x, r) = f(x)] ≤ 1− α(n)

where the size of r is equal to the running time of H.
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Definition 10.20 (Average-case easiness). Let α : N→ [0, 1] be a success parameter function.

We say that a function f : {0, 1}n → {0, 1} is α-easy-on-average (α-EoA) if f is not (1− α)-

hard-on-average; that is, if there exists some heuristic H such that for infinitely many n ∈ N it

is the case that

Pr
x∼{0,1}n,r

[H(x, r) = f(x)] > α(n)

where the size of r is equal to the running time of H.

Infinitely Often Average-case Easiness of McKTP, With Advantage

We require the following definition, which is inspired by Ilango, Loff, and Oliveira [53].

Definition 10.21 (Following Ilango, Loff, and Oliveira [53]). Let m : N→ N, s : N→ N be

such that s(n) < n/4 for all n ∈ N, and α : N → [0, 1]. A probabilistic algorithm B solves

McKTmP of dimension n with advantage α for a size parameter s and infinitely many n ∈ N

if, for infinitely many n ∈ N, it is the case that⃓⃓⃓⃓
Pr
y,r

[B(1n, x, y, r) = 1]− Pr
z,y,r

[B(1n, z, y, r) = 1]

⃓⃓⃓⃓
≥ α(n)

where y ∈ {0, 1}m(n) and z ∈ {0, 1}n are uniformly random, x = x(y) ∈ {0, 1}n is arbitrary

and such that KT(x | y) ≤ s (which exists by Lemma 10.9), and r ∈ {0, 1}∗ has size equal

to the running time of B. In this case, we may also say that McKTmP of dimension n is

easy-on-average with advantage α for a size parameter s and infinitely many n ∈ N (EoA with

advantage α for a size parameter s and infinitely many n ∈ N).

10.1.9 Learning Algorithms

For a Boolean function f : {0, 1}n → {0, 1}, an example oracle for f , denoted EX(f), is a

procedure that when invoked returns a pair (x, f(x)) where x ∼ {0, 1}n.
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Let 0 < ε < 1. We say that a circuit C with n inputs is ε-close to a function f : {0, 1}n →

{0, 1} if

Pr
x∼{0,1}n

[C(x) ̸= f(x)] ≤ ε.

We follow the intuitive notion of learning by Valiant [111].

Definition 10.22 (Infinitely often learnability; following Valiant [111]). A probabilistic algo-

rithm infinitely often learns a class of Boolean functions F with accuracy error ε and confidence

error δ if, for all f ∈ F of the form f = {fn}n∈N, whereby fn : {0, 1}n → {0, 1} for all n ∈ N,

and infinitely many n ∈ N, it is the case that

Pr
EX(fn),r

[︂
AEX(fn)(1n, r) outputs a circuit that is ε(n)-close to fn

]︂
≥ 1− δ(n) ,

where the size of r is equal to the running time of A.

We will use the following result, which is inspired by Ilango, Loff, and Oliveira [53].

Lemma 10.23 (Following Ilango, Loff, and Oliveira [53, Theorem 36, Item (2)]). If there exists

c > 1 such that for all 0 < γ < 1 McKTmP of dimension t and m := t1+γ can be solved on

average with advantage 1/10 for a size parameter s := t1/c and infinitely many t ∈ N, then for

every a ≥ 1 the class SIZE[na] can be infinitely often learned in polynomial time with accuracy

error 1/n and confidence error 1/n.

Proof. Let a ≥ 1 be arbitrary, let c > 1 be as in the statement of Lemma 10.23, let γ :=

1/ (c · 4a), and let B be the PPT algorithm that witnesses the fact that McKTmP of dimension

t and m := t1+γ can be solved on average with advantage 1/10 for a size parameter s := t1/c and

infinitely many t ∈ N. Let t ∈ N be sufficiently large and such that B satisfies its average-case

guarantees on inputs of dimension n := tγ . Let N := t+m(t) = t+ t1+γ = t+ tn be the size

of the instances of McKTmP of dimension t. Let q be a polynomial such that B runs in time
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q(N) on inputs of size N . We will prove that SIZE[na] can be learned in polynomial time with

accuracy error 1/n and confidence error 1/n.

By examining the work of Ilango, Loff, and Oliveira [53, Theorem 36, Item (2)], it would

suffice to show that there exists a PPT algorithm B′ such that for infinitely many n ∈ N and

all f ∈ SIZE[na] it is the case that⃓⃓⃓⃓
⃓ Pr
{xi}ti=1,r

[︁
B′(1n, (x1, f(x1)) , . . . , (xt, f(xt)) , r) = 1

]︁
− Pr

{xi}ti=1,b,r

[︁
B′(1n, (x1, b1) , . . . , (xt, bt) , r) = 1

]︁⃓⃓⃓⃓⃓ ≥ 1

10
(10.1)

whereby x1, . . . , xt ∈ {0, 1}n, b ∈ {0, 1}t, and r ∈ {0, 1}polyN are independent and uniformly

random. The reason is that Ilango, Loff, and Oliveira [53] employ Equation (10.1) to design a

learning algorithm for SIZE[na] that meets the requirements of Lemma 10.31 (see [53, Theorem

36, Item (2)]). Details follow.

Assume that Equation (10.1) holds. For i ∈ {0, 1, . . . , t} let Di be the distribution supported

over {0, 1}t(n+1) that is obtained by sampling x1, b1, . . . , xt, bt, where each xj is a random n-

bit string, and each bj is set to f(xj) if j > i and to a random bit otherwise. Let pi :=

Prw∼Di,r[B
′(1n, w, r) = 1]. By Equation (10.1), we have⃓⃓⃓⃓

⃓
t−1∑︂
i=0

(pi − pi+1)

⃓⃓⃓⃓
⃓ ≥ 1

10
.

Therefore, there exists j ∈ {0, 1, . . . , t− 1} such that⃓⃓⃓⃓
Pr

w∼Di,r

[︁
B′(1n, w, r) = 1

]︁
− Pr

w∼Di,r

[︁
B′(1n, w, r) = 1

]︁⃓⃓⃓⃓
≥ 1

10t
.

The only difference between the distributions Dj and Dj+1 is that, for a random xj+1, one

generates the pair (xj+1, f(xj+1)) while the other generates the pair (xj+1, bj+1), where bj+1 is

a random bit. All of the other coordinates of these two distributions are identically distributed
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and can be generated by using the randomness of a (randomized) learner and the example

oracle EX(f). Thus, if one knows j + 1, it is possible to use B′ or its negation to predict the

value of f on a random input with advantage Ω(1/t) over a random guess [110].

This yields a randomized learning algorithm A that, with probability Ω(1/t) over its internal

randomness and EX(f), outputs a circuit that is ε-close to f where ε(n) = 1/2− 1/ (100t) [53].

The running time of A is polynomial under the assumption that B′ runs in polynomial time.

Note that A works infinitely often, by the assumption that B′ makes Equation (10.1) hold

(only) for infinitely many n.

The last step is to use the accuracy boosting technique by Boneh and Lipton [20] to improve

the accuracy of A to ε(n) = 1/poly(n). This concludes the description of how a learning

algorithm can be derived from Equation (10.1).

We now revisit Equation (10.1), and show that it holds. To this end, let B′ be a probabilistic

algorithm such that

B′(1n, z, r) := B(1n, (zn+1, z2n+2, . . . , zt+tn) , (z1, z2, . . . , zn) , (zn+2, zn+3, . . . , z2n+1) ,

. . . , (zt+tn−n, zt+tn−n+1, . . . , zt+tn−1) , r) ,

for all n ∈ N, z ∈ {0, 1}t+tn, and r ∈ {0, 1}q(N). That is, on input (1n, z) and using random

bits r the algorithm B′ applies a permutation σ on z to get a string z′ := σ(z) = zσ(1) · · · zσ(n),

and then runs B on (1n, z′) using random bits r. For that matter B′ runs in polynomial time,

by the facts that σ is polynomial-time computable and B is a PPT algorithm.

We now have ⃓⃓⃓⃓
⃓ Pr
{xi}ti=1,r

[︁
B′(1n, (x1, f(x1)) , . . . , (xt, f(xt)) , r) = 1

]︁
− Pr

{xi}ti=1,b,r

[︁
B′(1n, (x1, b1) , . . . , (xt, bt) , r) = 1

]︁⃓⃓⃓⃓⃓
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=

⃓⃓⃓⃓
⃓ Pr
{xi}ti=1,r

[B(1n, (f(x1) , . . . , f(xt)) , (x1, . . . , xt) , r) = 1]

− Pr
{xi}ti=1,b,r

[B(1n, b, (x1, . . . , xt) , r) = 1]

⃓⃓⃓⃓
⃓ ≥ 1

10

by the definition of B′, our assumption, and the fact that

KT((f(x1) , . . . , f(xt)) | (x1, . . . , xt)) ≤ O
(︂
(na)3

)︂
≤ n4a = nγ/c = t1/c = s < t/4,

by Lemma 10.11.

10.1.10 Pseudorandom Functions

We will also require the notions of pseudorandom function families and distinguishers for

function families.

Definition 10.24. Let {fy}y∈{0,1}∗ be a family of functions such that fy : {0, 1}|y| → {0, 1}

for all y ∈ {0, 1}∗, and there is a polynomial-time algorithm that computes fy(x) given y and

x ∈ {0, 1}|y|. We say that the function family {fy}y∈{0,1}∗ is a pseudorandom function family

(PRF family) if for all PPT oracle algorithms A there is a negligible function ε : N → (0, 1)

such that for all sufficiently large n ∈ N it is the case that⃓⃓⃓⃓
Pr

y∼{0,1}n,r

[︂
Afy(1n, r) = 1

]︂
− Pr

g∼Fn,r
[Ag(1n, r) = 1]

⃓⃓⃓⃓
≤ ε(n)

where the size of r is equal to the running time of A.

Definition 10.25. Let {fy}y∈{0,1}∗ be a family of functions such that fy : {0, 1}|y| → {0, 1}

for all y ∈ {0, 1}∗, and there is a polynomial-time algorithm that computes fy(x) given y and

x ∈ {0, 1}|y|. We say that a PPT oracle algorithm A is a distinguisher for {fy}y∈{0,1}∗ if for

all negligible functions ε : N→ (0, 1) and infinitely many n ∈ N it is the case that⃓⃓⃓⃓
Pr

y∼{0,1}n,r

[︂
Afy(1n, r) = 1

]︂
− Pr

g∼Fn,r
[Ag(1n, r) = 1]

⃓⃓⃓⃓
> ε(n)
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where the size of r is equal to the running time of A.

Note how a distinguisher violates the guarantees of a PRF family. Below, we present a

result by Goldreich, Goldwasser, and Micali [39], where they proved that the existence of PRGs

implies the existence of PRFs.

Theorem 10.26 (PRGs imply PRFs; see Goldreich, Goldwasser, and Micali [39]). If there

exists a function G = {Gn}n∈N, whereby Gn : {0, 1}n/2 → {0, 1}n for all n ∈ N, such that for

every PPT algorithm A there is a negligible function ε : N→ (0, 1) such that G is a function

that ε-fools A, then there exists a PRF family.

Theorem 10.16 and Theorem 10.26 yield the following corollary.

Corollary 10.27 (OWFs imply PRFs). If there exists a OWF, then there exists a PRF family.

10.2 OWFs From Average-case Hardness of McKTP

In this section, we prove the following result.

Theorem 10.28. Assume that, for some m : N→ N, McKTmP of dimension n is (1/p)-HoA

for some polynomial p. Then, there exists some weak OWF.

By Theorem 10.28 and Theorem 10.18, we get the following corollary.

Corollary 10.29 (Theorem 1.15, restated). Assume that, for some m : N→ N, McKTmP of

dimension n is (1/p)-HoA for some polynomial p. Then, there exists some OWF.

We now prove Theorem 10.28.

Proof of Theorem 10.28. Fix some UTM U , and let c > 0 be as in Corollary 10.8. Let n ∈ N be

sufficiently large and such that McKTmP of dimension n is (1/p)-HoA. Consider the function
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f : {0, 1}∗ → {0, 1}∗ defined by the mapping rule

(︁
s, t, y,Π′)︁ ↦→ (︁

s+ t, UΠ,y
(︁
1, 1t

)︁
, . . . , UΠ,y

(︁
n, 1t

)︁
, y
)︁
,

where m := m(n), y ∈ {0, 1}m, Π′ ∈ {0, 1}n+c logn is a program, and Π := Π′|[s] is the s-bit

prefix of Π′. Note that without loss of generality, s+t ≤ n+c log n, by Corollary 10.8. This also

implies that s ≤ n+ c log n and t ≤ n+ c log n. For that matter, f is a function from {0, 1}M

to {0, 1}N , where M := 2 log (n+ c log n) +m+n+ c log n and N := log (n+ c log n) +n+m,

and is computable in polynomial time.

Observe also that f is only defined over infinitely many input lengths. However, by a

padding trick, f can be transformed into another function f ′ that is defined over all input

lengths, and such that f ′ is a weak one-way function, given that f is [70].

We now claim that if McKTmP is (1/p)-HoA, then f is a (1/q)-weak OWF, where q is

a polynomial such that q(n) := 2 (n+ c log n)ncp(N ′)3 for all n ∈ N, and N ′ := n+m(n) +

log(n+ c log n) is the input size of McKTmP. Towards a contradiction, assume that there

exists a PPT algorithm A that inverts f with probability at least 1− 1/q(M) ≥ 1− 1/q(n).

First, note that except for a fraction 1/ (2p(N ′)) of sequences of random bits r for A, the

deterministic machine Ar, given by Ar(f(z)) := A(f(z) , r) for all z ∈ {0, 1}M , fails to invert

f with probability at most 2p(N ′) /q(n) over a uniformly random input z. This is so, as

Pr
r

[︃
Pr
z
[Ar(f(z)) fails] >

2p(N ′)

q(n)

]︃
≤ Pr

r

[︃
Pr
z
[Ar(f(z)) fails] ≥ 2p

(︁
N ′)︁ ·Pr

z,r
[Ar(f(z)) fails]

]︃
= Pr

r

[︂
Pr
z
[A(f(z) , r) fails] ≥ 2p

(︁
N ′)︁ ·E

r

[︂
Pr
z
[A(f(z) , r) fails]

]︂]︂
≤ 1

2p(N ′)
,

by Lemma 10.2. Henceforth, we will call such a sequence of random bits good ; otherwise, we
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will call a sequence of random bits bad. Therefore, we have

Pr
z,r

[A(f(z) , r) fails | r is good] = Pr
z,r

[Ar(f(z)) fails | r is good] ≤ 2p(N ′)

q(n)
.

We propose the following heuristic H for McKTmP:

On input strings x ∈ {0, 1}n and y ∈ {0, 1}m, and a parameter 0 ≤ θ ≤ n+ c log n

in binary, and using random bits r, the algorithm H runs A(j, x, y, r) for all j ∈

[n+ c log n]. For each j ∈ [n+ c log n], A(j, x, y, r) returns a tuple
(︂
sj , tj , y,Π

′
j

)︂
.

Then, H(x, y, θ, r) returns YES if there is a j ∈ [n+ c log n] such that

Uy
(︂
Π′

j

⃓⃓
[sj ]

, i, 1tj
)︂
= xi

for all 1 ≤ i ≤ n, and
⃓⃓⃓⃓
Π′

j

⃓⃓⃓
[sj ]

⃓⃓⃓⃓
+ tj = sj + tj ≤ θ. Otherwise, H(x, y, θ, r) returns

NO.

Note that H runs in polynomial time. We will now analyze the average-case performance

of H. Fix a good sequence of random bits r, as defined above, and recall that, in this case,

Prz[Ar(f(z)) fails] ≤ 2p(N ′) /q(n). Let Sr be the set of inputs (x, y, θ) for which H(x, y, θ, r)

fails, when given random bits r. Observe that, for any good r,

Pr
x,y,θ

[H(x, y, θ, r) fails] =
|Sr|

2n+m · 2log(n+c logn)
=

|Sr|
2n+m (n+ c log n)

.

If H(x, y, θ, r) fails, then it means that A fails to invert (θ, x, y) when given the good sequence

of random bits r.

Recall that Prz[Ar(f(z)) fails] ≤ 2p(N ′) /q(n). Recall also, from the definition of f , that

Pr
z
[f(z) = (θ, x, y)] ≥ 1

22 log(n+c logn) · 2m · 2n+c logn
=

1

(n+ c log n)2 · 2m · 2n+c logn
.

Thus, for any good sequence r, we have

2p(N ′)

q(n)
≥ Pr

z
[Ar (f(z)) fails]
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=
∑︂

(θ,x,y):Ar(θ, x, y) fails

Pr
z
[f(z) =(θ, x, y)]

≥
∑︂

(x,y,θ)∈Sr

1

(n+ c log n)2 · 2m · 2n+c logn

=
|Sr|

2n+m (n+ c log n)
· 1

(n+ c log n) 2c logn

=
Prx,y,θ[H(x, y, θ, r) fails]

(n+ c log n)nc
.

Since this holds for any good sequence r, we have that

Pr
x,y,θ,r

[H(x, y, θ, r) fails | r is good] ≤ (n+ c log n)nc2p(N ′)

q(n)

=
(n+ c log n)nc2p(N ′)

2 (n+ c log n)ncp(N ′)3

=
1

p(N ′)2

<
1

2p(N ′)
,

since p(N ′) > 2 for all sufficiently large n ∈ N. Therefore, H fails with probability at most

Pr
x,y,θ,r

[H(x, y, θ, r) fails | r is good] +Pr
r
[r is bad] <

1

2p(N ′)
+

1

2p(N ′)
=

1

p(N ′)
.

This yields a contradiction.

10.3 Average-case Hardness of McKTP From OWFs

In this section, we prove the following result, which is a weak converse to Theorem 10.28.

Theorem 10.30 (Theorem 1.17, restated). Assume that there exists a OWF. Then, there

exists a function m : N→ N such that McKTmP of dimension n is (1/h)-HoA, for a function

h : N→ R>0 such that h(N) := 2N/100 for all N ∈ N.
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10.3.1 Applications of Heuristics

We will require the following result, which asserts that heuristics with good average-case

performance guarantees can be used to design learning algorithms.

Lemma 10.31. If for all 0 < γ < 1 it is the case that McKTmP of dimension n and m := n1+γ

is (1− 1/h)-EoA, for a function h : N→ R>0 such that h(N) := 2N/100 for all N ∈ N, then for

every a ≥ 1 the class SIZE[na] can be infinitely often learned in polynomial time with accuracy

error ε = 1/n and confidence error δ = 1/n.

Proof. We will apply Lemma 10.23, by proving that if for all 0 < γ < 1 it is the case that

McKTmP of dimension n and m := n1+γ is (1− 1/h)-EoA, then for all c > 1 and all 0 < γ < 1

it is the case that McKTmP of dimension n and m := n1+γ is EoA with advantage 1/10 for a

size parameter s := n1/c and infinitely many n ∈ N. The desired result will then follow from

Lemma 10.23.

Let 0 < γ < 1 be arbitrary. Let H be the heuristic that witnesses the fact that McKTmP

of dimension n and m := n1+γ is (1− 1/h)-EoA (see Definition 10.20), and assume that H

runs in time q(N) for some polynomial q.

Let n ∈ N be sufficiently large and such that H satisfies its average-case performance

guarantees on inputs of dimension n. In what follows, let N := n+m(n) + log(n+ σ log n)

be the size of the McKTmP on instances of dimension n, where σ is from Corollary 10.8; see

Definition 10.12.

Let c > 1 be arbitrary, and s := n1/c. Let H∗ be a probabilistic algorithm such that,

for all strings x ∈ {0, 1}n and y ∈ {0, 1}m(n), and all random strings r ∈ {0, 1}q(N), satisfies

H∗(1n, x, y, r) := H(x, y, s, r).

By the definition of H∗, we have that the first term of the LHS of the inequality of
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Definition 10.21 is

Pr
y,r

[H∗(1n, x, y, r) = 1] = Pr
y,r

[H(x, y, s, r) = 1] ,

where y ∈ {0, 1}m(n) is uniformly random, and x = x(y) ∈ {0, 1}n is such that KT(x | y) ≤ s,

as guaranteed to exist by Lemma 10.9. We claim that this probability is sufficiently large.

Claim 10.32. It is the case that

Pr
y,r

[H(x, y, s, r) = 1] ≥ 1

5
.

Proof. Towards a contradiction, assume that

Pr
y,r

[H(x, y, s, r) = 1] <
1

5
.

Then, the number of inputs and random bits of H that make H output “0” is greater than

K := 2m(n) · 2q(N) ·
(︃
1− 1

5

)︃
= 2m(n)+q(N) · 4

5
.

However, it is the case that K < 2N+q(N)/h(N), by our assumption on the average-case

performance of H. Thus

2m(n)+q(N) · 4
5
<

1

h(N)
· 2N+q(N) =

1

2N/100
· 2n+m(n)+log(n+σ logn)+q(N)

or
4

5
<

1

2N/100
· 2n+log(n+σ logn) ≤ 1

2n1+γ/100
· 22n <

4

500
;

this yields a contradiction. (Claim 10.32) □

We now turn to the second term of the LHS of the inequality of Definition 10.21. To this

end, we have

Pr
z,y,r

[H∗(1n, z, y, r) = 1] = Pr
z,y,r

[H(z, y, s, r) = 1]



Chapter 10. Connections to Cryptography 159

≤ Pr
z,y,r

[H(z, y, s, r) = 1 | KT(z | y) > s] +Pr
z,y

[KT(z | y) ≤ s]

=
Prz,y,r[H(z, y, s, r) = 1 and KT(z | y) > s]

Prz,y[KT(z | y) > s]
+Pr

z,y
[KT(z | y) ≤ s]

≤ 1/h(N)

1/2
+

1

20
,

by Lemma 10.10, or

=
2

h(N)
+

1

20

=
2

2N/100
+

1

20

≤ 2

2n/100
+

1

20

≤ 1

20
+

1

20

=
1

10
,

Therefore, by Claim 10.32 and the discussion above,

Pr
y,r

[H∗(1n, x, y, r) = 1]− Pr
z,y,r

[H∗(1n, z, y, r)] ≥ 1

5
− 1

10
=

1

10
,

as desired.

Remark 10.33. It should be noted that Lemma 10.31 also holds for the case where McKTP is

zero-error easy on average.

10.3.2 Applications of Infinitely Often Learning Algorithms

An important observation is that a learning algorithm for polynomial-size circuits may be used

to create distinguishers for polynomial-time computable function families.

Lemma 10.34 (See also Oliveira and Santhanam [87, Theorem 8]). Assume that for every

a ≥ 1 the class SIZE[na] can be infinitely often learned in polynomial time with accuracy error
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ε = 1/n and confidence error δ = 1/n. Then, for all function families {fy}y∈{0,1}∗ such

that fy : {0, 1}|y| → {0, 1} for all y ∈ {0, 1}∗, and there is a polynomial-time algorithm that

computes fy(x) given y and x ∈ {0, 1}|y|, there is a distinguisher for {fy}y∈{0,1}∗.

Proof. Let {fy}y∈{0,1}∗ be a function family such that fy : {0, 1}|y| → {0, 1} for all y ∈ {0, 1}∗,

and there is a polynomial-time algorithm that computes fy(x) given y and x ∈ {0, 1}|y|. In

particular, for all y ∈ {0, 1}∗ it is the case that fy : {0, 1}|y| → {0, 1} is computable in time

|y|k/2 for some k > 0. By Lemma 10.6, for all y ∈ {0, 1}∗ it is the case that fy : {0, 1}|y| → {0, 1}

is computable by some circuit of size

O
(︂
|y|k/2 log |y|

)︂
≤ |y|k .

Let A be the PPT learning algorithm for SIZE
[︁
nk
]︁

that works for infinitely many n ∈ N, and

that runs in time q(n) for some polynomial q, as guaranteed to exist by our assumption. In

particular, let n ∈ N be sufficiently large and such that A satisfies its learning guarantees on

inputs of size n. Let t := n100 and define D to be a probabilistic oracle algorithm as follows.

On input 1n, random bits r := (r′, r′′) ∈ {0, 1}O(q(n)) × {0, 1}t·n, and given oracle

access to some function g : {0, 1}n → {0, 1}, the algorithm D runs A on 1n using

random bits r′ ∈ {0, 1}O(q(n)) to get a hypothesis h for g, whereby simulating calls

to EX(g) by using the oracle for g. Then, D samples t strings x1, . . . , xt from

{0, 1}n using random bits r′′ ∈ {0, 1}t·n and uses the oracle for g to compute

α :=
|{i ∈ [t] | h(xi) = g(xi)}|

t
.

Finally, if α ≥ 2/3, then D outputs 1; else, D outputs 0.

Note that D runs in time polynomial in n. We will now prove that D is a distinguisher for

{fy}y∈{0,1}∗ . To this end, we will show that D satisfies Definition 10.25.
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The first term of the LHS of the inequality of Definition 10.25 is

Pr
y∼{0,1}n,r

[︂
Dfy(1n, r) = 1

]︂
= Pr

y,r

[︃
α ≥ 2

3

]︃
= Pr

y,r

[︃
|{i ∈ [t] | h(xi) = fy(xi)}|

t
≥ 2

3

]︃
≥ Pr

y,r

[︃
|{i ∈ [t] | h(xi) = fy(xi)}|

t
≥ 3

4

(︃
1− 1

n

)︃]︃
= Pr

y,r

[︃
|{i ∈ [t] | h(xi) = fy(xi)}|

t
≥ 3

4
(1− ε)

]︃
≥ Pr

y,r

[︃
|{i ∈ [t] | h(xi) = fy(xi)}|

t
≥ 3

4
(1− ε) | h is ε-close to fy

]︃
·Pr
y,r

[h is ε-close to fy] .

For all 1 ≤ i ≤ t, let Xi be a Boolean variable such that Xi := 1 if and only if h(xi) = fy(xi).

Then,

Pr
y,r

[︂
Dfy(1n, r) = 1

]︂
≥ Pr

y,r

[︄∑︁t
i=1Xi

t
≥ 3

4
(1− ε) | h is ε-close to fy

]︄
·Pr
y,r

[h is ε-close to fy]

≥ Pr
y,r

[︄∑︁t
i=1Xi

t
≥ 3

4
E
y,r

[︄∑︁t
i=1Xi

t

]︄]︄
(1− δ) ,

as CC(fy) ≤ |y|k = nk, or

≥ 1

4
E
y,r

[︄∑︁t
i=1Xi

t

]︄
(1− δ) ,

by Lemma 10.1, or

≥ 1

4
(1− ε) (1− δ)

=
1

4

(︃
1− 1

n

)︃(︃
1− 1

n

)︃
≥ 1

4
− 1

8

=
1

8
.
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We now turn to the second term of the LHS of the inequality of Definition 10.25. To this end,

we have

Pr
g∼Fn,r

[Dg(1n, r) = 1] = Pr
g,r

[︃
α ≥ 2

3

]︃
= Pr

g,r

[︃
|{i ∈ [t] | h(xi) = g(xi)}|

t
≥ 2

3

]︃
≤ Pr

g,r

[︃
|{i ∈ [t] | h(xi) = g(xi)}|

t
≥ 2

3
| {xi}ti=1 are distinct

]︃
+Pr

[︁
{xi}ti=1 are not distinct

]︁
= Pr

b,r

[︃
|{i ∈ [t] | h(xi) = bi}| ≥

2t

3
| {xi}ti=1 are distinct

]︃
+Pr

[︁
{xi}ti=1 are not distinct

]︁
,

where b1, . . . , bt ∈ {0, 1} are independent and uniformly random, and b := (b1, . . . , bt).

Similarly as above, for all 1 ≤ i ≤ t, let Xi be a Boolean variable such that Xi := 1 if and

only if h(xi) = bi. Let Y be the event that all of the xi are distinct. Then,

Pr
g∼Fn,r

[Dg(1n, r) = 1] ≤ Pr
b,r

[︄
t∑︂

i=1

Xi ≥
2t

3
| Y

]︄
+Pr

[︁
{xi}ti=1 are not distinct

]︁
= Pr

b,r

[︄
t∑︂

i=1

Xi ≥
4

3
· t
2
| Y

]︄
+Pr[∃i, j ∈ [t] : i ̸= j and xi = xj ]

≤ Pr
b,r

[︄
t∑︂

i=1

Xi ≥
4

3
· t
2
| Y

]︄
+

(︃
t

2

)︃
2−n,

by a union bound, or

= Pr
b,r

[︄
t∑︂

i=1

Xi ≥
(︃
1 +

1

3

)︃
E
b,r

[︄
t∑︂

i=1

Xi | Y

]︄
| Y

]︄
+

(︃
n100

2

)︃
2−n

≤
(︂
e−

1/9
3

)︂Eb,r[
∑︁t

i=1 Xi|Y ]
+

n200

2n
,

by Lemma 10.3, or

≤
(︂
e−1/27

)︂t/2
+

1

32
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= e−t/54 +
1

32

= e−n100/54 +
1

32

≤ 1

32
+

1

32

=
1

16
.

Therefore,

⃓⃓⃓⃓
Pr

y∼{0,1}n,r

[︂
Dfy(1n, r) = 1

]︂
− Pr

g∼Fn,r
[Dg(1n, r) = 1]

⃓⃓⃓⃓
≥ 1

8
− 1

16
=

1

16
= Ω(1)

and as every negligible function µ : N → [0, 1] is such that µ(n) = o(1) < Ω(1), the desired

result follows.

10.3.3 Proof of Theorem 10.30

We will prove the contrapositive. To this end, assume that for all functions m : N→ N it is

the case that McKTmP of dimension n is (1− 1/h)-EoA, for a function h : N → R>0 such

that h(N) := 2N/100 for all N ∈ N. This implies that for all 0 < γ < 1 it is the case that

McKTmP of dimension n and m := n1+γ is (1− 1/h)-EoA, for a function h : N→ R>0 such

that h(N) := 2N/100 for all N ∈ N.

By Lemma 10.31, for all a ≥ 1, we get a learning algorithm for SIZE[na] that works

for infinitely many n ∈ N. By Lemma 10.34, for every function family {fy}y∈{0,1}∗ such

that fy : {0, 1}|y| → {0, 1} for all y ∈ {0, 1}∗, and there is a polynomial-time algorithm

that computes fy(x) given y and x ∈ {0, 1}|y|, there is a distinguisher for {fy}y∈{0,1}∗ . By

Corollary 10.27, there are no OWFs.
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10.4 McKTP is NP-complete Under Randomized Reductions

In this section, we prove Theorem 1.16 by adapting Ilango’s work [52]. Ilango [52] showed

that the Minimum Oracle Circuit Size Problem (MOCSP) is NP-hard by capitalizing on the

facts that a finite oracle O can encode useful information about an optimal set cover, and that

approximating Set Cover is NP-hard [34]. Then, our result follows from the fact that a finite

oracle can be encoded by a finite string y (for example, y can be the truth table of O), that can

serve the role of the auxiliary string in the definition of McKTP. Details follow by adapting

Ilango [52].

Suppose that we are given sets S1, . . . , St ⊆ [n] such that
⋃︁t

i=1 Si = [n]. Then, for a

uniformly random truth table T of length m ≥ (nt)5, we let each set from {Si}ti=1 induce truth

tables TS1 , . . . , TSt such that each truth table TSi has the size of T , and “sees” roughly the

same part of T as Si “sees” of [n]. We define our auxiliary string y to be the concatenation of

these truth tables. Finally, we ask how hard it is for a program to compute T efficiently given

the auxiliary string y.

The intuition is that if a program looks at the collection of induced truth tables corresponding

to a set cover, then it can “see” all of T and thus easily compute T . If not, then a large part of

T is still random to the program and thus hard to compute. That is, we show that with high

probability the quantity KT(T | y) can be used to estimate the size of an optimal set cover up

to a constant factor.

We first give some background information.

10.4.1 Approximation Algorithms

In the following, we will adopt the following notion of an approximation algorithm.
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Definition 10.35. Let Π be an optimization problem. For all instances I ∈ {0, 1}∗ of Π, let

the optimal solution of I be denoted by OPT(I) ∈ R. Let α > 0. We say that a probabilistic

algorithm A approximates Π by a factor of α if, for all instances I of Π, it is the case that

OPT(I) < A(I) ≤ α ·OPT(I)

with probability at least 1− o(1) over the internal randomness of A.

10.4.2 Set Cover

We first fix some notation about Set Cover.

Definition 10.36. The Set Cover problem is defined as follows.

• Input: A tuple (n, S1, . . . , St) encoded in binary, where n ∈ N and S1, . . . , St ⊆ [n] are

sets such that [n] ⊆
⋃︁t

i=1 Si.

• Output: The minimum value of |I|, over the possible choices of I ⊆ [t], such that

[n] ⊆
⋃︂
i∈I

Si.

Dinur and Steurer [34] show that it is NP-hard to approximate Set Cover.

Theorem 10.37 ([34]). It is NP-hard to approximate Set Cover by a factor of at most

(1− o(1)) lnn.

10.4.3 Proof of Theorem 1.16

For a string b of length m and a set R ⊆ [m], let b⟨R⟩ be the string of length m where

b⟨R⟩(j) :=

⎧⎪⎪⎨⎪⎪⎩
b(j) if j ∈ R,

0 otherwise
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for all 1 ≤ j ≤ m. Equivalently,

b⟨R⟩(j) := b(j) ∧ 1j∈R

for all j ∈ [m].

Next, we define a uniformly random partition P = (P1, . . . , Pn) of [m] into n parts to be

such that each element i ∈ [m] is put into Pj where j ∈ [n] is chosen uniformly at random. It

will be also useful to think of P as a uniformly random function P : [m]→ [n].

For a partition P = (P1, . . . , Pn) of [m] and any set S ⊆ [n], we define the P-lift of S,

denoted SP , to be the set

SP :=
⋃︂
i∈S

Pi.

Following Ilango [52], we show that McKTP can be used to approximate Set Cover.

Lemma 10.38 (Following Ilango [52]). Let S1, . . . , St ⊆ [n] be sets that cover [n]. Let b be a

string of length m ≥ (nt)5 and let P = (P1, . . . , Pn) be a uniformly random partition of [m]

into n parts. Define the oracle O : {0, 1}log t × {0, 1}logm → {0, 1} to be such that

O(i, z) :=

⎧⎪⎪⎨⎪⎪⎩
b⟨SP

i ⟩(z) if i ∈ [t],

0 otherwise,

for all i ∈ [t] and z ∈ [m]. Let y be the truth table of O, and note that |y| = mt. Let ℓ be the

size of the optimal cover of [n] by S1, . . . , St. Then, we have that

1. KT(b | y) ≤ 200ℓ (log t+ logm) and

2. KT(b | y) > ℓ (log t+ logm) /2 with high probability over the choice of b.

Proof. We prove each item of Lemma 10.38 separately.

Claim 10.39. It is the case that KT(b | y) ≤ 200ℓ (log t+ logm).
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Proof. Assume that an optimal set cover of size ℓ is realized by the sets Si1 , . . . , Siℓ . Fix

some UTM U that has oracle access to y. Let Π ∈ {0, 1}∗ be a program that contains in its

description encodings of i1, . . . , iℓ ∈ {0, 1}t and operates as follows:

On input x ∈ {0, 1}logm, compute and output y(i1,x) ∨ · · · ∨ y(iℓ,x).

Note that |Π| ≤ (ℓ+ 2) log t+ O(1) ≤ 100ℓ log t. In what follows, let T ∈ N be a sufficiently

large run-time bound such that

UΠ,y
(︁
x, 1T

)︁
:= y(i1,x) ∨ · · · ∨ y(iℓ,x)

= O(i1, x) ∨ · · · ∨O(iℓ, x)

=
⋁︂
i∈[ℓ]

⋁︂
j∈Si

b⟨Pj⟩(x)

=
⋁︂
j∈[n]

bPj (x)

= b(x) ,

for all x ∈ {0, 1}logm. Note that T ≤ 100ℓ (log t+ logm). Therefore, it is the case that

KT(b | y) ≤ 200ℓ (log t+ logm). (Claim 10.39) □

We now turn to the lower bound. We do this by a union bound argument. Fix some oracle

program My(·) := UΠ,y
(︁
·, 1T

)︁
of program Π that uses oracle y and runs in time T such that

|Π|+ T ≤ ℓ (log t+ logm) /2. Then, as each oracle query requires time log t+ logm, we can

deduce that M makes at most ℓ/2 ≤ n/2 ≤ n oracle queries to y.

We will show that

Pr
b,P

[My computes b in time T , and |Π|+ T ≤ ℓ (log t+ logm) /2]

is exponentially small. We do this by finding a long sequence of inputs x1, . . . , xd on which M

has not too large a chance of computing b.
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We construct this list recursively, as follows. Let x1 := 0logm, and let

Q1 :=
{︂
x ∈ {0, 1}logm |My(x1) makes a query of the form (i, x) to y, for some i ∈ [t]

}︂
.

Now, for j ≥ 1, if {0, 1}logm \Qj is non-empty, then let xj+1 be an element of {0, 1}logm \Qj ,

and let

Qj+1 := Qj ∪
{︂
x ∈ {0, 1}logm |My(xj+1) makes a query of the form (i, x), for some i ∈ [t]

}︂
.

If {0, 1}logm = Qj , then terminate the sequence. Since M makes at most n queries to y, we

know that |Qj | ≤ jn. Thus, since

|Qd| =
⃓⃓⃓
{0, 1}logm

⃓⃓⃓
= m

the length of this sequence is at least m/n. That is, d ≥ m/n.

It remains to bound the probability

Pr[for all j ∈ [d], My(xj) = b(xj)] =

d∏︂
j=1

Pr

⎡⎣My(xj) = b(xj) |
⋀︂

k∈[j−1]

My(xk) = b(xk)

⎤⎦ .

Fix some j ∈ [d]. We will bound

Pr

⎡⎣My(xj) = b(xj) |
⋀︂

k∈[j−1]

My(xk) = b(xk)

⎤⎦ .

Let E :=
⋀︁

k∈[j−1]M
y(xk) = b(xk) be the event that we are conditioning on.

Claim 10.40. It is the case that

Pr[My(xj) = b(xj) | E] ≤ 1− 1

2n
.

Proof. By construction of the sequence x1, . . . , xd, we know that on all the inputs x1, . . . , xj−1,

the program My does not make an oracle call of the form (i, xj) for any i. Thus, the only time

the value of O depends on b(xj) and P (xj) is on inputs of the form (i, xj) for some i, and since
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b(xj) and P (xj) are chosen independently at random, we know that b(xj) and P (xj) are still

uniform random variables conditioned on E. That is,

Pr[b(xj) = 1 | E] =
1

2

and

Pr[P (xj) = r | E] =
1

n

for all r ∈ [n].

Now, define O′ as

O′(i, x) :=

⎧⎪⎪⎨⎪⎪⎩
0 if x = xj ,

O(i, x) otherwise

and let y′ be the truth table of O′. Let also i1, . . . , iv with v ≤ ℓ/2 be such that, using the

modified oracle O′, they are the only oracle queries My′(xj) makes that have xj as the 2nd

component of the query, so the queries are (i1, xj) , . . . , (iv, xj). Since v < ℓ there exists an

element r∗ that is not in Si1 ∪ · · · ∪ Siv .

Moreover, observe that if P (xj) = r∗, then My(xj) will actually make the same oracle

queries (and get the same zero responses) as the modified oracle program My′ . In this case,

since P (xj) = r∗ is not in Si1 ∪ · · · ∪ Siv , it follows that

O(i1, xj) = · · · = O(iv, xj) = 0

regardless of the value of b(xj). Thus, the output of My on input x does not depend at all on

the value of b(x) if P (xj) = r∗. Hence, the probability it correctly guesses My(x) = b(x) is at

most half when P (xj) = r∗.

Since P (xj) is chosen uniformly at random, we have that P (xj) = r∗ with probability 1/n.

Therefore,

Pr[My(xj) = b(xj) | E] ≤ 1− 1

2n
. (Claim 10.40) □
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Using Claim 10.40, we have

d∏︂
j=1

Pr

⎡⎣My(xj) = b(xj) |
⋀︂

k∈[j−1]

My(xk) = b(xk)

⎤⎦ ≤ (︃1− 1

2n

)︃d

≤ e−d/(2n)

≤ e−m/(2n2)

≤ e−n3t5/2.

On the other hand, the number of oracle programs of size at most ℓ (log t+ logm) /2 ≤

O(nt log n) is at most 2O(n
2t). Thus, by a union bound, the probability that there exists an

oracle program Π that computes any bit of b in time T , whereby |Π|+ T ≤ ℓ (log t+ logm) /2,

is o(1) as desired.

Lemma 10.38 implies the following corollary.

Corollary 10.41. There is a polynomial-time computable function M : N → N such that

the following holds. Given a Set Cover instance I := (n, S1, . . . , St), a random b of length

N ≥ (nt)5 and a random partition P of [N ] into n parts, if one constructs a string y as in

Lemma 10.38, whereby |y| ≤ M(N), then KT(b | y) approximates Set Cover by a factor of

400 according to Definition 10.35. That is, if ℓ is the size of the optimal set cover of I and

c := logN + log t, then it is the case that with probability 1

2

c
·KT(b | y) ≤ 400ℓ,

and with probability 1− o(1)

2

c
·KT(b | y) > ℓ.

Proof. Let y ∈ {0, 1}∗, n ∈ N, and t ∈ N be as in Lemma 10.38. Let γ := 1/2. Then, McKTMP

of dimension N := |b| ≥ (nt)5 and M := N1+γ = N1+1/2 = N ·N1/2 ≥ Nt = |y| is such that
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Lemma 10.38 immediately implies that

ℓ <
2

c
·KT(b | y) ≤ 400ℓ,

where the first inequality holds with probability 1 − o(1) and the second one holds with

probability 1.

Theorem 10.37 and Corollary 10.41 yield the following corollary.

Corollary 10.42. There exists a polynomial-time computable function m : N→ N such that

McKTmP is NP-hard under polynomial-time randomized reductions.

Finally, by combining Lemma 10.13 and Corollary 10.42 we get a proof of Theorem 1.16.

Corollary 10.43 (Theorem 1.16, restated). There exists a polynomial-time computable function

m : N→ N such that McKTmP is NP-complete under polynomial-time randomized reductions.

Notes

The results of this chapter are products of joint work with Eric Allender, Mahdi Cheraghchi,

Harsha Tirumala, and Ilya Volkovich [7].
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Chapter 11

Discussion

Our work establishes many new lower bounds for MCSP and MKTP against concrete models

of computation, all of which almost match the state-of-the-art lower bounds against these

models and are the first of their kind for MCSP and MKTP. We also showed an interesting

connection between the average-case complexity of a variant of MKTP and the existence of

OWFs.

11.1 Open Problems

We believe that this line of work leaves some interesting open problems, for future work, as

follows.

1. As mentioned above, our work establishes new lower bounds for MCSP against many

models of computation. These lower bounds almost match the state-of-the-art lower

bounds against these models of computation. Can our MCSP lower bounds be improved

to exactly match the state-of-the-art lower bounds?

173
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2. Are there alternative proofs to prove our MCSP lower bounds, that do not rely on local

PRGs? For example, can we apply Nečiporuk’s method to MCSP?

3. What are other restricted models of computation against which we can show MCSP lower

bounds using local PRGs?

The recent “random walk” PRG by Chattopadhyay, Hatami, Hosseini, and Lovett [24] is

also local and can be used to get MCSP lower bounds. However, as a general PRG that

can be used to fool a variety of restricted models it has sub-optimal usefulness (which is

determined by its seed length) compared to the best-known lower bounds for most of

those models.

4. Is it possible to adapt existing techniques to show an explicit lower bound against

FORMULA[n2.01] ◦ XOR, or achieving this is just as hard as breaking the cubic barrier

for formula lower bounds?

5. In this thesis, we established a weak equivalence between the existence of OWFs and

the average-case hardness of a variant of MKTP that is NP-complete. Is there such

an equivalence between meta-complexity problems and other cryptography primitives,

especially primitives whose existence is not known to be implied by OWFs, such as public

key cryptosystems?
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Appendix A

Omitted Proofs

A.1 Hard-on-average Problems in NP

We first introduce some useful notation. For a language L ⊆ {0, 1}∗ we define its characteristic

function, namely fL : {0, 1}∗ → {0, 1}, to be a function given by

fL(x) :=

⎧⎪⎪⎨⎪⎪⎩
1 if x ∈ L,

0 otherwise

for all x ∈ {0, 1}∗.

For sets K,L ⊆ {0, 1}∗, the disjoint union of K and L, denoted K ⊎ L, is the set

{0x | x ∈ K} ∪ {1x | x ∈ L}.

For a failure parameter function α : N → [0, 1], we say that a language L is α-hard-on-

average (α-HoA) if its characteristic function fL is α-HoA. Similarly, we define average-case

easiness for languages.

We prove the following.
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Proposition A.1. Let L be a language in NP that is α-HoA for some failure parameter

function α : N→ [0, 1]. Then, the language L∗ := L⊎ SAT is NP-complete and α∗-HoA, where

α∗ : N→ [0, 1] is a failure parameter function such that α∗(n) := α(n− 1)−1/2 for all naturals

n ≥ 2.

Before we prove Proposition A.1, we recount the following basic observation.

Lemma A.2. NP is closed under disjoint union.

We now turn to the proof of Proposition A.1.

Proof of Proposition A.1. By Lemma A.2, the language L∗ is in NP since L∗ is the disjoint

union of L ∈ NP and SAT ∈ NP.

We will now show that L∗ is NP-hard, by giving a polynomial-time reduction R from

SAT to L∗. For all x ∈ {0, 1}∗, let R(x) := 1x ∈ {0, 1}∗. We see that R is polynomial-time

computable. Moreover, if x ∈ SAT, then R(x) = 1x ∈ L∗, and if R(x) ∈ L∗, then 1x ∈ L∗ and

so x ∈ SAT.

What is left is to prove that L∗ is α∗-HoA, where α∗ : N → [0, 1] is such that α∗(n) :=

α(n− 1)−1/2 for all naturals n ≥ 2. Towards a contradiction, assume that L∗ is (1− α∗)-EoA

and let H∗ be a heuristic that witnesses this phenomenon. We will give a heuristic H that

witnesses the fact that L is (1− α)-EoA, whereby establishing the desired contradiction. To

this end, let

H(x) := H∗(0x)

for all x ∈ {0, 1}∗. We will show that H has the desired average-case performance. That is,

Pr
x∼{0,1}n

[H(x) = fL(x)] = Pr
x∼{0,1}n

[H∗(0x) = fL∗(0x)]

= Pr
y∼{0,1}n+1

[H∗(y) = fL∗(y) | y1 = 0]
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≥ Pr
y∼{0,1}n+1

[H∗(y) = fL∗(y)]− Pr
y∼{0,1}n+1

[y1 = 1]

≥ 1− α∗(n+ 1)− 1

2

= 1−
(︃
α((n+ 1)− 1)− 1

2

)︃
− 1

2

= 1− α(n) .
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De Morgan formula, 32, 53

augmented, 109

of parities, 109, 113

size, 53

197



198 INDEX

distinguisher, 152

distribution, 55

δ-biased, 57

generator, 57
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generator, 56

hashing, 74
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extractor, 73

Nisan-Zuckerman, 73
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hardness magnification, 38, 39, 120, 121

locality barrier, 122

heuristic, 157

hitting set generator (HSG), 65

Kolmogorov complexity, 60, 132

KT complexity, 60, 142

learning algorithm, 149, 159

Markov’s inequality, 140

MCSP lower bound, 32

against augmented constant-depth

circuits, 35, 103

against constant-depth circuits, 34, 90

against De Morgan formulas, 33, 72

against De Morgan formulas of parities,

38, 113

against DNFs or CNFs, 34, 96

against formulas or branching

programs, 33, 86

against one-tape oracle Turing

machines, 42, 121

against one-tape Turing machines, 40

from local PRGs, 64, 119

min-entropy, 73

Minimum Circuit Size Problem (MCSP),

31, 54

parameterized, 54

Minimum Conditional KT-complexity

Problem (McKTP), 145

is NP-complete, 164

Minimum KT-complexity Problem

(MKTP), 132

MKTP lower bound, 42
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against non-deterministic branching
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against parity branching programs, 44

Nečiporuk’s method, 44, 133

one-way function, 45, 146

weak, 147

Pessiland, 46

pseudorandom function (PRF), 152

pseudorandom generator (PRG), 35, 55

Forbes-Kelley, 126, 127

Impagliazzo-Meka-Zuckerman, 67

local, 126

Nisan-Wigderson, 100

that fools PPTs, 146

that fools RTMs, 119

Viola, 116

restriction, 58

subfunction, 129

selection, 58

Set Cover, 165

source, 73

block-wise, 73

statistical distance, 73

symmetry of information, 132

Turing machine
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randomized (RTM), 117

with an oracle, 118
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