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Abstract. Invulnerable metro systems are essential for the safety and
efficiency of urban transportation services. Therefore, it is of significant
interest to systematically assess the vulnerability of metro systems. To
this end, in this paper, we assess the vulnerability of metro systems with
a data-driven framework in which dynamic travel patterns are consid-
ered. Specifically, we use effective attack strategies based on the topology
structure of metro networks. The network structure depends on not only
connectivity among metro stations but also dynamic passenger flow pat-
terns. Thus, two data-driven metrics, satisfaction rate (SR) and satisfac-
tion rate with path cost (SRPC), are proposed to quantify the vulnera-
bility of metro networks after our attack strategies. Finally, we conduct
experiments on Shanghai metro system. The results indicate that the
metro system is vulnerable to malicious attacks while it shows strong ro-
bustness to random failures. Our results also highlight weak-points and
bottlenecks in the system, which may bear practical managerial impli-
cations for policymakers to improve the reliability and robustness of the
metro system and the public transportation services.
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1 Introduction

With the rapid development of the economy, public infrastructure such as metro
system has played an essential role in public transportation services for large
cities. Due to the severe and ever-increasing traffic pressure in the metropolis,
more and more passengers consider the public transportation services especially
the metro system as their primary choice for short-distance travels. For instance,



II

the daily ridership of Shanghai metro system is about 10 million on average, and
the annual ridership was 3.4 billion in 20167

Developing at such a rapid pace, metro systems are facing new challenges and
requirements on providing secure, reliable, and sustainable services. A number
of attacks at city metro systems have occurred in the past few years around
the world. Therefore, analyzing the vulnerability of metro systems will help
policymakers and urban administrators to develop and operate metro systems
in a well-informed way. In particular, the vulnerability analysis for a city metro
network provides us with a better understanding of the robustness of the system
in the case of unexpected events.

In this paper, we develop a data-driven framework to assess the vulnerability
of metro systems based on dynamic topology structure of metro networks. To be
specific, we construct the metro network and measure the vulnerability of the
network under different ridership distributions. We develop the framework on
the basis of various attack strategies and spectral analysis of network centrality.
Particularly, we develop a weighted subgraph centrality method to incorporate
dynamic passenger flow patterns. Further, we propose two data-driven metrics
based on dynamic ridership data to quantify the vulnerability and the trans-
portation efficiency of metro systems. With our framework, we can analyze the
vulnerability of metro systems not only from the static topology perspective but
also by incorporating dynamic travel patterns.

In the empirical study, we use Shanghai metro system and the daily ridership
data to evaluate our framework. The Shanghai metro system, established in 1993,
is now the world’s largest urban metro traffic system measured by route length.
Up to present, Shanghai urban metro system consists of 14 lines (not including
magnetic lines) and covers 13 municipal districts with the total route length
of 617 kilometers. Our results indicate that the metro system is vulnerable to
malicious attacks while it shows strong robustness to random failures. A detailed
analysis based on our results provides policymakers and urban administrators
with practical managerial implications to improve the reliability and robustness
of the metro system and the public transportation services.

The rest of our paper is organized as follows. introduces related
works about vulnerability assessment mainly from the view of topology struc-
tures of metro networks. describes our framework with three parts:
attack strategies, subgraph centrality, and vulnerability metrics. Finally, we

present experimental results in [Section 4] and conclude our work in [Section 5

2 Related Work

Network vulnerability has been the focus of research in various fields [144}(6-
10,[16]. As one of the pioneering studies on network vulnerability, Albert and
Barabasi [1] studied the robustness of two real networks under malicious attacks
and random failures, and showed that the scale-free networks were more vul-
nerable under intentional attacks. Holme [7] et al. adopted four different attack

® http://www.shmetro.com/
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strategies based on network betweenness to evaluate the vulnerability of the In-
ternet and interpersonal relationship networks. As the transportations around us
can be easily modeled with networks, many scientists introduced the vulnerabil-
ity concept into the transportation field. Jenelius and Mattsson 9] analyzed the
road network vulnerability and argued that an event which happened locally may
spread on the network thus lead to serious disasters. Berche et al. [2] used two
ways to construct the transportation networks, and then studied the resilience
of public transportation networks by simulating different attack strategies. Der-
rible [3] looked at 33 metro systems and used theoretical network methods to
analyze the robustness of metro systems. Jenelius and Cats [8] evaluated the net-
work robustness with the consideration of passenger welfare under disruptions
after adding new links to networks.

Those studies mentioned above mostly analyzed network vulnerability from
the static view of network topology. However, transportation network structures
often change with dynamic ridership distributions and passenger travel patterns.
A network with different ridership distributions may bear different vulnerabilities
and inefficiencies when faced with unexpected changes in the network topology.
Therefore, in this paper, we study the problem of vulnerability assessment for
transportation systems based on dynamic network structure.

3 Vulnerability Assessment Framework

One straightforward and effective approach to vulnerability assessment of a net-
work system is to conduct a variety of attacks and measure the attack impacts
on the network system. Obviously, implementing this approach in real-world is
often too costly to be feasible. For example, disrupting the metro networks in
cities could lead to social and economic losses of a large population. Therefore,
in this paper, we develop a data-driven framework to simulate both random and
malicious attacks on the network system, then estimate the attack impacts using
vulnerability metrics.

3.1 Attack Strategies

The attack strategies basically fall into two types: random failure and malicious
attack [12,[18]. These two kinds of attacks are carried out by removing the nodes
(e.g., metro stations) and all the edges linked to the nodes. The malicious attack
aims at destroying the most important nodes so as to paralyze the functionality
of the whole network (e.g., a metro system) to the greatest extent [11}/15,[17].
The random failure is specified as the dysfunction which results from the failure
on some nodes with a random probability [15]. In this work, we adopt these
two strategies to randomly and intentionally paralyze (remove) network nodes
respectively. For malicious attack, we target a set of important nodes, where the
importance of each node is measured by subgraph centrality [5]. Particularly, we
develop the weighted subgraph centrality by incorporating dynamic ridership
distributions.
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3.2 Subgrpah Centrality

Prior to malicious attacks, a crucial step is to measure the centrality of each
station and identify the hubs. Several measurements, such as degree and be-
tweenness, are usually adopted in many studies [2[15]. However, Yan et al. [14]
argued that the measurement based on spectral method is a better indicator
for network analysis, as it contains abundant characteristics of networks [13].
Therefore, in our study, we adopt a spectral method — subgraph centrality [5] to
calculate the importance of each station.

The subgraph centrality is an improvement of degree centrality, and it better
explains the centrality from the view of the topology of a network. It deter-
mines the importance of each node on the basis of its participation to the local
subgraphs. Specifically, it is defined as the sum of closed walks that start and
end at a certain node. Each closed walk represents a connected subgraph of the
network, and a weight is assigned to it as smaller subgraph gets a higher weight.
Thus, the centrality of a node can be measured by counting the sum of the dif-
ferent subgraphs that the node participates in, and smaller subgraph adds more
importance to the node. The subgraph centrality is defined as follows:

sC@) =Y “’;c(f) (1)
k=0 ’

(i) = (A*)i (2)

where (i) denotes the number of closed walks that start and end at node ¢

through k steps. To avoid the case that > ug(i) diverges, it is divided by the
k=0

factorial of length k. (A%);; is the i-th diagonal element of the k-th power of
adjacency matrix A of a network.

Lemma 1. Given an undirected network G(V, E), where V is the set of N nodes
and E denotes L edges. The upper bound of the subgraph centrality for each node
iV is:

[SC(0)] = e

where Amain 18 the main eigenvalue of adjacency matriz A of network G.

Proof. The network G is an undirected graph and thus adjacency matrix A is a
symmetric matrix. Therefore, the eigen decomposition for A can be written as:
A= QAQT, where @ is an orthogonal matrix (the orthonormal basis) with real
and normalized eigenvectors qi,¢a, ...,qn of A. The corresponding eigenvalues
are A1, Ag, ..., Ay and the diagonal matrix is written as A = diag(A1, Aa, ..., An).
Thus we can obtain A¥ = QAFQ and AF = diag()\lk,)\gk, ey )\Nk)7 so (AF)y; =
||ql||§ Af. As g; is an orthogonal and normalized real eigenvector, we can obtain

2 k & . X (AN, XAk .
illa = i = A =2 TR = 2 g
llgill5 = 1 and (A¥) Ai thus SC(i) = > 7% = > 77. Based on Maclaurin
k=0 k=0

o0 k
series, it turns to: Y. 7+ = €. Thus we arrive at SC(i) = et < ehmein,
k=0
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Mathematically, the subgraph centrality can be calculated from the spectra
of the adjacency matrix of the network, as shown in Theorem [T}

Theorem 1. Let RY be the space generated by the eigenvectors of the adjacency
matriz A, and (q1,qz, ...,qn) be the orthonormal basis of space R™. g; denotes
an eigenvector corresponding to the eigenvalue A; and q;(i) is the i-th element
in q;. Thus, the subgraph centrality SC(i) can be obtained by:

N
SC(i) =Y [a; (i)™ 3)

1

J

Furthermore, in this paper, we not only measure the centrality based on static
network topology, but also propose a weighted measurement by incorporating
the ridership distribution. That is, the dynamic ridership matrix W is considered
in the measurement instead of the adjacency matrix A. Thus, we modify SC to
a weighted one — WSC, which is described as follows:

WSC(i) = [qu;(i)] e (4)

N

j=1
where (qu1,Guw2, - qwn) are the eigenvectors corresponding to the eigenvalues
(Aw1, Aw2, -, Awn) of the normalized weight matrix W, which is obtained by

normalizing the original ridership matrix W using min-max scaling:
—~ W; i — min(W
Wi = 2] ( ) (5)
“ max(W) — min(WW)
where element W; ; means the number of passengers who have to go through the
edge between stations ¢ and j to achieve their destinations.

3.3 Vulnerability Metrics

The attacks (i.e., the removal of stations) will usually have a significant impact on
the metro system operation. Thus, we define vulnerability metrics by quantifying
such an impact on the vulnerability of the metro network. Specifically, we use
the real ridership data to define the evaluation metrics. To this end, we assume
that all passengers choose the shortest paths as their travel paths from the start
stations to the destination stations. After the attacks, the passengers will cancel
their travels by metro if: (i) the length of the new travel path is n stations more
than the path before; or (ii) there is no way to connect the source and destination
stations.

On the basis of the assumptions, we can estimate the number of travels
(ridership) which are not influenced by the attacks, as defined by satisfaction

rate (SR):
> 10,4) xri
_M-C _ijeqi#j ’

b
M > Tij
i jEGit]

SR (6)
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where
10, ) = {0 if I'(i,7) — (4, 5) >n. s

1 otherwise

Note that, M is the total ridership and C' is the sum of cancelled travels. G and
G’ are connected graphs of the original metro network and the network after
attacks, respectively. r; ; is the number of ridership that gets on at 7 and gets off
at j. l(i, 7) measures the length of shortest path between i and j in G. According,
U'(i,7) is the shortest path length calculated in the network G’ after attacks. In
other words, I(%, j) is the indicator function that indicates whether the new path
length between station ¢ and j is n or above longer than that before attacks.

The satisfaction rate (SR) effectively quantify the changes in ridership due to
the attacks on the metro network. However, different ridership often bears differ-
ent travel cost, as measured by the length or the number of stations travelled by
the passengers. To incorporate the travel cost in evaluating the network vulner-
ability, we define the satisfaction rate with path cost (SRPC), which combines
the length of the shortest path and the ridership on the same path:

Z I(Z,]) X 15 X l/(l,j)
1,§EG i]

Z Ti,5 X Z(Z,j)
1,5€G,i#]

Both SR and SRPC can be regarded as the efficiency of the metro system,
as they estimate to which level the metro system can satisfy the demand of all
passengers with efficient transportation services.

SRPC = (8)

4 Experimental Analysis and Discussion

4.1 Data Preprocessing

In 2016, Shanghai Government Data Service Websiteﬂ released several types of
public transportation data, including the transaction data of public transporta-
tion cards generated in April 2015. The sensitive personal information has been
kicked out in the transaction, and it mainly records the elements as: {card ID,
date, time, station, amount and type of transportation}. According to this data,
we first extract the transactions made on the metro system. As a cardholder
only have to swipe the card when getting in and getting out of the metro sys-
tem, we tease out the travel routes based on the records of stations over time
for every cardholder. So each pair of stations ordered by time is regarded as one
travel and the shortest path between them is the travel route. Thus the rider-
ship on one travel route can be easily obtained by summing up the same pairs of
source and destination stations from different cardholders. The map of Shanghai
metro network operated in 2015 can be referenced from the website of Shanghai

Metrd

5 http://www.datashanghai.gov.cn/
" http://service.shmetro.com/en/



VII

o 1
s t } 08
|
7 } !
£ i 06
6 ‘\. I &)
% o | 2
5 . =9
’E‘ + TTT J {\“\ﬁ ¥ 7_. [ T 0.4
SR TREE AR AR
I T i L
3 Gh Tw“ﬁ‘ﬂ W ‘w‘:‘ ‘\ u VT" ‘\ | ” \ \ ‘w* 02
Pl b addd w4 44 Hd 1
1 0
0 50 100 150 200 250 290 01 2 3 4 5 6 7 8 9 10
Station ID SC

Fig.1. The left panel shows the subgraph centrality (SC) for each numbered station,
and the right one shows the cumulative distribution function (CDF) of SC values.

4.2 Topological Properties of Metro Network

To give an overall understanding of Shanghai metro, some basic topological
characteristics of the network are concluded. Firstly, the metro network is con-
structed as an undirected graph, in which the nodes represent the stations and
the links mean that the two connected stations are neighbors. Then we calculate
the characteristics, and there are 289 stations and 322 edges within the network.
The diameter (the longest shortest path) of the network is 42. The average short-
est distance () is 15.294 and the average degree (k) is 2.228, which means most
of the stations are normal stations.

Prior to malicious attack simulations, we use the subgraph centrality (SC)
to evaluate the importance of each station based on the network topology. The
SC results and the cumulative distribution function (CDF) are shown in Fig.

The left figure in Fig. [I] shows the SC values for the stations, and the values
of most stations are concentrated in 2.0-2.5. The CDF indicates that nearly 90%
stations are with an SC value lower than 4. Afterwards, we pick up the top-10
important stations as the targets of malicious attack. These stations are Century
Ave. (SC=9.166), Xujichui (SC=8.052), People’s Square (SC=6.642), Shanghai
Indoor Stadium (SC=6.291), Yishan Rd. (SC=5.499), Longde Rd. (SC=5.218),
Jinshajiang Rd. (SC=5.181), Caoyang Rd. (SC=5.069), Oriental Sports Center
(SC=5.038) and Longyang Rd (SC=4.978). Figure[2|depicts the locations of these
important stations with red circles. As can be seen from Fig. 2| these stations are
located in every direction of the city and they are indeed the important transfer
stations in reality. Besides, these stations are all on the edge of downtown areas
and serving as the connecting stations between suburban and downtown.

4.3 Vulnerability Analysis and Travel Patterns

Since most lines of Shanghai metro open at 5:30 and close at 23:30, we aggregate
the ridership within every three hours from 3:00 to 24:00 for each day. Thus there
are 7 aggregated periods on each day and totally 210 periods in April.
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Fig. 2. The top-10 influential stations of Shanghai metro system.

The ridership (upper panel in Fig. |3) presents a periodic pattern over time,
with rush commuting hours from 6:00 to 9:00 and from 18:00 to 21:00 on every
day. However, during the weekends and holidays (April 6th is the Tomb-sweeping
Festival of China), the ridership has fallen by half and the rush hours turn to
the period from 12:00 to 15:00. To analyze the vulnerability of each time period,
we simulate the two attack strategies as described before on the metro system.
Firstly, we suppose that the travel will be cancelled if the new shortest path is
n = 5 (or above) stations longer than before. SR and SRPC are used to indicate
the vulnerability of the metro system after attacks. In malicious attacks, we
mainly attack and remove the top ten stations which are measured by subgraph
centrality (SC). While in random failures, we randomly remove ten stations to
calculate the vulnerability metric values and repeat this for ten times. Thus the
results for random failures are averaged from ten simulations. The results are
shown in the middle and bottom figures of Fig.

As can be seen from the middle figure of Fig. |3 SR metric indicates that
the metro network appears to be extremely vulnerable to the malicious attacks.
Only nearly 50% travels can be still carried on the metro, and the delivery
efficiency indicated by SRPC is about 40%. However, from the bottom figure
in Fig. |3| the metro network shows strong robustness to random failures. SR
metric illustrates that about 90% travels can be satisfied after random failures,
and SRPC shows that the delivery efficiency of the metro system reaches 80%.
Two metrics both indicate that the most robust period is from 21:00 to 24:00
for each day after malicious attacks and random failures. Whereas, the weakest
period is the morning rush-hour from 6:00 to 9:00, as this period is always with
the lowest vulnerability value.

To better understand the correlation between the absolute amount of rider-
ship and vulnerability, we pick out the ridership data during the period from
6:00 to 9:00 for each day and the corresponding SR and SRPC values. As shown



IX

Ridership

) 20 a0 60 80 100 120 140 160 180 200
—+— Malicious SR —~— Malicious SRPC
05
2 04 T A | 32 ¥ ) { 'od I | | /e ‘ol Tl 4 !
03 L L L L L L L L L L
) 20 40 60 80 100 120 140 160 180 200

[~=—Random SR —— Random SRPC]

Ratio

0 20 40 60 80 100 120 140 160 180 200
Time Period

Fig. 3. The top panel shows the ridership aggregated for every three hours from 3:00
to 24:00 of every day in April. The lower two ones show the vulnerability ratios of the
metro network after malicious attacks and random failures, respectively.

in Fig. @Ka), SR and SRPC are positively correlated with the ridership after both
random failures and malicious attacks.

Besides, the vulnerability results from two metrics exhibit a strong correla-
tion after both random failures and malicious attacks. The reason for this phe-
nomenon can be explained by the definitions of these two metrics. SR mainly
considers how many travels are not affected by the attacks, while SRPC focuses
on the delivery efficiency of the metro system rather than simply considers the
number of the travels. In addition, as can be seen from Fig. [3| and Fig. [ff(a),
SRPC is always lower than SR after all kinds of attacks. This means the travels
with a length shorter than the average make up the majority of the unaffected
travels, and the long-distance travels are more likely to be affected and cancelled
by attacks. Specifically, to prove this, we further separately aggregate the unaf-
fected travels and cancelled travels after malicious attacks and then calculate the
average distance (the number of stations) of these two kinds of travels. Figure
b) indicates that the average distance of the cancelled travels is longer than
that of the unaffected ones in all periods. Plus, another interesting travel pattern
is that the people who travel from 3:00 to 6:00 (actually 5:30 to 6:00) always
have relatively longer travel routes.

Due to the dynamic passenger flow, the metro network can be seen as a
weighted one and its structure changes over time with the passenger flow. There-
fore, the ridership should be considered when measuring the centrality of each
station. As can be seen from Fig. |3] the peak of the ridership appears in differ-
ent periods on rest-days (weekends and holidays) and weekdays. The peaks are
always the rush-hours in weekdays, while in rest-days the peaks appear at 12:00
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Fig. 4. (a) The correlation between ridership and vulnerability. (b) The upper one
shows the number of unaffected and cancelled travels after malicious attacks. The
lower one calculates that average distance for these two kinds of travels.

Table 1. The time periods for weekday and rest-day.

Weekday Rest-day

Period 1 5:00a.m - 11:00a.m. Period 5 5:00a.m. - 1:00p.m.
Period 2 11:00a.m - 5:00p.m. Period 6 1:00p.m. - 8:00p.m.
Period 3 5:00p.m - 8:00p.m. Period 7 8:00p.m. - 11:00p.m.

Period 4 8:00p.m - 11:00p.m.

to 15:00. To incorporate these facts, we re-aggregate the travels data to several
periods for weekdays and rest-days separately, as shown in Table. [I] This divi-
sion of the periods is in accordance with our understanding of the daily traffic
flow. The Period 1 and Period 3 are the morning and evening rush hours on
weekdays. Thus the important stations in these periods may be different from
Period 2 and Period 4 when considering the dynamic distribution of passengers.

We firstly calculate the average weight matrices for each of the seven periods
based on the travel data of the first 21 days. The fourteen weekdays are used to
calculate the average ridership matrices Wy, Wy, W3 and Wy for the four periods
on weekdays. The seven rest-days (one holiday and three weekends) are used
to calculate the matrices W5, Ws and W7 for the three periods in rest-days.
Afterwards, we use the proposed weighted subgraph centrality WSC to measure
the top-10 stations for each of these seven periods. Last, the malicious attack
strategy as described before is simulated on the seven periods of the remaining
nine days (including seven weekdays and two rest-days). The results for dynamic
malicious attacks are shown in Fig. [5]

As can be seen from it, on weekdays, more than half of the passengers have
to cancel their travels on the metro after the dynamic attacks in every period. In
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Fig.5. The SR and SRPC results of dynamic malicious attacks on the last seven
weekdays and two rest days in April, 2015.

each weekday, Period 1 seems the most robust period of the whole day. However,
according to the SR results on two rest-days, every period presents almost the
same vulnerability. But SRPC results show that Period 7 (8:00 p.m. - 11:00 p.m.)
has relatively stronger robustness on delivery efficiency when compared with the
other two periods in rest-days.

5 Conclusion

We assess the vulnerability of metro system based on the dynamic network struc-
ture and travel patterns. Specifically, we develop a framework combining a series
of attack strategies and two vulnerability metrics based on dynamic ridership
data. By incorporating the ridership, we further develop a weighted subgraph
centrality and simulate a dynamic malicious attack strategy. We conduct the
empirical study on Shanghai metro system, and the results indicate that the
metro system is vulnerable to malicious attacks while it shows strong robustness
to random failures. Our results also high-light weak-points and bottlenecks in
the system, which may bear practical managerial implications for policymakers
to improve the reliability and robustness of the metro system. In the future, we
will deploy our vulnerability analysis on more metro systems.
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