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Abstract. Sovereign AI refers to the ability to develop, operate, secure, control, and 
sustain critical AI systems under geopolitical or operational stress - ensuring 
continuity and growth of AI services even if energy supplies are disrupted, global 
supply chains fragment, or cloud access is restricted. As artificial intelligence (AI) 
becomes integral to business, government, and society, questions on sovereign and 
defense AI infrastructure have moved to the forefront. This paper points out that 
achieving AI sovereignty requires sustainable control over key dependencies in the 
AI stack (such as energy, commodities, computer hardware, cloud platforms, data, 
algorithms, and information systems). To achieve this, countries need to own an 
increasingly integrated web of technology, innovation, supply chain, financial 
infrastructure, information systems, education, and to have adequate governance 
and political systems in place. We propose a framework of requirements for 
sovereign AI, outlining the essential measures needed to make AI capabilities 
resilient against external shocks. This perspective requires an in-depth 
transformation of economic systems to ensure technological sovereignty for NATO 
and its allies. 
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1. Introduction 

Sovereignty is multidimensional. It involves control over an increasingly integrated web 
of technology, innovation, talent, supply chain, finance, information systems, and 
governance and politics [1,2]. Sovereign economies need to own developed 
technological and financial infrastructures [3–6] and control their industries [7–9] while 
sustaining political sovereignty in a world where economic crises and multinational 
information systems can generate polarization [10–15] and be subject to foreign 
influence [16–19]. Countries must also be prepared to cope with the cost of potential 
conflicts both on their land and in neighboring countries [20–22]. 

Technology, and in particular artificial intelligence (AI) are fast transforming not 
only business [23], but also the challenges above [24–27]. This in turn poses new 



questions on countries’ ability to control their AI infrastructure. This paper examines the 
infrastructure needed to ensure the structural resilience of AI capabilities. We introduce 
the concept of sovereign AI as the ability to develop, operate, secure, control and sustain 
AI systems independently under geopolitical or operational stress.  

While securing systems against traditional cybersecurity attacks and addressing AI 
ethical concerns are necessary, we point out that sovereignty is about ensuring those 
systems are developed, controlled, sustained and that they remain available and effective 
when external support is cut off or hostile pressure is applied. 

Sovereign AI thus hinges on managing a stack of interdependent resources and 
technologies - from energy and hardware up through cloud platforms, data, and 
algorithms as well as finance, governance, talent, information systems, and politics. For 
example, advanced AI applications are only possible if you have electricity to power data 
centers, chips to perform computations, networks to move data, and so on. We point out 
that the entire chain is only as strong as its weakest link. If any one layer (say, access to 
high-end chips or reliable cloud servers) is compromised, the AI capability as a whole is 
jeopardized. This also implies that not every AI workload demands a fully sovereign 
approach; many "commodity" AI uses can rely on standard global services. However, 
mission-critical AI - the applications core to national security or essential societal 
functions - do require a sovereign-grade treatment, with special measures to guarantee 
their functionality under duress. 

2. From "AI Opportunities" to "Sovereign AI" 

For NATO allies in particular, ensuring AI is developed and operational when needed - 
despite disruptions - has become as important as developing the AI applications 
themselves.  

Several factors are driving this sovereignty focus. First, there is significant 
concentration risk in the AI supply chain: for example, only a handful of companies and 
countries manufacture cutting-edge semiconductors or provide the largest cloud 
computing platforms. This means many AI projects worldwide depend on the same few 
external providers, which may raise concerns regarding supply insurance [28–31]. 
Second, policy and geopolitical risks are growing: export controls, sanctions, or even 
corporate decisions can suddenly restrict access to essential AI resources. 

The move toward sovereign AI is also driven by a significant macroeconomic 
incentive. As AI emerges as a general-purpose technology, national prosperity will 
increasingly depend on a country's ability to harness the domestic economic multiplier 
of this innovation. By building sovereign capabilities, a nation keeps high-value roles in 
areas such as machine learning and data engineering within the border, creating 
indigenous employment opportunities, preventing brain drain, and retaining intellectual 
property within its borders. Furthermore, sovereign AI serves as a catalyst for 
development and innovation across other critical sovereign domains, such as healthcare 
and national defense, ultimately boosting long-term economic growth. 

We have already seen challenges emerge - the more AI technology spreads and 
becomes commercially ubiquitous, the more governments find themselves dependent on 
globally distributed supply chains that could be disrupted. Pursuing sovereign AI often 
requires accepting some inefficiency or higher upfront costs (like duplicating 
infrastructure or using domestic alternatives). It is essentially a resilience vs. efficiency 



trade-off: the extra investment is an insurance premium against worst-case scenarios 
where relying on the cheapest global option might leave one empty-handed. 

More broadly, the growth of AI is also confronted with physical constraints. In 
particular, natural resources such as copper, graphite, and stainless steel are unlikely to 
be produced in sufficient quantities to meet demand for AI services. Further, energy, 
water, and environmental constraints will likely prove to be serious challenges to AI 
development. Access to scarce resources are likely to generate continuing geopolitical 
tensions.  

3. Framework: Key Requirements for Sovereign AI 

Sovereign AI is a vertically integrated ecosystem. There are six key areas that must be 
addressed, corresponding to different layers of the AI ecosystem. These range from 
physical infrastructure to intangible data and algorithms, alongside institutional enablers. 
The layers are interconnected and together form a cohesive ecosystem. Vulnerabilities at 
any stage can undermine the performance and resilience of the entire stack. The 
following sub-sections outline each of these six dimensions and specify the core 
objectives that must be achieved within each. 

3.1. Physical & Infrastructure Prerequisites: Operating AI at Scale 

The foundation of sovereign AI is a stable and independent power supply. The energy 
footprint begins with semiconductor manufacturing and ends with millions of daily 
interactive uses, not to mention that training AI models involves thousands of GPUs 
running at full capacity for months. To support the normal functions of AI and remain 
sovereign, a nation must be able to sustain this extreme electrical load. Such an 
architecture insulates AI operations from systemic grid instability and external 
geopolitical pressures on energy supplies. The nation should build robust national grids, 
together with backup power sources - including local generation - to ensure a reliable 
electricity supply for AI operations. It must also ensure that the power demand of AI 
does not crash the civilian power grid. More importantly, since most AI facilities are 
vulnerable to systemic failures, cyberattacks, or geopolitical sabotage, the state must 
maintain grid independence and continuity. For example, the nation can deploy dedicated 
microgrids and on-site generation at priority facilities as backup power, maintaining the 
basic functions of these facilities during extreme cases. Finally, in the event of a total 
system collapse, power plants should have a black start capability to restart and recover 
quickly. 

Equally critical is the management of water resources and thermal loads. As AI 
compute clusters generate immense quantities of heat, continued reliance on traditional 
water-based cooling systems constitutes vulnerability in water-scarce or contested 
environments. Thus, states must redirect investment toward advanced alternative cooling 
technologies, including air cooling [32], immersion cooling [33], and waste-heat 
recovery [34]. 

In addition, resource constraints may altogether slow the development of AI and 
technological infrastructure. In the AI supply chain, copper is foundational for electricity 
delivery; nickel and graphite are important inputs for lithium-ion batteries used in data 
centers; and rare earth elements are essential components of disks and chips. The 
availability of these commodities in the coming years has become a serious concern. As 



demand for these materials surges, supply is often physically constrained, since the 
mining and refining of metals are characterized by long and inflexible production cycles. 
Furthermore, the supply of these commodities is largely concentrated in specific regions, 
making it more vulnerable to geopolitical risks. Export controls, trade restrictions, and 
tariffs can therefore disrupt supply chains, readily turning these materials into choke 
points for other countries. Maintaining sovereignty over critical commodities begins with 
the strategic development and utilization of domestic resources wherever feasible. Where 
full self-sufficiency is unrealistic, sovereign control must be extended through 
engagement with global markets. Rather than relying on a narrow set of suppliers, 
countries should diversify across multiple producing regions and stages of the value 
chain. Long-term offtake agreements, strategic partnerships, and durable diplomatic 
relationships can serve as insurance mechanisms. When commodity prices fluctuate 
dramatically, governments should also consider using financial instruments, such as 
derivatives, to hedge and mitigate these risks, thereby stabilizing input costs. 

Beyond the provisioning of raw inputs, AI sovereignty extends to the security and 
resilience of hardware and computing facilities themselves. Given that the production of 
advanced semiconductors is concentrated in a limited number of global jurisdictions, a 
sovereign strategy must prioritize reliable and resilient access to advanced AI 
accelerators and other critical components. Diversified and trusted supply chains are 
therefore essential to prevent AI development from being disrupted by trade disputes or 
diplomatic shifts. And all the hardware and facilities require an integrated security 
approach that addresses physical and cybersecurity risks in tandem. A unified cyber-
physical defense framework is essential to protect against sabotage, hacking, and other 
forms of disruption [35]. These facilities should be treated as critical national 
infrastructure and demand continuous and coordinated protection across both domains. 
It should be noted that sovereign business models may evolve toward decentralized, 
smaller scale production technologies. For example, the war between Ukraine and Russia 
has shown how large (nuclear) plants and energy grids can become important targets. 
Smaller production technologies, such as hydrogen or other forms of renewable energies, 
may be more difficult to target in case of conflicts. 

Further, sovereign AI systems must maintain sufficient buffers and retain the 
capacity to rapidly expand computational capability under conditions of stress. This 
requires the deliberate preservation of flexibility in AI infrastructure, including the 
maintenance of reserve computational headroom that can be activated as surge capacity 
during emergencies. Such buffers ensure that AI-enabled decision-support and 
intelligence systems can scale immediately in response to sudden operational demands. 
Operational endurance also depends on the ability to sustain and repair physical assets 
in a fully self-sufficient manner. To prevent capability degradation during periods of 
crisis or isolation, organizations must transition away from just-in-time supply chains 
toward a model centered on strategic reserves of critical spare parts and maintain a 
domestically trained technical workforce. This internal capacity guarantees immediate 
on-site maintenance and repair without reliance on foreign vendors, thereby providing 
immediate solutions during disruptions.  

3.2. Data & Cloud Infrastructure: Facilitating Computational Resilience 

The first requirement for secure intelligence is the establishment of a sovereign cloud 
architecture that ensures critical AI workloads are not dependent on foreign commercial 
providers. This requires deliberate sovereignty decisions in which each workload is 



matched to an appropriate computing environment. For example, low-risk or non-
sensitive tasks may operate on public cloud platforms, while high-sensitivity missions 
should be hosted on fully private clouds or on-premises data centers. Beyond physical 
deployment, a state must retain full control over identity and access governance, 
including the management of its own cryptographic keys and authorization policies. No 
external actor can revoke access, disrupt services, or disable platforms, thereby 
preserving continuous control over national digital assets. 

Once the cloud architecture is secured, attention shifts to the data layer. Achieving 
genuine data sovereignty requires that sensitive information remain within national or 
trusted allied jurisdictions, shielding it from extraterritorial legal claims and 
unauthorized access. This necessitates rigorous oversight of data residency and data 
provenance, including the ability to verify the origin, integrity, and authenticity of 
datasets. In parallel, states must prepare for potential disruptions to cross-border data 
flows by ensuring that AI systems can operate effectively in isolated or degraded 
connectivity modes. To balance strategic autonomy with international cooperation, 
secure collaboration frameworks, such as federated learning and secure data enclaves, 
can be employed, enabling partner states to jointly train models and exchange insights 
without transferring raw data or relinquishing sovereign control. 

The final component involves the implementation of robust resilience, continuity, 
and disaster recovery mechanisms. Because cloud-based systems remain exposed to 
cyber intrusions, physical disruptions, and abrupt service interruptions, AI infrastructure 
must incorporate redundant failover capabilities. This includes maintaining offline 
backups, mirrored datasets, and secondary computing sites that can be activated 
immediately in the event of primary system failure. The objective is that essential AI 
functions including decision-support and intelligence analysis continue operating in a 
degraded but functional state rather than experiencing a complete shutdown, even during 
severe crises. 

3.3. Models & Algorithms: Achieving Sovereign-by-Design 

Sovereignty in AI requires a shift from consuming external services to possessing the 
model. True credibility is established by developing its own model and owning the 
fundamental model artifacts that define a model’s intelligence and behavior [36]. 
Specifically, the trained weights must be secured, as they constitute the knowledge stored 
within the neural network [37]. They are the important inputs for independent air-gapped 
operations. Also, the model architecture, which defines the structural blueprint and 
internal flow of information, enables both security audits and hardware optimization 
[37]. Beyond these backbones, a nation must maintain its own operational metadata and 
lifecycle infrastructure required for long-term self-sufficiency. This includes control over 
training datasets to provide transparency regarding provenance and to eliminate external 
biases [38]. Furthermore, the state must preserve the hyperparameters and the exact 
software environment used during training. They are all essential components for the 
reliable reproduction and maintenance of the model. Once the model is controlled 
domestically, the sovereign AI system does not suffer from operational risk when 
severed from global updates. 

For these artifacts to remain secure, they must be governed by a Test, Evaluation, 
Validation, and Verification (TEVV) regime [39,40]. This includes absolute control over 
updates, which freezes the known-good versions in the country. Another example 
involves regular adversarial robustness testing that intentionally inputs malicious or 



misleading data into the model to uncover vulnerabilities and strengthen its overall 
resilience. TEVV regimes also evaluate the effectiveness of human oversight and control 
mechanisms [39]. This includes validating clearly defined roles for operators within AI-
enabled systems, such as human-in-the-loop or human-on-the-loop configurations for 
high-consequence decisions. Consequently, TEVV maintains accountability, mitigates 
automation risk, and ensures that sovereign AI systems remain aligned with human 
judgment under both normal and adversarial conditions. 

By holding these artifacts within the state, a nation secures its core functions against 
capability suspension, where an external provider might abruptly restrict or disable 
access due to political pressure, commercial shifts, or "AI throttling." This internal 
control mitigates the risks of a provider suddenly raising prices exorbitantly or cutting 
off access during a geopolitical crisis. Moreover, this approach helps with principles-
aligned design, where AI systems are built from the ground up to adhere to national 
safety, ethics, and governance standards. This is not merely for public image, but rather 
makes sure that AI behaves predictably even in novel situations. A country truly owns 
its AI outputs by integrating robust fault protection mechanisms, efficient decision-
making logs, and strict alignment with command intent. Ultimately, this sovereign-by-
design framework transforms AI from a vulnerable third-party service into a resilient and 
accountable governing infrastructure that remains functional precisely when national 
security is most at stake. 

A comprehensive sovereign strategy must also manage the development of small-
scale, efficient models designed for edge deployment. While massive cloud-based 
models offer high performance, they are often brittle in environments where constant 
cloud connectivity is impossible. In contrast, compact models capable of running locally 
provide a critical baseline of capability. For example, drones and ground vehicles use 
compressed models for real-time obstacle avoidance and path planning, even when GPS 
or communication links are jammed [41]. Similarly, handheld medical devices equipped 
with lightweight AI can assist in triage and diagnostics in remote field hospitals, 
operating entirely offline to keep patient data fully local and immediate [42]. 
Furthermore, smart sensors in power grids or water systems can use local inference to 
detect anomalies, such as leakages or surges, and trigger automatic shut-offs locally [43]. 
This can function well even if the central command center is offline. These deployable 
models are the safety nets that even if a nation is cut off from the global internet, its 
frontline systems remain operational and effective. 

3.4. Financing & Investment Infrastructure: Building the Enabling Layer 

Funding the development of sovereign AI requires a transition in fiscal logic, from cost 
optimization toward resilience optimization and sovereign investment models. 
Conventional financial models favor outsourcing several parts of supply chains to global 
providers on the basis of lower opportunity cost. A sovereign strategy, by contrast, 
requires acceptance of a resilience premium that is costly in the short run but beneficial 
in the long run. Building sovereign AI involves substantial upfront capital expenditure 
on domestic data centers, energy infrastructure, and secure supply chains. These 
investments should be treated not as routine procurement costs, but as strategic insurance 
against systemic dependency failures. 

Given the scale of capital required, sovereign AI cannot be financed by any single 
entity in the economy. Long-term autonomy therefore depends on coordinated 
participation across government, private industry, and financial intermediaries. At the 



core of this strategy, the government plays an anchoring role through instruments such 
as procurement policy, Sovereign Wealth Funds (SWF), and Development Financial 
Institutions (DFI). Government procurement can serve as a powerful policy lever by 
creating guaranteed demand for domestic AI solutions, thereby improving their 
investment profile and accelerating private capital participation [44]. SWFs and DFIs 
can act as an anchor to absorb early-stage risk by providing first-loss protection or 
subsidizing insurance to private partners. In addition, the intergenerational horizon of 
SWFs and DFIs makes them uniquely positioned to finance capital-intensive hard 
technologies, including secure energy grids, domestic semiconductor fabrication, and 
large-scale data infrastructure. Although these projects are strategically essential, they 
are commercially unattractive in the short run and thus are often deterred by private 
investment. The holdings by SWFs and DFIs could also be a positive signal of firm 
quality to private investors, attracting the participation of private sector funds [3,45].  

On the other hand, the private sector players, in particular private equity (PE) and 
private credit, are major investors in innovation and technology and often boost the 
industrialization of AI [6]. Private equity firms typically bring expertise on complex 
capital structures, operational scaling, and asset management, enabling an efficient build-
out of the physical AI layer. Venture capital (VC) typically fuels the algorithmic and 
application layers of the AI stack. VC serves as a discovery mechanism for high-potential 
domestic innovations that can be scaled rapidly [6,46]. Through sovereign–private 
consortiums, private investors can rely on state-backed guarantees to reduce the risk 
assessment of large infrastructure projects. This facilitates the construction of AI 
facilities, which are then operated with commercial discipline while remaining subject 
to sovereign security requirements and priority access provisions during national 
emergencies. Over time, VC-backed innovations can be scaled and integrated into larger 
platforms supported by private equity and sovereign capital, creating a continuous 
pipeline from early-stage innovation to national-scale deployment. In the US, the 
FIRRMA restricts strategic innovation to domestic investors [4]. In Europe, the private 
equity sector is substantially less developed. There appears to be a scarcity of European 
institutional investors. Instead, development financial institutions (DFIs) invest in VC 
funds but appear to be limited [3]. 

Alternatively, sovereign AI projects could choose to be funded by public-private-
partnerships (PPP). PPPs involve collaboration between a government agency and a 
private-sector company to finance, build, and operate projects, allowing large-scale 
government projects to be completed with private funding [47]. While the public partner 
defines objectives and monitors compliance, the private partner designs, completes, 
implements, and funds the project. And the risks are shared across two parties. Structures 
such as Build-Operate-Transfer or Design-Build-Finance-Operate convert large upfront 
investments into predictable, performance-based payments. These contracts typically 
include step-in rights that the state can assume control of critical facilities during 
emergencies or supply chain disruptions. In this way, operational efficiency is achieved 
without sacrificing sovereign accountability. 

To align these diverse capital flows, the financial framework must explicitly value 
resilience. A resilience dividend model provides one possibility [48]. It quantifies the 
economic and security losses associated with dependency failures, such as cloud service 
outages, hardware embargoes, or sudden access restrictions. With various sources of risk 
accounted for, policymakers can compare the cost of sovereign investment against the 
far larger costs of systemic failure. This reframes high-capital projects from inefficient 



spending to prudent national insurance, helping sustain political commitment across 
budget cycles and electoral horizons. 

In addition, long-term financial sustainability requires that sovereign AI generate 
near-term economic value. Rather than relying indefinitely on subsidies, the ecosystem 
should transit toward a demand-driven, purpose-fit market, by prioritizing high-demand 
domains such as civil administration, energy systems, healthcare, and precision 
agriculture. A general sovereign AI can be provided as a secure base model, and domestic 
firms can develop specialized applications and agents tailored to specific sectors. This 
can accelerate the adoption of AI and its application, meanwhile these deployments 
generate immediate returns that can be reinvested into future research and development. 
Such a reinforcing, self-sustaining innovation cycle can be attractive to both public and 
private capital while strengthening national AI capability.  

Tokens, platforms, and cryptocurrencies are also increasingly used as an alternative 
means of financing and payment [49–52]. In particular, they appear to be used broadly 
during geopolitical conflicts. Alexakis, Anselmi, and Petrella (2024) find evidence that 
there was a strong outflow from Ukrainian Hryvnia to cryptocurrencies following the 
conflicts between Russia and Ukraine [53]. It is driven by the individuals seeking to 
protect against their savings from devaluation and using cryptocurrencies as an 
alternative payment system when the national banking industry was crippled. Alvarez, 
Argente, and Patten (2022) document El Salvador’s attempt in making Bitcoin legal 
tender in September 2021 and investigate the potential of cryptocurrencies to become a 
sovereign medium of exchange [54]. Their finding shows that despite a significant initial 
push by the government, the use of Bitcoin for daily transactions remains low and is 
primarily concentrated among those banked, educated, young male. 20% of the firms 
accept Bitcoin as a payment method, but 88% of which convert Bitcoin to dollars 
immediately after receiving the payment. Policymakers are actively exploring stablecoin 
infrastructure and considering the possibility that stablecoins become sovereign cross-
border infrastructure [51]. Recently, A7A5 token, a stablecoin pegged to Russian Rupee, 
serves as a tool for shadow payments, as it facilitates cross border financial flows into 
and out of Russia despite of Western sanctions [55]. Howcroft and Wilkes (2026) reveal 
that Iran’s crypto activity surges during recent geopolitical tension [56]. The Iranian 
government and its military arms are using cryptocurrencies and stablecoin transferring 
money to bypass US sanctions. In the meantime, approximately 20% of the general 
population use or hold crypto assets to hedge against high inflation in the country. These 
alternative financial instruments, when integrated into a robust legal framework, could 
complement the traditional financing sectors.  

3.5. Supply Chain Governance: Managing Full-Stack Sovereignty 

True sovereignty is not a binary state but a function of end-to-end resilience. It is 
insufficient to secure a single link if the surrounding links remain vulnerable. To assess 
the credibility of the supply chain, the state can use holistic dependency mapping to 
conduct an exhaustive audit of all inputs, energy, hardware, software, data, and human 
capital, required to maintain AI capability. This can be paired with choke-point analysis 
to identify single points of failure within the supply chain. For example, only one or two 
companies globally may be capable of fabricating the most advanced chips used in AI, a 
critical rare mineral for chip production may be sourced primarily from a rival power, or 
a single undersea cable may carry most of the nation’s data traffic. After clearly 
identifying such choke points, strategies can be developed to invest in redundancies, 



substitutes, stockpiles, or diplomatic arrangements to mitigate these risks. Regular stress 
testing should be conducted to simulate extreme scenarios, such as the sudden loss of 
access to a semiconductor supplier, a cyber-kinetic attack on a data center, or the 
shutdown of AI facilities during natural disasters. By regularly assessing key risks, the 
state can prepare backup plans and response mechanisms to effectively handle 
emergencies. 

Further, it should be noted that just-in-time manufacturing creates a number of 
vulnerabilities, in particular in times of market stress [61–64]. The safety and fit of all 
components of the supply chain with the production process are also critical. Software 
and data should be protected as rigorously as hardware. Vertical integration often 
provides all parts of the supply chain with superior incentives [65]. When this is not 
feasible, this requires tracking the provenance of open-source libraries and AI models, 
using secure build processes and code verification, and ensuring that updates and patches 
are authentic and safe. Clear jurisdictional safeguards are essential for the industry 
[57,58]. For example, the state should establish clear legislative guidance for all domestic 
participants in the supply chain, protecting user privacy and developer intellectual 
property [59,60]. At the same time, when services or suppliers are located in other 
countries, they may be subject to foreign legal regimes. In such cases, sovereign AI 
architectures should favor arrangements in which legal jurisdiction aligns with trust, so 
that AI operations are less likely to be disrupted, hijacked or shut down from abroad. 

3.6. Human Capital & Talent Development: Securing the Intellectual Foundation 

Finally, human capital is arguably the most critical component of the ecosystem beyond 
physical infrastructure. AI systems require adequate talent development. In many 
countries, the workforce is well educated but lacks the skills required to operate advanced 
technologies and AI systems. Traditional academic models often lag behind the rapid 
evolution of AI, leaving even well-educated graduates unable to meet the recruitment 
requirements of firms. Special attention should therefore be paid to education systems to 
develop these capabilities. Modern education systems should move away from rote 
memorization, fixed syllabi, and standardized answers, and instead focus on cultivating 
students’ abilities in critical thinking, problem framing, and continuous reskilling. 
Governments should also emphasize the development of talent in fundamental 
disciplines such as mathematics and physics. In doing so, the state can create a self-
sustaining pipeline of scientists, engineers, and system architects. 

Beyond basic education and training, talent sovereignty depends on the creation of 
high-value career paths that provide domestic experts with the intellectual and financial 
incentives to remain within national borders. This is fundamentally achieved through the 
construction of a comprehensive, vertically integrated supply chain stack that fosters a 
dense ecosystem of private and public enterprises. In such a thick labor market, talent 
faces a lower risk of unemployment and is not overly exposed to the failure of any single 
firm. If a scientist leaves one project, there are ten other well-funded firms in the same 
supply chain ready to hire him. To sustain this workforce, the nation must also cultivate 
a premier research environment that treats the generation of new ideas as a primary 
industrial output. This requires streamlined funding mechanisms, the establishment of 
national research centers, and dedicated regulatory sandboxes for experimentation. In 
addition, a sufficient and readily accessible computational capacity, founded by the 
physical layer of the supply chain, must be available to support large-scale research and 
experimentation.  



To achieve true independence, a state must ensure that its AI development is driven 
by a robust domestic workforce, rather than relying excessively on external personnel or 
foreign firms, and that its leading scientists and experts are not lost to foreign employers 
or lured abroad by superior opportunities. At the same time, the nation should remain 
open to global talent. Governments can offer attractive incentives, such as immediate 
leadership roles in national laboratories, fast-track research funding, and comprehensive 
family relocation support, to encourage top scientists to return to their home country. In 
addition, a nation must also actively attract elite talent from around the world. By 
offering specialized visa programs and streamlining application processes, experts in 
high-demand fields can be drawn into the country, where they contribute to the 
development of a stronger and more resilient AI ecosystem. 

Overall, the government should cultivate a premier ecosystem that offers robust 
domestic training pipelines, world-class research environments, and amplified career 
opportunities. While the goal is self-sufficiency, a nation should also position itself as a 
premier global destination that attracts the best experts from all over the world.  

4. Convergence: Emerging Technologies, Information Systems, and Sovereign 
AI 

Sovereign AI also intersects with other emerging technologies, reinforcing the need for 
a holistic approach [24,27]. For example, integrating future quantum computing 
capabilities will require strategic choices - quantum resources will be limited, so they 
should be applied where they have the greatest impact under constraints. Similarly, the 
drive for edge computing and autonomy aligns with sovereignty: pushing AI to operate 
on local devices (with minimal reliance on connectivity) ensures that critical functions 
can persist even in jammed or disconnected environments. Cybersecurity is also vital: 
AI systems must be robust against cyber-attacks, since losing AI access through hacking 
can be as damaging as losing it through supply denial. Moreover, semiconductors form 
a common foundation for AI, quantum, and other advanced tech, so securing chip supply 
benefits multiple domains. Finally, communications resilience remains crucial - AI 
networks should be designed to gracefully handle outages or interference through 
distributed architectures and backup links. 

Cyber risks and foreign bot–driven information manipulation may directly affect the 
sovereignty of AI systems. In particular, the ability of a state or organization to control 
how its AI is trained, operated, and trusted for decisions may be targeted because the 
most sovereignty-critical assets are often data, model behavior, and the information 
environment models draw from. Cyberattacks such as data poisoning, model tampering, 
and exploitation of system vulnerabilities can silently alter outputs or degrade reliability, 
meaning the “owner” of the system no longer fully governs what the AI does or why it 
does it. At the same time, foreign influence operations using coordinated bots and 
synthetic content can pollute training corpora, manipulate retrieval sources, and flood 
platforms with narratives that steer user prompts and downstream human decisions - 
effectively outsourcing parts of the AI’s “world model” and outputs to adversarial actors.  

In addition, AI can be used to compromise security systems. It also makes it very 
easy to create considerable numbers of bots or to write on behalf of social media accounts. 
This can create new risks, e.g. when foreign countries want to influence electoral results 
or citizen behavior. This implies that with the current internet infrastructure, the large 



number of people who obtain information primarily through social media can be easily 
manipulated. 

5. Illustrative Cases 

There are numerous examples and scenarios that help illustrate why sovereign AI 
measures are needed.  

For instance, cyber-attacks on Ukraine’s power grid (and the grid’s remarkable 
resilience) highlight the importance of assured energy supplies for keeping AI systems 
online during conflict. Another scenario is the reliance on a single cloud service provider 
- if that provider suffers an outage or intentionally withdraws service, it can instantly 
paralyze numerous AI applications that lack an alternative. A third example is export 
controls on hardware: if a country is suddenly cut off from advanced AI chips or other 
key components, its ability to train new models or maintain current systems could 
quickly erode. Finally, incidents of data poisoning have shown that an AI system can be 
compromised not only by physical disruptions but by subtle corruption of its training 
data undermining its reliability.  

These cases illustrate the diverse ways in which external events can disrupt AI, 
reinforcing why resilience and sovereign control are vital. 

6. Policy recommendations 

Overall, to build sovereign AI, a nation and allied nations need to effectively control the 
full stack of the AI supply chain, from physical inputs to institutional governance. 
Sovereignty can fail if any layer of the supply chain is broken or choked by foreign 
competitors. Policy design should therefore treat AI not as a standalone digital 
technology, but as an integrated industrial system, whose weakest link determines its 
overall resilience. 

Policymakers should prioritize reliable, scalable, robust, and controllable energy and 
AI facilities. This includes producing sustainable energy, rebuilding electricity power 
grids, and setting up modern data centers accompanied by advanced cooling technologies. 
Countries should manage the supply of critical commodities such as copper, rare earths, 
semiconductors, and related inputs. These resources are often globally concentrated and 
physically constrained. It is important to fully exploit domestic resources where possible. 
When this is not feasible, countries could turn to global markets, maintaining diversified 
suppliers and stable political relationships with producing countries. Commodity price 
volatility should also be managed through appropriate risk-hedging instruments, such as 
derivatives. 

Compute hardware, data-center facilities, and advanced chips sit at the core of the 
AI supply chain. While complete domestic manufacturing may be unrealistic, countries 
should aim to occupy strategically important positions within global value chains - for 
example, by holding critical patents or technological capabilities that are difficult to 
circumvent. This reduces the risk of external choke points. Policymakers should ensure 
assured access to key components and establish clear contingency plans for potential 
supply disruptions. 

Data and cloud infrastructure form the connective tissue of the AI supply chain. 
Sovereignty at this layer does not require isolation from global data flows, but it does 



require enforceable control over data storage, access restrictions, and cybersecurity risks. 
Policymakers should establish clear standards governing data usage, data security, and 
user privacy protection. 

At the model and algorithmic layer, sovereignty depends on ownership and the 
replicability of critical model artifacts, ranging from training data pipelines and 
hyperparameters to model architectures. Equally important, model validity, robustness, 
and reliability must be continuously tested and monitored over time. 

The development of sovereign AI should not occur in a vacuum. Instead, it should 
be aligned with essential societal needs and focus on solving critical problems that were 
previously intractable. This requires AI systems with broad application potential, which 
can attract market participants, generate economic returns, and help fund ongoing 
research and development. This flywheel creates a sustainable ecosystem that does not 
rely solely on government intervention, but also incentivizes private actors to move in 
the desired direction. Policymakers should therefore safeguard market integrity and 
promote fair competition. 

Finally, finance and human capital flow across the entire AI supply chain. 
Governments should coordinate public funding, private investment, and public–private 
partnerships to support strategically important layers of the AI stack. While public 
funding provides direction and stability, private capital adds dynamism and efficiency. 
Policymakers should also monitor emerging financial instruments - including 
cryptocurrencies, stablecoins, and central bank digital currencies (CBDCs) - which may 
complement traditional financing channels when appropriately regulated. With respect 
to human capital, sovereign AI strategies should prioritize education, talent retention, 
secure research environments, and diverse career pathways to reduce brain drain, 
alongside targeted immigration policies that attract global talent into the country rather 
than away from it. 

Ultimately, controlling the full AI supply chain is not an end in itself, but a means 
to achieve measurable resilience under adverse conditions. Systematic stress testing 
across the entire AI stack, comprehensive backup and reactivation plans, and clearly 
defined fallback strategies in the face of geopolitical uncertainty should become industry 
standards and be implemented on a regular basis. The greater the resilience, the stronger 
the sovereignty. 

7. Conclusion 

Sovereign AI requires credible control of supply chains, sovereign financing, and 
sovereign information systems. The framework presented in this paper illustrates that a 
nation's AI capability is only as robust as the weakest link in its dependency stack. 
Accordingly, success with AI will depend not only on having cutting-edge algorithms, 
but also on securing all the layers - commodities, energy, compute, data, talent, and more 
- that those algorithms rely on. In the end, the strategic advantage will belong to those 
who can keep their AI systems operational through disruption and crises. 
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