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Abstract

In healthcare, machine learning systems have the potential to improve clinical workflows, leading to

better patient outcomes, shortened waiting times, and reduced health inequalities. Such systems have

already achieved human-level performance in numerous challenging image-based disease detection

tasks. Nonetheless, no model is error-free. Hence, for the safe and reliable use of machine learning

in clinical practice, there is a critical need to establish safeguards for error detection and to ensure

models work robustly across different environments. This is the purpose of this thesis.

In the first part, we focus on improving the reliability of image-based disease classification models.

Specifically, we study the detection of misclassified samples, and introduce novel methods for auto-

mated performance estimation and dataset shift identification. This research is key for developing

systems that alert clinicians when machine learning models fail.

In the second part, we address model robustness, focusing on developing novel methods to ensure

predictions remain accurate regardless of changes in image acquisition protocols. On the one hand,

we propose an unsupervised recalibration method to automatically correct clinical metric drifts induced

by acquisition shifts at test-time, for already trained models. On the other hand, we propose coun-

terfactual contrastive learning, a novel framework leveraging causal generative modelling to enhance

the robustness of contrastively-learned image representations.

Overall, by developing new methods to (i) improve reliability and performance monitoring of disease

classification models and (ii) enhance model robustness against image acquisition shifts, this thesis

takes important steps towards enabling the safe deployment of machine learning systems in medical

imaging.
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Chapter 1

Introduction

1.1 Motivation

In recent years, the development of artificial intelligence (AI) in medical imaging has surged, and

countless studies have shown the potential of these systems for improving clinical workflows, both

in terms of workload reduction and improved patient outcomes (Rajpurkar & Lungren, 2023; Alowais

et al., 2023). For example, several clinical trials have recently shown that AI-assisted breast cancer

screening can lead to increased cancer detection rates compared to standard screening (Ng et al.,

2023; Lång et al., 2023). Similar findings were observed in the context of skin cancer screening,

with AI-assisted screening found to improve malignancy prediction (Han et al., 2020; Haenssle et al.,

2018). Given the global shortage of radiologists, AI systems have also been developed to assist

with the triage of patients, focusing on finding abnormalities potentially requiring urgent care. For

example, a recent study by Sridharan et al. (2024) compared various commercially available systems

for chest x-ray triaging and found that the use of such systems significantly reduced interpretation

time. In another example of workload reduction, Oktay et al. (2020) found that AI-assisted cancer

radiotherapy planning dramatically reduces contouring and planning time for clinicians.

Having proven their efficacy in ‘lab-controlled’ research settings, these algorithms now progressively

enter clinical practice. However, as these models move from development to deployment, concerns

are being raised about their real-world applicability and safety (Challen et al., 2019; Wiens et al.,

2019; Finlayson et al., 2021). Akin to the strict regulatory process ensuring patient safety in drug

development processes, methods to assess risks associated with the deployment of AI algorithms in

clinical care are required, both from an ethical point of view but also increasingly from a regulatory

point of view (RHC, 2022; O’Sullivan et al., 2019; Han et al., 2022; Mahler et al., 2021; Liu et al.,

2022b).

Indeed, no model is error-free. Far from it, typical machine learning (ML) models are known to be

brittle and sensitive to their deployment environments (Finlayson et al., 2021; de Vries et al., 2023).
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In particular, models may see sharp drops in performance when the deployment test inputs differ

from inputs seen during training: such discrepancies are known as dataset shift. In medical imag-

ing, sources of dataset shift potentially harming model performance are multiple (Castro et al., 2020;

Finlayson et al., 2021; Suresh & Guttag, 2021). In this imaging domain, acquisition shift − caused

by changes in imaging protocols, device manufacturers or post-processing software − is particularly

challenging, yet ubiquitous (Ghosh et al., 2022; Gauriau et al., 2021; Yan et al., 2020; Stacke et al.,

2021). On the other hand, prevalence shift, i.e. a change in the label distribution (e.g. cases of flu

are more prevalent in winter than in summer), and population shift, where the underlying deployment

population differs from the development population, may equally affect the final model performance.

The latter is of particular importance if the model performs differently across different parts of the

population, where the lack of generalisation across patient subgroups may lead to inequitable out-

comes (Seyyed-Kalantari et al., 2021; Obermeyer et al., 2019; Larrazabal et al., 2020), an issue often

referred to as algorithmic bias.

1.2 Key components of safe AI deployment

The multiplicity of error sources warrants a multi-faceted approach to guarantee the safe deployment

of AI models in clinical practice (Challen et al., 2019; Wiens et al., 2019; Finlayson et al., 2021). We

illustrate such an approach in Fig. 1.1 and discuss key aspects in the remainder of this section.

Classification
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maintaining performance 
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SAMPLE-WISE MISCLASSIFICATION DETECTION
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Figure 1.1: Safe AI deployment requires a multi-faceted approach in high-risk use-cases.
We detail each of these components in Sections 1.2.1 to 1.2.3.
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1.2.1 Reliability: knowing when the model does not know

After deployment, there is a crucial need for reliable monitoring and automated oversight tools to en-

sure that the model keeps operating in a safe regime. Building such a monitoring system is paramount

towards ensuring the safety of the patients and should encompass various components, notably:

• Automatic input quality control: ensuring that any invalid input is flagged before it is even

processed by the model. Various tools have for example been proposed to perform automated

image quality checks (Pontoriero et al., 2021; Fantini et al., 2021; Esteban et al., 2017) to prevent

samples of insufficient quality from being processed by the downstream AI system.

• Dataset shift detection: as small changes in the data distribution may have detrimental con-

sequences on model performance, reliable dataset shift detection methods are needed to auto-

matically alert users when the deployment data distribution differs from the data distribution on

which the algorithm has been validated (Rabanser et al., 2019; Koch et al., 2024).

• Sample-wise failure detection: ensuring that suspicious or uncertain model predictions are

flagged. When the AI acts like a stand-alone tool e.g. for triaging applications, such a system

can then be used to alert human readers about individual cases where model outputs should not

be trusted (van de Leur et al., 2020; Annarumma et al., 2019; Kim et al., 2022). Even in cases

where the AI acts primarily as an advisor to the human reader, flagging potential error cases is

still of high importance as research has shown that if an AI system provides inaccurate guidance

to clinical users, they may be misled to follow the erroneous AI recommendation (Gaube et al.,

2021; Tschandl et al., 2020).

• Test-time performance estimation: building monitoring systems able to estimate the current

performance of the deployed model (e.g. accuracy), in real time, even in the absence of ground

truth (Garg et al., 2021; Lu et al., 2023; Guillory et al., 2021; Jiang et al., 2022). With a robust

accuracy estimation method, users can check whether the performance of the model matches

expected performance levels at deployment time, a critical requirement for the safe deployment

of clinical AI models.

1.2.2 Robustness: maintaining performance in changing environments

Detecting errors and knowing the ‘safe zone’ of an algorithm is paramount for safe deployment. How-

ever, to scale the deployment of AI systems across different environments, it is fundamental to build

models that generalise well across various input distributions. Otherwise, if the model is only suitable

for conditions reflecting exactly its development conditions, we may well have tools that reliably indi-
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cate when the model should not be used, but this alarm will trigger in most deployment scenarios.

Various methods improving the generalisability of models have been proposed in recent years, from

specific training paradigms (Li et al., 2018; Dou et al., 2019; Moutakanni et al., 2024), to data aug-

mentation schemes simulating real-world shifts (Chen et al., 2022; Choi et al., 2020), to automatically

adapting models at test-time (Karani et al., 2021; Ma et al., 2022). Moreover, not only is there a need

to maintain the discriminative power of these models when the input distribution changes, but there

is also a need to preserve the reliability of model uncertainty estimates − i.e. how well uncertainty

estimates align with the true likelihood of a given sample to be correctly classified − which is known to

be easily affected by such input changes (Ovadia et al., 2019). Preserving model calibration is key to

ensure reliability of failure detection and performance estimation systems in changing environments.

Whereas as progress has been made, more improvements are needed to ensure greater robustness

in practical deployment scenarios.

1.2.3 Fairness: equitable performance across population subgroups

Ensuring the fairness of model predictions across the entire population is a key aspect of AI safety.

However, there is no one-fits-all definition of fairness: determining which outcomes can be seen as fair

is highly context-dependent. Defining fairness goals and associated metrics is beyond the expertise of

machine learning practitioners alone and needs to involve domain experts and ethicists (McCradden

et al., 2020; Pfohl et al., 2022; Alderman et al., 2025).

Nevertheless, there is increasing evidence that medical image AI models can exhibit performance dis-

parities across protected population subgroups (Seyyed-Kalantari et al., 2021; Glocker et al., 2023;

Daneshjou et al., 2022; Olesen et al., 2025), which may lead to inequitable outcomes. This is espe-

cially true when the models are trained on datasets encoding real-world structural biases. These bi-

ases may, for example, manifest by the under-representation of some patient subgroups in the training

data or by the presence of systematic labelling errors in certain subgroups (Abbasi-Sureshjani et al.,

2020; Larrazabal et al., 2020; Petersen et al., 2022).

Depending on the context, mitigating subgroup disparities can sometimes be seen as a specific sub-

case of domain generalisation, where the goal is to improve robustness against subpopulation shifts

specifically (Sarhan et al., 2020; Zemel et al., 2013; Creager et al., 2019). However, to date, al-

gorithmic fairness remains an open research problem, an issue we will discuss in more details in

Section 8.2.3.
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1.2.4 Wider context

It is worth highlighting that various guidelines were recently proposed to provide practical guidance for

the trustworthy deployment of clinical AI systems. For example, the FUTURE-AI guidelines by Lekadir

et al. (2025) provide best practices along six dimensions: fairness, universality, traceability, usability,

robustness, and explainability. The STANDING Together consensus in Alderman et al. (2025), on

the other hand, proposes recommendations to tackle bias issues in health datasets. Finally, the

CONSORT-AI guidelines in Liu et al. (2020b) introduce specific guidance for clinical trials involving AI

systems.

Beyond ethical requirements, enabling the reliability, robustness and fairness of clinical AI systems

is also key to complying with the latest AI regulatory frameworks, such as the EU AI act (Edwards,

2022; Madiega, 2024) or the UK regulations on the use of AI as medical devices (RHC, 2022). In-

deed, regulators explicitly require AI solutions to (i) justify how they mitigate risks associated with

changing environments, (ii) report performance on under-represented groups and, (iii) detail continu-

ous monitoring processes built into the model. However, despite their paramount importance, safety

components such as monitoring and failure detection tools are still largely under-explored from an

academic point of view and lacking in practice.

1.3 Research goals and thesis outline

We have identified several key components necessary for enabling the safe deployment of machine

learning systems in clinical settings. In this thesis, I specifically focus on addressing challenges related

to reliability and robustness of image-based disease classification models.

The main goals of this thesis can be summarised as follows:

• To devise new methods to improve reliability and performance monitoring of disease clas-

sification models in medical imaging.

• To devise new methods to improve the robustness of these models against image acquisi-

tion shifts.

This thesis is organised as outlined below. Note that each contribution chapter is self-contained and

covers the relevant background material.

Chapter 2 introduces fundamental topics and concepts pertaining to the understanding of this thesis.

We start with a brief review of deep learning for image classification, followed by a review of dataset
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shifts and uncertainty estimation methods, and conclude with an overview of popular self-supervised

learning paradigms.

In Chapters 3 to 5, we focus on reliability. As outlined above, here, our goal is to build safeguarding

systems alerting users when model outputs should not be trusted:

• In Chapter 3, we start by investigating in-domain failure detection for medical image classification

models. Specifically, we run an in-depth comparative analysis of various uncertainty estimation

methods for their ability to detect misclassified examples. Surprisingly, we found that the stan-

dard softmax confidence estimate still provides the best indication of in-domain model failures,

with no other benchmarked method able to outperform this baseline consistently across tasks.

• In practice, the assumption that inputs remain in-distribution may not always hold, as the de-

ployment environment might differ from the development environment. Hence, in Chapter 4,

we focus on predicting algorithm performance under dataset shifts. Specifically, we show how

accounting for the distance between train and test samples drastically improves the quality of

performance estimators, across a large set of tasks.

• While performance monitoring is essential for post-deployment surveillance, it may not be suf-

ficient on its own. Indeed, if a dataset shift occurs and a model performance drop is predicted,

users will require more information on the source of the shift in order to know which shift mit-

igation strategies are applicable. To answer this question, in Chapter 5, we propose a novel

shift identification method, able to not only detect the presence of dataset shift but also to pre-

cisely identify whether this shift was caused by prevalence shift (a shift in the label distribution),

covariate shift (a shift in input distribution) or a mix of both.

Detecting model failures and performance drops in changing environments is paramount for enabling

the safe deployment of models. However, if disease classification models remain brittle to changes in

their deployment environments, those alert systems would trigger constantly. Hence, in the second

part of this thesis, in Chapters 6 and 7, we focus on model robustness. We specifically focus on

improving robustness against a pervasive issue in medical imaging: acquisition shift.

• In Chapter 6, we propose an unsupervised method to automatically correct drifts in clinical met-

rics (specificity, sensitivity). This method addresses the adverse effects of acquisition shifts in

the absence of prevalence shifts by correcting model outputs at test-time without changes to

the underlying classification model. We demonstrate the effectiveness of this method on breast

screening applications as well as histopathology classification tasks.
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• In Chapter 7, we investigate how to leverage latest developments in causal generative modelling

to improve robustness of contrastively-learned features against acquisition shifts. We demon-

strate the effectiveness of the proposed counterfactual contrastive learning method to improve

robustness against acquisition shifts on both chest radiography and mammography.

This thesis is based on the following research publications (note that earlier publications were pub-

lished under my maiden name, Mélanie Bernhardt):

Chapter 3: M. Bernhardt, F. D. S. Ribeiro, and B. Glocker. Failure detection in medical image

classification: A reality check and benchmarking testbed. Transactions on Machine Learning

Research, 2022.

Chapter 4: M. Roschewitz and B. Glocker. Distance matters for improving performance esti-

mation under covariate shift. In 2023 IEEE/CVF International Conference on Computer Vision

Workshops (ICCVW), pages 4551–4561, © 2023 IEEE.

Chapter 5: M. Roschewitz, R. Mehta, C. Jones, B. Glocker. Automatic dataset shift identifica-

tion to support safe deployment of medical imaging AI. In International Conference on Medical

Image Computing and Computer-Assisted Intervention (MICCAI), Springer, 2025 (in press).

Chapter 6: M. Roschewitz, G. Khara, J. Yearsley, N. Sharma, J. J. James, É. Ambrózay, A.

Heroux, P. Kecskemethy, T. Rijken, and B. Glocker. Automatic correction of performance drift

under acquisition shift in medical image classification. Nature Communications, 14(1):6608,

2023.

Chapter 7a: M. Roschewitz, F. de Sousa Ribeiro, T. Xia, G. Khara, and B. Glocker. Robust

image representations with counterfactual contrastive learning. In Medical Image Analysis, vol-

ume 105, 2025.

Chapter 7b: M. Roschewitz, F. de Sousa Ribeiro, T. Xia, G. Khara, and B. Glocker. Counter-

factual Contrastive Learning: Robust Representations via Causal Image Synthesis. In Data

Engineering in Medical Imaging, pages 22–32, MICCAI Workshop. Springer Nature, 2024.

Besides the main publications presented in this thesis, during my PhD, I was also involved in other

research projects. In particular, we have previously discussed the importance of addressing fairness

issues in medical AI systems. While this issue is out of the scope of this thesis, I have contributed

to various projects in this area, in particular discussing the importance of precisely defining dataset

biases when studying algorithm bias:
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• M. Bernhardt*, C. Jones*, and B. Glocker*. Potential sources of dataset bias complicate in-

vestigation of underdiagnosis by machine learning algorithms. Nature Medicine, 28(6):1157-

1158, 2022.

• B. Glocker, C. Jones, M. Bernhardt, and S. Winzeck. Algorithmic encoding of protected char-

acteristics in chest x-ray disease detection models. EBioMedicine, 89, 2023

• B. Glocker, C. Jones, M. Roschewitz, and S. Winzeck. Risk of bias in chest radiography deep

learning foundation models. Radiology: Artificial Intelligence, 5(6):e230060, 2023

• C. Jones, M. Roschewitz, and B. Glocker. The role of subgroup separability in group-fair

medical image classification. In International Conference on Medical Image Computing and

Computer-Assisted Intervention, pages 179–188. Springer, 2023.

• C. Jones, F. D. S. Ribeiro, M. Roschewitz, D. C. Castro, and B. Glocker. Rethinking Fair

Representation Learning for Performance-Sensitive Tasks. In International Conference on

Learning Representations, 2025.

Finally, I have additionally contributed to the following projects closely related to the topics explored

in this thesis:

• M. Rosnati, M. Roschewitz, and B. Glocker. Robust semi-supervised segmentation with

timestep ensembling diffusion models. In Proceedings of the 3rd Machine Learning for Health

Symposium, pages 512-527. PMLR, 2023

• T. Xia, M. Roschewitz, F. De Sousa Ribeiro, C. Jones, and B. Glocker. Mitigating Attribute

Amplification in Counterfactual Image Generation. In International Conference on Medical

Image Computing and Computer Assisted Intervention, pages 546–556. Springer, 2024.

• A. Schueppert, B. Glocker, and M. Roschewitz. Radio-opaque artefacts in digital mammog-

raphy: automatic detection and analysis of downstream effects. In IEEE International Sym-

posium on Biomedical Imaging 2025, 2025.
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Chapter 2

Background

2.1 A brief review of deep learning for image classification

This section provides a short overview of deep learning-based image classification models. We begin

by outlining the fundamental principles of building classification models, followed by an introduction

to neural networks, and then dive into vision-specific architectures such as convolutional networks

and vision transformers. We invite the reader to consult the books of Bishop & Bishop (2023) and

Goodfellow et al. (2016) for a more in-depth treatment of these topics.

2.1.1 Image classification models

Classification
model 

Figure 2.1: Illustration of an image classification model. The model f learns the mapping
between input and target variables. Specifically, for each input x, it predicts individual class
probabilities P (Y = c|X = x). These probabilities are then used to infer to which target class
x belongs, by taking the class with the highest probability ŷ = argmaxc f(x)c.

A classification model is a predictive model aiming to classify data points into predefined categories.

The main objective of a classification model is to predict the class label for new, unseen instances

based on the training data provided. A visual representation of such a model can be found in Fig. 2.1.

Formally, let X ∈ X be the input variable to the model. Let Y ∈ {1, ..., C} be the target variable. For

image classification models, X denotes the random variable capturing the images, Y is assumed to

be categorical, where each value corresponds to one possible class. The goal is to learn the mapping
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between inputs and the target variable. Formally, we focus on learning the mapping

f : X → [0, 1]C , (2.1)

such that

∀c ∈ {1, ..., C}, f(x)c = P (Y = c|X = x), (2.2)

where f(x)c denotes the cth component of f(x). Individual class probabilities can then be transformed

into categorical predictions by assigning the predicted class ŷ to the class with the highest predicted

probability:

ŷ = argmax
c

f(x)c (2.3)

Alternatively, for binary problems (i.e. Y ∈ {0, 1}) it is also common to only predict the score for the

positive class f(x) = P (Y = 1|X = x) (as P (Y = 0|x) = 1− P (Y = 1|x)). In this case, it is possible

to choose a custom prediction threshold Ä such that:

ŷ =











1 if f(x) > Ä ,

0 otherwise.
(2.4)

Taking Ä = 0.5 is then equivalent to Eq. (2.3) for two-class problems. Choosing a custom threshold

allows for a more fine-grained choice of the model operating point, for example in scenarios where

false positives are preferred over false negatives.

2.1.2 Feed-forward neural networks

A feed-forward neural network is a computational model inspired by the human brain that processes

information by composing multiple functions:

f(x) = fL ◦ fL−1 ◦ ... ◦ f2 ◦ f1(x) (2.5)

where each individual function f i : RNi−1 → R
Ni is represents a layer, with N0 the dimension of the

input and L the number of layers. We show an example of a two-layer network in Fig. 2.2.

We can distinguish three different types of layers:

• The input layer: as it names indicates contains the input data x. For image classification models,

the input x = [x1, ..., xn] is the vector of all image pixels (with xi the ith pixel).

• The hidden layers: intermediate computations, f1, ...fL−1.
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Input layer neuron

Hidden layer neuron

Output layer neuron

Figure 2.2: Illustration of a fully-connected neural network with one hidden layer. In
this example, the dimension of the input is 2, the dimension of the hidden layer is 3, and the
dimension of the output layer is 1.

• The output layer: the last layer of the network fL. In a classification network, the final output of

this layer predicts P (Y = c|X = x).

Each node in the network is called a neuron, each layer being composed of several neurons. In the

example in Fig. 2.2, the hidden layer has three neurons, and the output layer has one neuron. The

dimension of the layer denotes the number of neurons in that layer. Each neuron receives inputs

from various neurons from the previous layer and computes its own output value. A network is called

feed-forward fully connected when, for each layer, every neuron uses all neurons from the previous

layers as inputs (like in Fig. 2.2).

In a fully-connected connected network (FCN), also known as multi-layer perceptron (Rosenblatt,

1958) (MLP), each neuron computes a weighted sum of its inputs, adds a bias, and then applies an

activation function to introduce non-linearity. Formally, in a FCN with L layers, for l ∈ {1, ..., L}, let zlj

be the jth neuron in the lth layer, hl the activation function and nl the dimension of the lth layer. We

use l = 0 to denote the input layer. Then, for all l ∈ {1, ..., L}, the FCN computations are defined as

follows:

alj :=

nl−1
∑

k=1

wl
kjz

l−1
k + wl

0j =

nl−1
∑

k=0

wl
kjz

l−1
k , with zl−1

0 = 1 (2.6)

zlj := hl
(

alj

)

, (2.7)

where wl
kj denotes the learnable parameter connecting zl−1

k to zlj and wl
0j the bias parameter.

In the hidden layers, typical choices for h include the logistic sigmoid function Ã(x) = 1
1+e−x , the

hyperbolic tangent tanh or for more modern networks the ReLU functionReLU(x) = max(0, x). For the
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output layer, in classification networks, the activation function’s role is to transform the raw activations

of the output layer, also known as the logits, into class probabilities, i.e. outputs should sum up to 1.

Typically, the softmax function is used for that purpose:

softmax(a(L))i :=
ea

(L)
i

∑C
j=1 e

a
(L)
j

, ∀i ∈ {1, ..., C} (2.8)

with a
(L) ∈ [0, 1]C , the activations of the last layer i.e. the logits. For binary problems (which can be

modelled by predicting the likelihood of positive class only), the sigmoid can be used instead.

2.1.3 Model optimisation

Loss function

Training a neural network for classification involves iteratively adjusting the network’s parameters so

that it accurately predicts the correct class for a given input. Like humans, the network learns from its

mistakes. Hence, we need to define the loss function, which is used to penalise the network when the

predictions are far from the ground truth annotations during training. In the following, let θ designate

the parameters of the neural network.

Let us take the example of a multi-class classification task with C classes, and let f(x;θ) := [p̂1, ..., p̂C ]

denote the output of the network (with the current set of parameters θ). The loss function should

encourage the network to predict p̂c ≈ 1 for all inputs labelled as c, for all c ∈ C. To achieve this, a

popular choice of loss function is the cross-entropy loss, defined as:

L(x, y;θ) = −
C
∑

c=1

yc log(p̂c), (2.9)

where yc = 1{y=c}. The cross-entropy loss is most widely used for training classification models,

though many other variants have been proposed, especially in settings where the target distribution

is particularly imbalanced. Examples are weighted cross-entropy loss (where different target classes

get weighted differently) or the focal loss (Lin et al., 2020) defined as L(x, y;θ) = −
∑C

c=1 yc(1 −
p̂c)

γ log(p̂c), with µ > 0 a hyperparameter reducing the weight of well-classified examples in the loss

function to encourage the network to focus on harder examples.

Empirical risk minimisation

Our goal is to build a classification model able to correctly map any new data point x ∈ X to its correct

class y. The optimal model should minimise the expected risk over the true underlying data distribution
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P (X,Y ), i.e. we want to find θ
∗ such that:

θ
∗ = argmin

θ

EP (X,Y ) [L(X,Y ;θ)] (2.10)

However, in practice, we do not have direct access to the distribution P . Instead, we assume that we

have access to a set of samples from this distribution from which the model can learn. This forms our

training set, Dtr := {(xi, yi)}Ntr

i=1, where Ntr is the size of the training set. Given that we do not have

access to the true distribution P , we can not directly optimise Eq. (2.10). Instead, during training,

network parameters are optimised such that the average loss value of over all training examples is

minimised. This process is called empirical risk minimisation. In other words, the goal of empirical

risk minimisation is to find the set of optimal parameters θ̂ such that:

θ̂ := argmin
θ

1

N

N
∑

i=1

L(xi, yi;θ) := argmin
θ

L(D; ¹) (2.11)

Gradient descent

Given that the analytical solution of this equation is often computationally intractable, in particular for

large neural networks, network parameters typically get optimised via gradient descent. This iterative

optimisation technique consists of taking a series of small steps in the direction of the (negative)

gradient of the function to minimise to progressively move towards the solution. At each iteration t,

the parameters are updated as follows:

θt = θt−1 − ³∇θL(D; ¹), (2.12)

where ³ is called the learning rate and characterises the size of step between each iteration. The

choice of the learning rate has substantial effects on the optimisation result.

In practice, evaluating the loss function and computing its gradient over the entire training set is com-

putationally extremely costly. Hence, instead of using the entire training set at each iteration, we

typically use mini-batch gradient descent to optimise networks. In this process, the training set gets

randomly divided into smaller subsets of B samples, and each of these subsets is called a (mini)-

batch, while B is called the batch size. Then, at every iteration, one mini-batch is sampled, and the

loss function is computed only on the samples from that mini-batch to get the gradient update from

Eq. (2.12). Once all the mini-batches have been seen once, we say that one epoch is complete. The

mini-batch assignments then get reshuffled, and a new epoch starts. We repeat this process until

convergence. Note that, when the batch size is 1, this process is usually referred to as stochastic
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gradient descent.

Given the high dimensional nature of the optimisation problem in neural networks, several extensions

to the gradient descent algorithms have been proposed to stabilise training and to reach faster con-

vergence. Popular extensions include the introduction of momentum where each gradient descent

update is a linear combination between the current gradient and the previous update (Rumelhart

et al., 1986). Another popular optimiser choice in deep learning is the Adam optimiser by Kingma &

Ba (2015). It computes adaptive learning rates for each parameter using estimates of the first and

second moments of the gradients. With Bt the sampled mini-batch at iteration t, the update rule in

Adam can be detailed as follows:

gt = ∇θL(Bt; ¹t−1) (2.13)

mt = ´1mt−1 + (1− ´1)gt (2.14)

m̂t =
mt

1− ´t
1

(2.15)

vt = ´2vt−1 + (1− ´2)g
2
t (2.16)

v̂t =
vt

1− ´t
2

(2.17)

¹t = ¹t−1 − ³ · m̂t√
v̂t + ϵ

(2.18)

Where ϵ is a small constant to prevent division by zero (e.g., 10−12), ´1 and ´2 are hyperparameters

(often chosen as ´1, ´2 = (0.9, 0.999)).

Backpropagation

Gradient descent (and other optimisers) requires the computation of the gradient of the loss with

respect to every parameter in the network. The overall function represented by the network is, by

design, highly nested, making it difficult to compute these gradients efficiently. Indeed, whereas neu-

ral network models were already proposed in 1950s (Rosenblatt, 1958), for many years, difficulties

in optimising their parameters have hindered their widespread adoption. Thankfully, in the 1980s,

Rumelhart et al. (1986) made a significant breakthrough in optimising the parameters of these net-

works: backpropagation.

Backpropagation allows for efficient computation of the gradients of model parameters, layer-wise, in

an iterative fashion. In the following, without loss of generality, we assume we only have one data

point contributing to the loss. For simplicity of notation we use L = L(x, y;θ). We remind the reader
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that each neuron in layer l is defined by the following equation:

zlj = hl
(

alj

)

= hl

(

∑

k

wl
kjz

l−1
k

)

(2.19)

To optimise model parameters, we need to compute ∂L
∂wl

kj

for all weights parameters. The first step

in the backpropagation algorithm is called the forward pass. In this step, the inputs are propagated

through the layers iteratively to collect all intermediate outputs zlj .

The next step is called the backward pass, where we progress in reverse order through the layers to

progressively compute the gradients with respect to the parameters of each layer l, ∂L
∂wl

ij

.

Let us start with introducing the notation:

¶lj :=
∂L
∂alj

(2.20)

Then, using the chain rule, we can observe that:

∂L
∂wl

ij

=
∂L
∂alj

∂alj

∂wl
ij

=
∂L
∂alj

zl−1
i = ¶ljz

l−1
i (2.21)

For l = L, i.e. at the output layer, we can directly compute ¶Lj = ∂L
∂aLj

. For l ∈ {1, · · · , L − 1}, we can

once again use the chain rule along with Eq. (2.19) to get:

¶lj =
∂L
∂alj

=
∑

k

∂L
∂al+1

k

∂al+1
k

∂alj
(2.22)

=
∑

k

¶l+1
k

∂al+1
k

∂alj
(2.23)

=
∑

k

¶l+1
k

∂al+1
k

∂zlj

∂zlj

∂alj
(2.24)

=
∂zlj

∂alj

∑

k

¶l+1
k

∂al+1
k

∂zlj
(2.25)

= ḣl
(

alj

)

∑

k

¶l+1
k wl+1

jk (2.26)

where ḣl is the first derivative of hl. Combining Eqs. (2.21) and (2.26) we can then very efficiently

compute the gradients layer by layer iteratively starting from the output layer, using the layer-wise

outputs computed during the forward pass:

∂L
∂wl

ij

= ¶ljz
l−1
i = ḣl

(

alj

)

∑

k

¶l+1
k wl+1

jk , ∀ l ∈ {1, · · · , L− 1} (2.27)
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The overfitting problem

The goal of empirical risk minimisation is to find the parameters θ̂ such that the training loss is min-

imised. With a flexible enough model, it is possible to find θ̂ such that the training loss is approximately

zero. However, a zero training loss simply implies that the model has learned to perfectly classify the

training examples. It does not necessarily mean that the model will successfully classify any previ-

ously unseen testing examples, which is our actual goal, as specified in Eq. (2.10). This problem

of having a low training error but a high testing error is called overfitting. Model overfitting occurs

when the model fits the training data too closely, learning the noise and details in the training data,

resulting in poor generalisation on new, unseen data. We illustrate this on a simple 2D example in

Fig. 2.3.

(a) Good fit model (b) Overfitted model

Figure 2.3: Illustration of model overfitting on a simple 2D example. The black line denotes
the learned boundary for a model with a good fit (left) and an overfitting model (right).

To avoid this situation, it is crucial to monitor the performance of the model on a hold-out set (i.e.

a set of examples not used during training), as opposed to the performance on the training set. In

practice, we randomly split the dataset into three sets: (i) the training set (used for training), (ii) the

validation set (used for optimising hyperparameters, monitoring performance during training and for

model selection) and, (iii) the test set (used for reporting the final model performance).

2.1.4 Convolutional neural networks

Fully connected neural networks are powerful models. However, when inputs are high dimensional,

they are very parameter intensive. This is notably the case of images, where each pixel constitutes

one input unit. Moreover, they do not take any spatial structure into account, individual input units

are considered independent of each other. This is sub-optimal for highly spatially-structured inputs

such as images, where neighbouring pixels often capture similar information. For this reason, layers

leveraging additional inductive biases, tailored to computer vision problems, were introduced.
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Convolutional layer

One fundamental type of layer in computer vision is the convolutional layer (LeCun et al., 1989) com-

posed of a matrix convolution operation, followed by a non-linear activation function. Let X ∈ R
M×N

denote the input. The matrix convolution operation is parametrised by a kernel matrix K ∈ R
K1×K2

(a.k.a. convolutional filter). The result of the convolution operation (X ∗K) ∈ R
(M+K1−1)×(N+K2−1) is

defined as follows1:

(X ∗K)i,j =
∑

u

∑

v

Ku,vXi+u,j+v (2.28)

In Fig. 2.4, we illustrate the computation of the convolution operation on a simple example.

  

Figure 2.4: Computation of one convolution operation with a filter of size 2x2.

The convolution operation is particularly powerful at detecting specific patterns in images with only

very few parameters. When using the right filters, the convolution can act as an edge detector, corner

detector and more, we show some examples in Fig. 2.5.

Figure 2.5: Effect of applying the convolution operation with specific filters. From left to
right: (i) original image, (ii) image after applying the horizontal edge detector filter, (iii) image
after applying the vertical edge detector filter. The matrices in the top corners depict the con-
volutional filter used.

1Using 0-based indexing of matrices. Note that we here follow the convention of the machine learning community to
define the convolution operation. Mathematically (strictly) speaking this is a cross-correlation operation, equivalent to a
convolution operation where we flipped the kernel with respect to the input.
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If the input has multiple channels e.g., for RGB images (where we have 3 input channels, one for Red,

one for Green, one for Blue), we learn one filter for each input channel, apply the convolution oper-

ation separately for each channel and then sum over the channels. Similarly, we can apply multiple

convolutions in parallel, that is, for each input channel, we learn more than one filter. The number of

filters to learn for each input channel is then called the number of output channels. The process is

illustrated in Fig. 2.6. Concretely, for an image of dimension Cin×H ×W , for a convolution layer with

kernel size K1 ×K2, with Cout output channels, we learn Cin ×K1 ×K2 × Cout parameters, and the

output of that layer has Cout channels.

(a) RGB Input (b) Filters (c) Outputs

Figure 2.6: Multi-dimensional convolution operation. Illustration of the computation for a
convolutional operation with three input channels, two output channels and kernels of size 2×2.

Convolutional neural networks

It is important to note that a single convolution operation is local, only considering the information

present in the region covered by the kernel, the receptive field, to compute the output matrix. However,

if we compose these operations, we can notice that the receptive field progressively increases, as

shown in Fig. 2.7. This enables convolutional neural networks (CNNs), i.e. networks composed of

several convolutional layers, to learn global patterns by combining information from different parts of

the image.
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Figure 2.7: Growth of the receptive field across several layers. The red outlines highlight
the receptive field of the output (in red) at each layer. The orange outline in the first layer
highlights the receptive field of the pixels which are coloured in orange in the second layer.

To further summarise global patterns in an image, CNNs also incorporate dimensionality reduction

layers between certain convolutional layers. These layers are often referred to as pooling layers. Like

convolutions, the pooling operation is applied to a specific region of the image (or image patch). In

max-pooling (Riesenhuber & Poggio, 1999), we simply take the maximum over the patch, while in av-

erage pooling we compute the average over the patch instead (Jarrett et al., 2009). These operations

are illustrated in Fig. 2.8.

AvgPool(2 x 2, )   =MaxPool(2 x 2, )   =

Figure 2.8: Max-pooling and average pooling operations. Illustration of the 2x2 max-pooling
(a) and the average pooling (b) operations, which reduce the image size from 4x4 to 2x2.

A typical convolution neural network is then composed of a succession of convolutional layers and

downsampling layers to extract meaningful patterns in the images, up to the last layer of the network;

this part of the network is usually called the encoder. In the last layer of the network, the extracted im-

age representations are flattened into a one-dimensional vector before being fed into one (or several)

fully connected layer(s) responsible for the final classification output. The role of the convolutional

encoder is to extract meaningful vector representations of the images such that these representations

can be classified efficiently with only one (or a few) dense layers.

The particular choices of layer parametrisation (kernel size, number of channels, non-linear activation

function), along with choosing the exact number of convolutional and downsampling layers, defines

the architecture of the network.
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Deep residual networks

The choice of model architecture can have a substantial impact on the classification performance

of the model. Modern neural networks tend to be quite deep, often stacking hundreds of layers.

While stacking many layers has shown promising results (Simonyan & Zisserman, 2015), it was also

noticed that simply stacking so many layers may lead to optimisation issues, in particular vanishing

and exploding gradients (Glorot & Bengio, 2010). One solution to this problem has been proposed by

He et al. (2016), when they proposed Deep Residual Networks, known as ResNets. In this approach,

the authors introduce residual blocks, where instead of learning the desired output directly, we learn

the difference between the input and the desired output. A residual block typically consists of two

or more convolutional layers followed by a skip-connection that bypasses these layers and adds the

original input directly to the output of the stacked layers, as illustrated in Fig. 2.9. These ResNets have

shown tremendous success across many applications over the years and are, to this date, among the

most widely used CNN architectures.

Convolution 1

Convolution 2

ReLu activation

+

ReLu activation

R
es

id
ua

l b
lo

ck

Figure 2.9: Residual block. x represents the input to the residual block. Adapted from He
et al. (2016).

2.1.5 Vision transformers

Besides convolutional neural networks, in recent years, another type of neural network has emerged,

initially designed for natural language processing tasks: transformers (Vaswani et al., 2017). Trans-

formers are a neural network architecture specialised in processing sequential data by using self-

attention mechanisms to capture relationships between all elements of the input, regardless of their

position. Motivated by their success in processing language, Dosovitskiy et al. (2020) have proposed
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to adapt the transformer architecture for processing images. A schematic explanation of the vision

transformer architecture can be found in Fig. 2.10.

Embedding layer
<CLS>

Norm layer

Multi-head attention

+

Norm layer

MLP

+
x N

210 3 4 5 6 7 8 9 10 11 12 13 14 15 16

Classification
head P(y=Dog) = 0.9

Figure 2.10: Vision transformer architecture (Dosovitskiy et al., 2020). The image first gets
divided into small patches, each patch then gets projected to a smaller dimension with the
embedding layer (linear projection or CNN), and each patch embedding gets complemented
with its positional embedding. We append a special class token to the input sequence, in charge
of capturing the global semantics of the image. Each input embedding then gets fed into the
transformer encoder, composed of several transformer blocks, here N denotes the number of
such blocks. The final embedding of the class token is fed to the classification head to produce
the final class prediction.

Input embeddings

Convolutional networks process images as a whole. In transformer networks, each image is instead

first divided into a sequence of small patches (e.g. 16x16 pixels). In the first step, we compute a low

dimensional representation of each patch, called patch embedding, either by applying a simple linear

projection (Dosovitskiy et al., 2020) or by using a convolutional network (Wu et al., 2021). Moreover,

prior to being fed into the transformer, each patch embedding is complemented by a positional em-

bedding, in charge of adding the spatial information related to the position of the patch in the image

to the patch embedding (please refer to Dosovitskiy et al. (2020) for more details on the positional
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embeddings). The sequence of patch embeddings finally gets prepended with a special class token

embedding, in charge of capturing the global semantics of the image. This sequence of embeddings

(including the class token) is then passed to the transformer encoder.

Transformer encoder and multi-head attention

The transformer encoder is composed of a series of several transformer blocks (represented in the

white box in Fig. 2.10). Each transformer block comprises two sub-blocks: (i) a normalisation layer,

followed by a multi-head attention layer; (ii) a normalisation layer followed by an MLP, with a residual

connection between both blocks.

The key component of the transformer block is the multi-head attention block, represented in Fig. 2.11.

At its core lies the (self-)attention mechanism, used to progressively update the patch embeddings

based on the relationships between different patches in the input sequence.
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Figure 2.11: Multi-head attention block, with 3 heads depicted. K ∈ R
p×dk , V ∈ R

p×dv and
Q ∈ R

p×dk denote the input keys, values and queries, with p the number of tokens in the input
sequence. ‘Linear’ denotes a simple linear layer. Adapted from Vaswani et al. (2017).

Let us start by defining the attention mechanism. Formally let Q ∈ R
p×dk be a set of query em-

beddings, K ∈ R
p×dk , V ∈ R

p×dv a set of key-value mappings, with p the number of tokens in the

sequence (here number of images patches + 1). The attention mechanism first measures the simi-

larity between the query Q and all keys K, and then outputs a weighted sum of values V where each

weight is determined by the similarity between the corresponding key and the query:

Attention(Q,K, V ) = Softmax

(

QKT

√
dk

)

V. (2.29)
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The multi-head attention block with h heads is then defined as follows. First, Q,K, and V are all

assigned the values of the patch embeddings outputted by the previous layer. These queries, keys,

and values are then linearly projected h times using distinct, learned linear projections (see top yellow

blocks in Fig. 2.11). The attention function is then applied in parallel to each of these projected

(Q′,K ′, V ′) triplets (pink blocks in Fig. 2.11), producing h output vectors for each patch. For each

patch, these output vectors are subsequently concatenated and linearly projected again, generating

the final output patch embeddings. These updated patch embeddings will then be fed to the next

attention layer. This process is repeated N times, with N the number of attention layers.

In the last step, the final class token (as outputted by the last multi-attention layer) gets fed into the

classification head (a simple linear layer or a shallow MLP) to produce the final classification output.

An alternative to the class token is to take the average overall patch embeddings as the global image

representation to be fed into the classifier.

2.2 Dataset shift and model generalisation

Deep learning-based image classification models can be extremely powerful and, as discussed earlier,

have been very successful across a wide range of classification tasks. However, as we alluded to in

the introduction (Chapter 1), these models can be very sensitive to changes in the data distribution. If

the training and testing data distributions differ, the model might underperform substantially. An issue

often called the generalisation problem.

In this section, we will give a brief overview of the potential sources of dataset shift in medical imaging

and popular strategies to improve robustness against shifts. Please note that this overview is not

meant to be an exhaustive review; its goal is simply to introduce key concepts relevant to the research

carried out in this thesis. In particular, more focused background reviews on specific subtopics will be

provided as necessary in the subsequent chapters.

2.2.1 Types of dataset shifts

Label, covariate and concept shifts: formal definitions

Let us recall our previous notations. We are interested in learning the classification model f : X → Y ,

mapping input variable X to the target variable Y , such that f(x) ≈ P (Y |X = x). To learn this

mapping we collect a training set of input-target pairs from the training distribution Ds = {xi, yi}Ns

i=1

where (xi, yi) ∼ Ps(X,Y ), with Ps referred to as the source distribution. We say that a distribution

shift happens, if the target (test) distribution Pt(X,Y ) differs from the source distribution i.e.:
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Ps(X,Y ) ̸= Pt(X,Y ) (2.30)

As illustrated in Fig. 2.12, we can distinguish between three types of distribution of shifts:

• covariate shift: when the input distribution changes while the conditional mapping between target

and input is preserved. Formally, Ps(X) ̸= Pt(X), while Ps(Y |X) = Pt(Y |X).

• label shift: when the target distribution changes while the conditional mapping is preserved, i.e.

Ps(Y ) ̸= Pt(Y ), while Ps(X|Y ) = Pt(X|Y ),

• concept shift: when the mapping between input and target changes across both distributions,

i.e. Ps(Y |X) ̸= Pt(Y |X).

For a detailed review of these shifts, we invite the reader to consult Murphy (2023) (chap. 19).

CONCEPT SHIFTLABEL SHIFTCOVARIATE SHIFTSOURCE DATA

A change in A change in A change in No shift

Figure 2.12: Illustration of label, covariate and concept shifts in 2D. The dashed line repre-
sents the true class boundary (given by P (Y |X)), individual points are coloured by their label.
Figure inspired from Murphy (2023) (chap. 19).

In medical imaging, sources of distribution shifts are multiple:

• Acquisition shift, changes in image characteristics and acquisition protocols. Such changes

may occur due to a change in acquisition device (e.g. new scanner), a change in user-settings

(e.g. higher contrast) or an update in image post-processing software. This is one of the most

prominent sources of shifts in the medical imaging domain, in particular when deploying a model

across various locations and hospitals. Acquisition shift is a type of covariate shift.

• Prevalence shift, a change in the label distribution. Such changes, for example, occur due to

seasonal variations (e.g. the flu is more prevalent in winter than in summer) or to geographical

location shifts.

• Population shift, where the patient population changes. These changes may manifest by differ-
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ences in various protected attributes (e.g. age, gender, ethnicity, socioeconomic status), envi-

ronmental factors and more. Any such changes may affect the distribution of the inputs fed into

the classification models as they may affect image appearance, severity of pathology, pathology

appearance and more. Population shift entails covariate shift (changes in the image distribu-

tion) but may also induce label shift if the prevalence of a disease changes across population

subgroups.

• Annotation shift denotes changes in annotation protocols, potentially leading to the same image

being assigned a different label between source and target domains. Domain generalisation

techniques can not easily address this type of shift, as the mapping between input and targets

learned at training time is no longer valid at test time. Annotation shift induces a concept shift.

A detailed treatment of these shifts and their causal relationships with the data-generating process

can be found in Castro et al. (2020).

2.2.2 Domain adaptation and generalisation

We can distinguish two approaches to ensure model robustness across domains: domain adaptation

and domain generalisation. In the scenario where the target domain is known, and a small (potentially

unlabelled) dataset from this domain is available, domain adaptation techniques focus on updating

the model to fit its new deployment environment and maintain a high level of performance. The other

approach, domain generalisation, aims to build models that perform well on unseen domains, without

having access to the particular target domain of interest, a significant challenge when the training data

is limited to specific environments.

Domain adaptation

Domain adaptation techniques aim to transfer knowledge from a source domain to a target domain

with different distributions.

If the labels are available on the training domain, the model can directly be finetuned on this data,

e.g. Ghafoorian et al. (2017). However, in many scenarios, only unlabelled data is available on the

target domain, prompting research in unsupervised domain adaptation (UDA). Key UDA approaches

include:

• Feature alignment: where the goal is to align feature distributions across domains. This includes

domain-adversarial training (Ganin et al., 2016; Tzeng et al., 2017; Kamnitsas et al., 2017),

optimising Maximum Mean Discrepancy (MMD) (Baktashmotlagh et al., 2016) or minimising
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differences in covariance matrices (Sun & Saenko, 2016), and more.

• Instance reweighting: methods which adjust the influence of source data based on its relevance

to the target, these for example include, importance weighting and Kernel Mean Matching (Gret-

ton et al., 2012).

• Self-training: using pseudo-labelling to iteratively refine the model with target data (Lee, 2013;

Yuan et al., 2024).

• Image translation: where the input data is adapted instead of the model itself using image trans-

lation models, a type of generative model able to convert images from the target domain back to

the source domain (Kang et al., 2021; Zhu et al., 2017; Özbey et al., 2023; Dewey et al., 2019;

Choi et al., 2020).

We refer to Guan & Liu (2022) for more details on domain adaptation techniques in medical imag-

ing.

Domain generalisation

Domain generalisation aims to create models that generalise well to unseen domains without having

access to the target domain. Key techniques include data-centric approaches like augmentation and

synthetic data generation (Chen et al., 2022; Billot et al., 2023; Shen et al., 2022; Khosravi et al.,

2024), model-centric methods like invariant risk minimisation and adversarial training (Li et al., 2018),

optimisation-centric techniques like distributionally robust optimisation (DRO) (Qian et al., 2019), and

representation learning methods focusing on learning domain-invariant features (Li et al., 2018; Liu

et al., 2022a; von Kügelgen et al., 2021) and improve generalisation performance. We invite the reader

to consult the surveys by Zhou et al. (2023a) and Yoon et al. (2024) for a detailed overview of domain

generalisation methods.

2.3 Uncertainty and failure detection in neural networks

In safety-critical applications, such as healthcare, estimating the uncertainty associated with a given

prediction is crucial. Uncertainty may, for example, be used to inform users on whether to trust the

model or not, or may be used for prioritising cases for human review in an automated fashion (Kompa

et al., 2021; van de Leur et al., 2020; Leibig et al., 2022; van de Leur et al., 2020; Leibig et al., 2022).

In this section, we discuss the various sources of uncertainties in (medical) image classification, as

well as their practical implications.
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2.3.1 Calibration

Definition

Many applications require confidence scores that faithfully reflect the true likelihood of a given sample

to be correctly classified, such confidence scores are then said to be well calibrated. In other words,

with a well-calibrated confidence score, given 100 predictions with a confidence score of .75, we expect

75 of those predictions to be correct (Guo et al., 2017).

Plethora of confidence scores have been proposed in the literature, a topic we will discuss in detail in

Chapter 3. The simplest of them consists of simply taking the probability associated with the predicted

class as the confidence score, i.e. maxc p̂c.

Metrics

A popular measure of model calibration is the Expected Calibration Error (ECE) (Guo et al., 2017).

This metric approximates the expected difference between the predicted confidence and the accuracy

of the prediction, by partitioning the output space [0, 1] into M bins. For each bin Bm, we compute the

average confidence score in the bin Conf(Bm) and the actual accuracy in this bin Acc(Bm). The ECE

then reflects the average error over all bins, weighted by the number of samples in each bin:

ECE =

M∑
i=1

|Bm|
N

|acc(Bm)− Conf(Bm)| (2.31)

with N the total number of samples.

Despite its popularity, a major limitation of ECE resides in the necessity of introducing a binning

scheme, which may influence the calibration measure and makes the metric sensitive to small test

set sizes (Gruber & Buettner, 2022). An alternative metric is, for example, the Brier Score (Brier,

1950), which does not require any binning, is a proper score, and measures total calibration (as op-

posed to only top-level calibration like ECE) by computing the average mean squared error between

probabilities and one-hot labels.

Improving calibration

Calibration is a pressing issue in deep learning, as modern neural networks tend to be over-confident in

their predictions when using the softmax output as the confidence score (Guo et al., 2017). Moreover,

it has been shown that model confidence tends to degrade significantly under dataset shift (Ovadia

et al., 2019; Postels et al., 2022), which is an on-going challenge for many practical applications.
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Improving calibration has been the topic of many papers over the last few years (Guo et al., 2017;

Szegedy et al., 2016; Mukhoti et al., 2020; Gupta et al., 2021; Zhang et al., 2020a).

A large portion of the calibration literature has focused on developing post-hoc methods to correct

model under/over-confidence after training. These, for example, include temperature scaling (Guo

et al., 2017), which adjusts the logits by dividing them by a scalar parameter T (temperature) to improve

calibration without affecting model accuracy. Other methods include isotonic regression (Zadrozny &

Elkan, 2002), fitting a piecewise constant, monotonic function to the predicted probabilities, aligning

them more closely with actual observed outcomes.

Others have instead proposed to address miscalibration directly during training, developing specific

loss functions and training strategies. Prominent examples include label smoothing (Szegedy et al.,

2016), entropy regularisation (Pereyra et al., 2017), and focal loss (Mukhoti et al., 2020), which are now

widely used and part of the standard implementation of most deep learning frameworks. Finally, model

ensembling has also been shown to improve model calibration (Lakshminarayanan et al., 2017).

2.3.2 Types of uncertainty

The total uncertainty associated with a point-wise prediction is called the predictive uncertainty. How-

ever, this uncertainty may be caused by different underlying factors. In particular, we need to distin-

guish the uncertainty coming from the data point itself and the uncertainty coming from the model

estimation:

• Aleatoric uncertainty denotes the uncertainty due to the inherent randomness of the outcome

associated with a given data point. This uncertainty can not be reduced by choosing a different

model or collecting more data. In other words, this uncertainty represents the true uncertainty

between the target and the input variable from P (Y |X). In-distribution, the softmax output of a

neural network effectively captures aleatoric uncertainty (Hüllermeier & Waegeman, 2021).

• Epistemic uncertainty, on the other hand, arises from insufficient data and insufficient knowl-

edge about the perfect predictor (Murphy, 2023; Abdar et al., 2021; Kendall & Gal, 2017). It can

be seen as the uncertainty in the model parameters and, in theory, vanishes with infinite data.

We detail how to estimate epistemic uncertainty below.

In Fig. 2.13, we illustrate both types of uncertainties on a toy 2D example.

Next, we present formal definitions of predictive, aleatoric and epistemic uncertainties (more details

can be found in Hüllermeier & Waegeman (2021) and Abdar et al. (2021)). Let p(y|x,D,θ) be the

output of the model with parameters θ, trained on the dataset D. The predictive distribution, capturing
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Figure 2.13: Illustration of aleatoric and epistemic uncertainty. In this toy example, the
data is generated by a mixture of two Gaussians, each component defining one class. From
left to right: in the first pane, we plot the (true) density of each component. The second plot
depicts a dataset of 1000-sampled points from this data generating process. In the third figure,
we compute the true aleatoric (or irreducible) uncertainty associated with this sampled data,
i.e. maxy=0,1 P (Y = y|X) for each data point, as specified by the data generating process. In
the last plot, we illustrate epistemic uncertainty: in regions of low data density, different models
trained on limited data may vary substantially, yielding regions of high epistemic uncertainty.

both aleatoric and epistemic uncertainties, can then be expressed as:

p(y|x,D) =

∫
θ

p(y|x,D,θ)p(θ|D) (2.32)

We can then derive the total uncertainty as the entropy of the predictive distribution. This uncertainty

captures both the aleatoric and epistemic uncertainties.

H (p(Y |x,D)) = −
∑
y

p(y|x,D) log p(y|x,D) (2.33)

Similarly, we can extract the aleatoric uncertainty as the entropy over the predictive distribution across

different model parameters:

Ep(θ|D) [H (p(Y |x,D,θ))] = −
∫
θ

p(θ|D)
∑
y

p(y|x,D,θ) log p(y|x,D,θ) (2.34)

Finally, we can derive the epistemic uncertainty as the difference between the total uncertainty Eq. (2.33)

and the aleatoric uncertainty Eq. (2.34):

Epistemic(x) := H (p(Y |x,D))− Ep(θ|D) [H (p(Y |x,D,θ))] (2.35)
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Various approaches have been proposed to estimate p(θ|D) for neural networks. These include:

Bayesian Neural Networks (where a prior distribution over the network parameters is specified and the

posterior distribution is learned during training, Charpentier et al. (2022); Gal & Ghahramani (2016);

Seligmann et al. (2023)), Deep Ensembles (approximates the posterior distribution over model pa-

rameters by training several networks with different initialisation, Lakshminarayanan et al. (2017)) and

Deep Deterministic Uncertainty estimation methods (directly estimating epistemic uncertainty with a

single forward pass, Mukhoti et al. (2022)).

The reader may wonder how the distinction between different types of uncertainties matters in practice.

We here highlight some examples:

• For out-of-distribution (OOD) detection, epistemic uncertainty is most useful. Indeed, epistemic

uncertainty is expected to be low in the region of the input space that the network has seen

during training (i.e. in-distribution), whereas it should be high in unknown regions of the input

space. This is illustrated in the right-most pane of Fig. 2.13, where the various models differ

most in regions far away from the training data points. As such, a good measure of epistemic

uncertainty should yield good performance in detecting OOD input.

• For selective classification, i.e. classification with the option to reject uncertain samples, we

need to estimate total uncertainty. Indeed, we are interested in the likelihood of the sample

being misclassified overall, no matter whether this uncertainty comes from the intrinsic difficulty

of the sample (aleatoric uncertainty) or from the absence of knowledge from the model (e.g.

because inputs are far from the training distribution). We will discuss selective classification in

Chapter 3.

2.4 Self-supervised learning

In medical imaging, acquiring high-quality annotations for training models in a supervised manner is

difficult: it requires expert knowledge, is time-consuming and expensive. To address this challenge,

various methods have been developed to pretrain models in an self-supervised manner, without re-

quiring human annotations. These methods aim to train encoders able to produce image embeddings

(vector representations) summarising the semantic meaning of each image efficiently.

These pre-trained encoders can then be finetuned for downstream classification tasks, requiring fewer

annotations than randomly-initialised models. In medical imaging, several studies have shown that

pretraining models in a self-supervised manner yields more robust classifiers, in particular when pre-

training on large and diverse datasets (Azizi et al., 2023; Zhou et al., 2023b).
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In this section, provide a brief overview of popular self-supervised training paradigms.

2.4.1 Contrastive learning

The core idea in contrastive learning consists of creating pairs of image views that share semantic

information (positive pairs) and using a contrastive objective to learn similar representations for these

pairs whilst pushing them away from the representations of unrelated inputs (negative pairs). Differ-

ent contrastive methods have been proposed in the literature, mainly varying in the definition of the

contrastive objective and the creation of positive (and negative) pairs.

SimCLR

A seminal work in contrastive learning is SimCLR, proposed by Chen et al. (2020). An illustration of

the SimCLR pipeline can be found in Fig. 2.14. In this work, positive pairs are generated by applying

random photometric and geometric transformations twice to the original image xi to create two differ-

ent views x
(1)
i and x

(2)
i of that image. These views then get fed into a large convolutional encoder to

produce image embeddings h
(1)
i and h

(2)
i . During training, the encoder is then encouraged to learn

similar representations for images within a positive pair, while pushing those apart from the represen-

tations of unrelated inputs in the same batch. Note that embeddings hi are typically high dimensional

(e.g. 1024 dimensions with a ResNet50 encoder). As measuring similarity in high dimensional space

is challenging, the authors propose to project these representations to a smaller space using an MLP,

yielding representations z
(1)
i and z

(2)
i . Similarity and contrastive loss are then computed on those

smaller representations.

The contrastive objective used in SimCLR is the normalised temperature-scaling cross-entropy loss

(NT-Xent loss). For convenience, we start by gathering all representations z
(1)
i , z

(2)
i for i ∈ {1, ..., N}

(with N the batch size) in one vector u of size 2N s.t. u2i = z
(1)
i and u2i−1 = z

(2)
i for i ∈ {1, ..., N}.

Then, for a positive pair i, j, we can define:

l(i, j) = − log
exp(sim(ui, uj)/Ä)∑2N

k=1,k ̸=i exp(sim(ui, uj)/Ä)
, (2.36)

where the similarity between two embeddings is measured by the cosine similarity:

sim(w, v) =
wT v

||w|| · ||v|| . (2.37)

The term Ä in Eq. (2.36) denotes the temperature. A lower temperature penalises hard negatives more,

encouraging the network to distribute embeddings more uniformly in the embedding space (Wang

et al., 2022).
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Figure 2.14: SimCLR framework, illustrated with a batch size of 2. First, for each image
in the batch, a positive pair is generated by applying a random augmentation pipeline twice.
Each image view, x(j)i then gets passed through the image encoder to yield representation h

(j)
i ,

which gets further reduced in dimensionality through an MLP to yield representation z
(j)
i . The

contrastive loss then pulls representations from positive pairs (z
(1)
i , z

(2)
i ) together while pushing

them apart from all other representations in the batch z
(j)
k , ∀k ̸= i, j ∈ {1, 2} (see main text for

details).

The loss over the full batch is then defined as:

L =
1

2N

N∑
k=1

[l(2k, 2k − 1) + l(2k − 1, 2k)] (2.38)

One major challenge when training models with SimCLR is the reliance on negative pairs in the con-

trastive objective. Indeed, the contrastive objective formulates the task as finding the positive pairs

among all possible images in the batch. If the batch is too small, this task becomes too easy. In this

case, representations do not need to capture any fine-grained details about images to successfully

find the positive match, yielding sub-optimal representations. For this reason, SimCLR requires large

batch sizes (typically >512) to obtain good image representations. This is computationally challeng-

ing, in particular in terms of GPU memory requirements.
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Another key design choice of the SimCLR pipeline (and of contrastive learning frameworks in general)

is the augmentation pipeline used to generate positive pairs. Augmentations need to be strong in order

to make the task of recognising the positive pair within the batch non-trivial. Otherwise, the network

may fail to capture fine-grained details of the image, harming downstream performance (Tian et al.,

2020). As proposed by the original paper of Chen et al. (2020), popular augmentation choices include

heavy random cropping, colour, brightness and contrast distortions, random erasing, gaussian blur,

and random rotations. Moreover, von Kügelgen et al. (2021) have theoretically proved that when the

augmentations are well-chosen, i.e. when they realistically represent style variations, contrastively-

learned representations disentangle content from style. We will discuss the impact of positive pair

creation in detail in Chapter 7.

Follow-up works

Building on top of SimCLR, various works have subsequently proposed variants to the contrastive

objective. Among those, many have focused on addressing the reliance on large batch sizes. For

example, in MoCo (He et al., 2020), the authors proposed to use a memory bank to store negative em-

beddings, allowing training with smaller batches. BYOL (Grill et al., 2020), on the other hand, removes

the need for negative pairs altogether by employing two networks: a ‘student’ and a ‘teacher’. The

student network learns to predict the teacher’s output and is updated via gradient descent, whereas

the teacher’s weight are updated as a moving average of student’s weights. SwAV (Caron et al., 2020)

introduces a clustering-based approach, predicting the cluster assignments of different views of the

same data, avoiding explicit negative pairs. The more recently proposed DINO objective (Caron et al.,

2021) also relies on a student-teacher framework. However, it differs from BYOL in how the teacher

network is used to produce class-like distributions from the features learned by the student, effectively

clustering the data without labels (similarly to SmAV). Performance was further improved in DINO-

v2 (Oquab et al., 2023), where the objective function is slightly modified to additionally include explicit

regularisation of the feature space, as well as adding an additional masked modelling loss term, where

some input tokens get masked prior to pass to being fed into the encoders.

2.4.2 Masked modelling approaches

Contrastive learning has been very successful at learning representations in an unsupervised manner

in computer vision. However, in parallel to these developments in the computer vision domain, an-

other self-supervised paradigm has proven very successful in natural language processing: masked

modelling or predictive coding (Devlin et al., 2019). This approach, very successful for learning repre-

sentations of sequential data (e.g. sentences, sequence of words), consists of masking some tokens



52 CHAPTER 2. BACKGROUND

in the input data and encouraging the network to learn to reconstruct the missing tokens for the context

(un-masked tokens).

He et al. (2022) adapt the idea of using masked modelling approaches to learn meaningful image rep-

resentations. The main idea consists of masking parts of the inputs and building a transformer-based

auto-encoder model that can reconstruct the original (full) inputs. An auto-encoder is an encoder-

decoder model where the encoder first compresses input data into a lower-dimensional represen-

tation, and the decoder aims to reconstruct the original input from this compressed representation.

Specifically, images are first divided into non-overlapping patches, and a large portion of these image

patches are masked out. The encoder then extracts representations for all remaining visible patches.

Finally, the decoder attempts to reconstruct the missing patches from the embeddings of the visible

patches. The model is then trained using a mean squared error reconstruction loss between the orig-

inal and predicted inputs. The process is illustrated in Fig. 2.15. Importantly, the authors used an

asymmetric encoder-decoder design, with a shallow decoder with significantly fewer parameters than

the encoder, to encourage the model to create image embeddings with the highest information con-

tent possible. At test time, image embeddings are obtained by passing the full (non-masked) image

through the encoder and the decoder is discarded.

ENCODER DECODER

Patch
& Mask

Keep
visible

Embeddings
visible

patches

Add mask
 embeddings

Reconstruct
input

Input

Figure 2.15: Illustration of a Masked Auto-Encoder (MAE), adapted from He et al. (2021).
The encoder yields embeddings for each visible patch; the shallow decoder then uses these
embeddings to reconstruct the full input.

Contrary to contrastive methods, masked modelling approaches do not require particular prior knowl-

edge to hand-craft an augmentation pipeline. However, Assran et al. (2023) have shown that these
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models may sometimes produce representations that are less performant than contrastive alternatives

on downstream tasks and hypothesise that this may be because some modelling power is ‘wasted’ on

trying to reconstruct high-frequency details by the image decoder, which is not necessarily required for

learning good semantic representations of the image. Hence, they proposed i-Jepa, a hybrid method

between contrastive learning and masked modelling approaches. In i-Jepa, instead of masking and

reconstructing (parts of) the input images, the model is trained to predict the embedding of a target

region from the embeddings of the surrounding context. Assran et al. (2023) argue that this training

paradigm will allow the model to focus on the global semantics of the image rather than just low-level

details.
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Chapter 3

A reality check for failure
detection in medical image
classification models

Failure detection in automated image classification is a critical safeguard for clinical de-

ployment. Detected failure cases can be referred to human assessment, ensuring patient

safety in computer-aided clinical decision making. Despite its paramount importance, there

is insufficient evidence about the ability of state-of-the-art confidence scoring methods to

detect test-time failures of classification models in the context of medical imaging. This

chapter provides a reality check, establishing the performance of in-domain misclassifica-

tion detection methods, benchmarking nine widely used confidence scores on six medical

imaging datasets with different imaging modalities, in multi-class and binary classification

settings. Our experiments show that the problem of failure detection is far from being

solved. We found that none of the benchmarked advanced methods proposed in the com-

puter vision and machine learning literature can consistently outperform a simple softmax

baseline, demonstrating that improved out-of-distribution detection or model calibration do

not necessarily translate to improved in-domain misclassification detection. Our developed

testbed facilitates future work in this important area.

The work presented in this chapter has been published in:

M. Bernhardt, F. D. S. Ribeiro, and B. Glocker. Failure detection in medical image

classification: A reality check and benchmarking testbed. Transactions on Machine

Learning Research, 2022.

Code available at: https://github.com/melanibe/failure_detection_benchmark

https://github.com/melanibe/failure_detection_benchmark
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Figure 3.1: Standard classification system versus a system with automated failure de-

tection. In the latter, a confidence score is computed for each test sample in addition to the
model prediction to determine whether the prediction should be accepted or referred for human
annotation, based on a chosen rejection threshold.

3.1 Introduction

As discussed in Chapter 1, while clinical AI systems can improve patient outcomes and reduce clin-

icians’ workload, none of these systems are error-free. As such, it is of utmost importance to put in

place safeguards to prevent potential adverse consequences arising from those failure cases (Shamshir-

band et al., 2021; Challen et al., 2019; Wiens et al., 2019). To this end, some studies have focused

on how to optimise AI-human collaboration for maximising patient outcomes via the introduction of

interpretability tools (Calisto et al., 2021), or by using the AI as a second reader as opposed to having

a stand-alone computational model (Sharma et al., 2023). However, it has also been shown that such

‘human safeguards’ are not necessarily fail-proof since incorrect model predictions can mislead hu-

man readers, even experts, a phenomenon termed as automation bias (Tschandl et al., 2020; Dratsch

et al., 2023). On the other hand, some models are designed to be used as a stand-alone system for

example in automated triaging (Kim et al., 2022; Annarumma et al., 2019; van de Leur et al., 2020;

Leibig et al., 2022). In these cases, there is a clear need for additional safeguards such as automated

failure detection to prevent the use of incorrect predictions and mitigate clinical risk. For clinical de-

ployment, reliable failure detection is critical for patient safety, enabling automatic referral to human

experts for suspicious predictions (Kompa et al., 2021; van de Leur et al., 2020; Leibig et al., 2022).

For example, some triaging systems include uncertainty-based automatic reject options (van de Leur

et al., 2020; Leibig et al., 2022), i.e. only cases with high prediction confidence are triaged by the AI

system.

Despite their increasing use in clinical applications, there is insufficient evidence about the quality of

automated in-domain failure detection in medical image classification models. This is an important

and non-trivial problem, as in most deployment settings, the majority of inputs are expected to be
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in-domain, and no model is error-free, even in the absence of any input perturbation or data corrup-

tions. As depicted in Fig. 3.1, failure detection frameworks are typically divided into two stages: (i)

confidence scoring (to quantify the likelihood of the prediction being correct); (ii) a thresholding-step

(to reject/refer samples with a low confidence score) (Corbière et al., 2019; Jiang et al., 2018; Band

et al., 2021). In such a system, if the confidence scoring scheme is improved, the misclassification

detection performance improves.

Numerous attempts have been made to obtain better confidence estimates for machine learning clas-

sifiers. However, most of the literature in this space has concentrated on benchmarking and improving

confidence estimates in terms of robustness to out-of-distribution (OOD) inputs (Hendrycks & Gim-

pel, 2017; Lakshminarayanan et al., 2017; Gal & Ghahramani, 2016; Daxberger et al., 2021; Maddox

et al., 2019), model calibration (Lakshminarayanan et al., 2017; Maddox et al., 2019; Guo et al., 2017),

or dataset shift (Ovadia et al., 2019). Only few works have studied how useful these state-of-the-art

uncertainty estimates and other confidence scores are for in-domain failure detection. Recently, Band

et al. (2021), extending the work of Leibig et al. (2017), evaluated Bayesian uncertainty estimates in

the context of failure detection for in-distribution as well as in data-shifted settings. However, this study

was limited to the binary diabetic retinopathy detection setting and focuses exclusively on Bayesian

methods. Whereas the Bayesian community has indeed devoted much effort to finding better uncer-

tainty estimates (Lakshminarayanan et al., 2017; Gal & Ghahramani, 2016; Daxberger et al., 2021;

Maddox et al., 2019), others have also proposed confidence scores designed explicitly for failure de-

tection, e.g. by analysing the internal representations from the network instead of focusing solely on

the output layer (Jiang et al., 2022; Corbière et al., 2019; Amersfoort et al., 2020). There is a need for

a reality check with a comprehensive comparison of confidence scores for failure detection in terms

of methods (Bayesian and non-Bayesian) and, importantly, for a diverse set of medical datasets. This

is the purpose of this study.

This chapter presents a novel extensive multi-dataset evaluation of in-domain failure detection meth-

ods in the context of medical imaging classification models. We benchmark 9 different commonly-used

uncertainty scores and misclassification detection scores on a diverse set of medical datasets, cover-

ing 6 imaging modalities and resolutions ranging from 28×28 to 512×512 pixels, in both multi-class

and binary classification settings. Surprisingly, we find that none of the benchmarked confidence

scores were able to consistently outperform a simple softmax baseline for detecting failures across

multiple tasks. These findings demonstrate that reliability against out-of-distribution inputs or improved

model calibration does not necessarily translate to improved failure detection for in-domain inputs. Fi-

nally, the developed failure detection testbed (which is made publicly available) aims to facilitate future

work, building an essential component for rigorous, comprehensive testing and comparative evalua-



58 CHAPTER 3. A REALITY CHECK FOR FAILURE DETECTION

tion of new approaches in the important area of misclassification detection in medical imaging.

3.2 Background

3.2.1 Failure detection methods

In this study, we focus on widely used uncertainty scoring schemes, as these would be most likely to

be employed in practice at this time. Additionally, we cover a diverse set of methods that we believe

are representative of the field, and they can be divided into five categories:

• Confidence scores based on model outputs:

– Softmax output: baseline confidence score. Hendrycks & Gimpel (2017) have shown that

the softmax output of neural networks constitutes a good baseline confidence score for

failure detection. Precisely, using the softmax output associated to the predicted class as

the confidence score i.e. c(x) = p̂ŷ, where p̂ ∈ R is the softmax output and ŷ is the predicted

class index. For multiclass settings (and binary task where the prediction threshold is 0.5)

this is equivalent to c(x) = maxc p̂c.

– DOCTOR: Granese et al. (2021) proposed to use Dα(x) =
1−g(x)
g(x) where g(x) =

∑
c p̂

2
c(x)

as a score quantifying the likelihood of being misclassified (i.e. negative confidence score)

as an alternative to the classic predicted softmax confidence score.

• Bayesian uncertainties:

– MC-dropout (MC): Gal & Ghahramani (2016) showed that training a neural network with

dropout regularization (Srivastava et al., 2014) produces a Bayesian approximation of the

posterior, where the approximation is obtained by Monte-Carlo sampling of the network’s

parameters i.e. by applying dropout at test-time and averaging the outputs over several

inference passes. The confidence in the prediction can then be approximated by the neg-

ative entropy of the outputs; or by taking the softmax confidence score on the averaged

outputs.

– Laplace approximation (L): where the posterior is locally approximated with a Gaussian

distribution (Laplace, 1774) centred at a local maximum (in practice around the maximum-

a-posteriori estimate), with covariance matrix corresponding to the local curvature (obtained

by a second-order approximation of the Hessian). Recent work from Daxberger et al. (2021)

proposed a simple-to-use, lightweight, Python implementation of this approximation, en-

abling benchmarking the approach easily on pretrained neural networks.



CHAPTER 3. A REALITY CHECK FOR FAILURE DETECTION 59

– SWAG: Maddox et al. (2019) define a Gaussian distribution whose mean is parametrised

by the stochastic weight averaging (Izmailov et al., 2018) solution, and whose covariance

matrix is a low rank matrix plus diagonal covariance derived from the stochastic gradient

descent iterates. They then sample several times from this distribution to form the approx-

imate posterior solution.

• Deep Ensembles (Ens): Lakshminarayanan et al. (2017) have shown that ensembling predic-

tions from several trained models can yield better calibrated uncertainty estimates than the ones

obtain from single deterministic models and even from Bayesian neural networks, in particular

due to their increased capacity to capture multi-modal solutions.

• Deterministic Uncertainty Quantification (DUQ): Amersfoort et al. (2020) estimate predictive

confidence based on distances between points and class centroids in the embedding space and

demonstrated improved OOD performance.

• Confidence scores leveraging feature representations: this line of research focuses on com-

puting confidence scores using an auxiliary model or intermediate representation, instead of

merely looking at the model’s final output.

– Jiang et al. (2022) construct a neighbour-graph in the embedding space from the penulti-

mate layer (on the training set) and use distances in this space to derive TrustScore (TS). In

practice, this confidence score is defined as the ratio between: (i) the distance between the

test point and the closest point that does not belong to the predicted class; (ii) the distance

between the test point and closest point that belongs to the predicted class.

– Corbière et al. (2019) proposed ConfidNet (CN) a regression network that is placed on

top of the classification model to predict the “true class probability” i.e. the probability

predicted by the main model for the true class (as opposed to the probability of the predicted

class). In other words, the image is fed through the trained classification model to extract

its embedding (penultimate layer), which in turn is fed into ConfidNet which predicts the

softmax output for the true class, as originally predicted by the main model.

These uncertainty estimates have been shown to be state-of-the-art in terms of model calibration

and OOD detection (Gal & Ghahramani, 2016; Lakshminarayanan et al., 2017; Maddox et al., 2019;

Amersfoort et al., 2020). However, only a subset of them has been benchmarked for their failure

detection performance and only for a limited number of tasks e.g. in the context of diabetic retinopa-

thy (Band et al., 2021). In Table 3.1, we summarize the requirements of each confidence scoring

method compared in this study. A more in depth discussion on the choices of baselines to evaluate
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can be found in the discussion.

Base MC Dα TS L SWAG DUQ CN Ens

Special classification model training : : : : : 6 6 : 6

Architecture constraints : 6 : : : : : : :

Increased model training cost : : : : : 6 : : 6

Post hoc uncertainty score training/fitting : : : 6 6 : : 6 :

Increased inference time : 6 : 6 : 6 : 6 6

Table 3.1: Comparing the technical requirements of failure detection methods consid-

ered in this study. ‘Base’ stands for softmax confidence score baseline (Hendrycks & Gimpel,
2017), ‘MC’ for Monte-Carlo dropout (Gal & Ghahramani, 2016), ‘Dα’ for Doctor (Granese et al.,
2021), ‘TS’ for TrustScore (Jiang et al., 2018), ‘L’ for Laplace (Daxberger et al., 2021), ‘SWAG’
(Maddox et al., 2019), DUQ (Amersfoort et al., 2020), ‘CN’ for ConfidNet (Corbière et al., 2019),
‘Ens’ for Ensembles (Lakshminarayanan et al., 2017).

3.2.2 Failure detection evaluation

In the recent failure detection literature, a variety of metrics have been used, with seemingly lit-

tle consensus on which metric is most appropriate. These metrics can be broadly divided in two

groups:

• Classification metrics, treating the failure detection problem as a classification problem where

the goal is to predict whether a given sample has been correctly classified or not, using the

confidence score as predictive score. The quality of a given confidence score can then be

evaluated with any standard binary classification metric such as ROC-AUC, or the false positive

rate (FPR) at a given true positive rate (TPR) (Hendrycks & Gimpel, 2017; Corbière et al., 2019).

• Selective classification metrics, notably the use of risk-coverage curves (El-Yaniv & Wiener,

2010). This metric consists of plotting the risk (typically percentage of errors) as a function of the

dataset coverage (the percentage of dataset that has not been rejected) (Corbière et al., 2019;

El-Yaniv & Wiener, 2010). Others have used alternative versions of this metric such the ROC-

AUC-coverage curve (Band et al., 2021) or the risk-score percentiles curve (Lakshminarayanan

et al., 2017; Jiang et al., 2022). It is important to note that risk-coverage curves are by definition

sensitive to the initial classification performance of the model. Therefore, using this metric to

compare various confidence scoring schemes may introduce confounding between model per-

formance and confidence estimation quality. For example, the initial classification accuracy of

an ensemble is typically superior to that of a single model, thus we may observe a lower risk-

coverage curve for the ensemble even if both models are equally competent at failure detection.
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This may falsely indicate that one confidence scoring scheme is better than the other. This is

the reason why in this work we focus on metrics like ROC-AUC for misclassification detection

and FPR at 80% TPR.

3.2.3 Note on misclassification detection and model calibration metrics

In the model uncertainty literature, one common approach to evaluate the ability to capture uncertainty

is by measuring model calibration, often quantified via the Expected Calibration Error (ECE, see Sec-

tion 2.3.1). Here, we would like to emphasize that ECE is not necessarily a good metric for measuring

how well a model will perform in terms of misclassification detection. Indeed, the ability of a given

confidence score to discriminate between correctly and incorrectly classified samples is determined

by its ability to correctly attribute lower confidence to misclassified samples than to correctly classified

samples. Only the relative ranking of confidences scores affects their ability to find failures, not their

absolute value which merely changes the choice of rejection threshold.

To further illustrate why ECE is not necessarily a good metric for failure detection, we can look at the

following toy example. Let us suppose that we have two classification models that predict the exact

same labels for any given point. “Model 1” is a perfectly calibrated model, that is

Conf1(xi) := p̂
(1)
ŷi

= P (1yi=ŷi), (3.1)

where yi is the true class and ŷi the predicted class. “Model 2”, on the other hand, while keeping the

same ranking of its predictions, is overconfident:

Conf2(xi) := p̂
(2)
ŷi

= 0.9 + 0.1 · P (1yi=ŷi). (3.2)

We further assume for both models P (1yi=ŷi |xi) ∼ Bernoulli(xi), where xi ∼ Uniform[0, 1]. We

then simulate the models’ responses by sampling 10,000 pairs (xi,1yi=ŷi) according to the above

distribution, compute the corresponding confidence scores distribution for Model 1 and Model 2 and

compute the ECE as well as the ROC-AUC for misclassification detection. Results are illustrated

in Fig. 3.2. After simulation, we obtained a near-perfect ECE of 0.02 for Model 1 but a substantially

worse score of 0.45 for Model 2. However, in terms of misclassification performance both models yield

the exact same ROC-AUC for misclassification detection, as the predictions of Model 2 are simply a

shifted version of the ones of Model 1. That is

ROC-AUC(Conf1(xi);1yi=ŷi) = ROC-AUC(Conf2(xi);1yi=ŷi) = .82. (3.3)
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Figure 3.2: Distribution of observed confidence scores distributions for ‘Model 1’ and

‘Model 2’ in the toy example described in section 3.2.3. We can see that Expected Calibra-
tion Error (ECE) is not necessarily a good metric for measuring the misclassification detection
performance of a given confidence score.

This simple example provides an intuition of the reason why even though predicted softmax outputs

tend to yield over-confident probability estimates (Hendrycks & Gimpel, 2017; Guo et al., 2017), they

were still shown to provide a good baseline for misclassification detection (Hendrycks & Gimpel, 2017;

Granese et al., 2021). Given the fact that misclassification detection metrics are only sensitive to the

relative ranking of predicted probabilities, methods like temperature scaling (Guo et al., 2017) aiming

to calibrate outputs by rescaling them, do not impact the failure detection abilities of a given model

(but merely change the value of the rejection threshold).

3.3 Experimental Setup

3.3.1 Datasets

First, we evaluate confidence scores on three tasks from MedMNIST-v2 (Yang et al., 2023b) (all with

test set size above 5,000 images). PathMNIST (Kather et al., 2019) consists of non-overlapping

patches from histology slides annotated with 9 colon diseases classes (with train and test splits from

different clinical centers). TissueMNIST (Ljosa et al., 2012) is comprised of kidney cortex cells micro-

scope images, classified into 8 classes of cell subtypes. OrganAMNIST (Xu et al., 2019) is comprised

of center slices from abdominal CT images in axial view, classified by organ type (11 classes). All im-

ages have a resolution of 28×28 pixels and we use the original train-val-test splits. We have included

these small resolution datasets as: (i) this resolution is very common in the machine learning literature

as it allows for fast prototyping and benchmarking; (ii) these datasets contain tens of thousands of la-

belled images, including test sets with more than 5,000 images; (iii) despite their low resolutions, even

simple models can achieve good performance on their respective tasks (see Table 3.2), indicating that
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sufficient signal is still present in the downsampled images.

Secondly, we evaluate on three more challenging medical imaging tasks with higher resolution im-

ages, using data from the RSNA Pneumonia Detection Challenge (Shih et al., 2019), the Breast

Ultrasound Image Dataset (Al-Dhabyani et al., 2020) (BUSI) and the EyePACS Diabetic Retinopa-

thy Detection Challenge dataset (Dugas et al., 2015). The RSNA Pneumonia Detection Challenge

task consists of detecting the presence of pneumonia-like opacities on chest X-rays (26,684 scans). In

the BUSI dataset, breast ultrasound scans are classified as normal, benign tumours, and malignant

tumours on a smaller dataset (780 images in total). For both datasets, we randomly split the data

in 70%-10%-20% train-val-test splits. The EyePACS dataset is comprised of high-resolution retina

images depicting various stages of diabetic retinopathy. The original labels consisted of a 5-class

classification task, here we follow the approach of Band et al. (2021) and binarise the task to dis-

tinguish ‘sight-threatening diabetic retinopathy’ (original classes {2, 3, 4}) and ‘non-sight-threatening

diabetic retinopathy’ (original classes {0, 1}). This dataset consists of 35,126 training, 10,906 vali-

dation and 42,670 test images. These three datasets add another perspective in terms of resolution

(images resized to 224 × 224 for RNSA and BUSI, 512 × 512 for EyePACS), task difficulty, imaging

modality and dataset size compared to the datasets from MedMNIST-v2. Visual examples for each

dataset can be found in Fig. 3.3.
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Figure 3.3: Example images for each dataset used in the failure detection testbed. For
the EyePACS dataset we depict the preprocessed images.
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3.3.2 Implementation details

Classification models

For our main benchmark we use a ResNet-18 (He et al., 2016) architecture for all the MedMNIST and

BUSI tasks and a ResNet-50 model for the RSNA Pneumonia and EyePACS tasks (note that the goal

of this study is to assess the suitability of various confidence scoring schemes, not to improve the per-

formance of disease detection models themselves). All models are trained with an additional dropout

layer after each weights layer to be able to run the MC-dropout comparison (with dropout probability

p=0.1 for all experiments, based on validation performance). For BUSI, all images were resized to

224×224, we applied brightness, contrast, horizontal flips, random rotations and random crop aug-

mentations at training time. For the pneumonia detection task, we used the same augmentations as

in Bernhardt et al. (2022a). We processed the EyePACS dataset following Band et al. (2021) which

follows the preprocessing from the winning solution of the EyePacs Diabetic Retinopathy Detection

Challenge. After preprocessing images were resized to 512×512 prior to input to the network. For

both binary tasks (RSNA and EyePACS) the classification threshold was chosen such that the FPR

was 20% on the validation set.

Failure detection methods

For MC-dropout and SWAG, we set the number of inference passes to 10 (we did not find any notable

improvement when increasing the number of inference passes). For SWAG and Ensemble we used

the average softmax output of the predicted class as confidence score. For the training of ConfidNet

we parametrised network and optimizer following the code provided by Corbière et al. (2019), and also

used the checkpoint with the lowest validation AUPR for error detection. The main model was frozen

during the training of ConfidNet. For the Laplace method, we apply the Laplace approximation on

the last layer weights using a Kronecker approximation of the Hessian, as per the recommended

parameters in Daxberger et al. (2021). For SWAG (Maddox et al., 2019), we tuned the learning

rate schedule on the validation set, and for DUQ, we followed Amersfoort et al. (2020) for tuning

of hyperparameters. Note that when using DUQ for BUSI and EyePACS, we had difficulties finding

a set of parameters that provided competitive accuracy with our baseline, nonetheless we show the

results obtained with the best hyperparameters found.

3.4 Results

In Figs. 3.4 and 3.5, we compare the failure detection performance of 9 confidence scores: Base-

line (softmax score), TrustScore, Laplace Approximation, MC-dropout, ConfidNet, SWAG, DUQ and
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Ensemble for 6 different datasets. We evaluate the failure detection performance using ROC Error

Detection, the ROC-AUC score for classifying correct against misclassified cases (where the positive

class is “correctly classified”) and FPR@80TPR: the FPR at 80% TPR for the error detection task

(where the positive class is “correctly classified”) i.e. percentage of missed error cases at 20% false

alarm rate. We also report classification performance in Table 3.2. To avoid confounding effects be-

tween confidence estimation and the model, we use the same architecture and regularization scheme

for all confidence scores. In particular, all models were trained with dropout, but we only apply dropout

at test-time for the MC-dropout confidence. This differs from other works (Maddox et al., 2019; Band

et al., 2021) where numbers reported for the softmax baseline were obtained from a model trained

without dropout. We argue that changing the regularisation scheme between different methods can

confound the effects of regularisation and uncertainty estimation on failure detection performance,

and hence decided to use the same regularization techniques for all models.

Dataset Baseline MC Laplace SWAG DUQ Ensemble

OrganAMNIST .902 (.005) .902 (.005) .901 (.006) .910 (.004) .917 (.004) .921 (.002)
PathMNIST .838 (.009) .832 (.010) .835 (.010) .830 (.010) .828 (.025) .853 (.002)
TissueMNIST .663 (.004) .664 (.003) .663 (.004) .670 (.001) .655 (.007) .682 (.001)
BUSI .740 (.020) .740 (.021) .740 (.020) .792 (.017) .561 (.000) .742 (.017)

RSNA .871 (.007) .873 (.006) .871 (.006) .873 (.003) .865 (.003) .877 (.003)
EyePACS .899 (.006) .899 (.007) .899 (.007) .913 (.004) .730 (.007) .918(.002)

Table 3.2: Classification performance for ResNet models: accuracy for multiclass tasks
and ROC-AUC for binary tasks. For all methods except Ensemble, we report the average over
5 seeds, standard deviation in brackets. For Ensemble, we formed 5 different ensembles by
taking 5 different combinations of 3 out of the 5 trained models, we report the average over of
the 5 ensembles, standard deviation in brackets.

The results in Figs. 3.4 and 3.5 show that softmax confidence is a strong baseline for misclassification

detection. None of the benchmarked methods are able to significantly outperform this baseline consis-

tently across datasets, not even computationally expensive methods such as ConfidNet, MC-dropout,

SWAG or Ensembling, and this across all our misclassification detection metrics. In particular, we ob-

serve that ensembles increase model performance over a single deterministic model across datasets,

however, when evaluating their misclassification detection ability with metrics controlling for classifi-

cation accuracy, they do not improve consistently over a simple baseline. To test this hypothesis

further, we reran all experiments using two additional model architectures: DenseNet-121 (Huang

et al., 2017) and WideResnet-50 (Zagoruyko & Komodakis, 2016). In Fig. 3.6 where we report fail-

ure detection ROC-AUC for each model, dataset combination. We observe the same phenomenon:

none of the methods outperform the baseline softmax score. Moreover, we observed that TrustScore

is significantly underperforming for TissueMNIST and RSNA Pneumonia, whereas it is performing
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well on other datasets. To understand why, in Fig. 3.7 we analysed the t-SNE (Maaten & Hinton,

2008) representation of the embedding spaces and we observed that this correlates with a less well

class-separated embedding space.
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Figure 3.4: Failure detection benchmark for smaller resolution datasets: OrganAMNIST,

PathMNIST, TissueMNIST. Comparison of Baseline (Base), DOCTOR Dα, TrustScore (TS),
MC-dropout with softmax score (MC-S), MC-dropout with entropy score (MC-E), Laplace (L),
ConfidNet (CN), SWAG, DUQ and Ensemble (Ens). Except for Ensemble, boxplots are con-
structed with results of repeated training over 5 seeds, whiskers denote minimum and maximum
value observed. For Ensemble, we formed 5 different ensembles by taking 5 different combi-
nations of 3 out of the 5 trained models.
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Figure 3.5: Failure detection benchmark for higher resolution datasets: BUSI, RNSA

Pneumonia Detection and EyePACS. Note that we excluded MC-E on the binary tasks as
the chosen classification threshold was different from 0.5.
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Figure 3.6: Ablation study: effect of model architecture on failure detection. SWAG, Con-
fidNet and DUQ not included in this ablation because of computational cost (as they all require
separate training).
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Figure 3.7: t-SNE representation of the embedding space on the training set for each

dataset for ResNet models. Note that for better visibility, a maximum of 5,000 random samples

are plotted (but we used the entire training set to construct the t-SNE representation).

3.5 Discussion

3.5.1 Key take-aways

Our investigation showed that the softmax confidence score baseline is difficult to beat: none of

the benchmarked advanced confidence scoring methods were able to consistently outperform the

baseline across datasets. Crucially, our experiments show that previously demonstrated improved

robustness for out-of-distribution detection or model calibration does not necessarily translate to im-

provements in error detection for in-domain inputs. This finding indicates that the in-domain failure

detection is an orthogonal, complementary task to these related tasks and should as such be eval-

uated separately. This task has been vastly understudied in comparison to the attention that OOD

detection has received and we hope that these findings will foster more research in this key area.

Moreover, our study distinguishes itself by the particular care taken to avoid confounding effects be-

tween model performance and improvements in confidence score quality, both by: (i) our choice of

evaluation metrics; (ii) whenever possible, keeping the same classification model to evaluate various

confidence scores, and ensuring that regularization schemes such as dropout were kept constant for
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all models evaluated.

3.5.2 Practical implications

Our study presents the first extensive failure detection benchmark covering a wide range of medical

datasets with various image resolutions (from 28×28 to 512×512 pixels), a wide-range of imaging

modalities and with tasks of varying difficulty. In particular, our work shows that care should be taken

prior to deploying an automated failure detection system to a real-world scenario by carefully evaluat-

ing the performance of such a system on the practical task at hand. Our results indicate that current

uncertainty scoring, including a simple softmax baseline, are able to detect some misclassified cases

at a substantially better than chance level (ROCAUC > .75 for all benchmarked datasets), demon-

strating the potential to improve practical performance of AI systems by deferring suspicious cases to

humans. It is important to note that regardless of the dataset or the confidence score, there is still a

clear margin for improvement as FPR@80TPR (the proportion of missed errors at a reasonable false

alarm rate of 20%) remain very high for most datasets. We highlight that our work is not meant as a

one-time assessment, but as a starting point towards a more systematic and objective evaluation of

failure detection methods. We envision this testbed to dynamically grow, inviting more results to be

added over time through contributions from the community.

3.5.3 Baseline choices and limitations

As mentioned in the background section, in this study we focused on most widely used confidence

scoring schemes, as these are most likely to be deployed in practical scenarios and are thus at a higher

risk of being misused. Nevertheless, despite our best efforts to choose representative methods of the

field – covering a diverse set of approaches to confidence scoring – this benchmark is naturally not

an exhaustive evaluation of all uncertainty and confidence scores ever presented in the literature. As

such, we make no claims as to whether other uncertainty or confidence score methods proposed in

literature are (or will be) able to beat the softmax baseline consistently. Nonetheless, our study clearly

demonstrates that failure detection ought to be carefully studied in isolation, as other tasks such as

OOD or calibration do not provide a reliable proxy for the misclassification detection performance of a

given confidence score. Moreover, given the variability of the results from one dataset to another, this

experimental setup demonstrates the need for more broad evaluation of new confidence scores in the

future. Finally, in this study, we exclusively focus on detecting individual misclassified inputs under

the assumption that these inputs are in-distribution (i.e., similar to the input distribution used during

model development). However, this assumption may not always hold in practice, as the deployment

environment might differ from the development environment. Hence, future work should consider
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extending this benchmark to out-of-distribution settings. Moreover, in some cases, sample-wise failure

detection may not be practical, in particular given the current lack of reliable misclassification detection

methods, as implementing selective classification may lead to a too high proportion of false alarms.

In those cases, another approach to ensuring the safe deployment of the AI system could consist of

estimating the aggregated performance of the deployed algorithm on a given test set (for example,

the data processed in the past week) instead of having sample-wise failure predictions. Reliable

performance monitoring is particularly important under dataset shifts, as these shifts may substantially

affect model performance. This is precisely the topic of the next chapter.
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Chapter 4

Distance matters for
improving performance
estimation under covariate
shift

Performance estimation under covariate shift is a crucial component of safe AI model de-

ployment, especially for sensitive use cases. Recently, several solutions have been pro-

posed to tackle this problem, most of which leverage model predictions or softmax confi-

dence to derive accuracy estimates. However, under dataset shifts, confidence scores may

become ill-calibrated if samples are too far from the training distribution. In this chapter,

we show that taking into account the distances of test samples to their expected training

distribution can significantly improve performance estimation under covariate shift. Pre-

cisely, we introduce a ‘distance-check’ to flag samples that lie too far from the expected

distribution to avoid relying on their untrustworthy model outputs in the accuracy estimation

step. We demonstrate the effectiveness of this method on 13 image classification tasks,

across a wide range of natural and synthetic distribution shifts.

The work presented in this chapter has been published in:

M. Roschewitz and B. Glocker. Distance matters for improving performance estima-

tion under covariate shift. In 2023 IEEE/CVF International Conference on Computer

Vision Workshops (ICCVW), pages 4551–4561, © 2023 IEEE.

Code available at: https://github.com/melanibe/distance_matters_performance_

estimation

https://github.com/melanibe/distance_matters_performance_estimation
https://github.com/melanibe/distance_matters_performance_estimation
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4.1 Introduction

Due to the unavailability of ground truth labels at deployment time, real-time and accurate performance

estimation is crucial to detect any unexpected behaviour or model failure, particularly in distribution-

shifted settings. This is especially important for sensitive use cases such as clinical decision-making.

The difficulty in estimating model performance arises from the lack of reliability of model outputs

under covariate shift (Ovadia et al., 2019; Lakshminarayanan et al., 2017). Recently, several attempts

have been made to address this problem, many of them relying on confidence estimates (Guillory

et al., 2021; Garg et al., 2021; Li et al., 2022). For example, Garg et al. (2021) proposed Average

Thresholded Confidence (ATC), a method leveraging softmax outputs for estimating classification

accuracy, considering all outputs whose softmax confidence score do not reach a certain threshold as

incorrectly classified. While this method has shown to be effective at estimating the performance under

mild shifts (e.g. on synthetically corrupted images), experiments show that the method under-performs

in more substantial shifts such as natural sub-population shifts. In particular, current approaches

tend to overestimate accuracy in natural real-world distribution shift settings (Garg et al., 2021; Jiang

et al., 2022). This can notably be explained by a deterioration of model calibration when going further

from the training distribution (Kirsch & Gal, 2022), with softmax outputs becoming over-confident and

unreliable (Ovadia et al., 2019). If test samples are too far from training samples, relying on the output

of the classification layer for performance estimation is insufficient.

From an uncertainty point of view, softmax outputs can been seen as capturing aleatoric uncertainty,

arising from overlapping class boundaries (Kendall & Gal, 2017; Chua et al., 2022). However, under

dataset shifts, errors may also arise because the model has never seen this type of input data and

does not know how to respond to such inputs. This is referred to as epistemic uncertainty (Chua et al.,

2022) and is not well captured by softmax outputs (Kendall & Gal, 2017; Amersfoort et al., 2020), as

demonstrated by its poor performance on the related out-of-distribution (OOD) detection task (Ova-

dia et al., 2019; Lakshminarayanan et al., 2017; Sun et al., 2022; Amersfoort et al., 2020; Lee et al.,

2018). For a more in-depth discussion on aleatoric versus epistemic uncertainty, we refer the reader

to Section 2.3.2. Note that in OOD detection, the goal is to separate ID from OOD inputs, regard-

less of the downstream classification performance, often considering inputs completely unrelated to

the task. This differs from performance estimation under covariate shift, where we assume that the

classification task still applies to the shifted inputs and we focus on estimating performance, not on

detecting shifts.

In this study, we argue that performance estimators should identify samples far away from the training

set in the embedding space, for which softmax estimates are most likely unreliable. By measuring
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the distance in the embedding space, we can measure how well the model ‘understood’ the sample

when projecting the input to the classification space. This idea is illustrated in Fig. 4.1.

(a) Sources of errors for OOD
generalisation

Well calibrated Poorly calibrated

Low confidence

Too far from
training distribution,
unreliable confidence

OOD (test) MisclassifiedID (train)

Class 0 Class 1 Learned Boundary

Pass confidence check

(c) Confidence-based +
distance-based accuracy

estimation (ours)

Pass confid. + distance check

Accuracy
Predicted:  7 / 15
True: 8 / 15
Error: 1 / 15

Fail confid. + distance check

Misclassified

(b) Confidence-based
only accuracy estimation

Accuracy
Predicted:  12 / 15
True: 8 / 15
Error: 4 / 15

Fail confidence check

Misclassified

Pass confidence check

Figure 4.1: Performance estimation under covariate shift needs to take into account dif-

ferent sources of errors. Distance to the source distribution in the embedding space matters

as confidence estimates become unreliable with increased distance. Adapted from Roschewitz

& Glocker (2023), © 2023 IEEE.

Following this intuition, we propose a simple yet effective method to improve the quality of current

state-of-the-art (SOTA) performance estimators. Specifically, we use nearest-neighbours distance in

the embedding space to reject samples that lay too far from the training distribution. We then only

use confidence-based performance estimators on the remaining samples, considering all previously

rejected samples as misclassified. Our ‘distance check’ approach is versatile and can be used to

improve the quality of various existing performance estimators (e.g. Garg et al. (2021); Jiang et al.

(2022)).

We evaluate our approach on 13 classification tasks ranging from cancer cell to animal classification.

The nature of the distribution shifts studied covers a wide range of shifts from synthetic corruptions,

acquisition shifts, real-world population shifts to representation shifts. For each task, we evaluate

between 18 and 259 models, covering various training strategies and network architectures. These

experiments demonstrate that integrating distance into accuracy estimators significantly improves the

quality of the estimation. For example, our proposed estimator ATC-DistCS is significantly better

than previous state-of-the-art method ATC (Garg et al., 2021) on all but one task, with a median

relative MAE improvement of 30% across all tasks. Furthermore, comparing to the most recent COT

method (Lu et al., 2023), we demonstrate a 27% median relative performance improvement across

all tasks, with new SOTA performances on 10 out of 13 tasks. When integrating our distance check,

we also demonstrate significant improvements across all datasets for agreement-based accuracy
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estimation. Ablation studies yield further insights into the method and its limitations. Finally, to the

best of our knowledge, we provide the first comprehensive publicly available codebase of current

SOTA baselines for accuracy estimation, along with the complete code to reproduce our experiments.

4.2 Background

4.2.1 Performance estimation without ground truth

Current methods for performance estimation under covariate shift can be broadly grouped into four

categories:

• Estimating performance via auxiliary task performance. These methods modify the main

classification model to incorporate a (sufficiently informative) auxiliary task for which ground

truth labels are available at test time: accuracy on the main task is then approximated by the

computed accuracy on the auxiliary task. For example, Deng et al. (2021) train a multi-task

model predicting the class as well as the rotation applied to the input image. The main limitation

of this line of work is the requirement to build a multi-task model, making it unusable as a post-

hoc tool.

• Training a regressor between ID and OOD accuracy. This regressor can be trained based

on model outputs or on measures of distance between datasets (Elsahar & Gallé, 2019; Schel-

ter et al., 2020; Guillory et al., 2021; Maggio et al., 2022; Deng & Zheng, 2021). One major

drawback of this class of estimators is their requirement for having access to labelled OOD

data for training the regression model. This is not always available in practice, particularly in

data-scarce domains such as healthcare. In absence of such OOD datasets, regressors are

sometimes trained using corrupted versions of the original validation set as “OOD" sets. How-

ever, this can not guarantee the robustness of this estimator against other shifts, e.g. natural

subpopulation shift (Santurkar et al., 2020).

• Agreement-based estimators are based on the idea that agreement between members of

model ensembles correlates with model accuracy. For example, generalised disagreement

equality (GDE) (Jiang et al., 2022) uses pairs of models trained with different random seeds

to compute disagreement. Others use more intricate methods for training specialised models to

align disagreement and accuracy further (Chuang et al., 2020; Chen et al., 2021a). However,

these procedures often require expensive additional training steps to derive the sibling models

and are not applicable to post-hoc scenarios where only the final model is available to the end
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user. In Baek et al. (2024), the authors go as far as training dozens of models to fit a regres-

sor between agreement and accuracy, whereas Chen et al. (2021a) requires training a new

ensemble for every single test set requiring performance estimation.

• Confidence-based estimators, contrarily to the ones above, only require the final model’s out-

puts to perform accuracy estimation and do not require any OOD data for calibration. As such,

they are versatile and can be used with any classification model. For example, Difference of

Confidence (DOC) (Guillory et al., 2021) approximates the difference in accuracy between the

evaluation set and the in-distribution (ID) validation set by the difference in average model confi-

dence. ATC (Garg et al., 2021) introduces a confidence threshold such that all test samples for

which the confidence is lower than this threshold are considered wrong, and all samples meet-

ing the minimum confidence requirement are considered correct (see Section 4.3 for details).

Finally, concurrent with our work, COT (Lu et al., 2023) proposed to estimate accuracy based

on optimal transport of model confidences. Specifically, they measure the Wasserstein distance

between the source label distribution and the target softmax distribution to estimate the test er-

ror. Note that this is expected to perform well if the source label distribution matches the target

label distribution but might fail if this assumption breaks.

4.2.2 Distance-based out-of-distribution detection

The idea that OOD samples should lie far from the training samples in the embedding space is at the

core of distance-based methods for OOD detection. For example, Lee et al. (2018) propose to fit a

multivariate Gaussian on the embedding distribution for each class (on samples from the training set)

and use the Mahalanobis distance (Mahalanobis, 1936) to characterise how far test samples are from

this expected distribution. If a sample is far from all class clusters, it is considered OOD. This method

has shown some success at various OOD detection tasks (Berger et al., 2021; Lee et al., 2018),

and extensions of this work have since further improved its capabilities (Ren et al., 2021). However,

this method suffers from one major limitation: it makes a strong assumption that the distribution of

class embeddings can be accurately modelled by a multivariate Gaussian distribution. Without any

constraints on the training procedure or the embedding space at training time, this assumption may

not always hold (Sun et al., 2022). This is the reason why Sun et al. (2022) proposed a non-parametric

alternative OOD detection method. The authors still focus on using distances in the embedding space

to detect OOD samples, but they leverage nearest-neighbours distances instead of the Mahalanobis

distances, removing the normality assumption on the embeddings. They use the distance to the Kth

nearest-neighbour to classify samples as OOD and derive the classification threshold for OOD versus

ID task such that 95-99% of the training samples are classified as ID.
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4.3 Methods

In this section, we begin by reviewing the core principles of the two base performance estimators

which we build on top of: ATC (Garg et al., 2021) and GDE (Jiang et al., 2022). We then introduce

our plug-in distance checker designed to flag untrustworthy samples and discuss how to incorporate

this distance check into these performance estimators to yield our proposed estimators ATC-DistCS

and GDE-DistCS.

4.3.1 Base estimators

Average Thresholded Confidence (ATC) Garg et al. (2021) approximates accuracy by the pro-

portion of OOD predictions that do not exceed a certain confidence threshold (derived from the ID

validation set, where confidence is defined as temperature-scaled softmax confidence). Precisely,

the threshold ATC is defined such that, on source data Ds, the expected number of points that obtain

a confidence score less than ATC matches the average error of the model on Ds. This method has

been further refined by Li et al. (2022), where the authors propose to apply class-wise temperature

scaling and to define class-wise confidence thresholds to improve the quality of the estimation, in

particular for class-imbalanced problems.

Generalised Disagreement Equality (GDE) Jiang et al. (2022) assume access to two models g

and g′ trained with different random seeds (but identical architecture and training paradigms), GDE

estimates model accuracy by
1

N

∑

i∈test set

[

g(xi) = g′(xi)
]

, (4.1)

where N is the size of the OOD test set, xi the inputs to the model, and g(xi) denotes the model

prediction.

4.3.2 Integrating distance to training set

Average Distance Check

Inspired by the OOD detection work in Sun et al. (2022), we propose to improve standard performance

estimators with a distance checker. Instead of simply rejecting samples with low confidence or model

disagreement, we argue that the distance of any given sample to the in-distribution training set should

also be considered to determine whether its confidence (and prediction) is likely to be trustworthy

for estimation purposes. In simple terms, we ‘reject’ samples whose penultimate-layer embeddings

lie in a region ‘far’ from the ID embedding space. The distance from a sample to the in-distribution

set is determined by the average distance between the sample and all of its K-nearest-neighbours
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(KNN):

ADi =
1

K

∑

k

∥

∥

∥
fi − n

(k)
i

∥

∥

∥

2

2
, (4.2)

where K is the number of nearest-neighbours to consider, fi is the embedding of the ith test sample

and n
(k)
i

the kth nearest neighbours to fi in the embedding space, nearest neighbours are searched

for in the training set. The acceptable threshold is determined on the in-distribution validation set as

the 99th-percentile of the average distances observed on this set:

DistThreshold = quantile
.99 {ADi, ∀i ∈ val set} . (4.3)

Note that our distance criterion differs from Sun et al. (2022), in that (i) we use the average of all K

distances instead of the distance to the Kth neighbour only (to be less sensitive to outliers); (ii) we

do not normalise the embeddings (see ablation study in Section 4.5); (iii) we do not use a contrastive

loss for training our models as this assumption may restrict the scope of application of the method.

The fitting procedure for the distance checker can be found in Algorithm 1.

Using distance to improve the quality of performance estimators

Our proposed distance-checker can be used as a plug-in method to improve the estimation results

of different existing accuracy estimators. First, we propose ATC-Dist, where we combine both criteria

to estimate the accuracy under shift: a sample is estimated as being correct if it is (i) of high enough

confidence, (ii) not too far from the in-distribution embeddings. Similarly, we extend GDE with our

distance criterion to get GDE-Dist. There, the correctness of a sample is estimated by (i) agreement

between both models, and (ii) distance to the in-distribution embeddings. The estimation procedure

for ATC-Dist and GDE-Dist is shown in Algorithm 1.

Class-wise distance thresholds

As the tightness of class clusters may differ for different classes, we argue that the quality of the

distance threshold can be further improved by defining class-wise distance thresholds. Concretely,

for each class c we compute DistThresholdc by taking the 99th percentile of the average distance

distribution of the subset of cases labelled as c in the validation set. At test time, we use the distance

threshold associated with the predicted class to determine the validity of a given sample prediction. In

cases where less than 20 samples were present in the validation set for any given class, we use the

global threshold for this class. Replacing the global distance threshold with the class-wise thresholds

in Algorithm 1 yields our proposed ATC-DistCS and GDE-DistCS estimators.
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Algorithm 1 Implementation of the proposed distance checker and performance estimators.

procedure Fit DistanceChecker(Xtrain, Xval)

ftrain ← get features(Xtrain)
fval ← get features(Xval)
KNN← Fit Nearest Neighbors(ftrain)
ADval ← Average NN Distances(KNN, fval)
DistThreshold← Quantile(ADval, .99)
return DistThreshold, KNN

end procedure

procedure Get ATC-DIST(Xtest, ATC, KNN, DistThreshold)

ftest ← get features(Xtest)
ADtest ← Average NN Distances(KNN, ftest)
keptDist ← ADtest < DistThreshold ▷ Distance check

ctest ← softmax confidence(Xtest)
keptATC ← ctest > ATC ▷ Confidence check

ATC-DIST←
|kept

ATC
∩ keptDist|

|Xtest|

return ATC-DIST

end procedure

procedure Get GDE-DIST(Xtest, g1, g2, DistThreshold, KNN) ▷ g1, g2 two models trained

with different seeds

ftest ← get features(g1, Xtest)
ADtest ← Average NN Distances(KNN, ftest)
keptDist ← ADtest < DistThreshold ▷ Distance check

agreetest ← g1(Xtest) = g2(Xtest) ▷ Agreement

GDE-DIST←
|agreetest ∩ keptDist|

|Xtest|

return GDE-DIST

end procedure

4.4 Experimental setup

4.4.1 Datasets

We validate our proposed method on a wide range of tasks and covering various natural and synthetic

distribution shifts:

• ImageNet (Deng et al., 2009) to ImageNet-Sketch (Wang et al., 2019) where the distribution

shifts from photographs to sketch; ImageNet-A (Hendrycks et al., 2021), where the distribution

shifts adversarially; ImageNet-V2 (Recht et al., 2019) a setting with only mild shifts, designed to

mimic ImageNet test set.

• CIFAR10 (Krizhevsky, 2009) to CIFAR10-C (Hendrycks & Dietterich, 2018) covering various
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synthetic corruptions, yielding 95 OOD datasets.

• MNIST (Lecun et al., 1998) to SVHN (Netzer et al., 2011), classic digit classification, shifting

from binary digit images to house numbers.

• WILDS (Koh et al., 2021) benchmark, designed to study natural shifts occuring “in the wild”.

WILDS-Camelyon17 (Bandi et al., 2019) defines a histopathology binary task with staining pro-

tocol shifts. WILDS-iCam (Beery et al., 2020) is a 182-classes animal classification task from

camera traps, with shifts in camera location. WILDS-FMoW (Christie et al., 2018) is a satellite

image 62-class task with temporal and geographical shifts. WILDS-RxRx1 (Sypetkowski et al.,

2023) is a 1,139 genetic treatment classification task on fluorescent microscopy images, where

the shift occurs from experimental batch effects.

• The BREEDS (Santurkar et al., 2020) benchmark defines various tasks (Entity30, Entity13,

Living17, NonLiving26) based on ImageNet subsets and superclasses. The main task consists

of predicting the super-class, and the train-val-test split is defined such that the subpopulations

covered by the OOD test set are disjoint from the ones represented in the training and validation

set.

• PACS (Li et al., 2017) a 7-class task, where models are trained and validated on photographs

and tested on three other domains (painting, sketches and cartoon).

• PathMNIST (Yang et al., 2023b) histopathology 9-class task, where training and test splits are

taken from different sites using different staining protocols.

Additional details about types of shifts and dataset splits can be found in Table 4.1.

4.4.2 Experimental setup and models

For each evaluated model, we fit our nearest neighbours algorithm on the training set, using K=25

neighbours for the distance check. Distance thresholds are computed on the in-distribution validation

set. For each task, we evaluate our accuracy estimator on all available OOD sets, as described above,

and measure estimation quality in terms of Mean Absolute Error (MAE) between predicted and true

accuracy across all models. Note that if there were more than N=50,000 training samples, we ran-

domly subsampled N samples in the KNN fitting step to speed up inference. Moreover, for ImageNet

to avoid doing a full inference pass on the extremely large training set, we fitted the KNN algorithm

directly on the validation set (discarding distance to self to get the distance threshold). For each task,

we evaluate the quality of performance estimation on a large variety of models. For ImageNet, we test

on 259 pretrained models from the timm (Wightman) package. We evaluate all available models from
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Dataset family ID splits OOD datasets / splits N classes Type of shift

ImageNet Train / Val ImageNet-Sketch 1,000 Photographs to

Sketches

PACS Photo train / val

Painting test

7 Art typeCartoon test

Sketches test

MNIST MNIST SVHN 10 Handwritten digit to

house numbers

CIFAR10 Train / Val CIFAR10-C 10 Synthetic corruptions

Entity30 Train / Val OOD test 30 Subpopulation shift

(random)

Entity13 Train / Val OOD test 30 Subpopulation shift

(random)

Living17 Train / Val OOD test 17 Subpopulation shift

(random)

NonLiving26 Train / Val OOD test 26 Subpopulation shift

(random)

WILDS Camelyon Train / id-Val ood-test, ood-val 2 Site / staining protocol

WILDS iCam Train / id-Val ood-test, ood-val 182 Location of camera

WILDS FmoW Train / id-Val ood-test, ood-val 62 Location and time

WILDS RxRx1 Train / id-Val ood-test, ood-val 1,189 Batch effect

PathMNIST Train / Val Test 9 Staining protocol

Table 4.1: Additional information for the datasets used in this study. “Dataset family”

denotes the name used in the tables in the main paper to refer to this task. For all datasets we

used the official splits as denoted in the columns. © 2023 IEEE.

the following 14 family of model architectures: ConvNext (Liu et al., 2022c), ConvMixer (Trockman &

Kolter, 2023), DarkNet (Redmon & Farhadi, 2017), CSPNet (Wang et al., 2020a), EfficientNet (Tan

& Le, 2019), Inception ResNet (Szegedy et al., 2017), ResNext (Xie et al., 2017), ResNeSt (Zhang

et al., 2022a), TResNet (Ridnik et al., 2021), DenseNet (Huang et al., 2017), ResNet (He et al., 2016),

ResNetv2 (Szegedy et al., 2017), ECA-Net (Wang et al., 2020b), Res-SE-Net (Varshaneya et al.,

2021). For all other datasets, we trained models ourselves using various architectures, training se-

tups, random seeds and initialising models from ImageNet as well as from random weights. For each

model / training configuration, we repeated training for three different seeds. Details of training con-

figurations are listed in the table Table 4.2. In total, we train 18 models from random initialisation and

12 models from ImageNet weights, amounting to 30 models for each dataset, except for the BREEDS

datasets for which we only used the models trained from scratch (as they are subsets of ImageNet).

The ‘standard’ training procedure uses Adam optimiser (Kingma & Ba, 2015), automatic learning rate

adaptation after 10 epochs without improvement, early stopping when the accuracy did not improve

anymore for 15 epochs. Unless specified otherwise, we used data augmentation during training (incl.

random rotation, colour jittering, flips, cropping), and all data augmentation configurations can be

found in our public codebase1.

1https://github.com/melanibe/distance_matters_performance_estimation

https://github.com/melanibe/distance_matters_performance_estimation
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Model architecture Type of init. Training procedure Data augmentation

ResNet18 Random Standard Yes

ResNet18 Random Standard + Weight decay 1e− 3 Yes

ResNet18 ImageNet weights Standard Yes

ResNet50 Random Standard Yes

ResNet50 Random Standard No

ResNet50 ImageNet weights Standard Yes

ResNet50 ImageNet weights Standard + Weight decay 1e− 3 Yes

DenseNet Random Standard Yes

EfficientNet-S Random Standard Yes

EfficientNet-S ImageNet weights Standard Yes

Table 4.2: Details of training configurations. Standard training procedure is described

above. © 2023 IEEE.

4.4.3 Choice of baselines

Our first analysis focuses on single-model accuracy estimation. We compare our method to estab-

lished ATC (Garg et al., 2021) and DoC (Guillory et al., 2021) baselines as well as their improved

class-wise version (Li et al., 2022). For class-wise estimation, if any given target class was not present

in the validation set, or if less than 20 samples were predicted for that class, we used the global tem-

perature and ATC-threshold for that particular class. This may happen for some classes in imbalanced

datasets or with an extremely high number of classes (e.g. WILDS RxRx1 or WILS iCam). We also

compare our method to the recently proposed COT estimator (Lu et al., 2023). Note that, in their

paper, the authors only tested their method on a very limited set of tasks, as such our evaluation con-

siderably extends the assessment of COT’s capabilities. In our implementation for COT, we used the

suggestion of the authors to counter the cubic runtime of the method: we used batches of 2,500 im-

ages to estimate accuracy and averaged the accuracy over the batches, using up to 25,000 randomly

sampled samples. To compute the Wasserstein distance we used the POT package (Flamary et al.,

2021) as suggested by the authors of COT (Lu et al., 2023). Regression-like methods are not included

as we assume that no OOD dataset is available at training and validation time, similarly we do not

include methods that require external metadata such as Mandoline (Chen et al., 2021b) as it was not

available. Methods such as self-training ensembles (Chen et al., 2021a) which require model retrain-

ing for every single test set, were also not considered as they were computationally much more heavy

(it would require training over 3,000 ensembles in our experimental setting) and do not allow for real

time monitoring. Weaker baselines such that simply using the average softmax confidence as accu-

racy estimation are not included as the extensive analysis in the ATC paper (Garg et al., 2021) already

clearly demonstrates the superiority of ATC as a baseline. In a second analysis, we place ourselves in

the scenario where we have access to two models for each task for accuracy estimation and compare

agreement-based estimator GDE (Jiang et al., 2022) to our improved version GDE-DistCS.
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4.5 Results

4.5.1 Motivating example

Prior to diving into quantitative analysis of our results, let’s start with an illustrative example of our main

idea: in the embedding space, regions of the shifted test set not covered by the ID set are likely to be

regions of very low accuracy. This pattern appears distinctively in the example in Fig. 4.2, where we

show the T-SNE (Maaten & Hinton, 2008) representation of the embeddings of the ID validation set

as well as the OOD test set, on a model trained on the WILDS-CameLyon dataset (Koh et al., 2021;

Bandi et al., 2019). We can clearly see how the region in black − which is not well represented in the

ID validation set − contains an extremely high proportion of errors in the OOD test set.

Figure 4.2: Why distance matters, an example. Joint TSNE representation of the ID valida-

tion set and OOD test set plotted separately for a ResNet18 model on the WILDS CameLyon

dataset. We can clearly distinguish a region with low density on the validation set and high den-

sity on the OOD set, where most points are misclassified. Adapted from Roschewitz & Glocker

(2023), © 2023 IEEE.

4.5.2 Results for single-model performance estimation

In Table 4.3, we compare DoC, ATC, COT and our method in two different settings, one where temper-

ature scaling (TS) (Guo et al., 2017) and ATC threshold are optimised globally for the entire dataset

(left column group) and the second where we apply class-wise TS and ATC thresholds (rightmost

columns). Temperature scaling is applied as previous studies have shown better results over raw

model outputs (Li et al., 2022; Garg et al., 2021). Results are presented in terms of MAE over all

shifted test sets and all models for each task.



CHAPTER 4. DISTANCE MATTERS FOR IMPROVING PERFORMANCE ESTIMATION 85

Global TS & ATC thresholds Classwise TS & ATC thresholds

Dataset family DoC COT ATC ATC-Dist ATC-DistCS COT ATC ATC-DistCS

ImageNet-Sketch 19.26** 4.62** 6.05** 4.75** 3.28 5.31** 5.36** 3.42
ImageNet-A 38.66** 31.73** 26.81** 23.20** 17.95** 21.77** 35.67** 15.10
ImageNet-V2 4.94** 5.70** 1.90** 1.43** 0.64 1.83** 5.39** 3.51**
Living17 21.08** 18.95** 17.98** 15.86** 14.45* 20.18** 15.02** 11.82
NonLiving26 24.31** 21.38* 16.71** 15.65** 14.53 21.85* 15.84** 13.87
Entity13 13.55** 12.78** 8.96** 8.30* 8.15 12.99** 8.64** 7.84
Entity30 17.75** 15.45** 12.31** 11.65* 11.31 15.98** 12.15** 11.15
WILDS CameLyon 7.57** 3.07** 6.86** 4.90** 4.71** 2.99 6.82** 4.69**
WILDS iCam 8.14 7.72* 7.15 7.92* 9.13** 6.48 5.39 6.95
WILDS FMoW 3.54** 2.04** 2.72** 2.06* 1.91 1.94* 1.36 1.58
WILDS RxRx1 7.47** 2.36 6.02** 5.01** 3.86** 2.54 8.87** 9.62**
MNIST 61.41** 15.17 49.52** 17.41 15.96 15.33 41.44** 16.12
PACS 55.38** 12.61 45.98** 26.25** 26.21** 13.23* 49.45** 26.65**
PathMNIST 3.68** 9.90** 2.67** 1.31 1.14 9.92** 2.37** 1.09
CIFAR10 2.73** 1.53** 1.20** 1.11* 1.08 1.59** 1.24** 1.07

Table 4.3: Confidence-based accuracy estimation results. Results are reported in terms

of Mean Absolute Error (in %) across all models and OOD datasets. * denotes a p-value after

Bonferroni correction <0.05, ** p-value <1e-3 for Wilcoxon signed-rank test to test for difference

between the best method versus all the others, for each dataset. Bold denotes the best model,

all methods not significantly different from the best are highlighted. © 2023 IEEE.

We can see that our method ATC-Dist achieves lower MAE than its counterpart ATC across all but

one dataset (Wilds iCam, see discussion section). Furthermore, on all these datasets, ATC-DistCS

using class-wise distance thresholds further improves the results over ATC-Dist. The overall me-

dian relative MAE reduction of ATC-DistCS over all datasets is of 30% compared to standard ATC in

the global setting and 13% in the class-wise setting. Additionally, our experimental results confirm

the preliminary findings of Li & Liu (2022) i.e. ATC with class-wise optimisation of temperature and

thresholds outperforms ATC with global optimisation for the majority of datasets (only performance

on heavily imbalanced CIFAR10-C had been reported so far). To measure statistical significance, for

each dataset, we use the Wilcoxon signed-rank test (Wilcoxon, 1945) to compare the best method

(i.e. with lowest MAE on that task) against all other methods, with Bonferroni correction (Dunn, 1961)

to account for multiple testing. We highlight in bold the method with lowest MAE and all methods

that are not significantly different to this method (at the level 0.05 after correction). We can see that

ATC-DistCS achieves SOTA results on 10 out of 13 tasks, with a median relative MAE improvement

of 27% for ATC-DistCS over COT with global TS and 30% with class-wise TS. We discuss differences

between COT and ATC-DistCS in more details in Section 4.6.

We also provide additional scatterplots detailing predicted versus true accuracy can be found in

Fig. 4.3. Finally, we detail the performance comparison on CIFAR10-C in Fig. 4.4, we can see that

our method outperforms the baselines at all levels of corruption strength.
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Figure 4.3: Predicted versus true accuracy for all models and datasets. © 2023 IEEE.
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all models, shaded area depicts +/- one standard deviation. © 2023 IEEE.

4.5.3 Results for agreement-based accuracy estimation

Our distance check is not only tailored for improving ATC but rather is a general addition that can be

‘plugged-in’ to various estimators. We demonstrate this by showing how our method improves the

quality of agreement-based estimator GDE (Jiang et al., 2022), another well established baseline.

For every training configuration, we repeat training with 3 different seeds. To estimate the accuracy

for model g1, we use another model g2 trained with a different seed to compute disagreement and

deduce the predicted accuracy for g1. We then further improve the estimation with our proposed

distance check i.e. we fit our distance checker to the validation features on g1 and use it on the

corresponding OOD features to discard distant samples. We evaluate the error for every model using

all possible pairs. Results are summarised in Table 4.4. The proposed GDE-DistCS shows statistically

significant improvements across all tasks (expect for one task where it is equivalent), with a median

relative MAE improvement of 13% over the standard GDE method. However, it is worth noting that

results obtained with the accuracy estimators from the previous paragraph are systematically better

than these disagreement estimates.

4.5.4 Ablation studies: choice of distance measure and KNN hyperparameters

We ran additional experiments to justify our choice to use KNN distance for detecting unreliable sam-

ples. As mentioned in Section 4.2.2, other methods have been proposed to perform distance-based

OOD detection. Most famous is the Mahalanobis criteria proposed by Lee et al. (2018). Hence, we

compare the performance of the proposed ATC-DistCS to ATC-Maha where we use Mahalanobis to

compute the distance (all other steps the same). Results in Fig. 4.5 show that (i) for most datasets

adding the distance check helps, regardless of the distance choice; (ii) the KNN distance performs
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GDE +DistCS

Dataset family (ours)

Living17 19.92** 16.60

NonLiving26 23.49** 21.26

Entity13 12.62** 11.78

Entity30 16.57** 15.67

WILDS CameLyon 4.96** 3.62

WILDS iCam 6.44 5.93

WILDS FMoW 9.39** 8.56

WILDS RxRx1 9.14** 7.78

MNIST 34.63** 15.63

PACS 42.41** 27.76

PathMNIST 2.81** 1.62

CIFAR10 4.73** 4.19

Table 4.4: Results for improving agreement-based estimates. Best in bold, * denotes a p-

value <0.05, ** <1e-5 for Wilcoxon-signed-rank test (Wilcoxon, 1945) for GDE-DistCS against

GDE. © 2023 IEEE.

better than Mahalanobis distance (and is often computationally faster). Secondly, Fig. 4.6, we also

investigate the impact of the number of neighbours and the effect of features normalisation (as it im-

proved OOD detection in Sun et al. (2022)), showing that our method is robust to the choice of number

of neighbours and does not require normalisation. Similarly, Fig. 4.7 shows that our 99th-percentile

distance threshold choice for rejecting samples is generalisable across all datasets, alleviating the

need for cumbersome hyperparameter tuning and allowing us to all parameters fixed across all ex-

periments.

4.6 Discussion

4.6.1 Main take-aways

The proposed distance check significantly improves accuracy estimation results across datasets and

tasks for both ATC and GDE, with a median relative MAE improvement of 30% for ATC versus ATC-

DistCS in the global setting (resp. 13% in the class-wise setting) and 13% for GDE versus GDE-

DistCS. Importantly, our method is versatile, can be applied to any model and does not require any

OOD data to tune the performance estimator. In particular, we can apply the method even if we only

have access to the final model at deployment time, enabling external performance monitoring (e.g.

by regulators or local auditing teams). This contrasts with some recent methods that require dozens

of models to improve upon ATC results (Baek et al., 2024). Moreover, we would like to underline

the demonstrated plug-in aspect of the proposed method, i.e. its ability to improve estimation quality

across several base accuracy estimators. Indeed, this attests that distance to the expected distribution

has to be taken into account for improved performance estimation and that estimators should not solely

rely on model outputs. This is further corroborated by our ablation study comparing the use of KNN
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Figure 4.5: Ablation study for the choice of distance estimation method: KNN (DistCS)

versus Mahalanobis distance (Maha). Each boxplot shows the distribution of the Mean Abso-

lute Error for accuracy estimation. Whiskers denote the [5;95]th percentiles of the distribution,

outliers omitted for readability. © 2023 IEEE.
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Our choice of threshold offers good generalisation across all tasks. © 2023 IEEE.

versus Mahalanobis distances for the distance check step in the proposed accuracy estimation flow.

Indeed, results show that regardless of the distance measure choice, our proposed ATC with distance

check outperforms the standard ATC baseline for all but one dataset. To the best of our knowledge,

this work is the first to propose combining confidence and distance-based performance estimation

without requiring access to OOD data at calibration time.

4.6.2 ATC-DistCS, COT and computational considerations

Results show that our method performs significantly better (or equivalent) to the concurrently proposed

COT method on 10 out of 13 datasets. Our extensive evaluation not only justifies our method but also

allows to gain more insight into COT, which had only been evaluated on a few tasks in the original work

of Lu et al. (2023). Another important consideration is that COT’s runtime increases in O(n3) with the

number of test samples and linearly with the number of classes, whereas KNN distance increases

linearly with the number of training samples (here limited to 50,000). Lu et al. (2023) propose to

alleviate this problem by splitting the test set in batches and averaging accuracy estimates. Despite

following this and limiting the number of test samples to 25,000, we still observed a runtime penalty

of approximately one order of magnitude compared to ATC-DistCS for datasets with a high number

of classes and where the transport optimisation problem needed a large number of iterations before

convergence (e.g. on our CPU for an ImageNet ResNet150 model it took over 3500s to get one COT

estimate versus 300s for ATC-Dist, 450s vs 50s for Wilds-RR1). Finally, the lightweight aspect of

ATC-DistCS (and the ATC baseline) is in stark contrast with other proposed methods such as, e.g.,

self-training ensembles (Chen et al., 2021a), which requires training new ensembles for every single

evaluation set, highly impractical in real-world monitoring scenarios.
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4.6.3 Limitations

The proposed method relies on the representativeness of the in-distribution validation set to calibrate

the distance threshold. If the validation data is not sufficiently representative of the ID setting, e.g. not

all classes are represented in the validation set, then the distance check is expected to be sub-optimal.

This is the case for the WILDS-iCam results in the section above. For this heavily imbalanced task,

not all possible targets are present in the validation set, which led to the distance check not improving

the results due to a sub-optimal distance threshold choice. Moreover, because classes were missing

in the validation set, we were not able to compute class-wise thresholds for many classes and had to

use the global threshold for these classes, whereas class-wise thresholds are especially important in

heavily imbalanced settings (Li et al., 2022). Similarly, in Wilds-RxRx1, many classes had only a few

samples in the given in-distribution validation set, leading to sub-optimal class-wise thresholds for this

equally imbalanced task.

Finally, by design, our method generates more conservative performance estimates than their coun-

terparts without the distance check (as any point that lies too far from the expected embedding space

is considered wrong). In most cases, this assumption holds in practice, as demonstrated by our ex-

perimental results. However, in some settings with extreme distributional shifts (e.g. PACS), this

assumption may lead to rejecting too many samples because they appear ‘too’ OOD and underes-

timating the performance. Nevertheless, we argue that, in practice, if the input data is very far from

the expected training distribution, having a low accuracy estimate − triggering an auditing alert − is

a more desirable behaviour than having an over-confident accuracy estimate, which may mislead the

user and generate unsafe AI use. Once the system is validated on the new data, it can easily be

included in the calibration set.

4.7 Conclusion

Taking into account distance to the training distribution substantially improves performance estimation

on a wide range of tasks. Our proposed estimators implementing a distance check outperform previ-

ous SOTA baselines on a large variety of tasks. Our method offers a practical and versatile approach

to performance estimation on new data distributions and thus enables important safety checks for AI

model deployment in critical applications. Importantly, our work demonstrates the need to bridge the

gap between performance estimation and traditional OOD detection literature and proposes a first

step in this direction.

Enabling reliable performance estimation is an essential safeguard for deploying ML medical image

systems. However, in the presence of dataset shifts, these performance estimation tools only indicate
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that something caused the performance to (potentially) drop. To enable practitioners to effectively

mitigate any performance drop, there is a need to precisely identify the root causes of performance

drifts. In the next chapter, we will focus on this particular problem, i.e. how can we identify the source

of dataset shift in an unsupervised manner? Combined with performance estimation tools like the

ones studied in this chapter, such shift identification methods contribute to determining causes of

failures and identifying mitigation strategies effectively.
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Chapter 5

Automatic dataset shift

identification

Various methods have been developed to detect the presence of such shifts at deployment

time. However, the root causes of dataset shifts are diverse, and the choice of shift mitiga-

tion strategies is highly dependent on the precise type of shift encountered at test time. As

such, detecting test-time dataset shift is not sufficient: precisely identifying which type of

shift has occurred is critical. In this work, we propose the first unsupervised dataset shift

identification framework for imaging datasets, effectively distinguishing between preva-

lence shift (caused by a change in the label distribution), covariate shift (caused by a

change in input characteristics) and mixed shifts (simultaneous prevalence and covariate

shifts). We discuss the importance of self-supervised encoders for detecting subtle co-

variate shifts and propose a novel shift detector leveraging both self-supervised encoders

and task model outputs for improved shift detection. We report promising results for the

proposed shift identification framework across three different imaging modalities (chest

radiography, digital mammography, and retinal fundus images) on five types of real-world

dataset shifts using five large publicly available datasets.

Part of the work presented in this chapter has been accepted for publication in:

M. Roschewitz, R. Mehta, C. Jones, B. Glocker. Automatic dataset shift identifica-

tion to support safe deployment of medical imaging AI. In International Conference

on Medical Image Computing and Computer-Assisted Intervention (MICCAI), 2025

(in press), Springer.

A summary of the results has also been presented as an abstract at the European Congress

of Radiology 2025 and at the International Symposium on Biomedical Imaging 2025.

Code available at https://github.com/biomedia-mira/shift_identification/tree/main

https://github.com/biomedia-mira/shift_identification/tree/main
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5.1 Introduction

As discussed Section 2.2, in clinical settings, dataset shift is a common occurrence and may arise

from various factors (Castro et al., 2020). Changes in the frequency of disease positives over time

or across geographical regions cause prevalence shift (Godau et al., 2023; Ma et al., 2022). The

use of different acquisition protocols or scanners (Yan et al., 2020; Sharma et al., 2023; Stacke et al.,

2021), or a change in patient demographics (Appelman et al., 2015; Yang et al., 2024) can induce

shifts in image characteristics, known as covariate shift. We illustrate examples of real-world shifts

in Fig. 5.1. Moreover, as seen in Chapter 1, dataset shift can dramatically affect AI performance of

AI and may lead to clinical errors such as misdiagnosis (Seyyed-Kalantari et al., 2021; Sahiner et al.,

2023; Finlayson et al., 2021). It is hence crucial to implement safeguards allowing not only effective

detection of the presence of shifts, but importantly, reliable identification of the root causes.

Acquisition shift (e.g. scanner shift) Subpopulation shift (e.g. gender shift)

Male Sick HealthySickSick

HealthyHealthySick HealthyFemale

COVARIATE SHIFT

Scanner A

PREVALENCE SHIFT
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ET

FemaleMaleMale
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Scanner B Scanner B Scanner C Scanner A

Figure 5.1: Examples of dataset shifts in medical imaging. Reliably detecting and identifying

the nature of the shift is crucial to enable the safe deployment of machine learning systems

applications. In this work, we propose the first shift identification framework able to reliably

detect and classify any detected shift as (i) prevalence, (ii) covariate or (iii) mixed prevalence

and covariate shift, for imaging datasets.

Dataset shifts can be detected at deployment time by using statistical testing to compare the distribu-

tions of incoming test data to the distribution of the reference data (representative of the data used to

validate the deployed AI model). Significant progress has been made in this field where state-of-the-

art methods can detect various types of real-world shifts (Koch et al., 2023, 2024; Rabanser et al.,

2019; Feng et al., 2024). Shifts between test and reference data can either be detected at the output

level (by comparing distributions of model outputs), or at the input level (by comparing low-dimensional

feature representations of input images) (Rabanser et al., 2019). In this chapter we show that different

types of shifts require different shift detection approaches. On the one hand, comparing model output

distributions allows for the reliable detection of shifts directly related to the downstream task, such as

changes in prevalence. On the other hand, we show that, for shifts orthogonal to the downstream task,

such as changes in image acquisition protocols, comparing output distributions is not sufficient. For
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such shifts, test and reference data need to be compared at the input level using rich feature represen-

tations. We demonstrate that self-supervised neural network image encoders, trained without using

any task-specific annotations (Section 2.4), yield excellent low-dimensional feature representations

for shift detection.

While detecting dataset shifts is important, it is insufficient for the safe deployment of AI. Besides

knowing that there is a problem, we need to be able to identify the precise type of shift to take the

necessary actions, implement preventive measures, and safeguard against harm caused by AI er-

rors. For example, prevalence shifts can often be mitigated with lightweight output recalibration tech-

niques (Alexandari et al., 2020; Wen et al., 2024), but these rely on the assumption that no other types

of shift are present. In contrast, covariate shifts require more advanced domain adaptation techniques

or model finetuning (Zuo et al., 2021; Kang et al., 2021; Xie et al., 2018). The difficulty lies in the fact

that a change in image characteristics may cause similar changes in the distribution over model out-

puts as a change in disease prevalence (see Chapter 6), and determining the cause of an observed

shift can be challenging. Applying the wrong mitigation technique may, in the best case, be ineffective

in resolving the shift or, in the worst case, severely harm model performance or calibration. Despite

its importance, automatic dataset shift identification has remained an open problem.

In this chapter, we address this issue by proposing a dataset shift identification framework capable of

identifying the root cause of the underlying shift, effectively separating (i) prevalence shift, (ii) covariate

shift and (iii) mixed shift (both prevalence and covariate shifts). An in-depth evaluation across three

different clinical applications (chest radiography, digital mammography, and retinal fundus images)

on five types of real-world dataset shifts demonstrates that our framework accurately distinguishes

between prevalence shifts, covariate shifts, and mixed shifts across various scenarios.

5.2 Background

5.2.1 Definitions of prevalence and covariate shift

We here remind the reader of the definitions of prevalence and covariate shifts, previously introduced

in Section 2.2.1. Label shift (or prevalence shift) occurs when label distribution changes across do-

mains, i.e. Pref (Y ) ̸= Ptest(Y ), while the conditional distributions are preserved, i.e. Pref (X|Y ) =

Ptest(X|Y ), where Pref and Ptest denote distributions on reference and target domains respectively.

Conversely, covariate shift occurs when Pref (X) ̸= Ptest(X), while conditional distributions are pre-

served (Murphy, 2023). Acquisition and subpopulation shifts are cases of covariate shifts as they

directly affect image appearance.
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5.2.2 Dataset shift detection methods

Several paradigms have been proposed for dataset shift detection. The simplest method to implement

consists of comparing distributions of a classifier’s outputs between the reference and test domain,

proposed by Rabanser et al. (2019), and referred to as Black Box Shift Detection (BBSD). In detail,

softmax model outputs are collected for all samples in the reference and test sets. Then, for each

class, a separate univariate Kolmogorov-Smirnov (K-S) test is run to determine if the class-wise pre-

dicted probabilities distributions differ between reference and test domain, the overall significance of

the shift is then determined after applying Bonferroni correction (Dunn, 1961) for multiple testing.

In the same study, Rabanser et al. (2019) also proposed another type of shift detector where refer-

ence and test data input distribution are compared using a feature-based approach. In this test, the

input sample (image) first gets projected to a smaller dimension, e.g. through a pretrained neural

network encoder and the shift is then measured using the Maximum Mean Discrepancy permutation

test originally proposed by Gretton et al. (2012). The Maximum Mean Discrepancy measures the

distance between two distributions P and Q based on the distance between their mean embeddings.

An unbiased estimate of the square of the MMD statistic can be computed via:

M̂MD
2

=
1

m2 −m

m
∑

i=1

m
∑

j ̸=i

κ(zi, zj) +
1

n2 − n

n
∑

i=1

n
∑

j ̸=i

κ(z′i, z
′
j)−

2

mn

m
∑

i=1

n
∑

j=1

κ(zi, z
′
j), (5.1)

where {zi}
m
i=1

∼ P , and {z′i}
n
i=1

∼ Q and κ is a kernel over the embedding space. The p-value can

then be obtained using a permutation test. In Rabanser et al. (2019), they proposed to use the RBF

kernel κ(z, z̃) = e−
1

2σ
||z−z̃||2 , setting σ as the median distance between all samples. An alternative

way would be to explicitly learn the kernel, also known as ‘deep kernels’ (Liu et al., 2020a). The

disadvantage of this approach is that the kernel needs to be learned for every single test set for which

one wishes to run shift detection. In this work, we use the RBF kernel.

Another existing shift detection approach consists of training a domain classifier to classify samples

between the reference and test domains (Cheng & Cloninger, 2022; Lopez-Paz & Oquab, 2017; Jang

et al., 2022) and using the accuracy of this classifier as a proxy for measuring distances between

distributions. One drawback of this approach is its high computational cost: for every test set, a

new domain classifier must be trained, which is highly impractical in continuous monitoring scenarios.

Hence, we here focus on output-based (BBSD) and feature-based (MMD) shift detection methods, as

these do not require training of additional models at test-time.

In the medical imaging domain, all these shift detectors were benchmarked by Koch et al. (2024) for

their ability to detect a large variety of real-world shifts in the context of diabetic retinopathy grading
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models. Both the domain classifier and the BBSD approach were shown to successfully detect the

tested shifts, their sensitivity depending on the number of test samples, whereas MMD-based tests

were found to be less accurate at detecting shifts compared to BBSDs and domain classifiers. Given

these results, and for computational efficiency, we herein focus on shift detection methods that do not

require the training of additional models at test-time.

5.3 Methods and experimental setup

5.3.1 Dataset shift identification pipeline

Estimate 
prevalence on 
test set.

30% 

positives

Resample 
reference set.

30% 

positives
Test set

Prevalence-adjusted 

reference

Significant 
differences 

PREVALENCE 

SHIFT ONLY

No difference

If differences 

disappear after 

prevalence 

adjustment PREVALENCE 

SHIFT 

PRESENT

Else COVARIATE SHIFT 

ONLY

B. SHIFT IDENTIFICATION

Reference set

Test set

Encoder

Task 

model

Encoder

Task 

model

Task 

model

P(y) 

= 0.8

P(y) 

= 0.9

Test output distribution

Reference feature distribution

A. SHIFT DETECTION

No differences

Significant differences
SHIFT DETECTED

PIPELINE OVERVIEW

Unlabelled test set 

Model decisions

No shift

Shift detected

A. SHIFT 

DETECTION

B. SHIFT 

IDENTIFICATION

NO SHIFT

PREVALENCE + 

COVARIATE SHIFT

COVARIATE SHIFT

PREVALENCE SHIFT

Annotated reference set

Test feature distribution

Reference output distribution

COMPARE

HEALTHY

COMPARE

NO SHIFT
1 2

3 4 5

COVARIATE 

SHIFT 

PRESENT

Original 
reference

Prev.-adjusted 
reference

Test

Test

COMPARE

COMPARE

6

PREVALENCE + 

COVARIATE SHIFT

Figure 5.2: Overview of the proposed dataset shift identification pipeline. We leverage

both task model outputs and features from self-supervised encoders for detecting and identify-

ing dataset shifts. Contrarily to previous works, we do not simply detect the presence of shifts

but also add a second step able to identify the nature of the shift. Our method effectively sep-

arates cases of (i) prevalence shift (a change in label distribution), (ii) covariate shift (a change

in image characteristics) and (iii) covariate and prevalence shift (both).
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Here, we propose a framework for identifying whether dataset shift is caused by prevalence shift,

by covariate shift or by a mix of both. The approach is divided into two stages, as depicted in

Fig. 5.2:

1. Standard dataset shift detection to separate the ‘shift’ from the ‘no shift’ cases (Fig. 5.2, A).

For this step, we use a dual detection approach, combining signals from task model outputs and

features from self-supervised (SSL) encoders to detect shifts. In detail, we first independently

run the BBSD and the MMD shift detection tests; this yields C p-values for the BBSD test (one

per class) and one p-value for the MMD permutation test. We then apply Bonferroni correction

on the C + 1 p-values to get the overall significance.

2. If a shift is detected in the first step, we then proceed to shift identification. This process

starts with estimating the prevalence in the test set (Fig. 5.2, B.3). For this, we can leverage the

prevalence shift adaptation literature, where various methods have been proposed to estimate

the density ratio:

w :=
Pref (Y )

Ptest(Y )
(5.2)

with w ∈ RC (Alexandari et al., 2020; Saerens et al., 2002; Wen et al., 2024). Here, we use the

state-of-the-art ‘class probability matching with calibrated network’ (CPMCN) method by Wen

et al. (2024) to estimate this ratio and the test set prevalence. In CPMCN, the density ratio is

estimated by:

ŵ := arg min
w∈RC

C
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(5.3)

with m the number of samples in the test set Dt, P̂ref (Y = i) is the empirical proportion of

samples with class i in the reference set, and p̂(i|x) is the probability predicted by the model for

class i given sample x. Given this estimated ratio ŵ, we can easily recover the estimated label

distribution on the test domain

P̂test(Y = i) = ŵi · P̂ref (Y = i), ∀i ∈ C (5.4)

We follow this method to estimate the label distribution in the test set in our shift identification

module. Next, we resample the reference set to match this estimated prevalence (Fig. 5.2, B.4).

We then first compare feature distributions between prevalence-adjusted reference and test set

(Fig. 5.2, B.5): if differences are no longer significant after adjusting the prevalence, the shift is

attributed to prevalence shift. Conversely, if differences persist after adjusting the prevalence,

then covariate shift is necessarily present. In this case, we compare model output distributions

with BBSD to determine whether prevalence shift is also present (Fig. 5.2, B.6). Precisely, if
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there were significant differences in model output distributions before adjusting the prevalence,

but this shift disappears after adjusting the prevalence, we know that prevalence shift is also

responsible for the observed shift, in this case we conclude that the observed shift is a case

of mixed shift (prevalence + covariate shift). Else, we conclude that the shift is attributed to

covariate shift only.

5.3.2 Datasets

We evaluate our methods on four different datasets covering three different imaging modalities: (i)

chest radiography, (ii) mammography, and (iii) fundus images.

For chest radiography, we use two public datasets for our analysis: the RSNA Pneumonia dataset (Shih

et al., 2019), a subset of the NIH Chest-Xray8 dataset (Wang et al., 2017) manually relabelled by ex-

pert radiologists for presence of pneumonia-like opacities. We use the original metadata from the

NIH Chest-Xray8 dataset (Wang et al., 2017) to retrieve patient gender. We also use PadChest (Bus-

tos et al., 2020) a larger dataset containing multiple disease labels extracted from radiology reports.

We here focus on the pneumonia label. Importantly, this dataset contains important metadata such

as scanner information or the gender of the patient, allowing us to generate a wide range of shifts.

For mammography, we use the EMBED dataset (Jeong et al., 2023) a large mammogram dataset

collected in the US, on six different scanners. Finally, for fundus imaging, we create RETINA a

multi-domain dataset by combining three different public datasets: the Kaggle Diabetic Retinopa-

thy Detection (Dugas et al., 2015) dataset, the Kaggle Aptos Blindness Detection dataset (Karthik &

Sohier, 2019) and the Messidor-v2 dataset (Decencière et al., 2014). These datasets cover differ-

ent regions of the world (India, France, US) but also with varying image acquisition devices: images

from the Messidor-v2 are high-quality images, while many images in the Kaggle datasets are of lower

quality (including phone pictures). Creating this multi-centre dataset allows us to simulate various

domain shifts by varying the proportion of data from each ‘site’ (original dataset source). The task of

interest for fundus images here is binary diabetic retinopathy (DR) classification for fundus images,

where we classify images between referable DR (grades 2,3,4) and healthy/non-referable DR (grades

0,1).

5.3.3 Shift generation details

For every dataset, we study different types of shifts at different levels of intensity. To study prevalence

shift detection, we associate each dataset with a downstream task. For chest radiography datasets

we focus on pneumonia detection, for mammography on breast density assessment (4 classes), and

for retinal images on binary diabetic retinopathy classification. We simulate various levels of preva-
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lence shift by resampling the test set according to specific label distributions. Then, we study various

types of covariate shifts. For PadChest, we study gender shifts by varying the proportion of female

patients in the test set. Moreover, PadChest contains scans acquired with two scanners, ‘Phillips’

(40%) and ‘Imaging’ (60%). This allows the simulation of different levels of acquisition shift by varying

the proportion of Phillips scans in the test set. Similarly, for EMBED (Jeong et al., 2023), we study

acquisition shift by varying the distribution of scanners in the test set. This dataset offers a comple-

mentary view to PadChest, with a multi-class task of interest and providing even more flexibility for

simulating diverse acquisition shifts (six scanners). Note that, in EMBED, each exam comprises four

mammograms (left/right breasts and MLO/CC views). We excluded all exams that did not contain ex-

actly four images, kept exactly one exam per patient, and ensured that test set sampling was done at

the exam level. Finally, for the RETINA dataset, we simulate covariate shifts by varying the proportion

of samples coming from each underlying dataset (Aptos, Kaggle DR and Messidor).

5.3.4 Implementation details

To evaluate the shift identification accuracy of the proposed framework, we follow standard evaluation

practices from the dataset shift detection literature. Specifically, we repeat the following process 200

times: (i) sample a subset of size Ntest from the test split according to the shift of interest and sample

the reference set from the validation split, (ii) run the shift identification test, and (iii) record whether the

shift is correctly identified. The final shift identification accuracy is computed as the proportion of times

the shift is correctly identified out of all the bootstrap samples. For both chest radiography datasets,

we used Nref = 2, 000 images and Ntest ∈ {100, 250, 500, 1000} images. For the RETINA dataset, we

usedNref = 1000 images andNtest ∈ {100, 250, 1000} images. The case of EMBED is slightly different

as we need to ensure that images belonging to the same exam are always sampled simultaneously.

Hence, for this dataset sampling of all the reference sets, shifted test sets (and permutations in the

MMD test1) is done at the exam level and not at the image level. We assumed Nexams,ref = 1000

exams (i.e 4000 images) and Nexams,test ∈ {50, 100, 250}.

All task models and encoders used in this study are ResNet-50 (He et al., 2016). For each dataset, we

use the task model for the BBSD test. For the MMD detection test, we first extract the embeddings from

the last layer of the encoder, then project them onto the 32-first principle components and then use

the RBF kernel. We compare various encoders for feature extraction, in particular, encoders trained

in a self-supervised manner. Self-supervised (SSL) encoders were trained using the SimCLR (Chen

et al., 2020) objective (see Section 2.4.1 for more details). Additionally, for the RETINA dataset, we

compare with RetFound (Zhou et al., 2023b) a publicly available self-supervised foundation model

1Keeping the underlying structure of the data during permutation tests is important to avoid inflated type I error Churchill

& Doerge (2008).
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trained with the Masked Auto Encoder (He et al. (2022), see Section 2.4.2) objective on a large set

of retinal images, based on a vision transformer architecture (Dosovitskiy et al. (2020), details in

Section 2.1.5).

5.4 Results

5.4.1 Different shifts require different detectors

Prior to diving into shift identification, we first investigate which types of shifts are successfully detected

by prominent dataset shift detection methods. We compare two families of shift detectors: model

output-based (BBSD) and feature-based detectors (MMD). We additionally test a dual approach that

combines both approaches for improved shift detection (‘Duo’, as described in Section 5.3.1).

For feature-based shift detection, any pretrained network could be used as feature extractor. A per-

haps obvious choice is to simply use the encoder from the task-specific classification model. However,

this may not be the best choice as learned features will be heavily skewed towards encoding charac-

teristics specifically relevant to that task as opposed to encoding more generic image representations

sensitive to data distribution changes (Zamzmi et al., 2024). Hence, we here explore the potential

of SSL image encoders for shift detection. Indeed, encoders trained in a self-supervised manner,

i.e. without any labels, learn fine-grained representations effectively summarising all the information

encoded in a given image, resulting in ideal candidates for generic shift detection. We compare the

performance of feature-based shift detection for five different encoders (using the features obtained

from the last layer of the neural network encoder). We compare: (i) Random a ResNet-50 encoder

with random weights; (ii) Supervised ImageNet where features are extracted using a ResNet en-

coder trained to perform classification on natural images from the ImageNet dataset; (iii) Task model,

the ResNet encoder from the task model used to perform the downstream classification task; (iv)

SSL ImageNet a self-supervised encoder trained on ImageNet data only; (v) SSL Modality Spe-

cific a self-supervised encoder trained on the same modality as the test datasets. Additionally, for

the RETINA dataset, we include a comparison using the RetFound foundation model as a feature

extractor (Zhou et al., 2023b).

Output- and feature-based detectors detect different shifts. Figs. 5.3 and 5.4 show the shift de-

tection rates for every dataset-shift combination. Across all datasets, a clear pattern appears. For

prevalence shifts (Fig. 5.3), output-based shift detection performs significantly better than all feature-

based tests. This is intuitive as the shift is directly related to the downstream prediction task. A change

in prevalence should directly be reflected by a change in the distribution of task model outputs. For

covariate shifts, results are very different, regardless of whether we look at acquisition or subpopula-
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Figure 5.3: Prevalence shift: shift detectors comparison. We report the shift detection rate

over 200 bootstrap samples. Results show that output-based detection is best for detecting

prevalence shifts. For each combination of test set size and type of shift, the detector with

the highest detection rate, as well as all detectors not significantly different from the best, are

denoted with an asterisk ∗ (where significance is measured by Fisher’s exact test, at level .05,

with Bonferonni correction applied for multiple testing).
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Figure 5.4: Covariate shifts: shift detectors comparison. We studied two sub-types of

covariate shifts: subpopulation shift (top two rows) and acquisition shift (bottom three rows).

We report the shift detection rate over 200 bootstrap samples. Results show that feature-based

detection is best for this type of shift. For each combination of test set size and type of shift, the

detector with the highest detection rate, as well as all detectors not significantly different from

the best, are denoted with an asterisk ∗ (where significance is measured by Fisher’s exact test,

at level .05, with Bonferonni correction applied for multiple testing).
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tion shifts (see Fig. 5.4). For these shifts, most feature-based detectors perform substantially better

than output-based detectors. Output-based shift detection fails to detect gender shifts on radiography

datasets (less than 5% of shifts detected) and performs substantially worse than feature-based tests

on acquisition shifts across all levels of shifts and datasets. For example, on EMBED with 250 test

exams, the output-based shift detector only detects 25% of acquisition shifts, whereas feature-based

detectors detect at least 80% of shifts (except for the random encoder).

Self-supervised encoders can detect subtle covariate shifts. Our results show that the effec-

tiveness of feature-based dataset shift detectors is highly dependent on the choice of the encoder

used to extract the features (see differences between feature-based detection rates in shades of blue

in Fig. 5.4). The results indicate that for optimal detection of more subtle shifts (e.g. gender shifts),

it is important to use an encoder trained in a self-supervised manner. The task model, for example,

under-performs for gender shift detection on chest radiography datasets, and so does the encoder

trained in a supervised manner on ImageNet data, particularly visible for milder shifts and smaller test

set sizes. For example, both supervised encoders fail to detect the shift from 44% to 25% of females in

the RSNA dataset, even with large test sizes (Fig. 5.4 top row). Encoders trained in a self-supervised

manner (SSL ImageNet and SSL Modality Specific) detect gender shifts with significantly higher sen-

sitivity, exhibiting an average sensitivity of 85% across all gender shifts with a test set size of 250 and

100% for a test set size of 1000. Similarly, for acquisition shifts, results show that SSL encoders offer

substantially better detection rates than their supervised counterparts. The SSL model trained on

ImageNet data was particularly effective and, in some cases, even better than the modality-specific

SSL models for PadChest and EMBED, especially for subtle shifts and in the low test data regime.

On the RETINA dataset, self-supervised encoders also all outperform their supervised counterparts,

with no significant differences between self-supervised encoders.

Combining output- and feature-based detection. Building on the previous findings, we evaluate

a dual detection approach combining responses from output-based and feature-based shift detectors,

using self-supervised features for more robust shift detection. Results in Figs. 5.3 and 5.4 demon-

strate that the proposed ‘Duo’ detector (in orange) performs best overall across shifts and datasets,

regardless of the shift severity. For example, with the duo detector and test set size of 1000 sam-

ples, the detection accuracy is >80% for nearly every shift, across all datasets. On the contrary, the

other detectors respectively fail either on prevalence shift (with feature-based detectors detecting less

than 50% prevalence shift cases averaged over datasets) or on covariate shift (where output-based

detection detects less than 5% of gender shifts for radiography and less than 25% of acquisition

shifts for EMBED). We employ this dual approach for the detection module of our shift identification
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pipeline.

For completeness, in Fig. 5.5 we report the false shift detection rate of shift detectors when generating

test sets without shifts. We verify that the false-positive rates of the output-based, feature-based and

Duo detectors stay low across datasets and detectors, we find that false detection rates hover around

the expected type-I error of the statistical tests 5% for most datasets and detection methods. The

only exception is EMBED, where false positive rates are a little higher than expected for the output-

based (and hence Duo) detector. This is due to the fact that - for this highly imbalanced classification

problem - small randomly resampled test sets may lead to small differences in the observed cumulative

distribution of predictions, even in the absence of a shift in the test set generation process.
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Figure 5.5: False detection rate: shift detectors comparison. Percentage of shift detected

when resampling the test set without shift.

5.4.2 Shift identification performance

To perform shift identification, we leverage the fact that output-based and feature-based shift mea-

sures detect different types of shifts to precisely identify the shift present in the test dataset, following

the decision logic detailed in Section 5.3.1 and illustrated in Fig. 5.2.

In-depth evaluation results in Figs. 5.6 and 5.7 demonstrate that our novel shift identification framework

is capable of distinguishing between prevalence shifts, covariate shifts and mixed shifts with high

accuracy across all datasets and types of shifts. Overall, more subtle shifts are best detected with

larger test sets whereas larger shifts can be detected with smaller test sets. For prevalence shifts,

the average shift identification rate, across datasets and shift levels, is 85% with 500 test images and

reaches 95% with 1000 test images (Fig. 5.6, top two rows).
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Figure 5.6: Shift identification accuracy: prevalence shifts (top two rows) and covariate

shifts (bottom three rows). Across all datasets, the shift identification framework is able to
successfully detect and identify both prevalence shifts and covariate shifts with high accuracy.
Identification accuracy is computed over 200 bootstrap samples.
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Figure 5.7: Shift identification accuracy: mixed covariate and prevalence shifts. (Top
row) depicts mixed gender and prevalence shift, (bottom two rows) show mixed acquisition and
prevalence shift. Across all datasets, the shift identification framework is able to successfully
detect and identify presence of both shifts with high accuracy. Identification accuracy is com-
puted over 200 bootstrap samples.

Similarly, for covariate shifts caused by acquisition shifts, when using a test set size of 500 images

(and 250 test exams on EMBED), the identification accuracy is greater than 80% for any shift level

and dataset, with an average identification accuracy of 89% across datasets and shift levels (Fig. 5.6

bottom two rows). For the RETINA dataset, identification rates already reach 100% with a test set as

small as 250 images. When the covariate shift is induced by gender shifts, covariate shift is detected

with identification accuracies greater than 90% for both PadChest and RSNA Pneumonia, with a

test set size of 500 images, for all but one shift level (Fig. 5.6). Results in Fig. 5.7, show that the

framework is also able to accurately distinguish between cases of covariate shift only and cases of

covariate and prevalence shifts. For these mixed shifts, shifts are identified with increasingly high

accuracy as the test set size increases. With a test set of 1000 images, mixed gender and prevalence

shifts are correctly identified as mixed shifts with an average accuracy of 97% for RSNA Pneumonia
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and 75% for PadChest. Mixed shifts induced by acquisition and prevalence shifts are detected with

an average 100% accuracy for the RETINA dataset, 77% for PadChest and 79% for EMBED, across

shift levels with 1000 test images. The overall identification accuracy for mixed shifts across all shifts

and datasets is 85% (with 1000 test images).

5.5 Discussion

By analysing common dataset shift detection paradigms, we find that different types of shifts require

different types of shift detectors. Our analysis also demonstrates the importance of the choice of

encoders for feature-based dataset shift detection. In particular, we find that encoders trained in

a self-supervised manner yield features with substantially higher shift detection power than super-

vised counterparts. Maybe surprisingly, our results show that generic encoders trained in a self-

supervised manner on natural images (ImageNet) provide highly discriminative features for medical

image dataset shift detection, transportable across datasets. Following these findings, we evaluate a

new dual dataset shift detector, combining shift detection signals from task model outputs tests and

features from self-supervised encoders. This approach outperforms existing shift detectors. The con-

sistency of shift detection performance across various types of shifts is crucial as the nature of the

shift is, by definition, unknown at test time.

We take this combined approach a step further to perform fine-grained shift identification, showing

high accuracy in correctly identifying the type of shift present in the test set across all modalities,

tasks and various levels of shift intensity. Our results demonstrate the practical value of the shift

identification method, which does not require any training at test time, nor any ground truth labels or

annotations on the test domain data. The use of a readily available self-supervised encoder trained

on ImageNet data for feature extraction dispenses us from training any additional model for shift

detection and identification purposes. Combining signals from both feature-based and model output-

based shift detectors yields reliable and consistent detection and identification across all types of

shifts. Importantly, our method not only separates covariate shifts from prevalence shifts but also

reliably detects when both types of shifts are present in the test set, rendering the proposed method

applicable to many real-world deployment scenarios.

In practice, the proposed framework can be used as a continuous monitoring tool for any image-

based, clinical AI model. Similar to other continuous monitoring tools, e.g. Merkow et al. (2023),

the shift identification framework would run on the stream of incoming data, collecting test data on

a rolling time window. The reference data should be a small dataset representative of the expected

data distribution on which the model has been validated. Our results show that with at most 2000
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reference images, a test set of only 500 images suffices to yield high shift detection and identification

accuracy across all shifts and datasets (> 80%).

In terms of limitations, we note that in the case of covariate shift, on its own, the proposed shift

identification framework does not allow for a more fine-grained identification of the origin of shift, e.g.

the distinction between population and acquisition shifts. To allow for an even more precise sub-type

shift identification, integrating metadata statistics in the pipeline (e.g. as in multi-modal shift detection

pipelines, e.g. Merkow et al. (2023)) could complement the framework. Nevertheless, it is important

to highlight that relying solely on metadata monitoring only enables the detection of shifts affecting

the specific attributes collected at test time. For example, statistics on patient population, such as

age distribution, gender distribution, may be recorded at deployment time and used to detect some

sub-types of shifts. Should the metadata not be available at test time, one could use auxiliary models

to predict attributes of interest from images directly (e.g. ethnicity Gichoya et al. (2022)). However,

solely relying on collected (or predicted) metadata may not capture all sources of covariate shifts and

will not allow detection of prevalence shift. The proposed framework can help uncover shifts that are

not detectable by means of simply tracking population metadata. Shift detection and identification can

prompt further investigation and inform root cause analysis of AI performance degradation.

In the last three chapters, we have focused on developing safeguards to improve the reliability of ma-

chine learning systems for medical imaging applications. We have discussed in detail why these tools

(sample-wise failure detection, performance estimation and shift identification) are key to ensuring

the safe deployment of ML systems in clinical practice. Nevertheless, these tools only inform users

on when not to use these models. They do not address the fundamental issue causing performance

drops under shifts: lack of model robustness. It is crucial to address the robustness issue to en-

able the widespread adoption of AI systems across environments and hospitals. In the following two

chapters, we will transition from studying reliability to examining model robustness, with particular em-

phasis on improving generalisation under acquisition shifts − a critical challenge for medical imaging

ML models.
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Chapter 6

Automatic correction of
performance drift under
acquisition shift

Image-based disease detection models are known to be sensitive to changes in data ac-

quisition, and resulting differences in image characteristics may lead to drifts in clinically-

relevant performance metrics, which could cause harm in clinical decision-making. In

this chapter, we propose Unsupervised Prediction Alignment, an automatic recalibration

method that requires no ground truth annotations and only limited amounts of unlabelled

images from the shifted data distribution. We illustrate the effectiveness of the proposed

method to correct performance drift in mammography-based breast cancer screening and

on publicly available histopathology data. We show that this method can preserve the ex-

pected performance in terms of sensitivity / specificity under various realistic scenarios of

image acquisition shift, thus offering an important safeguard for clinical deployment.

This chapter is based on the work done during my internship at Kheiron Medical Technologies,

it has been published in:

M. Roschewitz, G. Khara, J. Yearsley, N. Sharma, J. J. James, É. Ambrózay, A.

Heroux, P. Kecskemethy, T. Rijken, and B. Glocker. Automatic correction of perfor-

mance drift under acquisition shift in medical image classification. Nature Commu-

nications, 14(1):6608, 2023.

A summary of the results has also been presented as a research oral at the European Congress

of Radiology 2023.

Code available at: https://github.com/biomedia-mira/upa

https://github.com/biomedia-mira/upa
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6.1 Introduction

In clinical settings, different use cases of artificial intelligence (AI) have different performance require-

ments, depending on the role of the AI system within the clinical workflow. For example, an AI system

used for triaging or prioritisation would be expected to have near-perfect sensitivity (SEN), while a low

specificity (SPC) may be acceptable. AI as a second reader in double reading breast cancer screen-

ing, on the other hand, may be expected to perform at similar SEN/SPC levels as a human reader.

Many AI systems are versatile prediction models that can be used at different operating points to

reach a specific clinically meaningful SEN/SPC trade-off. Here, an operating point is associated with

a calibrated threshold on the continuous AI prediction score. The thresholds are often pre-determined,

ideally as part of large-scale validation studies. Thresholds may also be adjusted locally using histor-

ical data from a new deployment site (de Vries et al., 2023). In this case, the assumption is that such

validation data is, and remains, representative of new data from unseen patients and the associated

operating point is within approved values.

As discussed previously, changes in image characteristics occurring after deployment pose a fun-

damental challenge to medical imaging AI (Finlayson et al., 2021; Stacke et al., 2021; Zhou et al.,

2023a; Ghosh et al., 2022; Breen et al., 2021). Such changes, e.g. due to the replacement of scan-

ner hardware or updates to the image reconstruction and processing software, can cause substantial

differences in the distribution of model outputs (see Fig. 6.1). Unfortunately, these changes may oc-

cur any time after deployment and are often outside the AI manufacturer’s control. While changes

in the image characteristics may not necessarily affect the overall predictive power (i.e., the ability

to discriminate between positive and negative cases), any shift or drift in the output distribution may

invalidate the calibrated thresholds. This would directly impact the SEN/SPC trade-off and, thus, the

intended operating point of the AI system. If undetected, such clinical performance drift could result

in under- or overdiagnosis and have severe consequences on patient safety.

There is an urgent need for effective methodology enabling automated correction of performance

drifts caused by acquisition shift. In the past, some methods have been proposed to detect such

performance drifts and update models (Schnellinger et al., 2021; Vergouwe et al., 2017; Van Calster

et al., 2017; Hickey et al., 2013; McCormick et al., 2012; Kim et al., 2022), but these all require human

annotations of new samples. However, obtaining annotations in near real-time and linking them with

the acquired images is usually not possible in clinical practice, in particular in applications such as

breast cancer screening where confirmed diagnosis (e.g., biopsy-proven malignancy) is not available

at the time of image analysis. As discussed in the previous Chapter 5, methods have been proposed

to automatically detect shifts. However, there remains an unmet need for methods allowing to au-
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tomatically correct performance drift in the absence of any diagnostic information (such as disease

labels). This is precisely the focus of this work.
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Figure 6.1: Shift in model predictions when applying a mammography malignancy detec-

tion model to a new scanner. From left to right: (a) distribution of predictions observed on the
reference set coming from a scanner representative of the majority of the development set and
used to set the classification threshold, (b) observed distribution of predictions when applying
this model on an unseen scanner, we can observe that despite ROC-AUC generalisation there
is a clear shift in model predictions and calibration, (c) effect of applying the proposed UPA
method in terms of predictions distribution and SEN/SPC trade-off.

In this chapter, we propose unsupervised prediction alignment (UPA) a simple and effective method

which can detect and correct clinically-relevant performance drift caused by acquisition shift. Our

experiments demonstrate the effectiveness of UPA in several real-world scenarios in the context of

breast cancer screening and histopathology. In the breast cancer screening application, we first show

that UPA is able to adapt outputs of a model optimised on one hardware vendor to recover the de-

sired SEN/SPC performance on different vendors across three large-scale breast cancer screening

datasets. We confirm the generic nature of UPA using the publicly available WILDS Camelyon17 (Koh

et al., 2021; Bandi et al., 2019) dataset, showing that a classification model optimised on a particular

staining protocol can automatically adapt to a new staining protocol. Importantly, UPA is designed

to allow for continuous recalibration as it automatically detects and adjusts to shifts observed in the

prediction distribution over time. We showcase this by simulating multiple continuous acquisition shift

scenarios, including the introduction of new scanners and updates to the image processing software.

We discuss data requirements, assumptions, and limitations at the end of this chapter.

6.2 Methods

6.2.1 Unsupervised Prediction Alignment

UPA is a simple method aligning model predictions from an unseen acquisition domain (e.g., data ac-

quired with a new scanner) to the reference prediction distribution recorded on a known domain (e.g.,
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data from the validation set used during method development). UPA consists of applying linear piece-

wise cumulative distribution matching between the prediction distribution on the OOD dataset and the

reference prediction distribution. Piecewise linear matching is also known as histogram matching and

is a well-known technique in the field of image processing where it is traditionally applied to image in-

tensities (Gonzalez & Woods, 2017; Burke, 2011). In our setting, this matching algorithm is applied to

the model’s output predictions. To fit the matching algorithm, we require a set of predictions from the

reference domain (the reference set), as well as a set of predictions coming from the out-of-distribution

domain (the alignment set). The matching algorithm then consists of three simple steps:

1. Compute the observed cumulative distribution of the predictions on the reference and alignment

sets.

2. Fit a linear interpolator to match the alignment set cumulative distribution to the reference set

cumulative distribution.

3. Apply this linear interpolator to any new test prediction coming from the OOD domain.

6.2.2 Experimental setup and models

We designed several realistic acquisition shift scenarios to evaluate the effectiveness of UPA in the

context of breast cancer detection in mammography and tissue classification in histopathology.

Datasets

We use four breast mammography datasets with side-wise biopsy-confirmed malignancy labels. For

each participant, four images are recorded (two views per breast). The training dataset Dtrain is from

OPTIMAM (Halling-Brown et al., 2021) which is an enriched dataset from the UK, whereas all other

evaluation sets are screening datasets from three sites in the UK and four sites in Hungary representa-

tive of the real-world populations in the respective national breast cancer screening programmes. For

all evaluation sets, if there was more than one study per participant, we kept only one (randomly sam-

pled). In this dataset, for each study we have 4 images (ML/CC views for each breast). A summary

of the mammography evaluation datasets characteristics can be found in Table 6.1.

We additionally evaluate the effectiveness of UPA on WILDS Camelyon17 (Koh et al., 2021), a publicly

available histopathology dataset. This dataset was designed to study dataset shifts caused by varia-

tions in staining protocols from one hospital to another. The dataset contains patches from whole-slide

images with patch-wise labels indicating whether the tissue is cancerous. The training dataset com-

prises data from three hospitals, and the reference set is sampled from the same sites. Evaluation is
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on two unseen datasets from two new hospital sites. A summary of the dataset characteristics can

be found in Table 6.2.

Dataset Type N patients N cases N images Prop. positive images

Scanner A Dref 3,221 3,221 12,884 2.5%

Scanner B Unseen 4,152 4,152 16,608 1.8%
Scanner C Unseen 3,904 3,904 15,616 1.9%
Scanner D Unseen 4,115 4,115 16,460 1.8%

Table 6.1: Statistics of the breast cancer screening evaluation datasets.

Dataset Type N images Prop. positive images

Site 1-3 Reference set Dref 33,560 50%

Site 4 Unseen 34,904 50%
Site 5 Unseen 85,054 50%

Table 6.2: Statistics of the datasets available for the WILDS CameLyon17 task.

Models and implementation details

For each application (mammography and histopathology), we train simple ResNet-50 (He et al., 2016)

model on Dtrain with a cross-entropy loss. For breast cancer applications we apply breast masking

and intensity normalisation as a pre-processing step. After training, we select the classification thresh-

old at the diagonal operating point (sensitivity equals specificity) on the in-distribution validation set

Dref , called the reference set in the following.

6.3 Results

6.3.1 Scenario 1: deployment to a new site

In this first set of experiments, we simulate the scenario where we want to deploy a model that has

been calibrated on the validation data from a reference site to new unseen sites. Here, acquisition

shift may occur due to the use of different scanners at new sites (digital mammography), or more

broadly due to differences in the imaging protocol including the use of different staining protocols

(histopathology). For the mammography application, we use the full in-distribution validation set Dref

as our reference distribution (3,221 cases). For the histopathology task, we sample 5,000 images from

the full in-distribution validation set Dref to use as our reference set. The classification threshold has
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been selected at the clinical operating point of the AI model where SEN equals SPC on this reference

data. We measure the performance of this model when deployed to a site by sampling an evaluation

set of 2,500 cases from the out-of-distribution dataset (resp. 15,000 patches for the histopathology

application) prior to using UPA. Then we apply the proposed alignment technique to evaluate its effect

on threshold shift. For that, we sample a disjoint set of N=1,000 cases (resp. 5,000 patches) from the

target site to form the alignment set used to fit the prediction alignment algorithm. We then re-evaluate

the performance of the model on the evaluation set after alignment to measure the effectiveness of the

proposed method to reduce the sensitivity-specificity drift. Sampling of the alignment and evaluation

set is repeated 500 times to obtain uncertainty estimates for the reported metrics.

Results are reported in terms of image-wise ROC-AUC and SEN/SPC, in Fig. 6.2 for breast cancer

detection and in Fig. 6.3 for Camelyon17. Additionally, in Tables 6.3 and 6.4 we also report Youden’s

Index (Youden, 1950), a compound measure taking into account simultaneously sensitivity and speci-

ficity, before and after applying UPA.
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Figure 6.2: Scenario 1: Deployment to a new site - breast cancer screening task. Left
column: Specificity in function of sensitivity before and after prediction alignment. Sensitivity,
specificity, ROC-AUC are measured over 500 bootstrap samples and results are reported in
terms of average results over the bootstrap samples and error bars depict the 95%-bootstrap
confidence interval for each metric. Right column: difference between sensitivity and specificity
before and after alignment. Boxplots are constructed from 500 repeated sampling of evaluation
and alignment sets; whiskers denote the 5%-95% percentile bootstrap confidence interval. UPA
is effective at recovering the desired sensitivity/specificity balance across all out-of-distribution
datasets.
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Dataset Before correction After correction

Scanner B 0.295 (0.011) 0.651 (0.021)
Scanner C 0.599 (0.023) 0.594 (0.020)
Scanner D 0.644 (0.024) 0.640 (0.021)

Table 6.3: Youden’s Index for scenario 1, deployment to a new site, breast cancer screen-

ing. Reported as average over 500 bootstrap samples, with standard deviation in brackets.
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Figure 6.3: Scenario 1: deployment to a new site - WILDS CameLyon17 histopathology

task. Left column: Specificity in function of sensitivity before and after prediction alignment.
For this analysis, we sample an evaluation set (of 15,000 patches) and a disjoint alignment
set (of 5,000 patches) from all available patches, this sampling is repeated 500 times with re-
placement. Sensitivity, specificity, ROC-AUC are measured over 500 repeated sampling of
evaluation and alignment sets and results are reported in terms of average results over the
bootstrap samples and error bars depict the 95%-bootstrap confidence interval for each metric.
Right column: difference between sensitivity and specificity before and after alignment. Box-
plots are constructed from 500 repeated sampling of evaluation and alignment sets; whiskers
denote the 5%-95% percentile bootstrap confidence interval. UPA is effective at recovering the
desired sensitivity/specificity balance across all out-of-distribution datasets.

Dataset Before correction After correction

Site S4 0.868 (0.003) 0.864 (0.005)
Site S5 0.859 (0.006) 0.863 (0.004)

Table 6.4: Youden’s Index for scenario 1, deployment to a new site, histopathology. Re-
ported as average over 500 bootstrap samples, with standard deviation in brackets.

We find that without UPA there is a substantial change in SEN/SPC balance, across all tasks and

evaluation datasets. Without UPA the model is no longer performing at the desired operating point.

Conversely, results show that after applying our alignment method the SEN/SPC balance is largely

restored for the unseen data.

Additionally, in Fig. 6.4, we repeat the above evaluation for the breast cancer screening model, but

this time the threshold is chosen such that SPC=90% on the reference dataset (instead of SEN=SPC).
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Results show that UPA works independently of the particular choice of operating point (e.g., predefined

target specificity).
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Figure 6.4: Additional figure for Scenario 1: Deployment to a new site - breast cancer

screening task using 90%-specificity operating point. Specificity in function of sensitivity
before and after prediction alignment. For this analysis, we sample an evaluation set (of 2,500
cases) and a disjoint alignment set (of 1,000 cases) from all available cases, this sampling is
repeated 500 times with replacement to yield 500 bootstrap samples. Sensitivity, specificity,
ROC-AUC are reported in terms of average results over the bootstrap samples and error bars
depict the 95%-bootstrap confidence interval for each metric. UPA is effective at recovering the
desired specificity across all out-of-distribution datasets.

6.3.2 Scenarios 2 to 4: continuous drift

In the next scenarios 2 to 4, we study the effectiveness of our method for continuous model updates

in presence of progressive temporal acquisition shift for the mammography task.

Scenario 2: transition to a new scanner

We first simulate a scenario where a new scanner is installed, and an old scanner is gradually decom-

missioned. There is a planned transition period where the old and new scanner are used in parallel

with a gradual switch to the new scanner. At the start, there is only data from scanner A, at the end

there is only data coming in from scanner B.

We assume here that the reference scanner is scanner A. We sample 1,200 cases from the original

Dref to define our (fixed) reference set for this experiment (i.e. the validation set used to calibrate the

model at deployment time T=0). This set is used both for determining the classification threshold and

as the reference set for UPA throughout the simulation. The remaining 2,221 cases in Dref are then

used in the data stream simulation itself (T>0).

We assume that the total number of cases per time point (week) is constant at N=250 cases. For

each time point T, we sample the current week’s data according to the expected scanner distribution
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at point T (as depicted in the left pane in Fig. 6.5). At any given time point T, we use a running window

composed of the data of the last two weeks T-2 and T-1 for fitting the alignment algorithm. We then

evaluate the performance of the model before and after alignment on the set sampled for time T. We

additionally ensure that - at any given time point T - the running window set (samples of T-1 and T-2)

is disjoint for the evaluation set (samples of T).

Simulation results for this scenario can be found in Fig. 6.5, where the left-hand side depicts the

number of cases processed by each scanner over time for each scenario and the right-hand side

shows the corresponding results in terms of the model’s sensitivity and specificity over time, with and

without applying UPA overall and scanner-wise. From the figure, we observe that the introduction of

the new scanner would lead to substantial drifts in SEN/SPC when not using UPA, whereas applying

UPA preserves the desired SEN/SPC balance over time.
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Scenario 2: Transition to a new scanner

Figure 6.5: Scenarios 2: Transition to a new scanner. Each simulation is repeated 250
times, solid lines depict the average difference between sensitivity and specificity across all
bootstrap samples and shaded regions denote the 5%-95% percentile bootstrap confidence
interval. Plots in the left column depict the number of scans processed by scanner A and scan-
ner B over time. Plots in the middle column compare the evolution of the sensitivity-specificity
balance over time with and without applying UPA across all scans. The right-most two columns
compare the evolution of the SEN/SPC balance scanner wise. The goal is to avoid a drift
between sensitivity and specificity in the presence of gradual acquisition shift. The proposed
method successfully maintains a null difference between sensitivity and specificity over time,
whereas the non-adapted model can lead to dramatic shifts in the sensitivity specificity balance.

Scenario 3: Addition of new scanner

Similarly to the scenario above, here a new scanner B is installed, however, the old scanner A will

continue to be used in parallel (instead of being decommissioned). The new scanner B is introduced

gradually, meaning the total number of scans increases over time until there is an equal proportion

from both scanners. We start with N=250 at the beginning of the simulation and progressively increase

the number of cases screened as the second scanner ramps up, until we reach N=500. Like in the
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previous scenarios, classification thresholds were optimised for scanner A. Results can be found in

Fig. 6.6, we can again see that UPA is able to preserve a balanced SEN/SPC over time.
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Scenario 3: Addition of a new scanner

Figure 6.6: Scenarios 3: Addition of new scanner. The experimental setup is identical
to Fig. 6.5. UPA again successfully maintains the SEN/SPEC balance over time.
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Figure 6.7: Scenario 4: Prediction alignment over time in the case of software update.

The left plot depicts the number of scans processed by scanner A before and after the software
update. The right plot compares the evolution of the sensitivity-specificity balance over time
with and without applying UPA over 250 simulations.

Scenario 4: Image pre-processing software update

In this last scenario, we simulate the effect of an update applied to the image processing algorithm for

an existing scanner. The deployment site is assumed to operate a single scanner and at the time of

AI deployment, the classification thresholds are optimised for the initial version of image processing

software. At a later time-point T1, we assume that the scanner manufacturer has applied a software

update to their image processing algorithm, resulting in an increase in image sharpness. Such updates

are largely outside the control of the AI model developers. In this scenario we use Hologic images

and we simulate this software update by artificially increasing sharpness to the input images. We

assume that the total number of cases per time point (week) is constant at N=250 cases. Results
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of this simulation can be found in Fig. 6.7. The increase in image sharpness induces a sudden and

substantial change in the SEN/SPC balance. Applying UPA results in a rapid adaptation to the new

image characteristics, with the model quickly performing at the desired SEN/SPC trade-off.

6.3.3 Effect of reference and alignment set sizes

To gain more insights on the amount of data needed for obtaining good performance in the alignment

phase of UPA, in Fig. 6.8 we analyse the sensitivity of the alignment method to the size of the reference

set (from the source domain), and in Fig. 6.9 we measure the sensitivity to the size of the alignment

set (from the new domain). These show that an alignment set as small as 250 cases (1,000 images)

is enough to recover the SEN/SPC shift across mammography datasets. For the reference set, with

500 cases in the alignment set, we find that 1,000 cases are sufficient for stable results. In practice,

one can use the same reference set as used for model validation and selection of the classification

threshold.
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Figure 6.8: Ablation study: effect of the size of the reference set on UPA performance

We measured the performance of methods for different reference set sizes, using 500 cases
for alignment. For each size, sampling of the reference set was repeated 500 times. We can
see that the method is not too sensitive to the size of the reference, even if the more data the
reference distribution comprises, the better the results get.

6.4 Discussion

In this chapter, we have proposed an effective method to correct clinically relevant performance drift

attributable to changes in the image acquisition pipeline (e.g., replacement of scanners, updates of

image processing software, use of different staining protocols). This has been demonstrated across
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Figure 6.9: Ablation study: effect of the size of the alignment set on UPA performance.
For this analysis, we used the full reference set (3,221 cases). For each alignment set size, we
repeated the sampling of the alignment set 500 times to measure the stability of the performance
depending on the sampled set. This analysis shows that with as few as 250 cases in the
alignment set, we already get very good results, stable across repeated sampling experiments.

various scenarios from one-off changes when deploying to a new site to gradual and progressive drifts

in acquisition characteristics over time. Our experiments show that a generalisable ROC-AUC does

not necessarily mean that selected classification thresholds (i.e., clinical operating points) generalise

to unseen data. Indeed, as shown in Figs. 6.2 and 6.3, the studied models did generalise in terms of

ROC-AUC across all datasets while the SEN/SPC balance varied substantially across sites when ap-

plying a predefined classification threshold. Our results demonstrate that the proposed unsupervised

prediction alignment method can successfully mitigate threshold shift on unseen datasets in two very

different image classification tasks. UPA was able to recover the desired SEN/SPC trade-off, without

using any labels from the unseen target domain. Importantly, this simple yet effective method can

be used for continuous model updates and helps in the case of progressive performance drift. Our

sensitivity analysis shows that UPA requires only limited amounts of data from the shifted distribution

and can re-use existing validation data as the reference set. With only N=500 cases from the target

domain and N=1000 cases from the source domain, we observed near optimal and stable results for

recalibration of model outputs. The fact that only a limited amount of data from the target domain

is required is important for the practical implementation of UPA. Used as a continuous performance

monitoring and recalibration tool, UPA could run over a relatively small time-window of new incoming

data. In breast cancer screening, for example, acquiring a set of 500 new cases is often only a matter

of days at many screening sites.
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In practical use-cases where several scanners or acquisition protocols are used at the same site (such

as scenarios 2 and 3 above), it is worth noting that UPA is applied in a scanner/protocol-wise manner.

That is, we fit one alignment algorithm for each scanner separately based on the most recent set of

patient scans acquired with this specific scanner. This allows them to operate fully independently.

This fine-grained device-wise adaptation is particularly advantageous in cases where the proportion

of scans processed by a given type of scanner varies on a day-to-day basis or one of them is sud-

denly not operating for maintenance. Similarly, if one scanner has a software update affecting the

model predictions, only this scanner would have to automatically recalibrate without affecting other

scanners.

Compared to approaches that directly adjust the classification threshold instead of the model predic-

tions (Chen et al., 2006), UPA has the advantage to maintain relative calibration of the model as it

preserves the shape of the distribution between reference and target domain. This enables more in-

formed decisions based on the value of the prediction associated with a given sample (e.g., to assess

the prediction uncertainty). Conversely, if one simply adapts the threshold, there is no guarantee that

the shape of the prediction distribution is preserved, which may render it impossible to interpret the

absolute value of the prediction. This is important, as it has been shown that model calibration is not

necessarily transferable when moving from validation to unseen test domains (Ovadia et al., 2019).

In Fig. 6.1, we saw how the shape of the distribution changes before and after alignment and how

the alignment preserves the shape of the reference. When comparing the expected calibration error

(ECE) (see Section 2.3.1), we found that after alignment the ECE is preserved between the reference

(ECE=0.13) and the aligned distribution (ECE=0.14), whereas it was twice as large on the original pre-

dictions before alignment (ECE=0.29). The preservation of the shape of prediction distribution may

be of particular importance in applications utilising the absolute value of the model predictions such

as uncertainty-aware triaging (Kim et al., 2022; Leibig et al., 2022), or when used in risk prediction

models (Van Calster & Vickers, 2015).

In terms of limitations, it is important to highlight that UPA focuses on addressing effects of acquisition

shift only, it is not designed to tackle other types of distribution shifts that also may cause performance

drift such as population, prevalence or annotation shift (Castro et al., 2020; Bernhardt et al., 2022b).

Crucially, in UPA we assume that the prevalence is (roughly) preserved between reference and tar-

get domains. This is a reasonable assumption in many practical clinical scenarios, e.g., in screening

programs where the expected prevalence is known and usually similar across sites with similar pop-

ulations. Note that if the prevalence assumption is violated, but the target prevalence is known, or

it is possible to gather labels on the unseen dataset, UPA can still be applied by ensuring that the

prevalence in the chosen reference set matches the target prevalence (e.g., using re-sampling tech-
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niques). However, if no or only insufficient information is available about the causes of the distribution

shift between the reference set and the new target domain, UPA should not be used for automatic

recalibration without further investigation. In practice, we could use methods such as the one devel-

oped in Chapter 5 to identify whether the ‘no prevalence shift’ assumption is valid. Other approaches

could include comprehensive monitoring of the input data including meta information about the patient

population, auxiliary AI models to predict patient and data characteristics from the input images (e.g.,

age, breast density, image quality, ...) and more. This would enable the detection and flagging of un-

expected changes in the patient population. Note that UPA does not have to be applied in real-time,

meaning for deployment it may be reasonable to implement a time delay (say a few days) between

the detection and the correction of the distribution shift. This would facilitate a human-in-the-loop

inspection of whether other sources may have contributed to the detected shift.

Local validation on representative data (de Vries et al., 2023), regular AI audits (Liu et al., 2022b), and

a careful analysis of discordant cases remain critical components for the safe clinical deployment. As

such, we do not claim that applying UPA would dispense users of standard auditing procedures involv-

ing comparison to human assessment. However, integrated in the workflow it can allow for automatic

correction to happen before the next auditing round, as data acquisition updates may happen at any

time. Thorough validation of any processes influencing the performance of a medical device, as well

as comprehensive post-market surveillance, and model monitoring are critical to the success of this

approach.

Finally, we should note that UPA is designed to tackle threshold shift, not model generalisation overall.

All models investigated in this study generalise well in terms of ROC-AUC, i.e., their ability to separate

classes is largely preserved even when the input image characteristics change. As we apply piecewise

linear interpolation to the model outputs, UPA guarantees that the ROC-AUC is identical before and

after the alignment (as it does not change the relative order of the predictions). As such, UPA’s

ability to recover the expected SEN/SPC balance is not dependent on the classification performance,

but assumes that the ROC-AUC is preserved across domains. If the ROC-AUC of a model were to

drop significantly from one domain to another, UPA is expected to perform suboptimally, and will not

be able to recover ROC-AUC performance on unseen data. Tackling issues related to performance

drop in terms of overall class separability, i.e. measured by a drop in ROC-AUC, is the focus of a

large body of works in domain adaptation (DA) and domain generalisation (DG). We invite the reader

to consult Section 2.2.2 for a more detailed discussion on such methods. These lines of work are

complementary with ours, as DA/DG methods focus on building generalisable models in terms of

ROC-AUC, with usually little attention on threshold shift. Here, UPA addresses an unmet need by

focusing on the generalisability of model calibration and its predefined clinical operating points. The
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proposed method is by no means meant as a replacement for traditional DA/DG techniques but should

be considered in addition. Here, UPA adds an important safeguard for correcting clinical metrics in

new deployments.

To summarise, in this chapter, we have proposed a method to automatically correct the effects of

acquisition shift post-training, without changes to the model weights, under the assumptions that (i)

acquisition shift only caused the shift and that (ii) ROC-AUC generalises well out-of-the-box. In the

following chapter, we tackle the same problem of robustness against acquisition shifts, but this time

we focus on improving ROC-AUC generalisation instead. As mentioned above, many techniques have

been proposed to improve model generalisation against domain shifts. One popular such approach,

is self-supervised pretraining (Section 2.4), where the goal is to leverage large diverse unlabelled

databases to pretrain image encoders and improve the robustness of downstream classifiers. We will

specifically focus on this approach to domain generalisation, studying how to leverage latest advances

in causal generative modelling to improve robustness of contrastively-learned features.
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Chapter 7

Counterfactual contrastive
learning: robust image
representations via causal
image synthesis

In contrastive learning, the quality of the learned representations is highly dependent on

the data augmentation strategy applied to generate positive pairs. Positive contrastive

pairs should preserve semantic meaning while discarding variations related to data acquisi-

tion. Traditional contrastive pipelines attempt to simulate domain shifts through pre-defined

generic image transformations. However, these do not always mimic realistic domain vari-

ations for medical imaging. To tackle this issue, we herein introduce counterfactual con-

trastive learning, a novel framework leveraging recent advances in causal image synthesis

to create contrastive positive pairs that faithfully capture relevant domain variations. Our

method, evaluated across both chest radiography and mammography data, for two estab-

lished contrastive objectives, outperforms standard contrastive learning in terms of robust-

ness to acquisition shift. Further experiments show that the proposed framework extends

beyond acquisition shifts, with models trained with counterfactual contrastive learning re-

ducing subgroup disparities across biological sex.

This chapter is based on the following publications:

M. Roschewitz, F. de Sousa Ribeiro, T. Xia, G. Khara, and B. Glocker. Robust image

representations with counterfactual contrastive learning. In Medical Image Analysis,

volume 105, 2025.
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M. Roschewitz, F. de Sousa Ribeiro, T. Xia, G. Khara, and B. Glocker. Counterfac-

tual Contrastive Learning: Robust Representations via Causal Image Synthesis. In

Data Engineering in Medical Imaging, pages 22–32, MICCAI Workshop. Springer

Nature, 2024.

Code available at: https://github.com/biomedia-mira/counterfactual-contrastive

7.1 Introduction

Contrastive learning in medical imaging has emerged as an effective strategy to leverage unlabelled

data. This self-supervised learning approach has been shown to substantially improve model general-

isation across domain shifts as well as reduce the amount of annotated data needed for training (Azizi

et al., 2021, 2023; Ghesu et al., 2022; Zhou et al., 2023b). However, the success of contrastive-based

learning is heavily dependent on the positive pair generation pipeline (Tian et al., 2020). Positive

pairs are typically generated by repeatedly applying pre-defined data augmentations to the original

image. As such, changes in the augmentation pipeline have a substantial impact on the quality of the

learned representations, ultimately influencing downstream performance and robustness to domain

changes (Tian et al., 2020; Scalbert et al., 2023). Traditionally, augmentation pipelines developed for

natural images have been directly applied to medical imaging. However, this might not be optimal due

to the unique challenges and characteristics of how medical scans are acquired. In particular, do-

main variations are often much larger than subtle class-wise differences. This may lead contrastively-

learned representations to inadvertently encode these irrelevant acquisition-related variations into the

learned representations.

In this chapter, we aim to improve the robustness of contrastively-learned representations against

domain shifts, in particular acquisition shift. We hypothesise that the robustness of contrastively-

learned features against such changes in image characteristics could be improved by simulating do-

main variations more faithfully in the positive pair creation stage. For this reason, we propose and

evaluate counterfactual contrastive learning, a new contrastive pair generation framework leveraging

recent advances in deep generative models for high-quality, realistic counterfactual image genera-

tion (Ribeiro et al., 2023). Counterfactual generation models allow us to answer ‘what-if’ questions,

such as simulating how a mammogram acquired with one device would appear if it had been acquired

with a different device. Specifically, in our proposed counterfactual contrastive framework, we create

cross-domain positive pairs, by matching real images with their domain counterfactuals, realistically

simulating device changes. The proposed framework is illustrated in Fig. 7.1. Importantly, the pro-

posed approach is agnostic to the choice of the contrastive objective as it only impacts the positive

https://github.com/biomedia-mira/counterfactual-contrastive
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pair creation step. We illustrate the benefits of this approach for two widely-used contrastive learning

frameworks: seminal work SimCLR (Chen et al., 2020) and newly released DINO-V2 (Oquab et al.,

2023) objectives. Moreover, to precisely measure the effect of the proposed counterfactual pair gen-

eration process, we also compare the proposed approach to a simpler approach where we simply

extend the training set with the generated counterfactuals.

Evaluating the proposed counterfactual contrastive learning framework across two medical image

modalities – mammography and chest radiographs – on five public datasets and two clinically-relevant

classification tasks, we show that our method yields features which are more robust to domain changes.

This increased robustness was directly observed in the feature space and, more importantly, by a

substantial increase in downstream performance, in particular under limited labels and for domains

under-represented at training time. Crucially, these findings hold for both SimCLR and DINO-V2,

despite major differences in the training objectives.

7.2 Background

7.2.1 Contrastive learning in medical imaging

Generating pairs of image views that share the same underlying meaning (positive pairs) is the core

principle of contrastive learning. The contrastive objective then encourages the model to learn similar

embeddings for these pairs, while keeping them distinct from the embeddings of unrelated images.

For a review of prominent contrastive learning methods, including SimCLR (Chen et al., 2020) and

DINO(-v2) (Caron et al., 2021; Oquab et al., 2023), we invite the reader to consult Section 2.4.1.

Contrastive learning is a very popular paradigm in self-supervised learning for medical imaging, in

particular SimCLR, which was found to be the most popular contrastive objective in a recent review

by Huang et al. (2023). While most works use standard positive pair creation (like for natural im-

ages) (Azizi et al., 2021, 2023; Moutakanni et al., 2024), some have derived medical imaging-specific

positive pair creation methods like using neighbouring slices in CT images (Dong et al., 2021), neigh-

bouring patches in histopathology (Li et al., 2021), leveraging multiple views in mammography (Ghosh

et al., 2024), or using patient metadata to find similar images (Vu et al., 2021; Dufumier et al., 2021).

Finally, another approach consists of leveraging multi-modal patient information to form positive pairs,

e.g. reports and chest x-rays (Zhang et al., 2022b; Ghosh et al., 2024) or combining imaging with

genetic information (Taleb et al., 2021). However, such paired views or multi-modal pairs may not al-

ways be available, further motivating our investigation of the use of synthetic pairs for medical image

contrastive learning.

Finally, von Kügelgen et al. (2021) have theoretically demonstrated that contrastive learning prov-
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Figure 7.1: We propose a novel counterfactual contrastive pair generation framework

for improving robustness of contrastively-learned features to distribution shift. As op-
posed to solely relying on a pre-defined augmentation generation pipeline T (as in standard
contrastive learning), we propose to combine real images with their domain counterfactuals to
create realistic cross-domain positive pairs. Importantly, this proposed approach is indepen-
dent of the specific contrastive objective employed. The causal image generation model is
represented by the ‘do’ operator. We also compare the proposed method to another approach,
Contrastive+, where we simply extend the training set with the generated counterfactual im-
ages without explicit matching with their real counterparts, treating real and counterfactuals as
independent training samples. Figure adapted from (Roschewitz et al., 2024), with permission
from Springer Nature.

ably disentangles content from style, provided that augmentations capture realistic style changes,

proposing to interpret data augmentation in contrastive settings as ‘counterfactuals under soft style

intervention’ and providing a strong theoretical motivation to our work.

7.2.2 Counterfactual image generation

One goal of counterfactual image generation is to produce counterfactual explanations, i.e. images

depicting the smallest change in the input that would have changed the prediction of a pre-defined

classifier (Augustin et al., 2022; Sanchez et al., 2022; Atad et al., 2022; Matsui et al., 2022; Sun

et al., 2024). Parallel to this interpretability-centred line of work, others have focused on using gen-

erative modelling to synthesise what-if images, independently of any external classifier. Seminal

work by Pawlowski et al. (2020) introduced Deep Structural Causal Models (DSCM) to generate re-

alistic counterfactuals for small-resolution images. This framework has been substantially extended
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by Ribeiro et al. (2023), where the authors utilise a hierarchical variational auto-encoder (HVAE) for

improving image generation, unlocking high-quality high-resolution counterfactual generation, in par-

ticular for medical images. While counterfactual image generation models are gaining traction, with

some studies showing promising results in imbalanced data augmentation (Xia et al., 2022; Garrucho

et al., 2023) and fairness (Dash et al., 2022), the potential of these models for enhancing performance

on clinically relevant tasks still warrants more exploration.

7.2.3 Combining contrastive learning and counterfactuals

Zhang et al. (2020b) explored the use of counterfactual text-image pairs in vision-language grounding

tasks, defining task-dependent counterfactual pairs for additional supervision signal. Within the con-

text of supervised contrastive graph learning, Yang et al. (2023a) proposed to generate challenging

negative examples using graph counterfactuals. However, the use of image-only counterfactuals for

vision contrastive learning remains largely unexplored.

7.3 Counterfactual contrastive learning

In this section, we introduce counterfactual contrastive learning, a self-supervised learning paradigm

to train image encoders robust to domain variations by leveraging state-of-the-art counterfactual im-

age generation models. Contrastive learning typically uses colour and intensity-based image aug-

mentations to encourage the model to ignore domain-specific image characteristics. However, in

medical imaging, the effect of changes in acquisition hardware, device calibration or post-processing

software on the final image appearance is highly complex and can not realistically be replicated by

those simple handcrafted transformations. To overcome this, in counterfactual contrastive learning,

we instead use a causal image generation model to simulate realistic domain variations and generate

cross-domain contrastive pairs, explicitly encouraging contrastively-learned representations to ignore

domain-specific information (such as scanner differences). We illustrate key differences between

standard contrastive learning and the proposed counterfactual contrastive approach in Fig. 7.1.

7.3.1 Counterfactual image generation model

Formally, a Structural Causal Model (Pearl, 2009) (SCM) is defined by a triple M = ïX,U,Fð, where

X = {Xi}
n
i=1 represents the set of endogenous (observed) variables, U = {Ui}

n
i=1 a set of exogenous

(unobserved) variables, and F = {fi}
n
i=1 a set of functions, aka causal mechanisms, such that Xk :=

fk(pak, Uk), where pak ¦ X \ Xk are called parents (i.e. direct causes) of each Xk. The variables

in X are called endogenous since they are caused by the variables in the assumed causal graph,
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whereas variables in U are exogenous as they are caused by factors which are external to the model.

The process of generating counterfactuals can then be divided into three steps:

• Abduction: infer the posterior exogenous noise distribution PU|X given observed evidence X;

• Intervention: perform an intervention by modifying one or more of the endogenous variables,

e.g. do(Xk := x), to obtain a modified SCM Mx;

• Prediction: use Mx and PU|X to compute a counterfactual.

Here, we use the Deep Structural Causal Model (DSCM) proposed by Ribeiro et al. (2023) to generate

image counterfactuals. In what follows, we detail the counterfactual image generation process using

this model. For simplicity, we here assume no further causal relationships between the parents of the

image (i.e. all image parents are independent of each other). Formally, let x be the image and pax

the parents of x. In Ribeiro et al. (2023), the mechanism

x := fx(pax,ux) (7.1)

is modelled using an HVAE. Specifically, the exogenous noise is decomposed into two parts

p(ux) = pθ(z)p(ϵ), (7.2)

where the first part is inferred using the HVAE’s encoder:

qφ(z | x,pax), (7.3)

and the second by inverting the decoder gθ ’s sampling mechanism:

ϵ =
x− µ(z,pax)

Ã(z,pax)
, (7.4)

where µ and Ã here are per pixel mean/standard deviation predictions by the HVAE decoder. To

generate a counterfactual image x̃, we simply compute:

x̃ = µ(z, p̃ax) + Ã(z, p̃ax)» ϵ (7.5)

holding the exogenous noise fixed, where p̃ax are the counterfactual parents obtained after modifying

one or more of pax’s values. Note that in this work, we use the conditional prior proposed by Ribeiro
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et al. (2023) in the HVAE, i.e.:

pθ(z1:L | pax) = pθ(zL | pax)

L−1∏

i=1

pθ(zi | z>i,pax) (7.6)

The HVAE is then trained by maximising the Evidence Lower Bound (ELBO) of the log-likelihood on

the observed dataset.

In this work, minor modifications were made to the original HVAE model from Ribeiro et al. (2023) to

further increase training stability and image quality. First, instead of directly using the parent variables

to condition the HVAE, we add an embedding layer to learn a more flexible parents’ embedding for

improved conditioning. Moreover, we used SiLU (Hendrycks & Gimpel, 2023) activation layers instead

of ReLU, added group normalisation layers, and fixed the decoder’s variance to 0.01, as we noticed

that these changes improved training stability.

Note that, in their initial study, Ribeiro et al. (2023) noticed that solely relying on likelihood training for

the HVAE may sometimes lead to ‘ignored counterfactual conditioning’ i.e. x̃ does not obey p̃ax. To

mitigate this issue, the authors introduced counterfactual finetuning. This step is optional and involves

further finetuning the HVAE weights after the likelihood training in order to improve effectiveness of

the model (i.e. how well the generated counterfactual obeys the counterfactual parents). Concretely,

this method leverages a pretrained classifier qψ(p̃ax | x̃), and optimises the pretrained HVAE weights

{θ, φ} to maximise log qψ(p̃ax | x̃) with ψ fixed. However, Xia et al. (2024) showed that this finetuning

step may overly emphasise non-intervened attributes, a phenomenon known as ‘attribute amplifica-

tion’, and it can be mitigated by using soft rather than hard labels during finetuning. In this study,

we found that our generation model achieved sufficient image quality without relying on any counter-

factual finetuning. Hence, unless otherwise stated, the counterfactual image generation used in the

following does not rely on this step.

7.3.2 A simple and effective approach to counterfactual contrastive learning: CF-

SimCLR

SimCLR (Chen et al., 2020) is a widely adopted contrastive learning strategy, due to its effectiveness

and simplicity in terms of training setup and number of hyperparameters to tune. We present the

SimCLR training pipeline and objective in detail in Section 2.4.1.

In this work, we propose a novel approach to contrastive positive pair creation, relying on domain

counterfactuals instead of pre-defined random image transformations only. Applying this novel coun-

terfactual pair creation pipeline to the classic SimCLR objective, we obtain CF-SimCLR, where we
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create positive view pairs by pairing each real image with one of its domain counterfactuals. Con-

cretely, we sample one target domain at random among all possible domains and generate the cor-

responding domain counterfactual to pair with the real image. If the original domain is sampled, we

simply keep the real image as the domain counterfactual (since there are no domain changes). To

further increase view diversity, we then apply the original augmentation pipeline to this cross-domain

positive pair. The rest of the SimCLR framework is kept as-is, as summarised in Fig. 7.1.

The proposed method uses synthetically generated images for model training, in addition to the real

images. Hence, the effective training size increases significantly compared to a model trained on

real data only. As such, we need to disentangle the effect of the ‘smart pair creation’ proposed in

CF-SimCLR and the effect of synthetically increasing the training set size. For this purpose, we here

introduce another baseline, SimCLR+, where we add the same amount of synthetic examples in the

training set as in CF-SimCLR. However, in this baseline, we do not implement our counterfactual

pairing strategy: all images are considered independent samples, and standard contrastive learning

is applied. As such, SimCLR+ and CF-SimCLR are trained using the exact same training set; only the

positive pair creation mechanism differs. SimCLR+ is illustrated in green in Fig. 7.1.

7.3.3 Extension to other contrastive objectives: CF-DINO

The proposed counterfactual contrastive framework defines a novel way to create contrastive pairs

by leveraging counterfactual image generation, independently of the particular choice of contrastive

objective. To demonstrate that our counterfactual contrastive framework is indeed general and di-

rectly applicable to other contrastive learning objectives, we here extend our counterfactual contrastive

analysis to models trained with the recently proposed and popular DINO-v2 objective (Oquab et al.,

2023). DINO-v2 combines contrastive losses over different crops of images, model distillation and

vision transformers to learn general image representations. For each image, we generate two ‘global

views’ (i.e. larger crops of the images) as well as eight additional ‘local views’ (i.e. smaller crops).

The model is then encouraged to produce similar representations for all global and local crops for both

the student and teacher models. The final loss function is also complemented by a masked image

modelling component (see Section 2.4.1 for more details).

To incorporate our counterfactual contrastive strategy with DINO-v2, we follow steps similar to those

of CF-SimCLR. Specifically, in CF-DINO, one global crop is created from the real image while the

other one is generated from its counterfactual. Similarly, we generate half of the local crops from the

real image (N=4) and half from its counterfactual (N=4). During training, all views are encouraged to

produce similar image representations, yielding the desired cross-domain invariance.
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7.4 Experiments

7.4.1 Datasets

We evaluate the proposed method on two medical image modalities, mammography and chest radio-

graphy, using five public datasets covering a large variety of image acquisition hardware. The main

chest radiography dataset used in this study is PadChest (Bustos et al., 2020), a large dataset from

Spain composed of scans acquired with two different scanners. In this dataset, scanner information

is available for every image, allowing us to train a domain counterfactual generation model easily.

We use the same dataset for self-supervised pretraining. We evaluate the quality of the learned

representations on pneumonia detection, first on in-distribution PadChest test data, then on two ex-

ternal datasets (covering acquisition domains unseen during pretraining): RSNA Pneumonia Detec-

tion (Stein et al., 2018; Shih et al., 2019) and CheXpert (Irvin et al., 2019). For mammography, we

primarily use the EMBED (Jeong et al., 2023) dataset, containing over 300k scans acquired in the US

with six different devices. We keep one domain as a hold-out domain (‘Senographe Essential’) and

use the remaining five scanners for pretraining and counterfactual image generation. We highlight

that 90% of the EMBED data was acquired with the ‘Selenia Dimensions’ scanner, the other scan-

ners being heavily under-represented in this dataset, an ideal setup for investigating robustness to

domain shifts. Finally, we investigate the quality of the learned encoders when transferring to the ex-

ternal VinDR-Mammo (Nguyen et al., 2023) dataset from Vietnam, covering two different acquisition

domains. Table 7.1 details dataset splits and inclusion criteria.

Dataset Inclusion criteria
Number of images

Train Validation Test

EMBED 2D only(∗) 223,086 8,295 65,992
Senographe Essential - 10,927 1,251 3,022
VinDR Mammo - 11,191 2,813 5,996
PadChest Adult PA only 64,989 7,203 17,993
CheXpert PA only 13,811 2,449 10,838
RSNA Pneumonia PA only 8,633 1,524 4,354

Table 7.1: Datasets splits and inclusion criteria. Splits are created at the patient level. (∗)

excluding Senographe Essential, kept as a separate hold-out domain.

7.4.2 Causal inference model and synthetic data generation

To train the Deep Structural Causal Model, we need to specify the causal graph outlining the data-

generating process. Most applications require the causal graph to closely describe true physiological

and imaging processes affecting image appearance. However, in this study, we only intervene on

one variable, the ‘scanner’ indicator. As such, we can simplify the causal graph to only contain this
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one variable, as factors of variations unaccounted for in the causal graphs will be captured by the

exogenous noise. Importantly, with this minimalist graph, we do not need to condition the genera-

tion model on any downstream task labels, which is essential to preserve the unsupervised nature of

the pretraining step. In our examples, we include scanner as the only parent in the causal graph for

mammography generation and include both biological sex and scanner for chest radiography counter-

factual inference (sex is optional for domain counterfactual generation). For EMBED, we use weighted

batch sampling during training to counter the imbalance in the scanner distribution. We provide a vi-

sual representation of these causal graphs in Fig. 7.2, as well as qualitative examples of generated

domain counterfactuals in Fig. 7.3.

Scanner

Image

(a) EMBED

Scanner Sex

Image

(b) PadChest

Figure 7.2: Causal graphs used to train the counterfactual image generation models used

in this chapter.

In terms of counterfactual effectiveness (Monteiro et al., 2022), generated scanner counterfactuals

can deceive a scanner classifier trained on real data 94% of the time for the PadChest model, and

77% of the time for the EMBED model (when generating counterfactuals uniformly across domains).

For sex counterfactuals on PadChest, we had an effectiveness of 77%.

In CF-SimCLR, we construct positive pairs by combining a real image with a domain counterfac-

tual, where the domain is randomly selected out of all possible domains available in the training set

(see Section 7.3.2). Specifically, we first generate all possible domain counterfactuals using all scan-

ners at hand in the training set. That is, for EMBED, for each image, we generate four possible coun-

terfactuals (all available scanners except the real one); for PadChest, we generate one counterfactual

for each image (the other scanner). Hence, the combined training set of real + generated counterfac-

tuals is balanced across scanners. We use this extended training set to train both CF-SimCLR and

SimCLR+ (resp. CF-DINO and DINO+). The difference in scanner distribution between the original

(real-only) training set and the counterfactual-augmented training set is depicted in Fig. 7.4.
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Figure 7.3: Examples of counterfactual images generated with our model. Note that on
PadChest, text is only imprinted on a subset of Imaging scans (not on Phillips): our model
respects this by removing text when generating counterfactuals from Imaging to Phillips and
vice-versa. Generated images have a resolution of 224x224 pixels for PadChest and 224x192
for EMBED.
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Figure 7.4: Distribution of scanners in the original (real-only) training set and the
counterfactual-augmented training set for EMBED (top) and PadChest (bottom).
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7.4.3 Implementation details for self-supervised pretraining

We use ResNet-50 (He et al., 2016) encoders (initialised with ImageNet weights) for all models pre-

trained with SimCLR. DINO-v2 use ViT-Base (Dosovitskiy et al., 2020) encoders, initialised with the

weights from ImageNet DINO-v2. We used the original DINO-v2 code and hyperparameters (Oquab

et al., 2023) for training and kept the encoder with the lowest validation loss. We kept all hyperparam-

eters constant when comparing various contrastive pair generation strategies.

7.5 Results

In this section, we compare the quality and robustness of the learned representations for various

pretraining paradigms. First, standard SimCLR. Secondly, SimCLR+, where we train a model using

classic SimCLR on a training set enriched with domain counterfactuals. Finally, CF-SimCLR combines

SimCLR with our proposed counterfactual contrastive pair generation framework. We then repeat

the same analysis for models pretrained with the DINO objective, comparing DINO, CF-DINO and

DINO+. Note that in SimCLR+ (resp. DINO+), counterfactuals and real images are not paired during

the contrastive learning step; they are all considered as independent training samples. As such,

SimCLR+/DINO+ represent the common paradigm of simply enriching the training set with synthetic

examples. In CF-SimCLR/CF-DINO, on the other hand, we systematically pair real images with their

corresponding counterfactual for positive pair creation (Fig. 7.1).

We compare the effect of these three pretraining strategies on chest X-rays and mammograms. For

chest X-rays, we evaluate the quality of the learned representations by assessing downstream perfor-

mance on pneumonia detection. For mammography, we focus on the task of breast density prediction

(important for risk modelling). Pretraining strategies are evaluated with linear probing (i.e. classi-

fiers trained on top of frozen encoders) as well as full model finetuning (unfrozen encoders). Linear

probes are best representative of the quality of learned representation during pretraining, as repre-

sentations are unchanged during downstream training. However, we also include the comparison with

full model finetuning, as this is often the training paradigm of choice in practical scenarios. All models

are finetuned with real data only, using a weighted cross-entropy loss. We evaluate the pretrained

encoders in two settings. First, we test the encoders on ID datasets, i.e. using the same data for

pretraining, finetuning and testing. Secondly, encoders are evaluated on OOD datasets, i.e. where

the model is finetuned/linear-probed and tested on data external to the pretraining data. Evaluation on

external datasets is crucial to assess how counterfactual contrastive pretraining performs on unseen

domains (outside of scanner distribution used for training the causal inference model). All encoders

are pretrained on the full, unlabelled, PadChest and EMBED datasets. However, the main motivation
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for self-supervised pretraining is to increase robustness when only a limited amount of labelled data

is available (Azizi et al., 2023). Hence, we evaluate the encoders for varying amounts of annotated

data. Specifically, we finetune (or linear-probe) the encoder using a pre-defined amount of labelled

samples, and then evaluate the resulting classifier on a fixed test set. We repeat this process several

times, varying the amount of labelled samples to assess the effect of pretraining in function of number

of labelled samples available for training the downstream classifier, e.g. for PadChest, the number of

labelled training samples varies from 3,249 to 64,989.

For each task, we compare downstream performance across various pretraining strategies, for each

scanner, for both SimCLR (Figs. 7.5 and 7.7) and DINO (Figs. 7.9 and 7.11) objectives. Moreover,

to help visualise performance differences across encoders, we report the performance differences

between the proposed encoders and the baseline in Figs. 7.6, 7.8, 7.10 and 7.12.

7.5.1 Does counterfactual contrastive learning improve performance and robustness

under acquisition shift?

First, we focus on comparing counterfactual contrastive strategies (CF-SimCLR, CF-DINO) versus

standard contrastive learning (SimCLR, DINO) to assess whether our cross-domain contrastive pair

improve downstream performance across various domains (i.e. orange versus blue in Figs. 7.5

and 7.7 and orange bars in Figs. 7.6 and 7.8). We will compare CF-SimCLR with SimCLR+ in the

next section.
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Figure 7.5: Pneumonia detection results with linear probing (frozen encoder, solid lines)

and finetuning (unfrozen encoder, dashed lines) for models trained with the SimCLR

objective. Results are reported as average ROC-AUC over 3 seeds, shaded areas denote
+/- one standard error. We also compare self-supervised encoders to a supervised baseline
initialised with ImageNet weights.
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Figure 7.6: ROC-AUC difference to SimCLR baseline for CF-SimCLR and SimCLR+ for

pneumonia detection. The top row depicts results with linear probing, bottom row shows
results with model finetuning. Results are reported as average ROC-AUC difference compared
to the baseline (SimCLR) over 3 seeds, error bars denote +/- one standard error.

Results on pneumonia detection, in Fig. 7.5, show that CF-SimCLR outperforms the SimCLR baseline,

across datasets, irrespective of the amount of labels, with improvements particularly striking for linear

probing. Gains can be best observed on the performance difference plots in Fig. 7.6, where we see

that in all settings the performance difference compared to the SimCLR baseline is positive, i.e. CF-

SimCLR performs better than SimCLR. For example, for linear probing, on PadChest, when using

3,249 training samples for training the Pneumonia classifier, the performance improves by 2.5% on

the Imaging scanner from PadChest and 0.6% ROC-AUC on the Phillips scanner. On CheXpert,

performance gains vary between 1% and 2% compared to the baseline with linear probing.

Mammography results in Fig. 7.8 show that CF-SimCLR consistently outperforms the SimCLR base-

line across most ID scanners for both linear probing and finetuning, particularly when the amount

of labelled data is limited (<20k). On the external VinDR dataset, CF-SimCLR beats both baselines

on both scanners in the low data regime. CF-SimCLR pretraining mainly benefits scanners under-

represented in the training set (all except Selenia Dimensions for EMBED and PlanMed Nuance for

VinDr), regardless of the amount of labelled data. For example, in linear probing, for EMBED, with

2,230 labelled samples, performance increases by 3% on Clearview CSM, 0.7% on Lorad Selenia,

1.3% on Pristina when comparing CF-SimCLR with SimCLR. Importantly, CF-SimCLR benefits the
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OOD scanners as well, in particular VinDR, where improvements range between 4%-6% ROCAUC

compared to SimCLR when using 560-1121 labelled samples. For higher levels of labels, the dif-

ferences between encoders slowly vanish, particularly in finetuning settings. This is expected as

starting representations matter less if many labels are available for training the classifier, during which

learned representations may be substantially updated (in full model finetuning). For both modalities,

the improvement on external datasets is particularly worth highlighting, given that the encoder was not

exposed to these external domains during pretraining (nor during counterfactual generation).
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Figure 7.7: Breast density results with linear probing (frozen encoder, solid lines) and

finetuning (unfrozen encoder, dashed lines) for models trained with SimCLR. Results are
reported as average one-versus-rest macro ROC-AUC over 3 seeds, shaded areas denote +/-
one standard error. CF-SimCLR performs best overall across ID and OOD data, and improve-
ments are largest in the low data regime and on under-represented scanners.
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Figure 7.8: ROC-AUC difference between SimCLR and CF-SimCLR (resp. SimCLR+) for

breast density assessment. Top two rows denote results with linear probing, bottom two rows
results with model finetuning. Results are reported as average macro ROC-AUC difference
compared to the baseline (SimCLR) over 3 seeds, error bars denote +/- one standard error.
CF-SimCLR overall performs best across ID and OOD data, improvements are largest in the
low data regime and on under-represented scanners.

Crucially, performance improvements and increased robustness to acquisition shift equally hold for

encoders trained with the DINO-v2 objective, demonstrating the versatility of the proposed method.

In Figs. 7.9 and 7.10, we can see that CF-DINO outperforms DINO for all EMBED scanners, across

all levels of labels, for both linear probing and full model finetuning. Interestingly, on this dataset,

we note that, for most scanners, the performance improvements between CF-DINO and DINO are
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even larger than between CF-SimCLR and SimCLR. Again, the gains mostly affect scanners under-

represented during training with CF-DINO closing the performance gap between the majority scanner

(Selenia Dimensions) and the other scanners (Fig. 7.9). For linear probes, in Fig. 7.10, we note that

the improvement for low levels of labels (<20k) are substantial for some under-represented scanners

on EMBED: on Senograph 2000D (resp. Clearview CSm) we see a 4% (resp. 2.8%) improvement

with 2,223 labelled samples and 2% (resp. 1%) with 11,154 labels. On Lorad Selenia, improvements

vary between 1% and 1.5% when training with up to 55k samples, whereas on Senographe Pristina,

we observe 1% improvements with 2,223 labelled samples and 2% improvements for all other levels

of labels. For VinDR, as for CF-SimCLR, performance improvements are mostly noticeable for the

minority scanner PlanMed nuance, where performance gains are 5% for 560 labels, 6% for 1,121

labels and 2% for 2,803 labels, with gains vanishing for 11,212 labels (where all encoders perform

equally). For finetuning, performance gains are mostly observed for low levels of labels and under-

represented scanners (bottom two rows in Fig. 7.10).
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Figure 7.9: Breast density classification results for models pretrained with DINO-v2, for

both linear probing and finetuning. Results are reported as average one-versus-rest macro
ROC-AUC over 3 seeds, shaded areas denote +/- one standard error. CF-DINO performs best
overall, across ID and OOD data, improvements are largest in the low data regime.
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Figure 7.10: ROC-AUC difference between DINO and CF-DINO (resp. DINO+) for breast

density classification. The top two rows denote results with linear probing, and the bottom
two rows show results with model finetuning. Results are reported as average macro ROC-AUC
difference compared to the baseline (DINO) over 3 seeds, error bars denote +/- one standard
error. CF-DINO overall performs best across ID and OOD data, improvements are largest in
the low data regime and on under-represented scanners.
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Figure 7.11: Pneumonia detection results for models trained with DINO-v2, for both linear
probing and finetuning. Results are reported as average ROC-AUC over 3 seeds, shaded areas
denote +/- one standard error. CF-DINO consistently outperforms standard DINO.
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Figure 7.12: ROC-AUC difference to DINO baseline for CF-DINO and DINO+ for pneumonia

detection. The top row depicts results with linear probing, bottom row show results with model
finetuning. Results are reported as average ROC-AUC difference compared to the baseline
(DINO) over 3 seeds, error bars denote +/- one standard error.

For chest X-rays, in Figs. 7.11 and 7.12, we can see that training with CF-DINO closes the per-

formance gap between both PadChest scanners for both linear probing evaluation and finetuning.

Indeed, without CF-DINO, there is a substantial performance drop from Phillips images to Imaging

images, whereas this gap is much smaller with performance improving substantially with CF-DINO

across all levels of labels for images from Imaging (Fig. 7.11). Similarly, in Fig. 7.12, we observed that
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CF-DINO outperforms DINO on the external RSNA Pneumonia dataset by a substantial margin 2%

with 863 labelled samples, 3.5% with 2,158 labels and 1.1% with the full training set with linear probe,

and improvements varying from 1 to 2% in finetuning as well. For CheXpert, CF-DINO outperforms

DINO in model finetuning (and linear probing with 10% of labels). However, it slightly underperforms

on the 25% and 100% for linear probing. Note that results on the CheXpert dataset are to be inter-

preted with some caution as labels are NLP sourced and, in general, of rather low quality (Irvin et al.,

2019), which may explain the consequent drop of performance for all models between CheXpert and

the expert-labelled RSNA Pneumonia dataset.

7.5.2 What is the benefit of counterfactual contrastive learning over simply extending

the training set with the generated counterfactual data?

We have shown that the models trained with counterfactual contrastive learning outperform models

trained with standard contrastive pairs. However, it is important to note that models trained with CF-

SimCLR (resp. CF-DINO) are exposed to additional (synthetic) data during training. Hence, in this

section, to isolate the effect of the ‘smart pair creation’ proposed in this work, we compare it to another

baseline, SimCLR+ (resp. DINO+), where we use the same extended training set but where generated

samples are considered as independent samples and are not paired with real images during training,

details can be found in Section 7.3.2.

Differences between CF-SimCLR and SimCLR+ are best observed in Figs. 7.6 and 7.8 (resp. Figs. 7.10

and 7.12 for CF-DINO versus DINO+). Overall, CF-SimCLR outperformed SimCLR+ consistently

across all experimental settings (Figs. 7.8 and 7.10), with similar results for CF-DINO. On mammog-

raphy, CF-SimCLR/ outperformed SimCLR/DINO+ across all EMBED datasets. CF-SimCLR consis-

tently also outperforms SimCLR+ on VinDr, while CF-DINO/DINO+ perform similarly on VinDR. On

chest X-rays, in Fig. 7.6, CF-SimCLR consistently outperforms SimCLR+ across all settings.

In Fig. 7.12, CF-DINO outperformed DINO+ by a large margin on PadChest and RSNA Pneumo-

nia for linear probing, and both performed similarly for model finetuning. We especially noticed that

the performance gains of SimCLR+ (resp. DINO+) over SimCLR were not very stable, improving

for some domains while performing on par with standard SimCLR (resp. DINO) for others. In gen-

eral, the counterfactual contrastive approaches offered much more consistent performance improve-

ments. The starkest differences were observed on scanners under-represented during training (see

Fig. 7.8).

These experimental results align with the theoretical benefits of counterfactual contrastive learning:

by explicitly creating realistic cross-domain positive pairs during training, we directly encourage the
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network to create domain-agnostic image representations. The more domain-agnostic image repre-

sentations are, the bigger the expected improvement in terms of robustness to acquisition shift. Such

an increase in robustness leads to higher performance on devices under-represented during training,

even more so in limited data settings. The increase in domain alignment is directly visible in the t-SNE

plots of feature embeddings in Fig. 7.13, where embeddings of mammography models trained with

SimCLR and SimCLR+ exhibit clear domain clustering, whereas the model trained with CF-SimCLR

generate embeddings where domains are less separated.

SimCLR SimCLR+ CF-SimCLR

Selenia Dimensions Senograph 2000D ADS_17.5 Lorad Selenia Clearview CSm Senographe Pristina Cluster of breast implants

Figure 7.13: t-SNE projections of embeddings from 16,000 randomly sampled test im-

ages from mammography encoders trained with SimCLR, SimCLR+ and CF-SimCLR.
Encoders trained with SimCLR and SimCLR+ exhibit domain clustering. CF-SimCLR embed-
dings are substantially less domain-separated, and the only disjoint cluster exclusively contains
breasts with implants, which is semantically different. Thumbnails show a randomly sampled
image from each ‘implant’ cluster. Adapted from (Roschewitz et al., 2024), with the permission
of Springer Nature.

To further assess the domain separability of the features from those encoders, we train a scanner

classifier on the features from each classifier. To reduce scanner-imbalance during training of the

scanner classifier, we randomly select 1,000 images from the test set for each scanner (except for

Senographe Pristina where we only had 101 test images), and extract corresponding features with

each encoder. We then run 5-fold cross-validation, classifying scanners from the features of each

pretrained model, using PCA (with 16 components) followed by logistic regression. Our results show

that SimCLR and SimCLR+ achieve the same domain classification performance of 85% and 87%

balanced accuracy. On the contrary, CF-SimCLR only achieves 68% balanced accuracy, confirming

that CF-SimCLR significantly reduces scanner separability in feature space.

7.5.3 Computational considerations

To implement counterfactual contrastive learning, we need to train an additional causal image gen-

eration model, this raises the question of computational overhead. Fortunately, the HVAE used here

to generate image counterfactuals is relatively lightweight (as opposed to alternative generative ap-
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proaches such as diffusion models). This HVAE not only trains relatively fast (e.g. only 20 epochs

needed for EMBED, about 250k steps), it is also relatively frugal in terms of VRAM requirements

(20GB of GPU VRAM were sufficient), which has the advantage of low hardware requirements. In

terms of generation speed, we were able to generate over 1 million 224x224 mammography images

in under 7 hours (on an NVIDIA RTX-3090 GPU). These computational requirements need to be put

in perspective compared to the requirements of the contrastive pretraining step. Contrastive pretrain-

ing is resource intensive both in terms of VRAM (large batch sizes) and in terms of training time.

Each SimCLR model was trained for 450 epochs for EMBED (resp. 1,000 epochs for PadChest), and

required 2x46GB VRAM. For DINO, memory requirements were even higher (6x46GB VRAM for a

batch size of 300). The overhead of the counterfactual generation part is negligible, and its benefits

clearly outweigh the added computational costs.

7.5.4 Ablation study: impact of counterfactual quality on downstream performance

In this section, we aim to assess the effect of the counterfactual image generation model quality on

the downstream performance of the proposed counterfactual contrastive objective. To this end, we

here compare three counterfactual image generation models, trained on EMBED:

• HVAE-: an HVAE-based counterfactual image generation as per Ribeiro et al. (2023) trained

for one epoch only (13k steps).

• HVAE: the HVAE used in the experiment so far, trained for 20 epochs without counterfactual

finetuning.

• HVAE+FT: where we additionally add the counterfactual finetuning step, as proposed by Ribeiro

et al. (2023), to the HVAE model. This steps allows for improved effectiveness by further fine-

tuning the counterfactual generation models using guidance from external classifiers.

First, we assess counterfactual quality for all three models using the metrics proposed in Monteiro

et al. (2022). Results in Fig. 7.14 show that effectiveness varies strongly across models, especially

for scanners under-represented in the training set (e.g. Senographe Pristina).

Moreover, results in Table 7.2 show that while effectiveness varies strongly across the compared

models, reversibility and composition are strong for all models, indicating that all models preserve

identity well. This can also be seen in the qualitative examples in Fig. 7.15. Strong semantic identity

preservation is key for creating meaningful contrastive pairs, as the network will consider any changes

across views in a positive pair as non-semantic information to disregard. Besides computational

considerations, this further motivates the use of the HVAE counterfactual approach in this study, over,
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for example, diffusion-based counterfactual generation approaches as diffusion models have been

shown to not always preserve identity well (Preechakul et al., 2022; Mokady et al., 2023).
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Figure 7.14: Effectiveness comparison for the three counterfactual models considered

in this ablation study, by intervention. Computed on 8,304 validation set samples.

CF model Effectiveness Reversibility(1) Composition(1)

HVAE- 49% 0.001 8e-12
HVAE 77% 0.002 5e-12
HVAE+FT 96% 0.004 5e-12

Table 7.2: Axiomatic soundness metrics (Monteiro et al., 2022) for HVAE-, HVAE and

HVAE+FT. Computed on the 8,304 validation set samples.
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Figure 7.15: Qualitative of comparison of the three counterfactual generation models,

HVAE-, HVAE and HVAE+FT compared in the ablation study. For each model, we show
generated counterfactuals and direct effect maps. Direct effects give a visual depiction of the
increase in effectiveness across the three models from top to bottom. We also observe that all
models preserve semantic identity very well, a key aspect in positive pair creation contrastive
learning
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In Fig. 7.16, we compare the downstream performance of the three CF-SimCLR encoders trained

using generated counterfactuals from the three counterfactual generation models analysed above:

HVAE-, HVAE and HVAE+FT. The graphs depict differences in ROC performance compared to the

SimCLR baseline (i.e. no counterfactuals) across several levels on labels and scanners.
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Figure 7.16: Effect of counterfactual quality on downstream performance. Results are
reported as average macro ROC-AUC difference compared to the baseline (SimCLR) over 3
seeds for linear probing, error bars denote +/- one standard error. We compare running CF-
SimCLR with (i) HVAE- a counterfactual generation model of lesser effectiveness, (ii) HVAE
the generation model used in the rest of this study, (iii) HVAE+FT a counterfactual generation
model with higher effectiveness.

These results first show that even when using a model with relatively low effectiveness, CF-SimCLR

with HVAE- is either on par with or outperforms the baseline (positive performance differences), es-

pecially on under-represented scanners and for lower levels of labels. However, as effectiveness

increases, the downstream performance for under-represented scanners tends to increase. We can

see that the effectiveness of the HVAE model is substantially better compared to the HVAE- model

for generating Lorad Selenia (+30%) and Senographe Pristina (+70%) counterfactuals. Further im-

proving effectiveness with counterfactual finetuning (i.e. HVAE+FT) leads to striking improvements

in the most under-represented scanner Senograph Pristina (where effectiveness increases by 60%

between HVAE and HVAE+FT). On this scanner, we see improvements of 4%, 2%, 0.5% and 1.8%

ROC-AUC between CF-SimCLR with HVAE and CF-SimCLR with HVAE+FT across the various lev-

els of labels, while also observing noticeable improvements on ID Lorad Selenia and the OOD VinDr
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Mammomat scanner. However, we also do notice somewhat diminishing returns of effectiveness

improvements, where performance on ClearviewCSM, for example, is not substantially changing be-

tween CF-SimCLR with HVAE-, HVAE and HVAE+FT despite effectiveness improving from 85% to

97%, with similar results observed on Senograph 2000D where increase in effectiveness did not help

to improve downstream performance. Results indicate that a scanner effectiveness above 80% is

satisfactory for CF-SimCLR.

7.5.5 Robustness beyond acquisition shifts

The main focus of this work is to improve robustness to acquisition shift. However, by simply changing

the types of generated counterfactuals, the counterfactual contrastive pair generation framework can

be easily extended to other distribution shifts. For example, we may use the same framework to

increase robustness to population shift, improving the performance of under-performing subgroups.

We illustrate this on chest radiography in Fig. 7.17, where we generate sex counterfactuals instead

of domain counterfactuals in the positive pair creation step, aiming to reduce performance disparities

between the ‘male’ and ‘female’ subgroups.

We can see that the baseline approach (SimCLR) performs sub-optimally on female patients for pneu-

monia detection across all datasets (top row in Fig. 7.17). Using cross-subgroup counterfactuals

positive pairs by intervening on biological sex, we observe performance improvements across sub-

groups in all datasets and for most levels of training labels. For example, on PadChest, we observe

an improvement of 2% ROC-AUC with 3249 labelled samples for females compared to the SimCLR

baseline (resp. 1% with 16247 labels). On CheXpert, we also get +5% ROC-AUC with 1381 la-

belled samples and +3% with 3452 labels. For PadChest and CheXpert, we even observe small

performance improvements on the male subgroup. On RSNA, however, while Sex-CFSimCLR suc-

cessfully reduces the performance gap across both groups (bottom row), this here comes at the cost

of a slight performance reduction in the male subgroup (top row), a phenomenon commonly known

as the ‘levelling down’ effect in the fairness literature (Zietlow et al., 2022). Overall, analysing per-

formance differences across subgroups (bottom row in Fig. 7.17), we notice that Sex-SimCLR yields

a consistent reduction in performance disparities across all datasets. Like in previous experiments,

we notice that performance improvements are most notable in settings where it is most beneficial to

have aligned representations across subgroups: in limited label settings and for the underperforming

subgroups.
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Figure 7.17: Improving sub-group performance with counterfactual contrastive learning.
Pneumonia detection results with linear probing for encoders trained with SimCLR and SexCF-
SimCLR. In SexCF-SimCLR, we generate sex counterfactuals instead of domain counterfactu-
als for positive pair generation to improve robustness to subgroup shift. Top row: performance
for the male (solid line) and female (dashed line) subgroups, reported as average ROC-AUC
over 3 seeds, shaded areas denote +/- standard error. Bottom row: performance disparities
across the two subgroups, reported as average ROC-AUC difference between the male and fe-
male subgroups, over 3 seeds. Sex CF-SimCLR reduces sub-group disparities for all datasets,
substantially increasing performance on the female sub-group when limited amounts of labels
are available, both on ID and OOD datasets.

7.6 Discussion

In this work, we present counterfactual contrastive learning, a novel contrastive pair generation frame-

work enhancing the robustness of contrastively-learned image representations to domain shifts. Eval-

uating across five datasets, two modalities and two clinically relevant classification tasks, we show that

the proposed counterfactual contrastive pretraining approach yields higher downstream performance

than standard contrastive pretraining, improvements which are particularly noticeable for domains

less represented in the training set. Moreover, the proposed counterfactual pair generation method is

agnostic to the choice of the contrastive objective, as demonstrated by our experiments showing that

counterfactual positive pair generation improves results for models using SimCLR as well as DINO-v2

objectives. Importantly, we show that CF-SimCLR (resp. CF-DINO) also improves performance on
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external domains, which are not included in the pretraining set compared to SimCLR (resp. DINO).

Our experiment on subgroup counterfactual contrastive learning demonstrates its broader applicability

beyond acquisition shifts.

In general, improvements arising from counterfactual contrastive learning are most visible in settings

where learning domain-aligned representations presents a strong advantage over having domain-

clustered representations (as learned in standard SimCLR). This is notably the case for scanners

under-represented during finetuning, and in limited label availability settings, where insufficient data

is present to learn a ‘scanner-wise’ decision boundary. Conversely, when a large amount of labels

is available for model finetuning (e.g. up to 223k labelled samples on EMBED and 65k on PadCh-

est), all pretraining strategies often converge to similar performance. This is explained by the fact

that, with high amounts of labels, the benefit of domain-aligned representations is reduced as enough

data is present at finetuning time to learn meaningful decision boundaries for each scanner, even if

representations are clustered per domain. Moreover, it is important to highlight that, in the case of

full model finetuning, representations may change substantially over the pretrained representations,

further explaining why downstream performance differences are often more visible in linear probing ex-

periments. However, it is important to highlight that the counterfactual contrastive objective performs

consistently either better or, depending on the number of labels, on par with existing baselines.

Naturally, gains arising from counterfactual contrastive learning are bounded by the ability to gener-

ate realistic domain changes. Generated counterfactuals must be of sufficient quality to capture the

variation relevant for pretraining faithfully. Our results demonstrate that current counterfactual image

generation models can already produce images of sufficient quality to significantly improve learned

representation over the baseline approaches. Importantly, results in our ablation study in Section 7.5.4

show that even when the effectiveness of the counterfactual image generation model is moderate, CF-

SimCLR remains on par with, or still outperforms the SimCLR baseline. However, as effectiveness in-

creases, the performance on particularly under-represented scanners can substantially increase (e.g.

CF-SimCLR with HVAE+FT on the Pristina scanner). As image synthesis models continue to improve,

we may expect further improvements with counterfactual contrastive learning in future works.

Importantly, the choice of the intervention variable in the counterfactual image generation step de-

pends on which types of shifts downstream models should be robust against. In the main experiments

(Section 7.5.1), where the goal was to achieve scanner robustness, we intervened on the scanner vari-

able. In the experiment in Section 7.5.5, the goal was to be robust against gender shift. Hence, we

generated sex counterfactuals. A combination of multiple variables could also be considered in future

work. In practice, we can summarise the process to determine which variables to intervene on, as
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follows:

1. An in-depth data analysis should be performed to determine likely causes of biases and sub-

group disparities.

2. The set of identified variables in step 1. should then be discussed with domain experts to decide

which variables downstream models should be robust against (i.e. should ignore), and whether

any interactions between these variables should be considered in the causal graph used to

generate the counterfactuals.

3. Train the counterfactual generation model with the previously identified causal graph.

4. Use the generated counterfactuals to create cross-domain pairs in the counterfactual contrastive

framework, with interventions randomly sampled among all possible values when sampling pos-

itive pairs.

Note that our proposed approach is compatible with other generative-based augmentation methods,

such as generating additional images for under-represented classes or subgroups (Ktena et al., 2024;

Khosravi et al., 2024), as we can also apply the counterfactual generation to synthetic images. Our

experiments comparing SimCLR+ with CF-SimCLR show that the proposed approach has benefits

beyond complementing the training set with synthetic data and that the proposed counterfactual pair

generation framework fundamentally changes the organisation of the embedding space (Fig. 7.13),

as such it may complement other approaches to enhance training set diversity.
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Chapter 8

Conclusions

8.1 Summary of contributions

In Chapter 1, we defined the following primary research objectives for this thesis:

1. To devise new methods to improve reliability and performance monitoring of disease classifica-

tion models in medical imaging.

2. To devise new methods to improve the robustness of these models against image acquisition

shifts.

In Chapters 3 to 5, we have made three complementary contributions to address the first objective.

Our comprehensive evaluation of failure detection methods in Chapter 3 revealed that softmax outputs

detect misclassified samples as effectively as more complex methodologies, establishing a solid base-

line while highlighting the importance of comprehensive evaluation protocols and the need to develop

more effective misclassification detectors. Chapter 4 introduced performance estimation methods

incorporating distance-based checks to identify untrustworthy samples, substantially improving accu-

racy estimation under covariate shift across numerous image classification tasks. In Chapter 5, we

proposed an unsupervised dataset shift identification framework capable of distinguishing between

prevalence shift, covariate shift, and mixed shifts by leveraging self-supervised encoders and task

model outputs. This framework provides a key monitoring component to pinpoint the source of shifts

at deployment time, ensuring the overall reliability of AI systems for disease classification.

Our second research objective on improving robustness against acquisition shifts was addressed

through two innovative approaches in Chapters 6 and 7. In Chapter 6, we introduced Unsupervised

Prediction Alignment to automatically correct clinical performance drifts caused by acquisition shifts,

irrespective of model training and using only limited amounts of unlabelled images from shifted dis-

tributions. Complementing this post-training approach, in Chapter 7, we proposed counterfactual

contrastive learning to improve robustness of contrastively-learned features, leveraging causal image
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synthesis to faithfully capture relevant domain variations. We showed that this method outperforms

standard contrastive learning in terms of robustness to acquisition shift across both chest radiography

and mammography data.

Collectively, these contributions advance the state-of-the-art in reliable and robust medical imaging

disease classification models, providing practical solutions to critical challenges in clinical deployment

and establishing new research directions for the field.

8.2 Limitations and outlook

8.2.1 Open problems in failure detection and performance estimation

In Chapter 3, we showed that current uncertainty measures fail to detect misclassified examples be-

yond the capabilities of the softmax baseline. It is worth noting that this issue has since also been

discussed by Jaeger et al. (2023) in the context of natural images, finding similar conclusions in both in-

distribution and out-of-distribution settings. Similar findings were later reported in the study of Bungert

et al. (2023) with no confidence scores able to reliably prevent ‘silent failures’. This re-emphasises the

need for better failure detection methods. Another issue in the field of misclassification detection is the

choice of metrics. As we discussed in Section 3.2.2, many metrics have been proposed to evaluate

misclassification capabilities. This plethora of metrics is explained by the fact that failure detection is

a multi-faceted problem where multiple objectives need to be satisfied: accuracy of the classifier, abil-

ity to detect misclassified samples, false alarm rates, calibration across domains and more. Several

studies have recently called for using different variations of the area under the risk-prediction curve to

capture these dimensions in a single metric (Jaeger et al., 2023; Traub et al., 2024). However, there is

no community-wide consensus on which metrics to use. Moreover, it is worth noting that none of the

existing metrics currently consider the issue of miscalibration generalisation under shifts (Guo et al.,

2017), an issue which may substantially affect the validity of rejection thresholds across domains in

selective classification.

Miscalibration under shifts is at the core of the performance estimation problem under dataset shifts.

Indeed, most methods developed to estimate accuracy under shift (including the one presented in

Chapter 4) are mainly motivated by the lack of calibration robustness. If we had well-calibrated con-

fidence scores in- and out-of- distribution, estimating accuracy would become a trivial task as taking

the average (calibrated) confidence score would be sufficient to reliably estimate accuracy. While

recent attempts have been made to improve calibration under distribution shifts (Tomani et al., 2023;

Kim & Kwon, 2024; Zhang et al., 2020a; Mukhoti et al., 2020), this is still an active area of research

where more progress is required.
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8.2.2 Robustness beyond acquisition shifts and the role of foundation models

In Chapter 6, we developed an effective method to correct performance drifts caused by acquisition

shifts. However, this method comes with important assumptions (no prevalence shifts are present

and ROC-AUC generalises) which may not be applicable in all use cases. While we tackle a broader

generalisation problem in Chapter 7, reducing performance gaps across different domains, there is

still room for further improvements. For example, we found that, while the model performance on

samples acquired with scanners under-represented in the training set significantly improved with the

proposed training paradigm, it was still lower than the performance on samples acquired with the most-

represented scanner. Moreover, as highlighted in Chapter 5, sources of dataset shifts are varied in

medical imaging. Hence, models should also be robust to other shifts, e.g., prevalence or population

shifts (see next section).

One particularly promising avenue to improve the robustness of models against various shifts is the

use of foundation models (Moor et al., 2023). Foundation models are large-scale, general-purpose,

pretrained models trained on extremely large datasets using self-supervised learning, and can be

fine-tuned for specific applications. These models are typically trained on datasets covering a wide

range of medical centres, scanners, and protocols to improve the generalisation of the learned feature

representations (Zhang & Metaxas, 2024; Shi et al., 2024). In this thesis, we have notably explored

the use of such models to extract generic representations in our dataset shift identification framework,

demonstrating superior shift detection power compared to supervised models (see Chapter 5). On

the other hand, the counterfactual contrastive training framework developed in Chapter 7 could also

be used to build robust cross-domains foundation models.

However, while the use of such pre-trained foundation models has shown promising potential across

various applications (Ma et al., 2024; Moutakanni et al., 2024; Zhou et al., 2023b; Hosseinzadeh Taher

et al., 2025; Zhu et al., 2025), it comes with its own set of challenges (Shi et al., 2024; Khan et al.,

2025; Paschali et al., 2025). First, adapting general-purpose models to the medical domain can be

challenging (Jeong et al., 2024). Then, the use of these models has raised concerns with respect

to potential encoded biases. In Glocker et al. (2023), we showed that chest x-ray foundation mod-

els may encode protected attributes (e.g. gender or race) more strongly than traditional classifiers.

More recently, Yang et al. (2025) highlighted that existing vision-language models consistently under-

diagnosed marginalised groups on chest radiography. Other concerns have been raised with respect

to the trustworthiness of these models, including concerns about privacy, validation, hallucinations,

or regulations (Shi et al., 2024). More research is needed to determine and, crucially, mitigate the

potential risks associated with the use of these foundation models.
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8.2.3 From robustness to fairness

As we discussed in Section 1.2.3, generalisation across patient subgroups is closely related to the

issue of algorithmic fairness. For example, in Chapter 7, we showed the potential of the developed

method for reducing gender-induced subgroup disparities on the particular example of pneumonia

detection from chest radiographs. However, a deeper analysis on a broader range of tasks and pro-

tected attributes is needed to evaluate its potential for improving fairness metrics. Overall, ensuring

algorithmic fairness is a critical issue that remains very much open. In particular, Yang et al. (2024)

have shown that fairness guarantees may not hold when other types of shifts, e.g. acquisition shifts,

co-occur. As such, monitoring methods need to be defined to detect any potential deterioration in

fairness metrics at deployment time. For this purpose, extending performance estimation frameworks

(like the ones studied in Chapter 4) to fairness metrics could be of particular interest.

Moreover, whereas several techniques have been proposed to mitigate the effect of dataset bias on

downstream models, various studies have also shown that no method has yet been found to reliably

correct these biases without reducing performance across the whole population (Varona et al., 2021;

Zong et al., 2022; Zietlow et al., 2022; Petersen et al., 2024). In recent studies, we have also shown

that inconsistent findings in this field can often be attributed to incorrect implicit assumptions about

the data biases present in the training and testing sets (Jones et al., 2025) or insufficient knowledge

about these data biases (Bernhardt et al., 2022b). For this reason, extending the shift identification

framework developed in Chapter 5 would be of great interest to enable a more fine-grained detection

and analysis of the types of covariate shifts and data biases present at test time. Nonetheless, it

is essential to highlight that automatic failure detection and bias discovery methods do not dispense

from regular human model auditing (Sounderajah et al., 2021; Liu et al., 2022b), which remains key

to ensure that a model performs at target levels across the whole population.

8.2.4 Beyond classification tasks

Finally, this thesis has exclusively focused on medical image classification tasks. However, reliability,

monitoring, and robustness issues are ubiquitous in medical imaging and equally affect other types

of models (e.g., segmentation, object detection, report generation, etc.). Extending the proposed

methodologies to other tasks constitutes a promising avenue for future work.
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