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Abstract

In this thesis, the topics of state estimation for large-scale systems (LSSs) with distributed
observer design are studied using notions and tools from classical control theory and graph
theory. Over the last few decades, there has been a remarkable growth of LLSSs which are
essential to people’s daily lives, such as smart power grids, water networks, industrial plants,
etc. However, these systems are susceptible to faults or attacks, and it is crucial to monitor
the status of such systems by estimating the state vector. Due to the vast space that a typical
LSS occupies, measurements for such systems are usually distributed over the entire system
plant. Our objective is to design a network of observers such that the state vector of the
entire system can be estimated, while each observer (node) has access to only local output
measurement that may not be sufficient on its own to reconstruct the whole system state.
Moreover, we address several categories of faults and disturbances at LSSs and their observers,

and the devised distributed estimation schemes are desired to be robust accordingly.

Firstly, we consider a scenario that the links among the distributed observers may fail and
rebuild over time, which implies that the communication network does not stay connected
constantly. We propose a distributed estimation approach with a guarantee on the feasibility
of the design such that the state vector of the system is reconstructed by each observer. Then,
we assume that the local observer at each node may not be accessible to all input signals, which
could be caused by an unknown input fault or disturbance. We propose a distributed observer
capable of estimating the overall system’s state in the presence of input, while each node only
has some information on input and its local measurements. We provide a design method
that guarantees the convergence of the estimation errors under some mild joint detectability
conditions, which is also proved to be necessary to obtain asymptotic estimates. After that, we
focus on the distributed state estimation with additive fault and noise at the measurements. We
assume that local sensor redundancy exists at each node and propose a distributed estimation
strategy that exploits this redundancy to provide robustness against faults in the measurement.
Under suitable conditions on the redundant sensors, we show that it is possible to mitigate the
effects of a class of unbounded sensor faults on the state estimation. Finally, we build a
simplified heat exchange model to verify the effectiveness of all of the proposed distributed

state estimation methods.
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Chapter 1

Introduction

1.1 Motivations and Objectives

Large-Scale Systems (LSSs) refer to systems in which a large number of states interact over
a huge area [1, 2]. Thus, conventional strategies of modelling, analysis and design for such
systems usually cannot provide desirable solutions with reasonable efforts. Moreover, a system
is considered large-scale if it can be decomposed into subsystems, and LSSs are distributed over

a vast space with complicated interconnections among their sub-systems in many cases.

In recent years, there has been a significant growth of LSSs such as smart power grids, water
networks, manufacturing plants, etc [3, 4, 5]. These systems are indeed vital to people’s daily
life, and their importance is even further highlighted in major cities. However, many LSSs
are susceptible to faults and cyber attacks, hence the operation status of such systems is
required to be monitored with reasonable precision. Thanks to the increasing ubiquity of
cyber-physical systems which empowers sensing equipment with strong communication and
computation capabilities, complex algorithms are possible to be deployed on sensor equipment,

which remarkably benefits the state monitoring of LSSs.

Indeed, the state estimation can be conducted in a centralised way, which indicates that there

is a central computation unit collecting all the measurements from sensors at different areas.
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Figure 1.1: An example of a distributed estimation scheme consisting of 4 nodes: each local
observer at Node ¢ has access to the measurements of the thermometer at Room ¢ (7;). Fur-
thermore, neighbouring estimates are exchanged over an undirected communication network

(dashed line).

However, centralised state estimation methods may result in additional complexity and in-
formation coordination problem, hence running distributed algorithms is a more efficient and
effective design choice. Therefore, this thesis addresses the state estimation problem for a clas-
sical Linear Time-Invariant (LTI) dynamical system with sensors distributed over the entire
system. More specifically, the distributed state estimation problem is to design a group of N
observers co-located with sensors such that each observer computes an estimate of the state
vector of the entire system, while only having access to measurements that are local to each
sensor node. Indeed most LSSs have very large state space, the local measurements at each
node may not be sufficient to estimate the state of the entire system. Hence, each observer
has to exploit the shared information of the state estimate from its neighbouring observers
over a communication network to achieve the state estimation of the entire system plant. In
this thesis, we focus on the distributed state estimation problem where communication of the

estimated states among nodes is necessary to achieve state omniscience.

To illustrate the motivation of the distributed estimation problem, we introduce the following
example. Suppose a large building consists of hundreds of rooms, and we intend to monitor the
temperature of each room. However, only a few rooms are equipped with thermometers, and

their real-time measurements are locally available at the nearest node. The nodes can transfer
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information to each other following a given communication topology. Moreover, parameters of
the thermal-dynamical model are time-invariant and known (such as the heat exchange rate of
each room). The objective is to build observers co-located at each node where all of the room
temperatures can be estimated asymptotically (see Figure 1.1). By investigating the distributed
state estimation problem, we can achieve this objective with the developed strategies. Indeed,
we will establish a simplified model based on this illustrative example in Chapter 6, and employ
our devised strategies to validate their effectiveness. We will also compare our distributed
estimation schemes with the centralised ones to demonstrate the pitfalls of the latter design in

detail.

Moreover, as mentioned before, LSSs are prone to suffer from faults and disturbances, which
may lead to catastrophes if no correcting action is taken promptly. To obtain distributed
observer design with robust state estimation performance, we need to take those faults and
disturbances into consideration. More specifically, we consider three main different types of
faults or disturbances to the target LSSs and their corresponding distributed state estimation

schemes:

1. The communication network among the distributed observers is faulty. More specifically,
the communication links among distributed observers may fail and rebuild over time and

the communication graph does not stay connected constantly.

2. The input of the LLSSs has some unknown faults or subsets of the input signals are inac-
cessible to some of the observers. For example, there may be some disturbances or faults

injected into the monitored LSS that are unknown to all of the distributed observers.

3. The measurements of the LSSs are contaminated, i.e., there are some additive faults with

unknown bounds or noise at sensor measurements.

With the rapidly increasing computational power and ubiquity of sensing equipment, it is
possible to provide constructive solutions to the distributed state estimation problem where
the aforementioned faults and disturbances occur in LSS, and in this work, we focus on these

problems. The organisation of this thesis is briefly illustrated in the next section.
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1.2 Thesis Outline

Before diving into the technical content, we provide a comprehensive literature review in Chap-
ter 2, which teases out the very relevant and up-to-date results to our objectives. Moreover,

contributions of this work are presented in detail with comparison to the literature.

The technical part focuses on the distributed state estimation problem with three scenarios
of faults and disturbances mentioned previously in Section 1.1. Regarding the first type of
fault, we show in Chapter 3 that communication network among nodes is not required to be
time-invariant to guarantee the performance of the state estimation if distributed observers
exchange their estimated state vectors with their neighbouring observers. Indeed, if the joint
of communication links over finite intervals of time make the network communication topology
connected, the proposed distributed observer design is capable of achieving the asymptotic state
estimate with guaranteed feasibility. Moreover, the results are extended to a scenario when the
target LSS is subjected to %5 external disturbances and measurement noise. Accordingly, gains
of the distributed observers are re-designed such that the desired 7%, performance is obtained

to attenuate the effect of %, disturbances and noise.

For the second type of fault, we propose in Chapter 4 a Distributed Unknown Input Observer
(DUIO) such that the full state vector of the system is estimated by each local observer in spite
of the assumption that each observer do not have access to all input signals (such as faults).
The feasible solution of an LMI provides adequate choices of parameters that guarantee the
convergence of estimation errors. Moreover, necessary and sufficient existence conditions are
drawn for the proposed DUIO design with a rigorous analysis. After that, a modified version
of the main result is provided such that a scenario with directed communication graph among

distributed observers is included based on the proposed design.

In Chapter 5, we address the distributed state estimation problem with faulty or noisy output
measurements for the third type of fault. We define the local sensor redundancy of an LSS
with distributed measurements and propose a robust estimation strategy based on this defined

redundancy. Under certain conditions, the rejection of a range of fault in the sensors without
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detecting the unhealthy sensors is proved to be possible, and the transient abnormal behavior of
the estimation is completely avoided. Moreover, the feasibility of the proposed robust estimation
design is discussed after the main result. Next, we show that the main result can be extended

to a class of nonlinear dynamical systems with certain Lipschitz condition.

After unveiling the main technical results, we evaluate all the proposed distributed observer
designs in Chapter 6. We consider an LTT system model based on heat exchange in multi-zone
building. All of the proposed distributed state estimation schemes are applied on this model
to estimate the real-time temperature of all rooms in the building, which provides the evidence

of the real-world applicability of the proposed distributed estimation strategies.

In Chapter 7, we state some concluding remarks and discuss some possible directions for future

researches.

1.3 Publications

Some of the material presented in this thesis is also featured in the following works:

1. G. Yang, H. Rezaee and T. Parisini, “Sensor Redundancy for Robustness in Nonlin-
ear State Estimation,” in IEEE 58th Conference on Decision and Control (CDC), Nice,
France, 2019, pp. 3865-3870

2. G. Yang, H. Rezaee and T. Parisini, “Distributed State Estimation for a Class of Jointly
Observable Nonlinear Systems,” in 21st IFAC' World Congress, IFAC, 2020, Berlin, Ger-
many, pp. 5045-5050

3. G. Yang, H. Rezaee, A. Alessandri and T. Parisini, “State Estimation Using a Network
of Distributed Observers With Switching Communication Topology,” Automatica (provi-

sionally accepted), 2021

4. G. Yang, A. Barboni, H. Rezaee and T. Parisini, “State Estimation Using a Network

of Distributed Observers With Unknown Inputs,” Automatica (provisionally accepted),
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2021

5. G. Yang, H. Rezaee, A. Serrani and T. Parisini, “Sensor Fault-Tolerant State Estima-
tion by Networks of Distributed Observers,” IEEE Transaction on Automatic Control

(accepted as a full paper), 2022.

1.4 Preliminaries

Notation and some concepts and definitions are presented in this section.

1.4.1 Notation

Let Z and Z>, denote the set of integer numbers and the set of non-negative integer numbers,
respectively. Let R denote the set of real numbers and let R., and Ry denote the sets of
positive and non-negative real numbers, respectively. By denoting C as the set of complex
numbers, we define a complex number set with negative real part as C~ := {s: R(s) < 0} and

a complex number set with non-negative real part as C* := {s: R(s) > 0}.

A closed interval with bounds a and b, a < b on an ordered and closed set is denoted as [a, 0],

an open interval as (a,b), and an interval closed on left and open on the right is denoted as

la,b).

%, is the space of square integrable functions t — §(¢) € R such that [~ 6(¢)%dt < co. || is
the standard Buclidean norm. ||| g, is the .25 norm, ie., |6(¢)]|= /[y 6(t)%dt. |- | is the

absolute value of a real scalar.

I,, stands for the n x n identity matrix. 0,x,, is an n x m all-zeros matrix. 1, is an n x 1
all-ones vector. ® stands for the Kronecker product. For a matrix A € R™*™, A' represents the
pseudo inverse of A such that if A is full row rank, AT = AT(AA")~! and if A is full column
rank, AT = (ATA)"1AT. We say M = 0, if M is a symmetric positive definite matrix. Ay(-) is

the second smallest eigenvalue of a real symmetric matrix. For a square matrix M, let M > 0
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or M > 0 if it is symmetric positive definite or symmetric positive semi-definite, and let M < 0
or M = 0 if it is symmetric negative definite or symmetric negative semi-definite. For a square
matrix M, M* and M~1* stand for the conjugate transpose and the inverse of the conjugate
transpose, respectively. diag(Mi, Ms, ..., M,) represents a block diagonal matrix composed of
the matrices My, My, ..., M,. Similarly, diag;.;(M;) is a short-hand notation when the matrices

are indexed by a set Z. The image of a matrix M € R"*™ is defined as

ImM :={y e R" |y = Mz,z € R"}.

The kernel (null space) of a matrix M € R™ ™ is defined as

KerM = {z € R™ | Mz = 0}.

A ‘non-trivial’ (sub)space ¥ is such that dim(¥") > 0. Moreover, if Z,.¥ C 2", we define the

subspace Z + . C 2 as

X+ ={r+s:re€Xandse. S}

We also define the subspace Z N.¥ C 2 as

NS ={x:rveXand e S}

Accordingly, the symbol @& indicates that the subspaces being added are independent. 7+
denotes the orthogonal complement of the subspace 7. We indicate that two vector spaces ¥
and # are isomorphic by ¥ ~ # . a4(s) is the minimal polynomial of A, which is factored as

follows:

aa(s) = aj(s)ay(s),

where the roots of oy belong to C*, and the roots of a; belong to C~ [6, Chap. 3.6]. Z0(C, A)
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denotes the unobservable subspace of the pair (C; A) and is defined by

wO(C,A) = )| Ker CA*".

k=1

Moreover, Z%(C, A) denotes the undetectable subspace of the pair (C, A) and is defined by

UD(C,A) = (ﬁ Ker CAk_l) ﬂ Ker o (A).

k=1

1.4.2 Elements of Graph Theory

Communication among the observers is described by an unweighted undirected graph G =
(N, &, A) where N = {1,2,..., N} is the set of nodes (denoting N observers with local sensors),
€ C N x N is the set of edges (denoting communication links) where (7, j) € £ denotes an edge
between node i and node j. Moreover, A = [a;;] € RV*Y denotes the adjacency matrix where
a;; = aj; = 11if (4,7) € €, and a;; = aj; = 0 otherwise. Now, the neighbouring set of Node i is

described as N; = {j|(i,j) € £}.

We define an undirected graph as connected if there exists a path of edges connecting each pair
of the nodes of the graph. Accordingly, a set of undirected graphs Gy, G, ..., G,, with the node
set N is defined to be jointly connected if their union is connected, while none of them may be
connected. A graph is defined to be strongly connected if it is directed and has a path from

each node to every other node.

The Laplacian matrix associated with the undirected graph G is a symmetric matrix £ = [(;;] €

RN*N described as

0 = Z;'V:l,i;éj 5 i=J
— Q5 i # J,

having rows/columns with zero entries summation. Therefore, £ always has a zero eigenvalue,

and if G is connected, all the other eigenvalues are positive. Moreover, if G is connected, the

right and left eigenvectors associated with the zero eigenvalue are 1y/v/N [7]. Furthermore,

the Laplacian matrix associated with any undirected graph is positive semi-definite [8].
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For any connected graph G, let \y(L) denote the algebraic connectivity of the graph, which
is a positive real number [9]. Accordingly, we define C(N) as a lower bound for the algebraic
connectivity of all graphs with N nodes. It should be noted there exist several ways in the

literature to obtain a C(NN) based on N (for instance, see [10] and [11]).



Chapter 2

Literature Review and Contributions

In this chapter, we present the general overview of the literature related to our objectives. We
begin with a brief introduction of the distributed state estimation problem. Following this,
we focus on distributed estimation with different types of faults or disturbances as stated in
Section 1.1 by summarising the existing results of the latest literature. Finally, we present the

contributions of this thesis in detail with comparison of the reviewed literature.

2.1 Summary of Distributed State Estimation Problem

As mentioned previously, the measurements for an LSS are usually realised by a group of
sensors distributed across N nodes that co-located by the corresponding distributed observers.
We assume that these nodes are connected via a communication network, and each observer
located at the corresponding node only has access to the local measurement and the information
of neighbouring nodes that are directly connected to it. Under these assumptions, we intend
to estimate the whole state vector of the LSS from the observer at each node. This problem is

termed as the distributed state estimation problem [12].

Let us suppose the monitored LSS is an LTI system, together with the measurements at different

10
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nodes described by

it = Az + Bu,
(2.1)

yi:C'ix, 1€N

where x € R” is the state vector, u € R™ is the control input, A € R™*" is the state matrix,
B € R™™ is the input matrix, and N :={1,2,..., N} is the set of the nodes. Moreover,
y; € RP" is the measurement output at the ith node, and C; € RPi*™ is the associated output

matrix where vazl p; = p. Accordingly, the collection of all the outputs can be written as
T
y= lyf Yp - szv] )
which corresponds to the following integrated output matrix:
T
C = {ClT oy - C;] )

The goal of distributed state estimation is to build a network of observers such that the esti-
mated state vector of the ith observer denoted by z; converges to x, by only accessing the input
u, the local measurement y; and the estimated state vectors of neighboring nodes. An example

of the distributed state estimation scheme is shown in Fig. 2.1.

As the objective is to reconstruct the entire state vector x, we consider a distributed observer
O = {O;}ien comprising N local nodes (or observers) O; located at each sensor node, where
each observer has access to just its local outputs y; and inputs uw. Furthermore, the local

observers exchange their state estimates through a communication network.

In general, the local measurement at each node is insufficient to estimate the state vector x
considering that a typical LSS has huge number of states. Therefore, to achieve the state
estimate at each node, each local observer should exploit the estimate from the neighbouring
observers (i.e., &;) over the communication network when developing the distributed estimation
strategies. Before reviewing the existing results for the distributed state estimation problem,

we introduce the following definition.
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@
Uu, Y2 T Uu, Ys

Figure 2.1: An example of distributed observer consisting of 5 nodes: each local observer O;
has access to the input and local measurement u and y;. Furthermore, neighbouring estimates
are exchanged over a undirected communication network (dashed line).

Definition 2.1. A system with distributed measurements described in (2.1) is jointly de-
tectable (observable) if the pair (C,A) is detectable (observable), while the pair (C;, A) is
not necessarily detectable (observable) for all i € N. While the pair (C, A) is detectable (observ-
able), some nodes even may have no sensors/measurements. In general, being jointly detectable

18 a weaker condition compared with being jointly observable.

Indeed, the distributed state estimation problem is studied under the condition that the system

is jointly detectable (observable) and it has been an active area of research in the last decade.

At the beginning of this century, some distributed observer designs were proposed via the exten-
sion of the classical Kalman filter to a distributed observer network [13, 14, 15]. These designs
implement a local Kalman filter based on its own measurements and combine information from
other sensors using a consensus term. The conditions for those designs are restrictive. For
example, the observers are assumed to have more sensors than the dimension of the system
states [14]. After that, distributed estimation algorithms have been developed based on the

concept of moving horizon estimation [16, 17]. By assuming the existence of some regional ob-
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servable nodes, the convergence of the estimates is guaranteed. Moreover, A linear suboptimal
consensus-based distributed estimation methodology was addressed in [18] with the assumption

of distributed detectability (local detectability).

Recently, more results that focused directly on the distributed state estimation problem have
risen. Extending the classical Luenberger observer to a distributed estimation scheme has been
a popular direction to solve this problem [12, 19, 20]. These proposed estimation strategies are
composed of a conventional Luenberger-based part and a consensus term. Moreover, Kalman
observable canonical decomposition played a key role in proving the convergence of those dis-
tributed observers. Furthermore, distributed estimation schemes for autonomous LTI plants
were derived by adopting the augmented states [21, 22] at each local observer. Under specific
design, the necessary and sufficient conditions for state estimation convergence are determined
to achieve asymptotic omniscience [21]. In [23], the author presented an interesting distributed
observer design such that the estimation error converges to zero at a preassigned but arbitrarily

fast exponential convergence rate.

All the studies that mentioned earlier are related to the distributed state estimation problem
without considering faults and attacks. Although some results we went through involved Lo
or zero mean white Gaussian noise and disturbance [13, 16, 18], however, the proposed designs
did not consider faults with large magnitude in the actuators or measurements of the system
plants. Considering that the LSS is prone to suffering from those uncertain elements, it is
worthy of viewing the related results for distributed estimation, which will be presented in the

next section.

2.2 Distributed Estimation With Faults and Disturbances

In this section, we tease out the literature which focuses on the robust distributed estimation

strategies against the faults and disturbances that we state in the main objectives.

We first consider the scenario that the network of the distributed schemes cannot enjoy a steady

and fixed communication topology. In this case, the communication links among the nodes may
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fail and rebuild at some unknown time instants, and the topology of the graph switches over
time. This type of faults inevitably affect the effectiveness of the conventional designs, and novel
distributed estimation strategies are required to obtain resilient estimation. To address this
problem, a class of distributed estimators in the presence of switching topologies was constructed
for spacecraft formations [24]. However, based on this design, distributed estimation relied on
the observability at each of the nodes (i.e., (C;, A) is assumed to be observable for all i € N).
Moreover, in this study, all switching topologies are supposed to be connected, which is a bit
restrictive to be satisfied in practice. Furthermore, a robust distributed consensus estimators in
the presence of Markovian switching topologies was proposed in [25]. The sufficient conditions
for the synthesis was provided, and the proposed design can be constructed by solving certain
LMIs. However, the strategies required global knowledge of the network topology in advance,
which limits the application of the proposed scheme for various scenarios if we consider link
failure as a fault. Following the same line, [26] addressed the network topology described by a
Markov chain. However, this work focused on the estimation of unknown parameters instead

of state vectors of the system, which is not consistent with the problem we consider here.

Very recently, a structured distributed observer was described for estimating the state of a
discrete-time, LTI autonomous system in [27]. Assuming the network is switching but always
strongly connected, the proposed design guarantees the asymptotic convergence of the estima-
tion error without high gains. Moreover, in [28], distributed state estimation in the presence
of jointly connected switching topologies was studied. Indeed, [28] illustrated that asymptotic
state estimation is obtained under certain constraints on the dynamical system parameters and
the switching topologies. However, the feasibility of the proposed design remains unknown,

hence the distributed estimation design is not guaranteed for all scenarios.

Another limitation of the existing works on the distributed estimation problem is to assume
that the systems are autonomous, or the entire inputs of the plants are known at all of the
nodes (i.e., the input information is available globally). However, when a system is disturbed
or driven by some external actuators, it is often the case that each node cannot get access to
all of the input signals. Instead, at each node, the local observer may merely have access to a

part of the system inputs, and the rest of the input signals remain unknown. In this scenario,
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the existing distributed estimation schemes in the literature are no longer applicable.

The distributed state estimation problem is still open when unknown inputs at each node are
assumed. Without considering the distributed measurements, the Unknown Input Observer
(UIO) design existed in the literature have been an essential tool for systems with completely
unknown exogenous disturbance (for example, [29, 30]). Among those results, the coupling
between subsystems is modelled as the unknown inputs such that the conventional DUIO
strategy is applied for state estimation [31]. Few results exist where these observers are instead
extended to distributed scenarios, such as [32]. However, in that work, the objective is to
estimate the local state vector for each subsystem rather than the entire state vector of the

system, which is distinct with our objective in this work.

Nevertheless, few papers have been published yet concerning the robustness of distributed
state estimation against faulty measurements. For instance, in [33] and [34], the problem
of resilient state estimation of linear systems by increasing the robustness of communication
graphs has been studied. It should be noted that many existing works assume that local
detectability /observability holds, which is different from the methodology we desire to develop.
This work, however, assumes that joint detectability remains over all nodes, and the robust
state estimation is realised by exploiting the local sensor redundancy. Other papers dealt with
distributed filtering over sensor networks such that a desired stochastic performance is achieved
[35, 36]. Recently, [37] has proposed a secure state estimation algorithm in the presence of sensor

attacks, however, the observer is not designed in a distributed way.

2.3 Contributions

The main objective of this work is to develop distributed state estimation methodologies for
LSSs under certain types of faults and disturbances. By investigating the existing results in the
literature, we conclude that it is still an open problem to propose a systematic design framework
that guarantees the asymptotic/robust state estimates of jointly detectable LTI systems in the

presence of fault and disturbance described in Section 1.1. We briefly state the contributions
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of this thesis as follows.

Communication links failure

Firstly, in this thesis, we propose design methods that solve the distributed state estimation
problem in LTT systems in the presence of communication links failure. We construct a net-
work of observers distributed over N nodes such that each observer has access to its local
measurements and the estimated state vectors of neighbouring nodes. We show that under
some Linear Matrix Inequality (LMI) conditions, if the ensemble of all the measurements at all
the nodes makes the system detectable, and if the network communication graph is jointly con-
nected within bounded time intervals, the proposed distributed estimation scheme guarantees
the asymptotic state estimates at each node. Then, by employing canonical decomposition of
the dynamical system, we show that the LMI conditions always have solutions just if the pairs
(A,CT),i € N are marginally stabilisable. Moreover, we modify the proposed strategy such
that distributed state estimation is achieved in the presence of external disturbances. More
specifically, we modify the proposed estimation strategy such that if the switching communi-
cation topology stays connected during links failure, a desired #%, performance in order to
attenuate the influence of external disturbances and measurement noise on the estimation error

is obtained.

It should be noted that, although a similar problem is considered in [16] and [25], their design
methods depend on conditions for which feasibility is not guaranteed. Moreover, different
from the estimation scheme introduced in [24] which is only applicable to connected switching
topologies, our proposed strategy allows to perform state estimation in the presence of jointly
connected switching topologies (the graph is not necessarily connected at each time instant).
Also, differently to [24], the local measurement at each node is not required to ensure the
detectability of the entire system in this study, and the joint detectability of the nodes is
adequate for estimating the state vector of the system. Furthermore, despite the distributed
estimation scheme introduced in [25] which is only applicable for classes of networks with rooted

spanning trees, the method we proposed is well suited for networks with jointly connected
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switching topologies, which is a weaker condition concerning the communication network of
the distributed observers. Nevertheless, in [28], the problem of state estimation in the presence
of jointly connected switching topologies has been addressed, where the pairs (4,C;),i € N,
are also marginally stabilisable. In that study, some inequality assumptions on the system
parameters and observer gains are required for state estimation. However, here in our design,
the marginal stabilisability is the only condition to guarantee state estimation in the presence
of jointly connected switching topologies. Hence, the proposed strategy has a wider range of

application scenarios.

Unknown inputs and disturbances

After that, we propose a DUIO design for an LTI system, where the information of only a part
of the input signals is accessible at each node. Under our devised design, we provide rigorous
(necessary and sufficient) conditions for the existence of such DUIO, depending on a rank and a
specific detectability criterion. We also show that any feasible solution satisfying a certain LMI
condition guarantees asymptotic convergence of the estimates to the real state of the system.
Therefore, such LMI condition is constructively applied to compute the gains of the DUIO,
provided that the existence conditions are satisfied. Furthermore, when the aforementioned
detectability criterion is satisfied, the feasibility of the LMI condition is always guaranteed.
Compared to the existing literature, our design does not require access to the entire input

signals of the system, but rather only the subset of it is assumed to be available at each node.

Faults and noises at local measurements

Finally, we focus on the distributed state estimation with sensor faults and noise. We propose
a robust estimation strategy against a range of additive faults in the sensors under some con-
ditions on the sensor redundancy. We derive sufficient conditions on the proposed observers to
guarantee the asymptotic estimates rejecting the effects of sensor faults by using the estimates

of its neighbouring observers and a subset of the local measurements when sensor redundancy
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exists at each node. Moreover, we extend this estimation scheme to the scenario in which a
Lipschitz continuity on the nonlinearity exists in the dynamical system model. This extension
is a step beyond most of the existing results (for example [19, 23]), which are limited to the

linear system when available sensors are fully precise.

Furthermore, from a complexity perspective, all distributed observers proposed in this work do
not require augmented or auxiliary states. Moreover, compared to the introduced distributed
estimation schemes in [21] and [22], our proposed observers do not require any augmented

states.



Chapter 3

Distributed State Estimation With

Switching Communication Topology

In this chapter, state estimation of LTI systems by using a network of distributed observers
with switching topology is studied. We consider a scenario where the communication links may
fail and rebuild over time, and the communication network does not stay constantly connected.
Accordingly, the main idea is to propose a distributed approach (with guarantees on the feasi-
bility of the design) such that the state vector of the system is estimated by each observer if the
union/joint of communication links in bounded intervals of time makes the network communi-
cation graph connected. Moreover, we also consider a scenario where the LTI system is subject
to external disturbances and measurement noise. In this case, we derive sufficient conditions on
the proposed approach such that, if the communication topology stays connected during links
failure, an J77, performance to attenuate the effect of external disturbances and measurement

noise on estimation errors is guaranteed.

In Section 3.1, distributed state estimation under jointly connected switching topology is ad-
dressed. The problem is formulated with certain assumptions, and the observer design is
proposed in Section 3.1.1 with convergence analysis on estimation errors. Moreover, the feasi-
bility of the proposed design is guaranteed in Section 3.1.2 based on the given assumptions. In

Section 3.2, we focus on distributed state estimation under switching topology with existence

19
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of the disturbances and measurement noise on dynamical systems. The problem is formulated
with new assumptions and the revised observer design is presented in Section 3.2.1. Moreover,
the feasibility of the proposed design is discussed in Section 3.2.2 based on the stated new

assumptions.

3.1 Distributed State Estimation Under Jointly Con-

nected Switching Topology

One of important concerns in communication among the observers is the discontinuity in the
communication links such that the links may not stay connected constantly, and they can fail
and rebuild over time. In this condition, the network communication graph is switching. This
is expressed by G(t) = (N, &(t), A(t)), where A(t) = [a;;(t)] such that a;;(f) = 1 describes a
communication link between nodes ¢ and j at time ¢, and it is zero otherwise. Now, we consider
an infinite time sequence ty, t1, t9, ... starting at t, = 0, where the intervals [to, 1), [t1,12),
[ta,t3), ... are bounded and, in each interval, the graph is switching and jointly connected. In
other words, in the interval [ty,t;.1), we consider a finite time sequence t, i, ..., t;"* where
tr, =t and t11 = ¢, such that G(¢) switches to Qi at ti,j € {0,1,...,my—1}, and stays fixed
during the subinterval [ti, t{fl). Now, the set including the graphs gi,j € {0,1,...,my — 1},
is assumed to be jointly connected. In this condition, considering the LTI system (2.1), the
objective is to exploit the joint detectability of the nodes along with the joint connectivity of the
communication topology to design a network of distributed observers such that the estimated
state vector of each observer converges to the state vector of the system as

lim (z(t) — 2;(t)) = Opx1, @ € N. (3.1)

t—o00

Remark 3.1. Note that the sequence t;, is infinite and does not have accumulation points, i.e.,
limg 1o tx = 4+00. Moreover, the graph topology staying fixed during [ti,tffl) implies that

the subinterval between any switching is strictly larger than zero.
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3.1.1 Observer Design and Analysis

The proposed distributed estimation strategy for the system described in (2.1) is presented in
this section such that the objective in (3.1) is achieved. To this end, the following assumptions

on the LTI system (2.1) are considered.

Assumption 3.1. The system described in (2.1) is jointly detectable, i.e., the pair (C, A) is

detectable, but (C;, A) is not necessarily detectable for all i € N.

Assumption 3.2. The pairs (A,C;"),i € N, are marginally stabilizable.

Assumption 3.2 implies that if the state matrix A is unstable, there should exist an output gain
L; such that A + L;C; is stable or marginally stable. This assumption is always satisfied if the

state matrix A is stable or marginally stable.

Under the assumptions that previously mentioned, the proposed observer for the system de-

scribed in (2.1) at Node i can be written as:

N
& = A& + Li(Cidty — i) + Bu+ P71 Y ay(t) (& — &), i € N, (3.2)

j=1

where L; € R™P and P; € R™*" denote the observer gains to be selected.

The mathematical analysis of the proposed distributed observers is given in Theorem 3.1. Before

stating this theorem, the following useful lemmas are presented.

Lemma 3.1. [38, Chap. 5] Let v(ty),v(t1), v(t2),... be a converging sequence of numbers.
For all ¢ € Ry, there exists ke € N such that for all k > k¢, |v(tgr1) — v(t)| < ¢ (Cauchy’s

convergence criterion).

Lemma 3.2. Consider two LTI autonomous systems described by

él = Algla

52 - A2€27

(3.3)
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where &,& € R™ are state vectors and Ay, Ay € R™™ are state matrices. Moreover, let [ty,t2)
be a finite time interval with 0 < t; < ty. In this condition, if &1 (t) = & (t) fort € [t1,t3); then,

&1(t) = &(t) for all t >ty according to the analytic continuation property [39].

Theorem 3.1. Consider the jointly detectable LTI system described in (2.1) under Assumption
3.2 and the distributed observers given in (3.2). Moreover, let G(t) be switching, but jointly
connected within infinite sequence of bounded time intervals [to,t1), [t1,t2), [t2,t3), ... starting
at tg. Under these conditions, the estimation errors e;;1 € N, converge to zero by obtaining

P, = 0 and L; = P7'Y; from the solution of the following LMIs:

ATP+ClY," + BA+Y,C; 20, i €N, (3.4a)
N

Y (ATP+ YT+ BA+Y,Ci) < 0. (3.4b)
=1

Proof. Considering the LTT system with the form of (2.1) and based on the devised observer

in (3.2), the differential equation describing e; = x — &;,7 € N, is given by

N
¢ = (A+ LiCei+ P Y _ay(t)(e; —e), i €N. (3:5)
j=1
:ng

To analyze the evolution of the observers’ estimation errors, we consider the following Lyapunov

function:
N
.
V = g e; Pie;.
i=1

The time derivation of V' along (3.5) yields

N N N
V = Z 6;/11‘61 + 2 Z Z aij(t) (ej — €i>T €;, (36)
=1

i=1 j=1

where

A= ATP+CY," + PA+YC; (3.7)

Now, by considering Li as the fixed Laplacian matrix associated with Q,Z in the subinterval
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[t],t2%1), (3.6) can be restated as follows:

V=elde—2e" (L@ 1) e, (3.8)

=. €

where

A:diag<A1,/12,...,AN). (39)

According to (3.4a), A is negative semi-definite, and since —Ei is negative semi-definite, from
(3.8) it follows the boundedness of e;, i € N. We continue the proof in two steps. In the first
step, by invoking Lemma 3.1 we show that the term Z;VZI a;;(t)(e; —e;) in (3.5) converges to
zero. In the next step, by invoking Lemma 3.2, we show that e; — e;, 4,7, € N, converge to
zero, which implies that e;,7 € N, converge to a common variable w € R™. Then, from (3.4b)
and (3.8), we conclude that V is negative definite with respect to e.

Step 1: According to (3.4a), A is negative semi-definite. Therefore, from (3.8) it follows that
V<=2"(Ll®],)e. (3.10)

Since V < 0, based on Lemma 3.1, it follows that, for any ¢ € R, there exists a k¢ such that,

for all & > ke, |V (tkt1) — V(tx)| < ¢, which implies that

o V(t)dt| < C. (3.11)
IARCE

tg

By considering the time sequence 9, ¢}, ..., ;" in the interval [tx, tx41) and since V <0, from

(3.11), one gets

where, by defining 7 := minje(o,1.2,...m,—1} t?jl — ti, it yields

mg—1

-y / < ¢

7=0 k



24 Chapter 3. Distributed State Estimation With Switching Communication Topology

Since V is non-positive, by considering Lemma 3.1 and (3.10), as ¢ — 0, follows that

mr—1 i 4
Jim j; /t e(r)" (L, ® 1) e(r)dr = 0. (3.12)

Note that during the interval [t,¢ + 74), the topology of the graph Q,{ is not switching.

Since the communication graph is undirected, hence the Laplacian is always symmetric and
therefore always diagonalisable. By using an orthogonal similarity transformation matrix Pg,
we diagonalise £, as L] = P} J] P} T where J! = diag(0,7]) is the diagonal form of £J in which
ni has a diagonal form with non-negative entries and P,f is composed of the right eigenvectors

of Ei. Thus, if we define the new variable ¢ = (P,zT ® I,)e, (3.12) can be restated as follows:

t—o00

1mliilﬂmﬂﬂT@¢®quﬂdT—Q (3.13)

J=0

-
If we decompose ¢ as [QT pT] and p € RV=D" gince J,g = diag (O, ni), (3.13) yields

mp—1
: T (i _
> | oo o 1) sty ar o (3.14)
Now, by decomposing p as p = [p{ pg ... pyx_4]" and by joint connectivity arguments, from
(3.14) it follows that
tJer
lim pi(7) T pi(r)dr =0,i=1,... N—1. (3.15)
— 00 t

According to the definition of 7, there is no graph switching from ¢ to ¢ + 7. Moreover, we
obtain that e is bounded and hence from (3.5) it follows that also é is bounded in [t,t + 7%).
Now, since ¢ is bounded, p; p; is uniformly continuous from ¢ to ¢ + 7. Hence, by considering

(3.15) and invoking the Barbalat lemma [40], we obtain

}H&M(t) pit) =0,
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which implies that

lim p(t) = O(N—l)nxl' (316)

t—o00

.
Since e = (P,g ® In) g and ¢ = [QT pT] , from (3.16) it follows that

lim (e(t) — pf; ® 0(t)) = Onpx1s

t—o0

where p{r is the first column of P,g , which is the right eigenvector associated with a zero eigenvalue
of L’i. If Qi is connected, pi spans 1y. Otherwise, g,g' can be considered as the combination
of some subgraphs which are connected or have no links. Note that the right eigenvector
associated with the zero eigenvalue of the Laplacian matrix of each connected subgraph has
identical entries. Hence, if Q,Z is the combination of some subgraphs which are connected
or have no links, p{c can be considered as the combination of some coefficients of 1 vectors
with compatible dimensions. In this condition, for each i,j € N, if a;;(t) = 1, we have
limy_,oo(€i(t) — €;(t)) = 0,,x1. Moreover, a;;(t) = 0 if a;;(t) # 1. Hence:

t—o00

N

lim P " ag(t)(e;(t) — ei(t)) = O (3.17)
j=1

Step 2: According to (3.5) and (3.17), we have

él' = (A + LZC’Z)ez + &;,i S N,

where ¢; (defined in (3.5)) is bounded and converges to zero and lim; .o (e;(t) — €;(t)) = Oy x1,
if a;;(t) =1. Based on Lemma 3.2 and since G(t) is jointly connected within bounded time
intervals, one gets

thrn (61(15) — €j<t)) = 011><177:7j € N,

—00
implying that there exists an w € R™ such that

lim (e;(t) — w(t)) = Opx1,7 € N. (3.18)

t—o00



26 Chapter 3. Distributed State Estimation With Switching Communication Topology

Now, from (3.8) and (3.18) we have
V=eAe—e, (3.19)

where e has the form of 1y ® w, and € (defined in (3.8)) is bounded and converges to zero. By

considering (3.9) and since e has the form of 1y ® w, one gets

N
e'de=w' <Z Ai> w,
i=1

where according to (3.4b), SV, A; is negative definite. Therefore, €T Ae is negative definite
with respect to e and since € is bounded and converges to zero, the convergence of e to Onp,x1

follows from (3.19). O

3.1.2 Feasibility Analysis of the Design

The effectiveness of the proposed distributed state estimation strategy depends on the observer
gains that result from the solution of the LMIs (3.4). Next, based on detectability canonical
decomposition, we show that the LMI conditions of Theorem 3.1 are always feasible. Let us

define a similarity transformation matrix 7; € R™*" as
T = {Ti Tw} ; (3.20)

in which T;, € R™*" is an orthonormal basis of the undetectable subspace of (C;, A) where v;
is the dimension of the undetectable subspace and T}, € R™*("=%) ig an orthonormal basis such
that Im T}, is orthogonal to Im T},. According to the structure of T}, we perform the coordinate

transformation adapted to 2" = Im T;; @ Im T, as follows [19] (£ is the n-dimensional state
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space of the system):

TTAT _ Aid O(n—vi)xvi

A A (3.21)

C’Lj—‘l = |:C7,d 0pi><”i:| )

where the pair (Cjq4, Aiq) is detectable. By using the aforementioned formulation, the feasibility
of the LMIs (3.4) is proved in Theorem 3.2. Before presenting the theorem, we introduce the

following lemmas.

Lemma 3.3. For any marginally stable real matrix M, the LMI
M'P+PM =<0 (3.22)

has a symmetric positive definite solution for P.

Proof. There is a similarity transformation matrix 7 such that M = TJ7T ! where J is the

Jordan form of M. Since M is marginally stable, J can be written as:
J = diag(W, H),

where W is a diagonal matrix containing the eigenvalues of M on the imaginary axis, and
‘H is a Jordan matrix containing the eigenvalues of M on the open left half plane. Since the
eigenvalues of H lie on the open left half plane, according to the Lyapunov stability criterion,
for a Hermitian positive definite matrix O, there exists a Hermitian positive definite matrix P
such that [41, p. 2]

HP+PH=-0. (3.23)

We define a matrix Q := diag(0, Q), where 0 is a zeros matrix whose dimension is the same as

the dimension of W and define a matrix P := diag(I, P), where I is an identity matrix whose
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dimension is the same as the dimension of W. Now, according to (3.23), it follows that:
TP BT -0, (3.24)
By pre and post multiplication of the both sides of (3.24) by 7' and 7!, one gets
T T PT + T "PIT =T 0T,
which, since M = T J7 !, can be rewritten as follows:
MITBPT 4 T UPTIM = T Q7. (3.25)
By defining P = T-HPT-land Q = T~ QT‘I, we rewrite (3.25) as
M'P+PM=-Q. (3.26)
Now, from (3.26) we obtain

M (PHPH+(P+PIM=—(Q+Q"). (3.27)

Since P is Hermitian positive definite, one can derive that P = T-PT -1 is Hermitian positive
definite implying that P 4+ PT = 0. Moreover, since Q is Hermitian positive semi-definite,
Q = T*OT ! is Hermitian positive semi-definite implying that @ + QT > 0. Now, by
considering (3.27) and by defining P = P + P, the LMI (3.22) is satisfied. Based on all the

above-mentioned derivations, (3.22) has a solution for P >0. O

Lemma 3.4. Let the system (2.1) satisfy Assumption 3.1. Then, by letting

Ta= Ty Toa ... Tnal> (3.28)

we have

Ide:%
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O
Proof. Since T}, is a orthonormal basis of the undetectable subspace of (C;, A), we have
Im T, = %2(C;, A). (3.29)
Moreover, since Tj4 is the orthonormal basis such that 7T; has full rank, one gets
Im T}, = (Im T}y)" . (3.30)

According to the definition of Ty, it can be said that [6, Chap. 0.12]

1

N 1
i=1

implying that

"=

(Im T;d)L> . (3.31)

Ide_<

From (3.29), (3.30), and (3.31), one gets

Il
—

Im T = (ﬁ UD(C;, A)) : (3.32)

Hence, from (3.32), we have

Im T, = (#2(C, A)™*. (3.33)

Finally, by (3.33) and under Assumption 3.1, we have Im T; = 0+ = 2" [6, Chap. 0.12], which

completes the proof. O

Theorem 3.2. Consider the jointly detectable pairs (C;, A), i € N, described in (2.1) under
Assumptions 3.1 and 3.2. Then, the LMIs (3.4) always have solution for P; = 0 and Y; = P;L;,
i€ N.



30 Chapter 3. Distributed State Estimation With Switching Communication Topology

Proof. Let the observer gains L; € R™*Pi and P, € R™" be as follows:

m (3.34)

where T; is the similarity transformation matrix defined in (3.20), L, € RO—vi)xpi - p..
R—vi)x(m=vi) o (0 and P, € R¥*¥ = 0. From the definition of A; in (3.7), the definition of L;

and P; in (3.34), and the detectable canonical decomposition in (3.21), we have

Ny Al
A=T | T (3.35)
Air Azu

where A;q € Rv—vx(n=vi) = A c Rv*("=v) and A, € R¥*% are as follows:

Nig = M Py + PigMyy,
Air = ]DiuAira

in which M;y = A;q + LiqCiq. Since T; is of full rank, according to (3.35) the LMIs (3.4) have

solution if and only if the following LMIs have solution:

Nig A].
<0,ieN, (3.36a)
Air Azu
N Na AL|
T T, | <o. (3.36b)

i=1 Air Azu
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Since T; = [Tid Tiu}, one gets:

Na A
7| T T = Tl + T A Ty + T T + T ATy
Air Aw
Then, we have
2l Aia A, T T Al T TrT T
Ok T | = ToAdT] + Y (T T + TaA T+ Tu AT ), (337)
i=1 Ny Aj i=1

where T} is defined as in (3.28), and A4 is a block diagonal matrix as follows:
Ad = diag(/lld, AQd, .. ,ANd)-

As stated in Lemma 3.4, rank(7}) = n. Hence, according to (3.37), the LMI (3.36b) is satisfied
if the following LMI is satisfied:
Ty (Ag+ H)T] <0, (3.38)

where

T

N
H = T, S (T T + T T + TuAn T Ty
=1

Hence, according to (3.36) and (3.38), the LMIs (3.4) have solution if and only if the following

LMlIs have solution:

Mg Al
Air Azu
Ty (Ag+ H)T] < 0. (3.39D)

Let us consider a vector o; = [0} 04]" where 057 € R"™ and 0;5 € R%. The LMIs (3.39a)
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hold if for all nonzero vectors o;,7 € N,

A AL |on
ol o =0,s €N,
Ny Ay, 052
which can be restated as follows:
0';';/1“0'1'1 + 20';5/1;0}'2 + U;Aw(jig j O,Z € N. (340)

It should be noted that, since the pair (Cj4, Aiq) is detectable, there exist some L;; such that
M4 is stable. Thus, according to the Lyapunov stability criterion, for any A;; < 0, the equa-
tion A;q = M;P,-d + P,yM;q has a solution for P,y = 0. Moreover, since A;, is marginally
stable (from Assumption 3.2), by invoking Lemma 3.3, there always exists P;, > 0 such that
A = A Py + P Ay =< 0. Now, to show (3.40), for each i € N, first we consider a case when
o;1 is nonzero. If 01 is nonzero, for A;; with large enough negative eigenvalues, (3.40) is satisfied
implying the satisfaction of the LMIs (3.39a). Moreover, if o;; is a zeros vector, since A;, < 0,
(3.40) is still satisfied implying the satisfaction of the LMIs (3.39a). For A;4,7 € N, with large
enough negative eigenvalues, the LMI (3.39b) also holds. Based on the aforementioned issues,
there exist L;q, P4, and P, such that the LMIs (3.4) hold. Then, we construct L; and P; as
in (3.34). Note that, since P,; > 0 and P;, > 0 by design, it follows that P; = 0 according to

(3.34). Therefore, there exist P; > 0 and Y; = P,L; such that the LMIs (3.4) are satisfied. [

3.2 Distributed State Estimation With Input and Out-

put Noise Under Switching Topology

In this section, we investigate the distributed state estimation problem in the presence of
disturbances and measurement noise where the communication is switching but connected over
time. We consider an infinite time sequence tg, t1, to, ... starting at ¢, = 0, at which G(t)

switches to G, k = 0,1,2, ..., but stays connected, while the LTI system is subject to external
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disturbances and measurement noises. In the presence of external disturbance and measurement

noises, the LTI system described in (2.1) can be rewritten as follows:

& = Ax + Bu + Duwy,
(3.41)

Y; = Cz.l’ + EZU)Z,Z € N,

where wy € R™ denotes the system external disturbance, w; € R™ denotes the measurement
noise at the ith node, D € R"*" and E; € RPi*™ . Under these conditions, we aim at exploiting
the joint observability property of the system to design a network of distributed observers such
that the estimated state vector of the ith observer converges to the state vector in a noise-free

setting. Indeed, by defining e; = + — 2;,7 € N, and by considering w € RN"*? as

-
e=le] eg - eﬂ

- (3.42)
w = {wOTDT wi B ... wg DT wiEY

where p := Zfil pi, the objective is to design a set of distributed observers such that the effect
of the exogenous signals vector w on e is attenuated. To achieve this goal, we minimise the
I, norm of the mapping from w to e as the induced matrix norm of the % norm of e with

respect to the % norm of w as follows:
minimise p s.t. (||e]|z—pllwllz) <0, (3.43)

where p € Ry.

Remark 3.2. The minimisation for p in (3.43) is with respect to the parameters of the devised
distributed observer, which are illustrated explicitly after we reveal the observer design (see
(3.45b)). Moreover, we show that the minimisation is valid for any set of switching connected

topologies in later analysis.
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3.2.1 Observer Design and Analysis

In this section, the design of the proposed distributed state observers (3.2) is addressed in the
presence of external disturbances and measurement noises such that the objective (3.43) can

be achieved. Toward this end, we introduce the following assumption.
Assumption 3.3. The exogenous signals t — w;(t), i € {0,1,..., N}, belong to the % space.

Remark 3.3. The assumption above allows to analyze how the noises affect the estimation
errors. More specifically, the 7, approach is considered, which is in general aimed at atten-
uating the effect of the % norm of some exogenous disturbances (w in our case) on the %)
norm of some regulated outputs (i.e., ) as much as possible. Therefore, the main assumption
behind the 72, design is that the exogenous signals are .% functions of time. In practice,
this means that the noises have bounded energy, which does not appear to be particularly
restrictive. Generally speaking, any approach in the literature on the analysis of the impact of
disturbances demands for suitable assumptions on the noises, in that, for example, they may
be regarded as unknown bounded inputs. Such assumptions as well as that of dealing with %

signals are instrumental to the analysis of the effect of disturbances on the estimation errors.

Now, the distributed state observers proposed in (3.2) are modified as follows:

N
;= Afy + Li(Cidy — i) + Bu+ xP7 'Y a(t) (&5 — 44),i € N, (3.44)

j=1
where x € Ryg. The observer gains L;, P; and x can be selected by solving an .7, optimization
problem in such a way as to attenuate the effect of the exogenous signals vector w on the observer

errors vector e in terms of the induced matrix norm of the % norm of e with respect to the

% norm of w as in (3.43).

Theorem 3.3. Consider the jointly observable LTI system described in (2.1) under Assumption
3.3 and the distributed observers given in (3.44). Moreover, let G(t) be switching, but connected
within infinite sequence of bounded time intervals [to,t1), [t1,t2), [t2,t3), ... starting at ty.

Under these conditions, the 5, performance (3.43) is satisfied if i, x € Rso, P = 0, and
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Y;,i € N, are obtained from the solution of the following LMI:

minimise /i subject to (3.45a)
Y’i7Pi7X
- N .
> A —=NI, —Ap =p
i=1
AT 2X C(N)Inn = | =0 (3.45Db)
—A - ]Nn

i E; ET /llp+Nn_
in which A is defined in (3.9) and Ap = [/11 Ay ... AN], where A; is defined in (3.7)
and = = diag(=1,5y,...,5N) and =Zp = {51 = ... EN}, where =; = {Pi YZ}. In this

condition, = /fi and L; = P;'Y; i € N.

Proof. Considering the LTI system with the form of (3.41) and based on the observers (3.44),

the differential equation describing e;,7 € N, is given by

N
éz‘ = (A + LzCz)ez — LZEZ’LUZ — DWQ + XPZ-_l Z Clij(t) (6]' — Bi),’i € N. (346)

j=1

To analyze the evolution of the estimation errors of all the nodes, we consider the following

Lyapunov function:

N
.
V = g e; Pe;.
i=1

The time derivation of V' along (3.46) yields

N N N N
=1

i=1 j=1 i=1

From (3.47) and according to the definition of A, =, e and w, it follows that

V <elAe—2xe (L ® I,)e — 2" Zw, (3.48)
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where L is the Laplacian matrix associated with Gi. Let us denote by & the Nn dimensional
error space. Since G is connected, according to the properties of the Laplacian matrix of a
connected undirected graph, the kernel of £, ® I, has the form of 1y ® w, where w € R" is
an arbitrary vector. Now, by letting &. C & (dim(&.) = n) as the null space of £, ® I,,, we
consider another subspace &, C & (dim(&,) = Nn — n), which is the orthogonal complement
of &, ie., 8. ® & = &. Let the vectors e. and e, be the elements of the subspaces &, and &,
respectively, i.e., e. € &. and e, € &,. The intuition behind the aforementioned decomposition
is to exploit the properties of the Laplacian matrix associated with a connected graph. Since
e. = 1y ®w, it will belong to the kernel of £ ® I,, and this simplifies the mathematical analysis
of (3.48). Based on e, = 1y ®w, later we also show that e, /e, is negative definite with respect
to e.. Moreover, since e, is orthogonal to the kernel of £ ® I,, and the second least eigenvalues

of the Laplacian matrix is positive, —2ye' (£ ® I,,) e is negative definite with respect to e,.

Therefore, from (3.48) one gets
V <eAe.+2e] Ae,+ e Ae, — 2xe! (L, @ I)e, — 2] Zw — 2e] Zw. (3.49)

A necessary condition to guarantee the negative definiteness of V is to ensure that el Ae. is
negative definite with respect to e. € &,.. Since e, has the form of 1y ® w, from the definition

of A we have
N
el A, =w' (Z A2~> w. (3.50)
i=1

Considering the LMI condition (3.45b), Zfil A; should be negative definite. Thus, according
to (3.50), eCTAeC is negative definite with respect to e, € &,.. Based on the definition of Ap and

since e. = 1y ® w, we have

e) Ae. =e Apw =w' Ape,. (3.51)

Moreover, since &, is the orthogonal complement of &, it follows that Ve, € &, and Vw € R",
e, (1y ®w) = 0.

Thus, as 1y is the eigenvector associated with the zero eigenvalue of Lj, one can get that
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Ve, € &, 9],
e) (L ® I)e, > Xa(Ly)e e, (3.52)

Now, according to (3.50), (3.51) and (3.52) and since e, = 1y ® w, from (3.49) it follows that

} -V A —Ap w
—A; ZX AQ(ﬁk)INn - A (%

—2(1y ®@w) Zw —2¢] Zw,

which using the definition of =Zp and since \y(Ly) > C(N), can be restated as follows:

] -V A —Ap w

V< — {WT el
—A} 2xC(N)In, — A | e, (3.53)

r
Tz To
— 2w Epw — 2e, Zw.

Now, by invoking [42], we need to impose
J=V+4e'e—p*ww<0. (3.54)
According to the definition of e. and e, and by defining /i = p?, from (3.54) it follows that
J=V+4ele.+e e +2 e, —juww. (3.55)
Since e, = 1y @ w and e, e, = 0, (3.55) can be rewritten as
J=V+Now'w+e'e, — fiw w. (3.56)

Thus, by considering (3.53) and (3.56), we have

.
J < - {wT e, wT] M {wT el wT] ; (3.57)
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where
_Z@]\ilAz_N[n —AP EP
M = s WC(N) Iy — A= Iy, =
=T =T
A—IP e

ﬂIerNn
According to the LMI condition (3.45b), we have M > 0. Thus, from (3.57) it follows that

J < 0, which implies that the 7%, performance (3.43) is satisfied. Thus, the proof is completed.

O
Remark 3.4. From (3.53), it follows that for each £ € R,
N
V< - {wT e:] " i i Ar “
— AL 2XC(N)Iny, — A |er
1
+-wlw+ EwTE;EPZU + —e:er + EwTE’TEw,
€ €
which can be restated as follows:
) w
Ve {w e:] Q7] +a (3.58)
€r
where
0 - sz\il Ai = %In —Ap

d=cw E)Zpw+ecw' T Zw.

Note that if the LMI (3.45Db) is satisfied, then there exists € such that @ = 0. Now, if w;,i €
{0,1,..., N}, are bounded, d is bounded as well. Therefore, by defining d as a supremum of d,

according to (3.58), the estimation errors are uniformly ultimately bounded such that

< ()

lim sup
t—o00

{w(t)T er(t)T}
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which (since e, = 1y ® w) implies that ||e|| is uniformly ultimately bounded as follows:

im suple(t)| < (AmN—fQ))

Remark 3.5. In contrast to the connectivity condition (jointly connected) in Theorem 3.1, we
assume that the communication graph is always connected for each switched topology in this
section. However, we relax the assumption of the marginal detectability of the pairs (C;, A),

i.e., Assumption 3.2 is no longer necessary to be satisfied in Theorem 3.3.

3.2.2 Feasibility Analysis of the Design

The effectiveness of the proposed distributed state estimation strategy depends on the successful
selection of the observer gains according to (3.45b). In the following theorem, we show that

the LMI condition of Theorem 3.3 is always feasible.

Theorem 3.4. Consider the jointly observable pairs (C;, A), i € N, described in (3.41). Then,
for each i € Ry, there exist x € Ry and matrices P; >= 0 and Y; = P;L;,i € N, satisfying the
LMI (3.45b).

Proof. Let us consider the matrix M as follows:

Mll M12 M13
M = Ml—g M22 M23 ;
M1T3 M2T3 M3

where

N
My ==Y Ai=NI,, M;y=—Ap,
=1

3.59
M3 = Ep, My IQXC(N)INn—A—INm ( )

My ==, Msz = fil, nn-
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Based on the Schur complement [43], M is positive definite if and only if

Mz = 0, (3603)

Myy — Mog My M, > 0, (3.60b)
-1

My Mo M,
Mll - M12 M13 > 0. (360C)
M;:; M3 Ml—;
For any /i € Ry, the inequality (3.60a) is satisfied. Since the term Moz M3 My, does not

depend on y and My =2 xC(N)In, — A — Inp, there exists a large enough x € R such that

(3.60Db) is satisfied as well. Moreover, for some o € R+,

—1
My Mas M,
Myy  Mss M

Now, to show that the inequality (3.60c) has a solution, we show that Va € Ry, there exist
P=0and L, = Pl-_lYi,z' € N, such that

M11 - CYIn,

which, according to (3.59), can be rewritten as follows:

N
> A= al,+ NI, (3.61)

i=1
By considering L; € R™*?i and P; € R™*" as (3.34), following a procedure similar to the proof
of Theorem 3.2, one gets that (3.61) has a solution if the following LMI has a solution:

~Ty(Ag+ H)T] = al, + N1,. (3.62)

Since the pair (Ciq, Aiq) is detectable, there exists an L;4 such that M, is stable. Thus, accord-
ing to the Lyapunov stability criterion, for any A;; < 0, the equation A;; = M;Pid + Py Mg,

has a solution for P,; > 0. Therefore, for A;4,7 € N, with large enough negative eigenvalues,
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(3.62) will hold implying that (3.61) holds. Therefore, by arbitrarily choosing P, > 0, there
exist L;q, Py and Py, such that (3.61) holds. Then, we construct L; and P; as given in (3.34).
Therefore, for each ji € Ry, there exist x € Ryg, P, > 0, and Y; = P, L;,i € N, satisfy-
ing the LMIs (3.60), which implies that the LMI (3.45b) is satisfied. Therefore, the proof is

completed. O

Remark 3.6. It should be noted that, according to Theorem 3.4, for any performance index
> 0, there always exists a set of gains for the proposed distributed observers satisfying
the LMI (3.45b) with a dimension that scales quadratically with the number of the nodes
N. Therefore, for any size of the network, by employing the proposed distributed estimation
scheme, a desired performance can be guaranteed. However, if we push /i very close to zero,
the gains of the proposed distributed observer in (3.44) would be very large. In this case, even
though the effects of % noise from the given channels (as stated in (3.41)) are attenuated, the
large gains obtained from the LMI (3.45b) may weaken the robustness of the observer design
against the potential noise, disturbances or systematical uncertainties. Usually, it is preferable

to put certain constraints on the gain norms to prevent a set of large gains.

3.3 Summary

In this chapter, we have addressed the distributed estimation problem for LTI systems with
switching communication communication topology. We have developed a method to design a
network of distributed observers where the output measurement available for each observer may
not be sufficient for the observability of the system. We have shown that if the observers can
exchange their estimated state vectors with other neighboring observers, the observability of
the system under the joint of all the measurements in the network is sufficient for each observer
to estimate the full state vector of the system. We have also shown that, to guarantee the
performance of the state estimation under the proposed strategy, communication among the
agents is not required to be continuous, and distributed state estimation can be performed if
the joint of communication links over finite intervals of time makes the network communication

topology connected. Despite similar existing studies in the literature limited to LTI systems
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under certain assumptions and conditions in terms of systems parameters and communication
topology (whose feasibility is not guaranteed for many scenarios), distributed state estimation
for a wider class of LTI systems in the presence of jointly connected switching topology is
guaranteed. Moreover, the results are extended to a scenario when the LTI system is subject
to % external disturbances and measurement noises. Accordingly, observer gains are designed
such that a desired 77, performance to attenuate the effect of external disturbances and mea-
surement noises is guaranteed. Despite similar existing results in the literature on 2,-based
distributed state estimation, limited to LTI systems under certain conditions not guaranteed
by design, in our work the distributed state estimation of all LTI systems in the presence of

connected switching topology is ensured.



Chapter 4

Distributed State Estimation With

Unknown Inputs

In this chapter, state estimation for a class of LTI systems with distributed output measure-
ments (distributed sensors) and unknown inputs is addressed. Existing results in the literature
on distributed state estimation assume either that the system does not have inputs, or that
all the system’s inputs are precisely known to all the observers. Accordingly, we address this
gap by proposing a distributed observer capable of estimating the overall system’s state in the
presence of inputs, while each node may have limited access to the reliable input signals due

to faults and/or disturbances.

We provide a design method that guarantees convergence of the estimation error under some
mild joint detectability conditions. This design suits undirected communication graphs and also
applies to strongly connected directed graphs with some proper modification on the observer
gains. We also give existence conditions that harmonise with existing results on unknown input

observers.

This chapter is organised as follows. Section 4.1 illustrates the design of a distributed state
estimation scheme under connected networks. Moreover, in Section 4.2 the feasibility of the
design is guaranteed and the necessity and sufficiency of the corresponding condition are dis-

cussed. Section 4.3 deals with the directed networks by modifying the proposed distributed

43
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estimation scheme.

4.1 DUIO Design

Based on the system described in (2.1), we consider input disturbance into the system, which
is given by

* = Az + Bu + Dw,
(4.1)

yi = Cix

where u € R™ is the control input, w € R? is an unknown external disturbance, and D € R™"*4
is the disturbance matrix gain. The outputs of the system are measured via a distributed mea-
surement system comprising of a group of sensors distributed over N nodes, which is identical

to the case in (2.1).

In order to further distinguish the locally available signals, we partition the system’s inputs into
a component u; that is the reliable and accessible input signal at Node 7, and is assumed to be
known by the observer — and a component %; — that is unknown and can instead be assimilated

to an exogenous disturbance or fault. In symbols, we then have
where u; € R, B; € R™" 1, € R%, and BZ € R™%  with r; + d; = m. Then, as w is also
T
w; = {u: wT}

as the locally unknown inputs and B; = [ BZ D] as the known gain of the unknown input

unknown, we define

terms.
Assumption 4.1. Matriz B; is full column rank for all i € N.

Remark 4.1. Note that Assumption 4.1 does not cause any loss of generality and is typically
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Figure 4.1: A distributed observer consisting of 5 nodes: each local observer O; has access to
local inputs and measurements u; and y;. Furthermore, neighbouring estimates are exchanged
over a undirected communication network (dashed line).

made in the literature of estimation with unknown disturbances [30]. In fact, it is always

possible (by means of singular value decomposition, for instance) to decompose B; in a product

B; = BB, where B! is full column rank and @, = B{1; constitutes the new unknown input.

Assumption 4.2. The network communication graph is connected.

To provide a visual example of the proposed architecture, in Fig. 4.1, an undirected network of
distributed observers with 5 nodes is shown, where the local information of each node includes

the local output measurement vector y; and the local known control input vector w;.

We can finally characterize the distributed estimation problem. Let Z; denote the estimate of

x produced by the local observer O;, then we define the estimation error as

A DUIO is hence defined as follows.
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Definition 4.1. The set of observers {O;}ien is a DUIO for system (4.1) if for all i € N,

lim {[e;(t)[|= 0,

t——+o0

for all locally unknown inputs w;.

That is to say a distributed observer is a DUIO if the local estimation error terms are decoupled

from the disturbances and the input components that are not locally available.

The basic principle to design a UIO is to derive some algebraic conditions that decouple the
observer’s error from the unknown disturbances and inputs (see e.g., [30]). Along this pattern,

we propose the following full-order local observer O;,i € N:

N
21' = NZ'Zi -+ MZBIUZ + Lzyz + XPZ-_l Z Q45 (i‘] — i‘z),

j=1 (4.3)
T = z + Hyyi,

where z; € R" is the state vector of the observer O;, the matrices N;, M;, L;, P;, and H; are to

be designed, and y is a real-valued design parameter.

We note that

Taking the time derivative of (4.4) yields

N
— Nizi — M;Bju; — Liy; — xP; ! Z aij(Tj — %),
=1

which by adding and subtracting the term (I, — H;C;)AZ; to the right-hand side and since
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T; = z; + H;y;, can be restated as follows:
+ (I — H;C;)Bit; + (I, — H;C;) A(z + Hyys) (4.5)
N
— Nizi — Liyi — x P! Z a;;(Z; — ;).
j=1
According to the definition of e;, one gets
—KiCiei + KZCZ(LL' — i‘z) = 0n><1- (46)
Since z; = z; + H;y;, from (4.6), it follows that
—K;Cie; + Kyy; — KiCizi — K;CiHyyy = Op1. (4.7)
We note that
ij—ii:x—ii—(x—ij):ei—ej. (48)

Now, by adding the zero term (4.7) to the right-hand side of (4.5) and by considering (4.8), after

grouping similar terms, we finally obtain the following differential equation (detailed derivation

is provided in Appendix A):

+ (I, — H;C; — M;) Byu; + (I,, — H;C;) By,

N
+ XP;l Z aij(ej — 61').
j=1

(4.9)
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Now, we impose the following conditions:

(I, — HiCi)B; = 01, (4.10a)
M, = I, — HC,, (4.10b)
N, = MiA — K.C, (4.10¢)
L; = K; + N;H,. (4.10d)

For convenience, and as a starting point to tackle the solution of (4.10), we recall the following

lemma.

Lemma 4.1. [30] Equation (4.10a) is solvable with respect to H; if and only if

rank(C; B;) = rank(B;), (4.11)

and the general solution is given by

H; =U; +YV;, (4.12)

where Y; € R™*Pi 4s an arbitrary matriz, and U; and V; are defined as follows:

Remark 4.2. The condition in (4.11) is a geometric condition to filter out the unknown input
in channel B;, which implies that the unknown input in channel B; should be “reflected” at the
local output at Node i. Moreover, U; is a special solution to the decoupling equation (4.10a),
it may be beneficial to also consider Y; as a design parameter that provides additional degrees
of freedom without affecting the decoupling property. This enlarged solution space is useful as
it may provide better (e.g., with lower gains) solutions to optimization problems such as the

one of Theorem 4.1, or achieving secondary objectives like noise attenuation [44].
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Lemma 4.1 provides a geometric condition that allows (4.10a) in particular to be satisfied. If
one satisfies also the other equations in the group (4.10), then the estimation error in (4.9)

takes the following form:
N
éi = Niei + X]Di_l Z aij(ej - ei). (413)
j=1
It should be noted that under the condition (4.10a), B; will be in the null space of I,, — H;C;,

such that the term (I, — H;C;)Bj; appearing in (4.9) does not enter (4.13). Therefore, any

arbitrary w will not have any effect on the estimation errors.

Before introducing the main results on the design and existence of the DUIO, we investigate
the detectability properties of the system. For convenience, we first introduce the following

definition.
Definition 4.2 (Extended joint detectability). Let
A, = (I, — U,C))A. (4.14)

System (4.1) is extended jointly detectable from Node i if

#2(C:., A) =0. (4.15)

i=1

Remark 4.3. If there is no unknown input channel at all the nodes, i.e., if B; does not exist
for all © € N, then we have A; = A, Vi € N. In this case, the definition of the extended joint

detectability is the same as the joint detectability as we stated in Definition 2.1.

Note that we do not assume that each pair (C;, A) is observable, or even detectable, i.e., a
single output measurement g; may not be sufficient in general to observe the system’s state. In

the following, we derive some further results on joint detectability.
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By virtue of the definition of A; in (4.14) and by recalling (4.12), we define
Ai = ([n - HiOi)A =A; - Y;ViCiA, (4-16)

so that we can express NV; = A; — K;C;. With this, the convergence of the estimation errors
in terms of the detectability properties of the pair (C;, A;) will be investigated. Accordingly,
we introduce a similarity transformation matrix 7; € R"*" ¢ € N, as T; = {TZ T, } in
which T;, € R"*% is an orthonormal basis of the undetectable subspace of (Ci, fli), where v;
is the dimension of the undetectable subspace of the pair (Cy, A;), and Tjq € R (™) is an
orthonormal basis such that Im 7}, is orthogonal to Im T;,, [19]. Note that by defining 2~ ~ R"
as the n-dimensional state space of the system, we have 2" = Im T;;® Im T},. In the following
lemmas, we investigate such detectability features using a geometric approach. We first prove
that the detectability properties of the pairs (Cy, A;) and (C;, A;) are equivalent, and then we

provide a condition for which all the estimation errors can be steered to zero.

Lemma 4.2. The undetectable subspaces of the pairs (Ci, A;) and (Cy, A;) are identical for all
Y; € RV,

Proof. By considering (4.16), for some F; € R"*Pi one gets

A+ F,C; = A; = Y,ViCi A + F,C;

C; (4.17)
=A+ |:Fz _}/i‘/i:| :
CiA;
From (4.17), it follows that
_ Ci
w9 (Ci, A;) = U0 A | (1] Ker af (4. (4.18)
Ci A,
Meanwhile,

UD (Ci, Ai) = %O (Ci, Ay) (1] Ker af (A). (4.19)

By comparing (4.18) and (4.19), to show that %2 (C;, 4;) = %2 (C;, A;), we can show that
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the unobservable subspaces of ,A; | and (Cj, A;) are identical. It can be said that
C;A;
i - C;
UG JAi | =) Ker Ak-L, (4.20)
CzAz k=1 C@Al

One can observe that
C,
Ker AR = Ker ;AR ﬂ Ker C; A%,

which implies that

n Cz n+1
ﬂ Ker Al = ﬂ Ker C;AF 1. (4.21)
k=1 CZAI k=1

Moreover, the unobservable subspace of the pair (C;, A;) is

WO (Ci, Ay) = () Ker CAF. (4.22)

k=1

Now, from (4.20), (4.21), and (4.22), it follows that
wUO (Ci,A;) = U0 VA
and thus from (4.18) and (4.19), we have
U9D (Ci, ) = UD (Cy, Ay)
which completes the proof. O

Lemma 4.3. Let system (4.1) be extended jointly detectable. Then, by letting

Td: Tld TQd TNd )
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we have

Im Td == %
Proof. The proof is similar to the proof of Lemma 3.4. O]

Let us investigate the stability of the estimation errors, with the hypotheses that a solution
to (4.10) exists. In this case, we leverage standard Lyapunov arguments to obtain an LMI
condition that guarantees stability of the (collective) error e , defined as the stacked vector of

local observers’ errors as follows:
-
e= {e? ey ... eﬂ : (4.23)

The stability of the proposed distributed estimation scheme is analysed in the following theorem.

Theorem 4.1 (Stability). Consider the DUIO described in (4.3) under Assumption 4.2 and

the conditions (4.10). By letting
Ay = AN, — CTUNP, + P(I, — U,C)A — ATCIV,"Y," —YiViC; A — O K — K;C;, (4.24)

the estimation error e converges to zero if the matrices Py = 0, Y; = P7'Y;, and K; = Pi_lf_(l-

are a feasible solution of the following LMI

N
> 4 =0, (4.25)
i=1

and the gain x satisfies
T N !
HA +Ap <Zi:1 Ai) Ap
x= 2X2(L) 7

(4.26)

where

A = diag(/llu A27 L 7AN)7
(4.27)
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Proof. We show that along (4.13), the estimation errors converge to zero. Accordingly, we

consider the following Lyapunov candidate of the estimation errors:

N
V=Y ¢l Pe, (4.28)
=1

which is a positive definite function of the estimation errors. The time derivative of V' along

(4.13) can be stated as follows:

V =e' diag(N,’ P, + PN))e — 2xe' (L ® I,)e. (4.29)

€N

Based on the conditions on M; and N; in (4.10b) and (4.10c), it follows that

NP, + P.N; :((In ~H,C)A — KZCZ-)TB- )
+ P ((In ~H,C)A - KiCi>. |

According to (4.30) and the definition of H; in (4.12), one gets

NP+ PN; = ATP,+ A= ATC]U] P, — PUGIA — ATCTVTY P = PY.ViCiA

— O] K[ P, - PKC;,

which by considering (4.24) with Y; = PY; and K; = P;K;, can be rewritten as
N," P, + PN; = A;. (4.31)
Now, from (4.31), (4.29) can be restated as follows:
V=e"Ae—2xe (LD I,)e, (4.32)

where A is defined in (4.27). To analyze (4.32), we decompose the error space to two sub-
spaces. By defining the error space as & ~ R™", one of these subspaces is denoted by &, C &
(dim (&) = n) which is the kernel of £ ® I,, and has the form of 1y ® w,w € R"™. Accordingly,

the other subspace is the orthogonal complement subspace of &, which is denoted by &, C &
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(dim (&.) = Nn — n) such that &, @ &, = &. Thus, by considering e, € &, and e, € &, from
(4.32) we get:
V =e] Ae,+ 2¢] Ae, + e (A —2x(L @ I,))er,
which, since e, = 1y ® w, can be restated as follows:
. N
V=uw' ( 3 AZ»)w + 2T Afw+el (A—2¢(L® I,))e,. (4.33)

=1

Moreover, as e, is orthogonal to the kernel of £ ® I,,, one gets [9]
—e (L@ I)e, < —Xa(L)e]e,. (4.34)

Note that, since the graph is connected from Assumption 4.2, Ao(L) € R.y. By considering
(4.33) and (4.34), we have

T

N
TAP 2in r “1. (4.35)

e, — A} 2x (L) Iny — A e

From the inequality (4.26), one gets:

N -1
22X\ (L) Iny — A — Af <Z Ai) Ap = 0. (4.36)

=1

Finally, according to (4.36) and by invoking the Schur complement [43], the negative definiteness
of V in (4.35) can be concluded. Thus, V' asymptotically converges to zero, which implies that

the estimation error e (and therefore all its components e;, Vi € N) converges to zero. O

Remark 4.4. From (4.32), it follows that
V=—e"2¥(LDI,)—A)e,

where, according to the proof of Theorem 4.1, 2x(L ® I,,) — A = 0. Now, by considering (4.28),
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one gets
where
_ (XL @ 1) — A) (437)
max (Amax(F))

From the comparison theorem for scalar ordinary differential equations [45, Chap. 3], one ob-

tains 0 <V <w for all t > 0, where v is given by
v(t) = e "v(0).

Namely v converges to zero with time constant 1/, where, since 0 <V < v, 1/u implies an

upper bound for the time constant of the convergence of V' to zero as well.

4.2 Feasibility and Necessity Analysis of the Design

In this section, the feasibility of the LMI in (4.25) is discussed. Moreover, the necessary

conditions for the guarantee of the solutions of the LMI is provided with proof.

Theorem 4.2 (Feasibility). If system (4.1) is extended jointly detectable, then the LMI (4.25)

is always feasible for some P,, Y; = PY;, and K; = P,K,.

Proof. From (4.14), (4.16), and (4.24), A; can be written as

A = (A = K,Cy)' P+ Pi(A; — KiGh). (4.38)

By considering the similarity transformation matrix 7; € R"*"  one can observe that [19]

TT/_lT _ Aid O(n—vi)xvi

CZT—ZL = |:C’Ld 0pi><”i:| )
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where the pair (Cyq4, A;q) is detectable. Based on the aforementioned formulation, without loss

of generality, let the observer gains K; € R"*P and P; € R™*" be written as follows:

- (4.40)
P =T P O(n—vi)xvi T;.T’
Ovix(nfvi) PZ

where K, € ROv—vi)xpi - p, c RO-vi)x(n=vi) « (0 and P, € R¥*¥ = (. From the definition of

A; in (4.38), the definition of K; and P; in (4.40), and the decomposition performed in (4.39),

we have
A; A;
A=T | 7, (4.41)
Air Azu

where Ay € Rv—vi)x(n—vi) = A< Rvix(n=vi) and A;, € R¥*? are as follows:

Nig = T} Pig + Pl
Air - PiuAira

with Iy = Ajg — K;qCiq. Since T; = {Tid Tw} , one gets:

A AT
7| T T = T + T An T + TwAL T + T AT (4.42)

% i i

Air Azu
Now, from (4.42), and by defining

Td: T Tog ... Tngls

Ay = diag(Ayq, Ao, - - -, Ana),
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it follows that

Na AT
| T | = 1A T +

=1 Air - A (4.43)

N
> (T Ty + T T + T, ).

N
—1

7

If the system is extended jointly detectable it follows by Lemma 4.3 that rank(7;) = n. Hence,

from (4.41) and (4.43), we have

N
Y Ai=Tu(Aa+S)T, (4.44)

i=1
where

T

N
S =T Y (TuAiTy + Ty T, + T AuT,) Th '
=1

Considering (4.44), since T} is row independent, the LMI (4.25) is feasible if the following
inequality has solution:

Ag+ S =<0. (4.45)

Let us recall that A; = diag(A4, Aog, - . ., Aya), where

Nig = FZEPM + Pialiq

Fid = /Zlid - Kidcid-

Because of the detectability of the pair (Cjg, Aiq), there exists K;q such that [}, is Hurwitz. In
this condition, according to the Lyapunov stability criterion [46, Chap. 6], for each 5 € Ry,
there exists Py = 0 such that A,y = I} Pia+ Pialig = —B1,—0,. On the other hand, there exists
a large enough S such that (4.45) has solutions, which guarantees the feasibility of the LMI
(4.25). Hence, by selecting P;,, = 0 and Y; arbitrarily, and according to the definition of K; and
P; in (4.40), the LMI (4.25) always has solutions for P;, Y;, and K. O

Theorems 4.1 and 4.2 give constructive sufficient conditions which can be effectively used to
compute the design parameters that achieve error convergence to zero. In the next theorem, we

provide necessary and sufficient existence conditions for the proposed observer to be a DUIO
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in the sense of Definition 4.1.

Theorem 4.3 (Existence). Under Assumption 4.2, the observer O = {O;}ien comprising local
observers in the form (4.3) is a DUIO for the LTI system (4.1) if and only if the following

conditions hold:

(i) rank(C;B;) = rank(B;),Vi € N,

N
(ii) (\%2(Ci, A;) = 0.
i=1
Proof. (Sufficiency) — If (i) holds, (4.10a) is solvable as stated in Lemma 4.1. If (ii) is true,
then by Theorem 4.2 we conclude that the LMI (4.25) admits a solution. Therefore, we can

also apply Theorem 4.1 and conclude that such solution renders e asymptotically stable (as in

(3.1)). Therefore, O is a DUIO for (4.1), according to Definition 4.1.

(Necessity) — Assume now that O = {O; }ien is a DUIO for (4.1), i.e., Vi € N, limy—, o ||e; (1) ||=
0. This immediately implies that (4.10a) is solvable, since it is a necessary condition (see [30])
for any arbitrary disturbance term 0 in (4.9) to be exactly cancelled. Hence, according to
Lemma 4.1, (i) holds. To prove the necessity of (ii), we proceed by contradiction and assume

that there exists a non-trivial subspace . C 2" such that

N
(%2(Ci, 4) =7 #0,

i=1
which, according to (4.19), is equivalent to
N N
S = (ﬂ OZ/ﬁ(Ci,Ai)) N (ﬂ Ker ajq‘i(Ai)> : (4.46)
i=1 i=1

Without loss of generality and for convenience of notation, we consider eigenvalues with unit

multiplicity, so that the factorization of a (s) is

ozj"i(s) = (s — u;'jl) (s — u;fqi), (4.47)

+ +
O‘Ai@(s) aAiv(Ii(s)
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for some positive ¢; < n, where u;, € C* for k = 1,...,¢;. An analogous factorization exists
for a (s). By the primary decomposition theorem for linear transformations [46, Chap. 2.2.M],

2 is decomposed into linearly independent subspaces as

X2 o2 =202 002}

1,957

(4.48)

where 2, = Ker aj (4;) and 27} = Ker o (A4;). Therefore, thanks to the linear indepen-

dence of the modes, we have
Ker o} (A;) =Ker o (A;) @ --- @ Ker af  (A). (4.49)

Thus, the second term in the right hand side of (4.46) expands as follows:

N
ﬂKeraA ﬂ D

Since . # 0, there exists 2 C Z2;7,Vi € N, whose intersection with the unobservable
subspaces is non-trivial. Namely, 2" C . is by construction an A;-invariant subspace of an

undetectable mode that is common to all nodes, i.e., Vi € N, it satisfies
%ﬂ+:{x S ‘%' : (Al - IU/Z[?’L)x - 0n><17 € 7é 0n><1}7 (450)

for some p; € C*. By Lemma 4.2, (4.46)—(4.50) hold for A; as well, thus we let v € 2 be

one of such common undetectable modes, and since . C Ker C; for all © € N, it holds that

By stacking the error components and from (4.13), we obtain

= (i) - g () (£ 1))

(4.52)
= (@ - H)€7



60 Chapter 4. Distributed State Estimation With Unknown Inputs

where the definitions of ¢ and II follow trivially from the equality. Let ¢ = 1y ® v. Thanks
to Assumption 4.2, e € Ker I, that is ITe = Oy, «1. Moreover, for each block of @, e satisfies
(4.51) and the eigenvalue relation (4.50). Therefore, by considering (4.10), we have

ieN ieN

= (diag(,u,-) ® ]n) €.

€N

Now, choosing ¢y = 1y ® v as the initial condition for (4.52) produces an error along the
direction of the unstable mode v. This contradicts the asymptotic stability hypothesis, and

therefore (ii) must be true. O

It should be noted that we have formulated Theorem 4.3 in a way to express the similarities
of the conditions derived in our approach to the classical existence conditions [30, Theorem 1]
for the centralised case. We remark as well that (ii) is a necessary and sufficient condition also

appearing in [25].

4.3 Extension to Directed Networks

The results presented in Theorem 4.1 are based on the assumption that the communication
graph is undirected. However, by suitably modifying the observer gains, we show that in this
section, the obtained results can be extended to a more general scenario, which is the distributed

state estimation under directed networks.

Let the network communication graph be fixed and directed. When the graph is undirected, the
Laplacian matrix associated with the communication graph is semi-definite, and this property
has been used in the proof of Theorem 4.1. However, if the graph is directed and strongly
connected (note that the connected graph is a special case of the directed strongly connected
graph), it is possible to modify the proposed DUIO in Theorem 4.1 such that the obtained
results in Theorem 4.1 are extendable to directed networks as well. In this regard, we first

introduce the following lemma.
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Lemma 4.4. [}7] Assume G is a strongly connected directed graph. Then, there exists a unique
positive row vector r = {7"1 To ... TN} such that rL = 01y and rly = N, and by defining
R := diag(ry,...,7mn), the symmetric matrix L:=RL+ LR is positive semi-definite. Fur-
thermore, ILEA = O14n, ﬁlN = Onx1, and Ay = 0 is a simple eigenvalue ofﬁ while the other

eigenvalues of L are positive real.

Based on Lemma 4.4, to extend the result of Theorem 4.1 to strongly connected directed

networks, the DUIO (4.3) can be modified as follows:

N
%4 = Nizi + MiBiu; + Lyy; + xr:i P Z aij(Z; — &),
j=1 (4.53)

Corollary 4.1. Consider the DUIO described in (4.53) under the conditions (4.10) and a
strongly connected graph. By letting A; as (4.24), the estimation error e converges to zero if
the matrices P; >~ 0, Y; = Pflﬁ-, and K; = Pi_lf(i are a feasible solution of the LMI (4.25),
and the gain x satisfies

s (00) "0

2o (L)

X > : (4.54)

where A and Ap are defined in (4.27).

Proof. Based on the analytical procedure given in Section 4.1, along the DUIO (4.53), the

estimation error takes the following form:
N
éi = Niei + XPZ-_I Z riaij(ej — ei).
j=1
By considering the same Lyapunov function as in (4.28) and following the same procedure as

in the proof of Theorem 4.1, one gets

V=ec'de—2ye (RE®1,)e

=e'de—xe' (RC+LTR)®1,)e,
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which, after defining £ := RL + LT R, can be restated as follows:
V=e"Ae—xe' (ﬁ ® In) e. (4.55)

Since G is strongly connected, by considering Lemma 4.4, £ is symmetric positive semidefinite,
1L£A = 01xn, £1 ~N = Onx1, and £ has one zero eigenvalue and N — 1 positive real eigenvalues.

By following the same procedure as in the proof of Theorem 4.1, from (4.55) one gets
. N
V=w' < Z Ai>w +2¢) Apw+el (A —x(L®I,))e,.

=1

Since G is strongly connected, according to Lemma 4.4, it follows that

~

—e (L& I,)e, < —Xy(L)e] e, < 0.

Then, V yields
-

N
. YN, A
AP 2in r “I. (4.56)

e, —Ap 2x)\2(/j)INn — Al |e,

Based on (4.56) and the Schur complement, V' is negative definite if

N -1

i=1

which is guaranteed by (4.54). Hence, as V is negative definite, e converges to zero. [

Remark 4.5. Note that in this design, the gains N;, M;, L;, P; and H; are selected based on
the same LMI as provided in (4.24). Therefore, the feasibility analysis presented in Section 4.2

still applies, which indicates that the solution for the gains of this design is guaranteed.
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4.4 Summary

In this chapter, distributed state estimation of a class of LTI systems has been addressed.
We have proposed a DUIO consisting of N local observers co-located with the N nodes and
connected via a communication network such that the full state vector of the system was
estimated by each local observer. The proposed architecture allows to account for partial
measurements, but more notably for inputs that may not be available locally at a node, together
with other unknown disturbances. The feasible solution of an LMI provided adequate choices of
parameters that guarantee convergence of the estimation errors, under some joint detectability
conditions. Furthermore, we have provided necessary and sufficient existence conditions that
were in line with existing theorems for the centralised case. Finally, we have extended our main

result to include a more general scenario where the communication network is directed.



Chapter 5

Distributed State Estimation With

Sensor Fault-Tolerance

In this chapter, we address the distributed state estimation for LTI systems with faults and noise
at the measurement. We consider the scenario where the measurements are jointly detectable
altogether, and locally redundant at each node. The proposed estimation scheme exploits sensor
redundancy to provide robustness against fault in the sensors. Under suitable conditions on
the redundant sensors, we show that it is possible to mitigate the effects of a class of sensor

faults on the state estimation.

We begin this chapter by formulating the problem and defining precisely the sensor redundancy.
Then, we propose a distributed state estimation scheme assuming no sensor noise nor faults
occurence. Based on this scheme, we present a distributed sensor fault-tolerant observer design
with guaranteed solutions. Finally, we show that the proposed designs can be extended to

nonlinear LSS plant under certain Lipschitz condition.

64
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5.1 Problem Statement

We consider a class of LTI system with distributed measurements as described in (2.1), given

by

& = Ax + Bu (5.1a)

yi = Ciz. (5.1b)

Moreover, we assume that observers along with their local sensors are distributed in /N nodes,
and the sensor redundancy at Node ¢ is ;. In other words, we assume that r; clusters of identical
sensors are available at Node i. By defining C; € RPi*™ as the output matrix associated with
the ith node, and by defining r; = {1,2,...,r;}, the output measurement of the kth cluster of

sensors is as follows:

Yir = Cix + wip(t) + 0ix(t), i€N, ker; (5.2)

where the vectors @w; i (t) : Ryg — RP" and 0;,(t) : Rsg — RP represent unknown bounded

signals denoting additive noise and fault respectively in the kth cluster of the sensors of Node .

Notice that the output redundancy is from the r; identical local measurements defined in (5.2)
for each C;, whereas joint observability is related to the collective of all C;,7 € N, together.

Fig. 5.1 shows an example of a network of distributed observers with measurement redundancy.

Assumption 5.1. The communication graph associated with the observers network is con-

nected.

Assumption 5.2. We decompose the measurement noise vector w;j as
T

Wik = |Wik1 Wik2 --- Wikpi| >

and we let p; = {1,2,...,p;}. The measurement noises w;,(t),1 € N,k € r;,q € p;, are

bounded for all t > 0.
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Figure 5.1: A distributed observer consisting of 4 nodes: each local observer O; has access to
inputs v and measurements with redundancy ;. Furthermore, neighbouring estimates are
exchanged over a undirected communication network (dashed line).

Definition 5.1. Let us decompose y; . and d; ) as

.
Yik = [yi,k:,l Yik2 - yz',k:,pz-]

.
Oik = {5@/@1 dika - 5i,k,pi} :

For an arbitrary scalar constant B;, € R,© € N,q € p;, we define an output measurement

Yikg ! € N,k €1;,q € Py, to be healthy if for all t > 0,

|wi,k,q(t) + 5i,k,q(t)| < Big- (5.3)

Otherwise, the measurement y; o 15 called unhealthy. Accordingly, the associated sensors are

called healthy and unhealthy, respectively.

Indeed, according to the required accuracy for state estimation, the value of 3; , will be deter-
mined, and this value will be considered in designing the proposed distributed observers later.

According to Definition 5.1, we provide the following assumption.

Assumption 5.3. In the set {yi14,Yi2.q---»Yiriq), 0t least ceil (%) output measurements

are healthy (no matter how large the magnitudes of the faults of unhealthy sensors are).
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Assumption 5.3 implies that the number of healthy measurements at each node, i.e., those
satisfying (5.3), exceeds that of the unhealthy ones. Thus, for instance, out of 5 measurements

of output, at least 3 of those measurements should be healthy at all times.

Note 5.1. In the rest of the chapter, for any variable U;y, 9,4, or U;pq, we let i € N denote
the index of the nodes, k € r; denote the index of the clusters of the sensors at Node i, and

q € p; denote the index of the measurements at each cluster of the sensors at Node 1.

For a system given by (5.1) under the assumptions above, the objective is to design a distributed

sensor fault-tolerant observer such that the estimation error is uniformly ultimately bounded.

To achieve the objectives above, we first devise a linear distributed observer scheme in the next

section without considering measurement noises and faults.

5.2 Distributed Observer Design Without Faults and Noise

The basic idea in distributed state estimation is that the ith observer updates its estimated
state vector Z; not just based on local measurement, but also based on estimated state vectors
of neighboring observers which is Zjvzl a;;(; — &;) (for instance, see [12, 21, 27], and [34]).
Based on this general approach, the proposed distributed estimation strategy for the system
described in (5.1) and (5.2) when w; () = 0; () = 0p,x1, Vi € N,Vk € r;,Vt > 0, is presented
in this section. Since sensor redundancy is unnecessary under this initial assumption, the output

measurements of the system can be considered to be modeled as in (2.1).

Now, by using the similarity transformation matrix 7; defined in (3.20), the local observer at

Node i is designed as

N

j=1
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where L; € R™Pi and P; € R™*"™ are the observer gains computed as

P, CH]

OUi Xp;

Ovix(n—vi) Ivi

where P,y € Rv—vi)x(n—vi) = P« 0 and H; € RPi*Pi are matrices to be determined.

The analysis of the proposed distributed observer (5.4) is given in the following theorem.

Theorem 5.1. Consider the noise-free and fault-free dynamical system described in (5.1) with

the distributed observer given in (5.4) and (5.5), under Assumption 5.1. The estimation errors

e; = x — T;, Vi € N, converge to zero if the matrices Py and H;,i € N, can be obtained from

the solution of the following LMI:

Ty (K —M)T] =0

Pig =0
where

K = diag(K14, Kod, - - -, Kna)

Kiqg = _<A@'poid + PigAid + C;{(Hi + HiT)Cid)

N
M =T, 3 (TuAs T+ TuALT, + Tulds + AT (T,7)
=1

Moreover, the gain x is chosen as follows:

4+ it
X 2X2(L)

(5.6)

(5.7)

(5.8)
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where

A= dlag (/11,/127 .. ,AN)

Ai = (A+ LiC;) " P+ P(A+ LiCy)
N

Q=-> A
=1

AP:|:/11 AQ AN:|

Proof. To begin, from (5.1), (5.2), and (5.4), it follows that the dynamics of e; = x — &;, 1 € N,
is given by

N
¢ = (A+ LiCei+xP' Y ay(d; — &), i€N,
j=1

A

which, since —(Z; — 2;) = e; — €;, can be restated as follows:

N
éi = (A + chz)ez + Xpi_l Z aij(ej - 61'), 1 € N. (510)

j=1
We should show that along (5.10), the estimation errors converge to zero. Consider the following

Lyapunov candidate of the estimation errors:

N
V= Ze?ﬂei (5.11)
i=1

which since P, > 0,7 € N, is a positive definite function of the estimation errors. The derivative

of V along (5.10) reads as

N N N

i=1 i=1 j=1

Moreover, we get
N

2x Z Z ag(ej—e) e =—2xe (L®I,)e (5.13)

=1 j=1

-
where e = {elT ey ... e;] . From (5.12) and (5.13), and according to the definition of A
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in (5.9), it follows that

V <elAde—2ye" (L®I,)e. (5.14)

Note that, since the pair (C;, A) may not be detectable, A may not be negative definite by
choosing L; and P; > 0. Thus, to show that the right-hand side of (5.14) is negative definite, in
the following, we decompose the error space into two complementary subspaces such that e Ae
is negative definite when projected onto one of the subspace, and —2ye' (£ ® I,,) e is negative
definite when projected onto the other one. According to Assumption 5.1 and the properties
of the Laplacian matrix of a connected undirected graph, £ has a zero eigenvalue and N — 1
positive eigenvalues, and the right eigenvector associated with the zero eigenvalue is 15. Thus,

we decompose the error e as

e=e.+e, (5.15)

where e, € RV" is the consensus vector in the form e, = 1y @ w, w € R”, and e, € RM" is the
disagreement vector satisfying e e. = 0 [48]. By using the same decomposition procedure as in

Section 3.2.1 and considering (5.15), (5.14) yields
V =elAe. +2¢] Ae, + e Ae, — 2xe] (L@ 1,)e,. (5.16)

To guarantee negative definiteness of V, one should show that el Ae. is negative definite. Since

e. = 1y ® w, according to the definition of A and P in (5.9), one obtains

N
el e =w' (Z Ai> w. (5.17)

In what follows, we show that the right-hand side of (5.17) is negative definite. From (3.21),
we have

A:E Aid O(n—vi)xvi TT

7

Ay Ay (5.18)

Cz’ = |:Ozd Opini:| ET.
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Therefore, by considering (5.18) and the design of L; and P; in (5.5),

can be rewritten as follows:

_K, AT
N=T | 7, (5.19)
and T; = {Ti Tiu} , (5.19) can be rewritten as
Ny = —T1aKigTyy + T Aa Ty + TaALT,, + Tou(Asu + A) T,
Therefore,
N N N
S A= —TuKT] + (T AuTy + TALTo) + > T An + AT, (5.20)
i=1 i=1 i=1

where K € ROV EE1v:)x(Nn=351) g the block diagonal matrix given in (5.7) and T} is
defined in (3.28). By invoking Lemma 3.1, T}, is full rank and hence its rows are linearly
independent. Therefore, there exists T}, " such that 7,71 7 =1, Accordingly, (5.20) can be

restated in the following form:
S Ai=-Ty(K-M)T/] (5.21)

where M is defined in (5.7). Hence,

— i Ay =Ty (K —M)T, . (5.22)

i=1

From (5.6) and (5.22), it follows that the right-hand side of (5.17) is negative definite, and, as

a result, we have

N
el Ne, =w' (Z Ai> w<0, VwD0. (5.23)
i=1
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Now, we investigate the other terms in the right-hand side of the inequality (5.16). As e. =

1y ® w, one has

el Ae. = e Apw =w' Ape, (5.24)

where Ap is defined in (5.9). Moreover, since e, e, = 0, it follows that

el (Iy ®@w) =0, VwecR"

Since 1y is the eigenvector associated with the zero eigenvalue of £, one obtains [9]

—e] (L®I,)e, < —Xo(L)e) e, (5.25)

According to (5.23), (5.24), and (5.25), (5.16) is satisfied if

T

) w —A w
V< < " , (5.26)

e, —AL 22X (L) I, — A e,

where ) € R"*"™ > 0 is defined in (5.9). From (5.8), it follows that

2X Ao (L) Inp — A — ApQ ™' Ap = 0,

and thus, by using the Schur Complement, we get

Q —Ap
—AL 2 Xe(L) Iy, — A

>~ 0. (5.27)

According to (5.26) and (5.27), there exists a k € R- such that

2

V< —k (5.28)
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where

A
k= Apin @ v . (5.29)

Since e = e, + e, and e. = 1y ® w, one gets

el < :
Er
and hence
w
el < VN . (5.30)
Er
Now, (5.28) and (5.30) yield
: k
vg—ﬁmw. (5.31)
Moreover, from (5.11), we have
V< max(Amax(5)) el (5.32)
1€

According to (5.31) and (5.32), one finally obtains

V<— h
—  Nmax(Amax(F))

iEN

V.

Thus, V' asymptotically converges to zero implying that the estimation errors e;, Vi € N, con-

verge to zero. O

Corollary 5.1. If system (5.1) is jointly detectable, then the LMI (5.6) is always feasible for

some H; and Py,.

Proof. Since (Cyq, Ajq) is detectable for all i € N, for any symmetric positive definite matrix

K4, there exists an H; such that the Riccati-like equation

Kiqg = _(A;;F)id + PigAia + CZ-E(Hz' + H@'T)Cid)
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has a symmetric positive definite solution for P,4. In this condition, (5.6) is solvable if

)\min(K) = mgl )\min (Km) > ”MH . (533)

1€

Thus, by designing K based on (5.33), the distributed estimation problem is always feasible. [J

It is important to observe that the basis of Theorem 5.1 is the availability of precise measure-
ments at all nodes. In the next section, the proposed strategy will be generalised to the more
realistic case of distributed state estimation in the presence of measurement noise and sensor

faults.

5.3 Sensor Fault-Tolerant Distributed State Estimation

Scheme

In this section, we present a distributed sensor fault-tolerant state observer for jointly observable
nonlinear systems. To tolerate the effect of sensor faults in the state estimation, we use redun-
dant sensors and resilient selection of the measurements. Indeed, the main idea of using sensor
redundancy for state estimation has been the detection of the faulty sensors and the reconfigura-
tion of the observer after the occurrence of the faults (for instance, see [49, 50, 51, 52, 53, 54]).
There exists an inevitable transient time for fault detection and observer reconfiguration in
sequence, which may not be efficient in some practical applications, especially for fast vary-
ing state systems. However, by considering all the sensors’ measurements, we show that it
is possible to design an observer that can reject the effect of a set of sensors’ faults in state

estimation.

According to Definition 5.1, an output measurement y; . ,(t) i € N,k € r;, ¢ € p; is healthy if
the norm of the corresponding measurement error is smaller than 3;,. Now, if we decompose

Ciz(t) as

T

Cix(t) = |Galt) Galt) .. Gplt)] >
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according to Definition 5.1, an output measurement y; s ,(t) is healthy if

Yikg(t) = Cig()] < Big, VE>0. (5.34)

Based on Assumption 5.3, for each ¢ € p;, thanks to Algorithm 1, it is possible for Node
¢ to ignore some output measurements and just employ a healthy output measurement for
which (5.34) is satisfied. In practice, the computations of the algorithm cause a delay which is
accounted for by assuming that the observers use the information of the output measurement
and the control input with an unknown constant time delay 7 € R.. It is worth mentioning
that since increasing r; may lead to more computation, increasing r; may lead to increment in

such delays.

Algorithm 1 Selection of measurements

1: For each ¢ € p; and Node 4, obtain and hold w(t) and y; 4 4(t), k € r;.

2: Sort y;ikq(t),k € r;, from the largest to the smallest one, and select v, ,(t) where
m = ceil (%)

3: Return y; m4(t), ¢ € pi, and u(t).

To explain the algorithm with an example, consider a case where r; = 5. Based on Assump-
tion 5.3, at each time instant, at most two output measurements can be outside the bound
described in (5.34). Hence, in terms of the values of output measurements of unhealthy sen-
sors, at each time instant, four cases need to be considered as shown in Fig. 5.2. In the first
case shown in Fig. 5.2-(a), the output measurements of unhealthy sensors are in the domain de-
scribed by the bound in (5.34). In the second case shown in Fig. 5.2-(b), one of them is outside
the domain. In the third one shown in Fig. 5.2-(c), two of them are outside the domain with
different directions from the actual output. Finally, in the fourth one shown in Fig. 5.2-(d),
two of them are outside the domain with the same direction from the actual output. In all the
cases, according to Assumption 5.3 and based on the algorithm, only one output measurement
in the domain (5.34) will be selected. According to the first two cases, in some time instants,
the chosen output measurement can be the output measurement of an unhealthy sensor whose
measurement is in the domain (5.34). Note that according to the above-mentioned issues, As-

sumption 5.3 is needed to guarantee that Algorithm 1 can always choose the measurements
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Figure 5.2: Various configurations of the measured outputs of healthy and unhealthy sensors
when r; = 5.
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satisfying (5.34). Indeed, Assumption 5.3 is a sufficient condition under which distributed
estimation in the presence of sensor faults will be possible. Nevertheless, this assumption is
reasonable and practical in real-world applications, when fusion of redundant sensors is needed

(for instance, see [34, 33]).

Now, by employing the output measurement chosen by Algorithm 1 and by considering the

delay due to the computation of the algorithm, we formulate distributed observers such that

tlggo sup Z!\x(t —7) =&)< p ( Z ﬁiq) g

€N 1€N, q€p;

where p(-) € [0,00) is a class-K function of the bounds f;, € R, i € N,q € p;. To employ
the output measurement chosen, we consider a nonlinear robustifying function depicted in
Fig. 5.3 which is denoted by msgn(-). This function has a dead zone, which by tuning the
dead zone domain, it is possible to omit the sensitivity of the function to a range of output
measurement errors if an output measurement error lies inside the dead zone. Moreover, tuning
the function’s gain can provide robustness against a range of measurement noise and faults if
an output measurement error lies outside the dead zone. We will study these features in more

details later.

Remark 5.1. According to Assumption 5.3, for the measurement set {vi14,Yi2.q- - Yirsgts
at least ceil (’"Qil) output measurements are expected to be healthy, that is the number of
healthy output measurements should be more than the number of unhealthy ones. Therefore,
in the presence of faults, r; should be at least 3 such that Assumption 5.3 can be satisfied. In
this condition, any increasing in r;, according to Algorithm 1, increases the chance of choosing
healthy output measurements which leads to more sensor fault tolerance in state estimation.

However, increasing r; needs more sensors and leads to more cost in the implementation.

For the system described in (5.1) and (5.2), we propose a fault-tolerant distributed observer as
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2 .
msgn(x)
1 1
I f
-3 -2 H1 1 2 3
1/
ol

Figure 5.3: msgn(-) function.

follows:

&i(t) = A&i(t) + Li (Cizi(t) — yim(t — 7) — v4(t))
N (5.35)
+XPYY ag(d(t) — 24(t) + Bu(t — 1), i €N;
j=1
where by considering P, K, M, A, P, @, and Ap the same as (5.7) and (5.9) and L; and P; the
same as (5.5), x is the same as (5.8), in which P, > 0 and H; is a diagonal matrix obtained

from the solution of the LMI (5.6) (note that in Theorem 5.1, H; is not needed to be diagonal).

Moreover, v;(t) is a robustifying term designed as follows:
vy(t) = nimsgn (B~ 'sgn(H; ) (Cidi(t) — yim(t — 7)) (5.36)

where 3; € RPi*Pi and n; € RPi*Pi are diagonal matrices defined as

Bi = diag(ﬁi,l; 5i,27 ce ,ﬁi,pi)

n;, = diag(n@l, T]i,?; cee ’T]iypi)'

The entries of 1; are determined later in the analysis. Note that since Algorithm 1 is used
for obtaining v, ,, and it is with computational delay, in (5.35) and (5.36), the time delay 7 is
considered in ¥; ,,. Hence instead of pursuing the estimates of the real-time system state vector
x(t), we intend to estimate the system state vector with that time delay, i.e., z(t —7), and thus

in the observer design, the input  in (5.35) is delayed with time 7 via the algorithm.
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Remark 5.2. It should be noted that (5.35) has a discontinuous right-hand side due to the
msgn(-) function and Algorithm 1. However, since msgn(+) is locally bounded and measurable,

a solution in the sense of Fillipov exists for (5.35) [55, 56, 57].

Theorem 5.2. Consider the dynamical system described in (5.1a) and (5.2) under the dis-
tributed observer given in (5.35) and (5.36), when Assumptions 5.1, 5.2, and 5.3 are satis-
fied, K, M, A, Q, and Ap are the same as (5.7) and (5.9), and L; and P; are the same as
(5.5). Moreover, let the symmetric positive definite matrices P;, and the diagonal matrices
H;,i € N, be obtained from the solution of the LMI (5.6), x is chosen as (5.8), and 1; 4 > B4,
i € N,q € p;. Under these conditions, the estimation errors e;(t) = x(t — 1) — &;(t),71 € N, t > 7,

are uniformly ultimately bounded such that

N .
Zi:1 5;1 |H’i,q|/6'i27q

li <2 .
Jim sup [le(?)]| < O (P) (5.37)
1EN
where
-
€(t> - el(t)T Gz(t)T <. GN(t)T )
= k
N%?\?((Ama}((a))
in which k is defined in (5.29).
Proof. From (5.1), it follows that
(t — 1) = Az(t — 1) + Bu(t — 7). (5.38)

Since
—(2;(t) — 24(1)) = €;(t) — ei(?),

from (5.2), (5.35), (5.36), and (5.38), and the basis of Algorithm 1, the differential equation
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describing e;(t) = x(t — 7) — 24(t),7 € N, is given by

GZ(t) = (A + LZC’Z)e,(t) + XPZ-_l Z aij(ej(t) — el(t)) — LZ (’w%m(t — T) + (Slym(t — ’7‘))
j=1 (5.39)

— L;m;msgn <ﬁi_lsgn(Hi) (Ciei(t) — @it — T) = Gsm(t — 7')))

To analyze the evolution of e;(t) along (5.39), we consider the same Lyapunov candidate as
(5.11). Thus, following a procedure similar to that in the proof of Theorem 5.1, the time

derivation of V' along (5.39) yields

V(t) < €T (t)Ae(t) = 2xe (L @ L)e(t) = > 26] BLi(@in(t = 7) + dim(t = 7)

(5.40)
+ mmsgn(ﬁi_lsgn(h@)(C’iei(t) — Wim(t —T) = 6 m(t — 7‘))))
Due to the structure of P; and L; given in (5.5) and since T,' T; = I,,, one obtains
Pi 0 n—uv;) Xv; P_lcrLTHz
PLLz _ 7—,1 d ( Z)X (3 ’Ld d
OUiX(’n—Ui) ]vi Ovi XPpi
which can be simplified as follows:
o
PL=T;| " | H,. (5.41)
Ovi><pz‘
-
Since T; [Cid Opixvz} = C." and H; is diagonal, from (5.41), one obtains
PL;=CH. (5.42)

From (5.40) and (5.42), and following a procedure similar to that in the proof of Theorem 5.1
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for (5.14), one gets

V() < —pV (1) -2 (HCei(t) (w,,m(t )+ Syt — 7)
i=1 (5.43)
+ mmsgn (B sgn(H)(Ciei(t) = @im(t = 7) = Gimt = 7)) ).

We analyze the other term in the right-hand side of (5.43). To analyze
msgn(,@[lsgn(Hi)(Ciei(t) — @Wim(t = T) = Gim(t — 7)),
let us decompose H; as follows:
H; = diag(Hi1, Hig, - Hip,)-

According to Assumption 5.3 and Algorithm 1, for each i € N and ¢ € p;, (5.3) is satisfied for
the selected output measurements. Now, by decomposing C;e;(t) as
T

Ciei(t) = |&a(t) &Ga(t) ... &Gp(t)| -

for each i € N and ¢ € p;, two cases arise. One case is when |§; ,(t)| > 25, , and the other one
is when & ,(t)] < 208;4. If | 4(t)] > 28;,, according to the definition of the msgn(-) function,

it can be concluded that

msgn (3, ;580 Hig) (§iq(t) — @iamg(t = 7) = Qiimg(t — 7)) = sgn(Hig&iq(t))-

In this case, according to (5.3) and since 7;, > ;4,7 € N, ¢ € p;, there is a positive scalar a; 4

such that

- Hi,qéi,q(t) <wi,m,q(t —7)+ 5i,m,q(t —7)+ m,q(t)msgn (Biqusgn(Hi,q)(gi,q(t)

(5.44)
~ @it = 7) = Simat = 7))) ) = —Higia()iqsen(HigGia ().

Conversely, if | ,(t)| < 20,4, according to the definition of the msgn(-) function, the measure-
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ment errors satisfying (5.3) cannot invert the sign of

msgn(ﬁgqlsgn(HLq)(§i7q(t) — Wim(t —7) — Oim(t — 7')))

Hence, (5.44) still is satisfied or

msgn (71580(Hig) (§ia(t) = Fimalt = 7) = Sima(t = 7)) = 0

which happens when

[€i.0() = Dimg(t =7) = Gimg(t = 7)| < Big:

If this is the case, according to (5.3) and since |§; ,(t)| < 20, ,, one obtains, in place of (5.44),

H; &g (t) (wi,m,q (t - T) + 5i,m,q (t - T) + 1)i,qISgN (Biqusgn(Hi,qxgi,q (t>
~ Dimalt = 7) = Gimalt = 7)) (5.45)

H; & g(8)(@img(t — T) + dimg(t — 7)) < 2|Hi,q|/3z'2,q'

Now, from (5.43), (5.44), and (5.45), it follows that

V(t) < —pV(t +4ZZ|HW|6 (5.46)

i=1 g=1

and since

V(t) > min(Apin(F))|le(t )H2>

icN
one obtains

V(t) < _,urirelin( min (£ lls +4ZZ |H1q|5

i=1 g=1

Therefore, e(t) is uniformly ultimately bounded such that

N i
Ei:l 5:1 |Hi,q’5i2,q
2 IZIéll\rIl()\mln(Pz))

lim sup |le(t)]] < 2
t—o0

Therefore, the proof is completed. n
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Remark 5.3. It should be noted that according to (5.35) and (5.36), the time delay is not
in the loop of the observer, because the delay just affects the output measurement available
for the observer. In this condition, as the delay is fixed, the delay value does not have any
effect on the convergence of the observer. However, since the delay leads to error in output
measurement, it can lead to the convergence of the estimated state vector to an erroneous state

vector. This implies that larger 7 may lead to increments in such errors.

Remark 5.4. The ultimate bound of the estimation errors depends on the accuracy of the
available sensors. In this study, in (5.3) we have considered the bounds 3;,,¢ € p;,i € N,
for faults and noise which are acceptable for practical healthy sensors. Indeed, we consider a
sensor to be unhealthy if its output measurement does not satisfy (5.3). In this condition, if
Assumption 5.3 is satisfied, the ultimate bound of the estimation errors is (5.37) which is a
function of 3; 4, ¢ € pi,7 € N. This directly implies that if healthy measurements have no noises
and faults, the estimation error vector e asymptotically converges to zero (in the presence of

any fault in possible unhealthy sensors under Assumption 5.3).

Remark 5.5. Without using the robustifying term, the boundedness of the second term in the
right-hand side of (5.43) should be guaranteed by the term —pV (¢), and hence in such case,
the ultimate bound (5.37) may not be obtained.
Now, suppose we do not consider v; for the observer design in (5.35). Then, V yields

. N

V(t) < el (t)Ae(t) = 2xe ()L @ L)e(t) = > 2¢] PiLi (wim(t — 7) + Sim(t — 7))

=1

By defining P := diag(Py, Py, -+ , Py) and L := diag(Ly, Lo, -+ , Ly), we derive

V(t) <e'(t)Ae(t) —2xe' ()(L @ I,)e(t) + %eTPe +eB LS,

-
where = Bity s Brpns Bots s Bapey s BN s BN | and € is a scalar by our choice.

We can see that a small € may no longer guarantee that

A—2x(£®ln)+§<o,
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while a large € may lead to a very large ultimate bound of limsup,_,, |le(?)||.

Remark 5.6. From (5.46), we have

V(t) < —pV(t)+d

where

N pi
d(t) =4 Z Z |szq!ﬁ§q-

i=1 q=1
From the comparison theorem for scalar ordinary differential equations [58], one obtains V' (t) <

v(t) for all t > 0, where v(t) is given by
—ut d —ut
v(t)=e “V(O)—l—;(l—e H)

implying the convergence of v(t) to d/u with time constant 1/p.

Remark 5.7. It should be noted that the results presented in Theorem 5.1 and Theorem 5.2
can be extended to the scenario with strongly connected (directed) communication network by

using Lemma 4.4, and with the same procedure as in Section 4.3.

5.4 Extension to Lipschitz Nonlinear Systems

In this section, we extend our main results to a class of nonlinear system with a global Lipschitz

condition. Consider a class of nonlinear system described as
&= Ax+ f(z) + Bu (5.47)

where f(z) € R" is a nonlinear vector field. We consider f(z) to satisfy the following global

Lipschitz condition.
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Assumption 5.4. The nonlinear vector field f(z) is assumed to be globally Lipschitz, that is,

there exists v € Rog such that

1f(z1) = f(x2)|| < Al — 22, V20 € R,

Similar to Section 5.2, we firstly proposed the distributed estimation scheme for the system
assuming that there are no noise or faults, i.e., @; (t) = 6; x(t) = Op,x1, Vi € N,VEk € r;, vVt > 0.
Hence in this case, the output measurement of the system is modeled as in (5.1b). Based on

(5.35), the local nonlinear observer at Node i is proposed as

N
&= AR+ Li(City — yi) + f(8:) + Bu+xP7 'Y ay(d; — &), i€N (5.48)
j=1
where L; and P; are the same as in (5.5). The analysis of the proposed distributed nonlinear

observer (5.48) is given in the next theorem.

Theorem 5.3. Consider the noise-free and fault-free dynamical system described in (5.47) and
(5.1b) with the distributed nonlinear observer given in (5.48) and (5.5), under Assumptions 5.1
and 5.4. The estimation errors e; = x — &;,Vi € N, converge to zero if the matrices P, and

H;,© € N, can be obtained from the solution of the following LMI:

Inm pPT
N Nal <0

VP T, (K- M)T) — NI,
(5.49)

P, =0

where K, K;q and M are identical to (5.7), and P is given by

P=|P P ... Py (5.50)
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Moreover, the gain x must be chosen such that

HA + P + A;Q—lAPH
2a(L) ’

X > (5.51)

where A and A; are the same as in (5.9). Moreover, Q and Ap are modified (or newly defined)

as
P =diag (P? + I, P? + I,,...,P% + 1)

Q=- i (Ai +y(P? + In)> (5.52)

=1

AP:|:A1+’Y(P12+ITL) Ay +~(P +1,) ... Ay +(Py+ 1)

The proof of Theorem 5.3 is presented in Appendix B.

Remark 5.8. It should be noted that the solvability of the LMI (5.49) is a sufficient condition
on Theorem 5.3 to guarantee state estimation in the network of observers. From Corollary 5.1,
we show that the distributed estimation problem of Theorem 5.3 is always feasible when v = 0.
Hence, there exists a set of v such that the LMI (5.49) has solutions for P,; and H;,i € N.
Indeed, since (Cjq, Aiq) is detectable for all i € N, there exist Py and H;,i € N, such that the

following matrix has positive eigenvalues:

Inn 0
0  Ty(K—M)T;S

In this condition, if v is sufficiently small compared with the parameters of M, there exists a

set of v such that the eigenvalues of the following matrix remain positive:

Inn pPT
M, — N Nal 7

VP Ty(K = M)T] —yNI,
implying that the LMI (5.49) is satisfied.

For the system described in (5.47) and (5.2), the proposed nonlinear fault-tolerant distributed



5.5. Summary 87

observer in (5.48) is modified as

2i(t) = A&i(t) + Li (Citi(t) — yim(t — 7) — vi(1)) + f(2:(8))
N (5.53)
+ X P ag(d(t) — 24(t) + Bu(t —7), i € Ny,
j=1
where K, M and A are the same as in (5.7) and (5.9). P, P, Q and Ap are the same as (5.50)
and (5.52), L; and P; are the same as (5.5), x is the same as (5.51), and P,; > 0. Moreover,
the matrix H; is a diagonal matrix obtained from the solution of the LMI (5.49), and v;() is

the same as (5.36).

Theorem 5.4. Consider the dynamical system described in (5.47) and (5.2) under the dis-
tributed observer given in (5.53), when Assumptions 5.1, 5.2, 5.3 and 5.4 are satisfied, More-
over, let the symmetric positive definite matrices P;, and the diagonal matrices H;,i € N, be
obtained from the solution of the LMI (5.49), and x be chosen as (5.51), and 1,4 > Big, 0 €
N, q € p;. Under these conditions, the estimation errors e;(t) = x(t — 7) — &;(t),i € N, t > T,

are uniformly ultimately bounded and satisfy (5.37).

The proof of Theorem 5.4 is provided in Appendix C.

5.5 Summary

In this chapter, we have considered a case where the distributed sensors of an LSS are faulty
and noisy. We assume the sensor redundancy exists at each node locally where the number of
the healthy sensors dominates the number of the unhealthy ones. Firstly, we have provided a
distributed estimation strategy assuming that there is no noise or fault with guaranteed ob-
server design. Then, based on this design, we have proposed a sensor fault-tolerant distributed
observer design exploiting the local sensor redundancy stated previously. Finally, we have
shown that the proposed distributed estimation schemes can be extended to mildly nonlinear

system plants satisfying globally Lipschitz condition.



Chapter 6

Simulation Validation: Heat Exchange

In the previous chapters, we have presented several distributed state estimation strategies when
certain types of faults or disturbances occur at the system plants. In this chapter we provide
some simulation results demonstrating the effectiveness of our design, and we also compare
these results with the performance from some conventional designs to address the advantages

of the proposed schemes.

The simulation of the proposed design is carried out on an LTI system based on the heat
exchange model in multi-zone buildings [59]. For the sake of simplicity, we restrict our for-
mulation to the single floor scenario, which can be extended to multiple floors by adding the
heat exchanges dynamics between top and bottom dividers. In this model, an area in a single
floor is divided into 9 rooms by walls with different heat exchange rates as shown in Fig. 6.1.
We assume that the temperature changing rate in Room k is proportional to the temperature
difference between Room k and its adjacent rooms, and the coefficient depends on the corre-
sponding heat exchange rates. Moreover, we only consider the heat exchange inside these nine

rooms without concerning the effects of ambient temperature.

The initial temperatures of these nine rooms are different, but they are supposed to be regulated
to some desired value. Therefore, heating, ventilation, and air conditioning (HVAC) equipments
are available in Room 2, 6 and 9 to adjust the temperatures of all the rooms, which are regarded

as the inputs of the system plant. Moreover, four sets of sensors are distributed over this area,
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Figure 6.1: Schematic representation of the simulated system. Each square represents a different
building zone, and the adjacent rooms exchange heats with different rates. The arrows indicate
which rooms are equipped with HVAC.

whose locations are indicated by O; in Fig. 6.1. Note that the available measurements at Node i
are assumed to be different in each scenario, which will be explicitly stated later. Our objective
is to build the distributed observers co-located with these measurements (nodes) such that the
convergent state estimates are achieved at each node. Note that the initial conditions of all the

observers are set as zero vectors for all simulation runs.

The system model is in the form of

T = Az + Bu

where A and B are given in Appendix D.1. The lumped inputs u is given by u = |:U1 Uy U 4] )
The measurements at each node are the temperature of different rooms, which varies in different

scenarios, and will be indicated later.

Without loss of generality, the control input is selected as v = —F(z — x4), where F' € R3*?
is provided in Appendix D.1. x4 is the desired state that indicates the desired temperature in
each room, which is 18 °C throughout this chapter. The initial temperature of each room is

chosen arbitrarily between 7 °C and 32 °C, which is given by

o= |15.8 275 74 81 11.2 232 253 23.2 18.3

Under those conditions and settings, the real state vectors of the system are shown in Fig. 6.2.

We observe that without any input disturbances, the temperature of all rooms converges to the
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Figure 6.2: True temperature of each room with no input disturbances.
desired value asymptotically as we expected.

In the next few sections, the distributed state estimation strategies proposed in the technical
part (Chapter 3-5) are evaluated based on this heat exchange model in sequence. Although
the model is simplified by ignoring the less significant factors, it is a good example of all
linear LSSs (or the ones which is applicable to be linearised) with distributed inputs and
measurements. Certainly, in most of the real applications, the monitored systems are supposed
to have significantly larger number of states and nodes. These features, however, highlight the
advantages of our distributed based designs, which will be discussed in detail when we compare

the proposed designs with centralised based design in Scenario 6.6.

6.1 Simulation Results of Distributed Observers Under

Switching Topology

In this section, we illustrate the effectiveness of the proposed distributed estimation strategies

in Chapter 3. The measurements at each node are given by

Yr1 Yr3 Yrg Yrs
Y1 = Y2 = Y3 = Yy =

Yrs Yre Yr7 Yr9
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Figure 6.3: Switching set of the network topologies in Scenario 6.1.

where the measurements y; available to node 7 are denoted based on the measurements vy, of

Room k.
We consider two scenarios in simulation corresponding to both noise-free and noisy settings.

Scenario 6.1 (No noise at input and measurements). In this scenario, we assume that the
observers exchange their estimated state vectors over the jointly connected switching commu-
nication topologies depicted in Fig. 6.3, such that the information switches to the next topology
every 0.5 second, (after Topology 4 the graph switches back to Topology 1). It is worth noticing

that the graph in Topology 2 is set to be fully disconnected deliberately.

Distribution estimation scheme is constructed based on the distributed observers given in (3.2)
where the parameters L; and P; are chosen by solving the LMIs (3.4) as provided in Ap-

pendix D.2. Note that the solution of the LMIs is obtained by using the CVX toolbox [60].

Under these conditions, the results of a simulation run are shown in Fig. 6.4. Although the
communication topology is not connected at each time instant, we observe that the estimation
errors at each node converge to zero, verifying that all local observers provide asymptotic state

estimates following the proposed observer design.

Scenario 6.2 (% noise at input and measurements). In this scenario, the target system

(heat exchange model) is subject to external disturbances, and the measurements are also
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Figure 6.4: Estimation errors generated by the proposed distributed observer with switching
communication network in Scenario 6.1
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Figure 6.5: Switching set of the network topologies in Scenario 6.2.

assumed noisy as described in (3.41) with D = B and E; = C;,Vi € {1,2,3,4}. Moreover, to
model the external disturbances and measurement noise, the white noise with power of 0.03 is
applied. We assume that local observers exchange their estimates over the connected switching
communication topologies depicted in Fig. 6.5. The information exchange starts from following

Topology 1 and switches to the next topology every 2 seconds (after Topology 4 is Topology 1).

The distributed observer scheme is built following (3.44) where L; and P; (given in Ap-
pendix D.3) are obtained by solving LMIs (3.45) with x = 58.97 and /i = 29.18 (u = 5.40).
After applying the proposed distributed observers with the aforementioned parameters, the es-
timation errors at all nodes are shown in Fig. 6.6, which verifies the effectiveness of the design

in a noisy setting.

Scenario 6.3 (Comparison with centralised estimation strategy). In this scenario, we intend
to employ a centralized estimation scheme such that the state estimation can be performed
at each node. We assume that the communication graph of the nodes is jointly connected
over a period of time as described in Scenario 6.1. Let us ignore the latency of the information
exchange among nodes and pick one of the node as the “central node” (i.e., this node collects all
the measurements from other nodes via the communication links and generates the estimated

state vector). After adopting the conventional centralised estimation method, the dynamics of
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Figure 6.6: Estimation errors generated by the proposed distributed observer in the presence
of disturbances and measurement noise in Scenario 6.2
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the estimation of the central node is
= Az + L(t) (C(t)z —y(t)))

where y(t) is the “lumped” measurements which is available for Node ¢ at time ¢. Take Topol-
ogy 3 and Topology 4 shown in Figure 6.3 for examgle. If we choose Node 2 as the central node,
y(t) is y2(t) (for Topology 3) and [y; (t) ys (t)] (for Topology 4) respectively. Therefore,
if the communication links is not steadily connected, the centralised observer gain L(t) is a
time varying parameter with changing matrix dimensions. Thus the conventional centralised

observer is not applicable for scenarios with switching communication graphs.

6.2 Simulation Results of Distributed Observers With

Unknown Inputs

In this section, we evaluate the accuracy of the DUIO proposed in Chapter 4. We assume
that Room 5 is suffered from unpredictable influence on temperature, which is unknown to all
observers. In this regard, w is set as the band-limited white noise with noise power 5, and D
is given by

T

D

000O0O01LO0O0OOO

Moreover, due to the fault at the communication link, we assume that true input signal of
HVAC in each room is only accessible to its corresponding node, and the third node does not
have access to all inputs. Hence, we have By, B, and B, as given in Appendix D.4. Note
that B3 does not exist since Node 3 is assumed to have no reliable access to any input signals.

Accordingly, we have
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Figure 6.7: True temperature of each room in the presence of unknown disturbance.

H i
> L
’ \\ /,
o
(a) Scenario 6.4. (b) Scenario 6.5.

Figure 6.8: Network communication topologies in Scenarios 6.4 and 6.5.

In this section, the measurements y; at each node are given by

Yr2
Yrs Yra Yra
Yrs
= Yre Y2 = Yrs Y3 = Ya = Yrs
Yreé
Yro9 Yro Yre
Yr9

Note that due to the unknown input disturbance w, the states of the system are different from

those in Fig. 6.2, which are illustrated in Fig. 6.7.

The proposed distributed estimation schemes are applied in two scenarios, corresponding to the

observers being connected (undirected) and strongly connected (directed) as shown in Fig. 6.8

respectively.
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Scenario 6.4 (Undirected graph). In the first scenario, the nodes are assumed to be con-
nected via the unweighted undirected communication graph depicted in Fig. 6.8a implying
that A\o(L£) = 0.5858. Distributed state estimation is based on the distributed observers (4.3)
where N;, M;, L;, H;, and P, are obtained from the solution of the LMI (4.25) as provided
in Appendix D.4. Moreover, following (4.26), x is set to 654.1. Under these conditions, the

estimation errors e;,7 € N at all nodes are shown in Fig. 6.9.

According to the figure, the estimation errors of all state vectors at all the nodes converges to

zero asymptotically.

Scenario 6.5 (Directed graph). In the second scenario, the nodes are assumed to be connected
via the unbalanced directed communication graph depicted in Fig. 6.8b. Distributed state
estimation is based on the distributed observers given in (4.53) where N;, M;, L;, H;, and
P; still are the same as Scenario 6.4. According to Lemma 4.4, R = diag(1,1.5,1,0.5), and
following (4.54), x is set as 400.8. Under these conditions, the estimation errors e; at each node
is illustrated in Fig. 6.11. According to the figure, the estimation errors of all the observers

converge to zero asymptotically.

Scenario 6.6 (Comparison with centralised estimation strategy). In this scenario, we employ
a centralised estimation strategy to achieve convergent state estimation where the nodes are
connected via a time-invariant connected communication graph (as in Scenario 6.4). Since we
ignore the effects of delay due to information exchange among the nodes, we assume the central
node (Node 3 in this scenario) is accessible to all the distributed measurements in real-time.
Hence, we can adopt the conventional UIO design for the centralised estimation scheme, which

is given by:

= Nz+ Ly

T=z+Hy

where y is the lumped measurements composed of all the available measurements. N, L and
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Figure 6.9: Estimation errors generated by the proposed distributed UIO under an undirected
communication graph in the presence of unknown inputs for all the nodes in Scenario 6.4
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Figure 6.10: Lyapunov function V' generated by the proposed distributed UIO in Scenario 6.4

H are chosen so that

M=1I,-HC, N=MA—-KC, L=K-+NH.

holds, where the corresponding numerical choices are illustrate in Appendix D.5. Under these

conditions, the estimation errors at the central node (Node 3) are shown in Fig. 6.12.

Not surprisingly, from the figure, the estimation errors of all state vectors converge to zero
asymptotically. However, in a real-life application scenario, the latency of the information
transfer is not negligible and cannot be treated equally from all nodes to the central node.
Take the topology depicted in Figure 6.8a for example. Even if we assume the information
exchange time via each link is equal, it takes twice of the time to transfer signals (estimated
state vectors) from Node 1 to Node 3 than transferring the signals from Node 4 to Node 3.
Moreover, if the states of the system and the numbers of the nodes are enormous, the central
nodes require very high bandwidth to receive the measurements from all other nodes and high
computational resources to perform the calculation. Furthermore, suppose the estimated states
are desired at each node locally. In that case, the central node has to send the generated state
estimates back to the rest of the nodes (the same path as the central node collects all the
measurements but the reverse direction for the undirected graph), which leads to an additional

latency problem and non-synchronisation of the estimation at different nodes.
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Figure 6.11: Estimation errors generated by the proposed distributed UIO with strongly di-
rected connected communication graph in Scenario 6.5
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Figure 6.12: Estimation errors of the central node by employing the described centralised UIO
in Scenario 6.6

Even though we do not consider all those pitfalls for a centralised estimation strategy, we
observe that its state estimation performance (shown in Figure 6.9) is almost the same as the
scenario when employing our proposed DUIO scheme (shown in Figure 6.12). In this sense,
we reach to the conclusion that we benefit from the distributed estimation structure from the
perspective of signal synchronisation and computation efficiency without compromising the

estimation performance.

6.3 Simulation Results of Sensor Fault-Tolerant Distributed

Observers

In this section, we apply the robust distributed state estimation strategies presented in Chap-

ter 5. Let measurement at each node as

yi=ur1, Y2=0, y3=0, ys=yrs.

Moreover, five repeated measurements at each node are considered, i.e., r; = 5,Vi € {1,2,--- ,6}.

The nodes are assumed to be connected by the unweighted undirected communication graph

depicted in Fig. 6.13.
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Figure 6.13: Network topology for Scenarios 6.7, 6.8 and 6.9

By considering Assumption 5.3 we assume that three sensors are considered healthy and all
the diagonal elements of B;,i € {1,2,---,6}, are selected as 0.5. Other sensors are assumed
to be suffered from fault with magnitude over 1000. To model the noises and faults, various

sinusoidal waves, square waves, and uniformly random signals are applied.

Based on the system matrix A and the measurement at each node, the similarity transformation
matrix 7; are given as in Appendix D.6. It is worth mentioning that there are no T;; for Node 2

and Node 3 since they are completely undetectable.

Under those settings, we consider three scenarios for simulation, which correspond to no fault
or noise case, exploitation of sensor redundancy case and no sensor redundancy case. The

simulation details are presented as follows.

Scenario 6.7 (No sensor fault). In this first scenario, we show that if all the sensors are healthy,
it is possible to estimate the state vector of the system without sensor redundancy. We consider
the estimation strategy given in (5.4) when just one of the measurements is chosen among the
redundant measurements set {y;x},k € {1,2,---,5}. By considering the corresponding pa-
rameters as in Appendix D.6, the simulated estimation errors is demonstrated in Fig. 6.14. We
observe that it is possible to estimate the state vector of the system without sensor redundancy

when all the sensors are healthy.

Scenario 6.8 (With sensor redundancy). In this scenario, we evaluate the performance of
estimation strategy in Theorem 5.2 to tolerate the effects of sensor faults by exploiting sensor
redundancy. In simulation, we set the fixed-time delay for Algorithm 1 as 7 = 2 x 107* s.
According to the simulated estimation errors in Fig. 6.15, all the local observers are capable
of estimating the state vector of the entire system. Moreover, from the simulation results we

observe that the influence of the sever faults with large magnitude are rejected without any
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Figure 6.14: Estimation errors generated by the proposed distributed observer with no mea-

surement disturbance or noise in Scenario 6.7
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Figure 6.15: Estimation errors generated by the proposed distributed observer exploiting sensor
redundancy in the presence of measurement noise and faults in Scenario 6.8
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transient abnormal behaviour.

Scenario 6.9 (Without sensor redundancy). In this scenario, we deliberately do not consider
sensor redundancy when applying distributed estimation scheme, which may cause the state
estimation being sensitive to sensor faults. To illustrate this issue, we repeat the first scenario
when just the unhealthy sensors are employed for the distributed observers. The estimation
errors are demonstrated in Fig. 6.16. The simulation results indicate that without redundancy
in the measurements, the performance of the distributed observers in state estimation is signif-

icantly deteriorated.

6.4 Summary

This chapter evaluated the proposed distributed estimation schemes based on a simplified heat
exchange model. We verified the effectiveness of all the presented designs by achieving desired
state estimates (either asymptotic or with bounded errors) at all nodes. Moreover, we compared
our distributed designs with the conventional centralised estimation strategies and concluded
that the state estimation benefits from distributed design concerning wider application scenar-
ios, information synchronisation and computation efficiency. Furthermore, for the scenario that
faults and noises may occur in measurements, we compared the performance of the proposed
scheme using sensor redundancy with the results generated by a conventional design, which

addresses the merits of our design.
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Figure 6.16: Estimation errors generated by the proposed distributed observer without sensor
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redundancy in the presence of measurement noise and faults in Scenario 6.9



Chapter 7

Conclusion

The main contributions of this thesis are concluded in this chapter. After that, we present

some directions for future research.

7.1 Summary of Thesis Achievements

Throughout this thesis, we focused our effort on distributed state estimation problem. Motivated
by ensuring proper operation of the LSSs, we aimed to estimate the precise state vector of such
systems. Indeed, the sensors of an LSS are often distributed over the entire system plant, and
the local measurement at each node may not guarantee the detectability of the whole system.
Therefore, we assumed a communication network exchanging state estimates among nodes,
letting the estimation strategy operating in a distributed way such that the entire system state

vector can be estimated at each node.

Moreover, we considered the fact that LSSs are susceptible to faults and disturbances. In this
work, we considered three different aspects of faults meanwhile the asymptotic state estimate

was desired to obtain, which shaped the main achievements of this work.

First we addressed the problem of distributed state estimation in the presence of communication

links failure. We formulated this problem in Chapter 3, and proposed a systematical method

107
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to design a network of distributed observers where the communication network is not steadily
connected. We showed that the communication among nodes is not required to be continuous to
guarantee the performance of the state estimation under the proposed strategy, and distributed
state estimation can be performed if the joint of communication links over finite time intervals
makes the network communication topology connected. We also illustrated that the proposed
distributed observer design has a guaranteed solution under the condition that the ensemble
of all measurements ensures the detectability of the entire systems. Moreover, the results
were extended to another scenario when the LTI system is subject to % external disturbance
and measurement noises. Accordingly, observer gains were chosen such that a desired 7%,
performance to attenuate the effect of input and output disturbances (noise) is guaranteed. In
this condition, we proved that our distributed state estimation scheme is guaranteed for all LTI

systems in the presence of connected switching topologies.

The other considered problem was distributed estimation in the presence of unknown inputs.
We proposed a DUIO design where each observer just had access to a part of the system
inputs available locally, whereas the other inputs remained unknown, and accordingly some
rank conditions were assumed to be satisfied to construct such DUIO. The feasible solution of
an LMI provides sufficient choices of observer parameters that guarantee convergence of the
estimated states under some joint detectability conditions. We also discussed the necessary
and sufficient existence conditions, and illustrated the necessity of our conditions under the
framework of our design. Moreover, we showed that the proposed design can be extended to a

broader scenario that the communication network is strongly directed connected.

Finally we considered a distributed state estimation problem when the measurements of the LSS
are contaminated, i.e., there are some unknown and unbounded additive noise and faults at some
sensor measurements. To deal with this problem, we resorted to the sensor redundancy at each
node, and we exploited this redundancy to achieve state estimates with desired performance.
Based on the availability of the redundant sensors at each node, we proposed a robust estimation
strategy such that under certain conditions, the complete rejection of a range of additive faults
in measurements without detecting the unhealthy ones has been shown to be possible. We

also proved that the solutions of the LMIs to generate the proposed observer design were
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guaranteed for LTI systems. Finally, we illustrated that it was possible to extend the main

results to nonlinear systems with globally Lipschitz property.

After the main results, we constructed a simplified heat exchange model, and applied the
proposed distributed estimation strategies to this model. The results verified that in each
simulation scenario, the desired performance was obtained by deploying the corresponding

distributed estimation strategies.

7.2 Future Work

One of the limitations of the proposed estimation strategies is that they are mostly developed
based on linear systems. Indeed, some LSSs has nonlinear dynamic model such as water systems
[61], and they are also crucial hence desired to be monitored. Although we extend the results of
sensor fault-tolerant observer design to a nonlinear scenario in Chapter 5, however the estimated
system is assumed to be globally Lipschitz, which narrows the application scenarios. Therefore,
developing distributed estimation strategies for nonlinear systems is an important future work

that worth focusing on.

Since the distributed estimation scheme requires the information exchange among observers,
communication graph among nodes is a vital aspect to pay attention to. In this work, we
mainly focus on the undirected connected graph though we have extended the DUIO design
to the directed strongly connected case. The next step can be extending our design to more
practical topology cases. For example, state estimation with directed but switching graph is
a challenging problem to investigate. Moreover, throughout this work, we utilise the property
that the Laplacian of a connected graph has positive eigenvalues with a simple zero eigenvalue.
Therefore, it is worth exploiting other properties of the communication graph to reduce the
observer gain or to obtain the convergence rate of the estimation error with an arbitrary but

pre-assigned value.

We deal with the distributed state estimation problem assuming that there are three specific

types of faults at the monitored system. However, there are other categories of faults or
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disturbances that are worth considering. For example, the system may suffer from a model
disturbance with A + AA, which would be an interesting direction. Furthermore, fault or
attack can occur on the observer side as well. For example, when some of the nodes are under
attack and send malicious information (such as wrong state estimates) to their neighbours, the

distributed observers should be re-designed to obtain acceptable state estimates.

Finally, the estimation strategies we propose in this work aim to monitor the operation status of
LSSs. Hence, it is meaningful to utilise the estimated state to obtain further objectives. One of
the common targets is to detect, isolate and accommodate the faults or attacks to the system.
Another direction that worth taking is to generate the control signal using the estimated state

for the system plant.



Acronyms

DUIO Distributed Unknown Input Observer.

LMI Linear Matrix Inequality.

LSS Large-Scale System.

LTT Linear Time-Invariant.

UIO Unknown Input Observer.
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Appendix A

Derivation of Equation (4.9)

The equation to be proved is obtained by expanding the error along with the system dynamics

(4.1), the output equation (as in (2.1)), and the local observer (4.3). We start by noting that
ei=x—z — Hy, = (I, — HC))x — 2. (A.1)
Taking the time derivative of (A.1) yields
¢; =(I, — H;Cy)(Az + Bju; + Bab,)

N
— Nz — MiBju; — Liy; — x B Z aij(Z5 — i),
j=1

which by adding and subtracting the term (I, — H;C;)AZ; to the right-hand side and since

T; = z; + H;y;, can be restated as follows:

é; =(I, — H,C;)Ae; + (I, — H;C; — M;)Bu;

+ (I, — HiCi) Bby + (I, — HiCi)A(2i + Hiyi) (A.2)
N

— Nizi = Ligs = xP7' Y aij (5 — &),
=1
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According to the definition of e;, one gets

Since ¥; = z; + H;y;, from (A.3), it follows that

—K,Cie; + Ky, — K;Cizi — K,CiHyy; = 05,11 (A.4)

We note that

:irj—iti:m—iii—(x—fcj):ei—ej. (A5)

Now, by adding the zero term (A.4) to the right-hand side of (A.2) and by considering (A.5),

after grouping similar terms, we finally obtain (4.9).



Appendix B

Proof of Theorem 5.3

From (5.47), (5.1b), and (5.48), it follows that the dynamics of ¢; = x — &;, i € N, are given by

N
¢ = (A+ LiCi)e; + f(&:) — f(x) + x P Zazj(@j —;), i€N,
=1

A

which, since —(Z; — 2;) = e; — €;, can be restated as follows:
N
¢ = (A+ LiCi)e; + f(d:) — f(@) +XP Y _aylej —e;), i€N. (B.1)
j=1

We should show that along (B.1), the estimation errors converge to zero. Accordingly, consider

the following Lyapunov candidate:

N
V= Z €iTPi€i (B-2)
i=1

which is a positive definite function of the estimation error, since P,y > 0,7 € N. The derivative

of V along (B.1) reads as

N N N
V= Z e;r ((A + LiCi)TPi + P(A+ CiLi>) e +2x Z Z aij (ej — ei)T €i
i—1 i=1 j=1
. (B.3)
£23 (f(8) — £(2)) P
i=1
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According to Assumption 5.4, one obtains

N

> U P < 3l - allPel

=1 =1
Since ¢; := x — ;, it follows that

N N
AT

23 (f(f(x) =) Pei <27 |lelll| Presl. (B.4)

1=1 i=1

Since 2||e||[| Pies]| < e e; + e P2e;, by considering (B.4) and according to the definition of P

n (5.52), one obtains

N
2) " (f(f(z) — )" Pe; < ye' Pe (B.5)
i=1
where
-
€= {ef e; eﬂ
Moreover,
N N
2x Z Z a (e; —e) e; = —2xe' (L@ 1,)e. (B.6)
i=1 j=1

From (B.3), (B.5), and (B.6), and according to the definition of A in (5.9), it follows that
V<e(A+~P)e—2xe (L®I,)e. (B.7)

Note that, since the pair (C;, A) may not be detectable, A may not be negative definite. Then
we decompose e the same way as in Theorem 5.1. Hence, using (5.15), the inequality (B.7)
yields

V <el(A+7yPe. +2¢] (A4 yPe, +e] (A+~vP)e, — 2xe] (L @ I,)e,. (B.8)

To guarantee negative definiteness of V', one must show that e) (A+~P)e,. is negative definite.
Since e. = 1y ® w, according to the definition of A and P in (5.9) and (5.52) respectively, one

obtains

e, (A+~P)e, =w" (Z (A +~(P7 + In))) w. (B.9)
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In what follows, we show that the right-hand side of (B.9) is negative definite. According to
(5.21) we have

N
> (Mi+(P?+1,)) =T,(K - M)T] —yNI, — yPP' (B.10)

i=1

where P is as defined in (5.50). According to (5.49) and the Schur Complement [43] one obtains
T,(K — M)T,) —yNI, —yPPT = 0. (B.11)

From (B.10) and (B.11), it follows that the right-hand side of (B.9) is negative definite, and as

a result,
N

el (A+yPe.=w" (Z (A +~(P7 + [n))) w < 0,Yw # 0,1 (B.12)

i=1
Now, we investigate the other terms in the right-hand side of the inequality (B.8). As e. =
1y ® w, one has

e) (A+~yP)e.=e Apw =w' Ape, (B.13)

where Ap is defined in (5.52). According to (B.12), (B.13), and (5.25), (B.8) is satisfied if

V<
-
w 0 —Ap w (B.14)
er —Ap 2XM(L) Iy, — (A+AP) | |e;

where ) € R™" > 0 is defined in (5.52). From (5.51), it follows that
22X\ (L) Iy — A —yP — ALQ ' Ap = 0,

and thus by using the Schur Complement we get

Q —Ap
—AL 2xN(L) Iy, — (A+~P)

- 0. (B.15)
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According to (B.14) and (B.15), there exists a k € Ry such that

2

V< —k (B.16)

where

—-A
k= )\min Q g : (B17)

—AL 22X Xa(L) Ny, — (/1 + 713)

By using the same analysis as stated in the end of proof of Theorem 5.1 (from (5.30) to (5.31)),
we show that V' asymptotically converges to zero, which implies that the estimation errors

e;, Vi € N, converge to zero.



Appendix C

Proof of Theorem 5.4

From (5.47), it follows that
ot —7)=Ax(t —7)+ f(x(t — 7)) + Bu(t — 7). (C.1)

Since —(z;(t) — &:(t)) = e;(t) — ei(t), from (5.2), (5.53) and (C.1), and on the basis of Algo-

rithm 1, the differential equation describing e;(t) = z(t — 7) — ;(t),7 € N, is given by

&) = (A+ LiCey(t) + f(2:(1) = fla(t = 7))+ XY ay(e;(t) — ei(t))

J=1

(C.2)
— LZ (wl,m(t — T) + 5i,m(t - T))

— L;m;msgn (,Bflsgn(Hi)(Ciei(t) — Wim(t —7) — i (t — T)))
To analyze the evolution of e;(t) along (C.2), we consider the same Lyapunov candidate as

(5.11). Thus, following a procedure similar to that in the proof of Theorem 5.3, the derivation

of V along (C.2) yields

V(t) < el (t)(A+~Pe(t) —2xe () (L ® I,)e(t) — Z 2¢; P,L; (wi,m(t —T) + Syt —7)

+ mimsgn (B;sgn(H,) (Cies(t) — wim(t = 7) = Sim(t — T»))-

(C.3)
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Now, from (C.3) and (5.42), and following a procedure similar to that in the proof of Theo-

rem 5.3 for (B.7), one obtains

Vt) S = V(1) =23 (HiCei®) " (@im(t = 7) + Simlt = 7)

(C.4)
+ mmsgn (8 sen(H:) (Coelt) = it = 7) = Sinlt = 7)) ).
Now, we use the same analysis as in the proof of Theorem 5.2, we can finally get
N pi
V()< —uV(t) +4> ) |Higlf, (C.5)

i=1 g=1

Similarly, we derive that

N i
Zi:l Z:l |Hi,q|6i2,q
1% I}égl(/\mlnu:)z»

lim sup ||e(t)]| <2
t—ro0

which completes the proof.



Appendix D

Parameters for Simulation in Chapter 6

In this appendix, the parameters that have been used for building the distributed observers in

Chapter 7 are presented. We keep 4 significant digits for non-integer elements in all matrices.

D.1 Parameters for the Heat Exchange Model

=30 25 0 5 0 0 0
25 —065 25 0 15 0 0
0 25 —65 0 0 40 0

o o o O

5 0 0 —60 15 0 40
A=10"7%x 5 0 15 —-75 10 0 35

40 0 10 =70 0 0 20

o o o o O

B=10%x |0 0 00 0 12 0 0 0

0 0 000 0 O0O0T7
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2.735 —2.699 2450 —4.311 8.629 —1.066 4.208 —4.912 2.001
F=1-0.04437 —1.378 3.134 —0.7507 1.658 —3.093 0.5353 —0.9277 1.945
0.3186 5958 —0.5059 10.13 —12.724 6.247 —6.028 13.10 0.5874

D.2 Parameters for Scenario 6.1 (Switching Graph, No

Noise)
1726 2124 7808 —5.503]
—12.08 —4.770 —9.541 —5.299
—9.349 —6.006 —9.879 —3.579
—4.872 —10.38 —6.318 —7.047

L1 =107 x | —3478 —11.63|, L2=10"2x |—6.146 —7.066
—7.541 —7.440 —4.270 —8.972
—4.547 —10.73 —6.226 —7.158
—4.006 —11.25 —6.099 —7.264
—6.331 —8.909 ~5.018 —8.406
6103 —4.811) 5968 —5.174]
—6.565 —5.459 ~5.204 —6.299
—6.094 —4.836 —3.446 —7.007
—6.305 —4.473 —7.720  —2.597

Ly=1072x |-5642 —5.011|, Li=107x | —6.390 —3.805
—5.861 —4.775 —2.685 —7.485
—1.879 —8.906 ~8.153 —2.178
—4.941 —5.829 —7.407 —2.904
—5.657 —5.140 ~0.7696 —9.550

P1:P2:P3:P4:].0_1X]9.
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D.3 Parameters for Scenario 6.2 (Switching Graph, %

Noise)
3805 —2.514]
~3.983 —2.847
~3.738 —2.988
—3.170 —2.856
—2.578 —2.150| ;
~3.321 —2.832
~3.227 —3.020
—2.516 —2.307
—2.856 —2.735
5551 —4.498)
—5.454 —4.446
~5.351 —4.361
~5.324 —4.495
~5.320 —4.438]
~5.280 —4.351
~5.401 —4.658
~5.205 —4.484
~5.215 —4.434

~
no
I

Ly =

—5.699 —6.649

—5.614 —6.827
—4.968 —6.230
—5.288 —6.714
—5.503 —6.993
—4.931 —6.337
—5.285 —6.783
—5.611 —7.243
—6.102 —7.935
_—2.547 —1.980_
—2.092 —2.140
—2.792 —2.436
—2.805 —1.969
—2.394 —-1.913
—2.726 —2.403
—2.860 —1.984
—2.187 —1.765

—2.324 —2.048
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13.48 —13.44  2.269 —1.459 —-2.642 1275 —0.2206  2.249 —0.7619
—13.44  29.23 —10.98 —2.721 —4.888 —2.345 2.817 —1.810 1.465
2269 —10.98  25.71 3.731  —=2.770 —-1851 —3.035 —0.05503  2.566
—1.459 —=2.721  3.731 30.35 —5.606 —2.650 —22.87 1.008 0.5261

Pr=| -2642 —4.888 —2.770 —5.606 39.55 —2.069 0.4047 —17.38 2.034
1.275 —2.345 —18.51 —2.650 —2.069 34.14 2.297 1.494 —12.69
—0.2206 2817  —=3.035 —22.87 0.4047 22970 24.82 —5.476  —0.3804

2249 —1.810 —0.05503 1.008 —17.38 1.494 —5.476 29.28 —7.208

—0.7619  1.465 2.566 0.5261 2.034 —12.69 —-0.3804 —7.208 14.64

10.70  —=9.439 —-0.9582 —0.8536 —4.334 3.343  0.3384  1.588 0.05300-
—9.439 2141 —-5836 —3.178 1.815 —5.788 1.814 —3.291 1.357
—0.9582 —5.836  25.47 4572 —6.188 —13.10 2517 3.303 —2.922
—0.8536 —3.178  4.572 26.35 —3.179 —-3.396 —19.49 —-1.073 0.6530
Py=| -4334 1815 —6.188 —3.179 2840 0.2406 —2.610 —12.06 —2.230
3.343 =578 —13.10 —3.396 0.2406 30.17 3.406 —2.310 —9.575
0.3384 1814 —2.,517 —1949 —-2.610 3.406 2258 —3.240 —-0.1344
1.588  —=3.291 3.303 —-1.073 -12.06 —-2.310 -3.240 23.11 —5.887
0.05300 1.357 —=2.922 0.6530 —2.230 —-9.575 —0.1344 —5.887 15.87

11.77 —12.33 1.951 —1.522 —1.793 0.02748 0.3533  0.7992 0.6785
—12.33 29.86 —12.26 —0.6936 —7.869 0.3330 0.6869  2.253  —0.08826
1.951 —12.26 2262 —0.8919 8.699 —16.11 1.252 —9.359 4.130
—1.522 —-0.6936 —0.8919 3444 5878 2.350 —25.91 —-0.8155 —0.1303
Py=|-1.793 —7.869 8.699  —5878 3540 —11.25 -1.645 —13.09 —2.293
0.02748  0.3330 —16.11 2350 —11.25 31.62 —1.606 8.233 —13.42
0.3533  0.6869 1.252 —2591 —-1.645 —-1.606 28.39 —3.076 1.111
0.7992 2.253 -9.359 —0.8155 —-13.09 8.233 —-3.076  20.72 —5.534

0.6785 —0.08826 4.130 —0.1303 -2.293 -—13.42 1.111 —5.534 15.53
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10.72 —10.93  1.083 1.179  0.9668 —0.6149 —2.811 0.1843 0.9920
—-10.93 2817 —-11.40 —-6.196 —8.183 0.8334 6.022 3.009 —0.8923
1.083 —11.40  25.03 1.950 1.682 —-16.94 —1.365 —4.378 3.110
1.179 —6.196  1.950 2270 —4.634 1474 —-16.31 0.2174 —-0.7374
Py=] 09668 —8.183 1.682 —4.634 33.87 —6.940 —1.952 —14.84 1.434
—0.6149 08334 -—-16.94 1474 —-6.940 30.17 —0.4827 2719 —11.85
—2.811 6.022 —1.365 —16.31 —1.952 —-0.4827 19.46 —3.665 0.2781
0.1843 3.009 —4.378 0.2174 —14.84 2.719 —3.665 2581 —6.162

0.9920 —0.8923 3.110 —0.7374 1434 —11.85 0.2781 —6.162 14.96
D.4 Parameters for Scenarios 6.4 and 6.5 (Unknown In-

put)

- T
B1:00.10000000}

- T
Bg=000000.12000}

- T
342000000000.07}

P1:P2:P3:P4:O.1OOOX[9

_—0.3000 0.2500 0 0.05000 0 0 0 0 0
0.2500 —0.6500 0.2500 0 0.1286 0 0 0 0
0 0.2500  —0.6500 0 0 —0.2667 0 0 0
0.05000 0 0 —0.6000 0 0 0.4000 0 0
Ny = 0 0 0 0 —2873  —0.01429 0 0 0
0 0 0 0 —-0.01429 3831 0 0 —0.06667
0 0 0 0.4000 0 0 —0.5000  0.1000 0
0 0 0 0 0 0 0.1000  —0.6000  0.1000
0 0 0 0 0 —0.06667 0 0 —3831
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-—0.3000 —0.1667 0 0.05000 0 0 0 0 0 ]
0 —3831 0 0 —0.02143 0 0 0 0
0 —0.1667 —0.6500 0 0 0.4000 0 0 0
0.05000 0 0 —0.6000 0 0 0.4000 0 0
Ny = 0 —0.02143 0 0 —2873 0 0 0 0
0 0 0.4000 0 0.08571  —0.7000 0 0 0.1333
0 0 0 0.4000 0 0 —0.5000  0.1000 0
0 0 0 0 0 0 0.1000  —0.6000 —0.1000
0 0 0 0 0 0 0 0 —3831
_—0.3()00 —0.1667 0 0.05000 0 0 0 0 0
0 —3831 0 0 —0.02143 0 0 0 0
0 —0.1667 —0.6500 0 0 0.2667 0 0 0
0.05000 0 0 —0.6000 —0.1000 0 0.4000 0 0
N3 = 0 —0.02143 0 0 —2873  —0.01429 0 0 0
0 0 0 0 —0.01429  —3831 0 0 —0.06667
0 0 0 0.4000 0 0 —0.5000  0.1000 0
0 0 0 0 0 0 0.1000  —0.6000 —0.1000
0 0 0 0 0 —0.06667 0 0 —3831
_—0.3000 —0.1667 0 0.05000 0 0 0 0 0 _
0 —3831 0 0 —0.02143 0 0 0 0
0 —0.1667 —0.6500 0 0 —0.2667 0 0 0
0.05000 0 0 —0.6000 0 0 0.4000 0 0
Ny = 0 —0.02143 0 0 —2873  —0.01429 0 0 0
0 0 0 0 —0.01429  —3831 0 0 0.1500
0 0 0 0.4000 0 0 —0.5000  0.1000 0
0 0 0 0 0 0 0.1000  —0.6000 0
0 0 0 0 0 0.1333 0 0.1500  —0.3500
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_0.2500 0 0 0 _ _0.2500 0 0 _
0 0 0 0 0 0 0
02500 0  0.4000 0 0.2500 0 0.4000
0 01500 0 0 0 01500 0
Ly=1| 0 0 0 0 |-La=1] 0 0 0
0 0 0 0 0 0 0
0 0 0 0 0 0 0
0 0350 0  0.1500 0 03500 0
0 0 0 0 0 0  0.2000
_000_ _000_ _oooo_ _000_
000 100 1000 100
000 000 0000 000
000 000 0000 000
Hi=110 0|, H=|010|,H={010 0|, H =10 10
010 000 0010 00 1
000 000 0000 000
000 000 0000 000
00 1 00 1 0001 000
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D.5 Parameters for Scenarios 6.6 (Centralised)

D.6 Parameters for Scenarios 6.7, 6.8 and 6.9 (Sensor

Redundancy)

9.242 3.441 0.4665  0.1442 —0.05692 —0.3808 —0.4614 —0.7075 —0.8864
3.441 7.164 2.890 —0.2475 1.186 1.051  —0.6135 —0.0754 —0.2479
0.4665 2.890 8.129  —0.7340  0.4154 4.539 —0.8998 —-0.2544 1.014
0.1442 —0.2475 —0.7340  8.893 1.594 —0.6235 6.072 0.8115 —0.5993
P =|-0.05692 1.186 0.4154 1.594 6.012 0.8630  0.9268 3.066 0.5955
—0.3808 1.051 4539  —0.6235 0.8630 7.508  —0.7580  0.3469 3.076
—-0.4614 —0.6135 —0.8998 6.072 0.9268 —0.7580 10.31 1.249  —0.5090
—0.7075 —0.07543 —0.2544 0.8115 3.066 0.3469 1.249 5.896 1.984

—-0.8864 —0.2479  1.014 —0.5993  0.5955 3.076  —0.5090 1.984 10.79

Py=Py=1ly, Pi= P

H, = —2.888, Hy=H;=0, Hy = —2.524

.
Ly = {—0.3949 0.2125 —0.04244 0.03010 —0.03158 —0.01388 —0.02231 —0.02439 —0.01276}
L2 - L3 - 09><1

-
Ly = [—0.02131 —0.03244 —0.01256 —0.04980 0.3348 —0.03960 0.07663 —0.6504 0.1119]





