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ABSTRACT Returning surface samples from Mars to Earth has been a major planetary 
science objective, with the potential for the detection of microbiological life and the 
possibility of improving our understanding of the origins of life. The National Aeronautics 
and Space Administration and the European Space Agency assembled a team to assess 
the level of risk that returned samples could contain potential biohazards. The team 
was chartered with optimizing previous sample safety assessment strategies, defining 
what constitutes a biological hazard, developing a protocol to test for biohazards, and 
establishing a statistical framework to determine if samples may be safe for release 
from a high-containment facility. This report presents the biological context for a 
proposed three-step protocol for testing returned samples, including how to determine 
if microorganisms are present, and if they could be (or were recently) alive.
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THREE-STEP PROTOCOL

T he National Aeronautics and Space Administration (NASA)/European Space Agency 
(ESA) Sample Safety Assessment Protocol Tiger Team (SSAP-TT) included a multi-dis­

ciplinary and international team of experts. They consisted of co-chairs, facilitators, 
science members, and ex officio members across government agencies, academia, and 
private industry. During September 2023–August 2024, they developed a proposed 
three-step protocol, supported by a Bayesian statistical framework, to assess the level 
of risk of returned samples from the Mars surface containing biohazards that could 
harm the Earth’s biosphere. This protocol would be necessary for planetary protection, 
preventing backward contamination of Earth (1). The protocol builds upon previous 
resources, including safety assessment strategies (2), astrobiology strategy (3), and the 
2023 Planetary Science Decadal Survey (4). The proposed protocol includes (Fig. 1) the 
following:

1. Understand the physical and chemical variation within and between the Mars 
sample tubes (i.e., sample heterogeneity). Investigate to determine the number 
of representative subsamples needed to be analyzed using Bayesian statistical 
methods.

2. Comparing samples to the abiotic baseline. Assess the organic molecular 
inventory of subsamples in each sample tube against the abiotic background. 
Assess if any organic molecules can be explained by abiotic chemistry or by biotic 
processes (5).
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3. Assess risks of biological activity. This assessment would be a more detailed 
analysis of samples, followed by additional measurements as needed to determine 
the source of the signal. This considers (i) whether a biological signal is ancient/
fossilized or modern and recently active and, (ii) if modern, whether it originates 
from Martian biology or terrestrial contamination.

A Bayesian statistics approach was developed to evaluate the cumulative data from 
analysis (N. Cressie, unpublished data). This allows for limited sample consumption and 
cumulative biohazard risk assessment, including prior knowledge. The protocol was 
designed to accommodate new data inputs, technology advancements, and updated 
assessments of risk tolerance to give confidence in the final assessment.

MARS SAMPLE COLLECTION

As an example, the Mars 2020 Perseverance Rover is collecting surface samples inside 
and on the periphery of Jezero Crater on Mars (6–8). This comprises a collection of 
igneous and sedimentary samples of approximately 10–25 g each (9–11). The crater is 
a dry, wind-swept desert that includes sand dunes, mountains, ridges, blocky erosion 
products, unconsolidated rock, and dust (“regolith”). No liquid water or ice has been 
detected, and the water content in the atmosphere is extremely low (11). The surface 
does not support conditions consistent with known habitability and is unlikely to contain 
extant life, as the surface is arid, oxidizing, cold, and subject to high radiation doses 
(11–15).

Scientific interest in these samples includes the hypothesis that Mars could have 
hosted life in its ancient past. Ancient fossilized life is not considered hazardous to the 
Earth’s biosphere, given the high likelihood that it would be biologically inactive and 
unable to reproduce. Although the risk is low, it is not zero. The return of samples to 
Earth would propose initial handling and analysis in a biologically secure high-contain­

FIG 1 Overview of the proposed sample safety assessment protocol summarizing the workflow and decision-making processes. Reprinted from reference 5, 

previously published under a CC BY 4.0 license.
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ment sample receiving facility. The proposed protocol is an extension of previous work 
(2, 16), and is currently under consideration by NASA/ESA.

BIOLOGICAL CONTEXT

The agreed definition of “biological hazard” was a “biologically active Martian agent 
of organic origin capable of causing substantial harm to any component of the Earth’s 
biosphere if allowed out of containment.” These agents could include opportunistic 
pathogenic microorganisms or bioreactive substances that may multiply. Hazards to an 
Earth-based ecosystem could include an invasive species that eliminates a terrestrial 
organism by niche competition. This definition aligns with NASA’s accepted definition 
for “bioactive molecules” when identifying biological potential planetary protection 
hazards (17). Since the Outer Space Treaty of 1967, NASA’s Office of Planetary Protec­
tion and others have worked to set and maintain recommended controls to prevent 
the contamination of other planetary bodies from Earth microbes (“forward planetary 
protection”) and avoid exposing Earth to extraterrestrial life or bioactive molecules 
(“backward planetary protection” [18]). In accordance with the precautionary principle, 
the future return of Mars material should be assessed to protect the Earth from harm (1, 
11, 13–15).

The ability of detectable material to be biologically active or to multiply could 
cause potential harm to Earth’s biosphere (2, 18). No single practical microbiological 
(or molecular) test or even series of tests could be proposed to rule out the presence 
of extraterrestrial microbial life, as exemplified by our knowledge of the wide spectrum 
of life in Earth’s biosphere. Therefore, a framework was recommended centered on 
the idea that the detection and analysis of organic molecules that are indicative of 
biological activity, along with textural and mineralogical information, could be sufficient 
to determine the potential presence of a biological hazard.

Other definitions within the scope of this report included

• Biosignature: an object, substance, and/or pattern whose origin specifically 
requires a biological agent (4).

• Harm: the presence of a biological hazard outside of containment not associated 
with Earth contamination.

The detection of biosignatures in a sample that are not associated with potential 
contamination from Earth was determined to be sufficient to represent a potential 
hazard to Earth. The extent of potential hazard was not defined but the recommendation 
was made to contain such material under biosafety conditions for further assessment.

COMPARING SAMPLES TO THE ABIOTIC BASELINE

Samples would first undergo a battery of tests to assess if abiotic or biotic processes 
contributed to the chemical inventory of the samples (5). Briefly, Earth life uses a 
relatively small contingent of monomers that polymerize into larger structures, such 
as membranes, proteins, and nucleic acids. To effectively search for life beyond Earth, 
astrobiologists and planetary scientists utilize the abiotic baseline, or “non-life back­
ground,” that defines the physicochemical parameters in potentially habitable environ­
ments in the absence of life processes (3, 4, 19). Since life’s signatures are typically 
concentrated in a distribution that is less diverse (or different) from abiotic processes, it 
is possible to distinguish the presence of biotic from abiotic chemistry. An advantage of 
this approach is that it makes no assumptions about the nature of potential Martian life 
other than that it could be carbon based and could utilize a distinct chemical alphabet. 
There has been a revolution in the ability to interrogate and understand microbial 
communities in their environmental context. Most microbial life cannot be readily grown 
in laboratories, so notable advances have been made in understanding the biology 
that blurs the line between living and non-living (e.g., viruses and prions). Advances 
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include detecting life in low-biomass terrestrial analogs, understanding the environmen­
tal context in which it occurs, and determining how life alters its environment.

The proposed abiotic baseline assessment (Step 2) would be based on preexisting 
knowledge of the Martian environment; chemical, mineral, and physical heterogeneity 
within and between samples; and the analysis, characterization, and distribution of 
potential organic molecules (5), and then these data would be fed into a Bayesian 
statistical model (N. A. Cressie, unpublished data). The microbiological assessment (Step 
3) begins only if there is evidence of life in the sample. The team agreed that a “hold 
and review” must take place to determine if the signal was capable of reproducing and 
causing harm (2).

EVIDENCE OF BIOLOGICAL ACTIVITY

The SSAP proposed (i) to determine if the biotic signal originated from ancient life 
when the Martian surface was potentially more habitable or if it is from extant (recent) 
life and (ii) to understand if the signal originates from extant Martian biology or from 
terrestrial contamination. This assessment would utilize data collected from contamina­
tion monitoring (20, 21) in the previous steps, but more detailed or repeated analysis of 
samples may be necessary (Fig. 2). This was designed to minimize sample extraction and 
the amount of the core samples, while maximizing biological risk hazard assessment.

A key property of life is the ability to replicate. If data consistent with extant and 
active biology (including recent life) that are not definitively from Earth are observed, this 
may lead to the conclusion that something in the sample has the potential to replicate 
and be hazardous. The inverse is also true; however, assessing replicative ability is not 
initially experimentally feasible or sufficiently reliable. In terrestrial environments such as 
soils, it is well known that only a subset of viable microbes can be grown in the labora­
tory, depending on growth conditions. For putative Martian biology, understanding or 
triggering an unknown life form’s reproductive mechanism is likely to be even more 
difficult. Although it is possible to determine experimentally whether the samples may 
contain signs of life, the team was not able to identify at this time definitive ways to 
determine if Mars-sourced biochemistry may be alive and capable of reproduction.

ANCIENT VS EXTANT LIFE

Step 3 would re-analyze data from Step 2 to provide information about the distribution 
of functionalized vs diagenetically altered organic compounds to yield clues as to the 
metabolic state of the organic material (e.g., live/dead/degraded). As organisms die and 
decay, the organic molecules associated with them undergo a degradation process that 
alters the original molecular inventory. On Earth, organic material sourced from ancient 
life is known to be highly distinct from modern life due to well-known alteration 
pathways, such as de-functionalization (22, 23). However, not all terrestrial alteration 
pathways may be relevant due to the unique environment of the Martian samples. For 
example, proteins and nucleic acids decompose geologically rapidly under the oxidizing 
and high-radiation levels observed in the Martian regolith (24, 25). The presence of 
individual alkanes, aromatic hydrocarbons, and peptides in the samples could indicate 
an original biotic origin resulting from the degradation of organic structures under 
environmental conditions and may represent a potential sign of extinct Martian life (22, 
25). If results show that a sample contains evidence of ancient life but no evidence of 
viable life, the samples could be deemed to be non-hazardous (within a statistical 
confidence).

Analysis of these data depends on the types of biological polymers that may be 
identified, such as polymerized lipids, amino acids, nucleic acids, or other complex 
macromolecules. Examples of data that may distinguish ancient and recent biological 
sources include no polymers of three or more units, loss of functional groups (e.g., 
conversion of lipids to alkanes), presence of small or potentially fragmented molecules, 
conversion of peptides and proteins to diagenetic polymers, or the presence of 
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macromolecular carbon/kerogenic material over specific functional group distributions 
(22, 25).

When considering the nature of organic signals, several principles are recommended. 
The highest-fidelity organic records should be sought so that source information can 
be identified, as organic records tend to lose fidelity during degradation. The diagnostic 
power of organic records decreases with a greater influence of the physical degradative 
environment that overprints the original biosynthetic process. It was also recognized 
that the susceptibility of different organic structures to degradation varies greatly (25). 
Agents of degradation include heat (26, 27), oxidation (28), irradiation (29), pressure 
(30), and biological activity (25). Ultimately, this consideration involves determining 
whether the detected structures (partially degraded or not) could have been generated 
by anything other than biological synthesis and whether the fidelity of the biomolecules 
is sufficient to indicate a viable organism. The ability to answer such technical questions 
will continue to improve.

ASSESSMENT OF CONTAMINATION

The next task is to assess whether the signal is Martian in origin or from potential 
contamination by Earth life. Contamination knowledge during the various stages of 
the mission preparation, sampling, return, and laboratory analysis is important (20, 21). 
This includes the use of witness plates, controls, and process monitoring to character­
ize the types of contamination that may be present from terrestrial sources in the 
samples, quantitatively and qualitatively (31, 32). Mars samples are expected to contain 
low concentrations of organic carbon (<10–40 ppm), based on previous and current 
measurements (33–38). Such samples would be intrinsically vulnerable to terrestrial 
contamination. Sources could be from surfaces on any aspect of the flight hardware by 
biological or organic molecules (39). This could be monitored by sampling and strict 
controls throughout assembly and launch (20). Although sample tubes can be cleaned 

FIG 2 Summary of the proposed Step 3 (biological activity).
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and sealed during spacecraft assembly to the required molecular and cleanliness levels 
to protect from contamination (40), it is not impossible that Earth-based microorganisms 
or remnants of these microorganisms could be present. Additionally, sources of organic 
compounds used on rover construction itself (e.g., trace contamination with lubricants) 
could have off-gassed or degraded and migrated into the sample tubes. A further source 
is after return, being contamination from the environment during sample handling 
on Earth despite strict containment practices. Once Martian samples are exposed to 
Earth’s environment, there is an immediate risk of extrinsic contamination even at a 
relatively low level. The use of controls during sample processing would be important to 
determine the background microbial and molecular contamination risks (21).

Negative and positive controls are referred to as contamination knowledge samples 
(32). These and contamination control are essential for all sample-based life detection 
missions/experiments. For example, a genetic inventory can be collected from the 
outbound sample-collecting equipment prior to launch since these contaminants have 
the potential to make the round trip and could be confused with any potential Martian 
signal (20, 40–42). This can include microbial characterization of the spacecraft assembly 
in cleanrooms. If one of these specific microorganisms or associated signatures was 
detected in a returned sample, it would immediately raise suspicion of contamination. 
The analysis of these controls can include fatty acid characteristics, chirality, isotopic 
characteristics, the presence of refractory carbon over more functional group distribu­
tions, and the alphabetic characteristics of any detected polymeric nucleotides and 
amino acids.

The consequences of misidentifying terrestrial contamination as evidence of life on 
Mars are significant. Therefore, ruling out terrestrial contamination to the maximum 
extent possible was identified as one of the top priorities. Two additional measurements 
were defined to further assess contamination, direct polymer sequencing of nucleic acids 
and peptides.

DIRECT POLYMER SEQUENCING

Theoretically, the cumulative analysis defined above may be sufficient to determine that 
polymers and large molecules present are highly likely to be sourced from terrestrial 
or Martian sources (within a statistical confidence). If this is not sufficient to rule out 
the presence of Martian polymeric structures, obtaining additional data from polymer 
sequencing is recommended.

Detailed data analysis from sequencing would be used to determine if the sequences 
are characteristic of Earth life or are highly divergent. The differentiation of Martian life 
from terrestrial life may be clear due to vastly different chemical structures, different 
sequences of nucleic acids or nucleotide structures, and/or a chirality bias in amino 
acids and peptides. However, the possibility exists that life on Earth, Mars, or potentially 
throughout the solar system may stem from the same or very similar compounds and 
structures. This must be considered if any biological structures are detected.

Direct sequencing of polymerized nucleic acids or amino acids would be compared 
to terrestrial sequences in available public databases. An unmatched sequence may 
need to be treated as potentially hazardous until proven otherwise. If deemed to be 
non-hazardous (or from a terrestrial source), no further hazard testing may be warran­
ted. However, a truly Martian signal would lead to an exciting and detailed research 
phase within containment. The difficulty in differentiation would also impact any future 
analysis, such as the use of amplification technology, particularly those incorporating 
canonical nucleotides such as PCR and Sanger sequencing. Because these technologies 
are likely to further complicate the conclusions of terrestrial vs Martian sequences, they 
were not considered useful within the scope of this protocol, but they may be considered 
for further investigation if biological hazards are detected.

A major challenge is that the biomass present in samples could be extremely 
low. Many of the current technologies available to detect and investigate potential 
life, such as cultivating a culture from a single cell (if present) or amplification of 
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nucleic acids, potentially introduce terrestrial contamination that can give a false-pos­
itive result and rely on the idea that life on Mars would follow terrestrial hallmarks, 
specifically DNA (ATGC based) or ribonucleic acid (AUGC based) (2). Therefore, the 
SSAP-TT recommended the use of direct molecular sequencing, which may verify if the 
polymeric structures identified are unique from those in our terrestrial databases. The 
technology needed for molecular sequencing would need to detect and characterize 
small oligomers, non-canonical nucleic acids, single- and double-stranded nucleic acids, 
and canonical or non-canonical amino acids as potential indicators of life while also 
being capable of assessing their similarity to known terrestrial life. Technology also needs 
to be sensitive enough to detect extremely low quantities of these compounds in the 
presence of a potentially high-salt, highly oxidizing matrix. Currently, the development 
of high-throughput software with de novo or agnostic sequencing remains a mandatory 
process for identification without database searching, owing to the absence of reference 
sequences. Therefore, methods used for agnostic detection and sequencing of novel 
biological macromolecules are proposed (based on high-resolution sequencers and mass 
spectrometers (43, 44). It was also expected that such technology will continue to 
innovate.

A further consideration was extraction methods/efficiency of samples for sequencing. 
Nucleic acid extractions can provide information about living, dead, inactive, or dormant 
microbial populations. Analysis of nucleic acids from a natural low-biomass sample 
would be difficult due to extraction efficiency (45, 46). Low biomass requires caution with 
the subsampling to capture the sample with the highest quantity of potential nucleic 
acids, but also with consideration of the geochemistry of the sample and the presence 
of extraction inhibitors. For example, minerals can be natural extraction inhibitors since 
cells, viral structures, and nucleic acids may adsorb onto mineral matrices. Additionally, 
nucleic acids may bind to divalent and trivalent cations, and can be destroyed by iron 
redox cycling and acidic conditions. Therefore, extraction protocols need to be carefully 
defined (43, 47–49). Similar challenges and opportunities for research for the extraction 
and analysis of peptides/proteins are likely due to variability in their hydrophobicity and 
affinity to surfaces (50).

Based on previous low biomass studies in Martian analog environments, life-detec­
tion technology for assessing samples returned from Mars would likely need to meet 
detection requirements of 0.5 pg to 20 × 10−10 g of DNA per 1 g of rock (i.e., 0.00052 ppb) 
(43). Nanopore sequencing using the MinION technology could characterize species with 
as little as 2 pg of DNA with 50 active nanopores without the use of amplification. 
An advantage is that nanopore may be more amenable to different types of nucleic 
acids since the nucleic acid travels through a nanopore and identifies bases present by 
a change detection, while other platforms rely on a polymerase to incorporate fluoro-
phore labeled nucleobases (43). Nanopore technology, along with improved base-calling 
algorithms and software application, shows promise in applications to sample return 
research, and further advancements in sensitivity and accuracy are expected (51). 
Another example utilized a multiplex fluorescence sandwich immunoassay to detect 
heterotrophic bacteria and cyanobacteria in Martian analog samples to detect evidence 
of life. This technology would also be an example requiring further development (52).

Similar advances are being made in polypeptide sequencing. Liquid chromatography-
tandem mass spectrometry analysis has become the method of choice for the agnos­
tic qualitative and quantitative characterization of relatively small, biologically active 
polypeptides, such as toxins and antibacterial agents, as well as protein mixtures isolated 
from all kinds of living organisms. There are two approaches for protein identification, 
top-down and bottom-up proteomics. In the bottom-up approach, peptides are first 
digested and then identified using MS analysis, whereas in the top-down approach, 
intact peptides and proteins are analyzed. This method has been used to identify small 
natural polypeptides such as venom toxins of less than 10 AA (<1 kDa) (53) and to detect 
bacterial and fungal toxins in different soil textures with a broad range of mineral and 
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soil organic matter constituents, with concentrations as little as 0.5 ng of protein/g of soil 
(44).

FUTURE PERSPECTIVES

Overall, the proposed SSAP assumes risk of biological hazards if modern Martian 
organic agents are detected in returned samples. In this case, a hold-and-review step 
is recommended, with a further program of biological safety containment and testing 
that should be undertaken. All samples should be held within containment (unless 
otherwise sterilized by an appropriate method) until testing has been completed and a 
statistical threshold indicating the absence of biological hazard has been attained. The 
protocol allows for this assessment by starting with prior knowledge and the cumulative 
analysis of data from the samples to an acceptable risk tolerance. The Bayesian statistical 
approach offers greater transparency and interpretability, which can be updated as 
new evidence becomes available. If significant questions remain with samples following 
analysis, a review team of subject matter experts should be assembled at that stage to 
determine the next steps.

Our discussions also highlighted areas of future research and development that could 
aid in the further implementation of this protocol. These included

• Knowledge of signal-to-noise ratio of biotic/abiotic components through 
simulations and experimentation from diverse or simulative environments.

• Optimizing extraction methods to assess potential abiotic components.
• Advanced data analysis and identification of limits of detection in low-biomass 

samples.
• Development of protocols for releasing samples out of high containment to 

include sterilization.
• Contamination knowledge (in the form of a catalog or database).
• Test instrument sensitivity and analytic methodology.
• Methods of extraction and fresh fracture surface mount preparation.

The concepts outlined in this report have the potential for significant impacts in 
other areas of environmental and applied microbiology. In addition to basic research 
into forms of life (both extinct and extant) in various Earth environments, the use of 
the detection of biosignatures and an overarching Bayesian statistical approach may 
be of use in industrial applications. This includes determining the cumulative statistical 
risk associated with the manufacturing of sterile products to innovate current require­
ments for traditional endpoint microbiological and/or chemical testing. Another is the 
application of biosignature detection as routine and rapid microbiological test methods 
to replace growth methods.
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