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Abstract

Machine learning has led to breakthroughs across many domains, such as Computer Vision,
Natural Language Processing, and Speech Recognition. Given these breakthroughs, machine
learning methods are being applied to more and more fields, such as healthcare, education, and
legal services. However, the data required to train such models can be sensitive and limited,
making it challenging to develop models in such fields. To ensure the applicability of Artificial
Intelligence in such sensitive fields, we need efficient, reliable methods that consider privacy
preservation. In this thesis, I aim to address these challenges by comparing representations,
evaluating their robustness to incomplete data, and preserving privacy through machine un-
learning methods. I introduce several key contributions across these domains: I propose the
Feature Impact Balance (FIB) score, a metric to assess error distribution, and the Min-Max
Relative Change Quadrant (MMRCQ) plot, a visualization tool to monitor changes in extreme
values. I explore the class-wise impact of data augmentation in image-based models, showing
that augmentations affect different classes unequally. Data augmentations can make classes
less distinguishable, and such an effect is class-dependent. I evaluate the transferability of
foundation models trained on non-medical data to domains with limited labeled data, demon-
strating their potential for medical applications such as dysarthria automated assessments. I
show that foundation models trained on large-scale speech from healthy individuals can be
used to detect dysarthria, classify words, and classify intelligibility. I also assess the robustness
of self-supervised learning (SSL) models to incomplete data. Finally, I benchmark machine
unlearning methods, making models "forget" data points without losing overall performance.
This benchmark shows that unlearning algorithms must be compared against stronger baselines
with extensive hyper-parameter searches. This thesis advances the development of more robust,

reliable, and privacy-conscious machine learning models.






Acknowledgements

First and foremost, I would like to thank my parents and my sister for all the love and support

that made me who I am.

I want to express my gratitude to my supervisors, Professor Hamed Haddadi and Doctor Sara
Ahmadi-Abhari, for their guidance, support, and encouragement throughout my Ph.D. journey.
I am thankful for the opportunity they gave me to work in such a wonderful lab and to interact
with such great people. I would like to thank all of my talented co-authors and colleagues,
Ranya Aloufi, Yushan Huang, Mohammad Malekzadeh, Anastasia Borovykh, Lorena Qendro,
Sandra Siby, Miloud Bessafi and Alain Miranville, whose contributions and guidance were
indispensable for the work presented here. 1 would like to thank all my colleagues at NetSys

for all the great times we had together and the atmosphere they brought to the lab.

Lastly, I would like to thank all my friends and family for being there in good times and bad

times and for always supporting me in my endeavors.

During my research, I received support from the UK Research and Innovation (UKRI Centre

for Doctoral Training in Al for Healthcare, grant number EP/S023283/1).



Contents

1 Introduction 22
1.1 Motivation and Objective . . . . . . . . . ... 22
1.2 Contributions . . . . . . .. L 23

1.2.1 Metric for Error Distribution: Feature Impact Balance (FIB) . . . . . .. 23
1.2.2  Visualization of Extreme Value Shifts: Min-Max Relative Change Quad-

rant (MMRCQ) . . . . . . 23

1.2.3 Class-wise Evaluation of Data Augmentations in Image Data . . . . . . . 24
1.2.4 Transferability of Foundation Models from Healthy to Dysarthric Indi-

viduals . . . oL Lo 24

1.2.5 Robustness of Self-Supervised Learning (SSL) Models . . . . . .. .. .. 25

1.2.6 Mechanisms of Unlearning . . . . . . . . . ... ... ... ... ... .. 25

1.3 Publications . . . . . . . L 25

1.4 Thesisoutline . . . . . . . . . 26

2 Background 28
2.1 Imtroduction . . . . . . . . L 28

2.1.1 A brief introduction to Machine Learning . . . . . . . ... .. ... ... 28
2.1.2  What is Deep Learning? . . . . . . . . . . . ... ... 30



2.2

2.3

2.4

2.5

2.1.3  Further resources . . . . . . . . . o, 31

Challenges of Machine Learning . . . . . . . . . .. ... ... ... ..., 31
2.2.1 Computational cost . . . . . . . . . .. ... 31
2.2.2 Data availability . . . . .. ... o 31
Towards generalizable representations . . . . . . . . . ... ... ... ... 32
2.3.1 Data Augmentations . . . . . . . . ... 32
2.3.2  Self-Supervised Learning . . . . . . . . .. ... 33
2.3.3 Foundation models . . . . . ... oo 34
Model comparison . . . . . . . ... 35
2.4.1 Downstream task performance . . . . . . . .. ... L. 35
2.4.2 Comparing Representations . . . . . ... ... ... ... ........ 36
Privacy concerns . . . . . ... 37
2.5.1 Training set memorization . . . . . . . .. ... ... 37
2.5.2 Learning tounlearn . . . . . . . .. .. Lo 38

Comparing representations: Feature Impact Balance (FIB) score and Min-

Max Relative Change Quadrant (MMRCQ) plot 40
3.1 Imtroduction . . . . . . . .. 40
3.1.1 Defining data representations . . . . . . ... ... oL 41
3.1.2  Why representations matter? . . . . . .. ... ... 42

3.2

3.1.3 Example of representation transformation: Distinguishing concentric circles 42
Assessing balance of contributions: Feature Impact Balance (FIB) . . . .. . .. 44

3.2.1 Error Metrics . . . . . . . 44



3.2.2  Lack of insight into the error distribution . . . . . . . . ... ... ... 45

3.2.3  Addressing the lack of insight into the error distribution: Feature Impact

Balance (FIB) score. . . . . . ... ... ... 46

3.2.4  Limitations . . . . . . . .. L 51

3.2.5 Perspectives . . . . ..o 51

3.3 Visualizing relative changes: Min-Max Relative Change Quadrant (MMRCQ) Plot 52

3.3.1 Limitations . . . . . . . .. L 53

3.3.2 Perspectives . . . . . . .. 54

4 Data Augmentation affects classes differently 55

4.1 Introduction . . . . . . . . . L 55

4.2 Background . . . .. ... 56

4.2.1 Adding variability to the training data using Data Augmentation . . . . 56

4.2.2 Data augmentation in the feature space rather than the input space . . . 59
4.2.3 The distinction between label-preserving and label-breaking transforma-

IONS . . .o 59

4.2.4  Adversarial Training . . . . . . . . . ..o 61

4.2.5 Inter-Class Similarity . . . . . . . ... .. o oo 61

4.2.6 Contextual Bias in Image Classification . . . . . . . .. .. .. ... ... 61

4.2.7 Motivation for Novel Evaluation Metrics . . . . . .. ... .. ... ... 62

4.3 Methodology . . . . . . . . e 62

4.3.1 Class aggregated representations . . . . . . . .. .. .. ... ... 62

4.3.2 Computing differences between aggregated representations . . . . . . .. 63

4.3.3 Computing similarities between aggregated representations . . . . . . . . 63

10



4.3.4 Computing the error balance between aggregated representations . . . . 64

4.4 Problem setup . . . . . . .. 65
4.5 Experimental Setup . . . . . ... oo 65
4.5.1 Datasets . . . . . . e 65
4.5.2 Data augmentations . . . . .. ... L oL o 66
4.5.3 Aggregated representations . . . . ... ... oL 69
4.6 Results . . . . . . . e 70
4.6.1 Aggregated representations of the original dataset . . . . . . .. ... .. 70

4.6.2 How do data augmentations impact the similarities of aggregated repre-

sentations? . ... ... 74

4.6.3 Do data augmentations impact all classes the same way? . . . . .. ... 74

4.7 DISCUSSION . . . . . . . e e 80
4.7.1 Conclusion . . . . . . .. 80

4.7.2 Limitations . . . . . . . Lo 81
4.7.3 Perspectives . . . . . .. Lo 81

5 Leveraging foundation models trained on non-medical data to conduct mul-

tiple classification tasks for automated dysarthria assessments. 83
5.1 Imtroduction . . . . . . .. 83
5.1.1 Challenges of medical applications . . . . . . . .. ... ... ... .... 83
5.1.2  Foundation models and downstream tasks . . . . .. ... ... ... .. 84
5.1.3  Our contributions . . . . . . . ... L Lo 84
5.2 Background . . . . ... 85
5.2.1  What is Dysarthria? . . . . . . . . .. ... ... ... 85



5.2.2  Towards automated dysarthria assessment . . . . . . ... .. ... ... 86

5.2.3 Learning general-purpose representations via Self-Supervised Learning . . 87
5.2.4  Transferring self-supervised representations to dysarthria assessment . . . 87
5.3 Methodology . . . . . . . 88
5.3.1 Problem Setup . . . . ... .. 88
5.3.2 Overview . . . .. e 89
5.3.3 Experimental Settings . . . . . .. ... Lo 89
5.4 Experiments . . . . . ..o 92

5.4.1 Original: How reliable are classifiers when confronted with unknown speak-

CTS? 92

5.4.2  Noisy Control: Are models trained on the Original dataset biased by pat-

5.4.3 Enhanced: What impact does enhancing the recordings have over the dif-

ferent tasks? . . . . .. 95

5.5 Discussion . . ... ..o e 96
55,1 Conclusion . . . . . . . . 96
5.5.2  Limitations . . . . . . .. L 97
5.5.3 Perspectives . . . . . ... 98

6 Assessing the Robustness of Self-Supervised Learning Representations to

Incomplete Data 99
6.1 Introduction . . . . . . . . . . . e 99
6.2 Background . . . . ... 100

6.2.1 Self-Supervised Learning (SSL): learning by leveraging signal from unla-
beled data . . . . . . . . 100



6.3

6.4

6.5

6.2.2 Learning representation by masking parts of the input . . .. .. .. .. 101

6.2.3 Evaluating SSL on downstream tasks . . . . . . .. ... ... ... ... 102
6.2.4 Evaluating the similarity of representations . . . . . . . . . ... ... .. 102
Methodology . . . . . . . . 106
6.3.1 Problem Setup . . . . ... .. 106
6.3.2 Removing information from images . . . . . . . ... ... ... 106
6.3.3 Variations of the dataset . . . . . .. ... ... . 0. 107

6.3.4 Linear Evaluation: How well can we classify using the extracted repre-

sentations? . . . oL . L, 108

6.3.5 Representation Similarity: Are variations of the same image leading to

similar representations? . . . . . . ... Lo 109

6.3.6 Representation Neighborhood: Are samples in the representations neigh-

boring samples from the same variants? . . . . . ... ... ... 109
Experiments . . . . . .. oL 109
6.4.1 The representations contain information about the context. . . . . . . . . 110

6.4.2 Representations between Original and Center are more similar in Caltech-

101 than Original and Foreground based on Canonical Correlation Anal-

ysis (CCA). . . o o o 112

6.4.3 Foreground and Background are more similar than Original and Fore-

ground for SwAV, VICReg, and MAE based on Centered Kernel Align-

ment (CKA). . . . . 112
6.4.4 Representations from different variants are close to each other. . . . . . . 113
Discussion . . . . . . . .. e 113
6.5.1 Conclusion . . . . . . . . 113
6.5.2 Limitations . . . . . . . . . 114



6.5.3 Perspectives . . . . . ..o 114

7 Learning to Unlearn 116
7.1 Introduction . . . . . . .. L 116
7.2 Background . . . . ... 118

7.2.1 Machine Unlearning . . . . . . . . .. ... 118
7.2.2  Machine Unlearning for Deep Neural Networks . . . . . . . ... ... .. 120
7.2.3 Post-Hoc Machine Unlearning . . . . . .. ... ... ... .. ... ... 120
7.2.4 Machine Unlearning and Differential Privacy . . . . . . . ... ... ... 121
7.3 Methodology . . . . . . . 121
7.3.1 Machine Unlearning Methods . . . . . ... ... .. .. ... .. .... 124
7.3.2 Datasets . . . . . . 126
7.3.3 Neural Network Architectures . . . . . . .. ... ... ... ... .... 128
7.3.4 Privacy Evaluation . . . . ... ... . o 129
7.4 Experimental Evaluation . . . . . .. .. ... o 0o 130
74.1 Main Results . . . . . ... 131
7.4.2 Per dataset results . . . . ... L o 134
7.4.3 Per architectures rankings . . . . . . ... ... o0 144
7.4.4 L2 Distances between model weights . . . . . .. .. ... ... ... .. 144
7.5 Discussion . . . . . oL 145
7.5.1 Conclusion . . . . . . . . 145
7.5.2 Limitations . . . . . . . .. 147
7.5.3 Perspectives . . . . . ... 147



7.6 Requirements . . . . . . . . L 147

8 Contributions and Perspectives 148
8.1 Conclusion and Contributions . . . . . . ... ... ... ... L. 148
8.1.1 Comparison tools: Feature Impact Balance (FIB) and Min-Max Relative
Change Quadrant (MMRCQ) . . . . ... ... .. .. ... ... 149
8.1.2 Class-level data augmentation impact . . . . . . . .. ... ... ... .. 149

8.1.3 Analysis of the transferability of healthy speech foundation models for
automated dysarthria assessments . . . . . . .. .. ... ... ... ... 150

8.1.4 Evaluation of the robustness of Self-Supervised visual feature extractors
to corrupted inputs . . . .. ... 150

8.1.5  Evaluation of the Machine Unlearning methods across datasets, initial-
1zatlons . . . . ... L 150
8.2 Insights toward the application of Artificial Intelligence in Healthcare . . . . . . 151
8.3 Perspectives . . . . . . . 152
8.3.1 Feature Impact Balance and Min-Max Relative Change Quadrant . . . . 152
8.3.2 Data Augmentations . . . . . . . ... .. 152
8.3.3 Dysarthria Automated Assessments . . . . .. . .. ... ... ...... 152
8.3.4 Self-Supervised Learning Robustness . . . ... ... ... ........ 153
8.3.50  Machine Unlearning . . . . . . . . .. .. o 153

15



List of Tables

3.1

4.1

5.1

6.1

7.1

Example of Tabular Data Representation . . . . . . ... ... ... ....... 41

Quadrant Attribution for Data Augmentation effects of MSE and FIB score on
CIFAR-100 . . . . . 80

Task Performance: results are reported using Accuracy, using the Leave-One-
Spearker-Out cross-validation. For the Disease and Words classification prob-
lems, results are based on individual recordings. For the Intelligibility task,

results are calculated performance at the speaker level. . . . . . . .. ... ... 93

Linear Probing: results are 5-fold cross-validated Balanced Accuracy. DINOv2
is consistently the best performing model. Except of Caltech-101, the super-
vised performs worse than the self-supervised extractors. On every dataset, the
Background representations can be used to train classifiers with much higher
than random performance. FGVC-Aircraft is the only dataset where the Foreground

performance is much higher than the Original images. . . . .. ... ... ... 115

Summary of the number epochs, learning rate, and batch size for each dataset

and model used to train the Original and Retrained models. . . . . . ... ... 128

16



7.2

7.3

7.4

7.5

7.6

7.7

7.8

7.9

7.10

7.11

7.12

7.13

7.14

Ranking by performance on Retention Deviation and Indiscernibility across datasets
and architectures. We count the number of times each method appears in the
Best Performers group (G1), Average performance group (G2) and Worst per-
formers group (G3) (see §7.4). The final rank is computed based on the number
of times the method appears in G1—with occurrences in G2 and G3 used to
break ties if needed. If a method does not produce any usable models, it is
assigned to a Failed group (F). Three methods appear in the top 3 for both per-
formance measures: MSG (1st and 1st), CT (3rd and 1st), and KDE (3rd and

Run Time Efficiency on ResNet for the top performing methods. CT is the

fastest on average, MSG runs up to 5x faster than naive retraining. . . .. . .. 133

MNIST - ResNet18: Retain Accuracy (RA), Forget Accuracy (FA), Test Accu-
racy (TA), Retain Retention (RR), Forget Retention (FR), Test Retention (TR),
Performance Retention Deviation (RetDev), Indiscinerbility concerning the Test

Set (Indisc), U-MIA on the Test set (T-MIA) and RunTime Efficiency (RTE) . . 135

FashionMNIST - ResNet18 . . . . . . . . . . . . . . .. .. . . . . ... ... 136
CIFAR-10 - ResNet18. . . . . . . . . . e 137
CIFAR-100 - ResNet18. CIFAR-100 provides the most visible comparison as

there is a large gap in performance between the Retain Set and Test set, this

leads to much larger RetDev scores. . . . . . . . .. .. .. L. 138
UTKFace - ResNet18 . . . . . . . o . o o 139
MNIST - TinyViT . . . . . o 140
FashionMNIST - TinyViT . . . . . ... . . o o .. 141
CIFAR-10 - TinyViT . . . . . . o o 142
CIFAR-100 - TinyViT . . . . . . o e 143
Ranking on ResNet . . . . . . . .. . 144
Ranking of VIT . . . . . . . . . o 145



List of Figures

3.1

3.2

3.3

Two concentric circles with different radii using different representations: Carte-
sian Coordinates (left), Polar Coordinates (center), Feature Combination (right).
Each of the representation can be derived from the Cartesian coordinates, never-
theless, using the Polar Coordinates (center) or the Feature Combination (right),

one could draw a linear separation between the set of points of both circles. . . .

Comparison between Mean Squared Error (MSE) and Feature Impact Balance
(FIB), illustrating how differences are distributed across vector positions. Given
a reference vector and three other vectors, we compute the MSE between the
reference vector and each comparison vector. While the MSE remains the same
for all three comparisons, the distribution of differences across vector positions
varies. These differences are captured by the FIB, which are 0.0, 0.66, and 1.0
from left to right, respectively. The FIB values indicate that: (left) a single
position carries all the difference, (center) a subset of positions carries the dif-

ferences, and (right) the differences are distributed equally across all positions.

Visualization of the Feature Impact Balance (FIB) score as a function of feature
contributions. The left plot shows the FIB score as a function of the contribution
¢y for two features, ¢; and 1 — ¢q, highlighting the maximum FIB score and the
balanced point where ¢; = 0.5. The right plot extends this to three features, ¢y,
co, and 1 — ¢ — ¢y, showing how FIB scores vary as contributions are distributed
across multiple features. Higher FIB scores correspond to more balanced feature

contributions. . . . . . L

43



3.4

4.1

4.2

4.3

4.4

4.5

4.6

Min-Max Relative Change Quadrant (MMRCQ): Based on the localization of a
point in the MMRCQ plot we can infer changes in the minimal and maximal
values of a property with respect to a baseline. Points located in the upper
quadrants indicate an increase in the maximal value while points located in the
lower quadrants indicate a decrease in the maximal value. Points located in
the left quadrants indicate lower minimal values, and points located in the right

quadrants indicate higher minimal values. . . . . . ... ... ... .. .....

Label-breaking transformation: Starting from a 9, if we flip both horizontally
and vertically, we obtain 6. This highlights that data augmentations requires

careful consideration depending on the data. (Images from MNIST[123])

Label-preserving transformation: A cat remains a cat after the different trans-

formations. (Images from Oxford IIIT Pet[143]) . . . . . . ... ... ... ...

Flowchart of the representation aggregation pipeline on CIFAR-100 using the
strongest HUE perturbation. Given a dataset, we consider a single pass through
the data augmentation method. Therefore, we obtain a single version of an image
x, its transformed versions ¢(x). Then, we regroup all images that belong to the

same class. Finally, we aggregate the transformed representations for each class.

Aggregated Representation over CIFAR-10’s training set. Each square represents
the average representation for a given class. For instance, the top-left element
represents the average representation of the "airplane" classes. We can observe

that, even based on the average representation, both airplane and boat classes

60

69

exhibit similar color schemes with more nuances of blue compared to other classes. 71

Aggregated Representation over CIFAR-100’s training set. Each square repre-
sents the average representation for a given class. For instance, the top-left
element represents the average representation of the "airplane" classes. We can
observe that, even based on the average representation, both airplane and boat
classes exhibit similar color schemes with more nuances of blue compared to

other classes. . . . . . L

Examples of data augmentations applied to CIFAR-10 . . . . .. ... .. ...

19



4.7

4.8

4.9

4.10

5.1

5.2

5.3

Normalized difference between aggregated representations of classes of CIFAR-
10. We observe that "Airplane" and "Ship" classes have differences with other
classes that are mostly from the blue channel. This is due to the context in
which the different pictures are taken, as these classes more likely to be against

the sky or water. . . . . . . ..

Density of Structural Similarity Index (SSIM) values between aggregate repre-
sentations on CIFAR-100. Most data augmentations do not change the similarity
between aggregated representations. The distribution are left skewed with peaks

within [0.6,0.8] . . . ...

CIFAR-10 MMRCQ plot between the original data and the data after applying

vertical flipping. When considering the MSE scores, the "truck" class has the

strongest relative changes in its minimal and maximal distances from other classes. 77

CIFAR-100 Relative Change Quadrant plot between the original and the training
sets post vertical flip augmentation. When considering the MSE scores, the truck
class has the strongest relative impact on its differences with the aggregated

representation of other classes. . . . . . . . . . ... ... L.

Our evaluation pipeline. We start by generating the different versions of the
dataset then use different feature extractors to obtain representations of the audio
recordings. Using these representations we train diverse classification models
and predict different properties. Finally, we perform patient level aggregation,
for instance for the intelligibility level we consider the intelligibility class that is

the most associated with the given patient. . . . . . .. ... ... ... .. ..

Audio Settings: Example of the same recording under different audio settings.

Speaker Intelligibility across datasets (columns) and features (rows). All predic-
tions are made using logistic regression-based classifiers. While the performance
based on HuBERT-extracted features is higher than acoustic, for a given speaker,

there are major mis-classifications at the recording level. . . . . . . . ... ...

20



6.1

6.2

6.3

6.4

7.1

7.2

Examples of the 5 variations explored. On the left we show the Original,
Foreground, and Background from top to bottom, on CIFAR-100, Caltech101,
FGVC Aircraft. On the right we show the Original, Center, Border from top to
bottom, CIFAR-100, DTD and DTD . . . . ... ... ... ... ........

Mean Squared CCA correlation RZ,. The first row is based on CIFAR-100,
the second row on Caltech101. From left to right, the matrices are associated

with the representation extracted by the Supervised SwAV, VICReg, MAE, and

DINOv2 models. Original, Foreground, Background, Center, Border. . . . . . .

CKA scores. The first row is based on CIFAR-100, the second row on Cal-
tech101. The matrices are associated with Supervised, SwWAVm VICReg, MAE,

and DINOv2 from left to right. Original, Foreground, Background, Center,
Border. . . ... e

The first row indicates how each variant neighboring points are related to other
variants. These observations are based on the representations extracted on

CIFAR-100. We consider the Supervised, DINOv2, and MAE models from left to

right. The second row depicts the UMAP obtained on 10% of the representations.111

U-LiRA on CIFAR-10 on ResNet18 models. Both CT and MSG, which ranked
first against U-MIA, showed great resilience against the U-LiRA attack. . . . . .

L2 Distance between the Unlearned ResNetl8 models, the Original and Re-
trained models. None of the unlearned models gets close to the Retrained model’s
weights; most unlearned Models are closer to the Original model than the Re-

trained model. . . . . L

21



Chapter 1

Introduction

1.1 Motivation and Objective

Machine learning has rapidly advanced fields such as Computer Vision, Natural Language Pro-
cessing, and Speech Recognition, enabling transformative applications in assistive technologies
[122, |, healthcare domains such as automated medical image segmentation 170, , OO,
cancer detection [62], and clinical disciplines like radiology [178] and ophthalmology [50]. Part
of the underlying progress comes from innovations in representation learning and model robust-

ness, yet the need for privacy-preserving machine learning has also increased.

This thesis aims to address these challenges by investigating critical aspects of machine learning
models, focusing on the effect of data augmentations, analyzing the robustness of self-supervised
models to incomplete data, and evaluating the efficacy of machine unlearning methods to pre-

serve privacy. We present new methodologies and evaluations of these aspects.

We explore the following research question: How can machine learning models be improved re-
garding representation learning, robustness to incomplete data, and privacy preservation through

machine unlearning?

To answer this question, we address the following in different chapters:

e Representation Comparison: How can we effectively assess and compare the quality

of data representations learned by different models? (Chapters 3, 4 and 6)
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e Foundation Model Transfer: Can non-medical foundation models be successfully

adapted for medical tasks, especially with limited labeled data? (Chapter 5)

e Robustness of Self-Supervised Models: How resilient are self-supervised learning

representations to incomplete or corrupted input data? (Chapter 6)

e Machine Unlearning for Privacy: How can machine unlearning help models forget
specific data points while maintaining overall performance and, as such, address privacy

concerns? (Chapter 7)

Through these analyses, we advance machine learning toward more reliable, robust, and privacy-

aware models, particularly in domains that face limited data availability and privacy concerns.

1.2 Contributions

1.2.1 Metric for Error Distribution: Feature Impact Balance (FIB)

The first contribution of this thesis is the development of Feature Impact Balance (FIB), a novel
metric designed to assess the distribution of errors between two vectors. I derived this metric
from the observation that not all errors are equally important: small, equally distributed errors
have a different impact than fewer but more significant differences. FIB supplements tradi-
tional metrics like the Mean Squared Error (MSE) by providing a more nuanced view of error
distribution, offering a more comprehensive understanding of data representation. The score is
bounded between [0, 1], ensuring intuitive interpretation. Additionally, it can be customized to
suit different use cases by selecting appropriate contribution vectors. We introduced this metric
in Cadet et al. [20], and describe it in detail in Chapter 3, and its application is demonstrated

in Chapter 4.

1.2.2 Visualization of Extreme Value Shifts: Min-Max Relative Change
Quadrant (MMRCQ)

The second contribution is the Min-Max Relative Change Quadrant (MMRCQ), a visualization

tool developed to track changes in the range of extreme values across different settings, such
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as time points or datasets. This tool provides insights into shifts in extreme values within the
data. It can be helpful in fields such as finance or climate studies, where monitoring rare but
significant changes matter. Chapter 3 explains the development of MMRCQ), and a practical
application in evaluating the impact of data augmentation on images is presented in Chapter
4. The method is adaptable and transferable to various domains, as it can be used to track

extreme values over time or across datasets in diverse fields.

1.2.3 Class-wise Evaluation of Data Augmentations in Image Data

The third contribution involves the evaluation of the class-wise impact of data augmentations
on image data. Data augmentation is a widely used technique in computer vision. It enhances
the generalization of machine learning models by increasing dataset variability. Nonetheless,
augmentations can degrade model performance for specific classes. Traditional machine learning
pipelines often apply augmentations uniformly without considering their effect on individual
class representations. In Chapter 4, we demonstrate that data augmentations can alter class
similarity by bringing the representations of different classes closer, potentially reducing their
distinguishability. We use both the FIB and MMRCQ metrics to assess these effects across a

range of commonly used augmentations.

1.2.4 Transferability of Foundation Models from Healthy to Dysarthric

Individuals

The fourth contribution investigates the transferability of large-scale foundation models from
general populations to dysarthric individuals, a domain with limited data availability. Obtain-
ing reliable deep-learning models in medical settings is challenging due to the need for labeled
data. However, pre-trained foundation models on large non-medical datasets offer the potential
for transferring generalized representations. We evaluated several foundation models to assess
their effectiveness in dysarthric speech analysis. This work is presented in Cadet et al. [21],
and discussed in Chapter 5. This work shows that one can successfully transfer these models
to perform automated dysarthria detection, word recognition, and intelligibility classification

despite being trained on non-medical data.
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1.2.5 Robustness of Self-Supervised Learning (SSL) Models

Another contribution is the evaluation of the robustness of Self-Supervised Learning (SSL)
models. SSL models are hypothesized to generalize better than their supervised counterparts by
leveraging unlabeled data and avoiding overfitting specific tasks. To test this, we evaluated the
impact of removing the object from the images, assuming that the classification performance
should decrease without the object of interest. Our analysis, presented in Cadet et al. [22]
and detailed in Chapter 6, shows that in some cases, high performance is still achievable,
suggesting that dataset-specific characteristics, such as lack of diversity in the background,

play a significant role in model performance.

1.2.6 Mechanisms of Unlearning

The final contribution concentrates on understanding machine unlearning in deep neural net-
works. We focus on aspects relevant to privacy regulations requiring data removal from trained
models. Unlearning is an emerging field driven by the need to ensure that models can reliably
forget sensitive data without degrading overall model performance. This research, discussed in
Chapter 7 and presented in Cadet et al.|23], benchmarks various machine unlearning techniques
and assesses their efficiency in removing specific data points while preserving the accuracy of

the model.

1.3 Publications

First-Author

e Xavier F. Cadet, Sara Ahmadi-Abhari, and Hamed Haddadi. FIB: A Method for Evalua-
tion of Feature Impact Balance in Multi-Dimensional Data, July 2022. arXiv:2207.04500 |

e Xavier F. Cadet, Ranya Aloufi, Sara Ahmadi-Abhari, and Hamed Haddadi. A study
on the impact of self-supervised learning on automatic dysarthric speech assessment. In

2024 IEEE international conference on acoustics, speech, and signal processing workshops

(ICASSPW), pages 630-634, 2024. [21]
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e Xavier F. Cadet, Ranya Aloufi, Alain Miranville, Sara Ahmadi-Abhari, and Hamed Had-
dadi. Evaluating The Robustness of Self-Supervised Representations to Background /Foreground
Removal, June 2023. arXiv:2306.01398 [22]

e Xavier F. Cadet, Anastasia Borovykh, Mohammad Malekzadeh, Sara Ahmadi-Abhari,
and Hamed Haddadi. Deep Unlearn: Benchmarking Machine Unlearning, October 2024.
arXiv:2410.01276 [23]

e Xavier F. Cadet, Manyue Hu, Hamed Haddadi and Sara Ahmadi-Abhari for the Alzheimer’s
Disease Neuroimaging Initiative. Enhanced Prediction of Cognitive Decline Using Struc-

tural MRI. (Under writing)

Co-Author

e Yushan Huang, Ranya Aloufi, Xavier Cadet, Yuchen Zhao, Payam Barnaghi, and Hamed
Haddadi. Low-Energy On-Device Personalization for MCUs, October 2024. arXiv:2403.08040 |

1.4 Thesis outline

This thesis is organized as follows:

e Chapter 2 provides the reader with the general background for representation comparison.

Nonetheless, each following chapter also introduces more relevant aspects of its domain.

e Chapter 3 presents the Feature Impact Balance (FIB) score and the Min-Max Relative
Change Quadrant (MMRCQ) plot, providing an overview of their design and how they

can be used to compare representations.

e Chapter 4 covers the issue of data augmentation and how its application can impact

classes more than others.

e Chapter 5 covers the transferability of foundation models to a new domain and how they

can be used to improve performance on limited data.
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e Chapter 6 covers the robustness of self-supervised learning models when faced with cor-

rupted inputs with missing parts of the image.

e Chapter 7 covers the issue of machine unlearning and how it can be used to remove specific

data points from a model and provide a benchmark of contemporary approaches.

e Chapter 8 concludes the thesis and provides an overview of the main findings and contri-

butions.
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Chapter 2

Background

In the following chapter, we provide a general introduction to Machine Learning and Deep
Learning (Section 2.1); We then discuss two overarching challenges in Machine Learning (Sec-
tion 2.2); We cover aspects of generalizability of machine learning representations (Section 2.3),
model comparison (Section 2.4) and privacy in machine learning (Section 2.5). Then, for each

subsequent chapter, we also provide an overview of the key concepts that are the most relevant.

2.1 Introduction

The amount of data collected in recent decades has greatly increased, partially due to new
means of storing and sharing information, advances in storage capacity, and the development
of the Internet. Some fields have greatly benefited from the influx of data shared on the
Internet, either through social media platforms or user-generated content, as it can serve to
build large-scale training datasets for Machine Learning models. Nonetheless, other domains,
such as industrial applications or healthcare and medicine, still face various challenges, such as

the difficulty of accessing large-scale curated labeled datasets.

2.1.1 A brief introduction to Machine Learning

Machine Learning has existed for decades and led to breakthroughs in various fields such as

Computer Vision (CV) and Natural Language Processing (NLP). Tom Mitchell [135] defined
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Machine Learning as the study of computer algorithms that improve automatically through
experience. Nonetheless, following Sutton and Barto’s view [165], Machine Learning is simul-
taneously a problem, a class of methods that work well on that problem, and the field that

studies this problem and its solutions.

Machine Learning pipelines rely on determining a good way to describe the data. Assume
you are given a picture of a number and tasked with describing what you see without naming
the number explicitly. Few people would describe the number based on individual pixels.
Instead, one would commonly refer to different observed shapes, such as the number of loops,
the curvature, or sharp angles of some portions of the number. Such summarized patterns
are sometimes described as features; determining them is generally called feature engineering.
Feature engineering relies on knowledge about the task, frequently called domain knowledge.
Deep learning led to a paradigm shift because it simplified the overall feature engineering
process. Deep learning allows for obtaining these descriptions as features or representations
with less direct human involvement by learning them while being fed data. Deep Learning
models have led to breakthroughs in fields where explaining the process that occurs naturally in
humans is difficult[34]. Most individuals can recognize someone’s face. Nonetheless, explaining

the actual process is complex.

Different types of Machine Learning

Machine Learning is often divided into three major categories: Supervised, Unsupervised, and

Reinforcement Learning.

Supervised Learning describes scenarios where the label is available. For instance, we are
given pictures of an animal and the type of animal present in the image. For example, a picture
of a cat and its associated label ’cat.” Supervised learning aims to train a model to learn how

to map the input data and the labels.

Unsupervised Learning describes scenarios where the label is unavailable. We are given
many medical records without specific information about the outcome. The aim is to leverage

the data to learn the underlying structure from the data.
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Reinforcement Learning describes scenarios where we consider an agent in an environment,
such that the agent learns through interaction with the environment. For instance, a robot

learns to navigate in its environment.

For further information about these different types we refer the readers to the works of Mitchell

[135], Hastie et al., [92] Bishop [11] and Sutton et al., [165].

2.1.2 What is Deep Learning?

Deep learning is a subset of machine learning based on Artificial Neural Network (ANN), a
method involving multiple neuron layers. Deep learning has gained significant interest in the
past decade, leading to multiple breakthroughs in various tasks in Computer Vision (CV) and

Natural Language Processing (NLP).

A key concept of deep learning is stochastic gradient descent (SGD), an optimization algorithm
widely used in training deep learning models. SGD is a variant of the traditional gradient de-
scent algorithm. Instead of calculating the gradient using the entire dataset, it approximates it
using a randomly selected subset (or even a single sample). This stochasticity introduces noise
in the optimization process, allowing the algorithm to escape local minima and potentially find
better solutions. SGD is particularly well-suited for deep learning due to its computational
efficiency and ability to handle large-scale datasets, which are common in deep learning appli-
cations. Formally, given a loss function L(6), the parameter updates for SGD are computed as

follows:

Op1 =0, — 77V9L(9t) (2-1)

With 6, representing the model parameters at step ¢, 7 is the learning rate, and VyL(6;) is
the loss function gradient of the parameters. In practice, mini-batch SGD is often used, which
processes small batches of data at each iteration instead of individual samples [31]. Through
this process, the weights on the neural networks are trained based on the errors, allowing the
model to adapt its weight to solve the problem better. This is a critical strength of Deep Neural
Networks, as they can learn to extract representations that help them solve the task for which

they are trained.
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2.1.3 Further resources

For a deeper understanding of deep learning, we refer the readers to the works of Goodfellow

et al. [341] and Zhang et al. [190].

2.2 Challenges of Machine Learning

Two aspects are ascribed to the fast development of Machine Learning and Deep Learning: ac-
cess to more computing resources and more data. Nonetheless, these aspects are also becoming

limiting factors.

2.2.1 Computational cost

While computing capacities have increased over the past decades thanks to the development
of specialized computing equipment such as Graphical Processing Units (GPU) and Tensor
Processing Units (TPU), the amount of resources required to train some of the state-of-the-
art methods is becoming prohibitive for many actors. For instance, DINOv2 [112] reports an
estimated 22,000 GPU hours, thus close to 3 years of GPU computing, and LAMA [165] reports
an estimated 1,000,000 GPU hours so more than a century of GPU hours. Nonetheless, as these
models are shared with the broader community, the field’s potential for growth and innovation
is vast. The increasing cost of training, whether time-wise, finance-wise, or computation-wise,
also has implications when potential biases or wrongful behavior are detected, as it is currently

challenging to remove such behavior from the models.

2.2.2 Data availability

Despite driving the advances of Deep Learning, data availability remains a limiting factor for
diverse fields, such as healthcare, where the sensitivity of the data, the need for specialized
equipment, and expert labeling make it challenging to obtain publicly available large-scale
labeled datasets [38]. Furthermore, despite routinely creating large amounts of clinical data,

these data points are often labeled with a specific aim: providing the appropriate information
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to help treat the patient. This implies that while an MRI scan exists, it is unlikely to be labeled

with tissue segmentation or disease classification tasks if they were irrelevant at collection time.

Nonetheless, one aim of Deep Learning methods is to extract generalizable representations, that

is, representations that can be reused and transferred to other tasks and domains.

2.3 Towards generalizable representations

A key goal in machine learning is to develop models that can perform well on unseen data [135,

|. Such models are said to generalize to new data. In contrast, models that only perform well

on their training data points are said to overfit [135]. To mitigate overfitting, a set of approaches
called regularization methods are commonly used [196]. Regularization is a modification we
apply to an algorithm to reduce its generalization error but not its training error [31]. Common

approaches are L.2-Regularization or Weight Decay for Deep Neural Networks, Dropout [162],
and Data Augmentation. Weight Decay consists of restricting the values the parameters of
a machine learning model can take [196], Dropout deactivates neurons randomly during the

training phase, and data augmentations perturb the input data.

2.3.1 Data Augmentations

Data Augmentations generally involve applying a perturbation to the input data to generate
new data points that can be used to train the model [196]. In computer vision, such augmen-
tations can comprise rotating the images, mirroring the image according to a given axis, and
modifying the colors within the image [157]; in addition to these simple transformations, there
exist more complex techniques that merge input points or attempt to generate new data points

using generative models.

Increasing the dataset size, introducing variability, and strengthening decision
boundaries. By generating similar yet distinct versions of the input, we can artificially in-
crease the size of the dataset. Additionally, the modification applied to the data can help
introduce variability. For instance, one can make the model recognize objects from different

angles that might not have been present in the original dataset. Furthermore, an augmentation
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that slightly perturbs the inputs can help strengthen decision boundaries [158]. Nonetheless,
data augmentations are often dataset-specific and hand-crafted to incorporate relevant prior

information| 140, 18]

Data augmentation often requires careful consideration and domain knowledge De-
pending on the task and the data type, one can require drastically different data augmentations.
For example, for text data, Shorten et al. [158] distinguish between symbolic augmentations
and neural augmentations. That is augmentations that use symbolic rules versus augmen-
tations that leverage additional neural networks. An example of symbolic augmentations is
Easy Data Augmentations (EDA) by Wei et al. [181], which consists of synonym replacement,
random insertion, random swap, and random deletion. An example of neural augmentation is
generative data augmentation via methods such as Conditional BERT (C-BERT) [184], which
augments the data by replacing masked tokens from the original input while using class-related
information. For image data, Shorten et al. [157] distinguishes between basic image manip-
ulation and deep learning-based augmentations. Among basic image manipulation, there are
geometric transformations (mirroring the image along an axis, rotating the image, and random
cropping), color space transformations (alteration of brightness, contrast, or hue), and image
mixing [104] (fusion of pairs of images). Examples of deep learning-based augmentations are
feature space augmentations [51], where the augmentations are done in the feature space of the
model instead of the input space, or Neural Style Transfer [76] which attempts to transfer the

style of an image onto another while preserving the content of the target image.

2.3.2 Self-Supervised Learning

Data augmentations have been applied to train Self-Supervised models bridging the gap between
Supervised learning and Unsupervised learning in Computer Vision (CV) [34, 29, 95]. Self-
supervised learning regroups methods that can be trained using large amounts of unlabeled
data using a pretext task. However, one of the key challenges is the proper design of the

pretext tasks [35].

Leveraging unlabeled sources One limiting factor of Supervised Learning is requiring

a large-scale, manually annotated dataset to train complex models. This is challenging for
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domains such as medicine and healthcare and some industrial applications, for which manual
labeling can require both equipment and expertise, leaving a large quantity of data unlabeled
[38]. The need for manual labeling leaves a large amount of data unused [35]. For example,
wearable devices give access to large amounts of unlabeled data [161], which can be beneficial
for healthcare settings [160]. Two advantages of such large-scale data collection via wearable
devices are that they can provide much more temporal granularity than hospital visits and

collect data on a large population.

Learning from the data directly A key aspect of self-supervised learning is that the meth-
ods leverage information that is readily accessible from the data rather than require manual
labeling. Such labels extracted from the data then help design pretext tasks, where the assump-
tion is that information learned through these pretext tasks can be applied to downstream tasks.
Such pretext tasks often rely on transformations that are automatable and applicable to new
data points without requiring human labeling. For instance, for visual information, one can
train the model by solving jigsaw puzzles [111], predicting image rotations [77], colorization
[199] and denoising. For audio-visual content, one can train the model to determine whether
pairs of audio and visual information come from the same video [3, 4]. For text data, such
a task can include masking part of the sentence, training the model to predict the missing

content, or predicting the following sentence [53].

2.3.3 Foundation models

Over the past years, the field of artificial intelligence has undergone a paradigm shift, as models
trained on large-scale datasets using self-supervision have shown great adaptability across vari-
ous downstream tasks; such models are often referred to as Foundation Models [15]. Foundation
models open opportunities in critical areas of society, such as healthcare, law, and education.
However, these opportunities come with additional challenges given the sensitivity of such fields,
such as interpretability, privacy, and security [15]. These models are often trained on large-scale
datasets that require significant computational resources. Once trained, their representation is
assumed to be transferrable to other potentially data-scarce tasks. Zhou et al. [203] provide a
survey on pre-trained foundation models focusing on Natural Language Processing, Computer

Vision, and Graph Learning.
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2.4 Model comparison

Once we trained models, the question of their performance remains. In the supervised learning
regime, one can evaluate the model directly based on the task on which it was trained. For
example, if one trains a model to recognize objects in pictures, one can evaluate the model based
on its classification accuracy. Nevertheless, more generally, self-supervised foundation models
are trained on pretext tasks. While the performance on the pretext tasks might be interesting,
what matters most is their performance on what is commonly referred to as downstream tasks,

namely, a set of other supervised tasks.

2.4.1 Downstream task performance

Self-supervised and Foundation models are often assessed based on the transferability of rep-
resentations to other tasks and domains. Let the pre-trained model be f, which can obtain
representations r for an input = as f(x) = r. Given this process, one can extract the repre-
sentations for all the dataset elements. That is, obtaining r; = f(z;)Vi € {1--- N} where N
is the number of entries in the dataset and x; is the i-th input in the dataset. Then we can
use {Tz'}ie{l,- ~y as input of a downstream classifier g. Standard methods for the evaluation of

self-supervised models are: linear evaluation [34, 30, 185], feature fine-tuning|30| and nearest

neighborhood [185, 30].

Linear evaluation usually consists of extracting the different representations of the dataset;
then, one can use these representations to train a linear model such as Logistic Regression or
a linear Support Vector Machine (SVM). One can also generate an augmented version of the
input, and use these augmentations as part of the linear model training set [30]. This linear
evaluation protocol helps determine whether the representations learned by the self-supervised

model can be used to linearly separate classes in the feature space.

Feature finetuning usually consists of initializing the model with pre-trained weights ob-

tained through self-supervision and jointly training the classifier and feature extractor. The
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assumption is that the pre-trained weight already contains relevant information but could be

further improved by learning what is more appropriate for the task.

Nearest Neighborhood commonly follows the same steps as Linear Evaluation; the main
difference is that the classifier is a weighted K-Nearest Neighbors (K-NN)[185, 30]. As stated
by Caron et al. [30], this evaluation protocol requires minimal hyperparameter tuning, namely
the number of neighbors, and usually no data augmentation. It can be operated via a single

pass over the downstream dataset, simplifying the evaluation protocol.

2.4.2 Comparing Representations

In addition to comparing models in terms of their performance on downstream tasks, mod-
els can be compared based on their representational similarity [I14]. Neural Network rep-
resentations are often compared based on the activations of a fixed set of inputs and differ-
ent layers. That is, given two feature extractors f; and f,, and a set of inputs {x;}icq1..n7,
one can extract the activation patterns of the inputs for both models. Thus, we can obtain
Ry = [fi(z1) -+ fi(xi) - filzy)] and Ry = [fa(x1) - - fa(zy) -+« fo(zn)]. Often, these repre-

sentations are not directly comparable; thus, we need mappings that assign a similarity score

between R1 and R2.

Measures based on Canonical Correlation Analysis (CCA) [98] CCA is a Multivariate
Statistics technique that identifies and measures the relationships between two sets of variables
or finds patterns representing the variation in the data. It constructs pairs of linear combina-
tions (called canonical variables) from the original variables that are orthogonal within each set
and are maximally correlated between sets. For Neural Networks, it compares representations
by finding the linear relationships between two sets of activations. Raghu et al. [117] proposed
Singular Value CCA (SVCCA) as they considered that representation could be noisy and that

CCA would benefit from removing the noise before performing the CCA.

Representational Similarity Matrices Centered Kernel Alignment (CKA) [116] can be

used to compare the similarity between neural network representations, particularly between
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different layers or models. Unlike methods such as CCA, which are based on linear projections,
CKA uses kernel methods to capture more complex, nonlinear relationships between the rep-
resentations. CKA is invariant to orthogonal transformations and isotropic scaling, allowing

comparison of different models trained under different initial conditions.

2.5 Privacy concerns

Awareness of the privacy risk associated with Al systems has increased over the past decade.
Two areas of concern are the capacity of memorization [5, 27, (8] of potentially sensitive infor-
mation by models [67, | and the challenge of removing specific learned data when necessary
[154, , 66, 70]. These issues can lead to vulnerabilities, allowing adversaries to extract or

infer sensitive information from the model.

2.5.1 Training set memorization

Training set memorization occurs when machine learning models retain details from train-
ing data instead of learning more general patterns. While models are expected to generalize,
complex models can memorize exact samples. This poses a privacy risk if the training data
includes sensitive or private information, such as personally identifiable information (PII), med-

ical records, or other confidential data.

For instance, large language models trained on text from the Internet can generate examples
from their training set, which could include private conversations, unreleased documents, or
potentially harmful content. This becomes problematic when sensitive data is leaked or exposed
to users querying the model, as it is often difficult to trace which specific inputs contributed to

the memorization.

Model Inversion Attacks [72, 71, , ] Model inversion attacks aim to reconstruct
sensitive input data from a machine learning model’s outputs or internal representations. An
adversary exploits access to a trained model, usually by querying it or analyzing its parameters,
to infer details about the data on which it was trained. For example, given a model trained

on facial images, a successful model inversion attack could recover an approximate version of a
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specific individual’s face. This is concerning for models trained on private or sensitive data, such
as medical records or personal pictures, because the attacker could extract information that
should remain confidential. Model inversion attacks emphasize the need to carefully consider

privacy-preserving mechanisms to reduce such risks, such as differential privacy [60, 1].

For example, the study by Fredrikson et al. [72] showed that genetic markers of a patient could
be determined based on demographic information about the patient and a model trained for
personalized warfarin dosing. Their work highlighted that such machine learning models could
carry privacy risks. They showed that with an appropriate privacy budget, they could mitigate
the effect of their attacks through Differential Privacy (DP) [60].

Membership Inference Attacks [156, 26] Membership inference attacks are a type of
privacy attack in which an adversary attempts to determine whether a particular data point
was part of the training dataset for a machine learning model. This attack can exploit the
fact that models often behave differently on data they have seen during training compared to
new, unseen data. An attacker can infer if a given sample was likely included in the training
set by observing the model’s outputs, such as confidence scores, prediction, or loss. Member-
ship inference is particularly problematic in scenarios involving sensitive data, like healthcare,
finance, or social networks, where knowledge of someone’s inclusion in a dataset could expose
them to harm or discrimination. Techniques such as differential privacy, careful regularization,
or limiting overfitting in models are often used to reduce the likelihood of leaking information
about individual data points. Adversaries can query the model and use its responses to infer

the likelihood that the model was trained using a specific individual’s data.

2.5.2 Learning to unlearn

Machine Unlearning refers to the process of removing specific knowledge or data from a trained
machine learning model [19]. Removing such information can be necessary for complying with
data deletion requests, by data regulations such as the General Data Protection Regulation
(GDPR) [63], or deleting incorrect or harmful content learned during training. Achieving un-
learning is challenging, especially with deep neural networks. It requires removing the influence
of specific data or concepts without retraining the entire model from scratch, which can be costly

and time-consuming.
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Forgetting concepts Through unlearning, one could aim to make the models 'unlearn’ or
forget specific knowledge, concepts, or behaviors once they have been trained. For example,
models trained on copyrighted, inappropriate, biased, or outdated information need to remove
these sources’ information from their parameters. However, forgetting in machine learning is
challenging because removing certain concepts or data points can be difficult [65], as altering

the model’s weights affects its overall performance.
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Chapter 3

Comparing representations: Feature
Impact Balance (FIB) score and Min-Max
Relative Change Quadrant (MMRCQ)

plot

Given data points, such as images of different objects, we want to compare them to determine
if they belong to the same class. To do so, we often require new ways of representing points,
allowing us to extract the most relevant information for the task. Once we have these new
representations, we need a comparison method. This chapter proposes two tools: the Feature
Impact Balance (FIB) score and the Min-Max Relative Change Quadrant (MMRCQ) plot.
These tools provide deeper insights into the distribution of errors across features and how the
range of values changes over time. I designed and implemented both the FIB [20] score and the
MMRCQ plot, implemented the evaluation pipeline, adapted the codes, ran the experiments,

conducted the analyses, and wrote the manuscript.

3.1 Introduction

Data representations are critical to model performance in machine learning and data analysis.

Whether predicting object properties from images, analyzing medical records, or processing
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audio recordings, the representation of these data points influences our ability to predict their

properties correctly.

Traditional error metrics, such as Mean Squared Error (MSE) or Mean Absolute Error (MAE),
measure how predicted values differ from actual values. Nevertheless, while traditional metrics
provide information about the magnitude of the errors, they do not account for the positions of
the errors. Knowing whether all the positions in a vector contributed to the errors can matter in
domains such as healthcare, where understanding which features contribute most to prediction

errors is essential for model trustworthiness and interpretability.

We introduce two novel tools to complement the traditional error metrics: the Feature Impact
Balance (FIB) score and the Min-Max Relative Change Quadrant (MMRCQ) plot. The FIB
score quantifies the error distribution across positions in a vector, providing a clearer under-
standing of which features contribute most to the error. Understanding the distribution of
errors allows for a more detailed error analysis than standard metrics like MSE, which only
report overall error magnitude without highlighting individual feature contributions. Mean-
while, the MMRCQ plot visualizes changes in extreme values (e.g., minimum and maximum)
across settings, such as changes over time or between datasets. Visualizing changes in settings
could provide insights into tracking distribution shifts in finance, healthcare, or climate science
domains. For instance, in finance, tracking the minimum and maximum stock prices over time
using the MMRCQ plot could help visualize a stock’s volatility. A point in the upper-left quad-
rant of the MMRCQ plot would indicate that the stock’s minimum price has decreased while

its maximum price has increased, suggesting increased volatility.

3.1.1 Defining data representations

Table 3.1: Example of Tabular Data Representation

Hospital ID | Patient ID | Age | Gender | Cognitive Score Diagnosis
1 101 65 Male 25 Healthy
1 102 70 | Female 17 Mild Cognitive Impairment
2 201 68 Male 8 Cognitively Impaired

A representation refers to how one provides data to a computer or machine learning model. For
different tasks and data modalities, the appropriate representation can vary significantly. For

instance, in Computer Vision (CV), pixel values form image representations, while in Natural
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Language Processing (NLP), embeddings or tokens can represent words. Let us illustrate a
tabular format with a fictional medical record dataset. In such a format, each row represents
a unique observation (e.g., a patient), and each column represents an attribute (e.g., Age,
diagnosis) (Table 3.1). For instance, the Age column contains the Age of each patient; the
Hospital ID column contains the identifier of the hospital that admitted the patient, and so

o1.

3.1.2 Why representations matter?

The structure of a representation affects a model’s ability to learn from data. For instance,
models trained with unnecessary information, such as the hospital or patient identifiers, could
learn spurious correlations. Such models might focus on irrelevant rather than of patient-related
information. Meanwhile, representations that capture relationships, such as time series data in
healthcare, improve model performance by leveraging relevant patterns to learn from. One can
draw a parallel between machine learning representations and data structures, where selecting

the appropriate structure (e.g., tree versus graph [19]) impacts algorithm efficiency.

As such, depending on the task, certain representations are more suitable than others. For
instance, in table 3.1, if we keep the Hospital ID or the Patient ID, we might end up with a
model that uses the Hospital ID to make its predictions.

We further illustrate the impact of representation by considering the problem of distinguishing
between two concentric circles, adapted from Goodfellow et al., [$1]. This example shows how

different representations can drastically change the ability to separate data classes.

3.1.3 Example of representation transformation: Distinguishing con-

centric circles

Consider the problem of distinguishing between two concentric circles, which represent two
distinct classes of data points (Figure 3.1). Drawing a linear boundary between these two classes
is difficult in Cartesian coordinates, where each point is defined by its x and y values. However,
the class separation becomes more straightforward if we switch to polar coordinates, where

each point is defined by its distance from the origin () and angle (6). Moreover, combining the
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Figure 3.1: Two concentric circles with different radii using different representations: Carte-
sian Coordinates (left), Polar Coordinates (center), Feature Combination (right). Each of the
representation can be derived from the Cartesian coordinates, nevertheless, using the Polar
Coordinates (center) or the Feature Combination (right), one could draw a linear separation
between the set of points of both circles.

Cartesian coordinates to create a new feature, such as z = 22 412, creates a new representation
space where we can linearly separate the circles. Such differences highlight how the choice
of representation can directly affect a model’s ability to distinguish between different classes,

thereby influencing overall performance.

The main difference comes from the type of coordinate system used to represent the data points.
In mathematics, Cartesian coordinates and polar coordinates are two systems used to specify

a point’s position in a plane.

Cartesian Coordinates : A point P in a two-dimensional plane is represented by its hori-

zontal and vertical distances from the origin, denoted as (x,y).

Polar Coordinates : A point P can also be represented by its distance r from the origin
and the angle 0 it makes with the positive z-axis. The equations give the conversion between

polar and Cartesian coordinates:

x =rcos(f) (3.1)
y = rsin(f) (3.2)

In this representation, the data points are represented in a new feature space, where the distance

from the origin and the angle are the new features. We could now draw a line on the distance
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r axis in this space to separate the two classes (Figure 3.1).

Feature Combination : In this version, we generate a new dimension z based on the com-
bination of the Cartesian coordinates by adding the square of = and the square of y. This is
expressed as:

z=a+9° (3.3)

By creating this new feature, we transform the data points into a new feature space where a
linear separator can divide the two classes (Figure 3.1). This example highlights the importance
of choosing representations when working with complex data. Different representations impact
the model’s learning ability and affect feature error distribution. We introduce the Feature

Impact Balance (FIB) score to understand better and quantify this distribution.

3.2 Assessing balance of contributions: Feature Impact

Balance (FIB)

This section covers the Feature Impact Balance (FIB) score, designed to determine whether
the error between two vectors is concentrated on a single position or distributed across mul-
tiple positions. First, we review standard error metrics used for vector comparisons and their

limitations. We then introduce the FIB score and its advantages.

3.2.1 Error Metrics

Error metrics provide a quantitative way to compare different models based on their perfor-
mance (i.e., an error means the deviation of the predicted value from the true value of a quantity
of interest). We can use these metrics to objectively evaluate how well a model performs its
functions, such as regression tasks. Standard error metrics are Mean Squared Error (MSE),
Mean Absolute Error (MAE), which can be used to measure the average of the squares of the
differences between predicted and actual values. These metrics are easy to compute and inter-
pret, so they have been widely used in practice. Nonetheless, they do not provide information

about the distribution of errors or the specific features contributing to them. Three standard
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components determine the characteristics of performance metrics and are used to design them:
1) method for measuring point distance, 2) normalization method, and 3) method for aggre-
gating point distances over a dataset [17]. Determining the point distance between actual and
predicted values, normalizing them, and then aggregating them over the entire set of data is
necessary as a sequential process. All performance metrics explicitly contain components that
determine the distance between points and aggregate them, while the normalization component

is optional [17].

While these error metrics, such as MSE, are widely adopted partially due to their simplicity and
ease of computation, they have limitations. Such metrics do not inform about the distribution
of errors across different positions, providing limited insight into the contribution of individual
elements to the overall error. The following section dives into this issue, illustrating cases
where commonly used metrics like MSE fall short in distinguishing between errors distributed

unevenly across vectors.

3.2.2 Lack of insight into the error distribution

The Mean Squared Error (MSE) is a commonly used error metric in regression tasks. It
calculates the average squared difference between predicted and true values, summarizing the
overall error magnitude. However, we observed that MSE does not distinguish between different
patterns of errors or reveal how the discrepancies are distributed across individual elements in
the vectors. To illustrate, consider comparing a reference vector x to a set of vectors {y1, y2,y3}-
Let us take x = [1.0,4.0,1.5,4.0]7 and y; = [1.0,4.0,1.5,8.24---]T, yo = [1.0,0.0,0.5,3.0]7,
and y3 = [3.0,2.0,3.5,1.55---]7. When we compute the MSE between x and any of the y;,
the metric treats all squared differences equally, regardless of how they are distributed across
the vector position. Leading to nearly equal MSE values between all pairs (X, yi)ic(1,2,33- This
limitation is illustrated in Figure 3.2, where the MSE values are equal, even though the error

distribution varies significantly.

For instance, for the pair (x,y;), the entire difference between the vectors comes from the fourth
element, indicating that a single position accounts for all the errors. In contrast, each element
contributes to the difference for ys; that is, the error is spread more evenly across all positions.

Despite these distinct patterns, the MSE does not indicate the distribution of differences,
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Single feature carries all the difference

Subset of features carry the difference ‘ All features carry the difference equally |
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Figure 3.2: Comparison between Mean Squared Error (MSE) and Feature Impact Balance
(FIB), illustrating how differences are distributed across vector positions. Given a reference
vector and three other vectors, we compute the MSE between the reference vector and each
comparison vector. While the MSE remains the same for all three comparisons, the distribution
of differences across vector positions varies. These differences are captured by the FIB, which
are 0.0, 0.66, and 1.0 from left to right, respectively. The FIB values indicate that: (left) a
single position carries all the difference, (center) a subset of positions carries the differences,
and (right) the differences are distributed equally across all positions.

treating both cases as equivalent in terms of error magnitude. This lack of granularity can be
problematic when understanding the source and spread of error is essential. Meanwhile, if we
now consider the difference between x and ys, all four elements of the vector contributed to

the difference, and therefore, the difference spreads across the entire vectors.

Now, to draw parallels with real-world use cases, consider that each vector represents an ag-
gregated representation of the population of different hospitals. If we were to use the MSE
to compare hospitals, they could be considered similar, even though different features and

positions in the vectors carry the differences.

To address this limitation, we introduce the Feature Impact Balance (FIB) score, a tool designed
to identify whether errors are concentrated on a few key features or distributed more evenly
across all features. This granularity allows for a deeper understanding of model performance

beyond what traditional error metrics like MSE can offer.

3.2.3 Addressing the lack of insight into the error distribution: Fea-

ture Impact Balance (FIB) score.

We introduce the Feature Impact Balance (FIB) score to measure error variability. First, we

define the different steps to compute the FIB score. The FIB score measures how evenly errors
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are spread across positions, ranging from 0 (where one feature accounts for all the errors) to
1 (where errors are equally distributed). This design ensures that FIB provides a normalized
measure of error distribution independent of the magnitude of the error. By squaring the differ-
ences in feature contributions and summing them, FIB penalizes cases where error distributions

differ from a uniform distribution, making it sensitive for uncovering imbalances.

The Feature Impact Balance (FIB) score

The FIB score is defined as:

FIB(c)=1— M > (e - %)2 e [0,1] (3.4)

With ¢ the contribution vector (see Section 3.2.3) and M the number of features.

The contribution vector c

The contribution vector c is a vector that contains the contributions of each position to the
error. This vector has the following properties: Zkle g = land Vk € {1,..., M}, ¢ € [0,1].
Namely, we could consider any function g(x,y) = c that takes two vectors x and y and returns
a vector c that satisfies the properties mentioned above. The construction of such vector

depends on the use case, a simple choice for the contribution vector is the one that is used in

the following experiments, g(x,y) = |x—y|

= Tyl Nonetheless, this choice can drastically change

what is being observed. For instance, consider that x,y are RBG images. One could build a
contribution vector that only considers the relative importance of each color channel, leading
to a vector of length 3. Once we obtain the contribution vector, we can compute the balance

error.

The Balance Error (BE)

To quantify the imbalance of the contributions, we define the Balance Error (BE). When each

feature contributes equally, i.e. contributes to % of the sum of the errors, the BE equals 0.

For instance, with four elements, if each element contributes to 25% of the sum of the errors,
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the BE equals 0. Otherwise, it quantifies how far the contributions are from the expected
contributions. One could use the MSE to compute the BE. Once we have the BE, we can

compute the Feature Impact Imbalance (FII).

The Feature Impact Imbalance (FII)

The Feature Impact Imbalance (FII) as the Balance Error (BE) between the contribution vector

¢ and a balance vector b = IVM € RM. As such we define the FII as:

FII(c) = BE(c, %M) (3.5)

This provides a way to quantify the error between the observed contributions and uniform
contributions. Finally, we take the mean of these balance errors to obtain a single value to
quantify the imbalance. Nonetheless, the scale of FII depends on the number of features M.

To address this, we normalize the FII and give its maximal value.

Maximal values We demonstrate that using the MSE as balance error leads to FII that can

reach a maximum via Theorem 3.2.2. We provide its value using Theorem 3.2.3.

Let (ck)req1,.ay be the values of FI such that FI(x,y) = [c1,- - -, cu]?. By construction
Vk e {1,--,M},0 < ¢, <1and 0, ¢ = 1. The right-hand side of the equation 3.5 when
using the MAE can be rewritten as a function of M variables noted ¢(cy, ..., cpr) : RM — R

M

1 1
(et ., cnp) = —Z\ck——| (3.6)
M — M

Similarly, when using the MSE, we now consider 9 (cy, ...,car) : RM — R

Wer,re) = 77 3 (e — )’ (3.7)

We first give the following definition to compute the maximum of ¢ and .

Definition 3.2.1. [201] A M-simplex in RM M > 1, is the convex hull of M + 1 affinely

independent points.
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An M-simplex is the intersection of all convex sets containing these points; it is also the smallest
convex set containing these points. It finally follows from a theorem due to Carathéodory [204]
that the M-simplex S defined by the points aq, - - -, ayry1 is characterized as follows: a point
a belongs to S if and only if there exists \;, i =1, ---, M +1, \; € [0,1],i=1, ---, M + 1,
SMFLN =1, such that

M+1

a = E )\zaz
=1

This yields that an M-simplex is closed and bounded, and thus compact, in R¥; it is also, by

definition, convex.

Theorem 3.2.2. Let f : S — R be continuous and conves, where S C RM is the M-simplex

defined by the points a1, - - -, apre1, M > 1. Then f reaches its maximum at one of the a;’s.

Proof. First note that f is continuous on the nonempty compact set S. It thus reaches its

maximuin.

Let then a € S. We can thus write
M+1

a = Z )\iai,
i=1
where \; € [0,1],i=1, -+, M +1, Zf\ifl A; = 1. Since f is convex, we have

M+1 M+1

fla) = f<Z Aia;) < Z Aif(a;)

<max(f(a), -+, flam+1))s

which proves the theorem. 0

Theorem 3.2.3. Let A = {(c1,...,car) € RM ¢, € [0,1),i = 1,., M, ¢; = 1}. We set
o1 yenr) = oM e — L] and ¥(c1, ..., cm) = SM (e — )2 Then, maxs ¢ = 2M=1 and
M—1

maXAl/) = N

Proof. For M = 1 we have ¢; = 1, so that both ¢ and v vanish and the assertion of the theorem
holds true. Let us now assume that M > 2. Note that ¢ and v are continuous and convex

(as sums of continuous and convex functions). Then note that we wish to maximize ¢ and v
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on the (M — 1)-simplex defined by the points (in RM*1) (1,0,---,0), - -+, (0,0,---,0,1) in the
affine hyperplane Zf\il ¢; = 1. The result then follows from Theorem 3.2.2. O]

When using the MSE as a Balance Error, we know from Theorem 3.2.2 that:

M—-1

M2

0< FII(c) < (3.8)

where the value 0 means that the feature impact is balanced, as it is achieved in the case where

Vk € 1,...,M,Ck = %

Normalized Feature Impact Imbalance (NFII)

Using the maximal values of the FII, we can now normalize the FII scores and obtain values
in [0, 1]. For a more straightforward interpretation of the FII values, we define the Normalized

Feature Impact Imbalance (NFII) as:

2

NFII(c) = FII .
(€)= <+ FII(c) (39)
From equations 3.8 and 3.9 it comes that:
2
0< 1FII(c) <1 (3.10)

Finally, we obtain the Feature Impact Balance (FIB). For conciseness, we omit the mention

that it is normalized and define it as:

FIB(c)=1—- NFII(c) € [0,1] (3.11)

A value of 1 indicates that each feature contributed equally to the errors, and 0 indicates that

a single feature is responsible for the error.
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FIB Score vs. Contribution (¢;) for [¢3,1 —¢31] | FIB Score for [c1, 2,1 —¢1 — ¢2]
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Figure 3.3: Visualization of the Feature Impact Balance (FIB) score as a function of feature
contributions. The left plot shows the FIB score as a function of the contribution ¢; for two
features, ¢; and 1 — ¢y, highlighting the maximum FIB score and the balanced point where
c¢1 = 0.5. The right plot extends this to three features, ¢;, ¢3, and 1 — ¢; — ¢o, showing how
FIB scores vary as contributions are distributed across multiple features. Higher FIB scores
correspond to more balanced feature contributions.

3.2.4 Limitations

One of the challenges of the FIB score is the choice of the contribution vector c. If the number
of features is high, the FIB reaches its maximal value often. Furthermore, since it does not

account for the magnitude of the contributions, it should be combined with the MAE or MSE.

3.2.5 Perspectives

We can consider different contribution vectors depending on which information we want to focus
on. For instance, the FIB could be applied directly to the predictions of regression models to
understand whether the model makes errors on a specific data point. Or, to obtain a more
fine-grained understanding of the errors, we could group data points based on their labels. We
could determine whether the errors are systematic within a specific group, such as low or high

values, or based on properties of interest and specific attributes in image recognition.
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3.3 Visualizing relative changes: Min-Max Relative Change

Quadrant (MMRCQ) Plot

50 Min( { ) Max( 1) Min( T ) Max( 1)

25

(Property)

Change of Maximal Value (%)
|

-50 Min( 4 ) Max({) Min( 1t ) Max( { )

—75

—100
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Figure 3.4: Min-Max Relative Change Quadrant (MMRCQ): Based on the localization of a
point in the MMRCQ plot we can infer changes in the minimal and maximal values of a
property with respect to a baseline. Points located in the upper quadrants indicate an increase
in the maximal value while points located in the lower quadrants indicate a decrease in the
maximal value. Points located in the left quadrants indicate lower minimal values, and points
located in the right quadrants indicate higher minimal values.

In this section, we introduce a novel visualization tool called the Min-Max Relative Change
Quadrant (MMRCQ) plot. We designed this tool to capture and compare changes in the range
of values to a baseline, providing a visual representation of the evolution of the minimum and
maximum values. Unlike plots that focus on mean tendencies, the MMRCQ plot offers insights

into the variations of extreme values in data sets.

Consider a property with an initial set of values s = {1,2, 3,4}, where the minimum is 1 and
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the maximum is 4. Now, suppose a new set of observations s’ = {0, 1, 1,5}, where the minimum

has decreased to 0 and the maximum has increased to 5.

The relative change in the minimal value is calculated as: 0—11 = —1 This indicates a 100%

5—4

decrease in the minimal value. Similarly, for the maximum value: >3= = 0.25 this represents a

25% increase in the maximum value.

These changes can be plotted as the point (—100,25) in the MMRCQ plot, placing it in the
upper-left quadrant (shaded with blue diagonal (Figure 3.4)). This quadrant indicates that

while the minimal value has decreased by 100%, the maximal value has increased by 25%.

The MMRCQ plot is valuable for visualizing the evolution of the minimum and maximum values
compared to a baseline. Each quadrant reveals distinct patterns of change, offering insight into

the overall range dynamics:

Upper-left quadrant: Minimum value decreased, maximum value increased — indicat-

ing a widening range.

e Lower-right quadrant: Minimum value increased, maximum value decreased — indi-

cating a narrowing range.

e Upper-right quadrant: Both minimum and maximum values increased — the range

has shifted upwards.

e Lower-left quadrant: Both minimum and maximum values decreased — the range has

shifted downwards.

The MMRCQ plot (Figure 3.4) provides a clear and intuitive visual representation of how the

range of a property evolves over time or under different conditions.

3.3.1 Limitations

One limitation of the MMRCQ plot is that it may not be as effective for comparing properties
with different scales. For example, suppose we have a property with values in [0,1000], and

another with values in [1, 10]. In that case, the changes in the range of the first property will be
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much smaller than the changes in the range of the second property, even if the relative changes

are the same.

3.3.2 Perspectives

One can use the MMRCQ plot to visually inspect relative values changes in domains, such as
finance, weather, time series, or healthcare. For instance, one could monitor fluctuations of
maximal and minimal values of a treatment effect over time. In sports, the MMRCQ plot could
be used to compare the performance of athletes over time or to compare the performance of

different athletes.

In the following chapter, we consider the effects of data representations on different classes of
data points. We will see one application of the FIB score and MMRCQ to compare the effects

of common data augmentations on image data.
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Chapter 4

Data Augmentation affects classes

differently

XC designed and implemented the evaluation pipeline, adapted the codes, ran the experiments,

conducted the analyses, and wrote the manuscript.

4.1 Introduction

Deep learning methods have remarkably succeeded in Computer Vision (CV) tasks. However,
one of the significant challenges in training these models is the availability of high-quality
annotated data. Such datasets can be tedious to obtain, notably in domains that require

specialized equipment or domain knowledge, such as medical tasks.

Data augmentation has become an essential technique for improving the generalization ability
of deep learning models, particularly in fields where acquiring labeled datasets is both time-
consuming and expensive, such as medical image processing, image segmentation, and image-
guided therapy [119]. In tasks like image segmentation and diagnosis, where high-quality
annotated data is often limited, augmentation techniques allow models to learn from smaller
datasets by artificially increasing the size of the training set through transformations such as
flipping, cropping, and rotating images. Furthermore, augmentation can help address class

imbalance by generating examples from classes with few samples.
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Augmentation methods are commonly applied uniformly irrespective of class, and their impact
can differ depending on each class. For instance, some augmentations can alter the image to
the extent of changing its class, such as flipping the number ’6’ into a ’9’: we will refer to this
as a label-breaking transformation, as opposed to a label-preserving transformation that does
not alter the label. This variation in impact highlights the need for a more nuanced approach
to data augmentation, particularly in tasks where class characteristics and representation vary

significantly.

Given the diverse effects that data augmentation can have across classes, a comprehensive
evaluation is necessary to determine its impact. In this chapter, we leverage the two tools
introduced in Chapter 3: the Feature Impact Balance (FIB) score and the Min-Max Relative
Change Quadrant (MMRCQ) plot. These tools allow us to quantify and visualize how augmen-
tations alter the relationships between different classes, providing valuable insights into how

augmentation affects each class.

4.2 Background

Data augmentation is a technique used to improve the performance of deep learning models.
It can introduce more variability in the training data and increase its size without requiring
additional data collection. By augmenting the variability of the training data, the model can

learn to generalize better to new, unseen data.

However, the impact of these augmentations can vary significantly depending on the specific
characteristics of each class. This section discusses two main families of data augmentations for
Computer Vision (CV) [157]: geometric image manipulations and photometric image manipu-

lations and the critical distinction between label-preserving and label-breaking transformations.

4.2.1 Adding variability to the training data using Data Augmenta-

tion

Data augmentation can take different forms. In Computer Vision (CV), two typical fami-

lies of data augmentation methods are geometric image manipulations and photometric image
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manipulations.

Modifying structural information using Geometric transformations

Geometric augmentations involve manipulating the spatial structure of an image. These trans-
formations effectively reduce positional biases in the training data, such as the object-centric
bias in ImageNet [116]. Namely, the object of interest is often alone in the image and gener-
ally in the center of the image. The most commonly used geometric augmentations include:

flipping, rotating, and cropping transformations [ , D6, , , 9, ]

e Flipping: creates a mirror image of the original image horizontally, vertically, or both.
Horizontal flips are more common, especially in tasks with less critical object orientation,
such as animal or landscape recognition. Nonetheless, these augmentations can have
adverse effects when applied to classes for which the orientation is crucial, such as text
or digits. For instance, by successively flipping horizontally and vertically an image of a

9, we obtain a picture of a 6 (Figure 4.1).

e Rotating: rotates an image by a specified angle. Nonetheless, excessive rotation can
distort spatial information, leading to misclassification. For instance, by rotating an

image of a 9 by 180 degrees, we obtain a picture of a 6 (Figure 4.1).

e Cropping: Random cropping, commonly followed by padding to restore image size, helps
reduce over-reliance on positional information. Cropping can help the model generalize

better, as long as it does not remove critical parts of the object.

These geometric transformations can improve the models’ generalization capabilities. Nonethe-
less, it is important to consider photometric transformations. While geometric transformations
modify the spatial characteristics of the image, such as its position or orientation, photometric

transformations modify its color and intensity.
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Modifying the visual appearance of the image using Photometric trans-

formations

Photometric transformations modify the image’s visual appearance without modifying its spa-
tial structure. These transformations focus on adjusting the color properties of the image and

usually include brightness, contrast, saturation, and hue.

Brightness: alters the intensity of the light in the image, which can help models generalize

better to variations in lighting conditions.

e Contrast: contrast adjustments amplify or dull the difference between lighter and darker
areas of the image. Contrast alteration can helpf in tasks where image clarity varies across
samples. However, extreme changes in contrast can hide critical features, particularly in

fine-grained classification tasks.

e Saturation: makes colors more vibrant or shifts the image closer to grayscale. Saturation

alteration can be helpful in natural scene datasets, where the richness of color may vary.

e Hue: alters the dominant color, which can help train models to be less sensitive to color
variations. However, excessive shifts can distort the original colors, making it challenging
to recognize objects. For example, some bird species have plumage that appears similar in

different lighting conditions, and significant hue shifts can lead to their misclassification.

Although powerful, photometric augmentations, such as strong color shifts, may degrade the
model’s ability to differentiate between certain classes. It has been shown that for Convolutional
Neural Network (CNN), training using augmented datasets leads to better performance, and

geometric augmentation outperforms photometric transformation [167].

Additional data augmentations: Noise Injection, Random Erasing, and

Image Mixing

In addition to Geometric and Photometric augmentations, other augmentations have been

proposed: noise injection [137], random erasing [202], or combination of data points [101, 166].
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e Noise Injection [137]: This technique involves adding noise to the image. Usually, one

draws such noise from a Gaussian distribution.

e Random Frasing: this technique randomly erases a part of the image. Enforcing the
model to learn representations less reliant on a specific pattern. Parallel can be drawn
to Dropout [162], where the model learns more robust features as neurons are randomly

dropped during training.

e Image Mixing: This technique combines two images in a structured manner. For instance,
Inoue et al. [104] introduced Sample Pairing, which focuses on averaging pairs of training
samples to create new training samples. Additionally, Zhang et al. [198] proposed MixUp,
a method based on linear interpolation of training samples and labels to create new

training samples.

4.2.2 Data augmentation in the feature space rather than the input

space

Rather than applying data augmentations in the input space as commonly done, Devries and
Taylor [54] proposed to apply data augmentation in the feature space. A significant observation
was that extrapolation within the feature space helped generate new synthetic samples, which
are more valuable than interpolated examples. Nonetheless, the authors noted that extrapolated
examples were more valuable when class boundaries were complex, while interpolated were more

valuable when classes were well separated.

4.2.3 The distinction between label-preserving and label-breaking trans-

formations

A key aspect of data augmentation is whether the transformation application preserves the
sample’s label. The preservation of the label matters and leads to the distinction between
label-preserving and label-breaking transformations. Label-preserving transformations do not

change the sample’s label while label-breaking transformations do.
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Label-preserving transformations ensure that the image still represents the same class after
augmentation, a common assumption in most augmentation techniques. However, some trans-
formations can lead to label-breaking outcomes, where the image no longer belongs to the same
class after augmentation. For example, flipping a digit '9” horizontally and vertically can turn
it into a ’6’, introducing noise into the dataset (figure 4.1). Such transformation defeats our
purpose in identifying the number 9; this augmentation would make the dataset harder to learn
from instead of easier. As such, label-breaking transformations can confuse the model during
training, leading to degraded performance. Conversely, horizontally flipping an image of a cat

does not change its classification, making it a label-preserving transformation (figure 4.2).

This distinction becomes particularly important in tasks where class labels are sensitive to
spatial orientation or visual features. For instance, slight photometric changes in medical

images may distort critical diagnostic features, leading to misclassification.

Original Flipped Rotated (200deg)

Figure 4.1: Label-breaking transformation: Starting from a 9, if we flip both horizontally and
vertically, we obtain 6. This highlights that data augmentations requires careful consideration
depending on the data. (Images from MNIST|[123])

Vertical Flip Rotated (45deg)

Figure 4.2: Label-preserving transformation: A cat remains a cat after the different transfor-
mations. (Images from Oxford IIIT Pet|113])

More formally, in the context of an image classification task. Let x € Z be an image, with Z
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the image space. Let ¢ : Z — T be a transformation, with 7 the transformed image space. Let
¢ be an oracle that takes an image and returns its label. We say that ¢ is label-preserving

for x if ¢(x) = ¢(¢(x)) otherwise it is label-breaking.

To illustrate a label-preserving transformation, consider an image of a cat: horizontally flipping

the image does not change the label of the image; it still represents a cat (Figure 4.2).

4.2.4 Adversarial Training

Rotation and translation perturbation in the training set can lead to performance decrease
in Convolutional Neural Network (CNN) [61, 145]. Adversarial attacks leveraging color per-
turbations highlight shortcomings when training deep neural networks. Semantic adversarial
examples |97, 13, 99] attempt to perturb the model while semantically representing the original

object by introducing variations in the hue and saturation components of images.

4.2.5 Inter-Class Similarity

In classification tasks, one can observe similarities between classes at different levels. For
example, from a semantic standpoint, there exists a stronger similarity between "cats" and
"dogs" than between "cats" and "airplanes" based on WordNet[69]. While it is common practice
to penalize miss-classification irrespective of the similarity between classes, Gare et al. [77]
proposes to penalize classification differently based on class similarities. Fujii et al. |74] suggests

selectively adjusting the data augmentation strategy based on inter-class distances.

4.2.6 Contextual Bias in Image Classification

In image classification, it is common to have both the object one aims to identify and some
background. Research investigating the effect of background in image classification made the
standard model misclassify 87.5% of images as the class of an adversarial background [187].
Furthermore, researchers have become more interested in the impact of contextual biases in
computer vision in recent years. Singh et al. [159] showed that standard classifiers perform

worse when presented with biased classes without their usual context. Luccioni et al. [1258] noted
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that, in ImageNet-1k [52], some species of the wild animal classes 61.6% of their occurrences

were represented alongside humans.

4.2.7 Motivation for Novel Evaluation Metrics

Common deep-learning pipelines apply data augmentations with limited consideration of the
impact of the classification on the classes. As such, the impact of data augmentation at the
class level within a dataset has yet to be systematically investigated. We, therefore, set out
to fill this gap by proposing a method to evaluate the effects of data augmentation methods
(positive or negative) by measuring their impact at the input level on different classes and how
these changes affect their proximity to one another. To meet our objective, we used the Feature
Impact Balance (FIB) score and the Min-Max Relative Change Quadrant (MMRCQ) visual-
ization method based on changes in minimal and maximal values. The FIB score quantifies the
balance of changes across class features, providing insight into whether augmentations affect
the majority of a class’s features or only a few. The MMRCQ plot helps understand the extent
of change in class relationships due to augmentations by comparing the minimal and maximal

feature distances between classes.

4.3 Methodology

This section aims to evaluate the impact of data augmentation on class representations using
aggregated metrics. We analyze how different data augmentation techniques affect the ag-
gregated representations of classes, which summarize key features of each class. Our analysis
utilizes metrics such as Mean Squared Error (MSE), Structural Similarity Index (SSIM), and

the Feature Impact Balance (FIB) score to quantify and compare the effects of augmentations.

4.3.1 Class aggregated representations

We compute an aggregated representation for each class by averaging the transformed images
in the class. Aggregating class representations helps us capture key features while eliminating

noise from individual images. Formally, the aggregated representation for class ¢ after applying
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a data augmentation transformation ¢ is given by:

> 6l) (4.1)

Here, X, represents the set of images belonging to class ¢, and |X.| denotes the number of
images in the class. When ¢ = id, i.e., no augmentation is applied, we obtain the baseline
aggregated representation of the class A.. By comparing A? with A., we can evaluate how

augmentations change the representation of each class.

4.3.2 Computing differences between aggregated representations

We use the Mean Squared Error (MSE) to quantify the difference between aggregated repre-
sentations, which captures pixel-wise differences between two images. The MSE between two

images = and y is defined as:

N
1 2

MSE(z, y) = N ZZI(% — Yi) (4.2)

where N is the number of pixels, and z; and y; are the pixel values at position . MSE provides

a direct measure of how much the application of a data augmentation transformation changes

the overall pixel values of a class’s aggregated representation.

4.3.3 Computing similarities between aggregated representations

In addition to MSE, we use the Structural Similarity Index (SSIM) [179] to measure the struc-
tural similarity between images. SSIM is designed to account for perceptual differences between

images, focusing on luminance, contrast, and structure. The SSIM is defined as:

(2papty + C1)(202y + C3)

SSIM(z, y) =
(z,9) (12 + 12+ C1)(02 + 02+ Cy)

(4.3)

. 2 2 .
Where p, and p, are the means of images = and y, o and o, are the variances of x and y, o4

is the covariance of z and y, | and C5 are constants to avoid division by zero.
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While MSE captures pixel-wise differences, SSIM provides insight into structural changes caused

by augmentations, making it a complementary metric for evaluating image transformations.

4.3.4 Computing the error balance between aggregated representa-

tions

To quantify the balance of feature changes across classes, we leverage the Feature Impact
Balance (FIB) score [20]. The FIB score measures how balanced the changes in features are

across the dataset after applying augmentations. It is defined as:

M

FIB(c) =1 — Ml_ ] > (ck - %)2 (4.4)

k=1

Where M is the total number of features in class ¢, ¢; represents the contribution of position

k to the errors.

The FIB score ranges from 0 to 1, where one indicates that the changes are evenly distributed
across features. In contrast, lower scores suggest that only a subset of features has been

significantly altered.

Grouping differences

Given the dimensionality of the aggregated representations, we group the features into k groups.
To do so, we compute the differences first, then sort them by intensity, then split the sorted
differences into k groups of equal size. Therefore, FIB-k indicates that we computed the FIB
score after grouping the differences into k& groups. With this grouping mechanism, we can
understand whether a subset of features carries the differences. For instance, with a score of 0,
the differences are carried by % of the positions in the original representations. For example, if
we consider 4 groups, a score of 0 means that the differences are carried by 25% of the positions

in the original representations.

In summary, our methodology involves computing aggregated class representations and com-

paring them across various data augmentations using MSE, SSIM, and the FIB score. This
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approach provides a comprehensive view of how data augmentation impacts class representa-
tions, allowing us to analyze both pixel-level and structural changes and feature-level imbalances

introduced by different augmentation techniques.

4.4 Problem setup

We consider a dataset D, composed of pairs (x,y), where x € Z is an image, with Z the image
space, and y € ) is the label. Such that D = {(x;, )}, with N the number of samples in
the dataset. We consider D, = {(x;, %)}, € D the subset of images in D that belong to the
class ¢ € ). Let ¢ be a data augmentation transformation, such that ¢ : Z — 7, with T the
transformed image space, which might not be the same as the image space. We aim to evaluate
the impact of the data augmentation ¢ on the datasets D.. To do so, we consider the original
dataset D, and the transformed dataset D?. We compute the aggregated representations A, and
A¢ of the original and transformed dataset. Namely, A, = 3 SN x; and A? = o SN B(x).

We then aim at understanding changes between the aggregated representations A, and A?, and

across the datasets D, and D, and D¢ and ij.

4.5 Experimental Setup

To evaluate the effects of various data augmentation techniques on class-wise performance, we
conducted experiments using three datasets: CIFAR-10, [117], ImageNet-10 [1 15|, and CIFAR-
100 [117]. We applied a set of geometric and photometric transformations and compared the
aggregated class representations before and after augmentation, using metrics such as MSE,

SSIM, and FIB scores.

4.5.1 Datasets

In this section, we describe the datasets used to evaluate the impact of different data augmen-
tation techniques on class representations. We utilize three widely used datasets: CIFAR-10,

CIFAR-100, and ImageNet-10. We selected these datasets to provide a range of classification
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challenges, from simple tasks with few classes to more complex tasks with high inter-class

variability.

CIFAR-10 [117] consists of 60,000 RGB images, each of size 32 x 32, across 10 classes with
a balanced number of samples per class. Due to its simplicity and relatively low number of
classes, CIFAR-10 is a benchmark dataset for Computer Vision (CV) tasks. The balanced
nature of the dataset makes it ideal for testing the general impact of augmentation methods

without significant bias from class imbalance.

CIFAR-100 [117] also consists of 60,000 RGB images of the same size (32 x 32), but it
covers 100 classes. Fach class has an equal number of samples, making it more challenging than
CIFAR-10. The larger number of classes and the fewer images per class provide a more complex

scenario to evaluate how augmentations affect inter-class similarities and model performance.

ImageNet-10 [118] is a subset of the ImageNet dataset (ILSVRC 2012) [118]. The original
dataset contains 1,281, 167 training images, 50, 000 validation images, and 100, 000 test images
spanning 1,000 object classes. We randomly sampled 10 classes and resized the images to
224 x 224 pixels for our experiments. This subset allows us to test augmentation strategies
on a larger-scale, high-resolution dataset, mimicking real-world challenges while maintaining a

manageable computational cost.

4.5.2 Data augmentations

This experiment considers widely used geometric and photometric augmentation. These aug-
mentations are simple to implement and provide insights into how models respond to variations
in spatial and visual features. Although more advanced augmentation methods, such as noise
injection, random erasing, and image mixing, have been proposed in recent literature, We ex-
cluded them from our experimental setup as they are more complex and challenging to interpret.
We aim to evaluate the impact of straightforward augmentations that are simpler to analyze

and widely applicable.
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Geometric augmentations

We consider four geometric transformations: Horizontal Flipping, Vertical Flipping, Random

Cropping with Padding, and Random Rotation.

Horizontal Flipping: generates a mirrored version of the image by reversing it along the
vertical axis. In our experiments, we apply horizontal flipping with a probability of p = 0.5,
meaning each image has a 50% chance of being flipped. Horizontal flipping helps to reduce
positional biases in datasets, mainly when the orientation of the objects in the images is ar-
bitrary. This transformation improves the model’s ability to recognize features regardless of
orientation. However, in cases where object orientation is critical (e.g., certain digits, medical

images), horizontal flipping can generate images with altered labels.

Vertical Flipping: Vertical flipping mirrors the image along the horizontal axis. Like hori-
zontal flipping, we flip the image with a probability p = 0.5. Nevertheless, this transformation
may not be suitable for datasets where vertical orientation is essential (e.g.numbers like 9" and

'6” or images where the top and bottom are clearly defined - Figure 4.1).

Random Cropping with Padding: reduces the visible area of the image by cropping part of
it, then padding it to maintain the original dimensions. The cropping is random but constrained
to ensure that essential features of the object remain within the frame. This augmentation
helps reduce over-reliance on object location and positional information. Exposing the model
to different parts of an object teaches it to generalize better to varying viewpoints or partial
occlusions. However, Random cropping might remove critical parts of the image, especially in

datasets where the object occupies a small area.

Random Rotation: we rotate the images randomly between —30° and +30°. The rotation
helps the model become rotation-invariant and improves its ability to handle rotated objects in
real-world scenarios. This can matter in domains such as medical imaging, where an object’s
orientation may vary across scans. Nonetheless, excessive rotation can distort objects, leading
to misclassification, especially for asymmetrical objects (e.g.., rotating the number 9’ can turn

it into 6’ - Figure 4.1).
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Using these data augmentations, we obtain four new versions of the data D.

In addition to these geometric transformations, we consider photometric augmentations.

Photometric augmentations

We consider four photometric transformations: Brightness, Contrast, Saturation, and Hue. For

each of these transformations, we consider three levels of variation.

Brightness: alters the intensity of the light without changing the colors significantly. We
adjust the brightness by a factor f, ~ Up_p144 with b € {0.1,0.3,0.5}. Varying brightness
helps models generalize to different lighting conditions, which is essential in many real-world
applications, such as outdoor object detection and medical imaging, where lighting can differ
significantly. Extreme brightness shifts may wash out or darken critical features, making object

recognition more challenging, especially in fine-grained classification tasks.

Contrast: amplifies or dulls the lighter / darker areas of the image. We adjust the contrast
by a factor fo ~ Up_ci14q with ¢ € {0.1,0.3,0.5}. This helps models handle variations in
image clarity, crucial in environments where contrast can vary, such as low-light photography
or medical scans with different contrast levels. Nonetheless, significant contrast alternation can

obscure fine details, mainly when applied to highly detailed or noisy images.

Saturation: makes color more vibrant or shifts it toward the grayscale. We adjust using a
factor f; ~ Ujp1-s with s € {0.1,0.3,0.5} This transformation allows models to learn from
images with different color intensities, making them more robust to color variations. Over-
saturation can distort colors and reduce the model’s ability to recognize objects based on their

natural color cues.

Hue: refers to the dominant wavelength of colors; by changing it, we shift the color spec-
trum of the image. We adjust the hue by a factor f; ~ U_p 44 with b € {0.1,0.3,0.5} These
variations make models more resilient to different lighting conditions and color shifts, particu-

larly useful in natural images where the color balance can vary depending on the time of day,
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weather, or camera settings. However, excessive hue shifts may drastically change the image’s
appearance, causing it to lose critical color-related features crucial for object identification.
Accounting for the transformations and their levels of variation, we obtain 12 new versions of

the data.

By combining the geometric and photometric transformations, we obtain 16 new versions of

the data (4 geometric and 12 photometric).

Flowchart
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Figure 4.3: Flowchart of the representation aggregation pipeline on CIFAR-100 using the
strongest HUE perturbation. Given a dataset, we consider a single pass through the data
augmentation method. Therefore, we obtain a single version of an image =z, its transformed
versions ¢ (). Then, we regroup all images that belong to the same class. Finally, we aggregate
the transformed representations for each class.

- -
Data N Ga;her
Dataset = Augmentation - Clayss

4.5.3 Aggregated representations

We note A? as the vector of aggregated representations for a given dataset D and data aug-
mentation ¢. Namely, A% = [A(f, e ,Ag} , where A? is the aggregated representation for class

c and data augmentation ¢.

Original dataset’s aggregated representations: Aid

First, we compute the original dataset’s aggregated representation A'Y. Namely, we group all

the images belonging to a given class and take the mean of their pixel values. In addition to
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these aggregated representations, we compute the aggregated representations of the augmented

dataset.

Augmented dataset’s aggregated representations: A?

Then, we compute the aggregated representations of the augmented dataset: A?. We apply
the data augmentation ¢ for each image and compute the aggregated representation of the

transformed images based on their classes.

4.6 Results

We evaluate the impact of the data augmentations on the aggregated representations. First, we
provide examples of aggregated representations (section 4.6.1). Second, we show how differences
between aggregated representations can be informative (section 4.6.1). Then, we study how ap-
plying data augmentations modifies the similarities between aggregated representations (section
4.6.2). Finally, we show that data augmentations impact classes differently. We conduct the
experiments using CIFAR-10, ImageNet-10, and CIFAR-100. Nonetheless, we focus on visual
examples from CIFAR-10 and CIFAR-100. We compute each version of the dataset’s aggre-
gated representations and derive the scores (SSIM, MSE, FIB-10). We grouped FIB scores into
10 groups to better summarize the differences between aggregated representations. Finally,
we report results by considering the average scores obtained across all three versions of the
augmented datasets. For instance, we generated 3 versions of CIFAR-10, for which we applied

random vertical flipping. We then aggregated MSE scores obtained across all 3 versions.

4.6.1 Aggregated representations of the original dataset

This section analyzes the aggregated representations derived from the original datasets. These
aggregated representations show us that the average image provides information about the

class’s general shapes, backgrounds, and colors. (Figures 4.4 and 4.5)

Figure 4.4 shows that in CIFAR-10, color and patterns are specific to certain classes in the

aggregated representations. For instance, the "airplane" and "ship" classes usually contain
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Horse Truck

Cat

D0| Fr0| Sh1|
Figure 4.4: Aggregated Representation over CIFAR-10’s training set. Each square represents
the average representation for a given class. For instance, the top-left element represents the
average representation of the "airplane" classes. We can observe that, even based on the average

representation, both airplane and boat classes exhibit similar color schemes with more nuances
of blue compared to other classes.

Deer

mostly blue portions surrounding the center, with the "ship" having darker shades of blue
in the lower half of the image. One can expect the presence of such blue shades given the
contextual bias in which the pictures are taken: aerial and maritime elements are more likely
to be represented next to the sky and the sea than terrestrial animals, and objects would be
[128]. Similarly, we can observe that the "bird," "deer," and "horse" are often surrounded by

green colors and that, on average, the central portions are associated with shades of brown.

In figure 4.5, we consider the aggregated representation from the 100 classes from CIFAR-
100. Similarly to CIFAR-10 and ImageNet-10, we observe colors and locations characteristic
of certain classes. For instance, "Dolphin" and "Shark" classes tend to have darker shades
of blue surrounding them than "Whale" and "Ray" classes. It also exhibits the difference in
sizes for the different classes. For example, the average representation of the "Apple" class
in CIFAR-100 takes up a similar dimension as the different classes representing trees such as
"Oaktree" or "Maple tree." Furthermore, we could expect that most samples associated with
the "Apple" class were red, indicating that green apples might be less often represented than
red ones. We confirmed this by visually examining the images associated with the "apple" class.
The location bias in observed ImageNet-10 concurs with the observation that ImageNet has an

Object-Centric bias|116], namely, most images contain a single object centered. Visually, the
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Figure 4.5: Aggregated Representation over CIFAR-100’s training set. Each square represents
the average representation for a given class. For instance, the top-left element represents the
average representation of the "airplane" classes. We can observe that, even based on the average
representation, both airplane and boat classes exhibit similar color schemes with more nuances

of blue compared to other classes.

aggregated representations of CIFAR-10 and CIFAR-100 hint towards a similar bias.
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Aggregated representations of the augmented dataset

From these aggregated representations, we can observe that in some classes, such as "Cat" (third
row) and "Dog" (fourth row), the aggregated representations appear visually similar across
augmentations (Figure 4.6). Meanwhile, for classes such as "Airplane" (first row) and "Horse"
(fifth row), vertical flipping leads to more visible changes in the aggregated representations.
Furthermore, augmentations such as random cropping with padding and random rotation lead
to aggregated representations with dark borders, which increases common visual appearances

across classes.

Brightness(0.5) _Contrast(0.5) Saturation(0.5) Hue(0.5)

Croppin

Vertical Horizontal Rotation

Original

=
5]
o
S

Figure 4.6: Examples of data augmentations applied to CIFAR-10
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How are aggregated representations different?

Here, we focus on the differences between the aggregated representations by computing the
squared differences between the aggregated representations. The differences between the ag-
gregated representation are minor in the CIFAR-10 dataset, ranging from 0.000 to 0.136, and
displaying these differences would lead to primarily dark patches. Instead, we apply a Min Max

Normalization over each difference between aggregated representations. The resulting re-scaled
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differences are shown in figure 4.7. The re-scaling allows for identifying colors and locations
that are most different between aggregated representations. As such, figure 4.7 further con-
firms that the difference between the average representation of the "airplane" class and the
other classes mostly came from the blue channel, except for the "ship" class. Moreover, the
difference between the "airplane" and "ship" classes is primarily due to the lower half of the

image.

4.6.2 How do data augmentations impact the similarities of aggre-

gated representations?

We analyze the similarity between aggregated representations using Structural Similarity Index
(SSIM). Figure 4.8 shows the densities of the SSIM values computed between the aggregated
representations for each data augmentation on CIFAR-100. The distributions belong to similar
families and are left-skewed. Aggregated representations are mostly similar, and applying the
different augmentations does not change this dynamic. Nevertheless, three augmentations set
themselves apart: vertical flipping, random cropping with padding, and rotations. These aug-
mentations exhibit more similarities between the aggregated representations. One can ascribe
these similarities to the stable elements introduced by these augmentations in the aggregated
representation. For instance, applying rotations on individual images leads to carving circles
around the aggregated representations. These circles can be found for all aggregated represen-

tations, contributing to increased class similarities.

We observed similar patterns in CIFAR-10 and ImageNet-10, except for random cropping with
padding on ImageNet-10. The amount of padding pixels can explain such patterns, representing
a much smaller proportion of the images. We consider ImageNet-10 images with sizes of 224 x

224, while both CIFAR-10 and CIFAR-100 images have a size of 32 x 32.

4.6.3 Do data augmentations impact all classes the same way?

Using ten groups, we computed different pairwise metrics between the aggregated representa-
tions: MSE and FIB scores. We considered the original dataset as the baseline to determine

the evolution of these different metrics across data augmentation. We focus on the range the
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Figure 4.7: Normalized difference between aggregated representations of classes of CIFAR-10.
We observe that "Airplane" and "Ship" classes have differences with other classes that are
mostly from the blue channel. This is due to the context in which the different pictures are
taken, as these classes more likely to be against the sky or water.
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Figure 4.8: Density of Structural Similarity Index (SSIM) values between aggregate representa-
tions on CIFAR-100. Most data augmentations do not change the similarity between aggregated
representations. The distribution are left skewed with peaks within [0.6,0.8]

different metrics cover rather than the average values. By focusing on the minimal and maximal
values from pairwise comparisons, we can determine how globally the augmentation impacts

specific classes.

Let us consider a class ¢ and the MSE. We obtain all the MSE values between the aggregated
representation of class ¢ on the original dataset A; and the other aggregated representations A;
with j # 4. In the case of CIFAR-100, we obtain 99 values for class i. We obtain the minimal
and maximal value noted min; and max; respectively. This process is repeated on aggregated
representations from an augmented version of the data using augmentation method ¢, i.e. A?.
We obtain their minimal and maximal values min; 4 and max; 4 respectively. We note the
relative changes between the minimal and maximal values as Rpyin; and Rpax;. Thus, each

class i can be represented as a point (Rpmin i, Bmax:) in a MMRCQ plot (presented in Section
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Figure 4.9: CIFAR-10 MMRCQ plot between the original data and the data after applying
vertical flipping. When considering the MSE scores, the "truck" class has the strongest relative
changes in its minimal and maximal distances from other classes.

3.3)

These minimal and maximal values allow for determining the percentage of classes in each
quadrant and the minimal and maximal changes observed for any augmentations compared

with the original dataset. (Table 4.1).

In addition to the number of classes per quadrant, we report Minimal relative change and
maximum relative change as the Euclidean Distance to the origin for the closest and furthest
classes. These numbers provide information about the range of changes induced by the different

augmentations on MSE or FIB in 10 groups.

CIFAR-10

Figure 4.9 focuses on how vertical flipping affects MSE and FIB scores between aggregated
representations on CIFAR-10. The "truck" class is the most impacted when using MSE scores.
Both the minimal and maximal values of the "truck" class have decreased, e.g.it is in the lower
left quadrant. Vertical flipping leads to aggregated representations from other classes closer to

the "truck" class than in the original space. Figure 4.9b uses the FIB scores with ten groups
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Figure 4.10: CIFAR-100 Relative Change Quadrant plot between the original and the training
sets post vertical flip augmentation. When considering the MSE scores, the truck class has the
strongest relative impact on its differences with the aggregated representation of other classes.

instead of the MSE. We observe that 8 out of 10 classes now have errors that are better spread

across the image overall, e.g.they are located in the upper right quadrant.

CIFAR-100

We follow a similar procedure on CIFAR-100 as the one applied on CIFAR-10. Most data
augmentation strategies reduced the minimal and maximal MSE values for all classes, 63%
at the lowest for horizontal flipping and above 99% for vertical flipping, random rotations,
and random cropping with padding. Table 4.1 summarizes the locations of the classes per
quadrants for geometric and photometric augmentations, respectively. We observe that changes
in brightness and contrast, regardless of the intensity of the parameters, mostly lead to decreased
minimal and maximal values of MSE. More than 69% of the classes follow that pattern. Most
classes see their maximal values increase for saturation-based augmentations, with a balanced
mix of minimal values increasing or decreasing. Such an increase indicates that saturation-based
augmentations pushed most classes further apart with respect to the intensity of differences.
Most classes have seen their minimal values decrease for hue-based augmentations, associated

with a balanced mix of increasing or decreasing maximal values.
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We conducted a similar analysis using the Feature Impact Balance score. From figure 4.10b,
we observe that most changes are associated with relative changes in the minimal values, as
the variations along the y-axis are much more minor than those along the x-axis. Furthermore,
while the MSE changes were mainly concentrated in the lower left quadrant, changes in the

FIB scores are more spread across quadrants.

From table 4.1, we observe that among geometric augmentations, vertical flipping made most
classes have more balanced differences with other classes as 56% of the classes increase both
their minimal and maximal balance scores. The horizontal flipping exhibit changes across
all four quadrants, 52% of the classes saw a decrease of their minimal balance. Random crop
favored decreases in minimal and maximal values with 43% of the classes following such pattern
and an accumulated 70% of classes seeing a decline in their maximal values. Random rotation
within 30° favored a decrease of the balance scores, with 75% of the classes decreasing their

minimal and maximal balance score, and 95% decreased their maximal values.

This can be explained by the effect of these augmentations on the aggregated representations for
both random crop and random rotations. The effect of random rotation carves a circle around
the aggregated representation, while the random cropping with padding carves a square around
it. These carved portions can be observed across all aggregated representations. Therefore,
pixels from these carved portions barely contribute to the difference between the aggregated

representations, inducing an imbalance in contribution.

From table 4.1, we observe the effect of the different photometric augmentations. Brightness-
based augmentations spread across all four quadrants with a strong effect on lowering the
maximal balance. Contrast-based augmentations favored an increase of maximal values with
at least 70% of classes increasing their maximal FIB score. Saturation-based augmentations
spread across all four quadrants with a stronger effect on increasing classes’ minimal and max-
imal FIB scores. Finally, hue-based augmentations favored an increase in maximal FIB scores,
with at least 70% classes increasing their maximal FIB scores. The effect of hue-based aug-
mentation on the aggregated representation tends to bring them closer to gray scales images,
making the difference less dependent on the image colors. This indicates that while most data
augmentations reduce the difference between the aggregated representations of the classes, as
seen using the MSE scores, certain classes have changes in the imbalance of their differences

with other classes.
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Table 4.1: Quadrant Attribution for Data Augmentation effects of MSE and FIB score on

CIFAR-100

Geometric Min(1) Max(1) Min({) Max(1) Min({) Max(]) Min(1) Max(]) Min RC Max RC
Augmentation MSE FIB MSE FIB MSE FIB MSE FIB MSE FIB MSE FIB
Hflip 7 22 4 37 63 15 26 26 0.07 0.00 14.45 1.92
VAlip 0 57 0 39 100 1 0 3 1.12 0.21 72.62 28.71
Rotate-30 0 1 0 4 99 75 1 3 11.65 0.21 47.16 13.41
RCrop-4p 0 19 0 11 100 43 0 27 25.23 0.38 71.13 14.2

Photometric Min(1) Max(1) Min({) Max(1) Min({) Max(]) Min(1) Max(]) Min RC Max RC
Augmentation MSE FIB MSE FIB MSE FIB MSE FIB MSE FIB MSE FIB
Brightness-0.1 0 27 0 18 69 20 31 35 0.31 0.02 9.42 3.65
Brightness-0.3 0 25 0 27 74 12 26 36 4.57 0.06 28.21 7.29
Brightness-0.5 0 23 0 11 81 20 19 46 11.18 0.08 49.04 11.41
Contrast-0.1 0 48 0 22 70 12 30 18 0.2 0.01 2.12 0.49
Contrast-0.3 0 57 0 25 73 5 27 13 0.5 0.0 8.21 1.86
Contrast-0.5 0 68 0 16 82 7 18 9 2.47 0.03 13.72 3.51
Saturation-0.1 43 32 45 24 4 13 8 31 0.15 0.0 1.74 0.36
Saturation-0.3 31 36 49 23 14 22 6 19 0.12 0.0 6.75 0.82
Saturation-0.5 32 45 44 18 18 13 6 24 0.12 0.0 12.13 1.45
hue-0.1 15 53 43 22 32 6 10 19 0.22 0.02 23.77 5.23
hue-0.3 0 60 47 34 50 2 3 4 2.33 0.45 76.48 18.38
hue-0.5 0 48 38 50 61 2 1 0 1.38 0.15 105.72 28.18

4.7 Discussion

4.7.1 Conclusion

In this work, we explored commonly used image augmentation techniques such as geometric
transformations (e.g., flipping, cropping, rotation, translation) and photometric transforma-
tions (e.g., changes in brightness, hue, and saturation) across different image classes. These
augmentations are widely applied and demonstrated to improve classification performance [133],

showing varying effects on class-specific representations in the transformed input space.

We leveraged the Feature Impact Balance (FIB) (Chapter 3) score to quantify the balance of
contributions from different parts of the feature space. The FIB score ranges from 0 to 1 and
helps identify whether the differences between two feature vectors are concentrated in specific
regions or distributed more evenly. The FIB provides a novel metric for evaluating the localized

impact of augmentations on class-specific representations.

Additionally, we visualized the impact of augmentations using Min-Max Relative Change Quad-
rant (MMRCQ) plots, revealing that while most augmentations reduced the intensity of differ-
ences between aggregated representations (as measured by MSE), certain transformations like
vertical flipping and random cropping with padding induced larger shifts. These augmenta-
tions caused a significant reorganization of the relationships between classes in the input space,

particularly in datasets like CIFAR-100, where some classes experienced up to a 72% change
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in their minimal and maximal distances from other classes.

Although our analysis relied on class-aggregated representations, which provide a coarse-grained
overview of class-level feature distributions, it demonstrated that some augmentations dispro-
portionately affect certain classes. Future research could refine this by focusing on subgroup-

level analysis within each class.

Moreover, while the FIB score helps quantify balance, it does not measure the intensity of
feature errors. Integrating this score with additional metrics could further enhance our un-
derstanding of how data augmentations impact different classes. This analysis opens new
opportunities to leverage class-specific augmentation effects in building more robust models,

especially within the Out-of-Distribution (OOD) paradigm.

4.7.2 Limitations

Our study was limited to commonly used, easily implemented augmentation techniques that
require minimal computational resources. However, recent advancements in GAN-based aug-
mentation methods allow for the generation of synthetic data that better captures the complex-
ity of real-world distributions [201, , , ]. These methods could provide more nuanced

control over the type of augmentation and lead to more targeted feature learning.

Another limitation comes from using class-aggregated representations, which provide a global
perspective of each class. While this approach highlights overall trends, it may miss subtle intra-
class variations or details at the subgroup level, which could further inform model performance

and augmentation strategies.

4.7.3 Perspectives

In future work, we will examine how augmentations affect the feature spaces learned by Deep
Neural Network (DNN) models rather than focusing solely on the input and transformed image
spaces. Exploring the behavior of augmentations in the deeper layers of neural networks could

provide new insights into their influence on learned representations.

One could also investigate augmentation strategies targeting class-level differences to enhance
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model robustness in both In-Distribution and Out-of-Distribution settings. Combining classical
and GAN-based augmentation techniques may offer a hybrid approach that capitalizes on the

strengths of both methods to produce more resilient models across a broader range of tasks.
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Chapter 5

Leveraging foundation models trained on
non-medical data to conduct multiple
classification tasks for automated

dysarthria assessments.

In this chapter, we aimed at leveraging foundation models trained on non-medical speech data to
extract useful representations for a medical application: Automatic Dysarthric Assessment [21].
XC designed and implemented the evaluation pipeline, adapted the codes, ran the experiments,
conducted the analyses, and wrote the manuscript. RA and XC jointly conducted the feature

extraction for the audio samples.

5.1 Introduction

5.1.1 Challenges of medical applications

Training machine learning models for medical applications presents challenges, primarily due
to the difficulties in acquiring and labeling data. Medical data is often sensitive and ruled
by strong privacy regulations, making it difficult to share across institutions or researchers.

Furthermore, medical data can require specialized equipment, such as MRI or PET scans,
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which are costly and time-consuming. Additionally, trained professionals are often required to
label medical data. This resource-intensive process can be a bottleneck for providing machine
learning solutions. Nonetheless, models trained on large-scale non-medical datasets exist that

can be used as foundation models for non-medical tasks.

5.1.2 Foundation models and downstream tasks

Foundation models, which are large-scale models pre-trained on large datasets, offer potential
solutions to the challenges of medical data scarcity. These models learn robust representations
from large datasets, often using self-supervised learning techniques. By learning from the data
without relying on labels, foundation models can better generalize to new tasks with limited

labeled data.

These models have been successfully applied in domains such as Computer Vision (CV) and
Natural Language Processing (NLP). However, most foundation models are trained on non-
medical data, prompting the question of whether their learned representations can be effectively

transferred to medical applications.

This chapter explores the transferability of foundation models, focusing on speech data and

their use in automated dysarthria assessments.

5.1.3 Our contributions

This chapter investigates whether foundation models trained on non-medical speech data can

be leveraged to assess dysarthric speech. Our main contributions are as follows:

e We develop a visualization tool for dysarthria assessment results that provide insights

into the speech samples contributing to classification performance.

e We use the proposed tool to empirically evaluate different representations (e.g., acoustics
and self-supervised methods) and classifiers (e.g., Logistic Regression (LR) and Multi-
Layer Perceptron (MLP)), on binary and multi-class tasks (e.g., detection, word, and

intelligibility classification).
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e QOur tool can provide a better understanding of types of impairments leading to empirical
features, usable for developing programs that facilitate the identification of disorders and

their characteristics.

Our analysis is conducted under various experimental conditions: default, noisy, and enhanced
to simulate real-world scenarios. Notably, our tool reveals that using HuBERT|100] features
significantly outperforms acoustic algorithms in severity classification tasks under all three con-
ditions. By providing insights into the specific speech impairments contributing to classification
performance, our tool offers valuable guidance for identifying speech disorders and developing
more tailored therapeutic programs. By addressing the challenge of limited labeled data in
medical applications, we aim to demonstrate that foundation models, even those trained on
non-medical data, can provide valuable insights and improve the accuracy of dysarthria assess-

ments.

5.2 Background

5.2.1 What is Dysarthria?

Dysarthria is a motor speech disorder involving a lack of articulatory control and muscle weak-
ness [ 192, , b9]. This condition affects speech rate, dynamic amplitudes and pitches, and how
the spoken word is pronounced, making communication difficult for those affected. Dysarthria
can result from physical injuries that damage the neural cells in the brain, such as strokes
[134]. All of these contribute to unintelligible speech and difficulty understanding due to the

inaccurate articulation of phonemes and abnormal speech patterns [131].

The classification of dysarthria can help diagnose the disorder, determine the appropriate treat-
ment, and conduct appropriate speech therapy sessions [195]. Huang et al. have [102] shown
that machine learning-based assessments achieve high accuracy. However, the methodology
used to evaluate the assessment models could overestimate their generalizability. Some models
were trained and evaluated on the same speakers (using different audio recordings) or a sin-
gle unseen speaker per intelligibility class [102]. However, the scarcity of available dysarthric

speech data makes it challenging to train models that generalize well to new patients.
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5.2.2 Towards automated dysarthria assessment

Trained clinicians usually perform dysarthric intelligibility assessments based on how many
words they can understand. Nonetheless, these assessments can be subjective and time-

consuming.

Dysarthria Automatic Assessments

Dysarthria intelligibility assessment is typically carried out in two stages [90]: Training Stage

and Assessment Stage.

1. Training stage: one trains a computational model using speech samples from patients
labeled with their respective intelligibility levels. The model learns to associate specific

acoustic features with these intelligibility classes.

2. Assessment stage: once trained, the model can classify the intelligibility of new speakers

by comparing their acoustic features to those seen during training.

There are two main approaches to automatic intelligibility assessment: reference-free and

reference-based methods.

1. Reference-free methods focus on developing classification models that do not rely on
comparisons to healthy speech. Instead, they extract acoustic features directly from
dysarthric speech, identifying patterns that are highly correlated with intelligibility [64].
These methods operate solely on the assumption that certain acoustic properties, such as
pitch and formant structure, indicate how understandable the speech is without needing

a benchmark from healthy speech.

2. Reference-based methods compare dysarthric speech to a standard derived from healthy
speakers. These methods use healthy speech data to establish a baseline for what con-
stitutes intelligible speech. For example, Automatic speech recognition (ASR)-based ap-
proaches analyze the difference between how healthy and dysarthric speech is processed.

These models exploit the fact that ASR systems trained on healthy speech tend to perform
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poorly on dysarthric speech, and the accuracy of the ASR system typically declines as the
severity of the speech impairment increases 192, |. By measuring this performance

drop, the system can estimate the level of speech intelligibility in dysarthric speakers.

Automated assessments offer a way for objective evaluation as they can provide quantitative
information on speech impairment. This quantitative evaluation can open the way to more

precise monitoring over time, early detection, and remote assessments.

5.2.3 Learning general-purpose representations via Self-Supervised

Learning

Self-Supervised Learning (SSL) is a machine learning paradigm that involves training models
on data without explicit labels. The model is trained to learn the underlying structure of the

data by using pretext tasks.

5.2.4 Transferring self-supervised representations to dysarthria as-

sessment

Transfer Learning is a machine learning technique that uses a pre-trained model on a first onto
a second task. The assumption is that the knowledge gained from the first task is relevant
to the second task. Transfer learning is a common practice in Deep Learning, as it can help

improve performance on tasks with limited training data.

Two common approaches for transfer learning are feature extraction and fine-tuning:

1. Feature extraction: The pre-trained model is used as a fixed feature extractor. The
output of the pre-trained model is used as input to a new model for the task. This
approach assumes that the new representation learned by the pre-trained model contains

relevant information for the new task without further training.

2. Fine-tuning: The pre-trained model is used as a starting point for the new task. The
model is then further trained on the new task. The assumption is that the original model’s

weights will serve as good starting points for the new task.
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In the following, we focus on the feature extraction approach as the amount of labeled data is
quite limited and coarse. For intelligibility assessment, the labels are given at a patient level,

which is far fewer than audio recordings.

5.3 Methodology

Because the quality of recordings, the representations used, and the classification algorithm can
influence the effectiveness of dysarthria assessments, we aim to develop an interpretable tool
that facilitates understanding of their outputs. We provide an overview of the proposed tool in
Figure 5.1, which can be easily adapted to extract various features, followed by multiple classi-
fication algorithms. Then, our tool aggregates the results per patient to verify the assessment
results’ reliability. Aggregation outputs could be interpreted as intelligibility classes, such as
low, mid, and high levels, and could provide clinicians with an interpretable classification of

the speaker’s intelligibility.

5.3.1 Problem Setup

We consider a dataset D = (xj, )Y, where x; € R? is a feature vector and y; € R is a
class label. Let Dpetection, Pwords, and Dingenigibitity be the datasets for the detection, words, and
intelligibility tasks, respectively. Let f : R — R* be a feature extractor, and g : R¥ — R¢
be a classifier. Let r; = f(x;) be the feature vector for the i-th recording as extracted by f.

We evaluate the performance of the feature extractor f and the classifier g by considering the

accuracy of the model g(f(x)) on the dataset D. Let Dpel® —phefaut ang Dﬁiﬁﬁféibmw

be the datasets of the original audio recordings for the detection, words, and intelligibility

tasks. We generate Dpipanced = plnhanced = pEnhanced by applying the noise reduction

Detection? Intelligibility
. Default Default Default . Noisy
transformation to Dpiecrions Pworas » 804 Dpyernigivitiey» respectively. We generate Dipeyyion

Default DDefault

Noisy Noisy . . .. .
Dy oras: and Dr i, PY applying the noise addition transformation t0 Dpeyicrions Pworas

Default .
and Dy nigivitity» T€SPectively.
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Dataset Modification - [ Classification ] { Pat'ent'l'?vel J
Aggregation

Figure 5.1: Our evaluation pipeline. We start by generating the different versions of the dataset
then use different feature extractors to obtain representations of the audio recordings. Using
these representations we train diverse classification models and predict different properties.
Finally, we perform patient level aggregation, for instance for the intelligibility level we consider
the intelligibility class that is the most associated with the given patient.

5.3.2 Overview

Several factors, such as the quality of speech recordings, feature representations, and classifica-
tion algorithms, can significantly impact the accuracy and reliability of dysarthria assessments.
To address this, we propose the development of an interpretable tool that provides insights into

these assessments and can help clinicians better understand the results.

Figure 5.1 shows an overview of the proposed tool. The tool is designed to be flexible, allowing
for extracting various speech features and applying multiple classification algorithms. The
proposed tool aggregates results per patient, providing a comprehensive view of their speech
intelligibility. These aggregated outputs can be categorized into intelligibility classes (i.e.., low,

mid, and high), offering an interpretable assessment of the speaker’s intelligibility levels.

5.3.3 Experimental Settings

We conduct our experiments using multiple feature representations, including hand-crafted
acoustic and self-supervised features. We evaluate these features across different classification

tasks related to dysarthria.
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Dataset.

We use the UA-Speech dataset [I11], which contains speech recordings from both control and
dysarthric speakers. The dataset includes recordings from 13 healthy speakers and 15 speakers
with dysarthria, covering a vocabulary of 455 distinct words. These words include digits, radio
alphabets, computer commands, common words, and uncommon words. Speakers are divided

into four severity levels: high (H), mid (M), low (L), and very low (VL).

Extracted Features

Hand-Crafted Features. Regarding hand-crafted features, we extracted acoustic articu-
lation, voice, and prosody measures using PRAAT [109]. Among these features, we include
the mean harmonic-to-noise ratio (HNR), the fraction of locally unvoiced frames, the number
of voice breaks, the degree of voice breaks, the mean and standard deviation of pitch, jitter,

shimmer, and cepstral peak prominence (CPP) [169].

Self-Supervised Features. For the Self-Supervised features, we use the pre-trained mod-
els implemented by SUPERB|190] benchmark (https://github.com/s3prl/s3prl). We selected
methods such as wav2vec2 [6], Modified CPC [150], and HuBERT|[100]| which have been suc-
cessfully used for a variety of speech classification tasks [175]. To extract the features, we start
from the raw .wav files, from which we obtain the waveform and sample rate. If necessary, we
perform a resampling. Then, each waveform is fed into a pre-trained model, which is readily
available under their respective algorithms, that is, Wav2vec2, HuBERT, and Modified CPC,
through the SUPERB pipeline. We obtain the last hidden state representations and aggregate

them. Thus, we get a representation for each audio recording in the dataset.

Classification Tasks

Dysarthria Detection. We consider dysarthria detection as a binary classification task; an

individual is either in the control group, class 0, or the dysarthria group, class 1.
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Word Classification. Dysarthric patients often find it easier to produce isolated words than
continuous sentences [193]. In this context, isolated word recognition refers to converting a
single spoken word into its corresponding text format [73]. Another related task, keyword
spotting, focuses on detecting specific words or phrases within longer spoken sentences or
utterances [31]. However, this study focuses on isolated word recognition as a multi-class
classification problem. Specifically, we classify each spoken word into one of 155 distinct words

from the dataset.

Intelligibility Classification. Dysarthria intelligibility classification is a multi-class classi-
fication task. The goal is to classify the severity level of dysarthria. The severity of dysarthria
determines the different degrees of intelligibility. We consider 5 classes, 4 provided by the

UA-Speech dataset, and an additional one for control speakers.

Classification Models

To perform the classifications, we consider different classifiers g(-) : R? — RY, where C is the
number of classes. These classifiers take the Hand-Crafted or Self-Supervised features from a
feature extractor f(-) : RT — R%. We compared the performance of Logistic Regression (LR)

and Multi-Layer Perceptron (MLP) classifiers, which are common in the literature.

Evaluation Metric

To evaluate the performance of the combinations of feature extractors and classifiers, we report
results in terms of accuracy using a Leave-One-Speaker-Out (LOSO) cross-validation. Leave-
One-Speaker-Out consists of training with n — 1 speakers out of n and testing with the speaker
not included in the training phase; this is akin to Leave-One-Out (LOO) cross-validation. We
obtained the classifications per recording and aggregated the results per speaker when needed.
For instance, an audio sample may be classified as dysarthric or not, but the final classification

is made based on the most common class for a given speaker.
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Waveform

Spectrogram

Figure 5.2: Audio Settings: Example of the same recording under different audio settings.

5.4 Experiments

To better understand the reliability of the assessment at the patient level, we developed a
pipeline (Section 5.3.2) and visualize per-patient aggregated results for the Intelligibility clas-
sification (Figure 5.3), which allows for a detailed analysis of the predictions. This tool can
be adapted to other feature extractors and classification models. Therefore, this pipeline could

provide a more interpretable assessment for individual patients, leading to more personalized

treatments.

5.4.1 Original: How reliable are classifiers when confronted with un-

known speakers?

Motivation: Automated dysarthria assessment can help clinicians better understand and

manage speech difficulties associated with dysarthria. Such assessment could lead to appro-
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Table 5.1: Task Performance: results are reported using Accuracy, using the Leave-One-
Spearker-Out cross-validation. For the Disease and Words classification problems, results are
based on individual recordings. For the Intelligibility task, results are calculated performance
at the speaker level.

DEFAULT ENHANCED Noisy
TASK EXTRACTOR ACCURACY % (f(20) T) ACCURACY % (o) T) ACCURACY % (fi(+0) 1)
LR MLP LR MLP LR MLP
AcousTiC 69-3(j:22,6) 65~8(i24.6) 59'4(i23.8) 54~8(i33,7) 79-4(i1749) 76.6(i21,0)
DETECTION Wav2vEC2 94~2(i8.0) 94~1(i8.5) 82~8(i16.4) 81.8(i17.9) 99.8(i0.2) 99~7(i0.4)
HUuBERT 94.0(+5.0) 93.4(198) 84.8(+15.9) 85.5(x15.1)  99.7(x0.5) 99.4(41.3
Mopbiriep CPC 94.9(:|:7'3) 95'8(:|:6.7) 82.0(i19_4) 84'1(:|:15.6) 99.7(:‘:0'5) 99.6(:|:0'g)
AcousTic 9.6(+5.3) 9.6(+5.7) 8.9(+5.2) 11.3(16.4) 9.2(15.0 9.6(+5.7)
WORDS WAV2VEC2 56.5“:27'4) 56'5(i27.2) 43'9(i23.8) 44'4(i24.0) 54'0(i26‘5) 54'5(j:26.3)
HUBERT T0.61001) 6931200y 56.6(x27m 55.8(iara) 70201200y 69.1(1201)
Mobiriep CPC 53'8(:|:29.4) 57.3(:|:29.1) 46'1(:t25.8) 48'1(:|:26.5) 54.7(:|:30.2) 57'1(:|:29.5)
AcousTic 45-5(:t34.8) 45~1(:|:32.7) 46.3(:‘:41,8) 39-3(:|:36.8) 53~5(:|:36.4) 53-2(:t34.9)
WaAvV2VEC2 63.4 4 63.2 54.3(+35.5 54.6 67.6 5 67.4(4-
INTELLIGIBILITY (£37.5) (£37.6) (£35.5) (£36.0) (£38.5) (£38.1)
HUBERT 61.6“:39,1) 62.6(i37_9) 55-4(i36.2) 55~5(i35.9) 66.2(i40‘2) 66.9(i39'5)
Mobiriep CPC 59'6(i41.1) 62'4(i39.9) 52'3(i35.0) 54'1(i34.6) 62'9(i4149) 64'9(i41.0)

priate personalized treatment plans to improve communication. While several studies have
demonstrated promising results in automated dysarthria assessment with high accuracy, con-
cerns about the generalizability of these models remain due to their evaluation methodology [90].
In particular, many models are trained and tested on the same speakers or evaluated with
only one unseen speaker per class [2]. This limited evaluation approach can lead to overfitting,
where models inadvertently learn speaker-specific traits rather than dysarthria-related features,

thereby reducing their reliability in real-world clinical applications.

Configuration: We group recordings based on the patient ID, ensuring no overlap between
the training and testing sets. Therefore, all the recordings from a speaker are either in the
training or test set. We then perform a Leave-One-Speaker-Out (LOSO) cross-validation and
assess the classifiers’ performance against speakers absent during training. We first extract
features from the recordings using the feature extractors, hand-crafted features, and features
from self-supervised models. Then, we evaluate the usability of these extracted features for the

three tasks, 1.e.detection, words, and intelligibility.

93



Original
M-10 (Very Lo\\) M-10 (Very Low)
F-9 (Very Low) F-9 (Very Low)
O I\I8(Io\x] I\I‘S (Low)
B 7 (Low) (Low)
é M-6 ( I\[uhlun) M-6 (M(,\hum)
Q  F-5 (Medium) F-5 (Medium)
5:) \I 4 (High) M-4 (High) {II
3 (High) F-3 (High)
CM- 2 (ont!ol) CM-2 (Control)
CF-1 (Control) CF-1 (Control)
0.0 0.2 0.4 0.6 0.8 1.0 0.0

Enhanced

Proportion of predictions

02 04 0.6 08
Proportion of predictions

1.0

M-10 (Very Low
F-9 (Very Low)
M-8 (Low
F-7 (Low)

M-10 (Very Low)
F-9 (Very Low)
M-8 (Low)

F-7 (Low)

M-6 (Medium
5

M-6 (Medium)
F-5 (Medium)

M-4 (High)

W anvccQ

CM-2 (Control
CF-1 (Control

F-3 (High)
CM-2 (Control)
CF-1 (Control)

)
)
)
)
)
F- (I\I((lmm) [ [
gh)
)
)
(

0.0 0.2 0.4 0.6
Proportion of predictions

10 0.0

0.2 0.4 0.6 0.8

Proportion of predictions

1.0

M-10 (Very Lu\x) M-10 (Very Lo\x)
F-9 (Very Low) F-9 (Very Low)
—~ M-8 (Low) _ M-8 (Low)
ol F-7 (Low) F-7 (Lu\\)
[ M-6 (Medium) [ I I M-6 (Medium)
M F-5 (Medium) F-5 (Medium)
= M- (High) M-4 (High)
T F3(High) F-3 (High)
CM-2 (Control) CM-2 (Control)
CF-1 (Control) CF-1 (Control)
0.0 0.2 0.4 0.6 0.8 1.0 0.0

Proportion of predictions

0.2 0.4 0.6 0
Proportion of predictions

8

1.0

I

1-10 (Very Lo\») M-10 (Very Low)
F-9 (\ ery Low) F-9 (Very Low)

B M (Low) M8 (Low)
O B (Low) F-7 (Low)
= M-6 (Medium) M-6 (Medium)
J::) F-5 (Medium) [ ] F-5 (Medium)
= M-4 (High) [ M-4 (High)
o) F-3 (High) F-3 (High)
= CM-2 (Control) CM-2 (Control)
CF-1 (Control) CF-1 (Control)

0.0 0.2 0.4 0.6 0.8 1.0 0.0

Proportion of predictions

0.2 0.4 0.6 0
Proportion of predictions

8

1.0

Noisy

M-10 (Very Low)
F-9 (Very Low)
M-8 (Low)

F-7 (Low)

M-6 (Medium)
F-5 (Medium)
M-4 (High)
)

)

)

F-3 (High
CM-2 (Control
CF-1 (Control

0.0 02 0.4 0.6 08 10
Proportion of predictions

M-10 (Very Low
F-9 (Very Low
I\I 8 (Low

Ln\\

)
)
)
)
M-6 I\[cdmm) [ [ I I
)
)
)
)
)
0

F-5 (l\lo(llum
M-4 (High)
F-3 (High

CM-2 (Control
CF-1 (Control

0.0 0.2 0.4 0.6 0.8 10
Proportion of predictions

M-10 (Very Low)

F-9 (Very Low)

I\I ‘% (Low)

7 (Low)

M-6 (I\[uhum)
F-5 (Medium) [ I

)

)

)

)

0

I\I 4 (High

3 (High

CM-2 (Couno
CF-1 (Control

0.0 0.2 0.4 0.6 0.8 10
Proportion of predictions

M-10 (Very Low
F-9 (Very Low
I\I ‘% (Low

Lo“

)
)
)
)
M-6 (l\lo(llum)
)
)
)
)
)

F-5 (Medium)
I\I 4 (High

3 (High

CM-: 9 (mmu
CF-1 ((‘onnol

0.0 0.2 0.4 0.6 0.8 1.0
Proportion of predictions

Figure 5.3: Speaker Intelligibility across datasets (columns) and features (rows). All predictions
are made using logistic regression-based classifiers. While the performance based on HuBERT-
extracted features is higher than acoustic, for a given speaker, there are major mis-classifications
at the recording level.

Self-Supervised Features outperform Hand-Crafted Features without model fine—
tuning. Huang et al., [102] highlights that most studies on automated dysarthria assessment
have achieved high accuracy (ranging from 75.1% to 93.97%). Nonetheless, many of these stud-
ies have only tested their models on the same speakers used for training, as such results might
not be generalizable to unseen speakers. Furthermore, there are often significant imbalances
in the classes of speech tasks being assessed. Self-supervised features outperform hand-crafted
features for all tasks (Table 5.1). Furthermore, the results are obtained without fine-tuning the

self-supervised feature extractors, making them a promising direction for automated dysarthria

assessment.

Now that we have evaluated the performance of the feature extractors on the original dataset,

we aim to understand how robust they are when presented with corrupted input data.
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5.4.2 Noisy Control: Are models trained on the Original dataset bi-

ased by patterns related to the noise in recordings?

Motivation: The original dataset has some recordings with different noise levels and clicking
sounds. Thus, one could argue that the good performance observed on the detection task is
due to patterns associated with external factors from the recording rather than speech-related
information. To confirm the feature extractors’ and models’ sensitivity to such patterns, we

exacerbate such effects by mixing audio samples.

Configuration: We generate Dpory,. Dy and Dﬂi’filyigibihty by mixing the original record-
ings from control individuals with noise patterns from WHAM dataset [132]. First, we obtained

a single background noise sample from the WHAM dataset. Then, we mixed every audio
recording from control patients with that noise pattern. In this scenario, feature extractors and
classifiers that can extract these noise patterns should achieve higher performance, especially

on the detection task.

All feature extractors can capture noise patterns in control recordings that could
lead to biased results. All combinations of feature extractors and classifiers achieved higher
accuracy on the detection tasks. (Table 5.1) Therefore, all feature extractors and models could

leverage noise patterns repeated across control patients.

We now consider the impact of enhancing the recordings with VoiceFixer [127], which aims at

addressing multiple distortions simultaneously.

5.4.3 Enhanced: What impact does enhancing the recordings have

over the different tasks?

Motivation: Given the observation from the Noisy setting, we attempt to enhance the origi-
nal recording using speech restoration methods. The speech restoration process involves restor-
ing degraded speech signals to their original quality [79]. For instance, speech is typically

surrounded by background noise, blurred by room reverberation, or recorded with low-quality
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equipment. Ambient noise from clinical clicks or other artifacts may be present in Dysarthric

recordings.

Configuration: We aimed to enhance the recordings by applying one of the speech en-
hancement approaches and evaluate the models’ performance in such scenarios. We generate
Dpopanced, Digmaneed, and Digiinesd. by applying ‘VoiceFixer [127], a method that attempts to
remove multiple distortions simultaneously. The pre-trained ‘VoiceFixer’ models produce out-
puts with 44.1kHz sample rate. Therefore, we resample input to 16 kHz before extracting the

representations. This ensures that the sampling rates match the input signal and the feature

extractor models pre-trained on data with 16 kHz sample rate.

The application of enhancement tools needs to be carefully considered. The per-
formance decreased compared to the default setting across all the tasks, feature extractors,
and classifiers tested (Table 5.1). This suggests that the enhancement tools eliminate patterns
previously present in the default settings. We investigate patient-level variations more deeply
using our proposed visualization tool, which displays the model’s predictions for the speaker
intelligibility task. After enhancement, the hand-crafted acoustic features lead to classification
models being unable to predict the intelligibility levels, as they tend to predict every speaker
with control-level intelligibility (Figure 5.3). Furthermore, the application of the enhancement
tool led to information loss in some recordings, such as partial speech segment removal. This
indicates that the systematic use of such enhancement tools requires additional care if they are

used as a preprocessing step in automated assessment pipelines.

5.5 Discussion

5.5.1 Conclusion

Inspecting prediction at Patient-Level

We proposed a novel way to visualize predictions at a patient level. One can observe the

different predictions made by the model for a given patient instead of focusing solely on a
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summary statistic (Figure 5.3). We propose a tool to inspect the predictions at a patient
level. Given a reliable classifier, one can inspect the different predictions for a given patient
and determine whether the predictions indicate a mix of classes or if a class is overwhelmingly

represented.

5.5.2 Limitations

We conducted our analyses on a single dataset, which may limit the generalizability of our
results. We used readily available pre-trained model and evaluated their performance without

modifying the features extractor.

Classes are imbalanced.

There is a major class imbalance in the number of recordings, i.e., 8.3% (VL), 14% (L), 13.9%
(M), 63.8% (H + C) or 19.6% (H) and 44.2% (C). Such imbalance can lead to the classifiers
requiring further refining to distinguish the VL, L, and M classes.

The labels are coarse with abrupt boundaries.

The labels given to the intelligibility levels are coarse. For instance, patients with 26% intel-
ligibility score are grouped with those with a 49% intelligibility score. Such coarse labels are

challenging for the model to learn class boundaries.

Intelligibility is a patient-level label.

In addition to being coarse, the labels are given to the speaker. Nonetheless, each speaker
might have different difficulties with all the words. As we associate each audio’s intelligibility

score with its speaker’s intelligibility score, the decision boundaries might need to be better

defined.

We showed that foundation models trained on healthy speakers can be transferred to dysarthric

speakers with high accuracy. These feature extractors outperform handcrafted features.
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5.5.3 Perspectives

Analyses on other datasets, such as the Nemours|132] dataset, could provide insights into
the generalizability of the results. Furthermore, this work focused on the transferability of
pre-trained extractors trained on healthy speakers without leveraging any patient-specific in-
formation. Patient-specific information could be used to further improve the performance of

the models on the same dataset.

Using pre-trained-extractors to determine per-sample intelligibility.

Since foundation models have been trained on a large-scale dataset of speakers without dysarthria,
one could use the audio recordings of the speakers without dysarthria in datasets such as
UASpeech to define the reference intelligibility performance on any given word. Then, one
could determine the per-audio word recognition, which in turn could provide a finer-grained

intelligibility label of the audio recordings.

Data Leakage on Medical Recordings.

Depending on the dataset split operated, data leakage can bias results. Models trained and
evaluated on patients with recordings in the training and evaluation set might perform well.
Still, they could be less reliable as they have been partly trained on speaker-specific properties.
While such a scenario can be useful in terms of personalized usage, for instance, for word
recognition on a personal device, these splits can lead to an overconfident model that cannot
generalize to unseen patients. Ensuring dataset splits such that patients are exclusively in one
set or another allows for investigating performance in the future and, therefore, unknown at

train time patients.

Now that we have shown that it is possible to transfer knowledge from healthy speakers to
dysarthric speakers, we aim to understand these feature extractors’ robustness when presented

with corrupted input data.
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Chapter 6

Assessing the Robustness of
Self-Supervised Learning Representations

to Incomplete Data

This chapter aims to understand how robust are Self-Supervised Learning (SSL) represen-
tations. We focus on the robustness of representations extracted by Self-Supervised feature
extractors to corrupted data inputs. Regarding corruption, we consider masking parts of the
input images. This work [22] is part of a joint effort. XC designed and implemented the evalu-
ation pipeline, adapted the codes, ran the experiments, conducted the analyses, and wrote the

manuscript.

6.1 Introduction

Supervised Learning has led to significant advances in the field of Computer Vision (CV) and
Natural Language Processing (NLP). This is partially ascribed to the model’s ability to learn
relevant features from the data to solve the task for which they are trained. One limiting factor
of Supervised Learning is the need for high-quality, labeled data. Such datasets can be challeng-
ing to construct due to collection and annotation costs and potential annotators’ disagreement.
Furthermore, labels are task-specific, while the input data can contain information that serves

many purposes. For instance, while a picture of a cat can be labeled as a cat, it can also be
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labeled as an animal, feline, or mammal. It can also separate background and foreground, de-
tect objects, classify textures (hair, fur, and grass), and more. In recent years, Self-Supervised
Learning (SSL) has gained popularity as it allows learning general-purpose representations by
learning from signal from the data itself by exploiting its underlying structure [108, 35, 95, §].
Furthermore, despite being trained on unlabeled data, SSL representations are competitive with
Supervised Learning representations in many downstream [34, 11, 94, | and can achieve
superior performance in many downstream vision tasks, including image classification, object
detection, and semantic segmentation. SSL methods rely on the training via suitable pretext
task [36], which by design are not targeted toward a specific supervised task, and such can lead

to more generalized and usable representations.

In recent years, the robustness of representations in Supervised Learning has gained interest.
In their work, Xiao et al., [I87] have shown that by adversarially selecting the background of
images, one could make the model misclassify with high accuracy. Following this observation,

we asked "How robust are SSL representations against information removal?”.

6.2 Background

Supervised learning requires access to high-quality datasets with good labels. We assume that
models trained in supervised learning are directly relevant to the task they are supervised on.
Nonetheless, models trained in a supervised manner are sensitive to adversarial background
changes [187], highlighting a reliance on the background. Self-Supervised Learning (SSL) has
emerged as a key method for training general-purpose feature extractors, closing the gap with
Supervised Learning methods [341, 95, 87]. Since the feature extractor is trained on unlabeled
data, the representations it extracts are expected to be more general and transferable than

models trained in a supervised manner.

6.2.1 Self-Supervised Learning (SSL): learning by leveraging signal

from unlabeled data

SSL is a learning paradigm in which the model is trained on many unlabeled data using pretext

tasks. As such, they can be trained without needing large amounts of labeled data. The
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pretext tasks are commonly designed to leverage readily available information in the data, such
as context and temporal information for textual or speech data, or predict the masked part
of the input. Balestriero et al. in [%] classify SSL methods into four broad categories, each

emphasizing different principles of learning;:

e Deep Metric Learning (e.g., SInCLR [34]): methods that encourage similar input to be

closer in the feature space.

e Self-Distillation (e.g., DINOv2 [112]): methods that use the outputs of a model as pseudo-

labels for training.

e Canonical Correlation Analysis (CCA) (e.g., SWAV [28] and VICReg [11]): methods that

aim at maximizing correlations between different views of the data.

e Masked Image Modeling (MIM) (e.g., MAE [91]): methods that involve masking a part
of the input and predicting the masked parts.

In the following, we draw inspiration from masked input modeling approaches, namely training
the models to predict missing parts of the input, which has been extensively studied in Natural

Language Processing (NLP).

6.2.2 Learning representation by masking parts of the input

In text or audio data, predicting purposely masked parts of the input has led to breakthroughs
in the field of Natural Language Processing (NLP). In Computer Vision (CV), image inpainting

and masked image modeling are two tasks that attempt to learn using masked parts of the input.

Image Inpainting Image inpainting aims at filling in missing or corrupted parts of an image.

The models are commonly trained to generate content that blends with the surrounding areas.

While inpainting focuses on restoring images by filling gaps with appropriate content, Masked

Image Modeling (MIM) focuses on learning representation from masked inputs.
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Masked Image Modeling (MIM) MIM became a popular self-supervised visual pretrain-
ing method due to its impressive fine-tuning performance on a variety of downstream computer
vision tasks [57, 32, 172|. The iGPT[32], ViT[58], and BEiT|[10] research teams have recently
re-explored this approach about modern vision transformers [30], and demonstrate a strong po-
tential for representation learning by introducing specific designs for some components. These
include clustering pixels, predicting mean color, and tokenizing using a block-wise masking

strategy in addition to dVAE networks [185].

Since SSL methods are trained with pretext tasks, we need ways to evaluate their performance.

6.2.3 Evaluating SSL on downstream tasks

To evaluate the performance of SSL methods, linear probing is commonly used. Linear probing
consists of training a linear classifier that takes advantage of the representations obtained by
the feature extractor. In addition, it is possible to proceed to the visual evaluation [16]. Bordes
et al. [16] suggest, for example, training a conditional generative diffusion model using a SSL
representation. Thus, one can gain some insights into the representation by analyzing which
information remains constant across different generated samples and which information does

not remain constant.

In addition to these approaches, we are inspired by literature [120, | that uses representa-
tional similarity analysis to compare the robustness of supervised models. This work focuses
on the robustness of the SSL models to corrupted data input, where masking parts of the input

images corrupt data inputs.

6.2.4 Evaluating the similarity of representations

Recent research has attempted to explain the behavior of neural networks by comparing rep-
resentations between layers and different trained models. We build on previous studies inves-
tigating the similarity of neural network representations [120] to evaluate the robustness of
different self-supervised learning methods when learning from masked or missing data. In par-

ticular, we compare the learning performance of various SSL. methods that belong to different
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families using Canonical Correlation Analysis (CCA) [91, 136] and Centered Kernel Alignment

(CKA) [116].

Cosine Similarity (CS)

Cosine similarity is a metric used to measure the similarity between two vectors, commonly
used in comparing neural network representations. Cosine similarity calculates the cosine of
the angle between the vectors, with values ranging from -1 to 1. For neural networks, vectors

can represent the activations or embeddings generated by the model.

Mathematically, the cosine similarity between two vectors x and y is defined as:

. e X'y
cosine _similarity(x,y) = Tyl
XYy

Where x -y represents the dot product of the vectors, and ||x|| and ||y|| are the magnitudes of

vectors x and y.

Canonical Correlation Analysis (CCA) and Singular Value Canonical

Correlation Analysis (SVCCA)

CCA is a Multivariate Statistics technique that identifies and measures the relationships be-
tween two sets of variables or finds patterns that represent the variation in the data. It con-
structs pairs of linear combinations, called canonical variables, from the original variables that
are orthogonal within each set and are maximally correlated between sets. For Neural Networks,
it compares representations by finding the linear relationships between two sets of activations.
CCA projects the two sets of vectors into a shared subspace with a maximum correlation
between them. This makes it particularly useful for understanding how different layers or net-
works encode information. SVCCA [117] is an extension of CCA that reduces dimensionality
by using singular value decomposition (SVD) before applying CCA, improving the stability and
interpretability of the comparison. Mathematically, CCA finds projections Wx and Wy such
that the correlation between WX and Wi'Y is maximized, where X and Y are the sets of

activations from two networks:
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maxy, w, corr(Wx X, WY (6.1)
Here, Wx and Wy are the projection matrices that maximize the correlation between the
transformed representations of X and Y.

Given two sets of activations, X € R1*" and Y € R%*", where d; and ds are the dimensions
of the activations, and n is the number of samples, CCA aims to find projection matrices
Wx € R4*k and Wy € R%*F that project X and Y into a common subspace such that the

correlation between the projections is maximized:

maxy, w, corr(Wx X, WitY) (6.2)

This is achieved by solving the following optimization problem:

oy EVEX)(WEY)]
R ELY )

(6.3)

Singular Vector Canonical Correlation Analysis (SVCCA) builds upon CCA by first performing
Singular Value Decomposition (SVD) on the input activations to reduce their dimensionality.

This step helps to remove noise and focuses on the most significant directions of variance before

applying CCA. Given the SVD of X and Y:

X =UxSx Vi, Y =UySy VY (6.4)

SVCCA retains only the top singular vectors (those corresponding to the largest singular val-
ues), reducing X and Y to lower-dimensional representations. The CCA is then applied on

these reduced matrices Ux and Uy, leading to more stable and interpretable results.

Centered Kernel Alignment (CKA)

Centered Kernel Alignment (CKA) can be used to compare the similarity between neural

network representations, particularly across different layers or models. Unlike methods such
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as CCA, which are based on linear projections, CKA uses kernel methods to capture more
complex, non-linear relationships between the representations. CKA is invariant to orthogonal
transformations and isotropic scaling, allowing comparison of different models trained under

different initial conditions.

Given two sets of activations X € R™% and Y € R"*%_ where n is the number of samples and
dy, do are the dimensionalities of the activations, CKA uses the Gram matrices Kx and Ky for

X and Y, respectively. The Gram matrix for a set of activations X is computed as:

Kx=XXT (6.5)
To account for centering, the centered Gram matrix Ky is defined as:

- 1 1 1
Kx =Kx — -1,Kx — Kx—1,+ 51,Kx1, (6.6)
n n n

Where 1,, is an n X n matrix of ones, ensuring that the resulting Gram matrix is centered.

The CKA similarity between X and Y is then defined as the normalized Hilbert-Schmidt
Independence Criterion (HSIC)[36]:

HSIC(X,Y)

CKA(X,Y) = \/HSIC(Xa X)HSIC(Y,Y)

(6.7)

where HSIC is the Hilbert-Schmidt Independence Criterion, measuring the similarity between

two kernel matrices and defined as:

HSIC(X,Y) = Tr(KxKy) (6.8)

o
(n—1)?

Where Tr(-) denotes the trace of the matrix, and the Gram matrices Kx and Ky are the

centered kernel matrices for X and Y.
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6.3 Methodology

6.3.1 Problem Setup

Let D = (X;, ¥i)ic[1,..,N], Where N is the number of samples, x; € Z are the input vectors, and
y; € Y are the labels. We denote by f : Z — R the feature extractor and by g : R — Y
the classifier. We denote the feature space with R. We denote by m : Z — Z the corruption
function that we apply to the input data.

We aim to evaluate the robustness of the feature extractor f concerning the corruption function
m. We denote D,, the dataset obtained by applying the corruption function m to the dataset
D. We use the performance obtained using the classifier g on the modified version of the dataset

D,,.

We aim to evaluate the robustness of self-supervised representations when confronted with
incomplete or corrupted data. We assume that the representations should adapt and perform
satisfactorily in real-world scenarios where the data may be imperfect. To assess this, we
measure the similarities between pairs of self-supervised representation vectors using Canonical
Correlation Analysis (CCA) and Centered Kernel Alignment (CKA) across different dataset

variations.

Let two representation vectors be denoted as x,y such that x = [z1,29,...2,] and y =
(Y1, Y2, - - - Yn], with n representing their dimensionality. We compute similarity metrics to quan-
tify these vectors’ alignment and linear relationships. This approach provides valuable insights

into how well self-supervised representations align under varying conditions.

6.3.2 Removing information from images

Removing foreground and background parts of images

To simulate information removal, we applied segmentation masks to the images, selectively
removing parts of them. This helps us evaluate self-supervised representations’ robustness when

key information is missing. Segmentation masks were generated using the Segment Anything
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Model (SAM) [113]. For each image, we segmented objects of interest based on class labels. For
instance, given an image labeled "Apple,” we extracted the segmentation mask corresponding
to the apple. This process yields two variations of the image: the Foreground (containing only
the apple) and the Background (containing only the background). Notably, the Foreground

and Background images do not share any pixels.

Removing the center and border of images

We also experimented with a different form of information removal using circular masks. These
masks were centered on the image and designed to cover an equal distance in all directions
from the center. From these circular masks, we generated two additional image variations: the
Center (which retains only the central part of the image) and the Border (which retains the

outer parts). As with the segmentation masks, the Center and Border images do not share

any pixels. We show examples of the different image variations in Figure 6.1.

Figure 6.1: Examples of the 5 variations explored. On the left we show the Original,
Foreground, and Background from top to bottom, on CIFAR-100, Caltech101, FGVC Air-
craft. On the right we show the Original, Center, Border from top to bottom, CIFAR-100,
DTD and DTD

6.3.3 Variations of the dataset

Given the information removal methods we consider, we obtain five versions of the dataset:
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Original: The original image without removal of information. This is typically the image

used to train the models.

Foreground: The images with only the foreground. That is, given a picture of an apple,
we keep only the apple. This version of the image contains only noncontextual information

about the object to classify.

Background: The image with only the background. That is, given a picture of an ap-
ple, we keep only the background. This version of the image might contain contextual

information about the object to classify but not directly about the specific object.

Center: The images with only the center. That is, we keep only a circular region of the
image around its center. This version of the image contains information only about the
center of the image, which commonly contains the object to classify for a dataset that is

object-centric, such as ImageNet.

Border: The images with only the border. That is, we keep only a circular region of
the image around its border. This version of the image contains information only about
the border, which commonly includes information on the background and the object’s

context.

6.3.4 Linear Evaluation: How well can we classify using the extracted

representations?

A common evaluation strategy for self-supervised feature extractors is to freeze the extractor

and then extract its representations. Then, one can use a linear model for classification us-

ing these extracted representations. Based on the linear model’s performance across multiple

datasets, we can assess whether the representations are generalized and suitable for down-

stream tasks. Namely, assume we have a feature extractor f and a linear model g. Given

pairs (X;, ¥i)icq1,..,n], We extract the representations z; = f(x;). Then, we use the extracted

representations to train a linear model g using labels y;. We can then assess the performance of

the linear model g on a separate dataset Dyt to determine the generalizability of the feature

extractor f.
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6.3.5 Representation Similarity: Are variations of the same image

leading to similar representations?

To evaluate the similarity of the representations, we consider three metrics: cosine similarity,
Canonical Correlation Analysis (CCA), and Centered Kernel Alignment (CKA). We obtain
the extracted representations of the different variations of the dataset and then compute the
similarity metrics between a point and its variations. Let z; be the representation of the original
image and z;, be the representation of the variation v of the image. Since we use the same
feature extractor for all the data set variations, we can compare the representations directly,
as these representations should all lie in the same feature space. Thus, we can make direct

comparisons between z; and z;, for a given variation v and the data point i.

6.3.6 Representation Neighborhood: Are samples in the representa-

tions neighboring samples from the same variants?

Given all the representations extracted from the different variations of the dataset, we can use
the feature extractor to obtain the neighbors for a given representation. Let X, be the set
of representations for a given variation v. For example, Xosiginal is the set of representations
for the original images. Let Xy be the set of all representations. Xa; = UUEV X,, where
V = {Original, Foreground, Background, Center, Border} is the set of all variations. We use
K-Nearest Neighbors (K-NN) to find the k-Nearest Neighbors for a given representation. This
allows us to observe whether the image representations are close to the image representations

of the same variation.

6.4 Experiments

We use linear probing to evaluate the different representations produced by the models (Section
6.4.1). We performed these analyses over multiple datasets and their variants. We compared the
representations using Canonical Correlation Analysis (CCA) and Centered Kernel Alignment
(CKA) (Section 6.4.2 and 6.4.3). Finally, we discuss the proximity of representations based on
their nearest neighbors (Section 6.4.4).
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Figure 6.2: Mean Squared CCA correlation R%,. The first row is based on CIFAR-100, the
second row on Caltech101. From left to right, the matrices are associated with the represen-
tation extracted by the Supervised SwAV, VICReg, MAE, and DINOv2 models. Original,
Foreground, Background, Center, Border.
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Figure 6.3: CKA scores. The first row is based on CIFAR-100, the second row on Caltech101.
The matrices are associated with Supervised, SwWAVm VICReg, MAE, and DINOv2 from left
to right. Original, Foreground, Background, Center, Border.

6.4.1 The representations contain information about the context.

We performed linear probing on CIFAR-100, Caltech-101, FGVC-Aircraft, and DTD datasets
using their five variations: Original, Foreground, Background, Center, and Border (Table 6.1).

All the models have higher classification accuracy when using the Original representations
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Figure 6.4: The first row indicates how each variant neighboring points are related to other
variants. These observations are based on the representations extracted on CIFAR-100. We
consider the Supervised, DINOv2, and MAE models from left to right. The second row depicts
the UMAP obtained on 10% of the representations.
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rather than the Foreground ones on CIFAR-100 and Caltech-101. This indicates that the fea-
ture extractor captures contextual information that the linear classifiers use. DINOv2 performs
better when using the Center variant than the Foreground variant. For the Foreground variant,
the entirety of the object is not guaranteed to be located in the center of the image, even
though most common datasets locate the object in the center of the picture. For example,
in the Caltech-101 dataset, the images with human faces as targets are not necessarily cen-
tered, and some are outside the Center variant. Nonetheless, all the models except MAE reach
higher balanced accuracy on the Original image than on the Foreground, and the Center vari-
ant leads to higher performance than the Foreground variant. That could indicate that the
Self-Supervised models tend to learn additional contextual information from the background.
When evaluated on only the Background variations, all models except the MAE model achieve
balanced accuracy above 70% on Caltech-101, which could indicate a lack of diversity in terms

of background.
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6.4.2 Representations between Original and Center are more similar
in Caltech-101 than Original and Foreground based on Canon-
ical Correlation Analysis (CCA).

To further analyze the representations, we use the Canonical Correlation Analysis (CCA) to
compare the similarity between the different variants. We present the CCA matrices in figure 6.2
for CIFAR-100 and Caltech-101. CIFAR-100 shows that across all models, the representations
of the Original images closely align with the Foreground variants, with similarity scores ranging
from 0.24 for the MAE model to 0.4 for the Supervised model. This observation aligns with
results from the Linear Evaluations. Moreover, for both the Supervised and DINOv2 models,
the Original and Center dataset variants exhibit the highest similarity, followed by the Center
to Foreground representations. In the Caltech101 dataset, the representations of the Original
and Center images are most alike across all models. This may be attributed to the relative size
of the objects of interest in these datasets compared to the overall image dimensions. The high
similarity levels between Center and Foreground and Border and Background corroborate this

assertion.

We note that DINOv2 exhibits learning patterns similar to those of the Supervised model when
contrasted with other Self-supervised models. However, the balanced accuracies derived from

DINOv2 representations surpass those from the Supervised Model.

Our results underscore the need for additional research to determine whether the emphasis

should be on devising new pretext tasks or innovating preprocessing steps to curate datasets.

6.4.3 Foreground and Background are more similar than Original and
Foreground for SwAV, VICReg, and MAE based on Centered
Kernel Alignment (CKA).

We further compare the representations using the Centered Kernel Alignment (CKA) (Figure
6.3). The Supervised and DINOv2 models have higher similarity scores between the Original
and Center variants, followed by the Original and Foreground. On CIFAR-100, all the models

have lower similarity between the Center and Background representations, which one can expect
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since the objects are located in the center of the images. Nonetheless, for SWaV, VICReg, and
MAE, the Foreground and Background representations are more similar than the Original and
Foreground representations. Furthermore, the MAE model also shows low similarity between
the Background and Original and the Border and Background. On the Caltech101 dataset, the
DINOv2 representations are primarily similar across all variants, with scores above 0.64. Fur-
thermore, while the CCA indicated that the Center and Background representations were not
that similar, the CKA indicated that for DINOv2, the Background and Center representations
are highly similar, with a score of 0.77. These corroborate the linear evaluation performance

observed, with a high balance using DINOv2’s representations only in background images.

6.4.4 Representations from different variants are close to each other.

We further visualize the representation spaces using UMAP and neighborhood proximity anal-
ysis using K-Nearest Neighbors (Figure 6.4). Through the K-Nearest Neighbors analysis, we
observe that the Supervised and DINOv2 Models lead to Original representations that are close
to a mix of others. Indeed, only 40% of the Original and Foreground samples have variant-
matching neighbors. Meanwhile, in the MAE representation space, the different variants mostly
match their neighbors. Indeed, all variants have more than 80% of their closest neighbors be-
longing to the similar variant. Nonetheless, MAE separates the variants from the Center and
Border representations for the other variants, while the Original, Foreground, and Background

overlap slightly.

6.5 Discussion

6.5.1 Conclusion

Understanding the robustness of self-supervised representations is crucial to assessing their
practicality and reliability in real-world applications. By investigating the performance of these
representations under varying degrees of data corruption, we can identify potential limitations
and design strategies to enhance their robustness. We studied the effect of Foreground / Back-

ground removal and input masking on the representations extracted by Self-Supervised models.
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We analyzed how masked input impacted Self-Supervised models compared to supervised mod-
els and showed that the DINOv2 model leads to representation similarity that matches those
of the reference supervised model. Despite these similarities, the learned representation leads

to higher balanced accuracy scores.

6.5.2 Limitations

In this work, we only considered segmentation and masking as means of missing information
in visual data. While the Foreground and Background masks are the most natural choice, they

do not account for potential size differences between the classes.

6.5.3 Perspectives

While we focus on visual information in natural images, one could extend this work to other
modalities such as audio, text, and time series data. Furthermore, such analysis could be
beneficial for foundation models for medical imaging. Additionally, one could explore one of

the following directions:

e Analyzing the distribution of portions of the foreground concerning the total image size

and its effect on the classification performance.

e Developing a framework to automatically identify biases in the data and across classes

within the dataset to improve the robustness of the models trained on these datasets.
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Table 6.1: Linear Probing: results are 5-fold cross-validated Balanced Accuracy. DINOv2 is
consistently the best performing model. Except of Caltech-101, the supervised performs worse
than the self-supervised extractors. On every dataset, the Background representations can be
used to train classifiers with much higher than random performance. FGVC-Aircraft is the
only dataset where the Foreground performance is much higher than the Original images.

DATASET CIFAR-100
VARIATION ORIGINAL FOREGROUND BACKGROUND CENTER BORDER
SUPERVISED  58.59 (40 .48) 54.27 1057 27.56(+0.81) 51.74(10.39) 33.22(10.15)
SWAV 65.02(10.43) 56.79 (10.47) 29.53(10.45) 53.94(10.49) 33.46 (10.54)
VICREG 62.01(:|:0.54) 57.05(:|:0_50) 27.83(:‘:0.50) 54-05(:|:0.44) 32'97(:|:0.29)
MAE 45.55(+0.80) 36.08(10.81) 18.85(+0.32) 32.46 (11.46) 21.98(10.49)
DinoV2 85'50(:i:0.31) 74'19(:i:0.35) 30'82(:|:0.67) 77.17(:&0.19) 43.83(:|:0_57)
DATASET CALTECH-101
VARIATION ORIGINAL FOREGROUND BACKGROUND CENTER BORDER
SUPERVISED 93-28(:|:0.63) 88.87(i1_21) 74'83@:0.62) 89.78(:|:0_42) 62-32(:|:1.19)
SWAV 90.56 +0.66) 86.98(11.65) 72.35(11.10) 87.68(10.72) 55.18 (41 58)
VICREG 91-92(i0.67) 87~95(i0.99) 73~06(i1.46) 88-84(i0.86) 55.52(i1.g4)
MAE 69.03(13.24) 71.49(41.73) 37.24 (19 24) 69.35(+1.89) 25.10(42.47)
DinoV2 97.34(:{:0'57) 95.86(:{:0.77) 89.30(:|:1.45) 97.52(:&0.41) 82.82@:0.85)
DATASET FGVC-AIRCRAFT
VARIATION ORIGINAL FOREGROUND BACKGROUND CENTER BORDER
SUPERVISED 42-47(i1.64) 48~79(i2.21) 36~01(i2.10) 38-25(i2.12) 27~37(i0.96)
SWAV 50.51(41.53) 64.9811.88) 39.9810.77) 49.39(11.64) 23.56(+1.22)
VICREG 58‘7O(i1.02) 68.69(i1.62) 46'03(i0.31) 57-32(i1.58) 25.14(i0.78)
MAE 29.98 11 4¢) 42.28 41 57 15.01(41.56) 31.99(+1.10 10.04(40.98)
DinoV2 84.07(:{:0'70) 82-03(:{:0.83) 75'72(:|:1.46) 83.10(:&1.01) 58.75(:|:1‘14)
DATASET DTD
VARIATION ORIGINAL FOREGROUND BACKGROUND CENTER BORDER
SUPERVISED  71.30(42.2¢) — — 68.4811.76) 67.23(11.21)
SWAV 75.85@[1.65) — — 72.39@[2_02) 70-43(i1.80)
VicREG 73.806(+1.42) - - 70.53(+1.40) 66.94(12.01)
MAE 68.83(+1.86) — - 63.22(10.85) 61.20(+1.92)
DiNOV2 82.13(+1.10) - — 82.47(+1.11) 81.25(40.59)
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Chapter 7

Learning to Unlearn

The following chapter is the result of the joint work of [23]. XC designed and implemented
the evaluation pipeline, adapted the codes, ran the experiments, conducted the analyses, and

wrote the manuscript.

7.1 Introduction

Machine unlearning (MU) aims to remove the influence of a specified subset of training data
points from trained models [21]. This process is crucial for enhancing privacy preservation,
model safety, and overall model quality. MU helps ensure compliance with the right to be
forgotten [78], removes erroneous data points that negatively impact model performance [155],
and eliminates biases introduced by parts of the training data [33]. Deep neural networks
present significant challenges for MU due to their computationally intensive training require-
ments, highly non-convex loss landscapes, and tendency to memorize substantial portions of

their training data [71, 27, 68]. The key open challenges in MU include:

e A degradation in model accuracy often accompanies unlearning;

e Some MU methods require the model to be trained in specific ways, such as saving
checkpoints, tracking accumulated gradients, or training with differential privacy, limiting

their applicability to already deployed models;
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e Assurance of information removal is difficult as there are no reliable metrics to measure

it accurately;

e There is no consensus on which methods are the most effective.

A branch of MU known as ezact unlearning aims to guarantee that the specified forget data have
been completely removed from the model. The most reliable exact MU method is to retrain
the model from scratch while excluding the forget data. Another exact MU that offers data
removal guarantees is SISA (Sharded, Isolated, Sliced, Aggregated) [19]. However, exact MU is
computationally prohibitive, emphasizing the need for more efficient methods. The alternative
branch is approrimate unlearning that aims to approximate data deletion and is often less
precise but more computationally efficient. Approximate MU lacks theoretical guarantees,
necessitating empirical evaluations to determine its effectiveness, reliability, and computational
efficiency across various datasets. Thus, the community needs to properly benchmark and

evaluate state-of-the-art approximate MU methods.

In this paper, we benchmark 18 state-of-the-art approximate MU methods across 5 datasets and
2 DNN architectures commonly used in computer vision: ResNet18 [96] and TinyViT [183].
The 18 methods consist of 3 classical baseline methods Fine-tuning (FT), Gradient Ascent
(GA), Successive Random Labels (SRL); 7 high-ranking methods in the NeurIPS’2023 Ma-
chine Unlearning competition [171], we name them Forget-Contrast-Strengthen (FCS), Masked-
Small-Gradients (MSG), Confuse-Finetune-Weaken (CEW), Prune-Reinitialize-Match-Quantize
(PRMQ), Convolution-Transpose (CT), Knowledge-Distillation-Entropy (KDE) and Repeated-
Noise-Injection (RNI); and 8 recently published methods: Saliency Unlearning (SalUN) [66],

Catastrophic Forgetting-K (CF-k) [30], Exact Unlearning-K (EU-k) [80], SCalable Remem-
bering and Unlearning unBound (SCRUB) [119], Bad Teacher (BT) [39], Fisher Forgetting
(FF) [32], Influence Unlearning (IU) [115, 105] and Negative Gradient Plus (NG+) [119]. We

evaluate the different unlearning methods in terms of four major aspects: privacy evaluation,

performance retention, computational efficiency, and unlearning reliability.
The contributions of our study is to address the following research questions:

Q1. Are the commonly used MU baselines reliable? Most of the recently introduced MU
methods are compared only with three baselines: Fine-tuning (FT), Gradient Ascent (FA),

and Successive Random Labels (SRL), and not across recently introduced approaches. We
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show that with proper hyperparameter selection, FT is a reliable baseline. In contrast, GA
consistently performs poorly and should be replaced by the more recent Negative Gradient Plus
(NG+) [119] that simultaneously reduces the performance in the forget set while maintaining

the performance on the rest of the data points.

Q2. How reliable are MU methods across datasets, models, and initialization? Our findings
show that, unlike most recent MU methods, Masked-Small-Gradients is consistently among the
best-performing methods across various metrics. In contrast, methods such as SRL and NG+

do not consistently outperform others across different datasets.

Q3. Among existing methods, which are the most reliable and accurate?. Among 18 methods,
our evaluation shows that specific methods, such as Masked-Small-Gradients (MSG), Convolution-
Transpose (CT), and Fine-tuning (FT), exhibit desirable properties. Specifically, MSG and CT
show resilience against U-LiRA, a strong per-sample membership inference attack. Further-
more, all three methods show consistency across datasets, and these methods could serve as

reliable baselines for future studies.

7.2 Background

7.2.1 Machine Unlearning

Machine Unlearning is often first associated with the work of Cao et al. [25], followed by Bour-
toule et al. [19], which proposes SISA (Sharded, Isolated, Sliced, Aggregated) as an exact
unlearning method. For a recent overview of MU, we refer to the survey by Xu et al. [189],
which provides a taxonomy of standard unlearning methods. Furthermore, Zhang et al. [197]
review MU through privacy-preserving and security lenses. The authors cover the Confiden-
tiality, Integrity, and Availability security triad and the need for Data Lineage, which relates to
following the movement of data in a machine learning pipeline and understanding from where
it originates, where it is stored, and how it percolates in the system through transformation.
Some might have information on common MU verification methods, privacy evaluation metrics,

and datasets; we refer to the works of Nguyen et al. [139] and Shaik et al. [155].

In the following, we focus on the MU taxonomy of Xu et al. [189], which considers Data
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Reorganization and Model Manipulation:

(1) Data Reorganization methods focus on directly modifying the data to perform unlearn-

ing. It is divided into Data Obfuscation, Data Pruning, and Data Replacement.

Data Obfuscation refers to modifying the dataset to obscure the influence of the data to be un-

learned: random relabeling and retraining [35], SRL (Successive Random Labels) and Saliency

Unlearning (SalUN).

Data Pruning usually relies on dividing the dataset into multiple sub-datasets and training
sub-models on these subsets. This is the category to which SISA [19] relates. Our work does
not consider methods associated with this setting, as they make assumptions about the training

process.

Data Replacement attempts to unlearn by replacing the original dataset with transformed data
that simplifies unlearning specific samples. For example, Cao et al. [25] replace training data
with summations of efficiently computable transformations. Like data pruning, these methods

tend to make strong assumptions about the training process.

(2) Model Manipulation methods directly adjust the model parameters to remove the in-
fluence of specific data points. Model manipulation is divided into Model Shifting, Model
Replacement, and Model Pruning.

Model Shifting directly updates the model parameters to offset the influence of the unlearned
samples, such as using a single step of Newton’s method on model parameters [39] or decre-
mental updates [152]. In our benchmark Fisher Forgetting (FF), Influence Unlearning (IU),

and SalUN would represent these approaches.

Model Replacement uses precalculated parameters that do not reflect the data to forget to
replace parts of the trained model. For instance, when using decision trees, one can replace
nodes affected by the forget set by precalculated node [153]. These methods often make strong

assumptions about the training process and the overall model.

Model Pruning prunes specific parameters from the trained models to remove the influence of
certain samples [L00], or Prune-Reinitialize-Match-Quantize (PRMQ) [11] which prunes the

model via L1 pruning, reinitializes parts of the model then train the model on Dg.
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7.2.2 Machine Unlearning for Deep Neural Networks

Initially, MU research focused primarily on linear models such as linear regression and logistic
models. Such models allow for the design of methods that assume the convexity of the loss
function, rendering them less practical for DNN-based approaches. Since DNNs can memorize
parts of their training data, they are particularly relevant targets for MU, even more so when
trained on large amounts of potentially personal data. For Deep Learning models, unlearning
raises additional challenges: 1) the non-convexity of the loss function of Deep Neural Networks
[37], 2) the size of the models inducing high computational costs, 3) the randomness coming
from the model’s training process, such as the initialization seed, randomness in the minibatch
generation process, and 4) the fact that any model update impacts subsequent versions of the

models, namely the weights at epoch n + 1 directly depend on the weights at update n.

When considering MU for DNN, Xu et al. [189] notes that a standard scheme for DNN is to focus
only on the final layer, as this layer is expected to be the most relevant for the downstream task
and stems from the early works MU. However, Goel et al. [30] showed that simply modifying the
final layer is often insufficient to remove information related to D;. However, other approaches,
such as those of Golatkar et al. [32, 83, 81], attempt to unlearn the full model via methods
derived from Information Theory. For example, weight scrubbing on trained models can be

done by approximating the Fisher information matrix.

7.2.3 Post-Hoc Machine Unlearning

While proactively designing deep-learning pipelines with built-in unlearning methods such as
SISA can greatly simplify the unlearning process, many contemporary services relying on DNN
were not implemented with unlearning in mind. This motivates searching for methods that can

unlearn from models already trained without making assumptions about the training process.

Thus, we focus on posthoc MU, a scenario where we assume that the unlearning method is
agnostic to the original model training process. In such a scenario, there are differences in
data availability at the time of unlearning. For example, whether one has access to the original
training data D, the retain set Dg, the forget set Dg, or even some external sets such as the

validation set Dy. Therefore, careful consideration should be given to the data requirement
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associated with an unlearning method. Some might require having access to both Dg and D at
the unlearning time, while others assume that Dg is no longer available [10| making them more
practical in real-world scenarios. Throughout our benchmark, we make the same assumption
as the NeurIPS2023 Unlearning Challenge [171], where the unlearning methods had access to
fo:Dr,Dr, Dy.

7.2.4 Machine Unlearning and Differential Privacy

We based our Unlearning definition on Sekhari et al. [154] and refer to their work on the
distinction between Differential Privacy and the objective of Machine Unlearning. In a high-
level picture, differential privacy is a method for publicly sharing aggregated information about
a population by describing the patterns discovered among the groups within the dataset while
withholding specific information about individual data points. A randomized algorithm A is
(e, §)-differentially private if for all datasets D; and D, that differ on a single data point, and
all S C Range(A),

Pr[A(D,) € 8] < ¢ - Pr[A(Dy) € ] + 6. (7.1)

In this definition, € (epsilon) is a non-negative parameter that measures the loss of privacy,
with smaller values indicating stronger privacy. The parameter ¢ represents the probability of

breaking differential privacy, ideally close to or equal to 0.

Despite enabling provable error guarantees for Unlearning methods, Differential Privacy re-
quires strong model and algorithmic assumptions, making MU, derived from it, potentially less

effective against practical adversaries [106].

7.3 Methodology

Setting. Starting with a training set D = {(x;,:;)}, and a trained model fo, referred
to as the original model, the objective of a MU method U is to remove the influence of a

particular subset of training set Dr = {(x;,y:)}X, C D referred to as the forget set where
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K < N. The rest of the training set Dg = D\Dr is called the retain set. The forget and
retain sets are distinct and complementary subsets of the training set. The outcome of MU
is an unlearned model fy, the aim for which is to perform on par with a model retrained
from scratch on Dg; this latter model fg is referred to as the retrained model. We denote
the weights of the original model and retrained models’ weights as 6o and 6g, respectively.
For evaluations, we consider two held-out sets: the validation set Dy and test set Dy, both
drawn from the same distribution as D. We consider the accuracy of the retrained model to be
the optimal accuracy. One critical assumption we make is that the MU method has access to

90, DR7 DF, and Dv.

(1) Unlearning Evaluation. To evaluate the success of unlearning, one approach is to
check whether data points in D still influence the predictions made by the unlearned model
[26, , 93]. This is commonly done via influence functions [115, 12, 88|, and membership
inference attacks (MIA) [156]. MIA has become one of the most common approaches for
evaluating MU methods. It aims to determine whether specific data points were part of the
original training dataset based on the unlearned model. We compute the population-based U-
MIA, denoted with MIA(D, fy7) evaluated on data D*. Using this we define the discernibility
metric as Disc(Dy, fu) = |2 x MIA(D, fy) —1| € [0, 1], and similarly, indiscernibility is given
by Indisc(D, fy) = 1 —Disc(D, fy) € [0,1]. We set D to either the test set Dy or validation set
Dy .

A more recent MIA variation is the unlearning likelihood ratio attack (U-LiRA) [119]. As high-
lighted by [93], U-LiRA is a more robust evaluation approach for approximate MU. Nonetheless,
U-LiRA is much more computationally demanding than U-MIA. We evaluate the methods that
defeat the weaker, less expensive U-MIA attack, additionally against the U-LiRA attack.

(2) Accuracy. The classification accuracy of the unlearned model on the retained set should
be as close as possible to that of the original model. First, we consider three metrics derived
directly from the model’s classification accuracy on different sets: retain accuracy (RA),

forget accuracy (FA), and test accuracy (TA). RA is defined as

RA(Dg, fv) = Dl

Z 1yi:fU(xi) < [07 1]' (72)

(x:,91)€DR

!The methodology for this follows the classic MIA: we compute the losses on Dr and Dy, we shuffle and
trim them so that they are of equal size. We then train logistic regression models in a 10-fold cross-validation
and compute the average accuracy across the folds.
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The metrics for FA and TA can be derived by replacing Dr with D and Dy, respectively.
Second, while RA, FA, and TA give us insight into the overall accuracy of the unlearned model,
they do not capture how well it performs compared to a retrained model fr. Considering the
fr model as a gold standard, we derive three more metrics: retain retention (RR), forget

retention (FR), test retention (TR), where RR is given by,

RA(Dg, fv)

RR(fv fr) = 23 D )

€ [0, +00), (7.3)

and formulas for FR and TR can be derived using FA and TA, respectively. An unlearned model
with a score of 1 indicates that its accuracy perfectly matches the accuracy of the reference
retrain model. A score below 1 indicates that the model under-performs, and a score above 1
indicates that the model over-performs. We further define the retention deviation (RetDev)

as:
RetDev = ‘RR(fU, fR) — 1| + |FR<fU, fR) — 1’ + ’TR(fU, fR) — 1’ € [O, +OO), (74)

which provides information on the cumulative divergence of the unlearned model regarding
retention score. The closer to 0, the better, as 0 indicates that the model perfectly matches the

performance of the retrained model.

(3) Efficiency. run-time efficiency (RTE) of a MU method should ideally be higher than
the naive approach of just retraining the model from scratch on the retained set. As the
high computational cost of the retraining algorithm motivated the development of approximate
MU methods, we evaluate how much faster each MU method is compared to the retraining
algorithm. We define RT of U as the number of seconds it takes to complete, denoted as
RT(U) (we use the same machine and resources for all the experiments). To indicate the
relative speedup compared to the retrained model, we define the RTE of an unlearn method U
as:
RT(Ux)

T © [0, +00), (7.5)

where Ug denotes the retrain method. The RTE of retraining from scratch would thus be 1;

any method with an RTE less than 1 is slower than retraining from scratch, and vice versa.
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7.3.1 Machine Unlearning Methods

We briefly discuss the main unlearning methods considered.

Classical Baselines

FineTune (FT) finetunes the original model fo on only the retain set Dp for several epochs.

Successive Random Labels (SRL) the model is trained on both the forget set D and Dg

where the labels of Dy are randomly assigned at each epoch.

Gradient Ascent (GA) trains the model using gradient ascent steps on the Dp.

State-of-the-art MU methods

Expanding upon the classical baselines, we additionally evaluate 15 recent MU methods. We
first discuss the seven top-performing methods from the Machine Unlearning Competition 2023

on Kaggle.

Forget-Contrast-Strengthen (FCS) [/1] minimizes the Kullback-Leibler Divergence (KLD)
between the model’s output on Dp and uniform distribution over the output classes, then
alternatively optimizes a contrastive loss between the model’s outputs on Di and Dp, and

minimizes the cross-entropy loss on Dg.

Masked-Small-Gradients (MSG)|12] accumulates gradients via gradient descent on the Dg
and gradient ascent on the Dp, then reinitializes weights with the smallest absolute gradients

while dampening subsequent weights updates on the Dy for the other weights.

Confuse-Finetune-Weaken (CFW)|13] injects noise into the convolutional layers and then
trains the model using a class-weighted cross-entropy on Dg, then injects noise again toward

the final epochs.

Prune-Reinitialize-Match-Quantize (PRMQ) [11] first prunes the model via L1 pruning,

reinitializes parts of the model, optimizes it using a combination of cross-entropy and a mean-
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squared-error on the entropy between the outputs of fo and fy on Dg and finally converts fy’s

weights to half-precision floats.

Convolution-Transpose [15] simply transposes the weights in the convolutional layers and

trains on Dp.

Knowledge-Distillation-Entropy (KDE) [16] uses a teacher-student setup. Both student
and teacher start as copies of the original model, and then the student’s first and last layers
are reinitialized. The student fy minimizes its Kullback-Leibler Divergence (KLD) with the fo
over Dy, then minimizes a combination of losses: a soft cross-entropy loss between f;; and fo,

a cross-entropy loss on outputs of Dg from fy;, and the KLD between fy and fo on Dp.

Repeated-Noise-Injection (RNI) [17] first reinitializes the final layer of the model, then

repeatedly injects noise in a different layer of the model while training on the Dg.
We further consider eight state-of-the-art methods introduced in the literature.

Fisher Forgetting (FF) |82, 66| adds noise to fo with zero mean and covariance determined

by the 4th root of Fisher Information matrix with respect to 6o on Dg.

Influence Unlearning (IU) [105, 180, 106] uses Influence Functions [18] to determine the
change in 6y if a training point is removed from the training loss. IU estimates the change
in model parameters from 6y to the model trained without a given data point. We use the

first-order WoodFisher-based approximation from [106].

Catastrophic Forgetting - K (CF-K) [30] freezes the first layers then trains the last k layers
of the model on Dg.

Exact Unlearning - K (EU-K) [30] freezes the first layers and then restores the weights of
the last k£ layers to their initialization state. We randomly reinitialize the weights instead so

that the method no longer requires knowledge about the training process of fo.

SCRUB [119] leverages a student-teacher setup where the model is optimized for three objec-
tives: matching the teacher’s output distribution on Dg, correctly predicting the Dy set and

ensuring the output distributions of the teacher and student diverge on the Dpg

Saliency Unlearning (SaLUN) [66]| determines via gradient ascent which weights of 6y are

the most relevant to Dp, then trains the model simultaneously on Dr and Dy with random
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labels on D, while dampening the gradient propagation based on the selected weights.

Negative Gradient Plus (NG+) [119] is an extension of the Gradient Ascent approach

where additionally a gradient descent step is taken over the Dp.

Bad Teacher (BT) [39] uses a teacher-student approach with two teachers: the original model
and a randomly initialized model - the bad teacher-, the student starts as a copy of fy then

learns to mimic the fo on Dy and the bad teacher on the Dp.

7.3.2 Datasets

CIFAR-10 CIFAR-10 is a widely used dataset in computer vision and machine learning. It
comprises 60,000 32x32 color images in 10 different classes, with 6,000 images per class. The
dataset is divided into 50,000 training images and 10,000 testing images. CIFAR-10 represents
a diverse range of everyday objects, such as airplanes, automobiles, birds, and cats, making
image classification challenging. The simplicity of the images and variety of categories makes
CIFAR-10 a suitable dataset to test the efficacy of machine unlearning algorithms in effectively

unlearning information without compromising the model’s performance on the remaining data.

Data Augmentations: random cropping to 32x32 with 4-pixel padding, 50% random horizontal
flipping, and per-channel normalization with a mean of [0.4919,0.4822,0.4465] and standard
deviation of [0.2023,0.1994,0.2010]. At test time, we resize to 32x32 and normalize.

CIFAR-100 CIFAR-100 is a more complex extension of CIFAR-10, containing 100 classes
with 600 images per class, split into 500 and 100 training and testing images per class. Each
class is labeled with a "fine" label and grouped into 20 "coarse" labels, adding another layer of
classification difficulty. The increased number of classes and finer granularity make CIFAR-100
an interesting dataset for machine unlearning benchmarks. It is more challenging for models
to forget specific classes or groups while retaining knowledge of others, allowing for testing the

unlearning method’ precision and effectiveness in handling complex datasets.

Data Augmentations: random cropping to 32x32 with 4-pixel padding, 50% random horizontal
flipping, and per-channel normalization with a mean of [0.5071,0.4865,0.4409] and standard
deviation of [0.2673,0.2564,0.2762]. At test time, we resize to 32x32 and normalize.
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MNIST The MNIST dataset is a well-known benchmark in handwritten digit recognition.
It comprises 70,000 grayscale images of handwritten digits (0-9), 60,000 of which were used
for training and 10,000 for testing. Each image is 28x28 pixels in size. We consider MNIST
due to its simplicity and extensive research and development history. The simplicity of MNIST
allows researchers to focus on the fundamental aspects of unlearning techniques without the
complexity introduced by color or high resolution, providing a clear assessment of unlearning

algorithms in a controlled setting.

Data Augmentations: conversion to 3 channels, resizing to 32x32 such that both ResNet18 and
TinyViT use the same input resolution, 50% random horizontal flipping, and per-channel nor-
malization with a mean of [0.1307,0.1307, 0.1307] and standard deviation of [0.3081,0.3081, 0.3081].

We convert to 3 channels at test time, resize to 32x32, and normalize.

Fashion MINIST Fashion MNIST is a more challenging replacement for MNIST. It contains
70,000 grayscale images of fashion items in 10 categories: shirts, trousers, and sneakers. Like
MNIST, each image is 28x28 pixels, but the increased complexity and variability of clothing
items make it a more challenging classification task. Fashion MNIST provides a more realistic
and intricate dataset than MNIST, testing the unlearning methods’ ability to handle real-
world-like variability and ensuring that they can effectively remove learned information while

maintaining performance on a moderately complex dataset.

Data Augmentations: conversion to 3 channels, resizing to 32x32, 50% random horizontal
flipping, and per-channel normalization with a mean of [0.2860,0.2860,0.2860] and standard
deviation of [0.3560, 0.3560, 0.3560]. We convert to 3 channels at test time, resize to 32x32, and

normalize.

UTKFace UTKFace is a large-scale face dataset containing over 20,000 images of faces with
annotations of age, gender, and ethnicity. The images vary in size and cover a wide range of
ages, from 0 to 116. UTKFace is particularly interesting due to the sensitive nature of the data

and the need for privacy-preserving techniques.

Data Augmentations: resizing to 224x224, and per-channel normalization with a mean of
[0.485,0.456, 0.406] and standard deviation of [0.229,0.224,0.225]. We apply the same trans-

formation at test time.

127



For each dataset, the Original and Retrained models are trained using the same hyper-parameters

(provided in Table 7.1)

Table 7.1: Summary of the number epochs, learning rate, and batch size for each dataset and
model used to train the Original and Retrained models.

Dataset Model Epochs Learning Rate Batch Size
. ResNet18 50 0.1 256
FashionMNIST TinyViT 50 0.1 256
ResNet18 50 0.1 256
MNIST TinyViT 50 0.1 256
ResNet18 182 0.1 256
CIFAR-10 (LiRA) ResNet18 91 0.1 256
TinyViT 182 0.1 256
ResNet18 182 0.1 256
CIFAR-100 TinyViT 182 0.1 256
ResNet18 50 0.1 128
UTKFace TinyViT 50 0.1 128

7.3.3 Neural Network Architectures

We consider two families, ResNet (Residual Network) [96] and ViT (Vision Transformer)
[58], which are prominent architectures in computer vision. We consider ResNet18 and a
TinyViT[183] with approximately 11M learnable parameters for a fair comparison between two
fundamentally different architectures. This provides insights into the impact of architectural
differences on the unlearning process and helps understand the trade-offs between convolutional

and transformer-based models regarding reliability and computational efficiency.

ResNet: ResNetl8 Introduced by He et al. [96], it facilitates the training of deep net-
works through shortcut connections, which mitigates the problem of vanishing gradients. The

ResNet18 is known for its balance between performance and computational efficiency.

ViT: TinyViT Vision Transformer (ViT), introduced by Dosovitskiy et al. [55], adapts the
transformer architecture to image classification by treating images as sequences of patches.
We consider TinyViT from Wu et al. [183], as it is a compact version of ViT designed to be

parameter-efficient while maintaining high performance.
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7.3.4 Privacy Evaluation

Unlearning-Membership Inference Attack (U-MIA)

A common approach to evaluate the quality of unlearning methods is to attack the unlearned
models with a form of Membership inference Attack (MIA). Membership Inference Attacks
attempt to determine whether a specific data point was part of the model train data. The
efficacy of the Membership Inference Attack has been used as a metric to evaluate the success
of unlearning algorithms. A general approach to such an attack is as follows. Assume f6 is a
trained model with parameters 6, and let £ be a loss function, such as the cross-entropy loss.
Then, compute the losses for each sample from two sets of data A and B (of equal size) and
train a binary classification model such as logistic regression with labels y#* = 1 for points i in
A and yP = 0 for points 7 in B. An accuracy score from the classifier close to 1.0 indicates that
the classifier can perfectly distinguish between samples from A and B based on the loss values.

A score of 0.5 indicates that the ability to distinguish is close to random.

Unlearning -Likelihood Ratio Attack (U-LiRA)

The performance of a general MIA can be improved by considering, e.g., a per-sample attack
such as LiRA |26, 93]. For any given point, we wish to determine whether the outputs from the
unlearned models differ from those of models that have never seen the data point. To assess
the attack robustly, we evaluate it across multiple models, using shadow models trained on
various retain/forget sets. Specifically, we first train n models based on n splits of the training
data. This train data is then split into ten random retain and forget splits; hence, we unlearn
a total of 10 x n models. We then perform hyper-parameter sweeps, similar to what we do in
the original results and unlearn using the optimal hyper-parameters, except that we consider
% sweeps and conduct 200 trials per sweep to determine the best hyper-parameters. In our

2

setting, we set n = 64.
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7.4 Experimental Evaluation

Experiments. We evaluate the 18 recent MU methods as described in Section 7.3.1 across
5 benchmark datasets: MNIST [124], FashionMNIST [186], CIFAR-10 [117], CIFAR-100 [117],
and UTK-Face [200]. These datasets vary in difficulty, number of classes, instances per class,
and image sizes. We consider two model architectures: a TinyViT and a ResNet18 model.
Hence, we evaluated nine different combinations of models and architectures: ResNet18 and
TinyViT on MNIST, FashionMNIST, CIFAR-10, CIFAR-100, and ResNet18 on UTKFace.
More information on the data sets, hyperparameters, and data augmentations used to train the
original and retrained models is provided in the appendix 7.3.2. We construct the forget set by

sampling 10% of D.

The performance of the MU methods can change across datasets, model configurations, and
model initializations; a reliable MU method remains consistent across these changes. For each
method, dataset, and model combination, we unlearn from the Original models initialized using

10 different seeds and consider the average performance across seeds.

A further observation is that prior research tends to compare MU methods with default hy-
perparameters, potentially leading to a less competitive performance of the method. To ensure
that each method performs optimally, we perform three hyperparameter sweeps to find the best
set of hyperparameters for each method. To ensure a fair comparison, we use the same number
of searches for each method. Each hyper-parameter sweep uses 100 trials to minimize four loss
functions: Retain Loss (Lretain), Forget Loss (Lrorget), Val Loss (Ly4;), and Val MIA (Lyaiwvia)

given by

EReta’m =a X ’RA(fU) - RA(fR)|7 £F0'rget - 6 X |FA(fU> - FA(fR)'; (76)
Lyva =7 % |VA(fr) = VA(fr)|, Lvaaa = n X Disc(Dy, fu), (7.7)

where the Lgreain captures the divergence in accuracy between the retrained and unlearned
model over the Dgr, Lpoget and Ly, capture the divergence over Dp, Dy respectively and

Lvania captures whether the loss distributions over Dr and Dy, are distinguishable from one

1

another via the discernibility score defined in Section 7.3. We set « = 8 =~ = 3 and n =1

as we found these values to balance the importance of importance retention and resilience to
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Membership Inference Attacks. Per unlearn method, we use the hyperparameter configuration
that minimizes the four loss terms when evaluating the method. Thus, for each unlearning
method, we first unlearn 300 models to do the hyper-parameter sweep and then unlearn 10
models with the best set of hyper-parameters, leading to 5,580 models per dataset for a given

architecture, for a total of 50,220 for the 9 dataset/model combinations.

Ranking. A challenge in comparing MU method performance comes from the potential prox-
imity of the evaluation metrics. As a simple example, suppose we have four methods Uy, - - , Uy
with accuracies: 98%, 99%, 50%, 1%, respectively; if we rank the methods, the rank itself would
not be representative of the fact that e.g. U; and U; are much above Us and U. To enable
distinctions based on proximities, we use Agglomerative Clustering and define cut-off points
such that we obtain three clusters: (1) Best performers (G1), (2) Average performers (G2), and
(3) Worst performers (G3).

If a method does not produce 10 usable models, one per original model, it is assigned to a Failed
group (F). For each method, we count the times it appears in the three groups (with nine being
the maximum). To obtain a final ranking of the methods, we first rank them using the number
of times they appear in the Best Performers group (G1); if ties occur, we break them with the
Average Performers (G2) group. If ties persist, the Worst Performers (G3) group is the final
tie-breaker. This method ensures a clear and fair ranking by considering each performance

group in order of importance.

7.4.1 Main Results

Table 7.2 presents the main results of our evaluations on MU methods based on Retention

Deviation and Indiscernibility. The results for the run-time efficiency are shown in Table 7.3.

On the reliability of baselines. The commonly used baseline F'T trains the original model
only on the retain set for several epochs to enable the model to forget information about
the forget set. In our evaluation, F'T performs best based on the Retention Deviation, and
is ranked third based on Indiscernibility. The latter observation may be that FT does not
explicitly unlearn the forget set or perturb the model parameters. Based on these results, it

is a reasonable baseline to evaluate against. We, however, remark that since the mechanism
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Table 7.2: Ranking by performance on Retention Deviation and Indiscernibility across datasets
and architectures. We count the number of times each method appears in the Best Performers
group (G1), Average performance group (G2) and Worst performers group (G3) (see §7.4).
The final rank is computed based on the number of times the method appears in G1—with
occurrences in G2 and G3 used to break ties if needed. If a method does not produce any
usable models, it is assigned to a Failed group (F). Three methods appear in the top 3 for both
performance measures: MSG (1st and 1st), CT (3rd and 1st), and KDE (3rd and 2nd).

Retention Deviation Indiscernibility
Rank Method G1 G2 G3 F Rank Method G1 G2 G3 F
1 FT 8 1 0 0 1 cT 9 0 0 0
1 MSG 8 1 0 0 1 MSG 9 0 0 0
2 PRMQ 7 2 0 0 2 CFW 7T 2 0 0
3 CT 7 1 1 0 2 RNI 7T 2 0 0
3 KDE 7 1 1 0 2 KDE 7T 2 0 0
3 CFW 7 1 1 0 3 FT 6 3 0 0
4 FCS 6 3 0 0 3 PRMQ 6 3 0 O
4 SalUN 6 3 0 0 3 SalUN 6 3 0 0
5 NG+ 5 4 0 0 4 SRL 6 2 1 0
5 SRL 5 4 0 0 5 NG+ 5 4 0 0
6 SCRUB 4 3 1 1 5 FCS 5 4 0 0
7 BT 2 7 0 0 6 SCRUB 5 3 0 1
7 RNI 2 7 0 0 7 BT 4 5 0 O
8 CF-k 2 3 2 2 8 CF-k 1 2 4 2
9 U 1 0 2 6 9 EU-k 1 2 2 4
10 EU-k 0 5 0 4 10 GA 0o 4 4 1
11 GA 0 1 7 1 11 U 0o 0 3 6
12 FF 0O 0 0 9 12 FF 0O 0 0 9

underlying FT (training on the Retain set to maintain performance) is common to many other
methods, these methods may inherit its susceptibility to MIA. Another common baseline, GA
which performs gradient ascent on the forget set, performs poorly across both metrics. Its
more recent variation, NG+, which uses an additional retain set correction, ranks fifth for both

metrics, making it a more suitable baseline.

On the reliability of newly proposed unlearning methods. MSG obtained the first rank
in both performance retention deviation and indiscernibility. Its unique approach identifies
the parameters in the Convolutional layers that most contribute to the information to be
forgotten. This strategy, differing from FT, allows MSG to retain performance from the Retain
set while modifying the weights that are more relevant to the Forget set. PRMQ ranks second in
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Table 7.3: Run Time Efficiency on ResNet for the top performing methods. CT is the fastest
on average, MSG runs up to 5x faster than naive retraining.

CIFAR-10 CIFAR-100 MNIST FashionMNIST UTKFace Average

Unlearner

MSG 6.80 4.49 4.29 3.32 7.57 5.29
CFW 4.67 6.17 4.29 4.90 5.54 5.11
PRMQ 4.93 4.34 3.77 3.77 5.88 4.54
CcT 17.49 11.82 5.83 4.47 13.34 10.59
KDE 6.33 3.98 3.27 3.22 8.19 5.00
FT 8.15 5.16 5.07 4.29 5.78 5.69

performance retention, making it one of the top performers. However, it suffers from the same
lower performance in Indiscernibility as FT. PRMQ, however, does not leverage the Forget set;
instead, it performs a form of knowledge distillation by attempting to reproduce the results of
the original models on the Retain set. Additionally, during the pruning phase, it reinitializes
the weights for the MLP and Convolutional layers. CT ranks third in Performance Retention
and first in Indiscernibility. It is interesting to note that CT and MSG are both consistently

among the top performers in Indiscernibility, whereas FT performs poorly.

On the robustness across architectures. A critical aspect of a good MU method is its
ability to generalize across various DNN architectures. We conducted experiments with both
ResNet18 and TinyViT. Methods such as CT, despite being tailored to Convolutional Neural
Networks (CNN) models, still perform competitively when applied to Vision Transformers.
While proposed for CNN layers, methods such as CT and MSG work well on Vision Transformer
as one can leverage the 2D Convolutions used in Positional Encoders. We provide additional

details on the ranking based on architectures in Appendix 7.4.3.

On the speed of the unlearn methods. MSG, the best MU candidate, runs 7.6x faster
than retraining from scratch on UTKFace and 3.3x on FashionMNIST. On average, MSG
runs 5.3x faster than retraining. The fastest method is CT, which achieves a speedup of
17.5x compared to Retraining. This speedup stems from its simple approach: transposing the

convolutional layer weights (Table 7.3).
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Figure 7.1: U-LiRA on CIFAR-10 on ResNet18 models. Both CT and MSG, which ranked first
against U-MIA, showed great resilience against the U-LiRA attack.

On the performance when evaluated against a stronger MIA. From the results above,
we note that there exist MU methods that perform fast and reliably across datasets, architec-
tures, and initializations. Specifically, CT, FT, and MSG seem strong candidates for reliable
MU methods. However, as has also been highlighted in prior work [174], MIA has been debated
as a strong metric, as its ability to assess MU is hampered by its ability to infer data member-
ship. In line with this, recent works have introduced more powerful variations on MIA [191]
with [119] proposing the stronger U-LiRA attack for MU. For the best performers in Table 7.2,
we apply the attack setup from |93] where we generate a total of 640 models (with varying train,
retain, and forget sets) and for each unlearn method, perform a hyperparameter sweep to find
the best configuration (for details, see Appendix 7.3.4). We determine for each data point its
U-LiRA Inference Accuracy and report for each method its average and standard deviation (see
Figure 7.1). From this, we conclude that MSG, as well as CT, resist U-LiRA attacks. Thus,
Both MSG and CT rank first in terms of Performance Retention and Indiscernibility based on

U-MIA and are robust against a stronger variation of MIA.

7.4.2 Per dataset results

Here, we present the ResNet18 and the TinyViT results across datasets.
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Table 7.4: MNIST - ResNet18: Retain Accuracy (RA), Forget Accuracy (FA), Test Accuracy
(TA), Retain Retention (RR), Forget Retention (FR), Test Retention (TR), Performance Re-
tention Deviation (RetDev), Indiscinerbility concerning the Test Set (Indisc), U-MIA on the
Test set (T-MIA) and RunTime Efficiency (RTE)

RA FA TA RR FR TR RetDev Indisc T-MIA RTE

unlearner

BT 1.00 1.00 0.99 1.00 1.01 1.00 0.01 0.99 0.50 9.76
CF-k 1.00 1.00 0.99 1.00 1.01 1.00 0.01 0.98 0.51 5.86
CFW 1.00 1.00 0.99 1.00 1.00 1.00 0.00 1.00 0.50 4.29
CT 1.00 0.99 099 1.00 1.00 1.00 0.00 1.00 0.50 5.83
EU-k - - - - - - - - - -
FCS 1.00 0.99 0.99 1.00 1.00 1.00 0.00 1.00 0.50 2.11
FF - - - - - - - - - -
FT 1.00 0.99 0.99 1.00 1.00 1.00 0.00 0.99 0.51  5.07
GA 0.98 098 0.97 098 0.99 0.98 0.04 0.99 0.51 33.97
IU - - - - - - - - - -
KDE 1.00 0.99 099 1.00 1.00 1.00 0.00 1.00 0.50  3.27
MSG 1.00 0.99 0.99 1.00 1.00 1.00 0.00 1.00 0.50 4.29
NG+ 1.00 0.99 099 1.00 1.00 1.00 0.01 1.00 0.50 3.12
O 1.00 1.00 0.99 1.00 1.01 1.00 0.01 0.98 0.51 1.10
PRMQ 1.00 0.99 099 1.00 1.00 1.00 0.00 1.00 0.50 3.77
R 1.00 0.99 099 1.00 1.00 1.00 0.00 1.00 0.50  1.00
RNI 1.00 1.00 1.00 1.00 1.00 1.00 0.01 1.00 0.50  4.70
SCRUB - - - - - - - - - -
SRL 1.00 1.00 0.99 1.00 1.01 0.99 0.01 0.99 0.51 8.55

SalUN 1.00 1.00 0.99 1.00 1.00 0.99 0.01 0.99 0.50  3.19

ResNet18 We provide the tables with Retain Accuracy (RA), Forget Accuracy (FA), Test
Accuracy (TA), Retain Retention (RR), Forget Retention (FR), Test Retention (TR), Perfor-
mance Retention Deviation (RetDev), Indiscinerbility concerning the Test Set (Indisc), U-MIA
on the Test set (T-MIA) and RunTime Efficiency (RTE) for every dataset using the ResNet18
model on MNIST (Table 7.4), FashionMNIST (Table 7.5), CIFAR-10 (Table 7.6), CIFAR-100
(Table 7.7) and UTKFace (Table 7.8). In general, CIFAR-100 provides the most visible dif-
ferences, as the performance on the retain set is much higher than on the test. Datasets such
as MNIST and FashionMNIST tend to show smaller differences between the methods as the

performance on both the Retain and Test sets are similar.

TinyViT We provide the tables with RA, FA, TA, RR, FR, TR, RetDev, Indisc, T-MIA
and RTE for MNIST (Table 7.9), FashionMNIST (Table 7.10), CIFAR-10 (Table 7.11) and
CIFAR-100 (Table 7.12) using the TinyViT model.
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Table 7.5: FashionMNIST - ResNetl&

RA FA TA RR FR TR RetDev Indisc T-MIA RTE
Unlearner
BT 1.00 0.96 092 1.00 1.03 0.99 0.04 0.98 0.51 13.57
CF-k 0.98 097 091 098 1.05 0.98 0.09 0.92 0.54 16.31
CFW 1.00 0.95 092 1.00 1.02 0.99 0.03 0.97 0.51  4.90
CT 1.00 0.92 092 1.00 0.99 0.99 0.02 0.99 0.50  4.47
EU-k - - - - - - - - - -
FCS 0.98 093 091 098 1.00 0.98 0.04 0.98 0.51 2.79
FF - - - - - - - - - -
FT 1.00 0.95 0.92 1.00 1.02 1.00 0.02 0.98 0.51 4.29
GA - - - - - - - - - -
IU 1.00 1.00 0.93 1.00 1.08 1.00 0.08 0.87 0.56 14.97
KDE 1.00 0.93 0.92 1.00 1.00 1.00 0.01 0.99 0.50  3.22
MSG 1.00 0.93 091 1.00 1.00 0.99 0.01 0.98 0.51  3.32
NG+ 0.99 094 091 099 1.01 0.99 0.03 0.99 0.49 3.21
O 1.00 1.00 093 1.00 1.08 1.00 0.08 0.87 0.56 1.11
PRMQ 0.98 093 091 098 1.00 0.99 0.04 0.98 0.51  3.77
R 1.00 0.93 092 1.00 1.00 1.00 0.00 1.00 0.50  1.00
RNI 098 093 091 098 1.00 0.98 0.04 0.98 0.51  3.25
SCRUB 0.95 093 0.90 0.95 1.00 0.98 0.08 0.97 0.51  5.62
SRL 1.00 0.97 092 1.00 1.04 1.00 0.05 0.98 0.51 24.85
SalUN 0.99 097 0.92 099 1.04 0.99 0.06 0.98 0.51 25.02
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Table 7.6: CIFAR-10 - ResNet18

RA FA TA RR FR TR RetDev Indisc T-MIA RTE

Unlearner

BT 0.94 087 0.84 094 1.00 0.96 0.10 0.97 0.48 51.96
CF-k - - - - - - - - - -
CFW 1.00 0.81 0.80 1.00 0.92 0.92 0.16 1.00 0.50  4.67
CT 1.00 0.82 0.81 1.00 0.93 0.93 0.14 0.99 0.50 17.49
EU-k - - - - - - - - - -
FCS 0.99 0.8 0.84 0.99 0.98 0.96 0.07 0.98 0.49 22.53
FF - - - - - - - - - -
FT 1.00 0.84 0.82 1.00 0.96 0.95 0.09 1.00 0.50 8.15
GA 0.91 089 0.81 091 1.02 0.93 0.18 0.92 0.54 91.48
IU 0.95 094 0.84 095 1.08 0.97 0.16 0.91 0.55 64.61
KDE 0.98 0.84 0.80 0.98 0.96 0.92 0.15 0.97 0.52 6.33
MSG 1.00 0.85 0.83 1.00 0.97 0.95 0.08 0.99 0.51  6.80
NG+ 0.97 0.89 0.85 098 1.02 0.97 0.07 0.98 0.51 12.89
O 0.96 096 0.85 096 1.10 0.98 0.16 0.89 0.55 1.08
PRMQ 1.00 0.86 0.83 1.00 0.98 0.95 0.07 0.98 0.51 4.93
R 1.00 0.87 0.87 1.00 1.00 1.00 0.00 1.00 0.50  1.00
RNI 1.00 0.83 0.81 1.00 0.95 0.93 0.12 0.99 0.50  3.60
SCRUB 0.99 085 0.85 0.99 0.97 0.98 0.07 0.99 0.50  2.57
SRL 0.99 093 0.84 099 1.06 0.97 0.10 0.98 0.49 5.52

SalUN 098 090 0.84 098 1.04 0.97 0.08 0.96 0.48 18.04
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Table 7.7: CIFAR-100 - ResNet18. CIFAR-100 provides the most visible comparison as there
is a large gap in performance between the Retain Set and Test set, this leads to much larger
RetDev scores.

RA FA TA RR FR TR RetDev Indisc T-MIA RTE

Unlearner

BT 0.98 0.68 0.54 098 1.25 0.99 0.27 0.95 0.48 9.39
CF-k 1.00 0.83 0.56 1.00 1.53 1.02 0.55 0.73 0.63 5.91
CFW 0.98 043 0.43 098 0.79 0.78 0.44 1.00 0.50 6.17
CT 0.99 053 0.53 099 0.97 097 0.07 0.99 0.49 11.82
EU-k - - - - - - - - - -
FCS 0.98 0.54 0.55 098 0.99 1.01 0.04 0.92 0.54  3.02
FF - - - - - - - - - -
FT 0.98 0.55 0.54 098 1.02 0.98 0.05 0.99 0.50 5.16
GA 0.34 0.33 0.24 0.34 0.60 0.44 1.61 0.90 0.55 39.97
IU - - - - - - - - - -
KDE 0.99 0.52 0.51 099 095 0.94 0.11 0.99 0.50 3.98
MSG 0.91 0.38 0.38 091 0.69 0.69 0.71 1.00 0.50 4.49
NG+ 0.89 0.59 0.49 0.89 1.08 0.89 0.29 0.98 0.49 12.14
O 0.98 098 0.56 098 1.81 1.02 0.85 0.53 0.73 1.10
PRMQ 0.97 047 0.46 097 0.86 0.85 0.32 1.00 0.50 4.34
R 1.00 0.55 0.55 1.00 1.00 1.00 0.00 0.99 0.49 1.00
RNI 0.99 045 0.45 0.99 0.83 0.82 0.36 0.98 0.49 3.65
SCRUB 0.97 0.50 0.53 0.97 091 0.96 0.15 0.98 0.51 3.81
SRL 1.00 0.55 0.52 1.00 1.00 0.95 0.06 0.98 0.49 3.67

SalUN 098 0.49 051 098 091 0.93 0.18 0.99 0.49 10.66
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Table 7.8: UTKFace - ResNet18

RA FA TA RR FR TR RetDev Indisc T-MIA RTE
Unlearner
BT 1.00 0.74 0.73 1.00 1.00 0.96 0.04 0.99 0.50 12.48
CF-k 1.00 1.00 0.75 1.00 1.34 0.99 0.35 0.70 0.65 5.35
CFW 1.00 0.76 0.76 1.00 1.02 1.00 0.02 1.00 0.50 5.54
CT 1.00 0.75 0.76 1.00 1.01 1.00 0.01 0.99 0.50 13.34
EU-k 0.72 0.61 0.59 0.72 0.82 0.77 0.68 0.99 0.51 11.42
FCS 0.90 0.70 0.70 091 0.94 0.93 0.23 0.99 0.50 4.33
FF - - - - - - - - - -
FT 1.00 0.76 0.77 1.00 1.02 1.01 0.04 1.00 0.50 5.78
GA 0.49 047 0.40 049 0.63 0.53 1.34 0.92 0.54 235.10
IU 1.00 1.00 0.76 1.00 1.34 1.01 0.35 0.62 0.69 33.77
KDE 0.99 0.79 0.76 0.99 1.06 1.00 0.07 0.97 0.52 8.19
MSG 1.00 0.80 0.76 1.00 1.08 1.00 0.08 0.96 0.52 7.57
NG+ 0.94 080 0.72 0.95 1.07 0.95 0.18 0.99 0.51 6.73
O 1.00 1.00 0.76 1.00 1.34 1.01 0.35 0.61 0.69 1.09
PRMQ 0.91 0.72 0.72 091 0.97 0.95 0.17 1.00 0.50 5.88
R 1.00 0.75 0.76 1.00 1.00 1.00 0.00 1.00 0.50 1.00
RNI 096 0.75 0.73 096 1.01 0.96 0.08 0.98 0.51 5.11
SCRUB 0.80 0.76 0.69 0.80 1.01 0.92 0.29 0.94 0.53 4.64
SRL 1.00 0.80 0.73 1.00 1.08 0.97 0.11 0.99 0.51  12.05
SalUN 0.97 0.79 0.73 0.98 1.06 0.96 0.12 0.97 0.52  36.80
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Table 7.9: MNIST - TinyViT

RA FA TA RR FR TR RetDev Indisc T-MIA RTE
Unlearner
BT 1.00 1.00 0.99 1.00 1.01 1.00 0.01 1.00 0.50 4.39
CF-k 1.00 1.00 0.99 1.00 1.01 1.00 0.01 0.99 0.51 123.88
CFW 1.00 0.99 0.99 1.00 1.00 1.00 0.00 0.99 0.50 5.15
CT 1.00 0.99 0.99 1.00 1.00 1.00 0.00 1.00 0.50 5.92
EU-k 1.00 1.00 0.99 1.00 1.01 1.00 0.01 0.99 0.50 11.93
FCS 1.00 1.00 0.99 1.00 1.01 1.00 0.01 0.99 0.49 7.42
FF - - - - - - - - - -
FT 1.00 0.99 0.99 1.00 1.00 1.00 0.01 1.00 0.50 7.69
GA 0.97 097 0.96 097 0.98 0.97 0.08 0.99 0.51 390.99
IU - - - - - - - - - -
KDE 1.00 0.99 0.99 1.00 1.00 1.00 0.01 1.00 0.50 5.35
MSG 1.00 0.99 099 1.00 1.00 1.00 0.00 1.00 0.50 5.21
NG+ 1.00 0.99 0.99 1.00 1.00 1.00 0.00 0.99 0.50 2.74
O 1.00 1.00 0.99 1.00 1.01 1.00 0.01 0.99 0.51 0.97
PRMQ 1.00 0.99 0.99 1.00 1.00 1.00 0.00 1.00 0.50 6.88
R 1.00 0.99 0.99 1.00 1.00 1.00 0.00 1.00 0.50 1.00
RNI 1.00 0.99 099 1.00 1.00 1.00 0.01 1.00 0.50 8.03
SCRUB 099 099 099 0.99 1.00 1.00 0.01 1.00 0.50 3.54
SRL 1.00 0.99 0.99 1.00 1.00 1.00 0.01 0.98 0.51 16.37
SalUN 1.00 1.00 0.99 1.00 1.01 0.99 0.01 0.99 0.50 43.67
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Table 7.10: FashionMNIST - TinyViT

RA FA TA RR FR TR RetDev Indisc T-MIA RTE
Unlearner
BT 0.97 094 091 097 1.01 0.99 0.04 0.98 0.51 3.48
CF-k - - - - - - - - - -
CFW 0.99 094 0.92 099 1.01 1.00 0.02 0.99 0.51  5.40
CT 0.98 0.92 091 098 0.99 0.99 0.04 0.99 0.50  6.00
EU-k 0.95 094 091 095 1.01 0.99 0.07 0.97 0.51 5.34
FCS 0.98 093 091 098 1.01 0.99 0.04 0.98 0.51 4.58
FF - - - - - - - - - -
FT 099 094 092 1.00 1.01 1.00 0.02 0.98 0.51 5.12
GA 0.92 091 0.85 092 0.99 0.93 0.17 0.93 0.53 50.72
1U - - - - - - - - - -
KDE 1.00 0.94 0.92 1.00 1.02 1.00 0.02 0.98 0.51 3.38
MSG 0.96 092 091 096 1.00 0.99 0.05 0.99 0.51 8.21
NG+ 0.97 092 0.91 097 1.00 0.99 0.05 0.98 0.51 13.65
O 1.00 1.00 0.92 1.00 1.08 1.00 0.08 0.89 0.56  0.97
PRMQ 0.98 094 091 098 1.01 0.99 0.04 0.98 0.51  4.67
R 1.00 0.93 0.92 1.00 1.00 1.00 0.00 1.00 0.50  1.00
RNI 0.97 094 091 097 1.01 0.99 0.05 0.97 0.51  5.00
SCRUB 096 095 091 096 1.03 0.99 0.08 0.96 0.52  9.56
SRL 0.98 094 091 098 1.01 0.99 0.04 1.00 0.50 9.41
SalUN 0.97 094 091 097 1.01 0.99 0.05 0.99 0.51 6.53
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Table 7.11: CIFAR-10 - TinyViT

RA FA TA RR FR TR RetDev Indisc T-MIA  RTE

Unlearner

BT 091 091 085 091 1.02 0.97 0.14 0.99 0.50 4.13
CF-k 099 0.89 0.84 099 1.00 0.95 0.06 0.96 0.52 5.18
CFW 0.98 0.87 0.84 0.99 0.98 0.96 0.07 0.98 0.51  28.85
CT 0.98 0.82 0.81 098 0.93 0.92 0.17 1.00 0.50  23.48
EU-k 0.90 090 0.84 090 1.02 0.95 0.16 0.97 0.52  43.25
FCS 0.98 0.84 0.83 098 0.95 0.94 0.13 0.99 0.49 5.15
FF - - - - - - - - - -
FT 1.00 0.87 0.84 1.00 0.98 0.95 0.07 0.98 0.51 5.85
GA 0.85 0.85 0.80 0.85 0.96 0.91 0.29 0.97 0.52 514.77
IU - - - - - - - - - -
KDE 0.97 0.8 0.84 097 0.97 0.96 0.11 0.99 0.50 5.27
MSG 1.00 0.85 0.83 1.00 0.96 0.94 0.10 0.99 0.51 7.38
NG+ 0.93 086 0.85 0.93 0.97 0.96 0.14 0.99 0.50 4.10
O 0.92 092 0.86 092 1.04 0.97 0.15 0.95 0.53 0.97
PRMQ 1.00 0.87 0.84 1.00 0.98 0.95 0.07 0.99 0.51 4.00
R 1.00 0.89 0.88 1.00 1.00 1.00 0.00 1.00 0.50 1.00
RNI 0.97 0.84 0.81 098 0.95 0.92 0.15 0.98 0.51 6.50
SCRUB 1.00 0.84 0.84 1.00 0.95 0.95 0.10 0.99 0.50 -
SRL 0.97 088 0.84 097 0.99 0.96 0.08 0.99 0.49 8.52

SalUN 096 0.89 085 0.96 1.00 0.96 0.08 0.99 0.50 8.30
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Table 7.12: CIFAR-100 - TinyViT

RA FA TA RR FR TR RetDev Indisc T-MIA RTE

Unlearner

BT 0.82 0.66 0.57 0.82 1.11 0.96 0.33 0.94 0.53 31.63
CF-k 0.24 0.18 0.18 0.24 0.31 0.30 2.15 0.98 0.51 5.97
CFW 0.98 0.58 0.56 098 0.97 0.95 0.10 0.99 0.51 9.18
CT 0.97 055 0.55 098 0.93 0.93 0.17 0.99 0.49  9.80
EU-k 0.61 0.60 0.49 061 1.01 0.81 0.59 0.90 0.55 19.29
FCS 0.89 0.60 0.58 0.89 1.01 0.98 0.13 0.97 0.48 7.05
FF - - - - - - - - - -
FT 1.00 0.56 0.55 1.00 0.94 0.91 0.15 1.00 0.50  5.90
GA 0.60 0.58 0.46 0.60 0.97 0.77 0.66 0.87 0.56 91.91
1U - - - - - - - - - -
KDE 0.93 0.58 0.57 094 0.98 0.96 0.13 0.99 0.50 4.03
MSG 0.97 0.57 0.56 097 0.95 0.93 0.15 1.00 0.50 5.89
NG+ 0.84 0.57 0.55 0.84 0.95 0.92 0.29 0.96 0.52 3.01
O 0.87 0.87 0.61 0.87 1.46 1.02 0.61 0.74 0.63 0.98
PRMQ 0.95 0.62 0.57 095 1.03 0.96 0.13 0.95 0.52 5.58
R 1.00 0.60 0.60 1.00 1.00 1.00 0.00 1.00 0.50  1.00
RNI 0.85 0.52 0.51 0.85 0.87 0.85 0.42 0.99 0.50 5.38
SCRUB 0.77 064 057 0.77 1.08 0.96 0.35 0.93 0.53 6.17
SRL 0.98 0.57 0.57 098 0.96 0.96 0.11 0.97 0.49 5.92

SalUN 097 0.58 0.57 097 0.97 0.96 0.10 0.98 049 7.03
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7.4.3 Per architectures rankings

Here, we present the rankings across datasets for ResNet18 (Table 7.13) and TinyVit (Table
7.14). Some methods, such as RNI or NG+, are less efficient regarding indiscernibility on the
ViT architectures. However, methods such as SCRUB are less efficient regarding Retention

Deviation on the ViT architecture.

Table 7.13: Ranking on ResNet

Retention Deviation Indiscernibility
Rank Method G1 G2 G3 F Rank Method G1 G2 G3 F
1 FT 5 0 0 0 1 CFW 5 0 0 0
2 FCS 4 1 0 0 1 cT 5 0 0 0
2 MSG 4 1 0 0 1 MSG 5 0 0 0
3 cT 4 0 1 0 1 RNI 5 0 0 0
3 KDE 4 0 1 0 2 FT 4 1 0 O
4 NG+ 3 2 0 0 2 KDE 4 1 0 O
4 PRMQ 3 2 0 0 2 NG+ 4 1 0 O
4 SalUN 3 2 0 0 2 PRMQ 4 1 0 0
5 CFW 3 1 1 0 3 FCS 3 2 0 0
6 SCRUB 3 0 1 1 3 SRL 3 2 0 0
7 SRL 2 3 0 0 3 SalUN 3 2 0 0
8 BT 1 4 0 0 4 SCRUB 3 1 0 1
8 RNI 1 4 0 0 5 BT 2 3 0 0
9 CF-k 1 2 1 1 6 EU-k 1 0O 0 4
10 U 1 0 2 2 7 GA 0o 3 1 1
11 EU-k 0 1 0 4 8 CF-k 0 1 3 1
12 GA 0 0 4 1 9 U o 0 3 2
13 FF 0O 0 0 5 10 FF 0O 0 0 5

7.4.4 L2 Distances between model weights

The distance between the Unlearned and Retrained models has also been considered in the
literature to evaluate MU [105]. Nevertheless, we observe that models end up at a similar dis-
tance to the Retrained model, with significant differences in performance. We further note that
one challenging aspect of the L2 distance comparison is the different factors of Weight Decay
used by the MU method. The hyper-parameter searches determine these Weight Decay factors,
which can significantly vary from one unlearning method to another, making it challenging to

compare methods. Furthermore, the best-performing method, MSG, is usually at the same
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Table 7.14: Ranking of ViT

Retention Deviation Indiscernibility
Rank Method G1 G2 G3 F Rank Method G1 G2 G3 F
1 CFW 4 0 0 0 1 cT 4 0 0 O
1 MSG 4 0 0 0 1 MSG 4 0 0 O
1 PRMQ 4 0 O 0 2 KDE 3 1 0 O
2 cT 3 1 0 0 2 SalUN 3 1 0 0
2 FT 3 1 0 0 3 SRL 3 0 1 0
2 KDE 3 1 0 0 4 BT 2 2 0 O
2 SRL 3 1 0 0 4 CFW 2 2 0 0
2 SalUN 3 1 0 0 4 FCS 2 2 0 0
3 FCS 2 2 0 0 4 FT 2 2 0 0
3 NG+ 2 2 0 0 4 PRMQ 2 2 0 O
4 BT 1 3 0 0 4 RNI 2 2 0 O
4 RNI 1 3 0 0 4 SCRUB 2 2 0 0
4 SCRUB 1 3 0 0 5 NG+ 1 3 0 0
5 CF-k 1 1 1 1 6 CF-k 1 1 1 1
6 EU-k 0 4 0 0 7 EU-k 0 2 2 0
7 GA 0 1 3 0 8 GA 0 1 3 0
8 FF 0O 0 0 4 9 FF 0O 0 0 4
8 U 0 0 0 4 9 U 0O 0 0 4

distance as both the Original and Retrained model. For each method, for each initialization
seed, we computed the L2 distance between the unlearned model f;; and the retrained model

fr, as well as between the fy and fo (Figure 7.2).

Although having the same weight as the Retrained model would indicate that the unlearned
model has unlearned Dp, our evaluations show that distance to the Retrained model might not

be an adequate evaluation metric for MU.

7.5 Discussion

7.5.1 Conclusion

The increasing focus on data privacy and the trustworthiness of machine learning models un-
derscores the need for robust and practical methods to unlearn and remove the influence of
specific data from trained models. Due to the growing size of models, we require methods

that avoid computationally costly retraining from scratch. In this work, we comprehensively
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Figure 7.2: L2 Distance between the Unlearned ResNet18 models, the Original and Retrained
models. None of the unlearned models gets close to the Retrained model’s weights; most
unlearned Models are closer to the Original model than the Retrained model.

compared approximate unlearning methods across various models and datasets to address this

critical issue.

We experimentally compared 18 methods across different datasets and architectures, focusing on
assessing each method’s ability to maintain privacy and accuracy while being computationally
efficient and reliable across datasets, architectures, and random seeds. Our findings indicate
that Masked-Small-Gradients (MSG), which accumulates gradients via gradient descent on
the data to remember and gradient ascent on the data to forget to determine which weights
to update, consistently outperforms all metrics across the studied datasets, architectures, and
initialization seeds. Similarly, Convolution Transpose (CT) performed strongly, which leverages

the simple transposition in convolutional layers.

CT and MSG were resistant to a population-based Membership Inference Attack (MIA) and
a stronger per-sample attack (U-LiRA). However, a core challenge of approximate unlearning
is that these methods will only be as strong as the attacks against which they are tested. As
stronger and more complex attacks emerge, some approximate unlearning methods might be
less efficient than initially expected. This highlights the need for continuous evaluation and

adaptation of unlearning methods to maintain their effectiveness.
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7.5.2 Limitations

Due to computational costs, we limited our analysis to Tiny Vision Transformers and ResNet.
Further investigation of other architectures could provide valuable insights. We did not inves-
tigate different amounts of unlearning samples, which some methods are known to be sensitive
to [119]. We did not consider repeated deletion; instead, we assume that there is a single forget
set and that the unlearning process happens once, as is common in the literature. Nonetheless,
in practical applications, one might need to unlearn different smaller forget sets over time, and
some unlearning methods might not work as well under such a scenario. We finally remark
once again on the difficulty of evaluating for approximate unlearning [93]: while these methods
provide significant gains in efficiency, novel attacks might highlight yet unknown weaknesses of

the unlearning processes.

7.5.3 Perspectives

First, we focus on natural image data. However, machine unlearning is relevant to other data
types, such as medical images or other modalities, such as time series, audio, and speech,
or language data. Second, we focus on the classification task; however, other learning tasks
would also greatly benefit from machine unlearning. For example, removing concepts from
generative models for images [06] or poisoned data in language models [93]. Third, this work
focuses on empirically benchmarking approximate machine unlearning methods. We do not
provide a theoretical analysis of these methods or a rigorous comparison with exact unlearning

algorithms.

7.6 Requirements

We ran the experiments on compute clusters with different capacities. Nonetheless, each method
was tested on devices with the exact specifications when recording run times: 1 NVIDIA L4

24GB GPU and 4 Intel(R) Xeon(R) CPU @ 2.20GHz.
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Chapter 8

Contributions and Perspectives

This chapter summarizes the work conducted in this thesis and the contributions and perspec-

tives for future work.

8.1 Conclusion and Contributions

My contributions are the development of two analysis tools Feature Impact Balance (FIB) and
Min-Max Relative Change Quadrant (MMRCQ), the analysis of the impact of data augmen-
tations across different classes, the evaluation of the transferability of foundation models from
healthy speech to speech from patients with dysarthria, the evaluation of self-supervised rep-
resentations to missing information and the benchmark of state-of-the-art machine unlearning

methods.

I explored various aspects of machine learning models through representation learning, robust-
ness to incomplete data, and privacy via machine unlearning. This work covered four aspects

of Machine Learning:

e Data Augmentations: data augmentations impact classes differently and, therefore, should

be selected with care.

e Transferability: foundation models trained on healthy speech can be leveraged for auto-

mated dysarthria assessments.
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e Self-Supervised Learning: representations learned through SSL can lead to high accuracy
even when the object to classify is missing. Therefore, additional consideration should be

given to the evaluation of the SSL model and dataset biases.

e Machine Unlearning: machine unlearning provides tools to remove the influence of specific
data points from a trained model. Its further development could create opportunities for
applications such as complying with privacy regulations, reducing biases, lowering costs,

and eliminating undesirable patterns.

8.1.1 Comparison tools: Feature Impact Balance (FIB) and Min-Max
Relative Change Quadrant (MMRCQ)

In Chapter 3, I introduced the Feature Impact Balance (FIB) score and the Min-Max Relative
Change Quadrant (MMRCQ) plot to complement traditional error metrics such as the Mean
Squared Error (MSE). These tools allow for a more detailed analysis of errors distributed across
vectors, allowing for more nuanced error detection and comparison. These tools are flexible
in design and could be further applied to analyze biases, fairness, class imbalance, and error

evaluation in classification and regression tasks.

8.1.2 Class-level data augmentation impact

In Chapter 4, I leveraged the tools introduced in Chapter 3 to evaluate the impact of data aug-
mentation on individual classes. I showed that while data augmentations are commonly applied
irrespective of the classes, some augmentations impact classes more than others. Although data
augmentations are extensively used in the current deep-learning ecosystem, further research is
required to understand their impact on the training process. While class-aware data augmen-
tations exist, these methods are usually associated with generative models or address class

imbalance rather than determining which augmentations are detrimental to specific classes.
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8.1.3 Analysis of the transferability of healthy speech foundation mod-

els for automated dysarthria assessments

In Chapter 5, I showed that one could use models trained on large-scale non-medical speech data
to perform automatic dysarthria assessment. This transferability helps against data scarcity
in the medical domain. By leveraging foundation models, this work exemplified how represen-
tations learned from non-medical domains can still be valuable for specialized medical tasks.
Furthermore, we developed a visualization tool to analyze per-speaker speech impairments,

making a practical contribution and providing an accessible way to visualize model outputs.

8.1.4 Evaluation of the robustness of Self-Supervised visual feature

extractors to corrupted inputs

In Chapter 6, I evaluated the robustness of self-supervised learning (SSL) representations when
given incomplete or corrupted data inputs. I used segmentation masks to simulate missing
data. This chapter provided insights into how SSL models perform when the object of interest
for a downstream task is absent from the input. We showed that the characteristics of the
datasets were important as it was possible to achieve high classification accuracy even without
the object of interest in the picture. This could be ascribed to a potential lack of variation in
the background of existing datasets and the ability of the different self-supervised models to
extract contextual information sufficient to make predictions even in the absence of the object

of interest.

8.1.5 Evaluation of the Machine Unlearning methods across datasets,

initializations

Finally, Chapter 7 addressed the need for machine unlearning, a mechanism for removing
the influence of specific data points from trained models to ensure privacy and compliance
with regulations such as the "right to be forgotten." We benchmarked 18 machine unlearning
methods from the literature and an unlearning competition. We evaluated different unlearning

methods and insights into unlearning strategies based on privacy, computational efficiency, and
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performance retention. The need for reliable machine unlearning is increasing due to privacy
concerns and potential compliance with data regulatory bodies. Still, it could also provide
solutions to correct undesirable patterns from trained models, such as removing copyrighted

content from trained models and addressing biases.

8.2 Insights toward the application of Artificial Intelligence

in Healthcare

Various aspects hinder the development and deployment of artificial intelligence in healthcare,
one of which is the scarcity of data when building models. This can be ascribed to challenges,
such as the sensitivity of the data, difficulty in collecting and annotating, and heterogeneity
between patients and forms of different ailments. Medical data can contain sensitive informa-
tion, such as genetic markers or whether the patient has a specific disease, making it difficult
to share such data publicly. Collecting and annotating medical data can be challenging as it
can require specialized equipment, such as MRI and PET scanners, and domain knowledge
from trained experts, such as identifying lesions on brain scans, identifying specific patterns
in speech data, or conducting cognitive tests. Transfer learning is another promising approach
for addressing data scarcity. By leveraging models pre-trained on large natural image datasets,
researchers can adapt these models for medical tasks [130, |. Similarly, self-supervised learn-
ing (SSL) offers opportunities to utilize large-scale unlabeled datasets. SSL can help integrate
data from various studies within the same modality—for example, brain scans from different
cohorts—facilitating the learning of general representations that capture diverse conditions and
settings. These representations can then be applied to multiple downstream tasks. However,
further research is needed to assess the reliability and robustness of such SSLL models (Chapter
6). Advances in Machine Unlearning and the ability to selectively remove information from
trained models help ensure that information extractable from trained models cannot be used
to infer specific sensitive properties from the model or reconstruct the training set, mitigating

the risks associated with sharing trained models.
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8.3 Perspectives

One could build on top of this thesis’s contributions in the following directions:

8.3.1 Feature Impact Balance and Min-Max Relative Change Quad-

rant

One could leverage the Feature Impact Balance (FIB) score and MMRCQ plot to analyze
various feature extractors’ feature space on contribution vectors associated with explainable Al
or to evaluate biases. The MMCR(Q could monitor changes in longitudinal data in domains

such as finance, healthcare, or climate.

8.3.2 Data Augmentations

Further research is required to understand the impact of data augmentation on the training
process and on a subset of classes. There is renewed interest in the effect of regularization
methods and their impact on specific classes [7]. Furthermore, given the ubiquitous applications
of data augmentation in deep learning pipelines, a better understanding of their effects on biases

is desirable [110, 144].

8.3.3 Dysarthria Automated Assessments

Self-Supervised Learning-based feature extraction open new opportunities for tasks that suffer
from data scarcity such as Automated Dysarthria Assessments. Further work on the adapt-
ability and robustness of such pre-trained Self-Supervised models could further improve perfor-
mance [101] and lead to more reliable automated assessments. Additionally, other approaches

such as designing data augmentations [107, | could further help alleviate data scarcity.
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8.3.4 Self-Supervised Learning Robustness

The evaluation of the Self-Supervised model often relies on their assessment of downstream
tasks; as such, additional attention should be paid to the datasets used in their assessment and

their potential biases [151, , 128].

8.3.5 Machine Unlearning

Finally, further evaluations in machine unlearning are necessary to ensure the reliability and
practicality of unlearning methods for real-world deployment [93]. In this work, I focused on
imaging data, while unlearning can be extended to other domains, such as removing content

used to train large language models or inhibiting content generation [66].
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