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Abstract

Dynamic networks frequently arise in nature, representing, for example, neuronal connectivity in
the brain, internet connections between computers, and human interactions within social networks.
Motivated by specific characteristics of computer networks, this thesis gives novel contributions
to three important branches of statistical analysis of dynamic graphs: modelling of connectivity
events, graph clustering, and link prediction. Nodes and edges within the network will be assumed
to have latent, unobserved characteristics, estimated using statistical latent factor models.

The first part of this work proposes edge-based models for individual connection events. A
model for dynamic network evolution based on the Pitman-Yor process is proposed, which is used
for network-wide anomaly detection. Furthermore, a model for classification of periodic arrivals
in event time data is proposed, to separate human and automated activity within individual edges.
Correct classification of these two types of activity is fundamental for effective intrusion detection.

In its second part, this work proposes novel methodologies for graph clustering. Finding
nodes with similar connectivity patterns is important for reliable network monitoring. A model for
simultaneous estimation of the latent dimension and number of communities in spectral clustering is
proposed, under a generalised random dot product graph interpretation of the stochastic blockmodel.
The model is then extended to allow for heterogeneous within-community degree distributions,
proposing a novel spectral clustering algorithm under the degree corrected stochastic blockmodel.

Finally, in the third part of this thesis, link prediction methods are discussed. The ability to
correctly associate anomaly scores with the connections in a network is crucial for the cyber-defence
of an organisation. In this work, it is demonstrated that random dot product graphs are a powerful
and scalable tool for link prediction in large graph. Furthermore, an extension of the popular
Poisson matrix factorisation model is proposed, which correctly models binary matrices and allows
the effects of nodal covariates to be estimated. Scalable inferential techniques are also discussed.

Overall, this work gives contributions towards a unified model for cyber-security applications,
in a Bayesian framework, with the ultimate aim to dynamically predict the connectivity of IP

addresses, or users and hosts, in a computer network.




1.1
1.2
1.3

2.1

2.2

3.1
32
33
34

Table of Contents

Acknowledgements

Abstract

Table of Contents

List of Algorithms, Figures and Tables

Introduction
Mathematical representation of networks
Structure of the thesis

List of publications based on this work

Computer network data

Los Alamos National Laboratory user-authentication data

2.1.1  LANL 2015: Comprehensive, Multi-Source Cyber-Security Events ............
2.1.2  LANL 2017: Unified Host and Network Data Set ............................

Imperial College London NetFlow data

Models for individual events

Modelling dynamic network evolution using the Pitman-Yor process
Modelling sequences using the Pitman-Yor process

Empirical estimation of the hyperparameters

A correction for discrete uniform base distributions

Power laws and Pitman-Yor dynamic graphs

page

13
15
18
20
22
23

..... 23
..... 23

25

29

30
32
35
36
37




Latent factor representations of dynamic networks with applications in cyber-security

35 Calculating p-values for anomaly detection

3.6 Applications and results

3.6.1  Estimation of the Pitman-Yor hyperparameters.................c.cooieeeiana..
3.6.2  Empirical assessment of the goodness-of-fit .................. ... ... .. ...,

3.6.3  Network-wide anomaly detection. ............c.ouuiuiiieiniiieennieennnnn

3.7 Conclusion and discussion

3.7.1 Limitations and future Work. .......... .o

4 Classification of periodic arrivals in event time data
4.1 Fisher’s g-test for detecting periodicities in event time data
4.2 Circular statistics for classifying event times

4.3 A wrapped normal-uniform mixture model

43.1  An EM algorithm for parameter estimation..................cc.ooviueeana...

432 A Bayesianformulation .............. .o

4.4 Incorporating time of day

4.4.1  Bayesian iNferenCe. .. ....vuuuttte ettt e

4.5 Applications

45.1  Simulated data ...
4.5.2  Synthetically labeled data: a mixture of automated and human connections . . . ..

4.5.3  Real data: Imperial College NetFlow ... ...

4.6 Conclusion and discussion

4.6.1 Limitations and future Work. ......... ... . . i

I  Graph clustering

5 Estimation of the dimension and communities in stochastic blockmodels

5.1 GRDPG and spectral embeddings
5.2 A Bayesian model for SBM embeddings
5.3 Inference via MCMC

5.3.1  Change in the community allocations . ...,
5.3.2  Split Or Merge tWO COMMUNITIES . . ..t vttt ettt e enie e eenieeeennnen
5.3.3  Create or remove an empty COMMUIILY . ..o uuuteeennnteteenieeeenanneennn.
5.3.4  Change in the latent dimension. .......... ..ot

5.3.5 Inferring communities. ............oo oo

5.4 Second-level clustering of community variances
55 Extension to directed and bipartite graphs
5.6 Applications and results

5.6.1  Synthetic data and model validation ........... ... ... ... .. il

40
41

41
42
44

46

..... 47

76
80
82




Latent factor representations of dynamic networks with applications in cyber-security

5.7

6.1
6.2
6.3

6.4
6.5

6.6

I1I

7.1
7.2
7.3

7.4

8.1
8.2

5.6.2  Undirected graphs: Santanderbikes ............ ... ... i i 100
5.6.3  Directed graphs: Enron Email Dataset ............ ... ..o, 102
5.6.4  Bipartite graphs: Imperial College NetFlows ........... ..., 104
Conclusion and discussion 108
5.7.1  Limitations and future work ........... . . e 109

Spectral clustering under the degree-corrected stochastic blockmodel 110

Spectral embedding of degree-corrected stochastic blockmodels 112
Modelling a transformation of DCSBM embeddings 113
Empirical validation of the model 115
6.3.1  Gaussian mixture modelling of DCSBM embeddings............................. 115
6.3.2  Undirected graphs . .. ...ttt 116
6.3.3  Normality of the transformed embedding............. ... ... ...t 117
6.3.4  Bipartite graphs .. ......c..i i 119
Model selection and parameter estimation 120
Applications and results 123
6.5.1  Synthetic NEtWOTKS . . .. ..ot e e 124
6.5.2  Imperial College network flow data............ ... ... i 125
Conclusion and discussion 127
6.6.1  Limitations and future Work ........ ... i 128
Link prediction 129
Dynamic link prediction using random dot product graphs 130
Dynamic link prediction in random dot product graphs 133
Improving prediction using time series models 135
Results 138
7.3.1  Simulated data . ... e 138
7.3.2  Santander BIKeS . . ... ...ttt 140
733  LANL 2017 data . ..c.ouritit ittt et e 144
7.3.4  Imperial College network flow data............ ... ... i 147
Conclusion and discussion 148
7.4.1  Limitations and future Work ........ ... . 149
Graph link prediction using Poisson matrix factorisation 151
Background on Poisson matrix factorisation 153
PMF with labelled nodes and binary adjacency matrices 154
8.2.1  Bayesianinference........... ... e 156
8.2.2  Variational inference . ......... ..ot 157




Latent factor representations of dynamic networks with applications in cyber-security

8.3
8.4

8.5

C.1
C2
C3
C4
C5

8.2.3  Linkprediction..........c..oiiiiiii e

Seasonal PMF
Results

8.4.1  Including covariates. . ...........ouuutemniintt i,
8.4.2  Comparison with Gibbs sampling ............... ... ... ... ... ...
8.4.3  COld StartS .. ..ottt e
844  Red-team.......... ...
8.4.5  Comparisons with alternative prediction methods .......................
8.4.6  Comparison with ajointmodel............. ... iiiiiiiiiiiieannn.

8.4.7 Seasonalmodelling ............ ... .

Conclusion and discussion

8.5.1 Limitations and future wWork ........ ... i

Conclusion

Bibliography

Parametrisation of probability distributions
Procrustes alignment of embeddings

Inference in the extended, seasonal and joint PMF models
Full conditional distributions in the extended PMF model
Variational inference in the extended PMF model

Variational inference in the seasonal PMF model

Variational inference in the joint PMF model

Evidence lower bound in PMF models




List of Algorithms, Figures and Tables

Algorithms
4.1 EM algorithm for the uniform-wrapped normal mixture model. . . . . ... ... ... 57
4.2 Gibbs sampler for the uniform-wrapped normal mixture model. . . . ... ... ... 58
4.3 Collapsed Metropolis-within-Gibbs sampler for inference on the model for classifi-
cation of periodic arrival times. . . . . . . . .. ... L. 64
5.1 Spectral estimation of the SBM (spectral clustering) . . . .. ... ... ........ 81
5.2 Simulation of an undirected stochastic blockmodel. . . . . . . ... ... ... ... 94
6.1 Estimation of the latent dimension, number of communities, and community allocations. 123
8.1 Variational inference for binary PMF with covariates. . . . . . . ... ... ... ... 159
Figures
1.1. Toy examples of computer network graphs and corresponding adjacency matrix. . . . 16
1.2. Toy example of a computer network graph formed by 4 IP addresses. . . . . . . . .. 18
2.1. Number of links per day, and proportion of those that are new, after 20 days of
observation of the LANL computer network. . . . . . .. .. ... ... ... .... 25
2.2. Number of flows per day in the Imperial College NetFlow data. . . . . . . .. ... .. 27
2.3. Daily histograms of the number of flows on 4 selected dates. . . . . . .. ... ... 28




Latent factor representations of dynamic networks with applications in cyber-security

3.1

3.2.
3.3.

34.
3.5.

3.6.
3.7.
3.8.
3.9.

3.10.

4.1.
4.2.
43.
4.4.
4.5.
4.6.
4.7.
438.

4.9.
4.10.

5.1.

5.2.

5.3.

5.4.
5.5.

LANL 2015 computer network: in-degree distribution of the destination nodes, and
frequency distribution of the sources connecting to the destination C2310. . . . . . . . 31
Cartoon example of the Chinese Restaurant metaphor for the Pitman-Yor process. . . 33

Toy example of observed sequences obtained using the Chinese Restaurant metaphor

for continuous and discrete base distributions. . . . . . ... ... 0oL 34
Plots of E{K,, | E(K,)} and E{H,,, | E(H1,), E(K,)} as functions of . . . . . . . 38
In-degree and out-degree distributions on the log-log scale, obtained from a single

simulation of the Pitman-Yor network process. . . . . . . . ... ... ... ..... 39
Kernel density estimates of the parameter estimates, |V| = 1,000. . .. ... .. .. 42
Kernel density estimates of the parameter estimates, |V| = 16,230. . . . . . . .. .. 43
Uniform Q-Q plot for the Pitman-Yor process fitted to six destination nodes. . . . . . 44
Plot of the corrected K,,, Hy,, and their ratio Hy,,/ K, as a function of n for the

connections to the destination computer C1438. . . . . . . . . . ... ... ... .. 45
Flowchart describing the network-wide anomaly detection procedure. . . . . . . . . 46
Expected p-value for the g-test against the percentage of periodic events. . . . . . . . 53
Examples of uniform density, wrapped normal density, and mixture density. . . . . . 55
Interpretation of the latent variable k. . . . . . . . ... ... ... ... ... ... 56
Graphical representation of the mixture model for classification of periodic activity. . . 61
Example of the component densities. . . . . . . . . ... ... ... ... ... ... 61
Estimated daily density of non-polling events for the three simulated examples. . . . 66
Analysis on the synthetic Dropbox-Candy Crush dataset. . . . . .. ... ... ... 68
ROC curves and AUC values evaluating the performance of two methods for

classification of humanevents. . . . . . ... ... ... ... . . .. .. ... . 69
Analysis on the edge Y — 13.107.42.11 (Qutlook). . . . . . . . .. ... ... ... 70
Uniform Q-Q plots of predictive p-values on the unfiltered and filtered non-periodic

events, obtained using the nonparametric Wold process model. . . . . . . .. .. .. 72

Cartoon example for the generating process of the embedding of an 11-node
stochastic blockmodel GRDPG with K = 5 communities and latent dimension d = 3. 84
Empirical within-block variance and total variance for the adjacency embedding
obtained from a simulated 5-block SBM. . . . . . . ... ... ... 0oL 89
Cartoon for the generating process of the embedding of an 11-node stochastic
blockmodel GRDPG with K = 5 communities and latent dimension d = 3, with

common variance for communities 1-2 and 3-4 on the right hand side of the matrix. . 90
Adjacency embedding for an undirected graph with n = 2,500 nodes and K =5. . . 96
Simulated adjacency embedding for a bipartite 250 x 300 graph. . . . . . ... .. .. 97

10



Latent factor representations of dynamic networks with applications in cyber-security

5.6.

5.7.

5.8.

5.9.

5.10.

5.11.

6.1.

6.2.
6.3.
6.4.
6.5.

6.6.

7.1.
7.2.

7.3.
7.4.

7.5.

7.6.
7.7.
7.8.
7.9.

7.10.
7.11.

Posterior distributions and scree-plots for the Santander bike network data using
adjacency and Laplacian embeddings, for the unconstrained model. . . . .. ... .. 101
Santander bike sharing stations in London and maximum a posteriori estimates of
the cluster allocations of the stations, obtained using hierarchical clustering with
distance 1 — 7;;, K = 11. Stations in the same convex hull share the same cluster. . . 102
Scree-plot of singular values of A and posterior distributions of K, Hg for the
Enrondata. . . . . . . . . . 103
Scatterplots of the top-2 dimensions of the source embeddings of the bipartite

graph, coloured according to out-degree percentile and department. . . . . . . . . .. 105
Scatterplots of the dimensions 3, 4 and 5 of the source embeddings of the bipartite

graph, coloured according to department. . . . . . .. ... ... 106
Posterior distributions of K and Hg and estimated clustering. . . . . . .. ... ... 107

Scatterplot of the top two dimensions of the ASE for a simulated stochastic block-

model with n = 1,000 nodes, K = 4 and d = 4, with an equal number of nodes

allocatedtoeach group. . . . . . . . . . . . ... 113
Plots of x;, x;/||x;|| and 8; = fa(x;) for a simulated stochastic blockmodel. . . . . . 116
Boxplots for N = 1,000 simulations of a degree-corrected stochastic blockmodel. . . 118

Histograms of differences of the p-values for the two Mardia multivariate normality tests.120

Boxplots and scatterplots for N = 1,000 simulations of a degree-corrected stochas-

ticco-blockmodel. . . . .. ... 121
ICL2: scatterplot of the two leading dimensions of X, Xand®. . ... ....... 126
Results of the link prediction procedure on the simulated seasonal SBM. . . . . . .. 139

Comparison between four of the link prediction models in Figure 7.1, and their
extensions using the methods in Section 7.2, on the synthetic SBM data. . . . . . . . 140
Results of the link prediction procedure on the Santander Cycles network. . . . . . . . 141
Results for the AIP scores and averaged adjacency matrix scores for the Santander
Cycles network, with and without sequential updates. . . . . ... ... ... .... 142

Comparison between two of the link prediction models in Figure 7.3, and their

extensions using the methods in Section 7.2, on the Santander Cycles network. . . . 143
Results of the link prediction procedure on the LANL network. . . . . . ... .. .. 145
Results for the AIP scores on the LANL network with streaming updates. . . . . . . 146

Results for the AIP scores for the LANL network, with and without sequential updates. 146
Comparison between three of the link prediction models in Figure 7.6, and their

extensions using the methods in Section 7.2, on the LANL network. . . . . .. .. .. 147
Results of the link prediction procedure on the Imperial College network. . . . . . . 148
IPA and IPP scores using COSIE embeddings on the Imperial College network. . . . 149

11



Latent factor representations of dynamic networks with applications in cyber-security

8.1.
8.2.
8.3.
8.4.
8.5.

Tables

2.1.
2.2.

3.1.
3.2.
3.3.

4.1.

5.1.
5.2

6.1.
6.2.
6.3.
6.4.

8.1.
8.2.
8.3.

8.4.
8.5.
8.6.
8.7.
8.8.

Frequency distribution of the number of connections in the LANL 2017 network. . . 152
Graphical model representation of the seasonal extended PMF model. . . . . . .. .. 161
Training set adjacency matrices for the two graphs (spy-plot). . . . . . .. .. .. .. 163
ROC curves for standard PMF and extended PMF on User — Source. . . . . . . . .. 164
ROC curves for prediction of red-team events for standard PMF and extended PMF. . 166

Host log event IDs considered in this thesis. . . . . . .. ... ... ... ... ... 24
Covariates and corresponding number of factorlevels. . . . . . . .. ... ... ... 24
Estimated Pitman-Yor parameters for 6 destinationnodes. . . . . . ... .. ... .. 43
Anomaly rankings for the four red-team source computers. . . . . . . ... ... ... 47
Estimated Pitman-Yor parameters after removing the periodic edges. . . . . . . . . . 48
Elapsed time (in seconds) for 1000 sweeps of the collapsed Gibbs sampler as a

function of the number of observations V. . . . . . ... ... ... ... . ..... 66

Results for undirected SBMs simulated using different (d, K') pairs. . . . .. . ... 99

Results for the MCMC sampler on simulated SBMs for different valuesof m. . . . . 100
Estimated performance from N = 250 simulated DCSBMs. . . ... ... ..... 124
Estimated performance from N = 250 simulated bipartite DCSBMs. . . . . . . . .. 125
Estimates of (d, K) for the embeddings X, X and © form = 30and m = 50. . .. .127
ARTI for clustering on X, Xand©. . . ..., 127
Summary of training and test sets for User — Destination and User — Source. . . . . . 162
AUC scores for prediction of all and new links using standard and extended PMFE. . . 163

AUC scores for prediction of all and new links using standard and extended PMF,

with link probabilities estimated from samples from the variational approximation

tothe pOSterior. . . . . . . . . . . e 165
AUC scores for prediction using Gibbs sampling. . . . . . ... ... ... ..... 165
AUC scores for prediction of cold starts. . . . . . . ... ... ... ... ... .. 166
AUC scores for different link prediction algorithms on the two data sets. . . . . . . . 168
AUC scores for prediction using the joint PMFmodel. . . . . ... ... ... ... 169
AUC scores for prediction of all and new links using seasonal PMF. . . . . . .. .. 169

12



Introduction

The role of statistical and data science methods in cyber-security and cyber-defence applications
has become increasingly important in recent years. Intrusion attempts on computer networks occur
daily via a number of different attack methods, such as distributed denial-of-service (DDoS), fast
flux, man-in-the-middle, ransomware, phishing, or worms. In computer networks, a number of high-
volume and high-frequency data sources are available, within which it might be possible to detect
the presence of malicious activity in the network. To improve the security of computer networks
in government, industry, and academia, there is a requirement for developing probabilistic model-
based techniques for identifying the most subtle intrusion attempts using these data sources. The
advantage of statistical approaches is their ability to learn, from historical data, complex patterns
of normal computer and network behaviour. Statistical methods can be used to complement more
traditional signature-based methods, which are only able to detect attacks for which a signature
has previously been created, in order to identify more subtle attacks. In particular, statistical
techniques represent the main tool for anomaly-based detection, which looks for deviations from a
model of the normal behaviour of the network (see, for example, Chandola, Banerjee, and Kumar,
2009). Anomaly detection has a relevant advantage over signature-based methods: previously
unobserved attacks, or zero-day exploits, can still potentially be identified. Existing techniques for
anomaly-based intrusion detection are surveyed in Lazarevic et al. (2003), Patcha and Park (2007),
Liao et al. (2013), Buczak and Guven (2016), Jeske et al. (2018) and Perusquia, Griffin, and
Villa (2020). Detailed accounts of statistical approaches to network security problems can be also
found in many academic books, for example Marchette (2001); Adams and Heard (2014); Adams
and Heard (2016); Heard et al. (2018). More generally, some of the most popular anomaly detection
methods on networks are spectral methods (Idé and Kashima, 2004), scan statistics (Priebe et al.,
2005), and random walks (Tong, Faloutsos, and Pan, 2006). Comprehensive overviews of anomaly

detection methods specifically targeted towards network data are given by Akoglu, Tong, and
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Koutra (2015), Ranshous et al. (2015), and Ahmed, Naser Mahmood, and Hu (2016).

Motivated by challenges posed by cyber-security problems, this thesis proposes novel statistical
methodologies for modelling the normal behaviour of a computer network. The network will be
mathematically interpreted as a collection of nodes, connected by edges. The underlying approach
of all the modelling choices in this thesis will be to assume latent unobserved characteristics of
nodes, edges or individual events, which are generically denoted as latent factors. Consequently,
the concept of latent variable modelling will be extensively used across all chapters in this thesis. A
number of different inferential techniques will be used, but particular attention will be given to the
Bayesian approach, often overlooked in statistical cyber-security because of scalability concerns.

For cyber-security applications, given the large scale of the problems, it is often required to
combine evidence from multiple data sources and performing analyses of the same data at multiple
resolutions. There are essentially three possible types of models that can be built in a computer
network: global models, aimed at describing the entire network, and node-based and edge-based
models, constructed at the node and edge level.

For node-based or edge-based approaches, it is possible to construct sophisticated models, which
can then be applied to the entire network using distributed computing and big data platforms, like
Hadoop MapReduce. Examples are the two-state Markov modulated process proposed in Scott
and Smyth (2003), the adaptive threshold method for network counts of Lambert and Liu (2006),
and the two-stage Bayesian anomaly detection method of Heard et al. (2010). Within cyber-
security applications, Neil et al. (2013) use scan statistics to detect anomalous subgraphs, and
Turcotte, Heard, and Neil (2014) propose a two-stage approach where edges are given individual
anomaly scores and then grouped into anomalous subgraphs. Latent variable models offer again a
natural framework to model the activity on a single edge or node: it is assumed that the observed
connections are related to values attributed to unobserved, or latent, components. In this thesis, two
novel models for individual connection events will be proposed in Part I.

Node-based or edge-based models typically treat all unobserved edges equally, and this motivates
the need for a network-wide understanding of node similarity and likely new edges. For such
global models, it is necessary to use tools that are sophisticated enough to capture the complexity
of the problem, but also realistically computable. Scalable techniques that could be used in this
context are spectral clustering (von Luxburg, 2007), singular value decompositions (Dunlavy,
Kolda, and Acar, 2011), or Poisson matrix factorisation (Gopalan, Hofman, and Blei, 2015). Latent
position models (Hoff, Raftery, and Handcock, 2002) have also been successfully used on anomaly
detection applications related to cyber-security (Lee et al., 2019). The idea behind these methods
is to represent the probability of a connection between two entities as a function of their node-
specific feature vectors. In this thesis, global models will be used for two fundamental tasks for
understanding computer networks: graph clustering (also known as community detection), and

link prediction. Community detection is the task of finding meaningful groups of nodes within
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the network (Girvan and Newman, 2002; Fortunato, 2010), and will be discussed in Part II of this
thesis. Community detection methods have been extensively used for anomaly detection in large
networks (see, for example, Gao et al., 2010; Ji, Yang, and Gao, 2013). On the other hand, link
prediction is aimed at predicting the presence of an edge between two nodes in a network. Predicting
probabilities of links is valuable for detection of anomalous connections (Huang and Zeng, 2006;
Turcotte et al., 2016). In particular, it is necessary to correctly score new links (Metelli and Heard,
2019), representing previously unobserved connections. The task is particularly important since it
is common to observe malicious activity associated with new links, for example lateral movement
(Neil et al., 2013), and it is therefore crucial to understand the normal process of link formation in
order to detect a cyber-attack. Methods for link prediction in computer networks will be proposed
in Part III of this work.

In this thesis, the proposed methodologies will be applied on high quality data from real world
computer networks, collected at Imperial College London (ICL) and Los Alamos National Labo-
ratory (LANL). The availability of such data sources is particularly significant, since the lack of
appropriate datasets has been identified as one of the main limitations to widespread applications
of data science methods to cyber-security problems (Kumar, Wicker, and Swann, 2017; Anderson
et al., 2018; Amit et al., 2019). In particular, the LANL user-authentication data (Kent, 2016;
Turcotte, Kent, and Hash, 2018) are used to test models for normal behaviour of users and hosts
within the network. Understanding user-authentication patterns within an enterprise network is
particularly important for network security, since over 80% of network breaches in 2019 involved
brute force or the use of stolen credentials (Verizon, 2020). Similarly, Imperial College London
collects network flow data, which summarise connections between internet protocol (IP) addresses.
Models on network flows have been successfully used to detect botnets, denial-of-service attacks,
network scans, and worms (Sperotto et al., 2010). Particular characteristics of user-authentication
and network flow data will drive and motivate many of the modelling approaches proposed in
this thesis. The next section briefly establishes the mathematical framework used in this work for

statistical analysis of computer network data.

1.1. Mathematical representation of networks

A network, or graph, is a collection of vertices, or nodes, connected by edges, or links (Kolaczyk,
2009; Newman, 2010), written G = (V, E), where V is the node set and F is the edge set.
An edge between two vertices i and j is usually denoted as (i, j) € E. For undirected graphs,
(i,j) € E < (j,i) € E, sometimes written ¢ ~ j in the literature, and ¢ and j are said to
be neighbours or adjacent. If the graph is directed, the previous statement does not necessarily
hold, and each edge has a specific direction or arrow, pointing from one node to another, for

example i — j, meaning (i,j) € E but not necessarily that (j,7) € E. An adjacency matrix
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(a) Undirected graph (b) Directed graph
@ @ 0011 e e 0011
0 001 00 01
G= A=l 00 1 G= —A=10 00 1
@ @ 1110 . 0000
(¢) Bipartite graph

Figure 1.1.: Toy examples of computer network graphs G and corresponding adjacency matrix A. For
(a) and (b), V = {IP1,1P2,IP3,IP4}, whereas for (c) Vi = {Usery, Users, Users} and Vo =
{Host,,Hosts}.

A = {A;;} € {0,1}VIXIV] can be associated with any graph, taking A;; = 15{(4,)}, where
| - | denotes the cardinality of the set and 1.{-} is the indicator function. It will be assumed that a
node cannot link to itself, implying A is a hollow matrix. Sometimes the node set of a network
can be divided into two subsets, say V = V; U V5, V1 N Vo = &, such that edges are only of
the type (i,7) € E, withi € V] and j € Vb; then, the graph is said to be bipartite. The sets V;
and V5 are called parts of the graph and the graph itself is usually denoted as G = {(V1, V2), E'}.
Bipartite graphs allow for a convenient formulation of the adjacency matrix, which can be written in
rectangular form as a |Vi| x |Va| matrix, with rows corresponding to the nodes in V; and columns
to the nodes in V5. In this case, A;; = 1if ¢ € V; connects to j € V5, and A;; = 0 otherwise. An
extremely simple representation of a computer network is a graph where, for example, the set V' is
made up of IP addresses, or, in the bipartite graph case, V] corresponds to users, and V5 to hosts.
Three toy examples are given in Figure 1.1.

The row and column sums of the adjacency matrix A of a directed graph are respectively denoted

as out-degree and in-degree sequences:

\4 \4
B =" Ay, i=1,...,|[V], dr=>"Ay, j=1,...,[V|. (1.1)
j=1 i=1

For an undirected graph with adjacency matrix A, the row and column sums are identical, and
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simply known as the degree sequence:

Vi V]

di=Y A=) Ay i=1,..]V|.
i=1 =1

The degree sequence of an undirected graph is usually arranged in a |V| x |V| diagonal matrix

known as the degree matrix:

d 0 - 0

0 do -+ 0
D=

0 0 - dy

The degree matrix is used in the literature to define the Laplacian matrix D — A. Many normalised
versions of the Laplacian matrix have been defined. In this thesis, the normalised symmetric

Laplacian matrix (von Luxburg, 2007) is used:
L =1y - D /2AD"/2,

where I. is the (|V'| x |V|)-dimensional identity matrix. For the application to computer networks,
D~1/2AD~1/2 is usually preferred to Ly — D~/2AD~1/2 since the eigenvalues of the former
lie in [—1, 1], providing a convenient interpretation for disassortative networks (Khor, 2010; Rubin-
Delanchy, Adams, and Heard, 2016). In fact, computer networks tend to exhibit a disassortative
structure: similar nodes (for example, printers) do not communicate with similar entities (other
printers), but with dissimilar nodes.

The definition of graph can be further extended to networks that are not static over time. For
example, in computer networks, a stochastic process is observed on each edge, with multiple
connection events observed at different time points. In this context, the graph is said to be dynamic.
Following Metelli and Heard (2019), the connections and corresponding arrival times on a dynamic
network can be interpreted as a marked point process (7, ,Y) = {(T;, X, Y;)i>1}, where T is
a random variable on Ry, corresponding to the arrival time, and (X;,Y;) is a markin V x V (or
V1 x V5 for a bipartite graph) corresponding to a network edge. The realised sequences of event
times and corresponding marks are denoted with 0 < ¢; < to < --- and (z1,41), (z2,%2), .. -
respectively. From (7, X, ), a dynamic graph Gy = (V, E}) is defined from the right-continuous

stochastic process { 'y : t > 0} of observed network edges. More formally:

Ey ={(z,y) : (z,y) € V XV, Ngy(t) > 0},
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A ~

Covariates: location,
subnet, type...
Arrival times:

00 1 1], (1,2, tn)
Adjacency 0 0 0 1 Covariates: packets,
matrix 0O 0 0 1 ports, flags...
0 0 0 O

Figure 1.2.: Toy example of a computer network graph formed by 4 IP addresses.

where N, () is the counting process observed on each network edge, defined as

Nay(t) =) Djo g (t:) Lo (i) Ly (i) (1.2)

i>1

The corresponding adjacency matrix A, at time ¢ is obtained by setting A;;; = 1, {(¢,7)} for all
1,7 € V. Computer networks can be efficiently summarised as dynamic networks, but there are
also additional characteristics that make them more complex. For example, each connection event
has additional associated information. In network flow data, described in Section 2.2, additional
features are represented by the number of bytes and packets exchanged, protocol, ports and duration.
Also, each node might have a set of associated covariates. For example, for IP addresses, those
could be represented by the location, subnet or type of machine. A toy example of the structure of

a computer network is given in Figure 1.2, which extends the example in Figure 1.1b.

1.2. Structure of the thesis

This section briefly describes the structure of this thesis, and the contributions and content of each
chapter. More detailed descriptions about the methodological contributions in this work are given
in the conclusion of each chapter.

Chapter 2 gives a description the computer network data used in this thesis: the Los Alamos
National Laboratory user-authentication data, and the Imperial College London network flow data.
Specific features of those large scale networks motivate many of the methodologies proposed in
this work.

After the introduction to computer network data, the thesis is divided into three main parts,
representing three different tasks in computer network modelling: scoring individual events, graph
clustering, and link prediction. Each part is divided into two chapters, and each chapter will
be concluded with a discussion on the strengths and limitations of the proposed methodologies.
In Part I, two novel models for scoring individual events are proposed, tackling two important

problems in computer networks: modelling network evolution, and separation of human and
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automated activity.

Chapter 3 describes a novel Bayesian nonparametric model for the evolution of dynamic
networks based on the Pitman-Yor process. This model explicitly admits power-laws in the number
of connections on each edge, often present in real world networks, and, for careful choices of
the parameters, power-laws for the degree distribution of the nodes. An empirical method for the
estimation of the hyperparameters of the Pitman-Yor process is proposed, and some necessary
corrections for uniform discrete base distributions are carefully addressed. The methodology is
tested in an anomaly detection study on the LANL enterprise computer network, and successfully
detects connections from a red-team penetration test.

Chapter 4 examines sequences of arrival times which contain automated events, with the
objective to separate polling and non-periodic activity. This is first achieved using a simple
mixture model on the unit circle based on the angular positions of each event time on the p-clock,
where p represents the main periodicity associated with the automated activity; this model is then
extended by combining a second source of information, the time of day of each event. Efficient
implementations exploiting conjugate Bayesian models are discussed, and performance is assessed
on the network flow data collected at Imperial College London.

The second part of this thesis, Part II, focuses on a second task in network analysis: clustering of
nodes, also known as community detection. In this thesis, spectral clustering methods are analysed,
and novel methodologies to estimate the number of communities and the dimension of the latent
space are proposed.

Chapter S proposes a novel Bayesian model for simultaneous and automatic selection of the
appropriate dimension of the latent space and the number of blocks in spectral clustering. The
model is based on a novel conjecture on the asymptotic distribution of estimates of the latent
features obtained using spectral methods. Extensions to directed and bipartite graphs are also
discussed. The model is tested on simulated and real world network data, showing promising
performance for recovering latent community structure.

Chapter 6 extends the methodology proposed in Chapter 5, allowing for heterogeneous within-
community degree distributions. The proposed method is based on a suitable transformation to
spherical coordinates of latent features obtained using spectral methods, and on a novel modelling
assumption in the transformed space. The model is then incorporated into the model selection
framework for the number of communities and latent dimension proposed in Chapter 5. Results
show improved performance over competing methods on simulated and real world computer
network datasets.

The third part of this work, Part III, describes methods for link prediction in computer networks,
building up from the modelling framework introduced in Part II.

Chapter 7 discusses statistical techniques for link prediction based on the popular random dot

product graph. The link probabilities of links are obtained by fusing information at two stages:
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spectral methods provide estimates of latent positions for each node, and time series models are
used to capture temporal dynamics. In this way, traditional link prediction methods, usually based
on decompositions of the entire network adjacency matrix, are extended using temporal information.
The methods presented in the chapter are applied to a number of simulated and real world computer
network graphs, showing promising results. Overall, the chapter provides valuable guidelines for
practitioners on the performance for link prediction of different random dot product graph models.

Chapter 8 extends the popular Poisson matrix factorisation (PMF) model to include scenarios
that are commonly encountered in cyber-security applications. Specifically, an extension is proposed
to explicitly handle binary adjacency matrices and include known covariates associated with the
graph nodes. A seasonal PMF model is also presented to handle seasonal networks. To allow the
methods to scale to large graphs, variational methods are discussed for performing fast inference.
The results show an improved performance over the standard PMF model and other statistical
network models.

The thesis is concluded with a discussion in Chapter 9, summarising the main contributions of

this work.

1.3. List of publications based on this work

Part of the work presented in this thesis has been accepted for publication in academic journals, in

the form of research papers:

Sanna Passino, F. and Heard, N. A. (2019). “Modelling dynamic network evolution as a Pitman-Yor
process”. In: Foundations of Data Science 1(3), pp. 293-306.

Sanna Passino, F. and Heard, N. A. (2020a). “Bayesian estimation of the latent dimension and
communities in stochastic blockmodels”. In: Statistics and Computing 30(5), pp. 1291-1307.

Sanna Passino, F. and Heard, N. A. (2020b). “Classification of periodic arrivals in event time data

for filtering computer network traffic”. In: Statistics and Computing 30(5), pp. 1241-1254.

In particular, Chapter 3 is based on Sanna Passino and Heard (2019)!, Chapter 4 on Sanna
Passino and Heard (2020b)2, and Chapter 5 on Sanna Passino and Heard (2020a)3.

Three other articles have been submitted for publication and are currently under review:

'Reproduction of the work is permitted by the American Institute of Mathematical Sciences publishing agreement,
clause 6: “The Work may be reproduced by any means for educational and scientific purposes by the Author(s)
without fee or permission, with the exception that reproduction by services that collect fees for delivery of documents
may be licensed only by the Publisher."

The article is distributed in Open Access under the terms of the Creative Commons CC BY license, which permits
unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

3The article is distributed in Open Access under the terms of the Creative Commons CC BY license, which permits
unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.
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Sanna Passino, F., Heard, N. A., and Rubin-Delanchy, P. (2020). “Spectral clustering on spherical
coordinates under the degree-corrected stochastic blockmodel”. In: arXiv e-prints. arXiv: 2011.
04558.

Sanna Passino, F., Turcotte, M. J. M., and Heard, N. A. (2020). “Graph link prediction in computer
networks using Poisson matrix factorisation”. In: arXiv e-prints. arXiv: 2001 .09456.

Sanna Passino, F., Bertiger, A. S., Neil, J. C., and Heard, N. A. (2020). “Link prediction in dynamic
networks using random dot product graphs”. In: arXiv e-prints. arXiv: 1912.10419.

In particular, Chapter 6 is based on Sanna Passino, Heard, and Rubin-Delanchy (2020), Chapter 7
on Sanna Passino et al. (2020), and Chapter 8 on Sanna Passino, Turcotte, and Heard (2020).

Additionally, most chapters have associated Github repositories with code to reproduce the
results presented in this thesis:

i. fraspass/pitman_yor for Chapter 3;

ii. fraspass/human_activity for Chapter 4;

iii. fraspass/sbm for Chapter 5;

iv. fraspass/dcsbm for Chapter 6.
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Computer network data

The methodologies proposed in this thesis will be mostly demonstrated on three datasets related to
cyber-security. The two most recent versions of the user-authentication data released by the Los
Alamos National Laboratory! will be used: LANL 2015 (Kent, 2016) and LANL 2017 (Turcotte,
Kent, and Hash, 2018). Also, the network flow data collected at Imperial College London will be
extensively analysed. In order to demonstrate the wider applicability of the proposed methodologies,
some of the techniques presented in this thesis will be also applied on two additional publicly
available datasets, related to transportation and communication networks:
i. the Santander cycles graph, a bike-sharing network in central London, part of Transport for
London (TfL)?2, used in Chapters 5 and 7;
ii. the Enron graph, a network of email communications between employees of Enron Corpora-
tion®, used in Chapter 5.

Since the main focus of this thesis is the application to cyber-security data, only the LANL
user-authentication data and the Imperial College London NetFlows will be described in the next
two sections. The discussion on the networks constructed from the Santander cycles and Enron
graph is deferred to Sections 5.6.2 and 5.6.3.

The remainder of this chapter describes the three cyber-security data sources that motivate the
methodologies proposed in this thesis. In particular, details will be given on how to obtain dynamic

network structures from such data sources.

'The data are publicly available online at https://csr.lanl.gov/data/ (last accessed on Sth October, 2020).

2The data are publicly available at https://cycling.data.tfl.gov.uk/, powered by TfL Open Data (last accessed
on 5th October, 2020).

3The data are publicly available at https://www.cs.cmu.edu/~./enron/ (last accessed on 5th October, 2020).
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2.1. Los Alamos National Laboratory user-authentication data

2.1.1. LANL 2015: Comprehensive, Multi-Source Cyber-Security Events

The user-authentication dataset contains Windows-based authentication events from both individual
computers and centralised active directory domain controller servers (Kent, 2016). An example list

of 5 comma separated entries is reported in Example 2.1.

Example 2.1: Example of user-authentication events from the LANL 2015 data

1,C580$@D0OM1, SYSTEM@C580,C580,C580,Negotiate,Service,Logln,Success
1,C599$@D0M1,C599$@DOM1,C553,C553,7 ,Network,Log0ff,Success
1,U1782@D0OM1,U1782@D0OM1,C2800,C2800,Negotiate,Batch,Logln,Fail
1,C608%@D0OM1,C608$0D0OM1,C608,C467,7,7,TGS,Success
2,U6@D0M1,U6@D0OM1,C606,C1065,Kerberos,Network,Log0On,Success

In this work, the entries of interest for constructing a graph are the following:
i. Entry 1: the time of the authentication event, recorded in seconds;

ii. Entry 4: the source computer originating the authentication event;

iii. Entry 5: the destination computer where the authentication event is terminating.
The graph is simply denoted as G = (V, E), where V is the set of computers,and E CV x V
is the set of observed edges, such that (i,j) € E if a connection from computer i to computer
j is observed. The adjacency matrix is obtained setting A;; = 1g{(i,j)}, 4,7 € V. In total,
the data contain 1,051,430,459 events, involving 16,230 source computers and 15,895 destination
computers, for a total of 17,684 unique machines and 419,744 unique observed edges. Interestingly,
the data also contain 48,079 records labelled as red-team events, resulting from a simulated intrusion
on the nodes C17693, C18025, C19932 and C22409. The dataset will be used on a network-wide

anomaly detection study in Chapter 3, aimed at identifying the compromised source nodes.

2.1.2. LANL 2017: Unified Host and Network Data Set

The data contain authentication logs collected over a 90-day period from computers in the Los
Alamos National Laboratory (LANL) enterprise network running a Microsoft Windows operating
system (Turcotte, Kent, and Hash, 2018). Two example records in JSON format are displayed in
Example 2.2.

Example 2.2: Examples of user-authentication event from the LANL 2017 data

{"UserName": "User865586", "EventID": 4624, "LogHost": "Comp256596", "LogonID": "Ox5aa8bd4",
"DomainName": "Domain0O1", "LogonTypeDescription": "Network", "Source": "Comp782342",
"AuthenticationPackage": "Kerberos", "Time": 87264, "LogonType": 3}

{"UserName": "User044801", "EventID": 4768, "LogHost": "ActiveDirectory",

"DomainName": "Domain0O1", "Status": "0x0", "Source": "Comp445617", "Time": 86587}
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Table 2.1.: Host log event IDs considered in this thesis (based on Table 2 in Turcotte, Kent, and Hash, 2018).

(a) Authentication and process event IDs (b) Logon types (events 4624, 4625)
EventID  Description Logon type  Description
4624 An account was successfully logged on, see Logon types (b) 2 Interactive
4625 An account failed to logon, see Logon types (b) 3 Network
4688 Process start 4 Batch
4768 Kerberos authentication ticket was requested 5 Service
4776 The domain controller attempted to validate credentials 7 Unlock
4800 The workstation was locked 9 NewCredentials
4801 The workstation was unlocked 10 Remotelnteractive
4802 The screensaver was invoked 11 CachedlInteractive
4803 The screensaver was dismissed

Table 2.2.: Covariates and corresponding number of factor levels.

(a) Users (b) Hosts
Covariate ~ Number of Covariate ~ Number of Covariate ~ Number of
code factor levels code factor levels code factor levels
0 300 3 2 0 308
1 417 4 3 1 19
2 334 5 8 2 408

From each authentication record, the following fields are extracted for analysis:
i. the time of the event (Time),

ii. the user credential that initiated the event (UserName),

iii. the computer where the authentication originated (Source),

iv. the computer the credential was authenticating to (most often LogHost).

Only a subset of event IDs (EventID), listed in Table 2.1, are considered. Two bipartite graphs are
then generated: first, the network users and the computers from which they authenticate, which will
be denoted User — Source; second, the same users and the computers or servers they are connecting
to, denoted User — Destination. The two graphs will be analysed in Chapters 7 and 8.

As generic notation, let G = {(V1, V), E'} represent one of these bipartite graphs, where V7 is
the set of users and V5 a set of computers (sometimes referred to as hosts). The set E C V; x Va
represents the observed edges, such that (i, j) € E if user ¢ € V; connected to host j € V5 in a
given time interval. The set of edges E can be represented by the rectangular |V;| x | V2| binary
adjacency matrix A, where A;; = 1g{(¢,7)}.

For each user and computer, a list of categorical covariates is also available: 6 covariates are
available for the users, and 3 for the computers. In total, there are K = 1,064 factor levels available
for the user credentials and H = 735 factor levels for the computers. The number of factor levels
for each covariate is summarised in Table 2.2. Due to de-identification of the true underlying

covariates, it is not possible to explore the physical meaning of such nodal features.
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Figure 2.1.: Number of links per day (top), and proportion of those that are new (bottom), after 20 days
of observation of the LANL computer network. curve: User — Source. Dashed blue
curve: User — Destination.

As mentioned in Chapter 1, for cyber-security applications it would be valuable to accurately
predict and assess the significance of new links. Importantly, many new links are formed each day
as part of normal operating behaviour of a computer network; to demonstrate this, Figure 2.1 shows
the the total number of edges formed each day and the proportion of those that are new for the two
graphs, User — Source and User — Destination. Even though the relative proportion is small, this
would still provide many more alerts than could be practically acted upon each day.

During the days 57 through 82, LANL conducted a red-team exercise, where the security team
tested the robustness of the network by attempting to compromise other network hosts. All the
red-team events were generated from the compromised node Comp215429, resulting in a total of

84 compromised edges in User — Source, and 132 in User — Destination.

2.2. Imperial College London NetFlow data

In this thesis, the network flow (NetFlow) data collected by the ICT services of Imperial College
London will be extensively used, in particular in the chapters from 4 to 7. NetFlow is a network
protocol originally developed by Cisco for collecting and monitoring data traffic flows. A flow is a
set of packets passing through an observation point in the network, during a given time window
(Claise, 2004). All the packets in the flow must share a set of common properties (Hofstede et al.,
2014). Usually, the common characteristics are the protocol, the source and destination IP address,
and the source and destination ports. The packets are aggregated into flows by a NetFlow exporter,

for example a router or firewall, which periodically communicates with a NetFlow collector, where
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the records are processed, parsed and stored. In short, NetFlow records essentially represent
summaries of connections between IP addresses within a computer network, collected in bulk at
internet routers. A detailed description about flow monitoring using NetFlow is given in Hofstede
et al. (2014).

As an example, 5 randomly selected raw NetFlow records from the Imperial College London
computer network are presented in Example 2.3. The true IP addresses have been anonymised,

using randomly generated IPs.

Example 2.3: Example of NetFlow records from the Imperial College data

2|1581017227|264|1581034506|7526|0/0|0|4087188370|57278|0|0|0|502274866|22|64580|64580|860|570|24|16]1|52
2|1581033920|512|1581033923|584(6|0/0|0|1337257956|56402|0|0|0|970825878|21|64580|64587|710|570|2|0|3]| 180
2|1581033996|288|1581033996|288|170]0|0|2340918866|63054(0|0|0|1564121766|53|64580|64583|856(540/0(0|1|62
2|1581034024|192|1581034054|400|6|0/0|0|1643182485|57589|0|0|0|2185303490|80|64580|786|710|540|27|0|51|2918
2|1581034055|168|1581034055|168|6|0/0|0|2508404747|49802|0|0|0|303496792|443|64580|64580|710|540|27|0|16|7405

For the purposes of this thesis, the most relevant entries are:
i. Entries from 2 to 5, encoding the time at which data packets is first and last seen in Unix
time (number of milliseconds elapsed since 1st January, 1970);

ii. Entry 6, representing the protocol of the connection. For example, the value of 6 corresponds

to the Transmission Control Protocol (TCP), and 17 to the User Datagram Protocol (UDP);

iii. Entries from 7 to 10 and from 12 to 15, representing the source and destination IP addresses

in decimal form;

iv. Entries 11 and 16, corresponding to the source and destination ports.

In computer networks, it is normal to observe TCP bidirectional connections between a client
and a server (for details about the TCP protocol, see, for example, Comer, 2014). The client
requests permissions to access services from the server, and data flows are exchanged between
the two devices in both directions. Those connections would appear as two separate NetFlow
records. Therefore, for each pair of source and destination IPs, it is necessary to determine the
correct direction of the connection. In this thesis, the direction is approximately determined from
the source and destination ports in each NetFlow record: if one of the ports belongs to a list of
well-known common service ports, then the corresponding machine is assigned the role of server.
This is usually the case for more than 99% of the flows. The services associated with the ports in
the list include, for example, secure shell (SSH, port 22) and web browsing (HTTP, port 80, and
HTTPS, port 443). If both, or none of the ports belong to the list, then the server is chosen to be the
IP address corresponding to the lowest port number.

Imperial College London has a range of 345,098 IP addresses (Metelli, 2018), but the recorded
flows also include external connections, where one of the endpoints is not necessarily in the college
network, but could be anywhere in the internet. This implies that the number of unique IP addresses

observed in the data is much larger than the range of IP addresses assigned to the college. On
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Figure 2.2.: Number of flows per day in the Imperial College NetFlow data, between Ist January and 31st
May in 2019 and 2020.

average, approximately 2.4 billion flows are observed per day on a normal working day during
term-time, and only 40% of those have both source and destination IPs belonging to the college IP
ranges. Figure 2.2 shows the time series of the total number of flows observed daily between 1st
January and 31st May, 2019 (Figure 2.2a), and in the same period in 2020 (Figure 2.2b). Clearly,
both figures show seasonal effects of working days, term time, and Easter breaks. In particular,
Figure 2.2b also shows an abrupt reduction of the number of flows during working days after the

end of the spring term, corresponding to the transition to remote running of the university because
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(a) Tuesday, 21st January, 2020 — Spring term (b) Sunday, 26th January 2020 — Spring term
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Figure 2.3.: Daily histograms of the number of flows on 4 selected dates, mixed between working and
non-working days, during term or break time. Bins have duration of 10 minutes each.

of the COVID-19 pandemic. The activity on campus was minimal after approximately 18th March,
2020, but the number of daily flows still exceeded 2 billion on average until before the Easter
closure, demonstrating that only a small part of the network activity is due to the presence of
students and staff on campus. Dynamic models for network evolution need to be simple enough to
scale to such a large number of daily observations. This is one of the motivations underlying the
Pitman-Yor network-wide model proposed in Chapter 3.

It is also informative to analyse the daily distribution of the traffic. Figure 2.3 reports daily
histograms for four selected dates. Figures 2.3a and 2.3c correspond to working days, whereas
Figures 2.3b and 2.3d to weekends. Similarly, Figures 2.3a and 2.3b refer to term-time dates,
whereas Figures 2.3c and 2.3d to the Easter break. Comparing Figures 2.3a and 2.3c confirms that
the activity during working hours significantly decreased when college students and staff were
required to work from home. Despite evident effects of working hours on the volume of traffic, the
network clearly exhibits a significant proportion of automated and periodic activity, with frequent
spikes and bursts. This motivates Chapter 4, which proposes a novel model for separation of human
and periodic activity on network edges.
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Part 1.

Models for individual events

In this part of the thesis, two models will be proposed for scoring individual connection
events within a dynamic network. Chapter 3 presents a Bayesian nonparametric
network-wide model for the sequences of observed connections, which can be used
to detect anomalous nodes. Chapter 4 deals with the problem of detecting periodicity
and separating human and automated activity within network edges, proposing a novel

Bayesian model for classification of periodic arrival times.
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Modelling dynamic network evolution
using the Pitman-Yor process

As discussed in Chapter 1, dynamic networks can be interpreted as a marked stochastic process
(7,2, Y). Under this representation, principled modelling of the observed sequences of marks
{(xi,yi) }i>1, representing source and destination computers, is important for the purposes of
network monitoring and identification of malicious attacks. This is a particularly challenging task,
especially because of the large data volumes involved (see Chapter 2), leading to a tradeoff between
mathematical complexity and computational feasibility. Bayesian nonparametric models, in partic-
ular the Dirichlet process, have been successfully used in Heard and Rubin-Delanchy (2016) for
network-wide anomaly detection on computer network data. In Dirichlet processes, the distribution
of the frequencies of the elements in the sequence presents an exponential decay, which is often
unrealistic in many real world applications. For example, in natural language, the distribution
of word frequencies tends to be fat-tailed, and it often exhibits a power law behaviour (Barabasi,
2005). A random variable Z has a power law distribution, Z ~ PL(vy), for some v > 1, if
p(z) x 277, z > 1; typically, 2 < v < 3 in real world applications (Newman, 2005). Power laws
are also frequently observed in the degree distributions of computer networks, or on the frequencies
of connections from or to a given node. For example, an illustration is given in Figure 3.1 for the
LANL 2015 network (data described in Section 2.1.1). The curves in Figures 3.1a and 3.1b are
better approximated by a power law than an exponential distribution.

This chapter examines a joint network-wide generative model for the sequence of observations
(x1,y1), (z2,y2),... € V x V, based on the Bayesian nonparametric Pitman-Yor process (Pit-
man and Yor, 1997; Ishwaran and James, 2001). The Pitman-Yor process, also known as the
two-parameter Poisson-Dirichlet process, provides a natural extension of the Dirichlet process

(Ferguson, 1973) where the probability of observing infrequently observed events can be further
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Figure 3.1.: LANL 2015 computer network: in-degree distribution of the destination nodes, and frequency
distribution of the sources connecting to the destination C2310, with exponential and power
law fit obtained by weighted least squares regression on the log-log scale.

discounted. The Pitman-Yor process has been successfully used in natural language processing
and computational linguistics applications (Goldwater, Griffiths, and Johnson, 2005; Teh, 2006) to
appropriately model the frequency of words in languages. The model admits power law structures
for the frequencies of clients connecting to a given server, and for the network in-degree and
out-degree distributions. The power law is explicitly modelled by the interplay between a strength
parameter « and a discount parameter 3 € [0, 1).

In this chapter, the work of Heard and Rubin-Delanchy (2016) is extended in multiple directions.
First, a more flexible model for network evolution, the Pitman-Yor process, is used to model the
sequence of observed connections. Second, a reliable parameter estimation procedure for the
parameters is proposed. Third, corrections for discrete uniform base distributions are discussed.
Finally, the performance of the model on a network-wide anomaly detection study is analysed,
using a number of different p-value combiners.

The model proposed in this chapter could be classified as a model for sequences of categorical
observations, embedded within a dynamic network framework. Statistical modelling of categorical
sequences is a well established branch of statistics and natural language processing, with relevant
applications in speech recognition. Common methods mainly include n-gram models, based on
n-order Markov assumptions (see the survey of Jurafsky et al., 2014), neural models, in particular
recurrent neural networks (Bengio et al., 2003; Mikolov et al., 2010), maximum entropy or
exponential models (Rosenfeld, 1996) and positional models (Lv and Zhai, 2009). Models for
arrival times on dynamic networks are also extensively studied in the literature (see, for example,
Perry and Wolfe, 2013; Matias and Miele, 2017). The model presented in this chapter is much
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simpler, and only uses the arrival times to appropriately order the sequences, but it is well-suited
for an efficient network-wide implementation on networks with large numbers of nodes and high
frequency activity, and allows to directly obtain a predictive probability for a link.

The remainder of the chapter is organised as follows: Section 3.1 describes the Pitman-Yor
process and a novel modelling framework for network evolution. Section 3.2 proposes a parameter
estimation procedure, followed by a discussion on corrections for uniform discrete base measures
in Section 3.3. Section 3.4 briefly analyses the types of degree-distributions arising from the
proposed model, and Section 3.5 describes a network-wide anomaly detection framework. Finally,

Section 3.6 presents the results on simulated data and on a real world computer network.

3.1. Modelling sequences using the Pitman-Yor process

Consider an infinitely exchangeable sequence of nodes x1, x2, ... € V. After observing n events
Ty = (z1,...,20), let (27, ... ,x}n) be the K, unique observations in x,,. Let Fy be a base
probability distribution on V. Then the distribution of observed nodes is a Pitman-Yor process
PY(«, 8, Fy), if the predictive distribution for the next observed node is

o+ 8K, Nip —
P(@ny1|en) = aano(iUnH) +> Jiﬁ&a; (@n1), 3.1

where 8 € [0,1) is a discount parameter, @ > —[3 is a strength parameter, 0, (u) = 1 if u = v,
0 otherwise, and Ny, = 37 0z, () is the number of occurrences of the value 27 in @;,. Note
that 5 = 0 corresponds to the more familiar Dirichlet process (Ferguson, 1973), PY(«, 0, Fy) =
DP(«, Fp).

The dynamics of the process can be most easily understood using the Chinese Restaurant
metaphor (Aldous, 1985), which will be extensively used in this chapter. Starting from an empty
restaurant with a potentially infinite number of tables, the first customer sits at the first table and
then for n = 1,2, ..., the (n + 1)-th customer either sits at a new table or chooses an already

occupied table with the following probabilities:

K, N, —
P(new table) = Lﬂ", PP(j-th table) = Lﬁ’
a+n a+n
for j =1,..., K. In this metaphor, IV;, is the number of customers sitting at the j-th table when

n customers are in the restaurant. If each table is associated with a random dish drawn from a
non-atomic base distribution Fjy, the sequence =1, xs, ... corresponding to the dishes eaten by
successive customers is an exchangeable stochastic process with De Finetti measure (Ishwaran and
James, 2001) PY(«, 3, Fy). Figure 3.2 presents a cartoon representation of this metaphor for the
Pitman-Yor process.

32



Latent factor representations of dynamic networks with applications in cyber-security

Cs
Cy

06 T3 _) $§ Cg
T]_ — :E’f 07
02 T2 _> $§ Cg

Cy
Cy

Figure 3.2.: Cartoon example of the Chinese Restaurant metaphor for the Pitman-Yor process, where
Cj represents the jth customer and x5 is the unique dish served at table T;. The vector
T, = (21,...,2,) denotes the observed sequence of dishes eaten by each customer. Customer
C; being seated at table T; is denoted C; — T;. Then, for example, the tenth customer will sit
at Ty with probability (3 — B)/(a +9).

Denoting the sorted sequence of table occupancies N1y, - ., N(k,n), Where N,y > Ny if
j > j', the Pitman-Yor process has the following property for 3 # 0 (Proposition 17, Pitman and
Yor, 1997):

A%m>%I“1+aVB+UFﬂ—5)U6~U@ 3.2)

N (Jg& n (1+a)l(a/B + 1)
for j large. The expectation in (3.2) defines a power law distribution for the table sizes, which is an
attractive property in many real world applications. On the other hand, if 8 = 0, corresponding
to a Dirichlet process with concentration parameter «, the expectation in (3.2) is approximately
exp(—j/a)/a, obtained using the stick-breaking representation of the Dirichlet process (Sethura-
man, 1994). The exponential decay, as demonstrated in Figure 3.1, might not be entirely suitable
for the application to computer networks.

In this chapter, for an observed sequence of links (z1,¥1), ..., (zn,yn) € V x V, itis assumed
that the joint distribution has the following hierarchical structure:

xz|yZNF$|y,7 i=1,2...,N,
y NG i=1,2... N,
Fx|y NPY(CMy,ﬁy,FO), y € Vu

G ~ PY(a, Bo, Go), (3.3)

where {Fx|y} and G are unknown probability mass functions on the node set V. The probability
of obtaining a link (x,y) is decomposed in two parts: p(x,y) = p(x|y)p(y). The sequence of
destination nodes 1, ...,yny € V is assumed to be exchangeable with a Pitman-Yor hierarchical

distribution. Similarly, conditional on the destination node y € V, it is assumed that the sequence of
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Figure 3.3.: Toy example of observed sequences obtained using the Chinese Restaurant metaphor for
continuous and discrete base distributions. For the customer allocations in Figure 3.2, the
dishes x served at each table are sampled from a continuous and discrete distribution.

source nodes x1,x2,... € V connecting to y is again exchangeable with a Pitman-Yor hierarchical
distribution, with parameters depending on the specific value of y. For the application to computer
networks, the decomposition p(x,y) = p(z|y)p(y) is preferred over p(z,y) = p(y|x)p(x): for
identifying red-team behaviour, anomalous client computers must be selected, hence each event is
first given a score measuring how surprising the server found the connection from the corresponding
client, and then all such measures are combined for a given client.

Note that care is needed when the base distribution of the process is atomic. In this case, using
the Chinese Restaurant metaphor, it is possible that two or more tables serve the same dish, which
means that the same draw from the base distribution is associated with multiple tables. Hence, the
predictive probability (3.1) cannot be identified, since the underlying K,, and consequently N,
are not determinable from x,,. In contrast, with continuous base distributions, the draws are distinct
with probability 1. The two scenarios are pictorially described in Figure 3.3: in Figure 3.3a, the
draws are from a standard normal distribution and therefore distinct, whereas Figure 3.3b shows
a restaurant that only serves 4 types of meat, which causes identifiability issues in the observed
sequence.

Attention in the literature is mostly devoted to non-atomic base distributions. For the case of
atomic Fp, Buntine and Hutter (2010) suggest introducing latent multiplicities and table indicators,
corresponding to the number of tables contributing to the total number of times a value z7 is
observed. An efficient sampler for this representation is derived in Chen, Du, and Buntine (2011).
In this chapter, the node set will be assumed to be countable, and simple adaptation techniques will

be used in the estimation of the parameters to take this problem into account.
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3.2. Empirical estimation of the hyperparameters

Consider a Pitman-Yor process with non-atomic base distribution and 0 < 8 < 1, and let K, be

the number of occupied tables after n customers have entered the restaurant.

Proposition 3.1 (Pitman (2002)). For a Pitman-Yor process PY («, 3, Fy), where Fy is non-atomic,
the expected number E(K,) of occupied tables after n customers have entered the restaurant is:
F'n+a+B)IT1l+a) «

B = a3 1a) B G4

Proof. The result is obtained using the predictive distribution in (3.1), which gives a recursive

expression for E(K,):
a+ BE(K,)

E(Kn—i-l) = a+tn

+ E(Ky). (3.5)

From (3.5), the equation for E(K, 1) can be rewritten as a first-order difference equation with
variable coefficients E(K,,11) = a(n)E(K,) + b(n), where a(n) = (n + o + §)/(n + «) and
b(n) = a/(n + «). Given the initial condition E(K() = 0, the equation has solution

E(K,) = Z

k:O J =k+1

jta+p aI‘n—I—oH—B = Ia+k)
3.6)
I 2

j+a  T(n+a) MNa+B+k+1)

which is obtained using the properties of the gamma function. The summation in (3.6) is simplified

n—1 n—1

using the beta function B(a, b) = I'(a)I'(b) /T'(a + b) and the properties of the geometric series:
(a+k)

B(a—i—kz,ﬂ—i—l) ath—1 P
Pa+ﬂ+k+1) < T(B+1) ﬁ+1/<zu ) —u)’du

_ 1 Loa et - B(a, B) — B(a +n, 5)
_W/(u Lyt — )P~ tdu = TG+ 1) .

DM

e
I

Substituting the above expression in (3.6) gives the result in (3.4). ]

For large n, Stirling’s approximation could be used to obtain I'(n 4+ a + 3) /T'(n + ) ~ n® and
approximate the expectation (3.4). Furthermore, for § = 0, Korwar and Hollander (1973) prove
that lim,,_,~ E(K,,)/log(n) = a. Combining the two cases, the expected value of K, can be

approximated for n large as:

alog(n) if =0,
E(Ky) ~ rl+an® o . (3.7

Similarly, the expectation of the number of tables of size m after observing n customers enter,
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H.n, can be approximated for large n (Wallach et al., 2010) as:

T(1+a)n? 5

B ) ™ T i

(j—B). (3.8)

j=1

Therefore, after N observations, an estimate (¢, B ) of the hyperparameters « and (3 is obtained

by solving the following non-linear system of equations:

I'(1+a)N? Hin — &
N TG+ a) N 5 (3.9

The estimation procedure in (3.9) is inspired by the method of moments (see, for example, Casella
and Berger, 2002), which matches expectations to their sample counterparts.

A further estimate could be based on an alternative approximation of E(K,,), often used in the
literature (Pitman, 2002; Wallach et al., 2010), obtained by noting that lim,, . n® = oo when
3 > 0. Therefore, when N is large, the value of I'(1 4+ a)n®/BT(3 + «) will dominate /3 in
(3.7), and hence

B N (3.10)

The estimate (3.10) is particularly illuminating: asymptotically, 5 is the long term ratio between
the tables with just one customer and the total number of tables. Under this approximation, from

(3.9), & can be obtained numerically as a solution to the equation
Ky = fi‘)‘). (3.11)

Otherwise, if 5 = 0 then the process can be approximated by a Dirichlet process, and from (3.7),

Ky
h = . 3.12
“ 7 log(V) G2
3.3. A correction for discrete uniform base distributions
Under the Pitman-Yor generative process, only the sequence of ordered dishes x,, = (x1,...,x,)is

observed. For discrete base distributions, the number of unique dishes, denoted here f(n, observed
in x,, provides only a lower bound for the number of occupied tables K, since the same dish may
be drawn from the base distribution multiple times. For example, in Figure 3.3b, K,, = 2, but
K, = 3. Similarly, the number of of dishes eaten by only one customer, denoted Hin, provides
only a lower bound for the number of single-customer tables, H1,,.

Assuming a uniform discrete base distribution on a sufficiently large set of nodes V, the approxi-
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mations in (3.7) and (3.8) might be acceptable, but in this particular scenario it is also possible to
use a simple correction. Conditioning on the true but unobserved number of draws from the base
distribution (equivalently, the number of tables) K,,, a uniform base distribution implies that the
expectation of the number of unique draws K, can be obtained as a generalisation of the birthday

problem with |V'| days in a year:

_ Kn
E(Ro|K) = |V {1 -(%7) }

The quantity of interest is the expected number of distinct birthdays K, among K, people, using a
modified calendar with |V| days. Substituting E(K,|K,,) with K,, and solving for K, yields the

approximation )

- K, 4 (|V|—-1

K, = log (1—“;]) log™! (' ||V| ) (3.13)
Similarly,

: Vi—1\*
E(Hln|H1na Kn) = Hln ‘V‘ 5 (314)
and hence the approximation
X ~ Vv Kn—1

The expectation (3.14) is easily computed considering the following experiment: imagine K, balls,
Hy,, of which are red, are placed at random into |V'| boxes. Then H 1n 18 the the random variable
corresponding to the number of boxes containing exactly one red ball, and no other balls.

The performance of (3.13) and (3.15) as rival estimates to IN(n and H 1n Will be assessed via
simulations. Also, Figure 3.4 shows E{K,, | E(K,)} and E{H,,, | E(H1,), E(K,)} as functions
of n for different values of the number of atoms |V/| in the discrete uniform base distribution. The
plots demonstrate that, in expectation, K, and Hy,, largely deviate from E(K,,) and E(H1,,) even
for fairly large values of |V|, for example |V'| = 1,000.

3.4. Power laws and Pitman-Yor dynamic graphs

In this section, some properties of the graph generated from distinct Pitman-Yor processes on
each destination node are analysed. After an observation period [0, T'), it is possible to construct
an adjacency matrix A € {0, 1}VI*IVl where A;; = 1 if the source node x; connected to the
destination node y; at least once, and 0 otherwise. The row and column sums of A correspond to the
out-degree and in-degree sequences dj™, . .. ,d“)“j“ and iln, . ,dﬁ‘,‘, see (1.1). Real world graphs
are commonly characterised by power law degree distributions. The in-degree and out-degree
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Figure 3.4.: Plots of E{K,, | E(K,,)} and E{Hy,, | E(H1,),E(K,)} as functions of n, up to n = 100,000,
for a = 10, 8 = 0.25 and discrete uniform base distributions with different numbers of atoms.

distributions in a graph generated from a Pitman-Yor process for each destination node can be
controlled by the discount and strength parameters and the base distribution.

First, note that dij“ =K N;> where V; is the total number of connections to the destination node
1. Furthermore, for a discrete uniform base distribution Fj with a sufficiently large number of
atoms |V|, K N; R K N; holds. Hence, conditional on the parameters « and [ of the process,
dij" x N f in expectation from (3.7). Therefore, if N; ~ PL(+y), which holds for a suitable choice
of ag and f in (3.3), see (3.2), then approximately d' ~ PL{(y — 1+ )/}

The out-degree distribution is slightly more difficult to control: it is highly dependent on the

choice of the base distribution Fj. For a discrete uniform base distribution over V':

4 Ky,
E(d;?“t\KNg:Z{l('VHVf) }

j=1

which does not give a power law. In order to generate a distribution which resembles a power
law, one can set a non-uniform discrete base distribution Fyy(z) = 7,1y (x), with >\, 7, =1
and 7, > 0V x € V, where # = (my,...,my|) ~ Dirichlet(8), 8 = (01,...,0}y)), and
0, PL(v), z € V. In this case:

Proposition 3.2. Under the Pitman-Yor network-wide process in (3.3), with non-uniform discrete
base distribution Fy(x) = 7,1y (z), with 7, = land 7, > 0V 2z € V, where m =
(7(1, R 77T|V\) ~ Dirichlet(e), 0= (91, ce 79|V|):

Vi {1 - L 0 )T (KN, + 2502 00r) }

E(d|Ky, . 0) =
(dz | NJ70) ]Z::]_ F(le#lell)F(KNJ—i_Zz’ 02/)
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Figure 3.5.: In-degree and out-degree distributions on the log-log scale, obtained from a single simulation
of the Pitman-Yor network process with |V| = 1,500, simulating N, ~ PL(1.5), y € V,
0y ~ PL(2), x € V, and fixing oy = 10 and 8, = 0.25Vy € V.

A similar formula can be also derived for ]E(dij“|K N;» 0).
Proof. The result is obtained as follows:

14 14
E(d"|Ky,,0) =Y E(A;|Ky,,0) =) [1 - P(A; = 0|Ky,,0)]
j=1 j=1

V1

1
=> (1 —/ P(A;; = 0|KNj,9,7ri)p(7Ti\9)d7ri> : (3.16)
j=1 0

where A;; = 0 denotes the event of z; never connecting to y;. Since 7 ~ Dirichlet(8), then
m; ~ Beta(;, Z#i 6;). Hence, the integral in (3.16) is:

IO
L(0)T (324

Evaluating the Euler integral in the equation above immediately gives the result. O

1 1
| B =0l 0. 7)p(ri 6) s = ol R (i
0 J 0

Hence, the distribution of d" strongly depends on the interplay between N, which contributes
to Ky;, and 6, which means that it is controlled by g, 5y and Gy in (3.3). Figure 3.5 gives
an example of the degree distributions generated by the Pitman-Yor network model under this

framework, which strongly resemble power law distributions.
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3.5. Calculating p-values for anomaly detection

For any given destination node y € V, a p-value can be computed for each observed source node
ZTn+1, given the history x,,. From the posterior predictive (3.1), the p-value p, 1 associated with

the (n + 1)-th connection to the destination node y is

Pn+1 = Zp(x|mn)ﬂ[O,p(anrl|scn)]{p(x|mn)}' (3.17)
eV

The p-values (3.17) are discrete and stochastically larger than standard uniform random variables.
For this reason, it can be preferable to consider mid p-values (Lancaster, 1952). Defining the

stochastically smaller quantity

p;+1 = Zp(x‘wn)n[O,p(anImn)){p(x‘xn)}a
zeV

where the indicator function instead acts on the half-open interval [0, p(z,,+1|®,)) and thus sums
all possibilities strictly less probable than the event observed, the mid p-value is given by

Pns1 + 05
Gner = = (3.18)

In many problems, mid-p-values have been shown to outperform standard p-values, in particular in
anomaly detection procedures in computer networks (Rubin-Delanchy, Heard, and Lawson, 2018).

Similarly, the p-value for the joint event (41, Yn+1), conditional on (@, y,,), is

Z p({L‘, y’mm yn)]l[O,p(a:n+1,yn+1\mn,yn)} {p(l’, y|mn, yn)}v (319)
zeVyeV

where p(Zp+1, Yn+1|Tn, Yn) = P(Tnt1|Yn+1, n)P(Yn+1|yn) by conditional independence as-
sumptions. Note that p(zy,+1|yn+1, ) only depends on the values of the source nodes z; in the
sequence x,, such that y; = y, 1. The calculation of (3.19) is intractable, but the p-value could
be suitably approximated using a p-value combiner. Given a sequence of p-values p1, po, . . ., ps,
common choices for p-value combiners are (Heard and Rubin-Delanchy, 2018):
i. Fisher’s method (Fisher, 1934): Sp = —2 Zle log(pi) ~ X3

ii. Pearson’s method (Pearson, 1933): Sp = —2 Zle log(1 — pi) ~ X3,

iii. Tippett’s method (Tippett, 1931): Sp = min{p;} ~ Beta(1, ¢),

iv. Stouffer’s method (Stouffer et al., 1949): Sg = S5, ®~1(p;) ~ N(0, ), where &1 (-) is

the inverse cumulative distribution function of a standard normal distribution.

For approximation of the p-value in (3.19), £ = 2, with p; and py the corresponding p-values for

Yn+1 and T 1 |Yny1.
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3.6. Applications and results

The proposed model and estimation procedure have been validated and tested on synthetic networks.
Furthermore, the goodness-of-fit of the Pitman-Yor process has been assessed on the LANL 2015
computer network (Section 2.1.1) released by the Los Alamos National Laboratory (Kent, 2016).

3.6.1. Estimation of the Pitman-Yor hyperparameters

The different techniques proposed for the estimation of the Pitman-Yor hyperparameters have been
extensively compared using a simulation study, constructed as follows: S = 10,000 sequences of
table allocations, each of length N = 100,000, have been simulated using the Chinese Restaurant
metaphor of the Pitman-Yor process, setting « = 7 and 5 = 0.25. For each of the S’ sequences,
the tables have been assigned a label drawn at random, with replacement, from a discrete uniform
distribution with |V| = 1,000 and |V'| = 16,230 atoms (corresponding to the number of source
machines in the LANL 2015 network). Matching the sequence of table allocations with the table
labels gives a sample sequence from a Pitman-Yor process with uniform discrete base distribution
Fy with |V| atoms. From the resulting sequence, the values of K ~ and H 1N are calculated, and
their corrected counterparts in (3.13) and (3.15), K ~ and H 1. The values are compared with
the true Ky and H; , available from the simulated table allocation. The parameter estimates &
and B obtained using the pair (3.10) and (3.11) are referred to as Method 1 and (3.9) as Method
2; both are computed using either the uncorrected estimates (IEI N, K ~) or the corrected pair
(E[ . K ~), producing four different estimates of the parameters. Kernel density estimates across
the simulations for each parameter and each estimation method are plotted in Figures 3.6 and 3.7.
The kernel bandwidth choice is based on Silverman’s rule of thumb (Silverman, 1986).

In Figure 3.6 and 3.7, the plots (a) and (b) show that parameter estimation based on the most
popular approximation for E(K,) in the literature, Method 1, gives biased results. On the other
hand, when Method 2 is used to estimate the pair («, d), and the corrections (3.13) and (3.15) are
used, the results are excellent, and the proposed estimation procedure on average correctly recovers
the exact values of the parameters used to simulate the data. When the correction is not applied,
the performance of Method 2 is still fairly reliable for «, but performs poorly for estimating 3.
Also, the estimates obtained from the uncorrected values K and H;y, in plots (¢) and (d) can
deviate significantly from the true values. The plots (¢) and (d) in Figure 3.6 and 3.7 show again the
importance of the correction for a small number of atoms in the base distribution. For |V | = 16,230,
the observed value Ky is on average close to the true K . This does not happen for |V | = 1,000,
and the approximation becomes crucial.

Overall, the simulation confirms the reliability of the parameter estimation procedure based
on (3.9) for a Pitman-Yor process. The performance of the proposed procedure is far superior to

the method based on the estimates (3.10) and (3.11), which are obtained from the most common
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Figure 3.6.: Kernel density estimates of the parameter estimates from 10,000 simulations, |V| = 1,000.
approximation of E(K,,) used in the literature. Furthermore, for discrete uniform base distributions,
the corrections proposed in equations (3.13) and (3.15) are shown to be highly beneficial for

parameter estimation, especially when the number of atoms in the base distribution |V/| is not large.

3.6.2. Empirical assessment of the goodness-of-fit

In this section, the empirical estimation procedure of the hyperparameters and goodness-of-fit of
the Pitman-Yor process is evaluated on selected nodes in the LANL 2015 network. As described in
Section 2.1.1, the LANL 2015 dynamic network contains 1,051,430,459 events, involving 16,230
source computers and 15,895 destination computers, for a total of 17,684 unique machines and
419,744 unique observed edges. The predictive p-values (3.17) and mid-p-values (3.18) were
calculated for all the events. In order to assess the model fit, it is possible to examine the Q-Q
plot of the p-values, which are approximately uniformly distributed in (0, 1) under a correct model
specification. Examples of the Q-Q plots observed for six destination nodes are plotted in Figure 3.8,
obtained using the estimate (3.9) and the corrections (3.13) and (3.15). Let Vg C V be the subset of
nodes which are ever observed to initiate a connection. The base distribution Fy of the Pitman-Yor
process was chosen to be uniform on the set of source computers Vg: Fy(z) = 1/16,230 x Ly, (z).
The estimated values of the parameters of the Pitman-Yor process, and additional summary statistics,
are reported in Table 3.1. The Q-Q plots show, for some of the nodes, an excellent fit on real data

under the strong assumptions made in this modelling framework (see plots for C56716, U7, C2525,
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Figure 3.7.: Kernel density estimates of the parameter estimates from 10,000 simulations, |V'| = 16,230.

Table 3.1.: Estimated Pitman-Yor parameters for 6 destination nodes.

~

Destination N Ky Ky Hin Hin & 15}
C5716 113,987 3,401 3,816.418 144 182.164 651.519 0.047
u7 138,286 2,700 2,952.989 350 419.819 302.093 0.142

C2525 204,532 1,555 1,634.571 97 107.272 183.319 0.066
Cc1877 342,766 5,095 6,114.758 226 329.390 866.520 0.054
C395 518,058 5,957 7,422.437 442 698.259 841.357 0.094
C423 2,426,512 2,705 2,958.988 166 199.188 230.040 0.067

and C1877). On the other hand, in some other cases (see plots for C395 and C423) the distribution
of the p-values is not uniform, but follows the theoretical distribution only on the left tail.

It is also possible to compare the performance of the method for different choices of « and 3.
A destination node, C1438, is used as an example. The computer C1438 appears as destination in
N = 136,743 connections, with Ky = 394 unique edges and H;y = 72 source computers that
connected only once, resulting in & = 27.434 and 3 = 0.113 after solving (3.9) with corrections
(3.13) and (3.15). The three plots in Figure 3.9 present the sequential values of f(n and H 1n, and
their ratio H, / K, corresponding corrected estimates, and average sample paths obtained from
Pitman-Yor processes with a number of different values of the parameters.

It is immediately clear from the plots that the only sample path which correctly captures the
behaviour of f(n, H 1, and H in/ f(n simultaneously is the Pitman-Yor process with estimates &
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Figure 3.8.: Uniform Q-Q plot for the Pitman-Yor process fitted to six destination nodes.

and B obtained using Method 2, with or without correction for discrete Fy. The fit is excellent,
and the observed trajectories almost coincides with the average estimates obtained from multiple
simulations of the process. The Dirichlet process fails to track K, and Hy, individually, and gives
a slightly better performance when modelling the ratio Hy,, / K,,. The Pitman-Yor process with
estimates obtained from Method 1 only marginally tracks the data, reaching approximately the
observed values K N and H 1~ only at the end of the process (N = 136,743). On the other hand,
the ratio is not modelled in a satisfactory way.

Overall, the Pitman-Yor fit is far superior to the Dirichlet process, even without an optimal choice
of the parameters, showing that in this case adding the discount parameter /3 is beneficial. The
simulation empirically confirms that the Pitman-Yor process seems to be a suitable choice, but the

parameters should be estimated carefully.

3.6.3. Network-wide anomaly detection

Let us suppose that py, . . ., py are the p-values computed for the /V events observed on a given edge
(z,y) € E,and q1, ..., qy are the corresponding mid-p-values. Those p-values can be obtained
from the sequence ¥y, 11|Yn, or from 4 1|Yn+1, Ty, or from a combination of the two p-values at
the event level, as described in earlier sections. For this analysis, uniform base distributions Fj and
G were used: Fy(z) =1/16,230 x Ly, (z), and Go(z) = 1/17,684 x 1y (z).

Given the sequence of p-values, it is possible to combine the scores into a single distribution
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Figure 3.9.: Plot of the corrected K,, (a), H1y,, (b) and their ratio Hy,, /K, (c) as a function of n for the
connections to the destination computer C1438, and averaged sample paths from 100 samples
from a Pitman-Yor process, obtained using different estimates of the parameters. The grey lines
correspond to 10 realised trajectories of simulated Pitman-Yor processes, obtained using the
corrected estimate (3.9).

for each edge. Heard and Rubin-Delanchy (2016) suggest to use the minimum p-value method, or
Tippett’s method. Note that in this framework the distributional result is only approximate, because
of the discreteness of the p-values. Then, the lower tail area of the Beta(1, V') distribution evaluated
at min{pi,...,pn} gives the p-value p,, associated with the edge (z,y).

Following Heard and Rubin-Delanchy (2016), E,, is defined as the set of edges in the network
graph with source node x on which connections have been observed: E, = {(z,y) : y €
V N (z,y) € E}. The p-values p,, on each edge can be combined into a single score s, for each
source node using one of the combiners previously presented. For example, using the Pearson’s
combiner, under a normal behaviour of the network, the theoretical distribution of s, is s, ~ Xgl Bl
Therefore, a p-value p,, for the source computer z is given by the left tail probability of the X; Bl
distribution, given the observed s,. From the list {p,, € Vg}, where Vg is the set of source
nodes, it is then possible to identify the most anomalous source computers by ranking the p-values.
A similar procedure can be carried out sequentially using the mid-p-values q1, . . ., qy, or different

combiners at the event, edge or node level. The procedure is fully parallelisable and particularly
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Figure 3.10.: Flowchart describing the network-wide anomaly detection procedure.

suitable for implementation on standard platforms for big data analysis like Hadoop MapReduce,
and has been applied to the LANL 2015 data. A flowchart summarising the procedure is reported
in Figure 3.10.

For each destination computer y € V, o, and 3, are estimated using (3.9) and the corrections
(3.13) and (3.15), and similarly for o and y. Table 3.2 reports the anomaly rankings of the
compromised red-team computers (see Section 2.1.1), obtained using the minimum p-value method
at the edge level and a number of different combiners at the event and node level.

Two of the compromised computers are consistently ranked among the top-1% most anomalous
nodes. In particular, C17693 is sometimes ranked as most anomalous machine overall. For the
two remaining nodes, associated with more subtle activity within the network, improvements are
achieved when using mid-p-values, but the malicious activity on these nodes is still difficult to
detect. Overall, the results confirm the conclusions in Rubin-Delanchy, Heard, and Lawson (2018)
about the improved detection performance when using mid-p-values. This is particularly evident
in the case of the two least anomalous compromised machines: using mid-p-values, the ranking
improves significantly. The activity associated with C17693 is anomalous even when only the
p-values associated with the sequence of destination nodes y1, 2, . . . are considered. For the other
three machines, the rankings significantly improve when the edge activity from the p-values for
Zn+1|yn+1 is used for computing the anomaly scores. Using the combined scores at the event level
does not significantly improve the results, showing that most of the malicious activity might be due

to edge-related anomalies.

3.7. Conclusion and discussion

In this chapter, a model for events in dynamic networks was presented. The sequence of edges
was modelled by using the Pitman-Yor process, a two-parameter extension of the Dirichlet pro-
cess. Empirical methods for choosing the hyperparameters, based on large sample results, have
been proposed and tested on the Los Alamos National Laboratory authentication data, showing
excellent fit on the activity of real destination computers. Furthermore, corrections for discrete
base distributions were carefully addressed. The Pitman-Yor process allows for more flexible and
accurate modelling of the tails of the predictive distribution, which also implies more accurate

modelling of the new links in the network. The model has been tested on synthetic data and applied
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Table 3.2.: Anomaly rankings for the four red-team source computers.

Event level score:
Events Z,41|Yn+1, Ty only
Standard p-values p,41

Event level score:
Events zy,4+1|Yn+1, Ty only
Mid-p-values g1

Edge level combiner:

Node level combiner:

Node level combiner:

Tippett Fisher Pearson Stouffer | Fisher Pearson  Stouffer
C17693 ) 2 4 2 1 5
Source C18025 138 75 78 151 74 105
computer C19932 | 3831 8870 8877 3571 2754 3151
C€22409 | 3767 15773 15764 3450 6984 3756

Events yy,+1 |y, only
Mid p-values ¢, +1

Event level combiner: Tippett
Mid-p-values gy, +1

Edge level combiner:

Node level combiner:

Node level combiner:

Tippett Fisher Pearson Stouffer | Fisher Pearson  Stouffer
C17693 6 5 5 6 5 5
Source C18025 | 2806 1536 1674 142 96 107
computer C19932 | 5407 8882 8914 3813 2264 3232
C22409 | 12126 15808 15878 3803 6516 4196

Event level combiner: Fisher

Event level combiner: Fisher

Standard p-values py41 Mid-p-values gy,41

Edge level combiner: Node level combiner: Node level combiner:
Tippett Fisher Pearson Stouffer | Fisher Pearson  Stouffer
C17693 3 5 5 5 2 5
Source C18025 151 88 101 155 90 106
computer C19932 | 6339 3818 4879 4937 3017 3996
C22409 | 6120 14799 5379 4451 6695 5236

to the LANL 2015 authentication dataset, showing good performance in a network-wide anomaly
detection study.

The Pitman-Yor model might be used as a building block for more complex models. For example,
in computer networks, the arrival time of each event is also available, and suitable models for arrival
times on each edge have been proposed in the literature (Price-Williams and Heard, 2019). The
overall performance of the method is remarkable, since only two pieces of information are used
in this chapter: the source and destination node. The methodology can be potentially extended
to consider any additional information which is usually available for each event: for example, in

computer network data, authentication type and logon type.

3.7.1. Limitations and future work

The equation for the predicted probability (3.1) gives equal weight to all previous observations,
which could be a relevant drawback if the model is fitted over very long periods of time, when the

network structure could have dynamically evolved. A more realistic modelling approach might
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Table 3.3.: Estimated Pitman-Yor parameters for 6 destination nodes after removing the periodic edges.

Destination N K N K N H 1N H 1N 1o B
C5716 50,664 2,793 3,064.929 144 173.920 610.480 0.056
u7 19,387 2,279 2,455.688 350 407.150 481.421 0.165

C2525 8,766 829 850.895 97  102.214 167.921 0.120
Cc1877 91,5657 3,368 3,774.724 226 285.162 622.574 0.075
C395 14,939 5,911 7,349.927 442 695.146 764.683 0.094
C423 15,769 1,619 1,705.504 166 184.382 367.639 0.108

give more weight to recent observations. The main advantage of the methodology proposed in this
chapter is the simple parameter estimation procedure, which is particularly suitable for scaling the
model to the entire network. Alternative strategies based on assigning uneven weights to different
observations might increase the computational burden for parameter estimation and the calculation
of predictive probabilities.

For the Dirichlet process, (3.12) has been used in this chapter for estimating «, using the
approximation E(K,,) ~ alog(n) traditionally used in the literature (for example, Pitman, 2002;
Wallach et al., 2010). The correct value of expectation is E(K,,) = > ;" ; a/(av+ ¢ — 1), which

follows from (3.5), setting 5 = 0. Using a Riemann sum argument, E(K,) is approximated as:

(07

E(K,) = ”il _— a/on_l ! du = alog (1 + n;l) ~ aflog(n) — log(a)].

a+i—1" a+u

The equation shows that the approximation E(K,,) ~ «log(n), traditionally used in the literature,
ignores the term «log(«), which could be relevant for parameter estimation. A similar scenario
occurs for the Pitman-Yor process, where the estimates (3.10) and (3.11), obtained ignoring the
term o /3 in (3.7), are largely outperformed by (3.9).

Furthermore, a large majority of the traffic observed on computer networks can be ascribed to
automated polling activity. This clearly violates the assumption of exchangeability underlying
the model presented in this chapter. A more realistic modelling framework should distinguish
automated and human behaviour. Table 3.3 reports the Pitman-Yor parameter estimates for the same
destination nodes used in Table 3.1, after removing the periodic edges using the procedure of Heard,
Rubin-Delanchy, and Lawson (2014). Clearly, a large proportion of the activity is automated, as
demonstrated by the comparison between the values of N in the two tables 3.1 and 3.3. Also,
parameter estimates significantly change across the two tables. This problem motivates the next

chapter, which proposes an edge-based model for classification of periodic arrival times.
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Classification of periodic arrivals
in event time data

As discussed in Section 3.7.1, a large proportion of computer network data tends to exhibit periodic
behaviour (Heard, Rubin-Delanchy, and Lawson, 2014; Price-Williams, Heard, and Turcotte, 2017).
Table 3.3 demonstrates that, for the Pitman-Yor process model proposed in the previous chapter,
polling activity has a considerable effect on the parameter estimates. Periodic event time data are
also frequently observed in many other real life applications, for example astrophysics (Cicuttin
et al., 1998), bioinformatics (Kocak et al., 2013), and object tracking (Li et al., 2010). The periodic
arrival times can often be mixed with non-periodic events. Therefore, to model the generating
process appropriately, it is necessary to correctly distinguish the event types. This chapter proposes
a statistical method for classification of periodic arrivals within a sequence of event times.

In this chapter, the focus will be on network flow data, described in Section 2.2. Commonly, a
large proportion of the connections from a network host can be ascribed to legitimate, automated
polling to various services. It is therefore an important step in the model-building process to be
able to correctly identify which connections are due to the presence of a human at the machine, and
which others are purely automated. Making this distinction is crucial for network monitoring and
statistical intrusion detection: anomalies related to the presence of an intruder within the network
will be significantly easier to detect when the polling connections are filtered out from the analysis.
Realistic modelling strategies seek to treat the two components separately: Price-Williams and
Heard (2019) show that a nonparametric Wold process with step-function excitation is a suitable
choice for modelling human events in computer network traffic data. That model can only be applied
when periodic connections are not present: this chapter provides a novel statistical framework for
filtering automated traffic when human events are mixed with polling connections.

A useful network-wide filtering approach for polling behaviour, based on Fisher’s g-test for
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periodicities, was proposed in Heard, Rubin-Delanchy, and Lawson (2014). For each pair of
network nodes, the method looks for strong peaks in the periodogram of the event series of
connections along that edge. The methodology is specifically developed in the context of computer
network data, but it can be applied to any sequence of arrival times. A limitation of this approach is
that all connections from an edge are deemed to be automated if the maximal periodicity for that
edge is found to be significant, whereas activity on some network edges can contain a mixture of
both automated and human activity. For example, connections to an email server are continuously
refreshed with a fixed periodicity, but the user might also manually ask if new messages have been
received. It is therefore potentially valuable to further understand which of the events on such edges
are actually associated with the presence of a user. This chapter aims to complement the existing
methodologies and provide a data filtering algorithm for network connection records, where each
connection on an edge will be classified as periodic or non-periodic through a mixture probability
model. Note that the aim of the proposed model is not necessarily to discern malicious automated
activities, such as those generated by botnets, from human activities, but to provide a statistical
technique for separating purely automated, polling activity, either malicious or legitimate, from
non-periodic connections, which also include human activity.

The problem of periodicity detection in computer network traffic has been extensively studied in
the computer science literature. Common approaches include spectral analysis (Barbosa, Sadre,
and Pras, 2012; AsSadhan and Moura, 2014; Heard, Rubin-Delanchy, and Lawson, 2014; Price-
Williams, Heard, and Turcotte, 2017), which are often combined with thresholding methods
(Bartlett, Heidemann, and Papadopoulos, 2011; Huynh et al., 2016; Chen et al., 2016). Alternatives
include modelling of inter-arrival times (Bilge et al., 2012; Qiao et al., 2012; Hubballi and Goyal,
2013), where distributional assumptions are imposed and the behaviour is tested under the null of no
periodicities (He et al., 2009; McPherson and Ortega, 2011). Finally, some authors identify signals
of periodicities in the autocorrelation function (Gu, Zhang, and Lee, 2008; Qiao et al., 2013), using
changepoint methods (Price-Williams, Heard, and Turcotte, 2017) or summary statistics computed
sequentially in time windows (Eslahi et al., 2015). Price-Williams, Heard, and Turcotte (2017) also
use wrapped distribution for detecting automated subsequences of events, and their methodology
is able to handle changes in the periodicity and parameters in the model, but the human activity
within a periodic subsequence is not captured. Most models proposed in the literature are aimed
at classifying the entire edge as purely periodic or non-periodic. The model proposed in this
chapter further analyses the edges with dominant periodicities, with the objective of recovering
the human connections, when present; each observation is separately classified as periodic or
non-periodic. The models described in this chapter could make a direct contribution to real-world
network analysis, providing an efficient method for separating human and polling connections on
the same edge, allowing deployment of existing methodologies (Price-Williams and Heard, 2019)

for analysis of the filtered events.
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The remainder of the chapter is organised as follows: Section 4.1 summarises the use of Fisher’s
g-test for identifying the dominant periodicity in event time data. Using that periodicity, Section
4.2 introduces two transformations of event times which will be used to classify individual events
as periodic or non-periodic. Models for these two quantities are presented in Sections 4.3 and 4.4

respectively. Applications on real and synthetic data are discussed in Section 4.5.

4.1. Fisher’s g-test for detecting periodicities in event time data

Lett) <ty < --- < ty be asequence of arrival times, and N (-) be a counting process recording
the number of events over time. In the computer network application, N(-) counts connections
over time from the client to the server, for any particular client and server pair, see (1.2). It is most
practical to treat N (-) as a discrete-time process, with connection counts aggregated within bins of
fixed width 6. Thus N (¢) will denote the number of events after ¢ seconds. The increments of the
process are the corresponding bin counts dN (t) = N(t) — N(t — 1).

After T time units of observation, the discrete Fourier transform for the zero-mean corrected

process yields the periodogram

T

> <dN (t) - NP) -

t=1

The Fast Fourier Transform (FFT) allows efficient computation of S (fx) at the discrete time Fourier
frequencies fr = k/T, k = 1,...,m where m = |T/2], in O(T log T') operations. Peaks in
the periodogram values might correspond to periodic signals in the sequence of arrival times.

Fisher (1929) proposed an exact test for the null hypothesis of no periodicities using the g-statistic,

max; <g<m S(fr)

Si<iem S(f5)

9(8) = (4.1)

The test arises in the theory of harmonic time series analysis, and is the uniformly most powerful
symmetric invariant procedure (Anderson, 1971) against the alternative hypothesis of a periodicity
existing at a single Fourier frequency, for a null hypothesis of a white noise spectrum (for further
details, see Percival and Walden, 1993). Under such null hypothesis, Fisher (1929) derived an

exact p-value for a realised value g of g(5), for which there also exists a convenient asymptotic
approximation (Jenkins and Priestley, 1957):

) winl1/glm)
PlS)>gi= 3 (-1p (]) (1 jg)™ " ~ 1 {1 — cxp(-mg)}™ @2)

J=1

If an sequence of arrival times is found to be periodic at a given significance level, the corre-
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sponding period is

-1
p=24 (argmax §(f;€)> : (4.3)

fr:l<k<m

In a Bayesian setting, methods to detect periodicities have been developed in astrophysics and
astrostatistics (Jaynes, 1987), or in biostatistics and bioinformatics (de Lichtenberg et al., 2005;
Kocak et al., 2013). None of these methods are fully scalable and as easy to interpret as the g-test;
therefore, for the purposes of this chapter, the periodicities will be obtained using (4.1) and the
corresponding p-value (4.2).

In computer network traffic, if the p-value is below a pre-specified small significance level, then
the entire edge is deemed to be periodic. Otherwise, if an edge is found to be not significantly
periodic, then it is assumed that the majority of the activity on that edge can be ascribed to non-
periodic events, possibly related to the presence of a human at the machine. If an edge is classified
as periodic using the g-test, it is also possible that the observed connections contain a mixture of
both polling and human activity. The objective of this chapter is to further refine the classification
performance for such mixed-type edges, classifying not only the entire edge activity as periodic or
non-periodic, but each observed event on the edge.

The performance of the g-test on mixtures of periodic and non-periodic event times can be
investigated via simulation. A sequence of 1000 events repeating every p = 10 seconds is
generated, and mixed with events generated from a Poisson process on the same time frame, with
different rates . For each value of A, the simulation is repeated 100 times to estimate the expected
p-value (4.2) from the g-test and the results are reported in Figure 4.1. For interpretability, the mean
proportion of periodic events, which is monotonically decreasing in ), is plotted on the horizontal
axis. It is clear from Figure 4.1 that the expected p-value decreases when the proportion of periodic
events increases, but the p-value is sufficiently small even when the proportion of automated events
is small. For example, for a 2% percentage of polling arrival times, the resulting expected p-value
of the g-test is ~ 0.0001.

4.2. Circular statistics for classifying event times

Lett) < ta < --- < ty be a sequence of arrival times, and let z = (z1,..., zx) be a vector of
binary indicator variables, such that z; = 1 if the i-th event was periodic, and z; = 0 if it was
non-periodic, or human-generated. For each event time ¢;, the following circular transformation
can be defined
2
x; = —(t; mod p). (4.4)
p
This transformation is particularly suitable for sequences presenting fixed phase polling (Price-

Williams, Heard, and Turcotte, 2017): the event times are expected to occur every p seconds, with a
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Figure 4.1.: Expected p-value for the g-test against the percentage of periodic events.

zero-mean random error. Wrapping the sequence to [0, 27) also makes the methodology robust to
dropouts in the observations. If the events occur p seconds after the preceding arrival time, plus
error, then the sequence exhibits fixed duration polling, and a more appropriate transformation
might be:

T = 2;{(% — t;—1) mod p},

with £; = 0. This chapter mostly concerns with fixed phase polling, but the methodology could be
adapted to the case of fixed duration polling.

The aim of the proposed methodology is to use the observed vector & = (x1, ...,z ) to estimate
z. For the i-th event, the first measurement, x;, will reveal whether it was synchronous with the
polling found to occur on those arrival times.

In some applications, a second known periodic effect will be present, such as a daily or an-
nual seasonality. Denote this second periodicity p’, where typically p < p’. A second circular

transformation can then be defined:

2
yi = ;T(ti mod p'). “.5)

Within the application in computer networks, it could be assumed p’ = 86,400s. Such measurement
will show the time of day (which is 86,400 seconds long when there are no clock changes) at which
the event occurred, and can be compared against an inferred diurnal model corresponding to human
activity. More generally, one could be interested in the estimation of the density of the non-periodic
events on the entire observation period, which yields the generic transformation #; = 27t; /T.

In the next section, a mixture model for x is proposed, which can be used to classify events
purely on their synchronicity with the polling signal. Then in Section 4.4 the model is extended to
incorporate y, to see how much extra discriminative information can be extracted from the time of

day. The measurements (4.4) and (4.5) have both been scaled to lie on the unit circle with domain
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[0, 27). This consistency in scaling will be convenient for specifying the full probability model

(4.23) for event times in Section 4.4, since this makes simultaneous use of both quantities.

4.3. A wrapped normal-uniform mixture model

If a sequence of arrival times is classified periodic with period p (4.3), then a majority of the
wrapped values x from (4.4) will be concentrated around a peak. A wrapped normal distribution
WN[p,27) (p, 0%) model is therefore proposed for those events, where o > 0 quantifies the variability

of event times around the peak location y € [0, 2). The density of WNjg oy (1, o?)is

S (w5 1,0%) = 3 Gla + 2k 1, 0%) Lig om (), (4.6)

k=—o00

where ¢(-; 1, 0%) and later ®{-; u, 0®} will represent, respectively, the density and distribution
functions of the Gaussian distribution N(u, o2).

In practical applications, p will usually be relatively small, hence it is reasonable to assume
that the density of the non-periodic events is smooth and therefore locally well-approximated
by a uniform distribution on the unit circle. Together, these components imply a density for z;

conditional on the latent variable z;,
sl — [0’271-) . 2\ z; 2 Ziflll . 4 7
f(x’b|zl) — PWN (I’L, H, o ) ( 7'(') [0,27) (J"l) ( . )

Let § € [0, 1] be the unknown proportion of events which are generated automatically and
periodically, such that P(z; = 1) = 6. Finally, let

P = (:u’ 027 9)

be the three model parameters which have been introduced. Then, assuming the individual values
of  are drawn independently of one another, the likelihood function of the three model parameters
is
N
Lwlo) = [T {00l w10 + 1527} 1 00 48)

. 2w
i=1

It is not analytically possible to optimise the likelihood in (4.8) directly; instead, an Expectation-
Maximisation (EM) algorithm (Dempster, Laird, and Rubin, 1977), common for mixture models, is
proposed in the next section. Figure 4.2 shows the density function of the uniform and wrapped

normal distribution, and a mixture of the two.
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....... Uniform|[0, 27)
-—-- WN[O,271') (77/2’ 15)
—— Mixture, § = 0.6

Figure 4.2.: Examples of uniform density, wrapped normal density with j = 7/2 and 0® = 1.5, and the
mixture density (4.8) with 8 = 0.6.

4.3.1. An EM algorithm for parameter estimation

The EM algorithm is an iterative method for likelihood optimisation, commonly used in missing
data problems. The EM algorithm iterates between the following two steps until convergence: first,
the calculation of the expectation of the log-likelihood function with respect to the conditional
distribution the latent variables, given the observed data and a guess of the parameters (the E-
step); second, the maximisation of the resulting conditional expectation with respect to the model
parameters (the M-step). More details about the algorithm are given in Dempster, Laird, and
Rubin (1977) and McLachlan and Krishnan (2007).

In the uniform-wrapped normal model (4.7) presented in the previous section, the allocations z
could be considered as missing observations. In order to develop an EM algorithm for estimating ),
it is necessary to introduce additional latent variables k = (k1, ..., £ ) for the mixture components
in the wrapped normal model (4.6). For 1 < ¢ < N, if z; = 0 then let x; = 0 with probability 1;
forz; =1land k € Z, let

P(k; = klzi = 1, p, 0%) = ®{27(k + 1); i, 02} — ®{27k; 1, 0%}, (4.9)
Further, let
xz’z’b - 17 R = k,,U,, 02 ~ N[O,Zﬂ)(u - 2Wk,02)7

denoting a normal distribution with mean y — 27k and variance o2, truncated to [0, 2). Then the
conditional density for x; given z; is again (4.7). The role of the latent variable &; is depicted in
Figure 4.3.
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—  N(37/2,4)
........ WN[O,QW)(3W/274)

¥ =z + 27k

Figure 4.3.: Interpretation of the latent variable k. Suppose x* ~ N(u,0?), * = x* mod 27 and k =
(z* —x)/(2m). Then x ~ WNig o0y (11, 02) and k = k with probability given by (4.9).

Using the latent assignments z and «, the revised likelihood function is

6

N 1—2;
L(dﬂw,z,n)o<II <1£;> {0¢(2; + 2mhi p,02) ) (4.10)
=1

At iteration m of the EM algorithm, given an estimate 1),y of 1), the E-step computes
Q(’lp"(b(m)) = Ez,nkc,'tp(m) {logL ("Mxv z, K’)} ) 4.11)

usually known as @-function, where the expectation is taken with respect to the conditional

distribution of z and «, given @ and ,,,). This amounts to evaluating the so called responsibilities,

Gitik) = Bz mlw,pom) {10 (zi i) [T, Ymy } = P (20 = Jy ki = klai, Ygn) . (412)

since, using (4.10), the Q-function (4.11) then simplifies to

N 00
1-6,,
Z {Ci(0,0) log <27T()> + Z Gi(1,k) 108 (%(ﬂ%;u(m) - 27Tk,0(2m))) } (4.13)

i=1 k=—o00

The responsibilities in (4.12) can be calculated using Bayes theorem, giving

if1—- g(m) 1=J
Cigj,k) X {Q(m)¢($i;u(m) - 27Tk,0'(2m))} <2W> ; (4.14)

where the normalising constant is 6(,,,) > " &(%4; pm) — 27K/, O'(Qm)) +(1—0(n)) /2. Finally,
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maximising (4.13) with respect to 1) as the M-step gives:

~ Zfi1 D he oo (i + 27Tk)<i(1,k)

Home) = Zi\il D o0 Gi(Lk) 7
H(m+1) = A(m+1) mod 2, (4.15)
Rr) = S S (@i + 27k — ﬂ(m+1))2Ci(1,k),

Zz 1 Zkz*—oo Q k)

Gi(0,0)-

||Mz

N e
O(m+1) = Z Z Gk =1— =

In practical computations, the infinite sums must be truncated to a suitable level.

The EM algorithm for the uniform-wrapped normal model is summarised in Algorithm 4.1.

Algorithm 4.1: EM algorithm for the uniform-wrapped normal mixture model.

Result: maximum likelihood estimates 1,@ = (f1,62, 9) for the model parameters.
1 initialise the estimates: (1) = (p(1), 0(21), 0(1));
2 repeat
3 E-step: calculate the responsibilities (;(; ) using (4. 14)
4 M-step: update the estimates ¥, 4.1) = ( H(m+1): O m+1) s O(m+1)) using (4.15);

5 until convergence;

4.3.2. A Bayesian formulation

Data augmentation (Higdon, 1998) can be used to construct an analogue of the EM algorithm
in a Bayesian setting. In this case, a prior distribution to the model parameters 1) is required.
Inference is then carried out by examining the joint posterior distribution of the model parameters
and latent variables z and . For the model proposed in this section, and in general for all the
models in this thesis, the joint posterior is analytically intractable, and it is therefore necessary to
use Markov Chain Monte Carlo methods (MCMC) to obtain samples. MCMC methods are based
on constructing Markov chains with equilibrium distribution corresponding to the target probability
distribution of interest, in such a way that states from the chain asymptotically correspond to
samples from the desired distribution. In particular, in this section a Gibbs sampler (Geman and
Geman, 1984) is used. Gibbs sampling generates a Markov chain by iteratively sampling from
the conditional distribution of each parameter given the current sampled values of the remaining
parameters and the data. For Gibbs sampling to be feasible, such distributions are usually of
tractable form. More details about Gibbs sampling, and MCMC algorithms in general, are given in
any modern text on computational or Bayesian statistics (see, for example, Givens and Hoeting,
2012; Gelman et al., 2013).
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A convenient choice of prior distribution assumes a factorisation p(v) = p(u, o2)p(6), where
6 ~ Beta(7o, do) and (u, 02) ~ NIG(pu0, Ao, o, Bo) and NIG denotes the normal-inverse-gamma
distribution. The chosen prior distributions are conjugate for the likelihood, implying that the
posterior distributions are in the same probability distribution family as the priors (for more details,
see Bernardo and Smith, 1994). This allows the inferential process to be analytically tractable. The
prior and posterior probabilities for the latent assignments, conditional on 1), are the same as (4.9)

and (4.14) respectively. Conditional on z, the posterior distribution for the mixing proportion is
9\z~Beta(70+N1750+N0), 4.16)

where N1 = Zi\;l z; 1s the number of automated events and Ng = N — NV; is the number of
human and non-periodic automated events. The conditional posterior distribution of z and o is

NIG (N, , ANy s vy 5 B, )» where

T = Z (x; + 27kK;) /Ny,

iZZiZI
)\Q/LO + N1£~C
== ~ - 4.17
)\N1 = Ao + Ny, (4.18)

an, = oo+ N1/2,

B, Zﬂo—Fl{ Z (z; + 2mr; — )% + A)(\)Nl(i“—uof}.

2 iizi=1
Similarly to the case of (4.15), samples . = i mod 27 from the posterior for (11, o%) should be
used, where fi is sampled from NIG(un,, AN, an,, BN, ). Note that, conditional on the pairs
(2, K;), the calculations of the conditional posterior distribution of  and % follow the standard
updates for the posterior distribution of a Gaussian distribution with unknown mean and variance
(see, for example, Bernardo and Smith, 1994; Murphy, 2012).

The Gibbs sampler for the uniform-wrapped normal model is summarised in Algorithm 4.2.

Algorithm 4.2: Gibbs sampler for the uniform-wrapped normal mixture model.

Result: samples from the posterior p(v, z, k|x).
1 intialise the parameters: (1), 0(20)) and 0(y;
2forj=1,2,... do
3 sample (z(;), k(;)) from p(z;, ki|xi, Pj_1)), i = 1,..., N, using (4.12);
4 sample the mixing proportion ;) from p(6|2;)) using (4.16);
5 sample (15, 0'(2]-)) from NIG(un,, ANy, any, BN, ), see (4.15), where pn, s Anys an,
and By, are calculated conditional on (z(;), k(j));
6 end
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4.4. Incorporating time of day

The model presented in Section 4.3 only made use of @, the arrival times once wrapped onto the unit
circle according to the estimated periodicity p (4.4); recall that these values reveal the synchronicity
of each event with the automated polling signal. However, further information might potentially be
obtained from y (4.5), the times of day at which each event occurred. In computer networks, this
is a reasonable assumption, since any human generated events should be subject to some level of
diurnality. This section introduces a model for the daily distribution of human connections to help
extract this extra information. Following Turcotte, Heard, and Neil (2014), a flexible model for
the distribution of arrivals of human events through a typical day will be obtained by assuming the

density to be a step-function with £ > 1 segments, written

s(y; 6,7, h) =

1 he = Ly h;
0.r)Ufre.2m) (Y) Te +> LAAIED 2 (4.19)

2r — T+ 11 st Tjt1 — T
The segment probabilities b = (hy,...,hs) € [0,1]¢ satisfy Z§:1 hj = 1 and the circular
changepoints 7 = (11,...,7), 0 < 71 < ... < 7¢p < 27 determine the step positions.
The number of segments / is treated as unknown and assigned a geometric prior with parameter
v € (0, 1) and mass function v/(1 — v)*~1. The natural prior for h|T, ¢ (Bernardo and Smith, 1994)
is
Dirichlet (nA{(71,72)}, - .., nA{(Te—1,70) }, nA{(7¢, 270) U (0,71)}), (4.20)

where 77 > 0 is a concentration parameter and A{-} is here taken to be the Lebesgue measure. The
hierarchical specification of the model is completed with an uninformative prior on the segment
locations, assumed to be the order statistics of ¢ draws from the uniform distribution on [0, 27):
p(T|¢) = £!(27)~¢. Bayes theorem gives the posterior distribution of the parameters up to a

proportionality constant:

p(h, 7, ly) o< p(ylh, 7, Op(h|r, Op(r]e)p(f) = v(1 — v)* T (2mn) el (2m)

y < he )Né hZ(QW*Te+Tl)*1 ﬁ < h >N]’ h?(7j+1*‘l'j)*l
2t — T+ 7 r{n2r — 70+ m)} e Tln(ris1 — )]

Tj+1 = Tj

where p(y|h, T, {) Hf\il s(yi; h, T, £), and N} = Zf\il L7, 7,.1) (i) is the number of observa-
tions in the j-th segment, 1 < j < /¢ —1, Ny= N — Z§;1 NJ’..

Given ¢ segments defined by changepoints 7, the Dirichlet probabilities k can be also integrated

out to yield the marginal density function p(y|7, ¢) of observing daily arrival times y, which is
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given by:

p(y|T,0) = /S p(y, k|7, O)dh — /S p(ylh, 7, Op(hir, O)dh
Y4 Y4

T(2mn)C{N} + (27 — 70+ 71)} O TN+ — 7))
T(2mn + N)D{n(2r — m + 1) }2r — 7+ 7)™ 5 T{n(rjan — 75)Hrjen — )™
“4.21)

)

where Sy is the probability ¢-simplex.

In contrast to the human events, automated periodic events are generated regularly by the
underlying polling mechanism, which is likely to be irrespective of the time of day. Recall from
Section 4.1 that the binary indicator variable z; is defined to be equal to 1 if the i-th event was
periodic, and O otherwise. The approach which will now be adopted is to model the conditional
density for the unwrapped event time ¢;, depending on the value of z;.

For simplicity of presentation, it will be assumed that the length of the observation period, 7',

will be both a whole number of days and an integer multiple of p. Under this assumption

2T ) _.. 2w - . .
Ftilz) = T (@ilz = 1) il = 07 = Zo0R™ (@i 1, 0°) sy b, 7, h)
T T
(4.22)
implying the marginal distribution mixture density
27
flt) = {9¢£}%}\21W)($z’;/i702) + (1= 9)3(%;577'%)} : (4.23)

If T' is not a whole number of days or a multiple of p, standard rules for transformations of random

variables give the marginal density:

[0,27) /. 9 ’ .
f(t' =0 27T/p X ¢WN (xlnuao' ) 1— 0) 27l'/p X 3(3/177-7 h7£)

- \T/p] + [, {,?,ﬁﬁ)(xi;u,ﬂ)dmi \T/p'] + [y s(ys; 7 b, £)dy;’

where v = (T mod p)/p x 2w and vy = (T mod p') /p’ X 27, supposing & = 1. The normalising
constants can be also written integrating with respect to ¢; as |T'/p| +27/p fOT mod p QS%?,’I\%W) (t; mod
px 27 /p; p,02)dt; and | T/p' | + 27 /p' fOT mod pf s(t; mod p' x 2w /p'; T, h, £)dt;. When T' mod
p~0and T mod p' =0, then vy ~ 0,vy =0, |T/p| ~ T/pand |T/p'| = T/p', which allows
the density to be approximated as (4.23).

Figure 4.4 provides a graphical summary of the full model (4.23), and Figure 4.5 shows an
illustrative example of the mixture density. Note that relaxing the assumptions of divisibility of T’
by p or p’ simply requires straightforward calculation of corresponding normalising constants in
(4.22), and this adjustment will be negligible when |75 /p]| is large.

Since most of the prior distributions have been chosen to be conjugate, it is possible to explicitly
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Figure 4.4.: Graphical representation of the mixture model for classification of periodic activity.

Figure 4.5.:
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Example of the component densities in (4.23), with T = 7 x 86,400 (7 days), p = 21,600 (6
hours), p =7, 02 =1, § = 0.5, £ = 12, equally spaced segment locations, and step function
heights h chosen to resemble a human daily distribution of arrival times. Upper panel: density
of automated events (4 peaks per day are recorded since p = 6 hours). Middle: density of

human events (daily distribution repeated each day). Lower: the resulting mixture density
(4.23).
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integrate out the segment heights h, see (4.21), and the mixing proportion 6, leading to a collapsed
Metropolis-within-Gibbs sampler (Liu, 1994) for inference. This is advantageous, since it reduces
the simulation effort to sampling the latent variables z and k, the parameters y and o2 for the
wrapped normal component (4.6), and the number of circular changepoints £ and their locations 7

in the human event density (4.19). The algorithm is described in details in Section 4.4.1.

4.4.1. Bayesian inference

This section describes the collapsed Metropolis-within-Gibbs sampler used for Bayesian inference
for the model described in the previous section. As opposed to the Gibbs sampler in Section 4.3.2,
the conditional distributions are not all analytically tractable, and therefore Metropolis-Hastings
(Hastings, 1970) steps are required within the algorithm. In this section, since the segment heights
and mixing proportions are integrated out, the proposed algorithm is also referred to as collapsed
sampling (Liu, 1994). Metropolis-Hastings is one of the most common MCMC algorithms for
obtaining random samples from probability distributions, and it is described in most modern
computational and Bayesian statistics textbooks (Givens and Hoeting, 2012; Gelman et al., 2013).
At each iteration, the Metropolis-Hastings algorithm selects a candidate sample from a proposal
distribution dependent on the current state of the Markov chain, which is either accepted or rejected.

As before, the conditional distribution for each parameter are required. Note that the full

conditional distribution for the latent variable pair (z;, k;) for the i-th event factorises as

]P){(Ziﬂ%i) = (Z, k)|z—i7 K’—i7t7,u’7 027£7T} =
= P(ki = klzi = 2, b5, 1,0°)P(2; = z|z—i, 8, 1, 0%, 0, 7), (4.24)

where the subscript —i on a vector denotes the same vector with the i-th element removed. The
first term on the right hand side of (4.24) is

P(k; = k|2, ti, p, 02) o< {d(w; + 2mks p, o) }oi{ Lo (k) } 2.
For the second term, it is easily seen that
P(z = 2|z, t, 1, 0%, 0, 7) o< P(z; = 2|z) f(tilt—i, 2, pp, 0%, 4, 7). (4.25)

The first term on the right hand side of (4.25) can be rewritten as the marginalised prior probability
ratio P(z)/P(z_;). Note that:

(N1 4+ v0)I'(No + o) T'(0 + o)
(N4~ +d) T(v)(d)

1
P(z) = /0 P(]0)p(0)d6 = -

Hence, letting N, L= Zi,ﬁ z; be the number of classified periodic events excluding the i-th
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event, .
N "+
]\7—1—|-’}’0—|-(507

]P’(Zi = 1‘Z_i) =

and P(z; = 0|z—;) = 1 — P(z; = 1|z_;). For the second term of (4.25), for z; = 1, f(t;|z; =

1, u,0?%) ¢£}(3]§w) (45 1, 0%). For z; = 0, from (4.21) it follows that

f(y‘zl = 07 z—ia£>7—)
f t’L t—iazi = O,Z_i,e,T X f YilY—i, 2i = 07 z—i7£7T =
(ti| ) o< f (vl ) e atr)

_ 2z L0z ) U rw ) (Wit) +0(Tje1 — 752) (4.26)
(N * 4 2m) (e 41 — 75+) L

where j* € {1,...,¢ — 1} is the segment [7;, Tj«41) containing y;. If j* = ¢, then 7j~ 1 — 7j« in
(4.26) is substituted by A{(0, 1) U (7¢,27)} = 27 — 70 + 71.

For inference on j and o conditional on the samples for which z; = 1, the results in (4.17)
and (4.18) still apply. Furthermore, inference for the number and location of circular changepoints
is possible using Reversible Jump Markov Chain Monte Carlo (RIMCMC, Green, 1995), con-
ditioning on the samples for which z; = 0. Three scenarios are possible, corresponding to three
Metropolis-Hastings moves: shift of one of the changepoints, insert a changepoint (birth), or delete
a changepoint (death). The proposal distribution ¢(-|-) for the Metropolis-Hastings algorithm is
chosen to select a birth, death or shift move with equal probabilities. Conditional on the number of
changepoints ¢, the proposed changepoints are then obtained as follows (Green, 1995):

(a) Shift — an index j is picked at random from {1, ..., ¢}, and the proposed new changepoint

7* is sampled uniformly from (7;_1, 7j4+1),
(b) Birth —a new changepoint 7* is sampled at random from the uniform distribution in [0, 27),

(c) Death — a changepoint is removed at random from 7.

Shift one of the changepoints. Suppose that a shift move is selected, and the changepoint
7; is shifted to 7*. In this case, ¢ does not change. Define N} = ZZ]\LI Lo(zi) Ly, 7oy (i)
and NJ = Zf\; 1 Lo(2i)Ljr+ 7,,1)(yi). The acceptance probability for the move is calculated as

a = min{1, p}, where:

p = TANE A (7 = 75 )N + (7540 = 7)) Ny = 7= )70 = 75)}
T{N;_y + (5 — 7)) T{N] + (7541 — 7))} T{n(r — 7-0) H{n(7j40 — )}
(1 — )N (g — )i

* -

(Tjr1 — 1) N2 (1 — 751N

Additional adjustments in the expression above are required if 7 or 7 are shifted. Note that the
above form for p is obtained from the conditional distribution p(7, ¢|y) using the decomposition

p(T,l)y) < p(y|T,€)p(T|¢)p(£), and the prior and proposal ratios cancel out.
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Insert one changepoint (birth). Suppose that a birth move is selected. Assume that the new
proposed changepoint 7* falls between 7; and 7. In this case £ is augmented by one. As before,
define N{ = Zfil Lo(2i) 17, 7+ (vi) and N3 = Zfil Lo(2i)Lfr* ;4 1) (Yi)- The acceptance

probability for the move is again « = min{1, p}, where:

 T{NF + (e — T)IDING + (i1 — ) {n(rj41 — i) i — )N (1 = v)

TN 4 (i — )3 {n(m — )0 {n(rj01 — 1)} — )N (400 — )N
4.27)

Additional adjustments in the expression above are required if 7., < 71 or 7 > 7¢. The product

between the prior and proposal ratios simply reduces to 1 — v.
Delete one changepoint (death). If a death move is selected, one of the changepoints is deleted

at random from 7. The acceptance probability is again « = min{1, p}, with p obtained inverting
the ratio (4.27) (Green, 1995).

The Bayesian inferential procedure for the model is summarised in Algorithm 4.3.

Algorithm 4.3: Collapsed Metropolis-within-Gibbs sampler for inference on the model for
classification of periodic arrival times.

Result: samples from the posterior p(u, 02, 7,4, z, Kk|t).
1 intialise the parameters: (1(p), 0(20)) and (70, £(0));
2forj=1,2,... do
3 fori=1,...,Ndo
4 sample (2;, /i) (j) from p(zi, Kilt, g1y, 0’(2]-71), T(j—1), (j—1), 274, K ), using
(4.24), where z* ; and k% ; contain the most recent samples for z_; and K_;;
5 end
6 sample (7(;),€(;)) from p(7, £|y, z(;)) using Metropolis-Hastings, proposing a birth,
death, or shift of one of the changepoints;
7 sample (15, O'(Qj)) from NIG(un,, ANy, Ny, BNy ), see (4.15), where pn, s Anys an,

and By, are calculated conditional on (z(;), K(j));
8 end

4.5. Applications

The algorithms described in the previous sections have been applied on computer network flow
data collected at Imperial College London, for a single client IP address X, setting p’ = 86,400. In
order to show the efficacy of the methods for filtering polling traffic, examples are presented using

simulated data, a synthetically fused mixture and some raw Network Flow data.
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4.5.1. Simulated data

The performance of the Gibbs sampler in recovering the correct densities for the model in Section 4.4
is first assessed on simulated data. Non-periodic events were simulated from a range of densities of
increasing complexity, inspired by the test signals in Donoho and Johnstone (1994), rescaled and
shifted to represent probability distributions on [0, 27). Three distributions are used:
i. a step function density with 10 segments, where the changepoints and segment probabilities
were sampled from a Uniform[0, 27) and Dirichlet(1, ..., 1) respectively,

ii. aheavisine function on [0, 27), f(y) o 6+4sin(2y)—sign(y/27—0.3) —sign(0.72—y/2m),

iii. afunction f(y) Z;; u;j(1+4|(y/2m — vj)/w;|)~* with 11 bumps, with the same choices

of Donoho and Johnstone (1994) for the parameters w;, v; and wj, scaled to [0, 27).
3,000 events are simulated from the chosen distributions, and then assigned to a random day of
the week, implying p’ = 86,400. Those events are mixed with 2,000 periodic events generated
from a wrapped normal distribution with mean ;. = 5 and variance 02 = 1 on [0, 27), rescaled and
assigned at random to windows of p = 10 seconds over one week. Note that the variance of the
periodic signal is chosen to be relatively large to make the inferential procedure more complicated.
In practical applications, the value of o2 is expected to be much smaller.

The results of the Gibbs sampling procedure for estimation of the density of non-polling events,
using the model in Section 4.4, are reported in Figure 4.6. The algorithm is able to recover
the density with good confidence, even in case of departures from the step function assumption.
The densities used in the simulation are within the highest posterior density regions (HDPR) in
Figure 4.6. Note that it is not possible to expect the fit of the estimated density to correspond
perfectly to the density used to simulate the data, since the simulation is repeated only once, for a
sample of size 3,000, and the variability for the wrapped normal component was chosen to be large.

The estimates for the remaining parameters in the simulation using the step function density
resulted in (fi,62,0) = (5.0162, 0.9890,0.4022). The performance of the classification algorithm
can be assessed using the area under the receiver operating characteristic (ROC) curve, commonly
denoted as AUC. For the step function density, the resulting AUC score is 0.8161. For the heavisine
function, the estimates of the parameters are (5.0268, 0.9868, 0.3882), and AUC = 0.8007. Finally,
for the function with bumps, the estimates are (5.0162, 0.9890, 0.4022), and AUC = 0.9337. The
parameter estimates correspond to the values used in the simulation, and the AUC values are
acceptable considering the complexity of the simulation and the fact that o2 = 1.

The computational efficiency of the collapsed Gibbs sampler for the model in Section 4.4 have
been evaluated via simulation. Table 4.1 reports the elapsed time for 1000 sweeps of the sampler
for different values of IV, the number of observed arrival times. The experiments were performed
running python code on a MacBook Pro 2017 with a 2.3 GHz Intel Core i5 dual-core processor, and
the events were generated using the same simulation described in this section, with a step function

density with 10 changepoints for the non-polling events.
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Figure 4.6.: Estimated daily density of non-polling events for the three simulated examples in Section 4.5.1.

Table 4.1.: Elapsed time (in seconds) for 1000 sweeps of the collapsed Gibbs sampler for the model in
Section 4.4, as a function of the number of observations N.

N 100 1,000 5,000 10,000 25,000 50,000
Time 1.82 10.68 52.01 122.58 292.88 729.04

4.5.2. Synthetically labeled data: a mixture of automated and human connections

A fusion of two different network edges is considered: first, the activity between the client X
and the Dropbox server 108.160.162.98, found to be strongly periodic at period p ~ 55.66s, with
associated p-value < 0.0001; and second, the activity between the client X and the Midasplayer
server addresses 217.212.243.163 and 217.212.243.186, which exhibit activity exclusively during

the day, relating to a human user playing the popular online game Candy Crush. Seven days of data
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starting from the first observation time on each edge were used in the present analysis, resulting in
32,865 Dropbox events and 4,779 Candy Crush connections. The histograms of daily activity for
the two edges are presented in Figure 4.7. Notice that Dropbox is slightly more active at night than
during the day, which makes the analysis more difficult. This is not an uncommon behaviour for
automated edges, which tend to ‘stand down’ during the day when a human sits at the machine. On
the other hand, Candy Crush events only happen during working hours.

The uniform-wrapped normal mixture model (¢f. Section 4.3) fitted to the fused data using the EM
algorithm quickly converges to the parameter estimates (i, 52, é) = (4.3376,0.4059, 0.8585). The
same results are obtained using different initialisation points and comparing different convergence
criteria. Given the output of the EM algorithm, it is possible to filter the connections, keeping
those such that ¢ 9) > Yo Gi(1,k) at the final iteration, where the infinite sum is in practice
truncated to a suitable level. These filtered events are those which would be assigned to the uniform
(non-periodic) component of the mixture in (4.7). In total, 2,818 wrapped times were classified
as non-periodic, and 2,386 of these are connections to Candy Crush servers, resulting in a false
positive rate FPR = 0.013 and false negative rate FNR = 0.501. Note that it is not surprising that
approximately 50% of the Candy Crush edges are missed, because these fall into the high density
area of the wrapped normal by chance, being approximately uniform on the p-clock.

The results from the EM algorithm were then compared to the inferences obtained from the
posterior distribution of the parameters v using the Bayesian algorithm of Section 4.3.2. The
prior parameters were set to the uninformative values g = m, Ao = 1, a9 = 5o = 79 = dg = 1,
although given the large quantity of data available, the choice of the prior is in practice not
influential on the results of the procedure. The resulting mean of the posterior distribution for ) is
Y = (11,62,0) = (4.3375,0.4064, 0.8583), almost identical to the result obtained using the EM
algorithm. This is expected, since the two methods represent two different inferential approaches
for the same model. Very similar results are also obtained when filtering the data. For event i, let
Z; be the Monte Carlo estimate of z;; then classifying events as non-periodic if 2; < 0.5 yields
2,810 events, and 2,377 of those are Candy Crush connections, corresponding to FPR = 0.013 and
FNR = 0.502. In practice, for the uniform-wrapped normal model, it is recommended to use the
EM algorithm, which converges faster than the Bayesian Markov Chain Monte Carlo procedure,
providing, as expected, equivalent results.

Finally, it is of interest to see whether the classification performance can be improved using the
extended model presented in Section 4.4. The algorithm was initialised from the output of the EM
algorithm, and the additional parameters were set to the uninformative values v = 0.1 andn =1,
although again the algorithm is robust to different starting points. The resulting posterior mean
estimates of wrapped normal distribution parameters are (j1,5%) = (4.362, 0.376) and 6 = 0.8506
for the mixing proportion, which are slightly different from the previous analysis; in particular,

the variance is lower. The estimated daily distribution of the non-periodic arrival times is plotted
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Figure 4.7.: Analysis on the synthetic Dropbox-Candy Crush data set. Top panel: histogram of the daily
arrival times y; of the Candy Crush (left) and Dropbox (right) events (bin size: 5 minutes).
Middle panel: polar histogram of the daily arrival times for the mixed data (left), polar
histogram of the wrapped arrival times x; with period p = 55.66 for the filtered periodic events
and estimated wrapped normal density (middle), and histogram of the daily arrival times for
the filtered non-periodic events (right). Bottom: estimated daily density of non-periodic events.
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Figure 4.8.: ROC curves and AUC values evaluating the performance of two methods for classification of
human events: Bayesian uniform-wrapped normal mixture (Section 4.3.2) and joint Bayesian
model (Section 4.4). The grey squares correspond to the threshold 0.5.

in Figure 4.7. Note that its mean almost perfectly reproduces the histogram of the daily arrival
times of the Candy Crush events. The estimated density has been obtained by sampling from
the posterior distribution k|7, ¢, y, z for each iteration of the Gibbs sampler, which has known
form under the conjugate prior (4.20), and then averaging the density across the iterations. In
this case, 3,947 filtered events are labelled as non-periodic (2; < 0.5), with 2,948 true positives,
corresponding to FPR = 0.030 and FNR = 0.383. The resulting histogram of the filtered data
is plotted in Figure 4.7. The posterior distribution for the number of changepoints in the human
density is approximately normally distributed around the value ¢ = 28, which roughly corresponds
to one changepoint per hour of the day.

The algorithms proposed in the chapter can be more efficiently compared for classification
purposes using a ROC curve for different values of the threshold for 2;. The plot for this example is
reported in Figure 8.4, and it clearly shows that the proposed methodologies correctly classify a
significant proportion of the events very well, with low false positive rates for the threshold 0.5.
Furthermore, including the daily arrival times y in the model is clearly beneficial. For practical
applications, it is recommended to choose a threshold that guarantees low false positive rates for

detection of human events: in this example, 0.5 seems an appropriate choice.

4.5.3. Real data: Imperial College NetFlow

In this example, the activity between a client Y and the server IP 13.107.42.11, used by the software
Outlook, is analysed. The arrival times refer to a time period between August, 2017 and November,
2017, and 7 days of activity after the first observation were considered. The daily distribution
of the activity on the edge is reported in Figure 4.9. A total number of 7,583 connections were
recorded. It can be observed from the histogram that the activity on the edge is almost entirely

automatic, but the number of connections slightly increases during working hours compared to the
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Figure 4.9.: Analysis on the edge Y — 13.107.42.11 (Outlook). Top: polar histograms of the daily arrival
times y; of the events (left), and of the wrapped arrival times x; for periodicity p ~ 8s with fitted
wrapped normal density (middle) and finally of the filtered non-periodic events (right). Bottom:
resulting estimated daily density of non-periodic events (left) from applying the algorithm once,
and then the estimated daily density of human events (right) obtained from re-applying the
algorithm with the same periodicity on the filtered events from plot (c).

night (compared with the dip observed in other automated services like Dropbox). This suggests a
mixture between human activity and polling behaviour on this edge, which is further supported by
the nature of the software. The arrival times on the edge have been found to be strongly periodic at
period p ~ 8s, with an associated g-test p-value < 107",

The uniform-wrapped normal mixture model (cf. Section 4.3), with period 8s, fitted using the
EM algorithm converges to the parameter estimate (i, 52, 6) = (1.872,0.670,0.714). In this case
study, 1,246 of the 7,583 events were assigned to the uniform (non-periodic) category using the
criterion Cj(o,0) > 0.5. Identical parameter estimates are obtained using the Bayesian mixture

model, and classification of the connections as periodic or non-periodic are again almost the same,
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with 1,232 connections classified as non-periodic from the model. Furthermore, most of the activity
in the filtered events is concentrated in working hours, even though this is not explicitly encouraged
by this model. This is promising since the algorithm has been able to recover human-like activity
from an edge that apparently seems almost entirely automated.

Next, the Gibbs sampler was used to infer the parameters of the joint Bayesian model (cf. Section
4.4). The same prior parameter values as the previous section were used. The convergence of the
sampler to the correct target is again almost immediate. The number of non-periodic connections
was estimated as 1,430. The resulting posterior mean for the parameters of the wrapped normal
distribution for the polling component is ({1, 52) = (1.885,0.6249) and = 0.6935 for the mixing
proportion. The daily distribution of the non-periodic connections is reported in Figure 4.9 and
displays a strong diurnal pattern, suggesting human behaviour has been classified well.

However, it is also evident that, in this example, the algorithm classifies as human a proportion
of connections occurring during the night. Potential issues that can arise are multiple periodicities
or phase shifts within the same data stream. A possible solution would be to iteratively repeat
the analysis on the filtered non-periodic events until no significant short term periodicities are
obtained using the g-test. In this example, repeating the analysis with period 8s allows the residual
automated activity to be filtered out, thereby obtaining an estimated daily distribution which is
entirely consistent with human-like behaviour, shown in Figure 4.9e. After this last stage of the
analysis, only 181 events are retained as human-generated, corresponding to /= 2.5% of the initial
7,583 events. This proportion is consistent with results obtained in previous studies on computer
network data (Price-Williams, Heard, and Turcotte, 2017).

The performance of the algorithm for filtering polling activity can also be assessed by comparing
the model fit to both the filtered and unfiltered event streams when applying the nonparametric
Wold process model of Price-Williams and Heard (2019), which has been shown to be suitable
for human-like events in computer network traffic. There, a counting process of human-generated
events is modelled with a conditional intensity represented as a step function with an inferred
number of changepoints. If y1,yo, ... are the event times of such a counting process Y (¢), the

conditional intensity has the form

¢

Av(8) = A+ Al ) (= yvin), (4.28)
j=1
where 0 = 79 < 71 < ... < 7y are a finite sequence of changepoints and A\; > ... > )y are a

decreasing sequence of corresponding step heights, representing the fall in intensity experienced
as the waiting time increases between the current time ¢ and the most recent event yy(;). In
contrast, periodic network events are not self-exciting; their conditional intensity would decrease
immediately after an event, and only increase when the next periodic signal is anticipated.

Price-Williams and Heard (2019) used predictive p-values to assess model fit of the intensity
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Figure 4.10.: Uniform Q-Q plots of predictive p-values on the unfiltered and filtered non-periodic events,
obtained using the nonparametric Wold process model of Price-Williams and Heard (2019),
and corresponding Kolmogorov-Smirnov scores.

model (4.28). Defining yy = 0 and the compensator function A(t) = fg Ay (s)ds, a lower-tail

p-value of the i-th waiting time is

pi=1—exp[—{A(y;) — A(yi-1)}]- (4.29)

Figure 4.10 reports the Q-Q plot of the distribution of predictive p-values (4.29) obtained using
the first 4 days of observations as training data and the remaining days as test data, for both the
unfiltered and filtered non-periodic events from Figure 4.9c. The distribution of the p-values
clearly improves when the filtered non-periodic events are used. The Kolmogorov-Smirnov (KS)
score, based on the maximum absolute difference between the empirical and theoretical CDFs,
significantly decreases for the filtered events, reaching a value which is consistent with the results
obtained by Price-Williams and Heard (2019) on Imperial College NetFlow data.

This example strikingly shows characteristics of real computer network traffic data: the activity
on automatic edges only slightly increases during the day due to the presence of a human at the
machine. Despite these difficulties, the algorithm was successfully able to derive a reasonable

distribution for the human events.

4.6. Conclusion and discussion

In this chapter, a statistical framework for classification of arrival times in event time data has been

proposed. The methodology was motivated by application to computer network modelling for
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cyber-security. In particular, the filtering methodology developed in Heard, Rubin-Delanchy, and
Lawson (2014) has been extended to network edges that present a mixture of human and automated
polling activity, in order to prevent the loss of information caused by totally removing a seemingly
automated edge from the analysis. This has initially been achieved using a simple mixture model
based on a uniform distribution and a wrapped normal distribution on the unit circle. Frequentist
and Bayesian algorithms for the estimation of the parameters have been presented. The model
has then been extended to include available information on the daily arrival times of the events,
demonstrating significant performance improvements on synthetic data sets with known labels.
Bayesian inference is straightforward since simple conjugate distributions are used, and therefore
minimal adaptation is required from the user. Synthetically fused and real data examples show that
the model is able to recover a significant amount of the non-periodic activity and its distribution.

After fitting the model, the estimated values of the parameters can be used for instantaneous
estimation of z; for classification of future arrival times ¢;;. Depending on the application, it might
be necessary to update the parameter estimates from time to time as more data become available.
The Bayesian framework naturally allows for prior-posterior updates, where the estimated posterior
parameters can be used as prior hyperparameters when new data are available (Bernardo and Smith,
1994). In that case, it would be necessary to perform the inferential procedure again, including the
newly observed arrival times, and possibly removing a subset of the old observations to both fix the
overall computational cost of the inferential procedure, which otherwise grows in N as shown in
Table 4.1, and allow for any adaptation in the model.

The methodology proposed in this chapter generically fits within the literature on Bayesian
model based clustering (for example, Lau and Green, 2007), where MCMC methods are commonly
used for inference on the latent allocations and model parameters (for example, West, Miiller, and
Escobar, 1994; Richardson and Green, 1997). The proposed model complements and extends this
literature, providing a Bayesian framework for classification of event time data, when a mixture of
periodic and non-periodic events is observed.

The proposed methodology is also flexible, and the parametric distributions used in this chapter
could be changed according to the application. For example, the parametrisation of the wrapped
component could be changed to a double exponential, also known as Laplace distribution, allowing
for thicker tails. In this case, the EM algorithm for a double exponential-uniform mixture would
also have closed form solution. Also, the value of p’ could be modified to obtain densities at
different resolutions. For example, setting p’ = 7 x 86,400 would give a weekly density for the

non-periodic events, more flexible than the daily density used in the experiments in this chapter.

4.6.1. Limitations and future work

Further possible extensions of the model could allow explicit accounting for phase shifts, using

mixtures of wrapped normals with shared variances for the automated component, or allowing for

73



Latent factor representations of dynamic networks with applications in cyber-security

changepoints in the mean p of the wrapped normal distribution, accounting for the arrival order
of each x;. Furthermore, the case of multiple periodicities could be considered, using tests for
multiple polling frequencies, for example Siegel (1980), yielding periodicities p1, ..., px, and
obtaining a mixture with multiple transformations z;;, = (¢; mod px) X 27/px, k = 1,..., K.
The model could also be adapted to allow for fixed duration polling, and alternative distributions
could also be considered for the automated component. In principle, the non-periodic part of the
model could also be further extended. An even more general framework for density estimation in a
Bayesian setting is the Dirichlet process mixture (Escobar and West, 1995). Inference in this case
is cumbersome, but algorithms exist for relatively fast implementation (Neal, 2000).

Within the application of computer network security, improvements might be achieved by
including host specific information; unified data sets of this type have recently become available
(Turcotte, Kent, and Hash, 2018). Finally, the algorithm can be applied independently on multiple
computer network edges, or, in principle, the same human density could be fitted for all edges
emanating from the same source node, but allowing for different periodicities for traffic on each
edge. Unfortunately, the Bayesian MCMC procedure does not scale well in N, as demonstrated
by Table 4.1, which makes the network-wide application of such a model difficult. Nevertheless,
the proposed methodology provides a valuable contribution for fine-grained analysis of individual

edges.
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Part I1.

Graph clustering

The models for individual events proposed in Part I treated nodes (Chapter 3) and
edges (Chapter 4) independently. As discussed in Chapter 1, relationships between
different nodes or edges could instead be captured using network-wide models. In
this part, attention will be devoted to the task of understanding node similarity. In
particular, novel models for graph clustering, also known as community detection, will
be proposed. Chapter 5 discusses a novel methodology for simultaneous estimation of
the latent dimension and number of communities in stochastic blockmodels, interpreted
as random dot product graphs. Chapter 6 extends this methodology to the degree-
corrected stochastic blockmodel, proposing a novel framework for spectral clustering

on spherical coordinates.
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Estimation of the latent dimension and
communities in stochastic blockmodels

The models proposed in Part I were aimed at scoring individual events observed on the network. In
Chapter 3, the node-based Pitman-Yor process represented a very simple, but flexible, modelling
assumption for capturing known characteristics of real world computer networks. In Chapter 4,
an edge-based methodology to separate periodic and non-periodic events was presented, and
successfully applied to NetFlow data. One of the possible drawbacks of both methodologies is that
nodes and edges are treated independently, and similarities between entities are not explicitly taken
into account within the models. In Chapter 1, it has been discussed that global models for network
adjacency matrices are well suited for revealing relationships between different nodes or edges.
The remainder of this thesis will therefore focus on proposing global models for two important
tasks: graph clustering and link prediction. In particular, the next the next two chapters will tackle

" where n = |V|.

the problem of clustering nodes based on a graph adjacency matrix A € {0, 1
This problem is also known as community detection (Girvan and Newman, 2002).

Statistical models for network adjacency matrices are well studied and understood (see, for
example, the surveys Goldenberg et al., 2009; Fienberg, 2012). The remaining chapters of this
thesis will mostly focus on latent space models. Latent space models (Hoff, Raftery, and Handcock,
2002) represent a flexible and broad approach to statistical analysis of networks: each node 7 is
assigned a latent position x; in a d-dimensional latent space X, and edges between pairs of nodes
are typically generated independently, with the probability of observing a link between nodes 7 and

j obtained through a kernel function  : X x X — [0, 1] of the respective latent positions:
P(Ajj = 1) = K(@i, x;)). (5.1)

Different ideas and techniques for embedding observed graphs into low dimensional spaces are
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explored in the literature (for a survey, see, for example, Cai, Zheng, and Chang, 2018). Random
dot product graphs (RDPGs, Young and Scheinerman, 2007) are a popular class of latent position
models, where X C RY, and the function «(-) is an inner product (-,-) on X x X. RDPGs are
analytically tractable and have therefore been extensively studied; a survey of the existing statistical
inference techniques is presented in Athreya et al. (2018).

The stochastic blockmodel (SBM) (Holland, Laskey, and Leinhardt, 1983) is the classical
statistical model for clustering graphs (Snijders and Nowicki, 1997; Nowicki and Snijders, 2001).
Assuming K clusters, or communities, each node is assigned a community membership z; €
{1,..., K} with probabilities 6, from the K — 1 probability simplex. The probability of a link
only depends on the community allocations z; and z; of the two nodes. Given a symmetric matrix

B € [0, 1]5*K of inter-community probabilities, then independently
P(Ajj = 1) = B.,.;- (5.2)
The likelihood for an observed symmetric adjacency matrix A is therefore

L(Alz,B)= [] B22(1—B..,) . (5.3)

1<i<j<n

Stochastic blockmodels have appealing statistical properties, and can well approximate any
independent-edge network model if the number of communities is sufficiently large (Bickel and
Chen, 2009; Wolfe and Olhede, 2013).

Limits and bounds for community detection in stochastic blockmodels, from an information-
theoretic approach, have been extensively studied and explored in the literature (Abbe, Bandeira,
and Hall, 2016; Abbe, 2018). SBMs have also been successfully extended in different directions:
allowing for multiple overlapping communities (Airoldi et al., 2008), incorporating degree correc-
tions (Karrer and Newman, 2011), capturing node popularity (Sengupta and Chen, 2018), Bayesian
models (Peixoto, 2018; van der Pas and van der Vaart, 2018) and dynamically evolving models (Xu
and Hero III, 2013; Matias and Miele, 2017; Ludkin, Eckley, and Neal, 2018; Pensky and Zhang,
2019). Stochastic blockmodels can also be easily represented as random dot product graphs: each
community is assigned a latent position py, € R% k = 1,..., K, which is common to all the nodes
belonging to the cluster, and B is obtained from the inner products of those positions. Hence, in
this framework, d = rank(B) < K.

Spectral clustering techniques (von Luxburg, 2007) use of the spectrum of the adjacency or
Laplacian matrix to estimate the latent position, and cluster the nodes in the estimated lower
dimensional space, usually via k-means (Ng, Jordan, and Weiss, 2001). The embeddings based on
the eigendecomposition of the adjacency and Laplacian matrices are usually denoted as adjacency
and Laplacian spectral embeddings (ASE and LSE), and will be described in details in Section 5.1.

Spectral clustering provides a consistent statistical estimation procedure for the latent positions and
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communities in SBMs (Rohe, Chatterjee, and Yu, 2011; Sussman et al., 2012; Lei and Rinaldo,
2015) and more generally in random dot product graphs (Tang, Sussman, and Priebe, 2013; Sussman,
Tang, and Priebe, 2014). Rubin-Delanchy et al. (2017) directly links adjacency and Laplacian
spectral embedding to the generalised random dot product graph (GRDPG), an extension of the
RDPG, and advocates for Gaussian mixture modelling (GMM) of the latent positions estimated
using spectral methods. More generally, clustering structure in latent space models is also modelled
via mixtures of normals (Handcock, Raftery, and Tantrum, 2007). Alternatives to spectral clustering
include variational methods (Celisse, Daudin, and Pierre, 2012) and pseudo-likelihood approaches
(Amini et al., 2013). SBMs have also been extended to the directed case (Wang and Wong, 1987;
Rohe, Qin, and Yu, 2016), and appropriate embeddings for co-clustering, in most cases based on the
singular value decomposition (SVD), have been derived in the literature (Dhillon, 2001; Malliaros
and Vazirgiannis, 2013; Zheng and Skillicorn, 2015).

One of the practical issues of spectral embedding, and in general most graph embedding algo-
rithms, is that it requires a suitable pre-specified latent dimensionality d (usually d < |V]) as input,
and, subsequently, a suitable number of clusters K, conditionally, crucially, on the previous choice
of d. For a practical example of this procedure on a real world network, see Priebe et al. (2019). In
general, in spectral clustering, similarly to what practitioners do in principal component analysis
(PCA), the investigator examines the scree-plot of the eigenvalues and chooses the dimension
based on the location of elbows in the plot (Jolliffe, 2002), or uses the eigengap heuristic (see, for
example, von Luxburg, 2007). Automatic methods for thresholding have also been suggested (Zhu
and Ghodsi, 2006; Chatterjee, 2015).

A relevant body of literature is also devoted to methods for the selection of the number of
communities in stochastic blockmodels (see, for example, Zhao, Levina, and Zhu, 2011; Newman
and Reinert, 2016). Several likelihood-based information criteria have been proposed (for example,
Latouche, Birmelé, and Ambroise, 2012; Saldafa, Yu, and Feng, 2017; Hu et al., 2019). Alternative
methods include network cross validation (Li, Levina, and Zhu, 2020; Chen and Lei, 2018), tests
on the distribution of the eigenvalues of a transformation of the adjacency matrix (Bickel and
Sarkar, 2016; Lei, 2016), or combinations of spectral methods and binary segmentation (Ma, Su,
and Zhang, 2018). Often, practitioners simply set d = K, for some d, assuming that B has full
rank in the stochastic blockmodel framework. Under the full rank assumption, one may estimate
d = K as the number of eigenvalues of A which are larger than y/n (Chatterjee, 2015; Lei, 2016).
In this chapter, the problem of selecting d is approached from the perspective of variable selection
in model based clustering, which is widely studied in the literature (Fowlkes, Gnanadesikan, and
Kettenring, 1988; Law, Figueiredo, and Jain, 2004; Tadesse, Sha, and Vannucci, 2005; Raftery and
Dean, 2006; Maugis, Celeux, and Martin-Magniette, 2009; Witten and Tibshirani, 2010).

Similarly, the problem of correctly selecting the number of clusters is also common in K -means

or GMMs, since it is usually required to specify a number of components in the mixture. Usually
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the parameter is chosen by minimising information criteria (for example, AIC or BIC). A widely
used selection criterion is the Integrated Classification Likelihood (ICL) of Biernacki, Celeux, and
Govaert (2000). Exact versions of the ICL based on the adoption of prior conjugated distributions of
the model parameters have been obtained in the literature (for example, Come and Latouche, 2015;
Wyse, Friel, and Latouche, 2017). Numerous other techniques have also been proposed for GMMs
with unknown number of components (Mengersen and Robert, 1996; Richardson and Green, 1997;
Stephens, 2000; Nobile, 2004; Dellaportas and Papageorgiou, 2006; Miller and Harrison, 2018).

The sequential approach in estimating d and K is suboptimal, since the estimate of X would
depend on the estimate of d. Therefore, it is desirable to jointly estimate the two parameters, a
problem which is not explored in the literature. This chapter addresses the problem in a Bayesian
framework, proposing a novel methodology to automatically select d and K, simultaneously.
Techniques for selection of K in GMMs will be incorporated within the spectral embedding
framework, allowing for K and d, the number of communities and latent dimension of the latent
positions, to be random and learned from the data. A structured Bayesian model for simultaneously
inferring the dimension of the latent space, the number of communities, and the community
allocations is proposed. The model is based on asymptotic results (Athreya et al., 2016; Rubin-
Delanchy et al., 2017; Tang and Priebe, 2018) on the leading components of spectral embeddings,
obtained for d fixed and known. The asymptotic theory is combined with realistic assumptions
about the remaining components of the embedding, empirically tested and justified on simulated
data. Furthermore, extensions to the directed and bipartite case will be discussed.

The proposed model has multiple advantages: the latent dimension d and number of communities
K are modelled separately, and the Bayesian framework allows for automatic selection of the two
parameters. The model also allows estimation of d even when d < K, and gives insights on the
goodness-of-fit of the stochastic blockmodel on observed network data, based on the embedding.
The method is tested on simulated data and applied to real world computer and transportation
networks. It should be noted that Yang et al. (2020) have simultaneously and independently
proposed a similar inferential procedure within a frequentist framework.

The chapter is organised as follows: Section 5.1 introduces adjacency spectral and Laplacian
embeddings and the GRDPG. The novel Bayesian model for selection of the appropriate dimension
of the latent space is discussed in Section 5.2, followed by careful illustration of posterior inference
procedures in Section 5.3. Section 5.4 discusses the effects of the curse of dimensionality on the
model, and suggests a remedy. Extensions of the model are presented in Section 5.5, and results

and applications are finally discussed in Section 5.6.
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5.1. GRDPG and spectral embeddings

In this thesis, the stochastic blockmodel will be interpreted as a specific case of a generalised
random dot product graph (GRDPG, Rubin-Delanchy et al., 2017), defined below.

Definition 1 (Generalised random dot product graph, GRDPG). For d > 0, let d4,d_ be non-
negative integers such that d +d_ = d. Let X C R such thatV ¢,y € X, 0 < 2" I(dy,d_)y <

1, where
I(p,q) = diag(1,...,1,—1,...,—1)

with p ones and q minus ones. Let & be a probability measure on X, A € {0, 1}"*" be a symmetric
matrix and X = (z1,...,2,)" € X" Then (A,X) ~ GRDPGy, 4 (F)ifz1,...,2n Y F and

for i < j, independently,
P(Aij = lai, ;) = o] 1(dy, d)z;. (5.4)

To represent the K -community stochastic blockmodel with inter-community probabilities B
as a GRDPG, F can be chosen to have mass concentrated on atoms 1, . .., . € R? such that
)l I(dy, d_)pj = Bij Vi,j € {1,...,K}. For estimation of the latent positions in SBMs,
adjacency spectral embedding (ASE) or Laplacian spectral embedding (LSE) are commonly used
(see, for example, Athreya et al., 2018). ASE and LSE are two common techniques to embed the
}TLXTL

adjacency matrix of an undirected graph into a latent space of dimension d. Suppose A € {0, 1

is a symmetric adjacency matrix of an undirected graph with n nodes.

Definition 2 (Adjacency spectral embedding — ASE). Ford € {1,...,n}, consider the spectral
decomposition A = TATT +T A lf‘L where A isa d x d diagonal matrix containing the top d
eigenvalues in magnitude, in decreasing order, L isan x d matrix containing the corresponding
orthonormal eigenvectors, and the matrices A andT'| contain the remaining n — d eigenvalues

and eigenvectors. The adjacency spectral embedding X = [&1,...,2,)" of A in R%is

X = fw|A|1/2 c Rnxal7
where the operator | - | applied to a matrix returns the absolute value of its entries.

Definition 3 (Laplacian spectral embedding — LSE). Ford € {1,...,n}, consider the Laplacian
matrixL = D™1/2AD~1/2, D = diag(Z?:1 A;j), and its spectral decomposition L = TATT +
T\ A, T']. The Laplacian spectral embedding X = [%1,...,&,]" of A in R is X = T|A|Y/2,

The modified Laplacian D~/2AD~/2 (Rohe, Chatterjee, and Yu, 2011) is preferred to
I, — D-1/2AD~'/2 since the eigenvalues of the former lie in [—1, 1], providing a convenient

interpretation for disassortative networks (Rubin-Delanchy, Adams, and Heard, 2016).
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For consistent estimation of the latent positions in a SBM, interpreted as a GRDPG, Rubin-
Delanchy et al. (2017) suggest to fit a Gaussian mixture model with K components to the d-

dimensional adjacency or Laplacian spectral embedding.

Algorithm 5.1: Spectral estimation of the SBM (spectral clustering)

Input: adjacency matrix A (or Laplacian L), latent dimension d, number of communities
K >d.
1 compute spectral embeddings X = [&1,..., %, (or X = [&1,...,%,]") into R,

2 fit a Gaussian mixture model to X (or X) with K components.
Result: return cluster centres ft1, . .., ux € R? and cluster allocations 21, . . . , zp.

Intuitively, the estimation procedure proposed by Rubin-Delanchy et al. (2017) holds because,
taking a graph with IV nodes with d known, and restricting the attention to the first n nodes, with

n < N, the following central limit theorem holds for the adjacency spectral embedding:
NY(Qu; — xi) — Na{0, S (2:)} (5.5)

in distribution as N — oo, independently for ¢ = 1,...,n, where Qu is a matrix from the
indefinite orthogonal group OQ(d., d_), Ny4(+) is the d-dimensional multivariate normal distribution,
and §(x;) can be analytically computed (Theorem 7, Rubin-Delanchy et al., 2017). A similar
result also holds for the Laplacian spectral embedding. For a stochastic blockmodel, interpreted as
a GRDPG, (5.5) implies that asymptotically

Qz;, =~ Ny (s, X2,) (5.6)

for some joint linear transformation given by Q € O(d4,d_), where X, is a community-specific
covariance matrix. More details about the distortion effect of QQ are given in Sections 2.2 and 2.3 of
Rubin-Delanchy et al. (2017).

The result in (5.5) holds for d fixed and known, but in this thesis it is of interest to treat d as
a random, unknown parameter. If a m-dimensional embedding is considered, with m > d, then
asymptotic theory implies an approximate normal distribution with non-zero means and a full
covariance within each cluster for the top-d components of the embedding, but no theoretical
results have been obtained for the remaining m — d columns. It is therefore necessary to propose a
model for the remaining part of the embedding, which will be carefully described in Section 5.2,
and empirically justified and assessed in Section 5.6.1.

It should be noted that it is only possible to estimate the vectors g1, ..., g up to an orthog-
onal transformation; specifically, for any matrix Q € O(dy,d_), (Qu.,) ' I(d+,d-)(Qpu.,) =
u;I(dJr, d_)p;, which implies that the likelihood (5.3) is invariant to any such transformation.

This is inconsequential for much the same reason, however, as knowledge of the true transformation
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would not change any inferences about the network.

A second source of non-identifiability in the GRDPG interpretation of the SBM is the uniqueness
up to artificial dimension blow-up (Cape, Tang, and Priebe, 2019): for (A, X) ~ GRDPG, d (F),
there exists F on RY, with d > d, such that (A,X) = (A, X) in distribution, with (A, X) ~
GRDPG dod (9? ). In the stochastic blockmodel setting, this essentially means that any matrix
B € [0, 1]5*K with rank d can be obtained as an inner product between latent positions on
arbitrarily large dimensions. Therefore, in this chapter, the latent dimension d is strictly interpreted

as d = rank(B).

5.2. A Bayesian model for SBM embeddings

For simplicity, the estimated embeddings will be generically denoted as X = [xy,...,,]" €
R™ ™ g, € R™ for some m, d < m < n. In this chapter, m is always assumed to be fixed and
obtained from a preprocessing step. Choosing an appropriate value of m is arguably much easier
than choosing the correct d, and, in the proposed model, the correct d can be recovered for any

choice of m, as long as d < m. Let X.4 denote the first d columns of X, and X . the m — d

remaining columns. The notation x; .q denotes the first d elements (x1, ..., z4) of the vector x;,
and similarly @; 4. denotes the last m — d elements (2441, ..., % ). Suppose a latent dimension
d, K communities, and latent community assignments z = (21, ..., z,). The latent positions of

nodes within each community are assumed to be generated from an m-dimensional community

>z 0 (5.7)
0 o2, 4|/ '

Following the results in Section 5.1, the initial components x; .4 are assumed to have unconstrained

specific Gaussian distribution:

s
0

Y

2
wl|d7 Zi7uzi7 zziaazi ~ Nm (

mean vector pg € R? and positive definite d x d covariance matrix 3. In contrast, for x; 4., two
constraints are imposed: the mean is an (m — d)-dimensional vector of zeros, and the covariance
is a diagonal matrix o71,,_4 with positive entries o7 = (a,%’ FIRTRRRS U,%ym). The validation of
the model assumptions will be discussed in details in Section 5.6.1. Assuming group-specific
covariances 0',% for X 4. adds extra complexity to the model, and implies that d cannot take the
simple interpretation of being the number of dimensions relevant for clustering (see, for example,
Raftery and Dean, 2006). However, empirical evidence, discussed in Sections 5.4 and 5.6.1,
suggests that the last m — d components of the embedding contain a cluster structure which reflects
the communities in the top-d dimensions. Following the discussion in the previous sections, the
parameter d actually represents the dimension of the latent positions that generate the network,
equivalent to the rank of the unobserved matrices E(A) and B € [0, 1]5* X,

In order to complete the model specification, conjugate priors can be placed on the parameters as
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follows:

(b, )| d % NIW,(0, kg, w0 + d — 1, Ag),

id ‘
a,%’j X nv-x3(No,08), j=d+1,...,m,

d|z ~ Uniform{1,..., Kz},
216 “ Multinoulli(8), i = 1,....n,
0|K ~ Dirichlet (a/K,...,a/K),
K ~ Geometric(w), (5.8)

where, if ny = Y27 1{z;} is the size of community k, Ko = > 1, I, {n} is the number
of non-empty communities. In (5.7), NIW, denotes the d-dimensional normal-inverse-Wishart
distribution, and Inv-x? is a scaled inverse chi-square distribution with Ay degrees of freedom and
scaling parameter 08. The hyperparameters g, v, Ao, ag and « are assumed to be non-negative,
whereas w € (0,1), and Ay € R%*? is a positive definite matrix. Details about the parametrisation
of the distributions used in (5.8) and in this chapter are given in Appendix A.

Yang et al. (2020) have simultaneously and independently proposed a model similar to (5.7)
in a frequentist framework, reaching similar assumptions. The conjecture on the distribution of
Xg. is essentially the same, except for the choice of the diagonal elements of the cluster-specific
covariance matrix: Yang et al. (2020) use a common variance parameter O'l% for the last m — d
columns of the embedding, whereas a (m — d)-dimensional vector of variances a,% is used in this
chapter. Additionally, as a second difference from Yang et al. (2020), the full model proposed
here will also incorporate a second-level community cluster structure on these vectors of variances,
which will be introduced in Section 5.4.

A cartoon representation of the model is given in Figure 5.1. Note that the condition d < K
is explicitly enforced in (5.7). More specifically, d < K, which avoids an artificial matching
between d and K using empty clusters, which are given non-zero probability mass under the
Dirichlet-Multinoulli prior on (0, z). One can also model d and K separately in an analogous way,

changing the prior p(d) to, for example,
d ~ Geometric(9), (5.9

independently of K and z, for 0 € (0, 1); this will later be referred to as the unconstrained model.
The alternative prior (5.9) is particularly useful in practical applications and provides a useful
interpretation of d: when d < K, then d = rank(B), but when d > K, this implies that the
observed data might deviate from the stochastic blockmodel assumption, and provides a useful
diagnostic for model validation and goodness-of-fit.

The likelihood associated with the spectral embedding X € R™*™ obtained from a stochastic
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Ny(p1, 1) | - I N5(05, o715)

N3 (pt2, o) Ng(0s, o315)
N3 (pe3, 33) l } Ns(0g, o315)
Ns(pe4, 2y) ’ } Ns(0g, o715)
N3 (ps, X5) N;(0s, 0215)

L 3 = latent dimension

Figure 5.1.: Cartoon example for the generating process of the embedding of an 11-node stochastic block-
model GRDPG with K = 5 communities and latent dimension d = 3.

blockmodel can be expressed as:

L(X) = H {¢(mi,:d; Kz EZi) H ¢($i’j; 0, O-zi’j)}’

i=1 j=d+1

where ¢(-) denotes the (possibly multivariate) Gaussian density function. Hence, the posterior

distribution, up to a normalising constant, has form

p({”'k}7 {zk}a {0-13}7 z,0,K, d’X) & L(X)X
K m

[T { st 2ui0) T] wtct o} [Tt lo)w(x)pta)

k=1 j=d+1 i=1

The NIW4(0, ko, vo+d— 1, Ay) prior on the pair (g, X) is conjugate and yields a conditional

posterior (pg, 35)|X, z,d ~ NIWd(m:(C’;), KngsVny, +d —1, ng)), where:

(k) Z
m = L;.d/ K
:d i:zi:k Z,.d/ Ny

Kn,, = Ko + N,

Vp, = Vo + N,

k k) (k)T
D:(d) =A;+ Zi:z-:k a:iyzdasz:d — /@nkm:(d)m:(d) . (5.10)
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This is a well-known result in Bayesian analysis of the multivariate normal distribution (for a
proof, see, for example, Murphy, 2012), and represents a multivariate extension of the univariate
normal-inverse gamma model presented in Section 4.3.2. By standard methods for inference in a
multivariate Gaussian mixture model with NIW prior, the covariance matrix 3;, can be explicitly

integrated out from the posterior to obtain the marginal

p(uk]X,z,d) = tynk (“’k

mlp). ).
where ¢, (-|p, ¥) denotes the density function of a (possibly multivariate) Student’s ¢ distribution
with v degrees of freedom, location p, and shape matrix 3. Henceforth, gty can easily be resampled
in a simple Gibbs sampling step, conditional on the actual value of d and on the community
allocations z. In this chapter, the location vectors p are collapsed out too, but the distribution is
instructive to present other distributional results below, and could be also used if the objective of
the analysis is to also recover the explicit form of the latent positions.

In a multivariate Gaussian model with conjugate NIW prior, it is also possible to analytically
express the marginal likelihood of the observed data, conditioning on a community specific

Gaussian, on the assignments z and on the dimension of the latent space d:

d/2 (vo+d—1)/2 4 o
p (X)) = oot 411 M +d=0/2) o,

PR 7 L Tl a0/}

where X;((];) is the subset of rows of X.; such that z; = k.
(k))

Given the Inv-x?()\g, 03) prior, the posterior for 0]27 L is Inv-x2 (A, , 8 ;
(k)

J

, where \,, = Ao + 1y,

and 557 = (Mo0g + ...k T7 1)/ An,, (Murphy, 2012). Similar calculations give the full marginal

likelihood for the remaining portion of the embedding X((f):
m—d m 2\\g/2
(k) ’ _mnm—dy/2 J T(An/2) (Aoog)
Xy d = k —_——s— _—— 5.12
p (x| d.2) = Uroemy I o1

i1 (Anksgk)> Ang /2"

Also, note that the probabilities 6 associated to the community assignment can be easily integrated

out, resulting in the following marginal likelihood, conditional on K':

L(e) [Ty Tk + 0/ K)
I'a/K)KT(n + )

p(z|K) = (5.13)
The distributional results presented in (5.10), (5.11), (5.12) (for a proof, see, for example,
Murphy, 2012), and (5.13), are the building blocks for the MCMC sampler which is used to make

Bayesian inference on the model parameters of interest.
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5.3. Inference via MCMC

Since the full posterior is not analytically tractable, inference is performed using MCMC sampling
with trans-dimensional moves (Green, 1995). The main objective of the analysis is to cluster the
nodes, and therefore the locations py, the variance parameters 3 and 0',% and the community
probabilities @ are considered as nuisance parameters and integrated out, similarly to the algorithm
presented in Section 4.4.1. Therefore, the remaining parameters for inference are the latent space
dimension d, the number of communities K, and the community allocations z. Essentially, in
the proposed collapsed Metropolis-within-Gibbs sampler (Liu, 1994), four moves are available
(Richardson and Green, 1997):
i. Propose a change in the community allocations z,

ii. Propose to split (or merge) two communities (changing K),

iii. Propose to create (or remove) an empty community (changing K),

iv. Propose a change in the latent dimension d.
Each move is described in the subsequent four subsections, and the corresponding Metropolis-
Hastings acceptance probabilities are calculated. A similar sampler is also used by Wyse and
Friel (2012) to estimate the number of clusters in stochastic blockmodels. Note that the latent
dimension d could also be treated as a nuisance parameter and marginalised out. This might not

always be computationally feasible, especially in cases when m or K are large.

5.3.1. Change in the community allocations

A fully collapsed Gibbs update for each community assignment is available:
p(ZZ' = k:|z_l-, X, d, K) X p(Zi = k“z_u d, K)p(wiHm]’}j;&i:zj:ku d) (514)

In the special case where d = K4 and n,, = 1, the full conditional distribution for z; assigns
probability one to retaining the same value since the model does not permit d > K. Otherwise,
from (5.13): '

n,' +a/K

p(zi = klz—i,d, K) = —ita

(5.15)

where n;i = ny — 1j(z;). Similarly, the remaining term in (5.14), p(z;|{®; } ji.2;=k, d), can be

obtained as the ratio of marginal likelihoods

p(a:i, {xj }j;éi:ijk |d)
p({®;} 2=kl d)

p(@il{x;}jriz =k d) = (5.16)

The ratio (5.16) can be decomposed as the product of two ratios of marginal likelihoods, separating

the top d and last m — d components of the estimated latent positions. Using (5.11), the first ratio,
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corresponding to the top d components, is equivalent to the following multivariate Student’s ¢
distribution (Murphy, 2012):

K, —i +1 .
Y — Df(’;’)"l> , (5.17)

K _—il/ _—i
ko Tk

(@i al{xj a}jstiz =k, d) = ty (iBz’,;d
k

n

where the additional superscript —¢ denotes a cluster quantity that is computed excluding the
allocation z; of the i-th node. The second ratio, which accounts for the last m — d dimensions, has

the form

0, s(’”’*i) . (5.18)

m
p(®ia. ()0 }jtizj=k, d) = H tx _; (%J ;
k

j=d+1

5.3.2. Split or merge two communities

To vary the number of communities, move proposals inspired by Sequentially-Allocated Merge-Split
sampling (Dahl, 2003; Jain and Neal, 2004) are used. Two indices 7 and j are sampled at random
from the n nodes, and without loss of generality assume z; < z;. If 2; = z;, then the single cluster
is split, whereas if z; < z; the two clusters are merged. In both move types, node 7 will remain
in the same cluster, denoted 27 = z;. In the merge move, all elements of cluster z; are reassigned
to cluster z; (with any higher indexed clusters subsequently decremented). For the split move,
node j is first reassigned to cluster K* = K + 1 with new allocation z; = K*; then, in random
order, the remaining nodes currently allocated to cluster z; are randomly reassigned to clusters z; or
K™ with probability proportional to their predictive distribution from the generative model (5.16).
Denoting the resulting product of renormalised predictive densities from these reallocations by
q(K*, z*|K, z), corresponding to the proposal distribution, the acceptance probability for a split

move, for example, is

X K* * * K* * K*

'p(Xld, K, z)p(d|z, K)p(z, K)q(K*, 2*|K, 2)

The ratio of densities for X in (5.19) will depend only upon the rows of the matrix corresponding
to the cluster being split (or similarly, merged), and these expressions will decompose as a products
of terms for the first d and remaning m — d components (cf. (5.17), (5.18)).

5.3.3. Create or remove an empty community

Adding or removing empty communities whilst fixing z corresponds to proposing K* = K + 1 or

K* = K — 1 respectively, although the latter proposal is not possible if K = K, meaning there
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are currently no empty communities. The acceptance probability is simply

a(K*|K) = min {1, p(z K*)p(K*) g } |

p(z|K)p(K)

where the proposal ratio ¢ = 2 if K* = Ky, gz = 0.5 if K = K4 and gz = 1 otherwise.

5.3.4. Change in the latent dimension

Given a current value d, a new value d* is proposed from a density g(d*|d) oc €% =414 (d*) on a
neighbourhood @ = {max{1,d —1},...,d—1,d+1,... ,min{d + I, m}}, typically with | <5

and ¢ € (0, 1). The acceptance ratio reduces to

o0y = in {3, P K ) ),

p(X|d, K, z)p(d|z) q(d*|d)
Notably, if d* > d, the ratio p(X|d*, K, z)/p(X|d, K, z) only depends on the first * components

of the embedding, since the last m — d* components remain independent by (5.7).

5.3.5. Inferring communities

Markov Chain Monte Carlo samplers for mixture models with varying number of clusters are well
known to be affected by label switching (Jasra, Holmes, and Stephens, 2005), since the likelihood
is invariant to permutations of the cluster labels. However, the estimated posterior similarity
between nodes i and j, 7t;; = P(z; = 2| X) = Zi\il ]lzgs>{zj(.8)}/M is invariant to label switching.
Communities can be estimated from the MCMC chains using the posterior similarity matrix {7;; }
and the PEAR method (maximisation of the posterior expected adjusted Rand index, Fritsch and

Ickstadt, 2009). The estimated communities 2 are calculated as:

{ Zi<j ]lzf{'z;}frij - Zi<j ]lzf{'z;} Zi<j ﬁl]/(g) }
%[Ziq ]lz; {Z]*‘} + Zi<j ﬁij] - Zi<j ]12:{2;} Zi<j 7ATZ'J'/(Z) .

Z = argmax

S
Alternatively, if a configuration with a fixed number of clusters K is required, the clusters can
been estimated using hierarchical clustering with average linkage, using 1 — 7;; as distance measure
(Medvedovic, Yeung, and Bumgarner, 2004). The n nodes are initially allocated to n different
clusters, each of size 1, which are then iteratively merged until only K clusters are remaining.

Clusters are merged according to their average posterior dissimilarity.

5.4. Second-level clustering of community variances

Empirical analyses of simulations from the stochastic blockmodel show that identifying and clearly

separating the K clusters in Xy. is particularly difficult for the sampler in settings when d < m.

88



Latent factor representations of dynamic networks with applications in cyber-security

T T T
—— Total variance
0.06 \ —— Within cluster variance | -| L

"

Variance
(e}
o
=
=
———
|
T

Il 111 )

o d\“ \N ‘w‘ “ ‘ "‘ I I \ [ \ | \\\ \ - \\\ |
0.02 J\ I | “m il ™ ‘“H\u . AT :
il Wv, T V

m ”» ,"‘ \W ,(\ W }m“ Y b P ]
0 ! ! ! ) — ! ! !
100 200 300 400 500 10 15 20 25
Dimension Dimension

Figure 5.2.: Empirical within-block variance and total variance for the 500-dimensional adjacency em-
bedding obtained from a simulated 5-block SBM with d = 2, n = 500, means p; =
[0.7,0.4], us = [0.1,0.1],u3 = [0.4,0.8], 04 = [-0.1,0.5] and pus = [0.3,0.5], and

= 100 for k = 1,..., K. The right panel is the left panel plot zoomed in to the first
25 dimensions.

The problem is particularly evident when m = n and d is small. In this case, it has been assessed
empirically that the within-cluster variance of the true communities in simulated datasets seems to
converge to similar values, such that o, ; = o7 ; for j > d and k # (. Therefore, when m is large
enough, the selected model tends to be under-specified: the correct dimension d is identified, but
the true number of communities K is underestimated. This is also one of the main reasons why it is

R™**™ and allow K to be random,

not advisable to directly fit a Gaussian mixture model on X €
ignoring the role of d.

The problem is illustrated in Figure 5.2, which shows the within-cluster variance for each
dimension, obtained from performing ASE with m = 500 from a simulation of a stochastic
blockmodel with n = 500 nodes, containing K = 5 communities with well-separated mean
locations, with true latent dimension d = 2. Each community was assigned the same number
of nodes. In Figure 5.2, the clustering structure z is assumed to be known. More details about
simulations of SBMs are given in Section 5.6.1. In the plot, the within-cluster variances of three of
the five communities of the simulated graph fluctuate around the same values on each dimension
larger than d. For a dimension larger than approximately 150, four of the five clusters have
approximately the same variance on the subsequent dimensions. Therefore, when m = n, the
MCMC sampler selects the MAP estimate K = 2 for parsimony, and increases the variance of the
Gaussian distributions on the first two dimensions, on which the clusters are well separated.

The solution proposed here is to assume shared variance parameters between some of the clusters
for dimensions larger than d. Specifically, each community k& € {1,..., K} is assigned a second-
level cluster allocation vy, € {1,..., H}, with H < K. If vy, = vy, then for j > d, 0,%7]- = O'zj.
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Figure 5.3.: Cartoon for the generating process of the embedding of an 11-node stochastic blockmodel
GRDPG with K = 5 communities and latent dimension d = 3, with common variance for
communities 1-2 and 3-4 on the right hand side of the matrix.

Formally,
. 3. 0
fBi‘d,K, Ziy Uz NNm M ) - 2 )

0 0 o, I g

vp| K, H ~ Multinoulli(¢), k=1,..., K,
¢|H ~ Dirichlet (5/H,...,B/H),

H|K ~ Uniform{1,...,K}.
Essentially, the vector v = (v1, ..., vk ) defines a clustering of communities. Figure 5.3 depicts

a cartoon example of this extended model. Note that if H = 1, all the communities are assigned
to the same second-level cluster, and the problem of selecting d essentially reduces to an ordinal
version of the feature selection problem in clustering (Raftery and Dean, 2006). Also, if H = 1,
then there is no information about the clusters in the last m — d components of the embedding.

Under this extended model, the posterior distribution for 0?7 ;. changes due to the aggregation of
communities in the second level. Under the Inv-y? (Ao, o3 ) prior, the posterior is Inv-x?(A,, , sg.'k) )s
where 1o, = ., 1, N and

S(ok) _

1 2 2
D o D D) )

Nek
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Calculations similar to (5.12) give the correct form of the marginal likelihood for the right hand side
of the matrix, restricted to a given value of vy. Clearly, ¢ can be again marginalised out, yielding

the marginal likelihood

T(8) [They T (Chey Ln{vw} + B/H)
L(8/H)HT (K + B)

p(v|H) = :

The MCMC sampler described in Section 5.3 must be slightly adapted. For the Gibbs sampling
move in Section 5.3.1, the product of univariate Student’s ¢ densities in (5.18) is modified using the
appropriate (A, , s§°k)) pair. For the change in dimension, p(X|d, K, z,v) should be computed
using the shared variances and the allocations v. When an empty community is proposed, as in
Section 5.3.3, the ratio p(v*|K)/p(v|K) must be added, limited to the second level allocation of
the additional community. The value vy, for the proposed empty cluster can be simply chosen at
random from {1, ..., H}. Finally, for the split-merge move in Section 5.3.2, if z; = z; for the two
selected nodes, then v, = v, after the split move. Alternatively, if z; # z;, then the new value of
v}, is sampled at random from v,; and (8

Finally, three additional moves are required: resampling the second-level cluster allocations v
using a Gibbs sampling step; proposing a second-level split-merge move; and adding or removing
an empty second-level cluster. When ¢ and the parameters of the Gaussian distributions are
marginalised out, the second-level allocations are resampled according to the following equation:

p('Uk; = h”U_k;,X,Z,d, K) O(p(’Uk = h|’U_k,K)p (Xglk) {Xy)}#k b y Uk = ha d7K> )
W=

(5.20)
where the independence assumption between X:(C’;) and ng) is used. Similarly to (5.15):
Z@;ﬁk Lp{ve} + B/H
= hlv_, K) = .
p(vr = hlv_, K) K—1+8
The calculations for the second term in (5.20) are similar to (5.16):
p(x0{x0} e =ra)
{x} o = h,d, K) S -
{#£kvp=h

p (Xé’f)

p ({xffﬁ)}e | & K> |

which can be computed using (5.12). The second-level split-merge move and the proposal of an

empty cluster follows the same guidelines in Sections 5.3.2 and 5.3.3.
Potentially, the model could be extended further using the same reasoning: from the plot in
Figure 5.2, it is clear that the different clusters begin to share the same variance at different

points in the plot. Empirically, all the variances approximately converge to the same values at
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large dimensions, and it is therefore possible to identify a (K — 1)-vector of discrete points in
{d,d + 1,...,m} at which different community variances coalesce. For the plot in Figure 5.2,
such vector could be (d, d, d, 150, n), with d = 2 and n = m = 500.

5.5. Extension to directed and bipartite graphs

A directed graph G = (V, E) has the property that (i,j) € E =~ (j,i) € E, meaning the
corresponding adjacency matrix A € {0, 1}™*™ is not, in general, symmetric. In a random dot
product graph context, it can be assumed that each node has two underlying latent positions x; and
y;, characterising, respectively, its behaviour as a source and as a destination of the connection.
Therefore, P(4;; = 1) = @ y;. For a stochastic blockmodel P(4;; = 1) = B.,., = ., u’zj for

KXK is in this case asymmetric. The

latent positions ., , u;]_ € R?, where the matrix B € [0, 1]
adjacency matrix of a directed graph is traditionally embedded into a lower dimensional latent

space using the singular value decomposition (SVD).

Definition 4 (Adjacency embedding of the directed graph — DASE). Given a directed graph with

}’I'LXTL

adjacency matrix A € {0,1 , and an integer d € {1,...,n}, consider the singular value

decomposition

S o] |Vl
_A:[U Ul}[ ][ 4-—USVT+IMSLVL
VJ_

where S € R‘fd is diagonal matrix containing the top d singular values in decreasing order,
U € R™? and V. € R™ 4 contain the corresponding left and right singular vectors, and the
matrices S|, Uy, and V | contain the remaining n — d singular values and vectors. The d-

dimensional directed adjacency embedding of A in RY, is defined as the pair
X =USY?2 Y =vVSsY2

Writing X = UDY2 and Y = VD2, removing the hat notation as in Section 5.2, the rows
of X characterise the activities of each node as a source, and the rows of Y characterise the same
nodes as destinations. The model in (5.7) can be easily adapted to directed graphs. Treating the
embeddings X and Y as independent, each could be modelled separately using the same Gaussian
structure and prior distributions (5.7). Alternatively, the two embeddings could be modelled jointly,
assuming three parameters common to both embeddings: the latent dimension d, the number of
communities K and the vector of node assignments to those communities, z.

In some contexts it will be more relevant to consider different community membership structures
for the same set of nodes when considering them as source nodes or destination nodes. In this

case, let K denote the number of source communities and X’ denote the number of destination
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communities; similarly let z denote the assignments of nodes to source communities, and z’ the
allocations to destination communities. The problem of jointly learning z and 2z’ (as well as d) is
commonly known as co-clustering, and the corresponding network model is known as the stochastic
co-blockmodel (ScBM, Rohe, Qin, and Yu, 2016), or Latent Block Model (LBM, Govaert and
Nadif, 2010). Given an asymmetric matrix B € [0, 1]5*%", then P(4;; = 1) = B.,.;. Froma
random dot product graph perspective, it is assumed that B, = uZTZ, u’z T for some latent positions
B i, € R%and d = rank(B) < min(K, K').

The i%ayesian model for ScCBMs can be easily represented as a separate model for X and Y,
of the form given in (5.7), with the latent dimension of the embedding d now the only common
parameter. Inference via MCMC can be performed in an equivalent way to the method described
in Section 5.3; the only difference is in the expression of the acceptance ratio for a change in the
shared latent dimension d, but the procedure can exploit the results obtained in Section 5.3.4, using
the fact that

P(X.Y|d K K 2 2) ﬁ » (X%)‘ d) » (ijf" d) ﬁ P (ijﬁ) d) p (Yc(l’f/)‘ d) ;
k=1 k'=1

where all the marginal likelihoods can be equivalently obtained from (5.11). Furthermore, the
model can be appropriately modified when d < m to include the second-level cluster allocations
proposed in Section 5.4.

Finally, in bipartite graphs, the embeddings could be estimated using DASE (Definition 4) on
the rectangular adjacency matrix A (c¢f. Section 1.1). Note that the ScBM extends trivially to
the bipartite graph case, which is essentially a special case of a directed graph, with the cluster
configurations for source and destination nodes now inescapably unrelated and each node possessing

only one latent representation in R

5.6. Applications and results

The Bayesian latent feature network models described in this chapter have been applied to both
simulated and real world network data from undirected, directed and bipartite graphs. The real
network data analysed are from networks obtained from the Santander bikes hires in London, the
Enron Email Dataset, and the Imperial College London computer network; details are given in the
corresponding sections.

The model and MCMC sampler have been tested using different combinations of the hyperparam-
eters, showing robustness to the prior choice. In absence of strong prior information about the com-
munity structure, it is advisable to use the usual uniformative values kg = vg = Ao = a = =1,
and w = § = 0.1. For the proposal of change in dimension (cf. Section 5.3.4), £ = 0.8. Those

values have been used as default settings for the MCMC sampler in the next sections. Inferential

93



Latent factor representations of dynamic networks with applications in cyber-security

performance is sensitive to extreme values of the variance parameters, relative to the prior mean,
but otherwise robust. So in practice, the expectation of the prior for the variance parameters should
be chosen to be on the same scale as the observed data. The cluster configuration could be suitably
initialised using K -means for some pre-specified K, usually chosen according to the scree-plot
criterion. The second-level clusters have been initialised setting H = K. In order to set the prior
covariances to a realistic value, the correlations in the A, matrices could be set to zero, and the
elements on the diagonal of A to the average within-cluster variance based on the K -means cluster
configuration. Similarly, the prior agj values could be set to the total variance on the corresponding
column of the embedding.

In Sections 5.6.2 and 5.6.3, the algorithms were initialised using the above guidelines, and run
for a total of M = 500,000 samples with burn-in 25,000, for a number of different chains to check

for convergence.

5.6.1. Synthetic data and model validation

In order to validate the model assumptions in (5.7), stochastic blockmodels have been simulated
and the fit of the proposed model has been evaluated on the estimated latent positions. A stochastic
blockmodel can be simulated starting from a matrix B € [0, 1]5*& " containing the probabilities of
connection between communities, and a vector 8 of community allocation probabilities. For an
undirected graph, K = K’ and the constraint By = By, is imposed; similarly, for directed graphs
with a shared cluster configuration (¢f. Section 5.5), K = K'. Each element By, of B could be
generated, for example, from independent beta draws.

The latent dimension d corresponds to the rank of the matrix B, and a random matrix B generated
from independent beta draws has full rank with probability 1. Therefore, to simulate d < K a
low-rank approximation of B must be used to generate the embedding. For undirected graphs, a
truncated spectral decomposition with d eigenvectors can be used: B = I'AT'" (recall Definition 2).
Similarly, for the directed and bipartite graphs, the truncated SVD is an appropriate approximation:
B = USV (see Definition 4), for d singular vectors. Note that under this low-rank approximation,

it must be checked that each element By, € [0, 1]. The procedure is summarised in Algorithm 5.2.

Algorithm 5.2: Simulation of an undirected stochastic blockmodel.

1 fori =1,...,n, sample z; ~ Multinoulli(),

2 simulate B = { By} € [0, 1]5*X, By, = By, where, for k < £, By ~ Beta(a, b) for
a,b>0,

3 obtain a rank-d truncation of B using B = I'AT'", ensuring that By, € [0,1] Vk, £,

4 obtain the adjacency matrix A € {0,1}"*", A;; = Aj;, where A;; ~ Bernoulli(Bzizj).

The algorithm can be also extended to directed and bipartite graphs. In this section, each element

By of B was generated from a Beta(1.2, 1.2) distribution, which produces communities with a
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moderate level of separation. For the given choice of K, the community allocations probabilities in
the simulations were chosen to be 8 = (1/K,...,1/K), providing balanced clusters.
If a stochastic blockmodel is simulated using Algorithm 5.2, all the parameters are known, and

the fit of model (5.7) can be evaluated using the true underlying cluster allocations z.

5.6.1.1. Emprical analysis of spectral embeddings

Figure 5.4 illustrates results for a synthetic undirected stochastic blockmodel with d = 2 and
K = 5. Figure 5.4a shows the scatterplot of the first two columns of the adjacency embedding X,
coloured using the true underlying communities. The plot shows well-separated clusters, which
can be suitably modelled using a Gaussian mixture. Figure 5.4b shows the scatterplot of the next
two dimensions. Clearly, the community mean locations are significantly different from zero in
just the first two dimensions. This is further illustrated in Figure 5.4c, which plots the empirical
within-cluster means for each dimension, obtained using the known clustering z. Figure 5.4c
gives empirical evidence that the form [p;:, 0']" for the mean of x; in (5.7) suitably describes
what is observed in SBMs. Similarly, Figure 5.4d shows the empirical within-cluster variances for
each dimension, again obtained using the known values of z from the simulation. In Figure 5.4d,
the difference between the within-cluster and overall variance is evident only in the first two
dimensions, after which the quantities are of the same order of magnitude. The plot also shows
that the within-cluster variances differ across communities, suggesting that it is appropriate to have
cluster-specific values of 032.7 ;. for j > d; this phenomenon can also be witnessed in Figure 5.4b,
and Figure 5.2 in Section 5.4. Nevertheless, if the MCMC sampler were run on the simulated data
in Figure 5.4, it could also be appropriate to use a second-level clustering with H = 3, since the
variances of three of the five communities are approximately the same for dimensions larger than
d = 2. Furthermore, for small m and fairly large n, it seems from Figure 5.4d that the vector a',%
could be approximated by a constant a,% as in Yang et al. (2020). However, for small values of n
and large m, as in Figure 5.2, parameter vectors 0',% are clearly required. If a constant a,% is used,

the inferential procedure is essentially identical, but (5.12) should be modified accordingly.
k
®
j, for each community, obtained from the known z. The cluster-specific correlation coefficients
(k)
T12

Figure 5.4e shows the histogram of the sample correlation coefficients ;.7 2,7 =1,....,m, i <
between X; and X5 are represented by bullet points in the plot, suggesting dependence for
at least one of the clusters, confirming the result of Rubin-Delanchy et al. (2017), and providing
further evidence that cluster-specific full covariance matrices 333 should be used for the covariance
of x; in (5.7). On the other hand, the empirical within-cluster correlations for X. tend to be small
and centred around 0, suggesting that the assumption of independence is appropriate in that part of
the model in (5.7). Finally, Figure 5.4f plots the marginal log-likelihood as a function of d, using
the known cluster configuration z. The marginal likelihood strongly favours the true value d = 2,

resulting in a posterior distribution essentially consisting of a point mass at the true value.
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Figure 5.4.: Adjacency embedding for an undirected graph with n = 2,500 nodes, K = 5, obtained from a
symmetric B € [0, 1]5*% with By ~ Beta(1.2,1.2), 8 = (1/K,...,1/K) and d = 2. For
(e) and (f), m = 50 is used.
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(1/K’,...,1/K"), and d = 2. For (f), m = 50.
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Figure 5.5 shows similar results for a simulated bipartite graph with separate community struc-
tures for nodes as sources and destinations, with d = 2, K = 5 and K’ = 3. Again, the scatterplot
for X and XY, in Figure 5.5a are well-separated and can be easily estimated using the Gaussian
mixture model. Figure 5.5b and 5.5c show the empirical within-cluster means for each dimension,
obtained using z and z’. The zero-mean assumption for the columns with index larger than d seems
to hold even for a relatively small number of nodes per community. Figure 5.5d and 5.5e show the
empirical within-cluster variances for each dimension. Again, it is confirmed that the variances are
different for each community, even on the last m — d components. The within-cluster variance on
the last m — d also seem to be decreasing, showing that for small graphs the parameter vector o-,%
could be preferable to a constant 02 as in Yang et al. (2020). In Figure 5.5f, the marginal likelihood
strongly favours the true value d = 2, which again results in a point mass posterior centred at the
true value. Similar considerations hold for the correlations, with results which are similar to the

plots in Figure 5.4e for the undirected graph.

5.6.1.2. Parameter estimation

Table 5.1 shows the results from inference for model (5.7) when applied to SBMs simulated with
different values of d and K, for all the possible combinations of the models considered in this
chapter. For each (d, K) pair, an undirected SBM with n = 1,000 nodes is generated, and the
MCMC sampler is run three times, each with M = 10,000 samples after a burn-in of 2,500. The
samplers are initialised using the guidelines discussed in the introduction to Section 7.3. The table
reports the averaged values of d, Ky and Hg obtained from the MCMC chains. The posterior
mean values of d and K which are obtained are extremely close to the true values, implying that
the results support the proposed model.

From Table 5.1, the performance of adjacency and Laplacian spectral embedding for recovering
d, K and z seems to be equivalent. Similar results for A and L are also obtained for the application
on real data in Section 5.6.2. Note that, for fixed values of K, Priebe et al. (2019) demonstrate that,
in practical applications, LSE tends to better capture the affine structure in stochastic blockmodels,
whereas ASE better identifies the core-periphery structure. Also, Table 5.1 shows that the con-
strained and unconstrained models seem to give an equivalent performance. The difference between
the constrained model (5.8) and unconstrained model (5.9) will be more evident in Sections 5.6.2
and 5.6.3, where the data might deviate from the stochastic blockmodel assumption. Overall, for
synthetic data, the model seems robust and able to detect the correct d and K in a variety of different

settings.

5.6.1.3. Second-level clustering

It is also possible to evaluate the effect of the second-order clustering for estimation of the commu-

nity structure z, and the parameters d and K. For the same simulated graph, the MCMC sampler
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Table 5.1.: Results of the inferential procedure for undirected SBMs simulated using different (d, K) pairs.

(d, K) Model _m=25 (d, K) Model _m=2
d Ky Hg d Ky Hy
constrained, ASE 2.00 2.00 1.99 constrained, ASE 8.97 9.01 2.08
2,2) unconstrained, ASE | 2.00 2.00 1.99 9,9) unconstrained, ASE | 9.00 9.01 1.98
’ constrained, LSE 2.01 2.03 1.99 ’ constrained, LSE 9.00 9.02 212
unconstrained, LSE | 2.02 2.02 1.99 unconstrained, LSE | 9.00 9.04 2.11
constrained, ASE | 2.00 5.06 1.77 constrained, ASE 9.00 12.02 1.96
(2,5) unconstrained, ASE | 2.00 5.07 1.80 9,12) unconstrained, ASE | 9.00 12.01 1.90
’ constrained, LSE | 2.05 5.10 3.11 ’ constrained, LSE 9.00 12.03 2.60
unconstrained, LSE | 2.07 5.11 3.10 unconstrained, LSE | 9.00 12.02 2.53
constrained, ASE 6.00 7.04 2.10 constrained, ASE 10.00 14.78 1.25
(6,7) unconstrained, ASE | 6.00 7.05 2.20 (10,15) unconstrained, ASE | 10.00 14.11 1.27
’ constrained, LSE | 6.00 7.10 247 ’ constrained, LSE | 10.00 14.81 1.81
unconstrained, LSE | 6.00 7.07 2.39 unconstrained, LSE | 10.00 15.01 1.87

has been run with and without the second order clustering, using the same settings as the simulation
in Table 5.1. Note that the absence of second order clustering corresponds to the case H = K.
The procedure is repeated for different values of m, for n fixed, to study the effect of second-order
clustering when m is increased. The results of the simulations are summarised in Table 5.2 for two
different simulated graphs. The table reports the maximum a posteriori (MAP) values of d and
K, and the adjusted Rand index (ARI) (Hubert and Arabie, 1985) for the estimated clustering
of the nodes, obtained setting Ky to its MAP estimate. For simplicity, only the results for the
unconstrained model using ASE are reported. For the case when H is unknown, the table reports
the posterior mean of Hy.

In all the simulation settings, the model was able to recover the correct values of d, but when
m is large, only the second-order clustering model allows K to be estimated correctly. When the
second-order clustering is not used and m is very large relative to d and K, the MAP estimate
K4 tends to be underestimated, and the inferred clustering structure is therefore also negatively
affected. Also, the table shows that as m — n, the estimated value of H tends to decrease towards
1. Hence, to reduce the computational burden for large m, it would be possible to set H = 1,
corresponding to the scenario o',% = o2 Vk, studied in Raftery and Dean (2006) in the context of
variable selection in GMMs. Table 5.2 also suggests that the model with second-order clustering is
robust to the choice of m. This is one of the main advantages of the proposed model: the correct
d can be recovered for any choice of m, provided d < m. Choosing an upper bound m is easier
than choosing the correct d, especially because of the robustness of the model. On the other hand,
choosing large values of m makes the MCMC sampler computationally more expensive. A suitable
choice would be to set m based on common criteria to obtain d (for example, the profile likelihood
criterion of Zhu and Ghodsi, 2006). For a given value d* obtained using such criterion, it would be

appropriate to choose m > d*, and then correct the initial estimate of d using the proposed model.
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Table 5.2.: Results for the MCMC sampler on simulated undirected SBMs for different values of m, with
and without second order clustering.

(dK) | m - H raridom _ ]?7 =K
d Ky Hy ARI |d Ky ARI
15 (3 5 1669 1.000 |3 5 1.000
(3,5) 50 |3 5 1.577 1.000 | 3 4 0.768
150 | 3 5 1467 1.000 |3 4 0.768
500 |3 5 1.006 1.000 |3 4 0.768
15 (9 12 1979 1.000 | 9 12 1.000
9,12) 50 {9 12 1.912 1.000 |9 12 1.000
150 | 9 12 1.875 1.000 | 9 11 0.942
500 |9 12 1.388 1.000 |9 5 0.517

5.6.2. Undirected graphs: Santander bikes

The Santander Cycle hire scheme is a bike sharing system implemented in central London. Transport
for London periodically releases data on the bike hires'. Considering this as a network, the nodes
correspond to bike sharing stations, and an undirected edge between stations ¢ and j is drawn if
at least one ride between the two stations is completed within the time period considered. In this
example, one week of data were considered, from 5 September until 11 September, 2018. The total
number of stations used is n = 783, and the total number of undirected edges is |E| = 96,060,
implying the adjacency matrix is fairly dense. Note that it is possible to collect and return the bike
to the same docking station. Those edges, amounting to less than 1% of | /|, have been removed,
since our modelling framework is specifically developed for hollow binary matrices.

The results of the Bayesian inferential procedure, using the unconstrained prior (5.9) for d,
applied to the adjacency and Laplacian embeddings for the Santander bike network are presented in
Figure 5.6. The initial value of K was set to 10, with m = 25, but similar estimates were obtained
using different starting points for K and different values of m. It is interesting to note the different
shapes of the posterior barplots of K and H, Figures 5.6a and 5.6b, showing that the second-level
clustering is crucial to obtain a more accurate model fit when the adjacency embedding is used. On
the other hand, for the Laplacian embedding, the posteriors for K and Hy are extremely similar,
suggesting that the second-level clustering is not required for m = 25. The MAP value d = 11 for
the adjacency and Laplacian embeddings correspond to the elbow in the scree-plots (see Figure 5.6¢
for A and Figure 5.6d for L).

Note that, especially in the case of the adjacency embedding, d and K have similar values,
showing that the two graphs might be well described by a stochastic blockmodel. Similarly, the
constrained model with d ~ Uniform{1, ..., Kz} (5.7) returns the same MAP estimates for d, but

!The data are publicly available athttps: //cycling.data.tf1l.gov.uk/, powered by TfL Open Data (last accessed
on 5th October, 2020).
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Figure 5.6.: Posterior distributions and scree-plots for the Santander bike network data using adjacency
and Laplacian embeddings, for the unconstrained model (5.9). The dashed line in (a) and (b),
and the large bullet point in (c) and (d) represent MAP estimates of d.

the constraint d < K results in a larger number of small clusters; the posterior of K essentially
reduces to the rescaled probability mass function obtained from the unrestricted model, constrained
such that d < K, since the posterior for d is approximately a point mass.

The resulting estimated clustering for the unconstrained model (5.9) based on the adjacency
embedding and K = 11 (the MAP for d), plotted in Figure 5.7, shows a clear structure: the largest
communities have approximately the same extension, with a few exceptions. This is expected,
since the bikes are free for the first 30 minutes and have limited speed, and are therefore used for
small distance journeys. Two clusters are significantly smaller than the others, and correspond to
touristic areas around Westminster, Covent Garden and Buckingham Palace. On the other hand, two
clusters have a large geographical extension, and cover the East and West London areas. For the
adjacency embedding, the MAP clustering obtained from the restricted model is almost identical.
The PEAR method (Fritsch and Ickstadt, 2009) suggests K = 7 communities instead. Similarly, if
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Figure 5.7.: Santander bike sharing stations in London and maximum a posteriori estimates of the cluster
allocations of the stations, obtained using hierarchical clustering with distance 1 —;;, K = 11.
Stations in the same convex hull share the same cluster.

the Laplacian embedding is used, the MAP clustering structure suggested by PEAR has K = 7

communities for the unconstrained model (5.9) and K = 12 for the constrained model (5.7).

5.6.3. Directed graphs: Enron Email Dataset

Next, the algorithm is applied to a directed network: the Enron Email Dataset?. The Enron database
is a corpus of emails sent by the employees of the Enron corporation. The version of the Enron data
which has been analysed here is described in Priebe et al. (2005), and consists of n = 184 nodes
and 3,010 directed edges. A directed edge 7 — j is drawn if the employee ¢ sent an email to the
employee j.

The results of analysing this network are presented in Figure 5.8. The initial value of K was
set to 10, with m = 25, but again similar results were obtained using different starting points for
K and different values of m. The plots in Figures 5.8b and 5.8c report the estimated posterior
distributions of K and Hg for the constrained (5.7) and unconstrained (5.9) models. Interestingly,

the MAP estimate for d coincides with the MAP estimate for K in the unconstrained model, which

*The data are publicly available at https://www.cs.cmu.edu/~./enron/ (last accessed on 5th October, 2020).
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Figure 5.8.: Scree-plot of singular values of A and posterior distributions of K z, H for the Enron data.
The large bullet points in (a), and the dashed lines in (b)—(e) represent MAP estimates of d.
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is promising. For the constrained model, the MAP for K exceeds the MAP for d by 1, allowing
for rank(B) < K. Overall, d and K have similar values, showing that the graph might be well
described by a directed stochastic blockmodel.

The posterior distributions for K and Hg in Figures 5.8b and 5.8c are fairly different, showing
that the second-level clustering might be relevant for this model. Inference on the model without
second-level clustering confirms this impression: the posteriors for K, presented in Figures 5.8d
and 5.8e have a more symmetric shape, and the MAP latent dimension is d = 6. As before, the
MAP for K is d + 1 = 7, providing some evidence for the possibility rank(B) < K.

From Figure 5.8a, the selected MAP values d = 6 and d = 9 for the models with and without
second-level clustering seem to be a tradeoff between the two most popular criteria for selection
of the appropriate latent dimension: the eigengap heuristic suggests d = 5 if the second largest

difference is considered, and the elbow in the scree-plot is approximately located around d = 15.

5.6.4. Bipartite graphs: Imperial College NetFlows

The proposed model has been shown to work well on a transportation network (Section 5.6.2) and
on an email network (Section 5.6.3), but so far no indication has been given on its performance
on the computer network data central to this thesis. This section demonstrates that the stochastic
blockmodel might be an oversimplifying assumption in many networks related to cyber-security
applications. This will motivate the need for refinements to the model which has been proposed in
this chapter, in order to accommodate some of the characteristics of computer network graphs.

For example, for the Los Alamos National Laboratory computer network data (Turcotte, Kent,
and Hash, 2018), the adjacency spectral embedding does not exhibit Gaussian clusters (see, for
example, the embeddings plotted in Marchette, 2018), clearly a violation of the assumptions in
(5.7). This is also observed in the Imperial College NetFlow data, as demonstrated in the example
in this section.

The following bipartite graph has been constructed from the network flow data collected at
Imperial College London (see Section 2.2): the edges consist of all the HTTP (port 80) and HTTPS
(port 443) connections observed from 439 machines hosted in computer laboratories within the
Departments of Chemistry, Civil & Environmental Engineering, Mathematics, and the School of
Medicine. The observation period ranges between 1st January, 2020, and 31st January, 2020. In
total, 717,912 unique connections to 60,635 internet servers were observed. The periodic and
automated activity has been filtered by considering only edges such that the proportion of arrival
times between 7am and 12am is larger than 0.95, corresponding to the opening hours of most
Imperial College buildings. In the adjacency matrix, A;; = 1 if the host 7 connected to the internet
server j at least once during the observation period, and A;; = 0 otherwise. The DASE embedding
(Definition 4) was calculated from the adjacency matrix. Since the nodes are labelled by department,

it could be assumed that the true underlying number of clusters is K = 4.
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Figure 5.9.: Scatterplots of the top-2 dimensions of the source embeddings of the bipartite graph, coloured
according to (a) out-degree percentile and (b) department. Plots (c) and (d) show the scatterplots
of X.o versus the out-degree, with linear and quadratic regression lines.

Figure 5.9 shows the scatterplot of the first two dimensions of the source embeddings X, obtained
from the singular value decomposition of the adjacency matrix A of the bipartite graph. The points
in Figure 5.9a are coloured according to the percentile corresponding to the out-degree of each
node. Similarly, the colours in Figure 5.9b correspond to the department, which is a known label of
each source node.

Figure 5.9a clearly shows that the top dimensions of the embedding tend to separate the nodes
by degree. This is confirmed by the two plots in Figure 5.9¢ and 5.9d, showing the scatterplots of
X and X3 versus the out-degree of each node. It is clear that strong relationships, respectively

quadratic and linear, exist between the first two dimensions of the embedding and the out-degree of
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Figure 5.10.: Scatterplots of the dimensions 3, 4 and 5 of the source embeddings of the bipartite graph,
coloured according to department.

the nodes. This might cause undesirable results when clustering enterprise computer networks.

Comparing Figures 5.9a and Figure 5.9b also shows that nodes have similar within-department
out-degree distributions. This is reasonable, since all the machines are used from students in
different departments: the hosts present similar within-department activity levels, but different
between-department activity types. This implies that machines in different departments tend to
connect to different computer servers, because of the different nature of the department specific
activities carried out by the students in computer laboratories. Therefore, clustering using features
correlated with out-degree might not be representative of the underlying block structure of the
network.

In Figure 5.9b, some separation between the K = 4 departments seems to be present in Xo, but
most of the variability on that dimension is due to the out-degree. The division by department is
evident in subsequent dimensions, as Figure 5.10 shows. In particular, X3, X4 and X5 show more
clearly the separation between the true departmental clusters. In Figure 5.10, Gaussian clusters
seem to be present also on dimensions exceeding K, suggesting that the stochastic blockmodel
assumption with K = 4 might not be appropriate for this graph.

The Bayesian model for simultaneous selection of d and K has been fitted on the DASE source
embedding X, for m = 30 and m = 50, independently of the embedding Y for the destination
nodes. The results are presented in Figure 5.11, and are based on chains of length 50,000, obtained
after a burn-in period of length 5,000. From the plots, the choice of d seems consistent for different
values of m. Similarly, the number of clusters K fluctuates around similar values across different
model configurations. For this graph, the MAP estimate for the dimension is d = 8. For the number

of clusters, K = 9 is MAP for three model configurations.
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Figures 5.11e and 5.11f show the estimated clustering structure for K = 9, based on the model
with m = 50. As expected, the clusters tend to separate the nodes according to two characteristics:
degree and department. Roughly, it seems that the degree distribution is partitioned in four classes:
small, moderate, high and very high degree. This is particularly evident in Figure 5.11e, where the
four groups are approximately separated by the thresholds 8, 12 and 17 on X. On the other hand,
the scatterplot for X, and X5 in Figure 5.11f, when compared with Figure 5.10b, shows that the
clustering procedure approximately separates the nodes according to their department.

Overall, this example clearly shows that the stochastic blockmodel might not be an appropriate
choice for this graph, since it does not account for heterogeneous degree distributions within each
true cluster. The problem will be addressed in the next chapter, where a spectral clustering algorithm
on a transformation of the embedding to spherical coordinates is proposed. It must be remarked
that, despite the suboptimal performance of the proposed model on computer network data, the
modelling framework discussed in this chapter has already been shown to be extremely useful in

practice when applied to networks having a stochastic blockmodel structure.

5.7. Conclusion and discussion

In this chapter, a novel Bayesian model has been proposed for automatic and simultaneous estima-
tion of the number of communities and latent dimension of stochastic blockmodels, interpreted
as special cases of generalised random dot product graphs. The Bayesian framework allows the
number of communities K and latent dimension d to be treated as random variables, with associated
posterior distributions. The postulated model is based on asymptotic results in the theory of network
embeddings and random dot product graphs, and has been validated on synthetic datasets, showing
good performance at recovering the latent parameters and communities. The model has been
extended to directed and bipartite graphs, using SVD embeddings and allowing for co-clustering.

Overall, the main advantage of the proposed methodology is to allow for an arbitrarily large
value of m, the number of columns (dimension) of the embedding at the first stage of the analysis,
and then to treat d and K separately, allowing for the case d = rank(B) < K, which is often
overlooked in the literature. Problems arising from overspecification of m are tackled using a
second-level clustering procedure. Also, the model provides an automated procedure and criterion
to select the dimension of the embedding and an appropriate number of communities. If d is
not constrained to be less than or equal to K, the model also provides empirical evidence of the
goodness-of-fit of a stochastic blockmodel for the observed data. Results on real world network
data sets show encouraging results in recovering the correct d, when compared to commonly used

heuristic methods, and the community structure.
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5.7.1. Limitations and future work

The methodology proposed in this chapter provides a valuable contribution to the literature on
stochastic blockmodels, allowing for simultaneous selection of the embedding dimension and the
number of communities in spectral clustering, but advancements are still required to extend the
algorithm to graphs with a large number of nodes. In particular, the MCMC inferential procedure
described in Section 5.3 is computationally demanding, which makes the algorithm difficult to
scale to large networks.

Furthermore, as demonstrated in Section 5.6.4, the stochastic blockmodel is an overly simplifying
assumption in many real world networks, including some cyber-security applications. Section 5.6.4
gives an example on the Imperial College NetFlow data, where the model is unable to recover known
labels related to the nodes. This issue motivates the model explored in the next chapter, which
represents an extension of the methodology from this chapter to graphs presenting heterogeneous

within-community degree distributions.
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Spectral clustering under the
degree-corrected stochastic blockmodel

As demonstrated in Section 5.6.4 with an example of a computer network, the stochastic blockmodel
has a significant practical weakness when applied to real world graphs: it does not account for
heterogeneity in the within-community degree-distribution. Degree-corrected stochastic blockmod-
els (DCSBM, Karrer and Newman, 2011) overcome this problem by introducing node-specific

parameters p; € [0, 1], and modifying the edge probability (5.2) as follows:
Aij ~ Bemoulli(p;p; Bs,z;), i < j, Aij = Aji. (6.1)

Similarly to the SBM, the DCSBM can also be expressed as a special case of RDPG, setting latent
positions x; = p; ., in (5.1), for community-specific latent vectors pt1, . . ., . A model selection
framework for choosing the most appropriate model between SBM and DCSBM is proposed in
Yan et al. (2014), and a Bayesian method to quantify the amount of degree-correction is proposed
in Herlau, Schmidt, and Mgrup (2014).

This chapter mainly concerns with community detection in DCSBMs under a random dot product
graph interpretation, adapting the model presented in Chapter 5. In particular, this chapter describes
a novel transformation of the adjacency spectral embedding under the degree-corrected stochastic
blockmodel, which is then used within a joint estimation framework for the community structure,
the number of communities K and the latent dimension d of the latent positions.

Community detection in blockmodels, including the degree-corrected stochastic blockmodel,
is an active field of research, as described in Chapter 5. Zhao, Levina, and Zhu (2012) present a
general theory for assessing consistency under the degree-corrected stochastic blockmodel. Amini et

al. (2013) use a pseudo-likelihood approach, providing consistency results for the estimators. Peng
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and Carvalho (2016) frame the DCSBM in a Bayesian setting, using a logistic regression formulation
with node correction terms. Chen, Li, and Xu (2018) propose a modularity maximisation approach.
Gao et al. (2018) obtain a minimax risk result for community detection in DCBMs and propose a
two-step clustering algorithm based on k-medians.

Similarly to the case of stochastic blockmodels, spectral clustering methods (von Luxburg, 2007)
provide arguably one of the most popular approaches for the community detection task under the
DCSBM (Chaudhuri, Chung, and Tsiatas, 2012; Qin and Rohe, 2013; Lei and Rinaldo, 2015;
Gulikers, Lelarge, and Massoulié, 2017). A common technique for spectral clustering under the
degree-corrected stochastic blockmodels has been proposed in Qin and Rohe (2013), and uses
k-means on the normalised rows of the embedding based on the spectral decomposition of a
regularised Laplacian matrix (Chaudhuri, Chung, and Tsiatas, 2012). The row-normalisation of
the embedding is a well-established approach for spectral clustering (for example, Ng, Jordan,
and Weiss, 2001), but the rows live in a d — 1 dimensional manifold, so it does not seem fully
appropriate to fit a model for d-dimensional clusters to such an embedding. Alternative methods
include the SCORE algorithm of Jin (2015), which proposes to use k-means on an embedding
scaled by the leading eigenvector, showing that the effect of degree heterogeneity can be largely
removed by applying this scaling-invariant mapping to each row.

Most estimation methods commonly require the number of communities K to be known. Differ-
ent methodologies have been proposed in the literature for selecting of the number of communities
in stochastic blockmodels and their degree-corrected version (see the introduction to Chapter 5
and references therein). Furthermore, spectral clustering methods require the specification of
the embedding dimension, and clustering is usually carried out after selecting an estimate of d.
As discussed in the previous chapter, this sequential approach is suboptimal, since the estimated
clustering configuration and the estimated number of communities X would ideally be estimated
jointly with d.

This chapter extends the work in Chapter 5, providing two main contributions. First, a novel
estimation method, suited to degree-corrected stochastic blockmodels, is proposed, based on
a transformation of the spectral embedding for known d and K. The d-dimensional spectral
embedding is reduced to a set of d — 1 directions, or angles, changing the coordinates from a
Cartesian coordinate system to a spherical system. Second, the proposed clustering estimation
method is incorporated within a simultaneous model selection framework for d and K akin to (5.7),
providing a joint estimation framework for the two parameters and the community allocations.

The chapter is organised as follows: Section 6.1 discusses the properties of spectral embedding in
degree-corrected stochastic blockmodels. Next, Section 6.2 proposes a novel modelling framework
for spectral clustering under the DCSBM, which is validated via simulations in Section 6.3. A
method for selecting d and K is discussed in Section 6.4, and finally results and applications are

discussed in Section 6.5.
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6.1. Spectral embedding of degree-corrected stochastic blockmodels

The two embedding methods defined in the previous chapter, ASE and LSE (Definitions 2 and
3), are also commonly used for spectral clustering on degree-corrected stochastic blockmodels.
In the context of DCSBMs, regularised versions of the LSE are also studied, for example (D +
TIn)_l/ 2A(D + TIn)_l/ 2 7 > 0, proposed in Chaudhuri, Chung, and Tsiatas (2012). In this
chapter, the main focus will be on the adjacency spectral embedding, denoted X = [x1, ..., x,]" €
R®»*™ where x; € R™, for some m chosen such that d < m < n. As discussed in the introduction
to the present chapter, the row-normalised embedding is also commonly used (Ng, Jordan, and
Weiss, 2001). The row-normalised embedding will be denoted as X = [Z1,... ,in]T, where
Z; = x;/||x;||. The notation X4 denotes the first d columns of X, whereas X4, represents the
m — d remaining columns. Importantly, the parameter m will again be assumed to be fixed.

For d fixed and known, the RDPG Gaussian central limit theorems (Athreya et al., 2016; Rubin-
Delanchy et al., 2017; Tang and Priebe, 2018) described in Section 5.1 clearly hold also for
the DCSBM, setting x; = p;,, as discussed in the introduction to this chapter. In particular,
the central limit theorem (5.5) predicts that the degree distortion causes each community to be

represented as a ray through the origin in the adjacency spectral embedding:

Qii ~ Nd {piUZm Csj(pill'm)} ; (62)

for some orthogonal matrix Q € R%*¢ which is jointly applied on all the rows of X. The asymptotic
approximation in (6.2) can be contrasted with (5.6), which provides instead strong justification for
estimation of stochastic blockmodels via Gaussian mixture modelling on the ASE.

An example of a simulated embedding for a stochastic blockmodel is given in Figure 6.1a. In the
simulation, the SBM has n = 1,000 nodes, K = 4, d = 4, and the entries of the block connectivity
matrix B are sampled from a Uniform(0, 1) distribution; the nodes are deterministically allocated
to equal-sized communities. Clearly, Figure 6.1a intuitively shows that Gaussian mixture modelling
on the rows of the ASE is clearly a suitable procedure, and it is easy to distinguish and separate the
K = 4 communities. On the other hand, Figure 6.1b shows the embeddings for a simulated degree-
corrected stochastic blockmodel obtained using the same parameters, community allocations and
block connectivity matrix as Figure 6.1a, adding degree corrections p; sampled from a Beta(2, 1)
distribution. The K = 4 communities are visually still easy separate, but the assumption of
normality clearly does not hold, and therefore Gaussian mixture models or k-means are not suitable
methods.

Figure 6.1b intuitively motivates the novel modelling choice in this chapter: modelling the
spherical coordinates, or angles in the embedding arising from DCSBMs, rather than the ASE
itself. This is achieved via a transformation of the embedding, which is described in the following

section.
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(a) Stochastic blockmodel (b) Degree-corrected stochastic blockmodel
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Figure 6.1.: Scatterplot of the top two dimensions of the ASE for a simulated stochastic blockmodel with
n = 1,000 nodes, K = 4 and d = 4, with an equal number of nodes allocated to each group.
The same block connectivity matrix B, sampled from a Uniform(0, 1) distribution, has been
used for simulating the adjacency matrices. The DCSBM is corrected by parameters p; sampled
from a Beta(2, 1) distribution. The scatterplots are labelled by community memberships.

6.2. Modelling a transformation of DCSBM embeddings

Consider a m-dimensional vector € R"™. The m Cartesian coordinates = (x1,...,Zy) can
be converted in m — 1 spherical coordinates @ = (61, ...,0,,—1) on the unit m-sphere using a

mapping f,, : R™ — [0,27)™~! such that f,, : © — 6, where:

o — arccos(za/||z.2||) x1 20,
! 27 — arccos(zz/||z2|]) x1 <O,
0; = 2arccos(zjq1/||xj41l), 5=2,...,m— 1. (6.3)
For simplicity, 6, ..., 0,1 are rescaled to [0, 27), using a slight modification of the classical

transformation from Cartesian to spherical coordinates (see, for example, Blumenson, 1960), which
otherwise constrains the last m — 2 angles to [0, 7).

Consider an (m + 1)-dimensional adjacency embedding X € R™*(m+1) and define its trans-
formation ® = [61,...,0,]" € [0,27)"*™, where the transformation (6.3) is applied row-wise,
such that 8; = fy,41(x;), i = 1,...,n. The symbols ©.; and 6, .; will denote respectively the
first d columns of the matrix and d elements of the vector, and ®. and ; 4. will represent the
remaining m — d components.

In this chapter, a model is proposed for the transformed embeddings ®. Suppose a latent
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space dimension d, K communities, and latent community assignments z = (z1, ..., z,). The

transformed coordinates ® are assumed to be generated independently from community-specific

> 0 (6.4)
0 0'21, Imfd ’ '

where 9, € [0, 27r)d represents a community-specific mean angle, 1,, is a m-dimensional vector

m-dimensional multivariate normal distributions:

9.,

Tlm—d

01|d7 Ziy ﬁzi’ 221‘3 Uzi ~ Ny, (

of ones, X, is a d x d full covariance matrix, and o-,% = (a,% dilse o a,% ) is a vector of positive
variances. The model in (6.4) could be also completed in a Bayesian framework using the same
conjugate prior distributions from (5.8). The likelihood associated with the transformed embedding

© € R™*"™ obtained from a degree-corrected stochastic blockmodel can be expressed as:

L(G)) = H {¢(0i,:d; 1921-7 Ezl) H (b(ei,j; ™, Uiyj)}. (65)

i=1 j=d+1

A discussion on the appropriateness of the normal distribution to model data on [0, 27)™ is
warranted. Normally, a wrapped normal distribution would be preferred for such data, as adopted
in Chapter 4. In the context of DCSBMs, it is known that ® arises from a transformation of the
embedding X, and the form of the transformation can be used to inform the modelling decisions.
The arccosine function is monotonically decreasing, and communities will tend to have similar
values in z; j /||;.;|| for j = 1,...,m — 1, see (6.3). If two points in © reach the extremes 0 and
2, then they are unlikely to belong to the same community. Therefore, the idea of building clusters
using a wrapped distribution does not apply to this context. The only case that could cause concern
is 0; 1, where the transformation (6.3) is not monotonically increasing or decreasing, but has a
discontinuity at 0. On the other hand, X, the first column of the adjacency spectral embedding,
corresponds to the scaled leading eigenvector of the adjacency matrix, and therefore its elements
are all non-negative by the Perron-Frobenius theorem for non-negative matrices (see, for example,
Meyer, 2000). The theorem essentially makes the transformation x.o — 67 in (6.3) monotonic,
since one of the two conditions in the equation for 6 is satisfied by all the values in X;.

The rationale behind the model assumptions in (6.4) is to utilise the method of normalisation to
the unit circle (Qin and Rohe, 2013) but assume normality on the spherical coordinates, not on their
Cartesian counterparts. The transformed initial components ; . are assumed to have unconstrained
mean vector 95 € [0, 27T)d. The d X d covariance matrix 3 for the spherical coordinates is
assumed to be positive definite.

Further remarks about the assumption of Gaussian mixture modelling are in order: in spectral
clustering under the stochastic blockmodel, the Gaussian mixture model on the informative part of

the embedding matches the theoretical asymptotic distribution of the spectral embedding estimators
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(Athreya et al., 2016; Rubin-Delanchy et al., 2017; Tang and Priebe, 2018), and it is preferable to
k-means clustering, which is commonly used in the literature (Rohe, Chatterjee, and Yu, 2011).
Similarly, in the context of degree-corrected stochastic blockmodels, the k-means algorithm on the
normalised rows &; = x;/||x;|| of X.4 is proposed in Qin and Rohe (2013) for known d and K,
but such an algorithm might not closely capture some of the covariance structure observed in the
embeddings, and the constraint of unit norm might cause distortions on some of the dimensions.
This will be further explored via simulations in Section 6.3.

In contrast to the structured model for @.,4, the remaining m — d dimension of the embedding are
modelled as noise, using similar constraints to those imposed in (5.7): the mean of the distribution
is a (m — d)-dimensional vector centred at 2 arccos(0) = 7, and the covariance is a diagonal
matrix o-,%Im_d with positive diagonal entries. The mean value of 7 reflects the assumption in (5.7)
of clusters of X.; centred at zero: for j > d, x; ; is expected to be near 0, further reduced when
dividing by the norm ||; .;||, which makes the transformed coordinate centre fluctuate around 7.
Importantly, the assumption of cluster-specific variances on ®,4. implies that d does not have the
simple interpretation of being the number of dimensions relevant for clustering. This fundamentally
differentiates the proposed modelling framework from traditional variable selection methods within
clustering (see, for example, Raftery and Dean, 2006). The parameter d + 1 in this model represents
the dimension of the latent positions that generate the network, which corresponds to the rank of
the block connectivity matrix B € [0, 1]5*X

6.3. Empirical validation of the model

In order to validate the proposed modelling approach in (6.4), an extensive simulation study has

been carried out.

6.3.1. Gaussian mixture modelling of DCSBM embeddings

First, a simple simulation is used to show that k-means or Gaussian mixtures might not be appropri-
ate for modelling an embedding X arising from a degree-corrected stochastic blockmodel, even
when the normalised embedding X is used. Spectral embeddings have been obtained from a simu-
lated degree-corrected stochastic blockmodel with n = 1,000 nodes, K = 2 and d = 2, with an
equal number of nodes allocated to each group, and B1; = 0.1, B2 = By; = 0.05 and Bae = 0.15,
corrected by parameters p; sampled from a Beta(2, 1) distribution. Since the community allocations
z are known a priori in the simulation, it is possible to evaluate the community-specific distributions.
The results are plotted in Figure 6.2, which shows the scatterplot and histograms of the marginal
distributions for the 2-dimensional adjacency spectral embedding X and its normalised version X,
and for its transformation to spherical coordinates @, all labelled by community. From Figure 6.2a,

it is clear that applying k-means or Gaussian mixture modelling on X seems suboptimal, since the
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Figure 6.2.: Plots of x;, x;/||z;|| and 6; = fo(x;) for a simulated stochastic blockmodel with n = 1,000
nodes, K = 2 and d = 2, with an equal number of nodes allocated to each group, and
By; = 0.1, B1s = Bsy = 0.05 and Bas = 0.15, corrected by parameters p; ~ Beta(2,1).
Joint and community-specific marginal distributions with an MLE Gaussian fit are also shown.

1.5

0.5

joint distribution or cluster-specific marginal distributions do not appear to be normally distributed.
Figure 6.2b shows that row normalisation is beneficial, since the marginal distributions for X are
normally distributed within each community, but it is clearly not appropriate for modelling the
joint distribution and for at least one of the two marginal distributions for X . On the other hand,
the transformation ® in Figure 6.2c visually meets the assumption of normality; despite some

skewness, there is clear separation between the two groups.

6.3.2. Undirected graphs

In order to validate the conjecture on the model likelihood proposed in (6.4), a simulation study has
been carried out. N = 1,000 degree-corrected stochastic blockmodels with n = 1,500 nodes have
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been simulated, fixing K = 3 and pre-allocating the nodes to equal-sized clusters. The following

KxK

block community probability matrix, sampled from Uniform(0, 1) , is used in the simulation:

0.66 0.16 0.59
B=|0.16 0.27 0.07]|. (6.6)
0.59 0.07 0.81

The matrix is positive definite and has full rank 3, implying that d = 2 in the embedding ©.
For each of the NV simulations, the link probabilities are corrected using the degree-correction
parameters p; sampled from a Beta(2, 1) distribution, and the adjacency matrices A are obtained
using (6.1). For each of the simulated graphs ASE is calculated for a large value of m. The results
are summarised in Figure 6.3.

The true underlying cluster allocations are known in the simulation, and can be used to validate
the model assumptions. Figure 6.3a shows the boxplots of the community-specific means for
the first two components of ®. The mean values show minimal variation across the different
simulations, and are clearly different from 0 and differ between clusters. On the other hand,
Figure 6.3b shows the boxplots for the community-specific means in ®4., which seem to be all
centred at 7, with small variability. Hence, the assumption on the mean structure in (6.4) seems to
be justified in the simulation. In Figure 6.3c, boxplots for the community-specific variances in ©.4
are plotted. Again, it seems that having cluster-specific variances is sensible. Figure 6.3d shows
the correlation r15 between ®; and ®4 for the K = 3 three communities, and it is clear that the
variables are highly dependent, justifying the non-diagonal covariance matrix.

A potentially more controversial modelling choice is the community-specific variance for the
last m — d components of the embedding. Figure 6.3e shows the variances for each community
on different dimensions exceeding 2. It is clear that the variance is different across different
communities. This consideration is reinforced by Figure 6.3f, which shows the boxplots of
Kolmogorov-Smirnov (KS) scores obtained from fitting community-specific Gaussian distributions
on the dimensions exceeding d, compared to the KS score for a Gaussian fit on all the estimated
latent positions for the corresponding dimension. Clearly, a correct modelling approach must use
community-specific variances. This implies that some residual cluster information is present also in
the last m — d dimensions of the embedding. Finally, Figure 6.3g plots the boxplots of correlations
between @, ®3 and ®,4. Consistent with the model in (6.4), the correlations are scattered around

0, and the assumption of independence between those components seems reasonable.

6.3.3. Normality of the transformed embedding

The most important comparison is to establish whether the embedding @ is better suited to Gaussian
mixture modelling than the row-normalised embedding X traditionally used in the literature. To

make this comparison, the p-values for the two Mardia tests for multivariate normality (Mardia,
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Figure 6.3.: Boxplots for N = 1,000 simulations of a degree-corrected stochastic blockmodel with n =
1,500 nodes, K = 3, equal number of nodes allocated to each group, and B described in (6.6),
corrected by parameters p; sampled from a Beta(2, 1) distribution.
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1970) have been calculated for each community-specific distribution, for each simulated graph. The
Mardia tests are based on multivariate extensions of skewness and kurtosis: assume a sequence
of random vectors x,...,x, € R? and define the sample mean and sample covariance as
T = Zle x;/land S = Zle(:ci —&)(x; — )" /¢ respectively. Mardia (1970) defines two test

statistics for multivariate skewness and kurtosis:

1 < e 3
o= L35 [l 87 ey -]

0 1< e 2 dd+2)(—1)
e M{@[(“”“”")TS“”‘””)}‘ul}'

Under the null hypothesis of multivariate normality, Ts — x?{d(d + 1)(d + 2)/6} and Ty —
N(0, 1) in distribution for £ — oo (Mardia, 1970). Given an observed value of T's and Tk, p-values
ps and pg can be calculated from the asymptotic distribution. For the row-normalised embedding,
such p-values are denoted pg(X) and pg (X). Similarly, ps(®) and pg (@) correspond to the
p-values obtained from the transformed embedding ®.

Figure 6.4 reports the histograms of the differences of the p-values for the two tests applied
for each community on the spherical embedding ®.» and the row-normalised embedding X3,
obtained from the simulation in Section 6.3.2, assuming the true value of d is known. Clearly,
both Figure 6.4a and Figure 6.4b show that the community-specific distributions in X3 have more
extreme values of skewness and kurtosis when compared to the corresponding distribution in @ .o,
confirming the impression in Figure 6.2 that the transformation (6.3) to ® tends to Gaussianise the
embeddings X or X. Despite this improvement, some skewness and kurtosis are still present in ©,

as visually confirmed by Figure 6.2c.

6.3.4. Bipartite graphs

An analogous simulation has been repeated for a bipartite stochastic co-blockmodel (Rohe, Qin,
and Yu, 2016) with degree-correction, with |V;| = 1,500 and | V2| = 2,500 nodes, K = 3, K’ = 5,
equal number of nodes allocated to each community, and B ~ Uniform(0, 1)5*& ". The resulting

matrix B has the following form:

0.266 0.433 0.698 0.834 0.847
B = [0.620 0.470 0.400 0.632 0.541] . 6.7)
0.884 0.940 0.976 0.914 0.547

As before, the degree correction parameters p;, ¢ = 1,...,1,500, and p;, 7=1,...,2,500, were
sampled from a Beta(2, 1) distribution for each of the IV graphs, and the adjacency matrices were

obtained setting A;; ~ Bernoulli(pip;-BZi Z;) (cf. Section 5.5). The results are reported in Fig-
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Figure 6.4.: Histograms of differences of the p-values for the two Mardia multivariate normality tests for
skewness and kurtosis on X.3 and ©.5.

ure 6.5. For one of the simulations, the scatterplot of the DASE embedding Y, the row-normalised
embedding Y, and the corresponding spherical coordinates @', are plotted in Figure 6.5a, 6.5b and
6.5c. The scatterplots again show that the transformation to spherical coordinates makes the embed-
ding more suited to Gaussian mixture modelling, and the curvature due to the degree-correction or
row-normalisation is reduced. Figure 6.5d shows the boxplots of the community-specific means on
©®.; and O/,. In this case, there should be d = min{K, K’} — 1 dimensions of © for which the
cluster means are different from 7, and this seems to be confirmed when comparing Figure 6.5d
and Figure 6.5e, where the latter shows the community-specific boxplots for the means on @3, and
@®),.. Similarly, Figures 6.5f and 6.5g show similar plots for the within-community variances for ©
and @', confirming that the community-specific variability is different on 5. and @Y. across the

different communities.

6.4. Model selection and parameter estimation

A full Bayesian treatment of the model (6.4) would require assigning prior distributions to the
parameters and sampling from the analytically intractable posterior distribution. For this model,
an extension of the MCMC procedure from in Section 5.3 would be required. Unfortunately, the
MCMC algorithm is computationally expensive and does not scale well in the number of nodes
n and in the number of dimensions m. Therefore, a classical approach of model comparison
via Bayes factors (Kass and Raftery, 1995), already used by Yang et al. (2020) in the context
of simultaneous model selection in SBMs, is adopted. A Bayes factor is obtained as the ratio
of marginal likelihoods for two competing models. The marginal likelihood, also known as

integrated likelihood, or evidence, is p(®|d, K), where all the model parameters except (d, K') are
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Figure 6.5.: Boxplots and scatterplots for N = 1,000 simulations of a degree-corrected stochastic co-

blockmodel with |V1| = 1,500 and |Va| = 2,500 nodes, K = 3, K’

5, equal number of

nodes allocated to each group, and B described in (6.7), corrected by parameters p; sampled
from a Beta(2, 1) distribution.
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marginalised out. For the model in (6.4), the marginal likelihood is analytically not tractable. In
those cases, a Laplace approximation of 2p(®|d, K'), known as the Bayesian information criterion
(BIC, Schwarz, 1978), is commonly used. Assume that the maximum likelihood estimate (MLE)
of the model parameters are {ék, ﬁ)k, &i,iﬁk}k:17.,.7;{, where, similarly to Section 4.3, (4.8),
1, ..., Y represent the mixing proportions, such that P(z; = k|K) = ¢, k= 1,..., K, where
Y > 0Vkand S 4 = 1. Then, —2p(©|d, K) ~ BIC(d, K), where the BIC is defined as:

n K m
BIC(d, K) = =2 log ¢ > 0;6(0;.a:0%, ) [[ 6(0isi 7. 6%,)
i=1 k=1

j=d+1

+ Klog(n)(d*/2 +d/2+m+1). (6.8)

The first part of the BIC (6.8) is known as incomplete data negative log-likelihood, where z is
marginalised out, whereas the second part is a penalty for large numbers of parameters. The
estimated values of d and K are obtained using grid search: (d, K) = argmin g g BIC(d, K).
The latent dimension d has range {1, ..., m}, whereas K € {1,...,n}. In practice, it is convenient
to fix a maximum number of clusters K* in the grid search procedure, such that K € {1,..., K*}.

From (6.8), it follows that maximum likelihood estimates of the Gaussian model parameters are
required for each pair (d, K). The EM algorithm (Dempster, Laird, and Rubin, 1977), already used
in Section 4.3.1, is typically used for problems involving likelihood maximisation in model based
clustering (for example, Fraley and Raftery, 2002). Finding maximum likelihood estimates for
the model parameters in (6.4) only requires a simple modification of the standard algorithm for
Gaussian mixture models (see, for example, McLachlan and Krishnan, 2007), adding constraints on
the means and covariances of the last m — d components. Given the maximum likelihood estimates,

the community allocations are estimated from the incomplete data likelihood as:

Z; = argmax {TZJ]‘(Z)d <0i,:d; 1§j, ﬁ)])} ,i=1,...,n, (6.9
je{1,...,.K}

where the second Gaussian term in the likelihood (6.5), accounting for the last m — d components
of the embedding, is removed to reduce the bias-variance tradeoff (Yang et al., 2020). The estimates
(6.9) directly follow the procedure of Yang et al. (2020), which shows via simulations on stochastic
blockmodels that, after estimating all the parameters for the m-dimensional model (5.7), estimates
of the community memberships tend to be superior when only the initial d dimensions of the

embedding are considered, as in (6.9).
For a given pair (d, K), fast estimation and convergence can be achieved by initialising the EM
algorithm with the maximum likelihood estimates of a Gaussian mixture model fitted on the initial
d components of the m-dimensional embedding. Most programming languages have statistical

libraries for fast estimation of Gaussian mixture models; for example mclust in R, or sklearn in
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python. This approach for initialisation will be followed in Section 6.5.2. The full procedure is

summarised in Algorithm 6.1.

Algorithm 6.1: Estimation of the latent dimension d, number of communities /X, and
community allocations z.

Input: transformed embedding ® € R™*™, maximum number of communities K*.
Result: estimated community allocations 2 and estimated latent dimensionality d.

1 ford=1,2,...,mdo

2 for K =1,...,K*do

3 calculate maximum likelihood estimates {1@7, @j, ) IR 6']2»} k=1,...,k using the EM
algorithm,

4 calculate BIC(d, K),

5 end

6 end

7 (d,K) + argmin g g BIC(d, K),
8 estimate the community allocations using (6.9) and (d, K).

An extension of the inferential and model selection procedure described above to a fully Bayesian
setting could also be considered, using the collapsed Metropolis-within-Gibbs algorithm from
Section 5.3. An advantage of adopting a Bayesian approach would be that d and K are considered
as parameters of the posterior distribution, and a grid search over (d, K') pairs would not be required.
On the other hand, the main drawback is the computational burden and the lack of scalability of

such an approach.

6.5. Applications and results

In this section, the model selection procedure is assessed on simulated degree-corrected stochastic
blockmodels and real-world bipartite graphs obtained from the network flow data collected at
Imperial College London (Section 2.2). The quality of the clustering is evaluated using the adjusted
Rand index (ARI, Hubert and Arabie, 1985). Suppose underlying true cluster allocations z, with K

groups, and corresponding estimates £ and K estimated communities. The ARI is defined as:
S SR () - [ () S ()] /()
LIS () + 28 )] - [ () 2L ()] /)

where gre = Y1 Lp{zi} Le{2i}, qre = D iy Li{#i}, and Gre = > ;- 1,{%;}. Higher values
of the ARI correspond to better clustering performance, reaching a maximum of 1 for perfect

ARI(z,2) =

agreement between the estimated clustering and the true labels. In this section, the maximum

number of clusters for the grid search procedure is set to K* = 30.

123



Latent factor representations of dynamic networks with applications in cyber-security

Table 6.1.: Estimated performance from N = 250 simulated degree-corrected stochastic blockmodels with
n = 1,000, B sampled from Uniform(0, 1) and degree corrections sampled from Beta(2,1), and
equally sized communities, for K = 2 and K = 3.

\ K =2 \ K=3
X X ®©e | X X e
Proportion of correct estimates of d | 0.780 0.740 0.764 | 0.720 0.668 0.776
Proportion of correct estimates of X' | 0.012 0.052 0.465 | 0.004 0.012 0.364
Average Adjusted Rand Index 0.344 0.462 0.724 | 0.573 0.686 0.822

6.5.1. Synthetic networks

The performance of the double model selection procedure described in Section 6.4 is evaluated on
simulated degree-corrected stochastic blockmodels. N = 250 undirected graphs with n = 1,000
nodes and K € {2,3} communities were simulated, randomly selecting the entries of B from
Uniform(0, 1) and sampling the degree correction parameters from Beta(2, 1). The nodes were
allocated to communities of equal size. For each of the graphs, the model (5.7) is applied to the ASE
X and its row-normalised version X for m = 10, selecting the estimates of d and K using BIC.
Also, the model (6.4) is fitted to ®, estimating d and K using the selection procedure described in
Section 6.4. The results are presented in Table 6.1.

The table shows that the three different methodologies have similar performance when estimating
the correct value of the latent dimension d, but differ significantly in the ability to estimate
the number of communities K. In particular, the Gaussian mixture model is not well suited to
either the standard embedding X nor the row-normalised X, and the distortion caused by the
degree-corrections and row-normalisation does not allow correct estimation of K. This problem is
alleviated when the spherical coordinates are used. The improvement is reflected in a significant
difference in the clustering performance, demonstrated by the average ARI scores.

A similar simulation has been repeated for degree-corrected bipartite stochastic co-blockmodels.
Again, N = 250 graphs were generated, setting K = 2, K’ = 3, and communities of equal size.
The entries of the co-block connectivity matrix B € [0, 1]5¥*%" were sampled from Uniform(0, 1),
and the degree corrections from Beta(2, 1). The adjacency matrix was obtained by simulating
A;j ~ Bernoulli(p; p;. BZ¢Z;~)’ and the DASE X and Y with m = 10 were calculated. As before,
the model (5.7) was applied independently on X and Y, and on the row-normalised embeddings
X and Y. Also, (6.4) was fitted to © = f19(X) and ® = f19(Y). The results are reported in
Table 6.2.

The results match those obtained for the undirected graph model (Table 6.1). In particular, it is
not recommended to use the DASE embeddings X and Y to estimate the number of communities

K, and consequently the clustering structure, whereas © and ®’ consistently provide higher values
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Table 6.2.: Estimated performance from N = 250 simulated bipartite degree-corrected stochastic block-
models with n = 1,000, n’ = 1,500, equally-sized communities with K = 2, K’ = 3, B entries
sampled from Uniform(0, 1) and degree corrections sampled from Beta(2,1).

\ K =2 \ K' =3
X X ©e | Y Y ¢
Proportion of correct estimates of d | 0.756 0.596 0.584 | 0.792 0.612 0.600
Proportion of correct estimates of X | 0.004 0.020 0.328 | 0.012 0.020 0.400
Average Adjusted Rand Index 0.416 0.534 0.794 | 0.407 0.507 0.763

of the ARI. Table 6.2 also shows that the estimates of d based on the model (5.7) on X and Y seem
to be more accurate than the competing methodologies. It might be therefore tempting to construct
a hybrid model that uses ©®.; for the top-d embeddings and X. for the remaining components.

Unfortunately, model comparison via BIC is not possible in this hybrid setting.

6.5.2. Imperial College network flow data

The performance of the model has been evaluated on three bipartite networks obtained from the
network flow data collected at Imperial College London. Similarly to Section 5.6.4, the edges
relate to all the HTTP (port 80) and HTTPS (port 443) connections observed between 1st January,
2020 and 31st January, 2020 from machines hosted within the Imperial College London campuses.
The source nodes V; are computers hosted in college laboratories, and the destination nodes V5
are internet servers. The two node sets are non-overlapping. Only edges for which the percentage
of arrival times between 7am and 12am is larger than 95% were considered. The three bipartite
networks analysed in this chapter are:

i. ICLI: a 628 x 54,111 graph that includes 628 hosts in the departments of Electrical &
Electronic Engineering, Earth Science & Engineering, and Physics, forming a total of
668,155 links,

ii. ICL2: a 439 x 60,635 graph that includes 439 hosts in the departments of Chemistry, Civil
& Environmental Engineering, Mathematics, and the School of Medicine, forming a total of
717,912 links. This graph was previously analysed in Section 5.6.4,

iii. ICL3: a1,011 x 84,664 graph that includes 1,011 hosts in the departments of Aeronautical
Engineering, Civil & Environmental Engineering, Electrical & Electronic Engineering,
Mathematics, Mechanical Engineering, and Physics, forming a total of 1,470,074 links.

For the source nodes forming those networks, an underlying community structure is given by the
department or building to which each machine belongs. The labels for building and department are
identical for ICL1 and ICL2, but slightly differ for ICL3, since the departments of Aeronautical

Engineering and Mechanical Engineering share the same building. Students use the computer
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Figure 6.6.: ICL2: scatterplot of the two leading dimensions of X, X and O.

laboratories for tutorials and classes, and therefore some variation is expected in the activities of
different machines across different departments and buildings. Figure 6.6 shows the scatterplots of
the leading 2 dimensions of the m-dimensional embeddings X, X and © from ICL2 for m = 30,
showing that the clustering task is particularly tricky in such datasets, and there is not much
separation between the communities.

For each of the three network graphs i-iii, the DASE has been calculated for m = 30 and m = 50,

and the model in (6.4) has been fitted on the source embeddings X, the row-normalised version X
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Table 6.3.: Estimates of (d, K) for the embeddings X, X and © for m = 30 and m = 50.

@ m=30 (b) m =50
| X X e | X X e
ICL1 | (26,6) (11,6) (11,4) ICLI | (22,5) (11,6) (11,4)
ICL2 | (28,5) (8,7) (15,4) ICL2 | (29,4) (8,7) (15,4)
ICL3 | (24,10) (17,5) (15,5) ICL3 | (25,6) (13,6) (16,5)

Table 6.4.: ARI for clustering on X, X and O, based on the estimates of (d, K) in Table 6.3.

@ m=30 (b) m =50
\ X X e \ X X )
ICL1 0.259 0.324 0.418 ICL1 0.262 0.317 0.418
ICL2 0.441 0.736 0.938 ICL2 0.359 0.743 0.938

ICL3 (building) 0.246 0.342 0.409 ICL3 (building) 0.269 0.2656 0.364
ICL3 (department) | 0.273 0.341 0.356 ICL3 (department) | 0.272 0.296 0.358

and the transformation ®. The resulting estimated values of d and K, obtained using the minimum
BIC, are reported in Table 6.3. In order to reduce the sensitivity to initialisation, the model was
fitted 10 times for each pair (d, K'), and only the estimates corresponding to the smallest BIC were
retained.

Comparing Table 6.3a and 6.3b, it seems that the estimates of d and K based on the embedding
©® are more stable for the two different values of m when compared to the estimates based on X
or X. Also, the estimates of K based on ® seem to be closer to the underlying true number of
communities in the three networks. In particular K = 3 for ICL1, K = 4 for ICL2, and K = 5 or
K = 6 for ICL3, based on the number of buildings and departments respectively.

Based on the estimates in Table 6.3, the estimated community allocations z; were obtained using
(6.9), and the adjusted Rand scores were calculated using the department and building as labels.
The results are reported in Table 6.4. Clearly, clustering on the embedding ® seems to outperform
the alternatives X and X in all the three networks. In some cases, the improvement is substantial,
for example in ICL2, where the proposed method reaches the score 0.938, corresponding to only 9
misclassified nodes out of 439, particularly remarkable considering the lack of separation of the

clusters in Figure 6.6.

6.6. Conclusion and discussion

In this chapter, a novel method for spectral clustering under the degree-corrected stochastic block-

model has been proposed. The model is based on a transformation to spherical coordinates of
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the commonly used adjacency spectral embedding. Such a transformation seems more suited to
Gaussian mixture modelling than the alternative row-normalised embedding, which is widely used
in the literature for spectral clustering. The proposed methodology is then incorporated within
a simultaneous model selection scheme that allows the model dimension d and the number of
communities K to be determined. The optimal values of d and K are chosen using the popular
Bayesian information criterion (BIC). The framework also extends simply to include directed
and bipartite graphs. Results on synthetic data and real-world computer networks show superior

performance over competing methods.

6.6.1. Limitations and future work

Exact modelling of the embeddings under the degree corrected stochastic blockmodel is a complex
task, and the Gaussian model for ® is only an approximation of the theoretical distribution of the
spherical coordinates. An alternative choice might be the general projected normal distribution
(Hernandez-Stumpthauser, Breidt, and van der Woerd, 2017). The m-dimensional random vector
U = X/||X]| has a projected normal distribution PN, (i, 3) if X ~ N,,,(u, ¥). The density
of the projected normal is usually expressed in the spherical coordinate system after a suitable
transformation of U. Importantly, the distribution of U does not change after scaling by any positive
constant p, hence PN, (i, ) = PN, (pp, p>3). Unfortunately, in general S (p;ptz;) # p7S (1h2;)
in (6.2) (see Rubin-Delanchy et al., 2017), which implies that the community-specific distribution
on the sphere is approximately a mixture of projected normal distributions with node-specific
covariances. Therefore, the projected normal model would also be an approximated model under the
degree-corrected stochastic blockmodel, similarly to the Gaussian model on spherical coordinates
proposed in this chapter. Overall, this chapter demonstrated that the Gaussian mixture model
on the angular coordinates is a suitable approximation in a variety of different scenarios, and it
significantly improved the clustering performance.

Figure 6.6a also shows that the communities in the embedding X are not exactly rays as the
theory predicts, but there is additional structure and curvature which the DCSBM does not account
for, and which is consequently reflected in estimates of d larger than K. Obtaining values of d that
largely exceed K might represent evidence that the data generating process does not follow exactly
a degree-corrected stochastic blockmodel, since the rank of B has maximum value min{ K, K'}.
Therefore, future research on the Imperial College NetFlow data should investigate models that
impose geometric requirements on the latent space, for example the latent structure model (LSM,
Athreya et al., 2020). Alternatively, different choices in the latent position model kernel function
in (5.1), other than the inner product used in random dot product graphs, could be considered,

allowing for curvature in the embeddings.
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Part I11.

Link prediction

Part II introduced random dot product graphs as powerful tools for spectral clustering
of networks. In the third and final part of the thesis, the focus shifts to a fundamental
task for computer network security: link prediction. First, Chapter 7 demonstrates that
random dot product graphs could also be efficiently used for dynamic link prediction on
large networks. Second, Chapter 8 describes a latent position model for link prediction
based on Poisson matrix factorisation, which has suitable properties for application to

computer networks.
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Dynamic link prediction
using random dot product graphs

Link prediction is defined as the task of predicting the presence of an edge between two nodes
in a network, based on latent characteristics of the graph (Liben-Nowell and Kleinberg, 2007).
The ability to correctly predict and associate anomaly scores with the connections in a network is
valuable for the cyber-defence of enterprises. Adversaries attacking a computer network often affect
relationships between nodes within these networks, such as users authenticating to computers, or
clients connecting to servers. Therefore, predicting links in order to identify significant deviations
in expected behaviour could lead to the detection of an otherwise extremely damaging network
breach. Random dot product graphs, introduced in Chapters 5 and 6, represent a flexible modelling
approach, and are easily estimated from spectral and singular value decompositions, which can
be efficiently calculated even in large networks. This chapter discusses how random dot product
graphs can be used in practice for link prediction.

Away from cyber applications, the link prediction problem has been an active field of research
(see, for example, Dunlavy, Kolda, and Acar, 2011; Lii and Zhou, 2011; Menon and Elkan, 2011),
being similar, especially in its static formulation, to recommender systems (Adomavicius and
Tuzhilin, 2005). Static link prediction (for example, Clauset, Moore, and Newman, 2008) aims at
filling in missing entries in a single incomplete graph adjacency matrix, as opposed to temporal
link prediction (for example, Dunlavy, Kolda, and Acar, 2011), which aims at predicting future
snapshots of the graph given one or more fully observed snapshots. Static link prediction problems
have been successfully tackled using probabilistic matrix factorisation methods, especially classical
Gaussian matrix factorisation (Salakhutdinov and Mnih, 2007), and are currently widely used in
the technology industry (see, for example, Agarwal, Zhang, and Mazumder, 2011; Khanna et al.,
2013; Paquet and Koenigstein, 2013). The problem is also actively studied in other disciplines,
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for example physics (Lii and Zhou, 2011), biology (Navlakha, Gitter, and Bar-Joseph, 2012), or
computer science, where graph neural networks (Zhang and Chen, 2018; Wu et al., 2020) have
recently gained popularity.

This chapter discusses methods for temporal link prediction (Dunlavy, Kolda, and Acar, 2011):
given a sequence of adjacency matrices A, ..., A7 observed over time, the main objective is to
reliably predict A7 . It is assumed that snapshots of a dynamic network are observed at discrete
time points ¢t = 1,...,7, obtaining a sequence of graph snapshots G; = (V, E;). The set V,
representing the set of nodes, is invariant over time, whereas the set E} is a time dependent edge
set, where (7, j) € Fy fori,j € V, if i connected to j at least once during the time period (¢t — 1, ¢].
Each snapshot of the graph can be characterised by the adjacency matrix A; € {0, 1}"*", where
n=|V]andfor1 <i,j <n, Ajjy = 15, {(¢,7)}, such that A;;; = 1 if a link between the nodes 4
and j exists in (t — 1,], and A;j; = 0 otherwise.

In this chapter, temporal link prediction techniques based on random dot product graphs are
discussed and compared. The main contribution is to adapt existing methods for multiple RDPG
graph inference for temporal link prediction. Overall, this chapter provides insights into the
predictive capability of random dot product graphs, and gives useful guidelines for practitioners
on the optimal choice of the embedding for temporal link prediction. Furthermore, this chapter
proposes methods to combine the information obtained via spectral methods with time series
models, to capture the temporal dynamics of the observed graphs. The proposed methodologies
will be extensively compared on real world and simulated networks in Section 7.3. It will be shown
that this approach significantly improves the predictive performance of multiple RDPG models,
especially when the network presents a seasonal or temporal evolution. Importantly, the strategies
for combination of individual embeddings, and their time series extensions, can in principle be
applied to any embedding method for static graphs, despite the main focus on RDPGs of this
chapter. This chapter mainly focus on RDPGs because of the wide variety of embedding techniques
which have been suggested in the literature under this model, but that so far have not been compared
for link prediction purposes.

RDPGs have not been formally extended to a dynamic setting, but models for multiple heteroge-
neous graphs on the same node set have recently been proposed in the literature. Early examples
discuss methods for clustering and community detection with multiple graphs (Tang, Lu, and
Dhillon, 2009; Shiga and Mamitsuka, 2012; Dong et al., 2014). More recently, the focus has been
on testing for differences in brain connectivity networks (Arroyo-Relion et al., 2019; Ginestet
et al., 2017; Durante and Dunson, 2018; Kim and Levina, 2019). Levin et al. (2017) propose an
omnibus embedding in which the different graphs are jointly embedded into a common latent space,
providing distinct representations for each graph and for each node. Wang et al. (2019) propose the
multiple random eigen graph (MREG) model, where a common set of d-dimensional latent features

X is shared between the graphs, and the inner product between the latent positions is weighted
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differently across the networks, obtaining E(A;) = XR;X T, where Ry is a d x d diagonal matrix.
Nielsen and Witten (2018) propose the multiple random dot product graph (multi-RDPG), which
more naturally extends the RDPG to the multi-graph setting. Their formulation is similar to the
MREG of Wang et al. (2019), but X is modelled as an orthogonal matrix, and R, is constrained to
be positive semi-definite. The model is further extended in common subspace independent edge
(COSIE) graphs (Arroyo-Relion et al., 2020), in which R; does not need to be a diagonal matrix.
In this chapter, omnibus embeddings (Levin et al., 2017) and COSIE graphs (Arroyo-Relién et al.,
2020) will be analysed for link prediction purposes, and compared to standard spectral embedding
techniques.

Many other models other than RDPGs have been proposed in the literature for link prediction.
Traditionally, the temporal link prediction task is tackled using tensor decompositions (Dunlavy,
Kolda, and Acar, 2011). Dynamic models have also been proposed in the literature of Poisson
matrix factorisation and recommender systems (Charlin et al., 2015; Hosseini et al., 2020), and
extended to Bayesian tensor decompositions (Schein et al., 2015). In general, including time has
been shown to significantly improve the predictive performance in a variety of model settings,
for example stochastic blockmodels (Ishiguro et al., 2010; Xu and Hero III, 2014; Xing, Fu, and
Song, 2010). Durante, Dunson, and Vogelstein (2017) also propose a Bayesian nonparametric
framework, interpreting the network snapshots as realisations from a common network-valued
random variable, modelled through an unknown probability mass function, characterised using a
mixture of low-rank factorisations. Unfortunately, the Bayesian nonparametric scheme cannot be
scaled to large networks. Latent feature models for dynamic networks, which extend static latent
position models (Hoff, Raftery, and Handcock, 2002), have also been extensively discussed in the
literature (Sarkar and Moore, 2006; Krivitsky and Handcock, 2014; Durante and Dunson, 2014;
Sewell and Chen, 2015; Durante and Dunson, 2016). Latent features could be obtained via matrix
factorisation, considering constant and time-varying components within the decomposition (Deng
et al., 2016; Yu, Aggarwal, and Wang, 2017; Yu et al., 2017). Usually, a Markov assumption is
placed on the evolution of the latent positions (Zhu et al., 2016; Chen and Li, 2018; Sewell and
Chen, 2017). Gao, Denoyer, and Gallinari (2011) propose to combine node features into a temporal
link prediction framework based on matrix factorisation. Nonparametric (Sarkar, Chakrabarti, and
Jordan, 2014; Durante and Dunson, 2014) and deep learning (Li et al., 2014) approaches have
also been considered. Other examples of commonly used embedding methods are the widely used
DeepWalk (Perozzi, Al-Rfou, and Skiena, 2014), node2vec (Grover and Leskovec, 2016), LINE
(Tang et al., 2015), and GraphSAGE (Hamilton, Ying, and Leskovec, 2017) algorithms, popular in
the machine learning literature.

The chapter is organised as follows: Section 5.1 introduces the generalised random dot product
graph (GRDPG) and adjacency spectral embeddings, the main statistical tools used in this chapter.
Methods for link prediction based on random dot product graphs are discussed in Section 7.1.
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Section 7.2 presents techniques to improve the predictive performance of the RDPG models, based
on time series models information. Results and applications on simulated and real world networks

are finally discussed in Section 7.3.

7.1. Dynamic link prediction in random dot product graphs

Given a time series of network adjacency matrices A1, Ao, ..., A, the objective is to correctly
predict A7 1. The most common approach in the literature (Sharan and Neville, 2008; Scheinerman
and Tucker, 2010; Dunlavy, Kolda, and Acar, 2011) is to analyse a collapsed version A of the
adjacency matrices:

T
A= Z¢T—t+1At, (7.1)

t=1
where ¥1,...,%r € R is a sequence of weights. Scheinerman and Tucker (2010) propose to
consider an average adjacency matrix, setting ¢y = 1/7°'V ¢t = 1,...,T, which provides the
maximum likelihood estimate of E(A,) if Ay, ..., Ay are sampled independently from the same
Bernoulli(XX ") distribution. The main limitation of such a model is that it is assumed that the
graphs do not display any temporal evolution. Furthermore, if (7.1) is used, it is assumed that
all the possible edges of the adjacency matrix follow the same dynamics. Obtaining the ASE

~

X = [&1,...,%,] of A leads to an estimate the scores:
S=XX"'. (7.2)

For simplicity, the inner product (7.2) is not weighted by the matrix I(d;, d_), implicitly assuming
d4 = d and d_ = 0 for the remainder of this chapter. The estimation approaches in (7.1) and
(7.2) will be used as baselines for comparison with alternative methods for temporal link prediction
techniques using RDPGs, which will be proposed and discussed in the remainder of this section.
The proposed methods will be classified in the following two categories: averages of inner products
of embeddings (AIP), and inner products of an average of embeddings (IPA).

First, it is possible to consider the individual ASE for each adjacency matrix A;, and calculate

an AIP score:

T
1 A
Saw = > XX/ (7.3)
t=1
A second option is to obtain an averaged embedding X from Xl, Xg, ..., X7, and use this for

predicting the link probabilities. This procedure is slightly more complex than (7.3), since the
embeddings are invariant to orthogonal transformations: given an orthogonal matrix £; € R?*¢,
E(A;) = Xy X, = (X)) (X;Q;)". Therefore, the embeddings Xi,..., Xr only provide
estimates of the corresponding latent positions up to an orthogonal transformation, which could
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vary for different values of ¢. Consequently, the embeddings must be suitably aligned or registered,
before a direct comparison can be carried out. Discussion of a technique to align the embeddings is
deferred to Appendix B. Assuming that an averaged embedding X is obtained, the matrix of IPA
scores for prediction of A7 is:

Sipa = XX . (7.4)

Similar scoring mechanisms can be derived for the techniques of multiple graph inference described
in the introduction to this chapter, such as the omnibus embedding (Levin et al., 2017), based on

the the omnibus matrix:

I A+ A, A+ A7T
A, AarrAaz 0 A1LT AT
2 2
Ay + Ay Ay + Ar
A=| 2 Az 9

2 o 2 : (7.5)

Ar+A; Ar+ Ay
L 2 2 Ar |

The ASE X of A gives T' latent positions for each node. The individual estimates X, =
[Z1¢, . .., &) Of the latent positions for the ¢-th adjacency matrix are represented by the sub-
matrix formed by the estimates between the ((t — 1)n + 1)-th and ¢n-th row of X. Then, from
the time series Xl, Xg, e XT of omnibus embeddings, a matrix of scores can be obtained using
either AIP (7.3) or IPA (7.4). In this case, the individual embeddings are directly comparable and
an alignment step is not required. On the other hand, the omnibus embedding cannot easily be
updated when new graphs A1, A749,... become available, since A and the embedding must be
recomputed for each new snapshot. The idea of an omnibus embedding can be also easily extended
to directed and bipartite graphs, constructing the matrix A analogously and then calculating the
DASE.

Embeddings generated using the more parsimonious COSIE model (Arroyo-Relién et al., 2020)
are also considered. In COSIE networks, the latent positions are assumed to be common across the
T snapshots of the graph, but the link probabilities are scaled by a time-varying matrix R; € R4*¢:
E(A;) = XR;X". The common latent positions X and the time series of weighting matrices
Ry, ..., Ry can be estimated via multiple adjacency spectral embedding (MASE, Arroyo-Relién
et al., 2020).

Definition 5 (Multiple adjacency spectral embedding (Arroyo-Relién et al., 2020)). Given a
sequence of network adjacency matrices A1, ..., A, and an integer d € {1, ... ,n}, obtain the
individual ASEs X; = f‘t\f&tllﬂ € R4, Then, construct the n x Td matrix T' = [fl, . ,f‘T] €
R™*Td and consider its singular value decomposition I =USV' +GJ_SJ_\~/I, where S € Rix‘i
is a diagonal matrix containing the top d singular values in decreasing order, U e R™? and

V € RT4 contain the corresponding left and right singular vectors, and the matrices S,U,,
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and V | contain the remaining singular values and vectors. The d-dimensional multiple adjacency
embedding of A1, ..., A in R% is given by X = U, which provides an estimate of X, and the
sequence fil, BN RT, where

R; = X'A/X.

For prediction, the matrix of AIP scores could be obtained from the time series of estimated link
probabilities letl XT, - ,Xf{TXT:

T
1 A
Sap = = ;1: XR,X'. (7.6)

Alternatively, an averaged R could be equivalently obtained from the time series of estimates

Rl, ey Rr. Combining R with the estimate of the latent positions X yields the IPA scores:
Sipa = XRX . (7.7)

The COSIE model can also be extended to directed and bipartite graphs assuming E(A;) =
XR,Y . This construction leads to estimates Rt = fJ; Athy, where fJX and f]y are estimates
of X and Y obtained from MASE on the DASE embeddings Xl, cee X7 and Yl, e Y7, based
on two matrices I constructed from the left and right singular vectors (cf. Definition 5).

In summary, several link prediction schemes based on random dot product graph models have
been proposed, corresponding to three different types of spectral embedding: scores based on
individual embeddings, (7.3) and (7.4); omnibus scores, (7.3) and (7.4), based on the matrix
representation in (7.5); COSIE scores, (7.6) and (7.7). Two scores, denoted AIP and IPA, are
calculated for each embedding type. All methods will be compared to the popular collapsed
adjacency matrix method in (7.2).

The methods described in this section are all based on truncated eigendecompositions of some
form of the adjacency matrix. Graph adjacency matrices are binary and normally highly sparse. In
this setting, efficient algorithms based on the power method calculate the required decomposition of
amatrix A in O{nnz(A)P(1/¢)} (Ghashami, Liberty, and Phillips, 2016), where nnz(-) denotes
the number of non-zero entries of the matrix, P(-) is a polynomial function and ¢ € (0, 1) is an
approximation error parameter. This represents a significant improvement over the cubic cost
O(n?) for the full eigendecomposition of a dense matrix, and allows the methodologies in this

section to be scalable to large networks.

7.2. Improving prediction using time series models

The collapsed matrix used in (7.1) assumes that the underlying dynamics of each link are the same

across the entire graph. This assumption is particularly limiting in real world applications, where
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different behaviours might be associated with different nodes or links. Instead, edge specific matrix
parameters W1, ..., ¥y € R™ ™ might be able to more reliably capture the behaviour of each edge.

A modification of the collapsed matrix A in (7.1) is therefore proposed:

A_:
t

(Pr_i41 0 Ay), (7.8)
1

T
where W1, ..., ¥p € R "™ is a sequence of weighting matrices, and ® is the Hadamard element-
wise product.

The idea could be easily extended to all the other prediction settings proposed in Section 7.1,

replacing the average link probability or average embedding with an autoregressive combination.

For example, from the sequence of standard embeddings X1, Xg, ey X7, it could be possible to
obtain the scores as: .
Spip = Z (‘I’T—t+1 © XtXtT) . (7.9
t=1

Alternatively, it could be possible to use a similar technique to obtain an estimate XT—H =
Zthl(‘I'T—t—H ® X;) of the embedding X7, 1, where in this case ¥, € R™*? The scores are
then obtained as:

Swpp = X1 X7 1. (7.10)

Similarly, for COSIE, the scores could be based on a linear combination of f{l, cee R/ to estimate
R 1. The equations (7.9) and (7.10) define two different methodologies to extend multiple RDPG
inference models to a dynamic setting. Following the same nomenclature used in Section 7.1,
the scores based on time series models have been respectively denoted as PIP for the predicted
inner product (7.9), and IPP for the inner product of the prediction (7.10). The PIP scores have
a particularly interesting property: the node-specific embeddings are combined with time series
models at the edge levels, fusing information at two different network resolutions.

Note that, for COSIE scores, Saip = Sipa from (7.6) and (7.7), but Spip # Sypp. This is because
for Spip, the scores are obtained directly from a prediction based on the estimated link probabilities,
whereas for Sipa, the prediction is based on an estimate of Ry from Rl, cen RT.

For estimation of the weighting matrices Wy, ..., ¥p, the time series of link probabilities or
node embeddings will be modelled independently. Seasonal autoregressive integrated (SARI)
processes represent a flexible modelling assumption. A univariate time series Z1, ..., Zr € R, is

a SARI(p, b)(P, B), with period s if the series is a causal autoregressive process defined by the

equation
H(L)D(LP) (1 — L)P(1 — L) P Z, = &, &, “ N(0,0?), (7.11)
where ¢(v) = 1 — ¢rv — -+ — P, ®(v) =1 — ®1v — - - — ®pol’, and L is the lag operator

L*Z; = Z;_, (Brockwell and Davis, 1987). For example, consider a process SARI(1,0)(0, 1)s.
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The model equation (7.11) becomes Zt = ¢ Zt,l + &4 with Zt = Zy — Z—s. The process is causal
if and only if ¢(v) # 0 and ®(v) # 0 for |v| < 1. The parameters of the process p, b, P, B and s
are all integer-valued, and can be interpreted as follows: s is the seasonal periodicity; b corresponds
to the differencing required to make the process stationary in mean, variance, and autocorrelations,
and B refers to the seasonal differencing; p is to the number of autoregressive terms appearing in
the equation, and similarly P refers to the number of seasonal autoregressive terms. More details
about SARI models and their interpretation are given in Brockwell and Davis (1987).

The value of s usually depends on the application domain. For example, in computer networks
with daily network snapshots, it is reasonable to assume s = 7, which represents a periodicity
of one week. The remaining parameters, p, b, P and B, could be estimated using information
criteria. For small values of 7', the corrected Akaike information criterion (AICc) is preferred. The

2 can be estimated

corresponding coefficients of the polynomials ¢(v) and ®(v), and the variance o
via maximum likelihood (Brockwell and Davis, 1987). For a discussion on automatic selection of
the parameters in SARI models, see Hyndman and Khandakar (2008).

For prediction of future values Z;;; conditional on 71, . .., Z;, the general forecasting equation
is obtained from (7.11), setting &, to its expected value E(e;11) = 0, and obtaining an estimate
Zt+1 solving from the known terms of the equation. Analogously, k-steps ahead forecasts for Z;

can also be obtained.

In this chapter, the univariate time series Z1, . .., Zr modelled using SARI are of four different
types:
i. Time series of estimated link probabilities: for example :f:;g Tily.--s :%ZTT:IE 1 for the standard

ASE, representing the sequence of estimated scores for the edge (7, j). This type of time
series is used to obtain PIP scores, see (7.9);

ii. Time series of node embeddings on a given embedding dimension: for example Z;,1, . . . , TiT,
obtained considering only the i-th node embedding on the r-th dimension from Xl, ce X
Such values are used for the IPP scores, see (7.10);

iii. Time series of entries of the COSIE matrix, used to obtain IPP scores, see (7.10). For

example: f?khl, ceey RkhT, corresponding to the entries (k, h) in Rl, . ,RT;
iv. Times series of binary entries of the network adjacency matrices: for example A;j1, ..., Ajjr
for the edge (4, ), used for (7.8).
The coefficients for each entry of the weighting matrices W, ..., ¥ are obtained by matching

(7.8), (7.9) and (7.10) with the model equation (7.11).

In this chapter, the binary time series A, Ao, ..., A7 is also modelled using indipendent SARI
models for estimation of (7.8). Such a modelling approach might not be entirely technically suited
for binary-valued time series, but this choice has relevant practical advantages: most programming
languages have packages for automatic estimation of the parameters in SARI models, whereas the

choice of initial values and estimation of the parameters in most generalised process for binary
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time series (MacDonald and Zucchini, 1997; Kauppi and Saikkonen, 2008; Benjamin, Rigby, and
Stasinopoulos, 2003) is notoriously difficult, which is not desirable when the estimation task should
be performed automatically and in parallel over a large set of time series.

The time series modelling extensions presented in this section are computationally expensive,
since up to n? or nd time series model are fitted, each with complexity O(T'k), where k is the
number of models compared for the purpose of model selection using AICc. In the case of the
COSIE score (7.7), the cost for prediction of future values of Ry is only O(d?Tk). Therefore, with
the exception of the IPP COSIE scores, the methodologies proposed in this section do not scale

well to large networks, unlike the techniques proposed in Section 7.1.

7.3. Results

The proposed methods were tested on synthetic data and on real world dynamic networks from
two different application domains: transportation systems and cyber-security. For all examples, the
parameter d was selected using the profile likelihood elbow criterion of Zhu and Ghodsi (2006).

7.3.1. Simulated data

The performance of the rival link prediction techniques discussed in this chapter is initially compared
on simulated data from a seasonal stochastic blockmodel, following up from the discussion in
Chapters 5 and 6. To simulate a stochastic blockmodel, the within-community probability matrix
B = {By;} € [0, 1]%*K was generated, where B;; ~ Beta(1.2,1.2) is the probability of a link
between two nodes in communities ¢ and j, and K is the number of communities. The matrix
has full rank with probability 1, hence K = d. In the simulation, 7" = 100 graph snapshots with
n = 100 and K = 5 were generated. The community allocations were chosen to be time dependent,

assuming a seasonality of one week. For each node, community allocations z; ,,u = 0,...,s — 1,
with s = 7, were sampled uniformly from {1, ..., K}. Then, the adjacency matrices were obtained
as:

P(Aijt =1) = Bz s moa st moa o £ = Ly oo o5 T

Therefore, the link probabilities change over time, with a periodicity of 7 days. The models
presented in Section 7.1 were fitted using the first 77 = 80 snapshots of the graph, with the
objective of predicting the remaining 7' — 7" adjacency matrices. The methods that are initially
compared are: ASE (7.2) of the averaged adjacency matrix (7.1); AIP score (7.3) and IPA score
(7.4); AIP and IPA scores calculated from the omnibus embedding (7.5); AIP and IPA scores
(7.6)—(7.7) calculated from the COSIE embedding.

The link prediction problem can be framed as a binary classification task. Hence, the perfor-
mances of the methods presented in this chapter are evaluated using the area under the receiver

operating characteristic (ROC) curve, commonly known as AUC scores. The results are plotted in
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Figure 7.1.: Results of the link prediction procedure on the simulated seasonal SBM.

Figure 7.1. The best performance is achieved by the AIP score based on the standard ASE, which
outperforms the commonly used method of the collapsed adjacency matrix (7.1).

It is anticipated that the predictions should be improved upon by the PIP and IPP extensions
presented in Section 7.2, since the simulated network has clear dynamics which are not explicitly
taken into account using the techniques from Section 7.1. In particular, four methods are discussed:

i. ASE of the collapsed adjacency matrix in (7.8), with weights obtained from independent
seasonal SARI(p, b)(P, B)7 processes fitted on each binary sequence A;;1, Aijo, . . ., Aij1
such that at least one A;;; = 1,

ii. PIP scores (7.9) based on the edge time series ﬁzi—gzﬁjl, i);;.’.i'jg, R :i:iTT, & j7+ obtained from

the individual ASEs on each Ay, Ao, ..., Aqv,

iii. IPP scores (7.10) based on prediction of the subsequent embeddings XT’+17 XT/+2, .

from the time series of aligned' individual ASEs Xl, ooy X,
iv. IPP scores based on prediction of COSIE correction matrices f{T/+1, f{T/ +92,... from the
time series f{l, . ,RT/, where independent models are fitted to the d x d time series

corresponding to each entry.
The time series models were fit using the function auto_arima in the statistical python library
pmdarima, using the corrected AIC criterion to estimate the number of parameters. The results are
presented in Figure 7.2.

The AIP method (7.3) which had the best performance in Figure 7.1, is significantly improved by
the PIP score (7.9) using time series modelling, and it is overall the only method that reaches values
of the AUC well above 0.8. Remarkably, the performance of the extended collapsed adjacency
matrix method in (7.8) outperforms the results based on most of the other methods, despite the

!The indefinite Procrustes alignment, described in Appendix B, has been implemented in python using rpy2 and the R
codebase developed by Joshua Agterberg, available online at https://github.com/jagterberg/indefinite_
procrustes and https://jagterberg.github.io/assets/procrustes_simulation.html (last accessed
on 17th September, 2020).
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Figure 7.2.: Comparison between four of the link prediction models in Figure 7.1, and their extensions using
the methods in Section 7.2, on the synthetic SBM data.

issues related to the modelling of binary time series pointed out in Section 7.2. On the other hand,
the improvements obtained using the COSIE-based scores and the IPP score (7.10) seem to be less
significant compared to the two other methods. This aspect will also be confirmed on real data
examples in the next section. In general, it is clear from the plots in Figure 7.2 that adding temporal
dynamics to the network via time series modelling is beneficial for link prediction purposes. In
particular, including edge specific information from the time series of estimated link probabilities,

or from the binary time series of links, has significantly improved link prediction.

7.3.2. Santander bikes

The Santander Cycles bike sharing network was introduced in Section 5.6.2. In this example, data
from 7 March, 2018 to 19 March, 2019 were used, for a total of 7" = 378 days. Each bike sharing
station is considered as a node, and an undirected edge (i, j, t) is drawn if at least one journey
between the stations ¢ and j is completed on day ¢. The total number of docking stations active
in London during the observation period is n = 840. The daily graphs are fairly dense, with an
average edge density of approximately 10% across the T networks. The first 7" = 250 graphs are
used as training set. Initially, the methods compared are four of the techniques used to produce

Figure 7.1.
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Figure 7.3.: Results of the link prediction procedure on the Santander Cycles network.

For the Santander Cycles network, the results are reported in Figure 7.3. To provide further
comparison, the methods proposed in Section 7.1 are also compared to other classic methods used
for temporal link prediction, namely Adamic-Adar, Jaccard and preferential attachment coefficients
(used, for example, in Giines, Gijndijz—ogijdijcij, and Cataltepe, 2016), and non-negative matrix
factorisation (NMF) (see, for example, Chen et al., 2017; Yu, Aggarwal, and Wang, 2017). In
order to demonstrate that the proposed methodology could be readily extended to any embedding
technique, the non-negative matrix factorisation scores were calculated from each of the adjacency
matrices A1, ..., Ar, and prediction scores were obtained using the AIP methodology, akin to
(7.3). Similarly, for the simple Adamic-Adar, Jaccard and preferential attachment coefficients,
the scores were calculated for each of the 7" adjacency matrices, and then averaged to obtain
predicted scores. Of the three aforementioned coefficients, only the best performing score, the
Jaccard method, was reported in Figure 7.3.

In Figure 7.3, the performance of the classification procedure drops around day 294. This
corresponds to Christmas day, which has a different behaviour compared to non-festive days. It
is also interesting to point out that COSIE methods tends to perform better on weekdays than
weekends, whereas the other methods more accurately predict the links on weekends compared to
weekdays. The results of the link prediction procedure in Figure 7.3 suggest that the data might not
have a long term trend, but only a seasonal component, since the performance does not significantly
decrease over time, and the parameters obtained using a training set of size 7" = 250 seem to
reliably predict the structure of the adjacency matrix even at 7" = 378.

Overall, this example seems to confirm that the method of AIP scores (7.3) based on standard
ASE has the best performance for link prediction purposes when time dynamics are not included.
Such scores also have a similar performance to the AIP scores obtained using the excellent non-

negative matrix factorisation link prediction technique, widely used in the literature (Chen et al.,
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Figure 7.4.: Results for the AIP scores (7.3) and averaged adjacency matrix scores for the Santander Cycles
network, with and without sequential updates.

2017). All of the proposed methodologies perform better than the Adamic-Adar, Jaccard and
preferential attachment coefficients, which seem to be largely outperformed by spectral embedding
methods.

As discussed in the introduction to this chapter, it should be noted that the methodologies of
AIP and IPA scores proposed in Section 7.1, and the corresponding PIP and IPP extensions in
Section 7.2, could be applied to any sequence of individual embeddings, not necessarily obtained
using ASE, but also with other embedding methods for static networks, for example NMF. Since
one of the main objectives of this chapter is comparing different embedding methods based on
RDPGs, the focus in subsequent examples will be only on RDPG-based techniques.

So far, the embeddings learned using the initial 7" snapshots have been used to predict all
the remaining 7' — 7" adjacency matrices. In practical applications, it would be necessary to
sequentially update the scores when new snapshots become available over time, improving the
predictive performance. This is demonstrated in Figure 7.4, where the AIP scores and average
adjacency matrix scores from Figure 7.3 are compared with their sequential counterparts, obtained
when the model is updated using each new observation A, in the test set. Clearly, updating the
scores sequentially is beneficial, especially towards the end of the test set, whereas the difference
between the methodologies is negligible in the initial snapshots of the test set. Both methods
seem to reliably predict even k-steps ahead network snapshots, since the non-sequential curves in
Figure 7.4 are fairly close to their sequential counterparts. The method of AIP scores based on
standard ASE outperforms the scores based on the averaged adjacency matrix, commonly used in
the literature, including sequential settings. Furthermore, the non-sequential AIP scores (7.3), also
outperform the sequential averaged adjacency matrix. This result is quite remarkable, since the
former only use the initial 7" snapshots of the network for training, whereas the latter is sequentially
updated with the snapshots in the test set.

The performance of the classifiers can be improved using some of the time series model in
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Figure 7.5.: Comparison between two of the link prediction models in Figure 7.3, and their extensions using
the methods in Section 7.2, on the Santander Cycles network.

Section 7.2. Figure 7.5a show the results obtained from the prediction of subsequent COSIE
correction matrices. The predictive performance is slightly improved by the extended time series
models. Again, it is empirically confirmed that adding temporal dynamics is beneficial for the
performance of random dot product graph based classifiers.

On the other hand, predicting the subsequent adjacency spectral embeddings from the time series
of aligned embeddings Xl, X, ..., X does not seem to improve the predictive performance.
The results are presented in Figure 7.5b, and confirm the findings in Figure 7.2b, where the
improvements on the simulated network were less significant compared to other methods. In this
case, the time series models are not able to capture the dynamics of the aligned embeddings, and
the predictive performance does not improve in AUC.

The limited improvements in the results seem to suggest that the network does not have a strong
dynamic component. The tradeoff between performance and the computational effort required to fit
multiple independent time series simultaneously, would suggest use of the AIP scores (7.3) based

on standard ASE in practical applications.
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7.3.3. LANL 2017 data

In this section, a bipartite graph obtained from the LANL 2017 dateset (see Section 2.1.2, or
Turcotte, Kent, and Hash, 2018) is used. From the host event logs, 90 daily user-authentication
bipartite graphs have been constructed, writing A;;; = 1 if the user ¢ initiates a connection
authenticating to computer j, on day ¢. This graph is known as the User — Destination graph
(¢f: Section 2.1.2). A total of |V;| = 12,222 users, |V2| = 5,047 hosts, and 85,020 pairs (i, j)
are observed, corresponding to approximately 0.137% of all possible links. The first 77 = 56
matrices are used as training set. Note that it is computationally difficult to calculate | V1| x |V53|
scores for each adjacency matrix, and storing such large dense matrices in memory is also not
efficient. Therefore, an estimate of the AUC can be obtained by subsampling the negative class at
random from the zeroes in the test set adjacency matrices. Two subsampling techniques are used to
construct the negative class for prediction of Ay:

(1) the negative class is constructed by sampling pairs (i, j) such that A;;; = 0,

(2) the negative class contains randomly selected pairs (4, j) such that A;;; = 0, and all pairs

(4,7) such that A;j; = 0 and A;;»» = 1 for at least 1 value of t' € {1,...,T}.

For simplicity, the two subsampling techniques are denoted with the numbers (/) and (2) in
Figure 7.6. The former method clearly provides an estimate of the ROC curve for the entire matrix,
since the scores are sampled at random from the distribution of all scores. On the other hand,
the latter method includes in the negative class more elements that tend to have associated high
scores, represented by the pairs (4, j, t) such that A;;; = 0 and A;;» = 1 for at least 1 value of
t' € {1,...,T}, giving an unbalanced sampling procedure and therefore a biased estimate of the
ROC curve. Clearly, higher AUC scores should be obtained using the first subsampling procedure.

Interestingly, in Figure 7.6a, the COSIE-based AIP scores seem to have the best predictive
performance across the different methods. In particular, COSIE scores tend to largely outperform
the other methods during weekdays, whereas the performance during weekends seems almost
equivalent, and sometimes inferior, to the AIP scores (7.3) based on the standard ASE. On the
other hand, in Figure 7.6b, COSIE scores have the worst performance among the methods, except a
spike on day 62. In Figure 7.6b, AIP scores (7.3) based on the standard ASE once again give the
best predictive performance. The results of Figure 7.6b are of particular interest since these allow
for a comparison of the classifiers on a more challenging negative class compared to Figure 7.6a.
Therefore, it is reasonable to conclude that the AIP scores (7.3) emerge again as the most suitable
method for link prediction based on random dot product graphs.

For this example, it is also demonstrated how the proposed methods can be extended for streaming
applications. For example, the method of combining inner products of individual embeddings is
particularly suitable for implementation in a streaming fashion, since the inner products are easily
updated on the run when new snapshots of the graph are observed. A demonstration using the

method of fixed forgetting factors (Gama, Sebastido, and Rodrigues, 2013) is given here. The
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Figure 7.6.: Results of the link prediction procedure on the LANL network. In both cases, AUCs are
calculated from = 150,000 links per graph.

matrix of scores S; for prediction of A; is updated in streaming as follows:

wy = Awy_1 + 1,

S, = <1 - 1) S, + iXtXtT, (7.12)
wy Wy
starting from w; = 1 and S; = XleT The forgetting factor A € [0, 1] is usually chosen to
be close to 1 (Gama, Sebastido, and Rodrigues, 2013). Note that A = 1 corresponds to the
sequential AIP scores in (7.3), calculated as in Figure 7.4, whereas smaller values of \ give more
weight to recent observations. In particular, A = 0 only gives weight to the most recent snapshot.
Schemes similar to (7.12) could be also implemented to update the collapsed adjacency matrix
(7.1), obtaining the scores from its ASE at each point in time, or to update the matrix R; in (7.1)
for the COSIE embeddings, or the rotated embeddings X;. The forgetting factor approach might be
interpreted as a simplification of the time series scheme proposed in Section 7.2, where the same
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Figure 7.7.: Results for the AIP scores (7.3) on the LANL network with streaming updates. AUCs are
calculated from = 150,000 links per graph, using subsampling (2).
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Figure 7.8.: Results for the AIP scores (7.3) for the LANL network, with and without sequential updates.
AUC:s are calculated from ~ 150,000 links per graph, using subsampling (1).

weight is given to each edge.

The results for the entire observation period for three different values of A are plotted in Fig-
ure 7.7. The best performance is achieved with the forgetting factor approach with A = 0.9. The
performance for A = 0 clearly drops around the weekends, since the network has a seasonal com-
ponent which is not accounted for in the prediction. The difference between the curves for A = 1
and A = 0.9 suggests that the graph has temporal dynamics which is captured by the forgetting
factor approach, which down-weights past observations in favour of more recent snapshots of the
graph. This impression is confirmed by Figure 7.8, which shows the sequential and non-sequential
AIP scores based on the standard ASE, akin to Figure 7.4. The predictive performance slightly
deteriorates for snapshots that are further away in time, whereas 1-step ahead predictions based on
the sequential scores consistently give better results.

The performance of the different methods can be again improved using the time series models in
Section 7.2. Figure 7.9 shows the results obtained using the two different subsampling schemes for
the collapsed adjacency matrix scores and the scores based on standard and COSIE embeddings.
From Figures 7.9a, 7.9¢ and 7.9, it is evident that the extensions do not improve the performance

of the classifier when the subsampling scheme (/) is used. On the other hand, Figures 7.9b, 7.9d and

146



Latent factor representations of dynamic networks with applications in cyber-security

(a) Collapsed ad]acency matrzx Subsamplzng ( 1) (b) Collapsed ad]acency matrzx Subsampllng ( 2)

T T
N St I --- dVErdUEd ad_]dLency matrix || . - - - avera lced ldjduency matrix
—— predicted adjacency matrix 0.96 |- —— predicted adjacency matrix |

S 099
2 0.99

0.98 -

(c) AIP and PIP, standard ASE — Subsampltng ( 1) (d) AIP and PIP, standard ASE Subsampllng ( 2)
1 SO S ‘ ,,,,, ‘ U ; - AIP scores, 5ldnd ard ASE ‘ ‘ - AIP scores, 5ldndard ASE
—— PIP scores, standard ASE 0.96 |- —— PIP scores, standard ASE

0.995 |-
- O 004 -

AUC
AU

0.99 -

0.985 |-

0.94
0.995 -

AUC

0.99 -
0.9 -

Figure 7.9.: Comparison between three of the link prediction models in Figure 7.6, and their extensions
using the methods in Section 7.2, on the LANL network. AUCs are calculated from ~ 150,000
links per graph.

7.9f show that relevant improvements (especially on day 62) are obtained when the subsampling
method (2) is used, which represents a more difficult classification task. Again, the results confirm

that the performance of RDPGs for link prediction can be enhanced by time series models.

7.3.4. Imperial College network flow data

The methodologies proposed in Section 7.1 are also tested on a large computer network, demon-
strating that the spectral embedding techniques are scalable to graphs of large size. A directed
graph with n = 95,220 has been constructed using the network flow data collected at Imperial
College London (Section 2.2), limiting the connections to internal hosts only. The data have been
collected over T' = 47 days, between 1st January and 16th February, 2020. An edge between a
client ¢ and a server j is drawn on day ¢ if the two hosts have connected at least once during the
corresponding day. The number of edges ranges from a minimum of 344,565, observed on 1st

January, to a maximum of 912,984 on 6th February.
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Figure 7.10.: Results of the link prediction procedure on the Imperial College network. In both cases, AUCs
are calculated from 6.7 million links per graph.

The results are plotted in Figure 7.10. In this case, the best performance is achieved by the
COSIE scores, similarly to the LANL network in Figure 7.6a. The traditional methodology of
the averaged adjacency matrix is also outperformed by the AIP scores, which supports the results
obtained in all the previous real data examples. As pointed out in Section 7.2, fitting the time
series models on the sequence Ri,...,Ry of COSIE weighting matrices is inexpensive, and it is
therefore possible to scale the time series extension of the IPA scores to a fairly large network. The
results of this procedure are plotted in Figure 7.11, which shows again that the time series extension

is beneficial for link prediction purposes.

7.4. Conclusion and discussion

In this chapter, simple link prediction techniques based on random dot product graphs have been

presented, discussed and compared. In particular, link prediction methods based on sequences of
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Figure 7.11.: IPA and IPP scores using COSIE embeddings on the Imperial College network. In both cases,
AUC:s are calculated from 6.7 million links per graph.

embeddings, COSIE models, and omnibus embeddings have been considered. Applications on
simulated and real world data have shown that one of the most common approaches used in the
literature, the decomposition of a collapsed adjacency matrix A, is usually outperformed by other
methods for multiple graph inference in random dot product graphs.

Estimating link probabilities with the average of the inner products from sequences of individual
embeddings of different snapshots of the graph has given the best performance in terms of AUC
scores across multiple datasets. This result is particularly appealing for practical applications:
calculating the individual ASEs is computationally inexpensive using algorithms for large sparse
matrices, and the method seems particularly suitable for implementation in a streaming fashion,
since the average inner product could be easily updated on the run when new snapshots of the graph
are observed, as demonstrated in Section 7.3.3.

The methods discussed in the chapter have then been further extended to include temporal
dynamics, using time series models. The extensions have shown improvements over standard
random dot product graph based link prediction techniques, especially when the graph exhibits a
strong dynamic component. The techniques presented in this chapter could also be readily extended
to any embedding method for static graphs, following the framework for calculating AIP and IPA
scores presented in Section 7.1, and the PIP and IPP extensions in Section 7.2. Overall, this chapter
provides valuable guidelines for practitioners for using random dot product graphs as tools for link
prediction in networks, providing insights into the predictive capability of such statistical network

models.

7.4.1. Limitations and future work

So far, it has been assumed that nodes do not have associated covariates and are therefore exchange-
able. When nodal covariates are observed, the random dot product graph probability function
(5.4) must be adapted to include that information. As discussed in Section 7.1, one of the main

advantages of spectral-based methods is the computational efficiency of estimation via ASE or
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LSE, which has complexity approximately proportional to the number of observed links nnz(A)
for a sparse adjacency matrix A. Unfortunately, if covariates are included in (5.4), estimates of the
latent positions are not as straightforward to obtain, and likelihood-based methodologies should be
considered instead. This might represent a computational burden in large graphs, since evaluating
the likelihood L(X) o Hij(m:mj)AU (1—=x;)!~%% in RDPG models has complexity O(|V|?),
which makes this approach not scalable to large |V'|. To address this issue, efficient likelihood
approximations in latent space models have been proposed in the literature, for example the case-
control approximation of Raftery et al. (2012). In contrast, random dot product graph models
with covariates have been successfully used in the literature, for fairly small graphs. For example,
Marchette and Priebe (2008) use a random dot product graph model with covariates for missing
link prediction. Mele et al. (2019) propose a spectral approach for estimation of the stochastic
blockmodel with covariates (Choi, Wolfe, and Airoldi, 2012; Roy, Atchadé, and Michailidis, 2019).
Mu et al. (2020) discusses two model-based spectral algorithms for clustering vertices in stochastic
blockmodel graphs with nodal covariates.

Motivated by application to the LANL 2017 computer network, the next chapter will address the
issues of scalability and inclusion of covariates. To this purpose, a Poisson matrix factorisation
model with nodal covariates will be proposed, such that the complexity of evaluating the likelihood
exactly is only O (nnz(A)). The model will be shown to outperform the RDPG for link prediction

purposes, even when covariates are not available.
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Graph link prediction
using Poisson matrix factorisation

In Chapter 7, it was demonstrated that the random dot product graph could be efficiently used for
temporal link prediction purposes. In the literature, Poisson matrix factorisation (PMF) (Canny,
2004; Dunson and Herring, 2005; Cemgil, 2009; Gopalan, Hofman, and Blei, 2015) also emerged
as a suitable model in the link prediction framework for dyadic count data. The methodological
contribution of this chapter is to present extensions of the PMF model, suitably adapted to scenarios
which are commonly encountered in cyber-security applications. Importantly, a framework for in-
cluding categorical covariates within the PMF model is introduced, which also allows for modelling
of new nodes appearing within a network. Traditionally, Poisson matrix factorisation methods
are used on partially observed adjacency matrices of natural numbers representing, for example,
ratings of movies provided by different users. In cyber-security applications, the matrix is fully
observed, and the counts associated with network edges are complicated by repeated observations,
polling at regular intervals, and the intrinsic burstiness of the events (Heard, Rubin-Delanchy, and
Lawson, 2014). This is demonstrated in Figure 8.1, which displays the frequency distribution of the
number of connections on each edge in the first 56 days of observation on the LANL 2017 network,
described in Section 2.1.2. Therefore, each edge is usually represented by a binary indicator express-
ing whether at least one connection between the corresponding nodes was observed. Consequently,
the standard PMF model, where counts associated with links are assumed to follow a Poisson
distribution with unbounded support, cannot be applied directly. Instead, indicator functions are
applied in this chapter, leading to an extension for PMF on binary adjacency matrices.

Initially, the focus will be on a model for a single realisation of a training set adjacency matrix,
used to predic<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>