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Abstract

The emergence of DevOps has changed the way modern distributed software systems are devel-
oped. Architectures decomposed in fine-grained services, such as microservices or function-as-
a-service (FaaS), are now widespread across many organizations. From a resource management
perspective, although the systems built with such architectures have many benefits, there are
still research challenges that need further attention. In this study, we have focused on three such
challenges, each concerning a specific system resource: compute, memory, or storage. Firstly,
we focus on scaling the capacity of microservices at runtime. Here, the challenge is to design
an autoscaler that can decide between vertical and horizontal scaling options to distribute the
CPU capacity. Secondly, we focus on estimating the required capacity of an on-premises FaaS
platform such that the service level agreements (SLAs) for function response times are satisfied.
The challenge here is to address the cold start dilemma, i.e., that a cold start delays a function
response but reduces the memory consumption. Thus, we must find a limit of cold starts such
that the memory-consumption remains in-check while satisfying the SLAs. Finally, we focus
on the storage management for distributed tracing targeted at microservices. The volume of
such traces generated in a data center can be in the scale of tens of terabytes per day, but only
a small fraction of these traces is useful for troubleshooting. The objective then is to sample
only the useful traces. The key to addressing all these challenges is first, modeling the dynam-
ics concerning the resources and subsequently, leveraging the model in a resource controller.
To address the first challenge, we have developed an autoscaler ATOM that leverages layered
queueing network (LQN) models to take its scaling decisions. Our experiment, with a real-life
application, shows that ATOM produces 30-37% better results than the baseline autoscalers.
For the second challenge, we have developed COCOA, a cold start aware capacity planner.
COCOA utilizes M/M /k setup and LQN models to assess the cold start scenario and estimate
the required capacity. We show with simulation that COCOA can reduce over-provisioning by
over 70% compared to the availability aware approaches. Finally, addressing the third chal-
lenge, we propose SampleHST, a trace sampler that works under a storage budget constraint.
SampleHST relies on either bag of words or graph-based models to represent a trace and groups
similar traces using online clustering to perform sampling. We have evaluated the performance
of SampleHST using data from both literature and production, which shows it produces 1.2x

to 19x better results than the state-of-the-art.
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Chapter 1

Introduction

1.1 Motivation and Objectives

Fine-grained service architectures, such as the microservices architecture [Thé15] and function-
as-a-service (FaaS) [VETTT18|, are now at the core of DevOps [EGHSI6] - a widely adopted
development and operational approach in the software industry. This is because, in conjunction
with container based technologies [Berl4, [And15], microservices and FaaS ease the process of
frequent software releases, which is a major aspect of DevOps. The microservices architecture is
a software integration pattern evolving from the Service Oriented Architecture (SOA) [PZAT17].
A microservices-based system includes a collection of fine-grained services, hence each of the
services is referred as a microservice. A key benefit of microservices is an individual microservice
can be deployed and managed independently, which opens the possibility of individual resource
management. FaaS is another realization of a fine-grained service architecture, which is built on
the serverless execution model [VETTT18]. Typically, a function in a FaaS platform constitutes
a business logic that is triggered in response to an event. Although these functions can be loosely
defined as microservices, we focus throughout on a strict definition where they are regarded as
being different, for example due to the common requirement for functions of being stateless.
Moreover, we emphasize individual functions and their underpinning platform as opposed to

other use cases such as FaaS workflows.
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The combination of a fine-grained system architecture and container-based deployment platform

has several benefits:

e Each of the services is lightweight in nature allowing a fine-grained resource allocation.
For an instance, instead of allocating a single CPU core per service, half a CPU core can
be allocated. Controlling capacity at this granularity reduces resource wastage compared

to traditional virtualization mechanisms.

e Since the services are light-weight, they generally have a quick start-up time. This opens-
up the possibility of only loading a service when there is a continuous demand rather than

always keeping it loaded in the memory.

e Since each of the services are deployed and managed independently, they are not necessar-
ily placed in a single server. Furthermore, as all these services can be scaled individually,
they can have multiple replicas spanning across multiple servers, making a highly decen-

tralized architecture.

As these properties are useful in practice, there has been a significant growth of use cases
for applying containers, microservices and serverless FaaS, however mechanisms to handle the
underpinning resources are still a subject of research investigation. In particular, different
resource management challenges exist that can benefit from scientific investigation. We group

some key challenges based on the key system resource they emphasize:

e Compute: Allocating a fraction of CPU capacity may increase resource utilization but
it poses a dilemma when there is an increase in the current workload of the system. In
such a case, the CPU capacity needs to be scaled automatically. Typically there are
two possible choices - increase the CPU capacity of the container. which is referred as
vertical scaling, or add another replica of the service, which is referred as horizontal
scaling. This problem is more relevant when the services are inter-dependent, i.e., for the
microservices architecture, as the service communication pattern also have an effect over

the scaling decision. This is similar to the well studied problem in queueing theory - one
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fast CPU versus several slow CPUs [HB13]. This problem is applicable for microservices
as small fractions of CPU capacity can be allocated and the capacity can be changed both

horizontally and vertically.

e Memory: Removing a function from the memory reduces the memory consumption but
this adds a latency delay for the upcoming service request. This is known as the cold start
problem [WLZ"1§|. Although the functions are usually light-weight and have a low start-
up overhead, there can be cases when these cold start delays affect the function response
time significantly. This poses a dilemma regarding installation of an on-premises FaaS
platform. If a function is kept in the memory indefinitely, thus reducing cold starts, it in-
creases the required memory capacity. On the other hand, allowing cold starts will affect
the service-level-agreements (SLAs) for response time. To solve this problem, the dynam-
ics among the SLAs, cold starts and memory consumption need to be assessed. Striking
a balance among these factors will ultimately reduce the required memory capacity while

satisfying the SLAs.

e Storage: Deploying and scaling the microservices independently, spanning across multi-
ple servers, creates a problem from the perspective of maintenance. In particular, keeping
the logs of a request workflow becomes difficult. Distributed tracing is an approach de-
veloped primarily to aid in this scenario. It profiles the user requests spanning across
multiple microservices. For a data center hosting microservices in the scale of tens of
thousands, the volume of traces generated could easily be in the scale of terabytes per
day. To store this traces for future troubleshooting requires a large storage capacity.
However, only a small fraction of these traces are helpful for such purposes. This opens
up the possibility of reducing storage requirement by saving only the interesting traces
in terms of, for example, identifying QoS violations. The challenge is to identify those

interesting traces and sample according to a storage budget.

All the challenges discussed above may be narrowed down, in essence, to two main tasks. The
first task involves assessing the dynamics of different factors that affect the resources. For

example, considering the scaling and cold start scenario, the initial challenge is to design a
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mechanism that can estimate different performance metrics, e.g., throughput and utilization,
under various system configurations. For this, we can leverage a queueing network [BGAMT06]
based model, which is often used to predict such metrics. For the distributed tracing scenario,
the initial challenge is to find a suitable trace representation and identify the traces that are
interesting or anomalous. A possible way for trace representation could be considering them as
a document and use a representation for document classification [Seb02]. If the trace contains a
cause-effect like pattern, we can also use a graph-based representation. The second task involves
designing a resource manager that will utilize the system insights, generated using the models,
to take necessary management actions. For the scaling scenario, the controller will decide the
scaling actions based on the estimated performance metrics. Similarly, the controller for the
cold start scenario will suggest the required capacity to setup a FaaS platform. The controller
for distributed tracing will limit the number of traces to be sampled, based on the information

about which traces are anomalous.

Based on the above discussions, we can define three primary research objectives for this thesis,

which are are as follows.

¢ RO1. Auto-Scaling the Compute Capacity: The first objective is to develop a
method that will scale the CPU capacity of microservices at runtime. To be more specific,
the scaler should be able to assess different scaling options and suggest the optimal one.

This can be further divided into two sub-goals.

— RO1.1. Modeling Microservices: The first goal will be to model a microser-
vices application using Layered Queueing Networks (LQNs) [WNPM95, FAOW™0§],
which is already shown to be effective to model modern distributed systems [TMW10,
SD11]. The model should incorporate the system dynamics of the application e.g.,
workload, shared resources, multiple application layers and provide different perfor-

mance metrics, such as throughput and utilization, as the output.

— RO1.2. Optimal Scaling: The second goal is to provide optimal scaling decisions

for microservices. In particular, there should be a controller that, using the LQN
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model, can assess different combinations of vertical and horizontal scaling configu-
ration. Based on this assessment, it should select an optimal configuration for the

current workload and eventually apply that on the system.

e RO2. Capacity Planning considering Cold Starts: The second goal is develop a
capacity planning method that considers the trade-off between latency delay and con-
servation of primary memory due to cold starts. The method should identify a limit
of cold starts such that the SLAs are satisfied, while reasonably limiting the memory

consumption. This could be divided into the following steps.

— RO2.1. Modeling Cold Starts: The first challenge is to model the cold start
scenario in a Function-as-a-Service (FaaS) platform. To be particular, the model
should be able to estimate the response time considering a varying degree of function

cold start delays and service times.

— R0O2.2. Capacity Planning: Once we have a model of the cold start scenario, it
needs to incorporated in a capacity planner. For a FaaS-based system to be deployed,
with given function cold start delays and service times, the planner should provide
a deployment configuration that includes the required CPU and memory capacity

that satisfy the SLAs for response time.

e RO3. Trace Sampling with Storage Constraint: The final objective is focused on
saving distributed traces with a storage budget. Here, we aim to develop a trace sampler,
with a limitation on the percentage of traces it can sample, that primarily focuses to save

the interesting or anomalous traces. This involves two major challenges.

— RO3.1. Anomaly Detection from Trace Stream: The first challenge is to
differentiate the interesting or anomalous traces from the normal ones. This will
initially require a trace model and after that a classifier that will detect the anomalies

in an unsupervised manner.

— RO3.2. Trace Sampler: The second challenge is to transform this anomaly detec-

tion process to a trace sampler. This requires to characterize the traces such the the



6 Chapter 1. Introduction

anomalous and normal traces form distinct groups and depending on the budget,

the traces will be sampled.

1.2 Contributions

The contributions of this thesis is summarized as follows.

e To address our first research objective, RO1, we have developed ATOM, a model-driven
autoscaler tailored for microservices. We first demonstrate that if a service can be both
vertically and horizontally scaled, the workload characteristics need to be taken into
account to decide which one of the two scaling actions is preferable. ATOM incorporates
this by leveraging layered queueing network models. It instantiates and solves, at run-
time, such models of the application for different scaling configurations. Computational
optimization is used to dynamically control the number of replicas for each microservice
and its associated container CPU share, overall achieving a fine-grained control of the
application capacity at run-time. Experimental results indicate that for heavy workloads
ATOM offers around 30-37% higher throughput than baseline model-agnostic controllers
based on simple static rules. We also find that model-driven reasoning reduces the number
of actions needed to scale the system as it reduces the number of bottleneck shifts that

we observe with model-agnostic controllers.

e To address our second research objective, RO2, we propose a novel approach, COCOA,
to size an on-premises FaaS platform. We have initially investigated the similarity of this
problem with the hit rate improvement problem in TTL caches and concluded that solu-
tions for TTL cache, although potentially applicable, lead to over-provisioning in FaaS.
COCOA addresses this over-provisioning problem. It uses a queueing-based approach to
assess the effect of cold starts on the function response times and sets the function idle
periods to values such that the cold starts remain tolerable from the perspective of service
level agreements (SLAs). Furthermore, it considers different memory consumption values

depending on whether the function is idle or in execution. Based on this assessment,
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COCOA estimates the required CPU and memory capacity to serve the expected work-
load. Using an event-driven FaaS simulator, FaasSim, we have developed, we show that
COCOA can reduce over-provisioning by over 70% in some workloads, while satisfying

the SLAs for response time.

e To address our final research objective, RO3, we propose SampleHST, a novel trace
sampler for distributed tracing with a storage budget constraint. SampleHST is tailored
to work on a stream of trace data and taking the sampling decision in an unsupervised
manner. Depending on the definition of interesting traces, SampleHST uses either a Bag
of Words (BoW) or a Graph model to represent a trace. This representation is then
passed to a forest of Half Space Trees (HSTs) [I'TL11 [TZLT13] for characterizing the
trace with a mass score, which indicates the observed frequency of traces of similar types.
These mass scores are used to cluster the traces using an online method based on a variant
of the mean shift algorithm. Finally, the association of each trace with a cluster, where
certain clusters are prioritized over the others, is used to take the sampling decision. We
have compared the performance of SampleHST with recently suggested methods using
data reported in literature and produced in a data center. Depending on the properties
of the experiment, we set the evaluation criteria using either precision, recall or F'1-Score.
The experiments demonstrate that SampleHST produces 1.2x to 19x better results than

the recent methods.

Although these contributions address a wide range of research challenges, in principle, they
can be considered as a sequence of resource management tasks, such as monitor, analyze, plan
and execute, which work on a shared knowledge-base. Most of these tasks are required for
all the contributions i.e., ATOM, COCOA and SampleHST. For example, all of them need
to analyze a wide range of data by leveraging artefacts like a queueing model or the trace
structure. In the case of ATOM and COCOA, the analysis involves assessing the scaling
scenarios and the effect of cold starts. In the case of SampleHST, the analysis phase focuses on
trace characterization such that the traces indicate anomalous system behaviors. We present

the thesis contributions from this resource management perspective in Fig. [I.I} Note that, all
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Figure 1.1: A bird’s eye view of the thesis contributions from a resource management perspec-
tive. The contributions i.e., ATOM, COCOA and SampleHST are presented as a sequence of
different management tasks such as Monitor, Analyze, Plan and Execute. The focus of each
contribution is on one of the following resources: Compute, Memory and Storage. The tasks
leverage different artefacts such as queueing models, service attributes, trace attributes, etc. to
achieve their objective.

the tasks are not associated with all the contributions. Here, COCOA is not associated with
the monitor task as it focuses on capacity planning, rather than runtime management, which

does not require an active monitoring component.

1.3 Publications

Over the course of writing this thesis, we have published some of our research contributions.

We present them here.

[GCWI9] A. U. Gias, G. Casale and M. Woodside ATOM: Model-Driven Autoscaling for
Microservices. In Proceedings of 39th International Conference on Distributed Computing

Systems (ICDCS), 2019. (©IEEE.
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In this paper, leveraging layered queueing networks (LQNs), we have developed an autoscaler
for microservices, namely ATOM. I contributed to majority of the paper including modeling a
demo microservices application with the LQN, validation of the LQN model against multiple
workloads, designing the autoscaler that utilizes the model to take scaling decisions and exper-
imental validation considering baseline rule-based autoscalers. We discuss these contributions

in Chapter [3]

[GC20] A. U. Gias and G. Casale. COCOA: Cold Start Aware Capacity Planning for
Function-as-a-Service Platforms. In Proceedings of 28th International Symposium on Mod-
elling, Analysis, and Simulation of Computer and Telecommunication Systems, (MASCOTS),
2020. ©IEEE.

In this paper, we present COCOA, a capacity planning method for on-premises FaaS platforms.
Like before, I have contributed to majority of the paper. My contributions include modeling
the cold start scenario using M/M /k setup and LQN models, validating the cold start model
using simulation, incorporating such models in a capacity planner to reduce resource over-
provisioning and experimental validation considering availability-aware approaches. We discuss

these contributions in Chapter

[AGW™21] A. Alnafessah, A. U. Gias, R. Wang, L. Zhu, G. Casale, and A. Filieri. Quality-
Aware DevOps Research: Where Do We Stand?. IEEE Access 9, 2021. (QIEEE.

This paper is a collaborative work of the QORE Lalﬂ. In this paper, we discussed the state-of-
the-art of the recent DevOps researches focusing on the Quality of Service (QoS) aspect. We
categorized the research themes, based on different stages of DevOps and also presented the
open challenges. I contributed to the runtime service management section of the paper that
discusses research challenges regarding monitoring microservices, container placement strategies

and autoscaling microservices. Part of my contribution is incorporated in Chapter [2]

In addition, we are on the process of preparing a paper submission that includes the contribu-

tions from Chapter

LQORE - Quality of Service Research Lab: https://qore.doc.ic.ac.uk/
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1.4 Thesis Organization

The organization of the thesis is as follows.

In Chapter [2] we present the necessary background concepts for this thesis. The chapter

also includes a mapping of those concepts with each of the contributing chapters.

In Chapter [3| we address our first research objective RO1. Here, we introduce ATOM,

a model-driven autoscaler for systems built with the microservices architecture.

In Chapter 4] we address our second research objective RO2. Here, we present COCOA,

a cold start aware capacity planner for an on-premises FaaS platform.

In Chapter [5 we address our final research objective RO3. Here, we introduce Sam-

pleHST, a sampler for distributed traces generated by microservices in a data center.

Lastly, we present the concluding remarks and future research directions in Chapter [6]



Chapter 2

Background

2.1 Introduction

The background concepts we present in this chapter are important to understand the contri-
butions of this thesis. Here, we discuss the subject-matters which are closely related to the
research contexts already presented in Chapter [I These include microservices and containers,
serverless and Function-as-a-Service (FaaS) platforms, and distributed tracing. It is necessary
to know about these concepts to understand the works we present in Chapter [3Hp} In addition,
we also introduce the concepts of Layered Queueing Network (LQN), which is an integral com-
ponent of our contributions in Chapter [3] and [l We present the mapping of these concepts

with our three contributing chapters in Fig. 2.1}

The structure of the sections are as follows. In Sections [2.22.4] we discuss the concepts related
to Chapters [3}f5] Firstly, in those sections, we provide key insights on the subject-matters
related to this work. In Section and [2.3] the discussions are from the perspective of system
performance, since it is the focus of our resource controllers in Chapter [3]and 4] In Section [2.4]
we discuss the concepts necessary to understand the contribution in Chapter [f, e.g., different
trace structure used in distributed tracing and possible trace aggregation mechanism at runtime.
These concepts are not part of our solution, but necessary to understand it. Secondly, we

present the current state-of-the-art of the particular research problem, we are addressing, on

11
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Figure 2.1: Mapping of the background concepts with the contributing chapters. A box with
solid lines indicates primary domain of the chapters whereas a box with dotted lines indicates
a supporting concept. A dotted arrow indicates a loose connection.

that subject-matter. We also highlight the shortcomings of those works that motivated us to
propose new solutions. The purpose of Section is different compared to these three sections.
It works as a primer to LQN, which is key to understand the resource controllers, namely
ATOM and COCOA, we present in Chapter [3] and [4] respectively. The section presents the
necessity of LQN-based modeling abstractions, the components of LQN and our options on

model solvers depending on the problem context.

2.2 Microservices and Containers

2.2.1 Overview

A microservice is a service with finer functional granularity than traditional SOA services [Zim17,
BG20]. A system consisting of microservices should follow an architectural style commonly
known as microservices architecture. Adopting microservices architecture requires that the
software development team follows some development standards, which are not particularly
emphasized for SOA. These include, for example, light-weight communication protocol among
services and separate data store for each service. Since the microservices architecture comple-

ments DevOps [BHJ16, [CP21], it is becoming more popular among organizations that follow
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such an approach for software development. The DevOps approach focuses on short develop-
ment life cycles. Such a strategy is aided by microservices architecture since its services are
finely grained and have its own data store, which enables small independent teams to develop

and deploy it quickly.

In addition to supporting DevOps, microservices have shown indications of improving the sys-
tem performance compared to monolithic applications [HS17]. Due to such benefits, large
companies like Amazon and Netflix are widely using microservices for their software stack
[Tho1s]. A wide variety of options to develop microservices has further boosted its popularity.
A microservice can be implemented with typical programming languages: Java, C#, Python,
etc. For communication among the services, the RESTful API is a commonly used option. To
store different service data, both relational (MySQL, Oracle, SQL Server, etc.) and NoSQL

databases (MongoDB, Cassandra, Redis, etc.) can be used.

To deploy the microservices, container technology is one of the widely used platforms. Con-
tainers are a light-weight executable instance of a program with all its runtime dependencies
package together. Containers use the Operating System (OS) level virtualization feature of an
OS. Due to this feature, the OS kernel can allow multiple isolated user spaces in the virtual
memory. Without this feature, the OS would have divided the virtual memory in two segments:
a single kernel space and a single user space. However, with OS level virtualization, multiple
instances of user space is possible. Each containers run on separate user spaces. The programs
within the containers are not aware of the other user spaces and to them the container itself is
the real computer. This containerization scheme is completely different from the VM paradigm
where each VM has its own OS and the VMs run over a hypervisor. We illustrate this difference

in architecture in Fig. [2.2]

The Linux Containers (LXC) [Ber14, [Jai20] is one of the early distribution for containerization
that was standardized. It is dependent on the containment capability, i.e., isolating processes
with different sets of resources, of Linux kernels. At present, Docker [And15, [HIB20] is the most
prevalent containerization platform, while Kubernetes [BGO™16, [Kay20] is the most common

container orchestrator. These platforms provide more flexibility in deploying applications, by
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Figure 2.2: Comparing the architecture of VMs and Containers

bundling all its runtime dependencies together. It requires only a configuration file which
mentions all those dependencies. This makes the container platforms ideal for using with
DevOps. Besides, it has another potential benefit: recent researches have indicated that such
technology can utilize resources such as compute, memory and storage faster and more efficiently

than the VM paradigm [CLL19.

Although microservices architecture has shown indications of improving the performance of
large scale systems [HS17], recently researchers have identified several performance engineer-
ing challenges specific to microservices architecture [HvHK™17|. These challenges should be
addressed to improve the performance, scalability and elasticity of a microservices ecosys-
tem. Some of the major challenges include, devising strategies for fine grained monitoring,
container level anomaly detection, aligning performance regression testing with containerized
microservices, finding appropriate modeling abstractions for microservices and incorporating

the container-based infrastructure in performance models.

It is seen that many of these challenges involve the incorporation of container-based platforms.
This is because the synergy of containers and microservices can significantly improve the per-

formance of the system. Researchers have already started working on performance evaluation
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of containers. In their work [FERRI15|, Felter et al. have experimentally illustrated that, in
majority of the cases, the performance of container deployments are equal or better than virtual
machine deployments. They have used popular software like Redis server and MySQL database
for their evaluation and presented their analysis from the perspective of latency, concurrency,
throughput, utilization, etc. Khazaei et al. [KBBML16] and Medel et al. [MRBA16] have sep-
arately modeled the container provisioning scheme of two different platforms: TaaS Cloud and
Kubernetes, using Continuous Time Markov Chain (CTMC) and Object Nets. These works
can be used for the capacity planning and resource management of container-based platforms.
In addition, Medel et al. [MRBA16] provide useful insights of placing CPU, I/O and Network
I/0O intensive applications in containers. Recently, researchers have shifted their focus to eval-
uate the performance of containers in IoT-related platforms like Fog computing [PVM™19).
This work, based on their evaluation of multiple policies, aims to suggest best container migra-
tion policy under different circumstances. However, all these works are more concerned with
the containers and did not incorporate the issues with fine grained microservices and their

communications.

To the best of our knowledge, Amaral et al. [APCT15] are the first to evaluate the performance
of microservices which are deployed in containers. They evaluated both the CPU and network
performance considering different architectural alternatives. Although such works provides
important guidance to developers, further investigation is required that assesses complex aspects
of microservices applications, e.g., replication, container placement and fine-grained resource
allocation, to provide a full picture of the performance issues to expect from containerized

microservices applications.

Our observation is that there are still research gaps in the domain of performance engineering
of containerized microservices. Such works are particularly important for resource management
tasks, which is the focus of this thesis. We particularly need to develop performance estimation
techniques, based on a model of the system, that can help in taking different resource manage-
ment decisions. In particular, such techniques should quickly provide performance estimations
under various system configuration and workload so that a resource manager can allocate re-

sources based on those estimations. This is an important part of our contribution in Chapter
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Bl where the focus is on containerized microservices.

Since our first research objective, RO1, is autoscaling microservices, we now discuss similar

studies from the literature in the next subsection.

2.2.2 Related Work

In principle, since microservices are cloud-native applications, the autoscalers for cloud appli-
cations [QCBI18] should work on them. However, reviewing the literature we find that such
autoscalers cannot realize the full potential of microservices. We first discuss these autoscalers
and their limitations. The autoscalers are developed using a wide range of approaches e.g.,
meta-heuristic algorithms [FFHI13| [CB17], application profiling [GHBRK12, QCBI6] and ana-
lytical modeling [LCW™T09, [ZBYCI11, IGDK™14, BLET1§|. The meta-heuristic approaches rely
on methods like a genetic algorithm [FFHI3|] or ant colony optimization [CBI17] to search a
sample space of scaling configurations and suggest the optimal configuration. Application pro-
filing based approaches focus on establishing a relation between the QoS, workload intensity
and amount of required software and hardware resources. This relation is then used for dynamic

resource provisioning.

The analytical methods focus on using a performance model to gain performance insights of the
system. These performance insights are commonly leveraged to minimize a cost function for
autoscaling [LCWT09, [ZBYCT1]. For the performance model, abstractions like LQN [LCW™09,
BLET18§]| or a traditional queueing network is used [ZBYCT1, IGDK™14]. Such analytical meth-
ods mostly address the issue regarding the amount of required resource share and allocating
that share either horizontally or vertically. However, recent researches [ITT18, (GDK™18| have
highlighted that it is important to make an assessment combining both horizontal and vertical
scaling before deciding a scaling strategy. This is because, depending on the workload and

service characteristics, vertical scaling may often be the better choice than horizontal scaling.

The overall issue with these approaches are that their capacity estimation technique is not

orchestrated for microservices. It has been already suggested that for autoscaling microser-
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vices, it is important to consider container level metrics [HvHK™17] and message queue metrics
[GLHRI1S]. This is particularly applicable to profiling and meta-heuristic based techniques as
they provide poor estimates if appropriate metrics are not used. The analytical methods also
need to incorporate the properties of microservices, like its fractional CPU share, and assess
whether the common performance assumptions regarding vertical and horizontal scaling holds

for them.

We now discuss the autoscalers targeted at microservices. Researchers have proposed differ-
ent rule based autoscalers for microservices [FDN16, TBBT17, KRP™17, [GLHRIS]. Most of
these scalers [FDN16, [ TBB™17, [KRP™17] consider simple container level metrics, like CPU and
memory usage, rather than exploring new dimensions with metrics like container start-up time
[HVHK™17]. Gotin et al. [GLHRIS]| focused on that aspect and used different conditions of the
message queues as a measure of system state. Considering such metrics makes these works ap-
plicable to microservices. However, these scalers only consider horizontal scaling though vertical

scaling can outperform horizontal scaling depending on the nature of the workload [GDK™18].

In recent years, researchers are proposing solutions that consider both vertical and horizontal
scaling. Kwan et al. [KWJIMI9] proposed an autoscaler, HyScale, that focuses on the perfor-
mance trade-offs between horizontal and vertical scaling. HyScale’s principle is to scale verti-
cally if the resources are available. If not, it performs horizontal scaling. Rossi et al. [RNCI19]
also emphasize the use of both horizontal and vertical scaling. However, in contrast to Kwan et
al. [KWJIMI19], they adopted a model-based approach. It is based on a Reinforcement Learn-
ing model that relies on approximations (state transition probabilities and the associated costs)
from monitoring data. They realized the so-called Elastic Docker Swarm (EDS) by integrating
their method with Docker Swarm. Although these works, consider both vertical and horizontal
scaling, they do not consider an important aspect: the bottleneck shift problem [BLV™19]. This
problem occurs when there is long chain of microservices, and resolving the bottleneck in lower

level microservices introduces bottlenecks in the upper levels.

Bauer et al. [BLVT19| presented an autoscaler Chamulteon that focuses on the bottleneck shift

problem. It is based on queueing models which are used to forecast system performance and
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taking a coordinated scaling actions. Chamulteon also includes a workload forecasting compo-
nent, which makes it proactive. Barna et al. [BKFLIT] proposes an Autonomic Management
System (AMS) based on Layered Queueing Network (LQN) that inherently offers coordinated
autoscaling, addressing bottleneck shifting. However, Chamulteon and AMS both do not con-
sider vertical scaling. Rossi et al. [RCP20] proposed a hierarchical autoscaler me-Kube, aiming
to decentralize the autoscaler components. Such decentralization makes the autoscaler more
scalable when deployed in a large cluster. However, regardless of using queueing models, me-
Kube does not address bottleneck shifting as it models each microservice separately rather than

the whole application.

FIRM is another autoscaler for microservices presented by Qiu et al. [QBJT20|. It focuses on
fine grain resource management of microservices considering resources like cache, network band-
width, CPU, memory, etc. However, unlike most of the approaches, it opted for a model-free
method. Their approach relies on a combination of support vector machine and Reinforce-
ment Learning to identify and allocate resources to bottleneck microservices. They consider
both vertical and horizontal scaling and the bottleneck shift problem is addressed using service
dependency graphs. However, the performance of FIRM, unlike the model-based analytical
methods discussed so far, is largely dependent on the volume and quality of the collected data.
In addition, such a method can potentially be slow to react to a sudden change in the workload

pattern due to a lack of data.

Reviewing the state-of-the-art shows that there are still research gaps when we consider au-
toscalers for microservices. The experimental or data-driven approaches, in general, work in a
“black-box” manner but require large volume of data for better estimation of scaling strategies.
The analytical method in particular are advantageous since they require less data to develop.
Such methods work in a “white-box” manner as they require information like system archi-
tecture and workflows to construct a model, which are more accessible from a private cloud
perspective. An issue with such methods is the model they consider does not allow to incorpo-
rate scaling configurations that include a combination of vertical and horizontal scaling, which
are better suited for microservices. In Chapter [3| we address these limitations of the current

autoscalers for microservices.
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Figure 2.3: Hlustration of the serverless execution model

2.3 Serverless and Function-as-a-Service

2.3.1 Overview

Serverless computing [BCCT17] is a cloud-based application execution model that removes
the burden of managing the computational resources from the software developer, hence the
name serverless. In such an execution model, the service provider manages the computing
resources required by the applications deployed on their platform. The amount of resource
allocated to an application is proportional to its workload. That is if the workload increases,
more resource is allocated to the application. In the case when there is no demand for the
application, no resource is allocated to it. This allows an easy implementation of the pay-as-
you-go billing model where the customer is primarilyﬂ charged in terms of transactions. To
avail the serverless service, developers need to package their code, in a format defined by the
service provider, and simply deploy it using the interface provided by them. For packaging the
code, the containerization technology is widely used. An illustration of the serverless execution

model is provided in Fig. 2.3

There are certain application scenarios that align perfectly with the serverless model, for ex-
ample applications with event-driven workloads. Such applications are often developed using
the function-as-a-service (FaaS) architecture and deployed in the serverless platform. In FaaS,
developers usually encapsulate the business logic corresponding to an event in a single execu-

tion unit, hence the term function is used. This function is triggered in the serverless platform,

!The base price per transaction can depend on the amount of required computing resources
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when a request for it is received. Although, there is no restriction on a function calling another,
this is not regarded as a best practice [Edul9]. This is because it raises problems like increasing

the cost and issues with runtime scaling.

We refer to the combination of serverless and FaaS as the FaaS platform. Amazon Web Ser-
vices (AWS) was the first to provide such a service publicly, namely AWS Lambda. All the
major cloud vendors now provide FaaS support. There has also been growing demand to build
on-premises or private FaaS platforms. Researchers suggested that such platforms are better
suited to scientific applications [PRNT19]. Regardless of the nature of the applications, such
an on-premises platform is always helpful from the perspective of privacy and security. To
install an on-premise FaaS platform, many open source FaaS frameworks have been developed
e.g., OpenFaaS, OpenWhisk and OpenLambda. All these frameworks includes containerization

technology, like Docker, to support their functionality.

A major trend in the serverless research community is optimizing the performance of the FaaS
platform, which is also important for resource management. The major focus on this aspect
is on the scientific applications. An example of such recent works is the CRUCIAL method
[BPSAP™19], which facilitates efficient running of machine learning algorithms. It allows de-
velopers to manage globally shared states of the algorithm and synchronize across functions,
which is a necessity for concurrent stateful applications. Klimovic et al. [KWST18] focused on
another aspect - temporary data storage - for function communication during data analytics.
They have developed a service named Pocket that dynamically allocates temporary storage
resources with reduced cost and high 1/O performance. Researchers have also been working to
identify different performance related research challenges for the overall serverless architecture
[VEISTT1T7]. An interesting challenge they identified is provision for objectively quantifying the
performance of FaaS platforms according to the user need. Such a quantification will allow users
to do a fair comparison and chose the cost effective option. To realize this, researchers need
to emphasize on developing cross-platform performance benchmarks. A recent study confirms

that there are still gaps in this domain of research [SL.20].

Reviewing the literature, our observation is that, although progress has been made on opti-
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mizing FaaS platforms, there is still a shortage of model-based analytical methods providing
performance estimates of such platforms. To address this shortage, in Chapter 4} we have used
modeling techniques similar to the ones we consider for containerized microservices. This is
because, each FaaS function is essentially an individual microservice, likely to be deployed in
a container. The key difference here is from the perspective of system architecture, which can

be addressed with suitable modifications in the model.

In the next subsection, we discuss the state-of-the-art on capacity planning for FaaS platforms
considering cold starts. We particularly focus on the works involving cost, resource management

or cold starts as they are more relevant to our second research objective RO2.

2.3.2 Related Work

From the perspective of cost, researchers have focused on various FaaS issues. Eismann et
al. [EGVE™20] presented a technique that predicts the cost of function workflows. They first
utilize a combination of neural network and mixture of distributions to predict the response
time and output parameter distribution of the functions. These distributions are used in a
Monte Carlo simulation to predict the cost of the workflow. Elgamal [Elgl8] focused on the
similar problem for AWS Lambda but took a different approach. They identify that the cost of
these workflows can be reduced by fusing multiple functions in one and placing only the suitable
functions in the edge devices. They devised an optimization algorithm that assesses the fusion
and placement options and suggests a cost-effective solution. Mahajan et al. [MFMR19] have
investigated an interesting scenario where the users aim to minimize the cost while the service
providers aim to maximize their profit. For this investigation, they have utilized the service
cost models along with queueing and game theory. Their study provides insights on how both

the user and provider can benefit from such scenarios.

From the perspective of resource management, researchers have mainly focused on runtime
CPU allocation considering the QoS [HLZTI17, [KHLT18|. HoseinyFarahabady et al. [HLZT17]
proposed a runtime resource controller for a serverless platform that aims to utilize resources

while satisfying the QoS requirements in SLA. Their method relies on solving an optimization
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problem continuously at runtime with multiple cost functions concerning resource utilization,
QoS violations and switching cost. Similar to this work, Kim et al. |[KHLT18| also focused
on ensuring the QoS. They considered the cases with a abrupt surges in the system workload
and propose a CPU capping method for such cases. The method basically monitors the system
performance and keeps track of the QoS violations. Based on these observations, it sets the

CPU cap of a QoS class and assigns the functions to appropriate working threads.

Wang et al. [WLZ"18] and Lloyd et al. [LRCT18] are among the firsts to investigate function
latency considering cold and warm states. Wang et al. [WLZT18| reported many interesting
findings regarding cold starts like its impact on function latency significantly increases de-
pending on the function’s programming language. They also observed a wide variance in the
median cold start times across popular FaaS platforms. Lloyd et al. investigated multiple
cold start scenarios and found that the performance can even degrade up to 15x. In recent
works, researchers are also proposing different solutions to this problem. In a separate work,
Lloyd et al. [LVZT18] have addressed cold starts from the end user perspective and mitigated
it by periodically sending low cost service requests. Bermbach et al. [BKB20] proposed a
method developers can use to provision containers in advance by leveraging function composi-
tion knowledge. However, these approaches are not applicable from the perspective of service

providers.

The server-side solutions to cold start primarily rely on setting up resources beforehand. For
example, Mohan et al. [MSDT19] have proposed to pre-initialize resources, like networking
elements, and associate them with function containers as required. These function containers
are saved in a stateless manner in a container pool and re-used later. Shahrad et al. [SFGT20]
propose a window based approach to load or unload functions by analyzing their invocation
patterns. The length of these windows are decided using the distribution of function idle times

i.e. the amount of time a function remain idle without receiving a request.

Reviewing the state-of-the art shows that though there are works focusing on cold starts, the
aim in such cases has been to mitigate cold starts at runtime rather than incorporating them

during capacity planning. None of these works focused on modeling the cold start scenario to
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estimate the memory consumption and response time values of the functions. Such estimations

could eventually be used for capacity planning. In Chapter [, we address these limitations.

2.4 Distributed Tracing

2.4.1 Overview

Distributed tracing is a method to track a request as it moves through a distributed environ-
ment [Shk19]. It is also known as distributed request tracing. We want to keep track of such
requests for future troubleshooting. In principle, this method is applicable to any distributed
systems but it is tailored primarily for systems built with the microservices architecture. This
is because the traditional tracing mechanism in a web server is incompatible with microservices
and thus it was a necessity to build a new method. In a traditional web server, the request is
tracked with a thread Id, which is extracted from the log messages. The workflow for a particu-
lar request can be found by extracting the logs associated with that thread Id. However, in the
case of microservices, for a particular request, not only can a request move to another thread,
it can also move to another process running in a separate server. Thus to track such requests,
we need to persist a unique request Id rather than a thread Id, throughout the end-to-end path
of a request. To implement distributed tracing, developers need to instrument the microservice
codes. The goal of this instrumentation is to allow the generation of a unique request Id, which
passed along the microservices involved in that request. This process of passing the request
Id is often referred as context propagation because it preserves the context to which a service
is invoked. The log messages generated by the microservices include that unique request Id,

which is used to group the log messages and extract the request workflow.

The structure of log messages generated from distributed tracing will depend on what standard
we are following. When following the OpenTracing?| standard, which is widely adopted in
industry, each microservice will contribute a span. The request Id in a span is referred as the

trace Id. A span includes the meta-data regarding a unit of work. Companies can apply changes

2The OpenTracing project - https://opentracing.io/
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Figure 2.4: An illustration of the distributed tracing concepts. We see a group of microservices
and a request that flows from service A - D — H — [. A trace Id is generated when the
request reaches first service A and the Id is propagated to the next services. The span generated
from each service is grouped using this Id.

to the structure of a span but it will ultimately contain a set of property-value pairs and the
logs. For example, a property can be what is the HT'TP return code or the timestamp when the
request is first received. The logs can be any debugging information that has been requested.
For further fine-grained information researchers have also proposed other tracing format like
the X-Trace [FPKS07]. In the case of OpenTracing the unit of work covers a microservice
whereas in the case of X-Trace a unit covers an event inside a microservice, which is referred
as a report. This allows a fine-grained analysis of the traces. For a report, the request Id is
defined by the task Id property. We illustrate these distributed tracing concepts, considering

the OpenTracing standard, in Fig. [2.4]

As mentioned before, a distributed trace needs to be aggregated based on its request Id of
the individual components like spans or reports. This aggregation mechanism might need
adaptation if we want to perform a run time analysis. Let us assume a trace consists of
multiple spans. However, while aggregating, we will not know in advance how many spans
a trace will have. The solution to this problem, in principle is as follows. We need to keep
track of the trace-span association and assign a timeout value to each of the traces. When a

trace expires, its construction (composition of all the associated spans) at that instant will be
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Figure 2.5: Illustrating the distributed trace aggregation mechanism based on timeouts. The
circles beside each trace represents the timeout status.

considered as complete. The completed traces will be then placed in a separate buffer. This
process is illustrated in Fig. 2.5l On the other hand, if a new span appears before trace expiry,
the timeout of the trace will be reset to the original value. The timeout value for the trace
should not be a fixed value. It needs to be configured depending on customer needs or any

application policy.

Distributed tracing has been widely adopted for troubleshooting of microservices. A common
use of it is for anomaly detection [NCKI19b|] from the traces, where the goal is to identify
anomalous service execution paths. This can be used for various purposes e.g., identification of
faults. Researchers have also leveraged such traces for performance debugging |[GZHT19) i.e.,
predicting QoS violations and the source of performance unpredictability. There has also been
work focusing on privacy risk detection [GAMKF20]. Here, the authors use distributed system
traces to identify service paths that can potentially leak personal user data. To perform all
these analysis, the trace data typically needs to be stored. This is significant problem for a data
center that hosts microservices in the scale of thousands. Data centers like this can produce
tens of terabytes of trace data per day [YHC2I], requiring a huge storage capacity. A major
challenge in distributed tracing is to reduce this storage requirement by sampling the traces

that can be potentially useful for further analysis [LCPAMI9).

Since our final research objective, RO3, is designing a trace sampler for distributed tracing,



26 Chapter 2. Background

we discuss the relevant works on this domain and their limitations in the next subsection.

2.4.2 Related Work

The first step of designing a trace sampler is to be able to differentiate between normal and
anomalous traces. There have been many works on anomaly detection from microservices using
their generated traces. Wang et al. [WZXG20| utilized a call tree extracted from the traces
to identify anomalies. Their method initially clusters these call trees to define baseline call
patterns. These patterns are then used to detect workflow anomalies in a trace. A similar work
in this direction considers is presented by Zuo et al. [ZWM™20]. Here the anomaly detector
utilizes a temporal model which is learnt from the request execution patterns. Nedelkoski et
al. in two separate works [NCK19a, NCK19b] investigated the accuracy of deep learning based
methods to detect anomalies. In their first work [NCK19a), they focused on the response time
anomalies whereas in their second work [NCK19b], the focus was on integrating both the causal
relationships and the response time to detect the anomalies. Bogatinovski et al. [BNCK20] also
used a neural network based method. Their method relies on checking whether a particular
span is in the top-K predicted span for that particular position in the trace. Although all these
works show promising results for anomaly detection, none of them considered our distributed
sampling scenario i.e., they did not present how to transform this anomaly detection result to
a sampling decision. This transformation is difficult because we may want to sample normal

traces and need to maintain a balance between normal and anomalous traces while sampling.

To the best of our knowledge, there are only a few researches focusing on sampling anomalous
traces from microservices. Las-Casas et al. [LCMGF18] proposed a sampler based on a hi-
erarchical clustering method PERCH [KMKMI17]. They demonstrated that their method can
achieve representative sampling, meaning equal share for both normal and anomalous traces.
However, being a clustering method, the work should have considered the curse of the data
dimensionality |[ZSK12], which is not discussed. In addition, this method also requires batch

processing but it is not often supported in cloud data centers.

The issue of batch processing is solved by Sifter [LCPAMI9|. It takes a sampling decision trace
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by trace on the fly. The core concept of Sifter is as follows. Training a neural network with
traces should generate a varying degree of training loss based on trace familiarity. A loss can
be translated into a sampling probability, which should be inversely proportional to familiarity.
The issue with such an approach is even though the probability of an anomalous trace is higher
than the normal traces, if the magnitude of that probability is closer to 0 than 1, that trace will
not be sampled. As a result, many of the anomalous traces can go unnoticed. This problem is
solved in recently proposed sampler named Sieve [HCYT21]. It uses a threshold to first separate
the anomalous traces and then amplify the sampling probability. However, the problem with
this method is the choice of threshold is critical, particularly when the normal and anomalous

traces are not very different.

A common issue with these samplers is they do not bias the sampling decision based on the
magnitude of the budget with respect to the fraction of anomalies. Here, a budget is the fraction
of traces that the sampler is expected to sample. Although the discussed samplers bias the
sampling decision towards smaller trace groups, it will only achieve representative sampling.
Such a bias is not sufficient to capture a high proportion of the anomalies when the budget is
lower than the fraction of anomalies. Capturing all the anomalous traces, in such cases, is more
intuitive as they are morel likely to contain information about system failure. Representative
sampling should only be emphasized when the budget permits i.e. the budget is higher than

the fraction of anomalies.

Reviewing state-of-the-art shows the research gaps concerning a distributed system trace sam-
pler. This motivated us to develop a novel solution for this problem, which we present in

Chapter 5]

2.5 Layered Queueing Network

This section works as a primer to Layered Queueing Networks (LQN), which we use as a
modeling abstraction in Chapter [3] and [4] We initially provide the preliminaries on queueing

networks and how it has been gradually extended to LQNs. Subsequently, we discuss the cases
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where an LQN is used to estimate system performance. Finally, we discuss LQN model solvers

and which of them to use under different circumstances.

A software system can be considered as a service station where the users of the system visit to
receive a service. If there is only one instance of the station and there is more than a single
user, users may have to wait in a queue to receive a service. If the service rate is high, there will
be fewer users waiting in the queue to be served. This nature of a software can be modeled as
a queueing system to evaluate its performance. A typical queueing system has a queue, where
the requests from the clients wait to be served, with a scheduling discipline e.g., First Come
First Served (FCFS), based on which the requests are served, and one or multiple servers which
serve the requests. In queueing terms, these requests are referred as jobs. It is common to
assume that the service time of the servers will follow an exponential distribution and the job
arrival rate will follow a Poisson process. Queues with such property are known as Markovian
Queues. A system of multiple queues, connected by a routing network, is referred as a queueing

network.

The jobs of a queueing network can be of a single type or different types. This is known as the
class of the job based on which a queueing network can be either of single or multiple class.
Depending on the nature of job arrivals and departures, queueing networks can be divided into
two types: open and closed. In a open queueing network, a job can arrive from outside the
network and also leave it. On the other hand, in a closed network, a job cannot arrive from
outside or depart from the network. Modern client-server systems can be modeled using either
open, closed or mixed queueing networks depending on the situation. The scenario where the
web server receives requests from the clients can be modeled as a open network. However,
considering the scenario where there are a certain number of simultaneous users utilizing the
system, a closed network model can be used. There can also be mixed networks, where some

job classes are open whereas the other job classes are closed [BGAMT06].

Although the underlying Continuous Time Markov Chain (CTMC) of a queueing network can
be used to obtain different performance estimates, it is often computationally expensive. An

efficient approach to obtain those estimates for a closed queueing network is using Mean Value
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Figure 2.6: Different components of a Layered Queueing Network (LQN), illustrated with a
simple model

Analysis (MVA) [RL80]. This technique provides the mean value of different performance
metrics like throughput, queue-length, waiting time, etc. Queueing network based abstractions
have been extended over the years to adapt with the complexity of distributed systems. One
of the earliest works is presented by Sauer et al. [SMT§], where the authors coined the term
Extended Queueing Network (EQN) to propose a class of queueing networks where a job can
posses multiple resources at the same time. Layered Queueing Networks (LQN) [WNPM95|
RS95, [FAOW 08| are another such extension that considers a process can execute in two phases.
The first phase is for serving the request and the second phase is for tasks internal to the server
such as deleting temporary files, clearing database cache, closing network connections, etc. It
can also be used to model parallel service executions [FW98§]. Another benefit of LQN is that it
can model modern multilayer applications where a server can sometimes also work as an client.
This is an important feature for modeling microservices as individual microservices often work
as both a client and a server. The multilayer model can be solved iteratively, using techniques

like MVA, where each layer is considered as closed queueing network.
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A LQN is defined upon a set of basic components:

e Processor: A processor can be the actual processor of the system or a placeholder for

one or multiple tasks. A processor component is explicitly indicated in Fig. [2.6

e Task: A task is usually used to represent a system process. A task has a queue where jobs
are scheduled according to the scheduling discipline of the processor. A task component

is explicitly indicated in Fig. [2.6]

e Entry: A task is associated with one or multiple entries. Entries can be considered as
multiple classes of jobs. All the entries share the same queue of the task. An entry

component is explicitly indicated in Fig. [2.6

e Activity: Each of the entries are associated with one or more activities. Activities are
the lowest level execution units that consume processor time. An activity component is

explicitly indicated in Fig. [2.6]

These basic components can have additional properties such as:

e Service Demand: Each of the activities has a host or service demand [SCBK15]. Service
demand for an activity can be defined as the total service time of a job across multiple

visits to that activity.

e Think Time: Think times represent the average time that a user delays between sub-
mitting requests. In Fig. 2.6] we see that the Client task has a think time. In an LQN,
only a reference task can have a think time. A reference task represents users in an LQN,

which in this case is the Client task.

e Calls-Mean: An entry or activity can call other entries to complete a request. This call
can be either synchronous or asynchronous. These calls are associated with a calls-mean
value which indicates on average how many calls are made for a request. These calls-mean

values are used as routing probabilities among the components of the system.
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e Multiplicity and Replication: The processor and task can have a multiplicity and
replication value. Simply, multiplicity refers to the number of worker thread and repli-
cation specifies the number of replicas of the element serving in similar capacity. If the
replication parameter is used, the calls are associated with fan-in and fan-out values.
Fan-in indicates the number of replicas of the component from which the call is made.
Fan-out indicates the number of replicas of the component to which the call is made. If

not explicitly defined, the value for both of them is assumed to be one.

LQN evolved from the necessity of a more expressive abstraction required to model mod-
ern client-server systems. Since its introduction, along with its widely used solution tool
[FAOWT08|, LQN has been utilized to model different distributed systems and performance
evaluation scenarios. These include web server [DEJRIS]|, web applications [UMO06, [SD11], web
services [TMW10] and virtual machine provisioning in cloud [SD12]. These works provides im-
portant guidelines on modeling and estimating the performance of modern distributed systems.
Recently, LQN has been used to design a adaptive runtime controller that provides scaling
decisions for VM-based cloud applications [BLFT18]. However, provided that the microservices
are deployed in containers, this environment will be distinct from the cloud environment and

so for such cases, the controller is not applicable.

LINE [PC17] and LQNS [FAOWT08] are two tools to solve LQN models. Both these tools solve
an LQN model iteratively, considering each layer of the LQN as a closed queueing network.
Compared to LQNS, LINE can be parameterized with different solvers, not based only on
MVA. For example, when parameterized with the fluid ODE solver, jobs can be represented
as continuous values, allowing easier estimation of percentiles of response times in high load.
Such a metric is important in order to analyze the reliability of the system. Thus, LINE can
be used to analyze both the performance and reliability of the system using the same LQN
model. LINE also provides option to develop LQN models programmatically, which makes it
simpler to model large systems, like a FaaS platform, with known communication pattern. On
the other hand, a major advantage of LQNS is due to its efficient implementation with C++-,

it can solve models significantly faster compared to LINE. This makes LQNS suitable to use in
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runtime scenarios like in an autoscaler.

In our case, for Chapter [3| we used only the LQNS solver since we need to quickly solve an LQN
model to scale the system at runtime. For Chapter [4, we have leveraged both the LINE and
LQNS solver.

2.6 Summary

In this chapter, we have presented the background concepts required for Chapters[3}5] Initially,
in Sections [2.242.4] we present the subject-matters related to our research objectives. These
includes microservices and containers, serverless and FaaS platform, and distributed tracing.
We also present recent studies related to our specific research problems. We also highlight their
limitations that motivated us to propose our novel solutions. Finally, in Section 2.5 we present
a primer on LQN, which is an integral part of our contributions provided in Chapter [3] and [

The section essential to understand those contributions.
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Capacity Scaling at Runtime

3.1 Introduction

Microservices define a cloud-native architecture for software development [KQ17] that is in-
creasingly accepted in the software industry thanks to their synergy with DevOps [ZBCS16].
Microservices have evolved from service oriented architecture with the aim of delivering a set
of scalable services by decentralizing business logic among fine-grained services [PZA™17]. This
property results, among other benefits, in greater control of performance since scaling needs
for a system can be addressed by adding capacity only to the sections of an application that
actually need the extra capacity. In addition, using containers for deploying microservices in-
herently improves the underpinning performance management thanks to fast start-up times
[APC™15] and ease of replication and reconfiguration. When these microservice-based systems
are deployed in a private cloud, such deployments, being in-house, provide further flexibility

because it allows leveraging different system design artefacts, e.g., UML designs, during scaling.

In this chapter, we have considered an autoscaling scenario from the context of microservices,
which in particular are deployed in a private cloud environment. For autoscaling cloud appli-
cations, rule based approaches are common in the industry [QCBI8]. Such approaches usually
scale stateless services horizontally and stateful services vertically. However, recent studies

[GDK™ 18|, TTT18] have shown that where both horizontal and vertical scaling are applicable,

33
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they can provide different performance gains based on the current workload. Thus, depend-
ing on the current workload, a scaling decision should be based on the potential performance
improvement after applying both vertical and horizontal scaling, either separately or in a com-
bination. This can be achieved using the concepts of queueing models. However, using such
concepts for microservices involve multiple research challenges. For accurate performance es-
timations of microservices, a queueing model should both abstract its explicit properties, like
fractional CPU share, and the implicit properties inherited from service oriented architecture,

like operating simultaneously as a server and client.

Researchers have proposed multiple methods for autoscaling cloud applications based on meta-
heuristics [CB17], application profiling [QCB16], and analytical methods [BLET18|. However,
these methods are not particularly suitable for microservices as they do not consider such
platform specific metrics like container start-up time [HvHKT17] and message queue status
[GLHRI1S8]. Moreover, it remains the problem on how to tune the capacity estimation pro-
cess for microservices. Recently, a number of rule based autoscalers have been proposed for
microservices [FDNI16, [TBBT17, IKRPT17, (GLHRIS|. Some of these scalers utilize message
queue metrics [GLHRI1S], which can provide better insights of the system state than traditional
container level metrics used in other studies [FDN16, TBB*17, KRP™17]. However, prior work

focuses only on horizontal scaling, whereas we consider both vertical and horizontal scaling.

To aid in this autoscaling context, we present ATOM, a model-driven autoscaler for microser-
vices. For any particular workload, ATOM assesses the effect of the workload on each indi-
vidual microservice and potential performance improvement after applying various horizontal
and vertical scaling configurations. The scaling configurations include the number of replicas
for each of the microservices and the allocated CPU capacity (we also used the term “CPU
share” interchangeably) for those replicas. To abstract a microservices application and rea-
son on the potential performance gain, ATOM leverages a Layered Queueing Network (LQN)
[WNPMO95, RS95] model. Such models are instantiated by host demands determined by moni-
toring the traffic between microservices. By applying various configurations on a model, ATOM
aims to provide a scaling strategy that maximizes the revenue of the system with minimal CPU

shares. We have formulated this scaling scenario as a non-linear mixed-integer program using
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the weighted sum method [MAI0]. To search for an optimal solution for a given workload,
considering the non-linear nature of the problem and the presence of integer variables, we have

used a genetic algorithm (GA).

Overall, our contributions can be summarized as follows:

e an autoscaling controller that maximizes the revenue, while minimizing the CPU shares,

of a microservices application without violating the service level agreement (SLA)

e LQN models to estimate the performance of a microservices application with different

number of replicas and CPU shares

e a GA based method that searches a sample space of LQN models to provide an optimal

scaling strategy

e an experimentation, using real measurements from a microservices application Sock Sholﬂ,

demonstrating that ATOM outperforms the rule based approaches for heavy workloads

Rest of the chapter is organized as follows: Section [3.2| presents a motivating example for our
work. Section presents the performance modeling aspect of microservices-based systems
with LQN. Section discusses about our proposed autoscaler ATOM. Section presents the
experiments and results. The chapter is finally concluded with a summary of the contributions

in section 3.6

3.2 Motivating Example

In this section, we highlight the importance of reasoning between horizontal vs vertical scaling,

depending on the current system workload.

!Microservice Demo: Sock Shop |[microservices—demo.github.io]


microservices-demo.github.io
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Figure 3.1: The architecture of the sock shop application

3.2.1 Running Case

Before illustrating our example, we first need to define horizontal and vertical scaling from the
context of this study. On one hand, we define horizontal scaling (also referred as scale out) as
increasing the number of replicas of the microservices. For example, if a microservice previously
had one replica and now has two, each with a similar CPU capacity, it means that the service
is scaled horizontally. On the other hand, we define vertical scaling (also referred as scale up)
as increasing the CPU capacity of a replica of a microservice. So if a replica previously had
a CPU share of 0.5 (i.e., it is allocated half a CPU core) and now has 1.0, it means that the

service is scaled vertically.

In this example we want to illustrate that scaling strategies for microservices should not be
solely based on static rules, such as ‘always scale a stateless microservices horizontally” or
“always apply either vertical or horizontal scaling to a specific microservice”. Instead, if a
service can be both vertically and horizontally scaled the scaling decision should be driven
by workload characteristics. To illustrate this point, we have used a microservices application
named Sock Shop. It is an e-commerce website that allows one to view and buy different types

of socks. The architecture of the Sock Shop running case, deployed on two Dockelﬂ swarm

2Docker: Enterprise Container Platform |www.docker . com|
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Table 3.1: Two cases where the front-end microservice is the bottleneck

System Workload Front-end Config.
Case Request Distribution Conc. | Think | CPU Replica
Home | Catalog | Carts | Users | Time | Share p
A 1000 0.2
B 57% 29% 14% 1000 7 sec 10 1

nodes, is illustrated in Figure 3.1} The front-end, catalog and carts services can have up to
M, N and K replicas, respectively, which are load balanced by a router service. In addition,
the catalog and carts services need to persist data. For that, they have their private database
services. These database services and the router service are stateful, whereas the other services

are stateless.

We have considered a browsing workload [Men02] in this application, which creates a scenario
where a user can visit the website and add or remove items in the cart. In this scenario, we
have investigated two cases where the front-end microservice is the bottleneck and requires
additional capacity. The workload and system setup used in the two cases are summarized
in Table 3.1 The workload is specified by the mix of requests, i.e., the number and types of
concurrent users issuing synchronous requests, and their think times, the times in-between a
request completion and issue of the next request. The system configuration includes the CPU
share and the replica number of the front-end microservice. A CPU share of 0.2 means that
the microservice can at most utilize 20% of a CPU core, even if the rest of the CPU remains

idle. The cases, A and B, represent a light and heavy workload respectively.

3.2.2 Comparing scaling rules

For the evaluation of the two cases, vertical scaling was applied by doubling the CPU share
of the front-end microservice (the bottleneck); horizontal scaling was applied by doubling the
number of replicas of the front-end. The results in Figure [3.2] for Cases A and B, show clearly
that it is better to tailor the choice of vertical and horizontal scaling strategy to the workload

rather than always depending on one strategy or the other.

In the light-workload case (A), Figure shows that both strategies gave increased through-

put, but vertical scaling responded more quickly and reached a higher steady-state throughput
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Figure 3.2: Effect of vertical and horizontal scaling over the front-end microservice in two
different cases

(about 10% higher). The more rapid response is due to a faster ramp-up of capacity, and the
higher steady-state capacity is due to the well-known inefficiency of multiple servers sharing a
light or moderate load, compared to a more powerful single server [HB13]. This inefficiency is

captured in the queueing model used by ATOM for decision-making.

In the heavy-workload case (B), Figure shows that vertical scaling is much less effective
at increasing steady-state capacity, about 20% less. The two strategies respond about equally
quickly in heavy load, so horizontal scaling is overall much more effective. Vertical scaling
gave lower throughput in heavy traffic because the front-end microservice code is not internally
parallel, thus it cannot leverage the availability of the extra CPU cores. This is not uncommon

in software, as demonstrated by the Sock Shop implementation itself.

Summarizing, our results suggest that, when a service can both be vertically or horizontally
scaled, an optimal runtime autoscaler would reason on which of the two scaling actions to take
based on workload, individual microservice features, and overall software system architecture.

In the next sections, we adopt a queueing-based approach to address this problem.

3.3 Performance Model

This section illustrates the use of Layered Queueing Network (LQNs) for performance modeling

of microservices. It also presents different service demand estimation methods, which is required
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Figure 3.3: Different user interaction scenarios considered in the LQN model

to instantiate the LQN models in concrete systems.

3.3.1 LQN Modeling

For LQN modeling, we have identified three user behavioral patterns concerning the sock shop
running case presented in section [3.2] These are: visiting the home page, viewing the catalogue
or items and viewing or adding or removing items from the cart. The users are associated with
a think time. All the user requests are received by the Front-end service. To the front-end, the
request is either for the home page or for catalogue or cart service. If the request is related to
catalogue or cart service, the front-end forwards it to the corresponding service. The cart or
catalogue service decides the specific nature of user request. For the catalogue service, it can be
either for viewing the whole catalogue or a single item. Whatever, the request is, the catalogue
service has to send a query, corresponding to the request, to its database before it can send the
reply to the front-end. The same pattern also applies for the cart service. The only difference
is that, it can receive three types of request instead of two types. When the front-end receives
a reply from either catalogue or cart service, it forwards the reply to the user. These scenarios

are depicted in the sequence diagram presented in Figure [3.3]
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Figure 3.4: An LQN model of the Sock Shop application. The boxes, nested boxes and circles
represent tasks, entries and processors respectively. Calls are shown by arrows, which are
associated with a call mean, fan-in and fan-out. The values between square, curly and angle
brackets specify service demands, multiplicity and number of replicas respectively.

LQN models can naturally abstract these scenarios where a microservice can sometimes also
be a client of another microservice. This property often leads to the use of LQN in modeling
distributed systems [UMO6, [SD11, TMWI10] and motivates the adoption of these models in
microservice autoscalers. For ease of illustration, the LQN mode]ﬁ we have derived for the
running case is shown in Figure [3.4 In the LQN model, microservices are abstracted by tasks.
The reference task (Client) represents the system workload. The entries of the task, which are

equivalent to service classes in a queueing network, hosts the features or APIs exposed by the

3The model is also available for download in https://github.com/alimulgias/ATOM
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microservices to their clients (entries). The tasks are placed in a processor, which in this case

represents the CPUs in the host servers.

In a LQN model, the performance impact of vertical or horizontal scaling can then be assessed
either by scaling the service demands of the activities in a processor according to the CPU share
(vertical scaling) or, for horizontal scaling, by increasing the level of replication of a task. This
inherently increases the number of service queues for that task. An autoscaler can then reason
on expected performance by analyzing the LQN with standard solvers [FAOW™08, [PC17] and
obtaining corresponding metrics such as throughput, utilization and response times expected

for each microservice after performing the scaling action.

3.3.2 Service Demand Estimation

The tasks of an LQN model can include one or more activities. An activity consumes a CPU
time which is represented by its service demand, which needs to be estimated to parameterize

an LQN. A common method is to use a linear regression model based on the utilization law

[SCBK15] presented in (3.1).

U= XiDig (3.1)
k

Here, U; means the utilization of resource 4, X} means the throughput of class k£ and D, j, means
the service demand of a job of class k in resource ¢ . To get the service demand, initially some
utilization and throughput samples are collected from system measurements. The utilization
function is then fitted by ordinary Least Square (LSQ) regression, possibly with non-negativity

constraints, to obtain the service demands.

The regression method assumes some variability in the observed throughputs, which is not
always present in observations on microservices. To illustrate this, in Figure [3.5a] we have
plotted the estimation data, for a single experiment, of the View item feature of the Sock Shop
application. With such single experiments, it is difficult to obtain a wide range of throughput,

i.e., Transactions per Second (TPS), and utilization values, which is also seen in the figure.
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Figure 3.5: Service demand estimation using two different techniques

Within this narrow range, the data do not show strong correlation between the variables,
which in turn means that accurate estimates of demand cannot be found this way. We may
need to run several experiments to obtain a wide range of values. This, in particular, is a
issue for microservices as they are finely grained and contains a simple business logic. This
makes microservices less resource intensive than traditional applications. Thus, estimating

their service demands based on utilization becomes more difficult.

More accurate estimates can be found using more fine-grained observations on the system, of
the response time of individual operations or groups of operations versus as a function of the
queue length at their arrival [KPSCD09]. This technique is based on the formula for estimat-
ing response time using the mean-value analysis arrival theorem [KPSCDQ9]. The formula is
presented in Equation . In the equation, R; is the mean response time of a job of class i,
T is the residual time of the job in execution seen by the job of class i upon arrival, Dy is
the mean host demand of class k£ and A,(;) represents the mean number of jobs of class k seen

by the job of class ¢ upon arrival.

K
Ri=T" +> " Dy(c+ AY) (3.2)
k=1
where,
1 =

0 i#k
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Table 3.2: Workload patterns for model validation

Request Distribution Concurrent Think
# Home | Catalog | Carts Users Time
1 57% 29% 14% | 1000, 2000, 3000 7 sec
2 34% 33% 33% | 1000, 2000, 3000
3 57% 29% 14% | 1500, 2500, 4000 10 sec
4 34% 33% 33% | 1000, 2000, 3000

When applied to the previous case, the results are shown in Figure [3.5b] From the figure, it
is seen that the variability in data is significantly higher than the data for utilization samples,
simplifying the estimate of demands. It is also evident that the estimate will be insensitive to

anomalies in the data. This suggests that the technique is applicable for microservices.

3.3.3 Validation

To validate the LQN model output against real system measurements, we have performed
multiple experiments. We have considered a subset of the Sock Shop application from Figure(3.1
that contains business logic. The workloads for the experiments are presented in Table[3.2] The
request mix and the number of concurrent users have been selected such that they create light,
normal and heavy load in the system. The think times are set as suggested in literature for
such studies [Men02, RCKT09]. For workload 2 and 4, we have deployed the microservices in
Docker compose mode, creating a scenario with a single host server. For workload 1 and 3 we
have deployed the microservices in two Docker swarm nodes, creating a scenario with multiple
host servers, where server 1 hosts the front-end and cart services and server 2 hosts the other
three services. Within these servers, to avoid the approximation error of multiserver queueing
nodes, we have kept a single CPU online. For workload generation, we have used the Locustﬂ
tool with a distributed load testing configuration. All the models are solved using the LQN
simulator (LQSIM).

The percent errors, considering the TPS and utilization, between the model and system mea-
surement are presented in Table[3.3] We presented the minimum, maximum and average errors

for both TPS and utilization. From the table, it is seen that all the average errors are less

“Locust - A modern load testing framework [www.locust.io]
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Table 3.3: Percent error between model and system measurement

Service TPS % Error Util. % Error
Name min | max | avg | min | max | avg
Front-End 0.05 | 7.68 | 2.26 | 1.06 | 9.98 | 5.05
Carts Svc. 0.04 | 6.08 | 2.17 | 0.37 | 4.08 | 1.89
Catalog Sve. | 0.09 | 7.83 | 2.79 | 0.66 | 4.01 | 2.04
Catalog Db. | 0.43 | 7.75 | 2.81 | 0.05 1.7 | 0.95
Carts Db. 0.06 | 4.29 | 1.71 | 0.58 | 7.45 | 3.5

than 5.05%, and even the maximum error, observed in the utilization of front-end microservice,
is only 9.98%. These errors are well accepted for performance modeling [LZGS84, SD11]. To
further investigate the model accuracy, we have considered the total CPU utilization of the two
servers participating in Docker swarm. From the results, as presented in Figure 3.6} it is seen
that, for all the workloads, the model estimations are close to the system measurement. To
further demonstrate accuracy of individual service, we have used a heavy workload (workload
1 in Table with 3000 users. From the results, as presented in Table , it can be seen
that for all of the components, the throughput and utilization values are within the acceptable
range of 5% to 10%[LZGS84], [SD11]. These results indicate that the model can be used for

further analysis like evaluating the system performance for different scaling configurations.

Table 3.4: Feature and microservice specific TPS and utilization from model and measurement
for workload 1 with 3000 users

Service Feature | Model | Measu- % Model | Measu- %
Name Name TPS red TPS | Error Util. red Util. | Error
Home 236.3 221.3 6.3
Front-end Catalog 120.2 110.9 7.7 75.2 65.9 9.3
Cart 58 55.6 4.1
Get 19.1 18.5 3.1
Carts Svec. Add 19.1 18.5 3.1 16 14.2 1.8
Delete 19.7 18.5 6.1
Catalog List 60.2 55.5 7.8
Sve. Item 60.1 55.5 7.7 19.2 15.4 3.8
Catalog Db. Query 120.2 110.9 7.7 12 12.6 0.6
Cart Db. Query 58.1 55.6 4.3 48.2 44.3 3.9

3.4 ATOM: Autoscaling Microservices

In this section we discuss the details of our autoscaler ATOM. Initially, we present how a

user can use ATOM, the system considered by ATOM and its components. Subsequently,
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Figure 3.6: Utilization of different servers according to model estimation and system measure-
ment for workload pattern 1 and 3

we formulate the problem that is addressed in ATOM. Finally, we present the optimization
method incorporated in ATOM to find solutions for the problem and suggest optimal scaling

configurations.

3.4.1 Context and Architecture

To use ATOM, the user needs a deployed microservice application and its LQN model. The
LQN model can be obtained in two ways. The first method is likely for an application deployed
in a private cloud, which is the primary focus of this work. In such a case, the UML design of the
application should be available since the application is deployed within the organization. These
UML artefacts can be can be used to automatically generate a model following a transformation
technique similar to Gu et al. [GP05]. The second method is for applications deployed in a

public cloud. In such cases, the service provider may not have access to the design artefacts
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Figure 3.7: Overview of ATOM’s components and their interactions

or model-based specifications. However, due to the fine-grained nature of microservices, a
suitable model may be developed in principle by only monitoring the communication among
the microservices. As mentioned earlier, service demands are important parameters for LQN
models. In this work, we have assumed that service demands are estimated offline, using either
the same private cloud infrastructure that will be used for deployment or an infrastructure

similar to it. We plan in future work to add an online demand estimation method.

ATOM considers a system which executes different transactions using microservices. Fach
transaction type combines a set of features of the microservices and yields different revenue.
Thus, the transactions can be prioritized based on their revenue. ATOM acts periodically.
At a moment when it is invoked, suppose the system has previously been optimized but has
experienced an increase or other change in the workload. ATOM aims to estimate a scaling

strategy for each of the microservices so that the revenue of the system is still optimal.

The components of ATOM, as shown in Figure , are aligned with the MAPE-K (monitor,
analyze, plan and execute with a shared knowledge base) [KC03] control model. The workload
monitor counts the user requests for each feature of the system, using a set of time intervals
within a monitoring window [ML13] to obtain a set of samples for each feature. These samples

are forwarded to the workload analyzer after a monitoring window is completed. Based on



3.4. ATOM: Autoscaling Microservices 47

the monitoring data, the workload analyzer needs to update two things in the LQN model:
the concurrent number of users in the system (/N) and the request mix. Since we are using
a workload generator, the system that we consider is a closed loop system. Thus, we assume
that we know the value of N. To calculate the request mix, the workload analyzer initially
determines the average request count for each type of feature in a monitoring window. From
these average request counts, the request mix is determined as the fraction of requests for
different system features. The analyzer then updates the LQN model with the value of N and
new request mix. To update the model, the value of N is set as the multiplicity of client task

and the request mix is used to update the call parameters among the entries of the model.

The analyzer uses a search strategy, described in Section |3.4.2| and [3.4.3] to vary the number of

replicas (representing horizontal scaling) and the host demands (representing vertical scaling)
and find the best combination. This result is forwarded to the scaling planner. Initially,
the planner translates the received result from modeling to a system perspective using a map
between the LQN model and the microservices. After that, the planner decides the scaling
strategies (number of replicas and CPU share of each replica) for each microservices. The
planner also includes an option to use the previous scaling configurations as a reference to
prevent a drastic change in the current monitoring window. This can be achieved either from
the perspective of TPS or total allocated CPU capacity. If the option is chosen, the planner
does not change a configuration in the current monitoring window unless the TPS improves or
total CPU share does not change more than a threshold value. After that, the planner creates
a scaling script for the scaling command executor. Finally, the executor component runs the
scaling commands specific to each microservice. All these components share a knowledge base
that includes the LQN model, list of microservices and their mapping to LQN and scaling

configurations from the previous iteration.

3.4.2 Problem Statement

ATOM provides the scaling decisions by solving multiple LQN models. To generate these

models, ATOM needs to decide the number of replicas for each microservice and the CPU



48 Chapter 3. Capacity Scaling at Runtime

shares for all the replicas of each microservice. Considering there are N microservices, these
decisions are represented by the following variables.
t)] ()

7T'

o 0 = (0]

=1,...,0Q;,Vi=1,...,N. Replica vector: denotes the number of replicas
for each of the microservices ¢ for the time interval ¢, where (); is the upper bound of

replicas that a microservice can have.

o st = [sgt)], sth < sgt) < s¥ Vi=1,...,N. CPU share vector: denotes the CPU share for
each of the replicas of a microservice ¢ for the time interval ¢t. The share is bounded by

upper and lower bound 5% and s%.

Our objective is to determine the values of ) and s® that maximize the revenue B® and
minimize total allocated CPU capacity C® for the next time interval ¢. Before determining
these values, their upper and lower bounds need to be set. For a private cloud, this can be done
without any assumptions since different service information such as, which services can utilize
multiple CPUs or which services can have multiple replicas, is more likely to be available. This
information can be utilized to reduce the size of the vectors and also the number of scaling
strategies that need to be evaluated. From a public cloud perspective, since such information
is unlikely to be available, we have to set the bounds with rules e.g., each of the service replicas

will at most be allocated a single CPU.

We define the revenue B®) as the number of transactions completed per unit time. The trans-
actions are weighted by a numerical coefficient expressing their business value. These weights
vary according to the priority of a feature of the application. The features are associated
with the service classes of different microservices. We consider that a microservice i has
E; number of service classes. The number of transactions per unit time for a given period
t and a particular service class j of microservice ¢ is denoted by Xi(;). The weight of the
transactions is denoted by 1);;. In calculating the revenue, it is common to ignore the trans-
actions of a particular set of services. Thus we define a set of revenue calculation services

I'={ieN|ie{l..N}A¢(i) # 0}, where ¢(i) = 0 if a microservice i is ignored. We also define

the set of replication values and CPU share vector as R={r e N¥|Vi=1...N,r; =1...Q;}
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and S ={s e RN|Vi=1,...,N,s? <s; < s%}. Considering these variables, we can calculate

B® according to (3.3)).

E;
BY =373 wX) (3.3)

iel j=1

The total CPU share C'¥) can be defined simply as the sum of the CPU shares of all the replicas
of the microservices. This can be calculated as C® = > misi. With these definitions of B®
and C®) we express the objective function ©® for our optimization problem as a weighted

sum in ((3.4]).

0¥ = max Tlg(t) — Tgé(t) (3.4)
(r®,s(®)
st WO Oy <wi el j=1,... (3.5)
CW(r® 0y < opax vk (3.6)
U (r® 0y < umax v (3.7)

r® e R ses

In (3.4)), B v and C’(t) represents the normalized value of B and C®. These are normalized
since it is suggested for a weighted sum method if the magnitudes of the objectives differ
significantly [MA10], which is our case. The relative importance of revenue and total CPU

share are defined by the weights 7 and 75. The constraints for the optimization problem are

presented in —. The function Wi(;), in , estimates the response time for a service
class 7 of microservice i for a time period t. The estimated response time cannot be higher
than the maximum limit W7 mentioned in the SLA. The function C’,gt), in , calculates
the total allocated CPU share of a server k for a time period t. This value must not exceed the

server’s capacity Cip***. In (3.7)), Ui( ), represents the utilization value of a microservice ¢ for a

time period ¢, which must not exceed its limit U™**.

A summary of the decision variables and performance measures is provided in Table [3.5] These

variables and measures are utilized by ATOM to maximize the objective function.
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Table 3.5: Relevant notation for the optimization problem

r® Replica numbers for all microservices for time period ¢

s CPU shares for all microservices for time period ¢

X f;) TPS of service class j of microservice ¢ for time period ¢

w't) Response time of service class j of microservice ¢ for time period ¢

wmaer  Maximum allowed response time of service class j of microservice @
C,Et) Total CPU share allocated in server k for time period ¢
cpre® Maximum CPU capacity of a server k

u® The CPU utilization value for a microservice i for time period ¢
U™ The maximum CPU utilization value allowed for a microservice %

Algorithm 3.1 Solution Candidate Generation

Input: LQN Model I, timeLimit and tolerance
Output: Set of solution candidates G
1: Init: generate initial config set and G < @
2: while time < timeLimit do
3:  currentCandidates < &
for each (r,s) € config do
I < update Replication(r,T")
I < updateCalls(r,T")
' <= update Host Demand(s, ')
(fval,c) < solveModel (T"")
if ¢ < tolerance then
10: currentCandidates < currentCandidates U {(r, s), fval}
11: end if
12:  end for
13:  config < generateCon fig(currentCandidates)
14: G < G UcurrentCandidates
15: end while

3.4.3 Optimization Method

To find the optimal scaling strategy, ATOM needs to generate a set of solution candidates and
evaluate their quality. The steps for solution candidate generation is presented in Algorithm
3.1 The auxiliary functions that has been used in the algorithm are summarized in Table [3.6]
The algorithm requires three parameters: the LQN model, time limit for algorithm execution

and the constraint tolerance value.

Initially, the algorithm generates a random set of configurations (r € R,s € S). This initial set
should satisfy the constraints in (3.6)). For a given r and s, the total CPU share C allocated in
a server k can be calculated as ), r;s;2, Vi where 2, € {0, 1} represents whether the replicas

of a microservice 7 is placed in server k. After that, a time bounded searching starts, based on
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Table 3.6: Auxiliary functions for Algorithm

Update the replication parameter of the tasks and

processors.

Update the fan-in, fan-out and call means for all tasks

and activities.

updateHostDemand  Update the host demand of each activity of a task.
Solve the model and provide the value of the objective

solveModel .

function.

Generate a new set of population using the current

set of candidate solutions.

updateReplication

updateCalls

generateConfig

the timeLimit parameter, to find the optimal solution. Ideally, this searching process should
not be time bounded as we may not find the optimal solution within that time limit. However,
as this is a runtime searching process, it is impractical to run the process indefinitely. Thus, we
must use this time bound, following which the current best solution will be returned, to ensure
that a scaling strategy is always suggested after each monitoring window. The value of this
bound should be less than the monitoring window because otherwise, a scaling strategy can not
be executed before receiving the data of the next monitoring window. So, for example, in case
of a 5 minute monitoring window, we can use a 2 minute time bound. In addition, to ensure
that the searching process does not start with a zero-knowledge, if the workload is unchanged,
we can utilize the scaling configurations from the previous monitoring window to generate the

seed in the current window.

The search process is as follows. For each r and s pair, the LQN model is updated. This update
process has three steps. At first, the update Replication function updates the replica number
of a task-processor pair according to the replicas of the corresponding microservice. After that
the fan-in and fan-out values of the tasks and the calls parameter among the entries is updated
by the updateCalls function. Considering a chain of tasks A — B — C, the fan-in of task B is
FB = r, and the fan-out is FZ, = r¢, where rg and r¢ is the number of replicas of task B and

C'. According to the current request mix, if the value of a call parameter from B to C'is Dp ¢,

Dp.c

it is updated as ot Finally, the update Host Demand function scales the host demands of

the activities of a task by dividing the host demands by the CPU share of the corresponding

microservice for that task.

After completing the update process, the model is solved. Since a large number of models
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need to be solved at runtime, the solution for each model must be generated quickly. Thus, an
analytic model solver LQNS [FAOW™08] is used for solution generation. The solver is invoked
with the option Bard-Schweitzer single step mean value analysis (MVA) [BGAMTO06], which
allows faster model solving. We have checked the solution provided by LQNS to verify that
the estimated r and s satisfy the response time and utilization constraint in and
considering the given tolerance. The response time W;; is obtained from the residence time
for the corresponding call to the entry (representing a service class j) of a task (representing
a microservice 7). The residence time is defined as the sum of queueing and service time for
a call to an entry. In LQN context, the service time is an output that represents the time a
server remains busy to serve a request, including the nested service calls. The utilization value
U} for a microservice 7 is estimated from the utilization value of its corresponding processor in
the model. If the constraints (VVi(;), C’,it) and Ul-(t)) are satisfied, the throughput (Xi(;)) values
of the tasks, corresponding to the features of the microservices, and the configuration (r and

s) is added to the set of current candidate solutions. This set is used to generate a set of new

configuration for the next iteration.

Since it is infeasible to evaluate all the scaling configurations at runtime, only a subset of
solution candidates will be generated. In such cases, a meta-heuristic approach is commonly
used to generate a sufficiently good set of solution candidates. Here, we have used a genetic
algorithm (GA) for this purpose. GA can provide optimal solutions for highly non-linear
problems [Mit97] and is a powerful approach for problems with integer variables [YGL96]. This
is important in our case as we have a non-linear mixed-integer program. The integer variables
in our case is the number of replicas. The non-linearity originates from the involvement of the
LQN model, as optimizations based on such queueing models are generally non-linear [CSB02].
It is important that how these numbers are increased depending on the characteristics of the
current workload. In ATOM, we used the MATLAB implementation of the genetic algorithm[’}
At each iteration, we have used a GA to generate a set of scaling configurations, to be evaluated
in the next iteration, based on the current set of solution candidates. After this generation, the

current candidate solutions are merged with the set of all solution candidates. The algorithm

SGenetic Algorithm - MATLAB & Simulink - [www.mathworks.com/discovery/genetic-algorithm.html]
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continues until it reaches a pre-defined time limit. Finally, this set of the solution candidates

are forwarded to the scaling planner.

Since we are running a GA at runtime with time constraints, it is possible that the scaling
strategy provided by the algorithm can be further improved. This can be both from the
perspective of revenue maximization and CPU share minimization. To address this issue, the
planner uses two quick fixes. Firstly, to minimize CPU shares, it checks whether a microservice
was allocated less CPU share in the previous monitoring window. If this is true, it replaces the
current configuration for that microservice with the previous one. Now, if the change does not
affect the TPS significantly, the previous configuration is chosen for that microservice, otherwise
the current configuration is kept. Secondly, to increase the TPS, ATOM reduces the number
of replicas while increasing the CPU share of each replica, keeping the total CPU share same.
It then checks again whether the TPS is affected significantly and if not, it keeps the modified
configuration. This improves the TPS since reducing the number of replicas also reduces the
parallelization overhead. Before sending the scaling strategy, the planner also checks for a
drastic change in the total CPU share, as mentioned in section [3.4.1] if that option is chosen.
After that, the planner creates the scaling configurations from the best solution candidate.
These configurations are passed to the scaling executor. It then triggers the necessary system

commands to scale the system.

3.5 Evaluation

In this section we present the evaluation of ATOM. We initially provide the details of our ex-
perimental setup and the baseline autoscalers that we have developed to compare with ATOM.
After that, the performance comparison is presented according to different elasticity and per-

formance metrics.

3.5.1 Experimental Setup

For ATOM’s performance evaluation, we have deployed the Sock Shop application in Docker

swarm mode in two servers. The details of the servers are provided in Table [3.7 We reduced
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Table 3.7: Docker swarm server config. for performance evaluation

Deployed Online | CPU
# Microservices CPU Freq. Memory
Router, Front-end,
! Carts Db. 4 0.8 GHz. 64 GB
Catalog Svc., Carts Svc.,
2 Catalog Db. 12 GHz. | 16 GB

the CPU frequency in those servers to create high resource contention. The CPU frequency
that has been presented in Table is the reduced CPU frequency. We have developed two rule
based autoscalers to compare their performance with ATOM. Such autoscalers are common in

industry [QCB18] for example Amazon Web Services (AWS)F| and Kuberneted'}

Both autoscalers monitor the CPU utilization of the microservices. If the CPU utilization level
reaches the current limit, the autoscalers double the amount of CPU share currently allocated
to the microservices. The first scaler (UH) allocates the resource horizontally and the second
one (UV) vertically. For example, if the CPU utilization reaches 35%, a value near to the limit
of 40%, UH creates 2 replicas each having 0.4 CPU share and UV increases the CPU share of
the replica to 0.8. UH operates only on the stateless microservices whereas UV operates on
both stateful and stateless microservices. Thus, for UH scenarios we have allocated a full CPU

core for each of the stateful microservices.

Here we have configured the Sock Shop application to handle 500 concurrent users in a browsing
workload. After this initial setting, we have evaluated UH, UV and ATOM considering an
increase in workload in multiple combinations of request mix and concurrent number of users
(N). The request mix is similar to the suggested mix in TPC-W benchmark [Men02]. The
values of N are chosen to create scenarios ranging from moderate to heavy increase in the

current workload. The details of the workload is provided in Table [3.8|

Before comparing ATOM with the baseline scalers, we have compared different variations of
ATOM. The variations are based on ATOM’s likelihood to change the CPU shares at each

monitoring window. As mentioned in section [3.4.1] this has been controlled by the planner by

6Amazon EC2 Auto Scaling - |aws.amazon.com/ec2/autoscaling]
"Horizontal Pod Autoscaler - |[kubernetes.io/docs/tasks/run-application/
horizontal-pod-autoscale]


aws.amazon.com/ec2/autoscaling
kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale
kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale
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Table 3.8: Workloads considered in evaluating the autoscalers

Name Request Distribution Concurrent Think
Home | Catalog | Carts Users Time
Browsing Mix 63% 32% 5% 1000, 2000, 3000
Shopping Mix | 54% 26% 20% | 1000, 2000, 3000 | 7 sec
Ordering Mix 33% 17% 50% | 1000, 2000, 3000

being conservative about changing the system configuration on each monitoring window. It
provides two options for achieving this: not allowing a large change in CPU share or discarding
the current configuration if the potential improvement in TPS is not significant. We call these
versions a conservative version of ATOM. The conservative version that changes CPU shares
by looking potential improvement in TPS is named ATOM-T and the one that allows only a

small change to the total allocated CPU capacity is named ATOM-S.

For performance comparisons, we have chosen two workloads from the light browsing mix and
heavy ordering mix with N = 3000. It is seen from Figure that all the versions of ATOM
produce nearly identical improvement in TPS for the browsing workload. In case of ordering
mix, ATOM-T yields slightly higher average TPS whereas ATOM-S yields slightly less TPS
than ATOM. Although the TPS for ATOM increases slowly at the beginning, later it increases
sharply and achieves a higher value than ATOM-T. For ATOM, such sharp increases can occur,
possibly with a sharp and short decrease period before, whereas for ATOM-T and ATOM-S the
improvement is more steady. An issue for the conservative versions is that it can be difficult
to determine the threshold value that gradually improves the scaling strategy rather than
completely stopping the improvement. This is particularly detrimental in the case where the

system experiences an increase in workload for a long period. Thus, for the latter experiments

we have used ATOM.

3.5.2 Results

For all the workloads in Table |3.8, we have run the experiments for 40 minutes where the
first 25 minutes represent the increase in workload. The effect on the TPS by ATOM and

the baseline autoscalers is presented in Figure [3.9, From the figure, it is seen that there is a
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Figure 3.8: Performance comparison of ATOM with its conservative versions: ATOM-S and
ATOM-T

delay in the scaling action for ATOM. In these experiments, the monitoring window has been
set to 5 minutes for all the scalers. In addition to this delay, ATOM has on average a 2.5
minute delay for its optimization and planning, whereas the other autoscalers initiate scaling
actions immediately after the monitoring window. However, from the figure it is seen that
the delay does not effect the performance of ATOM significantly compare to others. This is
because, although there is a step by step improvement in TPS for the baseline autoscalers,
the TPS improves significantly in case of ATOM in the first step. This is expected as ATOM
monitors the workload and then provides an optimal scaling configuration for that workload.
On the other hand, the baseline scalers monitor the current utilization and cannot estimate the
maximum amount of required CPU share from this information only. Thus, they improve the

TPS in a step by step basis.

For a quantitative evaluation, we have used the following metrics: total under-provisioned
time (7,) [HKR13| [DBCI§|, total under-provisioned area (A,) [HKR13, [DBCI§] and TPS.
The metrics indicate how an autoscaler performs when there is a increase in the workload. In
the context of microservices, T, can be defined as ), qui), where T\" is the total time for a
microservice ¢ in an under-provisioned state. Similarly, A, can be defined as ), AY where AY)
is the total under-provisioned area for an microservice i. The under-provisioned area represents
the extent of under provisioning for a time period ¢. It is defined as the product of an under-
provisioned period and the difference of required and allocated CPU capacity for a microservice

in that period. TPS is defined as the total number of transactions completed per second. We
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Figure 3.9: The effect over time on the TPS by ATOM and baseline autoscalers under different
workload

have considered the TPS during the increased load period since the TPS is affected in that
period and the autoscalers aim to resolve this issue. For T,, and A, a lower value is expected,

which is the opposite case for TPS.

In Figure [3.10[ we compared the performance of the scalers, according to the considered metrics,
with increase in concurrent number of users (V). The results are considering 3 microservices
since UH does not scale the router and 2 database services. The results show that ATOM
outperforms UH and UV considering all the metrics, particularly for higher values of N. It

is seen that with the increase of N, T, and A, increases for all the scalers though lower is
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Figure 3.10: Comparison of the autoscalers for different elasticity and performance metrics with
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Figure 3.11: Comparison of the autoscalers for different elasticity and performance metrics with
change in request mix

better in this case. However, this increase is expected as with the increase in N, the initial
gap between required and allocated CPU capacity also increases. Among these values, the
values for ATOM is the lowest because it can reduce the CPU capacity gap significantly after
the first monitoring window. This helps ATOM in improving the TPS than the other scalers.
Considering N = 3000, the improvement in TPS is 30% higher for ATOM than the next best

approach UV.

We also present the results from the perspective of change in request mix in Figure [3.11] In
the figure, we can see that, in terms of TPS, ATOM by far outperforms both UH and UV in
ordering mix, while performing similar in browsing and shopping mix. For the ordering mix,
the TPS is 37% higher than UV, which is the second best approach. From Figure we see
that ATOM has a very low T, comparing to UH and UV in all the mixes. However, as seen in

Figure since the difference in A, is not as high as it is in T}, for browsing and shopping
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Figure 3.12: The over time CPU capacity allocated by ATOM and baseline autoscalers under

different workload

mix, the TPS is nearly similar for all the scalers in browsing and shopping mix.

We now focus on the CPU capacity allocated by the scalers to achieve the results presented
from Fig. to[3.11] The capacity allocated by the scalers over time is presented in Fig. [3.12
As before, these figures are considering the three microservices that all of the scalers consider.
From the figure, we see that the all the scalers increases the CPU capacity after determin-
ing the increase in workload by receiving the data from first monitoring window i.e, after 5
minutes. They also reduces the CPU capacity when determining the decrease in workload af-

ter 30 minutes. We also see that the maximum capacity allocated by the scalers are similar
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but ATOM allocates that capacity sooner than UH and UV. This confirms the reason behind
ATOM achieving higher TPS than UH and UV. We also see that, not only ATOM deallocates
the CPU capacity when the workload decreases, it also deallocates when the workload remains
in an increased level. This is because since ATOM runs the optimization program for a short
period, it may not find the optimal solution in one run. However, as it periodically receives
the data and runs the optimization program, it finds scaling strategies that yield similar TPS
with less capacity i.e., a better strategy. Thus, it may also deallocate CPU capacity while the

workload is still in an increased level, which is evident from the figure.

Besides being able to reason on horizontal and vertical scaling choices, another reason for
ATOM’s better performance is that it addresses bottleneck shifts better than UH and UV. A
bottleneck shifting can cause a delay in reducing the difference between required and allocated
CPU capacity for a microservice. We present one such scenario in Figure for the ordering
mix with N = 2000, where a bottleneck shifting scenario occurs among 3 microservices -
router, front-end and cart service. For UV, from Figure [3.134] it is seen that the router
remains in starvation up to window 3 as the front-end does not receive an additional capacity
until window 3. The front-end remains in starvation up to window 4 as the cart service’s
requirement is fulfilled in window 3 and from there the front-end’s large capacity gap cannot be
reduced solely in window 4. On the other hand, ATOM starts to remove all the bottlenecks at
once in window 2 since it has obtained the whole picture of the system’s capacity requirement
after window 1. The bottlenecks are partially resolved in window 2 due to ATOM’s delay in
optimization, affecting the average CPU allocation in that window. Continuing from window

3, the bottlenecks are fully resolved by ATOM.

To observe the effect of a monitoring window over the scalers’ performance, we have considered
3 different windows and evaluated them using an ordering mix with N = 2000. Since UH is
outperformed by UV, in these experiments, we have only considered UV. From the results,
as presented in Figure [3.14] it is seen that T, and A, remains almost same for ATOM in all
cases. This is because those values for ATOM are dominated by its optimization time, which
has been bounded by a fixed value of 2 minute in these experiments. The results show that

ATOM outperforms UV for the 5 and 10 minute window. For the 2 minute window, they
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Figure 3.14: Performance comparison of UV and ATOM with change in the monitoring window
size

perform similarly but the numbers from UV can be considered slightly better. However, such
a performance for a short monitoring window is not guaranteed for two reasons. Firstly, for a
large number of bottleneck shifts, which is likely for microservices, even with a short window
that allows quick changes in system configuration, the time for resolving those bottlenecks can
be significantly high. Secondly, such quick shifts in system configuration can affect the system
steady state if new replicas are created or a microservice needs to be restarted. This case is
not applicable to UV as it only scales vertically. However, vertical scaling is not an effective
option in all scaling scenarios [GDK™18], which is also evident from our experiments. When
we consider a similar experiment with N = 3000, from Fig. we see that ATOM produces
better results than UV for all monitoring windows. The reason it outperformed UV for the

2 minute window is the code of the microservices are not internally parallel and thus it can



62 Chapter 3. Capacity Scaling at Runtime

300 ‘ ‘ ;
- Juv

200! B ATOM|
w
o
|_

100 HI I ]

0 ‘ ‘ ‘ ‘ ‘
2 min 5 min 10 min 0 10 20 30 40
Monitoring Window (Time) Minutes
(a) TPS - higher is better (b) TPS (2 min monitoring window)

Figure 3.15: TPS yielded by UV and ATOM with N = 3000

« 400 x10*
c
) n —ATOM
&5 300 | o 1Sy B
2 2 o
g 200 I 10 el
< 5 ol ’
5100+ E 5 e
) (©)]
z ‘ ‘ ‘ ‘ ‘ 0 ‘ ‘ ‘
0 30 60 90 120 150 180 0 45 90 135 180
Seconds Minutes
(a) Arriving Clients (I = 4000) (b) Cumulative TPS

Figure 3.16: TPS yielded by the scalers with high burstiness in workload

not utilize more than 1 CPU core. We can see from Fig. that the initial increase in
TPS is similar for both ATOM and UV. However, once UV allocated a full CPU core, its
further actions have no impact on the TPS. ATOM on the other hand, applied both vertical

and horizontal scaling and yielded better results.

It is important for an autoscaler to work with workloads having burstiness. Burstiness can
occur in the workload for various reasons such as, start of office hours, reducing product prices
for sale, new product release, etc. We have created such workloads by injecting burstiness in
the ordering mix with N = 500 using the index of dispersion I [MCCS09]. We have used two
values, I = 400 and I = 4000, representing moderate and high burstiness. We have evaluated
the performance of UV and ATOM with these two workloads. From the results, we have
not observed any significant difference for moderate burstiness. However, for high burstiness,

ATOM has outperformed UV. We have presented the results in Figure [3.16] It is seen that
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when using ATOM as an autoscaler, the traffic surges are also reflected in the system TPS,
which is not exactly the case of UV. This also results in a better cumulative TPS of the system
yielded by ATOM, which is 28% higher than UV. The reason for UV being outperformed is
that since the CPU capacity is bounded, the utilization values do not reflect the traffic surges.
In addition, the low load periods affect the average utilization. Thus, UV does not get an

appropriate picture of the workload intensity and cannot scale accordingly.

3.6 Summary

In this paper we have presented ATOM, a model-driven autoscaler tailored to microservices
application. Leveraging the ease of scaling and replicating microservices in Docker-based de-
ployments, we have first demonstrated that if a services can be both vertically and horizontally
scaled the workload characteristics need to be taken into account to decide which one of the two
scaling actions is better. We have then proposed an autoscaler that leverages layered queueing
network models to scale application capacity in the presence of time-varying workloads, includ-
ing those affected by burstiness. Results indicate that ATOM can significantly improve over

scalers based on horizontal or vertical scaling actions only.



Chapter 4

Cold Start Aware Capacity Planning

4.1 Introduction

Function-as-a-Service (FaaS) platforms, based on the serverless execution model [WLZT1§],
allow to deploy the codes as individual functions without having to manage the underlying
infrastructure. This facilitates DevOps practices [JbDAPTI8| by providing more flexibility to
each development team and increasing the pace of delivery of code updates. The availability
of open source platforms, like OpenFaaS and OpenLambda, has made it possible to install an
on-premises FaaS platform, which calls for dedicated sizing and resource allocation methods in

order to meet service-level agreements (SLAs).

FaaS platforms are designed to implement event-driven applications, which react to a change
of state as a result of events generated by the environment and execute associated business
logic. In a FaaS platform, this logic is termed as a function, which is usually packaged as a
container. To reduce resource wastage, FaaS containers are offloaded from the memory given
that they remain idle for specific time period. When a new request for an offloaded function
arrives, the request is blocked until the function is loaded again. This issue is known as the

cold start issue [WLZ ™18 [LRCT18].

During the capacity planning process, the cold start issue can pose a significant trade-off be-

64
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tween latency and memory allocation optimization. A cold start occurs when a function is
invoked while the corresponding container is not yet loaded in memory, which adds a delay
in sending the response needed to spin-up the container and the function runtime dependen-
cies. Despite hurting performance, this mechanism aims at reducing memory consumption by
offloading functions that are idle for a sufficiently long time. This poses a trade-off between
response time SLAs and available memory to support concurrent execution of more functions,

which needs to be considered upon sizing an on-premises installation.

To address this issue, we can draw parallels between a FaaS platform and a Time to Live (TTL)
cache. Similar to FaaS, a TTL caching system periodically offloads its cached objects. Due to
this, the cold start issue resembles the object hit rate improvement problem in a TTL cache, in
which we determine the optimal time to keep objects in cache [BSG™18]. Thus, analysis meth-
ods from TTL cache research, such as characteristic time approximation [CTW02], may be in
principle also applicable to FaaS sizing for estimating the required memory capacity. However,
from our study we have identified two limitations of such an approach. First, contrary to TTL
cache misses, the latency incurred by cold starts of different functions can vary widely [Shil9].
Next, while a large fraction of TTL research considers fixed-sized objects, a function consumes

different amount of memory depending on whether it is idle or in execution.

In this paper, we present COCOA (COId start aware Capacity planner fOr function-As-a-
service), a sizing method that leverages a stochastic modeling approach based on layered queue-
ing networks (LQN) [FAOWT08] and M/G/1-type queueing systems for capacity prediction.
To consider the effect of cold starts, we have incorporated the probability of experiencing cold
starts, by each function, with the LQN model. These probabilities are estimated from an
M/M/1/setup/delayedoff model - a variant of M/M/k setup class of models [GDHBSW13] -
which we solve using matrix-analytic methods as a special case of M/G/1-type system. Setup
models can approximate the cold start probability for a function, taking into account the cold
starts. To predict the required capacity, COCOA follows an iterative process. It repeatedly
solves the LQN model to find a set of function idle times and a CPU configuration such that
the function response times are just below the SLA. To accelerate the searching process, we

have designed a parallel algorithm, where each parallel branch utilizes binary search. Once the
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idle times and CPU configuration are obtained, COCOA estimates the CPU utilization value
for each function. These estimations are integrated with a capacity estimation method for TTL

cache [FRR12] to predict the required memory capacity.

Overall, we summarize our contributions as follows:

e We investigate in Section [4.2| the similarity between a FaaS platform and TTL cache from
the cold start perspective and illustrate that TTL cache analysis, despite promising, is

alone insufficient for FaaS capacity estimation.

e We present in Section an LQN-based performance modeling technique for FaaS plat-
forms that captures the effect of cold starts over function response times, correcting the

limitations of TTL cache analysis when applied to this setting.

e In Section [4.4] we propose COCOA, a sizing method for on-premises FaaS platforms
leveraging our LQN model and demonstrate its effectiveness in reducing resource over-

provisioning while ensuring response time SLAs.

Lastly, in Section we validate our framework against data from simulation. We present our

concluding remarks in Section [4.6]

4.2 Similarity between FaaS and TTL caches

In this section, we present the analogy between a FaaS platform and a TTL cache. We also
demonstrate that, to ensure the SLA on response time, an “off-the-shelf” availability-aware
resource provisioning approach, used in a TTL cache, can overestimate the required capacity
for a FaaS platform. Subsequently, we present the observations that indicate how this can be

resolved with a performance model.
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4.2.1 Analogy

TTL caches in Content Delivery Networks (CDNs) facilitate faster page loading and reduce
the load at the origin server. In such caching systems, each cache object is associated with a
TTL value. Once an object residing in the cache reaches its TTL value, it is evicted |[BSGT1§].
If the cache can serve the request for an object, it is termed as a cache hit. The fraction of
requests served, for a particular period, is called the hit rate. Longer TTL values can improve

the hit rates but are more costly as they require a larger cache size.

Similar to TTL caches, to reduce the number of cold starts, a possible solution, from the
point of view of the end user, is to keep the functions in memory for longer periods. Software
developers, often enforce this by using a ping hackE|. However, such a solution is not practical
from the server-side perspective. This is because such a technique will keep the functions loaded
in memory for an indefinite time, which significantly increases the required memory capacity.
A way around to this problem is to determine an optimal idle time that ensures a certain
degree of availability and reduce the number of cold starts to an acceptable limit. We notice
the analogy of this problem with the configuration of TTL caches [BSG™18|. In such systems,
the goal is to determine a characteristic time [CTW02], which is set as the TTL value, that
maximizes the cache hit rates with a space constraint. The hit rate h; for an object ¢ with a
request arrival rate \; is defined by , considering its TTL (7;) value is reset upon a new
request [DMT™19].

hy=1—e T (4.1)

This TTL value is similar to the idle time of the functions. It represents a period for which
a object is kept in the cache, even though no new request is received, which ensures a certain
degree of availability. Similarly for FaaS, an idle time represent a period where the functions
are kept loaded in memory even though they are idle. Therefore, we can use this concept of

TTL to estimate the idle times for the functions. To realize this, we can simply solve (4.1

LA tool that periodically sends a request to the functions to keep it in the memory, like Lambda Warmer -
github.com/jeremydaly/lambda-warmer


github.com/jeremydaly/lambda-warmer
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to get a TTL value for a particular hit rate. This value can be set as the idle time of the
function. It will ensure the needed degree of availability and reduce the number of cold starts.

Consequently, this will help to satisfy the response time constraints.

4.2.2 Example

To illustrate the concept, we have developed a discrete-event simulator for a FaaS platform,
referred to in the rest of the chapter as FaasSimP] Developing FaasSim was necessary since
popular performance modeling tools, e.g., JMT [BCS09], cannot model the cold start scenario
we need to consider for FaaS. In FaasSim, we followed the microservices pattern [Hef16] for the
functions, where each function does exactly one job, to ensure complete separation of concerns.
The functions are considered running on a multi-core CPU which follows a processor sharing

scheduling discipline.

In the simulation, we have considered an open workload model where the requests arrive follow-
ing a Poisson process. To introduce popularity among the functions, meaning their invocation
probabilities will be different, we have used the Zipf distribution [Gla94]. The function ser-
vice times are set such that they are at-most half of the SLA value of 2 seconds, when there
is no resource contention. The cold start times are chosen from a recent study on popular
Faa$S platforms [Shil9] that, apart from the platform, also considered factors like programming
languages and deployment sizes, which can significantly effect the magnitude of cold starts.
Although there are similar studies [WLZ"18, MEHW1S8]|, the work by Mikhail [Shil9] is more
comprehensive covering at least three cloud vendors, programming languages and deployment

sizes. We have considered the cold starts corresponding to realistic deployment sizesﬂ

We have run the simulation in three settings with 16, 32 and 48 functions and observed the
effect of different hit rates over the function response times. The function idle times are set
by solving (4.1 for the specific hit rate. This hit rate have also been used to estimate the

memory capacity. The hit rate is related to the average runtime memory consumption (m) as

2The simulator is available at - https://github.com/alimulgias/FaasSim
3The cold start times with a very small deployment size like 1 KB is ignored since it is relatively small for a
function in production.
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Figure 4.1: Evaluation of an availability-aware approach in estimating the capacity of a FaaS
platform and ensuring the SLA for response time
m = Y. h;0;, where 6; is the memory requirement of each function [FRR12]. We have used
this value of m as an estimation of the required memory capacity, which is allocated for all the
functions, and compared it with the actual memory consumption value obtained from FaasSim.

The findings from the simulation are presented in Fig. [4.1]

4.2.3 Observations

In Fig. [4.1a}, we plot the response times of each of the 48 functions for different hit rates. We
see that even with 95% hit rate, there are response times that violate the SLA. However, for
95% hit rate, more than half of the function response times are much lower than the SLA. This
indicates that all the functions do not require the same hit rate to ensure the SLA. In Fig. |4.1b),
we present a comparison between the estimated memory capacity and maximum consumption
for 95% hit rate. Although the capacity notably increases with the number of functions, the
consumption is less sensitive to it. This is because memory consumption is primarily dependent
on the workload parameters. In addition, the consumption is not very high since most of the

functions remain idle while resident in memory, which is not considered during the estimation.

From these observations, it is clear that an availability-aware approach is not adequate for
optimal capacity estimation that ensures the SLA for response time. Such an approach only
considers the volume of cold starts, whereas we also need to consider its effect on the response

time. For a particular workload, firstly, we should know the cold start probabilities of the func-
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tions for different idle times. Subsequently, depending on these probabilities and the severity
of cold starts, we need to approximate the function response times. Thus, we need a perfor-
mance model incorporating all these factors. The model will also help in fine-grained capacity
estimation by providing the resource utilization estimates. In the following section we present

our performance model.

4.3 Modeling Cold Starts in FaaS

COCOA requires a model to analyze the effect of hit rates over response times considering the
severity of colds starts. This section initially demonstrates how to model these cold starts and
estimate their probabilities for different workloads. After that, the response time prediction

process, using an LQN, and its validation are also presented.

4.3.1 Estimating Cold Start Probabilities

Unlike commercial FaaS platforms, open source platforms, like OpenFaaS, allow concurrent
function execution in same container [ACRT18|. We focus on this function concurrency ap-
proach. We propose to consider, from a modeling standpoint, the function as a server of a
queueing model, representing the admission control buffer to the function, and the cold start
delay as the initial setup time of the server before beginning service. The functions also have an
idle time which is equivalent to the idle server waiting time before it is shut down. Considering
these similarities, a cold start may be modeled as a M/M/1/setup/delayedoff model, which is
a variant of M/M /k/setup class of models [GDHBSW13|. The M/M/k/setup models consider
a setup cost, usually in the form of a time delay, when turning the server on. Its “delayedoft”

variant considers an idle time before turning the server off.

Although Gandhi et al. [GDHBSW13] provided the exact solution for an M /M /k/setup/delayedoff
model, this applies when the number of servers is £ > 2. However, in our case we need to model

each function separately. Thus, we have a function representing a single server, which can be
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Cold Start
States

Figure 4.2: The M/M/1/setup/delayedoff model for a function

either on or off. To get different performance indices for such a model, we may directly solve

its underlying Continuous Time Markov Chain (CTMC).

The CTMC transitions are presented in Fig. Each CTMC state (i, 7) has two parameters:

i tracks whether the function resides in memory or not (i € {0,1}), while j tracks the number of

jobs (7 € Z*) in the admission queue to enter service in the function. A transition from (i,n) to

(i,n+1) occurs with rate A, transition from (i, n+1) to (i, n) occurs with rate u, and transition
1

from (0, j) to (1,7) occurs with rate . These rates describe the mean inter-arrival time (),

mean service time (I%) and mean cold start time (%) respectively. There is a special transition
from (1,0) to the initial state (0,0) with rate 3, which describes the function idle time (%)
In a CTMC, all holding times are considered to be exponentially distributed. However, in a
real system the idle time of a function is set to a deterministic value. To address this issue, we
can use the method of phases and make this transition Erlang-k distributed with rate k3. To
realize this, we introduce k — 1 extra states between (1,0) and (0,0). The transitions between
all these states occur with a rate k3. This keeps the mean identical to the original exponential,

%, but reduces the variance by k times. Thus, for large enough k, the transition will display a

behavior close to deterministic.

The effects of cold starts vary depending on the sequence of request arrivals. If a request arrives
when the function is being loaded into memory due to a recent request, its response time will

be affected to some extent. The severity of the queueing overhead will depend on the residual
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cold start time of the previous request. However, this does not need to be modeled explicitly
thanks to the memoryless property of the exponential distribution. Considering this, as shown
in Fig. 4.2 it is clear that the cold start states are (0,7),Vj. We can calculate the cold start
probability of the functions from the stationary distribution (7) of their CTMC. We indicate
with m; ; the probability of state (4, j), then the cold start probability is defined as ) 70,5
We can get the stationary distribution by solving the CTMC. This can be done efficiently
using the matrix-analytic method, since the CTMC sparsity structure makes it equivalent to
an M/G/1-type process [LR99]. The latter is analyzed using the MAMSolver [RS02, RS07].
The MAMSolver considers an M/G/1-type process represented by an infinitesimal generator

(2, which has the following structure.

L F’FY F7F
B L FO @ pG
0 B FO  pe

Here, the sub-matrices B, F and L represents the backward, forward and local transitions
respectively. A backward transition represents going a level down i.e., the number of job
reduces by one. A forward transition, on the other hand, represents going a level up i.e., the
number of job increases by one. Finally, a local transition represents that the level does not
change but the environmental state (e.g. moving from cold states to warm states) changes.
The symbol “*” is used to represent the boundary part of the process. This can be different
from the other part depending on system dynamics. For example, in Fig. [£.2] considering the
transition between state (0,0) and (1,0) is Erlang-k, there will be (k — 1) additional states in
this level compared to others. Thus all the transitions from this level will be different to the
others. For all the other levels, the B, F' and L matrices will be similar, which means they

have similar backward, forward and local transitions.
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As mentioned earlier, in the CTMC presented in Fig. [£.2] we need to consider the transition
between state (0,0) and (1,0) as Erlang-k to model the function idle time as approximately
deterministic. This makes the dimensions of the boundary sub-matrices B, F M and L depended
on the value of k. Their respective dimensions are 2 x (k+1), (k+1)x 2 and (k+1) x (k+1).

The sub-matrices are provided below.

[\ 0] A0 0 0o |
0 A K8 —A—kB 0 0
oo ool g )
B = F'o=10 X L=1]0 kB —\— kB 0
000 ... u
0 Al 0 0 . kB Ak

The dimension for all the regular transition matrices i.e., B, ' and L is 2 x 2. They are as

follows.

Using the matrices above to define the infinitesimal generator (), the cold start probabilities

can be obtained using the state probabilities returned from the MAMSolver.

4.3.2 Predicting Response Time

To model the performance of FaaS platforms in private clouds, we need to understand how
they differ from public clouds in managing its memory and CPU capacity. In public clouds, a
function is packaged within a container or sandbox and deployed in a VM. The CPU capacity
allocated to the functions is usually proportional to the memory requirement defined by the
client [WLZ"18], as is the case at present in commercial offerings such as AWS Lambda and

Google Cloud Functions. In private clouds, a function is packaged in a container that runs on
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top of a container platform like Docker or Kubernetes. This FaaS ecosystem is orchestrated
using an open source framework like Apache OpenWhisk or OpenFaaS. The resource allocation

can either be on a per-container basis or it can also be allocated for the entire platform.

The latter strategy for resource allocation in private cloud does not require to handle the CPU
requirement of each container. In addition, considering that all the functions do not have
simultaneous service requests, this strategy allows a container to take up more CPU resources,
if available, rather than restricting it. This makes it more reasonable in a private cloud setup.
Thus, for our performance model, we consider that the CPU capacity is allocated following this
strategy. This means that the function will contend for the allocated CPU capacity to execute
their jobs. For each function, there will be two types of jobs - regular tasks when the function
is warm and resuming-the-service tasks when the function is cold. Both the cold and warm
jobs will run in parallel on the CPU using a processor sharing mechanism. The percentage of

cold jobs can be estimated from the CTMC as discussed in section [4.3.1]

A FaaS platform provides the benefit of fine-grained resource management but it also requires
similar monitoring and performance estimation techniques. Thus, we need the performance
estimates of each individual function under different workloads. This means that, we need a
performance model that includes all the functions. This increases the modeling complexity if
the the FaaS platform has a large number of functions. To mitigate this problem, we need
a modeling scheme which is scalable with respect to the number of functions. A Layered
Queueing Network (LQN) [FAOWT08] model is often considered as such a scalable modeling
scheme. This has been already demonstrated in literature by using LQN to model large scale

Service Oriented Architectures (SOA) [TMWI0].

The proposed LQN model is presented in Fig. 4.3l The model has two main building blocks -
the tasks and the processors. In LQN models, tasks translate into different system resources,
usually the software resources. They carry out different operations which are defined by their
entries. The tasks are executed on the processors, which represent the physical entity, like the
CPU, that carries out the physical executions. Although each of the functions is a software

resource, we defined them by the entries rather than the tasks. The reason behind this choice is
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Figure 4.3: An LQN model for a FaaS platform

twofold. Firstly, it makes the LQN model more compact and manageable. Secondly, it reduces

the model solving delay as the number of function increases.

The second reason, behind preferring entries over tasks, is particularly more important because
the number of tasks in the LQN model has a significant impact over the solution generation
time. This is because the LQN models are solved by repeatedly solving its sub-models until
the convergence criterion is met [Fra00]. The number of sub-models increases with the increase
of number of tasks. A FaaS platform, even though private, is likely to have a large number
of functions (for example several tens or hundreds) and thus if they are modeled by tasks, it

will significantly affect the solution generation time. In worst cases, the model solvers can even
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fail to generate solutions. These scenarios make it impractical to use the model for further
analysis under different system configurations. It should be noted that, in principle, an LQN
model does not have any limits on the number of entries but a model solver can apply such
limits. For example, the LQNS solver is a widely used model solver but it has a limit of 1000
entries [FMWT13]. This means that, we cannot model a FaaS system with functions in the
scale of thousands if we use the LQNS solver. We assume that for a private FaaS platform that
number is sufficient but public FaaS providers cannot model the entire platform with a single
LQN model. In such cases, the service providers need to model the systems by considering

subsystems with functions in the scale of tens or hundreds.

Since each function has two types of jobs, in the LQN model, we use two tasks, ColdPool and
WarmPool. The entries in the ColdPool define the cold jobs for all the functions. Similarly,
the entries in the WarmPool define the warm jobs. Since every cold job is followed by a warm
job, there is a call from the cold entries to the warm entries. The proportion of cold and warm
jobs is controlled by the Dispatcher task based on the cold start probabilities. This is done by
setting the cold start probability of each function to the call mean value from its Dispatcher
entry to the ColdPool entry. The percentage of calls to each function, based on their popularity,
is modeled using the reference task Client by setting the percentage value as the call mean from

the Client entry to the Dispatcher entry.

The LQN model requires two parameters, namely the service demands of the activities and the
multiplicities of the modeling constructs. The service demand for a job is the total service time
across all visits when there is no resource contention. Each function has different service times
for its cold and warm jobs. The service times of the cold and warm jobs are defined by the
cold start rate («) and the service rate (u) respectively. The service demands should be set
in the activities of the corresponding entries. The multiplicities translate into different system
entities depending on the modeling constructs. The multiplicity of the reference task indicates
the number of clients present in the system, considering the system as a closed network [HB13].
However, we can also consider the system as open like our FaasSim simulator. To do so, we
have adapted the think time Z as K /A, where K and A represents the total number of clients

and the open arrival rate [SPJN9S].
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The multiplicities of the processors indicate the number of available CPU cores. Since we do
not consider the Dispatcher a bottleneck, we assume it executes separately from the functions,
on a single CPU core. The multiplicities of the ColdPool and WarmPool indicate the number
of process threads available for the function containers. Container platforms like Docker allow
this on a container basis, which means that we can put a limit on how many threads a container
can createﬁ However, in LQNs entries do not have a multiplicity property, which we are using
to model the functions. Thus, in the model, we consider that the functions share two thread
pools for cold and warm jobs. This assumption does not significantly affect the performance
estimates if the number of threads, in both pools, are sufficiently large to start processing a job

immediately.

To generate the LQN model, we can use the LINE tool [Cas19]. It provides an API for program-
matically generating the LQN models. Thus, using LINE, we can generate large and complex
models without any manual intervention. We can also change different parameters and observe
their effects on the system performance. This would allow us to analyze the system under dif-
ferent configurations for a particular workload. LINE also provides different solvers, like LQNS
[FAOWT08], which can provide performance approximations faster for large and complex mod-
els. This would benefit in analyzing a model with different parameters within a practical time

bound.

4.3.3 Model Validation

We have used the LINE modeling language [Cas19] to build our models, which are solved by
the LQNS solver [FAOWT08|. The results are validated with the FaasSim simulator. The
simulation parameters are presented in Table Here, we consider more large-scale settings,
compared to Section[£.2] that include up to 128 functions. The function popularity is controlled
by different values of the Zipf parameter that are common in cache based studies [Cas18]. We
consider all combinations of number of functions (IV), Zipf parameter (1) and arrival rate (\).

For each of those combinations, we have generated 30 models. In each of the models, we have

4Such limits are put to prevent unnecessary thread creation causing memory leaks. However, the limits are
never too small to affect the concurrency.
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Table 4.1: Simulation parameters for model validation

N Number of functions 16, 32, 64, 96, 128
n  Zipf parameter 0.6, 1.0, 1.4

A Arrival rate 0.2, 0.5, 0.8

i Service rate [1, 2]

a  Cold start rate [0.037, 0.5]

B Idle lifetime rate [0.00083, 0.00556]
2.5
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Figure 4.4: The mean, 95" percentile and the maximum modeling error in estimating the
response time of each function. Here we have considered 16 to 128 functions, arrival rate
A = 0.8 and Zipf popularity parameter n = 1.0

chosen the service (u), cold start (o) and idle lifetime (/3) rates for the functions randomly from
the given range. The range for service and cold start rates are the same as Section [£.2] The idle
lifetime rates are chosen from [Shil9] such that it can trigger cold starts. The service demand

of the Dispatcher is set to a negligible value since we do not consider it as a bottleneck.

Since cold start affects the system response time, we are concerned that how accurately our
model captures that affect and estimate the response time of each function. To illustrate the
modeling error, considering a heavy workload with arrival rate 0.8 and Zipf parameter 1.0,
in Figure we have plotted the mean, 95" percentile and maximum percent error with
the increase in number of functions. We can see that even the maximum error is less than
2.5%. The average and the 95" percentile of the error remains around 1-2%. The increase
of the number of functions has a negligible effect over the error. The exact numeric values,
considering multiple Zipf parameters, are presented in Table [£.2] The maximum error across
all the parameters is 2.38%. The maximum average error and 95" percentile of the error is
1.29% and 2.08% respectively. Such errors are not significant for response times in a multi-

class modeling problem. Thus we conclude that the LQN model can accurately estimate the
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Table 4.2: Percent error in estimating the response time of each function—Across all the Zipf
parameters in Table

N A=0.2 A=0.5 A=0.8
avg | 95p | max | avg | 95p | max | avg | 95p | max
16 | 1.24 | 2.08 | 2.38 | 0.87 | 1.7 | 2.2 0.91 | 1.48 | 1.65
32 | 1.25 | 2.01 2.3 | 1.17 | 1.87 | 2.21 | 1.15 | 1.75 | 2.16
64 | 0.85 | 1.7 2.06 | 1.21 | 1.87 | 2.15 | 1.27 | 1.72 | 2.09
96 | 082 | 1.36 | 1.98 | 1.11 | 1.57 | 1.83 | 1.25 | 1.7 | 2.05
128 | 092 | 1.31 | 1.71 | 1.11 | 1.51 | 1.95 | 1.29 | 1.7 2.1

response time for all the functions considering cold starts. We leverage this model in our

method, COCOA, which we present in the following section.

4.4 Capacity Planning

In this section we present our method COCOA. Initially we provide an overview that discusses
the its components, inputs and outputs. Subsequently, we present the problem formulation,
focusing on the resource management issues amid cold starts. After that, we discussed the
optimization approach used in COCOA that provides a capacity plan and function idle times

to satisfy the SLAs.

4.4.1 Overview

COCOA provides resource allocation decisions for a FaaS platform in terms of its memory and
CPU configurations. It also provides the function idle times that can ensure the SLA given
the suggested configuration is applied. These idle times allows to control the magnitude of
cold starts, which in turn aids in governing the response times. The configurations can be
applied both on the hardware level or on the software level. This means that the memory and
CPU constraints can be applied on the physical server or the container platform like Docker.
COCOA has multiple components each focusing on a particular tasks and expecting different

inputs, which are illustrated in Fig. [4.5]

Since COCOA is a model-based approach, we need a set of parameters to instantiate its model.
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Figure 4.5: An overview of the COCOA approach

Firstly, we need the service demands of the functions. These can be estimated in a test environ-
ment, when the functions are being developed, using state-of-the-art methods [GCW19]. The
workload parameters like the arrival rate and function popularity can be estimated from the
performance requirements or the historical data. Once the parameters are estimated, they are
passed to the component LQN Model Generator. The Model Generator also requires the archi-
tecture of the FaaS platform, particularly containing the information about how the functions

communicate.

Based on these inputs, the CTMC and LQN model is generated and forwarded to the next
component, the Optimal Strategy Generator. It utilizes the models to provide memory and
CPU configurations. It needs the SLAs for function response times and both the memory
requirements when they are idle and in execution. The generator then searches for the idle
times, under different CPU configurations, that do not violate the SLA with minimal memory
consumption. These idle times are used to estimate the maximum memory consumption, based

on which the memory capacity is suggested.
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4.4.2 Problem Statement

We consider a system of N functions. These functions are executed on a multi-core CPU with
C' cores. Every function f; has two different memory usage, one is while in execution (69") and
the other is while being idle (6°%) Considering a request for function f;, if the function is not in
the memory, a cold start occurs. Due to this cold start, a request experiences an extra delay.
This extra delay is incurred to load the function in the memory. When a function is loaded in
the memory, it is associated with a timeout value 7;. While the function is still in the memory,
for each new request, the timeout is reset to the original value. A function is removed from the

memory if it reaches the timeout limit.

We focus on two specific costs, the cost of CPU and cost of the memory. We define the per unit
CPU and memory cost as 7. and 7, respectively. Thus, the cost for the CPU will be B = 7.C.
The memory cost is calculated based on maximum memory consumption. To estimate this, we
incorporate the idea of a different memory usage, when the function is idle, with the estimator
for TTL cache [FRR12]. Based on this, given the function CPU utilization is p;, the average

memory consumption (m) can be estimated using (4.2)).

m = Z hi(pib™ + (1 — pi)65") (4.2)

The system’s memory capacity should be adequate when there is a spike in memory consump-
tion. This occurs when there is a surge in requests within a short period. This increases
the memory consumption because more functions starts execution, for which the memory re-
quirement is much higher than being idle. It is sufficient to consider this increase in memory
consumption by the functions in execution. Considering the memory consumption by the func-

tions in execution is U, we define the expectation in (4.3)).

EU] = Z hip:i07" (4.3)

We can approximate the maximum consumption as v = KE[U]. The value of « is calculated,
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using Markov’s inequality, [Nell3|] such that the upper-bound of P(U > v) is a negligible value .
Based on this, we define the approximation for maximum memory consumption (m™) in (4.4)).

max

Now, we can define the memory cost as A = 7,,m

e = 37 bl + (1= p)6") (14)

Considering these cost functions A and B, our objective function, z, is defined in (4.5]). Here,
our goal is to find T', a vector including the idle times T; of all the functions, and C, the number

of CPU cores, that minimizes a weighted sum of normalized memory and CPU cost.

2 = min waA + wpB (4.5)
(T,0)
subject to:
O S Omax (46)
Wi(T,C) < W Vi (4.7)

TeRY,CeZy

The constraints for the objective function are provided in and . The first constraint
in is regarding the maximum number of allowed CPU cores. This applies when the CPU
constraint is imposed on the software level and the total physical CPU capacity is not accessible.
The second constraint in addresses the SLA for response time. Here, W; is a function of
T and C' which returns the response time for a platform function f;. This response time should

be less than the limit W* mentioned in the SLA.

4.4.3 Optimal Strategy (Generation

Using the objective function in (4.5), COCOA provides an optimal strategy that includes the
memory and CPU capacity, and the function idle times (7). The steps for searching for this

optimal strategy is provided in Algorithm[4.1l The notation used in the algorithm is described in
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Table 4.3: Notations used in Algorithm

N Number of functions in the FaaS platform

A Arrival rate of the function requests

P Cold start probabilities of the functions
Geold Service rates of the cold start tasks

Swerm  Service rates of the regular tasks

X Solution candidates for the current workload
T Maximum instance idle times of the functions
Trart Partition set of maximum instance idle times
w Estimated response times of the functions
w Response time of the functions in SLA
Cenf  Set of available CPU configurations

L Iteration limit for searching the optimal T'

Algorithm 4.1 Searching Optimal Strategy

Input: N, )\, P, §eold gwarm (Ceonf Jy+ [,
Output: T, W
1: Init: T « ApproxCT(N), TP + (), X < ()
2. for each C € C*"f do
3: fori=1:Ldo

4: W <« SolveModel(\, P, S, Swarm T (')
5: (T, TP*") <— UpdateT (T, TP*, W, W*)

6: end for

7. if W; < W* )V, then

8: X+~ XU{\NPWTC}

9: end if

10: end for

11: (T, W) <= RecommendT(X)

Table[d.3] A summary of the auxiliary functions used in the algorithm is provided in Table [4.4]

Here, we discuss these steps in detail.

The searching process starts searching for an optimal strategy with an initial instance of T'.
This is obtained by a characteristic time approximation technique for a CDN cache [CTW02].
It requires to solve m = ). h;, where h; is defined in , for a particular value of m. However,
as we have a large pool of functions, it is sufficient to estimate a single value T™ for all the
functions instead of approximating 7; € T,V; [MGLI4]. Thus, here we have used a second
definition of h;, replacing T; with 7™ in (4.1]).

After the initialization, COCOA fine-tunes the idle times, such that the function response times
are just under the SLA limit, to ensure minimal memory consumption. For this, it solves the

LQN model in iteration, upon adjusting the idle times, to observe its effect on the response
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Table 4.4: Auxiliary functions for Algorithm

ApprozCT Provides the initial values of T using a characteristic time
pp approximation technique for a CDN cache.
SolveModel S.olves the CTMC .and LQN model to provide the response
time of each function
Undate T Fine-tunes the function idle times T using binary search
paate such that the SLAs are not violated.
Suggests the optimal solution by comparing the memory
RecommendT and CPU cost of each candidate solution.

time. The idle times are adjusted using the concept of binary search. It starts with an initial
searching interval, (0 T%|, for each T; and reduces the length of the interval by half on each
iteration. The endpoints of the intervals are adjusted depending on whether the response time
constraint is satisfied or not. The value of T} is updated with the midpoint of the searching
interval. For this process to work, the initial value, 7%, should be sufficiently large so that there
is no cold starts and thus the response time is not affected. For this purpose, we have solved

m =Y, h; by setting m to a value close to N.

COCOA runs this fine-tuning process for different CPU configurations (CPU cores). Although
the number of CPU cores can be any integer, practically we only need to consider some common
options, like multiples of 2 with 32 as the limit. This accelerates the analysis process. In
addition, for each configuration, this process is run in parallel, making it even faster. For each
run, if a 7" is found, that does not violate the SLA, it is considered as a candidate solution.
After completing the process, the optimal solution is selected by comparing the memory and
CPU cost. Its corresponding CPU configuration and idle times are suggested just the same.
However, the memory capacity is suggested by considering the value min(m™,> . 69") as an

upper-bound and calculating the aggregated size of required number of RAM modulesﬂ

4.5 Evaluation

In this section, we evaluate the performance of COCOA with respect to availability-aware

approaches based on the principle of TTL cache. Initially, we discuss the experimental setup

5We have considered that each of the memory module is 8GB but this is configurable depending on the
availability of RAM modules.
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and the research questions we aim to answer from these experiments. After that, we present

our analysis of the obtained results.

4.5.1 Experimental Setup

We have evaluated COCOA using the FaasSim simulator. Here, we consider 64, 96 and 128
functions varying in terms of their invocation probabilities, controlled by the Zipf popularity
parameter (1), service time (i) and cold start time (1) according to the parameters in Table .
However, the idle times (%) from Table are not used because we want to estimate these
with COCOA such that the response times constraints are satisfied with minimal memory and
CPU capacity. We have set the functions memory requirement following the limits in AWS
Lambda [Ser]. The percentage (0-1) of idle function memory consumption is considered to be

log-normally distributed with a desired mean of 0.2. From the experiments, we aim to answer

the following research questions:

e RQ1: Can COCOA reduce memory over-provisioning compared to the availability-aware

approaches?

e RQ2: Can COCOA predict the required memory capacity that meets the maximum

memory demand?

e RQ3: Can COCOA predict the memory and CPU capacity to satisfy the SLAs for

function response time?

4.5.2 Results

To answer RQ1, we have compared COCOA and the availability-aware approach with two hit
rates, 0.8 and 0.95. We present the result for a single experiment in Fig. We can see
that the required memory capacity estimated by COCOA is much lower than the other two
approaches. The results for all the parameters are presented in Table In all the cases,

the estimates from COCOA is much less compared to the other two approaches. Considering
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Figure 4.6: Comparing the memory capacity predicted by COCOA and the availability-ware
approaches for A = 0.5 and n = 1.0

Table 4.5: Comparing the predicted memory capacity of different approaches - averaged across
the Zipf parameters from Table

N A= 0.2 A=0.5 A= 0.8
COCOA| 80% 95% COCOA| 80% 95% COCOA| 80% 95%
h.r. h.r. h.r. h.r. h.r. h.r.
64 32 88 104 45.3 80 93.3 42.7 85.3 101.3
96 40 128 152 58.7 125.3 146.7 48 120 141.3
128 48 157.3 184 58.7 157.3 184 64 168 197.3

the 95% hit rate, the capacity estimated by COCOA is 51-74% less. The reason is easy to
understand - COCOA can take “well-informed” decisions by leveraging its performance model,

which is not possible for the availability-aware approaches.

From Table 4.5 we see that, in two cases, COCOA predicts a higher capacity for A = 0.5 than
A = 0.8, which is counter-intuitive. This is because we have used a different upper-bound of
P(U > v) to estimate x for A = 0.8. For A = 0.8 it is 0.1 but for A = 0.2 and 0.5 it is 0.05.
The reason is, for high arrival rates, the spike in memory consumption from the expectation is
less than low arrival rates. Here, k is the coefficient to represent this extent. A larger upper-
bound of P(U > v) will result in a smaller value of k. So for higher arrival rates, to reduce

over-provisioning, x should be approximated with a larger upper-bound of P(U > v).

To answer RQ2, we have compared the memory consumption values from the simulation with
the values from COCOA. From Fig. [£.7a) we can see that the average memory consumption
values from the simulation agrees with analytical approximation from COCOA. From Fig. [£.7D]

we see that the memory capacity also meets the maximum demand. From all the experiments,
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Figure 4.7: Comparing the runtime memory consumption obtained from the analytical approx-
imation and simulation for A = 0.5 and n = 1.0
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Figure 4.8: Illustrating that COCOA can meet the maximum memory demand for different
percentage of memory consumption while the functions are idle

we observe only 5 cases where there is a memory deficit greater than 0.5 GB with a maxi-
mum value of 3.2 GB. We have also done a sensitivity analysis changing the desired mean of
percentage of memory consumption by idle functions. We used two settings with 64 and 128

functions with A = 0.8 and n = 1.0. As seen from Fig. in both cases, COCOA can satisfy

the maximum demand.

To answer RQ3, we have investigated the response time of each of the functions. We have seen
that across all the parameters, COCOA can ensure the SLA for response time. We present the
response time of each function, for a single experiment, in Fig. The SLA in this case is
2 seconds. From the figure, we see that COCOA satisfies the SLA for all the functions with
hardly any variance. On the other hand, even the policy based on 95% hit rate has violations.

The violations are even more when the SLA is 1.5 seconds. We have seen 45% violations i.e.,
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Figure 4.9: Response time and hit rate distribution of 128 functions with a target SLA of 2
seconds for A = 0.5 and n = 1.0

‘ ‘ 1 ‘ ‘
3 8 e 1 - E
2 : —09¢ : 53
26/ | e i
= | g
= L 7”, ) L
o4 sl o8 B
2 . <
o - % t +
20 S — 1 0.7 +
m PR -
‘ ‘ ‘ 0.6 ‘ ‘ ‘
80% h.r.  95% h.r.  COCOA 80% h.r.  95% h.r.  COCOA
Techniques Techniques
(a) Response time (b) Hit rate

Figure 4.10: Response time and hit rate distribution of 128 functions with a target SLA of 1.5
seconds for A = 0.8 and n = 1.0

there are violations for 57 out of 128 functions

To illustrate how COCOA ensures the SLA without over-provisioning, we have investigated

the hit rates of each function obtained from the simulation. In Fig. [4.9bl and [4.10b, we have

plotted the hit rates, which correspond the experiments from Fig. 4.9aland [4.10al As expected,

we see that the hit rates are fixed for 80% and 95% hit rates. However, COCOA adjusts the
idle times of the functions such that the hit rates are just sufficient to satisfy the SLA. These
adjustments reduce the memory consumption when the functions are idle. COCOA uses this
insight on hit rates to suggest a much lower memory capacity. We see that, for a 2 seconds
SLA, the lowest hit rate a function has is only 46%. However, COCOA can also increase the hit

rates, if required, as seen in Fig. [£.10b Here the hit rates for some functions are even higher

than 95% to satisfy a stricter SLA of 1.5 seconds.
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4.6 Summary

In this Chapter, we have presented COCOA, a cold start aware sizing method for on-premises
FaaS platforms. We have first demonstrated that though an availability-aware approach for
TTL cache can partly ensure the SLA for response time, it leads to resource over-provisioning.
To resolve this issue, COCOA leverages an LQN model and M/M /k setup models to obtain
different performance estimates and consequently, predict the required system capacity. We
have illustrated the improvements yielded by COCOA with multiple experiments. The results
shows that COCOA can help in sizing FaaS platforms that satisfy the SLAs, while reducing

resource over-provisioning.



Chapter 5

Storage Management for Distributed

Tracing

5.1 Introduction

The distributed tracing approach is tailored primarily to monitor and profile applications built
with the microservices architecture [Ricl8]. In a microservice ecosystem, with the increase
of microservices, the volume of the trace data increases significantly [GPW™20]. This is a
problem for a cloud data center. A large data center can consist of hundreds of nodes and a
single node hosts hundreds of microservices. By the end of each day, these microservices can
generate tens of gigabytes of trace data per node. Considering all the nodes, the total generated
data are in the scale of tens of terabytes per day. It is obvious that most of these trace data
are not interesting or anomalous and thus there is no value in storing all of those. Rather,
only a fraction of those traces are stored to reduce the storage capacity. This fraction can be

interpreted as the storage budget [LCMGF18].

To accommodate the storage budget, a sampling strategy needs to be deployed. A common
choice is to use head-based sampling [PSM™20]. Here, the sampling decision is taken when
the request is first received, rather than when the response is served. This strategy is easy

to implement since it only requires considering the budget as the sampling rate. However,

90
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since this strategy does not consider the information of the trace, the hit rate of interesting
or anomalous capture is low. To counter this, a tail-based sampling [PSM™20] strategy is
preferred. It takes the sampling decision after the response is served when the entire trace is
available. As a result, the information of the traces can be utilized and more interesting traces

can be captured.

A tail-based sampling strategy should be online and ideally without any batch processing. This
means, we must decide either to save or discard a trace on the fly rather than storing it tem-
porarily for batch processing. Recently, researchers have proposed different sampling strategies
based on unsupervised learning [LCMGF18, LCPAMI9, HCY"21]. However, these works have
limitations like inaccurate clustering due to high number of data dimensions [LCMGF18], re-
quiring batch processing [LCMGF18], low amplitude signals for anomalous traces [LCPAM19],
not considering the size of the budget relative to the fraction of anomalies (e.g. budget is

smaller than the fraction of anomalies) [LCMGF18, LCPAM19, HCY"21].

To address these shortcomings, we propose a novel method, namely Sample HST, for distributed
tracing. On the one hand, SampleHST focuses on sampling only anomalous traces when the
storage budget is comparatively lower than the fraction of expected anomalies. On the other
hand, when the budget is higher, SampleHST samples both the normal and anomalous traces,
with a bias towards anomalous ones. Regardless of such a bias, SampleHST is a fair sampling
method. Based on the definition of max-min fair share [Kes97], we consider a sampling approach
fair when it samples more from the group of traces that constitutes a small fraction of the traces
generated. In other words, it increases the representation of the rare or anomalous traces among
the sampled ones. Thus, the bias in SampleHST basically helps to achieve fair sampling. This
fair sampling is similar to the concepts of representative sampling, which has been highlighted

in recent studies [LCMGF18, LCPAM19].

To identify different types of anomalies, we propose to use two count based trace representations.
These representations are based on the Bag of Words (BoW) model [ZJZ10] and Family of
Spectral Graph Distances (FGSD) graph model [VZ17]. A novel idea that we incorporated

with SampleHST is creating a pipeline of a tree based classifier, namely Half Space Tree (HST)
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[TTL11], with an online clustering method. By taking a trace as an input, we generate a
distribution of the so-called mass values from a forest of HST. We use this distribution to
cluster the traces using an online clustering method based on the mean-shift algorithm [BA12].
Once the clustering is complete, we decide to sample the trace based on its association with

the clusters, where certain associations are prioritized over the others.

To compare the performance of SampleHST with other sampling approaches, we used two
different datasets. The first dataset is a production data, provided by a cloud data center
company, that contains 77,577 traces. The second dataset is generated from a local deployment
of the Death Star Bench (DSB) microservice suite |[GZC™19], which is already used in literature
to demonstrate the effectiveness of such a sampler [LCPAM19]. We compared the results with
two recent approaches [LCMGE1S8, [LCPAMI9|. For the production data, we see SampleHST
yields 2.3x to 9.5x better sampling performance. When we consider representative sampling
in a high budget case, SampleHST is 1.6x more fair in terms of Jain index [JCH84]. For the
DSB traces, we have considered two different cases, each representing a different part of the
system. In all the cases, SampleHST produces a high sampling performance. In comparison,

the sampling performance of SampleHST is 1.2x to 19x better across all the budgets.

In a nutshell, the key contribution of this study is as follows.

e Integration of two different trace models for anomaly detection - Bag of Words model for

point anomalies and FGSD model for collective anomalies.

e A novel idea to sample the traces by forming clusters using the mass distribution of the

traces obtained from Half Space Trees.

e An online clustering method, based on the mean shift algorithm, that considers hyper-

rectangles as cluster shape instead of the commonly used hyper-spheres.

e A novel method SampleHST to sample the traces based on their cluster association, where
the associations are prioritized based on the clusters proximity towards the origin of the

clustering hyper-plane.
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e Setting evaluation criteria, considering the proportion of anomalies and budget, and com-

paring the sampling performance of SampleHST with two recent approaches.

Rest of the chapter is organized as follows. In section [5.2] we demonstrate the motivation for
developing SampleHST. In section [5.3, we present how we can model the distributed traces
considering different types of anomalies and how those anomalies can be detected with a clas-
sifier. In section [5.4], we present the SampleHST sampling method. We evaluate the sampling
performance of SampleHST with production data in section [5.5 In section [5.6, we discuss how
SampleHST can be extended for collective anomalies and show its effectiveness in such cases.

Finally, a summary of the chapter is provided in section [5.7]

5.2 Issues with Tail-based Sampling

Unlike head-based sampling, a tail-based sampling strategy takes the sampling decision after the
response is served i.e. when the entire trace is available [PSM™20]. As a result, the information
of the traces can be utilized and more interesting traces can be captured. Before evaluating
these samplers, we first need to define the interesting traces and the evaluation criteria. In this
section, we first provide this definition and criteria, which is followed by the experiments that

show the limitations of the current samplers.

5.2.1 Trace Anomaly Definition

A key point before designing a tail-based sampling strategy is to define what makes a trace
more interesting or anomalous. For the rest of the chapter, we will use the term anomalous
traces to indicate interesting traces. This definition of anomalous trace is important because the
trace representation depends on it. In the context of this work, we use the broad definition of
anomalies provided by Chandola et al. [CBKQ9]. Precisely, we consider two types of anomalies
— point anomalies and collective anomalies. Other type of anomalies, e.g., contextual anomalies,

are not considered for this study.
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Point anomalies are those where a trace has abnormally low or high value for one or more
trace properties. For example, suppose we define a trace property that counts the occurrence
of HTTP code 203 among its spans. If there is a large deviation than the mean value, it is
an anomaly. On the other hand, collective anomalies are those where there is an abnormal
workflow pattern within traces. For example, if a group of spans always creates the same call-
chain (like span A calls span B and span B calls span C) and in a particular trace we see a

deviation, this trace is an anomaly.

5.2.2 Evaluation Criteria

It is important to set appropriate criteria for evaluating the performance of a tail-based sam-
pler. In some recent works, researchers have used the notion of representative sampling to
evaluate their proposed method [LCPAMIY|. Although, this adoption of representative sam-
pling provides a visualization of sampling fairness, it is not a numeric metric that can be used
for comparison. Further, it does not provide the accuracy of the method, with respect to the
storage budget and the fraction of anomalous traces in the data. For example, if the budget
(bounded between 0 to 1, indicating what percentage of the traces can be saved) is smaller
than the expected fraction (bounded between 0 to 1, indicating a percentage of the traces) of
the anomalous or interesting traces, the focus should be sampling the anomalous traces. This
is because, with such a small budget the goal is to identify the faults in the system, which will

not appear in the normal traces. Considering this we define the following evaluation criteria:

e For infrequent anomalous traces, where the prevalence of anomalies is less than the storage

budget, the primary evaluation metric should be the Recall.

e For low storage budgets, where the prevalence of anomalies is greater than the storage

budget, the primary evaluation metric should be the Precision.

e When sampling N traces from a collection of traces containing N anomalies, the primary

evaluation metric should be the F1-Score.
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e Fairness measure like the Jain index |[JCH84] can be a secondary metric and used to

quantify the degree of representative sampling.

Here, the definition of precision and recall is same as the definition in the machine learning
domain. The F1-Score is the harmonic mean of precision and recall. We discuss in detail about

Jain index in Section [5.5

5.2.3 Demonstration

We now demonstrate our motivation for a new tail-based sampler. For this demonstration, we
have chosen two recently proposed sampler - one for the point anomalies and the other for the

collective anomalies scenario.

For the point anomalies scenario, we have chosen a method [LCMGF18] based on a hierarchical
clustering algorithm, namely Purity Enhancing Rotations for Cluster Hierarchies (PERCH)
[KMEKMI7]. In short, this PERCH-based method maintains a fixed size balanced binary tree
of the traces and samples from the tree periodically. The tree is maintained in such a way
that the frequent traces are more likely to be removed when there is a space shortage. For the
collective anomalies scenario, we have chosen the Sifter approach [LCPAMI19]. It considers a
trace as a directed acyclic graph (DAG) and predicts the anomalies by inspecting all the k-length
paths from the DAG. Here, each path is represented as a n-gram i.e. a sequence of n words.
The association among these words are learnt using a variant of word2vec algorithm [LM14].
The traces are sampled based on the familiarity of these n-grams. We have implemented both

these approaches using Python librariesEﬂ.

We now consider a case with the production data the production data from a cloud data center.
The data contains ~ 5% point anomalies. We have provided a storage budget of 5% (we can
store 5% of the traces) to PERCH-based method and executed it. As mentioned above, since
the budget and the percentage of anomalies are roughly the same, the evaluation criteria should

be F1-Score. After the execution we have got an F1-Score of 0.1, which is just slightly above

!Gensim - https://radimrehurek.com/gensim/models/word2vec.html
PERCH - https://github.com/iesl/xcluster
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the value of random sampling 0.05. Although, for a low budget of 0.5%, where the evaluation
criteria is precision, we see the precision value of the method is 0.41, where for random it is
only 0.04. This shows that the PERCH-based method has potential in low budget scenarios

but not for a moderate budget.

The primary drawback of such clustering method is it is hard to do clustering in high number
of dimensions [Fukl13|, which can be often the case for point anomalies scenario. Thus, for
clustering, we need to find a representation that uses less number of dimensions. In addition,
this PERCH-based method is a batch process as it needs to maintain a binary tree. This is a
major problem when we have no mechanism for temporary storage and need to immediately

take the sampling decision.

The production data we have do not contain any collective anomalies. Thus, we have used
the Death Star Bench (DSB) traces introduced by Las-Casas et al. [LCPAMI9]. We have
considered the Compose Post API for this experiment. The trace repositorylﬂ contains both
the traces with normal and broken executions, where the broken executions are the ones with
runtime faults. Like [LCPAMI9], we have considered the broken traces as anomalies and created
dataset where 5% of the traces are broken. We than executed the Sifter method with 5% budget

and obtained an F1-Score of 0.35, which is better than the point anomalies case but still low.

The issue with the Sifter approach is that it samples completely in a probabilistic manner.
This is problem because if the sampling probabilities for the anomalies are not large enough,
the trace may not be sampled. To be certain that our implementation is not producing small
probabilities, we checked the probability reported for the Sifter method [LCPAMI19]. We have
seen the highest probability obtained for Compose Post API is ~ 0.3. This means 2 out of
3 anomalous traces will not be sampled, which will definitely affect the F1-Score. This is
confirmed from our experiments. Another issue with Sifter is its trace representations. If we
consider data with runtime faults, the normal and erroneous executions will be different and
so will be their traces. Thus, rather than considering a slow process requiring to check every

path, we can consider the complete DAG structure of the trace.

3Death Star Bench Traces https://gitlab.mpi-sws.org/cld/trace-datasets/deathstarbench_traces
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In the next sections, we present our tail-based sampler that addresses the above issues. We first
present how we can solve the issues with point anomalies. After that we present the extension

to our method, which makes it work also for the collective anomalies.

5.3 Anomaly Detection from Trace Stream

The first step of building of a tail-based sampler is to be able to differentiate between normal
and anomalous traces. After that, we need to decide how to use that information to sample the
traces. In this section, we discuss the first step that is differentiating between the normal and
anomalous traces. Here we have used the production trace data containing point anomalies.
We first discuss how we can represent these traces. Subsequently, we evaluate the performance
of different state of the art anomaly detection methods using the representation. Finally, we
discuss the adjustments we made to Half Space Trees [TTLII], the method that performed

best, to better suit our case of distributed tracing.

5.3.1 Bag of Words Model for Point Anomalies

The production data that we consider consists of spans in the scale of hundreds of thousands.
This data is generated in a cloud data center. They come from a heterogeneous collection of
microservices in the form of spans that can grouped into traces. A span is an immutable data
structure that supplies the value of a collection of categorical and continuous variables at a
particular point in time. The spans contain a traceld, based on which they can be grouped to

form traces.

We consider each trace as a document where the span properties are considered as terms or
words. The properties that are uninformative (meaning they are either same or unique for all the
traces e.g. productName or id) are ignored. The traceld is used only for trace reconstruction,
not for trace representation. Continuous fields related to latency have not been used as they

require non-standard distance measures for integration in an approach since the other variables
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are discrete. In addition, identifying latency anomalies falls into a separate class of problem,

which is not in the scope of this research.

Now, we represent each trace as a count vector © = (z1,...,%q,...,2Zp), where D is the number
of different terms that have been seen across all the traces in the dataset. For example, the
HTTP code 200 is one term and a specific URL could be another one. Each dimension x4 > 0
is an integer value counting how many time a particular term appears in a trace. The resulting
count data is agnostic of assumptions on the dataset, except knowledge of the total dimension
D and what each dimension means. We can acquire such knowledge from an initial monitoring
period. This knowledge-base can also be updated in frequent intervals depending on the changes

in microservices and their deployment architecture.

5.3.2 Evaluation of Anomaly Detection Methods

We now present, how the BoW model helps in identifying anomalies. We initially present the

considered methods, followed by the anomaly detection results.

Methods

We have evaluated a wide range of methods for this experiment, each based on different con-
cepts for identifying the anomalies. These concepts includes, local density estimate: K-Nearest
Neighbor (KNN) and Local Outlier Factor (LOF), tree-based classification: Isolation Forest
and Half Space Trees (HST) [TTL11], boosting: Lightweight Online Detection of Anomalies
(LODA) [Pev16], and neural network: Deep Belief Net and One Class Support Vector Machine
(DBN+OCSVM) [ERKLI16]. It should be noted that apart from HST, all the other methods
require a batch of data to decide what are the anomalies. HST on the other hand, can decide

based on one trace at a time, making it particularly suitable for streaming data.

Numerical Results

To evaluate the performance of the methods, we need the ground truth. Due to the large

scale of the production dataset, a manual data labelling is not feasible. Instead, we used the
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Table 5.1: Results of different anomaly detection methods on the production dataset

Isolation DBN -+
Forest KNN | LOF | LODA OCSVM HST
Six Days Precision 0.73 0.77 0.73 0.62 0.47 0.94
(4892 anomalies) Recall 0.72 0.72 0.72 0.60 0.97 0.70
F1-Score 0.73 0.74 0.73 0.61 0.64 0.80

popular offline DBSCAN clustering algorithm to cluster the traces. We considered the smallest
clusters, that composed ~ 5% of the total traces as anomalies. The results of the experiment
is presented in Table The dataset contains traces from six consecutive days with 77577
traces. For all the batch methods, we kept a similar batch size of 2000. Even though, HST

processed one trace at a time, from the results we see that it is still the best method. Neither

of the method reached an F1l-score value of 0.8, which HST yielded.

In addition, to its superior F1-Score, HST has other benefits from the perspective of a streaming
platform. Due to the way HSTs are designed, for a particular trace, we only need to update a
single mass value per tree. It only need to query its already stored mass values to determine
whether a trace is normal or anomalous. We can also built the HST forest, without the data, if
we use a [0, 1] workspace [TTLI11]. This will reduce the time taken during the training, where
we can only use the computing resource to update the mass values of the node. Due to all these
benefits, we have decides HST as our classifier that will indicate the nature of a trace. In the

next section, we present the further modifications we applied to HST.

5.3.3 Modifications to Half Space Trees

Before applying the modifications to HST, we first need to decide which version of it to use.
There is a variant of HST known as HS*-Trees (HS*T) [TZLT13], which aims to deal with the
sparsity in the tree structure. When we experimented with the production data set, we indeed
observed a significant degree of sparsity, quantified by the number of terminal nodes that are
non-zero. This means that majority of the terminal nodes have a zero mass value leading to a
memory wastage. Recognizing this can help to largely reduce memory consumption. Sparsity

arises in the traces by virtue of the number unique feature vectors that appear in the stream and
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the rarity of several features. In other words, there are many traces that, aside from timestamp
and latency, are identical across all other features. Once the categorical properties of the spans
are vectorized as count data, there are relatively few types of traces that occur repeatedly, thus
the HST mass will accumulate within a small set of terminal nodes. To address this issue, we

opted for the HS*T. In the rest of the study, we used the term HST and HS*T interchangeably.

We now present the optimizations that have been applied to HS*T.

Data Format

The ultimate goal of this trace representation is to see whether it is suited to a classification
method for anomaly detection. It is common that some classification methods require the data
to be scaled between [0,1]. Since our trace data is not scaled by default, we need to apply the
min-max scaling technique to scale the data. This can be done simply using to scale a

data point x4 to T4 from dimension d.

R Tg — Mminx,
max xry — min zy

An issue with such count data scaling is that outliers can often cluster the normal values at
one end of the range. This pattern in the data makes the prediction difficult particularly for a
tree based method as it relies on randomized partitioning of the input space, i.e., random split
points will be chosen in the segment [0,1] to branch the tree along a dimension. Therefore if
the points are all clustered in a small portion of the range [0,1] the tree will struggle to separate

the samples along that dimension.

For this reason, we define a novel transformation function to be used before applying the min-
max scaling. This transformation is particularly useful for the count data corresponding to the
production dataset. However, it can be applied to other datasets as well if it follows a similar

pattern discussed above. We propose to apply the transformation function f as defined in ([5.2))

(5.2)
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Figure 5.1: Comparing the scaled value of HT'TP 200 code counts with and without applying
the transformation function f

Here, in , we have found it sufficient to use g(x) = = but we could also define, for example,
g(z) = log(z) considering large values of x. This transformation f allows us to control the
stratification of the count data by giving some flexibility in modulating how much a randomized
classifier should resolve large outlier counts vs. normal data counts. This is because since g(z)
appears at the denominator, the large outliers will be squeezed near 0, therefore not suppressing
the ability to resolve the normal values. We have seen in the production dataset that it mostly

consist of low counts, making this transformation useful.

The impact of this transformation is clearly visible when we see the values of a particular feature.
We consider the feature corresponding to the frequency of HT'TP code 200 in the trace. We
plotted the values of this feature (Fig. with and without applying the transformation
function for 10000 randomly chosen traces. From Fig. it is clearly visible that without
the transformation the values are clustered at the lower end of the range. This is because one
extreme outlier whose original value is 62 i.e. the HT'TP code 200 appears 62 times in a trace.
The 99" percentile of the feature is only 8. Thus, upon applying min-max scaling it packed
other values near the lower end of the range. However, if we apply f, the values are more
evenly spread as seen in Fig. [5.Ib] Although, one can argue that filtering the outlier solves the
problem, it is not always that straightforward. For an instance, if the outlier occurs periodically
at a slow rate, we may want to sample at in the beginning but not later. Thus filtering out

large traces statically is not ideal.
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Note that, since the transformation bounds the input to (0, 1], we can choose not to apply

min-max scaling. We also opted for this strategy for rest of the study.

Mass Accumulation

In a streaming environment, after the training phase, the HS*T's should periodically update the
mass values of the terminal nodes. This enables the trees to reflect the current observations.
Tan et al. have suggested to use a window-based method for this periodic updates [TTL11]. In
this approach, we first need to define a fixed length window (the length is defined by the number
of observed traces). After that, for each terminal node, we need two variables, one to store
the mass values of previous window and the other to update the mass of the current window.
When a window finishes, we set the value of previous window to the value of the current one
and reset the current values to 0. When we query the mass value for newly observed trace, the

value of the previous window is returned.

The approach discussed above has two issues. Firstly, it requires to define a window length in
terms of observations, whereas it is more natural to define it in terms of actual time periods
e.g., hour, day, week. Secondly, since we are discarding the mass values of the previous window
periodically, we might miss a long-term pattern in them. Thus, choosing a window length
that can reflect such patterns can be a critical issue. To address these issues, we introduce
the concept of time-based window and mass accumulation. Here, we define a window in terms
of a time period. After that, as oppose to discarding the mass of the previous window, we
accumulate mass in the HS*T terminal nodes. That is, when we update the HS*Ts, we do not
erase the previously recorded values, but increase them according to the number of new traces

falling in each branch of the tree.

Depending on how mass accumulation is implemented, we can further save the storage required
by HS*T. If the mass values are updated only at the end of a window, we require an extra
variable per terminal node. However, if we update this value after observing a trace, we will
not require that extra variable. This may not sound much but consider a case where the HS*T

implementation can not reduce the number of terminal nodes due to uniformly distributed
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input data. As a result, for a tree of depth 15, we will have 2% extra variables. Overall for a
forest with ¢ trees, we will require ¢2'° variables. Thus, with this alternate implementation, we
save the storage space for those ¢2'° variables. It should be noted that, with this approach the
mass values will continuously change within a window, which can impact the anomaly detection
performance. Thus, rather than continuous update, we have opted for updating the mass values

only at the end of each window.

Approximate counting

A novel idea that we have explored to further reduce HS*T storage consumption is using
approximate counting methods. The idea is that the mass values stored in the terminal nodes
of HS*T can be replaced by approximate counters that take less space. To the best of our
knowledge, this combination of approximate counters with HST has not been implemented in

the literature.

Approximate counting methods are commonly used, for example, in high-speed network packet
counting, to identify surges in traffic flows. The idea is to use less bits to represent a number.
Since we are skipping some values of the counter, an approximate counting method needs to
decide when the counter should be increased. This is usually done by introducing a probability
that the counter should be increased. For example, if the register value [ stands for an approx-
imate counter value A(l) = 2!, then we go from value [ = 2 to value I’ = 3 with probability
1/(8—4) = 1/4. This is because it takes on 4 increments to go from 2! = 4 to 2" = 8. Similarly,

to increase I’ = 3 to " = 4 we will use probability 1/(16 — 8) = 8, and so forth.

The method we have discussed is the traditional approach for approximate counting, named
Morris’ algorithm [Mor78|. Here the increment probability from [ to [ + 1 is 1/D(l), with
D(l) = A(l +1) — A(l) and A(l) = 2. The function A(l) is called the estimation function,
which represents the value of the counter associated to register value [. If the register ranges

in 0,...,L — 1, the maximum number that can be represented will be A(L — 1) = 251,

While Morris” algorithm allows for significant memory savings, it is fairly coarse-grained in
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Figure 5.2: Approximate counting methods: counting from 0 to 2

the count values. Figure shows an example run of Morris algorithm. By definition, the
method takes as little as 4 bits to approximately represent numbers from 0 to 2!°. However,

the approximation is increasingly worse the larger the numbers grow.

In recent years, new expressions for the A(l) function have been proposed that trade accuracy

for storage. In particular, the estimation function in (5.3)) is provably optimal [EFK15].

(1+2e2) -1

Al = 2e2

(1+¢? (5.3)

where ¢ is a parameter of the algorithm. The constant € needs to ensure that A (L — 1)
exceeds the desired maximum counter value M. The smallest the value of e, the better the
approximation is, but the storage saving will be less. Examples for ¢ = 0.10 and ¢ = 0.01

are shown in figures [5.2b] and [5.2d, which result in better approximation accuracy but smaller

savings to 9 and 14 bits, out of the 15 necessary to represent the increments exactly.

The production dataset we consider contains 77577 traces. This means that the maximum mass
value, in the worst case, a terminal node can have is also 77577. Thus, it will require 17 bits to
represent this value. However, from the illustrations above, it is clear that with approximate
counting we can represent similar mass values with high accuracy using 14 bits. If we want
more compression, we can use 9 bits, which will also yield a close approximation but reduce

the memory consumption by almost a half.
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Performance after Modifications

We have applied the above discussed changes to an openly available code-base of HS*T [TZLT13].
The code-base is based on the Matlab programming language. We used this HS*T implemen-
tation as it is apart from two modifications. Firstly, as suggested by Tan et al. [TTL11], we
opted for a [0, 1] workspace. This means that, the maximum and minimum values of the fea-
tures are assumed by the HS*T to be 1.0 and 0.0, rather than in the min-max range observed in
the training dataset. We can set this range because the feature transformations we have used
(f(x) =1/(14x)) lie in (0, 1]. This adjustment improves over the min-max estimate by already
accounting for future values that are smaller (resp. larger) than the minimum (resp. maximum)
observed in the training dataset. Secondly, we opted for depth-dependent split dimension. This
means when splitting a node, instead of using the normal procedure of picking a dimension at
random, we require all nodes at the same depth level to use the same split dimension. This
change is motivated by the factor that in HS*T we can use a large depth value due to its low
memory consumption. Since with a increase in depth the number of nodes grows exponentially,

using the same split dimension at the same level ensures a balance in randomness.

As before, we used the production data to test these modifications. With the experiment,
we particularly focused on this particular aspect: how does HST performs with and without
approximate counting, when the other modifications are applied? This is because approximate
counting will make the mass values less precise, it tends in general to reduce the F1 score of
the anomaly detection method. The production trace consists of about 77577 observations, so
that a terminal node in a tree in the worst case will require 17 bits to represent the mass value.
Indeed, we have seen trees where terminal nodes had mass values over 77,000, thus requiring

17 bits. The results of the experiments are shown in Table [5.2]

From the table we see that, without approximate counting the F1-Score is around 0.97. This
is an significant improvement from the number we have seen in Table [5.1 which is 0.8. As
expected, with approximate counting, we see for larger values of e, the F1-Score reduces.
However, even there the lowest value is 0.90. This means we can get an F1-Score of 0.90 with

approximate counting with 4 bits. However, this should not be expected in all the cases. Here
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Table 5.2: Approximate counting results. All experiments use a HS*T with T = 500 trees,
depth D = 15. We considered each day as a window and used the first day to built the trees.

€ bits | Precision | Recall | F1-Score
exact 17 0.9522 0.9853 0.9669
0.01 14 0.9522 0.9853 0.9669

0.10 9 0.9525 0.9848 0.9667
0.25 7 0.9458 0.985 0.9632
0.5 ) 0.9164 0.9895 0.9482
0.75 4 0.8336 0.9952 0.9003

we still achieve such high F1-Score because, the mass values are not uniform and can be easily
segmented into a small number of groups. As long as the high mass groups can be separated
from the low mass groups, we will have a high F1-Score. However, if the mass scores are more
uniform, such coarse level of approximate counting will not yield good results. Overall, these
results indicate that there is strong potential of compressing the space taken by HST with

approximate counting, while not affecting the F1-Score.

For the rest of the study, we used the HST structure we discussed in this section. We now focus

on how to use HST for sampling the traces.

5.4 Sampling with Storage Budget Constraints

As already mentioned earlier, when we perform the sampling, we have a storage budget con-
straint i.e. the percentage of traces we can save. In this section, we present how we can

accommodate this budget in a sampling method based on HST.

5.4.1 Cluster based Sampling

Although the HS*Ts can help in classifying the anomalous traces, in reality we need to utilize
this classification output in a sampling process. This process is not a straightforward one like
always sample the anomalous traces because we often want to sample the normal traces as
well. A logical approach could be grouping the traces and deciding whether to sample a trace

or not based on its group association. This grouping can be done using unsupervised clustering
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Figure 5.3: Illustration of trace sampling based on trace-cluster association. If the observed
trace is associated with one of the prioritized clusters (the solid-green colored clusters), it is
likely to be sampled.

algorithms. This concept is illustrated in Fig. [5.3l Here, the clusters represent different
groups of the traces. The clusters that represent more rarely observed traces are prioritized
for sampling i.e., if a newly observed trace is associated with such clusters, it is likely to be
sampled. This sampling mechanism needs to achieve two objectives: clustering the traces and
making the sampling decision by prioritizing the clusters. Before achieving these objectives, we

need to decide on the data format that will be used for clustering.

In principle, one may use the feature vector passed to HS*Ts to cluster the traces directly.
However, when clustering in a high-dimensional space, in addition to the higher computational
cost, it is harder to achieve accurate density estimation [Fukl13], which is an essential require-
ment for clustering accuracy. Therefore, we propose a new approach we have not found in the
literature. We consider the distribution of mass across the trees in the HS*T forest and select
in addition to the mean a low percentile of the mass score. Low percentiles are expected to
significantly differ from the mean when there is at least a subset of trees in the forest that
identifies the trace as an anomaly. Because we work on high dimensional spaces with hundreds
of features, but the trees having a depth at most around 15 to 17, not all trees will be able to
correctly identify an anomaly, therefore by looking at low percentiles we can try to recognize

that a trace was flagged as an anomaly by some group of trees.
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Figure 5.4: The production trace plotted using the mass-based properties. The colors and
marker shapes indicate the DBSCAN original clusters. The cluster centers are estimated with
a baseline online clustering method.

Based on the above discussion, we propose to use two mass-based properties for clustering:
the mean mass score m and a percentile of the mass score p. Since we want to use a low
percentile value, here we have considered the 5th percentile. So, we now represent a trace with
a unique pair (m,p) that will be used for clustering. The projection of the productions trace
in this 2-dimensional space is shown in Figure [5.4L The figure shows in different colors the
clusters obtained by DBSCAN. It is clearly seen that the mass-based properties cluster the
traces in distinct groups and the cluster centers are also appropriately detected using a baseline

streaming clustering method [HAMIT7].

This mass-based clustering is at the core of our sampling approach. We call it Sample HST since
it aims to sample from different trace groups that are generated by leveraging the mass-based
properties of HSTs. We provide an overview of the approach in Fig. [5.5] The approach assumes
that for each request, it will receive the spans related to the corresponding microservices. The
trace aggregator will then compose them to form the traces. Subsequently, it will convert the
trace to the BoW data format. As mentioned earlier, our assumption is that we know, in
advance, the number of terms or words, ¢.e., the number of dimensions in the data that will
be clustered, since such knowledge can be obtained from the historical data. However, in cases
where such information is unavailable, we can define a learning period for the trace aggregator

where it will collect such information. This learning process can also be run periodically to
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Figure 5.5: An overview of the SampleHST architecture

update the knowledge on the traces. Once the conversion is complete, the data is passed to the
sampler component, which will decide whether to save the trace or not. As seen in the figure,
the sampler component contains the HST's and a clustering method namely Sample HST Service
We already discussed about the HSTs. The SampleHST service works with the mass scores
it receives from HSTs. It includes two components: SampleHST Clustering, which clusters
the mass scores and SampleHST Controller, which controls the overall sampling mechanism
and makes the sampling decision by determining which clusters should be prioritized. We now

discuss these components in detail in the following sections.

5.4.2 SampleHST Clustering

SampleHST Clustering is based on the concepts of online clustering algorithm for streaming
data [BA12, [HAMI17]. We particularly focus on utilizing the mean shift algorithm [FHT75]. The
benefit of this algorithm is we can consider the cluster centers as the mean of its data points.
As a result, we do not require to store the previous data to perform online clustering. This is
the foundation of SampleHST clustering but we further adapted it to fit with our trace data.

We discuss these adaptions in the following sections.
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Cluster Shape

A common assumption for online clustering algorithms for data streams is that the cluster
shape is a hyper-sphere [BA12, [HAMI7]. However, if we apply a min-max scaling to the mass-
scores, the data dimensions are bounded between 0 and 1. Thus using a hyper-sphere is counter
intuitive since the clustering space is basically a hyper-cube. As the clustering method will split
this space into further sub-spaces, it is intuitive to consider clusters that are either hyper-cubes
or hyper-rectangles. This allows, in principle, a denser partitioning of the clustering space.
However, we first want to investigate whether this change in cluster shape aligns with the

concept of mean shift algorithm [BA12].

Mean shift algorithm falls into the class of gradient-based clustering methods [Fuk13]. The
objective of such methods is to form clusters by identifying the valleys of the mixture density
function. This is achieved by calculating the density gradient for each sample and moving them
towards the direction of the gradient that is away from the valley. Over multiple iterations, this
process should converge the samples in the cluster center. Since the actual density function
is typically unknown, we consider its kernel density estimate [Ros56, [Par62] using which the
gradient of the samples are calculated. This kernel density estimation is based on a kernel
function that provides the degree of similarity. The support of these kernel functions resemble
to different shapes [LW19]. For a spherical function, the shift of the samples towards the
gradient is the local mean [FH75|]. This means that moving the samples towards the mean of
their local region will eventually converge them to the cluster center, hence the name mean

shift algorithm.

This mean shift property can be utilized in an online clustering method [BA12]. In an online
setting, we receive one sample at a time and based on its cluster association, we need to update
the cluster center. As we know that, for each sample, the shift towards the cluster center
is the current mean of the cluster samples, we can consider the current mean value as an
estimate of the cluster center. However, we have seen this property being used with spherical
kernel functions. Since, we want to utilize the shape of our clustering space by using cubical

clusters, we investigate whether the mean-shift analysis can be done with a kernel function
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whose support is a hyper-cube. Here we consider an arithmetic average kernel whose support is
a hyper-rectangle [LW19]. The kernel is multivariate, which is obtained by averaging univariate
kernels. We present the kernel, considering we have d data dimensions, in . We show that
the mean-shift analysis applies for this kernel if the clustering bandwidth [W.J94] is equal, thus

forming a hyper-cube, in all dimension.

Theorem 5.1. For the additive kernel defined as

d
S S (L —ud)  if fu| < 1,V
Kd(ul, R ud) = k=1 (54)

0 otherwise,

the mean-shift algorithm at each iteration shifts each sample with a value equal to the local
mean if the support is given by a hyper-cube.

Proof. Assume that we have N observations {z;}¥,, with each data point having d dimensions,
that is z; = (21, ..., ¥14), then we can define the density gradient estimate Vp(z) = Vp(z) at

r = (x1,...,Tq) as

where p(z) is the kernel density estimator [BA12, LW19] for an unknown density p, h is the
bandwidth in all d dimension, K(-) is the kernel function and e is the k-th standard unit

vector. Now using ((5.4]) as our kernel function, we get
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Substituting VK (-) in (5.5)) with (5.6), the density gradient estimate is

N d
. 3
Vp(x) = thd2dh2zz Tip — Th) - €k

=1 k=1
N, 3 1
= Nhd 42dp2 N Z (Tik — xk) - €k (5.7)
k=1 "7 g, y€S,(x)

d
N, 3
= Nt g 2 e )
k=1

Here, in (5.7)), N, is the number of data points for a region Aj(z), ux is the mean of all the

data points in that region along the k™ dimension. Note that, the volume of the region Ay (z)

is h? and the probability density estimate p(z) over the region using a uniform kernel is th

The objective of the mean shift algorithm is to move away from the valley and towards the
function mode. This can be achieved through gradient ascent. That is, for two consecutive

iteration ¢ and ¢t 4 1 the shift in the variable z; in k" dimension can be expressed as

V(z)
$§,J]rcl = x;‘,k + CW (58)

Now substituting the value of p(z) and Vp(z) and considering ¢ = deThQ in (5.8), we show
in (5.9) that the shift is equal to the mean of x in dimension k. This mean that, from the
online clustering perspective, with the arrival of each sample, the cluster center shifts u; in

dimension k.

wht =l (e — ) = m (5.9)

Based on ([5.9), we conclude that the mean shift algorithm is applicable to the kernel in (/5.4])

when the cluster bandwidth A is equal in all dimensions.
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Cluster Creation

In SampleHST clustering we create a cluster when a trace cannot be assigned to any of the
existing clusters, resulting in a new cluster consisting of only that trace. For spherical clusters,
it is sufficient to only consider the radius of the cluster to assign a data point. However, since we
are considering a cluster as a hyper-rectangle, we need to consider all of the d data dimensions
separately. Thus, instead of defining a single radius value, we must define a bandwidth vector,
H ={h € RYVi = 1,...,d, 0 < h; < 1}, that has the same dimension as a data point.
Each value in the bandwidth vector h; € H defines the Manhattan distance from the center
to the boundary of the cluster in i*" dimension. If we define a vector of Manhattan distance
(separately in each dimension) between a cluster centroid and a new data point as M = {m €
RYVi =1,...,d,0 < m; <1}, if Vi m; < hy, we assign the data point to that cluster. In other
words, if a data point falls within the bandwidth of a cluster centroid, it is assigned to that

cluster. Otherwise, a new cluster is created.

Centroid Update

Updating the cluster center or centroid appropriately is critical to achieve high sampling accu-
racy since the centroid distance is used to decide the mapping of traces to clusters. A trivial
strategy would be updating a cluster centroid whenever a new trace was assigned to that par-
ticular cluster. However, this policy can bring sharp changes to the cluster centroid due to

some traces that fall just within the cluster bandwidth.

It is in general preferable to update the centroid giving more importance to traces that are
unequivocally within that cluster, and so that they are in a smaller region around the centroid.
This is the concept of cluster kernel region [HAMIT]. Let the bandwidth vector of a cluster
be specified by H, which is a vector of the width of the rectangle around the centroid. We
define the kernel region as the sub-rectangle with bandwidth »H, where the scalar r quantifies
the proportion of the cluster area considered as the kernel region. This is illustrated in Fig.
F.6, A common value of r seen in the literature is 0.5 [HAMIT], which we also adopted for
SampleHST.
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Figure 5.7: Demonstrating the cluster removal process. There are 3 clusters initially and each
of them has a life property. Each time there is a new observation, the life of the corresponding
cluster is reset to full value, while the life of other clusters are reduced. A cluster is removed
once its life ends. We can see that cluster ¢3 is thus removed.

Cluster Freshness

Since we are dealing with streaming data, we must consider cluster freshness. We define cluster
freshness as a cluster property that indicates whether a cluster population (number of observed
traces in that cluster) remained static for a particular amount of time. This is important
because the clusters that are static for long periods are unlikely to be relevant and affect the
sampling policy. For example, let us consider a sampling policy which aim to sample a trace if it
falls in one of the bottom-k clusters (in terms of size). Now if a cluster with a small population
remained static for a while, it can become one of the bottom-k clusters. This will prioritize
that cluster for sampling. Nevertheless, we cannot sample from that cluster unless a new
trace associated with that cluster is observed. In addition, the cluster will continue to ignore

the (kK + 1) cluster from the bottom for sampling. This will ultimately affect the sampling
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Figure 5.8: Demonstrating cluster merging process. Initially, though there is an overlap between
the boundary of cluster ¢2 and c3 they are not merged. Once there centroid overlaps, they are
merged into single cluster c3

performance. To avoid this, we need to regularly remove the clusters whose population have

remained static for a while.

Typically this cluster removal is done using a decay and life value [HAMI17]. We start with a
cluster with its life set to 1 and gradually reduce it. Once life is < 0, we remove the cluster.
Reducing the life is an event-driven process. Upon receiving a new sample, we just need to
set the [life of its associated cluster to 1 and reduce the life of the other clusters by @. The
decay value can be set as the average number of traces in the work cycles within the sampling
window. We can define a work cycle as a sequence of consecutive periods where we received
at least 1 trace. The intuition behind this work cycle is, we wait at least for a period, while
receiving traces, to see whether a cluster receives a new trace. If a trace is not received, the

cluster is considered to be irrelevant and thus removed. The overall cluster removal process is

illustrated in Fig. [5.7]

Cluster Merging

During online clustering, it is likely to observe overlaps among the clusters. Since we forget the
previous data points, because each cluster is summarized by its center and bandwidth vector,
it is not possible to adjust the cluster boundaries based on the density of the data. However,
we need to address these overlaps as they are indications of possibly inaccurate clustering.

Inaccurate clustering can affect the sampling performance.

In such scenario, we can merge the overlapping clusters. However, the merging decision can

taken based on different policies with different definitions of overlapping:



116 Chapter 5. Storage Management for Distributed Tracing

Algorithm 5.1 SampleHST Clustering

Input: trace, clusters, bandwidth, decay
Output: clusters, traceLocality
1. if clusters = () then
2:  {clusters,traceLocality} < SpawnCluster(clusters, trace)
3: else
4:  clusters < PruneClusters(clusters)
5. initAssignIndex < FindAssociation(trace, clusters, bandwidth)
6.
7
8
9

if initAssignindexr = -1 then
{clusters,traceLocality} < SpawnCluster(clusters, trace)

else
: clusters <— AssignToCluster(trace, clusters, init AssignIndex)
10: mergelndex < FindMergeCandidate(clusters, bandwidth, init AssignIndex)
11: if mergelndex > —1 then
12: clusters <— MergeClusters(clusters, mergelndex, init Assignlndex)
13: if mergelndex > initAssignIndex then
14: traceLocality <— mergelndex — 1
15: else
16: traceLocality < mergelndex
17: end if
18: else
19: traceLocality < init Assignindex
20: end if
21:  end if
22:  clusters < DecayClusters(clusters, decay)
23: end if

e We can merge two clusters when simply their boundary overlaps [BA12]. Although sim-
ple, such an approach has an stability issue. Using such definition of overlapping can
drastically change the clustering pattern as it allows to merge two clusters only due to

the arrival of a new distant data point in one of the clusters.

e Another policy could be merging two clusters only when the centroid of one overlaps with
the boundary of the other. It is easy to see why such a policy is less drastic because one

distant point cannot shift the cluster center unless the cluster has a very few samples.

In this study, we have opted for the latter policy, which is demonstrated in Fig. [5.8

Algorithm

We now discuss the overall algorithm for SampleHST clustering. It is presented in Algorithm
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Table 5.3: Auxiliary functions used in Algorithm

SpawnCluster

Creates a new cluster with the current trace data. The details are
provided in section Cluster Creation.

PruneClusters

Removes the clusters whose life have expired. The details are
provided in section Cluster Freshness.

FindAssociation

Finds the cluster where the current trace can be assigned. Re-
turns -1 if no cluster is found. The details are provided in section
Cluster Creation.

AssignToCluster

Assigns the current trace to a cluster and update its center if
necessary. The details are provided in section Cluster Creation
and Centroid Update.

FindMergeCandidate

Finds whether the cluster associated with the current trace can be
merged with any other cluster. Returns -1 if no cluster is found.
The details are provided in section Cluster Merging.

MergeClusters

Merges two clusters. The cluster centroid and its population is
duly updated. Total number of clusters is reduced by 1. The
details are provided in section Cluster Merging.

DecayClusters

Reduces the life of each cluster by Wiy' The details are provided
in section Cluster Freshness.

b.I] The functions that have been used in the algorithm is summarized in Table [5.3] The

method initially creates a new cluster with first trace. After that, for every newly received

trace, the following steps are taken. Firstly, the method aims to remove the clusters that are

not fresh. Secondly, the method aims to find the locality of the newly received trace. If no

such cluster is found, the method returns the value -1 to indicate that this trace is an outlier.

If SampleHST clustering receives -1, it creates a new cluster and also returns -1 as the cluster

index to indicate a new cluster creation. Otherwise, the trace is assigned to the corresponding

cluster. Thirdly, SampleHST clustering checks whether the current cluster, where the trace is

assigned, overlaps with the other clusters. If so, it merges the clusters. It first checks whether

the centroid of the current cluster overlaps with the boundaries of the other clusters. If such

clusters are found, the current cluster is merged with the one with minimum distance. Finally,

the reduces the life of each cluster using the decay parameter.

5.4.3 SampleHST Controller

The SampleHST controller ultimately decides whether to sample a trace or not by utilizing the

clustering algorithm. It starts the process by receiving the mass scores from HST. After that

it performs a series of steps. We discuss these steps in this section.



118 Chapter 5. Storage Management for Distributed Tracing

Sampling Limit

The SampleHST controller initially calculates the sampling limit for the next sequence of j
traces. We refer to this sequence as a window. For a given budget 7, the sampling limit is
defined as Tws where wy is the window size. Since, the budget is pre-defined, we only require
the window size to calculate the sampling limit. Defining this window size is critical for the
sampling accuracy. Consider these two cases with 5% budget. In the first case the window
size is 100. So we can at most sample 5 traces per 100. In the second case, the window size is
1000 meaning we can sample 50 per 1000. From percentage perspective this two cases are the
same, but we have to consider that anomalies may not be well spread across time and appear
in clusters. Due to this, if 10 anomalies appear in a window of size 100, with a 5% budget,
we can at most sample 5 out of those 10 anomalies. This will affect the sampling accuracy.
Considering this, we define this window in terms of actual time period, which we refer to as
primary window. This allows to use a natural period as a window rather than fine-tuning it in

terms of trace observations.

While setting the sampling limit, we consider the average primary window size, i.e. the average
number of traces observed in the window, as an estimate of the sampling window size. The
limit is then calculated using the budget. Once a window is completed (end of a day or an
hour), the sampling window size is updated again and the limit is re-calculated. For the first
window, we use a parameter that provides an expected value of the primary window size. This
value can be easily obtained from the historical data since the primary window is defined with

actual time periods.

A issue with the above approach is we can observe more traces than expected in a sampling
window. This means that the sampling limit needs to adjusted. We can do this by considering
a secondary window period, which is smaller than the primary one (e.g. if the primary window
is a day, the secondary window could be an hour). We can use the average number of traces
seen in the secondary window and adjust the sampling limit with that value. Note that, in
a day there are 24 hours but we may not receive traces in all hours. Thus in calculating the

average, we only consider the hours where we received at least one trace.
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Online Min-Max Scaling

The SampleHST clustering method uses the mean and the 5 percentile of the mass to cluster
the traces. Since we are using HS*T, we use the mass value m[l]2! where m[l] is the mass of the
terminal node where the trace falls into and [ is the depth of that tree node. To standardize the
HS*T mass scores, we scale down the augmented mass using the maximum mass value possible.
This maximum mass value is defined as w2¢ where d is the tree depth and w is the number of

observed traces.

The clustering algorithm works on the logarithm of these standardized mass scores. This is
to cluster together, more naturally, traces that are in the same order of magnitude for their
masses. The clustering algorithm also requires the data to be normalized between [0, 1], which
can be achieved using min-max scaling. This is performed by the controller. It starts with a
zero knowledge about these min-max values and update them on the fly. Once the min-max
values are updated, we need to re-scale the cluster centroids. Otherwise, the cluster centroids
will not be consistent with future shifts in the mass scores. To re-scale the centroids we need
to store the previous min-max values. When the min-max values are updated, the previous
scaling is first inverted using the previous min-max values and then the centroids are scaled

again using the current ones.

Distance-based Cluster Ranking

While sampling the traces, we need to find out where its associated cluster is positioned based
on a ranking criteria. This ranking process is critical for accurately sampling interesting traces.
One option could be to use the cluster size as the ranking measure. Ideally, a small sized cluster
should include the less frequent traces. However, due to the nature of SampleHST clustering,
that creates and deletes clusters online, the small sized clusters may not always include the less

frequent traces.

Consider the Cluster 1 in Fig. It has only 4 traces associated with it but all of them

have high mass values. This means that the trace has hit HST nodes with a high mass count.
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Figure 5.9: Illustrating the distance based cluster ranking concept

This indicate that these traces are quite frequent. However, if we prioritize this cluster for
sampling based on size, we would contradict with the anomaly detection principle of HST -
high mass value indicates frequent observations. Such scenarios occur when a “decayed” cluster
is removed and after an interval, we again receive traces that are close to the removed cluster
centroid. Eventually, that cluster will grow in size and not be sampled from but it will affect

the initial sampling performance.

To counter this issue, we have decided to use a new metric to rank the clusters. We use the
distance of the cluster centroid from the origin (0,0) to rank the clusters. Thus, if a cluster is
closest to the origin, as shown in Fig. [5.9] traces associated with it will be sampled first even if
that cluster is not smallest. The distance metric resolves the potential disagreement between
the HST and SampleHST clustering. Although this metric can ignore the smallest cluster at
some point, that smallest cluster is more likely to become one of the larger ones. Ultimately, the
most interesting and smallest clusters are likely to form near the origin. The distance metric

will facilitate to sample traces associated with those closest clusters.

Sampling Decision

The sampling decision procedure needs to decide whether to sample a trace or not instanta-

neously. Here, the challenge is to convert the clustering outcome to a sampling decision. For
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that, we have designed a rule-based system. The first rule is a simple one. At first, we check
whether a new cluster is created (indicated by -1 from the SampleHST clustering algorithm). In
such cases, the method always sends a positive response for sampling. For cases where the trace
is associated with an existing cluster, we apply the second rule. This rule relies on generating
a pool of clusters, which we refer as selection pool. The process of generating this selection pool

has two phases, which are as follows.

The first phase of generating the selection pool begins by ranking the clusters based on their
distance from the origin. Once the clusters are ranked, we need to decide how many of those
we consider in our selection pool. We initially select the cluster that is closest to the origin.
After that, we gradually add the clusters until the population of the selected clusters reaches
a threshold. The threshold is set using parameter that defines the percentage of the total
population () allowed in the selection pool. While adding the clusters in the selection pool, we
impose two restrictions. The first one deals with the case where we still have not reached the
threshold and can add another cluster. Here we only add a cluster if by adding it the selection
pool, its population reaches at most two times the threshold. This ensures that the selection
pool population does not get significantly larger than the expectation. The second case involves
checking whether the cluster center falls in a region of high mass, because such region indicates
that the cluster corresponds to more common traces. We can define a parameter to define a
segment in the clustering hyper-plane that corresponds to the high mass region. It is easy to
understand that the high mass region is the top-right corner of plane as that part corresponds
to high mass scores. For example, as illustrated in Fig. [5.10, we can simply divide the 2D
clustering plane to 3 x 3 segments and consider the top-right segment as a region of high mass.
It should be noted that, we can also define regions that represent rare traces and decide to

sample a trace a if it is associated with a cluster in those regions.

After creating the initial selection pool, we start the second phase by checking the actual value
of the percentage total population in the selection pool. We denote this with ) Ideally it
will be 6, but it is not guaranteed because of multiple reasons e.g. the distribution of cluster
size or the imposed restrictions discussed above. If the actual percentage is at least not half

of the budget, we add more clusters in the selection pool. This also covers the scenario where
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Figure 5.10: Illustrating the rare and populous region of the clustering plane for trace sampling

the budget is much higher than 0. This addition process is as follows. The clusters are added
depending of the magnitude of the budget (7) in comparison to (). We define the magnitude
M as L(T —0)/0 + %J . We then make M attempts to add the clusters in a probabilistic manner,
where in the £ attempt, the k'™ nearest cluster from the origin (which is not already included
in the selection pool) is chosen with a probability P*. The intuition behind this selection
probability P* is that we consider each attempt to add a cluster as an independent event,

where each event has the same probability P. We define P = max(7,.S) where 7 is the budget

and S is the sampling eagerness. Sampling eagerness is defined in ([5.10)).
S=R(1-U) (5.10)

The value sampling eagerness is bounded between [0, 1] and a high value indicates we need to
sample more. It is defined in terms of budget utilization (U) and the relative trace position
in the current window (R). Budget utilization is simply the ratio of number of traces sampled
so far to the sampling limit. Relative trace position is the ratio of the trace index in current
window to the sampling window size. The intuition behind eagerness is as follows. The more
closer we are to the end of sampling window, if the budget is less utilized, we should sample
more. We defined the selection probability as the maximum of budget and eagerness. Here, the

budget is also considered because, for a very high budget, the eagerness can be smaller than it.
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In those cases, the selection probability should be guided by the budget.

Upon deciding the selection pool, we see whether the new trace is associated with any of the
clusters in the pool. Now if it is not present, we decide not to sample it. We can also add
special rules like if the associated cluster of the trace falls in a specific region, we will sample
it regardless. Currently, we define a region around the bottom left corner of the clustering
plane and if the associated cluster center falls in that region, the trace is sampled. On the
other hand, if the trace is associated with the selection pool, we choose either of the following
two paths. We follow the first path when the budget is greater than or equal to the actual
percentage of population in the selection pool (7 > 9) In that case, we sample the associated
trace straightaway. Conversely, if the budget is less than the actual percentage, we follow the
second path that takes a probabilistic sampling decision. This is to sample cautiously as we

may have larger clusters in the selection pool containing common traces. In this path, we set

the probability of sampling (Ps) using (5.11)).

if T, > T, + kT,
(5.11)

20
I
SR

otherwise

Here, in (5.11]), we set the probability based on the cluster size. Firstly, if the size of the cluster
(I'.), which is associated with the current trace, is greater than the sum of mean (I',) and k
standard deviation (I's;gmq) of the cluster size in selection pool, we set the sampling probability
to 7/ 0. This means that, if there are N traces, the size of the selection pool will be N 0 and we
would like to sample N7 traces from those in the selection pool. Secondly, if I'. <T',, + kL', we
set the sampling probability to 1. This means that if the cluster is sufficiently small, we decide
to sample the corresponding trace. The value of k is set using Chebyshev’s inequality [Fel08].
It allows to determine the minimum percentage of values within k standard deviation of the
mean. For a given percentage ('), we can solve the inequality to determine the value of k. We
notice that, this percentage V' is related to the ratio of 7/ 6. Because, if 7 is much smaller than
9, we want to sample only if the associated cluster is smaller than the majority of the clusters.

As the value of 7 increases compared to 0, we can consider the larger clusters i.e. larger value
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Algorithm 5.2 Sampling Decision

Input: massScores, budget, vdx PriWindow, windowSize, remainingl'arget,
windowTarget, clusters, bandwidth, decay
Output: decision
if idz PriWindow > windowSize then
AdjustParameters()
end if
logMass = log(massScores)
scaledScore = ScaleScores(logM ass)
if HasMaxMinChanged() then
ReScaleClusterCenters()
end if
(clusters, traceLocality) <— GetTraceLocality(scaledScore, clusters, bandwidth, decay)
relativePos = %
budgetUtzl _ wzndOwT(j;‘;];éog;zzf;:tzngTarget

. if remainingTarget > 0 then

decision = IsTracelnSelectionPool(clusters, trace Locality, budget, relative Pos, budgetUtil )
. end if

. if decision then

remaimingl arget = remainingT arget — 1

. end if

— =
—_= O

L e T e R s S S =Y

of V. Thus, we consider V=r / @, where V is and estimate of the minimum percentage V', we

can calculate the value of &k using ((5.12]).

- (5.12)

We now present the sampling decision taking process in Algorithm [5.2 The functions that we
have used in the algorithm is summarized in Table 5.4, The process begins by receiving the
mass scores. Initially, necessary adjustments are made to the sampling window size estimate
and the sampling limit. After that, a series of data pre-processing is performed. At first,
the logarithm of the mass scores are scaled using the min-max value. If the current scores
change the minimum or maximum value, the cluster centers are also re-scaled and the min-max
values are updated accordingly. Once this pre-processing part is completed, the received data
is clustered by the SampleHST clustering method. Finally, if the sampling limit is not reached,
a decision is taken based on the inclusion of the trace in the selection pool. This step is skipped

if we have already reached the sampling limit.
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Table 5.4: Auxiliary functions used in Algorithm

AdjustParameters Adjusts the sampling limit if the current window size is larger than
the estimation. The details are provided in section Sampling
Limit.

ScaleScores Scales the mass scores using the min-max values. If the min-max

value changes raises a flag. The details are provided in section
Online Min-Max Scaling.

HasMaxMinChanged Check whether a flag is raised from the ScaleScores function. The
details are provided in section Online Min-Max Scaling.

ReScaleClusterCenters  Re-scale the cluster centers using the previous and current min-
max values. The details are provided in section Online Min-
Max Scaling.

GetTraceLocality Use Algorithm to return the cluster index of current mass
score.

IsTracelnSelectionPool  Determines whether the trace falls in any of the clusters in the
selection pool. The details are provided in section Sampling De-
cision and Distance-based Cluster Ranking.

5.5 Evaluation considering Point Anomalies

We have implemented the SampleHST tool chain using the Matlab programming language.
In this section, we present how it performs on the production data. We initially present the
experimental configuration. After that we discuss the results of these experiments. Note that,
the production data contains the point anomalies. Extension for the collective anomalies are

presented in the next section.

5.5.1 Experimental Setup

For the experiments, we have considered five cases, each with a different storage budget. Since
roughly 5% of the traces are anomalous in the production data, we include a case where the
budget is also 5%. The evaluation criteria for this case is the F1-Score. We have also chosen
three smaller budget cases of 0.5%, 1% and 2%. For all these cases, the evaluation criteria is
the precision. Finally, we also consider a high budget case of 10% where the evaluation criteria
is the recall. We have compared the results with two other trace samplers: uniform random
and PERCH-based method. The uniform random sampler is in-principle same as a head-based
sampler. This means that it samples the traces with a probability that is the same as the

budget. We use this method as a baseline to demonstrate how the other sampling methods
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improves the sampling performance.

Since recent sampling methods [LCMGETS| [LCPAMI9| focused on representative sampling, we
also want to compare the selected methods on this aspect using a numeric metric. Furthermore,
such a metric provides an additional dimension for comparing the sampling performance, in
particular for high budget cases as in such cases, we can actually consider both normal and
anomalous trace groups for sampling. In this study, we have used the Jain index [JCH84] to
measure the degree of representative sampling. The index, bounded between [0, 1], is a measure
of fairness that indicates the “equality” while resource allocation i.e., if all the groups receives
an equal resource, the index value is 1. In our case, the groups are the clusters that we obtain
from DBSCAN clustering and resource is the quota we allocate from the budget to each group.
Thus, if we sample from these groups in a balanced way, regardless of the group size, we will
achieve a high fairness index. The index can be calculated using where X; = % Here,
for each cluster ¢, T; is the number of traces sampled by an method and O; is the optimal
number of traces that should be sampled. Note that, since we know the overall distribution
of the traces among the groups and sampling budget, we can easily calculate O; using the
max-min fair allocation approach [Jaf81]. This is not the case for the sampling methods, since

they do not know the final trace distribution.

n 2
ZX@-)
T(X0, Xy X)) = N1 L x5 (5.13)

We want to explore the experimental results on the basis of three research questions. These

are as follows.

e RQ1 What is the sampling performance of the SampleHST method, with and without

approximate counting?

e RQ2 How does SampleHST perform when we consider the cluster shapes as hyper-

rectangles instead of hyper-cubes?

e RQ3 How does SampleHST performs compared to other sampling approaches?
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5.5.2 Results

Before discussing the research questions, to provide an insight of how the SampleHST clustering
method works, we illustrate its output in Fig. [5.11] Since, this is an online clustering method,
we divided the total time frame in 20 periods and show the clustering status for those periods.
We immediately see that in the first window, the data points are less segregated. This is because
of the online min-max scaling. In the initial period, the min-max values are not steady, which
affects the data points as well. As we progress towards the end, we can see that the clusters

are nicely segregated.

We also see that the number of clusters continue to change throughout these periods. The
clusters around the top right corner remains stable, but the ones around the bottom left corner,
changes the positions frequently. This is because, the top right clusters are of frequent traces
whereas the bottom left ones are of the infrequent ones. The infrequent trace clusters are not
stable because they decay quickly due to not receiving traces in some work cycles. The sampling
performance of SampleHST depends on how these frequent and infrequent trace clusters are

prioritized during the sampling.

We now focus on the results for RQ1 in Table [5.5, Here we initially consider a clustering
bandwidth of 2~ = 0.1 and then also consider two other bandwidths which are 10% smaller
and larger than 0.1 respectively. This is to observe the impact of bandwidth on sampling
performance. We can see, for a bandwidth of A = 0.11, the sampling performance for all budgets
are considerably higher with values > 0.86. With low budget cases, this bandwidth provides
higher precision compared to other as the traces can be grouped more precisely. However,
when we need to consider both precision and recall, like the case with 5% budget, we see
the bandwidth h = 0.1 yields better F1-Score. This is because, here with this bandwidth
we can sample more anomalous traces by slightly compensating the precision, resulting in a
better F1-Score. However, we see in all the cases the deviation in score is < 0.05, indicating a
robust performance yielded by SampleHST. When we change the mass update mechanism to
approximate from exact, we see no significant difference as shown in Table 5.6, This is because

the scores produced by HST are qualitatively similar in both cases, which can be seen from
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Figure 5.11: Illustrating the output of the SampleHST clustering algorithm. The X-axis and
Y-axis represent mean and 5 percentile of mass respectively. The colored symbols represent
different DBSCAN labels. The —+ signs are the cluster centers estimated by the SampleHST
clustering algorithm. The output is presented in 20 windows. As we move from left to right,
we move towards the next window.

Fig. As we discussed in section [5.3.3] although approximate counting introduces error in

mass values, the normal and anomalous traces can still be separated. This is because of the
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Table 5.5: Performance of SampleHST on the Production data with different clustering band-
widths. The score for 0.5% — 2% budget is the value of precision, for 5% budget it is the
F1-Score and for 10% budget it is the recall.

Score (0-1
Budget ——4 h:O.(OQ )h:0.11
0.5% 0.84 0.83 0.87
1% 0.83 0.81 0.86
2% 0.86 0.82 0.88
5% 0.92 0.89 0.90
10% 0.94 0.95 0.92

Table 5.6: Sampling results for different budget on the Production data with exact and ap-
proximate counting

Exact Counting Approximate Counting

Budget —y——%—x T F1 T 7 | P | R | FL
0.5% 0.404 | 0.840 | 0.093 | 0.167 | 0.424 | 0.829 | 0.091 | 0.164
1% 0.590 | 0.832 | 0.182 | 0.298 | 0.594 | 0.827 | 0.180 | 0.296
2% 0.723 | 0.860 | 0.372 | 0.520 | 0.726 | 0.860 | 0.372 | 0.520
5% 0.750 | 0.924 | 0.907 | 0.915 | 0.750 | 0.924 | 0.905 | 0.914
10% 0.88 | 0.807 | 0.943 | 0.869 | 0.879 | 0.808 | 0.941 | 0.869

Legend: J - Jain Index, P - Precision, R - Recall, F1 - F1-Score

definition of mass score m[l]2!, where m]l] is the mass of the corresponding node, which is in
level [. Due to approximate counting, the error propagates through the term mll] but the 2!

part balances out the error, particularly in the case where the value of [ is high.

The mass scores work as anomaly signals to the SampleHST, which are not always likely to
be equally strong in all clustering dimensions. In such cases, the traces may not be segregated
ideally in that dimension. Thus rather than using a small clustering bandwidth in that dimen-
sion, as illustrated in Fig. we can chose a large one to remove clusters containing similar
traces, allowing a more precise clustering. In other words, we can opt for hyper-rectangles, with
unequal clustering bandwidths in each dimension, instead of hyper-cubes. The aim of RQ2 is
to evaluate the performance in such cases. We present the results, for 5% budget case, in Table
6.7 Indeed, we observe that the F1-Score for bandwidth [0.1, 0.3] reaches 0.95, which is higher
than the one we achieved for hyper-cubes presented in Table [5.5] For the latter experiments

with the production data, we have used this clustering bandwidth of [0.1,0.3].

The results corresponding to RQ3 is presented in Table[5.8] We see that SampleHST is by far
the best method across all budgets. The random sampler performs the worst as expected. We

also see that the PERCH-based method does not perform much better from the perspective
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Figure 5.12: Comparing the mass scores, with exact and approximate counting, for the pro-
duction data. From a clustering perspective, both the scores are qualitatively similar.
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Figure 5.13: Comparing the clusters generated by SampleHST with equal and unequal cluster-
ing bandwidth. With the unequal bandwidth, i.e., hyper-rectangles, more precise clusters are
generated.

of precision, recall and F1-Score. From the fairness perspective, the PERCH-based method
scores much higher than the random sampler but still it can not outperform SampleHST.
In the lowest budget case of 0.5%, the Jain score produced by the PERCH-based method is
close to SampleHST. However, with the increase in budget, the gap across all the metrics
becomes significant. The results show that even though the PERCH-based method can achieve
better Jain score in low budgets, it is not precise in sampling the anomalous traces which is
evident from the precision score. For example, the highest precision it yielded is 0.41 whereas
in that case the precision of SampleHST is 0.94, which is 2.3x higher. As we mentioned
earlier, identifying such anomalous traces is difficult for such clustering methods due to the

high number of dimensions of the input data. Indeed, our input data have 105 dimensions,
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Table 5.7: Performance of SampleHST on the Production data considering hyper-rectangles
with 5% storage budget

Bandwidth | Jain | Precision | Recall | F1-Score
0.05, 0.1 | 0.76 0.9 0.91 0.91
0.05, 0.2 | 0.75 0.91 0.91 0.91
0.05, 0.3 | 0.74 0.93 0.91 0.92

0.1, 0.2 | 0.74 0.94 0.91 0.92
0.1, 0.3 | 0.73 0.97 0.92 0.95

Table 5.8: Comparing the performance of different methods on the Production data. The
evaluation criterion for 0.5% — 2% budget is the precision, for 5% budget it is the F1-Score and
for 10% budget it is the recall. The numbers correspond to the evaluation criteria are indicated
in bold.

Budget Random PERCH-based SampleHST
J P R F1 J P R F1 J P R F1
0.5% 0.1 | 0.05 | 0.01 | 0.01 | 0.32 | 0.41 | 0.03 | 0.05 | 0.41 | 0.94 | 0.1 0.18
1% 0.1 | 0.04 | 0.01 | 0.01 | 0.24 | 0.18 | 0.03 | 0.04 | 0.5 | 0.95 | 0.21 | 0.34
2% 0.11 | 0.06 | 0.03 | 0.04 | 0.32 | 0.13 | 0.04 | 0.07 | 0.47 | 0.96 | 0.41 | 0.58
5% 0.13 | 0.05 | 0.05 | 0.05 | 0.47 | 0.11 | 0.09 | 0.1 | 0.73 | 0.97 | 0.92 | 0.95
10% 0.18 | 0.05 | 0.1 | 0.06 | 0.56 | 0.09 | 0.15 | 0.11 | 0.88 | 0.79 | 0.94 | 0.86

Legend: J - Jain Index, P - Precision, R - Recall, F1 - F1-Score

making the segregation of anomalous and normal traces difficult for PERCH. SampleHST,
on the other hand, eliminates this problem by using the the mass scores, which have only 2
dimensions and provide indication on the trace status (normal or anomalous), to perform the

clustering.

We now focus on the case with high budget (10%). Firstly, we consider the primary evalu-
ation criteria recall. We see that SampleHST easily outperforms the PERCH-based method.
Secondly, when we consider representative sampling, we see that the Jain score produced by
SampleHST is 1.6x better than the PERCH-based method. The reason for SampleHST per-
forming better is as follows. The primary objective of SampleHST is to sample as much as
anomalous traces possible. In high budget cases, it only shifts focus towards normal traces
when the primary objective is fulfilled. Now, anomalous traces can create many groups, each
with a small size, whereas normal traces create a small number of large groups. This is indeed
the case with the production data. As a result, when SampleHST samples most of the traces
from anomalous groups, it satisfies the demands of majority of the groups, making it more fair.
This is reflected in the Jain score. We conclude that, SampleHST is better in representative

sampling, where it is a reasonable objective.



132 Chapter 5. Storage Management for Distributed Tracing

5.6 Extension for Collective Anomalies

In the previous sections, we presented the SampleHST approach for point anomalies. We now
present how SampleHST can be applied to the collective anomalies scenario. We show that, with

only changing the trace representation, SampleHST produces a robust sampling performance.

5.6.1 Graph Model for Collective Anomalies

A single trace commonly spans across multiple microservices. The trace data can preserve
this information about the call-chain among the microservices. As a result, we can extract a
workflow from the trace. How these call-chains are preserved depends on the trace format.
For example, the Death Star Bench (DSB) traces follow the X-Trace format [FPKS07]. An
X-Trace is composed of multiple events, which is referred as reports, from different services.
Using the Source and FventID property of each report in a trace we can construct a directed

acyclic graph (DAG) that represents the workflow among the services [LCPAMI9].

The Sifter method discussed before considers this DAG. It predicts the anomalies by inspecting
all the k-length paths from the DAG. However, it ignores the overall graph, which in many
cases is not ideal for anomaly detection. For example, consider the traces related to the errors
within a particular software component. These will mostly be structurally different from the
typical traces. Thus, using an overall graph representation will possibly lead to better anomaly
detection. Considering this, we need to use an unsupervised way to learn the features that

represent the overall graph.

We have used the family of graph spectral distances (FGSD) [VZ17] method for the graph
representation. The main reason for this was beside providing quality graph features, it also
works in an unsupervised way and does not require to store previous traces to provide the
current representation. FGSD is based on the spectral analysis of graphs. In such an analysis,
the focus is to study the graph properties related to the set of graph eigenvalues. For FGSD the
Laplacian matrix (the difference between the degree and adjacency matrix) is used to calculate

the pairwise distances between the graph vertices. The final distance matrix is subsequently
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Figure 5.14: Time complexity of FGSD algorithm with respect to graph sizes.

converted to a histogram, which is considered as the set of features. Since FGSD works on a

simple connected graph, we need to convert the DAG to its undirected form.

To implement FGSD in a real-time scenario we need to consider two issues. The first issue is
scalability. Here, our scalability concern is the about the graph size and the time it requires
to transform it to a feature vector. As mentioned already, the feature vector is a histogram of
pairwise spectral distances. The number of histogram bins and range have no significant impact
over the transformation tine. However, it depends significantly on the number of vertices in the
input graph. In the context of DSB dataset it is the number of events. As reported by Verma
et al. [VZ1T], the time complexity of FGSD is O(N?) where N is the number of vertices in the

graph, as such the method will not be applicable to all traces.

Although a complexity of O(N?) seems too onerous, we wanted to measure the maximum graph
sizes that may still be processed in practical scenarios. We have tested this time complexity
of FGSD using the DSB dataset. Here, we consider the traces whose corresponding graph size
falls within 5" to 95" percentile. In other words, we ignored the graphs that are either too
big or too small. We have tested each of those selected graphs 1000 times and considered the
average time. We plotted the average time against the graph sizes in Fig. [5.14] We see that the
initial growth in conversion time is roughly linear. The highest encoding time is around 50ms
and till size 100, it is less than 10ms. Thus, adding this pre-processing layer in an anomaly

detection process does not seem impractical if the graph sizes are such.

The second issue that we need to consider is graph isomorphism. The goal of FGSD is to de-



134 Chapter 5. Storage Management for Distributed Tracing

(a) Case 1 (b) Case 2 (c) Case 3 (d) Case 4

Figure 5.15: Examples of directed graphs of traces and the adjacency matrix of their undirected
version. Only the first 3 directed graphs are isomorphic, whereas the undirected versions of all
the graphs are isomorphic.

termine whether two graphs have a similar structure. As a result, if two graphs are isomorphic,
FGSD will provide a similar feature vector for them. Two graphs G and H are isomorphic
when for every pair of vertices (u,v) that are adjacent in G, we can find a pair (f(u),f(v)) in H
that are also adjacent where f is a bijection (one-to-one correspondence) between the vertices
of G and H. In other words, if we can relabel the nodes so that two graphs are identical, they
are isomorphic. This means that, despite having different parent-child relationship among the
spans or traces in two separate traces, they will have similar FGSD feature vector when the
corresponding graphs are isomorphic. However, the method will be particularly helpful if the

traces differ in length and forking pattern.

For illustration purpose, let us consider 3 traces of length 3 (containing 3 spans). We present
the corresponding directed graphs in Fig. [5.15h{5.15k. The figures also present the adjacency
matrix of the corresponding undirected graphs, which is considered by FGSD. As seen in the
figure, though the index of the root span is different, the structure of the graphs are similar and
both the directed and undirected version of the graphs are isomorphic. Thus, FGSD will provide
a similar feature vector for all these traces. In Fig. we present a different orientation of
the same spans. We can see that this directed graph is non-isomorphic to the directed graphs in
Fig. . However, the undirected version of the graph in Fig. |5.15d (as shown by the
adjacency matrix), is isomorphic to the undirected version of the graphs in Fig. .

As a result, FGSD will yield the same feature vector for this trace as well.
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Figure 5.16: Examples of non-isomorphic graphs of traces of length four

Now we consider two more variants of the above mentioned traces where we add one extra span
(shown in Fig. . As before, we also present the adjacency matrix of the corresponding
undirected graphs in the figure. Here, it is clear that both the directed and undirected graphs
of these traces are non-isomorphic. As a result their feature vector will be dissimilar and thus
they can be differentiated by a anomaly detection algorithm. Note that, unlike FGSD, the

count-based feature vector will yield the same feature vector for both traces.

5.6.2 Anomaly Detection

We now test how this FGSD based trace representation aids in anomaly detection. Here, as
used before for collective anomalies, we use the DSB trace data. We particularly considered
two APIs: User Timeline and Compose Post. These are also used for evaluation of the Sifter
method [LCPAM19]. For these APIs, we mixed up the normal and broken traces, similar to
the work of Las-Casas et al. [LCPAMI19] and marked the broken traces as anomalies. Both
the dataset contained 1000 traces with 5% anomalies. Since there are more than 1000 traces
available for both those APIs, we randomly generated 30 combinations of them and report the
average performance. It should be noted that the graphs generated from these traces are more
complex than the ones we used for illustration in Fig. and [5.16] For the User Timeline
API, the median node size is 56. The Compose Post API, on the other hand, contains more

complex traces with a median node size of 392.

To understand the impact of FGSD on HST for anomaly detection, we consider the HST
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Table 5.9: Comparing the anomaly detection results of three methods on the DSB dataset

User Timeline Compose Post
Avg. Avg. Avg. Avg. Avg. Avg.
Precision | Recall | F1-Score | Precision | Recall | F1-Score
Sifter 0.667 0.922 0.773 0.907 0.881 0.893
FGSD+DBN
LOCSVM 0.919 0.943 0.931 0.845 0.889 0.857
FGSD+HST 0.961 0.999 0.980 0.949 0.944 0.946

version for section i.e. we do not apply the HST modifications (presented in for this
experiment only. As we want to compare the performance of HST with a method intended
for collective anomalies scenario, we use a variant of Sifter as an anomaly detection method.
The concept behind this variant is as follows. Since Sifter provides a sampling probability for
each trace, we can simply apply a threshold over this probability and if we observe a trace
above the threshold, we mark it as an anomaly. In addition, we incorporated a recent anomaly
detection method DBN+OCSVM with FGSD and also compared its result with others. The
particular reason for choosing this method is that it allows to compare the performance of

another classifier other than HST, when combined with FGSD.

We compare the results on the DSB dataset in Table 5.9 We see that for the Compose
Post API, Sifter produces slightly better F1-Score than FGSD+DBN+OCSVM. However,
FGSD+DBN+OCSVM significantly outperforms Sifter for the User Timeline API. This shows
that FGSD can provide proper representation of a graph that can be used for anomaly detec-
tion. When we integrate FGSD with HST, we even achieve a higher F1-Score. FGSD+HST
improves between 6% and 27% the Fl-score of Sifter. HSTs are also 5% to 17% more accurate
in Fl-score than DBN+OCSVM.

Based on these results, it is clear that the FGSD based trace representation and the HST
classifier can detect the collective anomalies from trace streams. In the next section, we test

whether this combination can produce accurate sampling performance.

5.6.3 Sampling Performance

We now apply the SampleHST method, with FGSD based trace representation, based on

datasets generated from the DSB traces. To assess the long term sampling performance, the
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Table 5.10: Performance of SampleHST on the Compose Post API of the DSB dataset with
different clustering bandwidth. The Score for 0.5% — 2% budget is the precision, for 5% budget
it is the F1-Score and for 10% budget it is the recall.

Score (0-1
Budget ——4 h:O.(OQ )h:0.11
0.5% 0.94 0.94 0.94
1% 0.95 0.96 0.95
2% 0.96 0.96 0.96
5% 0.92 0.90 0.92
10% 0.89 0.86 0.89

Table 5.11: Sampling results for different budget on the Compose Post API with exact and
approximate counting

Exact Counting Approximate Counting
Budeet ———R T 71 | P | R F1
0.5% | 0.938 | 0.095 | 0.172 | 0.937 | 0.095 0.172
1% 0.952 | 0.192 | 0.319 | 0.957 | 0.192 0.32

2% 0.962 | 0.387 | 0.552 | 0.962 | 0.387 0.552
5% 0.964 | 0.876 | 0.917 | 0.963 | 0.866 0.911
10% | 0.888 | 0.89 | 0.885 | 0.878 | 0.884 0.877

Legend: J - Jain Index, P - Precision, R - Recall, F1 - F1-Score

datasets are generated such that they contain the same number of traces as the production
data. We have injected 5% broken traces in the datasets, which are marked as anomalies. We
aim to answer the same research questions introduced in Section [5.5.1] For RQ1, similar to
Section [5.5.2] we initially consider the sensitivity to change in bandwidth. We present the
results for the the dataset involving the Compose Post API in Table We observe that for
both h = 0.1 and h = 0.11 the sampling performance is similar. Thus, we have decided to use
the bandwidth A = 0.1 which we also used for the production data. We present the sampling
performance with and without approximate counting in Table [5.11] Note that, we do not cal-
culate the Jain score here as there are only two groups: normal and anomalies, which reduces
the significance of fairness. From the results, we see that, in all the cases, SampleHST produces
high values of corresponding evaluation criteria. The values produced by approximate counting
is roughly similar. Like the case for point anomalies, this similarity is due to the reason that

the mass scores remain same for both the exact and approximate counting.

For RQ2, we have also used the Compose Post API. The bandwidths we use for this experiment
is the same set of bandwidths used in Table [5.7] Like the production data experiments, here

we consider the 5% budget case as the evaluation criteria for this case is the F1-Score i.e.,
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Table 5.12: Sampling performance on the Compose Post API considering hyper-rectangles with
5% storage budget

Bandwidth | Precision | Recall | F1-Score
0.05,0.1 0.96 0.88 0.92
0.05,0.2 0.97 0.92 0.94
0.05,0.3 0.97 0.91 0.94

0.1,0.2 0.97 0.92 0.94
0.1,0.3 0.97 0.91 0.94

Table 5.13: Comparing the performance of different methods on the Compose Post API of the
DSB dataset. The evaluation criterion for 0.5% — 2% budget is the precision, for 5% budget it
is the F1-Score and for 10% budget it is the recall. The numbers correspond to the evaluation
criteria are indicated in bold.

Budget Random Sifter SampleHST
P R F1 P R F1 P R F1
0.5% | 0.04 0 0.01 | 0.27 | 0.04 | 0.07 | 0.92 | 0.09 | 0.17
1% 0.05 | 0.01 | 0.02 | 0.29 | 0.09 | 0.13 | 0.95 | 0.19 | 0.32
2% 0.04 | 0.02 | 0.02 | 0.29 | 0.17 | 0.21 | 0.96 | 0.39 | 0.55
5% 0.05 | 0.05 | 0.05 | 0.29 | 0.42 | 0.35 | 0.97 | 0.91 | 0.94
10% 0.04 | 0.09 | 0.06 | 0.27 | 0.76 | 0.40 | 0.63 | 0.92 | 0.75

Legend: J - Jain Index, P - Precision, R - Recall, F1 - F1-Score

both the precision and recall is important. The results are presented in Table [5.12] As we can
see, the average F1-Score is 0.94. The minimum F1-Score that we achieve in this case is 0.92
for bandwidth [0.05,0.1], which is still higher than the F1-Score of 0.91 we achieved with a
hyper-cube. This indicate that using hyper-rectangles as cluster shapes has the possibility to
achieve high sampling performance even with the FGSD based trace representation. Thus, for

the latter experiments we have used hyper-rectangles.

The results concerning RQ3 is provided in Table and [5.14] Here we have considered both
the Compose Post and User Timeline API. We compare the results with the Sifter method and
use the Random method as a baseline. We see that for all budgets, SampleHST outperforms
the Sifter method. It may seem counter intuitive by seeing the sampling precision, recall and
F'1-Score for Sifter is much smaller than its anomaly detection values shown in Table 5.9 but it
is not. The sampling values are smaller here because, as suggested for Sifter [LCPAMI19], we
do not apply any threshold here and sample a trace using its sampling probability. However,
since the sampling probabilities generated by Sifter are low, many of the anomalous traces are
not sampled. For example, let us consider the case of the User Timeline traces. Here the mean

probability generated by Sifter is ~ 0.03 and the 95" percentile is ~ 0.12. Although, the 95
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Table 5.14: Comparing the performance of different methods on the User Timeline API of the
DSB dataset. The evaluation criterion for 0.5% — 2% budget is the precision, for 5% budget it
is the F1-Score and for 10% budget it is the recall. The numbers correspond to the evaluation
criteria are indicated in bold.

Random Sifter SampleHST
P R F1 P R F1 P R F1
0.5% | 0.05 0 0.01 | 0.06 | 0.01 | 0.02 | 0.89 | 0.1 0.17
1% 0.04 | 0.01 | 0.01 | 0.06 | 0.02 | 0.03 | 0.92 | 0.19 | 0.31
2% 0.05 | 0.02 | 0.03 | 0.05 | 0.03 | 0.04 | 0.95 | 0.39 | 0.55
5% 0.05 | 0.05 | 0.05 | 0.05 | 0.08 | 0.06 | 0.98 | 0.98 | 0.98
10% 0.05 | 0.1 | 0.07 | 0.05 | 0.15 | 0.08 | 0.98 | 1.0 | 0.99

Legend: J - Jain Index, P - Precision, R - Recall, F1 - F1-Score

Budget

percentile is 4 times higher, its value is still very low for a selection probability. As a result, we

have less anomalies sampled, eventually leading to low precision, recall and F1-Score values.

From these experiments it is evident that, like point anomalies, SampleHST can produce a
robust sampling performance for collective anomalies. This is certainly encouraging as for
SampleHST, the transition from point to collective anomalies can be done with minimal effort
- we only need to change the trace model. Since both the trace models are based on count

data, the rest of the SampleHST pipeline can remain the same.

5.7 Summary

In this chapter we propose a novel sampling method for distributed tracing named Sample HST.
The primary objective of SampleHST is to take its sampling decision based on the proportion
of sampling budget and the fraction of interesting or anomalous traces. If the budget is lower,
the priority is to sample the anomalous traces. On the other hand, when the budget higher,
the normal traces are sampled as well. This sampling process is based on an online clustering
mechanism. The traces are first clustered using their mass scores, which is an indication of the
observed frequency of trace groups. After that, if the budget permits, the sampling decisions are
taken based on the trace locality. Our experiments, that considers both data from the literature
and production data from a cloud data center, show that SampleHST by far outperforms some

of the recent approaches.
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Conclusion

Here, in this chapter, we present our concluding remarks. Initially, we summarize the achieve-

ments from each of the contributing chapters. This is followed by future research directions.

6.1 Summary of Thesis Achievements

In this thesis we have identified three scenarios, involving systems built with fine-grained ser-
vices e.g., the microservices architecture and FaaS, that require a novel resource management
approach. Each of these scenarios impacts different system resources. In the first scenario,
which involves a system built with the microservices architecture, we consider the compute
capacity in terms of CPU. In the second scenario, which is concerned with installing a private
FaaS platform, the resource under consideration is the primary memory. In the final scenario,
where we consider a data center, hosting microservices, that generates traces with distributed
tracing, the resource under consideration is the storage. To address these issues, we identify
three research objectives, RO1-RO3, that have been introduced in Chapter [l Each of these
objectives has been the focus in Chapters respectively. The summary of the achievements

of these three chapters is as follows.

The first research objective, RO1, is to autoscale the CPU capacity of microservices. This is

our focus in Chapter [3] where we present an autoscaler, namely ATOM, that scales the CPU

140



6.1. Summary of Thesis Achievements 141

capacity of microservices at runtime. We have divided RO1 into two further sub-objectives:
RO1.1, modeling the performance of microservices and RO1.2, optimal capacity scaling. By
completing these objectives, ATOM can assess different scaling configurations on the fly and
scales the system with the optimal configuration for the current workload. To complete RO1.1,
it utilizes a layered queueing network (LQN) model of the system. The model considers the
dynamics of such systems such as the workload, shared resources, and multiple application
layers. By solving the model, ATOM gains an insight of critical performance metrics such
as the system throughput and utilization. For ATOM, these performance metrics are the
key to completing RO1.2, i.e., applying optimal scaling configurations. ATOM compares the
performance of different combination of vertical and horizontal scaling configurations using the
LQN model, based on which an optimal configuration is suggested. It should be noted that
this comparison is a time-bounded process since the decision is taken at runtime. We have used
a popular microservices application named Sock Shop to evaluate the performance of ATOM.
The experiments show that ATOM easily outperforms the baseline autoscalers under a wide

range of workloads, including the ones with burstiness.

The second research objective, RO2, is to design a cold start aware capacity planner for FaaS
platforms, which has been addressed in Chapter[d] Here, we present a capacity planner, namely
COCOA, for an on-premises FaaS platform. While suggesting a required capacity, COCOA
considers the trade-off between latency delay and consumption of primary memory due to cold
starts. It eventually identifies a limit of the cold starts, such that the SLAs for response time
are not violated, while limiting the memory usage of the functions. To achieve this, we divide
RO2 into two more sub-objectives: RO2.1, modeling the function performance considering
cold starts and R0O2.2, capacity planning leveraging the cold start model. To complete RO2.1,
COCOA leverages an M/M /k setup and LQN model to estimate the function response times.
Using such models, it can consider a varying degree of cold starts and assess their impact
on function response times and their memory consumption. Based on this assessment, we
address RO2.2. That is, COCOA provides a deployment configuration, which includes the CPU
and memory capacity that ensure the SLAs for function response times. We have developed,

FaasSim, a simulator for an event-driven FaaS platform to evaluate COCOA. We demonstrate
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that COCOA outperforms availability-ware approaches, used in TTL cache, in suggesting a

deployment configuration while satisfying the SLAs.

We address our final research objective, RO3, in Chapter [5] In this chapter, we present
SampleHST, a trace sampler for distributed tracing, which is targeted at microservices hosted
in a data center. SampleHST works under a budget constraint meaning it only selects a fraction
of the traces, which is referred as the budget, to be saved for future troubleshooting. Like before,
we divide RO3 into two sub-objectives: RO3.1, identifying the traces that are anomalous in an
unsupervised manner and RO3.2, incorporate this identification process in a trace sampler. To
address RO3.1, SampleHST initially converts a trace to either a bag of words or a graph-based
representation. Subsequently, it uses a forest of half space trees to characterize a trace based on
its mass scores. This characterization allows to separate the normal traces from the anomalous
ones. Using this characterization, we address our second sub-objective RO3.2. The sampler
initially incorporates the mass scores of the traces in an online clustering mechanism to create
multiple groups of anomalous and normal traces. Subsequently, the traces are sampled based
on the given budget, where the priority is to sample from the anomalous trace groups. We have
compared SampleHST with recently proposed trace sampling methods using both production
data and data reported in literature. In both cases, SampleHST by far outperformed the

recently suggested methods.

6.2 Future Work

There are multiple opportunities to extend the research contributions that we presented in this

thesis. Here, we discuss the most interesting ones for each of the contributions.

For ATOM, a possible line of future research direction is using online profiling to estimate the
service demands of the microservices. Service demands are an important component of the
LQN model, which we assume is profiled statically via performance testing. Estimating it from
the online monitoring data will remove this extra step while performance testing. One possible

way to achieve this could be using the traces generated from distributed tracing. Such traces
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already include the request response times. It is also possible to extract the system throughput,
provided the server clocks are synchronized. However, we still need to incorporate other metrics,
e.g., queue length and utilization, to calculate the service demand. The challenge is to infer
those values with minimal code instrumentation. Another extension on this line of work is to
infer the LQN model itself. This will be particularly helpful for a cloud service provider who
might not have access to such models. The challenge here is to infer the system architecture,
which is relevant to the performance of the system, without violating user privacy. On a separate
note, another line of future work could be investigating the impact of microservices migration,
in conjunction with vertical and horizontal scaling, to improve the system performance. This
is possible because moving a microservice replica to a faster server can sufficiently serve the
increase in workload. However, the challenge is to consider the trade-off between availability

and the improvement in performance.

For COCOA, an interesting future work could be considering a scenario where one replica is not
sufficient to serve the current workload, particularly the ones affected by burstiness. This work
requires changing the structure of the LQN model, we consider, where a function is represented
by an entry. This can be achieved by replacing an entry with a task to represent a function.
However, this solution can raise a scalability issue for the existing model solvers. The model
solvers significantly slow down with the increase of number of tasks once it reaches in the range
of hundreds and in some cases, they might even fail to solve the model. Thus, further work
is required to improve the efficiency of the model solvers. Another way to solve this problem
is considering each of the replicas as entries but this will require changing the structure of
the LQN, rather than the replication property, to test every new deployment configuration.
It will be interesting to see the trade-off between model accuracy and solver speed for both
these approaches. A different line of work could be considering SLAs in terms of percentile of
response times rather than the mean. This requires the support of model solvers to estimate
the variance in response time. We need to assess the accuracy of such performance estimations

before utilizing them in capacity planning.

For SampleHST, there are also multiple future research directions. An interesting work would

be investigating the impact of updating the structure of the HSTs as time progresses. This
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updating mechanism has the potential to identify a change in the trace pattern and thus
further preventing erroneous sampling decision. Another line of work could be incorporating
more properties in the clustering dimension and assess the sampling performance. This is
possible since the SampleHST clustering method does not have a restriction in the number of
clustering dimension. It would be also interesting to see how adding these extra dimensions
effect the speed of the sampling process and what is the trade-off between speed and sampling
accuracy. Finally, another promising idea is to integrate the continuous trace properties, e.g.,
the response time, with the trace representation. This opens the possibility to identify and
sample the traces with latency anomalies in an integrated approach. This research issue has

already gained the attention of the researchers, but still in an early stage.
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Appendix A

FaasSim: Function-as-a-Service

Simulator

Here we present the description of the FaasSim tool we used for evaluating COCOA in Chap-
ter dl The architecture of the platform considered in FaasSim is presented in Figure [A.T]
In FaasSim, the requests arrive following a Poisson process with mean arrival rate A\. There
is a dispatcher component that receives all the request and forwards them to corresponding
functions. Each of the functions f; has a probability p; of being invoked for service. If a func-
tion is more popular, its p; will be higher. Each of the functions has its own service times.
The dependencies of these functions are abstracted and any additional time required for those
dependencies are considered to be included with the its service times. We assume that the
functions are built with microservices pattern. Thus, each function performs exactly one job
and does not invoke other functions. The functions are considered running on a multi-core CPU
which is approximated as a processor sharing queueing system, i.e., a form of time-sharing with

infinitesimally small service quantum.

We have developed FaasSim using the Java programming language. FaasSim runs the simu-
lation using two objects: Function and Job. A Function object has properties like the mean
cold start, service and idle time. It also has two memory consumption values, one for while in

execution and the other when it is idle. If we run a simulation with N number of functions,
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Figure A.1: The architecture of the FaaS platform considered by FaasSim

we initially need to instantiate all the functions with values of these properties. A Job object,
which we simply refer as a job, on the other hand, is continuously created by the dispatcher as
the simulation progresses. Each job is associated with a function. The probability of a function
being associated with a job, p;, is determined using the Zipf distribution. The value of the

distribution shape is passed as a parameter.

A job can be of two types: warm or cold. Depending on whether the corresponding function is
loaded in the memory, a type is assigned to the job. The job service time is considered to follow
an exponential distribution, with its rate parameter is defined based on the job type. If it is
cold, the mean cold start time is used. Otherwise, the mean service time is used. A job also has
a residual time property indicating the amount of CPU time it still requires. If a job is cold,
once it finishes, a warm job is created automatically. It is easy to understand that this cold job
represents the cold start period. When calculating the function response time corresponding

to a job, we consider both the warm and cold (if created) job.

Besides the job creation, there are two important aspects of FaasSim: maintaining a delay list
and polling. Firstly, the delay list is used like a delay station where the jobs wait because a cold
job, which represents loading a function, is still not completed. Once the function is loaded, all
the jobs are flushed, means they now can consume CPU time. The amount of time a job spends
in the delay list is considered when we calculate the response time. Secondly, we do polling to
ensure that a function does not remain loaded in the memory past the time it is allowed. This

is controlled by the idle time of each function, which is passed as an input. We perform polling



167

in intervals, which can be configured in the code.

FaasSim generates M number of samples, which is a configurable option in the code. The
outputs it generates are on the basis of these samples. We can also mention a warm-up period,
where the first K samples are ignored. We can run the simulation with the same parameters
multiple times to calculate the average. For each run of a simulation, the output includes, the
CPU utilization, mean memory consumption, maximum memory consumption, mean function
response times and logs. The logs can be used to generate information like the mean cold
start probability of a function, which can be used for cross-checking. The average and max-
imum memory consumption values are reported in two ways. In one case, we consider both
the function’s idle and in-execution memory consumption values. In the other case, only the
function’s in-execution memory values are considered. This represents the case where there is

a guaranteed memory reservation policy for a function.

FaasSim is available for download at https://github.com/alimulgias/FaasSim. The URL

also contains the instructions on how to execute it.


https://github.com/alimulgias/FaasSim
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