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Abstract

Concurrent systems are ubiquitous in our modern world, from usual online interactions between our
devices and servers to distributed systems and automated production chains. Safety of communication
protocols in concurrent systems is therefore a key point to ensure the reliability of systems we rely on a
daily basis. Several models exist to represent concurrent systems; and several works build around those
models to provide verification toolchains for their protocols. In this thesis, we provide extensions of safety
properties for two such frameworks.

One is a framework based on behavioural types theory for the popular programming language Go.
Since a broad range of errors arise from mixed use of shared memory and channel-based communication,
we develop an extension to both the type system and the static verification tool to account for explicit
memory locking mechanisms and direct-access shared memory primitives, in addition to channel-based commu-
nication primitives that were accounted for in previous works. The other is a newly reworked multiparty
session types (MPST) framework for general concurrency use, for which we propose an extension to ac-
count for non-deterministic communications and to make use of the witness extraction capabilities of model
checking tools. The tools we provide with our theories are, to the best of our knowledge, respectively
the first static verification framework for the Go language to uniformly analyse concurrency errors caused
by a mix of asynchronous message-passing communications and shared memory accesses; and the first
MPST toolchain to make use of witness extraction capabilities of model checking tools to link detected

communication liveness or safety errors directly to the analysed program.






Extended Abstract

Concurrent systems are ubiquitous in our modern world, from usual online interactions between our
devices and servers to distributed systems and automated production chains. Safety of communication
protocols in concurrent systems is therefore a key point to ensure the reliability of systems we rely on a
daily basis. Several models exist to represent concurrent systems; and several works build around those
models to provide verification toolchains for their protocols. In this thesis, we provide extensions of safety
properties for two such frameworks.

Thanks to its ability to efficiently combine concurrency and systems programming, Go is a popular pro-
gramming language. However, a mixture of data races and communication problems creates the setting
for a wide range of concurrency bugs. The first part of our work develops a theory based on behavioural
types to statically detect data races, safety issues and deadlocks in Go programs. We extend MiGo, an
existing framework that provides verification for channel-based communication in Go systems. Our ex-
tension provides a unified framework accounting for channel primitives as well as shared memory and
lock primitives. We represent lock and shared-memory properties of programs in a y-calculus model of
types, and validate them using type-level model checking. We also implement a static verification tool
that can uniformly detect concurrency errors caused by a mix of shared memory accesses and asynchron-
ous message-passing communications. This is, to the best of our knowledge, the first static verification
framework of this kind for the Go language.

Multiparty session types (MPST) provide a type-based methodology to statically ensure that a set of
concurrent processes implements a desired protocol free of deadlocks and communication errors. While
some MPST-based frameworks incorporate model checking tools, they have not yet made use of witness
extraction to extract counterexamples from the target system when a verified property is not satisfied. In
the second part of our work, we propose an integration of these capabilities of model checking with the
MPST theory. To enable this integration, we establish a strong characterisation linking properties between
three formalisms: the 7r-calculus, session types and the models. We show on the one hand soundness and
completeness for safety, and on the other hand session fidelity, i.e. correspondence between safe processes,
their types and their models for other desired properties. We implement a toolchain that verifies processes
using a counterexample guided approach, offering precise information to the user about detected errors
and their location to streamline the fixing process. To the best of our knowledge, this is the first MPST
framework to make use of the witness extraction capabilities of model checking tools, and by extension

the first to do so for error-fixing purposes.
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Motivation

Safety for Go programs using Behavioural Types

Go is a concurrent programming language designed by Google for programming at scale [Pik12]. Over the
last few years, it has seen rapid growth and adoption: for instance in 2018, when we started working on
the project, major developer surveys [Fral8] showed that StackOverflow placed Go in the top 5 most loved
and the top 5 most wanted languages; and GitHub has reported [Git18] that Go was the 7th fastest growing
language. More recently in 2022, StackOverflow’s survey [Sta22] placed Go as 4th most wanted and 8th
most loved language, and GitHub [Git22] shows Go as the 4th fastest growing language still; both showing
that work on the language and verification of programs written with it is increasingly relevant.

One of the core pillars of Go is its concurrent programming features, including the locking of shared
memory for thread synchronisation, and the use of explicit message passing through channels, inspired by
process calculi concurrency models [Hoa85, Mil80]. In practice, shared accesses to memory using locking
mechanisms are unavoidable, and could be error-prone. It is also of note that both shared memory and
message passing operations provide a substantial part of the concurrency features of Go, and are the ones
that are more prone to misuse-induced bugs. These unsafe memory accesses may lead to data races, where
programs silently enter an inconsistent execution state leading to hard-to-debug failures. The left side
of Figure 1 illustrates a Go program, which makes use of lock m to synchronise the main and f functions
updating the content of variable x. On line 3, the statement m := new(sync.RWMutex) creates a new read-
write lock m, called RWMutex in Go, used to guard memory accesses based on them being read or write
accesses. The RuMutex object can then be passed around directly as a reference, as on line 4, circumventing
the issue that could arise if we copied the mutex structure instead by passing it as a value. Indeed, copying
a mutex structure makes it a distinct object, decorrelated from its original, and thus doing so would defeat
the purpose of using a mutex. A mutex can be locked for writing by calling its Lock() method, unlocked
from writing handle with its Unlock() method, and locked and unlocked for reading with the RLock()
and RUnlock() methods. Readers and writers are mutually exclusive, and writers are mutually exclusive
to each other too (hence the name Mutex, for mutual exclusion lock), but an arbitrary number of readers
can hold the lock at the same time. The go keyword in front of a function call on line line 4 spawns a
lightweight thread (called a goroutine) to execute the body of function f. The two parameters of function

f —a rwmutex m, and an int pointer ptr — are shared between the caller and callee goroutines, main and

ix



func main() {
var x int
m := new(sync.RWMutex)
go f(m, &x)
m.RLock() // acquire the lock for reading
X += 10 // write not protected by the lock
m.RUnlock() // release the read-lock
m.Lock() // acquire the lock for writing
fmt.Println("x is", x)

m.Unlock() // release the write-lock

func f(m *sync.RWMutex, ptr =int) {
m.RLock()
*ptr += 20 // write not protected by the lock

m.RUnlock()

func main() {
var x int
m := new(sync.RWMutex)
go f(m, &x)
m.Lock() // acquire the lock for writing
X += 10 // protected by the lock
m.Unlock() // release the write-lock
m.RLock() // acquire the lock for reading
fmt.Println("x is", x)

m.RUnlock() // release the read-lock

func f(m *sync.RWMutex, ptr =int) {
m.Lock()
*ptr += 20 // protected by the lock

m.Unlock()

Figure 1: Go program with RWMutex: unsafe (left) and safe (right)

f. Since concurrent access to the shared pointer ptr may introduce a data race, the developer tries to
ensure serialised, mutually exclusive access to ptr in f and x in main by using read-locks. Using read-
locks is unsafe in this case, allowing simultaneous write requests to x on lines 6 and 15, the program could
then output “x is 20” with a bad scheduling, dropping the increase of 10 in the same thread as the print
statement.

The right side of Figure 1 illustrates the same Go program, using the RWMutex feature correctly by put-
ting writer sections of the code under writer locks. This alone prevents the data race seen in the first version
of the program.

Go provides an optional runtime data race detector [VG13, Gol3] as a part of the Go compiler toolchain.
The race detector is based on LLVM'’s ThreadSanitizer [SI09, Thel5, SPIV12] library, which detects races
that manifest during execution. It can be enabled by building a program using the “-race” flag. During
the program execution, the race detector creates up to four shadow words for every memory object to
store historical accesses of the object. It compares every new access with the stored shadow word values to
detect possible races. These runtime operations cause high overheads of the runtime detector (5-10 times
overhead in memory usage and 2-20 times in execution time on average [Go13]), hence it is unrealistic
to run it with race detection turned on in production code; and because of that, race detection relies on
extensive testing or fuzzing techniques [Vyul5, Syz15]. Moreover, as reported by Tu, Liu, Song and Zhang
[TLSZ19], the detector fails to find many non-blocking bugs as it cannot keep a sufficiently long history;

and its semantics does not capture Go specific non-blocking bugs.



The Go memory model [Go 22¢] defines the behaviour of memory access in Go as a happens-before re-
lation by a combination of shared memory and channel communications. It is also reported that the most
difficult bugs to detect are caused when synchronisation mechanisms are used together with message
passing operations [TLSZ19]. For instance, Go can use message passing for sharing memory (channel-
as-lock) or passing pointers through channels (pointer-through-channel), which might lead to a serious
non-blocking bug, i.e. the program may continue to execute in unwanted and incorrect states or corrupt
data in its computations [TLSZ19], due to subtle interplays with buffered asynchronous communications.

Those issues motivate us to uniformly model, statically analyse and detect concurrent non-blocking /blocking
shared memory/channel-communications bugs in Go, using a formal model based on a process calculus

[Hoa85, Mil80].

Extending Safety properties for Multiparty Session 7t-calculus

The session types systems [Hon93, HVK98, THK94] are a set of concurrent behavioural type system [HLV16]
that can ensure protocol compliance for communicating processes. Many variants of session types consist
of not only simple actions for sending and receiving values, but also channel passing (delegation), choices,
sequencing and recursion. They can abstract the complex dynamism of process behaviours, despite their
simple syntax: when a session typed process communicates, its session type also evolves, reflecting the
new state of the process. This rich behavioural aspect has opened a new research area to connect session
type-based verification to model checking, by linking the labelled transition systems of session types to those
of the u-calculus [LY17].

The idea — model checking concurrent behavioural types — had been first proposed in 2001 [RR01], but
the method was only explored recently thanks to the significant advance in scalability and usability of off-
the-shelf model checkers. The initial work from Lange and Yoshida [LY17] uses the mCRL2 model checking
tool [Tec18, GM14], for a scalable verification of subtyping relations of binary session types. Their idea is
further extended for multiparty session types (MPST) [HYC16, HY16] by Scalas and Yoshida [SY19a], where
more than two participants interact together, complying with a choreographic protocol. Scalas and Yoshida
[SY19a] propose a general framework for type-checking multiparty session processes by verifying type-
level behaviours (without using global types), written as linear-time y-calculus properties. The generality of
this framework enables not only type-safety, but also other rich properties such as deadlock-freedom, liveness
and termination of multiparty session processes, to be verified by applying mCRL2 to session types only. This
framework is integrated in a recent work on process and communication reliability by including crash-stop
failures, verifying whether processes can handle unexpected crash scenarios properly [BSYZ22]. The idea

of model checking concurrent behavioural types is extended to a static verification of real-world message-
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Authenticator Client Server

recv from S |« 5=Ci0gin___ Iqeng to €
login, cancel login
recv from C| C—oA:passwd  |send to A
passwd, cancel passwd
send to S A—S:auth _ |recv from C
auth “lauth
recv from S|« S—Cicancel  |send to C
login, cancel cancel
recv fromCle— x—— >|recv from A
passwd, cancel clash! cancel

Figure 2: Communication diagram of an unsafe implementation of the OAuth protocol

passing programming languages, such as Go [LNTY17, LNTY18, GY20a] and Scala [SYB19], also using
mCRL2.

This work takes a step further in the exploration of the use of a model checking framework for the
verification of multiparty session processes, applying witness extraction to extract a counterexample on rep-
resentative properties when they are determined to be false. This enables us to notify the developer what
the problems in their input system are and where they are situated.

In the context of MPST where, due to complexity of interactive behaviours, the typing systems are
notoriously error-prone [SY19a], the counterexample guided approach is especially useful to guide the
user to determine which session breaks safety or liveness, and at what point of the protocol, easing the
fixing process. We implement a toolchain applying mCRL2 to verify various properties of (untyped) session
processes, and identifying the location and nature of detected errors.

We also discovered an error in the version of session fidelity (a core theorem in MPST based on which
deadlock-freedom/liveness are guaranteed) [SY19a], and show both an example breaking their original
version and a fix.

To showcase this work, we use the OAuth protocol [OAu12] as a running example throughout Part III.
The protocol is illustrated in Figure 2. There are three roles (or participants), the Authenticator, the Client and
the Server. The part above the horizontal line in Figure 2 shows a correct interaction: first, Server sends
a login request to Client; next Client sends its password to Authenticator; then Authenticator confirms
authorisation by sending auth to Server. Note the second option in the first two interactions, cancel,
which can be selected by Server and forwarded by Client, respectively. The part below the horizontal
line shows an incorrect interaction, where the Client does not properly forward the cancel request to the

Authenticator, and instead waits for it to send cancel, where it is waiting for the Client to send either a
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password or a cancel request.

Albeit looking simple for a multiparty protocol, the recent work by Scalas and Yoshida [SY19a] has
uncovered that none of existing MPST frameworks which use end-point projections from global types work to
provide type-safety (i.e., Subject Reduction Theorem) of this example. This is because the typing system in
those works either is too restrictive [HYC16, HY16]; or fails to satisfy the consistency condition [YDBH10].
Thus, one needs to directly verify a global type to type-check this example in these frameworks, which does
not enable for type-safety verification of the local implementations of each endpoint.

Although it is general, the framework proposed by Scalas and Yoshida [SY19a] has one serious draw-
back: without any guidance by a global protocol, one can easily implement an erroneous process in a
number of ways. The simplest such case is drawn below the horizontal line in Figure 2: Client and Au-
thenticator have a clash in communication in case the interaction is cancelled by Server. In this case, Client
tries to receive a cancel message from Authenticator, instead of forwarding the cancel message to Authen-
ticator: both Authenticator and Client are waiting for a message from each other, and the communication
can never occur (the process is deadlocked). To fix this, we can change the blocking action in Client from an
input to an output, sending a cancel message to Authenticator instead. All participants then know Server
aborted the session, and the system can loop properly. This is but one possible mistake — a mismatch er-
ror, where Client sends its address which Authenticator does not expect; or a liveness violation, where

Authenticator sends a cancel message that is never consumed, are easily introduced.
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Contributions

Our first set of contributions proposes a uniform model for verifying Go programs that handles both
message-passing concurrency — as described by the authors of the original works [LNTY17, LNTY18]
— and shared memory concurrency — our own addition to the framework. We present the theory, design
and implementation for a verification tool able to detect a set of concurrency-related bugs in Go: liveness
and safety of channel use from the original works are included [LNTY17, LNTY18], and we add liveness
and safety for lock use, as well as data race detection for shared memory. This is done by first extending
their abstraction language, MiGo, to account for more Go primitives. We dub this extension MiGo™, and
formalise a happens-before relation following the official Go memory model, as well as the desired live-
ness and safety properties. We looked through the Go specification documents to find their description of
the memory model used by the language (found at [Go 22c]), and used it to formalise our relation on our
language model. Then, we introduce an extended behavioural type system from the one presented in the
aforementioned works, to account for the new primitives. This enables us to use static analysis techniques
on the processes to detect the bugs we target, in this case through the use of a model checking tool, mCRL2.

We prove the soundness of our type system, as well as a progress theorem, to show the formal relation-
ship between type-level properties and process-level properties. In particular, we establish equivalences of
the desired properties between the two sides for specific subsets of the processes. These subsets have some
overlap, in particular terminatinng processes are entirely included in a subset we call May-Converging
that satisfies equivalence of our properties. Another subset that partly intersects this May-Converging
subset satisfies this equivalence as well, but is contained in a bigger set o processes that generally do not
— unless they are in the intersections, of course. This allows us to only run the verification on the types,
which is more efficient as an overapproximation of the execution, to obtain a result that is applicable to the
processes we wish to verify — as long as they are in the subsets we establish equivalence for.

The mCRL2 tool enables a proof-of-concept tool for our framework. We infer the MiGo™ primitives from
Go code, then run the corresponding types through the model checker with generated properties corres-
ponding to the ones presented in our theory. Our properties include both blocking and non-blocking errors:
a liveness error or a data race is usually not blocking, but a safety error on channels or locks will usually
cause a crash. The tool also detects deadlocks, a legacy from the original works [LNTY17, LNTY18].

The following publication presents the above contributions in conference format, and served as the

base material along our notes to write the corresponding part of this thesis:

Xiv



¢ Julia Gabet and Nobuko Yoshida. Static Race Detection and Mutex Safety and Liveness for Go Pro-
grams. In Robert Hirschfeld and Tobias Pape, editors, 34th European Conference on Object-Oriented
Programming (ECOOP 2020), volume 166 of Leibniz International Proceedings in Informatics (LIPIcs),
pages 4:1-4:30, Dagstuhl, Germany, 2020. Schloss Dagstuhl-Leibniz-Zentrum fiir Informatik. doi:

10.4230/LIPIcs.ECOOP.2020.4

¢ Julia Gabet and Nobuko Yoshida. Static Race Detection and Mutex Safety and Liveness for Go Pro-
grams (Artifact). Dagstuhl Artifacts Series, 6(2):12:1-12:3, 2020. URL: https://drops.dagstuhl.de/

opus/volltexte/2020/13209, doi:10.4230/DARTS.6.2.12

Our second set of contributions offers an extension for the revisited Multiparty Session Types (MPST)
framework, introduced by Scalas and Yoshida [SY19a] and detailed in Chapter 6. We achieve this by
first formalising a labelled transition system (LTS) for the untyped multiparty session 7r-calculus, and
introducing more error reductions, in order to define more precise liveness and safety properties directly
for processes. Similar properties are defined on the type system, matching the properties of the processes
and with the aim to verify the properties on the types to ensure the behaviour of the processes.

By proving a type preservation property for our LTS, and proving type soundness, we show that safe
processes (i.e. processes that are typed with a safe type) only ever reduce to safe processes. We also prove
that for a subset of the processes, if the process is safe, then a safe type for it exists. This subset is relatively
constrained, as it enforces each process to not play more than one role, but encompasses several real-life
protocols such as the OAuth authentication protocol [OAul2]. Moreover, we show that same subset of
processes follows the properties of their types, if they are type-safe, with the session fidelity theorem we
port from the original work [SY19a]. We also fix an error we found in the original version of that theorem
in their paper, and provide a counterexample to their original version.

We finally show that the properties in the processes and that of the types, written with the types frame-
work or in a modal p-calculus abstraction, coincide with each other for the subset of processes mentioned
above. This allows our second contribution for this part, a proof-of-concept verification tool for the multi-
party session processes. Built on the tool from Scalas and Yoshida’s work [SY19c], it adds support for the
processes with a type extraction capability, extends the safety property to our broader set of errors, and im-
plements a counterexample extraction capability. That last point is thanks to the then-recently overhauled
witness extraction capability in mCRL2, and enables the user to locate the errors more easily when run-
ning their translated processes through the tool. A preliminary version of our tool is available on GitHub

[Gab22].
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Structure of the Thesis

In Part I, we introduced the motivations and contributions of the thesis, and now its structure.

In Part I, we detail our work on extending behavioural types verification for Go programs. Chapter 1
lays the context and state of the art for this contribution, especially presenting the original system
before our extensions and rework. Then, Chapter 2 shows how we extended the process calculus to
match our needs, laying the base for our work on verifying more Go constructs. Chapter 3 follows
in the same fashion, extending the type system and showing its properties, both new and revisited
ones. Finally, Chapter 4 links the verification of the types from Chapter 3 with that of the processes
of Chapter 2, with the use of the model checking tool mCRL2. Related works for this contribution are

laid out in Chapter 5.

In Part III, we detail our work on extending the recent MPST framework from Saclas and Yoshida [SY19a]
to account for more errors and allow counterexample-based verification of processes. Chapter 6 in-
troduces the context of this new framework and the limitations we wanted to overcome. Chapter 7
shows our extension to their process calculus to account for more errors and a more general com-
munication behaviour. We extend the type system in the same fashion in Chapter 8, and show its
properties along with a fix to an error we spotted in the original system. Finally, Chapter 9 links the
verification of processes and types, again with the use of the mCRL2 model checking tool, and show-
cases its witness extraction capabilities for our counterexample extraction mechanism for process

verification. We close this part of our contribution with relative works in Chapter 10.

In Part IV, we conclude the thesis, and also list future works opened by our contributions.

Xvi



Part 11

Behavioural Types for Go Verification



In this part, we present a static verification framework for Go programs using behavioural types and
the mCRL2 model checker. We first give context in Chapter 1 by going over the previous framework outlined
in the original works we expend upon [LNTY17, LNTY18], with the same objective as ours, yet limited to

the channel fragment of Go programs. Our contribution is then split in Chapters 2 to 4 as follows:

* First, Chapter 2 describes an abstracting fragment of the Go language that encapsulates the fragment
from the previous works, MiGo™, thus containing both Go channels (the MiGo fragment [LNTY17,
LNTY18]) and Go memory primitives (our own contribution [GY20a]). Specifically, we abstract the
types of shared data in channels and memory primitives. We also give some desirable properties and
show a correspondence between our definition of a data race in MiGo™ with the definition that can

be inferred from the official Go memory model.

e Chapter 3 introduces the behavioural type system for our MiGo™ processes, abstracting the fragment
of the language we wish to verify, and then shows properties of typed processes. In particular, this
is where we define precisely fragments of the typed MiGo™ programs that can be verified precisely

using our framework.

* Finally, Chapter 4 concentrates on automating the verification of typed MiGo™ processes with the help
of a model checking tool, mCRL2. This is where we introduce the necessary third layer of abstraction

to use this automation tool, the modal p-calculus, and showcase the tool built from our framework.



1 Background: Automated GO program verifica-

tion with MiGo & Behavioural Types

This chapter describes MiGo as presented by Lange, Ng, Toninho and Yoshida in 2017 [LNTY17], and
its associated behavioural types, introduced in that same work and extended by the same authors the
following year [LNTY18]. Understanding their system is necessary to understand the scope of our own
work. Unless explicitly stated otherwise, the content in this chapter is a direct adaptation of these two
works, and should be considered one giant citation, as we will omit citing them in many places of this
chapter for the sake of readability. Section 1.1 presents the base process calculus, called MiGo, and its
reduction rules that we do not use in our own approach, but are emulated by our labelled transition system
(LTS) in Chapter 2. Section 1.2 presents the associated behavioural types with their own LTS and the typing

rules, as those are the main parts that will need adjustment beyond simple additions.

1.1 MiGo: a 7t-calculus-based Preliminary Abstraction of Go Channels.

This section presents MiGo as introduced in 2017 by Lange, Ng, Toninho and Yoshida [LNTY17].

The syntax for the MiGo processes is shown in Figure 1.1. This process calculus aims to abstract the
channel fragment of Go programs, and is thus quite simple. It only accounts for channels and simple
related constructs, foregoing anything that is not related — including more standard shared memory and
exclusion-lock constructs. It is inspired by the 7t-calculus and designed to stay close to the Go syntax for

the basic constructs included to be recognisable by Go developers.

POR = mP | (P|Q) 10| (WP | P = {D}icyinP
| closeu; P | select {m;; P;};c; u = alx
| if ethen Pelse Q mo= T|ule)|u?(y)
| X(& i) | newchan(y:c,n);P v = n]|true]false|x
| clo,n):o | Slo,n) o e = v|not(e) | succ(e)
D = X(x) =P o = bool|int]...

Figure 1.1: Syntax of MiGo processes and programs
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The channels are ranged over by 4, b, c; named variables are ranged over by x,y,z. Named variables
can be channels in named processes, or otherwise ground-typing expressions able to be passed around
in channels. Expressions ¢ are constructed from ground-typing values, named variables, and operations
on ground types such as negation for booleans and successor for integers. Programs P are a collection of
process definitions D that can each depend on their own variable arguments — channels and expressions

alike. Processes P, Q can be, in order:
e atomic actions of sending u!(e) or receiving u?(y) through a channel u continued with a process;
¢ silent action T continued with a process;
e parallel compositions P | Q;
* inactive processes (0);
* arestricted process (vc)P where channel ¢ is invisible to exterior processes;
¢ closing of an existing channel;

* aselect construct consisting of branches guarded by an atomic or silent action — a branch is chosen

non-deterministically at runtime if its guard can be executed;
¢ an if-then-else construct;

* aprocess call to a predefined (possibly recursive) process X (¢, ii);

the creation of a new channel of payload type ¢ and size n.

The syntax also contains the runtime constructs of open and closed channel buffers, the last two constructs
in the list for P, Q, R. The buffers contain a first-in first-out (FIFO) list of messages of the channel payload
type currently on the channel and waiting to be received, noted @. Goroutines, which are lightweight

threads in Go, are abstracted by the use of parallel composition and process calls.

Remark 1.1. Note that if n = 0, then necessarily & = & at all times; where & denotes the empty queue
(we explicitly change the notation from @ in the cited work to be consistent with the notations of our
contribution throughout the thesis). Another notation we changed is for closed channels, denoted with
a © symbol in this thesis, instead of a * in the original work. This is again to have consistent notations

throughout the thesis that we change it in this chapter, the meaning remains strictly the same. 4

Remark 1.2. Note that o can only be a ground type, and not a channel, in order for subject reduction later
to hold in the way it is stated by Lange, Ng, Toninho and Yoshida [LNTY17], and that we will be using as it

extends nicely to our own framework later on. While not cited explicitly in their work, it is mandatory, and
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PlQ=QlP  PIQIR)=((P[QIR  Plo=P
(ve)(vd)P = (vd)(vc)P (vc)0=0 (ve)e(o,n)=3 =0
P|(ve)Q = (ve) (P | Q) (c¢m(p)) (ve)c®(o,n):=:5=0

Figure 1.2: Structural congruence rules for MiGo processes

elo
[scom] [rau]l T; P — P
cle); P | c?(y); Q| c{o,0)::a — P | Q{v/y} | c(c,0):: &
[scrose] €?(y); P | C®<0’,1’l>::g — P{ J/y} | c®<(7,n>::.; P—P
[PAR]
[ctost] close ¢; P | c{o,n)::0 — P | o, n) o PlQ—=P|Q
c ¢ fn(P) PP
[NEwWC] [RES] ———————————
newchan(y:c,n); P — (vc) (P{c/y} | c(o,n):: &) (ve)P — (ve) P’
e | true e | false P=Q—-Q =P
[1FT] [1FF] [STR]
if ethen Pelse Q — P if ethen Pelse Q — Q P—P
P{o¢/s} |Q =+ R e lv; X(%) =P € {Di}ie m;Pi|P—R jel
[DEF] [SEL]
X{&e) |Q—R select {7;; P;};c; | P — R
o] <n elwo nal ?(y); P | c{o,n) =0 - v — P{o/y} | c{o,n) o
[ouT]
c{e); P | c{o,n):t — P|clo,n)uv-o inel ¢2(y); P | (o, n) 260 — P{o/y} | O(o,n) 0

Figure 1.3: Reduction rules for MiGo

we will work the entirety of this part of the thesis under this assumption. In particular, we do not allow
for channel passing, which is a possibility in Go, though limited by the strong typing and lack of a reliable
way to handle generics and polymorphism in the language at the time the work we cite here was produced
— this is also true of our contribution. This limitation, along with the ongoing work on polymorphism in

Go, will be discussed in the conclusion of this part of the thesis. 4

The structural congruence rules for MiGo are shown in Figure 1.2. They include commutativity and
associativity of parallel composition, commutativity of restrictions on different names, commutativity of
restriction with parallel composition if it is capture-avoiding, and what can be assimilated to garbage
collection of unused channels and terminated processes.

The reduction rules for MiGo are given as a standard reduction system for processes, as outlined in

Figure 1.3.
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A synchronous communication happens when a channel of size 0 (synchronous channel) has a sender
and a receiver available, computing the expression from the sender side to a value for the receiving process;
or when a receiver is available on a closed channel with empty queue, receiving the default value for that
data type. Closing a channel transforms the runtime construct from open to closed, marking it unable to
process send actions — a Go program that tries to send to a closed channel will crash. Channel creation
creates the (open) runtime construct with proper type and size ad an empty queue, in parallel of the current
process.

If-then-else constructs reduce to the left process if the condition evaluates to true, or the right process
otherwise. Process calls reduce in parallel of other processes as if they were the defined process with
substituted parameters, as shown in [per]. Silent actions T reduce without changing values in the rest of
the process, and structural reductions in parallel compositions, restrictions and other structural congru-
ence cases are standard. Reduction of a select construct happens non-deterministically between available
branches, as explained earlier, as shown in [seL].

Asynchronous rules for sending and receiving values over an asynchronous channel are standard,
adding the value to the queue when sending and removing the received value from the queue upon recep-

tion.

Remark 1.3. Note that rule [inc] is actually an addition, not present in the original work [LNTY17], but needed
for parity with the asynchronous semantics of Go. The most likely reason for this rule being forgotten in
the original work is that asynchrony was a late addition to open the scope of their work. Adding this rule
fills in the gap that exists with the Go semantics for channels, which is why we add this rule here. Note
that we change the notation for the default value of type o to o, instead of some combination of o and L
as found in the original work. This change is for the same reason as all previous notation changes, to keep

things consistent and visual throughout the thesis. J

The top set of rules works on its own and makes the case of a fully synchronous calculus — when all
channels are size 0, in which case channel size can be omitted from the syntax, along with the buffer part
at the end of the channel runtime construct if we want to really shorten the notations. Meanwhile, adding
the bottom set of rules allows for asynchrony, i.e. channels of positive buffer size.

We define barbs to denote the availability of an action to the process. The doubled-arrow version is a
transitive closure, showing the potential future availability of an action. Barbs are useful to define desirable

properties of MiGo programs, such as liveness and safety.

Remark 1.4. Lange et al. use the notation dom(o) without defining it explicitly in their work. While we
delay the formal definition for our own work in Chapter 2, the intuition for this notation is the set of all

names appearing in the label of the predicate.
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We use the occasion again to change the symbols for a few notations to make them more self-explanatory,
in particular synchronisations are now noted with = instead of a 7, push and pop use & and & instead of
a e in different places, and receiving any message from a closed channel now uses - instead of the closed

channel symbol (which will be used for the channel closing action in the LTS later). 4

Definition 1.5 (Barbs). We define predicates 7t |,, P J, and P |; with o,0; € {a,d, =4, end[a],a ", ai,aL}.

7T o 0] <n || > 1
c?(y) de  cle) la close ¢; Q Lend[c] Slo,n) o 4
T;Q Jo clo,ny:o \Lci clo,ny::d ic;
Plo Pl, a¢dom(o) Pl, P=Q Q{od/z} Lo X(%)=Q
P1Q o (va)P Lo Q lo X(&,a) Lo
Vie{l,...,n}:m |, Pl: Qlo o€e{aa ,a™} Pls Q¢a£
select {71;; Pi}ic 1, uy +o1,...0n) PlQl.. PIQl.

Pl, milz oe{a,ai} Pl mls o€{aa ,a™}

P | select {mr;; Qi}icr 4 P | select {7;; Qi}ics 4,

a

P, if P —* P'and P’ |, witho € {c,T, ~¢,end[c], ¢, c®, c=}. N

The first line of rules shows the barbs for atomic actions and runtime constructs. Then, a parallel com-
position gives the barbs of both sides, as we have both a rule for parallel composition and one for structural
congruence. Restriction on a name that is not in a barb does not affect the barbs, and a process call has the
same capabilities as its defined process substituted with its parameters. Select constructs provide a set of
capabilities in a single barb if all of the guards are channel actions, we do not provide capabilities to select
constructs containing at least one branch with a t-action as guard. The last four rules show synchronisa-
tion barbs, when compatible channel capabilities are found on parallel processes — the first two are for
single capabilities, and the last two are for select constructs.

From barbs, we define desired properties of MiGo programs for channel use, such as liveness and chan-
nel safety, which we show below. Liveness claims that if a program can send or receive a message through
a channel at a given point, it should synchronise over that channel in the future; and if it can act on a set
of channels through a select construct at a given point, it should synchronise over one of those channels in

the future.
Definition 1.6 (Liveness). The program P satisfies liveness if for all Q such that P —* (v¢)Q:
@) i Q Lo or Q lsthen QU ;

(b) if Q J5then Q . forsomes; € dom(d). J
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Note that we denote dom(d), instead of {6} used by Lange et al. [LNTY17], since using set operations
like “names”, “free names” or “domain” is a clearer standard for cases like this. The same applies for the
barb definition above with dom(o) instead of fn(0) in order to make the notation consistent, as well as to
keep the free names notation to processes and types, i.e. abstractions of the programs.

The notion of safety, defined below, claims that a closed channel cannot be closed again or used to add

new messages to the queue.

Definition 1.7 (Channel Safety). The program P is channel safe if for all Q such that P —* (v¢)Q, if Q ia
then =(Q Yenqpq)) and =(Q Ja). 4

Note that the form that is given in those definitions can be seen as a normal form. While the existence
of a normal form is never explicitly proven, it is a consequence of the structural congruence rules and the
reduction system. In particular, the congruence rule to expand restrictions can be used as much as needed
up to a-conversion, and all restrictions on the same level are interchangeable with the rule above the
former. The fact that primitives only reduce when at the top of a parallel process secures that restrictions
only happen at the topmost level in normal execution, unless one was intently introduced manually by the
user when writing the MiGo process — thus the user would also have crafted the corresponding runtime

construct by hand to get a working process.

1.2 Typing MiGo with Behavioural Types: Preliminary Definitions

This section presents the behavioural types for MiGo as presented by Lange et al. in 2017 [LNTY17] and
extended by the same authors in 2018 [LNTY18]. We do not show all the additions from the latter, as some
of them were not desirable for our own choice of additions to the framework, so the types presented here
will be somewhere between the two works.

The syntax of the behavioural types matches and abstracts that of the processes, and is given in Fig-
ure 1.4 along with the structural congruence for the types. In particular, &{T;};c; represents an internal
choice, the pendant of the conditional construct from Go and MiGo, while &{x;;T; } < represents an external
choice, also known as branching in concurrent process literature, and is the pendant of the select construct
from above. A behavioural type can also send # or receive u on a channel u, be a parallel composition, be
inactive, create a new channel a of size n before continuing to T, close a channel u before continuing to T,
call a type definition with channel parameters 7, or restrict channel name a on type T.

Types also contain runtime constructs for an open channel a of size n with k items currently in the buffer,
and a closed channel 2 (without information of maximum size or current buffer size). A type equation T is

a collection of type definitions applied to a behavioural type S. Structural congruence rules are the same
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T,S == ;T | ®{Ti}ier | &{xi;Titier | (T|S) | 0
| (new" a);T | end[ul;T | tx (i) | (va)T | [a]! | a®
T = {tx,(yi) = Ti}icsin$ k=ulul|T

T|S=S|T T|(T'|S)=(T|T)|S T|o=T
(va)(vb)T = (vb)(va)T (va)0 =0 (va)|a]} = (va)a® =0

T | (va)S= (va)(T|S) (a¢ (1) T=T = T=T

Figure 1.4: Syntax of the behavioural types for MiGo, and their structural congruence

as for the processes, giving commutativity and associativity of parallel composition, commutativity of
name restriction, commutativity of restriction and parallel composition if capture is avoided, and garbage
collection rules for inactive processes and unused (closed) channels. Structural congruence contains «-
equivalence.

The semantics of the behavioural types is given by a labelled transition system (LTS) shown in Fig-

ure 1.5. The labels for the LTS are ranged over by «, 8 and have the following form:
w,B:=a|a|t|4|enda] |a®|a"|a®|a®
’ i a

In order, they represent send and receive on channel 4, silent action, synchronisation over channel 4, re-
quest to close and closing of channel a, output of closed message from a closed channel a®, and push and
pop of messages on open asynchronous channel a.

We write — for = - = - =and T—* = if there exists T’ and T” such that T—*T" = T". The re-
ductions are mostly self-explanatory: the difference with the processes is that we have partial actions rep-
resented in the LTS of types along with the expected interactions that produce synchronisations between
threads. Note that “naked” synchronisations are not included in — in this system, in line with the
expected use of types as an abstraction of closed processes, where no free channel name happens in the
process.

We make an explicit change to use a ¢ dom(a) instead of fn(«) # {a} in rule |res-1|, for the same reason
as previously to keep notations consistent on labels and limit the free names notation to abstractions of
programs — in this case processes and types. This will be reused in the definitions for type barbs and
liveness coming up next.

In the rest of this thesis, we work in a context where all types (and associated processes) are finite
control, i.e. no parallel composition appears in the context of a recursion: the program does not spawn

unboundedly many new threads. This will be stated again when it has relevance in Chapter 3. This
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[New| (new” a);T 5 (va)(T | |a|® |enp| end|al; T M) T |cLD| a® L
0
jel KTy 5 T, TET s%¢ p=ga
|[SEL| ——— [BRA| |coMm|
T o a
{Ti}ier = T; &{xiTitier — T; T|S—=T|¢
d o
TS T NG VY Ry T=T T%T
|PAR| ——————— |CLOSE]| |EQ]
T|SSTS T|SST S T 5 1"
TS5 T a¢dom(a) T 5T T{i/s} 5T t(x) =T
|RES-1] |RES-2| ——————————————— |DEF|
va — (va va — (va a) —
T = T’ T~ T’ tia -1
= < =
k<n k>1 TSHT s%s¢ T T s5¢
|IN-B| Ee— |OUT-B| ——————— [PUSH]| |pOP|
lalf “= laliy lalf “= laliy TIs =518 TIs =18

Figure 1.5: Rules for the LTS of the MiGo behavioural types

hypothesis is stated explicitly in the cited work, but we make it a general constraint to simplify a few
definitions in the rest of this section. It is a necessary hypothesis for the automated verification of the types
to work.

We define barbs for the types like we did for the processes. Those barbs are used for much the same
reason — and to match the desired properties between types and processes. We use a different definition
for the barbs in our own version of the framework in the following chapters, though with pretty much the

same use as well as extended matching of verified properties between the formalisms.

Definition 1.8 (Barbs). We define the predicates o, T, and T with 0,0; € {a,a, =4, end[a],a ,ai, a=}.

Ko k<n k>1
al, ala end[al;T | eng[q) a®¢ﬂ
KTl b s Lol
Tlo Tl a ¢ dom(o) Tl T=T T{i/z}lo t(%)=T
T[T, (va)Tlo T'}o (7)o
Vie{l,...,n}:xilo, Ty T'lo o€ {aa ,a=} Tlz T’¢a£
&{xi;Titie 1. n)+or,on) T|T., T|T|.,
Tl xilz o€ {a, ai} Tl xila o€{da ,a=}
T | &{xiT ierl -, T | &{xiT; bierdo,

We write T}, if T—*T" and T'}, with o € {a,a, =4, end[a],a o a=}.

10
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The barbs give the same capabilities as for the processes before, and in the same order. The first line
defines capabilities of atomic actions and runtime constructs, and we then define capabilities for parallel
compositions, restrictions and structurally congruent types as well as the type equivalent of a process call.
Then, the external choice is given a set of capabilities like the select construct it represents, and we show
synchronisation capabilities first between types that do not involve external choice, and then when an
external choice is involved.

We give simplified versions of type liveness and channel safety from what appears in the 2017 work, as
we work under the hypothesis that all programs and types are finite control. Their meaning is the same as
that of liveness and channel safety for the processes. Note that we distinguish the entrypoint S of a type
system T by naming it ty(). Similarly, X, is sometimes used to refer to the process variable of the program

entrypoint.
Definition 1.9 (Liveness). The system T is live if, for all T such that ty() —*(va)T,
(a) if T|, or T]z then T ¥
(b) if Tl then T} . for some a; € dom(4). J

Definition 1.10 (Channel Safety). The system T is channel safe if, for all T such that ty() —*(va)T, if Tl
then _'(TU’end[u]) and _‘(T‘Uﬁ)‘ -

The typing rules are shown in Figure 1.6 and are mostly untouched, barring minor corrections like the
forgotten universal quantification in (per). In the typing judgements, I' is a typing environment that keeps
track of information on payload types of channels, types of bound communication variables as well as
recursion variables — really process call variables, as there is no formal recursion notation in the system,
but recursion is easily achievable by doing a recursive call to a named process within itself.

The judgements match expected typing rules given the process calculus that is MiGo and the types

defined here, and come in three varieties:

I'=P» T typesbasic constructs outside of runtime, including process call and channel creation, the latter

excluding the channel name from the typing context I as a restriction would;

I' - P» T types a complete program, giving proper typing to each named process and verifying the entry-

point has no undefined process call; and

I' =g P » T types the processes during runtime, keeping track of free names of runtime channels (annot-
ated in purple) during the construction of the judgement tree: names are added when channel buffers
are added to the composition, and removed from the annotation when they are restricted. Note the

removal shows as B\c instead of B\ {c} in the cited material, which we fix in our contribution.
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CHAPTER 1. BACKGROUND: AUTOMATED GO PROGRAM VERIFICATION WITH MIGO & BEHAVIOURAL
TYPES

TEP» T T'ku:ch(o) I'te:e THP»T I'tu:ch(o) ILx:c-P» T

(ouT) (IN)
T'Ful{e),Pw» u,T I'u?(x);Pw» u,T
r=Pw» T I'EPw» T T'EP» T rQw»S
(TAUy—————  (CLOSE) (ZERO)————  (PAR)
Tct,Pe» 7T I' I close u; P » end[u];T I'-o0»o0 rP|Qw»T|S
Viel:TF m; Pw x;T; I't e:bool r-pPw»sS T'=Q» T
(SEL) (1F)
I' & select {7;; P;};c; » &{xi T }ier I+ if ethen Pelse Q » ©{T,S}
[,y:ch(o)-Pw» T  ¢¢dom(I')Ufn(T) Fké:0  Tri:ch(d)
(NEW) (VAR)
I' - newchan(y:o,n); P » (new" c);T{c/y} T, X(7,ch(¢)) F X(&,i) » ty(i)

T, Xq(61,¢h(d1)), ..., Xu(Fu,ch(7,)) FQ» S Viel: T, X;(d;,ch(d])), %;:0;, §i:ch(6]) + P » T;

(DEF)

I+ {X;(%;,7i) = PiticrinQ» {tx,(7;) = T;}ic1inS

Tk Pw» T r=rPw»T [,cich(o)Fg P T I'ka:ch(o)
(INT) ————— (RES) (CBUFF)

' Py T I'Fpe (ve)P» (ve)T Iy a®((f,n)::z7 > a®
Tta:ch(c) |3 =k Ty P»T Ty Q»S BNB =0
(BUFF) (PARR)
[y alo,n) o |alf I'kpup P1Q®TIS

Figure 1.6: Typing rules for MiGo

Many more properties from the works cited in this chapter have inspired and served as a base for
our own work, including a subject reduction theorem, convergence of properties of liveness and safety
between types and processes, and restrictions on the subset of processes where these convergences apply.
However, as the changes to them are minimal, we do not include them in this context chapter. They will
instead be introduced duly in their own time in the following chapters, as well as a quick overview of the

original tools in the penultimate chapter of this part — where we present our own tool.
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2 An Extended rt-calculus-inspired Abstraction

of Go: MiGo™

This chapter describes MiGo™, an extension of MiGo shown in the previous chapter. MiGo™ was created
for the work we published in 2020 for ECOOP [GY20a], and we go over everything that was changed and
added from MiGo for this framework, fixing some typos and errors from our publication in the process
of this thesis. We also present unique extensions of our framework on the process side, particularly the

characterisation of data races using a formalisation of the happens-before relation from Go in MiGo™.

2.1 Extending MiGo with Memory Primitives: MiGo™

We extend MiGo to account for more constructs of the Go language, namely grasp the notions of data races
and memory safety. We dub our extended process calculus MiGo™. The syntax for MiGo™ is shown in
Figure 2.1.

The parts in red are minor adaptations to the MiGo syntax to account for the new part of the syntax,
while said new part is highlighted in purple . The new additions include shared memory variables, which
are ranged over by m, m’; and (read-write) locks, also called mutexes (short for mutual exclusion locks),
ranged over by [,I’; as well as their respective actions. In our contribution, we distinguish the names of
channels between processes and types. We prefer the use of c for channels in untyped processes, and a
for channels in types without a process — hence a was replaced by ¢ in the process syntax for the sake of
consistency. This is solely to distinguish between the definitions of processes and types initially, and the
unification of those names happens as expected under a typing environment guided by the typing rules
that we expand near the end of Section 3.1.

Locks and read-write locks are based on the Go constructs whose source is visible on the main reposit-
ory for the language [Go 22a, Go 22b]. A lock in MiGo™ is programmatically speaking a mutual exclusion
lock in Go, i.e. a structure that must not be copied after first use — we instead pass a pointer to it to threads
that must use it. While there is no specific mechanism to forbid copying a mutex, doing so will create
an independent copy that is decoupled from its original, thus defeating the purpose of sharing the mutex
between several processes. We work under the assumption that mutexes are passed by sharing a pointer
to them in the rest of this thesis, in order to simplify this aspect and concentrate on other misuses that are

common even under this assumption. We furthermore restrict to not send locks through channels to keep
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P,QR := ;P | (P|Q) | 0] (vs)P s =c|l|m

| closeuc; P | select {7t;; P;}c; uc:=clx wp=lfx
ro=s|x Uyp=m|x
| if ethen Pelse Q

u =t | y<load(uy)

| X{&,7) | newchan(y:c,n); P | store(um,e) |

| clo,n)u6 | Slo,n)uo = 7| ule) | u?(y)
| new(y:0);P | [m,o::0] ¢ = lock(u;) | unlock(uy)
| newl(y); P | newrl(y); | rlock(w;) | runlock(uy;)
I N RO IROF R RO v = n|true| false | x

D = X(%)=P e = v |not(e) | succ(e)

P = {D;}ic;inP o = bool |int]...

Figure 2.1: Syntax of MiGo™ processes and programs

things simple, akin to the restriction on channel-passing we carry from the original works.

A lock has two operations: a thread can acquire it (lock action), and release it (unlock action). A thread
is said to hold a lock when it acquired it and is yet to release it. Any specific lock can be held by at most
one thread at a time. After creation using the newl construct, the runtime construct of a lock is represented
in our model by its name between upwards brackets. If the lock is held by a process, a padlock is added in
exponent to its runtime representation.

A read-write lock, similarly, should not be copied after use, and possesses the same properties as a lock
plus the ability to be held in reading mode (rlock operation): the lock can be shared by several readers at
the same time, excluding any writers from accessing it until all readers have released their hold on that
lock (each one using runlock). After creation with the newrl construct, the runtime construct is represented
in our model by its name between angled brackets, and the number of readers currently holding the read-
write lock is annotated by index counter i. If a writer requested the read-write lock and readers still hold
it, it is put in waiting mode, where new readers cannot take hold of it, denoted by a hand in exponent
after the runtime representation. If a writer currently has hold of the read-write lock, we represent it with
a padlock akin to a regular lock.

Shared variables are named areas in the store, holding values of predefined types and able to be read
(using the load action) and written (using the store action) by any process within their scope. We do not aim
at a specific package in the Go implementation for this construct, as it covers a wide range of ground types
in our case and serves as an abstraction of the shared access to memory of those types in Go. After creation
using the new construct, the runtime store for shared memory primitives is represented in our model by

its name, type and value between square brackets. The name and type are separated by a comma, and the

14
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1 func main() { 1 func main() {

2 var x int 2 var x int

3 m := new(sync.RWMutex) 3 m := new(sync.RWMutex)

4 go f(m, &x) 4 go f(m, &x)

5 m.RLock() // acquire the lock for reading 5 m.Lock() // acquire the lock for writing
6 X += 10 // write not protected by the lock 6 X += 10 // protected by the lock

7 m.RUnlock() // release the read-lock 7 m.Unlock() // release the write-lock

8 m.Lock() // acquire the lock for writing 8 m.RLock()  // acquire the lock for reading
9 fmt.Println("x is", x) 9 fmt.Println("x is", x)

10 m.Unlock() // release the write-lock 10 m.RUnlock() // release the read-lock

w3 w3

12 12

13 func f(m *sync.RWMutex, ptr *int) { 13 func f(m *sync.RWMutex, ptr *int) {

1% m.RLock() % m.Lock()

15 *xptr += 20 // write not protected by the lock 15 *ptr += 20 // protected by the lock

16 m.RUnTock() 16 m.Unlock()

Figure 2.2: Go program with RWMutex: unsafe (left) and safe (right)

value is further separated from the type by a double colon.

Runtime constructs and variable names are bundled in several meta-names: s can be a channel, mutex
or shared variable name; u. (resp. u;, uy;) can be a channel (resp. mutex, shared variable) name or a local
variable; and r can be all the above (channel, mutex or shared variable name, or a local variable). Atomic
actions on runtime constructs are also bundled in meta-names: 77 is a channel action (send or receive) or a
tau-action; ¢ is a (read-write) lock action (lock, unlock, rlock or runlock); and y is a memory action (load or
store), or a channel or mutex action, or a tau-action. Values v can be integers, booleans or local variables;
expressions ¢ can be values, or negations of expressions, or successors of expressions; and we use ¢ to
denote usual ground types for channel payloads and shared variables, including booleans and integers.

We remind the syntax of MiGo™ processes contains: an action continued by a process, parallel com-
position, the inactive process, restriction, the closing of a channel, a selection between several processes
guarded by a channel action or a tau-action, conditional constructs using if-then-else, (potentially recurs-
ive) process calls, the creation of new channels (resp. shared variables, lock, read-write locks), and the
runtime constructs for (closed) channels (resp. shared variables, and locks in their different states detailed
above). Definitions D are assignations from a process variable and argument names to a process; and
finally a top-level process P is a set of definitions bound to a process.

Our running example is represented in Figure 2.2 (an exact copy of Figure 1), with a safe version on the

right; and an unsafe version on the left that misuses the read-write lock in the subprocess.

Example 2.1 (Processes from Figure 2.2). The following processes represent respectively the unsafe code
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in((P|Q) =m(P)UM(Q)  f(0)=0  f((vs)P) = fn(P)\{s)
fin(X(e,7)) = fn(e) Un(F) fn(close uc; P) = fn(P) U {uc}
fn(select {71;; Pi}ic;) = Uier (7 ) fn(if ethen Pelse Q) = fn(e) Ufn(P) U n(Q)
P) = (new y:0);P) = fn(newl(y); P) = fn(newrl(y); P) = n(P) \{y}
fn(c(o ( 5) = {c} Un(9) fn( [m,o::0]) = {m} Ufn(v)
fn(m) fin (m ) = () = (1) = (1, ) = {1}

fn(newchan y:o,n)

fn(y « load(un); P) = (n(P) U {um}) \{y} fn(store(uy, e); P) = fn(P) Ufn(e) U {uy}
fn(GP) =fn(P)  f(uclle);P) = (P)UR(e) Uil f(ue2(y):P) = (fn(P)U {uc}) \{y}
fn(lock(u;); P) = fn(unlock(u;); P) = fn(rlock(u;); P) = fn(runlock(y;); P) = fn(P) U {u;}
fn(n) = fn(true) = fn(false) =@  fn(x) = {x} fn(not(e)) = fn(succ(e)) = fn(e)

Figure 2.3: Definition of the set of free names for MiGo™ processes

from the left side of Figure 2.2 and the safe code from the right side of that same figure. We separate the
main function into two parts: the part instantiating the variable and lock and spawning the subroutine is

what constitutes the entrypoint X, which then spawns both the continuation of main, which we name P,

and the process representing the function f, which we call Q.

Xo = new(x:int); newrl(1); (P{(x,1) | Q(x,1))
P(y,z) =rlock(z);t; < load(y);store(y, t; + 10); runlock(z); inXo()
rlock(z); tp < load(y); T; runlock(z); 0
(v)

Prace ==

Q(y, z) = rlock(z); ty < load(y); store(y, to + 20); runlock(z); 0

Xo = new(x:int); newrl(1); (P{x,1) | Q(x,1))

P(y,z) = lock(z);t; < load(y);store(y, t; + 10); unlock(z); _
Psafe = n X0<>
rlock(z); tp < load(y); T; runlock(z); 0

Q(y,z) = lock(z); tg < load(y); store(y, tp + 20); unlock(z); 0

We define the free names of processes, fn(P), in Figure 2.3. Their primary use is to make sure several
actions are capture-avoiding, including the scope opening of a restriction and the creation of a new name.

The structural congruence for the extended syntax is in Figure 2.4, with the same colour-coding as
above. This structural congruence includes a-equivalence, which is standard in process calculi.

The labels used by the LTS (&, ), those used by the happens-before relation and barbs (0,0’), and the

occurrence indices ¢,/ for data writing actions, are defined in Figure 2.5.
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PIQ=Q[P PI(QIR)=(P|Q)IR Pl0=P (1)0=0
(1) (5P = (1) (5P P|(19)Q= (v5) (P| Q) (-mey  P= Q = P=Q
(ve)e(o,n)y=3 =0 (ve)e

whll] =0 whll] =0 whH{h);=0 (wh){l); =0 (wh)(l); =0

o,n)i=0 (vm) [m,0::0] =

Figure 2.4: Structural congruence rules for MiGo™

a,B:=o0p | 04,€ = | 1| 24 0 =04 | 0Op

og:=C | c|c® | = ¢ | r(m) | r(m) | (wim),s) | w(m)

op:=end[c] | ¢S | 1) [ ul) | (D) | ral(D) [ 15 1S 2 @0 | g T

Figure 2.5: Labels used by the LTS of MiGo™, barbs and happens-before relation

In particular, the data-adjacent labels 04 correspond, in order, to: sending over a channel, receiving over
a channel, pushing a value to a channel queue, popping a value from a channel queue, popping data from
a closed channel’s queue, reading a shared variable, the runtime construct answering a read request on a
shared variable, writing a shared variable (along with the position of the write action), and the runtime
construct answering a write request on a shared variable.

The data-independent labels o, correspond, in order, to: requesting the closure of a channel, the runtime
construct of a channel being closed, locking, unlocking read-locking and read-unlocking a (read-write)
lock, a (read-write) lock being locked for writing, a locked (read-write) lock being unlocked, a read-write
lock being locked for reading, a read-write lock being released from reading, a read-write lock being put
to wait by a write request, a synchronisation over runtime construct s, and a tau-action.

We define the domain of a label (resp. action) dom(«) (resp. dom(0)), as follows:
Definition 2.2 (Label Domain).
dom((og,e)) = dom(oq) U fn(e) dom(r(m)) = dom (W) = dom((w(m),1)) = dom (W) = {m}
dom(c) = dom(c) = dom(ci) = dom(c;) = dom(c ) = dom(end|c]) = dom(c®) ={c}
dom(I{I)) = dom(ul(l)) = dom(rl(l)) = dom(rul(l)) = {I} dom(t) = @; dom(~) = {s}

and dom(l ) - dom(z ) - dom(z’) = dom(lu) = dom(li]) - dom(z ) = {1}

_

Occurrence indices ¢ are constructed with the use of left and right shifting operators, which we define
in Definition 2.3 below. The intuition behind those operators and the occurrence indice itself is to represent

a path through the parallel constructs in a process.
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[TAU] T;P l) P [SND] C'< > P —> P [RCV] 67(]/) P —) P{U/y} [END] close C,’P ﬂ) P
fuex] lock(1); P 0, p fuLck] unlock(1); P i, p [Loap] y <— load(m); P rimze, P{v/y}
[reex] rlock(1); P ﬂ) P [ruLck] runlock(1); P M P [sTo] store(m, e); P M P

. . ® ) ~

|7] < n lsur] c(o, n) 0 — ¢~ (o, n)::0

[PUSH] ry &
(o, n) o S5 clo,n) o5 tror] c{o, n) 25 v — c{o,n) 1D
¥
M-Lek] [ l—) [1] mM-urck] [1] l—) [1] [cPor] c®<0,n> nhev —5 c®<a,n> u0
I 1* S 9
[RW-LCK] <l>0 — <l> [RW-ULCK] <l>0 — < > [cLDp] C <(T n> D —> C <(T,Tl>::a.'r.
e » r(m),v
[RW-RLCK] <l>1 — < >1+1 [RW-RULCK] <l>1+1 — < >i [H-LD] [m,a::v] —_— [m,O'::U]
i r /
[RW-WAIT] <l>Z l—> < > [RW-WULCK] <l>z+1 l—> < >i [H-sT] [m,a::v] M [m,O‘::U/}
c ¢ (P) I ¢ In(P)
[NEWC] [NEWL]
newchan(y:o,n); P 5 (ve) (P{c/y} | clo, n) = &) newl(y); P 5 (vI) (P{l/y} | [1])
m ¢ fn(P) 1 ¢ n(P)
[NEwM] [NEWRL]
new(y:0); P 5 (vm) (P{m/y} | [m, o 7]) newrl(y); P 5 (vI) (P{!/y} | (1)o)

Figure 2.6: LTS rules for atomic actions (top), stores (middle) & store creation (bottom)

Definition 2.3. The left and right shifting operators on actions, left (-) and right (-), are defined as:

left ((w(m), 1)) = (w(m),1.0); right ((w(m),1)) = (w(m),2.0);
and left (04) = right (04) = 04 if 04 # (w(m),1); with
left (04,€) = left (0q) ,e; right (04,€) = right (04) , €;

and left (0p) = right (0p) = 0p.

By building occurrences with the two operators defined above in the construction of our LTS, we can

track which process is writing to a shared variable. The occurrence in a write action represents the path in

the syntactic tree of the program to the specific process containing the write action in question, which is

useful to detect data races with the usual definition of two writes happening at the same time in different

subprocesses. The LTS is shown in Figures 2.6 and 2.7, with Figure 2.6 showing the rules for the atoms of

the MiGo™ processes, while Figure 2.7 shows the rules for more advanced constructs and synchronisations

of atomic rules. The LTS is shown in the form of processes P, Q only, and the set of definitions {D; };c; of

the top-level process definition P is assumed to be a given of the environment.
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p e pr &, o
[CLOSE]
PIQ5P|Q

m; P | PSP ae{t, o}

PEP QB Q elv

[scom]

(P Q)| cl,0)::2 =5 (P Q') | clo,0)::2

PSP QSN QorQ i

[BRA]
select {71;; P;};c; | P = P’

[IN]

PIQ—=P|Q

ey . 3
P (w(m),z),e P/ Q W<m>,‘0 Q/ ei ) P i) P/ Q 0 Q/ E\LU
[c-sT] [ouT]
PIQ—"=P|Q PIQ—=PI|Q
p Hme prog rme o plp ol o pllp gl
[c-LD] [c-LcK] [c-wAIT]
PIQ—"P|Q PIQ—=P|Q PIQ5P|Q
I r I w ! ]
p U p o o prlp oI5 o pMUp o5 o
[Cc-ULCK] [C-RLCK] [C-RULCK]
PIQ—P[Q PlQ—=P[Q PIQ—P[Q
iy Q&5 Q PSP s ¢ dom(a)
[PAR-L] I ft(a) [PAR-R] - ht(a) [RES-1]
€ r
PlQ—5P|0Q Pl Pl (vs)P 25 (vs)P'
e ] true e | false PP
[1FT] [1FF] [RES-2] —————————————
if ethen Pelse Q < P if ethen Pelse Q = Q (vs)P 5 (vs)P'
P(55/5} |Q %R eilv;  X(%) =P e {D;}ics p=,p pLpr
[DEF] [ALPHA] B
X8 | QSR P p!

Figure 2.7: LTS rules for synchronisation (top) & structural constructs (bottom)
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We use an LTS for our reduction in order to both simplify the definition of the barbs and allow to match
the types more closely. We write P — P’ for P = P’ and P — P/, up to structural congruence. This
emulates the reduction shown in Figure 1.3, with extension for the added shared memory and mutual
exclusion lock primitives. We also write —* as the transitive and reflexive closure of —, like in MiGo.

The atomic rules (top) in Figure 2.6 show the partial reduction of actions explicitly written by the de-
veloper and are mostly self-explanatory, with the actions that receive/load a value using substitution in
the continuation in rules [rcv] and [Loap]. Store rules (middle) show the partial reduction of runtime con-
structs and is also mostly self-explanatory: channels can push and pop values from their queue, become
closed and send default values in case they are closed and have emptied their queue; locks can be locked
and unlocked, read-write locks can do the same and also be locked for reading, and put to wait by a writer
to stop accepting new readers until the writer can get hold of the lock and has subsequently released it;
and shared memory can be written to or read by other threads.

Store creation rules (bottom) outline how those runtime constructs are created, with channels initially
open and empty, locks initially unlocked, and shared memory initially holding the default value for its
payload type. In particular, the process is subject to a substitution from the variable used to refer the name
of the created construct to its reference name, and the runtime construct is spawned as a parallel process
in its initial state.

Synchronisation actions (top) in Figure 2.7 show how different threads and runtime constructs interact
with each other. In particular, channels work by pairs or sending and receiving side, at most one of which
can be a buffer — the buffer does not do anything if the channel is of size 0, i.e. synchronous. Shared
memory works by interaction between the store and a single thread, updating both according to the action

taken. Lock interactions are between a single process and the runtime construct of the lock it talks with.

Remark 2.4 (Waiting stage for read-write locks). We put special emphasis on the notable case of rule [c-warr],
which puts the read-write lock to wait without consuming the lock action, which is consumed when the

actor actually gets hold of the lock later with [c-Lcx]. g

Construct rules (bottom) are here to handle (partial) actions with the rest of the MiGo™ syntax. Spe-
cifically, it handles shifting the location index properly for observed write actions in parallel compositions,
hiding synchronisations for restricted names, choosing the branch of conditional constructs, and the exe-

cution of process calls.

Remark 2.5. We give reduction up to a-equivalence because write operations are indexed to keep track of
their location in the program. This is a bit more restrictive than in usual 7r-calculus-inspired frameworks,
where it is standard to give reduction up to structural congruence, yet mandatory to handle the represent-

ation of data races later in our work.
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We can however build a bisimulation-inspired transformation from our LTS to an LTS with the same
labels except for the write action, for which we remove the occurrence index from the label. For example,
if P U4 bl the LTS presented in this work, then P W, B in the occurrence-free LTS,

This LTS without occurrences is given up to structural congruence, by replacing the parallel rules by a
single one and the alpha-equivalence rule by a structural congruence rule. Going from our LTS in this work
to that occurrence-free LTS is a simple matter of erasing this information from the relevant labels; while
going back is a matter of inserting the proper occurrence index to each respective write action, which can
be determined by the structure of the process in the state before that transition.

In that sense, we can say that if P = Q, P simulates Q in our system, using that occurrence-free LTS as
an intermediate translation layer. This allows us to focus on our occurrence-aware system in order to keep

track of write positions to determine data races, without having to dismiss the expressiveness of structural

congruence altogether. 4

In the rest of this work, in order to simplify notations, we will often omit the definition part in front
of redexes of top-level processes, e.g. we write P —* (v5)Q, denoting only the internal, evolving part of
the redex, for P —* {D;};cin (v5)Q — where P = {D;};c;inP and P —* (v5)Q under the environment
set by the definitions {D; },c;. The set of definitions {D; };c; is kept implicit and assumed as a given of the
working environment whenever we do this in a result or proof.

In order to have a better intuition on the occurrences, let us illustrate their use in process reduction:

Example 2.6 (Occurrences). Let P = store(x,e); P/, Q = store(x,¢’); Q' and R = z < load(x); R’. Tt follows
(w(x),*).e P, 0 (w(x), )€ {x)

P Q' and R =% R'{v/z}.
If we compose P and Q, we use [par-L] and [par-r] to determine the new reductions:

P | 0 (w(x),1.x),e P’ ‘ 0 Ieft((W<X>,*),€) = (W<x>,1.*),€
p|Q Mu2Ie, b oy right ((w(x), %), ¢') = (w(x),2.%), ¢

Composing again, with R:

x),1.1.%),e

(P1Q)|R ™ (P'| Q)| R ft (w(x), 1.5),¢) = (wlx),114), e
(P| Q)| R WEZDL b oy R left (w(x),2.4), ') = (w(x),12.%), ¢’
PlQ)IR % (P Q)| R ght (r(x),0) = r(x),0 .

2.2 Desirable Properties of MiGo* with the Go Memory Model

We define barbed predicates for processes, covering the predicates introduced by the authors of the initial
MiGo framework [LNTY17] (see Definition 1.5) and extending them to our new primitives. The defini-

tion is however shorter, reusing the labels defined before for the LTS. The barbed predicates express the
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availability of a given action at a given point in the process execution, or in the potential futures of this

execution.

Definition 2.7 (Process barbs). If P 2% P’ then P Loy if P %, P’ and 0p # Tthen P |,.
Moreover, if none of the actions guarding a select construct are T actions, the select construct offers a set of

actions as its barb; and the structural construction rules apply in the following way:

Vi€l P Lo Pl, s¢dom(o) Pl P=0Q
select {71 P} ict Lo, (vs)P Lo 0l
Plo Pl, P{o5/5} | QLo X(%) =P €{Di}ies
PlQliefeo) QI P right(o) X(&,5) | Qo
We write P |, if P —* P’ and P/ ,. J

We do not cover lone primitives in the barbs since they are not necessary for defining liveness, safety
and data races, as those are defined in formed processes; and the barbs over lone primitives were used
only to kickstart the definition of barbed predicates over processes in the seminal MiGo work [LNTY17].

We define liveness and safety for processes by encompassing the definitions of liveness and channel
safety from the original MiGo work [LNTY17] (see Definitions 1.6 and 1.7) and adding liveness and safety

for locks. Memory safety will be dealt with later on in the form of data race detection.
Definition 2.8 (Liveness). The program P satisfies liveness if for all Q such that P —* (v5)Q:
(@) i Q Leor Q lethen Q I ;
(b) if Q |5then Q | . for some ¢; € dom(9);
(© if Q by or Q dyygy then Q § . 4

Definition 2.9 (Channel and Lock Safety). The program P satisfies safety — for channels and (rw)locks —
if for all Q such that P —* (v3)Q:

(@) if Q| .. then =(Q Yenqjs)) and ~(Q a);
(b) if Q ~Lu|<l> then Q J,l,o,'
(c) ifQ \Lru|<l> then Q J/li] -

For our next desirable property, we want to express that a process is data race free. We must first
define a data race in our system, and we do that using the specification of the Go language, specifically
its memory model [Go 22c]. We thus define a happens-before relation linking our system to the official Go

specification.
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wPlo Ply Pror o Pro w0 P—=*P Ppo—o
(CON) (TRA) (RED)
w;Poo— o Pros 0" Prors o
Po—s o Qbors o
(PAR-L) (PAR-R)
P | Qv left (o) — left (o) P | Qv right (0) — right (o)
Pl Plg |3=mn Pl Jjel:mlc |0]=n
(BUF) (BUF-RCV)
P|clo,n):d>crC (P | select {7;; Qi}icy) | clo,n)t>c—C
Pl Pl EleI:nj\LE ‘5|:n
(CL-RCV) (BUF-SND)
P| o, n)utpc ¢ (P | select {71;; Qi}ic;) | cloyn)t>c s C
Ple Plz Plz 3]‘6117-[]\%
(scom) (SCOM-RCV)
Plc{o,n):avc—c (P | select {71;; Qi}ic) | clo,m) T c
P J/end[c] p \LC E'] el: 7T J,z
(END) —————————————— (SCOM-SND)
Prend|c] — ¢ (P | select {r1;; Qi}icp) | clo,m) vt c
Pro+rs o s ¢ dom(o) Udom(o) Pror—o P=,Q
(RES) (ALPHA)
(vs)Pro s 0 Qrorso
Pligy  Plug Pligy Pl Plagy Plug Plagy Pl
U-L)y—m (RU-L) (U-RL) (L-RL) ———
P ul(l) — K1) P rul(l) — K1) P ul(l) — rl(I) P I(l) — rl(l)

Figure 2.8: Rules for the happens-before relation

The happens-before relation is a binary relation between actions that is irreflexive, asymmetric and
transitive. It is defined by the relation rules described in Figure 2.8. The statement is formed of a process
on the left side, and the ordered actions on the right (in green in this work), linked by an arrow. These rules
show the order in which available actions are set to happen when the processes execute, depending on the
current state. The presence of the process in front of the relation serves to disambiguate contexts when
needed. The left and right shifting operators are the same as defined previously on labels in Definition 2.3.

Rules (con) and (tra) express that the happens-before order in a linear thread is the construction order
of that thread. Rule (rep) strengthens that by giving backwards inheritance, wherein happens-before order
from possible reductions is inherited by the reducing program. There is however no forwards inheritance,
in particular actions that are eliminated in the reduction P —* P’ are no longer in the relation for P/, thus
cannot be ordered in that relation.

Rules (par-1) and (par-r) serve to build the indexation for write actions on shared variables, much like the

reduction rules from the LTS in Figure 2.7. Like in the LTS, this is needed to be able to distinguish between
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different writes on the same shared variable, in order to characterise data races.

Rules (BUF), (BUF-RCV), (CL-RCV), (BUF-SND), (SCOM), (SCOM-RCV), (END) and (scoM-sND) serve to express the channel
synchronisation mechanisms described in the Go memory model [Go 22¢]: a send must happen before the
corresponding receive; if the channel has buffer size 1, the k-th receive must happen before the (k+n)-th
send; closing a channel happens before that channel is closed and default values can be received from it;
and default values from a closed channel are emitted before the receive that reads them happens.

Rules (u-1), (ru-1), (u-re) and (L-re) specify the order between (read-)locks and (read-)unlocks in accordance
with our reduction semantics and the Go memory model [Go 22c].

Finally, rules (res) and (arrHa) serve as structure rules to account for structural changes that do not affect
visibility of the actions that are observed by the relation. Note that we could forego any form of relation
on restriction completely, as the relation wants to look inside the process for ordering.

For the sake of simplicity, we consider MiGo™ programs to be in the order compiled by the Go compiler,
which can under some circumstances reorder some actions inside the same thread when they do not change
interactions between different threads and calculation results — thus ignoring this potential reordering in
our writing. This reordering in real-world Go programs ensures the inter-thread dependence relations are
not affected, so the happens-before relation of actions in different threads stays identical, and those are the
relations that we are interested in to detect blocking bugs and data races.

We define data races (and by extension data race freedom), from the happens-before relation, and prove
that this definition coincides with the expected characterisation of data races with barbs — i.e. that two

memory actions on the same shared variable including at least one write are available at the same time.

Definition 2.10 (Data Race). Program P has a data race if there exist two distinct actions 07 # 02, two
distinct occurrences ¢ # /, and P —* (v3)P, with 01 = (w(m),1) and 0, € {(w(m),/), r(m)}, such that
P o, Ploy,, m(Pr>oy— 0y)and = (P>0; — 07).

This states that at some point in the process, two memory actions are available without any clear ordering,

thus are in a race. Program P is data race free if it has no data race. 4

Another way to characterise a data race is usually to check at every single point in the reduction if
two (or more) distinct memory actions on the same shared variable can happen. We show that the two
definitions are strictly equivalent, since we decided to follow the official Go specification to stay close to

the language in our formalisation.

Theorem 2.11 (Equivalence of Data Race characterisations). P has a data race if and only if there exists P

such that P —* (v5§)P with P |o,, P lo,, 01 = (W(m),1), 02 € {(w(m),/"),r(m)} and  # /. 3

Proof. Suppose (1) P —* (V8)P; (2) P L(ymy,; B) P Lo, With 0a € {(w(m), /), r(m)}; and (4) 1 # /, and

prove that =(P> (w(m), 1) v 0y) and ~(P oy > (w(m),1)).
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By contradiction, suppose that P> (w(m), 1) — 0y or P> oy +— (w(m), 1), and use induction on the
happens-before relation. Ignoring a-equivalence, there are six rules that allow for read and write events
to shared variables, so we only need to take these six into account. We can safely ignore a-equivalence
since it does not change the structure of the process, only the names of bound names which cannot occur
in the actions we are considering by construction. We remind that we do not work with structural congru-
ence, since associativity and symmetry on parallel composition would change the positions of writes in
the syntactic tree, and thus the occurrences referring to them.

We prove the case for P> (w(m), 1) — 0y, the other case is symmetric — contradicting (2) instead of (3).

* Rule (con) is the base case, with P = u; P’; u; P! Hw(m,); and P’ |,,. In this case, however, =P |,,,

which contradicts hypothesis (3).

* Rule (res) (resp. (rep)) supposes P = (vr)P’ (resp. P —* P’), with P’ > (w(m), ) — 0, so by induction

on P’ we prove that =P’ |,,, contradicting (3) again.

* Rule (par-1) (resp. (par-v)) supposes P = P’ | Q (resp. P = Q | P') and P' > (w(m), ") +— 0} with 1 = 1./
and 0, = left (03) (resp. + = 2./ and 0, = right (03)), so by induction on P’ we prove that =P" |,

contradicting (3) again.

* Rule (1ra) supposes there is an intermediate action o, with P> (w(1),1) — 0 and P> o0 — 0. We only

need to prove —P |,,, which we get by induction on the second relation P> 0 — 0,, contradicting (3).

That concludes the first contradiction case, and the first direction of the proof.

Conversely, suppose (1) P —* (V8)P; (2) P Yy my,; (3) P Yo, with 0z € {(w(m), /'), r(m)}; (4) 1 # /;
(5) =(P > (w(m), 1) = 02); and (6) =(P >0y — (w(m), 1)), and prove that there exists P —* P’ such that
P" | (w(m),y and P’ Lo,.

By contradiction, suppose (*) that for all P —* P’ such that P" { () and P’ lo,, it holds that
P’ Liw(m),) OF =P’ |o,; and prove there is a contradiction by induction on the structure of P’ and the
happens-before relation.

Having P’ 4 (w(m),) and P’ |, allows us to reduce until one of them becomes available, as by construc-
tion with Definition 2.7 each of those predicates mean that there exists a finite-length reduction path that
leads to the action. We can thus safely assume that P’ |, ,) and P’ |,,. The other case is symmetric —

contradicting (6) instead of (5).

o If P! = store(m,e); P, with necessarily P” |,,, then by construction of the happens-before relation

we have P’ > (w(m), 1) — 0y, thus P> (w(m), 1) — 0y, which contradicts hypothesis (5).

e If PP = P | P, then if both actions come from the same P;, the induction on this P; proves the

contradiction; if not we can suppose P, i(w<m>,,1) and Py | P o, with 1 = 1.y and // = 2.15.
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Then forall P, —* P; such that Py | P; l}o,, we have ~P; |, with0; € {(w(m), 1), r(m)} — otherwise
the contradiction is on both actions happening at the same time.

Suppose P, —* P} 4 and P; | P} {lo,. Then P} |, with o € {c, T I(I),rl{I)} one of the blocking
actions. We can suppose it is the last blocking action before 0, on this branch, as we can just induce
on the chain of blocking actions if not. Because it is the last blocking action, it cannot be unlocked
by P; unless it reduces the suspended (w(m), i1) action — otherwise we can reach a state where both
(w(m), 1) and 0; can execute at the same time.

By this, we have Py > (w (i), 1) — o' and P> >0 — 0}, with o’ the action that unblocks o0 in P: 0 = ¢
ifo=co =cifo=7¢0 =ul(l)ifo=rl(l); and o’ € {ul{l),rul{l)} if 0 = I{I). If the blocking action
was a channel action, it cannot be blocked by a non-empty buffer, as otherwise firing that buffer
contradicts hypothesis ().

Since o’ is unblocking o, we also have the corresponding rule from happens-before that holds at some
point in the reduction, so P; | Pj >0’ — o, which in two applications of the transitivity rule gives
us Py | Py (w(m),1) — oy, thus P' > (w(m), 1) — 0y; and finally P> (w(m),t) — 0,, contradicting

hypothesis (5). O
We now illustrate the race in our running example:

Example 2.12 (Unsafe Process from Figure 2.2). We show a possible reduction of Pace in Example 2.1 that

causes the unwanted race.

rlock(1); t1 « load(x);store(x, f, + 10); runlock(1);
Prace = new(x:int); newrl(l); rlock(I); t < load(x); T; runlock(1); 0
| rlock(1); tg «— load(x); store(x, fg + 20); runlock(1); 0
rlock(1); t;  load(x);store(x, f; + 10); runlock(1);
—2 (vxl) rlock(1); tp + load(x); T; runlock(1); 0
| rlock(1); tg < load(x);store(x, tg + 20); runlock(1); 0 | [x,int::0] | (I)o
store(x, 10); runlock(1); rlock(l); tp < load(x); T; runlock(l); 0

—6 (vxl) = (vxl)P’
| store(x,20); runlock(l);0 | [x,int::0] | (I}

The first line is obtained by rewriting Prace using the process definition structure and rule [per], that tells us
the rewritten program and the program with calls share the same reductions. Then we have P’ Lw()11.1.5)
and P’ d(w(x)11.2.4), hence Prace has a data race.

On the other hand, Pg,¢ is data race free, which is ensured by checking every reduction chain of the

process for the absence of data race. a
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3 Behavioural Types for MiGo™

This chapter presents the behavioural types for MiGo™, going over the additions and changes from Sec-
tion 1.2, then the remarkable properties and theorems that we have demonstrated on our framework on
typed processes. This sets the stage for automated verification of desired properties over specific subsets

of MiGo™ in the next chapter.

3.1 Behavioural Types for MiGo™"

The syntax for the types and the associated structural congruence are defined in Figure 3.1.

This syntax makes an abstraction of MiGo™, foregoing the value of most data, including the condition
on which conditional constructs are branched, giving us the same selection operation ¢{T;};c; as in Sec-
tion 1.2. Additions and changes are mostly mirror of those from the syntax of processes. Like for MiGo™,
we have = include =,, which is standard in process calculi. We remind that m, m’ are used to repres-
ent shared memory variables, and in the types we simplify the runtime construct even further, with m"
representing the cell used by name m.

We also define the set of free names for types, in the same way as the processes, in Figure 3.2.

Example 3.1. The unsafe program from the left side of Figure 2.2, modelled by process Pyace in Example 2.1,

corresponds to the following type:

to) = new(x)newrl();(tp(x,) | to(x,1))
Trace = { tp(y,2) = rl(2);r(y)iw(y)irul(2)rl (2);r (y);Trul(2)0 ¢ into{)
to(y,z) = rl(2)ir(y)w(y)rul(2),0
The safe version from the right side of Figure 2.2, modelled by process P, in Example 2.1, corresponds
to the type:
to() = new(x);newrl(l);(tp(x,1) | to(x,1))
Taate = | tp(y,2) =1(2);r(y) r(@)r(y)imrl(2),0 ¢ into{)

(y);ul(z);rl
to(y,z) =1(z)r(y)w(y 0

)
(y)ul(z)

;W
;W

As in Section 1.2 for the behavioural types of the MiGo framework [LNTY17], our behavioural types

use a labelled transition system for reduction. The labels for this LTS are shown in Figure 3.3.
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T,8 = 6T | &{Titier | &{riTi}tier T = {D}iyinT
| (T[S) |0 (new"a),T | end[uc|;T 9 = ¢ | r(um)
| tx(7) | ws)T | [a]f | a® | w(um) | x
| new(m);T | newl(I);T | newrl(I);T K= | u | 7T
| m® TS @ | L | 6= ) | i)
D= tg =T | Q) | rul(i)

T|S=S|T T|(T'|S)=(T|T)|S T|0=T (vs)0=0
(vs)(vs")T = (vs')(vs)T T | (vs)S= (vs)(T | S) (s ¢ fn(T))
T=T = T=T (va)la]} =0 (va)a® =0 (vm)m® =0
whll =0 whlll" =0 whH{l);=0 (wh)(l); =0 (wh)(l); =0

Figure 3.1: Syntax of the behavioural types for MiGo™, and their structural congruence

M((T[5) =M(T)UM(S)  M0)=0  m((us)T) =(T)\{s}  f(tx(?)) = n(7)
f(enduc;T) = n(T)U{uc}  fn(&{x;Titier) = Uierin(xi; ;) f(@{Ti}tier) = Uies n(T))
f((new" a);T) = fn(T)\{a}  fn(la)f) = {a}  f(a®) ={a}  (new(m);T) = fn(T)\{m}
fn(m®) = {m}  fn(newl(1);T) = fn(newrl(1);T) = fn(T) \{I}

t([11) = n([11°) = (1) = (0] ) = (0, ) = {1}

i (r(up);T) = f(w(uy);T) = (T) U {um} n(i5;T) = fn(ug;T) = In(T) U {uc}
i (1(u));T) = f(ul(u;);T) = fn(rl(u;);T) = fn(rul(u);T) = (T) U {u;} fn(7t;T) = fn(7T)

Figure 3.2: The set of free names for behavioural types

o:=a|a|end[a |a®|a” |a®|a*®

| r(m) | (wrm), o) [ W) [l{D) | (T | rul(D)
fm® [ 15 2120 |

Figure 3.3: Labels for the LTS of the behavioural types
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|tav| T; T 5T lsno| a; T Ny lrev| a; T 4T lenp| end[al; T M T
e 1(0);T ﬂ) T jueex| ul(1);T L(U) T [Loan| r(m);T ﬂ T
|RLCK] rl(l);T ﬂ) T |RULCK| "Ul(l)}T M) T |sTO| w(m) M)
S o
k<n k=1 [BUF| LaJE—Hz
[PUSH| ———F———— |POP|
lal} = laliy la|i T |a]? iceo| a® £ ¢®
¥
|M-LCK]| (ﬂ l—) [ﬂ |[M-ULCK]| [l-| l—> [” |RW-WAIT| <l>i l—> <l>l-
» ]
lrw-Lek| (1) L OF lrw-uLck| (1), LN (1o rw-wurek| (1) 4 Uit ();
w
el (1) (Die1 lewroie] (1iag — (1) jieap] % 25 8
INewc| (new” a);T % (va)(T | [a]f) inewe| newl(I);T < (vI)(T | [17)
INewm| new (m);T < (vim)(T | m®) inewre| newrl (1);T = (vI)(T | (I)o)

Figure 3.4: Types LTS Rules for atomic actions (top), stores (middle) & stores creation (bottom)

N 7 =3
gl N VN TST $%5 oe{a®a ) TLT 5%
|CLOSE]| JIN| |ouT|
T|SST|S T|S-—%T |8 T|S-—%T1 |8
7 !
TLT s5¢ KT | TS T o€ {1,740} RN Ty
|[scom| [BRA| |c-LCK|
(T19) | la)g = (T"8) | Lalg &{riTi}ier | T T' T|s—=T|s
y W L
T s T s LGN VR Ry
C-ULCK| C-RLCK| C-RULCK|
T|S—LT|S T|S—LT |8 T|S5T |8
1
T sl,g TST S™ 8 oe {(wim),o),r(m)}
C-WAIT)| C-HEAP|
T|S—5HT|S T|S-2T |8
TS T s s jel T=T T 571"
|PAR-L| lefe(0) |PAR-R| ht(0) |SEL| |ALPHA|
€ ri
T|S—2T S T|s 2% 7|9 &{T}ier = T; TS T
T2 T s¢dom(o) y— T{5/z} | S ST tx(X) =T € {Di}ier
|RES-1| |RES-2| ———————————— |DEF|
(vs)T = (vs)T’ (vs)T = (vs)T' tx(3) | ST

Figure 3.5: Types LTS rules for synchronisation (top) & constructs (bottom)
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The LTS is described in Figures 3.4 and 3.5. The rules are separated and organised in the same way
as the processes in the previous chapter. In particular, we find symmetry in the fact that |c-warr| does
not consume the lock action, mirroring the LTS for MiGo™ in Figure 2.7, as this synchronisation puts the
runtime construct for the lock to wait for all current readers to be released in order to then allow the
waiting writer to get the lock. We also define — and —* in the same way as we defined — and —* for
the processes : — is used to denote — and —% up to structural congruence, and —* denotes the
transitive and reflexive closure of — . As for the processes, in order to simplify notations, we often omit
the set of types definitions in the redex when writing the reduction of a top-level type, showing only the
internal, evolving part of the types in the redex; and the set of types definitions is assumed as a given of

the environment.

Example 3.2. Type Trace in Example 3.1, matching process Prace in Example 2.1 for the modelling of the

unsafe version of Figure 2.2, can reduce in the following way (following the same reduction order as

Example 2.12):
. — new(x)mewrl(]); Pl(D);r(x);w(x);rul(D);el(1);r(x);T;rul(1);0
, , | rI(D);r(x);w(x);rul(1);0
) () rl(D);r(x);w(x);rul(D);el(D);r(x);T;rul(1);0
— VX
| r(1);r(x);w(2x);rul(1);0 | x® | (D)o
6 (vx]) w(x);rul(1);6l(1);r(x);T5rul(1);0 -
| w(x);rul(1);0 | x® | (1)
We note that T’ corresponds with P/, which has a data race in Example 2.12. 4

Like in the case of the processes, we redefine barbed predicates for types in a more straightforward way
by reusing the labels for the LTS, and those predicates allow us to define the desired properties of types

matching those of the processes.

Definition 3.3 (Types barbs). If T = T" and 0 # T, then T|,. Moreover, if none of the actions guarding
a select construct are T actions, the branch construct offers a set of actions as its barb; and the structural

construction rules apply in the following way:

vVjiel, K-;T]-¢0/ Tlo, s ¢ dom(o) T, T=,S
&{riTitier {0}y (vs)To Sl
Tlo Tlo T{5/z} | Slo tx(¥) =T € {D;}icr
T | Slieft(o) S | Tlright(o) tx(5) | Slo
We write T}, if T—*T' and T'|,. ,
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Desired properties are type liveness, type safety and data race freedom, like for processes, and have
essentially the same meaning. We will use only the barb version for data races, as we do not define the

happens-before relation on the types — more on that later when we reach the properties of typed MiGo™.
Definition 3.4 (Liveness for Types). Type T satisfies liveness if for all T such that T—*(v3)T:

(@) if T|cor Tlz then T J

(b) if T|5 then T . for some ¢; € dom(0);

() if Ty or Ty then T . a

Definition 3.5 (Channel and Lock Safety for Types). Type T satisfies safety — for channels and (rw)locks
— if for all T such that T—*(v3)T:

(@) if T4 then =(Tlengjy) and —(Tlhz);
(b) if Ty then T¢l/o;
(c) if Ty then T%i' J

Definition 3.6 (Data Race for Types). Type T has a data race if there exists T such that T—*(v5)T with T,,
and Tl,,, where 01 = (w(m), 1), 0o € {(w(m),/'),r(m)} and ¢ # /. T is data race free if it has no data

race. _

Figure 3.6 shows the typing rules, formally associating MiGo™ constructs and their behavioural types
counterparts in a contextualised environment. This type system forms the base for automated verification
of the processes by verifying their abstraction as types, giving us information on the process with con-
fidence under certain conditions described in the next section. As in the MiGo framework [LNTY17] and
Section 1.2, there are three forms of typing judgement. I' = P » T types basic constructs outside of runtime
with mostly simple matching, with the store creation typing rules excluding the type of the store from
the context in the conclusion, as creation and restriction act the same, with one usually used for process
definition and the other emulating name scopes at runtime after creation has happened. While we distin-
guish locks and read-write locks, the second variety must have access to basic lock actions too, hence the
existence of the (ri-sus) rule in our framework — that can be interpreted as a form of subtyping.

I' = P » T types a complete program, giving proper typing to each named process and verifying the
entrypoint has no undefined process call.

Finally, I' =p P » T types the processes during runtime, with the annotation of still open runtime names

in purple on the judgement symbol to the left. This annotation is a set that grows as more runtime construct
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are added to the context, and shrinks when those constructs are encapsulated in their due restriction. Well-

formed typed processes during runtime will usually type with an empty set in this location: I' =z P » T.

Example 3.7. The processes and types from Examples 2.1 and 3.1, that represent our model and abstraction
of Figure 2.2, can be matched by following their structure with the typing rules above. We respectively get

that F P, s » T.if for the safe version, and + Pyace » Trace for the unsafe version. J

3.2 Properties of Typed MiGo™

This section describes properties of typed MiGo™ processes. We start with general properties that are
frequently desired for type systems, including a subject reduction theorem. Following comes a progress
theorem, that gives us the other direction of reduction between types and processes: a typed process with
a type that reduces can also reduce, though not always according to the same path. We then finish with a
series of theorems that relate desirable properties between types and processes, and the conditions needed
for these relations to hold.

Note that, as stated earlier in this thesis, payload types for channels and shared variables can only be
ground types, not other channels; this hypothesis is necessary for many theorems to hold, starting with
subject reduction.

We state subject reduction first, for which we need to have a case for structural congruence of typed

processes, that we prove with the subject congruence proposition.

Proposition 3.8 (Subject Congruence). Suppose I' -5 P » Tand P = P'.

Then there exists T/ = T such that T -z P’ » T". J

Proof. We prove the integrity case, regarding (), first. Suppose I' = P » T and P = P’. Then from the

typing judgments, either:

e P =P | 0= P, then we can simply remove the last (par) rule along with its child (zero) rule:

T=T|0=T.

e P=DP |Phb=P|P=P.ThenT =T, | T, and wecanuse T' = T, | T} = T, the last rule of the

typing judgment being (rar) with the premises switched.

° P=P1 ‘ (Pz‘P3)E(P1|P2)|P3=P/. ThenT:T1\(T2|T3)andT’:(T1|T2)|T3ET;the
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T'=P» T
Viel:TF m; Pw x;T; 't e:bool r-prPwp»sSs r=Q»T

(ZERO) ——  (BRA) (SEL)

r'co0»0 I' b select {71;; Pi}icp » &{xi;Ti}ier [t if ethen Pelse Q » @©{T,S}

[y:ch(c)FPw» T ¢ ¢ dom(I')Un(T) I'tuc:ch(o) 'tec TEHP»T

(NEWC) (ourt)

I' - newchan(y:o,n); P » (new" c);T{c/y} ' ucl{e); P o u;T

I't+uc:ch(oc) T,x:c=P» T r'-Pw»T e THRE

(1N) (CLOSE) (VAR)

T'Fu?(x); Pw ugT I' k- close uc; P » end[uc];T [, X(,F) - X(7) » tx(F)

T'ePw» T I[,m:var(c) - Pw» T I'tuy:var(c) The:o THP»T

(TAU) —————————— (NEWM) (sTO)

I't,Pe» ;T I'F new(m:c); P » new(m);T T | store(uy, e); P » w(uy);T

I'tupy:var(c) T,y:o=Pw» T I'EP» T r-Q»s I' - u;:RLock

(LOAD) (PAR) (RL-SUB)

I'ty < load(uy); P » r(um);T '-P|Qw»T|S T+ u;:Lock

I[l:LockEP» T F'~uj:lock THP» T I'uj:lock THP» T

(NEWL) (LCK) (ULCK)

I' - newl(1); P » newl(l);T I+ lock(up); P » I(u;);T I' = unlock(u;); P » ul(u;);T

I,I:RLock=Pw» T I'u;:RLock T'HPw» T I'u;:RLlock T'HFPw» T

(NEWRL) (RLCK) (RULCK)

I' - newrl(1); P » newrl(1);T 't rlock(u;); P w rl(u;);T I' b= runlock(u;); P » rul(u;);T

THFP» T VieIZF,Xi(&i,ﬂ),fiiﬁi,giiﬂ'}—Pl'PTI' F,Xl(ﬁ'l,ta),...,Xn(ﬁ'n,t‘;,)l—QPS
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I'EA{Xi(%;,7i) = P;YicrinQ » {tx, (i) = Ti}ierin S

THzP» T THP®T Thp P»T Thp Qw»S BiNB =0

(INT) ————— (PARR)
Tty P T IFpus, PIQ®TIS
[,s:tkg P» T I'ta:ch(o) || =k I'ka:ch(o)
(RES) (BUFF) (CBUFF)
T Fp () (V)P > (vs)T T by alo,n) 0w [a] Ty a(o,n):5ma®
I+ m:var(o) I'k1:Lock I'1:Lock
(HEAP) (MUT) ————— (L-MUT)
T l_{m} [m,a::v] » m" T |—{/} [rl > [” T |—{[} “—l > [l—l
I'+1:RLock I'1:RLock I'+1:RLock
(RMUT) (L-RMUT) (W-RMUT)
Iy (D (1) Iy (D » (D), Ty (D » (D)

Figure 3.6: Typing rules for MiGo™
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bottom of the tree then looks like:

P T, THP;»T;

TEP» Ty (ear)
TP [P3w (T2 | Ts)

(PAR)

TEP| (P2 P3)» Ty | (T2 ]| T3)

which turns into:
r=P»Ty THEP»T,
(PAR) I'EP3p» T3
FFPl\P2>(T1|T2)

(PAR)
TE(PL[Py) [ Psw (Ty | To) [ Ts
e if P =, P’ then we can apply the same a-renaming to T and get T =, T’ that with I' = P’ » T’ using

the exact same tree, just renaming bound variables in the relevant rules.

For the general I' -3 P » T case, the proof is of the same form, only with congruence and typing rules
including stores and name restriction. The congruence rules from processes are matched exactly with
congruence rules from the typing system; the only typing rules whose application order we have to switch
other than the ones above are (rarr) and (res). The bookkeeping B does not incur any problem in the
manipulations like the above, since the former only differs from (rar) by enforcing we do not duplicate
runtime constructs of stores, and the latter ensuring we keep track of free names only for this purpose —

because bound names can always be alpha-converted freely to not clash with any free name. O

Theorem 3.9 (Subject Reduction). Suppose ' -z P » Tand P — P'.

Then there exists T’ such that ' -5 P’ » T and T — T'. J

Proof. Suppose I' -3 P » T and P — P’. We prove by induction on the reduction semantics from the

processes that there exists T’ such that I' -3 P’ » T" and T — T’. We first treat the base cases:

* Rules [scom], [out] and [iN] respectively correspond to |scom], Jout] and ||, giving the reduced type by
way of matching the involved actions by looking them up in the typing deduction tree. The reduced

subprocesses and types can be replaced in said deduction tree one-to-one to give the final typing.
* Similarly, rule [sra] translates to [sral, and rule [cLose] translates to |cLosg|, with one-to-one replacement.

* Rules [c-1p] and [c-s1] both fit with rule |c-uEar|, as there is no need for matching data in the types; and

the typing is matched in atomic actions again one-to-one.

* Rules [c-Lck], [c-utck], [c-rick] and [c-ruLck] respectively correspond to |c-Lek], |c-utck], |c-rick| and |c-ruLck|,

and [c-warir] corresponds to |c-warr|, using the same matching procedure in the deduction tree.
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e Runtime creation rules [NEwC], [NEWM], [NEWL] and [NEWRL] match rules [NEWC|, |[NEWM|, |[NEWL| and |NEWRL|
respectively, but the modification to the typing tree is more involved: the one-to-last typing rule
(NEWC), (NEWM), (NEWL) OF (NEwRL) iS replaced by a composition of (rarr) and the relevant runtime construct
typing rule (surr), (HEaP), (MuUT) Or (rMuT) respectively, and the last typing rule (t) is replaced by a

restriction (res).

¢ Finally, rules [irr] and [irr] both translate to rule |sei|, reducing with T in the same way as the simpler

cases above, the typing simply being that of the subtree of the chosen path.

Next, we treat the induction cases:
* Rule [prr] uses |per|, the induction falls on the leftmost hypotheses P{%5/5} | Q and T{5/x} | S.

* Rules [par-L] and [par-r] correspond to |par-L| and |par-r| directly, induction happens on the relevant term,

and is lifted back with the parallel typing rule.

* Rules [res-1] and [res-2] correspond to |res-1| and |res-2|, both cases calling induction on the non-restricted
term with [res-2] and |res-2| pushing induction to the synchronisation case from the silent reduction

case; and then the typing is lifted back within the restriction typing rule.

* Rule [aLrna] uses |aLeual directly with induction falling on P’ and T, the alpha-renaming being trivially

reflected in the typing rules. O

Theorem 3.10 (Subject Properties). Suppose I' - P » T. If P is live (resp. has a data race), then T is live

(resp. has a data race). J

Proof. This follows directly from the typing rules and Theorem 3.9. Specifically, the typing rules ensure
that if P has an immediate capability, then T has the same capability. Then, Theorem 3.9 ensures that
reduction paths from P are inherited by T (though T can have more reduction paths, the extraneous ones
are irrelevant here), and that the typing is preserved at each point in these paths, enforcing in turn the

immediate capabilities from the process redexes to the type redexes. O

We now prove a progress theorem, giving us the ability to infer the existence of a process execution

step from the ability of the type to reduce a step.

Theorem 3.11 (Progress). Suppose ' = P » T and T — Tj.
Then there exist P/, T’ suchthat P — P/, T — T'and T P’ » T'. a

To prove this theorem, we use the following lemma.

Lemma 3.12 (Correspondence of Barbs on Types and Processes). SupposeI' = P » T. If T|, with o # m",
then P |,. If T|, = then P iw orP |

W. _I
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Proof. SupposeI' = P » T, and T|,. We do a case analysis on o, proving for each case the conclusion by

induction on the structure of T.

e If o = m"®, then T can be:

— u — . 1 N
T = m", then P = [m, 0 ::v] and it follows P ¢W<m> and P ¢r<m>.
- T=T | T, and Ty o, by the typing rules there exist P; and P, such thatT - P; » T; fori = 1,2
and P = Pj | P; then by induction on Ty, P; we get Py iw or P; im, and finally P iW or
P \LW.

T = (vs)Tp and s ¢ dom(o), then there exists Py such that I' = Py » Ty and P = (vs)Py; by

induction on Ty, Py we get P, iW or Py ¢W, and finally P iw or P ¢W.

- T = tx(5), with tx(%) = Tp and Tp{5/7}],; then P = X(¢,5), X(%) = Q,and so I' - Q{&5/z} »
To{3/x}; by induction Q{&5/x} im or Q{&35/x} im, and finally P im or P im.

- T =4 Tp and Tpl,, then since a-conversion only renames bound variables, we get I' = P » Ty

and we can use the former points on Ty, P, such that P iW or P im.

¢ If 0 is anything else, the barb construction rules from the types and the processes correspond exactly,

with each types construct corresponding to the process that can fire actions the same way. O
We can now prove Theorem 3.11.
Proof. Suppose T H P » Tand T % Ty witho € {1, *s}.

e If o = -, then by structural congruence we can make sure the two actions that can sync are directly
parallel to each other in a subprocess Py of a process P’ = P, providing the ability for Py to reduce,

thus P’ can reduce, and finally P can reduce.
e If o = 7, then, T can be:

- T=1Ty, thenP = 1;P' — P'.

- T = &{x;;Ti}icr and for a certain j, x; = T, then P = select {71;; P;};,.; and 7; = 7, then P — P;.
Note that in this case, T and P do not have a barb, because barbs for select constructs are only

defined when no prefix is a T prefix.
- T=0{N, T} L T;, then P = if ethen P else P, and, depending on the value of ¢, either P — Py
and Ty = Ty;or P — P, and Ty = T».

-T=T|T,and Ty 5 T}, by the typing rules there exists P; and P, such that T - P; » T; for
i =1,2and P = P; | P,; then by induction on Ty, P; we get P| such that P, — Pj, and finally
P — P =P/ |P,.
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— Rules |newc|, [Newm], [Newt| and Newre| all correspond to the same constructs in the process world

and reduce with the corresponding rules.

— Rule |crose| corresponds to its similarly-named rule [cLosE] as well.

- T=(vs)Tyand Ty — T}, then there exists P; such thatT' = P; » Tj and P = (vs) P;; by induction
on Ty, P; we get P} — P{, and finally P — P’ = (vs)P;.

- T = (vs)Ty and Ty — Tj, then there exists P; such that T = P; » T; and P = (vs)P;; by
induction on Ty, P; using the sync case, we get P} — P], and finally P — P’ = (vs)P;.

- T = tx(3) | S, with tx(¥) = T and T;{5/z} | S & T’; we have P = X(¢,5) | R, X(%) = Q and
I+ Q{e&s/z} » T1{5/x}, so by induction Q{é¢5/z} | R — Q' for some Q’, and finally P — P’ for
some P’ using rule [pEr].

- T=,Tyand T} = T, then as a-conversion only renames bound variables we have I' = P; » Tj,

where P; =, P has had the same renaming, and we can use the former points on Tj, P, getting

P; — P’ for some P’ such thatT' - P/ » T". O

Remark 3.13. The Progress theorem does not give us liveness equivalence, as the process (and type) could
contain a loop that allows it to reduce infinitely and never fire a synchronisation on a store for which an
action awaits in a deadlocked parallel process. It however does give termination and deadlock-freedom
equivalence, as the type being deadlock-free means it will only stop reducing if it reached an inactive type,
and thus the process cannot be deadlocked since typing is preserved (and the converse is true thanks to

the above theorem). g

Similarly, progress allows us to prove process safety equivalence. We start with safety and data race

freedom:

Theorem 3.14 (Process Safety and Data Race Freedom). Suppose I' - P » T and T is safe (resp. data race

free). Then P is safe (resp. data race free). 4
To prove this theorem, we need an inversion lemma.

Lemma 3.15 (Inversion). 1. fT'Fg P » Tand P = (vu)P’' then T = (vu)T’, with T' bz P’ » T for

some I’ and B, withT C I" and B C B'.

2.IfTFg Pw» Tand P = Py | P then T = Ty | To, with I'y kg, Py » Ty and I'; Fp, P, » T», with
B =B, UB,.

3. fT'g Pw» Tand P |, then:

o ifo ¢ {r(m),w(m)} then Tl,;
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e ifo € {r(m),w(m)} then T ,u.

4. If T+ Pw» T and P |, then:

e ifo ¢ {r(m),w(m)} then T|,;

e ifo € {r(m),w(m)} then T u. 4
Proof. This is straight from the typing rules, much like Subject Congruence in Proposition 3.8. O
We go on with proving Theorem 3.14.
Proof. We decompose safety in its three parts. Suppose Xo() —* (v5)Q and

1. Q ia . Then, by Lemma 3.15, there exists I, T such that I” - Q » T, and we have Tic . Safety of T
entails safety of T as a subterm of a reduced term from T, thus —(T{¢nq|) and =(Tz). This implies,

by applying the third point of Lemma 3.15 again, =(Q {enq|¢) and —(Q Uz).

2. (a) Q lugy- Then, by Lemma 3.15, there exists I/,T such that T’ = Q » T, and we have Tlua-
Safety of T entails safety of T as a subterm of a reduced term from T, thus T Y and by
Lemma 3.12, Q il"

(b) Q Jruig)- Then, by Lemma 3.15, there exists I, T such that I’ = Q » T, and we have T .
Safety of T entails safety of T as a subterm of a reduced term from T, thus Tili], and by
Lemma 3.12, Q ili'

3. Q L(w(m)y- Then, by Lemma 3.15, there exists I", T such that I" = Q » T, and we have T (y(u),)-
Data race freedom of T entails data race freedom of T as a subterm of a reduced term from T, thus
_‘(T\L(W<m>,/)) and _'(T\Lr(mﬁ/)/ for any / ;é L and by Lemma 3.15, _|(Q \L(W<m>,l/)) and _|(Q ir{m)l/)/

forany // # 1. O

We now prove liveness equivalence in several subsets of processes we deem interesting.

Asliveness is not equivalent in the general case, per Remark 3.13, we define several subsets of programs
for which we can prove liveness of the types implies liveness of the process. First, we look at programs
that always have a terminating path. Then we will look at programs that are finite branching, and lastly
we will look at programs simulating non-deterministic branching for recurring conditionals.

Our first category is called may converging programs, as per their definition in work [LNTY17] from

which we follow the general path in the rest of this section.

Definition 3.16 (May Converging Program). Let I' = P » T. We write P € May if, for all P’ such that

P —* P/, then P! —* 0. 3
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Example 3.17. An example of May Converging program is the following program, where process P loops
and alternates x to values 1 and 0 until the end flag is set, and Q loops reading x until it reads a value 0, in

which case it sets the end flag and returns:

Xo = new(x:int); new(end:bool); newrl(I);

(P(x,end,l) | Q(x,end,l))
P(x,end,l) = lock(l);y < load(x);store(x,1 — y);z < load(end);
Prc = unlock(I);if zthen 0 else P(x,end, 1) in Xo()
Q(x,end, 1) = lock(I); y < load(x); unlock(l);

if ¥ = Othen lock(]); store(end, true); unlock(l); 0

else Q(x,end,I)

On those typed programs that always have a terminating path available, we prove that verifying live-
ness of the type is enough to conclude the program is live, and that in the case the program reaches a point

of no reduction, then it has terminated and is not deadlocked.
Proposition 3.18 (May-Converging Liveness). Assume I' = P » T and T is live.

1. Suppose there exists P’ such that P —* P’ /. Then P/ = 0.

2. If P € May, then P is live. 4
Proof. AssumeI =P » T and T is live.

1. Suppose by contradiction that Xy () —* P # but P # 0. Then there exists Q such that P = (v5)Q and
either Q |, with o € {c,c,I{I),rl{I)}, or Q |5 for some § (containing only blocking channel actions by

definition). Then, by Lemma 3.15, this contradicts liveness for T.

2. As there is always a path to term 0, which is live, then all blocking actions available at any given

point can be fired on any available path to termination, hence P is live. O

Note that our tool, which we present in the next chapter, is only able to reliably verify liveness on
programs that always terminate. Hence, we define the subset of strongly terminating programs next to
encompass that. However, the tool can run on non-terminating programs, under the assumption they are
finite control (not spawning an unbounded number of new threads), but may in rare instances return a

false positive in this case, due to the approximations made by the model checking tool we use.

Definition 3.19 (Strongly Terminating Programs). We say that P strongly terminates if there exists some

non-negative integer ng such that, for all P and n > ng such that P =" P, P /. J
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Proposition 3.20 (Strong Termination Liveness). Suppose I' = P » T, P strongly terminates and T is live.

Then P € May and P is live. a

Proof. Proposition 3.18 proves that P always reaches 0. Then, by definition of may converging programs,

since P always reaches 0, it is may converging. Finally, Proposition 3.18 proves that P is live. O

Note there is an imprecision in our published work [GY20a] regarding strongly terminating programs
(called simply terminating programs in that work), which states that all strongly terminating programs are
may converging. This is false in general, as this work forgets the hypothesis of the program being typed
with a live type, and this imprecision comes from a former (stronger) definition of strongly terminating
programs, that stated the processes always reached 0 in the definition, before changing to a more general
form of termination that can include deadlocks — and we forgot to change the proposition that follows
this definition.

To look at finite branching programs and programs that emulate non-deterministic choice in their re-
curring conditional constructs, we need to define markings that distinguish between all conditionals in a

program, to verify that one of them is indeed recurring.

Definition 3.21 (Marked Programs). Given a program P, we define its marking Mark(P) as the program
obtained by deterministically labelling every occurrence of a conditional construct if ethen Pelse Q to

if’” ethen Pelse Q, such that # is a distinct integer for all conditionals in P. a

Definition 3.22 (Marked Reduction Semantics). The LTS for the programs is modified and now denoted
PLPto signify that process P reduces in a single step to P’ by performing action #. Action labels follow
the grammar # := a | n-L | n- R, where we follow the previous notation a for non-conditional reducts,
and n - L (resp. n - R) denotes the reduction of a conditional to the left “then” branch (resp. the right “else”

branch) by the following rules (replacing former [irr] and [irr]).

e | true e | false
[1FT] [TFF]

if" ethen Pelse Q 5 p if" ethen Pelse Q ™% 0

Note that because of this notation change, conditional branches are not considered standard reduction
steps included in — for marked programs, with the marked reduction semantics replacing the two rules

for conditional reduction.

Definition 3.23 (Trace). We define an execution trace of a process P as the potentially infinite sequence of
. — it tt : .
action labels # = {ity, ftp,...} such that P - P, =5 ...; and we write Tp for the set of all possible traces

of a process P. .
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Definition 3.24 (Reduction Contexts). We define reduction contexts as processes with a hole, following the

grammar: C, =[] | (P | C;) | (C, | P) | (vs)C,. 4

Definition 3.25 (Infinite Conditional). Program P is said to have an infinite conditional, written P € Inf, if
Mark(P) —* C,[if" ethen Pelse Q] = R for some n and R has an infinite trace where - L or n - R appears
infinitely often. Such n is called an infinite conditional mark, and we write InfCond (P) for the set of all such

marks of a program P. a

We call a program not in Inf “finite branching”, and show that proving liveness of the type is enough

to prove liveness of the typed process when it is finite branching.

Proposition 3.26 (Liveness for Finite Branching). Suppose I' = P » T, T is live and P ¢ Inf. Then P is

live. a
We prove the following lemma to ease the proof of the proposition:
Lemma 3.27. Suppose I' = P » T, T is live and P is conditional-free, then P is live. J

Proof. Since there is no conditional, all moves are strongly matched between types and processes, i.e. if
Xo() —=* (vF)P, using Lemma 3.15 we get I” - P » T, and we have P |}, if and only if T|,. Thus, liveness

of T induces liveness of P. O
We now prove Proposition 3.26:

Proof. Suppose P ¢ Inf and Xo() —* (v5)P. By Lemma 3.15 there exists I, T such that I’ = P » T. Since
P ¢ Inf, we can always reduce to a term that is conditional-free, and along with the Inversion Lemma
again, there is P/, T/,T” such that P —* P/, T—*T',T” I P’ » T" and P’ is conditional-free. We can then

use Lemma 3.27 to conclude. O
Example 3.28. An example of finite branching program is the Dining Philosophers problem:

Xo = new( f1 :int); new( fa:int); new( f3:int);
newl(I1); newl(l5); newl(l3);
_ (P{f1 far by 1o 1) | P{fa, f3,12,13,2) | P(f1, f3, 10,15, 3)) |
Pginephil == in Xo()
P(fy, fr 11,1y, id) = lock(1}); y < load(f;); T; store( f;,id);
lock(l}); z < load(f;); T; store( fy, id + 2);

unlock(I;); unlock(1;); P(fy, fr, 11, 1y, id)

Here, P defines the behaviour of a philosopher, trying to get a hold of both forks assigned to him, and

them release them. 3
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11 func main() {
1 func Generate(ch chan<- int) {

12 ch := make(chan int)
2 for i :=2; ; i++ { ch <- i}
3 go Generate(ch)
3}
% for i := 0; ; i++ {
A
15 prime := <-ch
5 func Filter(in <-chan int, out chan<- int, prime int) {
16 ch1 := make(chan int)
6 for { i := <-in
7 go Filter(ch, chi, prime)
7 if i%prime != o { out <- i }
18 ch = ch1
8 }

Figure 3.7: Go implementation of a concurrent Prime Sieve algorithm [LNTY17, NY16]

*

Definition 3.29 (Conditional Mapping). We define the conditional mapping (P)* of P by replacing all
occurrences of marked conditionals if” e then P else Q such that n € InfCond(P) with the non-deterministic
variant if * then Pelse Q.

The reduction semantics of this variant follows the reduction semantics of the types, choosing non-

deterministically between P and Q, instead of using rules [1rr] and [iFF].

je{12}

if % then Pjelse P, 5 P

[SEL]

We loosely apply the same mapping to processes P reduced from marked programs as well. From
this last set of definitions, we can define the set of programs that emulate non-deterministic choice in its
conditional constructs, which we will call the set of alternating conditionals programs, and prove that for

this subset of MiGo™ programs, liveness of the types is enough to prove liveness of the typed program.

Definition 3.30 (Alternating Conditionals). We say that P has alternating conditional branches, written

P € AC, when P € Inf and if P —* (v5)P then (P)* |}, implies P },. N

Example 3.31. The concurrent version of the Prime Sieve algorithm [LNTY17, NY16] is an example of
program that has alternating conditionals. A Go implementation of it is shown in Figure 3.7. Another

simple example of alternating conditionals is as follows:

Xo  =new(x:bool); new(y:int); P(x,vy)
Pac := { P(b,i) =z + load(b);if zthen t + load(i); in Xo()
store(i, t + 1); store(b, not(z)); P(b, i) else store(b, not(z)); P(b, i)

Theorem 3.32 (Liveness for Alternating Conditionals). If ' = P » T, T is live and P € AC, then P is live. .
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We first prove a simple lemma:
Lemma3.33. If ' P » T, then foro € {7, s}, T{, if and only if (P)* {,. N

Proof. As for the conditional-free case in Lemma 3.27, we have a strong match for actions between the types

and the conditional mapping, by removing the inherent determinism from if e then Pelse Q constructs in

MiGo™. O
We now prove Theorem 3.32:

Proof. Suppose Xo() —* (v5)P, Then by Lemma 3.15 and Theorem 3.9, we have T,I” such thatI" - P » T
and ty() —*(v5)T. By Lemma 3.33 we have T, if and only if (P)* |},, and by P € AC we can conclude that
T, implies P l},. Thus, T being live entails P is live. O
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In this chapter, we discuss how to automate the verification of properties on our typed abstraction of the Go
language using a model checking tool. We first talk about the language used for formalising properties to
be verified in our tool of choice: since we use mCRL2 for verification, we will be using a variant of y-calculus
to formalise our properties, which we introduce in Section 4.1. Then, Section 4.2 introduces our translations
of the properties we want to check in that variant of the y-calculus, and show how their validation holds
together properties between the types and processes, thanks to the results of the previous two chapters.
Finally, we have a look at our implementation in Section 4.3, explaining how it is built; and show selected
benchmark with the verification of our defined properties and the time each example took to fully verify,

giving an idea of how the proof-of-concept scales.

4.1 Necessary Definitions on the Modal y-calculus

In this section, we introduce the modal yi-calculus [Koz83], a variant of y-calculus that we use to translate
our desired properties on the types to something that can be automatically verified on a model of the types
by our tool of choice, mCRL2. We rely on course books [Sti01, Bra92] for the basics of the y-calculus and give
an overview of the variant we use in this chapter, including main properties and defining how it is tied to
our type system.

The p-calculus is generally used to describe temporal properties of concurrent systems such as our
process calculus or its behavioural types, by defining logic formulae with temporal or modal operations.
We use a modal variant in our work, and rely on fixpoint operators to express the temporalities on the
reduction paths we explore. The specific syntax is described at the end of this section.

To describe the properties in such a system, we first define a pointed LTS for the types (Definition 4.1),
basically an automaton constructed using the types we want to verify. We use the following notations
throughout this chapter: C is the set of all channel names available at any given moment, and similarly
L,M,Z,S are respectively the sets of all lock names, shared memory names, indexes for write actions,
and store names (channels, locks and shared memory alike), respectively. We also use P(C) to denote the

set of all possible selection barbs that may exist within the realm of the channel names.

Definition 4.1 (Pointed LTS for types). The pointed LTS of a type T, denoted T = (&,t(), A, F), is
defined by:
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a set of states & labelled by the behavioural types obtained from the possible reduction paths of T with
— , stripped of name restrictions wherever applicable, and with the entrypoint ty() of T as the initial

state (we identify states with their labels in the rest of this chapter);

a set of labelled transitions A C & x & x ({1} UUses{ s}) defined by the possible transitions between

the types labelling the states: A := {(T,T’,0): T,T' € Gand T > T'};

a set of flags on the states defined by the barbs of the type labelling the state they are attached to: for all
T € &, the flags of T are F(T) := {lo: Tdo} U{ls: Tls}. 4

Figure 4.1 shows the syntax for the formulae of the modal p-calculus that we use in this chapter.

(p=T1LIgpAGIoVPlo=¢|lal¢|(w)g|vZp|uZp|Z wi=do|dol T s

Figure 4.1: Syntax of the p-calculus formulae

The formula T holds for all states, and L never holds for any state. Conjunction and disjunction are
standard, holding respectively if all or any of the formulae linked by the operation are hold. Implication is
also standard, holding if either the right side holds or the left side does not.

The box modality [«] ¢ holds if ¢ holds in all states resulting from a: if « is a barb and the current state
can play it, then it is the current state that must satisfy ¢; and if « is a reduction action this is all states
accessible from the current one by following transitions labelled by this action. It acts as a conjunction,
thus being vacuously true if the set of states emanating from the action is empty. The diamond modality
(a) ¢ holds if ¢ holds in any of the states resulting from «. It acts as a disjunction, thus being vacuously
false if the set of resulting states is empty.

Formulae vZ.¢ and jZ.¢ are respectively the standard greatest and least fixpoint operators, binding Z
in ¢, and Z is used as a fixpoint variable, where the partial order is given by the labelled transitions and

barbed flags of the pointed LTS. We remind the following properties of both fixpoint operators:
1. uZ.Z=1: the least fixpoint is trivially false on empty formulae;
2. vZ.Z=T": the greatest fixpoint is trivially true on empty formulae;
3. if ¢[Z :== ] = 1, then uZ.¢ = 1 the least fixpoint can be expanded on the left side of an implication;

4. if p = ¢[Z = ¢], then ¥ = vZ.¢§: the greatest fixpoint can be expanded on the right side of an
implication.
To express that some p-calculus formula ¢ holds on a state T in the LTS 7, we say that T satisfies ¢ in T,

and use the notation T =7 ¢.
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b=V (G TVUD TV U TV () TV (bagy ) T)
1. Deadlock freedom: (edR)ECxLXP(C)
§<(7>T\/ \ ( s)'l')
seS
2. Channel safety: l/an:C/e\C (<¢C > T=AG (Uﬂ LA “end[c]] J—))
3. Lock safety (a): l,bf”: A <<¢u|<1>> T= <¢lp> T)
lel
4. Lock safety (b): vh=N\ <<*Lru|<l>> T= <¢li> T)
lel
5. Channel liveness (a): P = A\ () TV L) T)=AF (=) T))
ceC
6. Channel liveness (b): 1/117;: /\ (((iﬁ) T)=AF ( \/ (=) T)
eP(C) ciedom(d)
7. Lock liveness: i = A <<<¢|<1>> TV <~Lr|<l>> T) = AF ((#)) T))
lel
8. Data race freedom: Y= /\ <<l’(w<m>,z)> T= ([ir(rrﬁ} 1A /\ {‘L(w(mw’)] J.) )
(mu)eMxT U1

Figure 4.2: Properties of the behavioural types as y-calculus formulae

Finally, two key properties that we wish to express in the p-calculus are that ¢ always holds, or that
it eventually holds in a reachable state of the LTS. For that, we use the fixpoint operators with a fresh
recursion variable:

Always ¢ : AG (¢p)=vZ. <<p ATl Z A /\ [#] Z) Eventually ¢ : AF (¢)=uZ. ((,b V{(T)ZV \/ (=) Z)

seS seS

4.2 Expressing our Properties with the Modal y-calculus

The properties we want to check, as defined for the types in Definitions 3.4 to 3.6, translate to our modal
p-calculus fragment in their local form as shown in Figure 4.2. The global form of the properties is “always
¢”, written AG (¢) as above, for ¢ each of the properties we look at.

The deadlock freedom formula 1, states that, should any blocking action be attempted at any point (lef-
hand side of the implication), then a synchronisation on any runtime construct or a silent action must be

possible at that same point of the execution (right-hand side). This is because there needs to be a reduction
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path when a blocking action is in the queue, to ensure all blocking actions are eventually executed, and
process reductions only happen via synchronisations and silent actions. This allows to detect if at any
point, only blocking actions are available with none of them being able to synchronise with any of their
counterparts.

The safety property is broken down to three formulae. Channel safety ;" corresponds to the inability
for any channel that is already closed (left-hand side of the implication) to send to that channel or request
its closure (right-hand side); the fact that the channel is closed is detected using the closed message barb
iC , since a closed channel will always broadcast using this action. Lock safety has two parts: the first one
zpﬁn detects attempts to unlock a mutual exclusion lock that is not currently locked: if an unlock attempt is
made (left-hand side of the implication), then the locked runtime construct barb | ,» must be immediately
available as well (right-hand side); and the second part lpﬁb detects attempts to read-unlock a mutual ex-
clusion lock that has no reader currently assigned: if a read-unlock attempt is made (left-hand side of the
implication), the read-locked runtime construct barb | /@ must be immediately available (right-hand side).

Liveness is also a three-part formula. Channel liveness is the two-parter in this case: the first part '
checks that, on any channel, any send or receive action (left-hand side of the implication) is eventually
met by a synchronisation in the future (right-hand side); and the second part 1/1,7; checks that any select
construct with only non-silent actions that is attempted (left-hand side of the implication) has at least one
of its action met by a future synchronisation on its channel (right-hand side). Similarly, lock liveness 1/Jf‘
checks that, on any mutual exclusion lock, any lock or read-lock action (left-hand side of the implication)
is met by a future synchronisation of its lock (right-hand side).

Finally, data race freedom 1; checks that, on any shared variable, whenever a write action is available
(left-hand side of the implication), no other action can happen on the same shared memory variable at the
same time, be it a read or a different write (right-hand side, with the conjunction on occurrence indices

different from the one on the left covering any possible write that is not the one being checked against).

Example 4.2. We can check that the type T’ from Example 3.2 does not verify ;:

Ya= <<¢(w<x>,1,1.1.*) > T= ( “f(w(x),l.ll*)} LA {\Lr<x>:| i)) A <<¢(w<x>,1.1.z.*) > T= ( {l(w(x),l.l.l.*)] LA {Mx)] i))

which is false for T, hence T’ [~7.. 1, : locally, T’ has a datarace. Then ty() F~7.... AG (17), meaning Trace

has a data race, since its associated entrypoint in its LTS 7r,ce does not satisfy data race freedom property

AG (¥g)-

On the other hand, the type T, from Example 3.2, modelling the safe version of our running example,
verifies the data race freedom property, as well as safety and liveness, where ¢; and s represent the

conjunction of their respective three formulae:

Taate FToe AG (Ya) AAG (1) AAG (9s5)
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The types corresponding to the other examples in Section 3.2 (Pmc, Pginephil and Pac) are also safe, live

and data race free. N

The following theorem states the justification of type-level use of the model checking properties to
justify the process properties, under the conditions determined before. We define the pointed LTS for
programs and the satisfaction of a property for the program, 7p and P |=7, ¢, in the same way as they are

defined for the types in Definition 4.1.

Theorem 4.3 (Model Checking of MiGo™ processes). Suppose T - P » T.

L IfT |7 AG (@) for p € {1pg, 9T, L, WL, Wa}, then P =7, AG ().

2. IfT =1, AG(¢), for ¢ € {y], yp, [}, and either of the following is true: (a) P € May, or (b) P ¢ Inf or
(c) P € AC; then P |=1, AG (¢). 4

Proof. The semantics of the p-calculus given by the pointed LTS of types incurs that a type being deadlock-
free, safe or data-race free is equivalent to that type satisfying the relevant properties in Figure 4.2, namely
Ve, Y7, lpﬁa, L/Jﬁb and ¥;; and a type being live is equivalent to that type satisfying the liveness properties
from the same figure, namely ", ([Jf; and L/Jf The same is true of processes. Hence, if the types of a typed
process satisfy one of our p-calculus properties, it is enough to show that the corresponding property of
the types carry to the processes to have the corresponding process satisfy that same p-calculus property.

The first item follows from two theorems. By Theorem 3.14, if a type is safe (resp. data-race free), then
its process is also safe (resp. data-race free). Deadlock-freedom follows from Theorem 3.11, as the main
requirement for that property is the availability of a reduction path under the specified conditions, and
that theorem gives us that a reduction path being available for the types of a typed process implies the
existence of a reduction path for the process as well.

The second item follows from the three results that we proved for the corresponding subsets of pro-
cesses, since liveness equivalence is not generally true in our framework. Specifically, item (a) follows
from the second item of Proposition 3.18; item (b) is given by Proposition 3.26; and item (c) follows from

Theorem 3.32. 0

4.3 Implementation Details: Godel 2

4.3.1 The toolchain

Our toolchain, summarised in Figure 4.3, is composed of a type inference tool and a type verification step.
The inference tool, migoinfer+, is improved from the original migoinfer from the companion tool of MiGo

[LNTY18], adding support for our extended set of primitives and fixing a few issues with edge cases in
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| mCRL2 |[ KITTeL |

] Godel 2 \ Godel 2 written in Haskell
This tool uses either KITTeL to check for termination of the input

Behavioural types behavioural types, or mCRL2 to check for properties like liveness,

safety and data-race freedom of the types.

migoinfer+ migoinfer+ written in Go
go/ssa package This tool loads source code, type-checks and builds SSA IR using
Load main() the go/ssa package, then extracts communication, mutexes and

Go source code  shared variables from the SSA IR as behavioural types.

Figure 4.3: Workflow of the verification toolchain

dead call and empty functions clean-up. It is written in Go and is still part of the gospal framework,
although we have not improved on the second tool from this framework, ssaview, in our fork.

The tool migoinfer+, as a fork of migoinfer, is open source and available on GitHub [Gab20c]. It
extracts behavioural types from Go code, including both all previously available channel primitives —
from the first version of the tool —, and our new additions in the form of eight new primitives — for shared
memory and mutual exclusion locks. As a proof-of-concept, it has limitations of the same order as those in
the original, channel-only, version: it can reliably extract only those supported structures that are explicitly
defined in the body of an accessible function, and does not support embedding them in struct as a general
rule, especially in the case of locks that are frequently embedded in more complex structures by developers.
This usage pattern can however usually be easily converted to the flat representation of our p-o-c tool, as
some examples in our (open source) benchmarks show. Undeclared passing of supported constructs to
nameless children goroutines is not supported in general, as or tool may not extract the parameter passing
properly, and is generally not advisable when not strictly necessary as it makes the code harder to read
for external sources. Lastly, some less standard packages like the net package are known to break the
extraction tool under certain conditions when used in programs that are to be extracted.

Note that migoinfer+ can extract examples that are outside the verification scope of our framework,
like the prime sieve example given in Figure 3.7, provided they respect the above limitations.

The type verification step, Godel 2, is an extension of Godel [LNTY18] as well, analysing our new prim-
itives and implementing the theory presented in our work seamlessly with the channel-related properties
from the earlier version. It is open source as well, and also available on GitHub [Gab20b], written in
Haskell, and uses mCRL2 [Tec18, GM14] as a backend model checker for the verification part of safety and

liveness properties. It extracts a model and the desired properties from the MiGo output of migoinfer+
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and then feeds them to either KITTeL [FBO8] when verifying termination, or mCRL2 when verifying other
properties. Since those properties are verified on the types, the conditions identified in Theorem 4.3 apply
to identify whether the properties are also valid on the extracted program, especially regarding liveness
properties. In particular, programs that terminate according to KITTelL should be part of the set where
the properties coincide. We do not, however, have automated ways to determine whether a program has
alternating conditionals in our toolchain, but we do provide a property that checks whether the program
has a cycle.

Godel 2 also ensures programs are finite control before trying to verify other properties, as programs
that are not finite control cannot be verified by mCRL2 because it will fail to generate a linear process spe-

cification for them.

4.3.2 Evaluation

We evaluated our proof-of-concept tool for reference on an 8-core Intel i7-7700K machine with 16 GiB of
RAM, running a 64-bit Linux environment with Go 1.12.2 at the time of evaluation. The results are shown
in Table 4.1 for a range of programs, inspired for part by those that were run against the first version of
the toolchain by its original authors [LNTY18]. Like the other parts of our toolchain we authored, the
benchmark files are available freely on GitHub [Gab20a]. The names of the programs are explicit, many of
them referencing examples used throughout the previous chapters or well known examples in computer
science research, like the Dining Philosopher problem used far and wide as an illustration for concurrent
processes. The deposit programs are inspired by an example given in the book [DK15] I used early on in
my first year as a PhD student for learning Go, referenced in the table.

All presented examples are finite control, as the properties we wish to verify could not be checked oth-
erwise, which explains the lack of the prime sieve algorithm in the benchmark. For the sake of readability,
we use the name of the local property to mark the columns representing the results of global deadlock-
freedom, safety, liveness and data race freedom.

Timings are given for reference to show how the verification time by mCRL2 scales with the number of
summands (possibly combined with action labels) in the linear process specification generated from the
types, and the ordering of said summands. Those are directly dependent on the source of the analysed pro-
gram, but are not a direct indication of what we usually envision as the program complexity, as the dining
philosophers examples provided would all have the same order of complexity with usual definitions, but
the channel versions have an order of magnitude more summands than the lock-based ones, and thus a far

longer verification time through mCRL2.
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Table 4.1: Verification results for Godel 2

Programs LoC Sum | ¢ ¢s ¢ ¢; Term time (ms)
no-race 15 99v v Vv v v 691.45
no-race-mutex 24 3B|v v vV Y v 785.57
no-race-mut-bad 23 20| x v x VY v 721.77
simple-race 13 8| v Vv v X v 701.93
simple-race-fix 19 7|\ v v v Vv v 731.73
deposit-racelPK19] 18 “|\ v v X v 697.90
deposit-fix[PK15] 24 27l v v v v 727.43
ch-as-lock-race 19 20 v Vv VvV X v 753.99
ch-as-lock-fix 19 20 v v v VY v 745.64
ch-as-lock-bad 19 20 x v x VY v 749.97
prod-cons-race 38 15 | v v Vv X v 1,903.52
prod-cons-fix 40 88 | v v v U v 1,971.26
dines-unsafe 35 106 | x X v oV v 6,996.27
dines-deadlock 35 106 | x v X v v 12,278.33
dines-fix 35 06 | v v v v 8,998.04
dines-chan-race 59 272 | v Vv Vv X v ~ 185min
dines-chan-fix 5 288 | v v Vv V v ~ 645min

LoC: Lines of Code, Sum: Summands, Term: Termination check,

v’/ x: Formula is true/false
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5 Related Works

The works we expanded [LNTY17, LNTY18] built behavioural types for verification of concurrency bugs
for channel-based message passing. We integrate with their asynchronous calculus (a.k.a. AMiGo). These
works, however, were lacking shared memory concurrency with locks and shared pointers, and did not
tackle data races for shared pointers, which we do. They do not study happens before relations either
(for channels). They furthermore were lacking complete proofs on their equivalence theorems for liveness,
which is also addressed in our work. We also proved MiGo™ satisfies the properties of the types character-
ised by the modal p-calculus (Theorem 4.3). The second paper [LNTY18] has informally described them,
but these have never been formalised nor proved.

Stadmdillwe, Sulzmann and Thiemann [SST16] define forkable behaviours (ie. regular expressions with
a fork construct) to capture goroutine spawning in synchronous Go programs. They develop a tool based
on this model to analyse directly Go programs. Their approach is sound, but suffers from several lim-
itations, which were overcome by the works mentioned previously [LNTY17, LNTY18]: asynchrony and
closing channels are not supported, and selective communication can only happen with trivial case bodies,
i.e. there can not be a complex continuation in a selection. Additionally, their tool does not treat shared
memory concurrency primitives and locks, and uses a tool named GURU to obtain aliasing information
manually, assuming that all functions can be inlined: it thus cannot correctly analyse programs that cannot
be trivially inlined, such as ones that repeatedly use the same function or make use of aliased channels.

Gleissenthall et al. [Klal9] observed that asynchronous distributed systems can be verified by only
modelling synchronisations in the core protocol, and introduces a language IceT similar to MiGo™ for spe-
cifying synchronisation in message-passing programs. Their focus was to verify functional correctness of
the input protocol, and requires input programs to be synchronisable (i.e. neither deadlocks nor spurious
sends in the input programs). Their approach allows for checking correctness of an implementation, given
a reasonable amount of annotations. It is orthogonal to our work in which we only need to check for
runtime sanity. Both approaches independently benefit the user, and should be run individually on testing
code in order to check both for concurrency behavioural bugs and for implementation bugs.

Recent works [TLSZ19, DL19] provide empirical studies of Go programs, which show that almost half
of concurrency bugs in Go are non-blocking bugs, mostly shared memory problems, and the remaining
blocking bugs are mostly related to channel and lock misuse. That gives an incentive to make tools and

implementations built on the concurrent behavioural theory, for easy detection of such bugs. Our work
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is part of that effort. Furthermore, a 2022 study [CR22] shows a repartition of real-world data race bugs
in Go programs by root causes, most — if not all — of which can be detected by tools built on concurrent
behavioural theory, which reinforces the incentive to develop such theories and implement efficient tools
built around them.

A large body of race detection tools targeting other languages such as Java are available. ThreadSan-
itizer (TSan) [SI09, Thel5, SPIV12] which is included in LLVM/Clang is one of the most widely deployed
dynamic race detectors. The runtime race detector of Go [Go13] uses TSan’s runtime library, which can
only detect data races as they happen, while we strive to detect all potential data races before the program
is run.

Midtgaard, Nielson and Nielson [MNN18] propose a subset of the Go language akin to MiGo™, along
with a modular approach to statically analyse processes. Their approach combines lattice-valued regular
expressions and a shuffle operator allowing for separate analysis of single threads, and they prove their
theory to be sound. They have a prototype implementation in OCaml to check deadlocks in synchronous
message-passing programs. Meanwhile Casto et al. [CHJ*19] use a protocol description language, Scribble
[Scrl7], which is a practical incarnation of multiparty session types [HYCO08] to generate Go APIs, ensuring
deadlock freedom and liveness of communications by construction. Neither of them [MNN18, CHJ19]
treat communication error or data race detection, both handled in our work; nor do they treat shared
variables, which our approach extends upon.

The idea to use the LTS of behavioural types for programming analysis dates back to 1994 [NN94] for
Concurrent ML, and since then, it has been applied to many works [ABB*17]. Some tackle mutual exclu-
sion locks, but systematically lack support for read-write mutual exclusion locks [IK01, AFF06, HBK19]. In
2008, Kobayashi and Sandiorgi [KS08] aimed to guarantee liveness with termination of a typed 7r-calculus.
We study wider classes in the theory, making use of the existing tool (KITTeL) for termination checking in
order to integrate with reasonable scalability with our tool-chain — thus the main aim and the target (real
Go programs in our case) differ from their work [KSO08].

Type-level model-checking for message-passing programming was first addressed in 2002 by Chaki,
Rajamani and Rehof [CRR02]. Recent applications using mCRL2 include verifications of multiparty session
typed m-calculus [SY19a] and the Dotty programming language (the future Scala 3) [SYB19].

In addition, an orthogonal approach is taken by Shahare, Chabbi and Hegde [SCH23] in an attempt
to solve bugs incurred by the misuse of mutual exclusion locking mechanisms in their various imple-
mentations — of which we only studied the one in the standard library of Go. They first present data
showing different kinds of misuse in several locking algorithms, and the consequences these misuses can
have on lock-sensitive applications. Their approach then consists in changing slightly the implementation

of a number of these locking algorithms to leverage the bugs inherent to their respective known misuse
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cases. They also show that their changes do not have significant performance impact for lock-sensitive

applications using those implementations.
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Part 111

Multiparty Session 7t-calculus
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In this part, we present a framework to verify safety of programs represented in a session types inspired
nt-calculus, using and extending the renewed multiparty session types (MPST) framework presented in
2019 by Scalas and Yoshida [SY19a]. Their work is a major overhaul of MPST theories that alleviated long-
standing issues in many previous MPST theories — listed in Section 6.1 — by working from the ground
up, instead of relying on a generalisation of binary session types. We present their original process calculus
and their objectives in the first half of Chapter 6. The second half of Chapter 6 gives a detailed overview of

our contributions, which are twofold:

¢ We first extend their calculus and type system to allow for new errors in Chapters 7 and 8, and go

over an error that we found in their original framework and fixed.

¢ Then we extend their implementation in Chapter 9 by allowing for (simple) processes to be extracted
to types — that are then checked using mostly the same method as their original tool extended to our
new errors —; but also including counterexample extraction for user-friendly error reporting in the

process.

56



6 Background: Less is More: Multiparty Sessions

Types Revisited

This chapter presents the preliminary results from Scalas and Yoshida [SY19a], that we use as a base for
our own. We present the multiparty session 7t-calculus they introduce and its semantics, and talk about the
points we wish to extend and our methods for doing so while keeping the benefits of their new framework

for session types.

6.1 Introduction to a New MPST Framework

Scalas and Yoshida [SY19a] revisit multiparty session types (MPST) from the ground up to address several
limitations found in previous session types frameworks. In particular, previous session types frameworks
tended to be incompatible with each other and the guarantees they provided were not fully satisfactory.

Namely, session consistency requirements restrained typability dramatically, rejecting even simple au-
thentication protocols in the process. That meant rejecting many correct protocols in order to guarantee
consistency in the framework, and Scalas and Yoshida address that restriction in their new framework.

More flexible frameworks using global types with full merging projections offered wider sets of proto-
cols to be verified, but forewent consistency, making proofs dependent on subject reduction theorems not
workable. Adding a consistency requirement to try and fix that looped back on the previous issue.

Those two sets of issues arose mainly from the ties of former MPST with binary session types, specific-
ally from the generalisation of binary session types duality as described in seminal MPST work by Honda,
Vasconcelos and Kubo [HVK98].

They start by introducing the following 7r-calculus for multiparty session protocols. The syntax is quite
bare and focuses on main features of session types and their protocols. It contains inactive processes, par-
allel composition and process calls and definitions, as well as session-specific primitives that are selection
and branching from an endpoint (i.e. channel with role) c towards role q. Their framework also contains

session restriction.
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Definition 6.1 (Multiparty session 7t-calculus). The syntax is defined as:

c,d == x | s[p] (variable, channel with role p)
PQ:==10 | P|Q | (vs)P (inaction, parallel, restriction)
| clal@n({d).P | cla]Ticmi(x;).P; (selection, branching)
| defDinP | X(¢) | err (definition, call, error)

D = X(X)=P (process variable X declaration)

In their syntax, the inactive process, parallel composition and restriction are standard. Selection is used
to make the channel c select deterministically one label to communicate to role g, along with some data, be-
fore continuing to P, while branching waits on channel c to receive a label from q among multiple possible
choices, binding the potential data with a variable in the continuation of each branch. Process definition is
standard, with a process variable being declared as a handle for a reusable (potentially recursive) process
and made available for use in the process at the end of the definition structure — via the process call syn-
tax. Finally, the error process is the result expected when the process fails, and is thus used as the result of
defined inappropriate reductions in their semantics thereafter.

They give a semantics to their calculus in the form of a reduction relation. This reduction initially looks
very simple, but it allows for a wide range of protocols to be expressed, and contains a built-in error detec-
tion in the form of mismatched communication labels, which is one of the most common communication
errors in protocols expressed in that form.

We keep the definition of the structural congruence for Figure 7.1, since we define at the same time
four sets of process objects that are used in that definition and were not explicitly defined by Scalas and
Yoshida [SY19a]. Their structural congruence — only available in the technical report version of their
work — is standard, including in particular commutativity and associativity for the parallel composition;
simplification of inactive processes in parallel compositions, under restrictions and inside definitions; com-
mutativity of restrictions; associativity of restriction with the parallel composition when one of the parallel
processes does not involve the restricted name; associativity of definition and parallel composition if the
defined process is not involved in one of the parallel processes; and commutativity of process definitions

if the defined processes do not share process variables.

Definition 6.2 (Semantics). The semantics of the multiparty session 7r-calculus is defined up-to reduction
contexts and a standard structural congruence = that includes a-conversion. A reduction context C is

C:=C|P | (vs)C | def DinC | [].
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Authenticator Client Server
recv from S |« S=Cilogin___ |send to C
login, cancel login

recv from C| C—A:passwd  |send to A

passwd, cancel passwd
send to S A—S:auth _ |recv from C
auth “lauth
recv from S |« S—C:cancel send to C
login, cancel cancel

recv fromCle— x—— >|recv from A
passwd, cancel clash! cancel

Figure 6.1: Communication diagram of an unsafe implementation of the OAuth protocol

Reduction — is then defined inductively as follows:

ecowt  slpllalCierm(x).Pi | sl plom(s/[x]).Q — Plsl/n}|Q  ifkel
(Rx] def X(xy,...,xn) = Pin (X(s1[py],...,sn[p,]) [ Q)
— def X(x1,...,x,) = Pin (P{s1lp1]/x,} - - {snlpul/x} | Q)
[Rctx] P — P’ implies C[P] — C[P']
el Sl Siemi(x)- P | slallplen(s[]).Q — err  ifVieIim £n
R=] P=P P—-Q Q=Q implies P' — Q

We say that P has an error if and only if, for some C, P = C|err]. 4

The rest of the system is similar enough to our own that we shall introduce it along our additions in the
next few chapters. It is notable that their framework consists entirely of local types: there is no concept of
“global types” in their work compared to most existing MPST works, which is both where they separate
their framework from the historic tether to binary session types and how they handle the issues their work
was set to tackle.

We follow their same path and take on their framework to add our own contributions. In the process,
we show indirectly that this framework is fit to be extended for a wider range of errors and properties, and
provides promising ground for verification of even more properties in multiparty protocols in a developer-

friendly way.

6.2 Our contributions to extend the new framework

Our first contribution is to extend on their error definition by adding errors present in previous MPST

frameworks that could not be represented in this new framework initially. An example is the protocol
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represented in Figure 6.1 (an exact copy of Figure 2), an erroneous implementation of OAuth2, whose
error could not be detected as a safety issue in the framework presented by Scalas and Yoshida [SY19a].
This is added as an actual error in our framework, along with the symmetric output-output case. This
example will serve throughout our contribution to showcase the extension of the framework we propose.
We also generalise the communication primitives by allowing for non-deterministic selection in the syntax
of the processes.

Like in our previous work, we provide a labelled transition system (LTS) for the processes, and encap-
sulate the reduction from the framework we extend — in this case that of Definition 6.2 — into that LTS.
Having an LTS for the processes allows us to define some of our desired properties on the processes more
easily, and match them to the properties of the types. All the above is done in Chapter 7.

We then extend our types in the same way as the processes in Chapter 8. However, the change is
lighter, so we don’t present the original types in this context chapter and instead present it directly in
our own framework, highlighting the changes and explaining their importance. We also prove several
properties, some already presented in Scalas and Yoshida’s work [SY19a] and proven anew to account for
our changes, some new to our framework, including those relying on the new LTS of our processes.

In the process, we detected an error in the original version of their work [SY19a], for which we provide
an explanation and a fix. This error happened in one of their main theorems, session fidelity, and was thus
important to fix in order to get the full benefit of their new framework. Notified of the issue, they also
provided a fix of their own: we talk about it as well, and compare to our own fix in terms of impact on the
framework.

Finally, our contributions in the theory were all aimed towards easing counterexample extraction into
the framework to provide an easier fixing process for users of the framework verifying their protocols.
Hence, we finish by providing a proof-of-concept extension of the tool of the authors of [SY19a] — mpstk,
available in its original version as a conference artifact [SY19¢c]. Our new version provides preliminary
support for processes and type extraction, as well as counterexample extraction at the type-verification
level, that are then lifted to the process when one was provided as input to the tool. Details are given in

Chapter 9, with captures of the tool showing different steps in the process of automated verification.
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This section describes our extended multiparty session types-inspired calculus.

7.1 Syntax of the Multiparty Session 7t-calculus

In the multiparty session 7r-calculus, let c, d represent channels, P, Q processes and D process definitions.

Definition 7.1 (Generalised multiparty session 7r-calculus). The syntax is defined as:

c,d = x | s[p] (variable, channel with role p)
P,Qu:=0| PlQ | (vs)P (inaction, parallel, restriction)
| cla®iemi(d;).Pi | cla]Liemi(x;).P; (selection, branching)
| defDinP | X(¢) | err (definition, call, error)

D = X(X)=P (process variable X declaration)

Like in Scalas and Yoshida’s work [SY19a], the notations are standard, where channels are represented
by a session and endpoint, and can be replaced by a variable name in the process for the sake of channel-
passing. We have the usual inactive process 0, parallel composition and restriction that are standard in
rt-calculus.

Selection is more general, extended to non-deterministic choices (in red), following the standard syntax
[CDY14], while the calculus in the original work [SY19a] as presented in Definition 6.1 is deterministic. In
our framework, when there are several branches with labels available, the process will choose one non-
deterministically.

Branching is the same as in the previous work, offering all expected labels for selections to choose
from and offering (potentially inactive) continuations for each of them. Process definition is as before as
well, and is especially useful to write self-recursive processes, with the use of process calls. Finally, our
calculus, like the one in the original work [SY19a], contains the error process, which is reached when a

communication crashes.
Remark 7.2. We require that I # @ for both selection and branching. 4
We also use syntactic sugar for recursive processes following usual notations for recursion in process
calculi and type systems, should process P contain calls to X:
uX(x).P(C) == def X(X) = P in X(C)
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PIQ=Q|P (P|Q)|R=P[(QIR) Pl0=P (15)0=0 (vs)(vs")P= (vs) (vs) P
(vs) (P|Q) =P (vs)Q ifsgfe(P) def D in (vs) P = (vs) (def D in P) if s¢fc(D)
def Din0=0 def Din (P|Q) = (def Din P)|Q if dpv(D)Nfpv(Q) =@
def D in (def D’ in P) = def D' in (def D in P)
if (dpv(D) Ufpv(D)) Ndpv(D') = (dpv(D') Ufpv(D')) Ndpv(D) = @
In the rules above, fpv(D) is the set of free process variables in D, and dpv(D) is the set of declared process
variables in D, as defined in Table 7.1. While the two notations were used but not formally defined in the

original work, we deemed useful to present a formal definition for them in our own work.

Figure 7.1: Structural congruence of the Multiparty session 7r-calculus

sc(0) =@ sc(P[Q) =sc(P)Usc(Q)  sc(cla]®iemi{di).P;) = {c} UUierse(P)
sc((vs) P) = sc(P) \{s[p]}p roles sc(cla] Xiermi(xi)-Pi) = {c} UUies (se(Pi) \{xi})
sc(def X(¥) = P in Q) = sc(Q) U (sc(P) \{x}) with sc(X(c)) = sc(P{¢/x})

Figure 7.2: Subject channels of the multiparty session 7r-calculus

The structural congruence, P = Q, is extended from Scalas and Yoshida [SY19a] and shown in Figure 7.1.
Parallel composition properties and inactive process elimination are standard, specifically parallel com-
position is commutative and associative, and inactive processes can be eliminated in parallel compositions
and simplify restrictions and definitions if they are the sole content of those structures.

As is also standard, restriction is commutative, and can commute with parallel composition if one of
the parallel processes does not use the bound name, and with process definition if the definition part does
not use the bound name. Process definition can commute with parallel composition if the defined process
variables are not used in one of the parallel processes, as well as with other process definitions if they do

not share process variables.

Remark 7.3. Since restriction, branching and declarations act as binders, following the Barendregt conven-
tion, alpha-conversion can be used to commute restriction and process definition with parallel composition

to put the latter inside the binding construct. J

The set of free channels with roles (resp. free variables) in P is written fc(P) (resp. fv(P)), and defined
in Table 7.1. Figure 7.2 defines the subject channels sc(P), which are the channels used for communications

when fpv(P) = @.
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Table 7.1: Free/declared process variables and free channels/variables in the multiparty session 7r-calculus

Construct fpv(-) dpv(-) fe(-) fv(-)
x — — @ {x}
s[p] — — {slp]} %
0 @ @ @ @
P|Q fov(P) Ufpv(Q) | dpv(P) Udpv(Q) | fe(P) Ufe(Q) fv(P) UFV(Q)
(vs) P fpv(P) dpv(P) fc(P) \{s[p]}p roles fv(P)

fe(c)U fv(c)u
cla]®iemi(di).Pi | Ui fpv(P) Uier dpv(P)

Uier (fe(Pr) Ufe(d;)) | Uier (Fv(Pr) Utv(d;))
fv(c
cla]Ciemi(xi)-P; | Uier fpv(P) Uierdpv(P) fe(c) U Ujer fe(P;) ()0
Uier (Bv(P;) \{x:})
. fpv(D) U
def D in P dpv(P) Udpv(D) fc(P) Ufe(D) fv(P) Ufv(D)
fpv(P) \ dpv(D)

X (c) {X} @ fc(c) fv(c)
err @ @ @ @
X(®) = P fov(P)\(X} | dpv(P)U{X} fe(P) v (P) \(%}

Example 7.4 (Processes). We define the processes corresponding to the OAuth protocol in Figure 6.1 —
both unsafe and safe—, where Ps plays the role of the server, P{™* (resp. P&**) that of the unsafe (resp. safe)

client, and P, that of the authenticator (in examples, we use constants for the payloads).

P, — uX(x)x[c] T passwd(y).x[s]@auth(tt), (s[a]) = s[al[c] passwd(y).s[a][s]@auth(tt),
cancel.X(x) cancel.P,

P = uX(x)ald] @ login.x[a|) auth(y), (s[s])
cancel.X(x)

login.x[a|®passwd( "Password"),
per=e = pX(x).x[s] ¥ (sle])
cancel.x[a]) cancel.X(x)

login.x[a|®passwd("Password"),
P&t = pX(x).x[s] & (sle])
cancel.x[a]@cancel. X(x)
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(i1 s[p][a) e mi (). P S, p oo/ p 2Rl prog
N i, / e [OPEN] S: m S, r
ourt s[plfa] ®ie my(s][z]). A T, (vs') p 222D,

P sip<iqumy (s'[x]) P Q s:q&pumy (s'[r]) Q pLp ¢ fn(0)
[CoM] — [RES]

P|Q 2% pr o (vs) P EN (vs) P’

P s:p<iqmy (s’ [r]) P’ 0 s:q&pimy (s’ [r]) Q/ p s:p,qm P’

[R-CoM] — [TaU]

PIQ 5% (1) (P'| Q) (19)P 5 (15) P

er-1] - def X(x1,...,x,) = Pin (X(s1[p1],-..,su[p,)) | Q)
I def X(x1,...,x,) = Pin (P{sile1)/x,} - - {salp)/2,} | Q)
PL P bn(D)Nfn(l) = PL P fm(Q)Nbn(t) =0

[DEE-2] [PAR]
def Din P % def D in P/ PIOSPQ

PP=P5Q=Q oo slpllalicmi(d;).P |sld [p)®jemi(d}).Q; = erx

[=]
rLQ t-ere] - s[p][a] Eiemi (x;).Pi | sla] [p] Zjeymi(y))-Q; = err

3] € J,Vieln ;ém]

s[p][q] Z;,mi(xi)-Pz‘ | s[al[p] Bjem;(d}).Qj = err

[MisM-ERR]

Figure 7.3: LTS of the multiparty session 7r-calculus (Definition 7.5)

7.2 Labelled Transition System for the Multiparty Session 7t-calculus

We introduce the LTS, which enables to define properties such as liveness, safety and deadlock-freedom on the
untyped processes directly with the expressiveness of the transition system, instead of needing to define a

capability set such as barbs, as usually done in behavioural typing systems like our previous work [GY20a].

Definition 7.5 (LTS). We define labels for our LTS, respectively in the following order (1) t-action; (2)
explicit communication between p and q with label m on session s; (3) branching; (4) selection and (5)

bound selection, the latter of which is a selection under a restriction (i.e. a scope opening):
(x=71|s:pq:m|s:p&q:n(s'[r]) |s:p<q:m(s'[r]) | s:p<q:m(s'[r])

The reduction rules of the LTS on multiparty session processes are defined in Figure 7.3.
We use — to denote either = or —2%% for all s,p,q,m. Wesay P — (resp. P £>) if there exists P’ such
that P — P’ (resp. P Lp ); and P if there is no P’ such that P — P’. We define —* as the transitive and

reflexive closure of —. 3

Rules [1n] and [0out] respectively show the input and output capabilities over a session s as role p, to or

from q with label m and some message d. Rule [oren] shows scope opening when sending a bound session
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name in an outgoing message. Rules [Com] and [R-Com] respectively show synchronisation of free and bound
message passing, with [Open] being relative to the latter, and [Out] to the former. Rule [Res] shows restriction
of a name not used in an available action. Rule [Der-1] shows the basic reduction of a definition construct,
and rule [Der-2] shows ability to reduce the context of such a definition. Rule [Par] shows reduction for
parallel composition, and rule [R-=] shows conservation of available actions over structural congruence.
Note that the last condition for rules [Der-2] and [Par] can always be made true up to a-conversion.

Rules [00-Err], [1I-Err] and [Mism-Err] define the three kinds of error, which would happen at the same
channel on communicating endpoints to perform the same action (send or receive), or on a channel with
mismatching labels. These errors are present in a number of MPST works, including 2014 work by Chen,

Dezani-Ciancaglini and Yoshida [CDY14].
Example 7.6 (LTS). Continuing Example 7.4, let P* = Ps | P! | P,, where X € {safe, unsafe}:

P _y p, |S[C] [a]anncel.Pc“"safe ‘ S[a] [C} Z passwd(X).s[a] [S]@auth(tt> o P, ‘ orr

cancel.P,

The unsafe version first reduces by synchronising between c and s here, where the server chooses to
cancel in this case to showcase the error that can come up. Then, because both a and c try to receive from
each other, said error happens, following rule [11-Err]. This error does not occur in the safe version, and the

process will simply start again if it chooses the cancel path:

asswd(x).s|a||s|@auth(tt),
P — Py | s[c][a] Dcancel.P&* | s[a][c] 2 P (x)-slalls] {tt) — Ps | P& | Py, = P

cancel.P,

7.3 Properties of Multiparty Session Processes

With the untyped LTS, we can define several desired properties for the processes: a process is safe if it never
reaches an error state in computation; deadlock-free if it ever only reaches a stale state when it is structurally
equivalent to the inactive process; fully terminating if there is a numerical bound j € IN? such that for all
reduction paths of P longer than j, the result process is structurally equivalent to the inactive process; never-
terminating if there is always a possible reduction in any reduction path from P; and live if the availability
of a selection or branching action between p and q on session s implies the eventual synchronisation on s

between p and q.
Definition 7.7 (Properties of Multiparty Session Processes). We say that process P is:

e safe, written safe(P), if for all P’ such that P —* P/, P/ Aerr;
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deadlock-free, written df(P), if for all P’ such that P —* P’ 4, P’ = 0;

fully terminating, written term(P), if there is j € N? such that foralln > j,P =Py — P, — --- — P,

implies P, = 0;

* never-terminating, written nterm(P), if for all P’ such that P —* P/, P/ —;

s:p<iq:m(d s:q&p:m’ (d
pqm<>orp, qé&pm’{d)

live, written live(P), if for all P’ such that P —* P/, having either P’ implies
g p

s:p,q:m
P’ —* p’ 24T for some P, J

Example 7.8. The unsafe version P**** in Examples 7.4 and 7.6 is not safe, not deadlock-free, not termin-
ating and not never-terminating: one of its branches ends in an error showing in the process (and no
further reduction is possible), as seen in Example 7.6. It is not live either, because when the error occurs,
Pg attempts to communicate with the client again, but is never met with any possible reduction.

The safe version P** in the same examples satisfies safety, deadlock-freedom and liveness. It is however
not fully terminating, since the cancel branch can be taken arbitrarily many times; and neither is it never-

terminating, since the login branch terminates in three steps. J
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8 Multiparty Session Types for the Multiparty

Session 7rt-calculus

This section introduces a local version of the multiparty session type system (i.e., without global types)
with a non-deterministic selection, extending the types presented in the original work [SY19a]. Because
we develop a counterexample guided framework, we do not aim for soundness as an inherent property
of the typing rules, unlike some variants of MPST. Yet, we need to show (1) our new error definitions are
sound with respect to the type system; and (2) for which subset of the processes, our error definitions are
complete. These properties enable us to link a counterexample found by the tool to the matching error in
the process. This chapter also details an error in the session fidelity theorem in Scalas and Yoshida’s work

[SY19a], and provides a fix, as it is a crucial theorem to our approach.

8.1 Syntax of the Types

The syntax of multiparty session types is defined below.

Definition 8.1 (Types). The syntax of multiparty session types is:
S, T == p&ielmi<5i>.81’- ‘ p@ielmi<5i>.8; ‘ end | ut.S ’ t

with [ # @, m; pairwise distinct, and S; is a closed type: we require recursion variables to be bound by a

recursion operator. We often omit end. 4

A term in the types corresponds to the behaviour of a specific channel as an endpoint (since channels
are directional in our framework), containing a model of the actions of this channel only; when a rt-calculus
term could make use of several channels in succession. This allows to have a model for the interactions of
each channel with the others, as they are the key participants in the system.

The syntax above describes in order external choice (branching) and internal choice (selection), inactive
types represented as end, recursive types, and finally type recursion variables. For choices, we first have
the target role p, then the set of possible choices described as labels m;, behaviour of the communicated data
(if applicable) as type S;, and the behaviour of the continuation of our endpoint if this choice was made as
type S!. Note the fact that we look at the behaviour of communicated data only, instead of the data itself:

this makes it possible to check the system communicates and works properly, while reducing the strain on
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model checking by not imposing the verification of big graphs of inter-dependent channels used as both

communicating endpoints and communicated data.

Example 8.2 (Types). The types corresponding to s[s], s[c| (unsafe version), s[a] and s[c] (safe version)

from Example 7.4 are:

login.a&auth(Bool), login.a@passwd(Str),
Sg = utc® < ) S5&" = uts& < >
cancel.t cancel.a&cancel.t
asswd(Str).s®auth(Bool), login.a®Ppasswd(Str),
Sa = ut.c& P < > < > 58 = ut.s& & P < >
cancel.t cancel.a®cancel.t

8.2 LTS of the Types and Type Safety

Types need to be used together in the form of contexts, in order to assign them to processes in the typing

discipline.

Definition 8.3 (Typing Contexts). ® denotes a partial mapping from process variables to n-tuples of types,
and I denotes a partial mapping from channels to types, defined as:
O = 0|06 X5,...,5 [:==0Q | T,x:S | T,s[p:S
The composition T1, T is defined if and only if dom(T';) N dom(T;) = @, where dom(T') denotes the set
of channels described in I'. We write s ¢ T if and only if Vp : s[p] ¢ dom(I') (i.e., session s does not occur
in I'). We write dom(I') = {s} if and only if Vc € dom(T') there is p such that ¢ =s[p]| (i.e., I only contains
session s). Finally, we write I' <I" if and only if dom(I') = dom(I") and Vc € dom(T) : T'(c) <I”(c), where

< is the standard subtyping relation defined below. a

Definition 8.4 (Subtyping). The subtyping relation < for session types is coinductively defined by:

Viel S;<T; S;gTi’ IC] Viel T;<S; SféTz’
7 ; [SuB-&] 7 = [SuB-@]
p&iciumi(S;i)-S; < p&iem(Ty). T PDicrm;(Si).S; < pBicrumi(Ti). T,
S{mts/t} <T S < T{mtT/t}
=——————= [SUB-end] =————————— [SUB-uL] == [SUB-uR]
end < end utS T S<utT ;

In Definition 8.4, rules [sus-&] and [sus-@] define subtyping on branch/select types: [sus-&] is contravari-
ant in both carried types and number of branches, while [sus-¢] is covariant in both. This formalises the
intuition of smaller types having more external choices and less internal ones. The rest of the rules are
usual in the literature: [Sus-end] gives that end is the only subtype of itself, and the recursion rules relate

types up-to their unfolding as coinductive subtyping prescribes.
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Example 8.5 (Subtyping). We can use a part of the types in Example 8.2 to showcase how subtyping works,

by showing that a supertype of S¢" can contain fewer capabilities in the branching action:

a®passwd(Str) < a®passwd(Str)

[SUB-&]

login.a®passwd(Str),
s& < s&login.a®passwd(Str)

cancel.a&cancel.S¢&"

[SuB-uL]

login.a®passwd(Str),
S = uts& < s&login.a®passwd(Str)
cancel.a&cancel.t

We introduce the LTS of the types in order to have context reduction, as well as to enable us to define

desirable properties for the types similarly to the processes.

Definition 8.6 (Typing Context Reduction). Reduction labels, respectively corresponding to (1) branching;
(2) selection; (3) communication, are defined as: a ::= s:p&q:m(S) | s:p@qm(S) | s:p,qm.

The typing context transition ~ is inductively defined by the rules:

kel Tc:S{us/ty 51
[r-o] p———T [r-x]
s[p]:a®icm;(S;).S) =" s[p]:S; LceutsS 5T/
kel rsr
[T-&] sp&eqm (Sr) [T-CONG] ——— 8 8
s[p]:q&eicmi(S;).8) “EEE, slp):SE Lc:S 5 TS
r, s:pdqm(S) r,l T, s:q&pm(T) FIZ T<S

[T-ComM]

SPAM oy
rl/ FZ ? 17 rz

We write T if and only if T = I” for some I and I' 2 for its negation (i.e., when there is no I such that
I 5 T'). The reduction T — I" is defined if and only if T ZPAR T/ for some s, p, q,m. We write T— if and
only if I' - I” for some I, and '/~ for its negation (i.e., when there is no I such that I' — I'"). We define

—* as the reflexive and transitive closure of —. J

The rules are standard [SY19a] and describe how typing contexts evolve after each (partial) commu-
nicating action, with < the standard subtyping relation described in Definition 8.4. In particular, selection
and branching are compatible for communication only when the payload types are compatible, which is
shown using subtyping; a reducing recursive type that was unfolded to show the reduction can be folded
and preserve the reduction; and we can concatenate both the redex and the reduct types with the same

typing context and preserve the reduction.

Definition 8.7 (Typing Context Safety). ¢ is a safety property of typing contexts if and only if:
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@pm(T)
is-o1 @(T, s[p):a®;cm;(S;). ;) = Vm,T: FS%}L

s:q&pm(T

(s-08] qo(r,s Qe mi(S;)-S), sla):péejeym(Ty). T]f) — ICJ, and Viel: T,<S;
( (s

(T, s[p]:q&;cmi(S;).5}) = Va, T :-r 22920,

(

(

[S-&]

S

51 @(T, spl:pt.S) = @(T, s[p):5{rts/1});

s—1 @) and T = I" = ¢(I").

We say T is safe, written safe(T), if ¢(I') for some safety property ¢. We define safe as the largest safety

property, i.e., the union of all safety properties. 4

There are two new safety items w.r.t. Scalas and Yoshida’s definition [SY19a], [s-¢] and [s-&]. Both are
formed on the same principle: if the typing context has a send (resp. receive) action available on s[p]
towards g, then it must not have a send (resp. receive) action immediately available on s[q] towards p.

Those rules allow to detect the wider range of errors introduced back in Definition 7.5.

Example 8.8. Form the following typing context from Example 8.2: I = s[s|:Ss,s[c]:5¢", s[a]:Sa. This
typing context is not safe, because one of its reductions after unfolding does not respect [s-&]. Thus, it then
does not respect [s-—] and [s-u]. By contradiction, suppose safe(I'). Then, by [s-u] we have safe(I"), where
I’ is:

login.a&auth(Bool).end, [ login.a®passwd(Str).end,

s[s]:c® ,s[c]:s& ,
cancel.Sg cancel.a&cancel.S¢"

passwd(Str).s@auth(Bool).end,
sla]:c&

cancel.S,

In turn, by [s-—] we deduce safe(I""), where:

asswd(Str).s@auth(Bool).end,
I = s[s]:Ss, s[c]:a&cancel.5¢", s[a]:c& P (Str) < )

cancel.S,

But I' does not validate [s-&]. Thus, I is not safe, so I is not safe either. a

8.3 Typing Rules

We now justify our error definitions satisfy type soundness. The type system uses two kinds of typing
contexts: O to assign an n-tuple of types to each process variable X (one type per argument), and I' to map

variables and channels with roles to session types. Then the judgement is defined as:
OFP» T (with © omitted when empty) (8.1)

meaning: “given the process types in ©, P uses its variables and channels linearly according to I'.” In this

context, using the channels and variables linearly according to I' means that the process follows for each
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O(X)=S51,...,5 §"<S Viel.n ¢;:S;iF ciend end(T)
[T-X] — oy [T-Sus] [T-end] ———— [T-0]
OF X:S5,...,8, c:SFc:S end(c1:S1,...,cn:Sn) OF0» T
OF X:5,...,5, end(l"o) Viel.n T;Fc¢:S; [-CaLL] OFP»I; OFDP»I, (-]
-CALL -
@FX(cl,...,cn>>1"0,1"1,...,1"n @I—P1|P2>F1,F2
O, X:S1,..., Sub P xSy xniSy  OX:Sy,. Sk QR
OF def X(x1:51,...,%4:5,) =PinQw» T
rhr c:q&ielmi(5i>.S§ Viel OF P » F,yi:Si,c:S;
[T-&]
O F cq] Ciem;(yi:Si).Pi» I, Ty
I+ Clq@,’e[mi<si>.5; vViel T;+d;:S; OFP» r,C:S;
[T-®]
O F cla|®icmi(d).P; » T, T1, Uier T
I' = {s[pl:Sp},c; ¢(I") sgI ©FPpT,I'
[T-v]
OF (vs:I') P T ! ¢ a safety property

Figure 8.1: Typing rules for the multiparty session 7r-calculus

of them the actions supported by I for that object in a linear pattern: it executes each action for each type
only once, after which the action is consumed from the type and unavailable to the process. The typing
rules are shown in Figure 8.1, with highlight on the non-deterministic selection.

Typing a process call is done through having the process variable associated in ® to as many types as
it has arguments, and those types should be the ones expected for said arguments in order, matching with
the types of each argument present in the typing context I. A parallel composition is typed by simply
concatenating the typing environments of both sides, which means that we can only type parallel pro-
cesses that use disjoint sets of subject channel endpoints (sc(P) Nsc(Q) = @). When typing a process
definition, since the process variable can appear in both the defined process (allowing recursion) and the
target process (right-hand side of the “in”), we type each of them with the process variable in the typing
environment, but the definition itself being a binder for the process variable used, it does not appear in the
typing of the whole definition; and neither do the variables in the typing context, while they appear in that
of the defined process (right-and side of the equal, left-hand side of the “in”): they are instead annotated
to each variable in the process variable part of the definition (left-hand side of the equal).

When typing a branch or select construct, each branch continuation is typed separately in the premises,
and a typing context is build around the behaviour of the channel in each branch. For branching, the
types of the bound variables are absent from the typing context of the conclusion, since they are bound,
but is annotated to the process, like the types of the variables for the arguments of a process variable in a

definition. For selection, the types of the payloads are present in the typing context of the conclusion, as
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they can be used by recipient processes, thus being made available through the combination of this rule
and the parallel composition rule. Finally, typing restriction is done by isolating all the types of channels
with roles on session s, thus we decide to verify at this moment that the typing context formed by all those
endpoints is safe (Definition 8.7). This environment is then annotated to the restricted session name in the
process, and absent from the typing environment in the conclusion of the rule.

The four rules at the top describe meta-typing rules, the first one is how we check that a typing envir-
onment types a process variable properly, the second rule is how we define for a typing context to type
a channel, and the last two give what we call an inactive environment: the end() operation defines an
environment in which all channels are inactive (typed by end), with the empty environment being trivi-
ally inactive. An inactive process can only be typed by an inactive environment — including the empty

environment.
Lemma 8.9. The following rule for the shortcut is deduced from the typing rules:

©,X:S1,...,Sa FPw» x1:51,...,x4:S;, end(Ty) Viel.n T;F¢:S;

[T-rec]
O+ yX(xlzsl,.. .,xn:Sn).P<c1,. . .,Cn> » I, Tq,...,T,

Proof. By combining [T-CaLL] and [T-def], and annotating the argument variables in the shortcut in the same

way they are in the process variable definition in the conclusion of [T-def]. O

Example 8.10. The authenticator of our running example is typed as follows. Let I'1 = s[a]:S,, some Iy

) passwd(Str).s@auth(Bool), ] ,
such that end(Ty), and S, = c& . Using [sus-uL], we have that S, < S,,

cancel.S,

passwd(Str).s®auth(Bool),
where we remind S, = ut.c& . Then:

cancel.t

x:s@auth(Bool) - x:s@auth(Bool) X:S, + 0 » x:end

[T-e]
X:S, - x[s]@auth(tt) » y:Str, x:s@Gauth(Bool)
S, <Sa X:S, F X:S, x:S,F x:S,
——F [T-SuB] [T-CALL]
x:Sa b x:S) X:S, = X{(x) » x:5,

[T-&]

d(y). @auth(tt),
X:Sa F x[c| L passud(y).xls|Gauth{rt) > x:S, end(I) I Fsa]:Sa

cancel.X(x)

T_
OF Pow T, Ty [Torec]
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1. T is safe, written safe(T'), if and only if it satisfies a safety property as described in Definition 8.7
2. T is deadlock-free, written df(T'), if and only if: I —*I"-4 implies end(I")

3. T is terminating, written term(T), if and only if: T is deadlock-free, and there is j € N such that for

alln >jI'=Ty—TIy —--- — T, implies end(I',)
4. T is never-terminating, written nterm(I'), if and only if: T —*I” implies I'—
5. T'is live, written live(T), if and only if: ¢(T), for some ¢ such that

iL-&1 whenever ¢(I”,s[q]:S) with S =p&;em;(S;).S}, JieI: AT": T',5[q]:5 —*T",5[q]:S}
iL-o1 whenever ¢(I”,s[p]:S) with S=q®;cm;(S;).S}, Vie I: Ar": T’,s[p]:S=*T",s[p|:S!

ts-u1 (I, s[p]:pt.S) = (I, s[p]:S{rt5/1});

is-—1 ¢(I') and T = T" = ().

Figure 8.2: Properties of typing contexts

8.4 Properties of Typed Multiparty Session Processes

With the type system above, we can expect to express our safety and liveness properties in the types world,
where they are easier to model check thanks to the erasing of data dependency in the reductions.

In Figure 8.2, we define a list of desirable properties of the typing contexts. Safety is as defined earlier;
deadlock-freedom is achieved when a typing context stops reducing only when it has no more available
actions; a typing context is terminating when it is deadlock-free and the number of its reductions in any
path is bounded; never-termination is on the contrary when there is always a reduction possible, whatever
the previously chosen actions; and finally a typing context is live if (1) whenever a branching action is
available, one of its branches can eventually be reduced, (2) whenever a selection action is available, all its

branches can eventually be reduced, both of those at all times.

8.5 Relating Properties Between the 77-calculus and the Types

Figure 8.3 shows the relation between properties on the processes and properties on the type system. We
need four main theorems in order to relate all of our desired properties accordingly and make sure the
model checking of types proves that our properties are respected by the corresponding 7r-calculus process.

First, like Scalas and Yoshida [SY19a], we have Subject Reduction, since we extend their framework:
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Multiparty Session
mt-Calculus Properties

,,,,,,,,,,,,,,,

Completeness
(Theorem 8.22)

Multiparty Session
Types Properties

,,,,,,,,,,,,,,

Process Safety

’ Type Safety

Subject LTS availability

Soundness (Theorem 8.16)

Reduction (Proposition 8.28)

Properties Session Fidelity

Reduction

Properties

(Theorem 8.29)

Verified by Model
Checking (Figure 9.1)

Figure 8.3: Relation of the 7r-calculus properties, types properties and model checking

Proposition 8.11 (Subject Reduction). Suppose F P » T, safe(T'),and P — P/, then there exists I safe such

that: T —*I"and - P/ » I".

We will need a few basic lemmata for some cases, so we prove them first:

Lemma 8.12 (Substitution). Assume ® = P » T',x:Sand I |- s[p|:S, with T, T" defined.

Then, © + P{slpl/x} » T, T".

Proof. A standard induction on the typing judgement, where the case is made on the last typing rule ap-

plied. Special care is taken for rule [T-]|, where only one of the two processes can use the substituted

variable, and thus only this one applies the substitution non-trivially.

Lemma 8.13 (Typing Inversion). Assume © = P » I'. Then:

1. P = 0implies end(T);

2. P =def X(x1:51,...,%1:S) = Q in P’ implies:

(a) ©,X:51,...,5, F Q®» x1:51,...,x,:5, and

(b) ©,X:S,...,S, P »T;
3. P=X({c1,...,cn) implies:

(a) OF X:Sq1,...,5u;

(b) T =Ty, Iy,..., Ty

(c) end(Ty);

(d) Viel.n:T;Fc;:S;

4. P = (vs:I") P implies:
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(@) s¢T;
(b) T" = {s[p]:Sp}per;
(c) @(I") with ¢ a safety property and

(d ©F P » I,
5. P = Py | P implies:

(a) T =T4,T, such that
(b) @+ Py » T and

(c) OF Pyw» Iy,
6. P = c[q]®jcm;(d;).P; implies:
(a) T =Ty, T'1,T such that
(b) T1 b c:q®iem;(S;).S; and
(c) Ip=UjeTiandVie I:T; - d;:S;and
(d) Yiel:O®F P;»Ty,c:S;
7. P = c[q]Ciem;(yi:S;).Pi implies:
(a) T =Ty, T'q such that
(b) T1 F c:q&jcmi(S;).S) and

(c)Viel:OF P;» Fo,yi:Si,c:Sf;

Proof. This follows straightforwardly from the rules in Figure 8.1, as they are syntax-driven. For each P in

cases 1-7, the typing judgement can be obtained by exactly one rule, specifically:
¢ case 1 by rule [T-0];
¢ case 2 by rule [T-def];
e case 3 by rule [T-CaLL];
e case 4 by rule [T-v];
e case 5 by rule [T-]];
* case 6 by rule [T-¢];

* case 7 by rule [T-&]. O
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Lemma 8.14 (Subject Congruence). Assume © =P » T and P = P'. Then, ® - P’ » T. 4

Proof. By observing the cases where P = P’ holds and using the Inversion Lemma (Lemma 8.13), it follows

from the typing rules:

e commutativity and associativity of parallel composition are straightforward, splitting I' between the
parallel components using Lemma 8.13, then rearranging them with the order of the terms or of
the compositions switched around, which ends up to I' since composing typing environments is not

order dependent;
e for P = P |0, we can type 0 with @&, since trivially end(?), and use [T-|};

e when P = (vs:I") 0, using Lemma 8.13 twice gives us that end (T, I"”), thus end(T), allowing us to
apply [T-0;

¢ simplifying a definition whose target process is 0 works the same as the previous item;

e when P = (vs:I") (vs":I"") P/, by applying Lemma 8.13 twice, then [1-v] twice in the reverse order, we

get the result, using the fact that by constructions ¢ I, and s’ ¢ TasT C I, T”;

e when P = (vs:I") (Q| R) with s ¢ fc(Q), using Lemma 8.13 twice with the fact that s ¢ fc(Q) shows
that ® - Q » I'1 and ® - R » I'p, I, allowing to then apply [1-v] to R, then [1-]] to Q and (vs:I") R;

* commuting a restriction and a definition works the same way as the previous one, but with [T-def]

instead of [T-|];

e commuting two definitions works similarly as well, using Lemma 8.13 twice and using the fact that

the defined process variables to not intersect and are not in © either by construction to rebuild the

typing with switched definition order. O
Lemma 8.15 (Subsumption). If@ =P w» T'and T <TI',then © - P » T". N
Proof. By combining rule [T-sus] with the other rules in Figure 8.1. O

We can now prove Proposition 8.11:

Proof. For a reduction, we have either P = P’ or P ZRAR, P, We will work by induction on the structure
of P, since those reductions can be the result of their own rules or inside a context.

First, note that P’ cannot contain an error, because this would contradict the safety of T, since an error
can only occur as the result of rules [11-Err], [00-Err] Or [Mism-Err], and those directly contradict the first three

items in Definition 8.7.
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Base cases:  ® Rules [com] and [R-Com] both use the first and last items in Definition 8.7, as well as the

typing reduction rule [r-Comm];
* Rule [Tau] uses one of the previous cases and the restriction typing rule, such that I'=T;
® Rule [Der-1] is a substitution, and thus uses the [T-def] typing rule combined with Lemma 8.12.
Inductive cases: ¢ For [res], we have that PO(vs) Py — (vs) P} = P’ and by induction on P), we have

Iy, = I',Ts such that + Pj » T and I is safe. Then by restriction over s using [T-v], we have

F P’ » I’,and I" is safe, as it is contained in I'j which is safe;

* [Der-2] works similarly but with the [T-def] typing rule instead, and thus the type of the subprocess

we use the induction hypothesis on is the final type;

* [Par] works by induction on the reduced subprocess — the left one in the rule description. The
composition of safe typing contexts is safe, thus since the left side has a safe type by induction
hypothesis and the right side has a safe type as it is part of the original typing context for P,

using the [T-[] typing rule gives a safe typing context;
¢ Finally, rule [=] is a case of Lemma 8.14 on both sides. O
With that, we have that type safety is sound.

Theorem 8.16 (Type Safety Soundness). Suppose + P » I' and safe(I'). Then for all P’ such that P —* P/,

P’ has no error. g

Proof. Suppose F P » T and safe(T). Let us prove by induction on # that for all s, P’ such that (vs) P =

Py — ... — P, = P/, P! has no error subterm.

Base case: if n = 0 then P’ = (vs) P which has no error, since it is typeable. Furthermore, its type is safe.

Induction: Suppose for n > 0 that for all s, P, such that (vs) P = Py — ... — Py, P, has no error and has a
safe type. Let s’, P’ such that (vs') P = Py — ... P, — P, = P'. By induction hypothesis, P, has no
error subterm since it has a safe type. Then by Proposition 8.11, P’ also has a (safe) type, thus has no

error subterm.

This proves, by induction, that for all n > 0, for all s, P’ such that (vs) P = Py — ... P, = P/, P’ hasno

error. Thus, for all s, P’ such that (vs) P —* P/, P/ has no error. O

Remark 8.17. Type safety is sound, but is not complete in the general case. Below is a counterexample that

behaves safely in every regard, but cannot be typed with a safe type w.r.t the typing system. J
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Example 8.18 (Type unsafe, yet reduction safe process). Process P | Q, with

P = s[p][q]@resp(s’[q]).s[p][q] ©m (s'[x]).s'[p] [a] Lm1 (x).8"[p][a] Lma () -s[p] [a] ©m1 (y).0,

Q = s[q][p]Lresp(x).s[a][p] &

is typed by the following environment:

, ) m; (end).p&m, (end).end
s[p]:q®resp(Sy).q®m (end).q®m; (end).end, s[q]:p&resp(S,) .p& ,
mp (end).p&m; (end).end

m; (end).p@®my(end).end
s'[p]:q&mi (end).q&m; (end).end, s'[q]:S, s'[r]:end with S, = p® 1(end).pOmz(end)

mp (end).p®m; (end).end
This typing environment is the most restrictive, yet it is not safe: s’[p] can only receive on label m;, but s'[q]

can send on either m; or my. 3

Since type-safety is not complete in all generality, we achieve completeness for a subset of the typed

processes, defined below:
Definition 8.19 (Unique-Role Process). Assume @ I P » I'. We say that P:

1. has guarded definitions if and only if in each subterm of the form
def X(x1:51,...,x,:S,) = Qin P, for alli € 1..n, S; £ end implies that a call Y{(..., x;,...) can only

occur in Q as subterm of x;[q]¥jem;(y;).Pj or x;[a] ®jemi{c;).P; (i-e., after using x; for input/output);

2. only playsrolepins, by, if and only if (i) P has guarded definitions; (ii) fv(P)=Q; (iii) I =T,s[p]:S
with S € end and end(Ty);
(iv) in all subterms c[q]Y ;e m;(x;:S;).P; of P, for alli € I, x; ¢ sc(P;) (or equivalently, S; < end);

(v) in all subterms (vs":I") P’ of P, we have end(I").
We say “P only plays role p in s” if and only if II" : @ P » I, and item 2 holds. J

This subset of processes is composed of processes that, at any point in their execution, use a unique
role in a unique session for all future actions. The newly added Item (iv) in comparison to the original

work [SY19a] will be explained in detail later.

Remark 8.20. Each subprocess of our running example is a unique-role process, as they all use one unique

channel from beginning to end. J
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Definition 8.21 (Partial Subtyping). The partial subtyping relation < is coinductively defined by:

Viel SIST viel SIST
- = [PSUB-&] - = [PSUB-3]
p&iciumi(S;).S; S p&icmi(T;). T; P®iemi(S;).S; S pDicrumi(T;). T}
S{uts/y < T S < T{nT/e)
——— [SuB-end ———————— [SUB-L] —————— [SUB-uR]
end < end [Sup-end] utS ST o S S utT o

We now state type safety completeness for unique-role processes: if a process behaves well and is

typeable, then it accepts a safe type.
Theorem 8.22 (Type Safety Completeness for Unique-Role Processes). Suppose - P » T, with:

1. P = _ Py, and each P; only plays p in s;

2. =Ty 'y withT; = {s[p}:Sp}pg;

3. VP’ such that P —* P/, P! has no error.
Then there exists I'” = T, '] such that - P » I”, safe(I") and T’} < Ty. N
Proof. Suppose = P » T, such that:

1. P= ]pe Pp, and each P either is 0 (up-to =), or only plays pins;

2. T =Ty I'y withT'; = {S[p}:sp}pgl;

3. VP! such that P —* P/, P’ has no error.
To prove : there exists I" = I}, I’} such that + P » I”, safe(I’) and I'} < Ty. To prove this, we will
propose a way to build the typing context I’. First we abstract the payloads from the typing context
by producing adapted abstract typing rules to replace the selection and parallel composition rules. The
abstract typing environment obtained is then unified to replace as many abstract payload types as possible
with the type the corresponding receivers expect.

We then ensure the set of labels for the typing context of senders and receivers match the set of labels
of the corresponding part of the process, which are the minimal sets of labels for the typing rules to work
with the order described by (partial) subtyping. Following the process structure with modified typing

rules ensures the unicity of our construction, with the replacement of unidentified abstract variables with

end types.
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Step 1: abstracting payloads. By induction on P,I’, we construct the typing tree of = P » I' and modify
it by introducing unification variables « as continuation for the types of sent data, effectively constructing

a new type environment I'y where « is a type variable for the unification:

I Fcg®n(S).8 Thtd:S ©FPwT,c:S
O+ C[q]EBm(d)P » I, I,1

[T-e]

Goes to
I Fcgdm(n).S Inkda OFPeT,c:S agl

Gl c[q]@m(d}P »I[,1,1>

[T-®-a]

We also add a condition on parallel composition: the unification variables from both sides must be
disjoint (free up-to-renaming of those variables on one side of the tree):

OF Py Iy OF Py, a(rl)ﬂa(Pz) =Q
®}—P1|P2>1"1,1"2

[T-|-a]

We then use the type Iy, and unify the unification variables with the corresponding receiving types.
Linearity of sessions ensure that there will be unicity for each unification variable of their receiving end, if
a receiving end exists. The remaining unification variables after unification can safely be replaced by end,
as it means the corresponding sender is non-existent. This process guarantees the partial subtyping of the

active part of the types between original typing context and the safety-enabled one we compute anew.

Step 2: Minimal extraction for actions. Since there is no merging required in the current case, because
of the definition of unique role processes following session fidelity, it can be done at the same time as the
construction of I'y. All that is needed in this case is to replace the typing clause for the main action in send
and receive statements with the type that matches the action exactly, that is the minimal type for which the
process will typecheck. For example, with the above rule for sending, we get:

I =c:qgbm(a).S' - c:goma).S" Tobda OFPw»T,c:S agl
Ot c[q)®mn(d).P » I,T1,I;

[T-®-a]

This minimal extraction process uses both subtyping and the typing rules to ensure that the types show
the same capabilities as the processes, in particular receiving types will not have fewer capabilities than
their associated processes and sending types will not have more, because of the uniqueness of endpoint in
each parallel subprocess.

Unification is a standard procedure in algorithmics, and here the unicity of the unification variables is
guaranteed by the typing rules. There may remain non-unified variables, in the case of sends without a
matching receive, but those can be freely replaced with end if we wanted the type to be closed, or left as

is.
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Remark 8.23. Note this process could allow for implementing proper minimal type extraction from a safe
process, since we need only use the typing rules modified for unification to obtain a type that corresponds

to the process capabilities. This is however out of scope in this work, we shall now finish the proof. 4

Summary and conclusions. Safety comes for free, since the types exactly match the process in capabilities
thanks to minimal extraction and unification: labels of send actions can always be received if there is
a communication on that endpoint (minimal extraction), and types of sent data will match exactly the
required type of the receiving end, giving us subtyping of delegated endpoints for free (unification). The
clause for receiving data in Definition 8.19, Item 2.(iv) makes it so the types do not use merging, which was

the only possible cause of unsafe behaviours in the types when the process behaves safely. O

Example 8.24. Take Examples 8.2 and 7.4, using the safe version P = P | P& | P,. Then Ps (resp. P&,
P,) only plays role s (resp. c, a) in s, and P never has any error during execution. Thus, extracted
types from this process are safe. In this case, they correspond to the types given in the example: I' =

s[s]:Ss, s[c]:5&™, s[a]:Sa. N

In fact, due to the restrictive nature of the unique-role subset of processes, we can construct a type from
a process that follows the premises of Theorem 8.22 by simply using the typing rules and ensuring the
typing of all payloads to be end. It makes a basic form of type inference for the subset of processes on
which we can ensure proper verification from automatically generated types.

We also prove subject LTS reduction, first for a simple step where if a process that reduces following an
action has a safe type, and that type is minimal, then the type admits the same action for reduction.

We begin with the one-step version of subject LTS reduction. We start by saying that a safe type I is
minimal for < to type P if = P » I and the types for selection and branching are minimal for <. That is
the case when the sets of labels presented in the typing context for branching and selection match exactly
those of the processes at the same position, and this applies inductively to the continuations and to the
payloads. This characterisation of minimality comes from the definitions of subtyping and of the typing
rules Definition 8.4 and Figure 8.1 and the safety enforcing the labels of the selections to be contained in

the labels of their matching branchings.

Proposition 8.25 (Subject LTS Step). Suppose - P » I' where safe(T’), T is minimal for < to type P, and
[4
P L P'. Thenif ¢ # 7, then T mﬁ else - P’ » I where [{]; denotes a mapping of LTS labels from

processes to types defined as:
* [s:p&q:m(di)]r = s : p&q:m(Sk) if ' F s[p]:q&;cm;(S;).S; and k € I,
o [s:p<dq:m(di)]r =s: p®q:m(Sk) if ' F s[pl:qPicm;(S;).S; and k € I,
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° [[S p<q: mk(dk)ﬂr =s:phq: mk(Sk) ifI'+ s[p]:q@ielm,(sl-).S; and k € I,

* [s:pa:mlr=s:pq:m.

Proof. We prove this by induction on the last rule of the typing tree. We treat the base cases first:

:p&eq:my (d
spdeamy (d), DP{d/x,} = P'. We type P from [T-&I:

* P =spl[a]Xicmi(xi).P;
I, - S[p]:q&ie[mi<si>.sl{ Viel OF P » Fl,xi:Si,s[p]:Sf

O  s[p][a]Xiemi(x;:S;).P; » T'1, T2

[T-&]

This is where minimality is important, especially I'; should be minimal so it contains every label in
P, i.e. F2 = s[p]:q&,-elmi<5i>.52.

We can reduce I'; with [r-&] on the same label as P:
s:p&q:my (S)
s[p):a&icm;(S;).S; ———— s[p]:S} =T}

Hence, the result, by [r-cong].

* P = s[p|[q]®icim;(d;). P! spdamld), P[. We type P from [T-o]:

I+ s[p]:q@ielmi<5i>.5§ Viel T;Hd;:S OF Pi/ > Fl,S[p]:Sl{
© - s[p][a] ®iemi(d;).P} » T'1, T2, Uier T

[T-&]

While minimality is not needed for this case, as we are sure to contain more labels in I'; than in P by

subtyping, for our use case it does not harm to suppose I'; = s[p]:q®;cm;(S;).S!.

We can reduce I'; with [r-o]:
s:pDqmy (Sk)
s[pl:a®iemi(S;).S] ——— s[p]:S =T}

Hence, using [r-Cong], the result.

e P=(vs') P 22926, pryith P SPanE, prand ¢ # s. We type P from [T-v]:

1"1 = {S,[p]isp}pel q)(l—‘1> s’§E1" OF P1 > F,F1
OF (vs:T1) P » T

[T-v]

. . . sp@qm(Sy) ., .
By induction on © - P; » I',T';, and since s ¢ dom(I';), we get ' ———— I”, allowing to con-
clude.

s:p<iqmy (dy) s:q&epimy (dy)

o P =P | P, 22 p/| P) = P with P,

OF P »I; OFP»I;
@I—P1|P2>F1,F2

P{, P, Pj. We type P from [1-]I:

[T-1

By inductionon © - P; » I'y and © - P, » I';, we get
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s:pBaqmy (Sk)
— Ty = I11,8[p]:q®iem;(S;).§) —— 2% ', s[p):Sk

s:q&pimg (Ti)
4

- Ty =Ty, s[q]:p&icmi(T;). T} I, 8[q]:Ty.

FromI' = I';,I'; safe, we get I C Jand Vi € I, T; < S, in particular Tj < Si. With [r-comm] we get

I, I M, allowing to conclude.

s:p<iqmy (s’ [r]) s:q&pmy (s’ [x])

P = P | P, 2% (vs') (P] | Py) = P’ with Py P} and P, P}. We type P

from [T-|]:
OFP»I; OFP»I,

OF P |P2>1"1,1"2

[T-1

By inductionon ® = P; » I'1 and © - P, » I, we get

s:p®aq:my(Sg)
— Ty = Tyy,s[pl:a®iemi(S;).S) ———" T1y,5[p]:S}

s:q&pimy (Tj)
-Ip= F21,S[q]2p&l‘€]mi<Ti>.Ti/ AT, F21,S[q]ZT]i.

From I =TI,T; safe, weget ] C Jand Vi € I, T; < S;, in particular Ty < Si. With [r-comm] we get

I, T m, allowing to conclude.

P = (vs) P, = (vs) P, = P’ with P, TRAR, P;. We type P from [T-u1:

Fl = {S[p]ZSp}pel q)(F1) s§é1" O+ Pl > 1",1"1
OF (vs:T1) P » T

[T-v]

By induction on © - P; » I',T; and with s € T, we get I'y RN I and © - P] » T, T. We then
conclude with [T] again:

I} = {s[p]:Sp} pe; o(T)) s¢I O©F P/ »I,T]
OF (vs:I)) Py » T

[T-v]

P =def X(xy,...,x,) = Py in (X(s1[py],...,sulp,]) | Q) = P’ with
P = def X(x1,...,x,) = Py in (Py{s1[p1)/x;} - - - {sx[Pu]/xs} | Q). The typing goes like this with I' =

1"1,1"2:
0,X:51,...,5, F Py» x1:51,...,%,::Sp
@,X:Sl,. . .,Sn F X<Sl[pﬂ,...,sn[pn]> | Q > 1"1,1"2
- [T-def]
O F def X(xl:Sl,...,xn:Sn) = P; in (X<Sl[pl],...,5n[pn]> | Q) » 1,1
Then:
®,X:S1,...,Su F X{s1[p1), - - - sulp,)) » T Q,X:S,...,8:, FQw» I, -y

0,X:51,...,5; F X<Sl[p1],...,sn[pn}> | Qw» Iy, I
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And to finish the interesting part of the tree:

®,X:Sl,...,Sn H XZSl,...,Sn 1"1 :1“10,1”11,...,1"17,
end(l“lo) Viel.n TIyF sl-[pi]:S,-
@,X:Sl,.. .,Sn [ X<Sl[p]],. . .,Sn[pn]> » Fl

[T-CALL]

Then, we extract the left hypothesis from [T-def] and use Lemma 8.12 to get
©,X:51,...,Sy F Py{silpi)/xy } - - {snlPul/xn } » T1q, .., Ty
From there, using [1-]] along with Lemma 8.14, we get:
©,X:S1,...,Sy b Py{silpil/xy } - - - {snlPul/xn } » Tq

Using that and its subtree to replace the subtree expanding from [T-CaLL] on the left side of rule [T-]],
we get:

O I def X(xlzsl,. . .,xn:Sn) =P in (Pl{sl[Pl]/xl} cee {Sn[Pn]/xn} | Q) » I
allowing us to conclude.
P=(vs) Py EN (vs) P; = P’ with Py 4 Pjand s ¢ fn(). We type P from [T-v]:

I = {S[P]:Sp}pel p(T1) s¢T' Ok P »TI,T
OF (USZFl) Piy»T

[T-v]

14
By induction on ® - P; » I',T; and with fn(¢) Ndom(Ty) = @, we get (1) if £ # 7, T ﬁ and
conclude, (2) else © Pl’ » [, I'; and conclude with [T-v]:
I = {s[p]:Sp}pel (p(l"l) S¢r @FP{ » [,
OF (vs:ITh) Py » T

[T-v]

P = defX(xy,...,x,) =Qin P, 5 defX(xy,...,x,)=QinP = P/, with P, 5 P! and
fin(¢) Nbn(X(x1,...,x1) = Q) = @. The typing follows:

0,X:51,...,5;, = Q » x1:51,...,%::Sy 0,X:51,...,5; H Py T
OF def X(x1:51,...,%1:5,) = Qin Py » T

[T-def]

Then, by induction on the right hypothesis from [T-def], we conclude in the same way as before,

injecting P] in the typing rule for the ¢ = 7 case.

P=DP|DP EN P{ | P, = P/, with P, EN P{ and bn(¢) N fn(P,) = @. The typing goes with

[ =Ty,Ty
OFP»I; OFP»I,

OF P |P2>1"1,1"2

[T-1

Then by induction hypothesis on © - P; » I'; we work the same way as the last two cases again,

using [r-Cong] if £ # T.
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¢ The other parallel case is symmetric with induction on ® = P, » I'5. O

To generalise that, we wish to have a conservation of type minimality through reduction. While this
is not possible in the general case due to the necessity of extending types when a subprocess has several

roles to play, it is conveniently the case in our narrow subset of unique-role processes.

Example 8.26. To show that in general type minimality is not carried over by reduction, we look at the

following example:

Its minimal type would be:

m; (end).end m; (end).end m (end).r&{m; (end).end, m (end).end}
s[pl:q® , s[r]:q® , s[a]:p&
mp (end).end mp (end).end mp (end).r&{m; (end).end, m (end).end}

This is because we need to merge the types of both branches for s[r] when building the selection on p to be
able to apply [T-e]. However, we can wee that after one reduction step, the type of s[r] will not be minimal
to type the continuation that was chosen in P in either case, as the typing contains two branches but both

continuations only have one. N

Proposition 8.27 (Type Minimality Conservation). Assume @+ P »I', where I’ is safe and minimal for <
to type P, P = ’p < Pp, each Py either is 0 (up-to =), or only plays p in's, and P — P'. Then there exists I

safe such that ' —* I/, - P/ » I” and I is minimal for < to type P’. 4

Proof. By Theorem 8.16, we deduce that P’ has no error because I’ is safe. This means that the reduction
is necessarily due to a communication, whether explicit or captured ba a restriction; or the result of a
definition expansion. The definition expansion case holds because the minimality holds for P if, and only
if, it holds for both sides of the definition, and Lemma 8.12 replaces exactly one variable with one channel
with the same type.

Let us treat the case of a communication. By Definition 8.19, we further deduce that this communication
has to be explicit, as any restricted session has to be inactive due to typing restrictions. It also gives us that
both sides of the communication happen in two distinct subprocesses, suppose P, and Py. This means that
their respective typing environments I'; and I'y are minimal as well — otherwise their composition would

not be minimal.
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Minimality holds for rules [T-@] and [T-&] if the respective structure is typed with the exact same labels,
no more or less, and each continuation has minimal typing, since each term can only play one role in s.
Thus, after reduction the typing for each continuation is minimal, the existence of the reduced type for
each subprocess being guaranteed by Proposition 8.25. Any context around each of them keeps minim-
ality by construction of their respective typing rules where we substitute the original term for the chosen
continuation. Then, parallel composition for minimally typed processes is minimally typed, as for when

we took the composition apart earlier. O

Proposition 8.28 (Subject LTS Reduction). Assume @F P »I', where I' is safe and minimal for < to type P,

P = |P c IPP, each P, either is 0 (up-to =), or only plays pin s, and P —* P’ i) Then for some I’ such that

P w»I',ifl #1,thenl —* T’ &ﬁelser—ﬂ‘l”. a

Proof. By Proposition 8.27 applied to each reduction step between P and P, we get the existence of I safe
such thatT —* I/, F P/ » I and I is minimal for < to type P’. Then, by Proposition 8.25, since I" is safe

and minimal for < to type P/, we get the last step on /. O

Note that the reduction is either an explicit communication or a T-action, so the typing context for the
reduced process is safe by [s-—] or equality, respectively.

In this subset of unique-role processes, we now revisit the session fidelity theorem, which brings reduction
properties from types to processes. Specifically, if a P is composed as above and further has a safe type I',
then if I' reduces: (1) P also reduces following the same path, and its reduction is typed by the reduction

of I'; and (2) the reduced process is also a composition of unique-role subprocesses.

Theorem 8.29 (Session Fidelity). Assume @ P »I', where I is safe, P = |pe IPP’ and each P, either is 0
(up-to =), or only plays p in s. Then, = implies 31", P’ such that T —I”, P —* P’ and @+ P’ »I", where

P = ]pe ;P and each P} either is 0 (up-to =), or only plays p in s. 4

Note the new and highlighted Item (iv) in Definition 8.19, not present in the previous work [SY19a].
Indeed, the original definition did not take into account variables bound by reception; but their type does
not appear in I, and that can break the session fidelity theorem [SY19a, Theorem 5.4], which is the same as
ours. We show a counterexample that breaks session fidelity with the original definition from Scalas and

Yoshida [SY19a], without Item (iv):

Example 8.30. Let P = P, | Py, with:

P, = s[p|[a]®m(s[r]).s[p][q]Tm(x).x[q]®m(s[p]).0
Py = s[q]p]Xm(x).s[q][p]®m(x).s[q][r] Cm(x).5[q] [p] Lm(y).x[q] Sm(0).0
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We have the following typing judgements:

F P, » s[r]:end,s[p]:q®m(end).q&m(qPmn(end).end).end
F Py » s[q]:p&m(end).pEm(end).r&m(q®m(end).end).p&mn(end).end
Hence P, only plays role p in s and Py only plays role q in s.
Let Sy = q®@m(g®m(end).end).end. Then the whole process P also accepts the following typing con-

text, which is valid, safe, as well as deadlock-free:
s[r]:Sy  s[p]:a®m(S;).q&m(S;).q®m(end).end

s[q]:p&m(S;).p®m(S;).r&m{qdm(end).end).p&m(end).end

However, after 3 reduction steps for the process, we get P —3 P’ = 0| s[q][p]n(y).s[p][q] ®mn(0).0 with
the right side playing both roles q and p in s, breaking the conclusion of the theorem.

Furthermore, this process is deadlocked, indicating that there was an issue: the goal of the session fidelity
theorem is to show correspondence between reduction-related properties being true on the types and their
counterparts being true on the processes. The deadlock-freedom property not passing this test gave us
good reason to look that it also broke the theorem itself.

In our revised framework, P, is no longer unique-role, fixing this issue. 4
We now show the proof for Theorem 8.29:

Proof. Suppose I'—, then:
Weknow P = | _ P, and @ P »T. Thus, by Lemma 8.14: O | _ Py »T.
LetI' = T, s[p]:q®iecm;(S;).S}, s[q] :p&]-e]mj<5;/>_5;,//
then I C Jand Vi € I, S/ < S; by safe(T).
There are four cases: (1) neither P, and Py is a definition, (2) (resp. (3)) P, (resp. P,) is a definition, and
(4) both are definitions.
We treat the first case: let P, = s[p][a] ®kexmi (s’ [1]). Py,
and Pq = s[q] [P]ZleLml(xl)-Péz-

We get:
e for Ppy:
- by hypothesis, P, only plays role p in s by
1—‘P‘ = 1—‘PO/ S[p] :q@kEKmk<Tpk> 'Tl/)k/ {Sl [Ik] :Tpk}kEK
- by typing rules, K C [;
- by hypothesis, end(I'yo) and Vk € K, Ty < end
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- letk € K, if P;/)k # 0, implying T;,xk £ end:
+ Item (iii) is validated by the previous item and the hypothesis;
+ Vk € K, fv (PI’) k) =@ by construction (validating item (ii));
+ Items (i), (iv) and (v) are validated by subterms by construction;

then P}, only plays role p in s by I'yo, s[p]:T};

else P;/:k = 0 then trivially true;
¢ for Py:

- by hypothesis, Py only plays role q in s by IT'q = Tq, s[a]:p&;erm (Tq:). Ty
- by typing rules, ] € L, and Vj € ], Ty; < S/ and T;; < Si"; so we only need to check the
communication fork € K(asKC I C JC L);
- by hypothesis, end (T y);
- by item (iv) for Py, VI € L, either Ty; < end or T(;l < end; since we check only on happening
communications, let k € K and suppose x; and s[q] are not both left out of Pc’1 -
+ if s[q] ¢ sc (P(/lk)’ then T}, < end and we get P {s'[x//x} only plays role . in s’ by
Tq0,5[a]:end, s'[n]: Ty
- Tyr < Sk by transitivity;
- Item (iii) is validated by the previous item and the hypothesis;
- fv (P(’l 15/ xk}) =@ by construction (validating item (ii));
- Items (i), (iv) and (v) are validated by subterms by construction;
+ else xp ¢ sc (P;k), then Ty < end and we get P/, {s'nJ/x} only plays role q in s by
T'q0,5[a]: Ty, 8'[n]-end:
- end < S; by transitivity, so subtyping rules give Sy = end;
- Item (iii) is validated by the previous item and the hypothesis;
- fv (Pc’l (15 al/ xk}) =@ by construction (validating item (ii));

- Items (i), (iv) and (v) are validated by subterms by construction;

else if both are left out, then P[’1 « = 0 and the conclusion is trivially true.
The other parallel processes are not changed, and thus still validate the conclusion by hypothesis. Then I'”
can be selected as the reduction of T for one of the labels or P, and P’ is selected as the reduction of P for

the same label; typing comes for free from the previous points and the typing rules, and the composition

of P’ is what we just proved.
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The other cases are similar: the main difference is the potential 7-transitions to unroll the definitions via
(Der-1] if needed, but those do not change the typing environment (Proposition 8.28), and when the action

is immediately available without unrolling the proof is the same as case (1). O
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9 Model Checking the Session Types

This time, we use a fragment of the y-calculus with data to analyse our communication protocols. Sec-
tion 9.1 presents this variant of the p-calculus. Note it is functionally mostly equivalent to that of Sec-
tion 4.1, where we replace the big conjunctions over sets with universal quantification, and the disjunctions
over sets with existential quantification. Where the data is implicit in the actions, and thus ranged over by
conjunction and disjunction in Section 4.1, it is now explicit and ranged over by first order quantification,
but the achieved result is the same.

Then, Section 9.2 presents the proof-of-concept tool from this part of our work, explaining how the
different components work together and what they do, and how it integrates with our goal for counter-

example extraction to guide the verification process. The tool is available on GitHub [Gab22].

9.1 Model Checking and Counterexample Extraction

Let « range over labels in Definition 8.6: & can have the form s:p&q:m(S) for input, s:pq:m(S) for output,
or s:p,qm for communication. Then, u-calculus formulae are defined as follows, where d (“data”) ranges

over sessions, roles, message labels, and session types:

pu=T | L | [ | ()¢ | pr1Ag | 1V | pr1=¢2 | uZp | vZ.p | Z | Vd.p | 3d.¢p

Formulae contain the same constructs as in the modal yi-calculus from Chapter 4 — true and false constants,
box and diamond modalities, conjunction, disjunction, implication, fixed point operators and recursion
variables. On top of those base constructs, the p-calculus used in this section contains existential and
universal quantification of the first order on data [SY19a]. We remind the meaning of some operators, as
their interpretation differs very slightly from Chapter 4. The box modality, [«] ¢, is valid when, for every
state reachable by following an action in « from the current state, ¢ is true. This set of states can be empty:
if no action in w is available, [«] ¢ is vacuously true. The diamond modality, («) ¢, is true when at least one
action in « is available from the current state and ¢ is true in the resulting state. If no action in « is available,
(«) ¢ is vacuously false.

The least fixed point uZ.¢ and greatest fixed point vZ.¢ are still the standard recursive constructs as
defined in temporal systems works [Bra92]: on trivial recursion, the least fixed point defaults to false
and the greatest fixed point defaults to true. In general, the least fixed point can be expanded on the left

side of an implication: if ¢[Z := 1] = ¢ then pZ.¢ = 1p. Conversely, the greatest fixpoint can be expanded
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1. T is safe, written safe(T), iff:
Vs,p,qmu,S, S ((sp®qm(S)) T A (s:q&pm’(S")) T = (s;pgm) T)
TEvZ| A ((spogm(S)) T = [siq@pm ()] 1)
A ((s:p&qm(S)) T = [s:q&pm’(S')] L) A [s:p,qm] Z
2. T is deadlock-free, written df(T), iff:
((Vs,p, qm.[s:;p,qm| L) = Vs,p,qmS.[s:p&qm(S)] L A [s:pBqm(S)] J_>

A Vs, p,q,m.[s:p,qm| Z

I =vZ.

3. I is terminating, written term(T'), iff:
<(Vs, p,gm.[s:p,gm] L) = Vs,p,qmS.[s:p&qm(S)] L A [s:pdqm(S)] L)

A Vs, p,qm.[s:p,qm| Z

I'=uZz.

4. T is never-terminating, written nterm(T), iff:

I'E=vZ.(3s,p,qm(s;pgm) T A Vs, p,q,m.[s:p,qm] Z)

5. T is live, written live(T'), iff:
Vs, p,q. ((3m,S.<s:q&p:m(S)> T) = puZ Im(s:;p,gm) T VvV 3p/,q,m'.(s:p/,q"m’) Z')
T'EvZ.| AvVn. <(35.<s:p@q:m(5)> T) = uZ (ssp,qm) T V 3p/,q,m' . (s:;p/,q"m’) Z’>

A Vm.[s:p,q:m| Z

Figure 9.1: Properties of typing contexts as y-calculus formulae

on the right side.

Since our system does not sport immediate capabilities with barbs this time around, we do not use a
pointed LTS to run the y-calculus properties on, and instead look directly at the typing context. When a
typing context I' satisfies a formula ¢, we write I' |= ¢.

We show in Figure 9.1 the properties of our types in the p-calculus defined above. Those u-calculus
formulae can be exploited by model checking tools using a pi-calculus variant for expressing their proper-
ties, e.g. mCRL2. It is important that those formulae abstract over silent and internal actions: the y-calculus
model and properties are designed to be applied on the multiparty session types, which make silent actions
(such as definition expansion) invisible, and internal actions either invisible — when the related session
is restricted and was independently verified — or explicit — when the related session is in the process of
being verified. As such, no T action exists in either the types reduction or the mCRL2 model. The properties

expressed in Figure 9.1 are respectively read as follows:

e safety (1) checks that, if an output on m and an input on m’ are enabled between two roles p and g,
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then they can communicate via m (i.e., by Definition 8.6, the output message m must be supported by
the recipient); and that if an output (resp. input) is enabled between roles p and q on a session, then
no output (resp. input) is enabled in the reverse direction between q and p. This must hold for any
context reachable via communication transitions, which is enforced by the greatest fixed point vZ....

and the recursion clause ... A [s:p,q:m| Z;

¢ deadlock-freedom (2) checks whether communication is possible; if not (clause “V....[s:p,qm| L”,
holds only when no roles can interact), then (=) there must be no input nor output transitions en-
abled — i.e., all typing context entries must be end. This must hold for any context reachable via

communications, which is enforced by vZ....and ... A V....[s:p,q:m| Z;

¢ termination (3) is similar to deadlock-freedom, but uses a least fixed point yZ....: hence, the clause
..A\V...[s:p,qm| Z can only iterate for a finite number of times, at which point no communications,

nor inputs, nor outputs must be enabled — i.e., all context entries are end;

* never-termination (4) checks that in any context reachable via communication transitions (vZ.... and

.. \Y...[s:p,qm| Z), some further communication is possible (3....(s:p,q:m) T);

¢ liveness (5) checks that, if an input or output between two roles p and q is enabled, then (=) a corres-
ponding communication can be fired, after a finite sequence of communications among any role. The
sequence is built with a least fixed point Z’...., that can iterate on the clause ...V 3....(s:p,q":m") Z’
for a finite number of times. The top-level greatest fixed point vZ.... repeats the check for all contexts

reachable via communication (clause ... A V....[s:p,q:m] Z)

As a corollary of Theorems 8.16, 8.22 and 8.29, we have a precise characterisation for the unique-role

process subset:

Theorem 9.1 (Precise Characterisation). Suppose + P » I' such that P = |p < Pp, each Py either is 0 (up-to
=), or only plays p in s, and I is deducted from P using the typing rules with minimal typing for <; then,
the following properties are equivalent: (1) safe(I') (cf. Definition 8.7); (2) I satisfies the p-calculus safety
property (cf. Figure 9.1 Item 1); and (3) safe(P) (cf. Definition 7.7).

Furthermore, if safe(T), then for ¢ € {df, term, nterm, live}, the following properties are equivalent:
(1) ¢(T') (cf. Figure 8.2); (2) T satisfies the p-calculus property for ¢ (cf. Figure 9.1); and (3) ¢(P) (cf.

Definition 7.7). g

Given backtracking techniques on the exploration of the reduction tree by the p-calculus-enabled tools,
we can assume the possibility of extracting witnesses to the answer of proposition checking: if one of

the properties, say safety, is not satisfied, we can backtrack from the node where the checking algorithm
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encountered a false (L), extracting the path taken in the reduction, and reconstruct a counterexample
from the nodes on that path.

This counterexample is then given in the types (or equivalent representation), and given enough ex-
ternal information, we could match this type to a part of the typed process. Hence, a tool can give indic-
ations on liveness or safety issues of processes solely based on the syntax, without the need to compile it

with instrumentation. See Section 9.2 for the tool development.

Remark 9.2 (Session Fidelity). Linking our results, we explain how we have discovered an error of the
original definition of unique-role processes [SY19a]. The counterexample processes given in Example 8.30
satisfies safety according to our tool (described in Section 9.2 below), and satisfies the original definition
of unique-role processes [SY19a]. Hence, by Theorem 9.1, both tool and theory should verify the process
properly. This is however not the case, since the types for this example show as deadlock-free, while
the process clearly deadlocks in normal execution. We found it to be due to how channel delegation is
handled in the original model, which allows both the receiving endpoint and the endpoint received as
data to remain active in the same process. We decided to handle that by adding a clause to the definition
of unique-role processes, as given in Definition 8.19 in our work.

Notified of the issue, the authors of the seminal work went another route for their own fix, and instead
changed the session fidelity statement, as visible in the revised version of the technical report [SY19b]
associated with their work [SY19a]. Their fix resolves the loophole in their proof without having to change
it, by adding the necessary hypothesis in the theorem’s premises instead. Specifically, they assumed proper
handling of delegation in point (2) of Equation (68) in their proof, but that assumption was not reflected
anywhere originally, which was the source of the inconsistency. Their fix still allows channel passing in
the definition of unique-role processes, but forbids it in the session fidelity theorem, while ours forbids
channel passing at the source, hence is more restrictive, but it works for our needs in this framework and

keeps the scope of the theorems easier to grasp in general. J

9.2 Implementation and Counterexample Extraction

Our tool is written essentially in Scala and is composed of four phases, shown in Figure 9.2. The general
behaviour of our tool is as follows: when fed with a multiparty-session 7r-calculus process, the tool first
extracts multiparty session types from it. It then uses the types to generate an mCRL2-compatible model,
including y-calculus formulae corresponding to predefined properties such as type safety; then uses mCRL2
to check whether the model (and thus the extracted types) comply with said properties. It extracts wit-
nesses during that verification process; and then returns the results to the user. If only one protocol and

one property were analysed, the tool also returns the translated version of the witness to the user, so they
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Phase 4 Phase 4 is run if only one protocol and property are veri-

Witness matching fied. Matches the witness with the information kept track

Safety witness + model of in Phase 2.
l
Phase 3 Phase 3 model checks the mCRL2 model against the formu-
MCRL2 lae, and returns the verification results.

mCRL2 model + formulae
Phase 2 uses the Multiparty Session Types to generate a

Phase 2 - mCRL2 model and modal p-calculus formulae, while keep-
mCRL2 model generation
T ing track of the translation between the names in the

Multiparty Session Types MPST model and the mCRL2 model.

Phase 1 Phase 1 extracts Multiparty Session Types from the input

Type extraction
T
Annotated -process

annotated sr-calculus process from the user.

Figure 9.2: Workflow of the tool

can use it to efficiently determine where the error lies, if any. Both the original tool and our extension are
available on GitHub [SY19¢, Gab22].

We now present the details of our toolchain.

9.2.1 Phase 1: Type Extraction

auth2-rec-bad.proc
## p = server

## g = client

## r = authenticator

def P = s[pllgl<i{login.s[p]llr]zauth(xgBool).®, cancel.P{)} in
def @ = s[gllplz{login.s[g]llr]<ipasswd.®, cancel.s[qllr]l<iguit.qQ{)}} in
def R = s[r][glz{passwd.s[r][plZauth(truegBool).0, quit.R{}} in

(PO | Caly | ROD

./bin/mpstk extract examples/oauth2-rec-bad.proc
s[pl: pl(P)gdF{login(end).ra{auth({bool).end}, cancel(end).P},
s[r]: p(R)ga{passwd(end).p&{auth(bool).end}, quit(end).R},
s[gl: pla)pa{login(end).rd{passwdiend).end}, canceliend).rd{quitl{end).qQ}}

Figure 9.3: Top: syntax of the processes in the tool; Bottom: extracted types output

The first action of the tool is type extraction. The tool parses the process, and provides projected mul-

tiparty session types as an output — or an error if the types cannot be extracted. Figure 9.3 shows on the
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top side the new syntax of the processes in our tool and on the bottom the extracted types from that same
set of processes. The extraction works by reading each action and adding it to the types of its endpoint,
and currently relies on user annotation for the types of payloads, as we allow sorts but do not expect any
channel passing to comply with the premises of Theorems 8.22 and 8.29. Recursion in definitions is not im-
plemented in this proof-of-concept, but should be achievable with the use of unification algorithms. This
is however left for future work, as it would also fall into the scope of a proper type inference tool for our

formalism — also left for future work as it would warrant a full publication of its own.

9.2.2 Phase 2: Model Generation

%%% Processes representing typing context entries

% E0 => (s[p]l,p(P)gd{leogin(end).r&{auth(bool).end}, cancel(end).P})

% E1 => (s[r],pu(R)g&{passwd(end).pd{auth(bool).end}, quit(end).R})

% E2 => (s[q]l,p(Q)p&{leogin(end).rd{passwd(end).end}, cancel(end).rd{quit(end).qQ}})
%%% Processes generated from multiparty session types recursion variables

% Po => (s[pl,P)

% P1 => (s[r],R)

% P2 => (s[q],qQ)

proc context = (E@) || (E1) || (E2);
proc E@ = (PD);

proc P2 = ((o(s(@), r(1), r(2), m(1), pEnd) . (i(s(@), r(e), r(1), m(@), pBool)))
+ o(s(@), r(1), r(2), m(2), pEnd) . PO);

proc E1 = (P1);

proc P1 = ((i(s(e), r(2), r(e), m(3), pend) . (o(s(e@), r(e), r(1), m(e), pBool)))
+ i(s(e), r(2), r(e), m(4), pEnd) . P1);

proc E2 = (P2);

proc P2 = ((i(s(e), r(1), r(2), m(1), pEnd) . (o(s(@), r(2), r(0), m(3), pEnd))) +
i(s(@), r(1), r(2), m(2), pend) . (o(s(®), r(2), r(e), m(4), pEnd) . P2));

Figure 9.4: The extracted mCRL2 model

Another parser instance translates the types from our user-readable format to mCRL2 format. The result
of this translation is shown in Figure 9.4. This mCRL2 format is still readable, but less intuitive than MPST
and not intended to be read by the user in general use. The tool then generates the y-calculus formulae of
the properties. In this phase, the tool also creates a table to keep track of the translation between the mCRL2
format names and the MPST sessions, roles, labels and payloads. This table is kept as a comment block
above the process description commented at the top of Figure 9.4, in a similar format. This is important

to later be able to do the reverse translation automatically in phase 4, from generated witness using mCRL2
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names to user-readable MPST counterexample.

9.2.3 Phase 3: Model Checking with mCRL2

The tool feeds the model and formulae to mCRL2, which model checks the given model against those for-
mulae. Each formula is checked independently, which can take some time for larger examples (this is a
known limitation of model checking tools). This is also the step where a witness can first be extracted for
the properties. The user is later able to use the returned version of this witness as a counterexample to

pinpoint the location of the error, if there was one.

9.2.4 Phase 4: Witness Extraction

./bin/mpstk verify -p=safety oauth2-rec-bad.ctx

protocol safe
oauth2-rec-bad.ctx false
witness
s[pllr]zauth(@Bool)
s[rllplzauth(gBool)

Figure 9.5: Verification results with witness

The last pass of the tool is the translation of the witness to MPST format. This is run when only one
protocol and one property are being verified. It is a simple parsing step, which returns the generic form of
the process actions at the end of the witness, including the correct name for the session, roles and labels.
While it does not include all previous actions, the amount of information returned at this step is usually
enough to pinpoint the location of the error in the main program with a simple text search, should there

be one. Figure 9.5 shows such result with a witness for the unsafe OAuth fragment.

./bin/mpstk verify ocauth2-rec.ctx oauth2-rec-bad.ctx

protocol df live live+ 1live++ nterm safe term
oauth2-rec.ctx true true true true false true false
oauthZ-rec-bad.ctx false false false false false false false

Figure 9.6: Full verification results

Figure 9.6 shows the full verification output for the example in Figure 9.3. It presents itself in the form
of a table, each line corresponds to one checked protocol, and each column one property, as the tool can
check several of both at a time. A legend at the bottom helps keep track of which column represents what
property (not shown here as it takes space and the names correspond to this work’s nomenclature). Note

that live+ and live++ are more stringent liveness properties kept from the base tool and work [SY19a,
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Table 9.1: Verification results of our recursive OAuth2 example, and other protocols from [SY19a]

Protocol states | safe df live nterm term
OAuth2 37 v v v X X
OAuth2 (unsafe) 37 X X X X X
Rec. two-buyers 85 v v Y X X
Rec. map/reduce | 2561 v v VY X X
MP workers 442369 | v vV VY X X

df: deadlock-free, (n)term: (never-)termination,

v': formula is true, x: formula is false

SY19c]. Though we do not explain them in this paper, they can be useful for specific use cases and remain
in the tool.

Table 9.1 shows the results our tool gives when verifying our recursive versions of OAuth2, both safe
and unsafe, along the other protocols given for examples by Scalas and Yoshida [SY19a]: an implementa-
tion of a recursive two-buyers protocol; and both a recursive map and reduce protocol and an independent
multiparty workers protocol instantiated with n = 3 workers each time. Those last three protocols are
given to show how our tool gives consistent results with the previous iteration — barring potentially for
safety, which is extended to handle more errors in our work, but is still verified true here as the examples
are properly constructed. The number of states is given for indication: our tool only explores transitions of
proper communications and not partial actions (see Figure 9.1), meaning it does not have to go through the
whole state-space. As a result, the time increase for bigger protocols is less pronounced than in full state-
space exploration solutions like our previous work [GY20a]. For example on our machine, the biggest
example in Table 9.1, multiparty workers, took around 30x more time than the OAuth fragment took to
verify all properties, for a 12k-ratio in state-space size. Meanwhile, similar size differences in our previous
work [GY20a] led to a time increase of more than 1000x (two orders of magnitude in difference), extra-
polating from the number of summands that is given in their table to compare the smaller lock-versions of

dining philosophers examples they provided to the channel versions of the same protocol.
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10 Related Works

There is a vast number of studies on concurrent behavioural type theories [HLV'16], their integrations
with programming languages [ABB* 16] and tools [SG17]. Here we focus on the most closely related work.
Scalas and Yoshida [SY19a] introduce the simplified multiparty session types we use in this work, and
applies the mCRL2 model checker to verify the local types. While our work takes their aproach [SY19a]
(rather than the standard top-down approach [HYC16, HY16]), we met several challenges to accomplish
this framework: first, they did not provide a proof of completeness for the errors (Theorem 8.22), nor a
precise characterisation to link models, types and processes (Theorem 9.1). To achieve this, we needed to
find out a precise error set, and prove Subject LTS (Proposition 8.28), defining a new set of LTS for MPST
processes. We established both soundness (Theorem 8.16) and completeness in this work, along with a
tighter integration between types and processes in our theory. Our tool provides more in comparison
as well, with type extraction from processes and counterexample extraction, allowing for precise error
reporting.

Moreover, we found and fixed an error in their work’s session fidelity section (see Example 8.30).
Telling the authors about the error allowed them to provide a fix for this issue: their own fix allows them to
not change the proof that was in their technical report [SY19b]. Their mistake was due to an assumption in
point (2) after Equation (68) in that report, that was not reflected in the theorem, and adding that restriction
to the theorem fixes it. Our fix forbids channel passing just like theirs does, but we decided to include it in
the definition of unique-role processes instead of keeping it under an additional restriction in the theorem,
making the scope of the related theorems clearer to the reader.

On the model checking side, Cranen, Luttik and Willemse [CLW15] lay out theoretical grounds for
counterexample extraction for models using fixed-point logic, matching the u-calculus we use with mCRL2.
Abdulla, Atig and Diep [AAD16] use counterexamples to guide verification of programs and let users fix
the detected problems, motivating us to implement that for multiparty session types. More works [WW18,
BGK™19] detail analysing concurrent systems and extracting counterexamples using model checking with
mCRL2, supporting our use of mCRL2 in our tool.

Liu, Zhu, Qin, Chen and Song [LZQ121] give a different approach: an algorithmic refinement first ex-
tracts parts of the communications in the analysed code that may pose communication problems; those
are then checked along their intertwined communications to determine if they are causing a bug or not.

This approach is neither sound nor complete (resulting in both false positives and negatives), but has the
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advantage of being lighter to run, making the analysis more scalable on larger programs. The approach
is complementary and can be combined with a model checking approach like ours towards more precise
theoretically-founded verification. A complementary approach to detecting channel-related bugs by ex-
tensive use of fuzzing techniques is proposed by Liu, Xia, Liang, Song and Hu [LXL*22]. Their approach
identifies concurrent messages in the target program, then mutates it to enable processing those messages
in any order, before applying fuzzing techniques to generate new processing orders from previous ones.
Veileborg, Saioc and Meller [VSM23] go even further than both previous works by using localised abstract
interpretation techniques to cut the program in independently verifiable components. While this approach
is still neither sound nor complete, it manages to detect more bugs that went unnoticed by the previous
works [LZQ"21] while remaining highly scalable, which makes it a promising approach for large scale
detection of blocking bugs in channel-based concurrent programs.

Scalas, Yoshida and Benussi [SYB19] develop an approach of type-level verification using model-checking,
and apply it in the Dotty language (now Scala 3). While they use dependent behavioural types where
we use multiparty session types, the approach uses a p-calculus for property-verification on the types
and the mCRL2 model checker. Our own previous work and the approaches it extends upon [GY20a,
LNTY17, LNTY18] make use of LTS semantics for their process calculi and type systems, though they
use CCS-like concurrent behavioural types. Their target is the Go language. These previous works [SYB19,
GY20a, LNTY17, LNTY18] suggest a promising future work: an application of our framework towards real
message-passing programming languages.

Note that none of the mentioned works on behavioural types study a counterexample guided approach,

focusing only on reliable detection of errors with no further help for locating or fixing them.
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Conclusion & Future Works

100



On behavioural types for Go programs

The Go language provides a unique programming environment where both explicit communication and
shared memory concurrency primitives co-exist. Our work introduced MiGo™ as an abstraction layer for
Go code, as well as behavioural types to propose a static verification framework for detecting concurrency
bugs in Go. Detected bugs include deadlocks and safety for both mutual exclusion locks and channel
communication, as well as data races for shared memory primitives.

Shared memory locks and channels cover by themselves a substantial amount of Go’s concurrency fea-
tures. The former is a low-level, standard library provision and the latter is a high-level, built-in language
feature. Go mainly features these two basic building blocks, and one can use them to implement most
higher levels of concurrency abstraction, for example actors models.

Our framework, built on previous works [LNTY17, LNTY18], extends their channel-only approach to
account for more core features of Go, using the latter’s own official memory model in the process to account
for action ordering in the design of the verified properties.

Future works for this framework include studying the soundness and completeness of the happens-
before relation provided by the Go memory model, i.e. studying if the definition of data race derived from
it covers all data races that can happen in Go, and whether it does not provide false positives; speeding-up
the analysis using more mCRL2 options and the extension to an incremental analysis based on happens-
before relations, as taken in other languages [LH18, ZH16]; as well as possibly counter-example extraction
for code failing verification, to provide direct access to the detected bugs to developers. There is also the
possibility to work on handling dynamic process creation, widening the analysis scope of our current tool

and model.
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On the multiparty session 7t-calculus

Our work proposed a counterexample-guided framework for multiparty session type theories, identifying
a precise relationship with modal y-formulae. Based on the new MPST framework devised by Scalas and
Yoshida [SY19a], we extended its properties of communication safety; expanded the scope of the processes
to account for a form of non-determinism; and spotted — and fixed — an error in their original framework
in the form of an oversight of some channel-passing behaviours in their main theorem.

To complement our framework, we took on extending their tool into a tool which can extract types
from untyped multiparty session 7-processes and identify errors, using the mCRL2 model checker. Our
proof-of-concept tool can extract simple processes without recursion into matching types, then feeds the
extracted types to the original pipeline to analyse them. We adapted the verification formulae to our
extended model in that pipeline, and adapted it to leverage the witness extraction capabilities present in
mCRL2. The returned witness is then read by another addition of ours at the end of the pipeline, to return a

user-readable position for the detected error, should there be one.

Future work on this framework includes refining the tool to extract types on a bigger fragment of the
processes, since it does not yet handle recursion in particular; applying the framework to main-stream
programming languages such as Go and Scala; and integrating with other tools from adjacent works
[SYB19, GY20a, LNTY17, LNTY18], some of which integrate language-specific features or bugs which may
benefit from more recent and general techniques. Integrating our extension with the crash-stop failure
extension by Barwell, Scalas, Yoshida and Zhou [BSYZ22] is another topic that needs research, to produce

a general and versatile session types-based framework covering both kinds of errors at once.
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