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Abstract

This thesis studies the role of cyclic algebras in lattice-based cryptography. It analyses the
security of the mathematical problems underlying a public key encryption (PKE) scheme called
CLWE, a variant of Learning with Errors defined over cyclic division algebras (CDAs), obtaining
a clearer picture of its security level. This includes relating CLWE to a new module variant
of CLWE, and also relating CLWE to ideal lattice problems obtained from one-sided ideals in
the natural order of certain CDAs. It then studies three variants of CLWE, corresponding to
different parameter choices in the construction of the algebras. These include CDAs which are
central over cyclotomic fields of arbitrary conductor, CDAs with fractional non-norm element,
and nonassociative CDAs with non-norm element lying in the ring of integers of the maximal
subfield of the algebra. This latter (nonassociative) variant is notable for permitting a full
search-to-decision reduction for the CLWE problems obtained, for well-chosen moduli. It then
turns to a second PKE scheme, based on group rings, called GRLWE, and proposes an attack
on the scheme via a transformation which turns samples from the group rings used into samples
from structurally-weak cyclic algebras, whose weakness can be cryptographically exploited. A
patch is then proposed by replacing the original choice of integral dihedral group rings with
integral generalised quaternionic group rings. Finally, it defines a new provably-secure variant of
NTRUEncrypt in quaternion algebras, and demonstrates the IND-CPA security of the scheme
in algebras of bounded discriminant, via a proof that the distribution of the public keys in the

scheme is indistinguishable from uniform, assuming the hardness of CLWE.
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Chapter 1

Introduction

Histiaeus, when he was anxious to give Aristagoras orders to revolt, could find but
one safe way, as the roads were guarded, of making his wishes known; which was
by taking the trustiest of his slaves, shaving all the hair from off his head, and
then pricking letters upon the skin, and waiting till the hair grew again. Thus
accordingly he did; and as soon as ever the hair was grown, he despatched the
man to Miletus, giving him no other message than this - “When thou art come to
Miletus, bid Aristagoras shave thy head, and look thereon”. Now the marks on the
head, as I have already mentioned, were a command to revolt.

— Herodotus, Histories, circa 430 BC

The problem of good cipher design is essentially one of finding difficult problems,
subject to certain other conditions. This is a rather unusual situation, since one is
ordinarily seeking the simple and easily soluble problems in a field. How can we
ever be sure that a system which is not ideal and therefore has a unique solution for
sufficiently large N will require a large amount of work to break with every method
of analysis? [...] We may construct our cipher in such a way that breaking it is
equivalent to [...| the solution of some problem known to be laborious.

— Claude Shannon, A Mathematical Theory of Cryptography, 1945 AD

11



12 Chapter 1. Introduction

1.1 Motivations

The use of means to hide sensitive information dates at least to the writing of the biblical book
of Jeremiah, in which the author enciphers ‘Babylon’ [164] via a cipher replacing the nth letter
of an alphabet of size m by the (m — n)th letteIEI. Such means of encryption were continued
in the form of the Caesar cipher, and more generally simple monoalphabetic substitution and
transposition ciphers. However, these ad-hoc, classical methods offer few security guarantees,
since decryption simply requires knowledge of the trick used to perform encryption: any enemy
of Histiaeus could lie in wait on the road to Miletus, kidnap the travellers entering the city, and
shave their heads to see if their scalps contained any interesting information. More sophisticated
methods are needed to properly secure information.

In the years since Shannon articulated the principle above [146], a small number of mathematical
problems believed to be computationally intractable ascended to the fore of modern public key
cryptography. These problems include integer factoring and various kinds of discrete logarithm
problems. However, the development of quantum algorithms, such as Shor’s algorithm [147] and
Grover’s algorithm [73] in 1994 and 1996 respectively, put the question to this intractability: a
sufficiently powerful quantum computer capable of implementing quantum algorithms efficiently
could break much then-existing modern cryptography based on the aforementioned underlying
mathematical problems, for typical choices of parameters. This has spurred both popular terror
(BBC headline: ‘What is the quantum apocalypse and should we be scared?” [115]) and new
lines of cryptographic research.

This research focuses on developing cryptographic schemes no more vulnerable to quantum
attack than classical attack, implicitly involving the hunt for underlying mathematical problems
with such a property. This subfield of cryptography is known as post-quantum cryptography.
It mostly comprises work on asymmetric schemes, since it appears the dominant symmetric
schemes can resist known quantum attacks with only minor increases in their parameters [30].
This is contrasted by public key schemes like RSA and Diffie-Hellman key exchange, which suffer
polynomial-time attacks at the hands of quantum adversaries |26]. Moreover, key encapsulation

mechanisms (KEMs), which use asymmetric means to share symmetric keys, are a common

L An action corresponding to the canonical involution of S,,.
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primitive whose reliance on public key cryptography places them also at risk.

The search for quantum-resistant schemes was further galvanized by the commencement of
the United States’ National Institute for Standards and Technology (NIST) post-quantum
cryptographic standardisation process in 2016 [116|. Roughly 70 schemes were admitted to the
process, and over the course of six years this list narrowed to seven finalists, with Crystals-
Kyber being the selected KEM [117]. Of the finalists, five (including Kyber) were based on a
family of mathematical problems known as lattice problems. Moreover, in answer to the call for
additional digital signature schemesEL 40 schemes were admitted, of which seven were based on
lattice problems.

A lattice is (in some sense) a ‘regular’ infinite array of points in n-dimensions. Lattices have
long been a source of interesting mathematics, having been studied by Minkowski, Voronoi,
Davenport, Siegel, and Mordell as part of the study of the ‘geometry of numbers’. However,
their relation to cryptography was first developed by Ajtai in [1]. In this work, Ajtai gave a
worst-case to average-case reduction for a class of lattice problems; in particular, he showed
that finding a short vector in a randomly chosen lattice (within the specified class of lattices)
implied a solution to finding a short vector in any of those lattices. Later, the first cryptosystem
based on such hard lattice problems was given [2].

In the main, the underlying problems directly used in lattice-based cryptography form a triad,
with the problems named NTRU, Learning with Errors (LWE), and SIS respectively. Since
SIS will not be mentioned at all below, we omit its details. NTRU was introduced in 1996 by
Hoffstein, Pipher, and Silverman [77], and the underlying problem has the following general
setup: let R be a discrete ring and h € R. Given h mod ¢, find short f,g € R such that
h = g/f mod q. This appears to be a kind of factoring problem, but it can also be seen as a

lattice problem: it is equivalent to finding a short vector in the lattice

{(z,y) € R*: hx —y = 0mod ¢}.

LWE was introduced by Regev in [102|, and is a problem of ‘noisy’ linear algebra. One takes a

system of linear equations modulo a positive integer, adds some noise, and asks for a solution

2Round 4 of the standardisation process, which is still underway at the time of writing.



14 Chapter 1. Introduction

(this is the ‘search’ variant). In a simplified case, such a sample might look like

(a,(a,s) + e mod q) = (a, apsy + @151 + ... + ays, + e mod q),

where the entries a; of a are known coefficients, the entries s; of s form the secret, e is the noise
(also called the ‘error’), and one is to solve for the s;. To solve such a problem, it suffices to find
cither s or e, and as such is a kind of ‘closest vector problem’ modulo ¢ (see below), in which
the target point is (a,s) + e and one wants to find the closest lattice point, which for certain
errors will be (a,s). Note that when there is only one sample, there may be many possible
valid solution pairs (s, e); with multiple samples for which there is only one valid solution pair,
we may properly interpret the problem as CVP. From the knowledge of the lattice point (a,s),
e can then easily be obtained. To batch together multiple samples with the same secret, one
considers samples of the form (A, As 4+ e mod ¢), where A is now a matrix and e is a vector of
eITors.

In quantifying the hardness of these problems, however, one often needs recourse to other
problems, whose hardness is better understood. A central computational challenge on lattices
is, given some lattice basis, to compute ‘short’ lattice points, where short is with respect to
some specified norm; and computing the shortest vector in a lattice is called the shortest vector
problem (SVP). Since the shortest vector could also be understood as the closest vector to
the zero-vector, there is also an inhomogeneous version of this problem, the closest vector
problem (CVP): given a target vector t in the ambient space containing the lattice, find the
closest lattice point to t. A final touchstone lattice problem is the shortest independent vectors
problem (SIVP), in which one has to find a number of vectors which are both independent
and as short as possible. It is a (contested) virtue that the major problems in lattice-based
cryptography have diverse reductions from lattice problems widely considered to be intractable,
for specified parameter regimes. In particular, Regev gave a reduction from SVP to LWEE| and
as stated before, NTRU is equivalent to SVP in a certain kind of lattice.

Since their introduction, both LWE and NTRU have found uses in a wide array of applications.

These include signature schemes [3|, [75], identity-based encryption [59], key exchange [12],

3In fact from a decisional variant of SVP called GapSVP, and from SIVP.
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electronic voting [79] and fully homomorphic encryption (FHE) [38], [31] among others.

One can obtain variants of LWE and NTRU by changing the underlying rings from which
elements are sampled. In the case of LWE, this ‘structure’ can compensate for two shortcomings:
firstly, the large public key size, which in the case of multiple samples above is a n X m matrix,
where n is the number of samples and m the dimension. Cryptographic parameters may take
these parameters to be the same order of magnitude as 1000, so in the case when n = m, for
example, one has to store a great many values to store a LWE public key. There are some
techniques to mitigate this issue, such as the use of algorithms during key generation which
expand A from a seed, as exemplified in [10]; but these techniques are slow and computationally
costly (compared to RLWE below). Another consequence of the high dimension used is that one
invariably has to perform matrix multiplication with A, which is not too efficient [11]. To see
how adding structure can alleviate these issues, consider the following. Let R = Z[z]/(x" + 1)
and a = ag + a1z + ... + a,_12" ! € R. Fixing the standard basis, one can write multiplication

by x as a matrix, since it is a linear transformation:

ap  —Qp-1 -+ T
aq Qo 5}
mg =
Ap—1 Ap—9 Ce Qo

Replacing (A, As+e mod ¢) with (a,a-s+e mod ¢) where a, s, and e are all elements of R, one
finds one only needs to store the coefficients of a to possess the public matrix, and moreover
polynomial multiplication can be performed efficiently (e.g. [4]). In this manner one obtains
ring LWE (RLWE) [102], which in particular sets n to be a power of two. Moreover, reductions
from SVP on lattices obtained from ideals in those rings were given. An independent work at
the same time, with a similar train of thought, introduced what is now referred to as polyno-
mial LWE (PLWE) [155], replacing 2" + 1 with other irreducible polynomials. In that case one
similarly obtains an integral matrix representation from the operation of multiplication on a
fixed basis.

There are clearly more algebraic structures in the mathematical world than polynomial rings,
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however. The use of modules of finite rank over polynomial rings soon followed [97], resulting
in samples of the form (a, (a,s) + e mod ¢) like in LWE, except that now a, s, and e are taken
from a polynomial ring. Not-necessarily-maximal orders in algebraic number fields have been
used [27], as well as integral group rings [47]. In another direction, changes to the algebraic
operations involved in constructing samples have been proposed, such as using deterministic
rounding to create errors [18|, using the middle product [140|, and alternative multiplications
such as in [67].

With regards to NTRU, which already samples elements from polynomial rings, we mention
three structured variants. The first, ‘MaTRU’ [52], takes its elements from matrix rings over
polynomial rings. ModFalcon [50] and ModNTRU [49] both take elements from modules of
finite rank over polynomial rings. There are also many variants replacing the underlying poly-
nomial ring with alternatives, e.g. [161].

While this menagerie of algebraic variants offers various improvements in efficiency and stor-
age, this may come at the cost of security. Consider PLWE. A line of work [62], [45], [44]
explores when certain statistical attacks can be mounted to distinguish PLWE samples from
uniform. These attacks are possible because of the algebraic structure relied upon (though they
are easily countered). Likewise, [150| developed an attack only possible for certain ring-based
samples. Other variants of LWE such as multivariate LWE (m-LWE) [123]| were shown not to
give any security above that of simpler, less structured variants [32]. Moreover, research on
attacks of the lattice problems underlying RLWE has made steady incremental progress [56],
[23], [24]. Again, algebraic attacks on NTRU variants [84], |7, [48] have led to serious problems
for NTRU-based FHE schemes such as YASHE [33] and broke a multilinear map proposal [66].
This illustrates the difficulty involved in structuring cryptographic problems which improve
performance with minimal decrease in security.

In |71], a novel algebraic variant of LWE was introduced using a certain maximal order in
specific cyclic division algebras over cyclotomic fields, named CLWE. These algebras are con-
structed from a pair of number fields with cyclic Galois group, say L/K with Gal(L/K) = ().
Such algebras are parameterised by a so-called ‘non-norm’ element, denoted v. When v € O,

these algebras contain a subring which is also a lattice (that is, an order) called the ‘natural’
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order, and if v € OF, this order is maximal with respect to inclusion (see [71]). Since elements
of the chosen maximal order are integral, like other structured kinds of LWE there is an integral
matrix representation obtained by multiplication of elements on a fixed basis, and from this it
can be seen that CLWE is structured LWE. These objects include cyclotomic fields, and the
form of LWE obtained thus generalises RLWE. Moreover, one sample of CLWE is equivalent
to multiple correlated MLWE samples, and so CLWE is structured MLWE. A reduction from
ideal lattice problems from ideals in the maximal order to search CLWE was given, and a par-
tial reduction from the search to the decision variants was also derived. This work also gave a
public key encryption (PKE) scheme as a cryptographic application.

Moreover, the complexity of multiplication of elements of CDAs is intermediate to that of ring
and module elements. As referred to above, multiplication of two polynomials a - s (as in
RLWE) can be performed efficiently, with an asymptotic complexity of O(nlogn) for multipli-
cation of degree n polynomials. In the case of rank d modules over such a ring of polynomials,
performing the multiplication of a d x d matrix with a vector A -s can be performed with
complexity O(nd?logn). For CDAs, as is pointed out in |71, Appendix F], one can perform
the multiplication of two cyclic algebra elements a - s with complexity O(nd?logn) + O(nd*).
This uses fast algorithms for skew polynomials [43]|. To evaluate the complexity of computing
the LWE instances, fix the underlying LWE dimension to be N in each case; thus for modules,
N = nd, whereas for CDAs, N = nd?. We then find that the complexity of the module op-
eration is O(Ndlog N/d), whereas for algebra operations we find O(N log N/d?) + O(Nd“~2).
Thus, keeping the dimension constant between the problems, we find that, asymptotically in
d, CDA multiplication may outperform matrix-vector computations over modules.

Many questions remain, however. Little cryptanalysis was performed, and the precise secu-
rity level of CLWE, while likely lying somewhere between RLWE and MLWE, is unknown.
The effects of changing the specified parameters were unstudied. In addition, there are novel
structures in CDAs, which are noncommutative, that were left unexploited for cryptographic
purposes. Finally, the question of whether CDAs could have application in other areas of

cryptography beyond LWE was left open. In this thesis, we attempt to answer these questions.
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1.2 Contributions

We begin in Chapter [3] by studying the security of CLWE in greater detail. The security
reduction of |71]| reduced ideal SVP to search CLWE, for ideals in the natural order of a K-
algebra A, for some number field K, denoted A. The structure of maximal such ideals was
known due to the work of [119], but more information was lacking. We first classify completely
the ideals of A lying above primes of Ok which are unramified in the maximal subfield of A,
and use this result to show that the security reduction for CLWE is in fact based on SIVP in
ideals of Op, not A. This leaves the security of CLWE somewhat open to question.

We then turn to seeing what else can be said about the security of CLWE. We first reaffirm
that CLWE is in some sense a module problem, by showing that a CLWE oracle can be used to
solve ¢gMod-BDD in a module lattice. We then define a module variant of CLWE, considering
modules of finite rank over A. We obtain a result in the style of [8], showing that for some
change of modulus, CLWE is as hard as its module form. Finally, we reduce ideal lattice
problems on lattices obtained from one-sided ideals to CLWE.

In Chapter [d, we then explore three generalisations of CLWE. First, we note that the centers of
the algebras considered in [71] had the form K = Q((,) where n is a prime power. We extend
the construction of division algebras to any cyclotomic, that is to cyclotomics of arbitrary
conductor. The results of [71| immediately hold in this general setting, and we propose further
parameter sets for CLWE. We then consider algebras parameterised by v € K \ Ok, extending
the known constructions of such algebras, developing a method to find unit-magnitude fractional
non-norm elements in extensions of cyclotomic fields of any finite degree. We then study security
reductions for ideal lattice problems in the algebras obtained from these non-norm elements.
Finally, we consider the case v € Op \ Ok. Here, the resulting algebras are nonassociative. We
obtain new results on the ideal theory of A in nonassociative algebras, extending the work of
[152] and [131], before analysing LWE-style problems defined in such spaces. In particular, we
obtain a full search-to-decision reduction for our nonassociative CLWE variant, in contrast to
the restricted reduction of [71]. We also give a PKE scheme that holds in the nonassociative

setting.
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We then turn to look at the use of cyclic algebras elsewhere in post-quantum cryptography.
We observe in Chapter [5| that group ring LWE (GRLWE), as defined in [47], mentioned above,
can be reinterpreted as LWE in a certain cyclic algebra. We then show that this algebra is
not division, and in particular show that a GRLWE sample can be transformed into multiple
lower dimensional samples which are theoretically easier to solve, with, for example, any off-
the-shelf LWE solver (such as BKZ). A solution to the transformed instances can then be
inverted to obtain a solution to the original problem. We also extend this transformation to
other group rings proposed in [47]. This attack relies heavily on the choice of group ring, and
it was precisely the choice of dihedral groups by the authors that created the insecurity. We
propose an alternative choice of group, based on generalised quaternion groups, and show that
our attack fails on GRLWE-style samples taken from these group rings.

Finally, we turn to NTRU. In Chapter 6| we define NTRU in the CDAs used in [71] and
demonstrate that NTRUEncrypt can be adapted to hold in the noncommutative setting. We
call this variant ‘CNTRU’, and compare it to the module NTRU variants [50], [49]. We show
that for certain quaternion algebras and scheme parameters, the public keys of CNTRU are
statistically close to uniform, following the work of [154], [169], and use this result to prove the
IND-CPA security of our scheme. This result holds when the discriminant of the algebra is
bounded. We adapt a number of known results on ideal lattices and their geometry to complete

the proof.
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Chapter 2

Background Theory

2.1 Lattices

An n-dimensional lattice is a discrete additive subgroup of R". One can consider a lattice £ to
be the set of integer linear combinations of a set of vectors B = {by,..., by} that are linearly
independent, for some k < n, written £(B) = {Zle zb; iz € Z} . All lattices in this work
are assumed to have k = n.

The above notion can also be generalised to vector spaces over fields. Let V be a finite-
dimensional vector space over a field K and R be a discrete subring of K. An R-lattice in
V' is a subspace L C V such that L is a finitely-generated R-module. Equivalently, L is a
finitely-generated torsion-free R-module. L is full if it contains a K-basis of V,so V = K - L.
Taking a basis B of V', the R-linear span of B is a full lattice. We will primarily be interested

in the case V = R".

Definition 1. Let L be a lattice, and R™ be endowed with inner product (-,-). Then the set

LY ={veR": (L,v) CZ} is called the dual lattice of L.

One can use the geometry induced by an inner product to define computationally intractable
problems on lattices. Informally, examples of lattice problems are finding the shortest vector

in the lattice (SVP), finding the closest vector to a given point (CVP), deciding whether the

21



22 Chapter 2. Background Theory

shortest vector has size less than one or greater than a parameter 5 (GapSVP), or outputting n
independent sufficiently short vectors (SIVP), when one knows only a certain basis of the lattice.
These are believed to be hard and such problems have been used to ground the security of
problems that are capable of being used to construct quantum-resistant cryptographic schemes.

We will define these problems, and their ‘approximate’ variants, rigorously later on.

Definition 2. Let L C R™ be a lattice and ||-|| be a norm. Then X\;(L) denotes the ith successive
minimum of L with respect to the norm || - ||, that is the minimum length of a set of i linearly

independent vectors in L, where the length of a set of vectors {X1,...,x,} is max; (||x;])-

2.2 (Discrete) Gaussians

Let R™ be equipped with the Euclidean norm || - [ = || - ||, a € R™, and let » > 0. Then
the Gaussian function is defined p,, : R™ — (0,1], & — exp (—7||x — a||/r?). The Gaussian
distribution D, is defined as having probability density function equal to % Pr.o-

Fix a basis by,...,b, of R" and let r = (ry,...,7,) € R". We sample an elliptical Gaussian
distribution D, over R™ by sampling x; < D,, independently for all ¢« # j and outputting
Z?Zl x;b;. If all the r; are equal we call D, spherical.

For some lattice £, set p,(£) = > ., pr(x). Then the discrete Gaussian distribution D,
defined over a lattice £, outputs x with probability Z:T(z; for each x € L.

The smoothing parameter, introduced in |108| and defined below, will be used throughout this

thesis:

Definition 3. Let L be a lattice and € > 0. Then the smoothing parameter n.(L) of L is the
smallest r > 0 such that py/ (L£Y/{0}) <e.

We will use the following bounds on the smoothing parameter:

Lemma 2.1. (125, Lemma 3.5] For any full-rank lattice L C R"™ and ¢ € (0,1), we have

n.(L£) < /In(2n(1 +1/e)) /7 - W
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Lemma 2.2. [68, Lemma 3.1] For any ¢ > 0 and n-dimensional lattice A with basis B and

corresponding Gram-Schmidt orthogonalisation B,

ne(A) < || Bllv/In(2n(1 + 1/¢)) /7.

Lemma 2.3. [68, Lemma 3.2] For any full-rank lattice L C R"™ and ¢ € (0,1), we have
n:(L) < /In(2n(1+ 1/€))/m - \(L).

Lemma 2.4. [17] For any full-rank lattice L C R™, ¢ > 1, and ¢ = exp (—c’n), we have

(L) < ev/nfh (L),

The following lemma gives a criterion to guarantee one can sample from a discrete Gaussian:

Lemma 2.5. [37, Lemma 2.3] There is a probabilistic polynomial-time algorithm that, given a
basis B of an n dimensional lattice A = L(B), ¢ € R"™ and parameter r > ||B||-/In(2n + 4) /7

outputs a sample distributed according to Dpyc,.

The statistical distance between distributions D, D’ over a discrete set S is denoted A(D, D') =
2> e |D(@) — D'(x)|. We may denote the uniform distribution over S by U(S). We also need

the following statistical lemmas:

Lemma 2.6. [108, Lemma 4.1] For a lattice L over R, e > 0,r > n.(L), and © € R", the
statistical distance between (D, + x) mod L and the uniform distribution modulo L is bounded

above by €/2. Equivalently, p,(L + x) € Hi, 1] - po(L)

Lemma 2.7. [/6, Theorem 1] For any positive definite ¥, vector ¢, lattice coset A := A+ a C

c +span(X), and injective linear transformation T,

T (DA,C,\/E) - DTA,Tc,Tx/E'

Lemma 2.8. (108, Lemma 4.4] For any full-rank lattice L C R", ¢ € R", § € (0,1) and

o > ns(L), we have Prycp,  [[|b]] > oy/n] < H2.27",
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Lemma 2.9. (97, Lemma 2.8/ Let L be an n-dimensional lattice, u € R",r € (R")", 0 > 0
and t; = \/r? + 02 for all i. Assume that min; r;c/t; > n.(L) for some ¢ € (0,1/2). Consider
the discrete distribution Y on R™ obtained by sampling from D, , and then adding a vector

taken from D,. Then we have A (Y, D;) < 4e.

2.3 Algebraic Number Theory

To create structured lattices, we use structure obtained from abstract-algebraic objects; in
particular, structure from fields and, in this thesis, skew-fields containing Q. Here we provide
some background on the commutative setting; in particular, that of number fields.

A number field is a field containing Q of finite dimension as a vector space over Q. Let K
be a number field and O denote its ring of integers. A Dedekind domain is an integrally
closed, Noetherian domain in which every (non-zero) prime ideal is maximal. In addition, in a
Dedekind domain R every fractional ideal has a unique factorization into prime ideals, that is
if Z C R, we have T = [[", q;" for some prime ideals q; of R and e¢; > 1, ¢ = 1,...,m. Recall
that Ok is a Dedekind domain.

We detail the behaviour of primes in extensions of number fields. Let L be a finite extension
of K, q a prime ideal of Op, and p a prime ideal of Ok. We say q lies above p if N Ok = p.
Moreover, pQy, is an ideal of Op, which is a Dedekind domain, so pOy, has a unique factorization

into prime ideals:

g
PO, = qu’ =q7'...qg°, (2.1)
i=1

for q; prime in Op all lying above p. We call ey, = e; the ramification index of q; over p,
and fop = fi = [OL/qi : OK/p] the inertial degree of p in q;. If we want to make the pair
of number fields explicit, we may write f} /K for f;. Now assume the field extension L/K is
Galois. Then all the e; and f; are equal, and Gal(L/K) acts transitively on the set of primes

lying above any fixed prime of Of. Note that both O /q;, and O /p are finite fields.

Proposition 2.1. The ramification index and inertial degree are multiplicative over towers of

number fields; i.e. for Q/q/q in L/M/K, eqq = €qu€qlq a4 foiq = fqlafala-
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Definition 4. An idealp C Ok ramifies in L if e > 1, and is unramified if e = 1. Alternatively,
we say that L/ K is unramified at p. If e =1 and f =1, p splits completely. If f = g =1, then

e=[L: K] and p is totally ramified.

The following maps between fields will be useful:

Definition 5. Let L be a number field of degree n over K. Fix a basis of L/ K. Multiplication
by an element o« of L is a linear map, so has an associated matrix mq. The norm is defined as

the map Npjx : L — K, given by o — det(my). When L/K is Galois, we have, equivalently,

Nk (a) = HaeGal(L/K) o(a).
The field norm is multiplicative, and is transitive on towers of number fields; that is, if L/K/F
is such a tower, then Ny /p = Ng/po Np /.

Definition 6. Let L be a number field of degree n over K. Fiz a basis of L/K. The trace

is defined as the map Tr)x : L — K, given by o — trace(my). When L is Galois, we have,

equivalently, Tr i (x) = 3, cqar/x) 7(2)-

The trace is additive, and like the field norm is transitive on towers of number fields. It is used

to define a duality on Ok if Z is an ideal of Ok, we set
Iv = {x e K TK/Q($I) C Z}

This is an ideal, and satisfies (ZV)" = Z. We call O}, the codifferent ideal of Of.

Below, we will need certain bases of Or, := Or/qOy, over Ok, := Ok /qOk, where ¢ is com-

pletely split:

Lemma 2.10. Let L/K be a finite cyclic Galois extension of number fields of degree d, and
q > 2 a prime completely split in Op. Suppose Gal(L/K) = (0). Then there exists an efficiently

computable basis {{1,...,0q} of O, over Ok, such that

1. 4;-l; =114fi=7, and {; - {; = 0 otherwise, and
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Proof. See |71, Appendix F.4]. ]

We call these bases ‘cyclic bases’.

Cyclotomic Fields and Primes Therein

A cyclotomic field is a finite extension of QQ obtained by adjoining an nth root of unity to Q. We
denote such a root of unity by (,. Such fields are Galois over Q. An nth root of unity is called
primative if it has order n, that is, no smaller integer m than n satisfies (;* = 1. Adjoining
one primitive nth root of unity to Q automatically adjoins all primitive nth roots to Q, since
they can be obtained by computing ¢* for any % such that ged(n, k) = 1. Thus there are ¢(n)
primitive nth roots of unity, where ¢ is the Euler totient function, and [K : Q] = ¢(n). Repre-
senting K as the extension of a polynomial ring, one can write K = Z[z|/®,(x), where ®,(z)
is the minimal polynomial of (,, called the nth cyclotomic polynomial. Note ®,(x) is always a
factor of 2" — 1 and of degree ¢(n). In the case of power-of-two n, we have ®,(z) = /2 + 1.
It is well known that the ring of integers of K is Ox = Z[(,].

Here we consider the ramification of primes p in rings of integers of cyclotomic fields of the

form Q(¢,), for some primitive nth root of unity (,.

Case 1: p does not divide n. Then

Proposition 2.2. [107, Proposition 7.7] Let K = Q((,). Let p be a rational prime, ged(p, n) =
1 and f be the lowest integer such that p/ = 1 mod n. Then we have f = folp for any prime

ideal p of K lying above p.

Let p € Z be a prime not dividing n. Then p is unramified in Q((,), since the only primes
which ramify are those dividing the discriminant, which is a power of n. This is equivalent to

saying that e = 1. So we have fg = [Q((,) : Q] = ¢(n), and one can use the above proposition
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to find f, and hence g.

Case 2: p divides n. To determine the ramification of such a prime, write n = p® - n/, where
ged(p,n’) = 1. Then f is the lowest positive integer such that p/ =1 mod n’. Also, e = ¢(p®),
and g = ¢(n')/ f (see [14] or [170]).

We will need a form of Dirichlet’s theorem on arithmetic progressions:

Theorem 2.1. [QQE Let a,n € Z>y and ged(a,n) = 1. Then the natural density of primes p

such that p = a mod n in the set of all primes of Z is 1/¢(n).

Examples: 1. Take g such that p® is the highest power of p that divides ¢ — 1. Then ¢ =
1 mod p®, so by the theorem there are infinitely many such q.

2. Consider the arithmetic progression 1 + 2%p° + >~ 29F1p1 for m = 0,1, 2, ... Dirichlet’s
theorem says there are infinitely many primes in this progression. So there are infinitely many
primes ¢ such that 2%p® | ¢ — 1, and ¢ = 1 + 2%p® mod 2%p"*! and ¢ = 1 + 29" mod 2¢F1p°, i.e.

2apb+1 J[ q— 1 and 2a+1pb J[ q— 1.

Orders in Number Fields

An order O in a number field K is a subring which is also a lattice. We say an order is maximal
if it is maximal with respect to inclusion. A maximal order of a number field is unique (‘the’
maximal order) and coincides with the ring of integers, Ok. The behaviour of ideals in (not

necessarily maximal) orders is significantly determined by the conductor ideal:

Definition 7. The conductor of an order O C Ok s defined

c=co={r € K:20k C O}.

We need the following lemma on the behaviour of ideals in orders:

1See |58| for a translation into English.
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Lemma 2.11. (54 Let O be an order in K with conductor c.

1. For each Og-ideal a coprime to ¢,a N O is an O-ideal coprime to ¢ and the natural ring

homomorphism O/(aN O) — Ok/a is an isomorphism.

2. For each O-ideal b that is coprime to ¢,bOk is an O-ideal coprime to ¢ and the natural

ring homomorphism O/b — Ok /6O is an isomorphism.

3. The nonzero ideals coprime to ¢ in Ok and in O are in bijection by a — aN O and b —
bOy and these maps are multiplicative: (aN Q) (a'NO) =ad N O and (bOk) (b'Ok) =
bb' O

We will later study more general orders in cyclic division algebras.

Local Fields

We will also need some p-adic theory. For more on this, see [144].

Definition 8. A field is complete if every Cauchy sequence of elements converges. A valuation
on a field K is a homomorphism v : K — R such that v(zy) = v(z) + v(y), v(z) = oo if
and only if x = 0, and v(x 4+ y) > min(v(z),v(y)). If the image of v is Z then v is said to be
discrete. If ring R has field of fractions K, and K is equipped with a discrete valuation such

that R ={x : 2 € K and v(x) > 0}, then we call R a discrete valuation ring (DVR).

DVRs are PIDs and have precisely one proper maximal ideal.

The p-adic valuation: Let p € Z. Define v,(z) = r, for = p"a with a = g with ged(p, b) =
ged(p, ) = 1. Likewise for a Dedekind domain A with field of fractions K and a prime ideal
p, vp(x) :=r, for (z) = p"bc! where b, ¢ are fractional ideals coprime to p. This valuation is
discrete. The completion of Q with respect to v, is denoted @, and called the rational field of

p-adic numbers.
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Definition 9. A local field is a field K that is complete with respect to a discrete valuation,
and has finite residue field. Denote the ramification index of such a field’s unique prime in a

finite extension L by ek .

Thus Q, is an example of a local field. We can generate further examples as follows: let K be
a number field, and q a prime ideal of Ok lying above ¢q. Denote the completion of K by q
by K,. This is also a local field, and is a finite extension of Q;. The following gives important

properties of such fields:

Proposition 2.3. Let K be a local field.

1. Ok is a discrete valuation ring with a unique proper prime (mazimal) ideal.

2. A generator, m, of the mazimal ideal, m, is called a uniformizer. This element is irre-

ducible.

3. The group of units of Ok is denoted O = U. The nth unit group is defined U™ = {u €
Ok :u=1mod m"}. We have U/U™ = (OK/m”)X.

Definition 10. We say an extension of local fields L/ K is tamely ramified if char(K) { erx,
where K = Oy /m is the residue field of K.

The following three results will be used in the proof of Theorem [4.1}

Proposition 2.4. (112, Chapter 2, Proposition 5.3 Let K, be as above. Then we have K=
Pg—1 X (mq) X Uql, where fig—1 s a cyclic group of order q — 1, mq is a uniformizer of K4, and

U, is the first unit group of K,.

Theorem 2.2 (Hasse Norm Theorem [74]). Let L/K be a cyclic extension of number fields. A
nonzero element of K is a local norm at all primes p € L lying over p € K, for all p € K, if

and only if it is a norm of an element in L.

Theorem 2.3 (Local Reciprocity Map [64]). Let Q be a prime ideal of O, and q be a prime
ideal of Ok, both lying above q, so La/Kq is a finite abelian extension of local fields. Then
there is an isomorphism

O : K [Npgic, (L)~ Gal(La/K,).
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2.4 Lattice Problems

Recall \;(£) denotes the minimum length of a set of i linearly independent vectors in £, where
the length of a set {xi,...,x,} C R™ is max; (||x;]|): the ith successive minimum of £ (in
the appropriate norm). The following problems are the computationally intractable lattice

problems we use in this thesis to establish the hardness of LWE- and NTRU-based problems.

Definition 11. (GIVP) The Generalized Independent Vectors Problem GIVP?; 1s: given lat-
tice basis B, find n = dim(L(B)) linearly independent vectors x,...,x, € L(B) such that

max; ||z < - ¢(L(B)).

When ¢ = \,,, we recover shortest independent vectors problems:

Definition 12. (approx.-SIVP) Given a lattice L and an approzimation factor £ = £(n) > 1,
the approximate Shortest Independent Vectors Problem, SIVP ¢, is to find n linearly indepen-

dent non-zero vectors &y, ..., &, such that max; (||z;|,) < & - A\ (L).

Definition 13. (approz.-SVP) Given a lattice L and approzimation factor & = {(n) > 1 the

approzimate Shortest Vector Problem, SVP ¢, is to find an a € L\{0} such that ||alls < &M (L).

We note here the inhomogeneous variant of SVP, the closest vector problem (CVP), in which

one is asked for the closest vector to a target point. We will use the following variant of CVP:

Definition 14. (BDD) Let 0 < § < A(L)/2. Then the bounded distance decoding problem,

BDD, 5 problem, on input y = x+e for x € L and e € R™ satisfying ||e||2 < 9, is to compute .
Definition 15. (¢-BDD) Let ¢ > 2. The ¢-BDD, s problem is, given a BDD, s instance
y = x + e with solution x € L and error e € R™ satisfying ||e||2 < 0, to output x mod qL.

We note here the following reduction from BDD to ¢-BDD:

Lemma 2.12. (136, Lemma 3.5/ For any q > 2 and lattice L, there is a deterministic polyno-

mial time reduction from BDD, s to ¢-BDD, ;.
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The proof of this lemma is lattice preserving, and so one can reduce BDD on any given lattice
to solving ¢-BDD on that lattice. We will later use this repeatedly in the cases when L is a

one- or two-sided ideal lattice in an order of a cyclic division algebra (definitions postponed).

Definition 16. We denote by DGS; ¢ the problem of sampling a discrete Gaussian Dg¢, § > 0,

where L is some n-dimensional lattice.

2.5 LWE

The lattice problems we have defined so far (SVP, SIVP, etc) have been found to be largely
unsuitable to build cryptographic functionality from directly. We instead use problems which
we know can be used in cryptography (e.g. to build encryption or signature schemes), and we
then reduce intractable lattice problems to these more obviously useful problems. This allows
us to obtain cryptographic functionality and some kind of security guarantee. In this thesis the
major problem considered from which to ‘do cryptography’ on lattices is Learning with Errors

(LWE); we also later consider NTRU.

Definition 17. (LWE Distribution) Let n € Z, ¢ > 2, and x be an error distribution over
R/Z. Lets € Zy. Define the LWE distribution As, as the distribution over Zi x R/7Z obtained

by sampling a € Zy uniformly at random, e < x, and outputting (a, (a,s)/q + e mod Z).

Cryptographic problems are then defined, using this distribution.

Definition 18. (Search LWE) The search LWE problem LWE,, is, given independently chosen

samples from A, for arbitary s and x, to find s.

Let T be a distribution over possible LWE error distributions.

Definition 19. (Decision LWE) The decision LWE problem dLWE;, is, given samples chosen
either independently from A, with s < U (ZZ) and x < Y, or from U (ZZ‘ X R/Z), to decide

which with non-negligible advantage.
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We postpone the definition of NTRU. It will be helpful for the numerous sections below to give
a high-level overview of the reduction from SIVP to LWE provided by Regev in [138|. In this
setting, the LWE error is sampled from D,, for some a > 0.

The reduction begins by observing that SIVP reduces to DGS in polynomial time ([138, Lemma
3.17]), so it suffices to firstly reduce DGS to search LWE, and then, secondly, reduce search
LWE to decision LWE. The outline of the first reduction is as follows. It uses the so-called
‘iterative step’ to, given polynomially-many samples from a discrete Gaussian D, for very large
r, sample from a discrete Gaussian D, where r’ = %ﬁ and aq > 2y/n, so r’ < §. This initial
value of 7 is taken sufficiently large to sample D, , efficiently by Lemma . Applying this
step polynomially-many times allows one to sample from D, .~ for some pre-specified " < r.
Designing the iterative step, then, is the crux of the method. This step has two parts, one
classical, one quantum. The first, classical, step, takes in polynomially-many samples from
D, and a search LWE oracle as input, and solves BDD; on the dual lattice £ with ¢ < <Z.
The second, quantum, step uses this BDD solver to construct a quantum algorithm to sample
from D, ,. Combining these two provides the structure of the iterative step.

The quantum step is lattice-preserving, as is the reduction from SIVP to DGS, facts often used
to obtain security proofs of structured variants of LWE. In other words, to derive a reduction
from structured lattice problems to variants of search LWE, it often suffices to reduce BDD on
some (dual) lattice to the structured search LWE instance desired - but more on that later.
As for the search to (worst-case) decision reduction, one begins by simply guessing an entry of
the secret vector. If g; is a guess for s; and the LWE sample is (a,b) = (a, (a,s) + e mod q),
then sampling v uniformly over Z, and setting (a’,0') := (a + (0, ...,v,...,0),b + vg; mod q),

where (0, ..., v, ...,0) has v in the ith position, one finds

V=b+vg =a's+e+vg =2a’s—(0,..,v,..,0)s+vg +e

=a'’s —vs; + vg; + e =a''s — v(s; — g;) + e mod q,

which is an LWE sample if g; = s; mod ¢, and is uniform otherwise. Thus the decision oracle
can be used to discern when g; = s; mod ¢, and so via this transform, calling the decision oracle

on the outcomes of repeated experiments, provides the whole secret s.
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2.6 Structured LWE

We now move to consider algebraically structured forms of LWE, focusing on RLWE, which
uses a structure obtained from ideals of rings of integers of cyclotomic fields. Denote such a field
by K. To both use the algebraic structure from ideals in Ok (or some other algebraic object)
and also to be able to obtain hardness guarantees from geometric computational problems, we

embed ideals into R™. We do this through the canonical embedding.

2.6.1 The Canonical Embedding

Let K be a finite Galois number field over Q over degree n. Then (by the Primitive Element
Theorem) there exists some a such that K = Q(«) = Q[z]/(mq(x)) where m, () is the minimal
polynomial of o over Q. Since K is assumed to be Galois, there are n distinct automorphisms
of K defined by their action on the roots of m,(z), and in particular on their action on «, and
these automorphisms extend to n distinct embeddings K < C. Such an embedding o; is real if
0;(K) C R, and is otherwise complex. A number field is totally real (resp. totally complex) if all
of its embeddings into C are in fact embeddings into R (resp. not into R). It is well known that
any Galois extension of Q is either totally real or totally complex. There are r; real embeddings
of a number field and ry pairs of complex embeddings, such that r; +2r, = n. Ordering the real
embeddings first, and then the complex embeddings such that o, 4; =0, 1,4, for 1 < j <y,

we define

Definition 20. The canonical embedding is the embedding o : K — R™ x C*2 such that

and imog C H :={(z1,...,x,) ER" X C¥2 : 1y 41y =Tz 1 < Jj <1}

We have H = R" as inner product spaces. We have o (z) + 0k (y) = ox(x + y), so the image

of any algebraic lattice in K is a lattice in R™, and ok (zy) = ok (z) x 0k (y), where % is the



34 Chapter 2. Background Theory

entry-wise product of vectors.

An alternative way of embedding a Galois number field into R" is by writing K = Q(«) for
some element o and writing r = z1a + ... + z,a" for x € K, x; € Q. The element x can then

be mapped to (x1,...,x,) € R™. This is called the coefficient embedding of x, denoted coeff(x).

Ring LWE

In [102] the canonical embedding was used to embed ideals of the ring of integers of a number
field K into R", and the algebraic structure was used to define an LWE-style problem, Ring
Learning with Errors (RLWE) as below. Here, Kg = K ® R and Ok, = Ok /qOx.

Definition 21. (RLWE Distribution) Letn € Z, g > 2, and x be an error distribution over Kg.
Let s € O}/(q. Define the RLWE distribution A, as the distribution over O, x Kr/O}; obtained

by sampling a € O, uniformly at random, e < x, and outputting (a,as/q + e mod Oy).

From this distribution we can define search and decision problems, as we did for LWE.

Definition 22. (Search RLWE) The search RLWE problem RLWE;, is, given independently

chosen samples from A, for arbitrary s € Olv(q and x, to find s.

Again, let T be a distribution over possible RLWE error distributions.

Definition 23. (Decision RLWE) The decision RLWE problem dRLWE;,, is, given samples
chosen either independently from As, for s < U((’)[V(q) and x < T, or from U (OKq X KR/OIV(),

to decide which (with non-negligible advantage).

Samples from the RLWE distribution give structured LWE instances. To see this, recall that
the above rings (in the power-of-two case) look like R = Ok = Z[z]/(z™+ 1) where n is a power

of two. If we fix the basis {1, z,...,2" '} and consider multiplication on any other element, say

1

s =50+ 812+ ... + 5,_12" L, by some element a = ag + a1 + ... + a,_12" "', one can see that
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over Z we obtain

ay —OGp—1 - —ai S0
aq Qo ... —Aag S1
ap—1 Ap—2 ... Qg Sn—1

If we use these polynomials to form a sample (a,as + e mod g), the structure of the matrix
representation means one only needs to store the n coefficients of a, rather than an entire
matrix.

Security proofs have been given for RLWE in a similar fashion to LWE. These reduce ideal-SVP,
that is SVP on the canonical embedding of an ideal of Ok, to search RLWE, since SIVP and
SVP are equivalent in a cyclotomic field: note that multiplication by a root of unity preserves
the length of a vector, so solving SVP and multiplying the shortest vector by the powers of (,
results in n short vectors, as required by SIVP.

The key adaptation of Regev’s reduction to search in the RLWE reduction is the ‘clearing

ideals’ lemma:

Lemma 2.13. [102, Lemma 2.15] Let T and J be ideals in R, let t € T be such that t - Z*
18 coprime with J, and let M be any fractional ideal in K. Then the function 0, : K — K
defined as 0;(u) =t - u induces an isomorphism from M/JM to ZTMJZTM, as R-modules.

Moreover, this isomorphism may be efficiently inverted given L, J, M, and t.

This is used to prove the ¢-BDD to search RLWE reduction, where the ¢-BDD instance y =
x + e mod ¢ is over the canonical embedding of ZV, for some ideal Z C O, as follows: one

samples z <= Dz, and €’ <~ D, s, and computes (a,b) € Ok, x Kr/Oj;, where

a=0;"(2mod ¢I) € Og, and b= (z-y)/q+ € mod O}.

Then one finds b = (2 -y)/q+ € = zax/q+ ze/q+ € = zx/q + €. Rewriting zz = tar mod
qOY., setting s := tx mod qOY;, and checking the error is distributed correctly yields a sample
negligible statistical distance from an RLWE sample; the assumed search RLWE oracle then

recovers s, and thence z mod ¢, solving the ¢-BDD instance as desired.
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The reduction from search RLWE to worst-case decision RLWE follows a similar strategy to the
plain LWE proof. Using the CRT, one has Oy, /qO}; = []7_, O)./q:0});, where ¢ € Z is a prime
unramified in Ok such that ¢Og = Hle g; and g is bounded. One reduces from search RLWE
‘modulo ¢" to search RLWE ‘modulo ¢, since transitivity of the Galois group on the ideals
above ¢ allows one to find a solution modulo g; and from there obtain the solution modulo the
other factors of ¢, and patch a solution modulo ¢ together by inverting the CRT.

From here one employs a hybrid distribution. We outline this step because of its relevance to
CLWE. The hybrid distribution A} , over Ok, x Kg/O} is defined by sampling (a,b) < A,
and outputting (a,b+ h/q), where h € O}Qq is uniformly random and independent mod ¢;O);
for all j < 4, and 0 mod the remaining qj(’)}gﬂ Here 1) is an error distribution over Kp.
Then worst-case decision RLWE mod g;, WDLWEfL\I,, is, given access to A;w for arbitrary
s € (’)}/(q, Y € U, and j € {i—,i}, to find j, for i € Z, and some family of distributions .

Then, given an RLWE sample (a, b), one guesses s with g and computes
(@', V) = (a+v,b+ (h+vg)/q) € Ok, x Ku/O,

where v € O, is uniformly random mod q; and 0 mod q; for j # ¢, and h € O}v{q is uniformly

random and independent mod q;O} for all j < i, and 0 mod the remaining q;0}.. Observe

V=b+(h+vg)/qg=as/q+e+h/q+vg/q

= ((a+v)s+h+ovlg—s))/q¢+e

If the guess g = s, this is Ai:l; else A;w. Note this crucially requires, when g # s, for g — s to

be invertible modulo q;O}, which holds since O}, /q;O}; is a finite field.

Module LWE

It is straightforward to extend the above definitions to modules of finite rank over Of. Recall

a left module M over a ring R is an additively closed set equipped with a scalar multiplication

'Here Agﬂp = Ay
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from R satisfying

1. r(my +mg) = rmy + rmeo,
2. (r4+s)ym=rm+ sm,
3. r(sm) = (rs)m, and

4. Im =m,

where r,s € R and m,my,my € M. A right module is defined analogously, and a module is

two-sided if it is both a left and right R-module. The set of torsion elements of M is
tM):={meM: 3Ire R\{0}:rm=0}

An R-module M is called free if M = R" for some n, and projective if there exists an R-
module A such that M & N = R", for some n. For equivalent definitions of projectivity, see
[96]. To define module LWE, we consider two-sided modules of finite rank over O, contained
in K™, for some m. It is well knownﬂ that given some Og-module M, there exist nonzero
ideals 7, of Ok and linearly independent vectors (b;), of K™ such that M =>"7_| 7} - by, for
some n < m. Then [(Zy), , (by),] is called a pseudo-basis of M. We define a notion of duality

on modules using the field trace, and apply it to the pseudo-basis presentation of a module:

Definition 24. MY = {x € K™ : Tr((x,y)) € ZV y € M}, where (-,-) is the Hermitian

form on Cm7 <$, y> = Zz sz

If [(Zk), , (bx),] is a pseudo-basis of M, so M = >} | T} - by, we have MY = > 7 | I - b/,

where (b, bY) = 1 if and only if k = j, and 0 otherwise. We now define module LWE.

Definition 25. (MLWE Distribution) Let n € Z, q > 2, and x be an error distribution
over Kg. Let s € <O¥(q> . Define the MLWE distribution As, as the distribution over
OF, X Kgr/O}. obtained by sampling a € Of, uniformly at random, e < x, and outputting

(a,(a,s)/q+ e mod Of).

2See, for example, [53, §1.2.23]
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From this distribution we can define search and decision problems, as we did for LWE.

Definition 26. (Search MLWE) The search MLWE problem MLWE;, is, given independently

chosen samples from A, for arbitrary s and x, to find s.

Let T be a distribution over possible MLWE error distributions.

Definition 27. (Decision MLWE) The decision MLWE problem dMLWE;, is, given sam-
ples chosen either independently from As, with s < U <<O§q>m> and x + Y, or from
U (O?q X KR/O}/(), to decide which (with non-negligible advantage).

Like before, reductions were given, this time from SIVP (which is not equivalent to SVP in
module lattices) to MLWE. The iterative step of the reduction from SIVP to search MLWE and
the reduction from search to worst-case decision only require mild adaptations to the module

lattice setting.

A Smorgasbord of Algebraic Structures for LWE

In fact, the first variant of LWE using more structured rings was not [102|, but [155]. The
authors used more general rings than the ring of integers of cyclotomics, and this variant has
subsequently been named Polynomial LWE (PLWE). One samples from a domain defined by
Zg|x]/(f(x)) for some irreducible polynomial f(x), and the underlying problems are based on
the hardness of lattices obtained under the coefficient embedding. Results relating the hardness
of RLWE and PLWE can be found in [141] and [37].

A generalisation of RLWE in another direction concerns suborders of Og. Here one samples
from O C Of. This was defined in [27], and further hardness guarantees were obtained in [28§].
There have also been generalisations of MLWE. These include [47], in which the dihedral group
rings Z[Ds,| were used to construct structured forms of rank-2 MLWE over cyclotomic rings -
and on these, much more later. A prior effort at structuring MLWE is [123|, which considered
multivariate polynomial rings Z,[z,y]/(f(x), g(y)), and which was subjected to attack in [32].

A common thread among these variants, as we have seen for RLWE and MLWE, is the presence
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of a matrix representation over Q for multiplication by the elements in the algebraic objects
concerned. One can even begin from this perspective, as in some sense middle product LWE
[140] does, which replaces the square public matrix A in LWE samples with a structured
Toeplitz matrix, which corresponds to the middle product operation on two polynomialsﬂ for
which highly efficient algorithms exist. This leads us to the structures we are most concerned

with in this thesis.

2.7 Cyclic Division Algebras

Here we define cyclic algebras, give conditions for them to be division algebras, and discuss

certain orders they contain.

2.7.1 Algebras

Recall the center of a ring R, denoted Z(R), is the set of elements commuting with all other
elements. Let K denote a field. A K-algebra is a ring that is equipped with an injective map
¢ : K — Z(A) into the center of A. This makes A into a vector space over K.

We say A is central if Z(A) = K. We say A is simple if A has no nontrivial two-sided ideals.
An example of a simple algebra over a field is M,,(F), the n X n matrix ring over a field F. All
algebras in this thesis will be unital, that is, 1 € A.

Here we also define some properties of noncommutative rings that will be referred to below. A
(noncommutative) ring R is called prime if for all ideals I, J in R, we have IJ =0= 1 =0
or J =0. R is called hereditary if every ideal is a projective R-module. Finally, R is called

Dedekind prime if it is Noetherian, hereditary, and prime.

3Multiply two polynomials, discard the highest and lowest coefficients, then shift the remaining coefficients
down such that the lowest remaining coeflicient becomes the constant term.
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2.7.2 Cyclic Algebras and Non-norm Elements

We define (and construct) cyclic algebras as follows: let L/K be a degree d < oo extension of
number fields with cyclic Galois group. Denote a generator of the Galois group by 6. Consider

the following direct sum:

A=Leul® .. ¢ou' L,

where u is an auxiliary element satisfying the properties 1) u? = v, where v € K, and 2) for
all z € L, we have xu = uf(z). A is a central simple K-algebra, and property 2) gives it a
non-commutative multiplication operation. Such an algebra is called a cyclic algebra. To ensure

every element of A has a multiplicative inverse, we require that v is a non-norm element:

Definition 28. An element v of K is non-norm if there does not exist an element v € L such
that 4" = Ny i (x), for 0 < i < [L: K]. Equivalently, ~ is non-norm if v ¢ Npx(N*) for all

proper intermediate subfields K C N C L [11§].

This definition is meaningful, since the answer to the question: for a given extension L/K, is
the norm map surjective? is often no; for instance, —1 is not in Ngg)/(Q(7)*). The relevance

of this is

Proposition 2.5. [6]/ A cyclic algebra A is a division algebra if and only if v is a non-norm

element.

Then A is called a cyclic division algebra (CDA) with non-norm element 7. The following
proposition states that only some powers of an element need be checked to verify that it

satisfies the non-norm condition:

Proposition 2.6. [166, Proposition 3.6/ A cyclic algebra A = (L/K,0,~) with [L : K| = d
is a diwvision algebra if and only if ¥¥/? is not the norm of any element of L*, where p is any

prime divisor of d or p is equal to d.

When + is non-norm, we denote this algebra by A = (L/K,0,).
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2.7.3 (Maximal) Orders in CDAs

Here we discuss integral structures lying within CDAs. The chief reference is [139]; [92] provides

a nice introduction. We denote a general cyclic K-algebra by A, and a CDA by A.

Definition 29. An Og-order in A is a full Ok-lattice O in A which is a subring of A. Thus
a Z-order O in an algebra A is a finitely generated Z-module that contains a Q-basis of A, and
s also a unital subring of A. If a set is called an order, it is understood to be an Og-order.

Fvery order in A contains Ok.

In any cyclic K-algebra A there always exists a maximal order (with respect to inclusion), and
every order is contained within some maximal order.
We will primarily use the following order of (L/K,0,), where v € Ok, which we will call the
natural order:

d-1

A == @U,ZOL == OL D UOL (&) U2OL D...D Ud_IOL

i=0
When 7 is a unit, it is possible that the natural order is also maximal, i.e. that A is not contained
in any other non-trivial order. When K = Q((,), L is a certain cyclic Galois extension of K,
and v = (,, for n a prime power, A was shown to be maximal in [71]. We now outline this
construction.

Write n = p" for some prime p and r € N. We then select a second prime ¢ > 2 such that
¢ = 1mod n, and also such that ¢ # 1 mod pn. Set M = Q((,, () = Q(Cue). We then fix a
degree d subfield of M over K by taking the fixed field of o, where d is a divisor of £ — 1 of
desired size such that ged(d,n) > 1. Since ged(¢,n) = 1, M/K is a Galois extension with cyclic
Galois group, so we can write Gal(M/K) = (o), and hence the fixed field of o also has cyclic
Galois group over K. In 71, Theorem 2| it was proved that the resulting algebra (L/K,6,(,)
is division, where Gal(L/K) = () for some automorphism 6, and in |71, Theorem 3] that the
natural order of those CDAs are maximal.

As will be seen in the following section, maximal orders have particularly nice properties.
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2.8 1Ideals in Orders of CDAs

It will be useful to expand upon the theory of ideals in orders of CDAs. We do this because we
will need the theory of both two-sided and one-sided ideals in maximal orders for our reductions
later on in this thesis. We begin with two standard results on lattices, before moving on to

ideals.

Proposition 2.7. If Z, J are full Og-lattices in A, Z.J s a full Ok-lattice, where
J
1J = {ZIzyz €Ly, €J,5 € N}
i=1

Definition 30. Let L be a full Ok-lattice in A. The left order of L is defined
OL)={a€A:aLl C L}

The right order is defined analogously. They are both Og-orders in A. If T and J are full
Og-lattices in A, TZJ is a proper product if O.(Z) = O)(J).

Ideals in Maximal Orders

We will see how the ideal theory of orders changes depending on whether a given order is
maximal or not. The theory in the case of maximal orders is much better behaved than for

non-maximal orders.

Definition 31. Let O be an order in A. A left integral ideal in O is an additive subgroup T
such that O C Z. A left fractional ideal is a subset of the form \Z, for some left integral ideal
Z and X € Ok \ {0}. Right ideals are defined analogously, and an ideal which is both left and

right is called two-sided. An ideal in O may be called an O-ideal.

Proposition 2.8. Any full O-lattice T is a left O)(Z)-ideal, and O)(Z) is the largest order for
which T is a left ideal. If T C O, for some order O, then O C O)(Z).
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Let Z be a left O-ideal. Then it can be seen that Z is two-sided if and only if O C O,(Z).
When O is maximal, this is equivalent to O;(Z) = O,(Z). We say an ideal is full if it is full as

a lattice, and it turns out any ideal in an order of a division algebra is full. Following [92], we

denote by Frac;(O) the set of full left O-ideals, and Fraco(O) the set of full two-sided O-ideals.

The Case of Two-sided Ideals

In the following, Z and J will be full Og-lattices. By Proposition 2.7, the product of two
left O-ideals is again a left O-ideal, and O)(ZJ) D O(Z) and O,(ZJ) D O,(J). This implies

closure under multiplication of two-sided ideals.
Definition 32. Define the inverse of T to be T7' = {a € A:ZaZ C I}.

Proposition 2.9. [139, §22.6, §23.3, §22.7] T~ is a full O-lattice in A. We have

O () D20.(T), O.(T7")D>0(T), IZ'CO(I), and T'I C O,(T).

If T is a two-sided ideal of a maximal order O, T is also an O-ideal such that

IT'=71'T=0.

Thus in a maximal order the full two-sided ideals have unique inverses, with identity element
being the order itself.

As usual, if Z, J are O-ideals such that Z O J, we say Z divides J and write Z | J. If B is
a two-sided ideal in O, we say P is prime if P | ZJ implies P | Z or P | J for any two-sided
ideals Z, 7. In CDAs the prime ideals perform a similar role as in number fields; we have the

following theorem:

Theorem 2.4. [139, Theorem 22.10] Suppose O is a maximal O-order in A. Then Fracy(O)
18 an abelian group with respect to multiplication, and any proper ideal factors into a product

of powers of prime ideals in a unique way.
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This theorem does not hold in the non-maximal order case. In addition, the theorem does not
hold for one-sided ideals: while the product of two one-sided ideals is again a one-sided ideal,
the inverse of a one-sided O-ideal is not again (in general) an O-ideal, even if O is maximal.
We also define a multiplicative norm on two-sided ideals. Let Z be an integral ideal of a maximal
order O; then No(Z) := |O/Z|.

Next, we record an important property of prime ideals of maximal orders:

Proposition 2.10. (139, Theorem 32.1] The prime ideals of a maximal order coincide with its
mazimal two-sided ideals. There is a bijective correspondence between the nonzero prime ideals
p C Ok and the prime ideals B C O : p =P N Og. Moreover, we have pO = P for some

integer ey.

This result allows us to study prime ideals of A (when A is maximal) by studying ideals of Ok,
which are well understood.
There are two forms of the Chinese Remainder Theorem (CRT) that will be useful. The first

is the CRT ‘proper’:
Theorem 2.5. [139, §22, ex.3] Let By, ..., B, be distinct prime ideals of A. Let
B= ]85 eciZ
i=1

If each e; > 0, then there is a ring isomorphism

A/B =A%
=1

This holds more generally for quotients by products of pairwise coprime ideals. The second
form is a CRT-style decomposition of the quotient of A by an ideal of the form ZA, for any
7 € OK .

Theorem 2.6. (119, Lemma 4] Let A be the natural order of a cyclic division algebra A =

(L/K,0,~) and I be an ideal of O which factors into a product of prime ideals asZ = q5* ... qq°
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as an ideal of Ok. Then, we have the isomorphism
AJIN=TRy x ... xR,

where R; = @0 u! (O /q5Oy) is the ring subject to the relations (¢ + g7 Or) u = u (0(¢) + q“Oy)

=0

and u? =y +qf'.

The Case of One-Sided Ideals

We now develop the one-sided ideal theory. In the following, Z will be a full Og-lattice. By
Proposition the product of two left O-ideals is again a left O-ideal, and O}(ZJ) D O,(Z)
and O.(ZJ) D O,(J). So we have closure under multiplication of left (or right) ideals in a

fixed order.

Proposition 2.11. Z! is a full Ok lattice in A. We have O (Z7') D O,(Z),

O, (1) > O((T), II-' € O(T), and T-'I C O,(I).

Definition 33. Say a lattice T is left invertible if T~ C O,(I). Right invertibility is defined
similarly, and for one-sided ideals one can replace lattice with ideal in the definition. In general,

left and right invertibility are not equivalent.

Definition 34. An ideal of a maximal order is called normal. If T is normal, T is integral if

it 1s integral for its left order.

Proposition 2.12. (139, §21.2, §22.9] Let T be a full Ok -lattice in A. Then Oy(Z) is a mazimal
order if and only if O.(Z) is. If T is normal with left order O and right order O', then T is
integral as a left O-ideal if and only if it is integral as a right O'-ideal, i.e., T C O if and only
if O CcO.

Lemma 2.14. (139, Theorem 22.19] Suppose T and J are integral normal ideals in A. If ZJ

18 proper, it is also an integral ideal.

While there isn’t a ‘nice’ theory of one-sided prime ideals, one can still talk about factorizations
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into one-sided maximal integral ideals, where maximal integral ideal means an integral normal

ideal, maximal as a left ideal in its left order.

Theorem 2.7. [159, Theorem 22.8] Let T be a proper integral ideal. Then I factors into
a proper product of maximal integral ideals, and the number of factors is independent of the

factorization.

Lemma 2.15. [139, Theorem 22.15] Let m be a mazximal left ideal of a maximal order O. Then
B ={aecO:a0 Cm} is aprime ideal of O. Moreover, O/m is a simple left module finitely
generated over O /P.

This lemma means that each maximal integral ideal m has an unique associated two-sided ideal
B (inside a maximal order). While the above results are insufficient to form a group on the
set of one-sided ideals, one can describe the Brandt groupoid, BG(A), instead, which is the
collection of normal ideals of A under multiplication restricted to proper products. We do not
expand on the Brandt groupoid here, but do make the following observations for one-sided Z
with O = O)(Z) and O’ = O,(Z): if J is any two-sided O-ideal, then JZ is a right O'-ideal,
I717 is a left O'-ideal, and Z-'J7Z is a two-sided O’-ideal.

Proposition 2.13. (139, Theorem 22.21] Let T be a normal ideal with left order A and right
order I'.  Let Z(A) be the set of two-sided ideals of A, and similarly for T'.  Then there is
an isomorphism ¢ : Z(A) = Z(T) given by o(X) = Z7'XZ, for X € Z(A). Conversely, given
maximal orders A, I" such that there exists a normal ideal T with A,T" as its left and right orders,

this ideal induces an isomorphism via conjugation that is independent of the chosen ideal.

2.9 CLWE

Embedding Integral Structures of CDAs into R™

Consider a CDA A = (L/K,6,v) with [L : K] = d. Fixing the L-basis of A, {u'};>o, we can

express an element as the linear map ¢(x) given by left multiplication on the u’. For example,
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if x = EB?;&UZ:BZ- € A,

xo  V0(xa1) ... 0N a)

1 0(xg o g1 To

. (1) . A0(a)
rg1 O(wa—2) ... 07 (m)

If we denote the n embeddings K < C by «, we can extend these to embeddings of L (which,
in an abuse of notation, we also denote by «). It can be seen that all the nd embeddings of L
are obtained from the set {a0#},,. So we may form a vector in R™” from z by concatenating
the vectorized images of the a(¢(x)) for all @ € Emb(K). Then the image of any discrete
additive subgroup of A is mapped to a lattice in R Finally, we define two norms on A: we
set 2112 = Scomuer Siy [0(6(@)ig) P, and [l = maxa,s; la(é(x);,)], where (2);; denotes
the 7, jth entry of ¢(x). We may use || - || to denote || - ||2.

Let the trace Tr(-) of z € A be defined Tr(z) = Tk/q o trace(¢(z)), where Tk g is the field

trace. This map is symmetric. The dual of an ideal Z is the set
IV={re A: Tr(zZ) C Z}.

The codifferent ideal of A is AVY.

Lattice Problems from Ideals of Orders in CDAs

We now define the computationally-hard lattice problems needed for our security reductions.

In our ensuing definitions, O denotes a maximal order, and Lgr = L ®g R.

Definition 35. Let A be a CDA, T C O be an ideal, and & > 1. The approzimate Shortest In-
dependent Vectors Problem, SIVP; is to find n linearly independent non-zero vectors 1, ..., xy

such that max; (||z;||) < & - \(2).

Let ||e]|2,00 := max; \/<Zf:_01 o (61')’2), for e € A®g R.
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Definition 36. Let A be a CDA, T an ideal of O, and 0 < § < M (Z)/2. The A-BDDp 71
problem, giveny =x +e forx € Z and e € @?:_01 u'Lyg satisfying ||e||2.0o < 9, is to find x.

Definition 37. For any ¢ > 2, the gA-BDDp 14 problem is, given a A-BDDe 15 instance

y = x+e with solution x € L and error e € @;1:—01 u'Lg satisfying ||e||2.00 < 0, output x mod ¢Z.

Lemma 2.16. For any q > 2 and order ideal I, there is a deterministic polynomial time

reduction from A-BDDo 75 to ¢A-BDDp 76

Proof. Adapted from [136, Lemma 3.5|, which lifts since it is lattice preserving. O

Definition 38. We denote by A-DGSe the problem of sampling a discrete Gaussian Dz¢, § > 0,

where T is some ideal of O.

We note that A-SIVP reduces to A-DGS (see [71]).

The CLWE Problem, and Reductions

In |[71], LWE was instantiated using the natural order inside a CDA. We first define the following

distribution, where 1 is an arbitrary error distribution:

Definition 39 (The CLWE Distribution). Let L/K be a Galois extension of number fields
of dimension [L : K] = d, [K : Q] = n with cyclic Galois group generated by 0. Let A :=
(L/K,0,7) be a cyclic division algebra with element u such that u? = v € Og. Let A be the

d_oluiLR, modulus ¢ > 2, and a secret

1=

natural order of A. For an error distribution 1 over &

s e N

o> a sample from the CLWE distribution 11, s, is obtained by sampling a <— A, uniformly

at random, e < ¢, and outputting (a,b) = (a,(a-s)/q+emod AV) € A, x (B u'Lg) /A.

The public element a has a matrix representation ¢(a), and to construct this matrix only the
first column need be stored by a user. Let ¥ be a family of error distributions. From the above,

search and decision problems can be defined:

Definition 40. Let 11, be a CLWE distribution for parameters ¢ > 2,s € Aqv, and error
distribution ¢ € W. The search CLWE problem, denoted CLWE, s, is to recover s from a

collection of independent samples from 11, .
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Definition 41. Let T be a distribution on a family of error distributions over @?;01 u'Lg
and Uy the uniform distribution on <Aq, (@?:_01 uiLR> /AV> . The decision CLWE problem,
DCLWE, v, is given a collection of independent samples from either 11, s, for a random choice

of (s,9) < U (A(\I/) x T, or from Uy, to decide which is the case with non-negligible advantage.

Using the following family of error distributions

Definition 42. Let 3, be the set of Gaussian distributions X over @f:_ol u'Lg with Gaussian

marginal distributions of parameter r; ; < « in the i, jth entry.

a reduction from DGS on ideal lattices to the search CLWE problem was obtained, over CDAs

constructed as in Section 2.7.3

Theorem 2.8. |71, Theorem 6] Let A be a CDA over a number field L with center K and
natural, maximal order A with |y| = 1. Let « = a(n) € (0,1) and q = q(n) > 2, unramified
wm L, be parameters such that o - q > w(\/logW). Then, there is a polynomial-time quantum
reduction from A-DGS¢ to search CLWE, s, for any & = r - Vdw(\/log(d - n))/aq, where
r>2q-n.(T).

This reduction relied upon a ‘clearing ideals’ lemma (see Lemma below) and follows the
structure of the RLWE reduction closely.

However, the search-to-decision reduction has a technical difference to the RLWE equivalent.
The reduction for RLWE relied on the CRT for products of prime ideals of Ok, whereas
the CLWE reduction relied on the CRT-style decomposition of the quotient of A of Theorem
2.6l This gives an isomorphism from A/gA to [T, ((Or/4:0.)/(Ok/4:),0,7), where ¢O =
[T7_, g, which for primes unramified in Oy, is a direct product of (generalised) cyclic algebras
over Ok/q;, a finite field. The factor of the right hand side induced by g, was labelled R;.
However these algebras are not division algebras, but rather each R; is isomorphic to a matrix
ring over a finite field, rather than simply a finite field (which is what is obtained for the
corresponding step for RLWE). Let us work through the consequences.

We define a hybrid distribution A’y over A, x (®;u’Lg)/AY by sampling (a,b) « I; s and
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outputting (a,b + h/q), where h € A is uniformly random and independent modulo R; for
all 7 < ¢, and 0 modulo the remaining ;. Then worst-case decision CLWE modulo R;,
WDCLWE;E, is, given access to Aiz for arbitrary s € Ay, ¥ € ¥,, and j € {i—, i}, to find j,
for i € Z,.

To effect the reduction, given an CLWE sample (a,b), one guesses s with g and computes
(a',0) = (a+v,b+ (h+vg)/q) € Ay X (®iu'Lg)/\Y,

where v € A, is uniformly random mod R; and 0 mod R; for j # i, and h € A} is uniformly

random and independent mod R; for all j < ¢, and 0 mod the remaining R;. Observe
V' =b+(h+wvg)/qg=as/qg+e+h/qg+vg/qg= ((a+v)s+h+v(g—s))/q+e.

If the guess g = s, this is A;’Zl However, if g # s, we do not find that the resulting distribution
is A%y, unless g — s is invertible modulo R;, that is, invertible in some matrix ring over a finite
field. To ensure that this is the case, [71] artificially restricted the secret space for this step
of the reduction to a ‘pairwise difference set’” G C A,, which under the CRT-style map is a
direct product of sets GG; C R;, characterised by the property that the difference of any two
elements of G; inverts. Such a set is of size at most |G;| < ¢?, when [L : K] = d, rather than
the full secret space of ¢©°. As a consequence, there is currently no unrestricted reduction from
computationally hard lattice problems to the decision variant of CLWE.

Several subsequent steps, very similar to the RLWE/MLWE equivalents, established a worst-

case to average-case reduction for decision CLWE. The statement of the obtained result is

Theorem 2.9. [71, Theorem 7] Let A be the natural order of a cyclic algebra A = (L/K,0,7),q =
poly(n) and ag > n. (AY) for a negligible ¢ = £(n). Then, there is a probabilistic polynomial

time reduction from CLWE, s, ¢ for any pairwise different G C A;’ to DCLWE, v,,.

From these CLWE problems, a public key encryption scheme (PKE) was given. We take this
moment to fix the syntax of encryption schemes. A PKE scheme £ is a tuple of algorithms

& = (Gen, Enc, Dec) such that on input a security parameter A, Gen outputs a key pair (pk, sk),
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Enc takes as inputs pk and a message m and outputs a ciphertext ¢, and Dec takes as inputs
sk and ¢ and outputs either a message m’ or L, which denotes a decryption failure; and, finally,

the latter two algorithms must satisfy for every key pair (pk, sk) and all messages m

Decg(Encyr(m)) = m.

This latter condition may be relaxed to hold only with overwhelming probability; that is, we
allow the possibility of decryption failures.
We say a scheme is IND-CPA secure if any probabilistic polynomial time (ppt.) adversary has

only negligible advantage in the PubK experiment:

Definition 43. ([91]) Let 11 = (Gen, Enc, Dec) be a PKE scheme, and A be an adversary.
Say 11 is indistinguishable under chosen-plaintext attack if a ppt. adversary in the following

experiment PubK 4 11(n) has negligible advantage:

1. Gen is run to obtain keys (pk, sk).
2. Adversary A is given pk, and outputs a pair of equal-length messages mg, my.

3. A uniform bit b € {0,1} is chosen, and then a challenge ciphertest ¢ < Enc,y (my) is

computed and given to A.

4. A outputs a bit b'. The output of the experiment is 1 if b’ = b, and 0 otherwise. If b/ = b

we say that A succeeds.

That is, Pr [PubKan(n) = 1] < 1 4 neg(n).

The CLWE scheme has the following form, where letters in bold denote the vector of coefficients
of the corresponding algebra element, for any d > 2 such that ged(n,d) > 1:

Setup The setup algorithm Setup(1™) takes in a security parameter n and outputs a tu-
ple of parameters params(n) = ((K = Q({,), L, 4(n),0(n),q(n),a(n)), where ¢(n) satisfies
¢(n) = 1 mod n and ¢(n) # 1 mod pn for any p | n, L is a degree d extension of K contained in

M = Q(Cueeny), 0(n) generates L/K, q(n) completely splits in L, and «(n) parameterises the
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error distribution.

Key Generation The key generation algorithm Gen(1") creates a CDA A with v = ¢, from
the output of Setup(1"), samples a <— U(A,), s <= U(A}), and e < ¢, and creates the public
key pk := (a,as + e) according to the CLWE distribution I, ;. The secret key is sk := s.
Encryption To encrypt a message m € {0, 1}”d2, elements t, ey, ey <— 1 are sampled, and
Ency(m) = ¢ = (co,c1) == (¢(a)"t +e1,d(b)"t + ex + [£]m) is outputted.

Decryption To decrypt a ciphertext ¢, Decg(c) = [ — ¢(s)T¢o].

Correctness of the above scheme holds if [|¢(e)"t+e2—¢(s) e[l < 4. The scheme is IND-CPA

secure under the decision CLWE assumption.

2.10 NTRU

We now turn to the second cryptographic lattice-based problem considered in this thesis, NTRU.

We begin by defining the problem underlying schemes based on NTRU.

The NTRU Assumption

Definition 44. (NTRU instances) Let R be a ring and q € Z>y a modulus. An NTRU instance

is an element h € R, such that h- f = g mod qR for some pair of non-zero elements (f,g) € R.

We are interested in the following problem, based off NTRU instances:

Definition 45. (The NTRU problem) Let R and q be as above, and ¢ > 0. Let D be a
distribution over instances of NTRU. The NTRU problem is, given h <— D, to find non-zero

(f,9) such that h- f = g mod qR and ||f]|, ||g] < ‘/75_

The hardness of the NTRU problem varies significantly, depending on e. NTRU-based schemes
provide one of the most efficient post-quantum cryptographic frameworks. While attacks such

as lattice reduction can be used, known attacks are ineffective against NTRU with well-chosen
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parameters. This absence of decisive attacks against well-chosen parameters over a long period
of time has led NTRU to have a prominent place in the geography of post-quantum cryptog-
raphy. This is illustrated by two NTRU-based schemes reaching the third round of NIST’s
post-quantum standardization effort [3|, [41]. Moreover, partial security reductions for NTRU
have been given in [128], [63], lending further weight to NTRU as a platform for cryptography.
The NTRU problem can be formulated as follows: if f and ¢ are ‘short’ ring elements, and
h:=g-f find (f,g) from h mod g, for some modulus ¢ € Z. Typical choices of rings are
polynomial rings of the form Z[z]/(a? — 1), Z[z]/(22" + 1), and Z[z]/(a® — x — 1) [77], |3],
[25]. These enjoy fast algorithms for multiplication and low storage requirements. Moreover, a
simple public-key encryption scheme can be based on the hardness of the NTRU problem.

The history of cryptanalysis of NTRU is lengthy, beginning with lattice reduction attacks |55]
and including meet-in-the-middle attacks [82], hybrid attacks |80], attacks based on decryption
failures [81], and subfield attacks [7]. These often exploit particular design choices of specific
NTRU schemes (such as a choice of ternary secrets, or an ‘overstretched’ choice of modulus, or
the use of rings with many subrings), and hence these weak(er) instances or parameters can be
avoided by careful design. As a result, after 25 years of cryptanalysis, the NTRU assumption

remains a trusted basis for cryptography.

Connection to Lattices

The solutions over R to the defining equation hf = g mod ¢ form a lattice, denoted

Ly, ={(z,y) € R*: hx —y = 0mod g}

The sum of two solutions to the defining equation is again a solution, and one can also observe
that for any z € R and (f,g) € Lny, (2, f, g) satisfies zhf — zg = z(hf — g) = 0 mod ¢. Thus
L4 is a R-module of rank 2, and the NTRU problem can be rephrased as a shortest vector
problem in the NTRU lattice £y, ,.
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Encryption Scheme

The NTRU encryption scheme, as in [77], runs as follows:

KeyGen: Let L, L£,, L4, and L,, be sets of polynomials in R = Z[x]/(r(x)) for some degree-N
polynomial . Let ¢ >> p € Z be coprime. Select f from L and g from L, such that f inverts
modulo both ¢ and p. Compute h = g - f~! mod ¢; this polynomial % is the public key, and
(f, g) is the private key.

Encryption: Suppose the message is m, taken from £,,. Then to encrypt m, select ¢ from Ly
and compute ¢ = p¢ - h +m mod ¢. This is the ciphertext.

Decryption: To decrypt c, first compute @ = f - ¢ mod g. Then compute f~!-a mod p, to
recover m mod p. This decryption holds provided the coefficients of a lie in the correct interval.
Otherwise, there is a small chance of decryption failure. Parameters can be chosen to eliminate
the chance of decryption failure.

Correctness: Observe that

a=f-cmodqg=f-(pp-h+m)modq=psp-g+ f-mmod g,

so that finally f~'-a mod p = f~!-(pdg+f-m) mod p = f~'-(fm) mod p = m mod p, provided
that when we reduce a modulo ¢ (taking the coefficients between —2 and ), we obtain simply

the polynomial a.

Making NTRU Provably Secure

The above encryption scheme can be implemented efficiently, and is considered secure for well-
chosen parameters. However, its security depends on the hardness of the NTRU assumption,
rather than well-studied worst-case computational problems. An attempt to remedy this situ-
ation was proposed in |154], in which the authors tweaked the scheme to allow them to prove
IND-CPA security, assuming the hardness of a variant of RLWE.

The authors achieved this as follows. By amending the key generation algorithm to have both
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f and g be invertible modulo ¢, with f = 1 mod p, and the encryption algorithm to encrypt
m be setting ¢ = hs + pe + m, it can be proven that an attack breaking the IND-CPA se-
curity of this tweaked NTRU scheme implies an attack on an RLWE variant taking samples
(a,as +e) € Ry X Ry, where s, e are sampled from the same distribution.

This line of work was continued by [156|, which included analysis of a provably secure NTRU-
based digital signature scheme, and [174], [169], which extended the results of |154] to any cy-
clotomic field, not just cyclotomic fields with power-of-two conductor, as was originally shown.

Analysis of the practicality of these provably-secure NTRU schemes was conducted in [42].

Further Discussion of NTRU

There are a variety of parameter choices currently used to instantiate NTRU. In the paper
initially proposing the NTRU problem [77|, the ring R = Z[z|/ (a:N — 1) was used, with N
prime (and the authors recommended using Sophie Germain primes). Of the two final round
NTRU-based schemes in NIST’s post-quantum standardization process, NTRU [41] samples f
and g from Z[x]/(r(z)) with r(z) = ®,(z), where n is prime and ®,(x) is the nth cyclotomic
polynomial. This is contrasted by NTRU Prime |25|, which uses r(z) = 2P —z—1 for some prime
p (not to be confused with the modulus of the previous section), such that Z,[z]/(2? — 2z — 1)
is a field.

We also note here that f and ¢ are often chosen to be binary or ternary polynomials (i.e.
coefficients are in {0, 1}, {—1,0, 1} respectively), which increases efficiency, but which has been
subjected to meet-in-the-middle attacks [80].

We also note the many algebraic variants of NTRU proposed over the years: in CTRU [122],
the usual polynomials were replaced with elements from the ring Fo[T][X]/(X™ — 1); this was
later subjected to a polynomial-time attack in [94], which also introduced NTRU over the
Gaussian Integers. This idea was expanded by |114] and [161], which introduced NTRU over
the Eisenstein integers (ETRU) and the ring of integers of Q(v/—7) (KTRU) respectively. More
details on ETRU can be found in [113]| and [88]. A version of NTRU using ideal lattices can
be found in [90], an attempt to secure CTRU can be found in [134], and an attempt to further
secure ETRU can be found in [133].
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There have also been more exotic attempts to improve NTRU: some of these include non-

commutative variants such as [163], [104], [165], [16]; NTRU over group rings in [173]; non-

associative schemes in [103] and [162]; and a variant with different invertibility conditions in
[19]. A useful comparison of some of these schemes can be found in [148]. An overview of
NTRU can be found in [157].



Chapter 3

Clarifying the Security of CLWE

3.1 Introduction

While some cryptanalysis of CLWE was performed (notably a proof that a dimension-reducing
attack which applied to another form of structured RLWE [32] cannot be conducted on CLWE)
more precise understanding of the security of CLWE has been lacking. In this chapter we take
some steps towards clarifying CLWE’s security. In particular, we begin by showing that the
reduction from lattice problems defined on ideal lattices of maximal natural orders of CDAs
only supplies a guarantee from lattice problems on ideal lattices of maximal orders of number
fields. To do this we extend a result of Oggier and Sethuraman [119] on the ideal structure of
such orders in CDAs. This result can also be used to obtain a noncommutative Gentry-Szydlo
algorithm in certain CDAs. We then take three steps towards reasserting the hardness of CLWE:
firstly, we show that a search CLWE oracle is sufficient to solve the shortest independent vectors
problem on certain module lattices; and secondly, we define a module version of CLWE, dubbed
CMLWE, and show that for some change in the size of the modulus ¢, CLWE is at least as
hard as CMLWE. This result is in the same vein as that in [8]. And thirdly, we reduce lattice
problems on one-sided ideal lattices to CLWE.

In more detail, we consider ideals in natural orders of CDAs of the following form: A =

o7
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(L/K,0,¢,) with K = Q({,) and L a finite cyclic Galois extension such that ¢, ¢ NL/K(LX)H

The most complete prior result on the structure of ideals in such orders is the following:

Structure of Unramified Primes. (119, Proposition 4| Suppose that p is a prime in O,
such that p is unramified in L, with v £ 0 mod p. Then the only proper two-sided ideal T of A
containing p is pA = & u'pOy,.

1=

This characterises the behaviour of prime Og-ideals unramified in Oy lifted to A. Our first

result is a broad extension of this result. We show that

Ideal Structure Theorem (Theorem[3.1). Let A C A= (L/K,0,v) denote the natural order.
Let T C A be an integral ideal, and T = T N K. Suppose the prime factors of T are unramified
in L and v % 0mod Z. Then T = TA.

In an abuse of language, we will call ideals satisfying the condition of the theorem unramified.
This result shows that all unramified ideals of A have the same structure as in the prime case.
We achieve this result via double induction, one of which is a transfinite induction.

We then detail the consequences of this result. We begin by reducing SIVP in a A-ideal to SIVP
in an O-ideal. This follows from the canonical embedding of A into R™ being ‘orthogonal’,

A containing many roots of unity, and the above ideal structure theorem.

Reduction between SIVP problems (Proposition[3.1)). Let A = (L/K,0,¢,) be a CDA with
K = Q(¢,). Let A C A be the natural order, and T C A an unramified ideal. Set T =T N K.
Then a solution to SIVP in TOy, yields a solution to SIVP in Z. When d = 2 and n is a power
of 2, a solution to SVP in IOy, yields a solution to SIVP in T.

The second consequence is a Gentry-Szydlo algorithm for the Lattice Isomorphism Problem
(LIP) for unramified ideals in A. When L is a finite totally real extension of a cyclotomic field,
O is a CM order (definitions below) and the Gentry-Szydlo algorithm holds in that setting
[100]. Using the above-mentioned orthogonality of the embedding of A and the structure

theorem, we show it suffices to solve the LIP for Op-ideals in order to solve it for A-ideals:

'We will see later on that the results of the current chapter apply for arbitrary values of n, not just for the
prime-power case described above.



3.1. Introduction 59

Gentry-Szydlo for Natural Orders (Theorem [3.4). Let K = Q((,), L/K a finite cyclic
Galois totally real extension of K, A = (L/K,0,v) a CDA with v € O and |y| = 1, and
Z,J C A C A ideals in the natural order of A. Then there is a deterministic polynomial-time
algorithm that decides whether or not L, J are isomorphic as A-lattices, and if so exhibits such

a A-isomorphism.

The ideal structure theorem leaves the precise hardness of CLWE in doubt, since the proof
given in [71] to establish its hardness in fact relies on the difficulty of SIVP in some finite
extension of a cyclotomic field. However, CLWE is at least as hard as this problem. In seeking

to clarify the hardness of CLWE, we obtain three results; the first is:

¢Mod-BDD reduces to Search CLWE (Theorem . Let e(N) = N~“W) « € (0,1) and
q > 2. Let M C L? be an integral Op-module, and r > max (\/ﬁq (M), q-ne(A)). Given
access to an oracle sampling from the distribution Day,, there exists a probabilistic reduction

from q-Mod-BDD,,,..« fiogma)/v/anar t0 search CLWEy ., with d = 2.

Composing this with known reductions [97] from module SIVP to ¢Mod-BDD, we obtain a
reduction from module SIVP to search CLWE.

Our second contribution to the study of the hardness of CLWE is a reduction from a mod-
ule variant of CLWE to CLWE, involving a change of parameters. We define CMLWE,
‘cyclic module learning with errors’, as follows: for an error distribution 1 over EB?;OluiLR,
an integer modulus ¢ > 2, and a secret s € (A(\Z/)m, a sample from the CMLWE distribu-
tion Iy s is obtained by sampling a <= A" uniformly at random, e < %, and outputting
(a,b) = (a,{a,s)/q+ emod AV) € A" x (®{ju'Lg)/\".

We prove the hardness of the search problem from this distribution, assuming the hardness of

an underlying module lattice problem, in the standard way. This enables us to give a proof of

the following result, in the style of [3]:

CMLWE reduces to CLWE (Corollary 3.2). Let A C A = (L/K,0,7) be the natural order
of a CDA with [L : K| =d, and let A have basis B in the canonical embedding. Let o > 0. Let
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x be a distribution satisfying
Pro., [max 03(s7)| > B} <5
Z7j

for some B and §. Then for any € € (0,1/2), any k > 2 dividing m, and

r> % HBH -v/2In(2mnd2(1 + 1/€))/m,

there is an efficient reduction from Iy s mw_, with s <= x™ to Uy s m/k s, with s < G-x™ where
G=1I,,® (1, q,... ,qkil) € A/ m gnd R? = (d+1)mr?B? +a? which reduces the advantage

by at most [1 — (1 —0)%™] + (4m + 10)ed.

The final result of the chapter is a reduction from SIVP on left ideals of A to search CLWE.
Since number fields are commutative, any one-sided ideal of Ok is also a two-sided ideal. This
situation differs completely from A, in which any non-central element may generate a left ideal

which is not a right ideal. Our reduction is

Left Ideal SIVP reduces to CLWE (Theorem [3.9). Let K = Q((,), A be the natural order
of A= (L/K,0,(,), and a € (0,1) and g > 2 such that ag > w(1). Then there is a polynomial-
time quantum reduction from A-Sﬂ/PgLeﬁ to search-CLWE, ., for any vV8Nd-{ = (w(vVdn)/a).

3.2 Reducing CDA Ideal-SVP to Number Field Ideal-SVP

In this section we extend a result on ideals in the natural order of certain CDAs, and use this
result to reduce ideal SVP in those CDAs to ideal SVP in number fields. In [119], the authors

proved

Lemma 3.1. [119, Proposition 4] Suppose that p is a prime in O such that p is unramified
in L, with v Z 0 mod p. Then the only proper two-sided ideal T of A containing p is pA =
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One can observe that the lemma implies that if Z C A is an ideal such that Z := Z N K is a
prime ideal which is unramified in L and doesn’t contain 7, then in fact Z = ZA. We extend

the above lemma from this perspective to obtain

Theorem 3.1. Let A C A = (L/K,0,7) denote the natural order. Let T C A be an integral
ideal, and T = T N K. Suppose the prime factors of T are unramified in L and v #Z 0 mod T.
Then T = TA.

Note that in the typical case of constructions of CDAs A over cyclotomic fields K = Q(¢,) (as
in Section [2.7.3)), in which K C L C Q((s,) for some prime ¢ = 1 mod n, the only ideals of O
ramified in Oy, are those lying above /; in particular, there are at most [L : Q] of these.

We require a corollary of Lemma [3.1}

Corollary 3.1. Suppose that p is a prime in Ok, such that p is unramified in L, with ~v %

0 mod p. Then the only proper two-sided ideal T of A containing p~" is p~'A = @ ulp~1Oy.

Proof. Suppose there were a proper ideal strictly containing p~!A, say J. But then p27 is a

proper two-sided ideal strictly containing pA, which contradicts Lemma [3.1} O
We now prove the theorem.

Proof. Suppose that 7 maximally contains a subideal J which is unramified in L, that is, J
is the largest Og-ideal contained in Z. Suppose J = pi'p5*...p¢e, for distinct primes p;, and
positive integers e;. We claim that when the largest Ok-ideal of Z has this form, then Z = JA.
We want to show that Z = p7*..p*A. First, note that Z is contained in a maximal ideal M,
which contains some prime ideal v of Ok, and so we have M = tA, and p7'...pS"A C Z C tA.
But pi'...pSr C v implies that v = p; for some ¢; without loss of generality suppose t = p;, and
we can write pi'..ps"A C Z C piA.

Proceed by double induction on n € N>y and (eq, ...,e,) € Z>1 X ... X Z>1. We use transfinite
induction over the (ey, ..., e,), which requires a well-ordering on ZZ,. We use the following
well-ordering: let (ey,...,e,) € Z%,. Given n-tuples (ey, ..., e,), (f1, .., fu), We say (e, ..., e,) >

70

(fi,o fn) € 22 3 TT7 i7" > 11V pl*, where p; is the ith prime. Note that (for fixed n) the
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smallest element is (1,...,1). This is a total order, and any subset of n-tuples must have a
smallest element, so this is a well-ordering of Z%,.

We know that the statement is true in the case n = 1,e; = 1 by Lemma We first prove
the statement for n = 1, and use induction on e;. Suppose the statement holds for ¢} < e; and
suppose Z contains p$' and no larger Og-ideal. Then we have pi*A C Z C p;A. Then p;'Z is
integral, and the largest QOk-ideal it contains is p$* ', so p;'Z = p$' ~*A by hypothesis. Hence
T = p{*A, as required.

Next, we show the statement for (1,...,1) and any n by inducting on n. Suppose J = p1ps...p,,
for distinct primes p;. Note that Z is contained in a maximal ideal M, which contains some
prime ideal t of Ok, and so we have M = tA, and p;...p,A C Z C tA. But p;...p, C v implies
that v = p; for some 7; without loss of generality suppose t = p;, and write p;y...p,A CZ C p1A.
We now claim that if p;...p,, is the largest Og-ideal in Z, then Z = p;...p, A.

We have seen that the n = 1 case is true. Proceeding by induction, suppose the statement is
true for n < k, and consider an integral ideal Z such that p;...p;_1px is the largest Og-ideal
in Z. We have p;...px_1pxA C T C p1A. Consider p;'Z; we have po...pp_1pxA C p7'Z C A, so
p;'Z is integral. Then observe that the largest Og-ideal contained in p; 'Z is p;...px_1, 50 by
induction we have p,'Z = p;...px_1A, and hence Z = p;...ps_1prA, as required.

Now suppose the statement is true for n < k and (€}, ...,e;) = (e1,...,e,) € Z%;, and true

for n = k and (e}, ...,e}) < (e1,...,ex), and consider an ideal Z such that p{'...p*'p* is the
largest Ok-ideal in Z. Like before, pit..p.* 'pi*A C Z C piA (simply relabel the primes for
this to hold). Again, p,;ll is integral, and observe that the largest Og-ideal contained in p,;lI
is p?...p;’fl. We split into two cases: e —1 =0, and e, — 1 > 0.

When e, — 1 > 0, we use induction on (e}, ...,€}), and since (e, ...,ex — 1) < (eq,...,ex), by
hypothesis have p,'Z = p?...pzk_lA. Hence Z = p$t...p,"['p* A, as required.

When e, — 1 = 0, the largest Og-ideal contained in p,;lI is p{t...p* 7. We then induct on n,

€k—1

since n = k — 1 < k, to obtain p,'Z = p*...p;* ' A and hence Z = p{*...p;" ' pr, as required. [

When + is a unit, this fully characterises unramified ideals in the natural order of the CDAs

we consider.
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3.3 Consequences

The result of the previous section has a number of consequences, which we now detail.

3.3.1 Implications for CLWE

In [71], the authors reduced lattice problems on lattices obtained from ideals in maximal orders
of certain CDAs to search CLWE, and search CLWE to decision CLWE (subject to a restriction

of the secret space). In particular, they obtained

Theorem 3.2. [71, Theorem 6] Let A be a cyclic division algebra over a number field L with
center K and natural, mazimal order A with |y| = 1. Let a« = a(n) € (0,1) and g = q(n) > 2,
unramified in L, be parameters such that - q > w(y/log N). Then, there is a polynomial-time
quantum reduction from A-DGSe to search CLWE,s,, for any §& = r - \/c_iw(\/m)/aq,

where v > \/2q - 1.(T).

We now explain how Theorem affects the guarantee of this result. Let A = (L/K,0,7) be
a CDA, with K = Q((,), natural order A and 7 a primitive root of unity. Recall we embed A
into R"” via the embeddings of K extended to L, denoted by «;, i« = 1, ..., n; in particular, we
embed A into R™ by sending = € A to (vec(an(¢(2))), ..., Vec(an(gb(x))))T.

Note that A has at least nd roots of unity: n of these come from K = Q(¢,), and d come from
the powers of u (since 7 is a root of unity). This means that if we are given a short vector in
an ideal lattice Z of A, we can construct nd short vectors in Z.

We now observe that the canonical embedding of A is orthogonal. To see this, consider the

simple case d = 2. So A = O, + uQy,. Recall

xo Y0(x1)
X1 (9(1‘0)

¢(x) =
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The embedding of x € A, o4(x) = (vec(ay(¢())), ..., vec(ay, (¢(x))))T yields

oa(x) = (1), ar(r1), a1 (v0(21)), a1 (0(w0)),

ey (10, (1), A (YO(1)), i (B(0))) T € R*™.

So if x = z¢g + u - 0, we obtain

oa(x) = (a1(0),0,0, 1 (0(0)), ..., an(20), 0,0, a (0(20))) 7,

and if x = 0+ uxy,

oa(x) = (0,1(z1), a1 (70(21)), 0, ..., , 0, an(21), an(¥0(21)), 0)7.

These are clearly orthogonal, and moreover this argument holds for any d € N.

By Theorem , T embeds as the direct sum of embeddings of ZO;,. Solving SIVP in ZO;, yields
nd short independent vectors zy, ..., Tnq € ZOp, and moreover ;- (1+u-0+4...+ud™1-0) = z;-14
is a short vector of Z. We can also use the roots of unity in A to create more short independent
vectors: for example, the set of w/z;, 0 < j < d,1 < i < nd is a set of nd? short independent
vectors. Thus to solve SIVP in Z, it is sufficient to solve the SIVP instance given by Z N Oy,

Moreover in the special case of d = 2, n = 2" for some r > 0, we have

#{Roots of unity in A} =nd =2n = — -4 = ¢(n)d* = [A : Z],

|3

where ¢ is the Euler totient function, and so the number of roots of unity in A is equal to the
dimension of A over the integers. This means that one only has to solve ideal-SVP in ZOj, to
solve SIVP in Z, since if z € ZOy, is a short vector, the set of w/(’z, 0 < j <2,1<i<nisa
set of 2n short independent vectors.

This means that SIVP in ideals of A C A is equivalent to ideal-SVP in the maximal subfield
L of A when d = 2 and n is a power of 2, and equivalent to SIVP in ideals of Oj, otherwise,
for the algebras used in CLWE. We note that this doesn’t imply that CLWE is only as hard as

SIVP in ideals of number fields; rather, it means that at this stage (we begin to address this
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question below) we have no proof that CLWE is any harder than SIVP in number fields. We

record the conclusion of this section below:

Proposition 3.1. Let A= (L/K,0,(,) be a CDA with K = Q((,). Let A C A be the natural
order, T C A an ideal, and T := TN K. Then a solution to SIVP in ZOy, yields a solution to
SIVP in Z. When d =2 and n is a power of 2, a solution to SVP in ZOy, yields a solution to
SIVP inT.

3.3.2 The Gentry-Szydlo Algorithm for Quaternionic CDAs

In [69], the authors gave a probabilistic algorithm which can be used to determine whether
an ideal lattice (in a cyclotomic field) has an orthonormal basis. These techniques were later
extended [99], [93], [100] to develop algorithms to determine whether there is an isomorphism
between two given ideal lattices, for ideals in commutative orders with complex multiplication.
In this section, we use Theorem to extend the Gentry-Szydlo algorithm to natural orders
of certain quaternion algebras.

The result of relevance to us from the listed works in the previous paragraph is the following:

Theorem 3.3. (100, Theorem 1.6] There is a deterministic polynomial-time algorithm that,
gwen a CM-order A and invertible A-lattices L and M, decides whether or not L and M are

1somorphic as A-lattices, and if so, exhibits such an A-isomorphism.

Here an order A is commutative, and is C'M if it has no nonzero nilpotent elements and an
automorphism = : A — A, x +— Z such that (%) = ¢(z) for all z € A and ring homomorphisms
1 : A — C. An example of a CM order is the ring of integers Z[(,]| of a cyclotomic field Q(¢,),
where the map - is the automorphism corresponding to complex conjugation. We will most

concretely consider the case of Q((,, \/Z) for some prime ¢ = 1 mod 4 coprime to n.

Proposition 3.2. The ring of integers of a compositum of a totally real finite Galois extension
of Q which is linearly disjoint with Q((,) over Q with Q((,) is a CM order. The map ~
is the (trivial) extension of the automorphism corresponding to complex conjugation to the

compositum.
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Proof. Recall we say a number field is a CM field if it is a totally complex quadratic extension
of a totally real field. Then the ring of integers of such a field is a CM order (see e.g. [100]).
Let K be a totally real finite Galois extension of Q linearly disjoint with Q((,). Consider the
compositum Q(¢, + ¢, ') K; this is a compositum of two totally real fields, so is a totally real
field. Moreover [Q(¢,)K : Q(¢, + ¢, ') K] = 2 (by the assumption of linear disjointedness over
Q). To see that Q(¢,)K is totally complex, recall that Q(¢,) is totally complex, and any finite

Galois extension of a totally complex field is totally complex, so therefore Q((,)K is too. [

We now proceed to extend the Gentry-Szydlo algorithm to natural orders of CDAs of the form
A= (L/K,0,¢,), where K = Q((,,) and L is a totally real finite Galois extension of K, using
Theorem [B.11

Theorem 3.4. Let K = Q((,), L/K a finite cyclic Galois totally real extension of K, A =
(L/K,0,7) a CDA with v € O and |y| =1, and Z,J C A C A ideals in the natural order of
A. Then there is a deterministic polynomial-time algorithm that decides whether or not Z, J

are isomorphic as A-lattices, and if so exhibits such a A-isomorphism.

Proof. Given Z C A, by Theorem [3.1] we can write

I = a{gu'I0y,
where T = ZN K. Since Z embeds orthogonally into H? (cf. the discussion in , we obtain
d embedded copies of Z. To decide whether Z, J are isomorphic it thus suffices to apply the
result of Theorem to ZOp, JOy, which can be done since Oy, is CM by Proposition .

If ZO;, JO;, are indeed isomorphic, we obtain an isomorphism ¢ : ZO; = JO;. Linearly
extending ¢ and setting p(u) = u by fiat gives a map ¢’ : Z — J. This is a A-module
isomorphism Z — J; we now verify this is an isomorphism of lattices, that is a A-module

isomorphism that preserves the inner product.

Recall the inner product of z,y € Ais (x,y) 4 = (X a(x), X a(y)) ga = Z?:_OI (), 2 (yi))w =
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Z?;ol (i, yi)r- Thus

d—1
('), 0" W)a= ) (Eple(@)), Xole(w))u
= S (), 2 = S () = (2, 9)

where the third equality uses the fact that ¢ is a Op-lattice isomorphism, and so preserves the

inner product (-, ) g. O

3.4 Reducing Module SIVP to CLWE

In this section we follow the standard framework for reducing lattice problems to LWE. We will
prove that access to a CLWE oracle in dimension d and the ability to sample from a discrete
Gaussian over a module M, that is from D, are sufficient to sample from a discrete Gaussian
Dy, where the parameters satisfy ' < r, subject to other standard conditions made explicit
below. Combining this with the well-known reduction from module SIVP to DGS [97], we
obtain a reduction from module SIVP in rank d to search CLWE in algebras of index d. We

first make some comments about modules and pseudobases.

Lemma 3.2. 97, Lemma 2.1] If M = Zzzl I;;by, is a pseudobasis presentation of a module

M, then MY = S¢_, I'b} where the by satisfy (b, b)) =1 if k= and (by, b)) =0 else.

Let t € I such that tOx+ql = I (t exists and can be found efficiently given I and the prime ideal
factorization of ¢Ok). The function 0; : K — K defined ;(z) =t - x induces an isomorphism
R, = I/ql. This isomorphism has inverse 6;' : I/qI — R,, defined ;'(y) =t -y mod ¢qR
where 3 = y mod ¢l and y' € tOf. The function ¢y also induces an isomorphism I /gl = R/
with (efficiently computable) inverse 6;" : RY — IY/ql¥, 67 (y) = t7' - ¢ mod R where
y' =y mod ¢I" and y’ € tOk.

We extend this to modules with a given pseudobasis: if M = Zzzl I-bgand f: Iy /ql; X ... X

Ij/qly = M/gM and g : M/gM — I,/ql; x ... x 15/ql4 are maps such that f(z1,...,x4) =
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Zzzl zk - by and g(ZZzl xy - by) = (21,...,24), then we set © = fo (6, x ... x f,) and
O = (0, x .. x0.)og. Note© : (R/qR)* — M/gM. There is a corresponding map
between the duals which we also write by © : MY /gMY — (R /qRY)".

Here we aim to reduce Module SIVP to CLWE. To achieve this, it is sufficient to reduce g¢-
Mod-BDD to search CLWE, given access to discrete Gaussian samples. We do this for modules

M satisfying the following property:

Definition 46. We call a module M C L™ with pseudobasis [(I1),, , (br),), 1 < k < n, integral

if by € OF and Iy, is an integral ideal, for all k =1,...,n.

We will need two lemmas on sampling from algebraic objects:

Lemma 3.3. [97, Lemma 2.13] Let v € (R")" with r; = r,_; for all j € Z},x € K*

.....

1/2 ‘
L (Zke[d} o; (ek)|2> for all j.

sampled from Dy 4 and e € K? fivzed. Then > wxker is distributed from D, with r;- =

Lemma 3.4. Let M be a module over K of rank d, v > v/2qn.(M), € € (0,1/2), and o € (0,1)

such that Z2= > [r* + (55)? - ne(M). Let Z := (X, S) +Y, where X ~ Dy, S € M,

0 :=||S|l200, andY ~ D, s5. Then Z ~ Dy withr}? = P23 (S P+ Y <2 ||S|3 et

Proof. We closely follow the proof of |97, Lemma 4.15]. Observe Y is distributed identically to

/i " 3 6] : " Vi " 3
e’ S) for ¢’ ~ D with s, = by Lemma [3.3] Now write ¢’ = €7 + e with
< ) > Syeeny S 1 \/22,;:1 |O'z‘(5k)|2’ y 1 2
. 2 .
e1" ~ Dqjos and ey” ~ Dy with s;’z = s? — 352- Note s> > 0 by assumption. We now use

Lemma , to obtain X + €/ is 4e from D, for 7 = /72 + (ﬁ)% and hence that X + €] + e}
2

is 4e from D, _,» with r/? = r? + ———%——_ Another application of Lemma gives
o 23 k=1 loi(Sk)l

(X + € +¢éY,e) ~ D, with r> =r?. ZZ:1 |0 (Sk) | + 0‘2—2, and hence 72 < r? - ||S||%oo + %2 O

We prove the following;:

Theorem 3.5. Let e = £(n) > 0 be a negligible function of n, o € (0,1) and g > 2. Let M C L?
be an integral left Op-module, and r > \/2q - n.(M). Given access to an oracle sampling from
the distribution D, there exists a probabilistic reduction from q-Mod-BDDaqw(\/l—)/\/mr to

ognd

search CLWE, s y_, with d = 2.
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Proof. Let O be a search CLWE, , y_, oracle. Let the ¢-Mod-BDD instance be y = = + e,

with z € MY and |lellz00 < 6 = % Vi‘;f"d). Proceed as follows: sample z < D, and

e,e D, s Write y =z + e and z as

Yo Zo €o 20
Yy = = + and z =
Y1 T €1 21
20
Set 20 = and z! . Note that these are elements of O?. Then set
70(z1)

w? = 0 (2% mod qO%) and w' = O (2! mod qO?%). Finally, set v° = 5 (W, y) + € mod O} and

bt = 1w y) + ¢’ mod OF.

Q=

Call the oracle O on (¢(a),b) = (A, (bolbl)T> where AT = (2°|2!). Note A = ¢(a) where
a = zg + uz: we have

w2 70) )

Since 7 > n.(¢M), we apply Lemma to conclude that a mod ¢A is distributed at most 4e
from the uniform distribution over A,.

S0
If O succeeds, it returns some s € A;/; output v = O 1 . We now prove correctness.

51

We show b is the matrix-vector representation of a CLWE sample b = é(a -s)+ f, for f
distributed according to D,» with 7} < « for all i. We have:

1 1 1 1 1
v = a(wo,y> +e = 5<w0,x +e)+e = a(wo,x) + p (w’,e) +¢ = 5<w0,x> + €.

2
By definition, w® = ©(z°mod q) = © ’ mod g | = (to-20) - bo + (t1-7v0(z1)) -

70(21)
by mod ¢M with t, € I,. By Proposition we have MY = Iyby + I'b]. Write = =

zoby + x1b) € MY. Then z), € I} = ' - O} for all k. We also have (b, b),) = 1 if k = k¥’ and
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(bg, b)) = 0 otherwise. Modulo ¢OY :

(w°, ) = {(to - 20) - bo + (t1 - Y0(21)) - by, 2oby + 1Y) = (to - 20) - 2o + (t1 - ¥0(21)) - 11

= 20 (to - To) +v0(21) - (t1 - 1) mod qOy.
Because s = O (x mod gMY) = (to - ©o mod qOY, t; - £1 mod qOX)T, we have:
<w0a$> =2Z0- (to . 950) + 79(21) : (tl : 1’1) =2p-So+ ’79(21) © 51 = <ZO7 3> mod qO\L/-

Thus we obtain that %(wo, r) = (2% s) mod OY. Similarly for w', z!,b'. Combining these,

1
q
T T
1 1
(A,b) = ((zo\zl) , (5<w0,y> +e 5<w1,y> +€”> )
T
—(w, s) + €} mod (’)X) ) )

1 1
= ((zo\zl) ,(5( 0.s) + e, mod Of p

and this is a valid CLWE sample. The error may be analysed as in |97, Lemma 4.15]: we show

that e = %(wo, e) + € is distributed according to D, with r; < « for all i, conditioned on a
fixed choice of 2°. Write ey = ¢ 37, wie; + ¢/ Since w” ~ Dy, and |le]la0 < 0, € < D, 5,

and r > v/2¢ - 7.(M), we may use Lemma and the result follows. O

We note that the above proof holds for any d € N. The above formalises a sense in which

CLWE is a structured MLWE problem.

3.5 CLWE with Large Modulus > CMLWE

3.5.1 Pseudobases of Modules over Noncommutative Rings

Recall that for every module M of finite rank over a commutative Dedekind domain R, there
exist ideals [}, of R and (bg), linearly independent vectors of K¢ such that M = > "," | I - by.

Then [(1x), , (br),] is a pseudo-basis of M. Below we show this is true for modules over maximal
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orders of CDAs. We first need two results on modules over noncommutative rings.

Lemma 3.5. [61, Theorem 2.1] Let R be an hereditary Noetherian prime ring, and let A be
a finitely generated right R-module. Denote the set of torsion elements of A by t(A). Then
AJt(A) is projective and A =2 t(A) & AJt(A).

Lemma 3.6. [61, Theorem 2.4] If R is a Dedekind prime ring and A is a finitely-generated

projective right R-module, then A= R&® --- & R& I for some right R-ideal I.

It is well known [61] that maximal orders in CDAs over number fields are Dedekind prime.
Moreover Dedekind prime rings are hereditary and Noetherian (by definition). For more on
these definitions see [70], [106]. We now prove the existence of pseudo-bases of modules over

maximal orders:

Theorem 3.6. Let A be a maximal order of a CDA, and M be a finitely generated torsion-free

A-module. Then there exist wq, ...,w, € M and fractional ideals of A, I, ..., I, such that

M = Ilwl + ...+ Inwn.

Proof. Since M is torsion-free, (M) = 0, and hence by Lemma M is projective. By
Lemma , we can write M = A"1 @ I for some right A-ideal I. Assume without loss of
generality that 1 € I. Then let f: A" '&® I — M, and f(e;) = w;. Since f is an isomorphism,

M=aqw + .0, 1Wp_1 + apw,, witha, =T and a;, =R, i=1,....,.n— 1. O

If we started with a two-sided A-module, the fractional ideals a; must all also be two-sided.

3.5.2 CMLWE

Here we define Cyclic Module Learning with Errors (CMLWE), LWE from a module over A. We
give a reduction from module lattice problems to the search problem. We introduce this variant
so that we can show CLWE > CMLWE for some change in parameters. This allows us to relate

the security of search CLWE on a certain class of module lattices, which then by the search



72 Chapter 3. Clarifying the Security of CLWE

to decision reduction for CLWE, implies the hardness of decision CLWE (for certain secrets).

Below we define the CMLWE distribution and the search and decision CMLWE problems

Definition 47. Let L/ K be a Galois extension of number fields of dimension [L : K| = d with
cyclic Galois group generated by 0. Let A := (L/K,0,7) be the resulting cyclic algebra with
center K and invariant u with u¢ = v € Ok. Let A be the natural mazimal order of A. For
an error distribution 1 over @f;oluiLR, an integer modulus q > 2, and a secret s € (Ag)m, a
sample from the CMLWE distribution 1, sm . is obtained by sampling a < A7 uniformly at

random, e < 1, and outputting (a,b) = (a, (a,s)/q+ e mod AV) € A" x (©gu'Lg)/A.

Note that when d = 1 we recover MLWE.

Definition 48. Let ¥ be a family of error distributions over @f:_ol w'Lg. The search CMLWE
problem, denoted by CMLWE, s ., 5 to recover s from a collection of independent samples

from Uy g my for any s € (A))™ and ¢ € V.

Definition 49. Let T be a distribution on a family of error distributions over @?;01 u'Ly
and Up ,, denote the uniform distribution on (A;", (@?:_01 uiLR) /AV>. The decision CMLWE
problem, DCMLWE, , v, is given a collection of independent samples from either Il g, for

random (s,v) « U ((A;/)m) x Y or from Uy 1, to decide which, with non-negligible advantage.

CMLWE is structured LWE

If we have m samples of CMLWE with the same secret s € (A/)™, we can write a CMLWE
sample in matrix-vector notation: (A4, As+e) € A™*™ x ((®fju'Lg)/ Av)m. Expanding these
over a Z,-basis gives a LWE sample in dimension mnd? x mnd?. We note here that the modules

we consider will only (in general) be left modules.

Lattices from A-Modules

Here we show how to embed algebraic lattices in A™ as Euclidean lattices in R™, for some n.

Consider a CDA A = (L/K,0,~) with [L : K] = d. As before, fix the L-basis of A, {u’};>¢, and
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express an element as the linear map ¢(z) given by left multiplication on the u’. As previously

shown, if v = @} Ju'z; € A, then

xo  Y0(xg-1) .. 0T (w1)

T 0(xo o 0T

. (@) e )
Td—1 e(l’d_g) . ed_l(l’o)

We defined two norms on A; for the first, we set [|z([} := >_ cpne) 2oij [(@(2)i)[P, and for

i,J
the second ||z||s 1= max,,; ; |a(P(x); )|, where ¢(z); ; denotes the 7, jth entry of ¢(x). We can
extend this to modules over A straightforwardly: we apply the canonical embedding to each
coordinate of A™. This maps into R™ 4 We then apply our norms to the vectors obtained in

the natural way. We also extend duality with respect to the trace Tr(:) of x € A to module

lattices M C A™ as follows: MV is the set

MY ={z e A" : Tr({x, M)) C Z},

where (-, -) is the Hermitian inner product.

3.5.3 Security Proof for Search CMLWE

Here we adapt the security proof of |97] to CMLWE. We prove the following theorem, where
CMOd—GIVP?; is GIVP restricted to modules over A:

Theorem 3.7. Let £(N) = N~“W o € (0,1) and q > 2 such that aq > 2v/dw(y/Togn). There
is a quantum polynomial time reduction from solving worst-case CMod-SIVPI: whp. to solving

search CMLWE s mw_, with non-negligible advantage with v = vV8Nm - w(y/logn)/a.

We proceed by reducing CMod-SIVP to CMod-DGS, and then by reducing CMod-DGS to
search CMLWE. This second step requires the so-called ‘iterative step’, which is quantum, and
reduces DGS, to BDD, then BDD to ¢-BDD, and finally ¢-BDD to CMLWE and DGS,, with



74 Chapter 3. Clarifying the Security of CLWE

r" > r. Thus if one has a CMLWE oracle and discrete Gaussian samples for very large 7/, one
repeatedly applies this lemma to sample progressively narrower discrete Gaussians.

The reductions from SIVP to DGS and from DGS to BDD hold for our lattices. Similarly for
the reduction from BDD to ¢-BDD. Thus we are left with reducing ¢-BDD to CMLWE and

DGS. The following lemma achieves this, using the following proposition:

Proposition 3.3. If M = Y7 Iibg, then MY = Y77 | I'b/, where the b)s are defined by
(bg, b)) =1 if k =€ and (b, b)) = 0 otherwise.

Proof. We first show » ;" I'by C MY. Let x € Y, I/b/. Then for each k there exists
xr € I such that = >7"  xxb). Let y = >7)" yxby, € M. Then by linearity, we have
Tr((z,y)) = > pey Tr (axyx). For all k, we have zy, € I} and yy, € I, and thus Tr (zyyx) € Z.
Therefore, we have Tr((z,y)) € Z and z € M. We now show that MY C Y7)" I'b/. Let
z e MY C A" We can write © = Y= by, for xp € A, k = 1,...,m. It suffices to show that

zy € I). Let yx € Ij. By linearity, we have Tr (zxyx) = Tr (<x,ykbk>) €Z. Thusx, € ;). O

We need the following bijection between quotients of A-ideals Z/¢Z and A,:

Proposition 3.4. (71, Lemma 7] Let q be unramified in L. Let T C A be an ideal and let
J = q\, where q € Z is prime and ¢Ox = [[i_, 4; is a decomposition into prime ideals.
Assume v & q; for eachi. Then there exists t € TN O such that the ideal tZT=' C A is coprime
to J, and we can compute such a t efficiently given T and the prime factorization of J. If P
is an arbitrary fractional ideal of A then the function x; : A — A,z +— t - x induces a module

isomorphism from P/J -P —Z-P/T-TJ-P, and we can efficiently compute the inverse.

We now generalise the above to hold for modules of finite rank over A:

Proposition 3.5. Let M = >7"  Liby, [ : Li/qly x ... x L,/ql, — M/qM be such that
fxy,...,x,) = ZZ:1 riby and g : M/qgM — I JqLi X . .x I, /ql,, be such that g (3], b)) =
(r1,...,2,). Then f and g are ring isomorphisms and g = f~'. Let X4, .., Xs,, be as de-
scribed above. We define the functions © and ©7! as © = fo (xy X...x x1,,) and O71 =

(X;ll X ... X X;,}) og. Then © induces an isomorphism Aj* — M /qM with inverse o1
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Note © induces a map between the duals, © : MY /qM" — (A/)™. We now prove our lemma:

Lemma 3.7. Let ¢(N) = N0 a € (0,1) and ¢ > 2. Let M C A™ be a left A-module, and
r>/2q- n-(M). Given access to an oracle sampling from the distribution Dy, there exists

a probabilistic reduction from q—C’Mod—BDDaqw(\/m)/mT to search CMLWE, 1w

<A /%ﬂa

Proof. Let O be a search CMLWE ; ., v, oracle. Let the ¢-CMod-BDD instance be y = z +e,
withz € MY and ||el|a.00 < 0 = % V;ig"). Proceed as follows: for all ¢ < m, sample 2z < Dy,

and €} < D, 5. Set ap = ©~' (z, mod ¢M) and by = % (ze,y) + €, mod AY. Call the oracle O
on {(ar, be) }yp- If O succeeds, it returns some s € (AY)™. Then output ©~!(s) € MY /qgM".
We now prove correctness.

Let ¢ > 0 and s = O (x mod ¢gM"). We show there exists ¢ € U, such that the statistical
distance between II, ., and the distribution of (a,b) is at most 6. We first show that the
statistical distance between a and the uniform distribution on A7" is at most 2e.

By Proposition [2.6] the statistical distance between the distribution of z and the uniform
distribution on M, is at most 2¢, because 7 > q-n.(M) = 1.(¢M). Then, since ©~" induces a
bijection from M, to A}, the statistical distance between the distribution of a = ©~!(z mod

gM) and the uniform distribution on A}" is at most 2¢.

Now we show b = é(a, s) + f, for f distributed according to D, with r, < « for all i. We have:

1 1 1 1
b==(z,y)+€ =—(z,x+e)+e ==(z,2) + <—z,e> + €.
q q q q

By definition, z = O(a) = >_;" | (tx - ai) - by mod ¢M with ¢, € Iy and a;, € A,. By Proposition
, we have MY = >0 L/b). Let x = >°1"  axbl. Then z, € I/ = I,/' - AV for all k. We
also have (b, b)) =1 if k = k" and (b, b)) = 0 otherwise. Modulo gAY :

d d d
<Z,ZE> = Z (tk . ak) L - bk, bk’ Z tk ak Z ag - (tk . ZEk) .
k=1

k=1

Because s = O (z mod gMY) = (t; - 21 mod gAY, ... tq- x4 mod gAY)", we have:

m
(a,s) = Zak (ty - x) = (z,2) mod gA".
k=1
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Thus we obtain that é(z, x) = %(a, s) mod AY.
We now show that conditioned on a, <%z, e> + €’ has distribution D, with r, < « for all 7.

Write <%z, e> +e = %Z?il zie; + ¢ and the coefficient of u’ as

1 1 m d
(<az,e> >Z = 5222 “€ji —|—ee,

where Z;; is a coefficient of z; up to multiplication by « and twisting by 6, and similarly for e; ;.
Treating this as the sum of an inner product of elements from a rank dm module and an error,
we may analyse the error as in |97, Lemma 4.15], |71, Lemma 10|. We obtain that the statistical

distance between the distribution of any u’ coefficient of <%z, e> + € and D,s is at most 4e,

where
v a2 S ey loi(en) oo ma?max; S loilesn))?
! 2 202 - 2 202
Since § > max; ; \/ZZ:1 |0 (ej)|°, we have 7} < "t oy, as desired. O

3.5.4 CLWE with Large Modulus > CMLWE

Here we adapt the work of [§] to CMLWE. Namely, we give a reduction from CMLWE in rank
m and modulus ¢ to CMLWE in rank m/k and modulus ¢*, for some k. When m = k, this
reduces CMLWE in rank k£ to CLWE (with some change in the modulus). This gives a security

guarantee for CLWE relying on the hardness of module lattice problems.

Recall ¥, denotes the set of Gaussians over ©%_lu’Lg that have every marginal distribution
Gaussian of parameter at most «; that is, the parameter r;; < a. We extend this to Gaussians
over (@ u'Lg)™ coordinatewise. We write Tpv for (@ u'Lg) /AY. Below, we may write
A for both the object contained in A and its image under the canonical embedding; we hope

context will make which we refer to clear.

Theorem 3.8. Let I, ., p, denote the CMLWE distribution in rank m with modulus q, secret
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s, a € (0,1), error chosen from D, and [L : K] = d. Let ||s||2.0c =: 6, m" <m, ande € (0,1/2).
Let G € A™*™ and Gy be the image of G under the canonical embedding. Let By be a basis

of the lattice L = &Gﬁ/\m’ +A™ e H™ and By a basis of A C H?. Suppose

¢ 2w ( (1Bl 1Bl ) VI (1 + 172077

and ’"QTﬁ > \/r?+ 7"252 Ne(A). Then there is an efficient transformation ¢ such that the statistical
distance between ¢(U (AT X Tpv)) and U(AZ?/ X Tav) is at most 4e, and such that the statistical
distance between ¢(Iy s m,p,) and Uy s sp, with R? =12 (||s||3 . + 8%) +a? for some B such

that 5% > m - max; jx |0i(s;, )|, is at most (4m + 6)e, given by the steps

1. Sample f <~ D, 1, .
q )

2. Set v = %aH + fmod A™ € L/A™ and let x € AZ?’ be a random solution of &ng =

v mod A™. Then set a € A" to be the unique element of A™ such that ag = x.

3. Sample é <— D, over Ag, set b=0b+¢é, and output (a, B) S AZ}' X Tpv.

Proof. The proof has three steps; the first two are mostly identical to the corresponding steps
of [8, Theorem 1]; the third is slightly tweaked. We include the whole proof for completeness.
We first show that uniform samples are mapped to uniform samples; it is immediate that if b is
uniformly random, so is b. To show that @ is close to uniform, supposing a € A" is uniformly
random, we show that v is close to uniform. Now, r > 7.(£), so by Lemma for any a € A7

and f € £ — %5}],

I
]
QI

3
3
S
N
)
S
—~
)]

Prla=aand f

since |A,| = ¢"%, where C := ¢~ /p.(L) is a constant. Recalling that a discrete Gaussian
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outputs a value x with probability 2 r(%) (where here L is any lattice), and that p.(L£) =
> wer Pr(x), by summing over a and f and, since r > 7. (¢"'A™) by Lemma applying
Lemma [2.6| again, for any v € £/A™ we find

1+z‘| - Dy (qflAm_i_v)

l+e _ pr (g A" + V)
co |1 2EE L, (ramy.
L ey

Priv=v]eC- {1,

where C" = C'- p, (¢"*A™). Thus v is distributed statistical distance at most 1 — (ﬁ)2 < e
from uniform, as required.

Next, we consider the distribution of —f for fixed a. Since choosing a fixes a value for v,
choosing a value for f fixes éaH = v — f mod A™. Tt follows by summing over f in Equation
that —f for any fixed a has distribution within statistical distance 2e of D% Am_y . When 7
is sufficiently large.

Finally, we study the distribution of the error. Assume we begin with a sample from Il ,, p,,,

say <a,b = %(a, s) + e) € A" x Tpv. Recall for such a sample, e € Ag is such that e ~ D,,.

Conditioning on some fixed a, we set s = G's and consider

( Ll >) mod A

Denote the vector of the i block of nd? entries of f € R™ by f; € R™ for i = 1,...,m.

L

Since § = G's and AV is a A-ideal, we have

-1
(b—; ) ZUH —f;) - s;+é+emod A.

Applying the canonical embedding, the error can be written

Z —f; oy (si) + op(é) + oule),

where —f; ~ D1, 5 ., € ~ D,3, and e ~ D,. We then rewrite oy (€) as oy(¢) = Y, ', where
q k2
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é' ~ D, such that v; > rmax; ;|oi(s;)] and Y, 77 = r?3%. We then apply Lemma [3.4] to

Yo, —f - om(s;) + ¢, to find that the summands have distribution at most 4¢ from ¥ with

d
Riy=7"-) lou(si )P+
k=1

and so the sum is 4me from X~ with

o < r? - max, (Z lo(si,)|* + 52> :

ik
Adding op(e) gives a final parameter of o/? < r? max, (sz loe(s:,)]? + 62> + a?. O

Write ¥, for the set of Gaussian distributions with diagonal covariance matrix of parameter r
satisfying r; < a for all i. In the corollary below, setting m = k gives a reduction from CMLWE

in rank m to CLWE.

Corollary 3.2. Let A C A= (L/K,0,~) be the natural order of a CDA with [L : K| =d, and

let A have basis B in the canonical embedding. Let o > 0. Let x be a distribution satisfying
Pro., [max 03(s7)| > B} <
Z7j

for some B and §. Then for any € € (0,1/2), any k > 2 dividing m, and

r> % HBH -v/2In(2mnd2(1 + 1/€))/m,

there is an efficient reduction from Iy s mw_, with s <= x™ to Uy s m/k s, with s < G-x™ where
G=1I,,® (1, q,... ,qkfl) € Am/Fm gnd R? = (d+1)mr?B? +a? which reduces the advantage

by at most [1 — (1 —6)*] + (4m + 10)ed.
Proof. Mutatis mutandis, identical to |8, Corollary 1|, since our modules are Z-modules. [

We note that when d = 1, CMLWE is simply MLWE, and moreover that in our corollary we

obtain the same bound on the parameter as the corresponding result mapping MLWE to RLWE
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in |8, Corollary 1].

3.6 Hardness of CLWE from One-Sided Ideal Lattices

In this section, we define lattice problems over one-sided ideals, and show that the hardness of
search CLWE can be reduced to solving such lattice problems. Since the reduction from search
CLWE to decision CLWE (restricting the secret appropriately) does not rely on any choice of
ideal, we obtain the pseudorandomness of CLWE, for properly chosen secrets, from one-sided

ideal lattices.

Lattice Problems from One-Sided Ideals

We embed one-sided ideals into R™ exactly as in the two-sided case, and then define problems
on these lattices. We make the ‘sidedness’ of the ideals in these problems explicit, although we
may suppress this notation when context makes the situation clear. The below definitions are

given for left ideals; the problems obtained from right ideals are defined entirely analogously.

Definition 50. Let A be a CDA and let T be some left ideal of the natural order A. Then, for
an approzimation factor & = £(n) > 1 the (approzimate) Left-Ideal Shortest Vector Problem,
denoted A—SVPgeft, is to find a non-zero element a € T such that ||la]] < & - A\ (Z), where as

usual \(Z) denotes the minimal length of elements of T in the appropriate norm.

Definition 51. Let A be a CDA, T a left ideal of A, and & > 1. Then the approximate
Shortest Independent Vectors Problem S[VPgLeft is to find n linearly independent nonzero vectors

Z1,..., &, such that max; ||x;|| < - M\(2).

Definition 52. Let A be a CDA, let Z be some left ideal of A, and let 0 < § < A\(Z)/2. Then
the A-BDD;%J% problem, on input y =x +e forx € T and e € @?;01 u'Lg satisfying |le| < 6,

18 to compute x.

Definition 53. Let ¢ > 2. The q.A-BDDéfdft problem is, given an instance of the A-BDDégft

problem y = x + e with solution x € T and error e € @f:_ol u'Ly satisfying ||e||z.co < 9, output
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x mod I, where ||e]|s,c0 1= max; \/(Z?_ol |0 (ei)|2>'

Lemma 3.8. For any q > 2 and one-sided ideal Z, there is a deterministic polynomial time

reduction from A-BDD%Sf " to qA'BDDé,Céﬁ

Proof. Lemma 3.5 from [136], which lifts since it is lattice preserving. O

Definition 54. We denote by .A-DGSgLeft the problem of sampling a discrete Gaussian Dz,

where T 1s some left ideal of the natural order A.

Technical Lemmas

Here we prove one-sided analogues of the ‘clearing out ideals’ lemma required for our proof,

using the following lemma, which we restate for convenience:

Lemma 3.9. (71, Lemma 6/7] Let q be unramified in L, T be an ideal of A, and J = g/, where
q € Z is prime and qOx = [[;_, q; is a prime decomposition. Assume ~ ¢ q; for each i. Then
there exists t € TN Ok such that tI' is coprime to J, and we can compute such at efficiently
giwen L and the prime factorization of J. Moreover if P is an arbitrary fractional ideal of A,
the function x; : A — A,z +— t - x induces a module isomorphism P/JP — IP/ZJTP. When

J = {(q) for a prime integer q we can efficiently compute the inverse.

For a one-sided ideal Z C A, the bound of Z is the largest two-sided ideal contained in Z. Every

one-sided ideal of A contains such an ideal by Lemma [2.15]

Lemma 3.10 (Clearing Out Right Ideals with Appropriate Bound). Let Z be a proper integral
right ideal of A with bound J, where J is coprime to the ideal g\, generated by a prime q € Z.
Suppose q is unramified in Og. Then, the function x; : A — A, x — t - x induces a module
isomorphism from P/Pq — IP/LPq, for some efficiently computable t € TN Ok and P any

fractional ideal.

Proof. Consider the following diagram:
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JP % JP/JPq

b

IP —+ IP/IPq

where f is the map x + JPq +— x+ZPq. Suppose f is not injective. Then there exists non-zero
x € JP/JPq such that fos(x) = 0. Soxz € JPNZPq. Since J and gA are coprime, there exists
a,bin J, gA respectively such that a+b = 1. Then x = 1-x = ax+bx. Since ax € J-ZqP C JqP
as J is two-sided and Z is integral, and bx € gA - JP C qJP, we have x € qJP. But then x is
zero in JP/JPq - a contradiction. So f is injective.

We have the chain of maps JP/JPq — IP/IPq C P/Pq between finite sets. Since J is
two-sided, apply Lemma to obtain x; : P/Pq = JP/JPq. Then we have an injection
f: JP/JPq — IP/IPq between finite sets of equal size, so f must be a bijection. Then

fox: = x} is the required map. O

Note that the above result only requires P to be a left fractional A-ideal. We state an analogous

result on the right, which is proved nearly identically to Lemma [3.10}

Lemma 3.11. Let P be a left A-ideal and right I'-ideal. Let t be an element as above, and
Z an ideal with bound J as above. Then the map & : P/qP — PZL/qPZ, induced by right

multiplication by t, is a module isomorphism.

SIVPZLeft_to-Search CLWE Reduction

Below, we prove our reduction using the error distribution defined in Definition [42}

Lemma 3.12. Let Z be an integral right ideal with bound J as in Lemma[3.10. Then there is a
ppt. algorithm that on input a prime q > 2, order-ideal TV C A, a qA_BDDI,aq-w(\/W)/\/ﬁT
instance y = x + e where x € IV, a parameter r > \/2q - n(Z), and samples from the discrete
Gaussian Dz, outputs samples that are within negligible statistical distance of the CLWE dis-

tribution Il s 5 for a secret s = xi(x mod qZ") € A/,

where x; is as in Lemma and ¥ is an
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error distribution such that when |y| = 1, the distribution of the resulting error €” is Gaussian

and has Gaussian marginal distributions in each coordinate with parameters r; ; < a.

Proof. We follow the proof of |71, Lemma 11|, making use of Lemma to ensure s is uniform.
By Lemma , compute an element ¢ € J N Ok to obtain x;. Taking a z <— Dz, we create a

CLWE sample by setting

(a,b) := (Xg_l(z mod ¢Z), (z - y)/q + ¢ mod AV) € (Aq X <@ uiLR> /AV>

where €' <+ D, /va- For the same reasons given in [71], these samples are within negligible
statistical distance of the CLWE distribution and s is uniformly random. First, note that
a € A, is statistically close to uniform. Since r > ¢-n(Z), z mod ¢Z is obtained with probability
lying in H_J:’ 1} - 8 for some [ > 0. This then implies that the statistical distance between z
mod ¢Z and the uniform distribution is bounded by 2¢. Since Xfl is a bijection we conclude
that a = x, (2 mod ¢Z) is at most statistical distance 2¢ from uniform over A,.

It remains to consider b. We show that it has the shape (a - s)/q + €” for an error €” of the

correct distribution, and uniformly random s. Observe that

b:=(z-y)/q+ ¢ mod A

=(z-x)/q+ (z-€)/q+ € mod A.

We now use & with P = 7V, using the fact (|139, §25, ex. 4]) that for one-sided ideal Z with
right order A, left order ', we have ZV = AV -Z~! = T=' - TV, and Lemma [3.11] We obtain
& :IV)TVq - ITVI)IVIq = IT7'TVZ/I7'TVIq = AV/AYq, where the last isomorphism comes
from Proposition . Since A is maximal, I' is also maximal. Thus, since z = ¢ - a mod Az]/,
setting s =t - x, if s is uniformly distributed over Z, it is uniformly distributed over A}.

The distribution of the error can be analysed in the same way as in |71, Lemma 11]. O

Lemma 3.13. There is an efficient quantum algorithm that given an N = nd? dimensional
lattice L := o 4(Z) corresponding to a one-sided ideal Z, a real 6 < \(LY)/(2v2nd), and an

oracle that solves A-BDDyv s with all but negligible probability, outputs an independent sample
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fmm DL,\/&M(\ /log(nd))/v/25°

Proof. Regev’s result in [136, Lemma 3.14], is lattice preserving, so it extends to ideal lattices

from one-sided ideals. O

We now directly follow the method of [71]: combine Lemmas and to reduce A-BDD
to Search CLWE; use the reduction and Lemma [4.7] to create the iterative step, which reduces
A-DGS to Search CLWE, and so arrive at the following:

Theorem 3.9. Let A, A be as usual and o € (0,1) and q > 2 such that aq > w(1). Then

there 1s a polynomial-time quantum reduction from A—SIVPELeft to search-CLWE, s, for any

VBN - € = (w(Van)/a).

The search-to-decision reduction of |71] then connects worst-case one-sided ideal lattice prob-

lems with decision CLWE.

A One-Sided Ideal with Bound Coprime to (g)

Suppose A = L@ ulL and [L : K] = 2, for K = Q(¢,) and L as usual, with 7 = (,. Let
p C Op, be a prime (hence maximal) ideal lying above p € Z. We will find a one-sided ideal of
A = Op ®uOQy, with bound coprime to (¢), where ¢ splits completely in K but its prime factors
are inert in L, i.e. ¢Og = ¢y...q, and 4,0, = q;, for i = 1,...,r. Set Z = p & ub(p). Observe

that if a = ay +uas € T and b = by + uby € A, then

1. a-b= (a1 —+ UCLQ) . (b1 -+ Ubg) =a1by + ’79(@2)[)2 —+ u(a2b1 + 9(@1)(?2) cEpd u@(p)

2. b-a= (b1 +ubs) - (a1 + uaz) = byay +v0(b2)as + u(baas + 0(b1)az) & p & ub(p)
In 1. we used the fact that ay = (c), for some ¢ € p, and 6% = e, so that 6(az) = ¢ and so lies
in p. Thus Z is a one-sided ideal.

In order for the largest two-sided ideal inside Z to be coprime to (g), we proceed as follows:

note that (¢) = gA = ¢qOrBuqOr = q1...q, Buq;...q,. Thus ¢" € (¢). If we take p as above, such
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that it lies above p € Z : p # q, then p € Z. Let J C Z be the bound of Z. Since ZN Of = p,
we must have J N Oy C p, and p* € J for some s. Since ged(q”, p®) = 1, we must have (by
Bezout’s theorem) m,n € Z : mq" + np® = 1, and so (q) + J = A.

This approach generalises to any dimension d. If A = L ® uL & ... ® u? 'L, then setting

T =00 (p) gives a right ideal inside the natural order.

An alternative method is the following: set x = a + ub € A such that a € Ok, and consider
the left ideal generated by x, Az. This contains (a — ub)z = a® — ¥0(b)b + u(—ba + 0(a)b) =
a? — v9(b)b + u((0(a) — a)b) = a*> — v0(b)b € Ok P| If a and b are chosen such that ged((a? —
v0(b)b) Ok, qOx) = 1, then since the bound of Ax, say J,, contains (a* — y0(b)b)Ok, then J,
is coprime to ¢A. Indeed, suppose J, + gA C M for some maximal left ideal M. Then M
contains (a? — v0(b)b)Of and qOk, so contains 1 - but this is a contradiction. So for a and b

chosen as described, Az is a one-sided ideal with bound coprime to gA.

3.7 Chapter Summary

We first clarified the existing security proof for CLWE, showing that it only gives as strong a
guarantee as SIVP from Op-ideals. This was achieved by extending the ideal theory of two-
sided A-ideals, when ~ is a unit. We then showed that a CLWE oracle is sufficient to solve
gMod-BDD, that for a change of modulus CLWE is equivalent to a module form of CLWE,
and that CLWE is at least as hard as lattice problems on one-sided ideals, a larger family of
problems than those from the two-sided ideals.

One might hope that objects such as one-sided ideals of CDAs, introduced to lattice cryptogra-
phy here, and which enjoy novel properties compared to two-sided ideals of number fields, might
have properties relevant to security or to developing new functionalities from CDAs which are

unobtainable in the rank one case; we leave such exploration as a future research topic.

ZNote this value is det(¢(x)).



Chapter 4

Families of Algebras for CLWE

4.1 Introduction

Having re-evaluated and reasserted the security of CLWE in the previous chapter, in this chapter
we continue the development of CLWE. In particular, we discuss the construction of CDAsS,
parameterised by «, and the resulting structured LWE instances obtained from such CDAs,
thus focusing on the creation of non-norm elements. The contributions of this chapter in this

direction are three-fold:

1. We generalize Theorem 1 from |71] to increase the number of valid CDAs for CLWE, and
give concrete examples of such algebras. Namely, we prove that the method used in |71]
to construct CDAs over cyclotomic fields of prime-power conductor holds for cyclotomic
fields of any conductor n. We then discuss obtaining appropriate prime moduli for the
CLWE problem. For RLWE, one chooses a prime completely split in a given number
field; for CLWE, one has further constraints on the choice of prime, which we often want
to split in an extension also. We give methods for finding such primes, and give examples

of algebras together with appropriate moduli for CLWE.

2. We then consider CDAs constructed from fractional values of ~, that is, v € K \ Ok.

Since we want to preserve the geometry induced by our choice of norm, we study fractional

86
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unit-magnitude non-norm elements in finite extensions of cyclotomic fields, extending the
state-of-the-art method for finding such elements to any finite extension L/K. We then
study CLWE in such algebras, giving a reduction from SIVP to the search CLWE problem

for arbitrary maximal orders.

3. Finally, we consider the scenario v € O\ Ok. In this instance, the resulting algebras A =
(L/K,0,) are nonassociative. These objects were introduced by Waterhouse [171] in the
quaternionic case and Steele [152] more generally (or, seen as quotients of skew polynomial
rings, descend from [129]). We prove results on the ideal theory of natural orders in
such algebras, before defining LWE in such spaces and providing security reductions,
and further discussion of nonassociative LWE. This includes the fundamental result that
multiplication of ideals in the natural order A is not only associative but also commutative,

when ~ is a unit. It will turn out that constructing CDAs in this setting is quite simple.

4.2 Non-Norm Elements for General Cyclotomic Fields

In [71], the authors used the work of |95] to construct CDAs containing nth roots of unity for
prime-power n. Recall the method runs as follows: let n = p" for some prime p and r» € N, and
set K = Q(¢,). Let £ =1 modn, ¢ # 1 mod pn be a prime, and set M = Q((,, () = Q(Cne)-
One then fixes a subfield of degree d over K inside M by taking the fixed field of ¢¢, where
d divides n and Gal(M/K) = (o), and the resulting algebra (L/K,0,(,) is division, where
Gal(L/K) = (#) - that is to say, (, is non-norm. In this section, we extend this method to

composite n. The main result of this section is the following theorem:

Theorem 4.1. Let n € N>y, Set K = Q((,), where ¢, is a primitive nth root of unity. Then
there exist infinitely many cyclic Galois extensions L/K of degree n such that (, satisfies the

non-norm condition.

Proof. Write n = pi'...pi*, for py, ..., p, pairwise coprime. Pick ¢ € Z prime such that pi*...p* |

¢ — 1, and such that e; is the highest power of p; such that this is true, for all i, so we have
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€41

0 —1=pi'. prptH..p¢r for some primes piy1, ..., p, distinct from the p; for 1 < j <k, and
integers e;. By Theorem , there are infinitely many such primes ¢q. Note that ged(n, f) = 1.
Now consider M = K({) = Q((u, (). We have Gal(M/K) = C,_;. Let o be a generator of
Gal(M/K). Then o™ fixes an extension, denoted L, of degree n over K. We have Gal(L/K) =
Gal(M/K)/ Gal(M/L), which implies that Gal(L/K) is also cyclic. We will use Theorem
to prove the result by localizing at a certain prime ideal. Let the prime ideal Q lie above £ lie
above q lie above £ in the tower of fields M/L/K/Q. Proposition [2.2] implies that the inertial
degree fy, = 1. This is equivalent to [Ok/q : F¢] = 1.

Now, ¢ | nf exactly once, since ged(¢,n) = 1. Then fq is the smallest f such that ¢/ = 1 mod n.
But £ =1 mod n, so fq = 1. Since the inertial degree is multiplicative, we have fq¢ = fqqfq1e
and so fqu = 1 also. We have worked out fq|q by considering the tower M/K/Q. We now
consider the tower M/L/K, which tells us that fqq = fqiafalq- Multiplicativity of the inertial
degree tells us that fq; = 1 implies fq, = 1 also.

Denote the completions of the fields L, K, and Q by the corresponding valuations by Lg, Kj,
and Q, respectively. Then, since g = 1 in extensions of local fields, we combine this with the
above discussion on the inertial degrees to conclude that Lg/K|, is totally ramified. Further,
since the characteristic of the residue field of K, is ¢, but total ramification of Lg/K, means
that the ramification index er,/x, = [Lq : Kq] = n, we obtain that Ly/K, is tamely ramified.
Using the local reciprocity map, we obtain [K : Ny, k,(L3)] = |Gal(La/K,)| = [Lg : K4] =
n. Moreover, a standard result of local fields is that for a totally and tamely ramified finite
extension of local number fields, Ny, /k,(L3) contains a uniformizer my of Ky, as well as U]
(see |64, page 115]). Pulling together the above in conjunction with the local reciprocity map,

we obtain the following commutative diagram:

T p—— Yl A N A
h 9 (41)
K}

Here g is the homomorphism defined by the local reciprocity map, with kernel Ny, (Lg) and
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image Gal(Lyg/K,) = Z/p7 7% ... x Z[pF 7, h is the inclusion of pe 1 into K = iy x (mg) x Uy,
and f is the natural surjection from the CRT decomposition of py_1 = Z/p7*Z X ... X Z/pi*Z
Z/pg T x .. X L)perZ onto Z)pT 7 X ... X L[ pit .

We have f = g o h, where f,g and h are all homomorphisms. Since f maps elements of
order dividing n non-trivially, by commutativity of the diagram ¢ also maps such elements
non-trivially, so they are not contained in ker(g). But by the local reciprocity map, ker(g) =
Nipo/i,(LY); and so ¢ ¢ Npg/k,(L3), for 0 < i < p'..pi*, as required. The Hasse norm

theorem gives the result. O

Corollary 4.1. Let n = p{*..piF and K = @(Cpil._'p;k), where the p; are pairwise coprime.
There ezists a cyclic Galois extension E/K of any index d dividing n, such that ¢, is non-norm

in E/K, i.e. ¢, is not a norm for 0 < i < d.

Proof. Mutatis mutandis, identical to |71]. O

These results allow us to create many new CDAs with roots of unity as non-norm elements.

We give two examples.

Examples

1. Set n = 32-25 = 576. Note ¢ = 577 is prime, and ¢ — 1 = 576 is divisible by 576,
with neither 27 nor 128 dividing ¢ — 1. So 577 satisfies the conditions of Theorem [4.1] Ob-
serve M = Q((n, &) = Q(Cs76, C577) 1s an extension of K := Q((s76) of degree 576. Let
Gal(M/K) = (o). Then, as in the proof above, ¢" = ¢°® = e fixes an extension of degree
n = 576 over K - in this case the extension is M itself. By the theorem (574 is a non-norm
element in Q(Cs76, C577)/Q((576). Apply Corollary to fix a degree 2 cyclic Galois extension of
K, denoted F, which is possible since 2 divides 576. This extension also has the property that
(576 is @ non-norm element over K. Let Gal(E/K) be generated by . Then the cyclic algebra

(E/K, 0, (576) has dimension 22 - 192 = 768 over Q, and is division.



90 Chapter 4. Families of Algebras for CLWE

2. Set n = 33-2°% = 864. Note that ¢ = 16,417 is prime, 16,416 = 0 mod 864, and neither 81 nor
64 divide ¢ — 1 = 16,416. So ¢ satisfies the required properties to apply Theorem Observe
M = Q(Cn, ¢) = Q(Cs64, Cr6,417) is a cyclic extension of K := Q((ses), of degree 16,416. Let
Gal(M/K) = (o). Then, as in the proof above, 0™ = 0% fixes an extension of degree n = 864
over K, denoted L. The theorem indicates that (gs4 is a non-norm element in L/Q((ges). We
can then apply Corollary to fix a cyclic Galois extension of K of degree 2 over K, since
2 divides 16,416. This extension also has the property that (gg4 is a non-norm element over
K. Call this extension E and let Gal(F/K) = (f). Then the cyclic algebra (E/K, 0, (s1) has

dimension 22 - 288 = 1152 over Q, and is division.

Maximality of the Natural Order

We note that |71, Theorem 3| states that the natural order in the above prime-power case
(n = p") is maximal. It can be shown with an identical proof that when one takes n = pi*...p}",
as long as ¢ satisfies £ = 1 mod n and p;nt ¢ —1 for i = 1,...,1, the result still holds: note that
the ramification of ideals above £ in Ok in O is the same as before (since the inertial degree
depends on ¢ = 1 mod n to equal 1), the ramification index is ¢(¢), and gy/x = [M : K]/p(€) =
1; this can be summarised by noting that the relevant properties depend on the prime ¢, and

not the degree of K. However, if 7 is not a unit, the natural order is not (in general) maximal.

4.2.1 Cryptographic Moduli for CDAs from Composite Cyclotomics

Here we provide methods to find the primes needed to construct CDAs over cyclotomic fields
of composite conductor for CLWE, and give concrete examples. To build algebras meeting the
requirements of the previous theorem, we need to find a small degree extension L of K = Q((,)
and a non-norm element for L/K. As explained above, this is done by taking a large prime ¢
satisfying certain conditions, taking the compositum of K and Q(({,), and taking an intermediate
extension L of K of the desired degree. If chosen well, (,, will be a non-norm element.

Recall that ¢ must satisfy two conditions: firstly, that £ = 1 mod n, and secondly, that ¢ #
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1 mod p; - n, for i = 1,..., k, where p; is a prime in the prime factorization of n = p{'...pi*. We

can find such an ¢ by considering the arithmetic progression 1+ pi*..pi* + >, pilﬂ...pzﬁl

for m = 0,1,2,.... Theorem implies there are infinitely many primes in this progression,
and for our parameters searching elements in the progression can be done efficiently.

Similarly to RLWE |102][L the security proof of CLWE holds for primes ¢ completely split in
Ok. Moreover, to enable efficient multiplication, it will be convenient to have ¢ also completely
split in L. We can use the fact that if ¢ splits completely in M, it splits completely in all
subfields. Thus the most naive approach to find a prime that splits completely in L and K is
to find a prime that splits completely in M = Q((,¢). This is equivalent to ¢ = 1 mod /n.
This approach is limited, however. Since £ = 1 mod n, we have £ > n; since ¢ = 1 mod /n, we
have ¢ > ¢n > n? In general, we want [K : Q] = ¢(n) to be large, and [L : K] small. As we
want ¢ not to be too large, this forces n to be small. Moreover, the larger n gets, the smaller
¢ is required to be. For example, take n = 100. Then [K : Q] = 40, and, if we can find an
appropriate non-norm element, we could take a degree 5 extension of K for an algebra of degree
1000 over Q. 101 is prime, so we can take ¢ = 101; then we have ¢ > 100 - 101 + 1 = 10101.
Since 10101 is not prime, the next smallest possible option for ¢ is 2/n + 1 = 20203, which is

also not prime. The search continues in this manner, with the size of ¢ rapidly growing.

The Quadratic Case

We first consider extensions L/K of degree 2, and write L as the compositum of K and a
quadratic subfield E of E' := Q({,). Since E’ is cyclotomic with prime conductor, E is the

unique quadratic subfield of E’. This can be written explicitly as follows [87, Theorem 9.3|:

Q(V90), if f =1 mod 4
E =

Q(vV—1), if £ = 3 mod 4.

The discriminant of this field, dg, is also well known, being dg = ¢ if { = 1 mod 4, else dg = 4/ if

¢ =3 mod 4. A final fact is that a prime ¢ splits completely in E if and only if dg is a quadratic

ISubsequent works have allayed this restriction on the modulus.
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residue modulo ¢, i.e. there exists x € Z/qZ such that dg = 2* mod ¢ [112 Proposition 8.5|.
A prime ¢ splits in L if and only if ¢ splits in both K and E. Thus to find primes that
split in both L and K we search for primes ¢ such that ¢ = 1 mod n, with dg becoming a
quadratic residue modulo ¢. Finally, to ensure we can find non-norm elements, we require that
ged(n,2) # 1 (cf. [71, Theorem 10]).

Here we run through an example. Set n = 320. With d = 2, we would obtain a degree 512
algebra. Since 1601 = 1 mod 320 and is prime, we can set { = 1601. Then ¢ = 1 mod
4, so dg = ¢ = 1601. There are many primes in the required range that are congruent to
1 mod 320 and have dg as a quadratic residue; for example, 4481 suffices. It is prime, and
4481 = 320 - 14 + 1. Furthermore, we have 1213 = 1601 mod 4481. Below is a table of
results for quadratic extensions of Q((,). Listed are n, [A : Q)], ¢, example value(s) of ¢, and
‘min logrop’. This last quantity is obtained by running the lattice estirnatmﬂ [9] with similar
parameters for the secret, error, and default number of samples as Kyber512, but replacing
the lattice dimension and modulus with the corresponding entries of the table. We list the
minimum of the base-2 logarithms, over the given values of ¢ in the row. The ‘meaning’ of
the rop results is to give a general idea of the number of ring operations required to solve the

corresponding LWE instances, and is thus a measure of security.

n [A:Q] |/ q min log rop
320 | 512 1601 | 4481, 7681, 9601, 13121 120.6
324 | 432 1621 | 3889, 6481, 8101, 10369 104.9
352 | 640 353 | 3169, 6337, 11617, 13729 | 151.2

400 | 640 401 | 4001, 4801, 14401 150.5
432 | 576 433 | 3889, 8209, 12097, 15121 | 133.8
448 | 768 449 | 4481, 8513, 10753 190.6

484 | 880 1453 | 3389, 11617, 13553, 15973 | 215.9
276 | 768 D77 | 7489, 10369, 13249, 14401 | 185.0
640 | 1024 641 | 7681, 9601, 12161, 13441 | 265.3
648 | 864 7129 | 3889, 6481, 9721, 10369 220.2
864 | 1152 2593 | 3457, 10369 316.4

Table 4.1: The ‘Naive’ Quadratic Case

We note in passing that for quadratic extensions of cyclotomics of the kind considered here,

2Commit 564470e.
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O, has the form O = Z|[(,, #} It was shown in [124] and [45] that PLWE instantiated in
such rings, when n is prime, can be insecure if insufficient attention is paid to the choice of
error distribution. We note that our above choices do not include any prime n, but we leave

the precise analysis of the mentioned papers’ methods in our context for future research.

The Naive Method for Higher Values of d

In this section we address extensions L such that [L : K] > 2. Unlike in the quadratic case we
cannot, in general, write down explicitly what a low-degree subfield of Q({,) is. We return to
the naive method explained above, finding ¢ = 1 mod ¢n. Though cumbersome, one can still
obtain some limited results by this method, although the resulting algebras are slightly small
since the largest n that can be taken is 141, if one imposes, say, ¢ < 20000. A simple method

to find appropriate values of ¢ is to fix prime ¢ and set n = ¢ — 1. Some results are below:

n d|[A:Q] |/ q min log rop
25 | 5| 500 101 | 5051 | 130.5
52 | 6 | 864 53 | 8269 | 225.2
58 | 6| 1008 59 | 10267 | 267.0
60 | 6| 720 61 | 7321 | 184.0
66 | 6| 720 67 | 4423 | 1944
78 | 6| 936 79 | 6163 | 256.0
82 | 4| 640 83 | 13613 | 151.3
82 | 6| 1440 83 | 13613 | 414.7
138 | 4 | 704 139 | 19183 | 162.7

Table 4.2: The ‘Naive’ Case for d > 2

Refined Naive Method

There is, however, a refinement on the above method, by which we relax the condition that
g = 1 mod ¢n. Again write L as the compositum of K and a subfield E of E' = Q({,). Since
{ > 2 is prime, the maximal real subfield E'* = Q((; + ¢, ") of E’ has degree ’3’71 over Q, and
Galois group isomorphic to Gal(E’/Q)/{£1}. The primes that ramify in E'* are the primes

dividing the discriminant of E’, which is only ¢. This makes it easy to select unramified primes.
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The inertial degree is also well known in the maximal real subfield: it is the smallest integer f
such that ¢/ = +1 mod ¢. So if our extension E is contained in E'*, we need to find prime ¢
such that ¢ = +1 mod ¢ and ¢ = 1 mod n.

So which subfields are contained in E'*? Since Gal(E’/Q) is cyclic and Gal(E’/E'") is one of
its subgroups, Gal(E’/E'") is cyclic, so the quotient of the two groups is cyclic and isomorphic
to Gal(E't/Q), which has order 4_71 The subgroups of a cyclic group Z/mZ are the divisors
d of m, and there is a single subgroup of order d for each divisor. Thus, in the Galois group
of E'"/Q, there is a subgroup for each divisor of E’Tl; moreover, by the Galois correspondence,
there is a unique Galois subfield of E'" with degree over Q equal to that divisor. Since this is
also a subfield of E’, which has cyclic Galois group, this subfield is also the unique subfield of
the given degree in E’. Note also that if d is an odd divisor of £ — 1, it is also an odd divisor of
4—71' Therefore every odd-degree Galois subfield of a prime cyclotomic field is totally real.

In light of this, our approach is as follows: we look for small values of n, so that we can find
small values of ¢, and hence find a value of ¢ in the appropriate range. We will also look for
values of ¢ such that our desired values of d = [L : K] divide &2, so that E will be totally real
and we can apply this ‘refined naive method’ in our hunt for ¢. A final constraint to note is
that we must have ged(n, d) > 2, else we will not have (,, be a non-norm element.

Here we run through the previous example again. We have n = 100, [K : Q] = 40, and want a
degree 5 extension of K to obtain an algebra of degree 1000 over Q. 101 is prime, so we can
take ¢ = 101. This time, instead of requiring ¢ = 1 mod ¢/n, we need ¢ = +1 mod ¢ and ¢ = 1
mod n. Note that 5 | % = 50, so a subfield of degree 5 of the maximal totally real subfield
exists. Ome finds that 10301 satisfies both of these conditions: 10301 = 100 - 103 + 1, and
10301 = 101 - 102 — 1. Furthermore, 10301 is of the appropriate size; where the naive method
failed, the tweaked version yielded a small prime.

Below is a table, Table [£.3] giving examples of valid primes using this method. Listed are n,
the degree d = [L : K|, [A : Q], and possible values for ¢ and q.
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n d|[A:Q] |/ q min log rop
32 | 5| 400 97 18913 | 91.8
45 | 5 | 600 181 | 16651 | 138.4
60 | 6 | 576 61 7331 | 144.3
70 | 5| 600 71 9941 | 145.9
70 | 7] 1176 71 9941 | 326.3
88 | 4| 640 89 8009 | 159.9
90 | 5| 600 2791 | 5581 | 155.2
100 | 5 | 1000 101 | 10301 | 264.1
102 | 3 | 288 103 | 10711 | 72.1
130 | 5| 1200 131 | 17291 | 318.7

Table 4.3: The Refined ‘Naive’ Case for d > 2

n [A:Q] | ¢ T q min logrop || n l x q min log rop

111 | 648 4441 | 2152 | 12211 | 155.1 128 | 2689 | 275 3329 | 304.8

171 | 972 6841 | 2112 | 3079 | 291.8 128 | 641 147 3457 | 303.8

183 | 1080 8053 | 1422 | 7321 | 301.1 128 | 3457 | 780 4481 | 295.7

201 | 1188 4423 | 2246 | 4021 | 363.9 128 | 12161 | 10957 | 4993 | 292.3

360 | 864 2521 | 461 | 6121 | 232.3 128 | 4481 | 571 6529 | 287.8
Table 4.4: The Cubic Case Table 4.5: The Quartic Case

Completely Splitting Primes in Subfields of Cyclotomics

We now consider primes in subextensions of higher degree. The results in Tables 4.4 and 4.5

are based off the following theorem:

Theorem 4.2. (105, Theorem 30] Let { be a prime, E' = Q({), and denote its unique subfield
of degree d over Q by E!,. Let q be a prime coprime to {. Then q splits completely in E!, if and

only if q is a dth power modulo .

This allows us to generalize the method of the quadratic case to larger degree subfields of E.
As examples, we list some results for cubic and quartic extensions of K: we list, in addition to
the previous values, the value of z for which ¢ = 2? mod ¢. We illustrate the quartic case with

extensions of Q((j2s), which yields [A : Q] = 1024. Our results comprise tables [4.4] and [1.5
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4.3 CLWE with Fractional Non-norm Element

We now turn to non-integral values of 7. The main cryptographic contribution of this section is
to give a security reduction from SIVP on ideal lattices of maximal orders of CDAs for a much
wider class of algebras than was given in [71]. We do this to enable greater design flexibility
for CLWE, and to hedge against cryptanalysis of the highly structured algebras currently used
for CLWE. We consider algebras of the form A = (L/K,0,), where K is the nth cyclotomic
field, not necessarily of prime power n, and v is an element in K, with |y| =1 (here |- | is any
complex absolute value of K), satisfying the property that 7* is not in Ny, /i (L"), where Ny /k

is the field norm, for 0 < ¢ < [L : K]. In particular we prove the following:

Main Result (Corollary 5, informal). Let A = (L/K,0,~) be a CDA as in the above paragraph,
O C A a mazimal order, and q be an unramified prime in L. Then there is a polynomial-time

quantum reduction from SIVP on ideal lattices in O to search CLWE, for certain parameters.

The constraint that |y| = 1 arises to ensure that the geometry of the ideal lattices is tractable
to our methods. In order to create useful algebras for CLWE, we adapt methods from coding
theory to build such ‘unit-magnitude fractional non-norm elements’ for extensions L/K of
cyclotomic fields. These methods were originally developed to create such elements in low-
dimensional instances, and we extend them to hold for extensions of L/K for any cyclotomic
K and an extension L of any degree [L : K|. This is the section’s principal mathematical
contribution. In particular, the key prior result in this direction is the following, extracted

from [121]:

Theorem 4.3. [121, Appendiz| Let K € {Q(i), Q(w)} and L be a finite cyclic Galois extension
of K. If q is a prime which splits into two ideals in K which are inert in L, the ratio of the

generating elements of the Ok -ideals above q satisfies the non-norm condition.

We obtain the following result, valid not just for cyclotomic fields with ring of integers which
are principal ideal domains, but for infinitely many cyclotomics. Below, an ideal is taken to

have the form g = (¢, «) for some element o and ¢ € q N Z:
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Theorem 4.4. (Corollary 4, informal) Let K be a cyclotomic field and L/ K a degree n Galois

extension. If q is a prime such that

1. q is unramified in Ok,
2. q splits into at least two ideals in Ok, and they are inert in O, and

3. the prime ideals above q in Ok are permuted by the automorphism corresponding to com-

plex conjugation,

then the ratio of a non-integer generating element of any of the Ok-ideals with its complex

conjugate satisfies the non-norm condition for L/K.

Using this result, we can create non-norm elements, and hence CDAs, which are useful for
CLWE instantiations. We note here in passing that algorithms to compute maximal orders in
CDAs exist, for example [86], [167]. We also observe that much work has been done on creating
unit-magnitude integral non-norm elements; see, for example, [166], |78|, [20]. Much of this was
done to construct space-time block codes, for which noncommutative CDAs were introduced to

coding theory in |145]. Regarding fractional non-norm elements, see [121], [65].

4.3.1 Preliminaries

Non-norm Elements

Recall that we call an element of K at which surjectivity of the norm map fails a non-norm

element; formally,

Definition 55. An element x € K is non-norm if there exists noy € L such that Ny /k(y) = x.

We say x satisfies the non-norm condition if every power x' for 0 <i < [L : K| is non-norm.

Proposition 4.1. Let v be a non-norm element of L/K and o € Gal(L/K). Then v~ and

o(vy) are also non-norm elements.
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1'is the norm of an element of L, e.g.

Proof. Suppose 7 is a non-norm element and that ~~
¥t = Npk(z) for some x € L. Then Ny x(27') = Npjx(z)~t = (v7!)~! =, a contradiction.
Suppose there exists « € L such that Nk (z) = [[,cqar/x) o(*) = o(7). Then since multipli-

cation by o~! defines a bijection on Gal(L/K), we would have Ny /x(x) = 7, a contradiction. [J

We will also use

Lemma 4.1. [159] Let L/ K be a degree n Galois extension and q be a prime ideal in K below
the prime ideal Q in L. Let f = f, be the relative inertial degree of Q over q. If v € q \ ¢?,
then v* ¢ Ny (L*) fori=1,2,.., f —1.

If q is inert in L, then its inertial degree is equal to [L : K], and an element 7 as in the lemma
is such that v* ¢ Np k(L) for i = 1,2,...,[L : K] — 1, so we conclude that + is a non-norm
element. Observe that if we pick a pair of generating elements of ¢, they will be non-norm
elements for powers below their inertial degree. Thus the hunt for non-norm elements reduces

to finding pairs of generating elements of inert prime ideals.

Ideal Lattices & Lattice Problems

Let Z be an ideal of any maximal order O in a CDA A = (L/K,0,v) with [L : K] = d and
v = ¢ € K such that |y| = 1. We embed such ideals into R™” exactly as before: fixing
the L-basis of A, {u'};>p, one can express an element as the linear map ¢(z) given by left

multiplication on the u’. If x = @ Ju'z; € A, then

xo  Y0(xg-1) .. 0T (w1)

T 0(x coo O (1

o(z) (@o) 704 (22)
Td—1 G(xd_z) S ed_l(l’o>

Denoting the n embeddings K < C extended to embeddings of L by «, it can be seen that all
the nd embeddings of L are obtained from the set {ao 6}, ;. We form a vector in R from

x by concatenating the vectorized images of the a(¢(x)) for all @« € Emb(K). Then the image
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of any discrete additive subgroup of A is mapped to a lattice in R™. As before, we define
two norms on A: we set [|z]|] = > ) 2oi5 |(¢(2)i5) [P, and ||zl = maxa,; [a(d()i;)],
where ¢(z); ; denotes the 4, jth entry of ¢(x). We note that since v is unit magnitude, factors
of v appearing in ¢(z) vanish under the defined norm maps, and || - || is submultiplicative.

We define the trace and dual ideals identically to before.

4.3.2 Extending the Method of Elia et al to Cyclotomic PIDs

The technique of |[121] to construct unit-magnitude non-norm elements in a number field K €
{Q(i), Q(w)} is as follows: pick a prime ¢ € Z which splits into two prime ideals, p; and ps, in
Of. Create an extension L/K such that both prime ideals are inert in L. Since O is a PID,
one can then take the ratio of the generators of p; and p, as the non-norm element; the authors
establish this last fact in [121], Propositions 2 and 3].

In this section we observe that the crucial properties of their proof are that Gal(L/K) is cyclic
and that the ring of integers of the ground field is a PID. We give a generalised form of the
original proof, which only held for two fields. This is contrasted by our statement, which holds
for many more fields, and its corollary, which holds for all 46 cyclotomic fields with ring of

integers a PID.

Theorem 4.5. Let L/K be a finite cyclic Galois extension, O be a PID, and q a prime that
splits into precisely two ideals in O which are inert in Op. Then the ratio of the generators

of the ideals satisfies the non-norm condition for LK.

Proof. The proof follows the latter part of [121], Proposition 2, 3]. Let p; and py be prime ideals

of Ok as in the theorem statement. Denote their generators by m; and my respectively. Set

™

Y=
Uy’

We show that the smallest k such that 7" is the norm of an element in L is n. Suppose otherwise,
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SO
n—1

V¥ = Ny() =[] ')
=0

for some £ € L and k < n, with Gal(L/K) = (o). Writing ¢ = ¢ with a,b € O and taking

ideals, we have

() TT (0'8)) = (m)* ] (0X(a)
=0 =0

Since m and 7 generate comaximal prime ideals, it follows that (m;) divides (¢(a)). Thus on
the left hand side of the above equation () occurs with multiplicity £ mod n, whereas on the
right hand side (7;) can only occur with multiplicity divisible by n. Hence assuming k& < n

leads to a contradiction and we must have n | k. ]

Corollary 4.2. Let K = Q((,,) and define the sets

S :=1{1,3,5,7,9,11,13,15,17,19, 21, 25, 27, 33, 35,45},

and

S' = {4,8,12,16,20, 24, 28, 32, 36, 40, 44, 48, 60, 84}.

If m e SUS" orm € 2S5, then if L is a degree n cyclic Galois extension of K and q is a prime
that splits into precisely two ideals in Ok which are inert in Oy, then the ratio of the generators

of the ideals is non-norm for L/ K.

Proof. Combine the previous theorem with [170, Theorem 11.1]. ]

We proceed to give examples of fractional non-norm elements of unit magnitude in fields of
higher dimension over Q than Q(¢) and Q(w). We do this by constructing extensions L/K such
that certain prime ideals are inert. Moreover, we take primes ¢ € Z that only split into two
ideals in Ok such that the action of complex conjugation permutes those prime ideals above ¢,

so the ratio of the generators of the prime ideals has unit magnitude.
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Examples

Construction with Q((s;) Set K = Q((3). Taken = 6, and set L = Q({7 4+ *, (ga). Viewing
L as a compositum of Q(es) and Q(C7 + (7, Ga), which are each cyclic over Q((s,) and have
coprime degree to one another, one can see that L is also cyclic over K, of degree 6. Consider
q = 773; ¢ = 5 mod 32, which is an element of order 8, so ffq(@ = 8. Moreover, 773 is unramified
in both K and L, since only primes dividing their discriminants are ramified, and those are 2
and 7. We find that gz, = [K : Q]/fkq = 16/8 = 2. This means 773 splits into two prime
ideals in K, denoted p; and p,. We show that these ideals are inert in L.

The Galois group of L/Q is (Z/7Z)* /{£1}x(Z/647Z)* so fg‘Q is the smallest power f such
that 773/ = +1 mod 448. Observe that 773 = 325 mod 448, which is an element of order 48.
Furthermore, 773*! # —1 mod 448. Thus f}, = 48. Now, since [L : K] = 96, we obtain that
g%‘(@ = [L: Q]/fgIQ = 96/48 = 2. Since 773 splits into 2 ideals in K and L respectively, we
must have that g%‘K =1, so both p; and ps are inert in L. Since Z[(35] is a PID, we can then
take the ratio of the generators of p; and p, for a unit-magnitude non-norm element +. Having
found a non-norm element, we can construct a cyclic division algebra A = (L/K,6,~), where

Gal(L/K) = () and [A: Q] = 62 - 16 = 576.

Construction with Q((y) Set K = Q((s5). Take p = 11 and set L = Q(Cy1 + (i, Cus). For
the same reasons as previously, L is cyclic over K and has degree 5. Consider ¢ = 13; we have
13 = 2 mod 11, so 13 has order 10 in (Z/11Z)*. Moreover, 13 has order 12 in (Z/45Z)*. We
then get ggq(@ = [K : Q]/fg(lQ = 24/12 = 2, so ¢ splits into two prime ideals, p; and p,, as
required. Note that the Galois group of L is (Z/11Z)* /{=£1} x (Z/45Z)*, so [}, is the lowest f
such that 13/ = £1 mod 495. Since 13%° = 1 mod 495 and 13%° # 1 mod 495, we conclude that
fijg = 60. 50 g7,o = [L: Q]/ f{g = 120/60 = 2, so p; and p, are both inert in L. Since Q((ss)
is a PID we can then take the ratio of the generators of p; and p, to obtain a non-norm element
of unit-magnitude. The resulting algebra A = (L/K,0,~v) has degree 5% - 24 = 25 - 24 = 600

over Q.
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4.3.3 Non-norm Elements from Non-PIDs

We now extend the result of Theorem to hold for a much wider class of fields; in particular
we extend it to all cyclotomic fields. In order to achieve this result, we prove a number of results

on the set of non-norm elements of a given field extension L/K. We begin with a converse result

to Lemma [4.1t

Lemma 4.2. Let L/K be a degree n Galois extension. Suppose v € Ok \ Ok is such that
v ¢ Npjg(L*) fori=1,2,..,f — 1. Then there exists a prime ideal p C Ok such that ~ is
contained in p \ p?, where p lies below a prime ideal Y in L and f = fypip 18 the relative inertial

degree of P over p.

Proof. Every non-unit is contained in some maximal ideal, so 7 is contained in a maximal
(prime) ideal, say p. Let P be a prime ideal in O lying above p. Then by definition of the
norm map, we have Ny, x(PB) = p/, where f is the inertial degree of p in Oy. If v € p?, then
we have 7% € p3,...,9/71 € p/ = Ny, x(B), and so we must have v/ ~! = Ny i (z), for some z

in B C Oy - but this is a contradiction, by assumption on 7. O

Proposition 4.2. Let L/K be a degree n Galois extension. Suppose v and 7y, in Ok both
satisfy the non-norm condition for L/ K. Furthermore, assume ~y; € q; \ 42, for q; a prime ideal
of Ok, lying above some fized prime q € Z, fori=1,2. If v5 & q1, then (7175)’“ s not a norm,

f0r0<k:<fz‘K and 0 < j <fg|K.

Proof. By definition we have v, € q3. We also have ’yl’yg € (1, since (; is an ideal. Since 7,
is not in q1, 74 & q1 and hence 74 ¢ q2. Finally, to show 173 & g2, we use a localization
argument.

Write R for the ring of integers of K. Let Ry, denote the localization of R at q;, i.e. Ry, = {%:
a € R,be R\ qi}. Since R is a Dedekind domain, this is a discrete valuation ring with unique
maximal ideal q;/%;,. Now suppose 7173 € q2. We can consider this as an element of 43 Ry,
because there is an injective homomorphism f : R — Ry, given by x — {. Since 7% & q1, 7% is

a unit in Ry,. This means that v,v] € qR,, if and only if , € q?R,,. Since g} is a primary
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ideal, we have v, € giR,, if and only if 7, € g3 - but this is a contradiction. So vwg satisfies

the conditions of Lemma [4.1], and we are done. O

When f} )k = [L: K], then Y173 satisfies the non-norm condition.

Corollary 4.3. Let L/K be a finite Galois extension. Suppose 1 and 7y, in Ok both satisfy
the non-norm condition for L/K and ~y; € q; \ 97, for q; a prime ideal of Ok, lying above some

fized prime q € Z, fori=1,2 and vy & q1. Then 17, * is a non-unit non-norm element.

Proof. Suppose v17, ' = Np/k(x) for some x € L. We use Proposition , which says 7173
is non-norm. We have v172 = 73Ny /k(x). Let p be the smallest prime divisor of d, and
d = pk. Applying the proposition, we have non-norm element 7175_1 = Y Nr/k(x); but

(M = AN (2)* = ¥§NL i (2)" = Nijic(122%), a contradiction. [

We now extend this to show that 7,7, satisfies the non-norm condition, subject to the above

assumptions.

Corollary 4.4. Let L/K be a finite Galois extension and q be such that fZ/K = [L : K].
Suppose 1 and 7y, satisfy the non-norm condition, Moreover, let ~y; lie in q; \ g2 for some
distinct prime ideals q; € Ok above a fived prime q, and o & q1, i = 1,2. Then y17, " satisfies

the non-norm condition.

Proof. By Proposition , ng satisfies the non-norm condition, so (vwg)i is non-norm for
0<j<d,0<i<d. By Corollary we know that v,7, ' is non-norm. To verify that 7,7, *
satisfies the non-norm condition, we check that (y;y, ') is not a norm for any prime factor

p; of d (by Proposition . Suppose (717, 1)¥P = Npk(x) for some z. This holds if and only

if yf/pw;l‘d/pi = WNL/k(x) = Npjg(722). The left hand side can be rewritten (y74° )%,
which we have shown is not a norm. Thus we obtain a contradiction. O

We are now able to give a construction of unit-magnitude fractional non-norm elements over

cyclotomic fields. In what follows, we fix the presentation of a prime ideal p; of Z[(,] as
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p: = (p, fi(¢,)) for the prime p € p; N Z and some polynomial f;(x) such that f;(¢,) € p?. We

note that such a f;(x) exists:

Lemma 4.3. Let K = Q((,) be the nth cyclotomic field and p € Z be an unramified prime.
Write gf,’{'Q = g and O,(z) = fi(z)fo(x)...fy(x) mod p, where ®,(x) is the nth cyclotomic
polynomial and the f;(x) are monic irreducible. Let p; be a prime ideal containing f;((y).

Then, for any i € {1,2, ..., g}, there exists a choice of f;(x) such that f;((,) ¢ p?.

Proof. Fix f;(x) and suppose that both f;((,) and f;((,) — p are elements of p?. Then f;((,) —
(fi(¢,) — p) = p is an element of p?, which is false. So at most one of f;(¢,) and f;(¢,) — p can

lie in p2. [

Theorem 4.6. Let K be the nth cyclotomic field and L/K a finite Galois extension. If q
is a prime such that ¢qOx = [[]_, pi is a factorisation into distinct prime ideals, with the
ramification data eqL/Q =1,¢9= gg(/Q > 1, 91%/1( =1, and the prime ideals p;, i = 1, ..., g above
q i Ok are permuted by the automorphism corresponding to complex conjugation, then writing

P = (0, f(Ga) with fi(Ca) & 92 fori = 1,..,g, the ratio of the clement fi(Ca) of any of the p;

with its complex conjugate f;((,) is a non-norm element for L/ K.

Proof. We consider the case where ¢ splits into two ideals in Og; the general case of arbitrary
splitting is demonstrated mutatis mutandis. Write ¢Ox = p1po, where p; = (q, f:(¢n)), i = 1,2,
and fi(z) is such that fi((,) € p?. Then by Lemma since p; is inert in L by assumption,

f1(¢,) is a non-norm element for L/K. Consider fi((,); since the prime ideals above ¢ are

permuted by complex conjugation, we have fi(¢,) € p1, so fi(Cn) € po. If f1(¢,) € p3, then

f1(¢y) € p2 = p2® = p2, which is a contradiction. So f;((,) € p2 \ p2 and hence is a non-norm

element. Then by Proposition f1(G2) f1(¢n) is a non-norm element, and by Corollary ,

f1(Gu) f1(¢,)  is a non-norm element. It is clearly of unit magnitude, and we are done. H

Note that the ideals above g are not fixed by complex conjugation if ¢ splits into a number of
prime ideals in O+ = Z[(, + ¢, '] which are not inert in Q. An example of this would be a

prime ¢ which completely splits in K.
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Corollary 4.5. Let K be the nth cyclotomic field and L/K a finite Galois extension. If q
is a prime such that ¢qOrx = [[7_,p; is a factorisation into distinct prime ideals, with the
ramification data eqL/Q =1,9g= 9}1(/@ > 1, g%/K =1, and the prime ideals p;, 1 =1, ..., g above
q i Ok are permuted by the automorphism corresponding to complex conjugation, then writing

pi = (p, fi(Cn)) with fi(C) € p? fori=1,....g, the ratio of the element f;(,) of any of the p;

with its complex conjugate f;((,) satisfies the non-norm condition for L/K.

Proof. Follows from Theorem [4.6] and Corollary O

Example

Let K = Q(Ci90)- Set p = 11 and L = Q(Ci90,C11 + ¢11'). Note [L: K] =5 and [K : Q] = 72.
One can compute that, with ¢ = 41, f}]ﬂQ = 18 and fZ@ = 90, so leK = 5, and hence
91 = [L 2 K]/ fijx = 5/5 =1, and the 4 prime ideals in K above ¢ are inert in L. Moreover,
one can check that 41° = 151 mod 190 and 41'® = 1 mod 190, so flq(+/Q = 18, and hence
G 0= 2, so complex conjugation doesn’t fix the prime ideals in K above g, and ¢ meets the

conditions of Theorem [£.6] Then we can factor the 190th cyclotomic polynomial modulo 41 to
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find the generators of the prime ideals; we have

(13190(58) = ZE72 =+ x71 o x67 o 51366 =+ 3362 + 3361 - 3357 o 3356 o 3353 + 3:51 + $48
o IB46 o IB43 4 $4l 4 .21338 o 3:36 + $34 + $31 - 3729 - 3326 + 3324 + 1‘21
—£K19—1’16—$15+l’11—|—$10—$6—$5+$+1

= (2'® + 42" + 162'° 4 232" + 102" + 402" + 372" + 252"

+ 18210 + 312° + 2% 4+ 427 + 162° + 232° + 102 + 402° + 372>
+ 252 4 18) - (2 + 232" + 372'% + 312" + 162" + 402" + 182"
+ 42" + 102" + 2527 + 2® + 2327 + 372° + 312° + 162 4 402
+182° + 4z + 10) - (2" + 252" + 102'° + 42" + 182" + 402"
+ 1622 + 312" + 372'° + 2327 + 2% + 2527 + 102° + 42° + 182*
+402” 4 162” + 31z + 37) - (2'® + 312" + 18z'° + 252"° 4 37z™
+ 402" 4+ 102" + 232 + 162" + 42° + 2® + 3127 + 1825 + 252°

+ 372" 4+ 402° + 102 + 23z + 16) mod 41

Taking a polynomial factor with integer coefficients (up to subtraction by 41), evaluating at

(190, and dividing by its complex conjugate gives a non-norm element v and a CDA A =

(L/K>9>’Y) = (Q(Cwo, Ci1 + Cﬁl)/Q(ClQO)a9a7)7 which has [A : @] = 1800.

4.3.4 Application to Cryptography

In this section we define LWE over CDAs constructed to have a fractional unit-magnitude non-
norm element. After defining a new (more general) form of CLWE than that of |71] which can
have 7 possibly in K\ Ok, we proceed to give a reduction from lattice problems on ideal lattices
which are ideals in arbitrary maximal orders to the search CLWE problem, for a certain family
of algebras. Unlike in the original form of CLWE, we do not restrict to the natural order, but
give definitions and results for any order which is maximal with respect to inclusion. We note

that Theorem [3.1] does not necessarily apply to such orders.
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CLWE From Arbitrary Maximal Orders

Here we define a revised CLWE distribution, analogously to [71]. In that work, the definition
was only given for a specific order in a specific family of algebras, the natural order. In our

definition, we define CLWE for arbitrary maximal orders:

Definition 56. Let L/K be a Galois extension of number fields of dimension [L : K| = d with
cyclic Galois group generated by 6. Let A:= (L/K,0,v) be a cyclic K-algebra and invariant u
with u® = v € K and |y| = 1. Let O be a maximal order of A. For an error distribution ¢ over
@f;&uiLR, an integer modulus ¢ > 2, and a secret s € (’);’, a sample from the CLWE distribution

o s is obtained by sampling a < O, uniformly at random, e < 1, and outputting (a,b) =

(a,(a-s)/q+emod OV) € O, x (Bju'Lg)/OV.

Definition 57. Let ¥ be a family of error distributions over @?:_01 w'Lg. The search CLWE
problem, denoted by CLWEp 4 5., 15 to recover s from a collection of independent samples from

Ho g5 for any s € OF and ¢ € V.

Definition 58. Let T be a distribution on a family of error distributions over @?:_01 u'Lr. Let
Uo denote the uniform distribution on <(’)q, (@?:—01 uiLR> /(’)v). Then, the decision CLWE
problem, DCLWEp 4y, is given a collection of independent samples from either 11, ;. for a
random choice of (s,1) <= U (O;/) x Y or from Up, decide which is the case with non-negligible

advantage.

Technical Lemmas

We will require versions of the ‘clearing out ideals’ lemmas:

Lemma 4.4. (71, Lemma 6/7] Let q be unramified in L. Let T be an ideal of A and J = q- A,
where q € Z is prime and ¢qOg = [['_, q; is a decomposition into prime ideals in Ok. Assume
v & q; for each i. Then, there exists t € TN Ok such that the ideal t -~ C A is coprime to J,
and we can compute such a t efficiently given Z and the prime factorization of J. Moreover,

let P denote an arbitrary fractional ideal of A. Then, the function x; : A — A defined as
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Xt(x) = t-x induces a module isomorphism from P/JP — LTP/IJP. Furthermore, in the case

J = qA for a prime integer q we can efficiently compute the inverse.

For a maximal order O and ideal Z C O, let ass(Z) = {P; : Z C P;} be the set of associated

primes of I, where the P; are prime ideals of O:

Lemma 4.5. Let Z be an ideal of mazximal order O and let J be an arbitrary integral ideal of
O. Then, there exists an element t € T N Ok such that the ideal t - T C O is coprime to J,

and we can compute such a t efficiently given I and the associated primes of J .

-----

t-Z7' 4+ J C M for maximal ideal M C O. But maximal ideals are prime, so ¢t - Z7! is
contained in an associated prime of J. This implies that ¢ € P,Z for some P; € ass(J). This
is a contradiction. To construct such a ¢, take an O element in Z \ P,Z for all i, and compute

the preimage under the CRT isomorphism (the CRT holds by [139, §22, ex.3]). O

We can now prove our clearing ideals lemma for arbitrary maximal orders:

Lemma 4.6. Let O be a maximal order. Let T, J be ideals of O andt € TN Ok be such that
t-Z7Y and J are coprime ideals, and let P be an arbitrary fractional ideal of ©. Then, the
function xy : A — A,z +— t-x induces a module isomorphism from P/J -P —-Z-P/T-T-P.

If 7 = qO for an unramified prime q € Z we can efficiently compute the inverse.

Proof. Identical to |71, Lemma 7|, since an arbitrary maximal order in a CDA has the same
properties as A in the algebras considered in that work. Moreover, we can compute the inverse

efficiently using the same method as |71, Lemma 7|, since an Ok-order is a Z-order. ]

The Hardness of Search CLWE

We first state an adaptation of [138, Lemma 3.14], similar to |71, Lemma 11|, which is the only

quantum step of the proof:
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Lemma 4.7. There exists an efficient quantum algorithm that, given any nd* dimensional

lattice L := o4(Z) for some ideal T C O, 0 < 6 < A\ (LY) /(2v2nd), and an A-BDDo rv 5

oracle, outputs an independent sample from DL,\/EW(\/W)/\/%'

We now show how to transform a ¢A4-BDD instance into a CLWE instance, given discrete

Gaussian samples:

Lemma 4.8. Let A = (L/K,0,7) be a CDA constructed as above, and O C A a mazimal

order. There is a ppt. algorithm that given an unramified prime q > 2, an invertible fractional
. \/ o J—

O-ideal TV, a qA_BDDO,IV,aq-w(\/M)/m~T instance y = & + e, a parameter r > \/2q - n(Z),

and Dz, samples with v’ > r, outputs samples within negligible statistical distance of the CLWE

distribution Ilp 45 for s = x; (v mod ¢Z") € O/, where x; is as in Lemma 4.0 and ¥ is an

error distribution such that if |y| = 1 the resulting error €” is Gaussian and has Gaussian

marginal distributions all with parameter r; ; < .

Proof. The proof is similar to the one detailed for one-sided ideals of A, in the previous chapter,
but included for completeness. First compute ¢t € Z such that t-Z~! and ¢O are coprime using

Lemma .6 We take z <— Dz, and use it to create a CLWE sample

(a,b) = (x; '(z mod ¢Z),(z-y)/q+ ¢ mod OV) € (Oq X (@ uiLR> /OV>

where €’ < D, /v3- We show that these samples are negligible statistical distance from the true
CLWE distribution and that s is uniformly random. Since r > ¢-n(Z), Lemma implies that
any z mod ¢Z is obtained with probability in Hi, 1] - 8 for some 5 > 0. We can then bound
the statistical distance between z mod ¢Z and the uniform distribution by 2¢ and conclude that
a is close to uniform. Similarly, since x; is a bijection, a = x; *(z mod ¢Z) is at most statistical
distance 2¢ from the uniform distribution over O,. We next consider b, and show that it has
the shape b = (a - s)/q+ €”, for some error ¢’ and uniformly random s, conditioned on fixed a.
We have
b:=(z-y)/q+ € mod O

=(z-2)/q+ (z-¢e)/q+ € mod OV,
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so since z =t-amod O) and t € Z (A) we find (2-2)/q=(a-t-2)/q= (a-s)/qmod OV for
s := x¢ (x mod ¢Z"). Hence if x is uniformly random over ZV, then s is uniformly random over

O/, since x; is a bijection. The analysis of the error is as before. n

Now suppose we have a search CLWE oracle and an ideal lattice, and we want to obtain samples
from a discrete Gaussian with small parameter. We begin by sampling a discrete Gaussian of
very large parameter. Combining Lemma [4.§] and Lemma [3.§] gives us an algorithm for A4-
BDD. Lemma then implies an algorithm to obtain discrete Gaussian samples with the

desired parameter. We arrive at

Theorem 4.7. Given o CLWEp 5, -oracle for input o € (0,1), ¢ > 2, an ideal T C O,
r > V2q-n(T) satisfying r' == r - w(/Iog N)/(aq) > V2N /\ (TV), and polynomially many
samples from the discrete Gaussian Dz, there exists an efficient quantum algorithm that outputs

an independent sample from Dz .

Repeated application of Theorem on Gaussian samples of very large parameter allows
us to conclude, as in [136, Theorem 3.1], |[102, Theorem 4.1], |71, Theorem 6] that there is
a polynomial-time reduction from DGS to search CLWE, as each application of Theorem 5
outputs samples with monotonically decreasing parameter ' < r; combining this with the

reduction from SIVP to DGS, we obtain

Corollary 4.6. Let A,O,a and q be as above. Then there is a polynomial-time quantum

reduction from A-SIVP¢ to CLWEo 5., for any V8N - ¢ = (w(Vdn)/a).

4.4 Learning with Errors from Nonassociative Algebras

4.4.1 Introduction

In this section, we generalise CLWE in a different direction to the previous section, and create
structured LWE from nonassociative CDAs, dubbed nonassociative CLWE (NCLWE). We do

this by permitting v € Op. We prove a new result on the structure of ideals in the natural
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order of certain nonassociative CDAs, give security reductions, and a public key encryption

scheme. We motivate developing yet another variant of LWE:

1. As will be seen below, the nonassociative algebras used can reach certain dimensions
more flexibly than associative algebras can. This allows for greater freedom in choosing
parameters for structured LWE. For example, considering the power of three case, set
K = Q((243). We can create a nonassociative CDA A with dimension equal to 648 over
Q, but it is not known how to achieve this in the associative case. Moreover, for many
algebra dimensions constructible in the associative case, there are multiple different ways

of realizing nonassociative division algebras with the same dimension.

2. The search to decision reduction of 71| was only valid for a restricted set of secrets, so
CLWE lacks a full reduction from hard lattice problems to the decision problem. We
will prove below that moving to nonassociative algebras allows one, for certain choices
of modulus, to obtain an unrestricted reduction from a search LWE-style problem to the
corresponding decision problem. This provides greater confidence in the security of the

nonassociative form of CLWE than the associative form.

3. Similarly to |71], the structure of ¢(a) means there is little storage cost associated with
NCLWE keys, and multiplication in the matrix representation can be conducted efficiently,

compared to MLWE in the same dimension.

4. One might hope that creating RLWE variants which have minimal structure (but retain
useful properties) might be more resistant to cryptanalytic techniques than variants with
more structure. If true, using a nonassociative ring for ring LWE may offer less attack

surface than an associative ring offers.

5. Lastly, this construction may be of mathematical interest, being the first cryptographic
construction of lattices with a nonassociative multiplication operation that can be used

to construct a form of LWE with a security reduction from basic lattice problems.

In particular, we develop a novel cryptosystem based on the hardness of LWE in nonassociative

CDAs, by adapting an existing scheme to account for the nonassociativity of the spaces used.
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To do this we prove new results regarding ideals in orders in nonassociative CDAs, and use these
results to give a proof that nonassociative LWE is at least as hard as solving lattice problems
obtained from ideals in nonassociative CDAs. The main result on nonassociative ideals we

obtain is the following:

Properties of Ideals in Orders of Nonassociative CDAs (Theorem [4.11)). Let A =
(L/K,0,7) be a nonassociative cyclic division algebra, and A C A the natural order. Then

multiplication of A-ideals is commutative and associative.

We then follow the usual method of reducing DGS to search LWE, and reducing the search

LWE problem to the decision problem. Namely, we obtain the following result:

Hardness of Search (Theorem . Let A be a nonassociative cyclic division algebra over a
number field L with center K and natural, maximal order A with |y| = 1. Let « = a(n) € (0,1)

and ¢ = q(n) > 2, unramified in L, be parameters such that cq > w(1l). Then there is a
polynomial-time quantum reduction from A-DGS{¢ to SNCLWE, s, for any & = rvVdw(+/log(d - n))/aq
and r > \/ﬁq -1:(Z).

Moreover, we prove a result on quotients of the natural order in a nonassociative CDA which
permits us to extend the corresponding search-to-decision proof for associative rings to obtain

the second part of the following theorem:

Search to Decision (Theorem . Let A be the natural order of a nonassociative cyclic
algebra A = (L/K,60,7), q € poly(n) and assume that ag > n- (AV) for a negligible € = &(n).
Then there is a ppt. reduction from SNCLWE, g s, ¢ for any pairwise difference set G C A}
to DNCLWE, ~,.

When q has prime factors in Ok inert in Or, then there is a ppt. reduction from SNCLWE, s,

to DNCLWE, v, in time polynomial in n.

We note, moreover, that the proof of Theorem holds with very minor changes when || # 1.
These results provide us with confidence that this structured form of LWE has a security level

lying somewhere between that of RLWE and MLWE, which, when v € Of\ Oy, is likely greater
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than CLWE because of the lower degree of structure involved in the construction. This work
provides a generalisation of the framework of CLWEEL since one can consider v € Op which
contains the v € Ok setting, and this generalisation preserves the ring structure, which may
be an advantage over the module setting. In addition to this, as mentioned above we are able
to give a collection of different methods to create CDAs, which provide numerous options for
creating CDAs for cryptographyﬁ. We list briefly the different constructions, and emphasize

that the options for creating CDAs in the associative case are much more constrained:

L A= (Q(Gn)/Q(Cn), 0, Cpn), where (p,n) = 1.
2. A= (Q(Gres)/Q(Cpr—14s), 0, Grgs ), where (p,q) = 1.
3. A= (Q(Gres)/QCprgs) T, 8, Corge ), where (p,q) = 1.

4. A= (Q(Cqg)/QCryv/=D), 0, Cpgr), where (p,q) =1 and p = —1 mod 4.

ot

A= QUG G+ ¢ /Q(Gr), 0,6 + (1), where (p,q) = 1.

Nonassociative CDAs were first defined by Dickson in [57] in the quaternionic case, that of
degree 2. Their properties were examined in [171] and [98], and the construction of nonasso-
ciative division algebras for degree larger than 2 was given in the work of Steele [151], |152],
and further developed in [131].

The use of CDAs for communication was pioneered by coding theorists in works such as [118§],
[145], and [159]. There is a large literature on such codes, and to that was added a string of
papers developing the properties of codes from nonassociative algebras, in [39], [40], [132], [149),
and |153]. Noncommutative CDAs were introduced into post-quantum cryptography in [71].
Nonassociative algebras have also been used in symmetric cryptography [60], [142], [85]. We
note here that nonassociative spaces have been used in lattice-based cryptography before,
namely in [103], a variant of NTRU over the octonions. For the mathematics of general nonas-

sociative algebras, we refer the interested reader to [5], [51], and [143].

3However our proofs do not subsume the corresponding proofs in the associative case, since algebras which
are not associative behave very differently to associative algebras. Note below we often state v € Op, \ Ok,
rather than simply v € Of.

4However, not all of these constructions are covered by the security reductions.
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4.4.2 Nonassociative Cyclic Division Algebras

Preliminaries on Nonassociative Cyclic Algebras

We begin by defining nonassociative cyclic algebras. Recall a ring is nonassociative if
a(bc) = (ab)c

does not always hold, for ring elements a, b, c.

Definition 59. Let K be a number field of degree n and L a cyclic Galois extension of degree
d over K. Let 0 generate the Galois group of L/K. Let v € L\ K. We call

A=Leul @ .. ¢u' L,

where u is an auziliary element subject firstly to ué =~ and secondly to xu = uf(x) for all x €
L, a nonassociative cyclic algebra. Fizing the basis {1,u, . ,ud_l}, we define multiplication

on u'z and w'y for x,y € L,0<1,5,<d by

e i d
(ulzl:) (ujy) _ w07 (x)y ifi+7 <

utIT Gl (z)y  ifi4 > d

and extend this linearly to all of A. As with associative cyclic algebras, we denote this algebra

by A= (L/K,0,7).

The above algebra is not associative. For example, (u - u?™!) - u = u?-u = yu = uf(y), but

d—1 d

w- (u - u) = u-u® = uy. We measure lack of associativity with

Definition 60. The associator of A is defined [x,y,z] = (zy)z — x(yz). The left nucleus is
defined Nuc; = {z € A : [z, A, A] = 0}, and the middle and right nuclei are similarly defined.

The nucleus of A, N'(A), is the intersection of the left, right, and middle nuclei.

The nuclei are associative subalgebras of A.



4.4. Learning with Errors from Nonassociative Algebras 115

Definition 61. The commuter of A is Comm(A) = {z € A : xzy = yx for ally € A}. The
center of the algebra is given by Z(A) = Comm(A) N Nuc(A). An algebra A is central if
Z(A) =K.

Proposition 4.3. For any nonassociative cyclic algebra A = (L/K,0,v), we have N(A) = L

and Comm(A) = K, so A is a central K-algebra. Moreover, A is simple.

Proof. Corollary 3.2.6 and Proposition 3.2.7 from [152]. O

We state a characterisation of the ‘division’ property of algebras:

Definition 62. A unital algebra over a field is a division algebra if every element has a left

and a right inverse.

Alternatively, one could say an algebra is division if left (and right) multiplication defines a
bijective map from the algebra to itself. Thus there are no zero divisors in a division algebra.

An algebra element may have distinct left and right inverses.

Proposition 4.4. Let A be a nonassociative cyclic algebra of prime degree p. Then A is a
division algebra. If A has arbitrary degree d and the elements 1,7,...,74"! are linearly inde-
pendent over K, then A is a division algebra. If v is not contained in any proper subfield of L,

A is a division algebra.

Proof. Corollary 3.2.11 and Theorem 3.2.10 of [152]. O

The search for ‘non-norm elements’, i.e. elements of the ground field K which aren’t realis-
able as the norm of any element of L, is a key part of the construction of associative CDAs.
When taken for v, as we saw above, they ensure the algebra is division. Their importance
is paralleled by their rarity, and several, often convoluted, methods have been developed to
obtain them. However, as shown in the above theorem, it is much easier in the nonassociative

case to guarantee a cyclic algebra is division; indeed, in the degree p case it holds automatically.



116 Chapter 4. Families of Algebras for CLWE

Example: Let K = Q(¢,) and L = Q((,,) where p and n are coprime. Then ¢, ¢ K, and L/K
is cyclic and Galois. Then (L/K,60,(,,) is a nonassociative cyclic division algebra. Finally, we

introduce a mild generalisation of nonassociative cyclic algebras:

Definition 63. Let S/R be a finite extension of commutative rings and G = () be a finite
cyclic group of order d acting on S with trivial action on R. Let v € S and u such that

uxr = 0(x)u for all x € S and u? = ~. Then we call

A= (S/R,0,7) := & u'S

equipped with multiplication as in Definition |59 a generalised cyclic algebra.

Matrix Representation

As explained previously, one can consider RLWE as a structured form of LWE, by fixing a Z-
basis of the chosen ring, and writing a-s as ¢(a)s, where ¢(a) is matrix defined by multiplication
by a on the fixed basis, and s is the coefficient vector of s. This yields a number of correlated
LWE samples equal to the dimension of the ring. As we have discussed, MLWE and CLWE can
also be considered as structured forms of LWE. In the case of nonassociative algebras, there is
also a matrix representation arising from multiplication on a fixed basis in the nonassociative
algebra; however, unlike in the associative cases, this defines an embedding into a vector space
of matrices, rather than a ring, and so does not preserve the multiplicative structure of algebra
clements. That is, ¢(as) # ¢(a)¢p(s). This limitation of the matrix representation can be
intuitively understood as following from the fact that matrix multiplication is associative; thus
there could be no multiplicative map from a nonassociative space into a space of matrices. The
presence of a merely additive map is sufficient for our purposes, and will later enable us to
define a reduced trace map, as in the associative case.

This representation is as follows: left multiplication by an element a = ag+ua; +- - - +u"™ a1
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on the basis {u'} inside (L/K, c,) yields the following matrix:

ao Y0 (n-1) V0% (am-2) -+ 0" (a1)

a o(a) Yo% (am-1) -+ 0" (az)

ola)=| ay o (ay) o2 (ap) -+ o™t (as)
Am—1 g (am,2> 0'2 (am,;g) cee 0'm_1 (@0)

So a sample of nonassociative CLWE generalises MLWE, similarly to the standard form of

CLWE, by yielding m correlated MLWE samples from one nonassociative CLWE sample.

Integral Structures in Nonassociative Algebras

In order to define the lattice problems will use in our reduction, we need to define orders
and ideals in nonassociative algebras. The primary reference for this section is [131]. Set
A= (L/K,0,v) with v € L'\ K such that A is a division algebra. All lattices will be full-rank.
As in the associative setting, an order is mazimal if it is not strictly contained in any larger

proper order.

In the following we use the definition in [139] of an Og-lattice, namely that an Og-lattice is a
finitely generated Og-torsionfree Ox-module. An Og-lattice is full if it contains a K-basis of

A. We now formally define (identically to before) the natural order in a nonassociative CDA:
Definition 64. Let v € Op. We call A = @;1:—01 u'Qy, the natural order of A= (L/K,0,7).

Proposition 4.5. If v € Op, A is an order of A= (L/K,0,7).

Proof. A is clearly additively closed. To see multiplicative closure, we demonstrate the case of

d=2. Let a,b € A and observe

a-b= (CL(] -+ UCLl) . (bo + Ubl> = aobo -+ u(@(ao)bl —+ albo) + ’}/Clel,
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which lies within A if v € Op. So A is a subring, and this holds for all d € Z>;. A is discrete by

virtue of Of, being a lattice inside L. It is an Og-module with the standard multiplication. [

Note however that if v € L\ O, A is not multiplicatively closed.

We proceed to study ideals in A, properties of which we redefine for the nonassociative setting.

Definition 65. A two-sided ideal I C A is defined as an additively closed subset of A closed
under multiplication from A on both sides, i.e. AZ CZ and ZA C Z. An ideal is one-sided if

closed by multiplication from A on one side, e.g. T is a right ideal if TA C T.

Definition 66. An ideal is maximal if it is not properly contained in any other proper ideal.

An ideal is prime if it is a mazimal two-sided ideal.

Definition 67. The sum and product of two ideals Z,J are defined as usual; T+ J ={i+j:
ie€Z,jeJlandl-J={>"u-j:u€cl,jeJ,meN}.Atwo-sided ideal I is fractional
if c = J for a two-sided ideal J and ¢ € K.

The sum of two fractional ideals can clearly be seen to yield another fractional ideal. The
product of two ideals in a nonassociative space less clearly yields another ideal, however. In
the following pages we develop an ideal theory that will permit us to prove a security reduction
for nonassociative CLWE from nonassociative ideal lattices. We recall and extend a number of
results from |131].

Let ¢ € Z be a prime. Then ¢ € Comm(.A) and gA is a two-sided ideal of A. Let Z C Ok be

an ideal. Then we have the following product

d—1
IA = {Zaili la; € Z,1; € A} = {Zuiai | a; EIOL},

1=0

which is a two-sided ideal of A.

Proposition 4.6. Let J C A be a two-sided ideal. Then T = JN Oy is a non-zero ideal of Op.

If T is an ideal of K, then ZAN O =T.

Proof. Lemma 5.1 and Remark 5.2 of [131]. O
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Proposition 4.7. Let A= (L/K,0,7) be a nonassociative CDA with v € O \ Oy and natural
order A. Let T C A be a two-sided ideal. Then 6(ZNOL) =ZNOy.

Proof. Suppose 0(ZNOr) #Z N Op. So there exists x € ZN Oy, such that 0(x) € ZNO. As
7 is two-sided, Zu C Z, so zu = uf(z) € Z. Moreover, u¢~'Z C Z, so u® ! (uf(x)) = u?d(z) =
v0(x) € Z. Since v is a unit, 7'Z C Z, so v ' (70(x)) = 6(z) C Z. Finally, 6(z) € O, so

0(z) € ZN Oy - a contradiction. O

This result in fact holds for generalised cyclic algebras when ~ is a unit. We recall that if

St

Z=qi' ---q;" is an ideal of Ok, then we have

Ok/T =Og/qi" - -q;* = Og/q" x --- x Ok/q;*

and

OL/IOL, =0L/q7" - q;'OL =2 O /q;'Or % --- x O /q;* Oy

Below is a version of the Chinese remainder theorem (CRT) for A:

Theorem 4.8. For I an ideal of Ok as above, we have

d—1
A/IN= ((OL/IO.) [ (Ok/T) .0,y +I0.) = @ u' (0L/I0y)

=~ ((Op/a7'0L) / (Ok/ay) .0,y +ait) x - -

o x (0L OL) [ (Ok Jai) , 0,7 + at)

where 0 is defined by its actions on the ideal quotients, e.g. 0 (v + q5*Or) = 0(x) + q;'Oy.
Proof. |131], Theorem 5.3 and Lemma 5.4. O

In an abuse of notation, we may write # for . Below, we study quotients A/ZA in greater

detail.
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Unramified Primes: Inert and Split

Recall for fixed prime q C O we have [L : K| = ey frgr, with g, the number of primes in
the factorization of qOp, ey the ramification index and f; the inertial degree. We presently
consider cases where ef, =1, s0 [L: K| = frgr. Let v € Op \ Ok.

Suppose gz, = 1, so q is inert in L. Then f, = [L: K] =d and L := O /qOy, is a cyclic Galois

extension of K := O /q of degree d. Then we have the following:

Proposition 4.8. Let 7 = q be a prime ideal in Ok which is inert in Op, and qOp = Q, Q a

prime ideal in Orp. Then
A/ZA = ((OL/qOL)/(OK/q)7 67,7) = (I’/Ka 5a’7)

is a nonassociative cyclic algebra of degree d over the finite field K, where ¥ = vy mod Z. If d is

1

prime or if 1,7, ...,7%" are linearly independent over K, then this is a central simple division

algebra and hence the only proper two-sided ideal J of A that contains T = q is

d—1

IA = @ ujq(’)L.

J=0

Proof. [131, Theorem 6.1]. We give the proof because of its importance for the search-to-
decision reduction below. Note v ¢ q, i.e. ¥ € (Ok/q)*, so AJIA = ((O1/q01)/(Ok/q),0,7)
is a degree d nonassociative cyclic algebra over Ok /q. By Proposition , if d is prime or if
1,%,...,7% " are linearly independent over Ok /q, A/ZA is a division algebra, so any two-sided
ideal is trivial. Hence by the correspondence between ideals of A containing ZA and ideals of

A/ZA the only proper two-sided ideal J of A containing Z is ZA. m

Now, consider the case when e; = 1 still but g, > 1. This is the split case, in which
IO, = Q4...Q,,. As in the associative setting, it was shown in [131, §7.3] that A/ZA =
(LW x -« x LW) /K,0,7), where L) = O/ Q;. To prove that this quotient is a simple ring,

we will have to work harder than in the inert case. We require some definitions.

Definition 68. Let G be a group. A ring R is G-graded if there are additive subgroups R, C R,
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for g € G, such that R = @, Ry and RyRi, C Rytn, for g,h € G. If R;Ry = Rytn, for

geG

g,h € G, then R s strongly G-graded.

Consider A/TA = &%= }u* (O /ZOL). Setting G = Z/dZ and R; = u'O /IOy, one can see that
the R; are additive subgroups, and R;R; = ('O /ZO.) (v OL/IO}) = u67(01/T01)O0L/IO;, =
uOL/TOL = Riyj. So AJIA is a strongly Z/dZ-graded ring.

Definition 69. Let G be a group and J a two-sided ideal of a ring R. Then J is G-graded

if J = ®g€G (JNRy). The ring R is called G-graded simple if the only G-graded ideals of R

are {0} and R.

We now show A/ZA is Z/dZ-graded simple for certain ideals Z.

Lemma 4.9. Let T C Ok be an ideal unramified in Or. Then AJIA is Z/dZ-graded simple.

Proof. Equip A/ZA with the Z/dZ grading as before. We need to show, for any Z/dZ-graded
ideal J, that in fact J = ®iezjazd Nu'OL/IOy is 0 or A/TA. Write ZO,, = [, Q;. By
the correspondence between ideals of A containing ZA and ideals of A/ZA and an abuse of
notation, write the ideal as J/ZA. Then J/ZA N[, O0L/Q; is an ideal of [[, Or/Q;, so
has the form ;.4 Qi/ [[_; Qi for some S C [g]. Moreover, by Lemma 4.7, we must have
OT/IANTLOL/Qs) = 0(I],es Qi/ TT]-1 Qi) = [lics Qi/ T17_; Q;- But the Galois action on
the primes Q; above q is transitive, so § cannot fix any such product except when S = {1, ..., g}
or S =0. Thus 7/ZANOL/ZO, = T/IANRy is 0 or O /IO

Since J /ZA is an ideal and v is invertible, v/ 7 /ZA = J/ZA, so

TI/IAOR; =u' - JJIAN U - Ry = u'(JT/TA N Ry)
0 if 7/TANRy =0

So the only possibilities for J /ZA are @jcz/4z0 = 0 or ®jez/azu'Or /IO, = AJTA. O

A group G is hypercentral if every non-trivial factor group of G' has a non-trivial center. In

particular, any abelian group is hypercentral.
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Theorem 4.9. (101, Theorem 4] If a non-associative unital ring is graded by a hypercentral

group, then the ring is simple if and only if it is graded simple and the center of the ring is a

field.

From the above discussion we can conclude

Proposition 4.9. Let T = q be a prime ideal in Ok which s unramified in Op, and qOp =

Q;...Qg, where Q; is a prime ideal in O, fori=1,...,g. Let v € O \ Ox. Then
AJTA = ((E(l) X oo X E(g)) /‘fggﬁ)

is a generalised nonassociative cyclic algebra of degree d = g over K, where LW /K is cyclic

Galois. The only proper two-sided ideal J of A that contains T = q is

d—1
J =TI\ =P u'q0;

J=0

Proof. The first statement is shown in [131} §7.3]. The second statement follows from the facts
that 1. Z/dZ is hypercentral, 2. the center of A/ZA is a field, and 3. A/ZA is Z/dZ-graded
simple. Then Theorem implies A/ZA is simple, and hence ZA is maximal in A. O]

Although we cannot prove a general result on the factorisation of ideals in maximal nonasso-
ciative orders, we can prove the following:

Theorem 4.10. Let A C A= (L/K,0,v) denote the natural order of a nonassociative CDA,
with v € Op. Let T C A be an integral two-sided ideal, and T = T N K. Suppose the prime
factors of T are unramified in L and v % 0 mod Z. Then T = TA.

Proof. Identical to Theorem O

The following result then follows:

Theorem 4.11. Let A be an algebra as above. Then ideal multiplication of ideals T such that

TN Ok is unramified in O yields ideals, and is commutative and associative.
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Proof. Let T and J be two-sided ideals of A. Write Z = ZN L. Then T = ZA and J = JA.
Then, using that L = N'(A), we have ZJ = (ZA)(JA) = (Z(AJ))A = (2)0(J)A))A = ZJA. Tt
can be seen by a similar argument that ZJA is a two-sided ideal of A.

Next note that the product of two ideals whose Og-intersections are ideals unramified in Oy, is
an ideal which also has Og-intersection unramified in Oy, so this set of ideals is closed under
taking products.

Moreover, ZJ = (ZA)(JA) = ZJA = JIAN = (JA)(ZA) = JZ, so ideal multiplication is
commutative.

Finally, let K also be a two-sided A-ideal. Then (ZJ)K = (ZJA)KA =ZJKA = ZA(JKA) =

Z(JK). So ideal multiplication is also associative. ]

For convenience we will call the two-sided ideals satisfying the condition of the theorem ‘un-

ramified ideals of A’.

Inverse Ideals

Let A = (L/K,0,v) with v € OF \ OF, and let T = ZA be a two-sided unramified ideal of
A. Then, writing J = Z7*A, we have Z - J = (ZA)(Z7'A) = (AZ)(Z7'A) = AM(Z(Z'A)) =
A(ZZ YHA) = A(OrLA) = A. Thus all such ideals of A are invertible. Write J = Z~1. Note

that J is additively closed, and closed under multiplication on the right from A. Moreover, since

0(Z) = I, we have ZZ~! = Oy, implies (2)0(Z') = ZO(Z7') = Oy, and hence O 0(Z71) =
Z7'0;. Since Z7t is an Op-ideal, (Z71) is also an Op-ideal, and we obtain §(Z71) = Z-1. So
0 fixes T7'. Then AJ = A(Z7'A) = ANI(ZY)) = AAZ ) = (ANI ' =AT ' =T7'A=J,
and J is closed under multiplication from the left too. So J is a fractional A-ideal.

Clearly this means that (Z=')~! = Z, so left and right inverse ideals coincide, and hence each

ideal has a unique inverse ideal.
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Dual Ideals

When the algebra A is associative, the dual lattice of A is usually defined

AN ={z e A: Tr(zA) C Z}

where Tr refers to the reduced trace, defined Tr(a) := Trg q(Trace(¢(a))). Note this trace is a
linear map and non-degenerate, and A" is additively closed. This is (in that scenario) extended

to ideals as follows: the dual of an ideal Z in an order A is defined

TV ={r e A: Tr(2Z) C Z}.

However, the Tr(-) map is not symmetric when .4 is nonassociative, which causes many familiar
results to fail in the case of nonassociative algebras. That is to say, Tr(zy) # Tr(yx). This can be
seen from the matrix representation: as stated above, ¢ : A — My(L) is not a homomorphism
of rings, but rather of vector spaces. This means ¢(xy) # o(x)d(y), so Tr(xy) = Tk/g ©
Trace(¢(xy)) # Tkg o Trace(d(x)p(y)) = Tkjg o Trace(d(y)d(x)) = Tr(yx), in general. It
is hence not clear what the definition of ZV should be for ideals in orders in nonassociative

algebras. In the absence of a symmetric trace form, we make the following definition:

Definition 70. Let A be the natural order of cyclic division algebra A = (L/K,0,7), with
v € Of and [L: K| =d. Let T be an ideal of A. Then the dual ideal TV of T is defined

TV =TA,

where T =TI NO.

Before we prove properties of ZV, note that it immediately bears some similarities to the
usual notion of the dual ideal of, say, an ideal in the ring of integers in a number field. For
integral ideals, we have T C A C Z, and Z" is an Og-module. Moreover, (Z")¥ = (ZVA)Y =
(ZVANL)VA = (ZV)VA = IZA = . Finally, ZV = ZVA = (Z7'OY)A = (Z7*A)(OYA) = Z7AV.

We now show:
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Proposition 4.10. Let T C A be a two-sided integral unramified ideal. Then TV is a two-sided

fractional ideal of A.

Proof. First, we note that additive closure is immediate since both ZV and A are additively
closed.

Now, observe that ZV C L = N(A). This means that if z € A, then ZVa = (ZVA)r = ZV(Ax) C
IVA =TV, so IV is closed under multiplication from A on the right.

To see closure from left multiplication: we have 8(Z") = 6(ZYA) = 6(ZV)0(A) = O(ZV)A,
where 6 acts on A coefficient-wise, and is the identity on u’ for all i. Letting # € A, consider
x-IV = z(ZVA) = (zZY)A. In moving elements of ZV past x, powers of the automorphism
are applied to Z" (corresponding to the power of u being ‘moved past’ by the element of ZV).
So if (ZV) = 7V, we would have: (zZV)A = (ZVx)A = IV (xA) C ZVA = IV, as required.

We conclude the proof by showing that #(Z") = ZV. Let m C Oy be an ideal such that
f(m) = m, and x be in m¥ and y € m. We need 0(z) € m". Clearly Ty ,g(zy) € Z. We
need T} (0(x)y) € Z for any y € m. Because Gal(L/K) is cyclic, we can say T o(0(x)y) =
Tryo(x071(y)); since O(m) = m, 671 (y) € m, and so Ty o(0(x)y) = Tr/o(x0 ' (y)) € Z. Thus
O(r) € mY, and so f(m¥) C m". Replacing m with Z, this implies that Z" is a two-sided

fractional A-ideal. ]

Proposition 4.11. Lety € Of. Set J; :=={x € A : Tr(zy) € Z for ally € Z}. ThenT" = Jz.

Proof. We begin by showing ZV C Jz. We have

Tr(Z'Z) = Tr((ZVA)(ZA)) = Tr((ZAN)I)A)
= Tr((ZV(AZ))A)
= Tr((Z(6(Z)A))A)
= Tr((ZV(ZA)A)

= Te((ZYI)A)A) = Te(ZVT)A).

Since Tr(u'z;) = 0if i # 0, we get Tr((ZVI)A) = T10((ZVI)Oy) = Ty o(ZVI) € Z, since
v € Oy. So for integral A-ideals, ZV = ZVA satisfies Tr(ZVZ) C Z and (similarly) Tr(ZZ") C Z,



126 Chapter 4. Families of Algebras for CLWE

so TV C Jr.

It remains to show that J;y C ZV. Take some z € Jr, and y € Z. Write z = ab with a € L and
b € A (this can be done for any algebra element). We want to show that x can be written in
the form o'/, where ' € ZV and b’ € A. Thus if we show that a € 7", we will be done.

By definition, Tr(2Z) C Z. This implies that Tr(zZ) C Z. Substituting for z, we obtain
Tr((ab)Z) C Z. We can rearrange to obtain Tr((aZ)b) C Z. Expanding b into the form
b= Zf;ol u'b; where the b; € Op and applying additivity of the trace, we have Tr((aZ)b) =
Tr,y0(aZby) C Z. So aby € IV.

Now, note that uZ C Z. Moreover, up to application by # and multiplication by v, we can
move any coefficient of x € A into the Oth position; if z = @f;oluixi, we can place z; in the
Oth position via zu?™7 = 40?7 (z;) + uy09 9 (2j41) + ... + u?10%7 (x;_,). Using this trick, one
can obtain 6%(a)b; € 7" as follows: Z O Tr(z(ui~'T)) = Tr((ab)(u?T)) = Tr(((ab)u=)I) =
Tr((a(bu=))T) = Tp/o(ay0*(b;)T), so ad*~'(b;) € ', and hence 0(a)b; € T . Now observe

that ab = aby + uf(a)by + ... +u4"10(a)by_1, so ab € @‘ﬁ}uiTVOL. O

1=

4.4.3 Nonassociative Cyclic Learning with Errors

We begin by defining lattices from ideal lattices in nonassociative algebras.

Ideals as Lattices and the Canonical Embedding

Since an ideal of an order is an additive subgroup of a lattice, it is itself a lattice. We can
embed order ideals in nonassociative CDAs into R™ using the canonical embedding, as before,
to obtain a lattice in R™. To do this, we consider the matrix representations of order elements,
vectorise the columns to obtain vectors with d? entries, and apply the canonical embedding of
K, which results in a lattice of dimension nd?. We take norms of algebra elements by taking
the sum of the squares of the Frobenius norm of their matrix representation under the presence
of K-embeddings; that is, for z € A we have [[z[|* = Y1 ||i(¢(2))||F, where || - || denotes

the Frobenius norm, and «;(¢(z)) denotes the application of a; to the entries of ¢(z). This
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norm is submultiplicative, and |y| = 1 in our applications (since v is a root of unity).

Recall the family of error distributions used for CLWE:

Definition 71. Let X, be the set of Gaussian distributions X over GB;ZOI u'Ly whose (i,7)"

coordinate has Gaussian marginal distribution with parameter r; ; < c.

We use the same distributions (mutatis mutandis) in the nonassociative setting.

Cryptographic Problems: Lattices, LWE

Next, we (re)define the lattice problems used in our reductions for the nonassociative setting.
We superscript the names we give to them with ‘v’ to distinguish them from their associative

counterparts.

Definition 72. Let A be a nonassociative cyclic algebra and let I be a (possibly fractional) ideal
of the natural order A. Then for an approzimation factor & = £(n) > 1 the (approximate) Order

Ideal Shortest Vector Problem, A-SVP{, is to find an element a € T\O such that [la|| < &-Ai(Z).

Definition 73. Let A be a nonassociative cyclic algebra and I a fractional ideal of the natural
order A. Then the (approximate) Shortest Independent Vectors Problem, A-SIVP, is to find
nd? linearly independent non-zero vectors Xy, . .., Xuqz over Z such that max; (||x;||) < & Xaz(Z),

where £ > 1.

Definition 74. Let A be a nonassociative cyclic algebra, let T be a (possibly fractional) ideal
of the natural order A, and let 6 < A(Z)/2. Then the A-BDDY 5 problem, on input y = r + e

forx €T ande € @?:—01 u'Lg satisfying ||e||2.00 < 0, is to compute .

Definition 75. For any q > 2 the qA-BDDid problem is as follows: given an instance of
the A-BDD7 s problem y = x + e with solution x € I and error e € @?;01 u'Ly satisfying

llell2.00 < 0, output x mod ¢Z.

Definition 76. The Discrete Gaussian Sampling problem, denoted A-DGS{, is to sample a

discrete Gaussian Dz¢, for some order ideal I and parameter £ > 0.
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The lattices obtained from our algebras can be seen as module lattices (i.e. the lattices are
isomorphic to module lattices as Ox-modules), so there is a reduction from A-SIVPY{ to A-

DGS{. We now define the nonassociative CLWE (NCLWE) distribution:

Definition 77. Let L/K be a Galois extension of number fields of dimension [L : K] = d,
[K : Q] = n with cyclic Galois group generated by 6 : L — L. Let A := (L/K,0,) be the
resulting nonassociative cyclic algebra with center K and element u satisfying u® = v € O\ Ok-.
Let A be the natural order of A. For an error distribution 1 over @?;01 u'Lr, an integer modulus
q > 2, and a secret s € A/ a sample from the NCLWE distribution I} ¢ is obtained by sampling

a < A, uniformly at random, sampling e < 1, and outputting

(a,b) = (a,(a-s)/q+emod A) € Ay x (®fgu'Lr) /A’

From this distribution we give search and decision problems:

Definition 78. Let W be a family of error distributions over @f;ol u'Lg. Let I .., be a NCLWE
distribution for parameters q > 2, arbitrary s € A, and arbitrary error distribution ¢ € V.
Then, the search NCLWE problem, denoted SNCLWE, s, is to recover s € AqV from a collection

of independent samples from 11 _ .

Definition 79. Let T be a distribution on a family of error distributions ¥, over @?:—01 u'Ly
and Uy the uniform distribution on A, x (@f:_ol uiLR) J/AY. Then the decision NCLWE problem,
DNCLWE, x, is on input a number of independent samples from either II ., for a random

choice of (s,1) < U (A;/) x Y, or from Uy, to decide which with non-negligible advantage.

4.4.4 Hardness of NCLWE

We demonstrate the hardness of NCLWE, using the same strategy as [71]. We will need some

lemmas.
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Technical Lemmas

The following lemmas are proved for A = (L/K,0,v) with v € Of \ Of, since they implicitly

require the above results on products, inverses, and duals of ideals.

Lemma 4.10. Let Z be an invertible ideal of the natural order A, and let J = g\, where q is
a prime integer and qOx = [[._, q; is a decomposition into prime ideals. Furthermore, let the
q; be unramified in Op. Assume vy & q; for each i. Then, there exists an element t € TN Ok
such that the ideal t - T C A is coprime to J, and we can compute such at efficiently given

T and the prime factorization of J.

Proof. Denote T N Ok by Z, which is an Og-ideal. We know, by [102], that there exists a
t € T such that ¢t - Z7! and gA N Ok are coprime as Og-ideals, with t € Z \ IL q,Z. Suppose
t-Z7' 4+ gA # A. Then, since they are both two-sided ideals whose sum is a proper ideal, they
must be contained in some maximal ideal. By |131, Theorem 6.1] and Proposition above,
this maximal ideal must have the form q;A, for some 7. Thust-Z7! C q;A and t € ;ZAN O =
q;Z N Ok (note that the product q;ZA is well-defined). Since t and q; are central we arrive at

a contradiction, and the final equality is a consequence of Proposition [4.6] O

Lemma 4.11. Let A and q be given as above. Let T and J = qA be ideals of A as above, with
t € IN Ok such thatt-Z' and g\ are coprime as ideals, and let P be an arbitrary fractional
tdeal of A. Then the function x; : A — A,z — t-x induces an Og-module isomorphism from

P/T-P—LZ-P/LT-TJ-P. Furthermore, we can efficiently compute the inverse.

Proof. Since t € Ok, multiplication by ¢ induces a module homomorphism. Consider the map
Xt:P—Z-P/IT-TJ-P. Note that because J is generated by an element in the center (and
hence the nucleus) of A, we have (Z-J)-P=(Z-qA)-P=q(Z-A)-P=(¢Z)-P=Z-qP =
Z-(gAP)=Z-(J-P). Let j € J-P. Then x;(j)=t-j€Z-(J-P),soitis clear that J - P
is in the kernel of this map. Conversely, if x;(z) =0 thent-z € Z-J - P, from which it follows
that Z71 -t -2 C J - P (again making use of ¢ and ¢ being nucleic and central). Since ¢ -Z~!

and gA are coprime, t - Z-' + J = A, and hence there exist a € t - Z~! and b € J such that
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a+b=1. We can then write ¢ = (a+b)-2 = a-x+0b-z, and since both a-z and b-z € J-P it

follows that = € J - P. We thus obtain injectivity. Efficient invertibility follows as in [71]. O

Hardness of Search NCLWE

We now adapt the security proof of [71] to nonassociative CDAs. It will turn out to be very
similar; both our lattices and the lattices of [71] can be seen to be modules over Ok, so they
are both module lattices as used in [97]. Thus the results of the latter paper that adapt well
for CLWE often adapt for NCLWE. Moreover, nonassociativity will not prove a large obstacle
in the proofs - the primary result threatened by lack of associativity is Lemma [£.13] yet we

circumnavigate this issue via the centrality of the element ¢ from Lemma [4.T1]

Lemma 4.12. For any q > 2 there is a deterministic polynomial time reduction from A-BDD7 ,

to ¢A-BDD7 ;.

Proof. Proved in Lemma 3.5, [136], for arbitrary lattices. O

Lemma 4.13. There is a ppt. algorithm that on input prime q € Z, fractional ideal IV C A, a
q.A—BDDZ,aqw(\/m)/@r instance y = x + e where v € I, 1 > 2qn(T), and samples from
Dz, with " > r, outputs samples of negligible statistical distance from the NCLWE distribution
Il . s, where the secret s = x; (v mod ¢Z) € A) and ¥ is an error distribution such that if

|v| = 1 the resulting error ¢” has Gaussian marginal distributions each of which is of parameter

bounded by .

Proof. The first step of the proof is to compute an element ¢t € Z such that Z=! - ¢ and gA are
coprime using Lemma [1.10] We then create a sample according to the NCLWE distribution by

taking one of the Gaussian samples z <— Dz,/, and setting

(a,b) = (x; '(z mod ¢I), (2 - y)/q + € mod AY) € (Aq X (6_9 uiLR> /Av)

where e’ <— D, /va- We now prove these samples are of negligible statistical distance from the

NCLWE distribution. Since we have r > ¢ - n(Z), by Lemma the probability of obtaining
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l—¢

o 1} -8 for some 5 > 0, and hence the statistical distance between

any given z mod ¢Z lies in [
z mod ¢Z and the uniform distribution is at most 2¢. Since by Lemma X: is a bijection,
a = x; *(z mod ¢Z) is at most statistical distance 2¢ from being uniformly distributed over A,

Finally, we show that b has the shape (a - s)/q + €”, for an error ¢” and uniformly random s,

conditioned on some fixed value of a. We have

b:=(z-y)/q+ ¢ mod A

=(z-2)/q+ (z-¢e)/q+ ¢ mod AY

By construction z = t - a mod AZI/, and note ¢ lies in both the center and nucleus of A, so we
can write (z-z)/q= ((a-t)-z)/q=(a-(t-z))/q (a-s)/qgmod A for s := x; (x mod ¢Z"). If
x is uniform over ZV, then s is uniformly random over A;’ (since x; is bijective). Finally, the

analysis of the error proceeds identically to the corresponding result of |71, Lemma 10]. O

The above two lemmas give us a reduction from BDD to NCLWE. If we combine this with a
(quantum) proof that given a BDD oracle, we can output a sample from a discrete Gaussian, we
will recover the iterative step as in the standard reduction, and this in turn implies a reduction

from DGS to NCLWE. The quantum step is as follows:

Lemma 4.14. There is an efficient quantum algorithm that given any N = nd? dimensional
lattice L := o4(Z) for some ideal T C A, real 0 < 6 < A\ (L*)/(2v2nd), and an oracle

that solves A-BDD}. s with all but negligible probability, outputs an independent sample from

DE,\/&UJ(\ /log(nd))/v/25* "

Proof. Our lattices are a kind of module lattice (as modules over Ok), so the adaptation of

[97] holds in this case too. O

We combine these three results to obtain:

Theorem 4.12. Given an oracle that solves SNCLWE, ;.. for input o € (0,1), an integer
q > 2, an ideal T C A, a number r > /2q - n(I) satisfying v' = r - w(v/logN)/(aq) >
V2N /X (ZV), and polynomially many samples from the discrete Gaussian Dz, there exists an

efficient quantum algorithm that outputs an independent sample from Dz ..
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Using this theorem, we can obtain:

Theorem 4.13. Let A be a nonassociative CDA over a number field L with center K and
natural order A with v € Of \ O and |y| = 1. Let a = a(n) € (0,1) and ¢ > 2 unramified

in L be parameters such that g > w(1). Then there is a polynomial-time quantum reduction

from A-DGS¢ to SNCLWE, ;s for any § =1 - Vdw(y/log(d - n))/aq, where r > \/2q - n.(T).

Proof. We prove the result in the standard iterative manner; for a very large value of r, e.g.
r > 22N X\n(Z), start by sampling classically from Dz,.. Then apply the above theorem to obtain
a polynomial number of samples from Dz ,. Iterating this step gives samples from progressively

narrower distributions, until we arrive at the desired Gaussian parameter s > £. O

Search to Decision Reduction

Recall the statement of Theorem 4.8} for Z = q7'...q;* C Ok an ideal, we have

d—1
AJIA = ((0L/I0y) [ (Ok/T) .0,y +I0.) = P u (OL/TO.) (4.2)

> ((O/ay'Or) / (O /a7") 0,7 +q7") x -+ x ((On/9;"Or) / (Ox /4;") , 0,7 + ;") -
In the following proof, we write this as
A/IA= Ry X ... X Ry.

The R;-NCLWE, , 5., problem is to find the value s mod R; given access to the NCLWE distri-

bution Iy | v for some arbitrary 3 € ¥,. We begin the reduction with the following lemma:
Lemma 4.15. Let ¢ and X, be as above. There is a deterministic polynomial time reduction

from SNCLWE, s, to Ri-NCLWE,;s,,.

Proof. Adapted from |71, Lemma 13|. We write O; for an R;-NCLWE, 5, oracle. We will use

O; to solve R;-NCLWE, ;s for each j. Define a;/; to be an extension of the K-automorphism
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mapping q; to g; (since K/Q is Galois, this exists by transitivity) to an isomorphism from A

to A" = (L/K,0,a;/(7)). Note that «j/; fixes gA, since it merely permutes the prime Og-

1%
q,8,%)

ideals in the factorisation of ¢. Given (a,b) < II consider the sample (a/;(a), ovj/i(b)).
Since ayy; fixes A, and A/, this pair constitutes a valid NCLWE sample in the algebra A’ =
(L /K, 0, /i(v)). Thus upon sending such samples to O;, the oracle outputs a value ¢; mod R;.
We now prove that aj_ﬁ (t;) = smod R;. Given a sample (a,b), applying o/, maps it to a
new NCLWE sample («;/;(a),a;/i(a-s/q+€e) mod A) in A’. Writing the second entry as
ajsi(a) - aj:(s)/q + aji(e) mod AY, this is a valid NCLWE instance with secret «;/;(s) and
error distribution X'; moreover, since a is uniform so is «;/(a), and «;/; preserves the error

distribution so «;/;(e) is correctly distributed. Thus the value ¢; which O; outputs satisfies

t; = aji(s) mod R;, and so aj_/li(tj) = s mod R;. O

We now define an intermediate distribution as follows: for s € Ay, distribution % over @j W L,
and i € [n], we define a sample from the distribution II¥ !y, over A, X (@f:_ol uiLR) J/AY by
taking (a,b) <= IV 5 and h € Ag which is uniformly random and independent mod R;,j < ¢
and 0 mod Rj, j > i, and outputting (a,b+ h/q). Set 1T/ I, =TIV .

Using this distribution we define a worst-case decision problem relative to one R; and reduce

it to the search problem R;-NCLWE.

Definition 80. For some 0 < i < n and family of error distributions ¥, the W—D—NCLWEZ,&EQ
problem s the problem of finding j given oracle access to H;iz for j € {i — 1,i} and valid

NCLWE secret and error distribution pair (s, X).

Recall ¢ is a prime which factors in O into a product of prime ideals []7%, q; such that g; is
unramified in Oy, for all ¢. This means q;0; = [[/%, Q;. In the next step of the reduction,
when g7, > 1 we restrict the secret space, such that the secret is to be chosen from a space G
in which the difference of any two elements inverts. These sets were called ‘pairwise difference
sets’ in [71], and the decomposition into R; implies G = G X ... X G, for G; € R;, a fact we
use in the following. The variant of SNCLWE with secrets restricted to such a G is denoted
SNCLWE, s 5., and similarly for the other distributions already defined, and moreover the

proof of the above Lemma [£.15] holds when the secret is restricted to such sets G. However,
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when ¢, = 1, g; is inert in Of, and by the proof of Proposition [4.8] R; is a division algebra.
In this specific instance, there is no need to restrict the size of the secret space, since the
difference of two distinct elements in a division algebra inverts by definition. When this is the

case, G; = R;.

Lemma 4.16. Let ¢Ox = [[2_, q; and KO := Ok /q; Assuming s € G, there is a ppt. reduction
from Ri-NCLWE s, ¢ to W-D-NCLWE, s, for any 0 <i <n.
When the q;, i = 1,..., g, are inert in Op and either d = [L : K| is prime or 1,7,...,7 ! are

linearly independent over K_(i), then (without any assumption on s) there is a ppt. reduction

from Ri-NCLWE, s, to W-D-NCLWE, . for any 0 <i <n.

Proof. We will guess the secret s with a value g; we can do this efficiently since there are

only |G;| < ¢t = poly(n) possible values of s mod R;, since d is considered to be some small

7
,8

v

P . v
constant. To transform IIy g into either IT] s

7_21 if g = s modR; or II otherwise, for g € A/

we take a sample (a,b) < II7 , 5, and set

(a',b) == (a+v,b+ (h+vg)/q) € Ay X (G_BuiLR> JAY,

1=0

where v € A, is uniformly random mod R; and 0 mod R; for j # i and h € A/ is uniformly
random and independent mod R;,j < ¢ and 0 on the other R;. Note ¢’ € A, is uniformly

distributed. We now consider the distribution of ¥’'. Conditioning on a fixed a’, we have

V=b+(h+vg)/q=(as+h+uvg)/q+e

= (a's+h+wv(g—s))/q+e,

where e ~ ¥. Now observe: if g = s mod R;, then v(g —s) = 0 mod R;, so (a/, V') is distributed

vi—1

g5 - However, if g # s, then v(g — s) is uniformly random mod R; (recall g — s

according to [
inverts by definition of G) and is 0 modulo the other R;. We can then set i’ = h + v(g — s)
and the distribution of (a’, V') is exactly II ! 5.

The second statement follows since we may choose G; = R;. O

We now move to obtain a reduction from a worst-case to average-case problem. This section is
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mutatis mutandis identical to the corresponding section of [71] (and is very similar to that of

[102]) and is included for completeness.

Definition 81. The distribution Y, on the set of possible error distributions is defined by
choosing an error distribution ¥ <+ ¥, and adding it to D,, where r; = a((nd*)'/* - \/y;) for

YLy -« Yngz Sampled from ['(2,1).

Definition 82. Fori € [n] and distribution Y, over possible error distributions, an algorithm

solves the DNCLWE], v problem if with non-negligible probability over (s, %) « U (Ag) x T,

vi—1

it has a non-negligible difference in acceptance probability on inputs from H;;E and Hq’&E .

Lemma 4.17. For any a > 0 and i € [n] there is a randomized polynomial-time reduction from

W-D-NCLWE; s to DNCLWE; ..

Proof. To sample a distribution from T, we sample from X, and add an elliptical Gaussian;
this is as in [102, Lemma 5.12|, and so, replacing each instance of mod q;R" with mod R;, and

replacing R, with A/, since associativity isn’t used the proof is the same. n

Lemma 4.18. Let T, be as above and s € A;. Then given a DNCLWE, x, oracle O, there

exists an efficient algorithm that solves DNCLWE;TQ for some i € [n]

Proof. As in the ring case [102, Lemma 5.14| but for substituting the indexing set Z* with
[n]. O

We finally obtain:

Theorem 4.14. Let A be the natural order of a nonassociative CDA A= (L/K,0,v), d=[L:
K], ¢ > 2 such that qOx = [[_, 4; and aq > n. (AY) for negligible ¢ = e(n). Then there is a

ppt. reduction from SNCLWE, ;s o for any pairwise difference set G C A to DNCLWE, v, .

1

When the q; are inert in O, and either d is prime or 1,7,...,7% 1 are linearly independent

over K, for each i, then there is a ppt. reduction from SNCLWE, s, to DNCLWE,
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What is the Security Level of NCLWE?

This section gave a reduction from ideal SIVP from A-ideals to search NCLWE, which extends
to a partial reduction to decision NCLWE. However, like in Chapter 1, the structure of ideals
in A in the nonassociative setting implies that the reduction only guarantees that NCLWE is
at least as hard as SIVP from ideal lattices in Oy, so is somewhat limited. However, it does
give a minimum guarantee of the hardness of NCLWE (for certain parameters) and as such is
a positive result. Moreover, it seems that NCLWE is at least as hard as CLWE, since NCLWE
lacks the associativity property, which may be useful for cryptanalysis. In addition, NCLWE
has its hardness lower bounded by SIVP in a number field, but may be much harder than this
problem - we note, for instance, that the reduction from one-sided ideal lattice problems in
Chapter [3| may be adaptable to the nonassociative setting. Finally, we note the existence of
a polynomial-time search-decision equivalence in the nonassociative setting for certain primes,
which may be indicative of greater security for NCLWE than for CLWE. We conclude that

NCLWE is likely at least as computationally intractable as CLWE.

4.4.5 PKE from Nonassociative LWE

Let A := (L/K,0,v), where A is as above, > be an error distribution, and ¢ a prime com-
pletely split in O7. We denote the coefficient vector of a = ag + ua; + ... + v lagz_; by
a = (ag,ay,...,aq-1). Note that Or/qOr, has a (polynomial size) representation of dimension
nd, so in our scheme below we encode a binary message m € {0, 1}"‘12 as an element of A, by
sending each block of nd entries of m to a coefficient of the element of A. Recall the Regev-style
cryptosystem, similar to the ‘LPR’ scheme of |102] given for CLWE, for any prime p:

Setup The setup algorithm Setup(1™) takes in a security parameter n and outputs a tuple
of parameters params(n) = (K = Q((,), L = Q({n), 0(n), q(n),a(n)), where #(n) generates
L/K, q(n) completely splits in K with factors inert in L, and «(n) parameterises the error
distribution.

Key Generation Gen(1") runs Setup(1™) and from params(n) generates a CLWE sample

(a,b := a-s+e), where a € A, is uniformly random and e < ¥, and outputs public key
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pk = (a,b). The secret key is sk = s.

Encryption To encrypt m € {0, 1}"% sample ¢, e1, e5 < % and output u := ¢(a)Tt + ey, v :=

(b))t + e+ [1] - m.

Decryption To decrypt, compute ¢ = v — ¢(s)?u and recover each coordinate of m by round-
q

ing the corresponding entry of ¢ to 0 or [ﬂ and output 0 or 1 respectively.

This scheme is not directly applicable to our context, for the following reason: the matrix
representation of nonassociative algebra elements is not a multiplicative map, i.e. ¢(a)d(s) #

¢(as). To see this explicitly, consider d = 2 and set a = ag + uay, s = so + us;. Then

ap 0 aj 50 0 S1
o(a) = ~6(a1) and o(s) — 10(s1)
a;  6(ao) s1 0(s0)

Thus
apSo 0 a1)sSy Qo 0 S1 0 aq 0 S0
S(a)b(s) = +70(a1) V0(s1) +~v0(a1)6(so0)
arso + 0(ag)sy  a1y0(s1) + 0(ag)b(so)

On the other hand, a - s = agso + v8(a1)s1 + u(aiso + 6(ag)s1), and
apso +70(ar)s1 v0(a1)0(so) + vaob(s1)

¢(as) =
a15So + 9((10)81 9(&0)9(80) + 9(’7)&19(81)

So one can see that

0 0
0 (0(y) —v)ab(s1)

¢(as) — d(a)d(s) =
Thus when one computes ¢ = v — ¢(s)Tu, one is left with

0 0 ¢
c= t—i—e’+[§jm,

0 (0(y) —v)af(s1)

where €' is an error term. One could absorb (6(y) —v)a16(s1) into €', and if (6(y) —7)a160(s1) is

small proceed as usual; however, a € A, is uniformly random so this has low chance of success.
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One could encrypt a message with 0 in the lower entry, i.e. m = (m 0)7, and only run the
decryption on the entries of ¢ for which ¢(as) — ¢(a)¢(s) = 0. However, this restricts the

number of bits which can be sent. These observations lead us to the following adapted scheme.

LPR-Style Cryptosystem

This scheme decomposes ¢(as) into the sum of two matrices, as follows:

aoso +v0(a1)s1  agyf(s1) + v0(a1)b(so)
a1So + 0(ag)sy  a10(y)0(s1) + 0(ao)0(so)

Hlas) =

ag v0(ay) 50 v0(ar)  ~ao 0(s0) >
a;  6(ap) 1 O(ag) 6(v)aq 0(s1)

( ag ~v0(ay) so| |0 ) < 0
= +
a;  6(ap) S1 0 0

where | denotes concatenation. Set the second two-by-two matrix to be ¢(a). Then, more

v0(ar)  yao 0(s0) )
0(ao) O(v)ar ) \0(s1)

—

succinctly, ¢(as) = (¢(a)5]0) + (0|¢(a)f(s)). Observe that ¢(a) corresponds to algebra element
a = ag+ua; and ¢(a) corresponds to algebra element a = v0(a;) + ub(ag). This means that, in
terms of the below system, retrieving t or the errors e, e; from uy, u, respectively is equivalent

to solving NCLWE with samples (a,a - s+ e1), (a,a - 6(s) + ez). The scheme runs as follows:

Key Generation: Generate an NCLWE sample (a,b := a - s+ e), where a € A, is uniformly

random and e < X, and output public key (a, b).

Encryption: To encrypt m € {0, 1}"d2, sample t, e1, €9, €3 < % and output

o(a)” e o)’ e
u; = (a) t 4+ ! Uy = (@ t 4 ? , and v =¢(b)"t + ez + [2] - m.
0 0 0 0
So S1 0 0 0 0
Decryption: To decrypt, compute ¢ := v— u;— u, and round
0 0 0 8(80) 9(51) 0

the entries of ¢ to 0 or (%J and output 0 or 1 respectively.
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This scheme utilizes the full hardness of the NCLWE problem. If d > 2 one outputs d + 1
vectors v,uq,...,uy, and the matrices involved to calculate these vectors are of size d x d.
Thus the number of multiplications required by the scheme grows quickly with d. Finally, the
redundant zeroes above are for mathematical convenience, but don’t need to be outputted. One

can instead set u; = ¢(a)’t +e; and perform decryption with appropriately modified matrices.

Correctness Let us calculate ¢c. We have

So S1 0 0 0 0

0 0 0 0(80) 9(81) 0

Plugging in u; and us, we obtain

sg s; 0 d(a)” e, 0 0 0 d(a)” e,
cC=vV— t+ — t+

Expand out, for

T
C:¢(b)Tt+e3+ "_J m— So S1 0 @((I) ¢ So  S1 0 e,
0 00 0 00 o0f\o
0 0 0 (I)(a)T ¢ 0 0 0 €s
9(30) 9(31) 0 0 9(30) 9(31) 0 0
T T
_ gb(as)T_ so s1 O ®(a) B 0 0 0 ®(a) t+¢(e)Tt
000 0(s0) 0(s1) 0
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We then collect the relevant terms involving t, for

ag ay v0(ar)  6(ao)
’ so s 0 0 0 0
c=|¢(as)” — 0 o0 o v(ar) 60(ap) | — 8(s0) O(s1) O vag  O(y)ar | | ®
s s
0 0 " 1 0 0
o)t eyt {%J . so(e1)1 + si(er)2 B 0
0 0(s0)(e2)1 + 0(s1)(e2)2
N Soag + $170(ay) soar + s10(ag) ¢

0(s0)70(ar) + 0(s1)vao  6(s0)f(ao) + 0(51)0(7)ar

+ o(e)'t + es + {QJ m — so(e1)1 + si(e1)2 |

’ 0(s0)(€2)1 + 0(s1)(€2)q
where (e;); is the jth coefficient of e;. Note that ¢(as)” will be cancelled by the other matrix

in the bracket, so

c=¢p(e)'t+es+ %J ‘m — sofers + sifen)s =¢ + {gJ -1m,

0(s0)(e2)1 + 0(s1)(e2)2

and if ¢’ is sufficiently small, we round in the same way as usual to recover m.

4.4.6 Concrete Algebras for NCLWE

An example of a method to construct nonassociative CDAs has already been given: let K =
Q(¢,) and L = Q((pn) where ged(p,n) = 1. Then (,, ¢ K, and L/K is cyclic and Galois, so
(L/K,0,(y) is a nonassociative CDA, since (,, does not occur in any proper subfield of L (cf.
Proposition . Clearly [L : K] = p—1, so when p = 3 we have an appropriate degree algebra
for the stated cryptosystem. Note that we can take ]’,fn for any & such that ged(pn, k) = 1 for ~,
since that yields a primitive pnth root of unity, and no primitive pnth root of unity is contained
in a proper subfield. Moreover, in the case of prime power n = ¢", we can create extensions by

setting p to be a power of ¢; that is, p and n do not need to be coprime, but need to be chosen
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such that L/K is cyclic. Below is a table of parameters for possible algebras:

no|p | [K:Q|[L:K]|[A:Q]
128 | 5 64 4 1024
256 | 3,4 | 128 2 012
256 | 5 128 4 2048
012 | 3,4 | 256 2 1024
243 | 3,4 | 162 2 648
243 15 162 4 2592
125 | 3,4 | 100 2 400
125 | 5 100 4 1600
625 | 3,4 | 500 2 2000
343 | 3,4 | 294 2 1176

Table 4.6: Even Low-degree Nonassociative Algebras

Alternatively, let L = Q((pn) = Q(Crgx), K = Q((3r-1.9%). Then [L: Q] = ¢(3"-2%) = 37~1.2F
[K: Q] =¢(31-2F) =3"722% and [L : K] = 3. Note L/K is cyclic, so A = (L/K, 0, (3r.9¢) is

a nonassociative CDA. Below is a table of parameters for possible algebras:

n | K p | L [K:Q] | [A:Q]
64 | Q(Cio2) |9 | Q(Gors) | 64 576
64 | Q(¢sre) | 27 | Q(Ciras) | 192 1728

=}

128 | Q(Ciis2) | 27 | Q 384 3456

256 | Q(Cres) |9 | Q(Casoa

63456

( (
( (Ci72s)
128 | Q(Gsa) |9 | Q(Crase) | 128 1152
( (Csas6)
( (Cas04)

256 2304

Table 4.7: Cubic-degree Nonassociative Algebras

Now, consider the case when K is strictly contained within a cyclotomic field. Set v = 2¥,

w =9, Qluw)t = Q(Cuw + gv_u}) Then A = (L/K,0,7) = (Q(Cow)/Q(Cow)™, 8, Cow) has
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dimension [L : Q[L : K] = 2¢(v)¢(w) = 2% - 6 = 2¥13. This creates a cyclic division algebra
which has degree divisible by only one power of 3. We can also create algebras with degree

divisible by higher powers of 3. Below is a table of parameters for possible algebras:

v w | L [L:Q]|[A:Q]

64 | 27 | Q(Ciras
12819 |Q

25619 | Q 768 1536

1536 3072

(Gir2s)
(Cr1s2)
128 | 27 | Q(Cyusg) | 1152 | 2304
(Gas04)
(Casos)

51219 | Q(Cae08

Table 4.8: Nonassociative Algebras Over Maximal Real Subfields

Another way of constructing algebras with similar sizes to those above is as follows. Let p =7
and n = 2. Setting L = Q(Cr.or) and K = Q((or, v/—T7), [L : K] is cyclic as Q(v/—7) is the
unique quadratic subfield of Q(¢;), and we have [L: K] =3, [K : Q] =2",s0 [A: Q] =9-2".

Finally, we give a construction where |y| # 1. This leads to some distortion of the error in the
proof of Lemma [£.13] but aside from this does not lead to significant complications. Let K =
Q(¢r), where (p,7) =1, and L = Q((r, G+ ). Then [L: K] =3 and A= (L/K,0,(+( )
is a CDA of degree 9(p—1)p*~! over Q. In particular, we can construct a degree three extension

where p = 2, and K has power of two degree. Below is a table of parameters for such algebras.

vt [L:Q | [A:Q
128 [ 192 | 576

256 | 384 1152
012 | 768 2304
243 | 243 729
125 | 300 900

Table 4.9: Nonassociative Algebras of Cubic Degree over Prime-power Cyclotomics
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4.4.7 Operational Complexity

An algorithm was given in [71] to compute the complexity of the multiplication ¢(a)s, where a
and s are algebra elements in an associative CDA, and ¢ is completely split in K. The complex-
ity of this algorithm was estimated at O (N log N/d?) + O (Nd“~?), where w is the exponent
of matrix multiplication, currently upper-bounded by 2.373 [11]. This is an improvement over
that coming from module elements in the same dimension, and we note that the algorithm
applies to the nonassociative case also. This is because the complexity of the algorithm relies
on the CDAs used for CLWE being quotients of skew polynomial rings, and the algebras used

in the current work can also be seen as quotients of skew polynomials (cf. [131]).

4.4.8 Attacking NCLWE

A previous form of structured LWE, called multivariate LWE [123|, was attacked in [32]. The
basic form of the attack was to find a homomorphism into a subfield of LWE defined over
the tensor product of number fields. If the LWE sample is defined over the tensor product
Zy|x]/(2*" +1) @ Zy[z]/(x*? + 1) with 1 < ry < 7y, then one can map a sample of dimension
179 to 79 samples of dimension r; (see [32] for further detail). We argue here that, in addition to
CLWE being immune from this style of attack, so is NCLWE, for an identical reason. Namely,
let A = (L/K,0,v) be a nonassociative CDA. Suppose that there is a homomorphism y :
A — L. Then the restriction of x to L is an automorphism of L. One can see Y must behave
as follows: x(u) - x(¢) = x(u-€) = x(0(¢) - u) = x(u) - x(0(¢)) for any ¢ € L. However, this
means that y is not injective on L, and thus there is no homomorphism to a maximal subfield

(or any other subfield). So our construction is immune from this dimension-reducing attack.

4.5 Chapter Summary

In the first part of the chapter we extended the method of construction of CDAs for CLWE to

hold for any cyclotomic field K. We used this to compute possible parameter sets for CLWE
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instantiations, and showed that in this setting A remains a maximal order when + is a unit.
In the second section we extended the CLWE framework to arbitrary maximal orders in a more
general class of CDAs, namely those for which v € K satisfies the non-norm condition and
|7] = 1. We also gave examples of computations of such 7. We used this to extend the security
proof of the hardness of search CLWE to hold in maximal orders of the CDAs obtained.

The main open problem remaining from that section is to extend the search to decision reduc-
tion of CLWE to the larger family of maximal orders considered in this paper. It might also
be useful to extend the results to even wider families of algebras.

The focus of the third section was the development of LWE over nonassociative algebras. We
developed the ideal theory of nonassociative CDAs, and used this to give a reduction from ideal
lattice problems to DNCLWE, which notably included a complete reduction from SNCLWE to
DNCLWE, without requiring a restriction of the secret space (for certain primes). We then
discussed cryptosystems based on the hardness of the studied problem, and adapted a common
scheme to be correct over such CDAs. We discussed the complexity and security of cryptogra-
phy in nonassociative CDAs, arguing that multiplication can be performed efficiently and that
an attack on structured forms of LWE fails to apply to the nonassociative setting. Finally, we
gave parameters for the construction of cryptographically useful nonasssociative CDAs.
Future work could focus on implementing the above schemes, and developing greater function-
ality from nonassociative algebras, such as digital signatures, as well as creating new protocols

exploiting the novel nonassociative structure.



Chapter 5

On the Security of Group Ring LWE

5.1 Introduction

We now turn from LWE in cyclic algebras to consider a different form of structured MLWE:
LWE from group rings.

In [47) LWE was defined for elements taken from the group rings Z[Ds,] where Dy, is the
dihedral group of cardinality 2n. If interpreted as a generalisation of MLWE via a matrix rep-
resentation, one GRLWE sample can be seen to be (loosely) equivalent to two MLWE samples.
The authors gave a reduction from lattice problems defined over one-sided group ring ideals to
a decision LWE problem, and a PKE scheme.

The main result of this chapter is a dimension-reducing transformation on the GRLWE prob-
lem. We show that samples from GRLWE can be invertibly mapped to samples from certain
cyclic algebras - though importantly not from CDAs for which the security reductions for CLWE
hold. The insecurity of LWE in these algebras allows us to apply a second (invertible) map,
which outputs twice the number of samples inputted while halving their dimension. Thus, we
can take a GRLWE sample, apply the composition of the two maps, obtain LWE samples in
half the original dimension, run lattice attacks on these samples, then invert the mapping to
solve the original GRLWE problem.

We then ask whether our method applies to a family of group rings proposed by the authors
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of [47], and answer affirmatively (subject to a condition on the choice of basis of a pair of
number fields). That is, the dimension-reducing transformation applies to a larger family of
group rings, not just the specific choice originally proposed.

A natural question to ask following these results might be: to what extent is GRLWE depen-
dent on the choice of group over which we instantiate it? We begin to answer this question
by finding a family of groups for which our attack fails (the reason for this failure is explained
below). We identify the generalised quaternion groups as a family of groups for which GRLWE
appears secure, and prove that our attack cannot be applied in this case. This can be seen as
a sort of ‘patch’ to the group ring LWE idea.

We close with a discussion and comparison of existing structured MLWE variants, discussing

the attack of [32] on m-RLWE, our attack on GRLWE, and the connection to CLWE.

In more detail, the group rings considered are quotients of group rings of the form

ZIDs) ={ Y agg: a, € Z}

geDQn

by the ideal (r™?2 + 1), where we define the dihedral group
Dy, =(r,s: 1" =¢e8 =e srs=1r"")
for power-of-two n. In this instance we prove (Lemma that
R = Z[Dy,]/(r"/* + 1)Z] D]

can be considered a maximal order A in some cyclic algebra over a number field K, under a
map we denote by ¢.

We then exploit this structure using a lemma of Reiner, which gives a criterion for a cyclic
algebra to be isomorphic to a matrix ring (Lemma - and this criterion is fulfilled by the
image of R under the aforementioned map ¢ to a cyclic algebra. Composing the two maps thus

provides an isomorphism from the field of fractions ¢ o ¢ : frac(R) — My (K).
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Since the GRLWE samples are defined over R mod gR, we then consider the induced map
¢q + Ng = M(Ok,). In particular, while ¢ is injective, it is not prima facie clear that ¢,

enjoys nice properties. In this direction, we prove the following:

Theorem 5.1. (Theorem informal) Let q be a prime completely split in the ring of integers
of the maximal subfield of ¢(frac(R)). Then p, : Ay — Mz(Ok,) is a bijection.

We thus obtain that ¢, 0 ¢ : R, — M,(Ok,) is a bijection, and propose the following attack
on GRLWE: take a GRLWE sample (a,b) = (a,as +e) € R, x R,. Apply the composition of
¢q and ¢ to (a,b) to obtain a sample (A, B) € My(Ok,) x M3(Ok,). This can be written as
(4, B) = (12,06(a), 2,06(6)) = (9300(a), (£,06(a)) - (£,06(5)) + 240 6(c)). We show that the
error is still distributed as an (elliptical) Gaussian, and so (A, B) is a valid LWE sample over
K - noting that the transform outputs twice as many samples as we started with, in half the
dimension of the original samples. Since the hardness of LWE appears to be superlinear in the
dimension, running an off-the-shelf lattice attack on the samples (A, B) has higher likelihood
of success than running such attacks on (a,b). Supposing such an attack outputs ¢, o ¢(s)
(resp. ¢4 0 ¢(e)), we then invert the map to obtain s (resp. e). We note here that below, in
an abuse of notation, we use ¢ to refer to both the map with domain A and the induced map
with domain A,.

We also show that this attack holds for a proposed generalisation of the GRLWE problem
stated in [47]. The authors pointed out further group rings for which GRLWE could be defined
using a group action more generally. However, our methods apply to these scenarios too: we
show that we can obtain a map frac(R) — M,,(K) for m > 2 such that m | 3, and prove the

following:

Theorem 5.2. (Theorem 5.5, informal) Let L be a mazimal subfield of ¢(frac(R)) and 6 an
automorphism of L fiving K pointwise, of order m. Suppose oy, ..., ou, is a basis of Or, /O,

such that the matrix

aq ‘9(0&1) «9’”*1(0[1)
ay  O(ag) ... 0™ Haw)

U Ola,) .. 0™ )
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is invertible modulo q. Then the induced map Ry, — M,,(Ox,) is a bijection.

Using this result, we can extend our attack to this general family of group rings.

We give a table of results using the estimator from [9], demonstrating the approximate loss in
security before and after applying our dimension-reducing transformation.

We then proceed to create an integral group ring which appears to be immune to our attack,
using the generalized quaternion group, (J4,. We show that certain group rings over ()4, are in
fact isomorphic to maximal orders of cyclic division algebras (for which CLWE appears hard),
and thus our attack fails on them. It is this ‘division’ property which frustrates our attack - in
particular, these CDAs do not satisfy the criterion of the lemma of Reiner we used to create

the map ¢, so our method, applied to these rings, fails at the second step. We prove

Proposition 5.1. (Proposition [5.5, informal) The cyclic algebra
o(frac (Z[Qun]/ (r" + 1)Z[Qun)))
15 division.

These group rings, rather than those based on dihedral groups, appear to provide an appropriate

platform for the use of GRLWE in cryptography.

5.2 Group Rings and GRLWE

5.2.1 Group Rings
Basic Definitions

Let G be a finite group of cardinality n, and S a commutative ring. Then we define the group

ring S|G| as

S|G] = {Zsigi c 8, €8,g; € G}.

i=1
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This becomes a ring by defining addition and multiplication by

n

Z a;g; + Z big; = Z (a; + bi) gi,
i=1 i=1

=1

I=1 \4Jj: 9igi=a
When S = Z one can embed Z[G] < R", under which one-sided ideals yield Euclidean lattices.
The authors of [47] use the coefficient embedding and G = Ds,, the nth dihedral group, for
n a power of two. For any group ring element x € S[G], multiplication by z on a fixed basis

defines a linear transformation ®(z), which is called the regular representation of S[G].

Dihedral Group Rings

The dihedral group of order 2n, denoted by D,,, has cardinality 2n and the presentation

2

Dy, = (r,s: 1" =¢8> =e,srs =7"").

Commutative groups have only one-dimensional irreducible representations, whereas nonabelian
groups may have irreducible representations of larger dimension. The dimension of any irre-
ducible representation of Dy, is less than or equal to 2. In the following, n will always be a
power of two.

The group ring used in GRLWE [47| is the quotient of a dihedral group ring,
R=1Z[Dy,)/ (r"* +1) Z D).

Here we show that GRLWE samples with the above group ring yield structured LWE samples.
Let a,t, and e € R. We can write these elements as degree 1 polynomials in s with coefficients
being polynomials in r, for example a = ag(r) + s - a;(r). If we consider multiplication by a on

{1,s}, we have a-1 = a, a-s = ay(r)s + say(r)s = @ (r) + saop(r), where * denotes conjugation
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by s. Thus we can write b =a -t + e = At + e, where

A aop(r) ay(r)

Y

ai(r) ao(r)

and t and e are the vectors of coefficients of ¢ and e respectively. These are elements of the
polynomial ring Z[r]/(r"/? + 1), which when n is a power of two is exactly the kind of ring
used for RLWE. Thus, expanding the entries of b over the integers as done above, we obtain
structured LWE samples. Moreover, one can see from the above matrix A that one GRLWE

sample yields structured MLWE samples over a rank 2 module.

5.2.2 Group Ring LWE

Here we define the GRLWE problem(s). As above, let n be a power of two, and
R=1Z[Dy,)/ (r"* +1) Z[Ds,].

Set

Rrp=R®zR

and let T = Rg/R. Let ¢ be an odd prime. Define
Ry =Fq[Da] / ((r"/? + 1) Fy [Day)) -

Let U, be the set of Gaussian distributions on R™ having Gaussian marginal distributions, each

with parameter r; ; < o.

Definition 83. Let R, be the ring defined above. For an error distribution 1 over T, an
integer modulus ¢ > 2, and a secret s € Ry, a sample from the GRLWE distribution 11,
is obtained by sampling a < R, uniformly at random, e < 1, and outputting (a,b) =

(a,(a-s)/q+emod R) € R, x T.

Definition 84. (Search GRLWE). The search GRLWE problem is to find the secret s € Ry,
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giwen a collection of samples (a;,b;) € R, x T taken from Il ., for arbitrary s € R, and

v e V,.

Let T be a distribution over possible GRLWE error distributions.

Definition 85. (Decision GRLWE). The decision GRLWE problem is to distinguish, with non-
negligible advantage, whether a collection of independent samples is taken from the GRLWE

distribution 11, s 4 with s <= U(R,) and ¢ <= Y, or is taken uniformly at random over R, x T.

These problems can also be defined for discretized errors, in which case a sample has the form

(a,as+e) € R, x R,. For clarity of exposition we will mostly work with this form of GRLWE.

Public Key Encryption Scheme

The authors then connected these problems to cryptography, giving a PKE scheme, which runs

as follows:

Key Generation: Set sk := (s,e) € Rg, sampled from the error distribution ¢. Sample
a < Ry uniformly at random, and set pk := (a,b) = (a,as/q +¢) € R.
Encryption: To encrypt m € {0,1}", the authors view the bits of m as coefficients of a

polynomial. Then the cipher-text (u,v) is defined

(u,v) := (ar/q+ e, br + es + |q/2|m).

where 7, e, e5 are sampled from .

Decryption: To decrypt (u,v), compute v — su, to obtain

v—su="0br+ey+ |q/2]m—s(ar/q+e) = (er — se; + e2) + [¢/2|m.

If er — se; + e3 has small coefficients, one can round to obtain m.
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5.3 Attacking Non-division Cyclic Algebras

In this section we explain how cyclic algebras which are not divison algebras are open to
an attack which converts a larger-dimensional CLWE sample into multiple lower-dimensional
CLWE samples, which are easier to solve. Whether a cyclic algebra is division or not depends
on the choice of v: recall from Proposition that a cyclic algebra is division if and only if
« is not in the image of the norm. This condition, that 7 is a non-norm element of L/K, is
required in order to stop parallelizing attacks applying to the CLWE problem. We will later
see that the group rings used in GRLWE are isomorphic to cyclic algebras with v = 1; a choice

of ~v which is insecure.

5.3.1 An Isomorphism from Non-division Algebras to ‘Easy’ Algebras

As stated above, to create a division algebra ~ is chosen so that v satisfies the non-norm
condition, that is 7* is not a norm of any element of L for i = 1,2,...,d—1. Here, following |72,
§5.4], we demonstrate that picking « that violates this condition leads to vulnerable instances

of the CLWE problem. We need the following lemma:
Lemma 5.1. (139, Theorem 30.4] Let A = (L/K,0,v) be a cyclic algebra with [L : K| = d.
Let v,0 € K\ {0}. Then

1. A2 A, = (L/K,0',~") for each i such that ged(i,d) = 1.

2. If vy =1 then A= Myyq(K).

3. If 0 = Ny /k(B)y for some non-zero 3 € L then A= A" := (L/K,0,0).
Now, let A = (L/K,0,7) be a cyclic algebra where v € Ok is such that v € Np/x (L*). If
(a,a-s+e)e N, xA,is a (primal) CLWE instance and a, s are uniform and e < x is drawn

from a Gaussian error distribution, then the isomorphism of part 2. of the above lemma sends

as + e to

(A,A-S+E)
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where A, S, E € M4 (Ok,). If this map is smallness preserving, ie. if e € A, is ‘small’ then its
image E has entries in Ok, which are also ‘small’, then, letting s;, e; denote the ith columns of
S, E respectively, (A, As; + e;) comprises d MLWE samples in dimension n and rank d, for each
t. This means one CLWE sample yields d samples of d MLWE instances, where each instance
has matrix A, and the ith instance has secret s;. The difficulty of LWE appears superlinear in
the dimension, so solving d MLWE instances in dimension n and rank d should be easier than
solving one MLWE instance in dimension nd and rank d. Hence, subject to the assumption

that e; is small, choosing v to be a norm of an element of L can be exploited by an attacker.

5.3.2 Analysis of the Error

We now confirm that the isomorphism is smallness preserving, for certain errors, using the
analysis of |72, §5.4]. Suppose v = N,k (3). We show that the isomorphism maps a Gaussian
distribution on A to a Gaussian distribution on A" = (L/K,6,1). Note that the isomorphism
mapping A to A’ fixes L and sends u to uf3, and that the v which are both roots of unity and
in the image of the norm map are norms of a root of unity. We thus find that 5 is also a root
of unity:.

The isomorphism mapping A" to My q(K) is the composition of the following two isomorphisms.
The first map, denoted v, sends A’ to Homg (L, L), the set of K-linear L-endomorphisms,
defined by z +— f,(-) for x € L, where f,(y) = x -y for y € L, mapping u — 6, and extending

linearly. The second isomorphism is a map Homg (L, L) — Myxq(K), defined as follows:

1. Fix a K-basis {{1,...,44} of L over K.
2. Define f; : K — L,z — {;x.
3. Define T L— K, Z?:l ngz = Zj.

4. Define A : Homg (L, L) — Myyxq(K) entrywise via

AW)i,j 1= (mopo fj) (1).
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Note that the above is constructive. This isomorphism is not unique, since it depends on
the choice of K-basis of L. We assumed e = Z?:_ol u'e; € A, was sampled according to a
discrete Gaussian, where the e; are sampled independently from a discrete Gaussian over Oy,.

Computing the 4, jth entry of A(e) gives

5 (Z €k9k (63))

The j* column of A(e) is then the ¢; coordinate of 31§ ex0* (¢;).

As mentioned, the distribution of the resulting error depends on the basis {1, ..., {4}. Since the
er are taken from independent discrete Gaussians over Oy, and the action of # merely permutes
the entries of the canonical embedding, Zz;(l) ex0” (¢;) is an elliptical Gaussian with n blocks
of d different parameters. Since o, (¢x) is distributed independently of k& when {¢1,...,¢;} is a
cyclic basis, thenm; (Zi;é er” (@-)) follows an elliptical Gaussian.

We will denote the isomorphism A — My(K) by ¢ in future sections. We give some examples

of the image of this isomorphsim.

Example 5.1. For any x = xo + uzxy = ag + ia; +u(by +iby) € A C A= (Q(7)/Q,0,1), the
image of x under the isomorphism of Lemma[5.1] with respect to the basis {1,i} of Z[i] over Z
18

ao+ by b1 —aq

T
a; +by ag— by

Proof. The isomorphism consists of the composition of a mapping from .4 to Homg(Q(7), Q(7)),
sending = € Q(7) to the multiplication function f,(y) = x -y for y € Q(i) and sending u to 6,
and the isomorphism sending Homg(Q(4), Q(7)) to My(Q). We have a basis {1,:}. We find

A(z)j1 = (mjoxo fi) (1) = (mj0x)(1) = (200’ (1) + 210(1)) = 7;(w0 + 1)
ag + bo ] =1

a1+b1 ]:2
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and

A(z)jo = (mjoxo fo) (1) = (mj 0 x)(i) = mj(web° (i) + 210(i)) = m;(i(z0 — 1))

by—a; j=1
:Wj(bl —a1+i(a0 —b())) =

ag—by j=2

We now show how changing the choice of basis may yield a simpler map .

Example 5.2. For any © = xo + ury = ag +ia; +u(by +iby) € A C A= (Q((n)/Q(¢n) T, 0, 1),
where Q(,)" == QG + ¢, 1), 0 € Gal(Q(6n)/Q(Cn + ¢, 1)) maps G = 1, fiming Q(G + ¢, 1),
and n = 2" for some r > 2, the image of x under the isomorphism of Lemma with respect

to the cyclic basis {1, 02} of Z[(,)/qZ[C,) over Z[C, + 7Y /aZ[ ¢ + ¢ is

ag b
ply=|" " | modg
b1 aq

Proof. We have

A(z)ja = (mjoxo fi) (1) = (w50 x)(fr) = m;(200°(£1) + 210(£1))

= 71-j(x(]gl + $1€2) == Wj((dogl + CL1£2)€1 + (bgfl + b1€2>€2)

ap, .] =1
= Wj(aofl + blgg) = s

b, 7=2
A(x)je = (mjoxo fo) (1) = (1j 0 2)(la) = mj(w00° (€2) + 210(L))
= mj(xoly + x101) = mj((apls + ar1€2)ls + (boly + bil2)ly)

by, j=1

= Wj(alfg + bogl) =
ay, j =2
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The upshot of the above discussion is that when ~ is in the image of the field norm, from a
single CLWE instance one can construct d samples of d rank d MLWE instances over a field of
dimension n where the error is well-behaved. The resulting MLWE instances could be attacked
with any off-the-shelf MLWE solver, and appear much easier to solve than the original nd-
dimensional instance. When ~ is not a norm and the algebra is a division algebra, no such

attack is possible.

5.4 An Isomorphism Between Dihedral Group Rings and

Cyclic Algebras

Any element a of R can be written a = ag(r) + sa;(r). This motivates the following map: set
A = Op ® uOy to be the natural order in the degree 2 cyclic algebra A = (L/K,0,), where
L = Q(¢,) is the nth cyclotomic field, € is the map on L = Q(¢,) sending ¢, — ¢, and
extended linearly, K is the subfield of L fixed by this map, K = Q(¢, +¢; '), and v = 1. Then
define

¢: R— A, mapping r — (, and s — u,

for (,, a primitive nth root of unity.
In this section, we show that the map ¢ is a ring isomorphism. We first show that it is a

homomorphism, for completeness, before proving bijectivity.

Lemma 5.2. The map ¢ defined above is an isomorphism of rings from R to A.

Proof. Firstly, we show that ¢ does indeed map into A. Clearly ¢(R) lies in Z[(,| & uZ[(,],
so ¢(R) lies in O ® uOp. To see that the structure of A is correct: 1 = ¢(s?) = u?, and
o@(r)) = ¢(sa(r)s) = ua(G)u = 0(a(¢,)). Then sa(r) = ssa(r)s = a(r)s, so ¢(sa(r)) =
8(5)6(@(r)) = u0(a(Gy)), and §(sa(r)) = $(a(r)s) = alGa)u, 50 a(u)u = ub(a(Gy). Thus u has
the desired properties. Finally, since 6 corresponds to -, and the center of R is the elements
a = ao(r)+ sai(r) such that a;(r) = 0 and ao(r) = ao(r), ¢(Z(R)) = K, and ¢ really does map

elements of R to elements of A.
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Clearly ¢(0) = 0 and ¢(1) = 1. Moreover, to show additivity, let a,b € R. Then ¢(a + b) =
d(ao(r) + sar(r) + bo(r) + sbi(r)) = Plao(r) + bo(r) + s(ar(r) + b1(r))) = ¢(co(r) + sci(r)) =
co(Gn) + uct(Gn) = ao(Gn) + bo(Ca) + 5(a1(Cn) + 01(Gn)) = d(a) + &(b).

To show multiplicativity:

¢(ab) = @((ao(r) + say(r))(bo(r) + sbi(r)))
= @(ao(r)bo(r) + ao(r)sby(r) + sar(r)bo(r) + sa(r)sbi(r))
= @ao(r)bo(r) +ax(r)bi(r) + s(ao(r)bi(r) + a1 (r)bo(r)))
= @(ao(r)bo(r)) + ¢(ax(r)bi(r)) + ¢(sao(r)bi(r)) + ¢(sar(r)bo(r))
= a0(Cn)bo(Cn) + @1(Cn)b1(Gn) + 1 (Cn)b1(Gn) + uar(Gn)bo(Gn)-

By definition, ag((,) and @;(¢,) are equal to 0(ag((,)) and 0(aq((,)) in L: for example, ag((,) =

d(ag(r)) = dlag(r™)) = ao(¢; ') = 0(ae(¢,)). Since v =1, we can write

¢(ab) = ao(Gn)bo(¢n) + @1 (Gn)1(Gn) + g (Gn)br (Gn) + ua1 (Gn)bo(Gn)
= a0(Gn)bo(Cn) +70(a1(Gn))b1(Cn) + ub(ao(Gn))br(Cn) + uar(Ga)bo(Cn)
= (a0(Gn) + uar(Gn)(bo(Gn) + ubr(Cn))
= ¢(a)o(b),

as required. So ¢ is a ring homomorphism.

Finally, we need to show bijectivity. Surjectivity is clear. To prove injectivity, suppose x €
ker(¢) is non-zero. Then ¢(zo(r)) = z0(¢,) = 0 and ¢(x1(r)) = 21(¢,) = 0. The z;, 1 = 1,2, are
polynomials in Z[X]/(X™/?+ 1) and since ¢, is a complex root of X™/2? 41 when n is a power of
two, Z[X]/(X™?+1) = Z[(,]. So if an integer polynomial evaluated at ¢, is 0, the polynomial
in indeterminate X is 0 mod X™?2 + 1. Thus xo(r) and ,(r) are equal to 0 in Z[r]/(r"/? + 1),

which is a contradiction. So ¢ is a ring isomorphism. O]

In summary, there is an isomorphism between Z[Dy,]/(r™? + 1)Z[Da,] and O @ uO;, when

n is a power of two and L is the nth cyclotomic field, 6 is complex conjugation, and v = 1.
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Thus Z[Ds,]/(r™? + 1)Z]Ds,] injects into a cyclic algebra with 4 which is a norm, and hence
GRLWE samples are invertibly mapped to CLWE samples which are vulnerable to the attack
stated in the previous section. In the following sections, we explain the attack concretely, and

analyse and discuss the consequences.

5.5 Attacking Group Ring LWE

Recall the above notation: let n be a power of two,
R=1Z[Dy,)/ (r"* + 1) Z[Dy,],
For ¢ be an odd prime, set
R,=R/qR=TF,[Dy,] / ((r"* + 1) F,[Dy.]) .

Let (a,b) = (a,as+e mod q) € R, x R, be a primal GRLWE sample. We can write b = ((ao(r)+
say (1)) (so(r)+ss1(r))+eo(r)+sei(r)). By extending ¢ to R, by setting ¢(x+¢qR) = ¢(x)+qA,
we have ¢(R;) = A,, and denoting the image of element x € R in A by 2/, we have that a
is mapped to o’ € A,. Moreover, ¢p(b) = b = d's' + ¢ € A, with §',¢ € A,, as above.
In addition, it is clear that ¢ preserves the size of the error term e, and the image of the
GRLWE sample is distributed correctly, according to a CLWE sample for the above stated
parameters. Then, using the isomorphism of Lemma for algebras with v = 1, transform
(¢(a), (b)) = (a’, V') into a sample over My(Of,) x Ms(Ok,), denoted (A, B = AS + E), with
A, S, and E € My(Ok,).

Solving the two instances of MLWE given by (A, B) is easier than solving the one instance
of CLWE given by (a/,'): observe that (A, B) represents two CLWE samples from each of
two instances of CLWE (that is, CLWE instances with two different secrets, s; and sy, which
comprise the columns of S), and writing (A, As; + ¢;), i = 1,2, for the two samples from

each instance of CLWE, one can see that (A, As; + ¢;) corresponds to two MLWE samples of
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dimension [K : Q] = n/2 and module rank 2, whereas (a’,0’) represents two MLWE samples
from one CLWE instance (that is, with only one secret, s), each in dimension 2 - [K : Q] = n
and module rank 2.

Now observe that the restriction of ¢ to A, ¢|a, gives a map A — Ms(Of) which is injective but
not necessarily surjective. However, the map induced by taking ¢ modulo ¢ from A, — M(Ok,)

is surjective for certain primes:

Theorem 5.3. Let K = Q(¢, + ('), L = Q(¢,), 0 = - denote complex conjugation, and
n=2",r>2 Letq>2 beaprime completely split in Op. Then the map ¢ with respect to a

cyclic basis, ¢ : Ay — My(Ok,), is bijective.

Proof. Write the factorisations of g as ¢Ox = Hi{l p; and ¢Oy, = Hfil P;. Observe that |A,| =
(O1/qOL = |01/ PiE = ¢2fist = @Y. We also have | Ma(Ox /qOx )| = [Ma(Or/ T2, 4:)| =
|My(Ox /q:) |9k = (qMi)9k = ¢ icvic = KU Since [L : Q] = 2[K : Q)], the sets have equal
cardinality, that is A, and M5(Of,) have the same size.

ap by

Next, fix the cyclic basis {{1, {o} of Op, /O, +. Asin Example[5.2/we have p(z) = mod
by a

q € M5(Ok,). This is plainly surjective. Then we have a surjection between sets of equal car-

dinality, so we have a bijection. O]

Thus applying lattice reduction techniques, such as the BKZ algorithm, to the resulting MLWE
samples and applying the inverse transformations allows an attacker to recover the secret s
in less time than on the original CLWE samples. We demonstrate the approximate loss in
security of this procedure to GRLWE in the next section. We conclude the present section with
a theorem statement of our main result, considering the GRLWE errors to be sampled from
continuous Gaussians. We let MLWE, ,, s p, a.m denote an MLWE instance with modulus ¢,
ring dimension n, secret s, error distribution D, in the appropriate dimension, module rank d,
and number of samples m. Similarly, we let GRLWE, ,, ; p, » denote a GRLWE instance with
modulus ¢, ring dimension n, secret s, error distribution D,, in the appropriate dimension, and

number of samples m.
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Theorem 5.4. Let ¢ > 3 be an odd prime completely split in Op, n > 2 a power of 2,
m > 1, and o > 0. Let L := Q((,) be the nth cyclotomic field, K := LNR = Q(¢, +
¢ Y, R := Z[Dy,)/ (r" + 1) Z][Ds,) and R, := Z,[Da,]/ (r™ + 1) Z[Dy,]. Let s € R,. Then
GRLWE . s D, m Teduces to solving MLWE%%,SI’DmQ,Qm and MLWE(L%’Sz’DCHQ,Qm, where s; 1s

the ith column of o(s) € (’)?(XQQ.

Proof. We apply ¢ to m samples from GRLWE,, ; p,, ..m, denoted (a!”,a”s + () mod g),

¢t =1,...,m. Each application yields a sample of the form
((p(a(i)), @ (a(i)s + e(i)) mod ¢) = (A(i), ADS + E® mod q)

which lies in (’)%2 x (Kr/qOk)*** . Denote the columns of S by s, k = 1,2. Since the A®

and E¥ are 2 x 2 matrices, (4D, A®S + E®) can be rewritten
(49, 495, + B} € O, x (Kz/aOx)?

where E,gi) denotes the kth column of E®. This constitutes two samples of MLWE 2 s,.p., 2
for some a4, so overall we obtain 2m such samples. It only remains to compute «.

We note that A ® R = My(K ® R), and consider our errors to be sampled from the torus
ag b

AR R/q(A®Z). We then extend ¢ to A ® R/q(A ® Z) by setting p(z) := 7 for any
b1 aq

t € ANOR/GARZ) = O, ®R/qZ + u(Or, ® R/qZ), writing the O -components of the z; in
terms of the cyclic basis {{1, (>}

ap bo
Thus the image of an error e under ¢ is mod ¢, where we write e = ¢y + ue; =

by ay

agly + arls + u(boly + bify), considering e as an element of Ag. Since we sample a continuous
Gaussian over Ag (respectively Kr) Dy, o (respectively Dy, o) by sampling D, n (respectively
n/4) times, the a;, b; are all sampled independently from Dy, . Thus E’lgi) ~ D, for k=12,

as required. O
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Algorithm 1: Dimension-reducing transformation on GRLWE samples

Input: GRLWE sample (a,b) = (a,as +¢e) € R, X R,, a K-basis of L.
Output: Secret s.

L (@) = (8(a), 6(0).

2. (A, B) = (pla), (V).

3. Solve (A, B) for S = ¢(¢(s)).

4. s =¢ Lo H(9).

5.5.1 Examples

m is the number of samples used.

GRLWE Sample

n =512 m f ) d;,  Hardness estimate
Primal - 406 1.003941 985 143.8
Dual 531 423 - 1043 149.6

Transformed Sample

n = 256 m f ) d;,  Hardness estimate
Primal - 165 1.007055 511 76.4
Dual 293 170 - 549 78.9

Table 5.1: Estimating GRLWE

Here we use the Lattice Estimator [9] to estimate the runtime of solving an instance of GRLWE
before and after applying the above dimension-reducing transformation. We ran the estimator
on GRLWE samples with parameters equivalent to those of the Crystals-Kyber submission to
the NIST post-quantum standardisation process, namely with the Kyber512 parameters: ring
dimension n = 512, module rank d = 2, modulus ¢ = 3329, and parameter ¢ = 1.22. The
transformed sample yields plain LWE instances in half the dimension of those yielded by the
original samples. The estimator ignores the extra algebraic structure of samples, interpreting
the parameters as plain LWE instances. Below is a table summarising the results: [ is the

block size for the BKZ reduction, ¢ is the root Hermite factor, dy, is the lattice dimension, and
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As can be seen from the table, ignoring the algebraic structure of the samples, the lattices
obtained from the transformed samples are significantly less secure than those obtained from
the original GRLWE samples. Moreover, since the transform doubles the number of available
samples while halving the dimension of each sample, this greater number of samples may be of
use to an attacker, compounding the results of the hardness estimation; for instance, a number
of attacks on binary LWE need only polynomially many samples in the dimension, e.g. [158].

In order to achieve the initially expected security level in some fixed dimension for GRLWE
as constructed in [47], one could double the initial dimension of the samples; however, this is

likely to negatively affect the efficiency of schemes based on such parameters.

5.5.2 Extending the Attack to other Groups

The authors of [47] observe that Ds, is the isomorphic to Z/nZ x Z/27, and comment that
their construction can be extended to hold for semidirect products Z/nZ x H, where H is a
group acting on Z/nZ. We note that when n is a power of two, and H is a cyclic group acting
on Z/nZ by exponentiation, one obtains a group ring again isomorphic to a cyclic algebra:

1

n = e,srs1 = rF),

if |[Hl = m, m | n/2 so m is a power of two, and G = (r,s : ™ = e,s
where ged(k,n) = 1 and k™ = 1 mod n. Then if G = Z/nZ x H, R = Z[G]/(r"/? + 1)Z|G] is
isomorphic to the natural order of A = (L/K,6,~) where L = Q((,), 0 is an automorphism of
L sending ¢, + ¢¥, K is the subfield fixed by 6, and v = 1. Note [L : K] = m.

We can represent samples from such group rings in matrix-vector form as usual. Suppose our

sample is of the form (a,as+e) € R, x R, for an appropriate modulus ¢q. Then we can rewrite

this as (®(a), ®(a)s +e) € M,,(Z,[r]/(r"/? + 1)) x (Zy[r]/(r™? + 1))™, where

Qg S_lam_ls e 8_(m_1)a1$(m_1)

ai Sflaos . e Sf(mfl)aas(mfl)

@(a) = as S_ICL18 e 8—(m—1)a35(m—1)
Am—1 S_lam_2s e S_(m_l)aos(m_l)
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This has the form of the matrix representation of a cyclic algebra, where € corresponds to
conjugation by s and v = 1. Thus v is a norm, and again we can apply the attack outlined

above. We prove a version of Theorem for any m:

Theorem 5.5. Let L = Q(¢,), k > 0: (k,n) = 1 and k™ = 1mod n, 0 : (, — ¢ of order
m, K C L the subfield fizred by 0, and n = 2", r > 2. Let q € Z be a prime unramified in
L, and ay, ..., o a basis of O /Ok such that the matriz B with i, jth entry 07~1(«;) satisfies

det(B)|,q) = 1. Then ¢ : A, — M,,(Ok.) is bijective.
(I q P A . ]

Proof. Write the factorisations of ¢ as ¢Ox = Hfi(l p;, and ¢Op = filpj. We have [A,| =
(01/qOL|™ = |Oy P,k = gmiisk = ¢4 We also have | My Ok /4Ox)| = [ Myn(Oxc/ TIE, a1)| =
| Mo (O /q;)|9% = (¢m* &)k = ¢m*fidk = ¢m*IKQ Since [L : Q] = m[K : Q], the sets have
equal cardinality, that is A, and M,,(Ok,) have the same size.

If p: Ay = M,,(Ok,) were not injective, there would exist some x € A\ gA with coefficients z;
such that = + ¢gA — z € M,,,(¢Ok). So © + gA — (qz;j);; with z;; € Ok. This is equivalent to
saying m; o x o f;(1) € qOk, and therefore z o f;(1) € qOp. As above, writing f;(1) = «;, this

is the same as ZZ”:_Ol zx0%(c;) € qOp. Applying this for j = 1,...,m, we obtain a system of
equations each of the form "7 ' 240%(ay;) = 21 € qOp, which we can write in matrix-vector

notation as

aq 9(011) mel(al) Xo 20

(6] 9(()[2) 9’”_1(042) T 21 m
= ‘ € qO7".

O O(am) ... 0™ ay,) Typ—1 Zm—1

If the matrix B with entries 6%(«;) is invertible, the vector of z; lies in ¢O}" - and this holds

by assumption on |det(B)|. But then we have x € gA after all. O

5.6 On the Security of Quaternion Group Rings

We have shown that integral group rings of the form used for GRLWE, that is, dihedral group

rings, are subject to a dimension-reducing transformation. In this section we show that if one
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changes the group from Dsy,, to QQ4,, the generalized quaternion group, one obtains group rings
immune to the above attack.

Recall the definition of the generalized quaternion group:

In [89] is stated the isomorphism problem for integral group rings of finite groups (denoted here

by ISO) G and H:
Does Z|G| = Z[H] as rings imply G = H?  (ISO)

Generalized quaternion groups are special cases of dicyclic groups, specifically dicyclic groups
of power-of-two order. Dicyclic groups are metacyclic, and therefore metabelian. It has been
shown that (ISO) is true for metabelian groups [172]; therefore (ISO) is true for generalized
quaternion groups. This means that since Q4, % Da,, for any pair n,m, their integral group
rings satisfy Z[Q4,| % Z[Day] for any pair n,m. Thus, prima facie, the integral quaternionic
group ring is a candidate group ring to use to avoid the cryptographic issue identified in this
work arising from the use of dihedral group rings.

We proceed to consider R = Z[Q4,]/(r"™ + 1)Z[Q4,], analogously to the GRLWE construction.
One can see that the quotient by (r™ + 1) sets 7" = —1, and since r" = s%, we obtain s? = r" =
—1. This also means that, in R, s* = —s.

Consider multiplication of two elements of R: if a,b € Z[Q4y], we can write them in the form
a = ag(r) + say(r) + s?as(r) + s3az(r). If we quotient by " + 1, we also set s> = —1, and so get
a = ag(r)—as(r)+s(ay(r)—az(r)) mod (r" + 1) . Rewrite this as a = a°(r)+sa'(r) mod (r" + 1),

so ab then becomes

ab = (a(r) + sa'(r)) (b°(r) 4 sb'(r))

— (F)O(r) — al(r)bL(r) + 5 (al(r)bo(r) + a0 (r)b! (7“)) mod (" +1).
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This is the same multiplication law as holds for cyclic algebras in d = 2 where v = —1 and
* corresponds to the action of . One can see, like we showed above for dihedral groups, the

following:

Proposition 5.2. Let R = Z[Q4,)/(r" + 1)Z[Q4y). Let A = O @ uOy, be the natural order in
the degree 2 cyclic algebra A = (L/K,0,7), where L = Q((,), n is a power of 2, 0 is the map
on L = Q(¢,) sending ¢, + (' extended linearly, K = Q((, + ¢, ') = LT is the subfield fized

by this map, and v = —1. Define

¢: R— A, mapping r — (, and s — u,

for ¢, a primitive nth root of unity. Then ¢ is an isomorphism.

If the above cyclic algebra is division, that is, if —1 is not a norm, there will exist an isomorphism
from R to the (maximal) natural order of a cyclic division algebra in the same fashion as before;
but the lemma we used to send GRLWE samples to samples over matrix rings will not apply.
Recall an algebraic number field of degree n has n embeddings into C. If these map the field
into R, they are real embeddings, else complex. If there are r; real embeddings and r, pairs
of complex embeddings, we have r; 4+ 2ry = n. A field with only complex embeddings is called
totally complex, and a field with only real embeddings is totally real. Finally, a field element
can be mapped to an ri-tuple {41} under the real embeddings of the field, with each entry
depending on whether the image of an embedding is positive or negative; if it maps to {1}",

we call it totally positive. For more on these definitions, see e.g. [111]. We now show:

Proposition 5.3. Let A = (Q(¢,)/Q(¢),, —1) be a cyclic algebra. Then A is a cyclic

division algebra.

Proof. Tt suffices to prove that —1 is not the norm of any element from Q(¢,) to Q(¢, + ¢ 1).
First, note that Q((,) is totally complex and Q((,)" is totally real. Thus every element of
Q(¢y) is totally positive, which means that the image of the field norm map in Q(¢,)" is also
totally positive; but —1 is clearly not totally positive in Q({,)", and is thus not in the image

of the norm. O]
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Thus, if one constructs GRLWE over ()4, as above, the dimension-reducing transformation, and
hence attack, do not apply. In terms of the numerical results of section 5.1, this means that a
plausible security estimate of GRLWE with fixed dimension n (such as for Kyber512) is given
by the output of the Lattice Estimator on lattices of dimension n, rather than n/2. We leave
the adaptation of the direct-to-decision security proof of GRLWE for generalized quaternion

groups as a topic for future research.

5.7 On Structured MLWE Variants

In this section we briefly discuss the relation between the security of the three structured MLWE
variants given in the introduction, namely, m-RLWE, GRLWE, and CLWE.

The oldest of the three is m-RLWE, or multivariate LWE, which was given in [123|. It defines
LWE over the tensor product of rings (which are maximal orders in algebraic number fields).

The m-RLWE distribution is defined as follows:

Definition 86. For s € R/ and an error distribution x over Kyr, a sample from the m-
RLWE distribution A, over Ry x T is generated by a < R, uniformly at random, e < 1, and

outputting (a,b= (a-s)/q+ e mod R).

Here K1y = ®i€ ; K for K; cyclotomic, R = Q). ; Ok;, I is some indexing set, and R" denotes

i€l
the dual ideal of R. Finally, set T = K()r/R". The search and decision problems are defined
as usual.

One can understand m-RLWE as follows. For simplicity, suppose the m-RLWE instance consists
of the tensor product of two number fields, K; and K. Write the tensor product of fields as
K = K; ® Ky where K; and K, are defined by polynomials f(x) and g(y) respectively. This
yields a m-RLWE problem over R, = %, and corresponds to a structured MLWE instance
over Z,[z]/(f(z)) with dimension deg(g).

The primary case of interest is that of cyclotomics of power of two degree over Q, defined

by the polynomials z*' + 1 and y*? + 1 respectively. This gives an m-RLWE problem over

R, = %, and corresponds to a structured MLWE instance over Z,[z]/(z* + 1) with
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dimension k.

In [32], m-RLWE was subjected to an attack, which runs along the following lines. The authors
showed that when k; and ky are not coprime, there is a field K’ containing K such that there
is a homomorphism from K into K’, and that the image of y under the homomorphism is well-
defined. When this happens, ¢(y), say, has at least one root in Z[z](f(x)). One can then define
a map taking polynomials h(z,y) to the [-tuple of evaluations of h(z,-) at the [ such roots of
g(y). In this way, the problem can be reduced from one problem in dimension deg(f) - deg(g)
to multiple lower dimensional problems.

For example, let f(x) = 2% + 1 and g(y) = y* + 1. Consider the map taking y to z? and
fixing Ky = Z,[x]/f(x). This is a well defined homomorphism from K to K. Using this map,
the authors transform the problem of solving one m-RLWE instance to solving four RLWE
instances in dimension 8, rather than one instance in dimension k; - ko = 32. In general, the
attack transforms one instance in dimension k; - ks to ks RLWE instances of dimension k;.
We echo the statement made in |71], that CLWE, as a structured MLWE variant, is immune
from this style of attack. Let A = (L/K,0,v) be a cyclic division algebra. Suppose that there
is an injective homomorphism x : A — L. L is Galois over K, so the restriction of y to L
is an injective homomorphism of fields, and is thus an isomorphism from L to L, that is, an
automorphism. Observe: x(u)-x(¢) = x(u-£€) = x(0(¢) -u) = x(u) - x(0(¢)) for any ¢ € L. This
implies that x(¢) = x(0(¢)) - but this contradicts x being injective on L. This contradiction
implies that there is no injective homomorphism as above, so one cannot launch the attack of
[32] to reduce a CLWE instance to an instance defined over a subfield of A.

Furthermore, addressing the attack on GRLWE;, if v is chosen to make A division, then the
isomorphism given in |139, Theorem 30.4] does not apply to .A. So the transformation delineated
in this chapter does not apply to a CLWE instance as defined in [71] either.

We conclude from this that the presence of 1. ‘twisting’ field automorphisms, such as #, and
2. well-chosen ~, secure CLWE from direct adaptations of the family of attacks which map a
sample into a subspace, solve in the subspace, and then lift the solution. The automorphisms
prevent the existence of a convenient subfied to injectively map into, and ‘nice’ values of ~

similarly prevent the LWE instance being reduced to a lower-dimensional matrix instance. In
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the case of the first attack, m-RLWE lacks the noncommutativity given by application of 6. In
the case of the second attack, GRLWE using the group D, lacks a value of v that aids security,
and it is not clear how such a value of v could be introduced (excepting instances where vy = —1

is not a norm). To conduct such attacks on CLWE;, it appears a novel approach is needed.

5.8 Chapter Summary

Thus there is a dimension-reducing transformation which takes GRLWE samples and outputs
multiple MLWE samples in half the dimension of the original samples. This map can be
seen as the composition of two maps, both of which we proved above to be bijective. This
transformation can be converted into an attack on GRLWE by combining the transformation
with any method to solve LWE instances. The attack holds for all such group rings as defined
in [47], where G = Z/nZ x H as in Section [5.5.2] and leads to a significant loss in security,
as can be seen from the results of Section [5.5.1 To counter the attack, one would have to
double the initial dimension of the samples to obtain the original desired level of security for
the GRLWE problem.

We also gave an example of a group, the generalized quaternion group, for which GRLWE-style
group rings are immune from our attack. This is because the corresponding cyclic algebra is a
division algebra.

It remains to be seen if other group rings can be constructed for the LWE problem that are
proven not to be subject to such an attack. The only groups which have been considered so far
are dihedral or quaternionic; perhaps there are other noncommutative groups (not dihedral or
quaternionic) that are immune from this strategy. There is certainly no shortage of groups to
try. Alternatively, perhaps relaxing assumptions on the group, considering algebraic structures
such as monoid rings, could lead to interesting results. Also outstanding is adapting the security
proof to hold for quaternion group rings, and thus to instantiate LWE securely over such group

rings.



Chapter 6

NTRU in Cyclic Division Algebras

6.1 Introduction

In this chapter we study the NTRU problem in the context of quaternion algebras over number
fields. In particular, we define NTRU in CDAs when the ring of scalars (the center) of the
algebra is a cyclotomic field with power of two conductor. We call this NTRU variant ‘CNTRU".
The dimension of these algebras over their center is a square, d?, and the positive square-root
of this dimension, d, is called the index of the algebra. When the index is 1, the CDA is equal
to its center, and so in our case is a cyclotomic field; when the index is 2, the CDA is called
a quaternion algebra. These quaternion algebras enjoy particularly nice properties (see e.g.
[168]) and the proof of our main result on the uniformity of our NTRU public keys appears to
fail when d > 2.

As mentioned in Chapter [2 the reliability and speed of NTRU has prompted work exploring
alternatively structured variants of NTRU [49], [50]. Whereas NTRU uses multiplication of
elements in polynomial rings, these constructions use operations in modules over polynomial
rings, and aim to instantiate efficient and compact NTRU schemes while enabling greater
flexibility with parameter choices. However, neither of [49)], [50] give a full proof of security:
in [50], it is shown that module NTRU public keys are (asymptotically) close to uniform, if

the modulus factors into only two prime ideals in the ring - yet the scheme uses primes which

169
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completely split in the ring; and the authors of [49] give no such proof.

The aim of this chapter is to build a structured form of NTRU with a provable security guarantee
that corresponds to the kind of moduli ¢ used in practice; that is, our results hold for completely
split q. However, we note that the size of the parameters for which our proof are not practical.

Our method follows that of [154] and [169]. In particular, we begin by proving

Theorem 6.1. Let e > 0, q be completely split in Or,, p € Z(A)), and o > 4n32\/1 21n(32nq)q%+25.
Let y; € A, and z; = —y;p~" mod q fori = 1,2, and D7 .. denote Dy, restricted by rejection

to Ay + z;. Then when d = 2,

A (yl + pDc>f<,21
Y2 +pDJ,,

mod ¢, U (A;)) < 23n g =8ne

To achieve this, we prove a number of new results on g-ary lattices obtained from orders in
CDAs (of a particular form). These results can be stated for any d > 1, but we restrict them
to the case of interest, d = 2.

The specific algebras the above result holds for are constructed as we have often constructed
them in this thesis: let m be a prime power, K = Q((,,) is a cyclotomic field of conductor m,
and M = Q({sn), for some prime ¢ such that ¢ = 1 mod m and ¢ # 1 mod pm for any prime
divisor p of m. Then M/K is cyclic Galois, with Galois group generated by (say) o. Let L be
the intermediate field fixed by o?; this can be written explicitly as L = Q((n, \/E) when m is a
power of two. Set u to be an element such that u? = ¢, and uz = f(x)u for all z € L, where
Gal(L/K) = (). Then A= (L/K,0? () = L +uL is a quaternion algebra.

We then proceed to study algorithms to encrypt and decrypt messages based on the NTRU
problem in these quaternion algebras. We prove that if there is an efficient indistinguishability-
under-chosen-plaintext attack (IND-CPA) algorithm for CNTRU, there is an algorithm with
non-negligible advantage for decision CLWE. The uniformity of CNTRU public keys (over
invertible elements) forms a crucial part of the proof of this result. This connection is in part
a motivation for the particular CDAs we define NTRU over: the existence of a security proof
for CLWE in these particular algebras linking SIVP on lattices obtained from ideals of A to
CLWE allows us to link SIVP and NTRU, too (it should here be recalled that the reduction
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from SIVP to CLWE holds for a (slightly) restricted space of secrets). We obtain

Lemma 6.1. Let n > 8 be a power of 2, d = 2, { < Cn, and q > 8n a prime such that
a" + 1 splits completely modulo q. Let 6 > 0, p € Z(A)) and o > 2n3/2{4/z\/Wq%+26
satisfy the conditions of Lemma and Theorem [6.5. If there exists an IND-CPA attack
algorithm A against CNTRU, running in time T with advantage 9, then there exists an algorithm

to solve decision-CLWEj g that runs in time T = T + O(poly(n)) with success probability
§ =08 —q 0,

Note the condition ¢ < Cn for a constant C': we impose a bound on ¢ in order to allow for
a precise statement on the correctness of the decryption algorithm (see Lemma . This is
necessary because of the form of L. Consider the square of field element 1 + v/¢; this is an
element of small f,-norm when using 1, v/¢ as a basis of L/K, but its square, 1 + ¢+ 2v/0, may
potentially be large indeed, if £ is large. This constraint amounts to a bound on the discriminant
of the quaternion algebra, which has discriminant which we bound by (nv¢)** (Lemma ;
when ¢ < Cn, this becomes a function solely in n = [K : Q.

In practice, we have not found this imposition difficult to satisfy for small values of C'. The
interested reader is directed to |71, §3.4] and Section of this chapter for further discussion
on parameter selection.

We also sketch a KEM and a signature scheme based on NTRU in CDAs, to give examples of
greater functionality from CNTRU.

Note that when d = 1, K = L and A = K. This is the fact that will enable us to generalise
NTRU schemes which sample elements from Z[z|/(®or(2)), using algebras of the form A =
(L/Q((ar),0,¢,); when d = 1, we will recover the familiar families of polynomials in certain
spaces, generalising NTRU, ETRU and others. If one uses CDAs over fields K where K is some

other popular choice of field for NTRU, one obtains generalisations of those schemes too.

Previous Work

Despite the flood of NTRU variants catalogued in Chapter [2, we note that few of them generalise

NTRU, in the sense that they do not offer a broader framework from which the traditional form
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of NTRU can emerge; rather, they simply replace the underlying ring, or make other subtle
amendments. Two papers [49], [50], mentioned above, do develop general (module) versions
of NTRU; these are compared to the construction featured in this chapter below. Finally, we
note recent works [34], [128], [63] which provide reductions between various (module) NTRU

problems, and also module LWE.

6.2 Preliminaries

Bases of Real Quadratic Extensions of Cyclotomics

We consider an extension L/K, where K = Q((yr) and L = K (V) = Q((ar, V1) and ged(2,£) =
1. With n = [K : Q] and m = 2", we define the powerful basis of L/Q as

T =1, s LN GV N,

We obtain a matrix from this by applying the canonical embedding to each entry:

O-L(?) = (O-L(l)v O-L(Cm)’ ) UL(gfn_l)v O-L(\/z)7 UL(gm\/Z)a XD O-L(ng_l\/z))'

This is a 2n x 2n matrix. To find the singular values of this matrix, we compute o (7)o (7).
This is diagonal with two blocks: the top left n x n diagonal entries are all equal to m, and

the bottom right n x n to mf. The eigenvalues of a diagonal matrix are its non-zero entries, so

the singular values of o,(7) are \/[L: Q],/[L : Q]¢. Denoting the largest singular value by

s1(7) and the smallest by so,(7), we have s1(7') = \/[L : Q|¢, s2,(F) = +/[L : Q]. Since

op(x) = UL(?) - coeff(z),
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for x € L, we find ||op(z)] < 51(?)||:v||7, where || - || is the norm obtained by writing z in

the 7 basis and taking the coefficient embedding. Conversely,

ey i Ry e G

The sz(?) can in practice be taken to be polynomial in n, if desired. We will be interested in

the above for integral elements x € Op, which has powerful basis

. w1t LHVE 14V 14+
( 7<m7"'7<.m ) 2 7Cm 2 7"'7<m 2 )7

when ¢ = 1 mod 4. Upon computing the singular values of a(?), we find that

Proposition 6.1. Let n = 2""!, ¢ = 1 mod 2" a prime, and L = Q((or, \/Z) Then, using the

powerful basis of Or, we have

s1(7) = \/_\/€+5+\/€2—6€+25 and sy, (7)) = \/_\/£+5—\/€2—6€+2

Proof. The symmetric matrix o(7)*o(7) has a block form: the top left block is [L : Q] - Ir-1,
where Ip—1 is the 277! x 2"7! identity matrix, the lower right block is 2772 . (£ + 1), and
the top right and lower left blocks are 2"~! - Io»—1. The eigenvalues of this matrix are \; =

— 2_ 3
2r=2. w. So the singular values are

{454+ /02—60+25
5i(?>:\/2r—2_ + > + :4\/6—1—5:&\/62—66—1—25
Il

If d is the dual of 7, we obtain 81(7) = m, 82n(7) = ﬁr) We will use bounds in terms

of this ‘decoding basis’; in particular, for x € O,

]l < ﬁ"%@)” = \/TH\/E—F 5+ V2 — 604 25|0L(x)].

When ¢ is bounded by some integer multiple of n, say ¢ < Cn for C' > 2, we can use the bound
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s1(7) < 2Cn, when n > 4.

Discretisation

We will need the following distribution:

Definition 87. [110] Denote by Bern the Bernoulli distribution and let a € R. The univariate
Reduction distribution Red(a) = Bern([a] — a) — ([a] — a) is defined

1+ a— [a], with probability [a] — a,
Red(a) :=

a — [a], with probability 1 — ([a] — a).
A random variable R = (Ry,--- 7Rn)T € R" has a multivariate Reduction distribution R ~
Red(a) on R™ for parameter a = (ay,--- ,a,)" if R; ~ Red (a;) for j =1,--- ,n are indepen-
dent univariate Reduction random variables.

Definition 88. Let L = L(B) be an n-dimensional lattice under the canonical embedding.

of random

For ¢ € H, the coordinatewise randomized rounding (CRR) discretisation | X%, ,

variable X to L+ c is defined by

| X1%..=X+ BRed (B '(c— X)) .

Extend this to H¢ by applying the discretisation in each coordinate. The discretisation variable

on H is 0-subgaussian:

Definition 89. For any 6§ > 0, a multivariate random variable X on R™ (resp. H) is §-

subgaussian with standard parameter b > 0 if

B (X)) < eI for all t € R™ (resp. t € H).

Extend this to H¢ by saying a multivariate random variable Z on H? is J-subgaussian with
standard parameter b > 0 if Z is d-subgaussian with standard parameter b > 0 in each H-

coordinate (H® = R"” as R-vector spaces). Formally,
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Definition 90. A multivariate random variable Z on H? is §-subgaussian with standard pa-
rameter b > 0 if

E (€<t,Z>) < e%%bz”tHQ, for all t € H?

Definition 91. A random variable Z on R™ (or H ) is noncentral subgaussian with noncentrality
|E(Z)|| > 0 and deviation d > 0 if the centered random variable Zy = Z — E(Z) is 0-

subgaussian with standard parameter d.

We will need the following lemmas:

Lemma 6.2. [109] Suppose that B is a column basis matriz for a lattice in H with largest
singular value s1(B) and Z is an independent noncentral subgaussian random variable with de-
viation dz. The CRR discretisation of Z to | Z] ¥, is noncentral subgaussian with noncentrality

1
|E(Z)|| and deviation (dQZ + (%)2 sl(B)2> ‘)

When L = Q((,, VY) for n a power of two, ged(n, £) = 1, this becomes

Lemma 6.3. Suppose that B is a column basis matriz for a lattice in H® with largest singular
value s1(B) and Z is an independent noncentral subgaussian random variable with deviation dy.
The CRR discretisation of Z to | Z%., is noncentral subgaussian with noncentrality |E(Z)||

and deviation (dg + %31(3)2)%.

Proof. As in [109, Theorem 2|, but with an extra factor of v/2 from taking the matrix norm of
the basis. 0

Structured Forms of NTRU

Two papers have proposed structured forms of NTRU using modules [49], [50]. The authors

construct NTRU modules of the following form, where R = Oy for a number field K:

Ln,={(fg)" € R : (f h) — g =0mod ¢}.
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Here g is a ring element and f is an d-dimensional vector over R, and embedding the lattice (via
either coefficients or ring embeddings) yields lattices in R(@+Y" where dimz(R) = n. Multiple
samples can be taken and written in the following form, where we have chosen d samples to
obtain square matrices for convenience of expression (note squareness of the matrices involved
is not required):

Lng={(F,g)" € RV : Fh—g=0mod q}.

)

These are more general objects than those considered in this work. However, the authors of [50]
are able to prove uniformity of their NTRU public keys only for certain prime moduli, those
splitting into two prime ideals in R (those congruent to 3 modulo 8), which are not the primes
used in practice. Their recommended parameters are completely splitting primes and a module

rank of 2. They prove:

Theorem 6.2 (Theorem A.1, [50]). Let K be a cyclotomic number field of degree d and mazimal
order R. Let n > m > 1. Let q be a prime integer which factors as qR = p1pa, where the p;’s

have algebraic norm q%?. For s > 2dg™/(vtm)+2/(dn+m) e have:

A (&, U (RP™)) < 279@),

where &, is the distribution of F~'G mod ¢, for F, G with entries chosen according to discrete
Gaussians.

In contrast, restricting ourselves to more structured modules, we obtain a full proof of uniformity
of our public keys, for completely split primes in rank 2. Our modules are obtained from cyclic

division algebras.

6.3 On the Discriminant of the Natural Order

We now recall the construction of CDAs using cyclotomic fields as in [71]. Let m be a prime
power, K = Q((,) and M = Q((s), for a prime ¢ such that £ = 1 mod m and ¢ # 1 mod pm

for any prime divisor p of m. Then M /K is cyclic Galois, with Galois group generated by (say)
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6. Let L be the intermediate field fixed by 6. It can be verified that (,, is not the norm of
any element of L, so (L/K,0,(,,) is a division algebra. Moreover, A is maximal with respect to
inclusion in A. Security reductions for LWE in these algebras were given; here we investigate
the properties of NTRU implemented in such an algebra.

In the case d = 2, L is the compositum of K and the unique quadratic subfield of Q((,), which
is Q(\/Z) Thus L = Q(, V) and A = Of, + u®p. We now prove an upper bound on the

discriminant of A:

Definition 92. disc(A/Z) :== {det (Tr (xi:z:j))wil | (T1,..., Tpa2) € A"dQ}.

Z?]
It was proved in [166, Lemma 2.9] that disc (A/Of) = disc(L/K )44~ Since in our case v
is a root of unity, this simplifies to disc (A/Ox) = disc(L/K)?.

Proposition 6.2. Let L = Q(Cyr, V1), r > 2, { =1mod 2", and K = Q(Cy). Then
disc(A/Z) < (nV1)*".

Proof. Since 'Oy, and v/ Oy, are orthogonal with respect to the trace form, except when i 4 j =

0 mod 2, we have

det (Tr (uxkuxg)),z’f(:l = det (v Tr (z20));

2 n 2n
ke=1 1 ¢ det (Tr (mkfﬁ))uﬂ

= det (Tr (Zthg))it;:l = disc(L/Q),

for some x; € Oy, since v = (,.
It now suffices to prove that disc(L/Q) < (nv/€)?". Since L is the compositum of K = Q((yr)
and Q(\/Z), we can apply a general formula on the discriminants of composita (e.g. [105, ex.

23(c)]) to obtain
disc(L/Q) = disc(K/Q)? disc(Q(V?) /Q)".

We combine the bound disc(K/Q) < n™ with disc(Q(v/¥)/Q) = ¢ for the result. O

Proposition 6.3. [21, Proposition 2.5] Let A be as above and Z C A be an integral ideal. Then

Vol(T) = Nyq(Z)+/disc(A/Z).
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We will use the following bound on the shortest vector of a A-ideal lattice under the canonical

embedding, with repect to a p-norm, \J(L):

Proposition 6.4. (cf. (127, Lemma 6.1]) Let T be an ideal of A. Then
N(T) < (nd®) PN g0 (T)V"F disc(A/2)Y/ 2.

Proof. Since ||z, < (nd2)% 2|0, We bound ||z]|s. Recall A — H? C (R™ x C*2)? with
r 4 2ry = nd. Set ¢ = {z € H%: ||z]|c < 1} and note Vol(C) = 2"%’ (g)md. Then if
g > (2 )TQd Nao(Z)+/disc(A/Z), we have

vi30) = 700> (2) " oo Tz ()

= Njo(ZT)y/disc(A/Z)2"" = Vol(T)2"".

By Minkowski’s theorem, SC' contains a lattice point from Z, so A\°(Z) < 5. O

This implies that in the fy-norm, A (A) < (nd?)Y?(nv0)Y/? = dn+/¢.

Proposition 6.5. Let A C A= (L/K,0,v) where |y| =1, [L: K] =d and [K : Q] = n. Then,

orr = EBd Yz, € A, T an ideal of A,
=0

1/[A:Q]
Iz, > l/p <H |NL/@ T ) .

0<i<d

When I = JA for some Og-ideal J and I := T N Oy, then

N(Z) 2 [A: Q7 [Ny (T)| Y, and AF(T) = (Nije(D) ™
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Proof. We have

1/d?
lellp=">_ > la P =d Y (H’a(@(ﬂf))i,j)\p)

a€Emb(K) 1<i,5<d a€Emb(K)
T ( IT itz
a€Emb(K) \0<i<d
/[A:Q]
=[A:Q] ( H ]NL/@(xZ-)O ,and if v € Z,
0<i<d
p/[A:Q] p/[A:Q]
zll} > [ ( IT Vejele: ) =[A:Q] ( Nijg ( 11 Iz) )
0<i<d 0<i<d

By assumption, the coeflicients z; lie in the ideal JO. Thus z; € Z :=IZNOy fori =0, ...,d—1,
and 50 [oo;cq2i € 2% and hence ||z]|s > [A : Q] - [Ny g (Z) }dp/[A:@]. Finally, to see A\*(Z) >

(Njo(D)""™, llalloe = supla(6(@)ig)| = T lal(@(@)ig) " = Nyjo( IT ). O

2,7, 0<i<d

Mapping Between Bases of A

We will later need to consider mapping between the coefficient embedding of an element and
the canonical embedding of the same element, via a linear transformation. Let d = 2; then

A embeds into H? under the canonical embedding. Now, since A = O + uQy, and O =

Z[Cor, 1+2\/Z]7 a matrix acting on a vector to map it to a coefficient embedding representation

should act on the first and second coordinates (07,(A)),, ¢ = 1,2 in the desired way. Thus the
%
. . o(7) . . .
required transformation is V) = . Note if 0(?) is invertible, so is V. We do

0 o(7)

similarly with respect to 7 and A. We can then obtain bounds for norms defined over these

bases: for z € A with d = 2 we obtain

lall, ) < V251 (Pl
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CLWE and its Security

Below, we link the hardness of NTRU in CDAs to that of CLWE. Here we recall the security
reductions which established the hardness of CLWE:

Definition 93. Define the distributions X, as the set of Gaussian distributions > over @?:_01 u' Ly

with Gaussian marginal distribution in the (i,7)™ coordinate with parameter r;; < . The er-
ror distribution Y, on the family of error distributions is sampled from by choosing ¥ € ¥, and

adding it to D,, where each r; :== « ((n : d2)1/4 : \/E> foryi, ..., Ynaz sampled from T'(2,1).

Recall the following security reductions for CLWE, from [71]:

Theorem 6.3. Let A be a cyclic division algebra over a number field L with center K and
natural, mazimal order A with |y| = 1. Let « = a(n) € (0,1) and q¢ = q(n) > 2, unramified in
L, be parameters such that o - q > w(y/log(nd?)). Then, there is a polynomial-time quantum

reduction from A-SIV P¢ to search CLWE, ., for any V8Nd - £ = (w(vVdn)/a).

Theorem 6.4. Let A be the natural order of a cyclic algebra A = (L/K,0,v),q € poly(n),
and assume that - q > n. (AY) for a negligible e = e(n). Then, there is a ppt. reduction from

search CLWE ¢, for any pairwise different G C A} to decision CLWE,, Y.

These reductions ground the security of decision CLWE on SIVP over ideal lattices in CDAs.
Thus if we connect the security of NTRU to that of CLWE, we will have connected the security
of NTRU to SIVP. However, we require a particular variant of CLWE to which to reduce NTRU.
Here we recall the RLWE variant used in |154]. Let s € R, and ¢ be a distribution over R,.
Let A7, be the distribution defined by samples (a, as +¢) with (a,e) = U(R;) x ¥, where R
is the set of invertible elements of R,. When ¢ = Q(n), the probability of a uniform element
of R, being invertible is non-negligible, so RLWE is hard even when A, and U(R, x R,) are
replaced by A:w and U(R; x R,) respectively. Denote this variant by RLWE*.

It is known that s can be chosen from the same distribution as e without losing security [13].
The authors of [154] call the variant of RLWE when the secret and error are both chosen from

the error distribution RLWEjyr. To see this, let algorithm A be able to solve RLWE{j\p-
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One can transform samples ((a;, b;)).

, into samples ((al_lai, b; — al_lbla,-))i , where inversion is

performed in /. This transformation maps A7, to A*_ , and U (R; X Rq) to itself. Note
that b; — a; 'bia; = a;s +e; — ay *(a1s + e1)a; = a;5 + €; — a;5 — aj ‘era; = —aj ae; + e;.

We define CLWE* analogously: let s € Ay, e <= x, and a <= U(A)). Output (a,as+e) € A x
@ gu' Ly, and call the distribution obtained Af sy We can take s from the same distribution

as the error to obtain CLWE \ 5; to see the transformation as in the RLWE case, transform

CLWE* samples into CLWE}, \, - samples via the transformation (a;, b;) — (a;a;’, b —aza;'by).

6.4 NTRU in CDAs

In the following, we follow the method outlined in [77] to implement NTRU in CDAs. After
demonstrating that the basic form of NTRU adapts easily to our context, we will go on to discuss

the tweaks, improvements, and modifications that have arisen in the literature, and how they

can be brought into CDAs. We refer to NTRU in a cyclic division algebra as CNTRU.

NTRU Instances in CDAs

Definition 94. (CNTRU instances) Let A = (L/K,60,~) be an algebra as constructed above,
and A the natural order. Let q € Z>o. An instance of CNTRU is an element h € A, such that

f+h=gmod g\ for non-zero pair (f,g) € A.

We define the NTRU problem for CDAs, based off CNTRU instances:

Definition 95. (The CNTRU problem) Let A and q be as above, and ¢ > 0. Let D be a
distribution over instances of CNTRU. The CNTRU problem is, given h <— D, to find non-zero
(f,g) such that f-h = gmod qA and || f||, |||l < \/Ta.

NTRU Lattices from CDAs

We now consider the lattices generated by CNTRU instances. These lattices are a generalization

of [50] and [49]’s lattices: take a private key (f,g) € A? and public key h = f~'g mod gA.
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Observe that the pair (f,g) satisfies

fh—¢g=0mod gA, (6.1)

so in the same way as NTRU, the set S = {(f,g9) € A*: fh — g = 0mod gA} C A? is a left
A-module (i.e. S is additively closed and closed under multiplication from A on the left). We

note that if we changed our convention and considered

{(f,9) € A’ : hf — g =0 mod gA}

1
instead, we could write a generator matrix for this second (right) A-module as where
qg 0
the columns generate the module over A% By fixing a basis {u'};, we can then rewrite this
H |1
matrix to obtain one with entries in Oy, where
q[d 0
ho  v0(ha—1) 70*(ha—2) ... 70" (M)
o hi o O(he) 0 (hay) ... 09 (ho)
ha—1 Q(hd_g) 92(hd_3) . del(ho)

Note that in the module NTRU examples referenced above, the element h defines a vector
over a field, so appears in just one column of the corresponding matrix, whereas one sample
of CNTRU for [L : K| = d results in h mod ¢ defining an NTRU-style matrix with d columns
determined by h, as can be seen. This is (loosely) equivalent to d samples of module NTRU.

To make the comparison explicit, recall that module forms of NTRU rely on lattices of the form

Ln,={(F,g) € R™@ . Fh — g =0mod ¢}.
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In this case, one can see that these R-modules have a similar form to the CNTRU modules

defined above as

Lne=A{(f,9)" € A*: fh—g=0mod g},

when ring multiplication is written in matrix-vector form using the regular representation of A:

Lig={(fg)" € 01" : ¢(f)h—g=0mod g}.

Thus we expect the hardness of NTRU problems in CDAs to lie between that of NTRU over
rings and NTRU over modules. Moreover, because of the ring structure of A, one could use
algorithms such as [43] to follow the analysis of [71] and gain (asymptotic) efficiency over
standard forms of module NTRU. Finally, we note that the storage required for a CNTRU
private key is much less than the module case (for multiple samples), because of the structure
of ¢(f) as compared with that of F', using the above notation. In particular, one only has to

store the first column of ¢(f), as opposed to the entire matrix.

NTRU-based PKE

To develop encryption based on the CNTRU problem, we proceed as in |77|. Take the following
setup: let A = (L/K,0,7) be a CDA, and A C A the natural order, assumed to be maximal.
Let K = Q(¢xr), [K : Q] =n,and [L: K] =d. Then A = O, ®uO; & ... ®u?*Oy. Denote by

L, Ly, Ly, and L, sets of elements of A. Select p, ¢ € Z such that ged(p,q) =1 and p < q.

Key Generation: Select f from Ly, and g from L,. Furthermore, ensure that f has inverses

in A, and in A,. Set (pk, sk) := (h,(f,g)) where

h:= f'. gmod ¢A.
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Encryption: To encrypt m € L,,, take ¢ from L4 and use the public key, h, to form
¢ :=ph - ¢+ m mod gA.

Decryption: To decrypt ¢, compute a := f - ¢ mod gA, then f~!-a mod pA.

Correctness

Note that

a=f-cmodqg=f-(ph-¢+m)modq= fph-¢+ f-mmod q

=pf-(f'9) ¢+ f-mmodq=pge+ f-mmod g,

since f- f~' =1 mod ¢q. Then

S amodp=fpg-¢)+ f(f-m)=p(f T g¢)+ (f'-f)-mmodp

= (f'- f)-mmod p = m mod p.

Remark: This is basically the same as NTRU, but we have to be careful about the order we
multiply elements, because of noncommutativity.

Observe that when d = 1, we are in the usual set up for NTRU. We could choose the sets Ly,
L, etc. to be analogous to the ring case, if for example we wanted f and g to be ternary.
Note that the original NTRU scheme doesn’t meet the IND-CPA security condition (though
[128] gives partial reductions for search and decision NTRU problems). Below we will state an

adaptation to the above scheme, and mirror the security guarantee of |154].

6.5 Results on g-ary Lattices

In this section we prove a regularity lemma on g-ary lattices obtained from the natural order

of our family of CDAs.
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Uniformity of the NTRU Public Key Distribution

We ultimately aim to demonstrate near-uniformity of the CNTRU public key distribution,
focusing on the case d = 2. Almost all of the argument below holds for arbitrary d, but one
step restricts us to d = 2; we leave the removal of this restriction as a topic of future research.
We prove our result for completely split primes, but note that the proof can be adapted for any
prime which is unramified in L.

Let A be the natural order of a CDA as above, where [K : Q] =n and [L: K| =d. Let ¢ € Z

be prime, such that ¢ is unramified in Oy. Then:

Lemma 6.4. [119, Proposition 4] Suppose that T = q is a prime in O, such that qOp =
19y -+ Qg in L, with v # 0 mod q. Then the only proper two-sided ideal of A containing T
is TA = @?;éuquL.

Since in our case A is a maximal order, ideals uniquely factorize into products of prime ideals
and prime ideals are maximal. By the above lemma all unramified two-sided ideals of A factor
into a product of ideals of the form qA, where q lies in K. Thus any two-sided unramified ideal
can be expressed as Z = [[,.¢ qi\, for some indexing set S. In the following, we will consider
the ideals lying above g\, where ¢ splits completely L: these have the form Z = ], ¢ g;A where

@Ok =11} g, and S C {1,...,n}. We now define the following module lattices:

Definition 96. Let ¢ > 2 be a prime completely split in Op. Let T be an ideal of A of the form
T = [l,cs @\ containing qA, and Ig be an ideal of A, of the form Lg = [[,cq q:i\/qA for some

S c{l,..,n}. Let m > 2 and a = (ay, ..., a) € AJ".
at(Zs) = {(t1,....ty) ET™ : Ztiai = 0 mod ¢}, and

L(a,Zs) == {(t1, ... ts) € (AV)™ : t; = a;s mod ¢Z" for some s € AV, Vi}.

Lemma 6.5. a*(Zs) = q(L(a,Zs))", and L(a,Zs) = q (al(IS))v.

Proof. To show a'(Zs) C q(L(a,Zs))", we show that any t = (¢, ...,t,) € a*(Zs) has Tr(t -

z) = 0mod ¢ for any z € L(a,Zs))Y. Write z; = a;s + gz, for s € AV and 2, € 7. Then
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Tr(t-z)=Tr()_ tiz;) = > ; Tr(tiz;) =Y, Tr(tia;s)+Tr(q-t;z)) = Tr(>_,(tia;)s)+qTr(t;z]) €
q7Z.

To show the reverse containment, let = € L(a,Zg))Y. We show that ), ¢z;a; = 0 mod ¢ and
qr; € Z. Note q - (ZV)™ € L(a,Zs))¥. Set v; to be an element of L(a,Zs))" with zeroes
everywhere except for the ith entry, which is ¢s’ for ' € ZV. Then Tr(x-v;) = Tr(q- z;8') € Z,
so qx; € I. Moreover, for all t € L(a,Zs)), we have Tr(x -t) € Z. Writing t; = a;s + qt; where
t; € IV, we obtain Tr(x - t) = Y . Tr(zais + quit;) = Tr((d, za:)s) + >, Tr(quit)) € Z, and

hence we have Tr((>_, x;a;)s) € Z. So Y, x;a; € A, as required. O

We now lower bound the shortest vector in L(a,Zs)) probabilistically. Recall K = Q((yr) with

[K : Q] =n, M =Q(Cr.) for a prime £ = 1 mod 2", and L is intermediate of degree 2 over K.

Lemma 6.6. Let S C {1,....n}, m > 2, d =2, and ¢ > 0. Then \{°(L(a,Zs))) > B :=
¢°/(nV0), where B = (1 —21)(3 — Ly — ¢ except with probability at most 20-+10m)ng=4mne

where a < U(AS)™.

Proof. Set P = Pro.yaxym [L(a,Zs) contains £ # 0 : ||t|. < ¢’ /nd]. To bound this, con-
sider P(t,s) 1= Pro._(axym) [ti = ais mod gZ", Vi]. This, because t € (AY)™ lies in L(a, Zs) if
and only if ; = a;s mod ¢Z" for some s € AV. Since the a; are sampled independently, we can
rewrite this as P(t,s) = [[" Pi(t;, s), where Pi(t;,s) := Pr,. vy [ti = ais mod gZY]. So we

obtain

P< > > I[ns).

sEAY /qIV i
te (ZV)™
0 < [|til|oo < B Vi
Now, since Z = [], g 4:A, we have Z7' =[], g q; 'A, and

¢T" = qT '\ = qu (JJar'MAY =[] e,

i€S €S’
where S" = {1,...,n}\ S. By the CRT Z"V/qZ" = TV /q;, AV X ... XIV/qi‘S,lAV, for a subsequence
;eSS i=1,..,9

We claim that if P;(t;,s) # 0 there exists a subset S” C S’ such that ¢; and s € [[,cqn GiAY
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and t;,s & q;AY for any j € S\ S”. If this weren’t the case, there would exist j € S” such
that s = 0 mod q;AY and t # 0 mod q;AY, or vice versa. But in either scenario P;(t;,s) = 0,
because a; € A . So such a 5" exists.

If j € 8" t; = a;s = 0mod q;AY for all a; € A. Alternatively, if j € S"\ S”, t; = a;s #
0 mod q;A", so there is a unique such a; € A satisfying the equation. Finally, for j € S, there
is no constraint on the a;. So for a fixed set size |S”| = d’, the number of possible a; € A

satisfying t; = a;s mod ¢Z" is

d—1 n—(|"|-1S"1) d—1 nd' —|S'|
(H(qd - qz)) (H ¢'—q > ,

=0

and so

d-1 ntd' =S| gy n d—1 d'—|5'|
Pi(ti,s) = <H(qd - q")> / (H(qd - qi)) = (H(qd - qi)) ,

=0 1=0

since A/q;A = My(F,), so A, = 1], My(F,) and AS| = [T, |IGlLa(F,)|.

We can now rewrite P as follows, where h = [],cqn qiAY:

d—1 d'—|5|
P Y Y ¥ ¥ diiees)
0<d’<|S| sEAY /qIVNh i i=0
S"cS te(TV)":t; €h

S| =d 0< |[til|o < B Vi

The rest of the analysis divides into two cases, depending on the size of d’. In the first case,
we consider d’ > fn. Define N(B,d') := #{t € 7V : ||t|l < B and ¢t € h}. Observe that

[t]loo = maxaj |a(((t))i )] > A°(h) > NL/Q(E)l/"d, because t € hj, where h = h N L. Observe

that 6 = HiES” qlAV N L = HiES” qZO\L/, SO

Nypjg(h)/ = NL/Q(H q,07)"/" = NL/Q(H 0:0L)" /"Ny (O})™
ies" ies"
dd’

gri g% .7

A

B,

where we used Np,,o(OY) = disc(L)™!, and the bound disc(L) < (n*¢)" (this bound holds for
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d=2). Thus N(B,d')=0if d' > fn.

The second case is d < Bn. Set B(l,¢c) = {x € H? : ||z —c||o < }. One can interpret N (B, d')
as the number of points of o 4(h) in B(B,0). Set A := A;°(h)/2, so B(A, va) NB(\, v2) =0 for
any distinct v1,vs € h. Moreover, if v € B(B,0), it holds that B(\,v) C B(B + A, 0). We
can then say that

Vol(B(B + \,0))  (2(\+ B))"* (B
= Vol(B(B,A,0))  2x® T U)

A A nd? /

q 1 (h)) ) B—<L nd? 2nd? nd?B—d d?
< +1 < (2 n+1 <2 .
- ((n\/z) /< 2 < (%4 )" 1

AS b/qzv f— Hies// quv/ HiES' q,LAV %/ HiES” qu/ HiES/ qu g A/ HiES/\S// qZA7 then ‘b/qI\/‘ —
A/ TLicsnsn aild| = Hlil\s | |My(F,)| = ¢©(51=4) Then

N(B,d) < + 1)

d—1 d'—[5'|
rey Y Yy (e o)
0<d'<fn seAV/qgIVnh i \i=0

S"cS te(ZV)":tieh
1| =d' 0 < |[til|le < B Vi
d2(|S'|—d') NmolS’|

n(l+dm+2d%m) —d?nme
1t~ gymsd) = 1
(ITizo (@ — ¢)™

< maxXqg<gp )

d(d+1)
2

for e = (1 — %)(dil — %) — B, using [Gla(Fy)| > ¢

L+ /21, O

In the above proof we used disc(L) < (ny/¢)?". This only holds for our construction of L when
d = 2. The above result can be proven for more values of d, but because of the restriction in

place on a theorem below, we specialise to d = 2. We now prove a regularity result.

Lemma 6.7. Let q be completely split in L, d =2, m > 2,6 € (0,1/2), ¢ >0, S C{1,...,n},

ce N, andt < Dpm . for o > %Z\/ln(&nn(l +1/0))q?, where e = (1 — @)(% -i)-8.

For all but a fraction less than 2" 10 g=4nme of g (AX)™,
A (t mod a*(Zs),U (A™/a™(Zs))) < 26.

Proof. A direct combination of Lemmas [2.1] [2.6] [6.5], and [6.6] O
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6.6 An NTRU Key Generation Algorithm

In [154] and [156], the authors published work improving the hardness guarantees of NTRU.
They tweak the original version of NTRU, adding an error term that allows them to demonstrate
IND-CPA security, assuming the hardness of a variant of RLWE. Here we adapt their work to

our setting, following [169].

The Revised CNTRU Scheme

Recall D, samples over L3 to enable us to sample elements of A,, and p € Ay. We will sample

the elements s, e from the same distribution, x = | Dg,],v , where [-]av is the CRR discretisa-
1

tion, £ = « <%)Z , aq > w(y/log4n), and k = O(1).

Setup The setup algorithm Setup(1™) takes in a security parameter n and outputs a tuple of
parameters params(n) = ((K = Q((,), L, {(n),0(n),q(n),o(n), a(n),£(n)), where £(n) satisfies
¢(n) = 1 mod n and ¢(n) # 1 mod pn for any p | n, L is a degree d extension of K contained
in M = Q(Cueeny), 0(n) generates L/K, g(n) completely splits in L, o(n) parameterises the
distribution of (f’, g), and «(n),&(n) parameterise the error distribution as above.

Key Generation: Gen(1") runs Setup(1") for params(n). Sample f' <— Dy, and let f =
p- f'+1;if f mod g ¢ A, resample. Sample g < D, ,; if g mod ¢ ¢ A, resample.

Return secret key sk = (f, g) and public key pk = h = f~'pg € AX.

Encryption: Given m € A}, sample s, e <= x and return ¢ = hs +pe + m € A/
Decryption: Given ciphertext c and secret key f, compute ¢’ = f-c € A/ and return ¢’ mod p.
Correctness: ¢ = fc = f(hs+pe+m) = fhs+ fpe+ fm = pgs + fpe + fm.

If the coefficients of pgs+ fpe+ fm are small enough, reduction modulo ¢ leaves the coefficients

unchanged, and ¢ mod p = m mod p.

We want to prove that if there is an IND-CPA attack on CNTRU, then a variant of CLWE
can be broken. The following holds for the algebras used in CLWE, namely when K = Q((ar),
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n = [K : Q] and L is a finite cyclic extension of K of degree 2. We now show there is a high

probability of selecting an appropriate value f for the public key.

Lemma 6.8. (71, Lemma 17] For a fized d, the proportion of invertible elements of My(F,) is

1\d
at least (1 — 2)%.

Lemma 6.9. Let d = 2, 0 < € < %, r > 2nv1 w . q%, p € AS, Dx, a discrete
Gaussian sampling A and q € Z a prime that splits completely in K, i.e. ¢qOx = HEILQ] P;.

Then Prpp, [(pf' +1mod gA) € AX] <n (2 — 5+ 26).

q q

Proof. We bound Prpp, [(pf' + 1 mod p;A) ¢ A/p;A*]. Since r is sufficiently large, pf’ +
1 mod p;A is statistically close to the uniform distribution. Thus the probability that pf’ + 1
is not invertible in A/p;A is 1 minus the proportion of invertible elements in A/p;A = My(F,)
plus 2e. Note My(F,) has size |My(F,)| = ¢* and the set of invertible elements in R; size
|GL4(q)| = Hf:_ol (¢* —¢'). By Lemma this proportion is at least (1 — é)d, so with d = 2 we
lower bound the probability with 1 — (1 — %)2. The CRT and a union bound implies the result.
Regarding r, since when d = 2 and K is a cyclotomic field with power of 2 conductor the number
of roots of unity in A equals [ A : Q] and since p; A is a A-ideal, A, 42 (p;A) = A1 (p;A). We then ap-
ply Lemmaand compute 7. (p;A) < /In(2nd?(1 + 1/€))/m-Apaz(piA) = /In(2nd?(1 + 1/€)) /7
M (pid) < /In(2nd2(1 + 1/e)) /7 - 2nV1g"™ = /In(8n(1 + 1/e)) /7 - 2nV/1g"/™. O

If ¢ >n+1, then (1 — i)”d > ((1- %ﬂ)”)d > e¢~% and the proportion of invertible elements

in A, is non-negligible. We now show that with high likelihood the elements f and g used to

construct the public key will not be too large.

Lemma 6.10. Let n > 8 be a power of 2 such that x™ + 1 splits completely modulo ¢ > 8n. Let
A= (L/K,0,7) with K = Q((,), [L: K] =2,6 >0, and o > 2nv1 M -q"/™. The secret

polynomials f, g returned by the CNTRU algorithm satisfy, with probability > 1 — 24747,

£l < V2(1 + o|lpllV2n) and |lg|| < 20v/n.

Proof. When d = 2, \;2(A) = \M(A) < dy/n- (disc(A))ﬁ < 2nv/1. If we set § = -

3n—1"

then Lemma implies 75(A) < w -2nv/1. We can then use Lemma to obtain
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Pr.p,,([|z]| > dy/no) < 37‘:’—7_‘22*"‘12. Then

Pryep, . (9]l = dy/no and g € AY)
Procpy, (lgll = dv/no | g € AY) = ———=< !
gD, ( Q) ]-DI‘g<_DA7(7 (g c A;()

_ Pryea, (ol > dviio)
Prg(—DA,g (g € A;)

3 2 1
Ly LU VR (g
3n — 2 qg ¢>

S 27471 .16 S 2474n.

This applies to both f” and g, so we have || ||, ||g|| < 2v/no with probability at least 1 — 244",

Finally, observe [[f[| = [lpf" + 11 < llpf'Il + 11 < lIplllF I} + V2 < lplco2v/n + V2 =
V2(1 4 o||p|lsov/2n) with probability > 1 — 244", O

We now show near-uniformity of the required distribution, to ensure our NTRU public keys are

statistically close to the uniform distribution over AJ.

Theorem 6.5. Let e > 0, g be completely split, p € Z(A)), and o > 4n3/2\4/zw/21n(32nq)q%+2€.
Let y; € A, and z; = —y;p~* mod q for i = 1,2, and D7 .. denote Dy, restricted by rejection

to Ay + zi. Then when d = 2,
mod q, U (A;)) S 222nq78n6

Proof. Let Py := Pry_px 15 [(y1 +0f1) - (g2 +pf2) ' = a], with a € AS. We aim to show

that |P, — | A1;|| < ¢, for some €' > 0, except for an exponentially small fraction of the a € AJ.
Let a = (ay,a2) < U((A)?). When z; = —p~'y; mod q, (y1+pf1)-(y2+pf2) ™' = —a; 'az mod ¢
is equivalent to a; fi+as fo = p~t(—a1y1 —asys) mod g, and so to a1 fi+asfo = a121+az2e mod q.
Since —aj'ay € A is uniform,

az

Py, =Po = Prfi%D;’Z“i:l’Q[alfl + as fo = a1z1 + asze mod ¢,

if a € (A;)Q. One can see that the set of solutions to aif; + asfo = a12z1 + aszs mod ¢ in A,

taken from D, i =1,2,is z + a**, where a** = a* N (A NgA)?, and a* = a'(A,). We

0,27
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can then write
Dp2 o(z + at>)

P, = .
Dpo(z1+ A +qA) - Dag(22 + NS +qA)

Now, let t € a*. Then tia; + ts + a; = 0 mod ¢ implies that to = —t;% and the ¢; lie in a

az

shared ideal of A,. Denote this ideal by Zg. Then

777777777

Applying an inclusion-exclusion argument, we get two expressions to analyse:

Dyo(z+a™)= > (=1)IDy,(z + a*(Zs)), and (6.2)
Sc{1,...,n}
Dpo(zi+ A +qA) = Y (=1)¥Dy (2 + Is + qN). (6.3)
Sc{1,....,n}

We deal with (6.2)) first, with two cases. If |S| < en, use Lemma with m = 2 and § =
g " -Lenl@  Note that gA? € a*(Zs) C A2, so [A%/a*(Zs)| = ¢ 19, Then for all except a

fraction less than 2n(1+4d*+2d)¢—2d*ne of g ¢ (A)?,

d?(n—|S])
Doz + a*(Ts)) = S| = [ Do (2 4+ 0 (Ts) — ¢ 1| < 25,
q=" ’
In the second case, when |S| > en, one can choose a subset S” C S’ such that |[S”| = |en

Then a*(Zs) C a*(Zs), so Daz,(z + a*(Zs)) < Daz,(z + a*(Zg)), 80 Daz,(z + a*(Zs)) <
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20 + ¢ " ~len] We can now say that

Lx (d—1) |A;<|
Dpz o (2 +a™>*) —2nd=D 1
|Aql
2 _ 1\n
<1 Y (-1)¥Dpeg(z + a(Zs)) — 24N (2-”<d—1>—(q 2nd21) )
Sc{1,...,n} q
(qd2 _ 1)71
<| Y (—1)|S|DA2,(,(zJrcz%zS))—q2T
Sc{1,...,n}
<| X 0Dt at ) - () )
Sc{l,...,n} k=0
<| Y (CD)IDpg(z+at(Zs) - > (—1)Elg s
Sc{l,...,n} Sc{1,...,n}
<| S () Dz + 0t (Ts) — g D)
Sc{1,...,n}

< 271(25 + 2q—d2(n+|_5nj)) < 2n+1(5 + q—dQ(n—i—LenJ))’

except for a fraction of a € (Aqx)2 less than 27242444 =2 ne - \Writing Dya ,(z + a'*) =
(14 8o)2nd=1) ‘j\\qxgl, we find that

[Aq]

|A ‘2 —n{d— n —d? n en
o] < TRL2I(§ g L)
q

< 2ndqnd227n(dfl)2n+1 ((5 + q*dQ(n+LEnJ))

_ 22n+2 —d?|en|

q

Moving on to , begin by observing that det(Zs +gA) = N/(Z)+/disc(A) = ¢!*l\/disc(A).
Moreover, Ana(Zs + qA) = M (Zs + qA) < dy/n - det(Tg + gAY = dy/n - ¢S/ disc(A)V/20d”
When d = 2 and n is a power of two, we in fact have A,qp2 (Zg+qA) < dy/n- ¢S/ disc(A)H/2nd*.
Since disc(A/Z) < (nvVE)*, we obtain A\, (Zs + qA) < dv/n - ¢SV /nt = ndv/ig®/" e,

Then Lemma [2.3| implies that

15(Zs + qA) < /In(2nd2(1 + 1/8)) /7 - Az (Zs + qA) < /In(2nd?(1 + 1/6)) /7 - ndv/ 1S/
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Since o is larger than this quantity for |S| < n/2 and 6 = ¢~"¥/2, we can apply Lemma to

obtain |Dy (2 + Zs + gA) — ﬁ| = |Dpo(zi + Is + qM) — —z| < 26. If S| > n/2, we can

qu\s
pick a subset 5" C S such that |S'| < n/2, and then D ,(z; +Zs+qA) < Dp (2 +Zg +qA) <

20 + q*"dQ/ 2. We now justify a claim, before proceeding with the rest of the proof:

d(d+1)

Claim: For d > 2 and ¢ > 5, we have [T, (¢' = 1) > (47 = 1)/2'".

To see this, induct on d. When d = 2, the claim simplifies to the statement (¢ — 1)(¢* — 1) >
(¢* — 1)/+/2, which is true iff the polynomial (v2 — 1)¢* — v/2¢> — v2¢ + (1 ++/2) > 0, which
is true when ¢ > 5. Suppose the claim is true for d = k — 1 > 2, and consider Hle(qi —1). By

k(k

induction, Hi:ll(qi —-1)>(q = 1)/2%, and we can write

k
[T -12 6" -0t -0/2% =" -5 2=

i=1

Then the claim is true if

k(k+1) k(k—1) k(k+1)

(¢ 2 —q 7 —¢"+1))27 >(q¢ = —1)/277,

e (V2- 1) —v2¢" 7" —v/2¢" + V2 +1 > 0, which holds if ¢ > 5, k > 2.

The claim implies that 95 IAX]/ (¢ — 1)" > 1, for appropriate d and ¢, which we will use

below. Resuming the proof, we have

n(d—1 AX
'DA,U(Zi i A; —I—qA) _9 (d2 ) ||Aq ||
q

a? 1)

<| Y. (—D)¥IDyo(z+ Ts +gA) - (qu)

Sc{1,...,n}

< 2n(25 + 2q—nd2/2) _ 2n+1(5 + q—nd2/2);
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writing D ,(z; + A; +qA) = (1+ (5i)2n(d2_1> %, for e < % we get the required bounds on the
d; since |0;] < 9y MQ"H((S + q—nd2/2> < 2@+2q—nd2/z‘

IAG |
DAQYO_(Z+GL X)
Dp o (z14+A5 +qA)-Dp o (z24+A +qA)’

Finally, we obtain that since P, =

1
AZ

Dj2 o(z + a*>) 1
DA,U(Zl + A; + qA) : DA7U(ZQ + A; + QA) |A;(|

(1 4+ 6p)2nd-b K{ié 1
(146025 el (1 4 g2 1ol A7)
(1+ o) 1

(L+a)(1+8&)IA7 | [AF]]

P

al

and since the 9; tend to 0, we obtain the result. O

6.7 A Provably Secure NTRU-based Scheme

In this section we provide a proof of IND-CPA security, subject to the hardness of LWE in
CDAs, for the revised CNTRU scheme.

Security of the Revised Scheme

For convenience, we restate the variant CNTRU scheme:

Key Generation: Sample f' < Dy,. Set f = pf'+ 1;if f mod ¢ ¢ A, resample. Sample
g Dy, if gmod g ¢ A, resample. Set sk = (f,g), pk=h= f""pg e A

Encryption: Given m € A}, sample s, e <= x and return ¢ = hs +pe + m € A/
Decryption: Given ¢ and f, compute ¢ = f-c € A, and return ¢’ mod p.

We first obtain a bound on the infinity norm of a discretised Gaussian sample under the

canonical embedding with the following lemma:

1
Lemma 6.11. Assume that £ = « <L‘”€>4 X = [Deqlpv g > w(y/lognd?) and k =

log(nd?k)

O(1). Set§ =w <\/ndlognd2 o q2> and B the decoding basis of AV, then for any t € H?,
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—w ndlog nd? 2
Prycy (|8, )| > §|t]?) < (nd?)~w(Vndlognd)lit®,

Proof. A Gaussian random variable <= Dy of mean 0 and standard deviation \}1—2% has a

[N

noncentral subgaussian discretisation |« ] with noncentrality 0 and deviation (% + 2s51(B )2>

by Lemma [6.3] The definition of subgaussian gives

E (1) < 6%(§+és1(3>2)ut||2

Y

for any t € H?. A Chernoff bound then implies

Pr (|(¢, [2])] > d||¢]*) = Pr <el<tm>| S eautn?)

1(q%2 1
- Zeﬁ(g—ﬁ@slw Ie1?-sli?

s1(B) <1, s0 3 4252—1—13132 t]? = Q(a? - ¢*vndlog(nd? 2. t||?). Thus
2\ 72 T2

Pr (|(t, [2])] > 6[|t]?) < (nd?)~«(Vndlognd)litl,

The above lemma gives an estimate for ||| with & <= x = [Dy¢]:
Precry (llellse > 6) < (nd?)~, (6.4)

where 0 = w(W&%f) and aq > w(\/logTdQ). In the following, we make our assump-
tion that ¢ < Cn for some constant C' > 2; in this case, when C; and C5 are bounds such that
|- )c < Cull- ] and || - || < Oy - ||, we have Cy = v2s1(F) < 2v/2Cn, so C; = O(n), and
Cy = V3251 (d) < 1.

Lemma 6.12. Let n > 8 be a power of 2, ¢ > 8n split completely in L, { < Cn, 0 >

onv/1 Mql/”. The decryption algorithm outputs m with probability 1 — (4n)~@(vV2nlogin)

T

over s,e, f,q if w (2\/§n2\/10g 4noc2q2) allpllz, < q/2.
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Proof. Notice that f-h-s=p-g-smod gAY, we have fc = pgs+pfe+ fmmod gAYV € AV. If
|pgs +pfe+ fm||S, < £, then we have fc has the representation of the form pgs + pfe + fm
in AY. Hence, we have m = (fcmod ¢gAY) mod pAY. It thus suffices to upper bound the

probability that ||pgs + pfe + fm]|S, > £

Note that [|fc[|S, < [[fell® < Cillfell = Cillpgs + pfe+ fm| < Ci(llpgsll+ llpfell + [ fml).
By the choice of ¢ and Lemma , with probability larger than 1 — 2474, Ifll < Vd(1 +
||pllesV/nd) and ||g|| < v/ndo. Combining with (6.4)),

Ipfell + llpgsll < V(L + ollplloe Vad) [pllclle oo + vido [plloollslloc

< 20v/nd|p|% el + vrdolplloolslle < w(nd*?y/lognd?a®e*)ollpl,

—

with probability 1 — (nd?)~«(Vrdlesnd®) - Since m € AY/pAY, by reducing modulo the po(d);,

write m = Zfﬁ eipo(d); with &; € (—1,1]. We have

nd?

Z E,U'(Ciji

nd?

Z EiPU(Cf)i ynd

< [Iplle —5—C%,
< llp| es

Il = < [Iplloe

nd nd
so [fmll < flllmll < VAQ + ollplavd) - [Pl 0y < 20 yidlpll - [Pl 2y <
nd?c||p||2,Cy with probability > 1 — 247", All together, we have

I fells, < Cr (wind*?Vognda?e)o|pl|%, + ndo|pl|%.Cs)

<w (n2d3/2\/log nd? - a2q2) allpll,
with probability 1 — (nd?)~«(Vrdleen®) since Oy < 1 and C; = O(n). O

We now attempt a proof of IND-CPA security. Recall the CLWE variant we will use: let
s,e < x, and a < U(A)). Here x is the CRR discretisation of the usual CLWE distribution to
AJ; [71] gave a reduction from CLWE to this variant. Output (a,as +e) € AX x A/, and call
this distribution Ay | . Define the usual search and decision problems over this distribution to

obtain CLWEZ \ .

Lemma 6.13. Let n > 8 be a power of 2, d = 2, { < Cn, and q > 8n a prime such that
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a" + 1 splits completely modulo q. Let 6 > 0, p € Z(A)) and o > 20323/ /In(32nq)qz 2
satisfy the conditions of Lemma and Theorem [6.5. If there exists an IND-CPA attack
algorithm A against CNTRU, running in time T with advantage 6, then there exists an algorithm

to solve decision-CLWEjp that runs in time T' = T + O(poly(n)) with success probability

§ =8—q 00,
Note that if p € Z), the algorithm runs in time 7" =T+ O(n).

Proof. The proof runs similarly to [154, Lemma 13|, [169, Lemma 16]. We use the attack
algorithm against CNTRU to construct an algorithm B with non-negligible advantage against
CLWEjyp. Write O for an oracle that samples from one of U(Ay x A}) and A for some
previously chosen s <= x. B begins by obtaining a sample (2',¢') € A x A/ via O. The
idea is that B uses A with public key h = p-h" € A, to guess the bit b in the IND-CPA
experiment. As part of the IND-CPA experiment, A outputs messages mg, m, € AZ . B then
samples b < U({0, 1}), computes ciphertext ¢ = p-¢+my, and sends ¢ to A. Finally, A submits
a value O’ for b, and if ¥’ = b, B outputs 1. Else, B outputs 0.

Since h' is uniformly random in A and p is invertible mod ¢, so is h, and so the public key
given to A is of statistical distance at most ¢~™ from the correct distribution for the attack

algorithm, by Theorem [6.5] Additionally, since ¢ = h - s + e with s, e <= x, ¢ has the desired

X

distribution for the IND-CPA attack algorithm. In conclusion, if O outputs samples from A, ,

then A, and hence B, returns 1 with probability > 1/2 +§ — ¢~ If O outputs uniform
samples from U (A x A}), then ¢ is uniformly random in A}/ since p € A, and is independent

of b. Thus B outputs 1 with probability 1/2, as desired. O

K =Q((),27 ' =n>8 L=_Q(, \/Z) for prime £ : ¢ = 1 mod 2", ¢ < Cn for some C' > 2,
1

q > 8n a prime ¢ split completely in L, « € (0,1): ag > w(y/logdn), £ = « (%) ! with k =

O(1),e€ (0,3),pe N, 0> 20320/ In(32nq)q2 2 and w (2v2n?y/log dna’q?) o|p||%, <

q/2, the security reduction to CLWE from ideal lattice problems holds, and CNTRU connects

with SIVP (note that the CLWE reduction is valid for a restricted secret space).
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6.8 Choosing Parameters and Number Fields

In this section, we give a brief overview of some parameters choices for NTRU, focusing on n

and ¢, before giving possible parameters for CDAs.

Parameters for NTRU in Previous Works

NTRU |77] uses convolution rings Z[z]/(z" — 1) with N prime, which are not ring of integers
of algebraic number fields. This is the same as in |76], [83]; since CDAs are constructed from
fields, the parameters used here do not adapt straightforwardly to our setting. This situation
is mirrored in the NTRU finalist in NIST’s post-quantum standardisation process, [41]. The
authors use the rings Q(z)/(z — 1)®,,(x) with prime n, which are not fields. In this case, the
polynomials ‘@, (x)" are cyclotomic, hence 2™ — 1 = (x — 1)®,,(z); and (x — 1)®,,(z) is plainly
not irreducible.

However, the authors of [154], [156] replace ™ — 1 by z™ + 1, for power-of-two n. These are
the 2nth cyclotomic polynomials, which are amenable to generalisation by CDAs. Since n is a
power of two, natural choices are n = 512 or n = 1024. They also recommend p = 3 or p = 2.
As for g, if ag > n%"™, the decryption algorithm recovers m with probability 1 — n“(!). For the
security proof to hold, one needs ¢ = 1 mod 2n. So in the context of CDAs, one could choose
n = 256, ¢ = 7681, or n = 512, ¢ = 12289, if working with the same framework as [156].
Falcon [3] uses n = 512 for NIST Level I, and n = 1024 for NIST Level V, where n is the
degree of the cyclotomic ring. They use ¢ = 12289. ModFalcon [50]| uses a rank two module
over a power of two cyclotomic of degree 512, and also sets ¢ = 12289. In contrast, ModNTRU
[49] uses a rank three module over a power of two cyclotomic of degree 512, but uses g = 2,

instead of prime gq.

Parameters for NTRU in CDAs

We follow the module NTRU instances in using power of two cyclotomics. Although there

has been some concern raised over the large number of subfields and automorphisms attached
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to these objects [160], there has not yet been an efficient attack against the NTRU problem
exploiting these features (for non-‘overstretched’ parameters). We recommend using algebras
of dimension approximately 1000 over Q. Following the construction detailed above: A =
(L/Q(¢n),0,¢,) with K € L € M = Q({,) for £ = 1 modn, { # 1 mod pn for any prime
p | n. Take ¢ to be a prime completely split in L, not too large to avoid attacks exploiting
‘overstretched’” parameters. Example parameters might be n = 1024, d = 2, ¢ = 12289, and
q = 13313.

As for choosing the sets £y and so on, one can take these to be binary or ternary with set
weights for efficiency, as some other NTRU schemes do, if desired. We leave the precise analysis

of choices of such sets as future work.

6.9 Sketched Cryptographic Functionality

KEM

Here we outline an CNTRU-based KEM. We follow the structure of the KEM in [41] closely. De-
note the CNTRU key generation, encryption, and decryption algorithms by KeyGen, Encrypt,

and Decrypt respectively.

KeyGeng g

1. (pk',sk') = (h,(f,g,h)) + KeyGen(seed)
2. 5 g {0, 1}

3. retumn (pk, sk) = (pk', (sK', 5)) = (h, (f, 9, h,))

Below, H;(-) and Hy(-) are hash functions. Correctness is straightforward.

Encapsulate(h) Decapsulate((f, g, h, s) , c)

L. (r,m) < L, X L, 1. (r,m) < Decrypt (sk, c)
2. ¢ < Encrypt(h, (r,m)) || 2. k1 < Hy(r,m), ko < Hs(s,c)
3. ky < Hi(r,m) 3. if (r,m) #L return k,

4. return (c, ky) 4. else return ko
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Signatures

We now give a signature scheme for CNTRU, based on pqNTRUSign [75]. Below are the key

generation, signing, and verification algorithms. As usual, we fix coprime integers p and ¢ with

g > p. In [75], ternary polynomials are used, though we note this is not essential for the

correctness of the scheme. Let 7 denote elements of A with ternary coefficients, i.e. T = {f =

P gulf; € A f; is ternary}. Moreover, let R = {h = @3 u’h; : ||hilloo < q/2,i=0,...,d—1}

and § = {g = @59 € A+ [|gillo <p/2,i=0,....,d =1},

KeyGensgign

2. If f ¢ Af, resample F'.

w

g+ S.

W

It g ¢ Ay, resample g.

ot

. h:= f~tgmodq.

6. (pk,sk) = (h,(f,9))-

1. F« T and set f = pF.

Like pgNTRUSign, we require a function H which takes a public key h and a message u to be

signed, and outputs a pair of elements with bounded norm, that is H : R x {0,1}* -+ S x S.

The values B, and B, are bounds that can be changed to vary the security level and efficiency

of the protocol.

Sign(p): input (pk, sk, ) = (h, (f, 9), 1)

L (sy.ty) = H(h,p).
2. 1 A 1]l < {%%J =0, d— 1.

3. (s0,t0) := (8p + pr, soh mod q).

4. a = (t, —ty)g~" mod p.

6. (s,t) :== (so0,t0) + (af,ag).

7. Output o = (s,t, u).

5. If |af|loc > Bs or ||ag|lc > By or [|5|lec > £ — By or ||t||c > & — By, restart.
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The signing algorithm is nearly identical to that of pgNTRUSign. We do, however, have to be
careful about how we multiply a and f, g. For correctness to hold, we use the pair (af, ag) in our
algorithm, whereas in [75| one can use (fa, ga) or (af,ag). This is because the NTRU lattice

is an Op-bimodule in the commutative case, whereas CNTRU lattices are only left A-modules.

Verify(o): input (h,o) = (h, (s,t, 1))

L. (sp,tp) < H(h,p).

2. Check (sp,t,) = (s,t) mod p.

3. Check t = sh mod q.

4. Check ||sllc <4 — B, and ||t|| < 4 — B,

5. If all checks succeed, output Valid.

It is straightforward to show correctness for this scheme, for well chosen By, B;.
We do not analyse the above schemes in detail; we include them to demonstrate that such

functionality is obtainable from NTRU in noncommutative rings.

6.10 Chapter Summary

In this chapter we have defined a general form of NTRU, and shown that for certain parameters
the NTRU instances obtained are indistinguishable from samples chosen uniformly at random.
We have given the cryptographic application of a public-key encryption scheme, and shown
that an IND-CPA attack on the PKE scheme implies an efficient attack on decision CLWE.
Along the way we have proved new results on ¢-ary lattices obtained from natural orders of
CDAs.

Future work includes selecting parameters for the signature scheme and the KEM and imple-
menting these schemes. Further cryptanalysis is required to better understand the security of
CNTRU. It would also be desirable to see if one could lift the constraint ‘d = 2’, and obtain

results for higher degrees.
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Conclusion
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7.1 Summary of Thesis Achievements

This thesis was concerned with the CLWE problem, its variants, GRLWE, and NTRU in CDAs.

7.1.1 Clarifying the Security of CLWE

We began in Chapter Three by studying the security reduction of |71]. We showed that the
guarantee given by the security proof in that work did not give the claimed security level (that
is, hardness from problems strictly harder than ideal lattice problems in number fields). We did
this by proving a new structure result on the ideals of the natural order A in A = (L/K,0,7)
where K = Q((,,) and v = (,, for any n. This was combined with properties of the canonical
embedding to reduce ideal SIVP in ideals of A to ideal SIVP in ideals of Op. This result
completely classified ideals in A which have intersection with K which is unramified in Oy,
and extended the work of [119]. In addition to its implication for CLWE, it also implied a

Gentry-Szydlo style result for the Ideal Lattice Isomorphism Problem in A.

203
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Chapter Three then turned to positive results. We first showed that SIVP on module lattices
in rank two can be reduced to search CLWE. This formalised the sense in which CLWE is a
structured form of MLWE. We then introduced CMLWE, a module variant of CLWE in which
modules of finite rank over A are considered as the sample space for LWE-style samples. This
generalised both CLWE and MLWE. The end to which this variant was introduced was to
obtain a result like that of [8], in which it is shown that after a trade-off in parameters, the
security of RLWE (with modulus ¢*) is the same as MLWE (with modulus ¢). We demonstrated
a similar result for CLWE and CMLWE. To achieve this, we proved lemmas on pseudobases of
modules over certain noncommutative rings, demonstrated the hardness of the search variant
of CMLWE, and analysed the statistical distance of certain combinations of algebra elements
sampled from discrete and continuous Gaussians. Finally, we introduced one-sided ideals and
defined lattice problems on them under the canonical embedding. We then adapted the security
proof of [71] to hold for these ideal lattices, which required proving new ‘clearing out ideals’
lemmas for one-sided ideals, and adapting the reduction from ¢A-BDD to search CLWE using
a theorem of [139] on conjugations by one-sided ideals. We then gave two constructions of

one-sided ideals.

7.1.2 Extending CLWE to Other Algebras

Chapter Four addressed algebraic constructions of CDAs, parameterised by the choice of v, and
their application to LWE-based cryptography. CLWE took v € Ok, and in particular v = (,
for prime-power n. The first result of Chapter Four was an extension of the proof (from [95])
that for A = (L/K,60,v) where K = Q((,), ¢, is non-norm, to hold for composite n, not only
for prime-power n. The later proofs of [71] immediately hold for these non-norm elements, since
they do not rely on n being a prime-power. We then gave possible parameter sets for CDAs
and moduli for CLWE that satisfy the conditions of the theorem, for a range of algebra indices.
We next considered algebras of the form A = (L/K,0,v) where K = Q((,) and v € K \ Ok
of unit-magnitude. Previous methods to find such fractional non-norm elements had been

developed for low-degree cyclotomics in [121]. We extended the results of that work to hold for
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any cyclotomic with ring of intgers a PID. We then studied the more general case, where O is
a Dedekind domain. We proved new results on non-norm elements in this setting, developing a
method to find such elements. We then studied LWE defined over maximal orders in the CDAs
obtained, and gave a reduction from ideal SIVP to a search CLWE-style problem.

Finally, we considered taking - in the maximal subfield of A, that is v € Op \ Og. These
algebras are nonassociative, studied in [171], [152] and the ideal theory of natural orders in
such algebras less developed than in the associative case, the state of the art being [131]. We
first developed the ideal theory in such natural orders. We classified the form of all maximal
ideals in A lying above ideals in K unramified in Op, and used this to extend the ideal structure
theorem of Chapter Three to the nonassociative setting, when ~ is a unit. This then implied
fundamental results on the ideal arithmetic of A: unramified ideals have unique factorisation
into primes, and multiply commutatively and associatively. We then defined lattice problems
in these ideals, and reduced ideal SIVP to decision LWE defined in these nonassociative spaces.
This reduction was striking for its lack of restriction on the secret space, a constraint which
remains a limitation of CLWE. We then analysed PKE schemes, compensating for the lack of
a multiplicative matrix representation with a small additive step in the decryption algorithm,

and suggested some parameters.

7.1.3 Attacking and Repairing GRLWE

In Chapter Five we turned to GRLWE, another structured form of MLWE, based off structures
in integral group rings over dihedral groups [47]. The group ring structure employed was shown
to have the properties of an order in a central simple algebra, and in fact that of a cyclic
algebra. In the case of G = D,,, this cyclic algebra had v = 1, and by a result of [139]
was isomorphic to a matrix ring over the center K. We then analysed the impact of the map
from the group ring to the matrix ring on the errors of GRLWE samples, and showed that the
restriction of the isomorphism to the integral elements was a bijection, when the modulus ¢ was
chosen appropriately (and in fact, as is typically chosen in practice). The matrix samples in the

image of this map were doubled in number and halved in dimension, and therefore susceptible
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to attack from any LWE solver if the initial dimension was sufficiently low. The matrix secret
obtained could then be inverted under the map to obtain a solution to the original group ring
problem. We attempted to quantify this attack with the lattice estimator [9], and extended
it to the more general group rings suggested by the authors of the original paper. We then
proposed generalised quaternion group rings (04, as a structure not susceptible to our attack.
When one maps the group ring to an order in a cyclic algebra, one finds in the case of G = Q4
that v = —1, which is not a norm for the number fields L/K that construct the algebra. Thus

there is no such isomorphism to a matrix ring, and our attack failed.

7.1.4 Introducing CNTRU

Finally, in Chapter Six we studied NTRU in CDAs. We introduced ‘CNTRU’, a PKE scheme
based off NTRUEncrypt which relies on the hardness of NTRU-style instances in the natural
order A of quaternion algebras of the form A = (L/K, 6, ) where K = Q((,), L = K(v/f), and
v = (,. We followed the general outline of [156|, developing results on g-ary lattices, in this case
coming from A, which were used to prove the indistinguishability of the distribution of CNTRU
public keys from uniform. This is proved for a scheme tweaked in the sense of [169]|, where
elements are mapped under the canonical embedding and then discretised. Moreover, the result,
using current methods, appears to fail for higher index algebras: when the index is larger than
two, the unit group of A appears to not be dense enough in A for the asymptotic statement
of the theorem to hold. We then demonstrate IND-CPA security of CNTRU, assuming the
hardness of a variant of CLWE in which the public element «a is invertible and s is chosen from
the same distribution as the error, in A;. This links CNTRU with ideal SIVP, albeit through
the restricted search-to-decision reduction of CLWE. The structure of our algebras is somewhat
nonstandard for NTRU, and the presence of v/¢ appears in invariants of the algebra such as
the discriminant; to ensure reasonable parameters for CNTRU, we stipulate that ¢ should be
a bounded multiple of n, a constraint which appears (from our tests) to be easily satisfiable in

practice.
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7.2 Discussion and Future Work

7.2.1 Problems Remaining from [71]

We first list the major problems left open from [71] which we were either unable to close, or
which we did not attempt to resolve. The most pressing of these is the status of the search-to-
decision proof for CLWE. While for certain primes we were able to obtain a full reduction for
our nonassociative variant of CLWE, it is still unclear if such a reduction can be obtained in the
associative setting; that is, whether the restriction imposed on the secret space is an artifact
of proof technique, or necessary because of deeper structural reasons. As noted in [72], one
might hope to obtain a direct-to-decision reduction in the style of [126], but it is not clear how
to adapt the OHCP problem defined therein to the setting of CLWE, and indeed, the current
author also struggled to adapt the results of that work to cyclic algebras.

A second major open line of research is to implement CLWE. This would benchmark the
performance of CLWE against popular LWE-based schemes such as Kyber [135] and Frodo
[10]. We also note here that while not a problem arising from the work of [71], a similarly
useful project would be to implement CNTRU, to compare its performance to ModNTRU and
ModFalcon.

7.2.2 Further Constructions

In Chapter (3| we reduced ideal lattice problems from one-sided ideals in A to search CLWE.
We gave two constructions of such ideals: the first is an existence proof, and the constructed
ideal offers no more security than the reduction from two-sided ideals, since solving SIVP in
the intersection of that one-sided ideal with Oy, allows one to solve SIVP in the one-sided ideal.
The second construction does not suffer from this drawback, but instead does not have a closed
form which is amenable to computation. It would be worthwhile to study one-sided ideals of
maximal orders to better understand the security guarantee provided by our proof.

Two algebraic problems arose in Chapter [dl First, we devised a method to find unit-magnitude
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fractional non-norm elements for finite extensions of cyclotomic fields. We used this to create a
generalised form of CLWE, and reduced lattice problems to the search problem of this CLWE
variant. However, we were unable to give a search-to-decision reduction for this variant. Such
a result would help clarify the cryptographic behaviour of CLWE in a more general setting.
Secondly, similarly to the question posed by the restricted search-to-decision reduction of
CLWE, NCLWE only has a full reduction for primes g which split into unramified primes
of Ok which are inert in Oj,. It would be desirable to discover whether this can be extended
to more general choices of prime q.

A further algebraic issue arose in the proof of the indistinguishability of public keys of CN-
TRU. This proof could only be made to work for quaternion algebras, CDAs with d = 2. It is
unknown whether a better strategy of proof would extend the result to algebras with d > 2,
which could be a valuable result.

There are a number of algebraic avenues still untrod with regards to CLWE. Firstly, we note
that one can interpret CLWE as a skew polynomial problem, similarly to how RLWE is a poly-
nomial ring problem. One can consider the skew polynomial ring Oy [u, 6], that is, polynomials
in the variable u subject to ux = 0(z)u for all € Op, and show that A C A= (L/K,0,7) is
isomorphic to Op[u, d]/(u? — 7), and so inherits a number of properties from skew polynomial
rings. One could define a skew polynomial variant in which the quotient by (u? — ) is replaced
by other irreducible skew polynomials. This may be an interesting avenue to explore for both
constructions and cryptanalysis, and may open up connections to coding theory, in which skew
polynomials are used extensively, e.g. [15]. Indeed the author has a manuscript under submis-
sion exploring this connection and its relation to the middle product for skew polynomials and
to CLWE. A skew polynomial variant of NTRU is also plausible.

We also observe that [29] defined a LWE/LPN-style variant over function fields and demon-
strated that a search-to-decision reduction is possible. Since one can define cyclic algebras over
function fields [130, Chapter 19], we wonder whether exploring the use of these objects could
yield fruitful cryptographic results.

One may also wish to adapt Learning with Rounding to the cyclic algebra setting, replacing

the sampled error with a deterministically-generated error term.
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7.2.3 Greater Functionality

Aside from algebraic constructions, cryptographic functionality is a high priority for future
work on CLWE. The development of advanced primitives such as fully homomorphic encryption
(FHE) from CLWE, in the style of say [35], or from CNTRU in the style of [31], could give
interesting results. Likewise, as suggested in [72]|, more uncertain projects such as building
multilinear maps from CLWE could (not totally implausibly) be possible, even if such ideas are
optimistic.

The two most promising novel properties of the move from commutative to noncommutative
algebras appear to be the presence of only one-sided ideals, and the existence of (nontrivial)
commutator maps. We made use of one-sided ideals in Chapter [3, but not constructively.
Perhaps the peculiar properties of one-sided ideals, such as their factorisation theory, could be
used to obtain cryptographic functionality. Likewise, the ring commutator [a,b] := ab — ba is
always equal to 0 in a number field, but, fixing either a or b, gives an additive homomorphism
from A to the elements of trace zero. The presence of such maps seems promising for an
algebraist hoping to build novel cryptographic primitives with cyclic algebras. Moreover, these
maps (when an input is fixed) are bilinear maps - perhaps, again optimistically, one might hope
that these could be cryptographic bilinear maps, a highly useful object [120].

Of course, less exotic primitives could be studied than FHE or new commutator-based schemes.
Signature schemes, KEMs, or key exchange from CLWE and CNTRU could be practical uses
of these problems. We also note that the PKE scheme of NCLWE is less efficient than that
of CLWE, since one is forced to compensate for the loss of associativity by some additive
step in decrypting. The development of a PKE scheme without this extra step would be an

improvement to NCLWE.

7.2.4 Cryptanalysis

Finally, cryptanalysis of CLWE, NCLWE, and CNTRU would be welcome. These are all still
new problems, and their security has not been comprehensively or practically tested.

A promising avenue for this could be exploiting the lack of a full search-to-decision reduction
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for CLWE. If these problems are not equivalent, conceivably one of them could be substantially
easier than the other, at least for some large portion of the possible secrets.

We note that the hard problems underlying CLWE and NCLWE have also not been well-studied,
but are rather algebraic variants of well-studied problems. Solutions to SVP in certain lattices
are implied by solutions to the Hidden Subgroup Problem (HSP) for certain nonabelian groups.
For instance, solving the Dihedral HSP would imply a quantum polynomial time algorithm for
SVP [137]. Moreover these problems are directly linked to the security of LWE [36]. While
we do not know the unit group of an arbitrary maximal order in a CDA, we do know the unit
groups of certain quaternionic orders [168|, and exploring algorithms for HSPs for these groups
may lead to results relevant to CLWE.

Finally, adapting existing cryptanalytic attacks on RLWE or MLWE to the specific algebraic
structure present in CLWE may lead to efficient attacks on CLWE. While the structure of
CLWE is not obviously any more vulnerable to existing attacks than that of RLWE, it is
possible that vulnerabilities exist. Tweaking existing attacks to take this structure into account

seems the most likely way to develop attacks on CLWE-style problems.

7.2.5 Concluding Remarks

Lattices, and the computational problems they offer, are still relatively fresh to cryptography.
They have realised cryptographic functionality few other platforms can provide, yet incremen-
tal and steady cryptanalytic progress has been and will continue to be made. In response to
this progress, cryptographers must adapt, as they always have. Beyond the commutative struc-
tures commonly used by cryptographers for lattice-based cryptography lies a vast amount of
noncommutative and exotic algebraic structures which remain cryptographically untapped. It
is the hope of the author that this thesis suggests to the reader that connecting such abstract

algebraic objects with provably secure cryptography is a profitable and stimulating endeavour.
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