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Abstract

Trusted execution environments (TEEs) have recently emerged as a powerful primitive for securing
applications and protecting sensitive data. By employing hardware isolation in existing CPUs, TEEs
offer a novel application security model: only the CPU and the isolated application code and data need
to be trusted; all other software and hardware components are untrusted. This allows applications to
execute with confidentiality and integrity guarantees.

However, TEEs are not a panacea: they pose fundamental security challenges that make it difficult for
applications to leverage security guarantees: (1) as all code and data isolated by the TEE is trusted
to be free from software bugs, applications must minimise the amount of trusted code and data. This
reduces the size of the trusted computing base (TCB), and the risk of application vulnerabilities; (2) as
all components outside the TEE are unprotected, e.g., the operating system and hardware peripherals,
these components are untrusted and potentially malicious. Applications must therefore secure the
TEE boundary interfaces between trusted and untrusted components, as these interfaces expose attack
vectors; and (3) as TEEs do not provide availability guarantees, and current TEE implementations
are vulnerable to attacks, e.g., side-channel attacks, applications must be designed to tolerate TEE
failures and compromises.

In this thesis, we explore how applications can overcome the security challenges posed by the use of
TEEs. We provide the following contributions:

1. Minimising the trusted computing base (TCB). To minimise the TCB of applications and
reduce the risk of vulnerabilities, we propose automatic application partitioning for TEEs: a principled
approach for partitioning existing applications to be deployed with TEEs. Our approach partitions
applications into security-sensitive and security-insensitive parts, and: (i) protects security-sensitive
code and data by placing it into the TEE; and (ii) provides guarantees that the security-sensitive code
cannot violate the confidentiality or integrity of security-sensitive data, even under attack.

2. Securing TEE boundary interfaces. To secure applications against TEE boundary interface
attacks, we propose a set of TEE interface design principles. By following these design principles,
applications can: (i) better protect the confidentiality and integrity of security-sensitive information
that crosses the boundary interface; and (ii) avoid leaking sensitive information about application exe-
cution, e.g., by exposing side-channel information through interface calls. By securing TEE boundary
interfaces in this way, applications can maintain confidentiality and integrity guarantees even when
interacting with untrusted and malicious components.

3. Tolerating TEE failures and compromises. To tolerate TEE failures and compromises, we
propose applications employ TEE-heterogeneity : the protection of security-critical functionality using
multiple heterogeneous TEEs. By employing TEE-heterogeneity, applications: (i) tolerate independent
TEE failures and compromises, as they adopt decentralised architectures that avoid relying on a single
TEE; and (ii) tolerate global TEE failures and compromises, as they employ heterogeneous TEEs,
protecting against vulnerabilities that can simultaneously compromise all TEEs in the deployment.
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1
Introduction

Software plays a critical role in the world around us. It drives cars, flies planes, operates life-saving

medical devices and even controls nuclear facilities [Sto96]. As a society, we have never been more

reliant on software than we are right now. However, software is only as secure as the environment in

which it executes. This is the observation that motivates my work.

1.1 The need for trusted computing

Software deployment models today require trust: applications trust the security of the environments

in which they are deployed. For example, an application deployed on an operating system (OS), e.g.,

Windows or Linux [SGG18], trusts the OS to protect the application from other software, e.g., by

managing memory and enforcing access control policies. Likewise, the application trusts the OS not

to be under adversarial control, otherwise the adversary could attack the application directly, e.g., by

reading or modifying memory. If any of these assumptions are violated, the security of the application is

compromised. As a result, to completely secure a software application, you must secure all components

that the application relies on. This forms the trusted computing base (TCB) of the application, i.e.,
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the set of components that together ensure the security of the application.

Unfortunately, for most application deployment models today, the environment in which applications

execute is incredibly complex, and applications rely on a plethora of different services. For example,

runtime environments [LYBB14], the OS, the hypervisor, the CPU, and the even the BIOS [BHBN14]

affect the functionality and correctness of application execution. As such, the TCB of most applications

today extend far beyond the application itself, with most TCBs consisting of several millions of lines

of code [SPHH06] and various hardware components.

Software is therefore only as secure as the environment in which it executes. This observation has

significant consequences when we consider different application deployment models in use today, for

example, cloud [FGJ+09], volunteer [Sar01] and outsourced [MKL+02] computing. In these scenarios,

applications are outsourced to third-party providers, where users have very little insight and control

over what software or hardware is operating. As a result, they must often simply trust the environment

to be secure. This is difficult when you consider the size of the TCB in these environments and the

various threats that they face.

Take cloud computing [FGJ+09] for example: cloud providers not only employ OSes and hypervisors

on which applications run, but they also employ additional layers of software, such as software for

resource management, scheduling [SC16], and security, e.g., containers [BJJ10]. In addition, because

cloud environments support multi-tenant deployment models, i.e., where applications share the same

physical machines, malicious applications can target other co-located applications to violate security,

e.g., through side-channel and hardware based attacks [KPMR12]. This creates many different attack

vectors by which an adversary can target an application in order to compromise security.

1.2 Trusted computing

To better secure the TCB of applications, trusted computing [Mit05] has been proposed. Trusted

computing is the idea of adding trusted components to a computing platform in order to create a

foundation of trust for applications [Mit05]. This gives the entities who interact with an application,

e.g., users and other software, assurances and guarantees about the security of the application’s exe-

cution [Pea02]. The goal of trusted computing is to develop technologies which can ensure the correct

behaviour of an application, even when the application executes in an untrusted environment, i.e., an

attacker or adversary controls the software and hardware in that environment.

To secure the TCB of applications in untrusted environments, trusted computing has proposed many

2



Chapter 1. Introduction

different solutions over the years, including trusted computing architectures that use secure software,

trusted hardware, or a co-design of both [SGR09]. While trusted computing has made great strides

towards protecting security-critical applications, it has yet to see widespread adoption. This is because

early trusted computing architectures, such as the trusted platform module (TPM) [Pea02], and IBM’s

secure co-processor [ABC+12], suffered from limitations that made them impractical for general purpose

use.

For example, the TPM and the IBM secure co-processor both require auxiliary hardware to be pur-

chased and placed alongside the CPU to perform security-critical operations. Requiring such auxiliary

hardware was often expensive and suffered from performance overheads due to having to move data

back and forth between the central CPU and the trusted hardware device during execution. Moreover,

these solutions offered limited runtime abstractions for execution and provided little or no support for

attestation. For example, the TPM only provided secure bootstrapping and measurement during the

boot process, but offered no support for attesting the state of the application at runtime. This meant

that these solutions were only suitable for a narrow set of applications, but not practical in general.

1.3 Trusted execution environments (TEEs)

To overcome the limitations of existing trusted computing architectures, trusted execution environ-

ments (TEEs) have been proposed. TEEs offer powerful primitives for protecting the integrity and

confidentiality of arbitrary applications without requiring additional auxiliary hardware. Instead, TEEs

leverage hardware isolation in general purpose CPUs to protect code and data. The isolation offered by

TEEs includes separation from higher-privileged system software, such as the OS, the hypervisor and

the BIOS. As such, TEEs avoid having to trust these components in order to execute correctly. This

provides a novel root of trust that allows new software deployment models today: by only trusting the

CPU and the isolated code and data, applications can be deployed in untrusted environments with a

small TCB.

In contrast to previous trusted computing architectures, TEEs do not need to move data back and

forth between different CPUs or hardware devices. As a result, TEEs offer improved performance

and lower overheads than previous solutions. Moreover, TEEs are also widely available in general

purpose commodity CPUs today, and offer powerful abstractions and implementations for software

attestation at runtime. For example, current implementations [Int14, ARM19, Ope18, Lin14, Hex18]

typically support remote attestation [AGJS13], integrity measurements of code and data, and data

sealing functionalities that allow TEEs to store and retrieve data in persistent storage.
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Intel’s Software Guard Extensions (SGX) [Int14] and Arm TrustZone [ARM19] are two notable ex-

amples of TEEs currently available. Intel SGX [Int14], for instance, is a set of instruction extensions

available in all Intel CPUs from the Skylake generation onwards. Intel SGX provides secure TEEs,

called enclaves. Applications can instantiate enclaves to protect memory regions within the address

space of the application. The processor prevents unauthorised accesses to enclave code and data, even

for privileged software such as the OS and BIOS. All memory held in an enclave is encrypted when

written to RAM or disk, and is only ever decrypted inside the processor before being used.

We believe that TEEs hold the potential to revolutionise the state of application security and privacy

in the world around us. However, despite their wide-spread availability and general practicality, TEEs

have yet to see mainstream adoption. This is because TEEs are not a panacea: applications that wish

to use TEEs must address several security challenges posed by the TEE security model. In this thesis,

we explore how applications can be designed and modified to address the security challenges posed by

TEEs. We present novel techniques for overcoming these challenges.

1.4 Problem statement

Figure 1.1 shows an overview of the security model offered by TEEs. TEEs provide security through

hardware isolation: the TEE isolates security-sensitive application code and data, separating it from

untrusted components in the system, including non-sensitive application code. The TEE also allows

sensitive application code to communicate with untrusted components via the TEE boundary interface:

an interface explicitly defined by the application inside the TEE. By combining strong isolation with a

flexible communication interface, TEEs allow applications to execute with strong security guarantees.

However, applications that wish to employ TEEs must address three security challenges posed by

this security model. These challenges are shown in Figure 1.1. For each challenge, we identify a

corresponding research question that we aim to answer in this thesis. We present these challenges and

research questions in detail below:

1. First, we observe that all security-sensitive code and data must be placed into the TEE to leverage

confidentiality and integrity guarantees ( 1 , Figure 1.1). Naturally, this code and data is trusted

by the TEE to be free from software bugs: if a bug exists in trusted code, it can be exploited by

an adversary to compromise the security of the application. This raises a question for developers

who wish to secure applications using TEEs: what application code and data should be placed

into the TEE?
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Trusted Execution Environment 
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Failures and
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Untrusted System Software (e.g. Operating System,
Hypervisor, BIOS etc.)

TEE Boundary Interface
2

Non-Sensitive Application Code and Data

Boundary Interface Calls

Function Calls

Figure 1.1: A high-level overview of the security model offered by TEEs (We make three
security observations about this model: (1) the sensitive code and data inside the TEE is trusted to be
free from software bugs. If a vulnerability in the trusted code and data can be exploited, the security
guarantees of the TEE can be violated; (2) the TEE boundary interface by which sensitive code and
data interacts with untrusted components forms an attack vector: attackers can use this interface to
try and compromise application confidentiality or integrity; and (3) TEE implementations themselves
are often vulnerable to hardware or software based attacks. Such attacks can be used to violate the
security guarantees of the TEE in order to attack the sensitive code and data inside the TEE directly.)

An obvious, but naive, answer to this question is to simply place the entire application into the

TEE. Existing work [BPH15, TPV17] has done this, e.g., for Intel SGX enclaves. Although this

provides an easy deployment model for developers, it encompasses a trade-off: by placing the

entire application into the TEE, developers increase the amount of code and data that needs to

be trusted, i.e., the TCB. This increases the likelihood of vulnerabilities inside the TEE. As such,

to reduce the possibility for exploits and better protect the application, it is essential to minimise

the code placed into the TEE. This leads us to the first security challenge: minimising the TCB

of existing applications deployed using TEEs. We discuss this challenge and the corresponding

research question in Section 1.4.1 below.

2. Second, we observe that trusted code, executing inside the TEE, and untrusted code, executing

outside the TEE, are separated by the TEE’s isolation boundary. As the isolation boundary is

implemented in hardware, this prevents cross-boundary communications via traditional mecha-

nisms, e.g., direct function calls. As a result, TEEs allow applications to define explicit boundary

interfaces to allow cross-boundary communication ( 2 , Figure 1.1). This raises a question for ap-
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plication developers: how should the TEE boundary interface be designed?

While it may appear trivial to design a boundary interface based purely on functionality, the

interface itself has significant security implications. This is because the interface secures sensitive

information and execution flows across the boundary. As such, adversaries can often target the

boundary interface as an attack surface. For example, an adversary may manipulate sequences

or parameters of boundary interface calls in an attempt to trigger vulnerabilities inside the TEE

or violate integrity [CS13b]. Moreover, an adversary may observe the frequencies or sequences

of boundary interface calls to leak sensitive data, thus forming a side-channel [KB07]. As a

result, it is essential to protect the TEE boundary interface from attacks, and this leads us to

our second security challenge: securing TEE boundary interfaces. We discuss this challenge and

the corresponding research question in Section 1.4.2 below.

3. Finally, we observe that applications rely on: (i) the TEE to provide availability guarantees for

application execution; and (ii) the security of the TEE for confidentiality and integrity guarantees.

As such, if the TEE fails, e.g., loses power, or the TEE is compromised, e.g., the implementation

is faulty or insecure, the availability and security of the application can be trivially broken ( 3 ,

Figure 1.1). Unfortunately, current TEEs do not provide availability guarantees. Moreover,

recent work has shown that current TEE implementations are vulnerable to a wide range of

software and hardware based attacks [WCP+17, JLLK17, CZWW17, MIE17a]. For example,

Foreshadow [VBMW+18] and Spectre [OMA+18], which exploit vulnerabilities in speculative

execution to leak private keys for the Intel Attestation Service (IAS) [AGJS13] and expose side-

channels in Intel SGX enclaves. This raises a question for developers: how can applications be

protected against TEE failures and compromises?

The current approach to addressing this question is for developers and service providers to try

and minimise the likelihood of any failures or TEE compromises. For example, by employing

TEE best practices and defences, such as: (i) maintaining backup sources of power for TEEs and

machines; (ii) keeping TEE implementations up-to-date with security patches and fixes, e.g., mi-

crocode updates [Int18]; and (iii) employing software defences against known attacks [OTK+18a].

However, while this approach is beneficial, it cannot ensure that TEEs are always available or

secure. This is because these defences can only be employed against known failures and attacks.

However, unexpected failures and unknown attacks on the TEE can still exist and be exploited

by adversaries. As such, applications should never assume that TEEs are free from failures or

attacks. Instead, they must be designed to tolerate TEE failures and compromises, even when

defences are actively deployed. This leads us to our third and final security challenge: tolerating

TEE failures and compromises for applications. We discuss this challenge and the corresponding
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research question in Section 1.4.3 below.

1.4.1 Minimising the trusted computing base (TCB)

While it is easy to secure existing applications by placing all application code and data into the

TEE [BPH15, TPV17], this approach is problematic for two reasons: (i) prior work has shown that

the number of bugs in an application is generally proportional to the amount of code that application

contains [MB03]. Therefore, by increasing the amount of code placed into the TEE, this approach

increases the likelihood of vulnerabilities; and (ii) by placing the entire application into the TEE, this

approach violates the principle of least privilege [SS75], i.e., allows all code access to sensitive data

in the TEE, regardless of whether or not that code actually requires access in order to function. As

such, this approach faces the issue that an adversary need only exploit one vulnerability inside the

application to compromise all security guarantees offered by trusted execution.

To overcome this, we argue that it is not always necessary to protect all code and data in an application.

Rather, it is often the case that only a subset of the application is security-sensitive and needs to be

protected; an observation often exploited by existing work on privilege separation [BS04, SPHH06,

ST06a]. For example, in the case of a database application, it might only be necessary to protect data

and query execution, while protecting less-sensitive metadata, such as query statistics, may not be

necessary. Prior work has leveraged this observation for applications in the context of TEEs, by showing

that complex applications can be partitioned by hand to operate with minimal TCBs [BWL+16,

PPFF16]. However, these solutions propose manual application partitioning, which is often tedious,

error-prone, time consuming and application specific. Instead, we want to explore a solution that can

be applied to a wide range of existing applications. As such, we ask the question: "Can we use

principled techniques to automatically partition existing applications for TEEs, in order

to minimise the TCB?" This is the first research question that we aim to answer in this thesis.

1.4.2 Securing TEE boundary interfaces

Although TEE boundary interfaces enable communication across the TEE boundary, it is necessary to

secure sensitive information that flows through these interfaces. Otherwise it is possible for an adversary

to exploit boundary interfaces as an attack surface. Existing work [BPH15, TPV17, SLTTS17] has

identified the need to protect boundary interfaces from attacks, and also proposed a limited number of

solutions to achieve this. However, these solutions suffer from two primary limitations: (i) the solutions

do not systematically secure the entire interface against attacks, but rather only propose a small number
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of adhoc solutions for specific boundary interface calls, e.g., using encryption to protect sensitive

network data that passes through the interface [BPH15]; and (ii) they do not consider the boundary

interface to expose side-channel information about TEE execution. By observing the frequencies,

sequences and parameters of boundary interface calls, an adversary can learn sensitive information

about application execution, thus violating application confidentiality. As such, these solutions do not

offer protection against all TEE boundary interface attacks.

To overcome this, we argue that TEE boundary interfaces should be designed in a way that system-

atically protects the application against all TEE boundary interface attacks, i.e., applications should

consider boundary interfaces as explicit attack vectors and sources of side-channel information about

application execution. As such, we ask the question: "Can we identify a set of interface design

principles that prevent TEE boundary interfaces from violating application integrity or

leaking information about application behaviour?" This is the second research question we aim

to answer in this thesis.

1.4.3 Tolerating TEE failures and compromises

Despite the best efforts of hardware manufacturers, TEEs do not provide availability guarantees. More-

over, current TEE implementations are vulnerable to a wide range of software and hardware based

attacks [WCP+17, JLLK17, CZWW17, MIE17a] . As such, it is naive for application developers to

assume: (i) that TEEs cannot fail; and (ii) that TEEs are secure against vulnerabilities and com-

promises. In addition, given that the majority of TEE implementations [Int14, ARM19, KPW16] are

proprietary and released as black-boxes, i.e., without exposing how they are implemented, it is nearly

impossible for developers to verify or audit the security of TEE implementations for themselves. As a

result, it still remains a challenge today to determine whether or not existing TEEs are truly reliable

and trustworthy [IL07].

To overcome this, we argue that until TEEs can provide availability guarantees and offer open-sourced,

trustworthy and publicly verifiable implementations, applications should be designed with TEE failures

and compromises in mind. That is, developers should not assume that TEEs are always available or

completely secure; instead, applications should be tolerant against availability failures and attacks that

violate TEE confidentiality and integrity. Moreover, we further argue that applications should be TEE-

agnostic: designed to be compatible with different TEE implementations. This allows applications to

protect against faulty or vulnerable TEEs, avoiding being locked into a single TEE implementation.

We therefore ask the question: "Can applications employ multiple TEE instances and imple-

mentations to provide fault tolerance against TEE failures and compromises?" This is the
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third and final research question we aim to answer in this thesis.

1.5 Research contributions

In this thesis, we propose solutions to the security challenges and research questions presented above.

We outline these solutions in detail below.

1.5.1 Automatic application partitioning to minimise the TCB

To minimise the TCB of existing applications and answer the research question posed in Section 1.4.1,

we propose automatic application partitioning for TEEs: a principled approach for automatically

partitioning existing applications to be deployed with TEEs. Our approach protects security-sensitive

code and data by placing it into the TEE, and provides guarantees that the security-sensitive code

cannot violate the confidentiality or integrity of security-sensitive data, even under attack. The rest of

the application, and non-sensitive code and data, are untrusted and remain outside the TEE.

To automatically partition existing applications for TEEs, we face three challenges: (1) we must

identify which code and data in the application is security-sensitive, as this will be application and

functionality specific; (2) we must partition the application and define a secure TEE boundary interface

between trusted and untrusted code and data; and (3) we must transform the application to adopt the

new partitioned architecture. As such, this work makes the following contributions:

1. Code annotations and static program analysis for code and data: Deciding which code and data

to protect using a TEE is application-specific and depends on the functionality that needs to be

protected. As such, we propose that application developers annotate the source code of their

applications to explicitly mark components that are security-sensitive, e.g., variables or values

returned by functions. Static program analysis can then be applied to these annotations to

ensure the confidentiality and integrity of the annotated components. To ensure confidentiality,

static dataflow analysis [RHS95] can be used to identify all code and data that uses or references

the annotated components. To ensure integrity, static backward slicing [Wei81] can be used to

identify all code and data that contributes to the value of the annotated components.

Identifying security-sensitive code and data in this manner prevents application developers from

having to do it manually. Moreover, by using static program analysis, our approach is conserva-

tive, meaning that all sensitive code and data is identified, regardless of the application input or

workload.
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2. Function granularity partitioning for secure TEE boundary interfaces: To partition existing ap-

plications into security-sensitive and non-sensitive code and data, we propose applications be

split at the function granularity. This: (i) reduces the amount of code changes that need to

occur to the application; and (ii) produces a natural TEE boundary interface, as applications al-

ready maintain a well-defined function interface with clear control flows [All70], clear inputs, i.e.,

function parameters, and clear outputs, i.e., function return values. As such, we partition appli-

cations by moving security-sensitive functions into the TEE, and leaving non-sensitive functions

outside the TEE.

To achieve this, every function that contains one or more security-sensitive statements, as iden-

tified by static program analysis, is marked security-sensitive. Functions that do not contain any

security-sensitive statements are non-sensitive. A TEE boundary interface can thus be defined

based on this partitioning: a new boundary interface call can be declared where: (i) a security-

sensitive function calls a non-sensitive function; and (ii) a non-sensitive function calls a security

sensitive function. Moreover, security-sensitive data that crosses the boundary interface, i.e., via

one of these function calls, can be identified and transparently encrypted and integrity protected.

This allows the resulting partitioned architecture to be more easily reasoned about, and produces

a clear and well-defined boundary interface between trusted and untrusted code and data.

3. Source code generation to transform the application: To transform the application to follow the

new partitioned architecture, we propose using automatic source code generation. For this, a

code generator analyses the source code of the original application, and knowing which functions

are security-sensitive, performs a source-to-source transformation: the code generator splits the

original source code into a set of trusted and untrusted source files based on the security-sensitive

functions, and generates: (i) the necessary boundary interface calls to allow efficient interaction,

e.g., function invocations, between trusted and untrusted code; (ii) modifies the allocation, scope

and lifetime of variables in the trusted and untrusted code; and (iii) performs code hardening to

protect and secure the TEE boundary interface from various attacks. The code generator then

compiles the trusted and untrusted code into a single application, with all trusted code executing

inside a TEE.

We present Glamdring, a framework that implements our contributions to automatically partition

existing C applications for Intel SGX enclaves. To evaluate our approach, we apply Glamdring to

three different applications: the Memcached key/value store [Fit04], the LibreSSL library [Bec14], and

the Digital Bitbox Bitcoin wallet [Shi16]. Our experiments show that Glamdring creates partitioned

versions of these applications with TCBs that contain 22% – 40% of the lines of code of the applications.
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Despite their strong security guarantees, the partitioned applications execute with between 0.3x – 0.8x

of the performance of the original versions.

1.5.2 Interface design principles for secure boundary interfaces

To protect applications against TEE boundary interface attacks and answer the question posed in

Section 1.4.2, we propose that TEE boundary interfaces be designed with security as the primary

focus. This is in contrast to existing approaches [BPH15, TPV17], where the interface is merely just

a consequence of the application’s design. To achieve this, we propose three TEE interface design

principles that any TEE boundary interface should employ:

1. Minimality: the interface should be as small as possible, to narrow the attack surface, reduce

verification complexity, and allow all interface calls to be systematically protected [Här02].

2. Protection: as sensitive data often flows through boundary interfaces, encryption and integrity-

protection should be employed to achieve confidentiality and integrity for all sensitive or critical

data when it leaves or enters the TEE boundary.

3. Obliviousness: as interface calls can be observed by the adversary at runtime, the frequencies,

sequences and parameters of these calls expose a side-channel. To prevent this, interface calls

should execute in an oblivious fashion, i.e., the behaviour and execution of interface calls should

not be affected by the application, or the workload being run.

To illustrate how these design principles can secure TEE boundary interfaces from attack, we design a

secure host OS interface for TEEs. This interface employs minimality, protection and obliviousness to

separate and secure applications executing inside a TEE from an untrusted host OS. To achieve this,

our design makes the following contributions:

1. A library OS for minimality: To create a minimal interface between the application and the

untrusted host OS, we propose placing a complete library OS inside the TEE, alongside the

application. This reduces the amount of functionality, e.g., POSIX [AAG+16] functionality, the

application requires from the host OS, as the library OS can provide this functionality directly.

As a result, the library OS reduces the size of the boundary interface between the application

and the untrusted host, as interface calls only need to be defined for functionality that cannot be

provided by the library OS, e.g., low-level disk and network I/O. This achieves a minimal TEE

boundary interface.
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2. Transparent encryption and integrity verification for protection: To create a protected boundary

interface between the application and the untrusted host OS, we propose: (i) encrypting any

data that is passed to the host OS via the interface; and (ii) decrypting all data and verifying

its integrity when it returns to the TEE via the interface. This can be done by the trusted code

inside the TEE, thus offering transparent protection for all applications. For example, to protect

POSIX functionality provided by the host OS, such as file and disk I/O, we can use an encrypted

root file system image stored outside the TEE. This ensures the confidentiality and integrity of

any sensitive data that is written to, or read from, the disk, without requiring the application

to protect this data manually. This secures the application against attacks where the host OS

manipulates data crossing the boundary interface.

3. Discrete and deterministic interface calls for obliviousness: To create an oblivious boundary

interface between the application and the untrusted host OS, we propose executing interface

calls independently of the application or workload being run inside the TEE. This prevents

the frequencies, sequences and parameters of host interface calls from exposing side-channel

information. To achieve this, we: (i) discretise the execution of interface calls into fixed time-

interval rounds, and add dummy interface calls to each round. This results in a deterministic and

fixed batch of interface calls being executed every round, hiding the frequencies and sequences

of real interface calls; and (ii) use probabilistic encryption [GM84a] to hide sensitive parameters

passed to interface calls, making them appear random to an adversary outside the TEE. By

applying these two techniques, we ensure that host interface calls execute in an oblivious fashion,

preventing information leakage.

We present Citadel, a TEE runtime system that implements our contributions to offer a secure host

OS interface. Citadel leverages minimality, protection and obliviousness to protect Linux binaries

executing inside Intel SGX enclaves from an untrusted host OS. Citadel employs the Linux Kernel

Library (LKL) [PGT10] as the library OS inside the enclave, and exposes only 7 host interface calls

between the application and the untrusted host OS. To evaluate the overhead of our approach, we

measure the performance of Citadel: with emulated SGX enclaves (to ignore current SGX memory

limits), Citadel trains deep neural networks with an overhead of 14%, and 21% with oblivious calls.

With current SGX hardware, Citadel executes benchmarks that fit into SGX memory with an average

overhead of 1.5x and 3.1x with and without oblivious calls, respectively.
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1.5.3 TEE-heterogeneity for TEE failures and compromises

To tolerate TEE failures and compromises and answer the question posed in Section 1.4.3, we propose

applications use TEE-heterogeneity : the protection of security-critical functionality using multiple

heterogeneous TEEs. We argue that: (i) rather than using a centralised TEE architecture, e.g., securing

private keys with a single TEE instance, applications should adopt a decentralised architecture, where

multiple TEE instances are employed. This allows applications to protect against independent TEE

failures and compromises in the deployment; and (ii) instead of using homogeneous TEEs to secure

applications, i.e., a set of identical TEE implementations, applications should employ heterogeneous

TEEs. This provides protection against global TEE failures and compromises, where an entire class of

TEEs might fail or be compromised simultaneously, e.g., due to a faulty or vulnerable TEE design. By

combining decentralisation with heterogeneous TEEs, applications can achieve fault tolerance against

TEE failures and compromises.

To leverage TEE-heterogeneity, applications must move away from centralised TEE architectures and

instead be designed to operate in a decentralised and TEE-agnostic way. This requires overcoming two

challenges: (1) security-critical functionality in the application must be distributed across multiple

heterogeneous TEEs; and (2) TEEs must maintain agreement, i.e., consensus, on the current state

of the application, despite possible TEE failures and compromises. Our work makes the following

contributions:

1. Threshold cryptography for decentralised TEEs: To decentralise security-critical functionality

across heterogeneous TEEs, we propose applications use threshold cryptography [Des94]. Thresh-

old cryptography distributes the role of a single entity in a cryptosystem to multiple different

entities. As such, applications can employ threshold cryptography to distribute the role of a

single TEE to multiple heterogeneous TEEs. For example, to achieve data confidentiality us-

ing TEEs, applications can employ secret sharing algorithms [KGH83], such as Shamir’s Secret

Sharing [Sha79], to share a secret among n different TEEs, where at least k of those TEEs are

required to reconstruct the secret. This provides confidentiality even if k − 1 TEEs are compro-

mised. Likewise, to ensure integrity for a TEE-based application, you could require at least k

different instances of the TEE to agree, i.e., achieve consensus, on the state of the application.

This provides integrity even if k − 1 TEEs are compromised or misbehave.

2. Force-freeze chain replication for TEE consensus: By decentralising security-critical functionality

across multiple different TEEs, the application must provide a way for the TEEs to maintain

agreement, i.e., consensus, on the current application state. This should occur despite TEE
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failures and compromises. To overcome this, we propose a simple yet efficient replication protocol

between TEEs based on chain replication [VRS04a]. Our proposal, called force-freeze chain

replication, ensures that all TEEs, protecting the same functionality in an application, maintain

consistency, despite failures or attacks on the TEEs. Force-freeze chain replication offers high

throughput and strong security guarantees for TEE state replication, without requiring all TEEs

to communicate with each other directly; an attractive property for applications deployed in

networks where not all nodes are directly connected, e.g., peer-to-peer networks [LCC+02].

To illustrate why TEE fault tolerance is so important, and how applications can employ our con-

tributions, we design a TEE-based application that operates in the context of a blockchain-based

cryptocurrency, such as Bitcoin [Nak08] and Ethereum [The17b]. In cryptocurrency settings, parties

exchange funds across a peer-to-peer network, where each party is mutually distrusting of the other

and potentially malicious. As such, applications operating in these settings must be designed to assume

that parties will always misbehave or act maliciously if it benefits them. Therefore, any applications

that wish to employ TEEs in these environments, e.g., using the TEE to secure funds or private keys,

must be designed to tolerate TEE failures and compromises, as the TEE becomes a primary target for

attack.

We present Teechain, a blockchain payment network that leverages TEEs to execute high performance

cryptocurrency payments. Teechain exploits TEE-heterogeneity to provide fault tolerance against

TEE failures and compromises. To do this, Teechain implements our contributions: (i) Teechain uses

threshold cryptography to protect cryptocurrency funds by requiring m-out-of-n different TEEs to

sign any transactions before funds can be spent or accessed; and (ii) Teechain employs force-freeze

chain replication to ensure all TEEs in the application maintain consensus about the state of the funds

and balances. To evaluate the overhead of our approach, we implement Teechain using Intel SGX

enclaves operating on the Bitcoin blockchain. Our experiments show that Teechain achieves at least

a 33x higher transaction throughput than state-of-the-art payment networks; a 30-machine Teechain

deployment can handle over 1 million Bitcoin transactions per second.

1.6 Thesis outline

The remainder of this thesis is organized as follows:

Chapter 2 provides background and preliminary materials for the concepts used in this thesis. We be-

gin the chapter by discussing the challenges of securing applications in untrusted environments. Next,
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we provide a brief history of trusted computing and present early trusted computing architectures. We

then continue by providing a definition for trusted execution environments (TEEs) and comparing ex-

isting TEE architectures. Finally, we outline the open security challenges faced by TEEs and conclude

the chapter. This chapter acts as a general background for the concepts used in this thesis; we present

chapter specific background in each of the technical chapters that follow.

Chapter 3 explores the first security challenge faced by TEE-based applications: minimising the

trusted computing base (TCB). To overcome this challenge, we propose automatic application par-

titioning for TEEs: a principled approach for automatically partitioning existing applications to be

deployed with TEEs. We begin the chapter by providing an overview of our approach. Next, we

present background on securing applications with TEEs. We then continue by presenting the design,

implementation and evaluation of Glamdring: the first application partitioning framework that em-

ploys our contributions to minimise the TCB of C applications for Intel SGX enclaves. Finally, we

discuss related work, highlight limitations of the approach and conclude the chapter.

Chapter 4 explores the second security challenge faced by TEE-based applications: securing TEE

boundary interfaces. To overcome this challenge, we propose a set of TEE interface design principles

for protecting applications against boundary interface attacks. We begin the chapter by providing an

overview of these design principles. We then present background on host OS interfaces for TEEs. Next,

we present the design, implementation and evaluation of Citadel: the first TEE runtime system that

employs our interface design principles to offer a secure host OS interface. Finally, we discuss related

work, highlight limitations of the approach and conclude the chapter.

Chapter 5 explores the third security challenge faced by TEE-based applications: tolerating TEE fail-

ures and compromises. To overcome this challenge, we propose applications employ TEE-heterogeneity:

the protection of security-critical functionality using multiple heterogeneous TEEs. We begin the

chapter by providing an overview of TEE-heterogeneity. We then present background on secure

blockchain payment networks using TEEs. Next, we present the design, implementation and eval-

uation of Teechain: the first blockchain payment network that employs TEE-heterogeneity to tolerate

TEE failures and compromises. Finally, we discuss related work, highlight limitations of the approach

and conclude the chapter.

Chapter 6 concludes by summarizing the contributions of this thesis and presenting directions for

future work.
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2
Background

This chapter provides general background and preliminary materials for the concepts used in this

thesis. We begin the chapter by discussing the challenges of securing applications in untrusted envi-

ronments. Next, we provide a brief history of trusted computing and present early trusted computing

architectures. We then continue by providing a definition for trusted execution environments (TEEs)

and comparing existing TEE architectures. Finally, we outline the open security challenges faced by

TEEs and conclude the chapter.

We present additional chapter specific background in each of the technical chapters that follow.

2.1 Securing applications in untrusted environments

Today, many applications are deployed in untrusted environments, where a third party controls the soft-

ware and hardware in the environment, e.g., public clouds [FGJ+09] and volunteer computing [Sar01,

MKL+02]. In these settings, the underlying infrastructure on which applications run, e.g., the op-

erating system (OS) and the hypervisor, are untrusted by the application owner and may be under
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adversarial control. As a result, security incidents have become more frequent in recent years, with

data breaches [Ide16] and integrity violations [Sof16] having a major impact on users [Gem14] and user

data [Pon13, Ins14].

As such, it has become increasingly important to secure applications and protect sensitive data in

untrusted environments. However, this is a complex and challenging goal to achieve: applications

today contain large trusted computing bases (TCBs) and rely on many different software and hardware

components to execute securely. As a result, they expose large attack surfaces for adversaries and are

vulnerable to both software and hardware based attacks.

For example, applications deployed in a public cloud [FGJ+09], rely not only on the OS and the hyper-

visor for security, but also rely on: (i) complex layers of software, such as software for resource manage-

ment, scheduling [SC16], runtime environments [LYBB14] and deployment, e.g., containers [BJJ10];

and (ii) various hardware components, such as the CPU, main memory, the system bus, and I/O

peripherals. If any of these components is under adversarial control, the application can be trivially

compromised. As such, to secure applications and protect data in untrusted environments, the TCB

of the application must be completely secure against attacks.

In this chapter, we present background and existing work on securing applications and protecting

sensitive data in untrusted environments. We explore solutions that: (i) consider both software and

hardware based attacks; and (ii) target application and data confidentiality and integrity.

2.2 Trusted computing

To secure applications and protect sensitive data, we introduce trusted computing [Pea02]. The idea

behind trusted computing is to develop technologies that give entities who interact with an application,

e.g., users or other software, guarantees about the behaviour of the application. More specifically, an

application or piece of software is said to be be trusted if it always behaves in the expected manner

for the intended purpose [Mar08]. This means that even if the application is deployed in an untrusted

environment, where an adversary has control over the environment, they cannot force the application

to misbehave. As a result, the entire trusted computing base (TCB) of the application must be secure.

One of the first observations made in regards to trusted computing is that software-only approaches

are generally insufficient for achieving both confidentiality and integrity against a powerful adversary.

This is because they cannot protect against attacks where the adversary has complete control over

the system, e.g., physical access to the machine or control over the OS. As such, even though several
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trusted computing approaches have been proposed based on software exclusively [MPB10, ASAP13,

SP12], these cannot provide the same guarantees as hardware-based approaches. This is because it

is considered much more difficult for an attacker to modify the functionality of hardware than it is

software, to the extent that hardware is generally considered immutable. Therefore, to fully protect an

application, any trusted computing platform will always have some form of trusted hardware in which

trust is said to be rooted. As such, we consider hardware-based trusted computing architectures in our

background and discuss these proposals in depth below.

2.2.1 A brief history and overview

Trusted computing was originally proposed by the Trusted Computing Platform Alliance (TCPA),

an industry alliance created to develop and standardize trusted technology [Pea02]. The TCPA was

formed in 1999, by Compaq, Hewlett-Packard, IBM, Intel, and Microsoft, with the goal to combat

the growing number of software security threats. The TCPA released its very first trusted platform

specification in 2001, describing a new component to enable trusted computing called a trusted platform

module (TPM) [Pea02]. The TPM was a security module, such as a cryptoprocessor placed next to the

CPU, that offered trusted functionality to protect security-sensitive information, such as cryptographic

keys. The TCPA later became known as the Trusted Computing Group (TCG) in 2003, and continued

to develop specifications for trusted platforms and computing devices. This includes expanding into

trusted computing for mobile devices [Pea02].

Trusted computing functionalities: In their first specification, the TCG argued that any trusted

computing platform should provide at least three basic features or functionalities [GM09]: (i) authen-

ticated boot to enable a platform’s state to be measured and recorded securely; (ii) protected storage to

allow data to be stored securely; and (iii) platform attestation to allow the platform’s state to be re-

ported securely. The TCG later proposed two additional functionalities that trusted platforms should

also provide [Ver06]: (iv) secure boot to allow a platform’s state to be securely measured, verified

and recorded; and (v) software isolation to allow software to run securely without other software or

components interfering with execution. We discuss each of these five functionalities below, and outline

the components required to achieve them [GM09]:

• Authenticated boot: Peinado, England and Chen [PEC05] proposed using integrity measure-

ments to securely measure the state of a platform. An integrity measurement is a cryptographic

digest or hash computed over the platform, providing a secure and efficient mechanism for iden-

tification. For example, to measure an application or a piece of software, you would compute a
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hash over the set of instructions in the application, alongside the input given to the application

and the initial state of the application. This would form an integrity measurement over the

application, allowing you to determine exactly what application is being run.

To compute an integrity measurement securely, it is necessary to define a root of trust for mea-

surement (RTM). The RTM is a component typically embedded directly in the platform that is

explicitly trusted to compute integrity measurements correctly. The RTM is often implemented

in the normal platform processor, controlled by the core root of trust for measurement (CRTM).

To secure the CRTM, the TCG proposed that: (i) the CRTM be immutable, so that it can only be

replaced or modified by the platform manufacturer alone; and (ii) the CRTM be tamper-evident,

so that any physical attempts to modify the CRTM can be visibly seen.

• Protected storage: To enable the trusted platform to store sensitive data securely, the TCG

argued that the platform requires a root of trust for storage (RTS). The RTS is defined as a

collection of trusted components on the platform that allow it to protect the confidentiality and

integrity of specific pieces of data, in both non-volatile and volatile memory. For example, the

RTS typically maintains an accurate summary of the platform integrity measurements once they

are computed by the RTM.

• Platform attestation: To allow the state of the platform to be reported securely, the TCG

argues that the platform requires a root of trust for reporting (RTR). The RTR is formed by

a collection of trusted components that allow it to report integrity measurements securely to

various external entities, such as remote applications. For example, in the case of the TPM,

the TCG define the RTR to be provided by a number of functional components embedded in

the TPM. These include: (i) special purpose registers for recording platform state; (ii) a means

of securely reporting this state to remote entities; (iii) secure volatile and non-volatile memory;

and (iv) a trusted engine for performing cryptographic operations, such as computing hashes,

asymmetric key generation and encryption.

The TCG argue that any TPM should provide at least authenticated boot, protected storage

and attestation. To ensure the security of these components, the TCG argue that: (i) the TPM

must be completely protected against software attacks, i.e. the RTM, RTS and RTR must be

immutable; and (ii) the TPM should provide some degree of protection against physical attacks,

e.g., be tamper-evident.

• Secure boot: The TCG later extended the definition of authenticated boot to secure boot, in the

context of mobile devices. Secure boot extends the original definition by including a process for

boot verification. This allows the platform to not only conduct measurements during the boot
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process, as defined by authenticated boot, but to compare the measurements to the expected

values, in order to determine if the platform has been modified or tampered with. Secure boot,

as defined by the TCG, requires a root of trust for verification (RTV). The RTV is defined as a

computing engine capable of verifying the platform’s integrity measurements against the expected

values, termed the reference integrity measurements.

• Software isolation: Finally, to protect the execution of software on various trusted platforms,

the TCG define the use of software isolation, or isolation execution environments (IEE). An IEE

protects the software from external interference, while allowing secure communication between

software in different IEEs. A common way to achieve this is through the use of a virtual machine

monitor (VMM) hosted on the OS [GM09]: software and applications can be run on their own

virtual machines, managed independently by appropriate guest OSs executing in each virtual

machine.

Trusted computing outside the TCG: Although trusted computing has now become synonymous

with the TCG, it is worth noting that other trusted computing architectures and specifications were also

proposed in the early 2000’s. These originated from sources outside the TCG, including both industry

and academia. Examples include [GM09]: (i) the work done by Microsoft under the name Palladium,

and now the Next Generation Secure Computing Base [PCEM04] in 2004, which provides a secure OS

architecture using various trusted platform features; (ii) Terra [GPC+03] in 2003, which proposes a

trusted virtual machine monitor (TVMM) that partitions the computing platform into several isolated,

virtual machines; (iii) Perseus [SS03] in 2003 and the Open Trusted Computing architecture [KLR+06]

in 2006, which use virtual machine monitors and secure microkernels to provide isolated software

execution; and (iv) the European Multilaterally Secure Computing Base [SSP05] in 2005, which employs

a microkernel-based isolation layer.

While many of these works originate from different sources entirely, they all face the same fundamen-

tal security issues when designing a trusted computing platform. As such, they all provide similar

functionalities and features. For example, the solutions mentioned above, although independent of

the TCG, provide: (i) software isolation through various isolation layers and compartments; and (ii)

assume the use of a trust-enhanced hardware platform providing features similar to the TPM. It is

therefore important to note that while the specifications proposed by the TCG have created a solid

foundation for trusted computing today, most solutions follow specifications and designs of their own.

As a result, we discuss various trusted computing architectures in more detail in Section 2.2.2 below.
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2.2.2 A survey of trusted computing architectures

In this section, we present and discuss several trusted computing architectures that have been proposed

over the past 20 years. We critique these architectures with respect to the goals outlined in Section 2.1:

securing applications and protecting sensitive data in untrusted environments. We defer a more detailed

discussion and comparison of trusted execution environments (TEEs) to Section 2.3.

The architectures presented here are by no means a complete list of all trusted architectures available

today; rather, they serve only to provide examples of the different solutions that have been proposed.

We present these in chronological order:

• Trusted Platform Module [Pea02] (TPM): The TPM was one of the first trusted computing

architectures proposed, with the TPM implementation following the specifications defined by

the TCG [Pea02]. The TPM is a secure co-processor placed on the motherboard, alongside the

CPU; it is capable of securely storing cryptographic keys and performing attestation. As the

TPM does not require modifications to the CPU, it has become popular, being widely deployed

on commodity desktops and servers [Baj02].

The TPM is passive by design: software executing on the CPU must interact with it explicitly.

To perform attestation, any software that runs on the platform, e.g., the boot loader and OS,

needs to be measured by the TPM, and thus forms part of the TCB. Attestation relies on the

CPU to report its own measurement from each of the phases during boot. During each of these

phases, the CPU sends a hash to the TPM. All hashes are tied to the previous hashes by the

TPM to prevent malicious software at a specific boot stage from concealing itself. Tampering

with code is only detected during measurement, and all software components are trusted after

being loaded. The TPM offers limited protection against physical attacks, because all buses that

connect the TPM and the CPU are considered part of the TCB. Therefore, an adversary with

physical access to the machine can compromise software integrity and confidentiality by tapping

these buses [KSP05].

At manufacturing time, an Endorsement Key (EK) is generated and written to persistent memory

within the TPM. The EK is unique to every chip and hidden from users. It provides the master

key for all TPM operations. Attestation Identity Keys (AIKs) and storage keys can be generated

when needed using the EK and stored in volatile memory within the TPM. AIKs are used for

all operations directly involving cryptographic signatures, while the storage keys are used for the

secure storage of data through encryption and integrity protection, i.e., data sealing.

While the TPM has become widely deployed for protecting sensitive data, e.g., cryptographic
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Figure 2.1: The XOM [LTM+00] platform architecture (In this model, containers are encrypted
and stored in untrusted main memory, before being decrypted and executed in the secure execution
engine.)

keys, it offers limited support for protecting applications in untrusted environments, e.g., public

clouds. This is because: (i) the TPM requires a large TCB, i.e., due to having to measure the

entire software stack on boot, such as the boot loader and the OS; and (ii) the TPM offers no

hardware protections, making it vulnerable to attackers with physical access to the machine.

• XOM [LTM+00]: The XOM architecture, which stands for eXecute-Only Memory, was one of

the first architectures to use containers to secure code and data on an untrusted host. XOM

argues that hardware solutions are more efficient than software solutions, and as such, XOM uses

hardware protections and access control to enforce security.

Figure 2.1 shows the XOM architecture. The main features of this architecture are: (i) data

and program partitioning between secure containers; and (ii) hardware enforced encryption and

integrity protection of data when stored in DRAM, i.e., insecure main memory. First, the XOM

architecture protects the memory of a single container through automatic encryption, decryption

and HMAC protection. This is implemented in hardware and can be seen in Figure 2.1, where

each container is stored in main memory in encrypted format: whenever a container is brought

back onto the CPU, it is decrypted securely using a private key stored and owned by the CPU.

After decryption, the container can then be executed by the secure execution engine. Second, in

the processor package, each cache line is tagged with an identifier that specifies the identifier of

the corresponding container that uses the cache line. This identifier corresponds to the encrypted

container key in Figure 2.1. When a container wishes to access data, the identifier of the container,

i.e., the encrypted container key, must match the identifier stored with the cache line. This means

that containers are only allowed to read and modify the data they own.

22



Chapter 2. Background

By integrating encryption and HMAC functionality in the processor’s memory controller, XOM

protects container memory from physical attacks on DRAM. The encryption and HMAC func-

tionality is used for all cache line evictions and fetches, and the error-correcting code bits in

DRAM chips are overwritten to store HMAC values.

However, despite offering some protection against physical attacks, XOM faces several significant

limitations when protecting applications in untrusted environments: (i) XOM cannot guarantee

memory freshness in DRAM, so software is vulnerable to replay attacks; (ii) XOM does not

protect memory access patterns, meaning that it is vulnerable to cache timing attacks; and

(iii) XOM does not provide software attestation support, i.e., no platform measurements are

performed when a container is deployed on the platform. This makes it difficult to verify the

integrity of any application executing in an untrusted environment.

• AEGIS [SOD05]: AEGIS is another example of the early trusted computing architectures,

proposed in 2003. AEGIS is a single-chip architecture, providing programs with a tamper-evident

and tamper-resistant environment, where memory tampering, either through software or physical

attacks, can be detected. Figure 2.2 shows the AEGIS platform architecture. In AEGIS, the chip

is trusted, as well as part of the OS called the security kernel. The security kernel operates with

privileged protection, provided by processor isolation, protecting it from attacks from other parts

of the OS. The security kernel handles tasks such as virtual memory management and hardware

exceptions. The rest of the OS, external memory and peripherals are untrusted, placed outside

the TCB. To protect off-chip memory, AEGIS uses: (i) integrity-verification to protect data

integrity outside of the chip; and (ii) symmetric encryption with random initialization vectors to

protect data confidentiality.

AEGIS provides support for software isolation through secure containers that are isolated by the

security kernel. Container isolation is achieved by configuring page tables for address translation,

preventing untrusted software from accessing the contents of secure isolated containers. Even

though the untrusted OS can evict pages from container memory, the security kernel verifies the

correctness of these operations. Moreover, the kernel uses integrity-verification, encryption and

freshness protection for container related pages swapped in and out of the memory.

Finally, AEGIS also supports platform attestation, through an attestation procedure that in-

cludes the security kernel’s cryptographic hash in the measurement. In order to perform attes-

tation, AEGIS can use either a protected private key fused in the processor for signing, or a set

of Physically Unclonable Functions (PUFs) [SOSD05].

While AEGIS offers strong software and hardware protections, it suffers from several limitations
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Figure 2.2: The AEGIS [SOD05] platform architecture (In this model, the tamper-resistant
processor chip separates trusted components, e.g., the security kernel and encryption engine, and
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when protecting arbitrary applications in untrusted environments: (i) due to the untrusted OS

being able to handle pages, AEGIS leaks memory access patterns and is also vulnerable to cache-

timing attacks [SOSD05]; and (ii) AEGIS requires a trusted security kernel, which significantly

increases the TCB of the application.

• IBM 4765 Secure Co-processor [ABC+12]: The idea behind a secure co-processor is to

encapsulate an entire computing platform into a single enclosure. This includes the CPU, caches,

DRAM, and I/O controllers. Secure co-processors place all of these components into a tamper-

resistant environment with sensors to detect physical attacks or tampering. If such attacks are

detected, the co-processors may destroy any secrets or confidential information contained within

the enclosure. This provides strong security against physical attacks. However, building such

enclosures is often expensive [And01].

The IBM 4765 [ABC+12] and its various predecessors [DLP+01] are notable examples of secure

co-processors. The IBM 4765, as seen in Figure 2.3, relies on physical isolation in a secure

tamper-resistant enclosure to guarantee security. The IBM 4765 secures software by separating

the system software from application software and running them on different CPUs: system

software executes on the service CPU, while application software executes on the application

CPU. These CPUs are connected by a system bus controller that prevents application software

from accessing privilege resources owned by the system software, such as secrets stored in battery-

backed RAM.
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Figure 2.3: The IBM 4765 secure co-processor architecture [ABC+12] (In this model, all
components are encapsulated into a single tamper-resistant enclosure.)

Finally, the IBM 4765 also supports software attestation. The attestation key is stored in battery-

backed memory that is only accessible to the service CPU. To perform attestation, the service

CPU executes a bootloader stored in read-only-memory (ROM), which measures and loads system

software. After the system software has been loaded, application code can then be measured and

loaded into DRAM. The system software provides attestation services to the application directly.

While the IBM 4765 offers strong security guarantees and useful features, its high production

price means that it is not widely appropriate for securing applications in untrusted environments.

Moreover, because the IBM 4765 requires measuring system software for attestation, e.g., on boot,

this increases the size of the TCB for applications.

• Intel Trusted Execution Technology (TXT) [Gra09]: Intel TXT, formerly known as La-

Grande technology, aims to defend trusted platforms from software attacks, including attacks

against the firmware and BIOS. At a high-level, TXT constructs a chain of trust from an on-

board TPM that extends to the Virtual Machine Monitor (VMM) to enable trusted hypervisor

and OS boot. Intel TXT combines the TPM’s software attestation model and tamper-resistant

chip with hardware virtualization from the CPU, i.e., Intel Virtualization Technology [UNR+05].

This enables Intel TXT to reduce the software inside the secure container to a virtual machine,

i.e., guest OS and application.
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Intel TXT isolates the software executing inside the container by ensuring that the container has

control over the entire platform while running. This is achieved by an authenticated initializa-

tion code module that performs a partial system reset before starting the container’s VM. For

deployment, Intel TXT requires a TPM with an extended register set. This register set contains:

(i) a static root of trust measurement (SRTM) for the platform on measured boot; and (ii) a

dynamic root of trust measurement (DRTM) for the VM being executed.

While Intel TXT is wide availability on commodity Intel CPUs today, it suffers from several

significant limitations that make it challenging to use in untrusted environments: (i) Intel TXT

does not provide DRAM protections, such as encryption and integrity verification; and (ii) Intel

TXT contains a large hardware TCB, comprising the TPM, CPU chipset, motherboard and

system buses. This makes applications secured using Intel TXT vulnerable to a wide range of

physical attacks.

• Bastion [CL10]: Bastion is a hardware and software architecture. It relies on a trusted hy-

pervisor together with a modified processor to ensure confidentiality and integrity for software

modules. To provide protection through the hypervisor, each software module has a security

segment that lists the virtual addresses and permissions of all the container’s pages in the hy-

pervisor. These segments associate each physical page to a specific container and virtual address

space. At runtime, every memory lookup is checked against the rules specified in the Translation

Lookaside Buffer (TLB). The hypervisor checks whether the virtual address responsible for the

access corresponds to the one associated with the physical page and specific software module. If

a miss occurs, the trusted hypervisor is invoked before the TLB can be updated with the address

translation results. The hypervisor then checks if the virtual addresses to be used in translation

matches the expected values associated with a specific security segment of a container.

Bastion tolerates physical attacks on all hardware components apart from the CPU package, and

offers memory protection. Since everything apart from the CPU and the hypervisor is untrusted,

Bastion does not trust the platform’s firmware, and instead computes the cryptographic hash of

the hypervisor only after the firmware finishes booting. The hypervisor’s hash is included in the

measurement reported by software attestation. Bastion was the first architecture to offer direct

hardware protection of the hypervisor from both software and physical attacks. Bastion demon-

strates the feasibility of bypassing an untrusted OS to provide security with better performance

than the TPM. Similar to AEGIS, Bastion also allows the untrusted OS to manage pages of the

secure containers; these pages are encrypted, authenticated and freshness protected.

While Bastion tolerates a wide range of software and hardware based attacks, it suffers from

several disadvantages when protecting applications in untrusted environments: (i) as the OS can
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evict pages, Bastion leaks memory access patters at the page level; (ii) Bastion is vulnerable to

cache side-channel attacks; and (iii) Bastion requires a large TCB, as the hypervisor is trusted.

• TyTan [BEMS+15]: TyTan is a trusted computing architecture for lightweight devices. It offers

isolation between different tasks, using a hardware and software co-design. TyTan argues that

it is the first security architecture for low-end embedded systems, providing all of: (i) hardware-

assisted dynamic root of trust, which allow secure task loading at runtime; (ii) secure inter-

process communication (IPC) between the different tasks; and (iii) local and remote software

attestation to allow locally run processes and remote processes to verify the security of a TyTan

task. TyTan is implemented as an extension to Intel’s Siskiyou Peak architecture, and uses the

FreeRTOS real-time OS [ACCSB09].

TyTan is specifically designed for multi-tenant deployment scenarios, allowing for secure execu-

tion of mutually distrusting tasks on the same platform. Figure 2.4 shows the TyTan architecture.

TyTan employs an Execution-Aware Memory Protection Unit (EA-MPU), which enforces pro-

gram counter-based isolation and enables IPC. The EA-MPU ensures that each task can only

access the appropriate memory regions, thus enforcing task isolation. The EA-MPU also ensures

that tasks can only be invoked or run through dedicated entry points.

Several software components form part of the TyTan TCB. Each of these trusted components

is isolated from the rest of the platform by the EA-MPU. The EA-MPU supports loading and

unloading of trusted tasks at runtime. These trusted tasks include: (i) the Secure Boot task which
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is responsible for loading all other trusted software components at startup; (ii) the Root of Trust

for Measurement (RTM) task which is used to attest other tasks, by computing cryptographic

hashes of the binary code of each task; (iii) the IPC Proxy task, which offers Secure IPC by

forwarding messages from sender tasks to receiver tasks; (iv) the Secure Storage task, which

seals data by storing it encrypted in non-secure memory. Tasks communicate with the secure

storage via secure IPC; and (v) a trusted Interrupt Multiplexor (Int Mux) task which is used to

securely save the context of an interrupted task to its stack and clear the CPU registers before

control is passed to the interrupt handler.

Although TyTan ensures strong isolation between mutually distrusting applications executing on

the same platform, TyTan requires a hardware and software co-design. As such, this results in a

large TCB, making it challenging to secure applications and protect sensitive data in untrusted

environments.

2.3 Trusted execution environments (TEEs)

Trusted execution environments (TEEs) are a specific subclass of trusted computing architectures

that offer confidentiality and integrity guarantees for arbitrary code and data. In contrast to other

trusted computing architectures, TEEs rely on hardware isolation and cryptographic primitives, e.g.,

encryption and integrity protection, to protect code and data in general-purpose platforms. This is

done without requiring auxiliary CPUs or expensive hardware. In this section, we provide a definition

for TEEs, identify the building blocks that make a TEE, and discuss and compare several different

TEEs. We conclude the section by discussing the security challenges faced by TEEs.

2.3.1 A definition and overview

There have been many different TEEs proposed over the past 20 years [SAB15]. As a result, there is

some ambiguity about what exactly constitutes a TEE [SAB15]. For the purpose of this thesis, and our

discussions, we adopt the broad definition proposed by Mohamed et al. [SAB15]: a "Trusted execution

environment (TEE) is a tamper-resistant processing environment that runs on a separation kernel.

It guarantees the authenticity of executed code, the integrity of state (e.g. CPU registers, memory

and sensitive I/O), and the confidentiality of code, data and state stored on persistent memory. In

addition, it should also provide remote attestation [..] for third-parties. The content of TEEs are not

static; they can be securely updated. The TEE resists against all software attacks as well as physical

attacks performed on main memory [..]".
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Under this definition, Mohamed et al. [SAB15] define the separation kernel as a fundamental component

necessary to support TEEs. The primary purpose of the separation kernel is to enable different

systems with different security requirements to co-exist on the same platform in isolated partitions.

Unlike other security kernels, such as the OS and hypervisor, the separation kernel provides both

time and space partitioning. That is, separation kernels ensure strict isolation between each partition,

meaning: (i) data cannot be read or modified by other partitions; (ii) security breaches in one partition

should not affect other partitions; (iii) communication between partitions cannot occur unless explicitly

permitted; and (iv) shared resources, such as caches or shared memory, cannot leak information about

other partitions.

Using the separation kernel, Mohamed et al. [SAB15] outline the general building blocks that together

constitute a TEE. These building blocks can be seen in Figure 2.5. At a high-level: (i) the TEE is

separated from the rest of the platform via the separation kernel; (ii) the TEE has several trusted

components that allow it to provide confidentiality and integrity to code and data, including secure

boot, secure provisioning and secure storage; and (iii) the TEE can communicate directly with the

rest of the platform via the inter-environment communication interface and a trusted I/O path for

peripherals.

We briefly describe each of the TEE building blocks in detail below. We also note the similarities

these building blocks have with the trusted computing functionalities originally outlined by the TCG

in Section 2.2.1:

• Secure boot ensures that only trusted and verified code can be loaded onto the platform and

run. If the code is modified by an adversary or the adversary attempts to execute their own

code or application, secure boot prevents this from happening. Secure boot is often achieved

in practice by performing integrity measurements during the boot process, chaining each of the

measurements together to form a chain of trust. We note that secure boot is one of the properties

outlined by the TCG in Section 2.2.1 as one of the core functionalities for any trusted platform.

• Secure scheduling allows applications inside the TEE to execute without affecting the respon-

siveness of the main platform OS. This offers execution fairness between the TEE and the rest

of the platform. In most cases, this is done via the untrusted OS as the TEE is designed to

support preemption, i.e., the OS has control over scheduling decisions and can preempt the TEE.

However, because the OS is often untrusted, it means that TEEs do not typically provide avail-

ability guarantees to applications as a malicious OS may choose not to schedule the TEE at all.

Similarly, hardware failures, such as power cuts or faults, may also prevent the entire platform

from running.
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Figure 2.5: The TEE building blocks (Here, we see the various TEE building blocks outlined by
Mohamed et al. [SAB15]; these are the building blocks required to operate TEEs on a computing
platform.)

• Inter-environment communication allows a TEE to communicate with the rest of the com-

puting platform. This is often required if the TEE needs to perform inter-process communication

(IPC), or interface with an untrusted application. Despite the need for inter-environment commu-

nication, communication interfaces typically open attack vectors, as an adversary might exploit

these interfaces to attack the TEE. Communication interfaces therefore need to be secured.

• Secure storage allows data to be stored securely on the platform, only accessible to authorized

entities, ensuring the confidentiality, integrity and freshness of the data. A common way to

implement secure storage in TEEs is to provide sealed storage, that is, use a cryptographic key

that can be accessed only by the TEE to encrypt, integrity protect and version data written to

the persistent storage, e.g., a hard drive or disk. Data versioning requires a non-volatile storage

area only accessible by the TEE. We note that secure storage is analogous to protected storage,

as outlined by the TCG in Section 2.2.1.

• Trusted I/O paths protect the integrity and confidentiality of any communication between

the TEE and external peripherals in the platform (e.g., the network, keyboard or monitor).

Examples of where this is necessary and useful include: (i) the TEE needing to display confidential

information to the user on the screen; and (ii) the user needing to type in a confidential password

that can be forwarded directly to the TEE. Trusted I/O paths enable stronger platform security
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for human-computer interaction.

2.3.2 A comparison of TEEs

In practice, most TEEs are designed with specific use cases in mind, e.g., mobile or cloud computing.

As such, they only implement a subset of the TEE building blocks outlined above (in Section 2.3.1). In

this section, we critique several TEE implementations with respect to our goals: securing applications

and protecting sensitive data in untrusted environments (see Section 2.1). Table 2.1 shows a summary

of the building blocks implemented by the TEEs we discuss. The TEEs presented here are not a

complete list of solutions; rather they serve only to provide examples of notable TEE implementations.

We discuss these solutions in chronological order below.

Secure
boot

Secure
scheduling

Inter-environment
communication

Secure
storage

Trusted
I/O paths

ARM TrustZone [ARM09] 3 7 3 7 3

Intel SGX [Int14] 3 3 3 3 7

Iso-X [EEO+14] 3 3 3 7 7

Sanctum [CLD16] 3 3 3 7 7

Table 2.1: Summary of the TEE building blocks and functionalities offered by different TEE imple-
mentations.

• ARM TrustZone [ARM09]: TrustZone was one of the first TEEs commercially available. It

offers a collection of hardware modules that can be used to partition the platform into a TEE,

known as the secure world, and a REE (Rich Execution Environment), known as the normal

world, where untrusted components execute, such as the untrusted OS. TrustZone is an imple-

mentation of the TEE specification proposed by GlobalPlatform in 2011 [Pla11]. In the specifi-

cation, GlobalPlatform argued that REE resources, e.g., memory, should be accessible from the

TEE, but that TEE resources should be protected from the REE, unless explicitly allowed. This

ensures that only trusted applications can access trusted resources. Figure 2.6 shows the TEE

architecture specification proposed by GlobalPlatform and implemented by TrustZone.

TrustZone is implemented for system-on-chip (SoC) architectures currently used in a large num-

ber of existing mobile devices. The secure world in TrustZone provides protection for trusted

hardware and software resources, while the normal world is prevented from accessing secure

world resources. This is enforced through two hardware-based mechanisms: (i) the SoC’s bus

ensures that secure world resources cannot be accessed from normal world resources; and (ii), a

TrustZone-enabled processor core exclusively executes code in either the secure or normal world.

To enforce isolation between trusted hardware resources on the bus, a control bit known as the
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Figure 2.6: The TEE architecture specification proposed by the GlobalPlatform [Pla11] (The
platform is divided into the Rich Execution Environment (REE), containing untrusted OS components
and applications, and the Trusted Execution Environment (TEE), containing trusted OS components
and applications.)

Non-Secure (NS) bit was added to the AXI specification [ARM09]. TrustZone cores can switch

between worlds at runtime. When the processor core is in the secure world, it generates AXI

transactions with the NS bit set to zero, allowing it to access resources in both security domains.

When a core is in the normal world, and the NS bit is set to one, the core can only access

resources in the normal world.

To perform a context switch between worlds, the processor core passes through monitor mode,

which serves as a gatekeeper. Monitor mode saves the state of the current world and restores

the state of the world being switched to. The address mappings in the memory management

unit (MMU) can be configured independently for each world. This allows the OS in each world

to enforce its own memory management. IPC with small messages can be done by placing the

message inside registers and then switching worlds. For larger messages, it is recommended to

use shared memory.

During boot, a chain of trust is formed by verifying the integrity of the trusted second stage boot

loader and trusted OS before execution. The firmware of the first stage boot loader is implicitly

trusted, and is typically located in read-only-memory (ROM). The firmware verifies the integrity
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of the second stage boot loader, and the second stage boot loader verifies the secure world OS.

Some implementations of the secure OS also verify the integrity of trusted applications before

loading them. TrustZone uses signatures to perform verification of each stage of the boot process:

a vendor signs the code, and each of the verifying software components, e.g., the firmware, use

the public key to verify the signature at runtime.

Table 2.1 shows a summary of the TEE building blocks and functionalities offered by TrustZone.

TrustZone provides: (i) secure boot through platform measurements; (ii) inter-environment com-

munication via message exchanges; and (iii) trusted I/O paths by assigning peripherals to the

secure world exclusively. However, TrustZone does not offer: (i) secure scheduling, as the secure

world and normal world execute different OSs, and as such, TrustZone doesn’t provide a way to

fairly time slice between the two worlds; and (ii) secure storage, as TrustZone does not provide

hardware support for data sealing.

Despite TrustZone being widely deployed in mobile devices today, it has several limitations that

make it challenging to protect applications in untrusted environments: (i) TrustZone violates the

principle of least privileged as trusted applications from different vendors run in the same secure

world. This means any trusted application can compromise the entirety of the secure world; (ii)

TrustZone does not completely separate the cache between worlds, meaning the normal world

can evict cache lines to perform cache timing attacks on applications in the secure world; (iii)

TrustZone components offer limited protections against physical attacks, and thus are vulnerable

to adversaries with physical access to the device; and (iv) TrustZone requires a large TCB,

as secure boot builds a chain of trust through several different software components, e.g., the

firmware, boot loader and the OS.

• Intel Software Guard Extensions [MAB+13]: Intel SGX, first announced in 2013 [MAB+13],

is one of the most notable TEE implementations currently available in commodity CPUs today.

Intel SGX offers secure containers called enclaves, which protect the confidentiality and integrity

of applications without modifying the CPU’s execution path. To achieve this, Intel SGX adopts

an approach that trusts the security of the CPU package and microcode, while relying on the

untrusted OS to manage enclave memory and page tables.

Similar to the design of Bastion (see Section 2.2.2), Intel SGX allows the untrusted OS to evict

enclave pages. The CPU’s microcode ensures the confidentiality, integrity and freshness of enclave

pages through hardware enforced encryption, integrity protection and versioning. This is provided

by the Memory Encryption Engine (MEE) — a secure hardware unit added to the processors

memory controller. The MEE transparently: (i) encrypts memory pages that leave the confines

of the processor package, e.g., when flushed to DRAM, and; (ii) decrypt and integrity check
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memory pages when brought back on chip, e.g., when paged in from DRAM.

All accesses to enclave memory adopt the same address translation rules as normal memory.

However, Intel SGX ensures that untrusted code outside the enclave cannot access enclave pages

or memory. This includes isolation from higher-privileged software, such as the OS and hyper-

visor. To achieve this, enclave code and data is stored in Processor Reserved Memory (PRM),

which can be seen in Figure 2.7. The PRM is a subset of DRAM that cannot be directly ac-

cessed by other software, including system software. The Enclave Page Cache (EPC) and the

Enclave Page Cache Map (EPCM), both subsets of the PRM, are protected by the CPU against

untrusted accesses. The EPC stores enclave pages, i.e., trusted enclave code and data, and the

EPCM manages meta-data abut the pages within the EPC, e.g., enclave page access rights and

virtual addresses. If the capacity of the EPC is exhausted, i.e., too many enclave pages exist

in the EPC, the pages are transparently encrypted and integrity protected by the MMU before

being flushed out to DRAM by the OS.

All enclave operations, including creation, initialization, and destruction, are performed by sys-

tem software, while entering and leaving the enclave occurs at the application layer: the enclave

provides a single entry point into the enclave, and dedicated instructions can be called to enter

and leave. Upon leaving the enclave, the context of the current thread is saved within an EPC

page and all registers are cleared. The context is loaded again when the enclave is entered. If an

interrupt occurs during enclave execution, an Asynchronous Enclave Exit (AEX) occurs by the

CPU, which saves the current enclave execution context.

When an enclave is initialized, all enclave page contents, including code and static data, are

measured, creating a report. The report can then be signed by a private key burnt into the CPU,

verifying that the report belongs to a valid Intel SGX processor. This forms an enclave quote.

Quotes provide a means to attest to the correctness and validity of enclaves and the hardware
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on which they run. If an enclave quote does not match the expected value, the enclave can be

terminated or prevented from accessing sensitive data during provisioning.

In addition to local and remote attestation using reports, data produced by an enclave can also

be securely stored, or sealed to the enclave and written to stable storage. Sealed data can serve as

permanent storage beyond the lifetime of a single enclave. Local attestation, remote attestation,

and sealing all rely on the non-forgeability of the initial enclave measurement. Intel SGX also

provides monotonic counter support, to allow data to be versioned, preventing roll-back attacks

when an enclave is shutdown and restarted.

Table 2.1 shows a summary of the TEE building blocks and functionalities offered by SGX. SGX

provides: (i) secure boot through remote attestation, as application code and data can be pre-

cisely measured and attested before being provisioned with sensitive data; (ii) inter-environment

communication, as enclave code can access untrusted data, allowing shared memory communi-

cations; (iii) secure storage, as SGX provides support for data sealing to stable storage with

monotonic counters to ensure freshness; and (iv) secure scheduling, as the untrusted OS controls

exactly what processes run, thus it can preempt any enclave applications. However, SGX does

not offer trusted I/O paths, as all peripherals are managed by the untrusted OS, so enclave

applications must delegate communication with peripherals to the OS.

Compared to other existing TEEs, e.g., Arm TrustZone, Intel SGX has two disadvantages: (i)

as the untrusted OS manages pages, Intel SGX is vulnerable to memory access pattern leakage,

e.g., the OS can identify enclave’s memory accesses at page granularity, and other software can

perform cache timing attacks; and (ii) as Intel SGX does not provide support for trusted I/O,

applications must communicate with the untrusted host OS to perform this functionality. This

requires applications to employ defences to protect against attacks from a malicious host OS.

However, despite these limitations, we believe Intel SGX offers a suitable and attractive solution

for securing applications and protecting sensitive data in untrusted environments. This is because:

(i) applications can be deployed with a small TCB, i.e., only the CPU and the application code

and data need to be trusted; (ii) SGX offers hardware protections against attackers with physical

access to the machine, e.g., protecting data in untrusted DRAM; (iii) SGX offers an efficient

mechanism for performing secure boot and remote attestation: the application code and data

can be measured without having to trust the BIOS or the OS; and (iv) SGX is widely available

in commodity CPUs today. As such, we deem it a viable solution for achieving our goals.

For more information about Intel SGX, we refer the reader to a detailed report [CD16].

• Iso-X [EEO+14]: Iso-X is a flexible, software and hardware co-design that provides isolated
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execution environments for security-sensitive code and data. Iso-X achieves isolated execution

through secure compartments that use page tables to dynamically map and maintain memory

pages. Execution compartments are protected from higher-privileged system software, allowing

Iso-X to provide confidentiality and integrity guarantees even in the presence of an untrusted OS

or hypervisor. Iso-X requires only six additional instruction set architecture (ISA) instructions

for compartment management and two optional ISA instructions to support page swapping,

resulting in an efficient hardware implementation.

In the Iso-X framework, application developers partition their applications into an untrusted

partition (UP) and several trusted partitions (TPs). The UP contains untrusted code and data,

including system software and libraries. The TPs contain security-sensitive code and data, along

with memory regions to provide a secure execution environment. The Physical Page Compart-

ment Membership Vector (CMV) tracks whether a memory page is assigned to a compartment

and the Compartment Table (CT) records the compartment’s characteristics, e.g., compartment

size. In addition, each compartment is also assigned a Compartment Page Table (CPT), which

maps virtual addresses to physical addresses. This avoids having to trust the OS’s page tables.

Similar to Intel SGX, memory pages in Iso-X are only added to compartments after initialization.

Compartments can be entered through untrusted code using dedicated entry points. Iso-X also

supports remote attestation: compartments can be measured to produce secure compartment

certificates that can be used to prove the compartment’s integrity to an external verifier. This

certificate is signed with the CPU’s private key. Iso-X also provides a secure swapping mechanism

to support memory management: before giving the OS access to a page, Iso-X hashes and

encrypts the page before being swapped out, and decrypts and verifies the page when swapped

back in by the OS.

Table 2.1 shows a summary of the TEE building blocks and functionalities offered by Iso-X.

Iso-X provides: (i) secure boot through remote attestation, as compartment code and data

can be measured and attested before being provisioned; (ii) inter-environment communication,

as compartments also maintain a library for performing secure interaction with the rest of the

system; and (iii) secure scheduling, as the untrusted OS controls exactly what processes run, thus

it can preempt isolated compartments. However, Iso-X does not offer: (i) secure storage, as Iso-X

provides no support for data sealing or versioning across many lifetimes of the application; and

(ii) trusted I/O paths, as all peripherals, e.g., network and disk, are managed by the untrusted

OS, so trusted code must delegate communication with these devices to the OS.

Compared to other TEEs, e.g., Intel SGX, Iso-X has several disadvantages that make it challeng-

ing to secure applications and protect data in untrusted environments: (i) Iso-X does not assume
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hardware attacks to be part of the threat model. As such, Iso-X provides little physical pro-

tection to snooping on the memory bus or probing the physical memory; (ii) applications using

Iso-X must be partitioned in such a way that no data flow exists from a trusted to an untrusted

partition. For this reason, Iso-X is more applicable to cloud environments, where applications are

designed to execute in complete isolation; and (iii) Iso-X is vulnerable to cache timing attacks.

• Sanctum [CLD16]: Sanctum provides a software and hardware co-design that yields similar

protection against software attacks as Intel SGX, but offers improved protection against memory

access pattern leakage, such as page fault monitoring and cache timing attacks. At a high-level,

Sanctum uses a cache partitioning scheme, where DRAM is split into disjoint regions, and each

region uses distinct sets in the shared last-level cache (LLC). By allocating each DRAM region

to exactly one isolated enclave, enclaves are protected in both DRAM and the LLC. To protect

enclaves in other caches, e.g., the L1 and L2 caches, Sanctum performs cache flushes on context

switches.

Figure 2.8 shows the software stack on a Sanctum machine. To provide security guarantees,

Sanctum employs a trusted software component, called the security monitor. The security mon-

itor is the first piece of firmware executed by the processor and is measured on boot by the

measurement root. The security monitor allows Sanctum to provide a chain of trust for software

attestation. The security monitor then provides an API for creating and destroying enclaves,

and also manages transitions into and out of enclaves, as well as handles interrupts.

During execution, the security monitor is protected from compromised system software, by ex-
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ecuting at the highest privilege level on the hardware. The monitor ensures that no DRAM

region is ever accessible to two different enclaves. Each enclave manages its own page tables,

and handles page faults. As such, the OS cannot learn virtual addresses that would cause a page

fault in the enclave. Hardware modifications proposed by Sanctum work in combination with

the security monitor to ensure that an enclave’s page tables only reference memory inside the

enclave’s DRAM regions. As enclaves execute in a restricted environment, they need to exit to

perform system calls and I/O.

Table 2.1 shows a summary of the TEE building blocks and functionalities offered by Sanctum.

Sanctum provides: (i) secure boot through attestation, with the chain of trust starting at the

security monitor; (ii) inter-environment communication, e.g., enclaves can communicate with

each other directly via shared memory; and (iii) secure scheduling, as the untrusted OS controls

exactly what processes run, thus it can preempt different enclaves. However, Sanctum does not

offer: (i) secure storage, as it provides no cryptographic support for data sealing; and (ii) trusted

I/O paths, as enclaves need to exit in order to perform system calls or execute I/O.

One of the unique benefits offered by Sanctum is that it provides an open-source design and

implementation using a RISC-V processor. This allows the security community to audit the

implementation and reason about Sanctum’s security properties. However, in comparison to other

TEEs, e.g., Intel SGX, the biggest limitation faced by Sanctum’s design is that it does not offer

protection from any physical attacks. For instance, attacks on DRAM cannot be prevented. As a

result, this makes it difficult to secure applications and protect data in untrusted environments.

However, the authors argue that Sanctum could be combined with physical protections proposed

by other systems e.g., AEGIS (see Section 2.2.2), to provide protection against physical attacks.

If such defences are employed, we believe Sanctum offers another attractive solution for securing

applications and data in untrusted environments.

2.4 Open security challenges for TEEs

Despite the differences between the TEE implementations presented in Section 2.3.2, there are three

fundamental security challenges that affect all TEEs when protecting applications in untrusted envi-

ronments. These are: (i) minimizing the TCB (Section 1.4.1); (ii) securing TEE boundary interfaces

(Section 1.4.2); and (iii) tolerating TEE failures and compromises (Section 1.4.3). In this section,

we briefly discuss how each of these challenges affects the TEE implementations presented above.

We further illustrate why these challenges must be overcome to provide confidentiality and integrity

guarantees to applications and data:
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(i) Minimising the TCB: TEE-based applications require sensitive code and data to be partitioned

from the rest of the untrusted platform and executed within the confines of the TEE. For example: (i)

ARM TrustZone requires executing security sensitive code and data within the confines of the secure

world; (ii) Intel SGX and Sanctum require sensitive code and data to be executed in the enclave and

identified on enclave creation; and (iii) Iso-X requires applications to be partitioned into trusted and

untrusted compartments. Isolating security-sensitive code and data in this way forms the fundamental

basis for how TEEs operate.

However, one of the challenges faced by this approach is that all isolated code is implicitly trusted to

be free from software bugs [NZSS17]. As such, if a bug resides within the TEE, e.g., a buffer overflow

or synchronization bug [WKPK16], an adversary can exploit this to violate security guarantees. For

example, in the case of a buffer overflow, an adversary can exploit this to: (i) corrupt the integrity

of the application by overwriting sensitive data in the TEE; and (ii) corrupt the confidentiality of

sensitive data by forcing the TEE to write that data to untrusted memory. These types of attacks

affect all TEEs regardless of the implementation. For example: (i) as TrustZone runs all trusted code

in the secure world, a trusted application containing a buffer overflow can compromise the security of

the entire world, including other trusted applications; and (ii) for Intel SGX and Sanctum, a buffer

overflow in enclave code can compromise the security of the entire enclave.

As the number of bugs in an application is generally proportional to the amount of code that application

contains [MB03], it is therefore essential to minimise the amount of code and data placed into a TEE for

any given application; this reduces the TCB of the application. Moreover, it is essential to employ the

principle of least privilege [SS75] when protecting applications using TEEs; otherwise vulnerabilities

can compromise the entire application. This means: (i) for TrustZone, reducing the size and number

of applications executing in the secure world; (ii) for Intel SGX and Sanctum, reducing the amount of

code and data placed into the TEE; and (iii) for Iso-X, partitioning applications efficiently into trusted

and untrusted compartments. Minimising the TCB better protects applications against software bugs

when deployed in untrusted environments.

(ii) Securing TEE boundary interfaces: Applications executing within the confines of a TEE

often require communication with the outside world. This is necessary, for example, when: (i) the

application needs to perform I/O but the TEE does not provide trusted I/O paths, thus delegating

this functionality to the untrusted OS, e.g., Intel SGX and Sanctum; and (ii) when trusted application

code needs to communicate with untrusted application code via inter-environment communication

(Section 2.3.1), e.g., TrustZone applications in the secure world communicating with applications in

the normal world. As such, all TEEs must define boundary interfaces to communicate with the outside
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world, i.e., interfaces that separate trusted code and data from untrusted code and data.

However, the problem with boundary interfaces is that they create an attack surface by which adver-

saries can target the TEE. Specifically, they expose two attack vectors: (i) adversaries can read and

modify the parameters that cross the TEE boundary interface to cause application confidentiality and

integrity violations. For example, in Intel SGX and Sanctum, an adversary can modify the results of

system calls returned by the untrusted OS to hijack the control flow of the application [CS13b]; and

(ii) the frequencies, sequences and parameters of interface calls expose side channels [HCP17, CZRZ17]

to an adversary, i.e., expose application or data dependent information; this can violate application

or data confidentiality in the TEE. For instance, the adversary can differentiate between applications

or workloads based on system call behaviours in Intel SGX and Sanctum, e.g., observe the disk I/O

access patterns.

As such, all applications that communicate with the outside world, must secure TEE boundary in-

terfaces from attacks, regardless of the TEE implementation being employed. This means: (i) for

TrustZone, securing all communication between applications in the secure and normal worlds; (ii) for

Intel SGX and Sanctum, securing all communication between trusted code and data inside the enclave,

and untrusted code and data outside the enclave; and (iii) for Iso-X, securing communication between

trusted partitions and system software. This is required to protect the confidentiality and integrity of

applications in untrusted environments.

(iii) Tolerating TEE failures and compromises: As highlighted by the discussions in Section 2.3.2,

TEEs do not provide availability guarantees, e.g., all TEE implementations will fail by simply removing

the power source from the device. Moreover, no single TEE implementation is free from security

vulnerabilities or attacks: all TEE implementations have weaknesses. For example: (i) TrustZone, Iso-

X and Sanctum offer limited protection against an attacker with physical access to the TEE. As such,

they are vulnerable to a number of hardware attacks, e.g., attacks that read or modify sensitive data in

DRAM or on the system bus; and (ii) Intel SGX enclaves are vulnerable to side channel attacks through

memory access pattern leakage and cache attacks; these attacks can violate application confidentiality.

As such, TEEs are not silver bullets, and they cannot be assumed to provide complete security in

all situations. As a result, to secure applications in untrusted environments, TEEs should only be

deployed using a defence in depth approach, i.e., applications should employ TEEs as another layer of

defence but assume adversaries can compromise the security guarantees of the TEE with enough effort

and/or cost. As such, applications need to be fault tolerant against TEE failures and compromises.
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2.5 Summary

In this chapter, we explored background on securing applications and protecting sensitive data in

untrusted environments. We began with basic concepts and preliminaries for trusted computing, in-

cluding: (i) a brief history and overview of trusted computing; (ii) an introduction to the Trusted

Computing Group; and (iii) the five functionalities for trusted computing platforms. We then dis-

cussed several different trusted computing architectures that have been proposed over the past 20

years, including: the TPM [Pea02], XOM [LTM+00], AEGIS [SOD05], IBM 4765 [ABC+12], Intel

TXT [Gra09], Bastion [CL10] and TyTan [BEMS+15].

We continued the chapter by taking a closer look at trusted execution environments (TEEs). We

provided an informal definition for TEEs and identified the five core building blocks required to provide

TEE functionalities. We then took a closer look at various TEEs that have been proposed over the

past 20 years, and compared their designs, including: ARM TrustZone [ARM09], Intel SGX [MAB+13],

Iso-X [EEO+14] and Sanctum [CLD16].

Finally, we highlighted three fundamental security challenges facing all applications secured with TEEs.

These challenges are: (i) minimizing the TCB; (ii) securing TEE boundary interfaces; and (iii) toler-

ating TEE failures and compromises. We continue this thesis by exploring each of these challenges in

the technical chapters that follow.
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All application code and data isolated by the TEE is trusted to be free from software bugs. If this

assumption is violated, an adversary can target these bugs to violate the confidentiality and integrity of

the application. As such, developers must minimise the trusted computing base (TCB) of applications

when deployed with TEEs (see Section 2.4). To achieve this, we propose automatic application parti-

tioning for TEEs: using principled techniques to partition existing applications into security-sensitive

and non-sensitive code and data.

We begin the chapter by providing an overview of our approach (Section 3.1). We then present

relevant background on securing applications with TEEs (Section 3.2); this includes a discussion of

our assumptions and threat model. Next, we present Glamdring: the first application partitioning

framework that minimises the TCB of C applications for Intel SGX enclaves (Sections 3.3 and 3.4).

We continue by offering a detailed security and performance evaluation of our approach (Section 3.5).

Finally, we discuss related work to Glamdring (Section 3.6), highlight limitations of the approach

(Section 3.7) and conclude the chapter (Section 3.8).
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3.1 Overview

To minimise the TCB of applications, we propose automatic application partitioning for TEEs: pro-

tecting security-sensitive code and data by placing it into the TEE, and providing guarantees that the

security-sensitive code cannot violate the confidentiality or integrity of security-sensitive data, even

under attack. By placing only security-sensitive code and data into the TEE, and leaving the rest of

the application outside the TEE, this approach: (i) avoids bloating the TCB with unnecessary code;

and (ii) leverages privilege separation, as trusted code executes securely inside the TEE, while the rest

of the application remains outside the protection domain.

To automatically partition existing applications for TEEs, we face three challenges: (i) we must identify

which code and data in the application is security-sensitive, as this will be application and functionality

specific; (ii) we must partition the application and define a secure TEE boundary interface between

trusted and untrusted code and data; and (iii) we must transform the application to adopt the new

partitioned architecture.

To overcome these challenges, we make three contributions: (i) we use source code annotations and

static program analysis to identify security-sensitive code and data in the application. This prevents

application developers from having to do it manually; (ii) we partition the application at the function

granularity to produce a natural and well-defined TEE boundary interface. This interface employs

encryption and integrity protection to protect sensitive data; and (iii) we use automatic source code

generation to transform the application and harden the generated code against various attacks. This

avoids having to rewrite the application by hand.

To illustrate our contributions, we present Glamdring, an automatic application partitioning frame-

work for Intel SGX. Glamdring implements our contributions to partition existing C applications at

the source code level for Intel SGX enclaves. We apply Glamdring to three different applications:

the Memcached key/value store [Fit04], the LibreSSL library [Bec14], and the Digital Bitbox Bitcoin

wallet [Shi16]. Our experiments show that Glamdring creates partitioned versions of these applications

with TCBs that contain 22% – 40% of the lines of code of the applications. Despite their strong security

guarantees, the partitioned applications execute with between 0.3x – 0.8x of the performance of the

original versions. Glamdring demonstrates that our approach is not only feasible, but practical, as it

is can be successfully applied to several existing real-world applications with acceptable performance

overheads.
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3.2 Background: Securing applications with TEEs

In this section, we explore and compare the different approaches to securing applications with TEEs.

We consider application code to be security-sensitive if it accesses sensitive data directly or impacts

the confidentiality or integrity of data indirectly; we assume that only a subset of application code and

data is security-sensitive. For example, in the Memcached [Fit04] store, assuming that key/value pairs

are sensitive, functions that manipulate and handle key/value pairs are security-sensitive, while ones

for network handling are not.

3.2.1 Threat model

When deploying applications in an untrusted environment, the adversary’s goal is to either disclose

confidential data or violate data integrity. We consider a powerful and active adversary, such as

a malicious system administrator, who has control over the hardware and software of the machine

executing the application. The adversary may therefore: (i) access or modify any data in memory or

disk; (ii) view or modify the application code; and (iii) modify the OS or other system software.

We consider denial-of-service (DoS) attacks outside the scope of this work. This is because an adversary

with full control over the machine can simply decide not to run the application (see Section 2.3.2).

Such attacks can be detected and potentially mitigated using various forms of replication [DM04]. We

also consider side-channel attacks that exploit timing effects [WKPK16] or page faults [XCP15] of the

TEE outside the scope of this work. As discussed in Section 2.3.2, some TEEs, such as Sanctum, avoid

these attacks, while others, such as Intel SGX, are vulnerable to them. In the case that the TEE is

vulnerable to these attacks, there exist dedicated mitigation strategies [BGNS06, CHB+15] that can

be employed. As such, we exclude side-channels from our threat model.

3.2.2 Security with Intel SGX

While there are many different TEE architectures currently available, Intel SGX offers one of the most

prominent and mature TEEs for commodity CPUs (see our comparison in Section 2.3.2). As such, in

this chapter, we specifically employ Intel SGX TEEs to illustrate how the TCB of existing applications

can be minimized through application partitioning. We note however that the high-level contributions

presented here are TEE-agnostic and can be applied to different TEE architectures. We refer the

reader to Section 2.3 for an in-depth discussion and comparison of other TEE technologies to which

our contributions can be applied.
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The Intel SGX SDK [Int16a] allows developers to create enclave libraries which can be loaded into

an enclave and executed by a CPU with SGX support. A developer defines the interface between the

enclave code and other, untrusted application code: (i) a call into the enclave is referred to as an enclave

entry call (ecall). For each defined ecall, the SDK adds instructions to marshal parameters outside,

unmarshal the parameters inside the enclave and execute the function; and (ii) outside calls (ocalls)

allow enclave functions to call untrusted functions outside. For each defined ocall, the SDK adds

instructions to leave the enclave, unmarshal the parameters, call the function, re-enter the enclave and

continue execution of the caller’s code. Any ecalls and ocalls introduce a performance overhead because

the hardware must perform certain actions to maintain the security guarantees of SGX. Enclave code

must also verify the integrity of accessed data, such as parameters of ecalls, return values of ocalls,

and data read from untrusted memory.

The Intel SGX SDK also supports remote attestation: users can remotely attest the integrity of the

enclave memory and the presence of a genuine SGX-capable CPU. For this, the enclave can request

a measurement report from the CPU that contains a digest over the current enclave content. The

report is then signed by a platform-provided quoting enclave which indicates the trustworthiness of

the platform, before it is sent to the user.

3.2.3 Design space for SGX applications

We now explore the design space for securing applications and data using Intel SGX TEEs. We

discuss the trade-offs of different application designs with respect to: (i) the size of the TCB; (ii) the

complexity of the enclave boundary interface; (iii) the development effort required by developers; and

(iv) the generality of the approach to different applications.

With Intel SGX, the TCB consists of all code and data loaded into the enclave, as well the hardware

used to implement the enclave itself. Following the principle of least privilege [SS75], only the parts of

an application that require access to sensitive data should be executed within an enclave. As studies

have shown [SYTP85, MB03], the number of software bugs, and thus potential security vulnerabilities,

increases proportionally with the code size. This makes it important to minimize the size of the TCB.

The complexity of the enclave boundary interface, i.e., the interface between trusted code inside the

enclave and untrusted code outside the enclave, impacts the security of enclave code and data. For

example, security-sensitive application code inside the enclave must still interact with the untrusted

environment, such as the OS, to perform I/O (see Section 2.3.2). Return values from system calls must

therefore be checked to protect against Iago attacks [CS13b], where an attacker compromises the OS
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Figure 3.1: The design alternatives for the use of enclaves (These designs include: (a) a complete
enclave interface, where the entire application is executed in the enclave; (b) a predefined enclave
interface, where the application conforms to a specific enclave interface; and (c) an application-specific
interface, where the application is partitioned into trusted and untrusted application code and data,
with a corresponding interface between the two.)

kernel and manipulates the return values of system calls to force enclave code to disclose or modify

sensitive enclave data. Creating a principled enclave interface thus makes it easier to reason about the

feasibility and potential for particular attacks.

Other important factors that determine the adoption of a given approach for securing applications

and data with Intel SGX enclaves are: (i) the development effort required in order to develop secure

applications; and (ii) whether the approach is generally applicable to any and all applications.

Figure 3.1 shows three possible design alternatives for protecting applications using Intel SGX enclaves.

We discuss each of these three designs in detail below:

Complete enclave boundary interface. As shown in Figure 3.1a, the approach adopted by other

existing systems such as Haven [BPH15], SCONE [ATG+16] and Graphene [TAB+14, Osc17] provides

isolation at a coarse granularity by executing a complete application inside an enclave. Haven runs
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unmodified Windows applications using the Drawbridge library OS [PBWH+11a]; Graphene uses a

library OS in the enclave to run Linux applications; and SCONE places a modified version of the

standard C library in the enclave for supporting recompiled Linux applications. For these systems,

both security-sensitive and insensitive application code and data reside within the enclave, increasing

the size of the TCB.

The enclave boundary interface of these systems supports a complete set of system/hyper calls, which

cannot be handled inside the enclave. The interface is application-independent, but its complexity

(in terms of number of distinct calls and their input parameters) depends on the adopted system

abstraction. The required system support within the enclave further adds to the TCB size.

Predefined enclave boundary interface. Figure 3.1b shows a different approach in which applica-

tions must adhere to a predefined restricted enclave boundary interface [SCL+16, SRSV15, SCF+15].

For example, VC3 [SCF+15] protects map/reduce jobs using enclaves and forces map/reduce tasks

to interact with the untrusted environment only through a specified interface. In these systems, the

enclave contains a small trusted shim library, resulting in a smaller TCB compared to the previous

approach offering a complete enclave interface, i.e., Figure 3.1a.

This approach results in a minimal enclave boundary interface—VC3’s interface consists of only two

calls, one to read encrypted key/value pairs and another to write them as the job output. This

limited interaction of the enclave with the outside simplifies protection: it is possible to add dynamic

checks that enforce security invariants [SCL+16], e.g., preventing enclave code from accessing untrusted

memory except through the enclave interface. However, the security benefits of this approach are offset

by its limited applicability. Given the predefined enclave interface, the approach can only be used with

applications that interact with the untrusted environment in specific and constrained ways, such as

map/reduce tasks, that do not issue arbitrary system calls. To support this approach, most applications

have to be rewritten.

Application-specific enclave boundary interface. Our goal in this work is to explore another

design point for SGX-based applications. We exploit the fact that, for many applications, only a

subset of code handles sensitive data, while other code is not security-sensitive and does not need

protection [SPHH06, ST06b, BWL+16]. As shown in Figure 3.1c, this makes it possible to partition

the application to reduce the TCB size, leaving code and data that is not security-sensitive outside the

enclave.

Existing work has shown that application partitioning can be done by hand so that complex applications

can exploit enclaves [BWL+16, PPFF16]. Instead, we want to explore the hypothesis that it is feasible
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to use principled techniques, e.g., program analysis and code generation, to automatically partition

existing applications for secure enclaves, and provide security guarantees about the enclave code and its

boundary interface to the untrusted environment. This avoids having to partition and protect existing

applications by hand.

With this approach, the enclave boundary interface now becomes application-specific: a set of ecalls

and ocalls is required between trusted and untrusted application code. In contrast to a complete

enclave boundary interface as in Figure 3.1a, fewer system calls need ocalls because application code

that is placed outside the enclave can issue system calls directly.

Since application data now also exists outside the enclave, enclave code must be allowed to access

untrusted memory. This means that it is no longer possible to prohibit all memory accesses, as

with the predefined enclave boundary interface [SCL+16] in Figure 3.1b. Instead, it is important to

give security guarantees that, despite the richer application-specific enclave boundary interface, the

untrusted environment cannot disclose sensitive enclave data or compromise its integrity.

3.3 Glamdring design

To target an application-specific enclave boundary interface for existing applications, i.e., achieve

the interface shown in Figure 3.1c from Section 3.2.3, our partitioning approach must satisfy four

requirements. First, it must protect the confidentiality of sensitive input data and the integrity of

sensitive output data (R1). This ensures an attacker cannot interfere with application execution or

compromise security-sensitive data. Second, it must apply the principle of least privilege, minimising

the code that can access sensitive data (R2). This reduces the TCB of the application and protects

against software bugs in the TEE. Third, it must automate changes to the application code (R3). This

avoids developers having to modify the application by hand; a process which is tedious and error-prone.

Fourth, it must impose an acceptable performance overhead (R4), otherwise the approach will not be

feasible to protect applications in the real world.

We present Glamdring, a framework for partitioning existing C applications to execute security-

sensitive code in an Intel SGX enclave. Glamdring targets requirements R1 -R4 defined above. To

partition applications using Glamdring, application developers first annotate input and output vari-

ables in the source code that are security-sensitive, i.e., variables containing sensitive data that require

confidentiality and integrity. Glamdring then employs static program analysis [Ern03] to identify

security-sensitive application code and data based on these annotations. Static program analysis is

workload-independent and makes conservative decisions about data and control flow dependencies. As
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Figure 3.2: Overview of the Glamdring framework (Here, we see: (i) the application source code
as an input; (ii) the four phases of execution, from code annotation to automatic code generation; and
(iii) the resulting output: a set of trusted and untrusted application code and data files.)

such, Glamdring protects security-sensitive code and data regardless of the application input data,

or workload at runtime. This is in contrast to dynamic program analysis [KL88], which is workload-

dependent.

In this section, we present the design of Glamdring and discuss how Glamdring achieves its goals.

3.3.1 Design overview

To achieve requirements R1 -R4, Glamdring operates in four phases. These can be seen in Figure 3.2.

We discuss each of these phases in detail below:

1 Code annotation phase: Glamdring must know which application data is security-sensitive in

order to protect it (R1). To achieve this, the developer provides information about the sources (inputs)

and sinks (outputs) of security-sensitive data by annotating variables whose values must be protected

in terms of confidentiality and integrity (see Section 3.3.2).

2 Code analysis phase: Based on the annotated source code, Glamdring identifies a subset of code

that is security-sensitive (R2). It uses automatic static program analysis (R3) to find control and data

dependencies on security-sensitive data. Glamdring thus obtains the minimal set of statements that

either handle confidential data or affects its integrity (R1/R2) (see Section 3.3.3).

3 Code partitioning phase: Next Glamdring creates a partition specification (PS) that defines
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which parts of the code must be protected by the enclave. The PS enumerates the functions, memory

allocations and global variables that are security-sensitive based on the program analysis. This defines

the enclave boundary interface of the partitioned application, which includes ecalls, ocalls, and direct

accesses to untrusted memory (see Section 3.3.4).

4 Code generation phase: Finally, Glamdring uses a source-to-source compiler that, based on

the PS, partitions the code into a secure enclave library and untrusted code. The enclave boundary

interface is hardened with runtime checks that enforce invariants on the program state (see Section 3.4).

3.3.2 Code annotation phase

The security-sensitive data that must be protected by the TEE is application-dependent. To identify

it, a developer must therefore annotate the source code. Glamdring relies on the fact that security-

sensitive data is protected when it is exchanged between a trusted client and the application. For

example, if data is received via the network, Glamdring requires the client to encrypt and sign the

data. Both the client and the enclave code use symmetric AES-GCM encryption [Dwo07], where the

key is established upon enclave creation.

When encrypted security-sensitive data reaches the application through a source, such as an I/O chan-

nel, or leaves the application through a sink, a developer must annotate the corresponding variable using

a compiler pragma. The annotation sensitive-source identifies a variable at a given source code loca-

tion where security-sensitive data enters the application; analogously, the annotation sensitive-sink

indicates a variable at which security-sensitive data leaves the application.

For example, for Memcached we assume that the security-sensitive data is the type of command

submitted by the client (get/set) and its associated key/value data. This data is encrypted and

signed by the trusted client when sent to the application. Using Glamdring, Memcached then requires

two annotations, which can be seen in Listing 3.1.

An obvious location for the sensitive-source annotation might be the socket read() call from which

a client request is received. However, this would be unnecessarily conservative because it would denote

all network data as security-sensitive (and thus encrypted). Instead, the annotation in line 1 marks the

content of the parameter command, which holds the request command and data, as security-sensitive.

The sensitive-sink annotation in line 12 specifies that the output buffer for the client response also

contains security-sensitive data.
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1 #pragma glamdring sensitive−source(command)
2 static void process_command(conn ∗c, char ∗command) {
3 token_t tokens[MAX_TOK];
4 size_t ntokens;
5 ...
6 ntokens = tokenize_command(command, tokens, MAX_TOK);
7 ...
8 process_update_command(c, tokens, ntokens, comm, false);
9 ...

10 }
11

12 #pragma glamdring sensitive−sink(buf)
13 static int add_iov(conn ∗c, void ∗buf, int len) {
14 ...
15 m = &c−>msglist[c−>msgused − 1];
16 m−>msg_iov[m−>msg_iovlen].iov_base = (void ∗) buf;
17 ...
18 }

Listing 3.1: The pragma annotations added to the Memcached source code in order to identify
security-sensitive sources and sinks (as required by Glamdring).

3.3.3 Code analysis phase

Next, the code analysis phase identifies all security-sensitive statements in the program that have

dependencies on the set of all annotated statements SA. This combines: (i) for confidentiality, the set

of all statements that are influenced by the ones in SA; and (ii) for integrity, the set of all statements

that influence the ones in SA.

Glamdring uses static program analysis to identify all security-sensitive statements. Static analysis is

workload-independent and hence makes conservative decisions about dependencies. To ensure that an

attacker cannot violate the invariants that static analysis infers from the untrusted code, Glamdring

adds runtime checks during code generation (see Section 3.4).

Glamdring’s analysis uses a program dependence graph (PDG) [FOW87], referred to as P , in which

vertices represent statements, and edges are both data and control dependencies between statements.

PDGs are effective representations for program slicing [OO84, HRB88]. Using P , Glamdring finds the

set of all security-sensitive statements as follows:

1. Static dataflow analysis for confidentiality [RHS95]. Given SA and P , Glamdring uses

graph-reachability to find a subgraph Pc of P that contains all statements with a transitive

control/data dependence on statements in SA (i.e., vertices reachable from statements in SA via

edges in P ).

For statements in SA that are annotated as a sensitive-sink, Glamdring encrypts/signs the

data before the statement inside the enclave, making it unnecessary to perform dataflow analysis
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from these statements.

2. Static backward slicing for integrity [Wei81]. Given SA and P , Glamdring uses static

backward slicing to find a subgraph Pi with all statements in P on which statements in SA have

a control/data dependence (i.e., all vertices from which statements in SA are reachable via P ).

For these statements in SA that are annotated as sensitive-source, Glamdring employs client-

side encryption of the data, making it unnecessary to perform backwards slicing from these

statements.

Finally, the set of all security-sensitive statements Ss is obtained by combining Pc and Pi.

3.3.4 Code partitioning phase

Although Ss enumerates security-sensitive statements, Glamdring partitions the application at the

granularity of functions rather than statements. There are two reasons for this: (i) function-granularity

partitioning reduces the amount of code changes that need to occur to the application (R3) (see

Section 3.4); and (ii) function-granularity partitioning produces a natural TEE boundary interface, as

applications already maintain a well-defined function interface with clear control flows [All70], clear

inputs, i.e., function parameters, and clear outputs, i.e., function return values.

Glamdring produces a partition specification (PS) from Ss with the set of security-sensitive functions,

memory allocations and global variables to protect:

1. functions: the PS includes all functions whose definitions contain at least one statement in Ss;

2. memory allocations: the PS must identify allocated memory for security-sensitive data. State-

ments in Ss with calls to malloc (or similar) are enumerated in the PS, and these allocations are

placed inside the enclave;

3. global variables: the PS lists all global variables accessed in statements in Ss, and these are

allocated inside the enclave. Special accessor ecalls (with checks) are provided to the untrusted

code to access these globals if needed. The PS specifies if the global was part of Pc or Pi or both,

which determines what type of access (read, write or none) the outside code has.

Enclave boundary relocation (EBR). Glamdring’s code analysis phase produces a lower bound

on the code that must be inside the enclave to guarantee security. In practice, however, a partitioning

may prove costly in terms of performance if program execution must frequently cross the enclave
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boundary interface, i.e., as ecalls and ocalls incur significant performance overheads in Intel SGX (see

Section 2.3.2).

To overcome this, Glamdring improves the performance of the partitioned application by moving

additional functions into the enclave in order to reduce the number of enclave crossings, i.e., the

number of ocalls executed at runtime. To achieve this, Glamdring uses a representative workload

and the output of the gcov runtime profiling tool [Fre17]: Glamdring assigns a cost to each enclave

boundary function according to the number of invocations. Up to a configurable threshold, Glamdring

adds functions to the enclave. Adding extra functions to the enclave cannot violate the security

guarantees of Glamdring, but it does increase the TCB size. As such, there is a trade-off between the

number of enclave crossings and the TCB of the resulting partitioning.

3.3.5 Security discussion

The security guarantees of Glamdring rely on several different aspects of the approach: (i) the soundness

of the static analysis; and (ii) the modelling of external library calls whose source code is unavailable.

We discuss each of these in more detail below:

Static analysis. To be tractable, static analysis infers invariants on program state based on the source

code. These invariants must also hold at runtime, even when the untrusted code is under control of

an attacker. Glamdring ensures this by adding runtime invariant checks to the enclave boundary. We

discuss these invariant checks in Section 3.4.2.

Static pointer analysis is undecidable for C programs [Ram94] and thus fundamentally imprecise [HL11,

GKM16]. While static analysis may introduce false positives, this does not compromise soundness: a

false positive will simply assign more functions to the enclave than necessary; thus increasing the size of

the TCB, but not violating security guarantees. We note that because static analysis is conservative, it

will never produce false negatives, thus Glamdring will never exclude security-sensitive functions from

the enclave.

Modelling external library calls. Static analysis must model the behaviour of all invoked functions

to compute all code and data dependencies. However, some program functions may not be available

during the code analysis phase, e.g., functions in external libraries with unavailable definitions. For

these functions, Glamdring takes a conservative approach, making all output parameters of the un-

defined function dependent on all input parameters. As such, this may produce false positives in the

static analysis, thus assigning more code to the enclave than necessary. However, this does not com-

promise the soundness of the approach. We note that more precise models can consider actual function
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behaviour to specify dependencies [GH12, BFM+08].

3.4 Code generation and hardening

With the partition specification (PS) produced by the first three phases in Glamdring (see Figure 3.2),

the fourth and final phase is code generation. Code generation produces a source-level partitioning

of the application based on the PS (§3.4.1). In addition, it hardens the enclave boundary interface

against malicious input, ensuring that the enclave upholds the confidentiality and integrity guarantees

for sensitive data (§3.4.2). This results in a set of enclave and non-enclave source files, along with an

enclave specification, which can be compiled using the Intel SGX SDK.

3.4.1 Code transformation

Code transformation of the existing application must: (i) handle calls into and out of the enclave; and

(ii) change the allocation, scope and lifetime of variables and functions in the generated enclave and

non-enclave versions of the code.

Glamdring provides a code generator that relies on the LLVM/Clang compiler toolchain [LA04, Cla16]

to rewrite the preprocessed C source code. It uses the Clang libraries to parse source code into an

abstract syntax tree (AST), and traverses the AST to analyse and modify the source code. In addition

to the enclave and non-enclave source files, it produces an interface specification in the enclave definition

language (EDL) required by the Intel SDK [Int16a]. The code generation then proceeds in three steps:

1. Moving function definitions into the enclave. For each source file, the code generator

creates an enclave and a non-enclave version, which contain a copy of the original preprocessed

input file. From the enclave version, it removes all functions not listed in the PS and from the

non-enclave version it removes all listed enclave functions.

2. Generating ecalls and ocalls. Based on the set of enclave functions, the code generator

identifies the ecalls and ocalls that are part of the enclave boundary interface. It traverses the

direct call expressions in each function: (i) if the caller is an untrusted function and the callee is

an enclave function, the callee is made an ecall; or (ii) if the caller is an enclave function and the

callee is an untrusted function, the callee is made an ocall.1

1Pointers passed outside the enclave are only deep-copied if data in enclave-allocated memory needs to be declassified—
the programmer needs to implement this manually.
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1 /∗ Initialised to func_A and func_B outside ∗/
2 int (∗addrof_func_A) (int);
3 int (∗addrof_func_B) (int);
4

5 int jump_to_func(int (∗fptr) (int), int x) {
6 if (fptr == addrof_func_A) return ocall_func_A(x);
7 else if (fptr == addrof_func_B) return ocall_func_B(x);
8 }
9

10 int ecall_enclave_func(int (∗fptr) (int), int y) {
11 return jump_to_func(fptr, y);
12 }

Listing 3.2: The trampoline code generated by Glamdring to handle ecalls and ocalls when jumping
to functions.

Adding stubs for encryption/decryption. As mentioned in Section 3.3.2, the security-sensitive

data received from (and returned to) clients is encrypted (and integrity-protected) using a shared

AES-GCM key. The code generator adds code to: (i) decrypt security-sensitive data entering

the enclave at locations annotated as sensitive-source, and (ii) encrypt the security-sensitive

data leaving the enclave at locations annotated as sensitive-sink. The application client must

be modified to handle the corresponding encryption/decryption operations.

Handling C library functions. Calls to C library functions are handled separately. A subset is

supported by the Intel SDK inside the enclave and is handled in a polymorphic manner: the

enclave and non-enclave code call their respective versions.2 For unsupported library functions,

e.g., those making system calls, the code generator creates ocalls to the corresponding library

function linked to the outside code. These ocalls violate the enclave boundary identified through

static analysis and hence will be hardened with runtime checks (see Section 3.4.2).

Handling function pointers as interface arguments. Function pointer arguments to ecalls and

ocalls are special cases because the target function may not exist at the point of invocation of

the function pointer. For example, if an ecall passes a function pointer targeting a function

on the outside, the program will fail when the enclave attempts to call that function pointer

directly. Glamdring employs a static function pointer analysis [ZZ15] to identify the possible

target functions of function pointer arguments passed to ecalls and ocalls. The code generator

then creates ecalls or ocalls for the target functions and uses a trampoline to jump to the correct

one, as shown in the jump_to_func function in Listing 3.2.

3. Handling memory allocation. The code generator also uses the PS to decide which memory

allocations must be placed inside the enclave. For the memory allocations listed in the PS,

2Linked calls to the few stateful C library functions (e.g., strtok) typically do not span multiple functions, making
it unlikely that such calls get partitioned into different regions.
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nothing needs to be done because a malloc call inside the enclave allocates memory inside; for

other memory allocations, a function must allocate memory outside, and the malloc is replaced

by an ocall to the outside. This arises when placing non-sensitive code into the enclave when:

(i) partitioning at the function instead of statement level; and (ii) moving functions into the

enclave using EBR (see Section 3.3.4). We note that because the memory allocation was not

included in the PS, it does not contain sensitive data, and thus allocating the memory outside

the enclave (via an ocall) does not impact the security of the approach.

3.4.2 Code hardening

Next we analyse the attack surface of the enclave boundary interface and describe the protection

techniques of the code generation phase against attacks (this is R1 from Section 3.3).

Boundary interface attacks. The security of the enclave code depends on the inputs that it receives

from the enclave boundary interface. However, an attacker may manipulate the parameters to ecalls,

the results of ocalls, and accesses to global variables.

Secure by construction: The enclave code is, by construction, immune to input manipulation attacks.

As long as Glamdring’s static analysis is sound, it transitively identifies all code that can affect the

confidentiality and integrity of security-sensitive data annotated by the developer, placing it inside the

enclave (see §3.3.3).

However, static analysis infers invariants about the possible values of program variables at different

program points, permitting it to prune unfeasible program paths from analysis. The soundness of the

static analysis therefore depends on these invariants holding at runtime. Any invariant that relates to

untrusted code or data outside the enclave may be compromised by an attacker. The code snippet in

Listing 3.3 gives an example of this, a debug option that is deactivated in the source code.

Static analysis infers that the value of dump_flag cannot be 1, making it impossible to take the branch

that does not include the declassify() call. Since the value of dump_flag does not affect the control

flow leading to sensitive data release, Glamdring would allocate it outside the enclave. An attacker

could set dump_flag to any value at runtime, including 1, to cause data disclosure.

Runtime invariant checks. To prevent such attacks, Glamdring enforces the invariants assumed by the

static analysis at runtime. It does this by extracting invariants from the analysis phase and adding

them as runtime checks in the code generation phase. Glamdring applies checks on global variables

and parameters passed into and out of ecalls and ocalls. In the above example, Glamdring adds a
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1 /∗ Outside code∗/
2 int dump_flag = 0; // Can be modified by attacker.
3

4 /∗ Enclave code ∗/
5 int ecall_enclave_func(int dump_flag) {
6 char∗ dump_data = malloc(...);
7 if (dump_flag == 1)
8 memcpy(dump_data, sensitive_data);
9 else

10 memcpy(dump_data, declassify(sensitive_data));
11 write_to_untrusted(dump_data);
12 }

Listing 3.3: An example of an invariant that relates to code or data that resides outside the enclave
and that may be compromised by an attacker at runtime.

check assert(dump_flag == 0).

Checks are also applied to pointers. The static analysis infers the subset of malloc calls that may

allocate memory pointed to by each pointer. Glamdring distinguishes between two cases: (i) the

analysis infers that a pointer may only point to untrusted memory. A runtime check upholds this

and any other invariants on pointer aliasing; or (ii) the pointer may point to enclave memory. Here,

Glamdring’s invariant checks prevent pointer-swapping attacks (i.e., a trusted pointer being replaced

by another trusted pointer): Glamdring instruments the malloc calls inferred for that pointer inside

the enclave, storing the addresses and sizes of allocated memory. When a trusted pointer is passed

to the enclave via an ecall, it is checked to ensure that it points to a memory region allocated by one

of the statically inferred malloc calls for that pointer. This upholds the results of the static pointer

analysis at runtime with enclave checks.

For checks on global variables allocated outside, before each use, Glamdring copies the value inside and

applies the check to the local copy.

Enclave call ordering attacks. By construction, Glamdring prevents an attacker from subverting the

security guarantees by changing the order in which ecalls are invoked. The transitivity of static analysis

ensures that all functions that have a data/control flow dependence relationship (in either direction)

with security-sensitive data are placed inside the enclave. Therefore, any change in the ordering

of ecalls cannot affect the security guarantees as long as the statically-inferred enclave boundary is

enforced. The EBR operation does change this boundary, but only by placing extra functions inside,

and therefore cannot violate the security guarantees.

Iago attacks. For applications that use C library functions unavailable in the Intel SGX SDK,

Glamdring adds ocalls. The arguments to such ocalls may expose security-sensitive data or their

results may cause integrity violations, leading to Iago attacks [CS13b]. For these functions, Glamdring
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enforces statically inferred invariants on the return values at runtime. Further protection, such as

encryption and integrity protection, could be done, similar to I/O shields in SCONE [ATG+16].

Replay attacks. An attacker may tamper with the program state assumed by the enclave by re-

playing previously issued ecalls. Glamdring guarantees the freshness of encrypted sensitive data that

is passed to ecalls. The client affixes a freshness counter to security-sensitive data as part of its en-

cryption (see Section 3.3.4). The enclave stores the latest freshness counter for each data item, and

validates freshness at ecalls. After an enclave restart, the freshness counters must be restored to their

latest values [SP16a].

3.5 Evaluation

We want to evaluate the security and performance of our approach. For this, we ask two questions:

(i) how effectively does Glamdring reduce the size of the TCB for various applications? and (ii) how

does Glamdring affect the performance of the partitioned application?

To answer these questions, we apply Glamdring to three real-world applications: (i) the Memcached

key/value store [Fit04]; (ii) the LibreSSL library [Bec14]; and (iii) the Digital Bitbox bitcoin wal-

let [Shi16]. Section 3.5.1 describes the security objectives, the source code annotations and the resulting

partitioning and its interface. The TCB in lines of code (LOC) identified by Glamdring varies between

22% and 40%, and the size of the interface between 41–171 ecalls and 51–615 ocalls for the three ap-

plications. Section 3.5.2 presents performance results on SGX hardware: the partitioned applications

execute with 0.3×–0.8× of the native performance.

Glamdring implementation. Glamdring uses the Frama-C Aluminium [Fra16a] static analysis

framework, with the “Impact Analysis” [Fra16b] and “Slicing” [Fra16c] plug-ins and CodeSurfer 3.0.0 [Gra16].

The Glamdring code generator uses LLVM/Clang 3.9 and has approximately 5,000 LOC.

Memcached [Fit04] is a distributed key/value store. It supports several operations: set(k,v), get(k),

delete(k), and increment/decrement(k,i). We apply Glamdring to Memcached 1.4.25 which includes

libevent 1.4.14 [PM03], an asynchronous event library for socket polling and network I/O. As Table 3.1

shows, Memcached has 31,100 LOC and 655 functions.

LibreSSL [Bec14] is a fork of the OpenSSL cryptographic library [CEH+02], with the goal to provide

a simpler and more secure implementation. We apply Glamdring to LibreSSL 2.4.2 to secure its func-

tionality when serving as a certificate authority (CA). As Table 3.1 shows, LibreSSL has 176,600 LOC
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and 5,508 functions, which are divided into three libraries, libcrypto, libssl and apps/openssl. We

compile LibreSSL without inline assembly because our static analysis does not support it.

Digital Bitbox [Shi16] is a bitcoin wallet designed for high-security USB microcontrollers. It supports:

(i) hierarchical deterministic key generation; (ii) transaction signing; and (iii) encrypted communica-

tion. We apply Glamdring to Digital Bitbox 2.0.0 with Secp256k1 1.0.0, a cryptographic library, and

Yajl 2.1.0, a JSON library. As Table 3.1 shows, Digital Bitbox has 23,300 LOC and 873 functions.

3.5.1 Security evaluation

We evaluate the security of the three partitioned application in terms of: (i) the TCB size, i.e., the

total LOC, number of global variables and number of functions placed inside the enclave; and (ii) the

exposed enclave boundary interface, i.e., the number of ocalls and ecalls exposed by the enclave. We

look at each application in turn:

Memcached distributed key/value store [Fit04]

Security objectives: We want to protect the integrity and confidentiality of all key/value pairs in

an untrusted Memcached deployment, preventing an attacker from reading or modifying the stored

key/value data. For this, we use the source code annotations described in Section 3.3.2.

Security-sensitive code: Table 3.1 shows that Glamdring places 40% of LOC, 42% of functions and

68% of global variables of Memcached inside the enclave. EBR moves a single additional function into

the enclave, reducing the ocall crossings by an order of magnitude for get and set operations. We

conclude that a large portion of the Memcached codebase (without libevent) is security-sensitive, as

87% of its functions and 85% of its global variables are assigned to the enclave.

Partitioned architecture: Figure 3.3 shows the Memcached architecture produced by Glamdring. Glam-

dring places the following functionality inside the enclave: (i) binary/ASCII protocol handling func-

tions; (ii) slab and cache memory management functions that manipulate the data structures re-

sponsible for the internal storage of key/value pairs; (iii) the hash functions over key/value pairs; and

(iv) some request processing and utility functions. The functionality placed outside includes: (i) thread

initialization and registration functions; (ii) libevent functions for socket polling and network I/O; and

(iii) signal handlers and string utility functions.

Enclave interface: Table 3.1 shows that the enclave interface has 41 ecalls and 146 ocalls. Out of

these, 82 ocalls are to C library functions unavailable inside the enclave; 64 ocalls are to application

functions.
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Connection
Initialization

String
Utilities

Libevent Library for Socket Polling &
Network I/O

Usage &
License Display

Thread Initialization
& Registration

Signal Handlers

Enclave

Connection
Processing

Utility
Functions

Hash
Functions

Binary & ASCII
Protocol Handlers

Slab & Cache
Management

Untrusted Code

Figure 3.3: The partitioned Memcached architecture (Here, we see the separation between
security-sensitive code and data placed inside the enclave for Memcached, and non-sensitive code and
data outside the enclave.)

1 int ca_main(int argc, char∗∗ argv) {
2 ...
3 #pragma glamdring sensitive−source(pkey)
4 pkey = load_key(bio, keyfile, keyform, 0, key, "...");
5 ...
6 }

Listing 3.4: The pragma annotations added to the LibreSSL source code in order to identify the
private key as a security-sensitive source.

To protect the security-sensitive data between the Memcached client and the enclave interface, Glam-

dring encrypts the following parameters at the client for each request: (i) the operation to perform;

(ii) the key; and (iii) the value. The keys, values and the request outcome are encrypted in the client

response.

LibreSSL cryptographic library [Bec14]

Security objectives: Our goal is to protect the confidentiality of the private key of the root certificate of

the LibreSSL CA. Listing 3.4 shows the annotations added to the private key in the LibreSSL source

code.

Security-sensitive code: Table 3.1 shows that Glamdring places 22% of LOC, 17% of functions and

16% of global variables inside the enclave. EBR moves 2 functions into the enclave, thereby: (i) more

than halving the number of ecall crossings; and (ii) reducing the number of ocall crossings by an order

of magnitude for sign requests. The majority of functions and global variables assigned to the enclave

originate from the libcrypto library, which contains most of the certificate signing logic.

Partitioned architecture: Glamdring places only a subset of LibreSSL into the enclave (see Figure 3.4):
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Figure 3.4: The partitioned LibreSSL architecture (Here, we see the separation between security-
sensitive code and data placed inside the enclave for LibreSSL, and non-sensitive code and data outside
the enclave.)

(i) the entropy/random number generator; (ii) the RSA and Big Numbers module; and (iii) the X509

module, which stores the certificates. The functionality placed outside includes: (i) the TLS/SSL

modules for secure communication; (ii) digest algorithms (MD5, SHA256); and (iii) cryptographic

protocols unrelated to certificate signing (DSA, AES)

Enclave interface: LibreSSL exposes 171 ecalls and 613 ocalls (see Table 3.1). Out of those, only

23 ocalls provide access to C library functions; 49% of ocalls provide access to global variables; and

the remaining 278 ocalls are used to execute outside LibreSSL functions.

Glamdring places the private key of the root certificate and any variables that depend on it inside

the enclave. The communication between the client requesting a certificate signature and the enclave

involves: (i) reading the certificate to be signed; and (ii) outputting the signature. We assume that

the root certificate and its private key are given to the enclave during initialisation [Joh16]. Since the

signed certificate is not confidential, no explicit declassification is needed before writing it to disk via

an ocall.

Digital Bitbox hardware wallet [Shi16]

Security objectives: We want to secure Digital Bitbox in a remote deployment, such as an online

bitcoin service. An attacker must not: (i) read or modify the private keys in the wallet; and (ii) issue

commands such as creating and signing transactions.

We consider three API calls security-sensitive: (i) seed() to create a new wallet; (ii) sign() to sign a

transaction and return the signature; and (iii) random() to return a random number. We annotate these

API calls with security annotations. Listing 3.5 shows the annotation added to protect the transaction

signature returned to the user for the sign() API call:
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1 int wallet_sign(char ∗message, char ∗keypath) {
2 uint8_t sig[64];
3 ...
4 ecc_sign_digest(node.private_key, data, sig);
5 ...
6 #pragma glamdring sensitive−sink(sig)
7 return commander_fill_signature_array(sig, pub_key);
8 }

Listing 3.5: The pragma annotations added to the Digital Bitbox source code in order to identify the
transaction signature as a security-sensitive sink.

Commander API
Call Interface

Request-Response
Serialization

Elliptic Curve & JSON Parsing
Utilities

Public Key Retrieval
& Formatter

Enclave

API Command Processing
Functions

Data Structure
Management

HD Node
Generation

Memory
Allocation

Elliptic Curve
Operations

Untrusted Code

Figure 3.5: The partitioned Digital Bitbox architecture (Here, we see the separation between
security-sensitive code and data placed inside the enclave for Digital Bitbox, and non-sensitive code
and data outside the enclave.)

Security-sensitive code: Glamdring places 38% of LOC, 42% of functions and 52% of global variables

inside the enclave (see Table 3.1). EBR increases the TCB by 4 functions, reducing the number of

ecall and ocall crossings at runtime by between 1 and 3 orders of magnitude, for the seed, sign and

random API calls. Only half of the Digital Bitbox code itself is security-sensitive: 51% of functions and

60% of global variables.

Partitioned architecture: Figure 3.5 shows the partitioned Digital Bitbox architecture. The functional-

ity placed inside the enclave includes: (i) command processing functions for specific API calls; (ii) code

for generating seeds (using the SGX-provided hardware random generator); and (iii) elliptic curve op-

erations for transaction signing. The functionality placed outside includes: (i) wallet management

functions for retrieving the public key and address formats; (ii) the command interface for handling

API calls and constructing responses; and (iii) elliptic curve and JSON parsing utility functions in

Secp256k1 and Yajl.

Enclave interface: Digital Bitbox exposes 114 ecalls and 55 ocalls (see Table 3.1). 36% of ocalls are to

C library functions unavailable inside the enclave; 64% are to application functions outside the enclave.
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Secure application approaches LOC Binary Size Throughput

Memcached with Glamdring 42,800 770 kB 160 kreq/s
Security-sensitive Memcached 12,450
Glamdring code generation & hardening 5,662
Intel SGX SDK 24,688

Memcached with SCONE 149,298 3.3 MB 270–330 kreq/s
Memcached 28,807
Musl lib. C 105,885
Stunnel (network encryption) 14,606

Memcached with Graphene 746,716 4.1 MB 65–95 kreq/s
Memcached 28,807
Graphene 693,221
Intel SGX SDK 24,688

Table 3.2: The TCB sizes and performance for Memcached for Glamdring, SCONE and Graphene.

To protect the security-sensitive data between the client and the application, Glamdring encrypts:

(i) the command to execute (seed()/sign()); (ii) the user-provided entropy for seed(); (iii) the trans-

action data for sign(); (iv) the value of seed(); (v) the signature of sign() returned to the client; and

(vi) the generated random number. Performing data protection at this granularity prevents an attacker

from issuing commands to Digital Bitbox, and permits Glamdring to move the majority of the JSON

parsing functions outside the enclave, as only a subset of the API request/response is security-sensitive.

Security discussion

Our security evaluation has led to several insights: First, Glamdring achieves small enclave sizes,

protecting security-sensitive functionality for real-world applications. Table 3.2 compares the TCB for

Memcached of Glamdring with SCONE [ATG+16] and Graphene [TAB+14, Osc17], which place the

whole application inside the enclave. As can be seen, Glamdring is one-third the size of SCONE, and

one order of magnitude smaller than Graphene in terms of enclave LOC; around 6,000 LOC are added

by Glamdring to the TCB through the code generator and enclave interface hardening. For SCONE,

musl places 5× the LOC into the enclave compared to Memcached. For Graphene, the library OS

places over 20× the LOC into the enclave compared to Memcached. In binary sizes, Glamdring is 4×

and 5× smaller than SCONE and Graphene, respectively.

Second, EBR is effective at reducing the number of ecall and ocall crossings at runtime, despite only

moving a few additional functions into the enclave. In the case of Digital Bitbox, moving four functions

into the enclave reduces the number of enclave boundary crossings by up to three orders of magnitude.
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Figure 3.6: The throughput versus latency for Memcached native, with SCONE and with Glamdring,
for different types of application workloads.

3.5.2 Performance evaluation

We evaluate the performance of the three partitioned applications in terms of throughput and latency.

Experimental set-up. All experiments are executed on an SGX-supported 4-core Intel Xeon E3-1280

v5 at 3.70GHz with 64GB of RAM, running Ubuntu 14.04 LTS with Linux kernel 3.19 and the Intel

SGX SDK 1.7. We deactivate hyper-threading and compile the applications using GCC 4.8.4 with -O2

optimisations.

Application benchmarks. We evaluate Memcached with the YCSB benchmark [CST+10]. Clients

run on separate machines connected via a Gigabit network link. We increase the number of clients

until the server is saturated. Memcached is initialised with the YCSB default of 1000 keys with 1KB

values. We then vary the percentage of get (read) and set (write) operations.

For LibreSSL, we measure the throughput and latency when signing certificates using SHA-256 and

a 4096-bit RSA key. For Digital Bitbox, we observe the performance for the seed, sign, and random

API calls using workloads from the Digital Bitbox test suite: (i) tests_sign seeds a wallet and signs
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64-byte transactions; (ii) tests_aes_cbc seeds a wallet with user-provided entropy, sets passwords and

performs encryption/decryption with AES-256; and (iii) tests_random returns random numbers.

Results. We measure the throughput and latency for Memcached: (i) partitioned by Glamdring;

(ii) executed by SCONE (without network encryption); (iii) by Graphene; and (iv) natively, as the

request rate is increased. We consider three workloads: read-only, write-only and 50%/50% read/write.

Figure 3.6 shows that all three variants exhibit consistent behaviour across the workloads. Glam-

dring shows a throughput of 160k requests/s; SCONE (without encryption) achieves between 270k–

330k requests/s; Graphene between 65k–95k requests/s; and the native Memcached achieves around

530k–600k requests/sec.

The reason for Glamdring’s lower throughput compared to SCONE is that SCONE avoids all enclave

transitions; it trades off TCB size for performance (see Section 3.2.3) and requires user-level enclave

threading to avoid transitions. Enclave transitions dominate the cost of processing a request; by

batching multiple get requests together using multi-get, Glamdring achieves over 210k requests/sec.

However, Glamdring has only a third of the TCB of SCONE (see Table 3.2). The overhead of a library

OS means that Memcached with Graphene exhibits worse performance than Glamdring.

Figure 3.7 shows the performance of LibreSSL and Digital Bitbox with Glamdring compared to their

native versions. The throughput of certificate signing in LibreSSL is 0.6× compared to native execution,

decreasing from 63 to 36 signatures per second on each CPU core. The performance of LibreSSL is

limited by a single ecall (bn_sub_part_words), which is central to the RSA algorithm and accounts

for 95% of all enclave transitions. As for Digital Bitbox, compared to native execution, the relative

throughput is between 0.7× and 0.8×; the relative latency is between 1.3× and 1.4×.

Effect of EBR. By comparing the performance of partitioned applications before and after applying

the EBR optimisation, we found that the EBR optimisation increased the throughput by 1.6× to 4.0×

for the three applications, at the cost of at most 4 additional functions in the enclave.

3.6 Related work

We discuss work related to Glamdring in detail below:

Privilege separation. The attack surface of applications can be reduced in many different ways [BS04,

Rub16, WSLD13, GWA+15, GPKK12, LZC+15]. For example, PrivTrans [BS04] partitions applica-

tions into a privileged monitor and an unprivileged slave component based on the principle of least
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Figure 3.7: Throughput and latency overhead for Digital Bitbox and LibreSSL when performing various
operations.

privilege. To achieve this partitioning, PrivTrans uses static analysis, however, PrivTrans does not

consider the integrity of sensitive application data when performing the partitioning. ProgramCut-

ter [WSLD13] and Wedge [BMHK08a] rely on dynamic analysis to partition applications, which is not

as conservative as static analysis. SeCage [LZC+15] combines static and dynamic analysis to partition

applications. However, the isolation between different partitions is enforced using CPU virtualisation

features. In contrast to these works, Glamdring does not need a trusted OS or hypervisor and respects

the constraints enforced by trusted execution.

SOAAP [GWA+15] helps developers to reason about the potential compartmentalisation of applications

based on source annotations and static analysis. Unlike Glamdring, it does not support automated code

partitioning. Rubinov et al. [Rub16] propose a partitioning framework for Android applications. It

refactors the source code and adds a set of privileged instructions. However, it only supports type-safe

Java applications and requires users to re-implement the security-sensitive functionality in C.

Protecting applications from an untrusted OS. A number of approaches have been proposed

to deal with an untrusted OS that spans millions of LOC. NGSCB [PCEM04] and Proxos [TMLL06]

execute both a trusted and an untrusted OS using virtualisation, where security-sensitive applications

are managed only by the trusted OS. The TCB, however, still includes a full OS. In more recent

work, Overshadow [CGL+08], SP3 [YS08], InkTag [HKD+13] and Virtual Ghost [CDA14] protect

application memory from an untrusted OS by extending the virtual machine monitor (VMM). In

contrast to Glamdring, these approaches put trust in the VMM, and cannot protect against attackers

with privileged access, such as system administrators. Moreover, these works do not offer protections

against an attacker with physical access to the machine.

Trusted hardware. Solutions based on the use of trusted hardware, such as secure co-processors [DLP+01]

and trusted platform modules (TPM) [Baj02], can protect against attackers with physical access. A
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TPM can measure system integrity and provide remote attestation to verify the software stack [GPC+03].

Since the TPM measurement will always include the OS and any system libraries, the TCB is greater

than that offered by Glamdring.

Flicker [MPP+08] achieves an extremely small TCB of just 250 LOC, in addition to hardware and

the application code itself, by using the Late Launch feature provided by recent processors. However,

Flicker provides no relevant system support for applications and suffers from slow TPM operations.

TrustVisor [MLQ+10] is a special-purpose VMM that uses software-based µTPMs for application

integrity checking, but it focuses on small pieces of application logic and requires a trusted hypervisor.

CloudVisor [ZCCZ11] provides integrity and confidentiality protection for virtual machines using nested

virtualization, but this leads to VM-sized TCBs.

Trusted execution environments (TEEs). Trusted execution allow systems to avoid placing

trust in software layers such as a VMM. For example, Haven [BPH15] demonstrates shielded execu-

tion of unmodified Windows applications inside of SGX enclaves, but suffers from a large TCB size.

SCONE [ATG+16] provides a modified C library that allows unmodified Linux applications to run on

top of SGX without the TCB overhead of a full library OS. VC3 [SCF+15] shows how map/reduce

jobs can be protected by enclaves. It executes all data processing tasks inside an enclave and secures

data exchange using encryption. However, neither Haven, SCONE, or VC3 consider the automated

partitioning of legacy applications to achieve a small TCB while still keeping the cost of transitions

between trusted and untrusted execution context at balance.

Application partitioning. A number of application partitioning frameworks have been proposed

that focus on aspects other than security. For example, Pyxis [CMAM12] automatically partitions

database applications based on profiling and static analysis to convert parts of the application into

stored procedures in order to improve performance. Virtual application partitioning [GPKK12] profiles

and monitors legacy applications to automatically partition applications at runtime. Based on events

such as user authentication or file accesses, it enables or disables security mechanisms dynamically to

minimise performance overhead. In contrast to Glamdring, these approaches do not focus on security,

feature TCB reduction or offer hardware-based isolation. PSWD [SGZ16] partitions and partly en-

crypts legacy applications at the binary level for Intel SGX enclaves to fight software piracy. Unlike

Glamdring, PSWD neither focuses on reducing the TCB size nor does it follow the principle of least

privilege.
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3.7 Limitations

In this section, we briefly discuss the limitations of our approach:

Correctness of developer annotations. The approach offered by Glamdring requires developers

to correctly annotate security-sensitive sources and sinks in the application. If a developer provides

incorrect annotations, e.g., fails to mark a security-sensitive source, the partitioned application pro-

duced by Glamdring will not correctly protect sensitive data using the TEE. As such, the security

of our approach: (i) requires domain specific knowledge about the application, e.g., which variables

are security-sensitive; and (ii) relies heavily on the correctness of the annotations provided by de-

velopers. While this problem is not exclusive to Glamdring, i.e., many security tools take the same

approach [SYM+14, GWA+15], we note that it is a limitation of this work.

Feasibility of static analysis. The approach offered by Glamdring requires static program analysis to

identify security-sensitive code and data in the application. For example, Glamdring employs: (i) static

dataflow analysis to identify statements that impact confidentiality; and (ii) static backward slicing

to identify statements that impact integrity. As such, Glamdring needs to be able to reason about

application code in order to produce an appropriate partitioning. However, it is still an open research

challenge to apply static program analysis to large-scale, complex applications [AB01]. Moreover, as

static pointer analysis is undecidable in C [Lan92], static analysis may produce false positives. This

means Glamdring may: (i) not be able to produce a partitioning for some applications; or (ii) mark

large parts of an application as security-sensitive unnecessarily. As such, our approach is limited by

the feasibility of performing static analysis on the application.

Manual effort for EBR. Glamdring improves the performance of partitioned applications by propos-

ing enclave boundary relocation (EBR): moving additional functions into the enclave in order to reduce

the number of enclave crossings at runtime. While Glamdring has shown EBR to be highly effective at

improving performance with a minimal increase in the application TCB (see Section 3.5.2), developers

have to perform this optimisation manually. This requires: (i) finding an appropriate workload to run

on the partitioned application; and (ii) iteratively moving functions into the enclave to find an optimal

trade-off between performance and the size of the TCB. However, such manual effort is both tedious

and time consuming. Moreover, it is subjective as to what constitutes an appropriate or optimal trade-

off between the performance and size of the TCB for the application. As such, these issues still remain

limitations of our approach.
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3.8 Summary

In this chapter, we proposed a solution to the first security challenge faced by TEE-based applications:

minimizing the TCB (Section 1.4.1). To do this, we proposed automatic application partitioning as a

way to reduce the amount of code and data placed into the TEE when an application is deployed. This

reduces the amount of code and data that needs to be trusted for the application to operate securely,

and leverages the principle of least privilege.

To perform automatic application partitioning for TEEs, we make three contributions: (i) using source

code annotations and static program analysis to identify security-sensitive code and data; (ii) partition-

ing the application at the function granularity to produce a secure TEE boundary interface; and (iii)

using automatic source code generation to transform the application. We employed these contributions

for Glamdring, the first application partitioning framework for existing C applications protected by

Intel SGX enclaves. Glamdring demonstrates that our approach is not only feasible, but practical, as

it is can be successfully applied to several existing real-world applications with acceptable performance

overheads.

While Glamdring targets applications written in C for Intel SGX enclaves, the contributions made

by this chapter are fundamentally application and TEE-agnostic: our approach does not rely on any

application or TEE-specific features, but can be applied to a wide range of applications and TEEs.

As such, we argue that application partitioning for TEEs is a realistic and efficient way to protect

applications in untrusted environments.
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Securing TEE Boundary Interfaces

Applications executing within the confines of a TEE must be able to communicate with the outside

world. As such, applications must define TEE boundary interfaces between trusted components inside

the TEE, and untrusted components outside the TEE. As these interfaces expose attack vectors,

developers must secure these interfaces against adversaries (see Section 2.4). To achieve this, we

propose a set of TEE interface design principles for protecting applications against boundary interface

attacks.

We begin this chapter by providing an overview of our interface design principles (Section 4.1). We

then present relevant background on host OS interfaces for TEEs (Section 4.2); this includes our

threat model and existing approaches for host OS interfaces. Next, we present Citadel: the first

TEE runtime system that employs our interface design principles to offer a secure host OS interface

(Sections 4.3 to 4.5). We continue the chapter by offering a detailed performance evaluation of our

approach and contributions (Section 4.6). Finally, we discuss related work to Citadel (Section 4.7),

highlight limitations of the approach (Section 4.8) and conclude the chapter (Section 4.9)
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4.1 Overview

To protect TEE boundary interfaces from attacks, applications must consider two possible attack

vectors: (i) adversaries can read and modify the parameters that cross the TEE boundary interface to

cause application integrity and confidentiality violations [CS13c]; and (ii) the frequencies, sequences

and parameters of interface calls expose side channel information to adversaries [HCP17, CZRZ17].

This information can violate confidentiality (see Section 2.4).

To address this, we propose applications follow three TEE interface design principles: (i) minimality:

the interface should be as small as possible, to narrow the attack surface and allow all interface calls to

be systematically protected [Här02]; (ii) protection: all sensitive data that flows across the boundary

interface should be protected to ensure confidentiality and integrity, i.e., prevent an adversary from

reading or modifying this data; and (iii) obliviousness: to prevent information leakage, i.e., side-

channels, interface calls should execute in an oblivious fashion, i.e., the behaviour and execution of

interface calls should not be affected by the application, or workload being run.

To illustrate these design principles, we design a TEE boundary interface that leverages minimality,

protection and obliviousness to secure communication between an application and an untrusted host

OS. To achieve this, we make three contributions: (i) we propose that applications employ a library

OS inside the TEE to reduce the amount of functionality required by the host OS. This helps achieve a

minimal boundary interface; (ii) we propose transparently encrypting and integrity protecting all data

that crosses the TEE boundary interface to the host OS. This prevents an attacker from reading or

modifying this data when it leaves the TEE, thus protecting sensitive application data and avoiding

application integrity violations; and (iii) we propose making host OS interface calls discrete, to hide

timing information, and deterministic, to hide application behaviour. This avoids leaking information

about application execution to an adversary and achieves an oblivious boundary interface.

To evaluate our contributions, we present Citadel, the first TEE runtime system for applications

that protects against an untrusted host OS. Citadel implements our contributions to protect Linux

applications executing inside Intel SGX enclaves: (i) for minimality, Citadel employs the Linux Kernel

Library (LKL) [PGT10] as the library OS inside the enclave, thus exposing only 7 host interface calls;

(ii) for protection, Citadel ensures that all I/O operations across the host interface are transparently

encrypted and integrity-protected, e.g., Citadel uses an encrypted Linux file system to protect disk

I/O; and (iii) for obliviousness, Citadel makes host interface calls discrete and deterministic, executing

them independently of the application workload inside the enclave.
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To measure the performance and overhead of our contributions, we evaluate Citadel with real-world

applications and benchmarks: with emulated SGX enclaves (to ignore current SGX memory limits),

Citadel trains deep neural networks with an overhead of 14%, and 21% with oblivious interface calls.

With current SGX hardware, Citadel executes benchmarks that fit into SGX memory with an average

overhead of 1.5x and 3.1x with and without oblivious calls, respectively.

4.2 Background: Host OS interfaces for TEEs

In this section, we analyse the current host OS interfaces offered by existing TEE runtime systems. We

assume that applications are deployed in cloud environments, where the cloud provider offers TEEs, and

the host OS is untrusted. In this work, we focus on a lift-and-shift model [Net] for applications: users

deploy unmodified Linux binaries in the cloud. To achieve this, binary compatibility requires a TEE

runtime system [BPH14, ATG+16, TPV17], which provides POSIX abstractions to the application. In

TEE runtime systems, functionality that cannot be implemented within the trust domain of the TEE,

e.g., I/O operations, must be delegated to the untrusted host OS. As such, we refer to the interface

between the TEE runtime system and the host as the host interface.

4.2.1 Security goals and threat model

Our goal is to prevent an adversary from compromising the confidentiality and integrity of: (i) the

application code; (ii) the application input and output data; and (iii) all computations executed inside

the TEE.

We consider all software outside the TEE as untrusted and under adversarial control, including the

host OS kernel. We assume that the TEE itself is trustworthy, i.e., it is outside the scope of this

work to tolerate attacks against the TEE, such as Spectre [LSD19], Foreshadow [VBMW+18], Zom-

bieload [SLM+19], and cache side channel attacks [MIE17b, BMD+17a, GESM17]. While mitiga-

tions for these types of attacks exist, e.g., hardware and/or microcode changes [Int19], compiler tech-

niques [OTK+18b, BCD+17, CWC+18] and defensive programming [OST06, SGF18, CBZ+18], toler-

ating such attacks are orthogonal to our work. We defer the reader to Chapter 5 for our contributions

on tolerating TEE failures and compromises.

Our threat model focuses on attacks against the host interface, as these attacks are easy to carry out

and do not assume implementation specific behaviour of the TEE. To attack the host interface, an

adversary can: (i) compromise confidentiality, by observing the parameters, frequencies and sequences
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of host interface calls. For example, they can observe the disk I/O access pattern to determine the

application or workload being run, e.g., linear scans and repeated accesses are easy to identify via the

host interface. This side channel discloses information about the TEE execution; and (ii) compromise

integrity, as the adversary may modify the input/output parameters of host calls, repeatedly perform

arbitrary host calls or interfere with their execution outside of the TEE. For example, an adversary

may hijack an enclave’s control flow or trick it into exposing confidential data via Iago attacks [CS13c].

4.2.2 Host interfaces of existing TEE runtime systems

We analyse the security of the host OS interfaces offered by three existing TEE runtime systems. These

systems are:

1. Panoply [SLTTS17] minimises the size of the trusted computing base (TCB) inside the TEE. To

achieve this, it places the glibc standard C library [pro19] outside the TEE and implements a

shim layer that forwards C library calls. Panoply exposes the largest host interface because it

delegates all C library calls to the host OS.

2. Graphene-SGX [TPV17] reduces the size of the host interface compared to Panoply by imple-

menting a partial library OS inside the TEE. However, Graphene-SGX relies on the host OS for

file system, network stack, and threading implementations.

3. Haven [BPH14] uses the Drawbridge library OS [PBWH+11b] inside the TEE to execute Win-

dows applications. Drawbridge provides file system and network stack implementations inside

the TEE, reducing the size of the host interface.

Types of host interface parameters. To analyse the security of existing host OS interfaces, we

target the parameters that cross the TEE boundary interface. This is because these parameters can

leak information to the host OS and/or compromise TEE integrity. We categorise parameters into five

types, ordered by the difficulty of protection from easiest to hardest: (1) variable-sized buffers pass a

user-defined byte array across the host interface. They are used in file/network I/O operations, such as

the buf and count parameters in the read() system call [Rea19]; (2) address ranges represent parameters

that refer to regions of untrusted or trusted memory. Examples are the parameters passed to mmap()

and the return value of malloc(); (3) pure identifiers point to entities, e.g., a file descriptor; (4) impure

identifiers also point to entities, however impure identifiers additionally disclose information about

the entity, e.g., a path name; and (5) semantic parameters refer to parameters with opaque semantics

specific to the host call, such as mode and flags for file access operations.
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4.2. Background: Host OS interfaces for TEEs

Table 4.1 shows the total number of host calls for each TEE runtime system, categorised according to

the following functions: I/O, events, time and threading.1 Panoply exposes the largest host interface,

with 302 host calls in total; Graphene-SGX and Haven require 38 and 24 host calls, respectively.2

We break down host interface parameters according to the five types outlined above and distinguish

between: (i) out parameters, which are passed out to the host OS and may compromise confidentiality;

and (ii) in parameters, which are passed into the TEE and may affect integrity.

Confidentiality attacks. To learn sensitive information, an adversary may observe the out parame-

ters of host interface calls. The amount of data disclosed depends on the type of the parameter:

1. Variable-sized buffers may hold security-sensitive data. To protect the confidentiality of this

data, these buffers must be encrypted and padded to a fixed length, otherwise an adversary

can still infer sensitive information. For example, in a machine learning application, such as

image classification [KSH17], if the outcome of the classifier is held in a variable-sized buffer and

this buffer is not encrypted, the adversary can read the classification result, learning sensitive

information about the input image. Likewise, if the outcome of the classier is encrypted, but not

padded to a fixed length, the adversary can still infer the result by comparing buffer lengths.

Table 4.1 shows that Panoply, Graphene-SGX and Haven pass 11, 3 and 1 variable-sized buffers,

respectively, to the host for I/O operations; Panoply also uses a variable-sized buffer to share

messages between threads. To protect these buffers, most of the TEE runtime systems provide

transparent encryption when the buffer crosses the TEE boundary interface. However, all of

these systems still disclose the size of the encrypted buffer to the host. For example, for disk

operations: (i) Haven implements an in-enclave file system that encrypts data written to the

host, but still exposes the size of the encrypted data; (ii) SCONE divide files into fixed-size

encrypted chunks, but still reveals the number of chunks written to the host, thus exposing the

file size; and (iii) Graphene-SGX and Panoply do not provide transparent file encryption, thus

exposing sensitive file data. As such, all of these systems expose potential attack vectors through

variable-sized buffers.

2. Address ranges passed from the TEE to the host OS point to continuous memory regions in

untrusted memory. As such, adversaries can observe the access pattern of these address ranges

to attack the confidentiality of the application. For example, Panoply uses untrusted memory

1For Panoply and Graphene-SGX, the host calls are taken from the GitHub source code [Gra19, Pan19]; for Haven,
they are obtained from the paper [BPH14].

2We do not include a breakdown of SCONE’s [ATG+16] host interface as its implementation is not publicly available.
However, as it forwards most system calls to the host OS, its interface can be assumed to be similar to that of Panoply.
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address ranges for communication between enclaves. An adversary can observe the access pattern

of these memory ranges to reveal application-specific control flows, e.g., a secret-dependent inter-

enclave call. To prevent address range access patterns from exposing confidential information,

accesses must be made oblivious, or avoided entirely. However, Panoply, Graphene-SGX, and

Haven do not protect against such attacks. Instead, they expose 17, 1 and 3 address ranges,

respectively. As such, all of these address ranges can be used to target application confidentiality.

3. Pure/impure identifiers. Similar to address ranges, passing pure and impure identifiers to the host

OS reveals resource access patterns, which can be used to violate the confidentiality of security-

sensitive data. For example, in the case of a database protected by a TEE, Cash et al. [CGPR15]

have shown that an adversary can infer which queries are being executed by observing the accesses

of records outside the TEE. Preventing information leakage by pure and impure identifiers can

therefore only be done on a case-by-case basis, e.g., by replacing file names with hashes, and

making accesses oblivious. In general, pure identifiers will reveal less information than impure

identifiers, as pure identifiers are often chose randomly, e.g., file descriptors. However, both of

these identifiers expose access patterns.

SCONE, Panoply, Graphene-SGX, and Haven use a large number of identifiers for I/O operations,

event handling and threading. These systems: (i) do not provide any protection for impure

identifiers; and (ii) do not protect the access patterns of pure and impure identifiers. As such,

these identifiers can be used to target application confidentiality.

4. Semantic parameters have a context-specific meaning and therefore cannot be encrypted trans-

parently. Existing runtime systems rely on a large number of outgoing unprotected semantic

parameters. For example, Graphene-SGX, Panoply, and Haven all rely on the host for thread

synchronisation. Graphene-SGX exposes address, operation, value, and timeout parameters of a

futex host call. This gives an adversary detailed information about the current state of the ap-

plication and facilitates possible attacks, e.g., AsyncShock [WKPK16] which exploits the host’s

control of enclave threads. As such, these systems are vulnerable to confidentiality attacks

through semantic parameters.

Integrity attacks. To compromise integrity, an adversary might tamper with the in parameters

of host interface calls. The difficulty of integrity-protecting these parameters varies according to the

parameter type:

1. Variable-sized buffers passed into the TEE must be integrity protected. Otherwise, they expose

two types of attacks: (i) an adversary may modify the contents of the buffer to violate data
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integrity; or (ii) an adversary may modify the buffer count to trigger an overflow in the TEE.

To protect against these attacks, the contents of the buffer must be protected cryptographically,

e.g., using an HMAC, and the TEE must check buffer lengths. The TEE must also ensure

the freshness of the HMAC, otherwise an adversary could swap two valid buffers or perform a

roll-back attack.

For I/O related calls, Panoply, Graphene-SGX, and Haven pass 10, 3 and 1 parameters with

variable-sized buffers, into the TEE, respectively. Panoply and Graphene-SGX also use variable-

sized buffers for inter-enclave communication. All analysed TEE runtime systems check buffer

lengths to avoid variable-sized buffers from triggering buffer overflow attacks. Moreover, Panoply

protects the integrity of inter-enclave communication using TLS, but does not protect file I/O;

Graphene-SGX ensures the integrity of file I/O by maintaining a Merkle tree of file chunk hashes

inside the enclave. However, Panoply, Graphene-SGX, and Haven not protect the integrity of

network I/O for applications without built-in TLS support. As such, these parameters expose

potential attack vectors for integrity.

2. Address ranges passed into the TEE are difficult to integrity check: an adversary may manipulate

addresses by reusing old ranges to roll back data, swap ranges, or modify address ranges to corrupt

data.

For I/O operations, Panoply and Graphene-SGX pass 2 address ranges into the TEE. They check

that the ranges are entirely inside or outside of TEE memory, thus preventing an adversary from

hijacking an enclave’s control flow [BCD+18, LJJ+17]. However, all three runtime systems are

vulnerable to an adversary reusing old ranges, swapping ranges and modifying ranges; the only

effective mitigation is to avoid relying on untrusted address ranges.

3. Pure/impure identifiers. Similar to address ranges, pure/impure identifiers passed into the TEE

are difficult to integrity check. For example, adversaries may pass invalid or manipulated iden-

tifiers into the TEE, such as swapping two file descriptors, causing the TEE to access incorrect

files. In some cases, such malicious activity can be detected, e.g., Graphene-SGX maintains per-

file HMACs, which reveal wrong file descriptors, and incorrect network sockets can be detected

by TLS. However, securing against such attacks in general is difficult.

Panoply passes 46, 2, and 4 identifiers into the TEE for I/O, events, and threading, respectively;

Graphene-SGX passes 6 identifiers for I/O and 1 for threading; Haven passes 3, 1, and 1 identifiers

for I/O, events and threading, respectively. These systems implement few integrity checks on

pure/impure identifiers. As such, an adversary can target these identifiers to violate integrity.

4. Semantic parameters must have their integrity verified on a case-by-case basis. For semantic
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Call Description

I/O

disk_read(offset, buf, len) Read len bytes from disk image file at offset offset; returns
bytes read

disk_write(offset, buf, len) Write len bytes from buf to disk image file at offset offset;
returns bytes written

net_read(buf, len) Read at most len bytes from network device into buf; returns
bytes read

net_write(buf, len) Write len bytes from buf to network device; returns bytes writ-
ten

Events net_poll(eventmask) → reventmask Wait for eventmask events on network device; returns occurred
events

forward_signal(num, code, addr) Forward signal num with description code occurred at addr to
enclave

Time time_read() → time Read time from untrusted vDSO memory region

Table 4.2: The host interface exposed by Citadel.

parameters with few valid values, such as errorcode and signum, the TEE can perform explicit

checks; for ones with a larger domain, such as size, bounds checks are possible. None of these

checks can establish semantic correctness however.

All three systems use many semantic in parameters for I/O, events, time and threading opera-

tions. Since both Panoply and Graphene-SGX rely on the host file system, they can only check

for the plausibility of returned file meta-data, such as st_size and st_blocks. As such, these

parameters are difficult to check and expose potential attack vectors for adversaries.

4.2.3 Designing a secure host interface

From the above discussion, we observe that it is non-trivial to: (i) protect all out parameters from

leaking information and exposing access patterns; and (ii) verify the correctness of all in parameters.

As such, each parameter that crosses the boundary interface has the potential to violate application

confidentiality or integrity. Therefore, the first step in designing a secure host OS interface is to keep

the interface as narrow as possible and minimise the number of in and out parameters that cross the

interface. This reduces the size of the attack surface for the application. As such, it is critical that

only functionality that cannot be provided within the TEE should be delegated to the host OS.

In addition, it is important to reduce the complexity of host interface call parameters. By building

on low-level host calls, instead of high-level POSIX abstractions, the parameter types exposed to

the host become simpler, thus making it easier to reason about security implications. For example,

Panoply, SCONE, and Graphene-SGX rely on the host file system implementation and thus expose

impure identifiers to the host, such as file paths and file names. This leaks a large amount of sensitive

information to the host. Instead, a secure host OS interface should avoid delegating such resource
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management to the host as much as possible, and rather perform such management inside the TEE.

This exposes less information to the host. For example, complex parameters related to file I/O,

e.g., impure identifiers for file names, can remain within the TEE, and simpler parameters, e.g., pure

identifiers for file descriptors, can be passed to the host instead.

Based on these principles, Table 4.1 shows the host OS calls and parameter types of Citadel. Citadel

is our TEE runtime system that targets Intel SGX enclaves. To reduce the attack surface of the host

interface, Citadel avoids using address ranges and pure/impure identifiers. Instead, it only requires a

small number of simple semantic parameters, of which all, but one (time), have a fixed set of valid values

or can be bounds-checked. As such, these parameters can be clearly reasoned about and protected

against attacks.

4.3 Minimising the host interface

Table 4.2 shows the Citadel host interface. This interface is minimal by design, only exposing seven

interface calls to the untrusted host OS. These calls relate to functionality that cannot be provided

inside an Intel SGX enclave: (i) as Intel SGX does not support trusted I/O paths, Citadel must

expose disk and network I/O operations to the host; and (ii) as Intel SGX does not provide in-enclave

support for events and time, such functionality must be delegated to the host. We defer the reader to

Section 2.3.2 for background on Intel SGX. We discuss the host OS interface, and the corresponding

in-enclave functionality required to achieve this interface, below.

4.3.1 Citadel host interface

The Citadel host interface exposes calls for:

I/O operations. To reduce the complexity of the host interface, Citadel targets a low-level I/O

interface. For disk I/O, disk_read() and disk_write() read from and write to a persistent block

device, respectively. Each call takes an offset into the block device, a pointer buf to a buffer, and

the length len of the data. For network I/O, net_read() and net_write() receive and send network

packets. Both calls take a pointer buf to a buffer. For net_read, len contains the buffer size; for

net_write, it is the number of bytes to be written.

Events. To support event related functionality, Citadel exposes net_poll(), which passes an eventmask

to the host with the network events that Citadel is waiting for. The call blocks until network packets

are available to be read or outgoing packets can be sent. It returns which events have occurred.
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Figure 4.1: The Citadel architecture

Citadel must also handle hardware exceptions, such as page access violations or illegal instructions.

An exception causes an enclave exit and transfers control to the host kernel. A forward_signal() call

provides the signal description to the enclave: the signal number num, the cause code, and the associated

memory address addr. The exception is then either processed by Citadel directly or forwarded to the

application if it has registered a corresponding signal handler.

Time. To provide application support for time in Citadel, a call time_read() reads the time from

different clock sources, such as the real-time and monotonic clocks. It is used by application code

requesting the current time and by Citadel itself, e.g., to generate timer interrupts required by LKL

(see Section 4.3.2).

4.3.2 In-enclave OS functionality

The host interface described above allows Citadel to access low-level host resources, but Linux appli-

cations require higher-level POSIX abstractions. To bridge this gap, Citadel provides the following OS

functions inside the enclave: (i) file system implementations; (ii) a TCP/IP network stack; (iii) thread-
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ing and scheduling; (iv) memory management; (v) signal handling; and (vi) time. These OS functions

are typically made accessible to userspace through system calls but, rather than invoking system calls

directly, applications link against a C standard library (libc). Similar to other TEE runtime sys-

tems [ATG+16, TPV17], Citadel includes a libc implementation to support unmodified binaries that

are dynamically linked against libc.

Figure 4.1 shows the Citadel architecture. We describe the OS functionality provided by Citadel

inside the enclave. This functionality enables Citadel to offer a minimal host OS interface; components

discussed in this section are shown in red. The components responsible for protecting the host interface

and for making the interface oblivious (shown in orange) are described in Section 4.4 and Section 4.5,

respectively.

When an application is deployed, Citadel creates an SGX enclave and loads the enclave library libci-

tadel.so; this library runs alongside the application within the enclave. libcitadel.so includes a modified

musl [Mus19] C standard library that redirects system calls to an in-enclave library OS provided by the

Linux Kernel Library (LKL) [PGT10]. LKL is an architecture port of the Linux kernel to userspace. It

enables Citadel to make components such as the file system and network stack implementations, avail-

able inside the enclave. As it is intended to run in userspace, LKL expects a set of LKL host operations,

e.g., to create threads or to allocate memory. Therefore, libcitadel.so includes further components for

memory management, user-level threading, signal handling and time.

File system implementation. Existing TEE runtime systems [ATG+16, TPV17, SLTTS17] forward

POSIX file operations to a host file system implementation. Citadel cannot adopt this approach because

it would expose security-sensitive metadata, such as file names, file sizes, file permissions, and directory

structures. Instead, it provides complete file system implementations inside the TEE via the Linux

virtual file system (VFS) layer [BC02]. The VFS layer only requires two host operations for block-level

disk I/O (disk_read() and disk_write(), see Table 4.2).

Applications operate on files through file descriptors as usual, which are handled by the ext4 file system

implementation of LKL. On the host, the reads and writes are made to a single ext4 disk image file,

via the disk_read() and disk_write() calls. This approach has two advantages: (i) it maintains a

small host interface with only two disk I/O calls; and (ii) it ensures that individual file accesses are

not visible to the host, which can only observe reads/writes to disk block offsets.

TCP/IP network stack. To provide a POSIX socket API, Citadel uses LKL’s TCP/IP stack to

process packets within the TEE. This has three advantages: (i) it minimises the host interface because

only access to a virtual network device to send/receive Ethernet frames is needed; (ii) it enables Citadel
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to support any transport protocol, e.g., TCP or UDP, without extra host calls; and (iii) it exposes

Linux networking features such as packet encryption (see Section 4.4.2).

To be notified about incoming/outgoing packets, Citadel issues a net_poll() request. The return value

indicates if the device is ready for reading/writing packets using net_read() and net_write().

Memory management. Citadel does not interact with the host for memory allocations/deallocations.

However, a current limitation of SGX version 1 is that the enclave size must be fixed at initialisation

time. Citadel therefore pre-allocates enclave memory and provides low-level memory management

primitives inside the enclave. When an enclave is created, it contains uninitialised heap area. The

heap area is exposed through both LKL and higher-level libc allocation functions, such as malloc()

and free(), as well as mmap(), mremap(), and munmap() which are directly implemented by Citadel.

Citadel supports both variable- and fixed-address anonymous mappings, and tracks free pages via a

heap allocation bitmap. It implements mmap() by scanning the bitmap for consecutive free pages large

enough for the requested allocation.

Thread management. While Intel SGX supports concurrency by allowing multiple host threads

to enter an enclave, the maximum number of enclave threads must be specified at enclave creation

time, which conflicts with dynamic thread creation. In addition, having a one-to-one relation between

enclave and application threads means that the creation, joining, or exiting of threads as well as thread

synchronisation requires host OS support, which poses a security threat [WKPK16].

Therefore, Citadel implements user-level threading based on the lthread library [lth19] and provides

synchronisation primitives inside the enclave. A fixed number of host threads are assigned to enclave

threads, which enter the enclave at startup and only leave when idle. Application threads and LKL

kernel threads are lthreads, managed via the standard pthreads interface. Citadel implements futex

calls in-enclave to provide synchronisation primitives such as mutexes and semaphores.

Signals. Applications can register custom signal handlers to handle exceptions, interrupts, or user-

defined signals. Some signals, such as SIGALRM, can be handled entirely within the enclave; others such

as SIGSEGV or SIGILL are caused by hardware exceptions and result in an enclave exit and return control

to the host OS. Citadel must forward these signals from the untrusted host to custom signal handlers

inside the enclave.

During initialisation, Citadel registers signal handlers for all catchable signals with the host. All signals

are forwarded via forward_signal(). It also hides application-specific handlers. Citadel then checks

for a corresponding application-registered signal handler and, if present, delivers the signal, or ignores

it otherwise. Since application-registered signal handlers are managed within the TEE, calls such as
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sigaction() and sigprocmask() are supported without host interaction.

Time. Applications, libraries and LKL frequently access time information. In addition, Citadel reads

the current time between context switches to reschedule blocked threads to trigger timer interrupts.

Current SGX implementations, however, do not offer a high-performance in-enclave time source, and

Citadel relies on time provided by the host. Therefore, instead of issuing expensive individual host

calls, Citadel uses the virtual dynamic shared object (vDSO) [vDS19] mechanism of the Linux kernel.

The kernel maps a small shared library to the address space outside of the enclave. On each clock

tick, the host kernel updates a shared memory location with the current time for various clock sources,

which are read from within the TEE when a time-related call is made.

For high precision, the vDSO mechanism requires the RDTSCP instruction to adjust for the time passed

since the last vDSO update. In SGX version 1, this instruction is not permitted inside enclaves. The

accuracy of clock_gettime() in Citadel thus depends on the frequency of vDSO updates; SGX version 2

does not have this limitation.

Illegal instructions. Applications might use the RDTSC instruction to read the timestamp counter or

CPUID to discover CPU features. These instructions, however, are illegal inside SGX version 1 enclaves.

As Citadel must support unmodified binaries, illegal instructions cannot be replaced by corresponding

host calls. Instead, Citadel catches the resulting SIGILL exception and emulates the instructions:

RDTSC is executed outside the TEE, and the result is forwarded via the forward_signal() call; for

CPUID, Citadel caches all CPUID information during TEE set-up. This eliminates the need for an extra

host call and also hides the CPUID information requested by an application.

4.4 Protecting the host interface

We now describe how Citadel protects host interface calls from attacks.

4.4.1 Protecting disk I/O calls

Host disk blocks must have their confidentiality and integrity protected. For this, Citadel uses the

Linux device mapper subsystem [Dev19], which maps lower-level virtual block devices to higher-level

devices and allows for I/O data to be transformed along the way. VFS file systems such as ext4 use

the virtual block device exposed by the device mapper. Data can be encrypted and integrity protected

transparently before it reaches the underlying device.
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Citadel uses different device mapper targets: (i) dm-crypt [DMC19] provides full-disk encryption using

AES in XTS mode with the sector number as an initialisation vector; (ii) dm-verity [DMV19] offers

volume-level read-only integrity protection through a Merkle tree of disk block hashes stored on the

virtual disk with the root node stored in memory; and (iii) dm-integrity [DMI19] provides key-based

block-level read/write integrity protection. dm-crypt and dm-integrity can be combined to provide full

disk encryption and read/write integrity protection via AES-GCM. For both AES-XTS and AES-GCM,

Citadel uses hardware acceleration through Intel’s AES-NI instruction set extension.

Citadel combines the different targets to provide both confidentiality and integrity for block read-

s/writes, depending on the security requirements of the application. For example, for an in-memory

key-value store such as Memcached [Mem19], it is sufficient to protect the integrity of a read-only disk

with dm-verity : the Memcached binary stored on disk must have its integrity protected, but no further

sensitive data is stored on the disk. If the application itself is confidential or other application data is

written to disk, dm-crypt can be used with either of the integrity protection targets. Citadel’s use of

LKL also allows it to support other device mapper based protection targets such as dm-x [CJK+17]

which provides full volume-level read/write integrity as well as replay protection. The use of different

targets affects I/O performance, as we explore in Section 4.6.2.

4.4.2 Protecting network I/O calls

Citadel must guarantee the confidentiality and integrity of all network data. Existing TEE runtime

systems either require applications to have built-in support for network encryption [BPH14, TPV17,

SLTTS17] or use TLS [ATG+16]. Not all application-level protocols, however, can use TLS transpar-

ently.

Instead, Citadel exploits having a complete TCP/IP network stack inside the enclave, which enables it

to provide transparent low-level network encryption. All data received and sent via the net_read() and

net_write() host calls is automatically encrypted, authenticated and integrity-protected. To protect

all network traffic, Citadel uses Wireguard [Wir19], a layer 3 virtual private network (VPN) protocol,

currently proposed for inclusion in the Linux kernel [LKM19].

Citadel sets up Wireguard at initialisation time and exposes the VPN to the application through a

network interface with its own IP address. An application binding to this IP address is only reachable

by trusted nodes in the VPN. Each Wireguard peer has a public/private key pair, which is bound to a

VPN IP address and an endpoint, an (IP, port) pair through which the VPN is accessible. Wireguard

uses the asymmetric key pairs to establish ephemeral symmetric session keys to protect messages
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using authenticated encryption, and nonces to prevent replay attacks. In contrast to TLS, which uses

certificates, Wireguard identifies parties through public keys. It does not perform key distribution—

Citadel binds keys to enclave identities and supports provisioning of peers’ keys.

4.4.3 Protecting event and time calls

For the remaining calls in Table 4.2, Citadel must ensure that an adversary cannot learn confidential

data or compromise integrity by providing invalid data.

net_poll(). While the eventmask reveals if the enclave wants to receive/send packets, this is already

disclosed by the presence of net_read and net_write calls. An adversary can return a wrong eventmask:

as a result, either the net_read call fails, which can be handled transparently, or an invalid packet is

read that fails Wireguard’s integrity protection (see Section 4.4.2).

forward_signal(). Citadel must ensure that signals correspond to genuine events with valid signal

descriptions—otherwise an adversary can cause an application signal handler to execute with invalid

signal data. For signals triggered by hardware exceptions, Citadel ensures that the passed address lies

within the enclave range (e.g., SIGSEGV) or replaces the address with the current instruction pointer

for signals that refer to a faulting instruction (e.g., SIGILL and SIGFPE). Citadel can be configured to

ignore user-controlled signals (e.g., SIGINT).

time_read(). A challenge to integrity is that the returned time cannot be trusted. An adversary

may return a timestamp that is not monotonically increasing and thus cause an underflow when an

application calculates a timespan. Citadel therefore checks for monotonicity for CLOCK_MONOTONIC_*

clock sources.

We note that the official Intel SGX SDK provides trusted time for enclaves based on the Intel Man-

agement Engine (ME). However, access to the ME is slow and requests can be arbitrarily delayed by

an adversary. As a result, Citadel does not currently support trusted time through the ME. However,

future TEE implementations may provide practical trustworthy time sources. As such, Citadel could

use these to avoid having to delegate time related functionality to the host, thus reducing the size of

the host interface.
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4.5 Making the host interface oblivious

As explained in Section 4.2.2, an adversary can compromise the confidentiality of an application by

observing the execution of host calls. There are three characteristics of host calls that expose side

channels: (i) frequencies of calls, i.e., their number and time intervals. For example, there may be

more host calls when an application processes data on disk, thus revealing information about its

execution; (ii) sequences of calls, i.e., the order in which host calls are executed and the relationships

between them. For example, an application may always execute reads before writes, allowing an

adversary to make inferences about the execution; and (iii) parameters of calls. Although Citadel

encrypts data blocks written to the disk (Section 4.4.1), the block offset reveals which file location is

accessed. Observing the same offset repeatedly discloses the data layout on disk.

The main idea to mitigate against these side-channels is to make the host call interface oblivious [GO96],

i.e., ensuring that the sequence and frequency of calls as well as any observable parameters appear to

be workload independent. We focus on the disk I/O host calls and discuss other calls in Section 4.5.4.

4.5.1 Disk I/O calls

Citadel exposes two disk I/O calls to the host: disk_read() and disk_write(). These read and

write fixed-size encrypted blocks at the specified offset (see Section 4.4.1). To prevent these calls

from revealing information, Citadel employs several techniques: (i) regarding frequencies, Citadel

discretises the execution of read/write calls into fixed time-interval rounds. In each round, it executes

a fixed number of calls in a batch, potentially adding indistinguishable dummy calls; (ii) regarding

sequences, Citadel makes the order of read/write calls deterministic per batch by issuing them in a

predefined order, e.g., always executing reads before writes; and (iii) regarding parameters, Citadel

ensures that all call parameters appear random, obscuring patterns. Citadel makes accesses oblivious

by using seemingly random offset parameters. Repeated accesses to the same disk block appear

indistinguishable.

4.5.2 Hiding disk I/O accesses

Citadel discretises the execution of all calls into fixed interval batches. Every t time units, Citadel

performs a single disk_read() followed by a disk_write(). When the LKL filesystem layer (see Sec-

tion 4.3.2) issues a disk I/O call, instead of submitting it directly to the host, it is added to a host call
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queue. Citadel’s lthread scheduler checks if enough time has elapsed, and then issues the next call

from the queue.

If there are too many read/write calls in the queue, the remaining calls are delayed until the next

batch. Conversely, if there are not enough read/write calls from the application, Citadel issues dummy

calls to random blocks in order to pad that batch. This is done through dummy files in the file system

and reading/writing blocks of those files.

The timing parameter t must be tuned for good performance because applications issue system calls

at different rates: if t is lower than the application’s call rate, Citadel will issue more batches with

dummy calls; if t is too high, the application will make slow progress. In our experiments, we use

t = 0.1ms, which works well across a range of applications workloads.

4.5.3 Hiding disk I/O parameters

Although Citadel hides the number of calls, the call parameters (see Table 4.2) still leak information:

(i) the data being read or written in buf; (ii) the disk offset; and (iii) the buffer length len. To

hide the buf parameter, Citadel uses probabilistic encryption [GM84b], which re-encrypts data before

writing it (see Section 4.4.1). This prevents an adversary from discerning if written data is old or new,

thus tracing data movement.

To hide the offset parameter, two traces of block access patterns must be indistinguishable from each

other. File I/O calls made by the application pass through the file system layer, which can handle

them from the LKL page cache, which is opaque to the host, or expose them to the host. The file

system layer stores the mapping from logical to physical disk blocks. To hide repeated block accesses

from the adversary, Citadel must therefore: (i) randomise the disk layout on application deployment,

to hide the initial block mapping from the adversary; and (ii) shuffle blocks by changing this logical

to physical block mapping in a manner opaque to the adversary.

Existing techniques from oblivious RAM (ORAM) [GO96, SvDS+13, WCS15, DvDF+16, SGM+16,

LWZY19] can be used to provide oblivious access to blocks. LKL’s page cache makes it well-suited

to employ square root ORAM [GO96]—the page cache is analogous to a “shelter”. As it is private

to the enclave, it precludes, however, the need to scan it in its entirety for each access. and allows

data to be accessed directly. Once a block has been added to the page cache, subsequent accesses

to the same block are served from the page cache, until the page is removed, or flushed to disk. If

such evicted blocks are requested again, the adversary could observe this. Therefore, Citadel must

obliviously reshuffle blocks before continuing with execution [GO96].
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Algorithm 1: Oblivious ext4 file sytem shuffle
Data: FDs: file descriptors of files to be shuffled

LP: logical to physical block mapping for file system
Result: LP_n: new logical to physical block mapping for file system

1 for fd in FDs do // find file with largest size
2 file_blk := num_blocks(fd);
3 max_blk := max(max_blk, file_blk);
4 num_shuff_blk := num_shuff_blk + file_blk;
5 end

/* create donor files to be used for the swap */
6 free_blk := get_num_free_blocks_in_fs();
7 num_donors := free_blk / max_blk;
8 donor_files := init_donors(num_donors);

/* generate new random permutation of source blocks */
9 src_blks_perm := map_src_blk_to_num(FDs);

10 src_blk_new_perm := FisherYatesShuffle(src_blk_perm);
11 for id in (0 .. num_shuff_blk) do // get fd & block no. for id
12 fd := fd_for_id(src_blk_new_perm, id);
13 block_no := blk_no_for_id(src_blk_new_perm, id);
14 donor = pick_rand_donor(num_donors);

/* swap source block with donor block */
15 fetch_source_block(block_no);
16 ioctl(EXT4_IOC_MOVE_EXT, fd, donors_files[donor], block_no);
17 end
18 unlink_all_files(donor_files);

An oblivious shuffle moves blocks around so that an adversary cannot correlate the blocks before and

after the shuffle. Citadel uses a k-oblivious shuffle [PPY18]. This assumes that k of the n source blocks

are in the private cache. The algorithm then sequentially moves the n blocks from the source (either

from the disk or from the cache) to the destination according to a randomly generated permutation of

the blocks.

Algorithm 1 describes the shuffle algorithm. Instead of shuffling the full disk, we assume a list of files

that need to be shuffled, which can be obtained from a trace of files opened by the application. We

divide the disk blocks into two parts: (i) blocks that belong to files that must be shuffled, i.e., the

source array of size n; and (ii) a destination array of n unallocated blocks.

First, the algorithm determines the size max_blk of the largest file to be shuffled (lines 1–4), the

number of free blocks (line 6). It uses this information to create a set of donor files (line 8), each

of size max_blk, to fill up the free blocks. This set of donor files is used for swapping blocks with

the source files. Next, the algorithm assigns an ordering to the blocks of the source files that need to

be shuffled (line 9), mapping the set of source file blocks to natural numbers. It uses a Fisher-Yates

shuffle [Knu98] to produce a random permutation of the source file blocks (line 10). The algorithm

then performs an iteration per source block to be shuffled (line 11). At each iteration, it determines

the source file descriptor and file block number that maps to the current index according to the new

permutation (lines 12–13). If the source block is already in the page cache, an unread source block, if
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any, is accessed and brought into the page cache (line 15).

Finally, a random donor file is selected, and the source block is swapped with the block from the

donor file (line 16). The algorithm is implemented at the LKL ext4 layer because the shuffled blocks

must be decrypted/encrypted by dm-crypt, as discussed in Section 4.4.1. The ext4 layer also stores the

logical/physical block mapping, which needs to be modified when blocks are swapped. Citadel uses the

EXT4_IOC_MOVE_EXT ioctl() call for this, which exchanges the blocks belonging to two different files,

while also updating the underlying metadata. Once all the block have been swapped, the dummy files

are unlinked, and the corresponding blocks become unallocated again.

4.5.4 Other host calls

Network I/O. To hide access patterns in network traffic, noise in the form of dummy network packets

can be added to generate a constant stream of fixed size packets sent between participating trusted

nodes [VDHLZZ15, TGL+17]. To an adversary, regular packets become indistinguishable from dummy

packets, which are dropped by receivers. To scale to more clients, traffic could be routed through a

trusted proxy, which establishes a single connection with each Citadel enclave.

Signals. Signals caused by the application disclose sensitive information. For example, if an applica-

tion executes an illegal instruction, the resulting signal is observable. As described in Section 4.4.3,

Citadel hides what instruction caused the signal but cannot hide the exception itself. This is a limita-

tion of Intel SGX—future TEE implementation may handle exceptions without host involvement.

Time. The host kernel updates a vDSO memory region with the current time (see Section 4.3.2). It

is read by the enclave, which is observable by an adversary. However, the Citadel scheduler accesses

time frequently on each context switch, and an adversary cannot distinguish between accesses from

Citadel and the application, hiding application-specific access patterns.

4.6 Evaluation

To understand the performance impact of Citadel’s design choices, we evaluate it with real application

workloads and microbenchmarks. We conduct all the experiments on SGX-enabled machines with

Intel Xeon E3-1280 4-core CPUs with 8MB LLC and SGX 1 support, 64GB RAM, and a 10-Gbps

network card. The machines run Ubuntu Linux 18.04, Linux Kernel 4.15.0-46, with the Intel SGX

driver version 2.5.
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Figure 4.2: Training throughput with TensorFlow

Our SGX version has an EPC size of 128MB, and only around 90MB are available to user applica-

tions. Since this limit is likely to increase in the future, we evaluate Citadel in both simulation and

hardware modes to ignore the overhead due to EPC paging. When using the oblivious host interface,

we randomise the disk image and set the page cache size to be large enough for the input data.

4.6.1 Application performance

We evaluate the performance of Citadel with two data-intensive workloads, TensorFlow [ABC+16] and

PARSEC [BKSL08].

TensorFlow. We use TensorFlow (TF) [ABC+16] for training and inference. The models are selected

from TF’s benchmark suite [Ten19], representing different type of networks, both small (ResNet-34)

and large (AlexNet, ResNet-101) as well as deep and low-dimensional (ResNet-50). The input datasets

are CIFAR10 [KNH19] and a subset of ImageNet [Ima19]. We use the default benchmark suite settings.

All experiments are executed natively and in Citadel with and without disk encryption and oblivious

host calls, respectively. To avoid SGX paging effects, we run in simulation mode with an enclave size

of 12.5 GB.

In Figure 4.2, we report the training throughput with Citadel in different modes compared to native

execution. Citadel outperforms native in simulation mode: the training throughput of ResNet-34,

ResNet-50 and ResNet-101 is higher than native by 28%, 33% and 32%, respectively. Citadel achieves

better performance due to LKL’s implementation of system calls as standard function calls. The results

also show that the overhead of disk encryption and integrity checking is negligible.

With oblivious host calls with disk encryption, Citadel experiences a slow-down: the training through-

put for AlexNet decreases by 24% (ImageNet) and 37% (CIFAR10) compared to simulation mode, or

14% and 21% compared to native execution. The impact of oblivious host calls on the ResNet models

is less significant: the training performance of Citadel is almost equal to native. This is due to the
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Figure 4.3: Inference throughput with TensorFlow
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Figure 4.4: Execution overhead for PARSEC workloads

different I/O characteristics of the networks: AlexNet processes more images than ResNet per second,

thus stressing the oblivious host calls and requiring more shuffle operations.

In Figure 4.3, we also explore inference throughput with Citadel in different modes compared to native.

The results show the same trend as training: the inference throughput is higher than the native system

by 22% for AlexNet with ImageNet, 42% for AlexNet with CIFAR10, 29% for ResNet-34, 26% for

ResNet 50, and 20% for ResNet 101. The throughput is lower than native with oblivious host calls by

79% (AlexNet with ImageNet), 15% (AlexNet with CIFAR-10), 53% (ResNet-101), 50% (ResNet-50),

and 43% (ResNet-34). We conclude that CPU-intensive networks are less affected by the oblivious call

interface, while I/O-intensive networks are more affected.

PARSEC. We use five PARSEC benchmarks [Uni19] with different working set sizes to explore the

performance of Citadel in SGX hardware mode. All workloads execute with four threads, and the

input size is “simlarge”.

Figure 4.4 shows the execution with Citadel with different security guarantees. Without oblivious host

calls, Citadel in simulation mode is 1.05× slower than native. The overhead for streamcluster is 1.07×;

fluidanimate has the same performance as native; for canneal and blackscholes, the slowdown is 1.12×

and 1.13×, respectively. We conclude that, without EPC size limitations, the performance of Citadel

without oblivious host calls is comparable to native execution.
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Figure 4.5: Disk performance with encryption and integrity protection

In hardware mode, the overhead of workloads with the small to medium working set sizes is 1.3×

(streamcluster), 1.4× (blackscholes) and 1.7× (bodytrack). With large working sets, fluidanimate and

canneal are slower by 4× and 15×, respectively, which is due to the limited EPC size.

With oblivious host calls, streamcluster shows similar overheads in simulation (2.4×) and hardware

modes (2.8×). Since streamcluster does not have input files, no shuffling is required, and the overhead

solely comes from the dummy calls; for benchmarks with input files, e.g., blackscholes, the overhead in

hardware mode is higher (3.6×) due to the shuffling. For fluidanimate and canneal, which have large

memory footprints, we observe an overhead of up to 2× in simulation; in hardware mode, the overhead

rises to 10× and 21×, respectively, due to SGX paging.

In summary, we see that without EPC size limitations: (i) Citadel with disk encryption and integrity

protection offers similar performance to native execution; and (ii) the overheads of disk encryption and

integrity protection are out-weighed by the cost to perform oblivious host calls. However, when EPC

size limitations of SGX are considered, the overheads due to SGX paging are much more significant

than those introduced by oblivious host calls. As such, the performance of Citadel for real-world and

data-intensive applications are bound by the cost to perform SGX paging.

4.6.2 Disk I/O performance

We evaluate disk I/O performance by measuring the sequential read throughput when reading an

uncached 1GB file from an SSD. We consider different configurations: (i) unencrypted; (ii) with full

disk encryption (FDE) via dm-crypt using AES-XTS; and (iii) with FDE and integrity protection via

dm-crypt and dm-integrity using AES-GCM.

Figure 4.5 shows that Citadel achieves near native performance without encryption or integrity protec-

tion, fully saturating the SSD bandwidth of approx. 510MB/sec. With FDE, the throughput decreases

to 320MB/sec (62%) of native throughput in hardware mode. Enabling integrity protection further
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Figure 4.6: Network I/O throughput for different buffer sizes

reduces throughput to around 230MB/sec (45%).

Given that the overhead of FDE with integrity protection for an uncached 1GB file on an SSD is only

around 2×, this shows the benefit of using x86-specific cryptographic instructions.

4.6.3 Network I/O performance

We evaluate network performance by measuring throughput for different buffer sizes with iperf ver-

sion 3.1.3 [IPe19].

As Figure 4.6 shows, for both native and Citadel, throughput increases with larger buffer sizes. For

256 byte packets, Citadel reaches about 0.7× and 0.9× of native throughput in hardware and simulation

modes, respectively. For small buffers, the throughput is client-bound. Native execution saturates

the network bandwidth of about 9.4 Gbps with 4KB buffers. Here Citadel reaches a throughput of

5.1 Gbps (0.5×) in hardware mode, and 5.7Gbps (0.6×) in simulation mode. Due to its support

for TCP segmentation offloading, Citadel performs better for larger buffer sizes: with 64KB buffers,

Citadel reaches a maximum throughput of 8.4 Gbps (0.9×) and 8.8Gbps (0.9×) for hardware and

simulation modes, respectively.

With Wireguard and 256 byte buffers, throughput for hardware and simulation mode is 0.44Gbps

and 0.54Gbps, respectively; with buffers larger than 4KB, the throughput increases to 2.0Gbps and

2.2Gbps, respectively. Here Wireguard decryption becomes the bottleneck.

4.7 Related Work

TEE runtime systems. As mentioned in Section 4.2.2, Haven [BPH14], Graphene-SGX [TPV17],

SCONE [ATG+16], and Panoply [SLTTS17] are all existing TEE runtime systems. However, in com-
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parison to Citadel, each of these runtime systems: (i) expose a wider host interface than Citadel, e.g.,

Citadel only exposes 7 host interface calls, while each of these systems expose between 24 and 302 host

calls; and (ii) do not support an oblivious host interface, i.e., each of these systems expose side-channel

information about the application through interface call sequences, frequencies and parameters. Sim-

ilar to Citadel, SCONE [ATG+16] also implements user-level threading inside the enclave to reduce

costly enclave transitions of threads. While Ryoan [HZX+18] uses SGX enclaves to sandbox data pro-

cessing and make the data flow independent from the input data, it does not make the host interface

oblivious. As such, Citadel is the first TEE runtime system to offer an oblivious host OS interface.

ORAM with TEEs.. TEE-based ORAM can conceal memory access patterns from an adversary,

e.g., an untrusted host OS. For example, ZeroTrace [SGF18] combines Intel SGX enclaves with Path

and Circuit ORAM [SvDS+13, WCS15] to offer oblivious memory primitives. ObliDB [EZ17] and

Oblix [MPC+18] use Path ORAM with Intel SGX to hide the access patterns of SQL queries at

runtime. In Raccoon [RLT15], Path ORAM hides array accesses that are data depend on in-enclave

secrets, e.g., cryptographic keys. By using ORAM, these approaches can hide memory access patterns.

However, in comparison to Citadel, adversaries can still mount Iago attacks [CS13c] when returning

data blocks to the enclave. This can violate the integrity of the application.

Oblivious file systems. Obliviate [AKSL18] is an oblivious file system for Intel SGX enclaves. It

adapts an ORAM protocol, e.g., Path ORAM, to hide reads and writes to a data file outside the

enclave. Privatefs [WST12] is an ORAM-based parallel oblivious file system, supporting concurrent

accesses, i.e., reads and writes, to data files. Oladi [CBC+18] is a cloud-based key/value store that

supports oblivious transactions while protecting file access patterns from cloud providers. Bittau et

al. [BEM+17] introduce an oblivious architecture for monitoring the behaviour of software clients

while protecting user privacy. In contrast to Citadel, all of these approaches do not offer a file system

abstraction with POSIX semantics. Moreover, these works do not protect other POSIX related host

calls, e.g., network and time host calls, from an untrusted host OS.

Unobservable communication. For message systems, hiding which users communicate is a challeng-

ing goal. Anonymous networks such as Tor [DMS04] are susceptible to traffic analysis attacks [HVCT10,

MD05]. Dining Cryptographers (DC) networks [Cha88, WCGFJ12, SGRE04] provide stronger guar-

antees by broadcasting messages to all users, but incur a high overhead. More recently, Private Infor-

mation Retrieval (PIR) [CGKS95, CGBM15, AS16] and differential privacy techniques [VDHLZZ15,

BKM+13, TGL+17] add noise to hide the metadata. These approaches are orthogonal to the contribu-

tions made by Citadel. As such, they can be leveraged by Citadel to blind network communications.
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4.8 Limitations

In this section, we briefly discuss the limitations of our approach:

Impact on the TCB. Citadel places a library OS inside the TEE to reduce the functionality required

by the host OS. While this helps to achieve a minimal host OS interface (see Section 4.3), it increases

the TCB size of the application. This is because the library OS executes alongside the application: if

a vulnerability exists in library OS code, e.g., a buffer overflow, this can be exploited by an adversary

to compromise the confidentiality or integrity of the application.

Although Citadel aims to reduce the likelihood of software bugs residing in library OS code, i.e., by

using a port of the time-tested Linux Kernel for the library OS, Citadel ultimately trades-off the size

of the TCB for the minimality of the host interface. This increases the TCB of the application by

around 1 million LOCs; a limitation of our approach. We note, however, that: (i) the TCB increase

due to LKL is on the same order of magnitude as Graphene, and lower than Haven, i.e., Drawbridge

has more than 5 million LOCs; and (ii) this trade-off is unavoidable: the OS functionality must be

provided to the application. If the OS functionality is placed outside the TEE, it results in a host

interface that is difficult to secure; if the functionality is placed inside the TEE, it increases the TCB

of the application (as seen with Citadel).

Assuming large EPC sizes. To evaluate the performance overhead of Citadel, we perform exper-

iments in both SGX simulation and hardware modes. This allows us to examine the effects of SGX

paging due to current EPC memory limitations (see Section 4.6). Our results show that when Citadel

executes large benchmarks in hardware mode, i.e., with SGX paging, performance exhibits up to a

21× slowdown. Without SGX paging, performance is only around 2×-4× slower. This illustrates the

significant effects paging has on Citadel’s performance. As such, this is a current limitation of our

approach. However, we note that: (i) current EPC sizes of Intel SGX enclaves have already increased,

and will continue to do so in the future. As such, this will make Citadel more practical for real-world

deployments; and (ii) SGX paging affects the performance of all SGX applications with large memory

footprints, not just Citadel.

4.9 Summary

In this chapter, we proposed a solution to the second security challenge faced by TEE-based ap-

plications: securing TEE boundary interfaces (Section 1.4.2). To do this, we proposed applications
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follow three TEE interface design principles: minimality, protection and obliviousness. These princi-

ples protect applications from TEE boundary interface attacks and allow applications to interact with

untrusted code and data securely.

To illustrate these design principles, we design a TEE boundary interface that secures communication

between an application and an untrusted host OS. To do this, we make three contributions: (i) for

minimality, we propose applications employ a library OS inside the TEE to reduce the amount of

functionality required by the host OS; (ii) for protection, we propose transparently encrypting and

integrity protecting all data that crosses the TEE boundary interface; and (iii) for obliviousness, we

propose making host OS interface calls discrete and deterministic, to avoid leaking information about

application execution.

To evaluate our approach, we implemented these contributions in Citadel, the first TEE runtime

system that offers a secure host OS interface for applications. Citadel protects Linux binaries executing

inside Intel SGX enclaves from boundary interface attacks. Citadel demonstrates that our approach is

practical for real world applications: with emulated SGX enclaves, Citadel trains deep neural networks

with an overhead of 14%, and 21% with oblivious calls. With current SGX hardware, Citadel executes

benchmarks that fit into SGX memory with an average overhead of 1.5x and 3.1x with and without

oblivious calls, respectively.

While Citadel targets Linux applications for Intel SGX enclaves, the interface design principles and

contributions offered by this chapter are fundamentally TEE-agnostic: our approach does not rely on

any TEE-specific features, but can be applied to a wide range of TEEs and applications.
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Tolerating TEE Failures and Compromises

TEEs are not a silver bullet: current implementations do not provide availability guarantees and are

vulnerable to a wide range of software and hardware-based attacks. As such, developers must design

applications to tolerate TEE failures and compromises (see Section 2.4). To achieve this, we propose

that applications employ TEE-heterogeneity: the protection of security-critical functionality using

multiple heterogeneous TEEs.

We begin this chapter by providing an overview of TEE-heterogeneity (Section 5.1). We then present

relevant background on secure blockchain payment networks using TEEs (Section 5.2.2): this includes

our goals and threat model for TEEs. Next, we present Teechain: the first blockchain payment network

that employs TEE-heterogeneity to tolerate TEE failures and compromises (Sections 5.3 to 5.5). We

continue the chapter by offering a detailed performance evaluation of our approach and contributions

(Section 5.6). Finally, we discuss related work to Teechain (Section 5.7), highlight limitations of our

approach (Section 5.8) and conclude the chapter (Section 5.9).
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5.1 Overview

To tolerate TEE failures and compromises, we propose that applications employ TEE-heterogeneity:

protecting security-critical functionality using multiple heterogeneous TEEs. This allows applications

to: (i) protect against independent TEE failures and compromises, by avoiding centralised application

architectures, i.e., deployments where only a single TEE is used; and (ii) protect against global TEE

failures and compromises, where an entire class of TEEs fail or are compromised simultaneously, e.g.,

due to a faulty or vulnerable TEE implementation.

To leverage TEE-heterogeneity, applications must move away from centralised TEE architectures and

instead be designed to operate in a decentralised and TEE-agnostic way. This requires overcoming two

challenges: (i) to avoid centralised TEE architectures, security-critical functionality in the application

must be distributed across multiple heterogeneous TEEs; and (ii) to maintain agreement on the current

state of the application, all TEEs must achieve consensus despite possible failures and compromises.

To overcome these challenges, we make two contributions: (i) we propose applications use threshold

cryptography to distribute security-critical functionality from a single TEE to multiple heterogenous

TEEs. This allows the application to avoid relying on a single TEE in the deployment; and (ii) we

propose force-freeze chain replication: an efficient and practical way to maintain consensus between

different TEEs. This allows the state of the application to be agreed upon, despite TEE failures and

compromises in the deployment.

To illustrate our contributions, we present Teechain, the first TEE-based application that employs

TEE-heterogeneity to tolerate TEE failures and compromises. Teechain employs TEE-heterogeneity

in the context of a secure payment network for blockchain-based cryptocurrencies: an application that

allows parties to execute high-performance cryptocurrency payments asynchronously from a blockchain.

As blockchains and cryptocurrency are notorious for being adversarial and untrusted [LJC+17, LL17],

Teechain implements both of our contributions to protect against TEE failures and compromises in

these environments: (i) Teechain uses threshold cryptography to protect cryptocurrency funds by

requiring multiple different TEEs to sign any transactions before funds can be spent or accessed;

and (ii) Teechain employs force-freeze chain replication between TEEs. This ensures TEEs in the

application maintain consensus about the state of the funds and balances.

To evaluate the performance and overhead of our contributions, we implement Teechain using Intel

SGX enclaves for the Bitcoin blockchain. Our experiments show that: (i) the overheads introduced

by TEE-heterogeneity are practical and reasonable given the fault tolerance benefits; (ii) despite hav-
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ing to perform force-freeze chain replication between TEEs, Teechain achieves at least a 33x higher

transaction throughput than state-of-the-art payment networks; and (iii) a 30-machine Teechain de-

ployment can handle over 1 million Bitcoin transactions per second. Thus, Teechain demonstrates that

TEE-heterogeneity is a general and practical approach to securing applications against TEE failures

and compromises; even in adversarial settings, such as blockchains and cryptocurrencies.

5.2 Background: TEEs for secure blockchain payment networks

To tolerate TEE failures and compromises, Teechain employs TEE-heterogeneity in the context of a

blockchain payment network. While existing payment networks avoid using TEEs entirely, they face

several significant security limitations. As such, in this section, we justify why Teechain combines

TEEs with payment networks, and explore the security benefits of this approach. We then discuss

why these TEEs must be protected to maintain the security guarantees of the payment network. This

highlights the need for fault tolerance against TEE failures and compromises.

We begin this section by providing general background on blockchains (Section 5.2.1) and payment

networks (Section 5.2.2). Next, we discuss the limitations of current payment networks (Section 5.2.3),

and explore how TEEs can overcome these limitations (Section 5.2.4). Finally, we present our threat

model and justify the need to tolerate TEE failures and compromises (Section 5.2.5).

5.2.1 Blockchains and cryptocurrencies

Blockchain-based cryptocurrencies, such as Bitcoin [Nak08], Ethereum [The17b] and Zerocash [SCG+14],

allow mutually distrusting parties to pay each other without trusting a third party or central author-

ity. Instead, in a blockchain-based cryptocurrency, a set of nodes connect over a peer-to-peer network

to operate as a replicated state machine. This state machine maintains an append-only ledger that

contains the history of all transactions in the system, where each transaction is a payment from one

system user, i.e., a party, to another, secured cryptographically. This ledger is a chain of blocks, i.e.,

forming a blockchain, such that each block contains a list of transactions.

Each transaction in the blockchain is a list of instructions that update the state of the blockchain. Dif-

ferent cryptocurrencies implement payment transactions that move funds differently: Bitcoin [Nak08]

follows an unspent-transaction-output (UTXO) model in which transactions consume, or use as input,

a set of previously unspent transactions, where the output of those transactions are owned by the

sender. A payment transaction therefore consumes unspent input transactions and generates new out-
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put transactions that recipients can spend; Ethereum [The17b] uses an account model in which a user’s

account balance is represented as an integer stored on the blockchain and updated by transactions.

Users in a blockchain are represented by cryptographic public keys. A user’s transaction is validated

with a cryptographic signature produced by the matching private key. To prevent users from double-

spending, i.e., signing multiple transactions that spend the same funds, blockchains enforce that funds

can only be spent once by making double-spending transactions conflict : only one transaction in a

set of conflicting transactions can be written to the blockchain. Transactions may also support more

elaborate conditions such as m-out-of-n multi-signatures that require signing by multiple users: such

transactions must be signed by any m keys from a set of n keys.

In blockchains, nodes must agree on the order of transactions, i.e., they must reach consensus. The

details of blockchain consensus are immaterial to this work—we treat consensus as a black box. Con-

sensus, however, limits transaction throughput [Vuk15] and incurs high storage costs. In Bitcoin, global

throughput is limited to 7 transactions per second [Nak08], and the total size of the blockchain is 100s

of GBs [DW15]. Due to consensus, transactions may also take arbitrarily long to be written to the

blockchain, e.g., minutes or even days [blo18].

5.2.2 Payment networks and channels

Payment networks [MMSK+17], such as Lightning [PD16] and Raiden [The17c], try to overcome the

performance limitations of blockchains by allowing parties to exchange funds directly, off-chain. To

execute a transaction, they establish a point-to-point payment channel [LEPS16, MBKM17, PB17,

DW15, PD16]. A payment channel is a protocol between two parties, A and B , that updates their

balances directly through message exchange. When a payment channel is closed, the payment network

settles the channel by writing the final balances of A and B back to the blockchain using a settle-

ment transaction. Since payment networks do not write to the blockchain for each transaction, their

transaction throughput is higher and latencies lower compared to on-chain payments [PD16]. Payment

networks also reduce the number of transactions stored on the blockchain because only final balances

are recorded [PD16, The17c].

To establish a payment channel c, as shown in Figure 5.1, one or both of A and B write fund deposit

transactions to the blockchain. These place funds into a 2-out-of-2 multi-signature account [The17a]

owned by both parties, and requires both A and B to cryptographically sign any transaction in order

to spend the funds. A creates a fund deposit d of $1000 for c (step 1 ). Using the fund deposits, A

and B can then execute payment transactions: a new payment transaction is generated and signed
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deposit: d
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4

2

3A
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Send $100: tx1
 A: $900
 B: $100

Send $50: tx2
 A: $950
 B: $50

Figure 5.1: A payment channel in operation (Here, we see: (1) funds are deposited into the
payment channel; (2) A pays B using the channel; (3) B pays A using the channel; and (4) the channel
is settled writing the final balances to the blockchain.)

by both parties, spending from the channel deposits and reflecting the new balances. For example, A

pays B $100 using tx 1 signed by both A and B (step 2 ), and B , whose balance is now $100, sends A

$50 using tx 2, also signed by both parties (step 3 ). Note that tx 1 and tx 2 do not require interaction

with the blockchain and that each payment takes into account all previous payments and updates the

current state of the payment channel. At any time, either A or B may close the channel by writing

the most recent payment transaction to the blockchain: B settles the channel by writing tx 2 to the

blockchain with their final balances (step 4 ).

Payment networks also support multi-hop payments [PD16, MMSK+17, MBKM17] in which multiple

payment channels, c1 to cn, are concatenated to form a payment path. This allows for payments

between parties that do not have a direct payment channel. This makes payment networks useful

in practice, because it allows payments between parties without long-lived financial relationships,

e.g., e-commerce buyers and sellers who conduct transactions via intermediaries [ACM17] such as

Amazon [Ama19] and eBay [Eba19]. Similar to a single payment channel, any party along the path

can unilaterally settle its channels. The added guarantee is atomicity: either all channels c1 to cn are

settled at the state after the multi-hop payment, or all settle before it.

5.2.3 Limitations of payment networks

To avoid fund theft or loss, payment networks must only settle channels with the most recent payment

transaction; otherwise a malicious party can launch a roll-back attack in which they settle the channel

at a previous payment transaction with a stale balance. For example, in Figure 5.1, step 4 , if B settled

c using tx 1 instead of tx 2 it would allow B to steal $50 from A.

Existing payment networks [PD16, DW15, PB17] overcome this problem by requiring parties to detect

misbehaviour using information available on the blockchain: when using a payment channel, each party
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monitors the blockchain for a settlement transaction written by its counterparty to settle the channel.

If an old settlement transaction is written, the party negates its effect by writing the most up-to-date

settlement transaction to the blockchain within a bounded reaction time ∆.

For this mechanism to work, the payment network must assume that parties can read and write

transactions on the blockchain within the fixed upper bound ∆. We refer to this assumption as

synchronous blockchain access.

In practice, it is not always possible to ensure synchronous blockchain access during payment chan-

nel operation. The load on the blockchain may result in long queues to write transactions [blo18].

Moreover, an attacker may delay transaction writes deliberately, such as by controlling the order in

which transactions are written [Jos17, Jor15, sup17], or censoring transactions [SEC18, JP 17, Dwa16].

Attackers may also partition victims from the network [MHG18], preventing them from accessing the

blockchain at all. Current payment networks therefore face a trade-off when selecting the reaction

time ∆: a short ∆ allows for quick settlement but facilitates the above attacks.

The requirement for synchronous blockchain access also prevents parties from using payment channels

when they are disconnected from the blockchain. This negates one of the benefits of payment networks:

parties can no longer exchange payments directly with only point-to-point network connections. For

example, it becomes impossible to use a payment channel between two devices that are directly con-

nected, but do not have connectivity to the Internet and thus the rest of the blockchain [Dry16].

5.2.4 TEEs as a root-of-trust

The requirement for synchronous blockchain access in existing payment networks comes from the fact

that their protocols use the blockchain as a root-of-trust: parties executing the payment protocol mon-

itor the blockchain to discover when other parties deviate from the protocol, and react appropriately

(see Section 5.2.3).

To overcome this, we propose introducing a separate root-of-trust that, independently of the blockchain,

ensures the faithful execution of a payment protocol. Our idea is for the payment network to use

TEEs [Int14, KPW16] during the execution of a payment protocol. As discussed in Section 2.3, TEEs

are encrypted and integrity-protected memory regions, which are isolated by the CPU hardware from

the rest of the software stack, including higher privileged system software. By using TEEs as an

independent root-of-trust, we aim to only require asynchronous blockchain access, i.e., the payment

protocol must not assume that transaction reads and writes to the blockchain complete within a fixed

upper bound, but only complete eventually.
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However, while TEEs may offer an independent root-of-trust outside the blockchain, it is clear from

the discussions in Section 2.4 that current TEE implementations may fail or be compromised by

adversaries, e.g., through software or hardware based attacks. As such, it is naive to assume that a

single TEE can provide security in all deployments. Given that blockchains and cryptocurrencies are

particularly adversarial and untrusted environments for applications [LJC+17, LL17], our design must

therefore provide fault tolerance against TEE failures and compromises. This is to ensure that the

TEEs in the payment network can remain secure and independent roots-of-trust; otherwise, adversaries

will target the TEEs in these environments to violate fund security.

We define the security of funds in the payment network in terms of balance security : at any time

during the payment protocol execution, each party should be able to perform a finite set of actions

that eventually results in them receiving their perceived balance on the underlying blockchain. A party’s

perceived balance is their initial balance on the blockchain plus any payments received in the payment

network, minus any payments made.

5.2.5 Threat model

We assume that mutually distrusting parties use a blockchain to exchange funds and that their machines

have TEEs. Parties trust their own machines, including the hardware and software, but distrust the

machines of others [GMSR+19]. We assume that TEEs on machines are normally trustworthy, but

that a subset of TEEs may suffer failures, e.g., accidental or deliberate crashes, and arbitrary integrity

and confidentiality compromises, e.g., through software and hardware attacks on the TEE. We assume

that TEEs may be compromised by other parties in the blockchain payment network, or by external

adversaries who want to violate security.

We further assume that parties are rational, selfish and potentially malicious, i.e., they may attempt

to steal funds and misbehave, if it benefits them. We also assume that parties may collude with

one another. Parties are connected via a network, with some behind firewalls or network address

translation (NAT). Parties may drop, modify and replay messages. An attacker may delay or prevent

others from accessing the blockchain for an unbounded amount of time, but we assume this cannot

occur indefinitely. Likewise, an attacker may prevent communication between parties for an unbounded

amount of time, but we also assume this cannot occur indefinitely.
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5.3 Teechain design

To satisfy the goals and threat model defined in Section 5.2, Teechain’s design must be fault tolerant

against TEE failures and compromises. As such, it should avoid a centralized architecture that em-

ploys only a single TEE for security. Instead, Teechain should employ TEE-heterogeneity: leveraging

multiple different TEEs to protect the security of funds in the payment network.

To achieve this, Teechain implements our contributions defined in Section 5.1: (i) Teechain leverages

threshold cryptography to introduce treasury committees: sets of heterogeneous TEEs, called treasuries,

that jointly own funds together. In each treasury committee, a threshold number of treasuries in the

committee must agree before funds can be accessed. This allows Teechain to protect against fund loss

and theft as a result of TEE failures and compromises; and (ii) Teechain implements force-freeze chain

replication within each committee. This ensures treasuries in the committee agree on the state of funds

and balances, despite possible failures and compromises. Thus, maintaining consensus between TEEs.

To explore how treasury committees and force-freeze chain replication offer TEE fault tolerance in

a payment network, we present a high-level overview of Teechain’s design (Section 5.3.1). We then

present treasuries in more detail (Section 5.3.2), followed by committees (Section 5.3.3). Finally, we

analyse how Teechain handles different threats and attacks on TEEs (Section 5.3.4).

5.3.1 Design overview

Figure 5.2 shows the design of Teechain. Teechain constructs a peer-to-peer payment network in which

parties operate Teechain nodes, e.g., node nA is operated by party A. Each node comprises: (i) an API

for parties to interact with the payment network; (ii) an interface through which to read and write

blockchain transactions; and (iii) a TEE-protected treasury that securely holds and manages parties’

funds.

Treasuries ensure the faithful execution of the payment protocol. They are external to the blockchain

and manage payment channels, execute payment transactions and control the access to funds. To

avoid blindly trusting treasuries to behave honestly, Teechain uses TEEs to ensure the confidentiality

and integrity of treasuries. By using TEEs, Teechain achieves asynchronous blockchain access because

treasuries operate correctly, autonomously and protect against misbehaviour by parties without having

to interact with the blockchain.

As current TEE implementations may suffer from confidentiality, integrity and availability failures
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Figure 5.2: The Teechain overview (Teechain nodes operate treasuries to store and manage funds.
Users construct payment channels between nodes to exchange funds directly, and execute multi-hop
payments along concatenated payment channels. Committee chains with multiple treasuries replicate
and protect state.)

(see Section 2.4), Teechain avoids trusting individual TEEs for security. Instead, Teechain operates

committees of treasuries: these are groups of treasuries that use threshold cryptography to manage a

single collection of funds together. Figure 5.2 shows a committee CA that constitutes the treasures

at nodes nA, nD and nE . Within each committee, a treasury must have approval from a subset

of other treasuries to make an off-chain transaction or settle a payment channel. By distributing the

responsibilities of fund management to multiple treasures, Teechain avoids fund loss or theft if a subset

of treasuries in the committee are compromised, or have failed.

Table 5.1 shows the API that Teechain provides to parties. It supports (i) creating deposits (sec-

tion 5.4.1), (ii) operating payment channels (section 5.4.2) and (iii) constructing committees (sec-

tion 5.5). Teechain generates unique identifiers for each deposit and channel, e.g., when a deposit is

created (new_deposit), a unique identifier is returned as a handle to be used in subsequent API calls.

Treasuries are identified through unique public keys.

To execute payments, Teechain forms payment channels between nodes with network connectivity.

Treasuries communicate via these channels to update payment balances. Figure 5.2 shows channel c1

between A and B ; and c2 between B and C .

Multi-hop payments can be executed along payment channel paths. In Figure 5.2, a payment from
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Teechain API Inputs Outputs API Description
Deposits (section 5.4.1)

new_deposit tx, pub1 . . . pubn d_id Creates a new fund deposit (d_id) using a transaction (tx)
and a set of treasury public keys

release_deposit d_id tx Refunds an unassociated fund deposit (d_id) by generat-
ing and returning a transaction (tx)

approve_deposit d_id, pub >|⊥ Requests approval for a deposit (d_id) from a specific trea-
sury (pub)

Payment channels (section 5.4.2)
new_pay_channel pub c_id Creates a new payment channel (c_id) with a given trea-

sury (pub)

associate_deposit d_id, c_id >|⊥ Associates an approved fund deposit (d_id) with an ex-
isting payment channel (c_id)

dissociate_deposit d_id, c_id >|⊥ Dissociates a previously associated fund deposit (d_id)
from a payment channel (c_id)

Payments (section 5.4.2)
pay_channel val, c_id >|⊥ Pays an amount (val) to the other user in a payment chan-

nel (c_id)

pay_multihop val, c_id1 . . . c_idn >|⊥ Executes a multi-hop payment of an amount (val) along a
given path of payment channels

Settlement (section 5.4.2)
settle_channel c_id tx Settles a payment channel (c_id) by generating a settle-

ment transaction (tx)

eject_multihop c_id tx Settles a payment channel (c_id) during the execution of
a multi-hop payment

eject_multihop popt c_id, popt tx Settles a payment channel (c_id) using a PoPT (popt)
during a multi-hop payment

Chain replication (section 5.5)
assign_comm_chain pub >|⊥ Assigns this treasury to a committee chain by joining the

last treasury (pub) in the chain

Table 5.1: The Teechain API (The API allows users to manage fund deposits, create payment
channels, execute payments, perform payment channel settlement, and leverage chain replication.)

A to C is executed: A invokes the API to execute a multi-hop payment of $50 along path c1–c2 to

C (step 1 ); node nA notifies the treasuries of its committee of the upcoming balance update (step 2 );

the treasuries for nodes nA and nB update the balances of A and B in c1 (step 3 ); and the treasuries

for nodes nB and nC update the balances of B and C in c2 (step 4 ). The final state is that A’s balance

has been deducted $50 in c1, B ’s balance incremented by $50 in c1 and decremented by $50 in c2, and

C ’s balance incremented by $50 in c2.

5.3.2 Treasuries

To achieve asynchronous blockchain access, Teechain employs TEE-based treasuries as an independent

root-of-trust (see Section 5.2.4). Treasuries generate public/private key pairs for treasury addresses,

which are cryptocurrency addresses owned exclusively by a treasury. They are generated securely

inside each TEE, and their private keys are stored in TEE memory.

Parties can send funds to these addresses in the form of fund deposits. A call to new_deposit from
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Table 5.1 creates a deposit. It requires a deposit transaction tx, which sends funds to a set of treasury

addresses, identified by the treasury public keys, pub1 . . . pubn. In Figure 5.2, deposit d2 sends $500

to the treasury at node nB. Deposits can be associated by a treasury with a payment channel, thus

incrementing the balance of that party in the channel. Figure 5.2 shows two deposits registered with

the treasury of node nB: d1 of $1000 assigned to channel c1; d2 of $500 assigned to channel c2.

Parties must verify the integrity of treasuries before trusting them with funds; Teechain uses the remote

attestation support of TEEs for verification [Joh16, Int16b]. A TEE (i) measures the treasury code;

(ii) cryptographically signs the measurement and the treasury’s public key; and (iii) provides the signed

measurement and public key to the remote party. The remote party then verifies the attestation, i.e.,

the remote party ensures that the attestation is correctly signed by the TEE hardware and that the

measurement corresponds to a known treasury implementation. Parties can thus verify that a specific

treasury, identified by its public key, is operating genuine TEE hardware.

Users without a TEE-enabled node of their own can use a remote node to manage their funds through

treasury outsourcing. For this, the party attests a remote treasury and provisions it with a secret key,

giving it the same abilities as a local party. To avoid having to trust a single remote treasury, Teechain

constructs committees with multiple remote treasuries (Section 5.3.3).

5.3.3 Treasury committees

To avoid having to rely on a single treasury for fund security, committees are groups of treasuries that

jointly manage fund deposits together. For each deposit owned by a committee, a minimum number of

committee members are required to sign transactions before that deposit can be spent, thus tolerating

a fixed number of TEE failures and compromises. For this, Teechain employs threshold cryptography

through the multi-signature support provided by the blockchain [The17a]: each fund deposit is paid

into an m-out-of-n treasury address, where m treasury signatures are required to spend the deposit.

The n committee members correspond to the n public keys provided to new_deposit in Table 5.1, when

the deposit is created. By employing treasury committees, Teechain offers security against m− 1 TEE

compromises, and n−m TEE failures.

All committee members must agree on the proportion of each deposit owned by the parties in a payment

channel. To achieve agreement, Teechain uses a variant of chain replication [VRS04b], which offers

strong consistency without requiring all nodes to communicate directly. This is beneficial in a payment

network because parties may not have direct connectivity due to network address translation (NAT)

and firewalls.
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With chain replication, Teechain must prevent roll-back and state forking attacks [BCLK17] in which

an attacker partitions the committee members into disjoint subgroups that can settle a channel at

different balances using different deposit states. Forking a treasury committee in this way would allow

attackers to roll-back to old payment states to steal funds. To overcome this, Teechain employs force-

freeze chain replication: if any committee member fails or refuses to update to the latest agreed upon

state, the replication chain is broken, freezing all nodes at the current state. This prevents future state

updates and requires that all channels are settled and unused deposits released. Thus, maintaining

consensus between the committee members. We describe force-freeze replication in more detail in

Section 5.5.

5.3.4 Threat analysis

In this section, we analyse the various threats posed to Teechain’s design, and discuss how treasury

committees and force-freeze chain replication protect against these threats.

Malicious parties. Teechain assumes parties are rational and selfish, i.e., parties behave in their best

financial interest (section 5.2.5). We consider two possible cases: (i) A is a malicious local party; and

(ii) B is a malicious remote party. In the case of a local malicious party A, Teechain requires parties to

encrypt and sign all API calls made to a local (or outsourced) treasury (table 5.1). A only has access

to their own funds but cannot affect other funds, as enforced by the local treasury.

In the case of a malicious remote party B who wishes to steal A’s funds, B must either interact with the

Teechain API to force a protocol deviation or drop/replay/modify messages on the network. Teechain

secures funds with treasuries and uses TEEs to ensure faithful protocol execution. Treasuries use

encrypted, authenticated and freshness-protected messages.

Compromised treasuries. Current TEE implementations are vulnerable to attacks, e.g., through

side-channels [VBMW+18, BMD+17b, MIE17a], and Teechain assumes that treasury compromises are

possible (see Section 5.2.5). We therefore consider two cases of a compromised treasury T , which wishes

to attack A: (i) TL is a local treasury that A interacts with directly (i.e., the treasury at node nA in

fig. 5.2); and (ii) TR is a remote treasury on another node in the Teechain network.

A compromised local treasury TL cannot steal A’s funds due to Teechain’s m-out-of-n committees for

deposits. To steal a deposit, TL would need to compromise m − 1 treasuries in the committee. To

prevent TL from deceiving A when interacting with the Teechain API, Teechain requires the results

of API calls to be signed by all n committee treasuries, except when an API call returns a blockchain
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transaction, which only requires m signatures. If TL fails to coordinate correctly with the committee,

A settles channels and returns deposits.

Mitigating a compromised remote treasury TR is similar to the local case above: committees protect

deposits, and thus TR needs to compromisem−1 other treasuries. Note that, although the requirement

for n signatures on API calls means that TR can force channel settlements, it does not gain financially

from this. Similar to prior work [BDW17], Teechain assumes committee members are paid fees for

participation.

Global TEE compromises. To mitigate global TEE compromises, in which many treasuries are

compromised simultaneously, Teechain is designed to be TEE-agnostic, thus avoiding dependencies on

a single TEE implementation. This allows parties in the network to protect deposits using committees

of heterogeneous TEEs. Under global TEE compromises, e.g., when a specific TEE vendor leaks

hardware private keys or a batch of TEEs are found to be faulty, parties can lower their risk by

including sufficiently heterogeneous TEEs in their committee chains.

Compromises to the attestation mechanism of a particular TEE implementation, e.g., as done by

the Foreshadow [VBMW+18] attack against the Intel attestation service, do not affect funds held

by committees. As described in Section 5.3.2, remote attestation ensures that a specific treasury,

identified by its public key, operates genuine TEE hardware. Even if remote attestation has been

compromised, an attacker can only create new malicious treasuries, but cannot spoof other treasuries

or committee members in the network. To steal funds, an attacker would need to bias the selection of

future committee members. We discuss committee member selection in Section 5.5.2.

5.4 Payment Protocol

As discussed in Section 5.2.4, Teechain leverages TEEs as an independent root-of-trust to offer asyn-

chronous blockchain access for payment networks. To achieve this, Teechain must provide payment

protocols that ensure balance security regardless of blockchain access times: treasuries in the payment

network cannot assume that transaction reads and writes to the blockchain complete within a fixed

upper bound. Rather, these operations only complete eventually (see Section 5.2.5).

This section presents the payment protocols offered by Teechain to ensure balance security under asyn-

chronous blockchain access. We begin the section by describing deposit allocation in Teechain (Sec-

tion 5.4.1). We then present the payment channel protocol (Section 5.4.2) and multi-hop payment

protocol (Section 5.4.3). Finally, we sketch Teechain’s security proofs (Section 5.4.4).
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Algorithm 2: Teechain payment protocol executed by the treasury at each node
(Based on the API shown in Table 5.1. For brevity, we omit the collection of committee
member signatures at the end of each API call (see Section 5.3.4).)

1 on new_deposit(tx, pub1...pubn):
2 verify_tx(tx, pub1...pubn)
3 d← create_new_deposit(tx)
4 deposits[d.id] ← d /* store dep */
5 write_to_blockchain(tx)
6 return d.id /* return deposit id */

7 on release_deposit(d_id):
8 d← deposits[d_id]
9 assert(d.chan = ∅) /* unassoc */

10 tx← gen_deposit_refund(d)
11 deposits[d.id] ← ∅ /* clear dep */
12 write_to_blockchain(tx)
13 return tx /* return refund */

14 on approve_deposit(d_id, pub):
15 d← deposits[d_id]
16 apprv← ask_approve_remote(d, pub)
17 d.apprv[pub]← apprv
18 return apprv /* return approval */

19 on new_pay_channel(pub):
20 c← create_channel_with(pub)
21 (c.my_bal, c.rem_bal)← (0, 0)
22 channels[c.id] ← c
23 return c.id /* return channel id */

24 on associate_deposit(d_id, c_id):
25 d← deposits[d_id]
26 c← channels[c_id]
27 assert(d.chan = ∅) /* unassoc */
28 assert(d.apprv[c.pub])
29 d.chan← c /* add assoc */
30 c.my_bal← c.my_bal+ d.val
31 send_assoc_to_remote(d, c)

32 on dissociate_deposit(d_id, c_id):
33 d← deposits[d_id]
34 c← channels[c_id]
35 assert(d.chan = c)
36 send_dissoc_to_remote(d, c)
37 d.chan← ∅ /* remove assoc */
38 c.my_bal← c.my_bal− d.val

39 on pay_channel(val, c_id):
40 c← channels[c_id]
41 assert(c.my_bal ≥ val)
42 c.my_bal← c.my_bal− val
43 c.rem_bal← c.rem_bal+ val
44 send_pay_to_remote(c, val)

45 on settle_channel(c_id):
46 c← channels[c_id]
47 if neutral_balance(c) then
48 /* terminate off-chain */
49 dissociate_all_deposits(c);
50 channels[c.id] ← ∅
51 return ∅
52 else
53 /* terminate on-chain */
54 tx← get_settle_for_bals(c)
55 send_settle_to_remote(c, tx)
56 channels[c.id] ← ∅
57 write_to_blockchain(tx)
58 return tx

59 on pay_multihop(val, c_id1...c_idn):
60 c1 ← channels[c_id1]
61 . . .
62 cn ← channels[c_idn]
63 lock(val, c1 , ... , cn ) /* Alg.2 */
64 wait_for_unlock()
65 return > /* payment done */

66 on eject_multihop(c_id):
67 c← channels[c_id]
68 s← c.state
69 if s = lock ∨ s = sign ∨

s = postpayment ∨
s = unlock then

70 return settle_channel (c_id)
71 return c.τ /* settle all */

72 on eject_multihop(c_id, popt):
73 s← popt.state
74 if s = lock ∨ s = sign then
75 return settle_prepay(c_id)
76 if s = postpayment ∨

s = unlock then
77 return settle_postpay(c_id)

5.4.1 Allocating dynamic deposits

Deposits can be created at any time and associated/dissociated with payment channels dynamically.

Algorithm 2 shows the protocol executed by treasuries for the API calls from Table 5.1.

To construct a new deposit d, parties invoke new_deposit (Algorithm 2, line 1) and present a deposit

transaction tx and the list of treasury public keys forming the committee that tx sends funds to. The

treasury then verifies that tx sends funds to an m-out-of-n multi-signature address using the committee

members’ public keys, pub1 . . . pubn, and notifies the committee of the new tx (see Section 5.5). The

treasury then constructs a new deposit d, forwards tx to the blockchain, and returns d’s unique identifier

to the requester (line 6), signed by all committee members—we omit signature collection for brevity.

A payment channel c may contain zero or more deposits through deposit association. The sum of the

deposits associated with c must be equal to the sum of the balances of A and B in c, i.e., deposits are

distributed to A and B . Before a deposit d can be associated with c, it must be approved by the remote

party in c (e.g., B if A requests approval) using approve_deposit (line 14). Approval contacts the remote

111



5.4. Payment Protocol

party via its treasury and queries if the deposit is eligible for association with c. Deposit approval

therefore allows A and B to define which deposits can be associated with c. Due to our assumption

of asynchronous blockchain access, this may take unbounded time. Deposits need to be approved only

once.

Approved deposits can be associated with a single channel using associate_deposit, and dissociated using

dissociate_deposit (lines 24 and 32). When deposit d is associated with c by A, the treasuries increase

A’s balance by the deposit amount (lines 30 and 31); dissociation decrements A’s balance (lines 36

and 38). Disassociation can only be done if the participant’s balance is greater than or equal to the

deposit amount. Unassociated deposits are deposits not associated with any channel. They can be

returned upon request through release_deposit (line 7): a new transaction tx is generated and signed

by the appropriate committee treasuries, and written to the blockchain; d is then removed from the

treasury.

5.4.2 Using payment channels

To create payment channels between treasuries without blockchain interaction, participants call new_pay_channel

and provide the public key of the treasury with which to create the channel (Algorithm 2, line 19). The

two treasuries then establish a secure communication channel using authenticated Diffie-Hellman [Kra03]

for key provisioning and remote attestation. Using the secure channel, the treasuries assign a unique

channel identifier to the channel c, initialize both participant’s balances to 0, and return the channel

identifier.

To execute a payment along a channel, the sender calls pay_channel (line 39), which specifies the amount

to send and the channel identifier. The sender’s treasury first ensures that the sender has sufficient

funds before decrementing the sender’s balance and incrementing the recipient’s balance locally (lines 42

and 43). It then forwards the payment to the recipient’s treasury to update balances. If the payment

is not received by the recipient, e.g., due to a network failure, the sender settles the channel and writes

the balances to the blockchain to allow the remote party to see the final state of the channel. This

prevents balance inconsistencies.

As deposits can only be associated with a single channel, participants may suffer from deposit lock-in:

when a large deposit is added to a channel but only a small fraction is spent, it leaves the remaining

locked-in until the channel is settled. In a channel c with deposit dx of amount ax, after payments

of value px have been made, the locked-in funds fx are ax − px. If fx is large, there is a high fund

lock-in. To avoid this, participants can perform deposit rebalancing : they associate another deposit dy
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Algorithm 3: Teechain multi-hop payment protocol (For brevity, we omit the messages
exchanged between treasuries after each step, i.e., the messages in Figure 5.3. Payment
channels in the path are denoted: c1 . . . cn. Treasuries in the path are numbered 1 . . .n+ 1. pos
denotes a treasuries’ position. )

1 on 1 lock(val, c1 , ... , cn):
2 if pos ≤ n then
3 assert(cpos.my_bal ≥ val)
4 lock_channel(cpos, val)
5 if pos > 1 then
6 lock_channel(cpos−1, val)

7 on lock_channel(c, val):
8 (c.state, c.val)← (lock, val)

9 on 2 sign(τ , c1 , ... , cn):
10 if pos > 1 then
11 sign_channel(cpos−1, τ)
12 if pos ≤ n then
13 sign_channel(cpos, τ)

14 on sign_channel(c, τ):
15 τ ← add_chan_settle_post(τ , c)
16 c.state← sign

17 on 3 pre(τ , c1 , ... , cn):
18 if pos ≤ n then
19 pre_channel(cpos, τ)
20 if i > 1 then
21 pre_channel(cpos−1, τ)

22 on pre_channel(c, τ):
23 c.τ ← τ /* store τ for if settle */
24 c.state← prepayment

25 on 4 inter(c1 , ... , cn):
26 if pos > 1 then
27 increase_my_bal(cpos−1)
28 if pos ≤ n then
29 decrease_my_bal(cpos)

30 on increase_my_bal(c):
31 c.my_bal← c.my_bal+ c.val
32 c.rem_bal← c.rem_bal− c.val
33 c.state← inter

34 on decrease_my_bal(c):
35 c.my_bal← c.my_bal− c.val
36 c.rem_bal← c.rem_bal+ c.val
37 c.state← inter

38 on 5 post(c1 , ... , cn):
39 if pos ≤ n then
40 post_channel(cpos)
41 if pos > 1 then
42 post_channel(cpos−1)

43 on post_channel(c):
44 c.τ ← ∅ /* not needed */
45 c.state← postpayment

46 on 6 unlock(c1 , ... , cn):
47 if pos > 1 then
48 cpos−1.state← idle
49 if pos ≤ n then
50 cpos.state← idle

of value vy, where vx > vy ≥ px, with c and dissociate dx from c. This reduces the lock-in.

At any time, either party may settle the channel using settle_channel (line 45). If the balances of

the parties are neutral, i.e., equivalent to their deposits as if no payments were made, the treasuries

can terminate the channel off-chain by simply disassociating all deposits from the channel. Off-chain

termination avoids writing a settlement transaction to the blockchain; otherwise, the local treasury

generates a blockchain transaction tx using the deposits and balances in the channel, collects signatures

from the committee members, and writes tx to the blockchain.

5.4.3 Executing multi-hop payments

To do a multi-hop payment across multiple payment channels, parties invoke pay_multihop (Algorithm 2,

line 59) with the payment amount and the channel identifiers of the path.1 All channels in the path

must update their balances atomically otherwise intermediaries could lose funds. For example, B in

Figure 5.2 retains the same total funds post-payment, i.e., their balance is incremented by $50 in c1

and decremented by $50 in c2; if c1 is not updated and only c2 updates, B pays C personally.

One approach to ensure atomic channel updates is to freeze channels by preventing parties from settling

them until the multi-hop payment completes. This has the problem that if a failure occurs along the

path, channels are frozen indefinitely. To overcome this, Teechain allows parties to settle channels

even if a multi-hop payment is being executed. Teechain achieves this using a proof of premature

1We assume that participants determine paths in Teechain out-of-band.
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termination (PoPT ). When a party prematurely settles a channel c during a multi-hop payment, the

settlement transaction tx can be used by other parties in the path to determine the state s of settlement:

c was either settled pre-payment (s = pre), i.e., before the payment has occurred, or post-payment (s =

post), i.e., after the payment has occurred. The parties can present tx to their treasuries as a PoPT to

settle all channels in the same state s.

Teechain enforces that settlement transactions in state pre will conflict (Section 5.2.1) with those in

state post. If a channel in the path is terminated prematurely using eject_multihop (Algorithm 2, line 66),

the first settlement transaction tx to be written to the blockchain determines the state at which all

channels are settled. If a channel in a different state tries to settle afterwards, the transaction is

rejected by the blockchain. The party can present tx to its treasuries as PoPT through eject_multihop

(Algorithm 2, line 72), which generates a settlement transaction without conflict. Conflicts prevent

Teechain from assuming how long settlements take to be written to the blockchain.

For blockchains with expressive transactions [The17b], smart contracts can be used to ensure conflicts

between settlement transactions in different states. Channels in a multi-hop payment can simply

transition from pre to post in a single step.

For other blockchains, e.g., Bitcoin, Teechain must enforce transaction conflicts manually. Teechain

constructs an intermediate path settlement transaction τ that settles all channels in state post using a

single blockchain transaction. τ conflicts with individual settlement transactions in pre and post because

it spends the same deposits. Teechain uses τ to transition channels from state pre to post by moving

to an intermediate state inter between the transition first. Channels in state inter can only settle using

τ . If a party decides to settle a channel while it is in state inter, they settle all channels in the path.

Therefore, during the transition from pre to inter, either the first channel settlement transaction tx

written to the blockchain is in pre, in which case τ cannot be written to the blockchain and all channels

settle at pre by presenting tx as PoPT ; or tx is τ , in which case all channels are settled in post using τ .

The transition from inter to post is analogous.

Payment execution. Figure 5.3 shows the messages exchanged by the treasuries when A executes a

multi-hop payment to C via B . Algorithm 3 shows the corresponding protocol steps. Teechain requires

three network round trips to complete the payment: step 1 locks the channel and ensures sufficient

balances (Algorithm 3, line 1); step 2 constructs τ with all treasuries writing their channel balances

and signatures (line 9); Teechain then updates the channel balances from pre ( 3 , line 17) to inter ( 4 ,

line 25) to post ( 5 , line 38) payment state; and finally, step 6 unlocks the channels (line 46).

As multi-hop payments lock channels, this prevents concurrent payments. Teechain therefore dynami-
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Figure 5.3: The protocol for multi-hop payments in Teechain.

cally constructs new channels for concurrent payments using unassociated deposits, as needed. This is

feasible because Teechain can create channels and assign deposits with low latency. Teechain coalesces

no longer needed payment channels by: (i) executing multi-hop payments in a cycle along the chan-

nels until they are at a neutral balance; and (ii) terminating the channels off-chain through deposit

dissociation (see Section 5.4.2). We evaluate dynamic channel construction in section 5.6.3.

5.4.4 Payment protocol security

Teechain’s payment protocol (Algorithms 2 and 3) achieves balance security (section 5.2.4) under

asynchronous blockchain access, i.e., parties can always receive their funds on the blockchain, regardless

of blockchain access times or other parties’ actions. We sketch a proof below and defer to a technical

report [LNE+19] for more details. We first show that Teechain achieves asynchronous blockchain

access, and then prove balance security.

When Teechain writes to (new_deposit, release_deposit, settle_channel, eject_multihop) or reads from the

blockchain (approve_deposit), the protocol makes no assumption about the duration of these operations.

For example, when ejecting from a multi-hop payment prematurely (eject_multihop), Teechain uses the

first settlement transaction written to the blockchain to determine the state at which all channels in a

payment path are settled (Section 5.4.3). By considering all blockchain interactions on a case-by-case

basis (Algorithms 2 and 3), we can see Teechain operates with asynchronous blockchain access.

Payment channel security. We now prove that Teechain achieves balance security using the Univer-

sal Composability (UC) framework [Can01]. Our definition of balance security (Section 5.2.4) under

UC is similar to prior work [MMSK+17, MBKM17, DFH18]. We model committees as a single treasury

executing the protocol.

Under UC, we consider a real world, in which parties run the Teechain protocol πTeechain (algorithm 2),
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and an ideal world, in which parties interact with an ideal functionality, FTeechain, a trusted third party

that implements Teechain’s API (algorithm 2). Adversarial behavior is introduced in the ideal world

by a simulator S with appropriate adversarial abilities (section 5.2.5).

To prove that Teechain achieves balance security, we show that (i) the real and ideal worlds are

indistinguishable to an external observer E . This implies that any attack violating balance security in

the real world is also possible in the ideal one; and (ii) FTeechain achieves balance security in the ideal

world. This proves that πTeechain also achieves balance security.

We prove indistinguishability between the real and ideal worlds through a series of five hybrid steps,

starting at the real world H0, and ending in the ideal world H5. In each step, a key element is changed

and indistinguishability is proven. As commonly done [TZL+16, BJZ+17], in H0, the desired behavior

of TEEs and the blockchain are replaced by two ideal functionalities, FTEE and FB, respectively

(defined in [PST17, PSS17]). In H1 and H2, S simulates FTEE and FB, respectively, and in H3 and

H4, incorrectly signed messages to FTEE and FB, are dropped, to tolerate attacks on the signing

schemes. Finally, in H5, we prove equivalence between πTeechain and FTeechain to E .

Next, we prove that FTeechain achieves balance security by showing that a party can always eventually

place transactions on the blockchain that grant it an amount equal to its perceived balance. This is

done by ordering FTeechain to create transactions that close all open channels, remove all unassoci-

ated deposits, and place them on the blockchain. Since Teechain does not make blockchain timing

assumptions, denial-of-service attacks [HKZG15, MHG18]), do not violate balance security.

Multi-hop payment security. We show that the multi-hop protocol also maintains balance security.

As shown in fig. 5.3, consider a payment from A to C via B of amount val at the following times: A

begins step lock of the protocol at t1; at t2 > t1, C begins step lock; at t3 > t2: C completes step unlock;

and, at t4 > t3, A completes the protocol with unlock.

For A, the perceived balance for the channel is: before t1 as if val was not paid; after t4, as if val

was paid; between t1 and t4 either is acceptable. For C , the same as A but t1 replaced with t2, and

t4 with t3. The perceived balance of the intermediate B is not affected. A considers the payment

complete iff C considers it complete; funds are not lost or created.

We show that A and C can unilaterally reclaim their perceived balance. Note that single channel

payments do not interfere with multi-hop payments, because all channels are locked (section 5.4.3). At

any point, A and C can settle the channels in either the pre- or post-payment states, either with single

settlement transactions or using τ (see algorithm 3). For example, if a node is in state lock, the others

are either in unlock or lock or in lock or sign. In all cases, if a node settles, the rest of the nodes can only
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settle in the same state (pre- or post-payment), in accordance with balance security.

5.5 Treasury committees

As discussed in Section 5.3, Teechain employs TEE-heterogeneity in treasury committees to maintain

balance security despite TEE failures and compromises. To achieve this, treasury committees: (i)

employ threshold cryptography to jointly manage fund deposits together: Teechain requires m-out-of-

n treasuries in a committee to agree before access to funds can be granted; and (ii) leverage force-

freeze chain replication to maintain agreement between TEEs. This ensures consensus in a treasury

committee.

In this section we describe how treasury committees employ force-freeze chain replication (Section 5.5.1).

Next, we discuss treasury committee configurations and the impact on TEE fault tolerance (Sec-

tion 5.5.2). Finally, we present persistent storage for committee members (Section 5.5.3).

5.5.1 Force-freeze chain replication

To maintain consensus among committee members, Teechain uses force-freeze chain replication, a new

variant of chain replication [VRS04b]. The nodes form a chain, with the primary at the head, and the

last backup at the tail. On an update, the primary propagates the update down the chain. Each node

forwards the update to its backup, and waits for an acknowledgement before executing the update.

When the primary receives an acknowledgement, the entire chain has updated. This provides strong

consistency among the nodes.

Traditional chain replication [VRS04b] continues to execute state updates even after nodes have failed

to update. Applying this naively to treasuries in a committee, would make Teechain vulnerable to

roll-back and state forking attacks (see Section 5.3.3). Instead, in force-freeze chain replication (seen

in Algorithm 4), if a node receives an update request (line 13) and it or its successor fails to update, the

chain is frozen at its current state (line 21). All channels must now settle and release unused deposits.

This ensures all treasuries in the committee maintain consistency.

Parties construct force-freeze replication chains using assign_comm_chain (line 1), which assigns a trea-

sury to the end of the chain: a party provides the public key of the node at the tail of the chain. To

secure state updates along the chain, nodes construct secure communication channels (lines 3 and 10).

To prevent malicious treasuries from executing denial-of-service attacks by freezing committee chains
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Algorithm 4: Force-freeze chain replication (For brevity, we omit message encryption,
authentication and freshness.)

1 on assign_comm_chain(pub):
2 assert(pred = ∅) /* no chain */
3 attest_and_auth_DH(pub)
4 pred← pub /* set chain pred */
5 send(addTail) to (pub)
6 wait_for(update, s) from (pub)
7 return >

8 on receive(addTail) from (pub):
9 assert(succ = ∅) /* current tail */

10 attest_and_auth_DH(pub)
11 succ← pub
12 send(update, curr_state) to (pub)

13 on receive(update, s) from (pub):
14 assert(pred = pub)
15 if succ = ∅ then
16 update_state_to(s)
17 ack← create_signed_ack()
18 else
19 ack← send(update, s) to (succ)
20 if fail_or_invalid(ack) then
21 freeze() /* can’t update */
22 else
23 update_state_to(s)
24 ack← sign_ack(ack)
25 send(ack) to pub

through forced failures, Teechain employs incentives for committee members: parties are assumed

to be financially rational (Section 5.3.4), and committee members are paid fees for participation. If

a committee member forces a freeze, it loses any participation fees that it has accumulated in that

committee.

Unlike other replication protocols, e.g., Paxos [L+01] and PBFT [CL+99], force-freeze chain replication

uses a chain communication topology and therefore does not not require full network connectivity, which

is impractical in peer-to-peer networks. Although other consensus protocols may enhance liveness, this

comes at the cost of increased network communication. It also increases protocol complexity—a benefit

of force-freeze chain replication is that it is simple to implement and reason about.

5.5.2 Treasury committee configurations

To ensure balance security (Section 5.2.4) despite TEE failures and compromises, Teechain uses trea-

sury committees of size n for each deposit, and requires at least m treasuries in a committee to sign a

blockchain transaction before that deposit can be spent. To violate balance security, an attacker must

compromise at least m TEEs in a committee, or cause (n −m) + 1 TEEs to fail, e.g., crash or stop

responding.

The values of m and n affect security: (i) 1-out-of-1 deposits provide no fault tolerance against TEE

crash failures or compromises; (ii) 1-out-of-n treasury committees provide crash fault tolerance for

TEEs but do not tolerate their compromises; and (iii) while larger values of m and n provide greater

security, this affects the performance of payments in Teechain. We explore this performance trade-off

in Section 5.6.

As deposits must be approved before association with payment channels (Section 5.3.2), parties can

choose the values ofm and n for their deposits and channels. For small deposits, a 1-out-of-1 committee
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chain may be sufficient as there is little loss if a failure occurs. For medium deposits, 1-out-of-n may

be desirable to tolerate crash failures. For large deposits, e.g., 2-out-of-3 committee chains are required

to tolerate attacks. Larger committees, e.g., with more than five members, may only be required for

high-value deposits.

We note that depending on the chosen values of m and n in committees, failures and compromises

may result in deadlock scenarios, where it becomes impossible to gather sufficient signatures to settle

a payment channel or release an unused deposit. This can occur, e.g., if a failure is forced in the

middle of a replication chain that causes the committee to be partitioned into disjoint groups, where

the size of these groups are < m. To avoid these scenarios, Teechain allows a force-frozen replication

chain to be settled at either the pre-update or post-update state; the underlying blockchain determines

the outcome as these states are conflicting and only one can be finalized on the blockchain. This is

identical to the mechanism used to prematurely settle multi-hop payments in 5.4.3. We further note

that additional mechanisms, such as paralysis proofs [ZDK+17], could also benefit possible deadlock

scenarios.

To prevent an attacker from biasing the selection of committee members, parties select the commit-

tee treasuries themselves on deposit creation (new_deposit, Table 5.1). Selection criteria may include

treasury reputation, trusted TEE vendors and implementations, blacklisted treasuries, and TEE het-

erogeneity. To avoid Sybil attacks [Dou02], Teechain can leverage several techniques, such as requiring

treasuries to provide a proof-of-stake [BLMR14], operate in a permissioned setting [ABB+18], or use

a reputation system.

Payment channels may contain multiple deposits, each with a separate treasury committee. These

committees do not have to be updated atomically: for payments that span multiple deposits, the

treasury committees must be identical, and thus the state updates can be batched. If a large payment

spans deposits of multiple treasury committees, the payment is broken down into smaller payments,

only affecting one deposit at a time. Having many deposits, each with distinct committee members,

affects performance (see Section 5.6.1).

5.5.3 Treasury committees with secure persistent storage

In addition to treasury committees, Teechain also supports the optional use of secure persistent stor-

age for crash fault tolerance. After a failure, a treasury can reload its state, settle channels and

return deposits. To overcome roll-back attacks, state freshness must be guaranteed by the TEE hard-

ware [AGJS13], e.g., through hardware monotonic counters [Int17b] (see Section 2.3.2).
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Current Intel SGX implementations (Section 2.3.2) throttle accesses to hardware monotonic counters

to tens of increments per second [SP16b, MAK+17], which limits performance. As a mitigation,

Teechain batches transactions at the client side, similar to other payment networks [PD16] that merge

payments from the same sender/recipient pairs. We demonstrate batching to overcome the performance

limitations of Intel SGX hardware monotonic counters in Section 5.6. Current SGX implementations

also limit the number of writes for hardware counters to 1 million [MAK+17]. For the majority of

parties in Teechain, this should be high enough. When the limit is reached, Teechain forces treasuries

to settle channels and return deposits.

5.6 Evaluation

To understand the performance impact of TEE-heterogeneity, we implement and evaluate Teechain.

To measure the overheads of our approach, we perform all experiments with: (i) a 1-out-of-1 treasury

committee that does not support TEE-heterogeneity or provide TEE fault tolerance (see Section 5.5.2);

and (ii) m-out-of-n treasury committees of various sizes (Section 5.5). This allows us to measure the

relative cost of employing TEE-heterogeneity to overcome TEE failures and compromises. In addition,

we compare Teechain against the Lightning Network (LN) [PD16]: a state-of-the-art payment network

that operates with synchronous blockchain access (see Section 5.2.3). This allows us identify the

performance implications of designing a payment network that achieves asynchronous blockchain access

(see Section 5.2.4).

To measure performance, we define throughput as the number of transactions sent per second, and

latency as the time from when a payment is issued until an acknowledgement is received. We measure

throughput and latencies without blockchain access times; measuring blockchain access times is or-

thogonal to our approach. When comparing Teechain to the Lightning Network, we use the Lightning

Network Daemon (LND) [Lig17]. We further note that both Teechain and LN can optionally batch

transactions at the client side, merging multiple payments into a single payment with increased latency.

Teechain Implementation. We implement Teechain using Intel SGX for the Bitcoin blockchain.

We use the Linux Intel SGX SDK version 2.1 [Int17a] and a subset of Bitcoin core [The16a]. A release

of our implementation is available at: https://teechain.network. Teechain consists of 20,000 lines of

C/C++ code inside the TEE, and 65,000 lines of untrusted code. As the Linux SGX SDK does not

support monotonic counters on all hardware [Int17a], we emulate them with a delay of 100ms [SP16b,

MAK+17]. Our implementation is hardened against side-channel attacks. Although TEE compro-

mises are mitigated by treasury committees (Section 5.5), Teechain uses timing and memory-access

120

https://teechain.network


Chapter 5. Tolerating TEE Failures and Compromises

UK1

US

IL1

IL2
RTT: 0.5 ms
Bandwidth: 100 Mb/s 

RTT: 0.5 ms
Bandwidth: 1 Gb/s 

RTT: 60 ms
Bandwidth: 180 Mb/s 

RTT: 140 ms
Bandwidth: 90 Mb/s 

RT
T:

 90
 m

s
Ba
nd
wi
dt
h:

 15
0 M

b/s
 

US

IL

UK
Intel Xeon E3-1280 v5

64GB RAM

Intel i7-6700K
32GB RAM

Intel Xeon
E3-1275 v6
64GB RAM

Intel i7-7567U
16GB RAM

UK2 UK3

UK.. UK.. UK30

Figure 5.4: The machines, network and evaluation setup of our experiments.

side-channel resistant libraries for sensitive data: (i) secp256k1, a constant time and memory library

for elliptic curve operations [The13]; (ii) a side-channel resistant implementation of Elliptic-Curve

Diffie-Hellman [The16b]; and (iii) AES-GCM using AES-NI [The16b], immune to software side chan-

nels [Int17a].

We continue this section by exploring the performance implications of TEE-heterogeneity and asyn-

chronous blockchain access on payment channels (Section 5.6.1), multi-hop payments (Section 5.6.2)

and payment networks (Section 5.6.3)

5.6.1 Performance of payment channels

We want to answer three questions: (i) what is the performance overhead of employing TEE-heterogeneity

for TEE fault tolerance? (ii) what is the performance overhead of supporting asynchronous blockchain

access? and (iii) how well does transaction batching overcome the limitations of SGX hardware mono-

tonic counters (see Section 5.5.3)?

We deploy Teechain on 33 SGX-capable machines in the UK, the US and Israel. Figure 5.4 shows the

network topology and hardware set-up. We construct a payment channel between US and UK 1. To

evaluate treasury outsourcing, IL1 acts as a non-SGX client using US as a remote treasury.

In all experiments, treasury committees for different deposits have the same length, as the performance

is bound by the slowest party. We vary n for m-out-of-n treasury committees. Note that m does not

affect channel throughput because all n committee members must replicate the state regardless. When

batching transactions, we batch for 100ms before sending a transaction. Teechain requires one round-

trip for a payment, while LN requires two [PD16]. Teechain can pipeline payments but LN only
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Payment Throughput Latency [99th%]
channel (tx/sec) (ms)

Lightning Network 1,000 387 [420]

Teechain
n = 1 130,311 86 [93]
n = 2 (IL) 34,115 292 [301]
n = 3 (IL, UK) 33,180 415 [432]
n = 4 (IL, US, UK) 33,178 672 [691]
n = 1 (batching) 150,311 191 [196]
n = 3 (batching) 135,331 516 [530]
n = 3 (outsourced) 33,178 483 [494]

Persistent storage
n = 1 10 288 [294]
n = 1 (batching) 145,786 401 [408]

Table 5.2: The maximum performance of payment channels for both the Lightning Network and
Teechain.

supports sequential transactions and must batch by default.

Table 5.2 shows the observed throughput and latency. LN achieves a maximum throughput of 1,000 tx/sec

with a latency of 387ms (99th percentile at 420ms). With a treasury committee of n=1, i.e., no TEE

fault tolerance, Teechain has two orders of magnitude higher throughput with a latency of 86ms (no

batching). With n=2 (i.e., an extra committee member in Israel), the throughput of Teechain is 34×

compared to LN, with similar latencies. Adding more members to each deposits treasury committee

only increases latency, and throughput remains unchanged. Using persistent storage, performance is

capped by the TEE hardware counters, resulting in 10 tx/sec, which can be overcome by transaction

batching. Teechain achieves between 135–150× better performance than LN when batching.

Table 5.3 shows the performance of different API calls. LN channel creation takes approx. 60mins, as a

transaction must be placed onto the blockchain and confirmation takes 6 Bitcoin blocks. Since Teechain

decouples channels and deposits, channel creation takes only 2.8 secs; we assume deposits are already

on the blockchain. Creation of an outsourced payment channel takes 4.3 secs, as the client (IL1) must

also verify the integrity of the outsourced treasury (US ). Adding new members to a committee incurs

similar latencies as channel creation. The latency for associating deposits depends on the committee

length n, and dissociation is similar.

In summary, we can see how payment channel throughput is affected by TEE-heterogeneity. Without

TEE-heterogeneity, i.e., a committee of n=1, Teechain offers 130× the performance of LN. However,

when TEE-heterogeneity is employed, payment channel throughput is reduced by 3× and payment

latency increases by 3×-7×, for n=2 to n=4 committee members, respectively. However, despite this
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overhead, Teechain with TEE-heterogeneity still offers 33× better throughput than LN and similar

latencies. In addition, we see that: (i) without transaction batching, persistent storage performs the

worst due to hardware counters; (ii) with batching, Teechain achieves higher throughput for treasury

committees and persistent storage hides the delay for counters.

5.6.2 Performance of multi-hop payments

Next we evaluate the performance of multi-hop payments and investigate: (i) what is the performance

overhead of employing TEE-heterogeneity? (ii) what is the performance overhead of supporting asyn-

chronous blockchain access? and (iii) how does latency increase with the number of hops in a payment

path?

For our experiments, we limit the maximum number of hops in a payment path to 11, as longer payment

paths are unlikely to be seen in practice. Recent work [SGNB19] studying LN shows that the average

number of hops between two parties is approximately 3.

We construct the 11 payment channels, all of which are transatlantic in the topology from Figure 5.4.

We send transactions along the path UK → US → IL→ UK . For UK and IL, we split the payment

channels equally between the machines to spread load. All experiments use the same payment channels

and treasury committees of the same length. Committee members are deployed in different failure

domains.

We measure the latency of multi-hop payments. We vary the number of hops and the number of

committee members per committee for each node. Figure 5.5 shows that LN scales linearly with the

multi-hop chain length, taking 1 sec to complete a payment across 2 hops (2 channels) and 6 secs for

11 hops. Teechain also scales linearly but with a different slope: with n=1, the latency is about 2×

that of LN; using n=3, payments across 2 hops take 5 secs; payments across 11 hops take 26 secs. The

3–4× overhead compared to LN is a due to the extra network round trips for multi-hop payments.

To update all channels in a multi-hop payment consistently, both Teechain and LN do not pipeline

payments. Therefore, throughput is 1/latency. Teechain and LN batch transactions: throughput

becomes the batch size divided by the latency to complete the payment. We compare the throughput

for Teechain and LN, with each Teechain node using committee chains of n=3. Teechain batches

135,000 tx/sec; LN batches 1,000 tx/sec (see section 5.6.1). With this, the throughput of Teechain for

2 hops is 14,062 tx/sec, and for 11 hops is 3,649 tx/sec. For LN, throughput for 2 hops is 862 tx/sec,

and 139 tx/sec for 11 hops. Teechain thus outperforms LN by 16–26×.
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Latency (ms) [99th%]
API operation Local Outsourced

Lightning Network
new_pay_channel 60 min. [N/A]

Teechain
new_pay_channel 2,810 [4,205] 4,322 [5,201]
assign_comm_chain 2,765 [3,910] 2,852 [3,993]
associate_deposit
n = 1 101 [110]
n = 2 (IL) 289 [297]
n = 3 (IL & UK) 422 [429] 489 [514]
n = 4 (IL, US & UK) 677 [681]
Persistent storage 302 [309]

Table 5.3: The performance of API operations in the Lightning Network compared to Teechain.

In summary, we can see how multi-hop payments are affected by TEE-heterogeneity. Without TEE-

heterogeneity, i.e., a committee of n=1, Teechain executes payments with 2× the latency of LN.

However, when TEE-heterogeneity is employed, latency increases to 4×-5×, for n=2 to n=3 committee

members, respectively. This is because Teechain requires three network round trips to complete a

payment, while LN requires only 1.5. Teechain must synchronize nodes off-chain with extra messages

to support asynchronous blockchain access. In addition, Teechain is network-bound: chain replication

increases latency. Despite the additional latency, Teechain with TEE-heterogeneity is able to batch

transactions more efficiently, and thus can still offer higher payment throughputs than LN.

5.6.3 Performance of payment networks

We evaluate the performance of a complete Teechain payment network and investigate how its through-

put is affected by (i) the use of TEE-heterogeneity; and (ii) the network topology.

We use 30 machines located in the UK (see Figure 5.4). As there exist no public micro-payment

datasets, we use the transactions from the Bitcoin blockchain. We filter out transactions that we

cannot replay, such as those that spend to/from multi-signature addresses. For transactions with

multiple inputs and outputs, we choose only one. The resulting dataset has over 150 million payments

from a source to a recipient address.

We construct two payment network topologies: (i) a complete graph, in which all node pairs have

direct payment channels; and (ii) a hub-and-spoke topology (see Figure 5.6), in which the nodes are

connected with 3 tiers of connectivity: tier 1 nodes have the highest connectivity and tier 3 nodes the

lowest. We emulate wide-area network links by adding 100ms latency between machines.
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Figure 5.5: The performance of multi-hop
payments.

Tier 1 nodes
Tier 2 nodes
Tier 3 nodes

Inter-node RTT:
100ms

Figure 5.6: The hub-and-spoke
network topology.

Figure 5.7: The throughput for the
complete topology.

Figure 5.8: The throughput for the hub-
and-spoke topology.

To execute payments, we assign Bitcoin addresses to the machines. For the complete graph, we

randomly and evenly assign Bitcoin addresses; for the hub-and-spoke graph, we distribute the addresses

in a skewed fashion, with larger nodes being assigned more addresses than smaller nodes (50% of

addresses to tier 1 nodes, 35% to tier 2, and 15% to tier 3). For each graph deployment, we compare

the throughput with different treasury committee lengths, for n=1 to n=3 committee members per

deposit. We vary the number of nodes in the deployment from 5 to 30 machines.

Figure 5.7 shows the throughput for the complete graph topology. For all treasury committee lengths,

throughput scales linearly with the node number. Without TEE-heterogeneity, i.e., committees of

length n = 1, Teechain offers best performance (2.2 million tx/sec with 30 machines); with TEE-

heterogeneity, i.e., committees with n > 1, throughput is limited (1 million tx/sec). There is little

difference (9%) between n = 2 committee members and n = 3; throughput is bottlenecked by the time

to replicate state using force-freeze chain replication.

Next we consider the hub-and-spoke graph topology. Multi-hop payments use the shortest path—if
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there are multiple paths, only one is chosen. As multi-hop payments lock channels during execution,

payments compete with one another. To overcome this, Teechain uses dynamic channel creation to

allow concurrent payments between endpoints (see section 5.4.3).

Figure 5.8 shows how the throughput increases as intermediate nodes (i.e., tier 1 and 2) are permitted

to create more dynamic channels. Without dynamic channels, i.e., G = 1, with n = 3 committee

members, the network achieves around 210 tx/sec, with an average latency of 720ms. With G > 1,

throughput scales almost linearly with the number of channels, for both n = 1 and n = 3. We obtain

diminishing returns as G increases further because tier 3 nodes become congested.

In summary, TEE-heterogeneity reduces payment throughput in the payment network. However, this

can be overcome by constructing additional payment channels. Moreover, payment throughput is lower

in the hub-and-spoke topology compared to the complete topology by several orders of magnitude.

This is a result of locking channels for multi-hop payments: while dynamic channel creation alleviates

contention, best performance requires high connectivity.

5.7 Related Work

We discuss work related to Teechain in detail below:

Payment channels and networks. There have been many different proposals made over the years

for payment channels and networks. Unilateral payment channels were first proposed by Hearn and

Spilman [HS15]. Duplex Micropayment Channels [DW15] subsequently proposed using time-locked

transactions to prevent old channel states from being published, allowing bidirectional payment chan-

nels. The Lightning Network (LN) [PD16] proposed multi-hop payment support, requiring users to

monitor the blockchain. Pisa [MBB+18a] built on LN to allow third parties to monitor the blockchain

on behalf of other users. REVIVE [KG17] rebalances payment channels, but locks the funds during the

rebalancing process. Sprites [MBKM17] allows funds to be added and removed to payment channels

dynamically, but requires smart-contract support [Sza97]. State channels [DFH18, MBB+18b] offered

a generalization of payment networks, but requires smart-contracts. Fulgor and Rayo [MMSK+17]

proposed adding concurrency and privacy to existing payment channel networks.

In contrast to Teechain, all of these proposals assume synchronous blockchain access. To the best of

our knowledge, Teechain is the first system to achieve asynchronous blockchain access.

Trusted hardware and blockchains. Prior work has also proposed electronic payment systems [SCW00]

based on secure co-processors [DLP+01], smart cards [CCW96], and trusted hardware modules [BBC+94].
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These works utilize dedicated hardware to enforce double-spending protection. However, these solu-

tions do not integrate asynchronously with a blockchain and make weaker security assumptions, such

as assuming no hardware compromises.

In addition, other work uses TEEs in conjunction with a blockchain: Microsoft’s Confidential Con-

sortium Framework (CCF) [SCA+19] operates a permissioned blockchain using TEEs to enable high

throughput and confidentiality for transactions. Unlike Teechain, CCF does not operate on top of an

existing permissionless blockchain, but instead assumes a permissioned setting in which the identities

of all members of the CCF consortium are known. TownCrier [ZCC+16] enables a secure data-feed for

blockchain contracts; Tesseract [BJZ+17] is a secure multi-blockchain cryptocurrency exchange; Eki-

den [CZK+18] offers a platform for privacy-preserving smart contracts; Obscuro [TLK+17] constructs

a Bitcoin privacy mechanism; and Paralysis Proofs [ZDK+17] allows consensus reconfiguration with a

blockchain. Apart from the different goals, Teechain uses a more refined security model: clients use a

remote TEE to prevent fraud and a local TEE for availability.

5.8 Limitations

In this section, we briefly discuss the limitations of our approach:

Threshold and independent failures. Teechain employs TEE-heterogeneity to tolerate TEE fail-

ures and compromises (see Section 5.1). As such, it makes two assumptions: (i) it argues that by

combining multiple different TEE implementations to secure critical functionality, it can better en-

sure that TEE failures and compromises are independent; and (ii) it defines an explicit threshold,

or upper-bound, on the number of possible failures. However, these assumptions can be violated in

several different ways. For example: (i) if a vulnerability is found that affects all Teechain TEEs, e.g.,

a flaw in the Teechain payment protocol (Section 5.4), failures will not be independent, and thus all

TEEs can be compromised simultaneously. This will allow an attacker to compromise balance security;

and (ii) Teechain relies on external mechanisms, such as proof-of-stake [BLMR14] to avoid Sybil at-

tacks [Dou02] (see Section 5.5.2). If this mechanism is found to be broken, or vulnerable to attack, an

attacker can bias the selection of committee members, and thus compromise more than the threshold

number of TEEs in the committee. To provide strong security guarantees, Teechain must ensure that

TEE failures and compromises are indeed independent and remain below the threshold. These are

limitations of our approach.

Confidentiality compromises. Teechain demonstrates the practicality of employing TEE-heterogeneity

to provide balance security. This ensures that funds cannot be lost or stolen by attackers, despite TEE
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failures and compromises (Section 5.2.5). However, Teechain does not provide confidentiality or pri-

vacy to treasuries or parties in the payment network. This is because security-sensitive data, such as

deposit balances, payment amounts and payment destinations, are replicated across all TEEs in the

committee. If TEE compromise occurs, e.g., a treasury committee member is adversarial, security-

sensitive information will be exposed. To overcome this, Teechain will need to be modified to employ

threshold cryptography to protect sensitive data against TEE compromises. However, as Teechain

does not currently support this, confidentiality and privacy is a limitation of our approach. We discuss

how Teechain can be extended to provide this functionality in Section 6.2.

5.9 Summary

In this chapter, we proposed a solution to the third security challenge faced by TEE-based applica-

tions: tolerating TEE failures and compromises (Section 1.4.3). To achieve this, we leveraged TEE-

heterogeneity: the protection of security-critical functionality in applications using multiple heteroge-

neous TEEs. We argue that: (i) rather than using a centralised TEE architecture, e.g., securing private

keys with a single TEE instance, applications should adopt a decentralised architecture, where multiple

TEE instances are employed; and (ii) instead of using homogeneous TEEs to secure applications, i.e., a

set of identical TEE implementations, applications should employ heterogeneous TEEs. This provides

protection against global TEE failures and compromises, where an entire class of TEEs might fail or

be compromised simultaneously,

To leverage TEE-heterogeneity in applications, we make two contributions: (i) using threshold cryp-

tography to distribute security-critical functionality from a single TEE to multiple heterogenous TEEs

in the application; and (ii) force-freeze chain replication to maintain consensus about the state of the

application between different TEEs. We employed these contributions in Teechain, the first blockchain

payment network that uses TEEs. Teechain offers secure and high performance cryptocurrency pay-

ments between parties, without assuming synchronous blockchain access. Teechain demonstrates that

TEE-heterogeneity is a general and practical approach to securing applications against TEE failures

and compromises; even in adversarial settings, such as blockchains and cryptocurrencies.

While we use Teechain to illustrate and implement our contributions, we note that the contributions

made in this chapter are fundamentally application and TEE-agnostic: TEE-heterogeneity can be

applied to a wide range of different applications and TEEs. Moreover, while the Teechain imple-

mentation targets the Bitcoin blockchain, the Teechain design and protocols presented here are also

blockchain-agnostic. As such, Teechain can be employed on many different blockchains today.
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6
Conclusion

We begin this chapter by providing a summary of the work presented in this thesis (Section 6.1).

Next, we identify several directions for future work based on our contributions (Section 6.2). Finally,

we present closing remarks (Section 6.3).

6.1 Thesis summary

TEEs offer powerful primitives for protecting the confidentiality and integrity of software applications.

By leveraging hardware isolation in general purpose CPUs, TEEs enable new software deployment

models today: only the CPU and the isolated code and data need to be trusted. All other software

and hardware components can remain untrusted. This allows applications to execute with a small

TCB. However, despite their strong security properties, TEEs have yet to see mainstream adoption.

This is because TEEs pose fundamental security challenges that make it difficult for applications to

leverage confidentiality and integrity guarantees. In this thesis, we explored the security challenges

faced by TEE-based applications and offered novel solutions to overcome them.
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We began the thesis by observing that software is only as secure as the environment in which it

executes. This observation highlights the need to protect applications in untrusted and malicious

environments. To overcome this, we introduced trusted computing and TEEs as potential solutions.

We then identified three fundamental security challenges faced by applications that wish to employ

TEEs for confidentiality and integrity: (1) as all code and data isolated by the TEE is trusted to be

free from software bugs, applications must minimise the amount of trusted code and data to reduce the

TCB; (2) as all components outside the TEE are untrusted, applications must secure TEE boundary

interfaces between trusted and untrusted components, as these interfaces expose attack vectors; and

(3) as TEEs do not provide availability guarantees, and current implementations are vulnerable to

attacks, applications must tolerate TEE failures and compromises.

To overcome these challenges, we offered three solutions: (1) to minimise the TCB of applications, we

proposed automatic application partitioning for TEEs: a principled approach for partitioning existing

applications to be deployed with TEEs. Our approach allows applications to reduce the amount of code

and data placed into the TEE, thus reducing the likelihood of application vulnerabilities; (2) to secure

TEE boundary interfaces, we proposed a set of TEE interface design principles. Applications that

follow these design principles can better protect against attacks on the TEE boundary interface; and

(3) to tolerate TEE failures and compromises, we proposed applications employ TEE-heterogeneity :

using multiple heterogeneous TEEs to protect security-critical functionality.

We presented each of our proposed solutions in detail, and evaluated our contributions:

Automatic application partitioning to minimise the TCB. First, to minimise the TCB of ap-

plications, we proposed automatic application partitioning as a way to reduce the amount of code and

data placed into the TEE. Our approach offers three contributions: (i) using source code annotations

and static program analysis to identify security-sensitive code and data in the application; (ii) parti-

tioning the application at the function granularity to produce a secure TEE boundary interface; and

(iii) using automatic source code generation to transform the application.

To illustrate these contributions, we presented Glamdring, the first automatic application partition-

ing framework for TEEs. Glamdring partitions existing C applications for Intel SGX enclaves. We

presented the design and implementation of Glamdring, and offered a comprehensive performance and

security evaluation. Glamdring demonstrates that automatic application partitioning for TEEs is not

only feasible, but practical, as it is can be successfully applied to several existing real-world applications

with acceptable performance overheads.

Interface design principles to secure TEE boundary interfaces. Second, to secure TEE bound-
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ary interfaces, we proposed three TEE interface design principles for protecting applications: minimal-

ity, protection and obliviousness. To illustrate these design principles, we designed a TEE boundary

interface that secures communication between applications and an untrusted host OS; our host inter-

face offers three contributions: (i) for minimality, we propose applications employ a library OS inside

the TEE to reduce the amount of functionality required by the host OS; (ii) for protection, we propose

transparently encrypting and integrity protecting all data that crosses the TEE boundary interface;

and (iii) for obliviousness, we propose making host OS interface calls discrete and deterministic, to

avoid leaking information about application execution.

To illustrate our contributions, we presented Citadel, the first TEE runtime system that offers a

secure host OS interface for TEE-based applications. Citadel protects Linux binaries executing inside

Intel SGX enclaves from boundary interface attacks. We presented the design and implementation of

Citadel, and offered a practical performance evaluation using several real world applications. Citadel

demonstrates that minimality, protection and obliviousness can efficiently protect applications against

boundary interface attacks.

TEE-heterogeneity for TEE failures and compromises. Third, and finally, to tolerate TEE

failures and compromises, we proposed applications employ TEE-heterogeneity. Our approach offers

two contributions: (i) using threshold cryptography to distribute security-critical functionality from

a single TEE to multiple heterogeneous TEEs in an application; and (ii) using force-freeze chain

replication to maintain consensus about the state of the application between different TEEs.

To illustrate these contributions, we presented Teechain, the first application that employs TEE-

heterogeneity to overcome TEE failures and compromises. Teechain leverages our contributions to

protect TEEs in the context of blockchains and cryptocurrencies: environments that are particularly

untrusted and adversarial. We presented the design and implementation of Teechain, and offered

a detailed security and performance evaluation. Teechain demonstrates that TEE-heterogeneity is

effective at achieving fault tolerance while offering reasonable performance overheads.

6.2 Future work

In this section, we extend our discussion by identifying several directions for future work:

Automatic application compartmentalisation for TEEs. Glamdring demonstrates how auto-

matic application partitioning can minimise the TCB of applications secured with TEEs (Chapter 3).

By placing security-sensitive components into the TEE, and leaving non-sensitive components outside
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the TEE, Glamdring reduces the likelihood of application vulnerabilities. However, we observe that

Glamdring only offers two compartments for privilege separation [BMHK08b], i.e., a compartment for

sensitive components inside the TEE, and a compartment for non-sensitive components outside the

TEE. As such, if an application contains two sensitive components, Glamdring will place these com-

ponents into the same compartment, even if the components are unrelated. This allows an attacker to

exploit a vulnerability in one component to compromise the security of another component.

To overcome this, we propose that Glamdring be modified or extended to support multiple sepa-

rate compartments inside the TEE. These compartments can be isolated from each other, e.g., using

compiler based techniques, and offer support for inter-compartment communication, e.g., by exposing

well-defined compartment interfaces. By placing independent components, e.g., modules and libraries,

into separate compartments within the TEE, this would: (i) better protect against attacks, e.g., secure

components can be protected from components under adversarial control; and (ii) limit the damage

an adversary could perform to the application, as a single bug in the code would only compromise one

compartment.

Fine-grained automatic application partitioning for TEEs. Glamdring partitions application

source code at the function granularity: all functions containing security-sensitive statements are

deemed security sensitive and moved into the TEE (Chapter 3). While this helps to produce a natural

TEE boundary interface, it: (i) unnecessarily bloats the TCB of the application, as large functions

with many non-sensitive statements are placed into the TEE; and (ii) increases the size of the TEE

boundary interface, as non-sensitive code must be able to read and write non-sensitive variables moved

into the TEE.

To overcome this, we propose that Glamdring could be modified to partition applications at a finer-

granularity, e.g., at the granularity of intermediate representation (IR) statements [CSR+17]. This

would avoid unnecessarily bloating the TCB of the application, as less non-sensitive application code

and data would be moved into the TEE; thus, reducing the likelihood of vulnerabilities existing in

trusted TEE code. However, this approach would need to consider the trade-off between the size of

the TCB and the application boundary interface: by partitioning code at a finer granularity, this could

result in a larger TEE boundary interface, as more transitions between untrusted and trusted code

could occur. As such, adopting this partitioning would require a systematic approach to dealing with

this trade-off.

Trading off the application TCB for the boundary interface. While Glamdring partitions

applications to reduce the size of the TCB (Chapter 3), it produces an application-specific boundary

interface which is larger than that of other approaches. In contrast, the approach taken by Citadel
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(Chapter 4) reduces the size of the boundary interface, while increasing the size of the TCB. A natural

question can therefore be asked about whether or not these approaches and contributions could be

combined to achieve a trade-off between the TCB and boundary interface of an application.

One way to achieve this would be to first partition an application using Glamdring and then take the

security-sensitive part of the application and execute it inside Citadel. This approach is naive, however,

as although it would prevent the partitioned code and data from leaking security-sensitive information

through host OS calls, it would not protect application-specific calls between security-sensitive and

non-sensitive code. As such, one could then ask whether or not the contributions offered by Citadel

could be applied to these application-specific calls to better protect the partitioned application, e.g.,

whether or not some form of minimality could be achieved using EBR in Glamdring and if obliviousness

could prevent side-channel information leakage.

Reducing the TCB of the library OS for TEEs. Citadel demonstrates how to protect applications

against boundary interface attacks when communicating with an untrusted host OS (Chapter 4).

However, one of the limitations currently faced by this work is that the TCB of the application is

significantly increased. This is because an entire library OS is placed into the TEE: if a vulnerability

exists in the library OS, it can be exploited to compromise the application.

To address this, we observe that not all applications executing inside a TEE will require every function-

ality provided by the library OS. For example, many applications may not require a TCP/IP network

stack, or a complete file system implementation. As such, we ask whether or not the library OS inside

the TEE could be reconfigured on a per-application basis, allowing developers to remove any function-

ality that is not required by the application. This would reduce the amount of code and data that

needs to be trusted by the application and thus lower the corresponding risk of vulnerabilities.

Security testing TEE boundary interfaces. Citadel takes a conservative approach to protecting

applications against TEE boundary interface attacks: it assumes that all interface calls can compromise

application integrity and confidentiality. As such, Citadel protects every interface call, e.g., using

encryption, integrity protection and oblivious execution (Chapter 5). However, this approach might

not be ideal for small and self-contained applications, e.g., applications that do not expose large

interfaces, or only perform in-memory calculations. This is because Citadel may significantly increase

the performance overhead of these applications, e.g., due to encrypting/decrypting data, or executing

interface calls in an oblivious manner.

Instead, we ask whether or not these applications could protect their boundary interfaces by simply

security testing these interfaces, e.g., using fuzzing [SGA07, TDMK18] or symbolic execution [Kin76,
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CS13a]. For example, developers could discover bugs in the application by: (i) testing the interface

using a wide range of different inputs; and (ii) varying the order in which interface calls are executed.

While this approach might not discover every possible vulnerability or protect against side-channel

attacks, it may be sufficient to protect the application against the most common attacks; thus hard-

ening the boundary interface and offering a sufficient level of security without having to incur heavy

performance overheads.

Privacy and confidentiality for payment networks. Teechain demonstrates the practically of

employing TEEs to secure payments between distrusting parties (Chapter 5). However, one of the

issues currently facing Teechain’s design, is the inability to provide privacy or confidentiality for pay-

ments and balances. For example, when parties in Teechain execute payments between each other,

payment messages sent across the network expose the frequencies, timing and destination of payments.

Moreover, as TEEs hold deposit amounts and balances for payment channels, TEE compromises can

expose this information, thus leaking sensitive data.

To provide privacy and confidentiality in the payment network, we ask: (i) whether TEEs in Teechain

can employ oblivious techniques, such as oblivious network communication, to conceal payment timing

and destination information when sent across the network; and (ii) whether TEEs can employ secret

sharing schemes or multiparty computation [Gol98] to help prevent the balances of parties from being

exposed if a TEE is compromised. While this may appear trivial on the surface, we note that privacy

and confidentiality is a difficult goal to achieve. This is because in order to route a payment across

the payment network, the payment route implicitly exposes sensitive information, such as: (i) which

parties have payment channels with other parties; and (ii) the capacity of those payment channels,

i.e., the amount of funds deposited into those payment channels. As such, to achieve privacy and

confidentiality, payment networks must be fundamentally redesigned.

6.3 Closing remarks

While there have been many different attempts to secure applications and protect sensitive data in

untrusted environments, we believe that TEEs offer one of the most practical and general approaches

for achieving this goal. However, as explored in this thesis, TEEs are by no means a panacea: they

pose fundamental security challenges that make it difficult for applications to ensure confidentiality

and integrity. As such, our work offers novel solutions to overcoming three of these challenges: (i) we

propose using automatic application partitioning to minimise the TCB of applications for TEEs; (ii) we

propose protecting applications against TEE boundary interface attacks by offering a set of interface
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design principles; and (iii) we propose using TEE-heterogeneity to protect applications against TEE

failures and compromises.

We hope that the contributions presented in this thesis will better enable software developers and

researchers to overcome the challenges faced by TEEs. Moreover, we hope that the wider security

community will continue to develop and advance trusted execution technology for the future of appli-

cation and data security.
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