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ABSTRACT

While cloud computing has been broadly adopted, companies that deal with sensitive data are
still reluctant to do so due to privacy concerns or legal restrictions. Vulnerabilities in complex
cloud infrastructures, resource sharing among tenants, and malicious insiders pose a real threat
to the confidentiality and integrity of sensitive customer data. In recent years trusted execution
environments (TEEs), hardware-enforced isolated regions that can protect code and data from the rest
of the system, have become available as part of commodity CPUs. However, designing applications
for the execution within TEEs requires careful consideration of the elevated threats that come with
running in a fully untrusted environment. Interaction with the environment should be minimised,
but some cooperation with the untrusted host is required, e.g. for disk and network 1/O, via a host
interface. Implementing this interface while maintaining the security of sensitive application code

and data is a fundamental challenge.

This thesis addresses this challenge and discusses how TEEs can be leveraged to secure existing
applications efficiently and effectively in untrusted environments. We explore this in the context of

three systems that deal with the protection of TEE applications and their host interfaces:

SGX-LKL is a library operating system that can run full unmodified applications within TEEs with
a minimal general-purpose host interface. By providing broad system support inside the TEE, the
reliance on the untrusted host can be reduced to a minimal set of low-level operations that cannot be
performed inside the enclave. SGX-LKL provides transparent protection of the host interface and for

both disk and network I/0O.

GLAMDRING is a framework for the semi-automated partitioning of TEE applications into an untrusted
and a trusted compartment. Based on source-level annotations, it uses either dynamic or static code
analysis to identify sensitive parts of an application. Taking into account the objectives of a small TCB
size and low host interface complexity, it defines an application-specific host interface and generates

partitioned application code.

ENCLAVEDB is a secure database using Intel SGX based on a partitioned in-memory database engine.
The core of ENCLAVEDB is its logging and recovery protocol for transaction durability. For this,
it relies on the database log managed and persisted by the untrusted database server. ENCLAVEDB
protects against advanced host interface attacks and ensures the confidentiality, integrity, and freshness

of sensitive data.
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CHAPTER 1

INTRODUCTION

Cloud computing has long become an essential part of the internet and a large number of services
are run on public cloud infrastructure. Still, organisations in industries such as insurance, finance,
healthcare, and the public sector that deal with sensitive data are reluctant to move their services
to the cloud [236]. The lack of insight and loss of control over their data and applications raises
concerns regarding both confidentiality and integrity of application data and might prevent the use of
public clouds due to legal or regulatory requirements. At the same time, organisations that do store
and process sensitive data in the cloud experience frequent security incidents as a result of immature

security practices, misconfigured servers, or insider threats [322].

There are a number of ways how both service providers and cloud providers try to adhere to strong
privacy and security requirements. To protect the confidentiality of data, data is encrypted, both at rest,
e.g. when stored on persistent disks, and in transit, e.g. when sent over the network. Nowadays, public
cloud providers such as Amazon, Google, and Microsoft all provide capabilities to transparently
encrypt stored data [9, 135, 224]. Even internal network traffic, e.g. between data centers, is encrypted
to protect against external adversaries that are capable of intercepting or observing data in transit [10,

136, 223].

However, this is insufficient for services that also process data. Processing data typically requires data
to be available in unencrypted form. Such data in use is stored in non-persistent memory such as RAM
or CPU caches, or CPU registers at runtime. Application data in main memory is not only accessible
by the process owning the data but also by higher-privileged components such as the operating system
or hypervisor. A bug in one of these components might allow other tenants with whom the machine is
shared or external attackers that gain access to the system to access sensitive data [144]. Malicious
insiders who have access to the system are another potential threat [98]. While not as easy to access,
data stored in CPU caches can potentially be exposed to an attacker even without privileged system

access, through side-channel attacks such as Meltdown [207], Spectre [191], and Foreshadow [345].
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Lastly, physical attacks such as bus snooping [275] or cold boot attacks [154] can also reveal sensitive

data such as cryptographic keys residing in main memory.

1.1 Protecting Data in Use

Advanced cryptography can be used to protect data in use in some cases. Homomorphic encryption
allows operations to be directly performed on encrypted data without revealing operands or results in
plaintext. With fully homomorphic encryption (FHE) [125], arbitrary computations can be performed
on ciphertext. However, FHE is impractical for most real world use cases due to its significant
performance overhead [233]. Efficient partially homomorphic cryptographic systems that support
a subset of operations on ciphertext exist [25, 102, 129, 249, 279] but are restricted in their use

cases.

Cloud providers also try to provide strong isolation between tenants, most commonly enforced through
the use of virtual machines (VMs) managed by low-level hypervisors. Containers are another way
of isolating execution contexts. In contrast to VMs, container isolation is enforced by a shared
underlying operating system rather than a hypervisor. Containers are generally considered to be
more efficient in regard to both memory consumption and start up times, and simplify deployment
as there is no OS to be managed. However, OS-based container isolation is also considered to be
weaker than hypervisor-based VM isolation. Therefore, containers are commonly deployed on top
of virtual machines. More recently, hybrid approaches have been proposed that aim to provide the
resource efficiency and simplicity of containers, and the security guarantees of VMs. For example,
Kata Containers [186] provide a container runtime that transparently deploys containers on top of a
hypervisor. Firecracker [18] is a minimal hypervisor that provides lightweight micro VMs with start

up times and memory footprints comparable to those of container runtimes.

Any Hypervisor- or container-based solution assumes trust in the cloud provider, not only to be
non-malicious but also to keep the corresponding infrastructure secure and free of exploitable vulnera-
bilities. While it is reasonable to assume that cloud providers try their best to secure cloud platforms,
tenants are reliant on the cloud provider to secure their infrastructure and to stay honest. However, as
past incidents have shown vulnerabilities and misconfigurations of the complex cloud infrastructure

as well as insider attacks are a real threat [98, 150, 322].
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In addition to software-based isolation, a number of hardware-based solutions have been proposed
in the past. One way to provide secure computation is by offloading computation to another trusted
hardware component such as specialised FPGAs or secure coprocessors. Data is always encrypted
while residing on the main system. For secure computations, it is transferred to the trusted hardware,
decrypted, processed, and re-encrypted before it is transferred back. However, these solutions typically
suffer from poor performance e.g. due to low bandwidth, low amounts of available memory, or low
processing power. Furthermore, due to their specialised nature public cloud providers are less likely

to make them available to customers.

In order to be broadly adopted, hardware-based solutions should be tightly integrated with commodity
hardware. Trusted Platform Modules (TPMs) are secure cryptoprocessors available on most commod-
ity systems, typically as dedicated chips or as part of integrated chipsets on the mainboard. TPMs
provide a predefined set of cryptographic functions as specified in the TPM specifications [338, 339].
These include implementations of symmetric and asymmetric cryptographic algorithms and hash
functions, and a random number generator. A fundamental feature of TPMs is the ability to measure a
system’s integrity. For this, TPMs compute cryptographic digests of software and software configura-
tions and store them in TPM-internal registers. This can include measurements of the BIOS, the OS,
and the OS configuration. These measurements are obtained before the software is run and cannot
be reset at runtime. A party that wants to verify the system’s integrity can remotely attest to it by
requesting the registers’ values from the TPM and comparing them to known-good measurements.
They are signed by the TPM and therefore cannot be tampered with or forged without detection. Only

after successful verification, the remote party transmits sensitive data for processing.

TPMs allow attestation of a system’s state at a specific point in time but do not prevent changes to the
system at a later time, in particular by previously unmeasured components. They rely on a trusted
low-level Core Root of Trust for Measurements (CRTM) software component that performs a TPM
measurement of the BIOS. The BIOS will measure the next component in the boot chain which will in
turn create a measurement for subsequent components, ultimately forming a chain of measurements.
For a remote party to verify the integrity of a system, it has to keep track of measurements of all
components and all acceptable system states. With the complexity of commodity operating systems
and OS configurations this can be challenging. CPU extensions such as Intel’s Trusted Execution

Technology (TXT) [142] rely themselves on TPMs but add a late launch feature. With this it is



34 Introduction

possible to put the system in a clean state at runtime and then measure only components that are
to be executed. However, TXT has also been shown to be vulnerable via higher-privileged system

components [97, 103, 365].

While TPMs and TXT are aimed at securing the integrity of a system, more recently CPU manufactur-
ers have introduced new extensions to protect the confidentiality of data in use, even in the presence
of powerful attackers. AMD’s Secure Encrypted Virtualization (SEV) [185] and Intel’s Multi-Key
Total Memory Encryption (MKTME) [178] technologies provide support for encrypted memory for
individual virtual machines. Data is only decrypted within the CPU package itself and corresponding
keys are generated and managed by the CPU or provided securely by the VM owner. Other system
components such as hypervisors have no access to these encryption keys. Even with physical access to
main memory or the system bus, an attacker would only be able to observe encrypted data exchanged
between the CPU and main memory. Encryption and decryption is implemented efficiently with hard-
ware acceleration. Both technologies are aimed at providing strong isolation of full virtual machines,
not only from other VMs but also from an untrusted hypervisor and other system software. They
provide no protection against an attacker that compromises the VM itself. The Trusted Computing
Base (TCB) therefore includes full VMs including guest operating systems and all other code executed
on the VM. Another problem with SEV and MKTME is their lack of integrity protection. As a result,
attackers can bypass their protection mechanisms and potentially extract secrets, e.g. via memory
replay attacks [159] or malicious modifications to page table mappings that are still under the control

of the hypervisor [229].

1.2 Trusted Execution Environments

Trusted execution environment (TEE) technologies such as ARM TrustZone [14] and Intel Software
Guard Extensions (SGX) [218] combine integrity and confidentiality protection. These technologies
are available as instruction set extensions in recent commodity CPUs. Instead of protecting the whole
system or full virtual machines they protect a subset of memory and execute code in full isolation
from the rest of the system, as illustrated in Fig. 1.1. Data and code residing within a TEE such as an
Intel SGX enclave cannot be accessed or tampered with by an external entity, including privileged

software and adversaries with physical access to the machine and the ability to probe main memory or
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Fig. 1.1: Isolated execution with Intel SGX

snoop on the system bus. Therefore, TEEs can effectively combine both confidentiality and integrity

protection, even in the face of a powerful adversary.

Arm TrustZone divides execution into two worlds, the Normal World, and the Secure World. For the
execution of code in either world, the CPU explicitly switches to a corresponding mode. Code run
in the Secure World is strictly higher privileged than code in the Normal World. It has full control
over code and data residing in the Normal World. Data within the Secure World is inaccessible from
the Normal World. Critical security-sensitive data can therefore be kept and processed in the Secure
World by a small OS kernel. One use case is that of a security monitor which can detect anomalies in

the Normal World.

In contrast to the TrustZone Secure World, SGX enclaves are unprivileged. Rather than allowing
for a single isolated privileged component, Intel SGX supports the creation of multiple enclaves that
are isolated both from each other and from the rest of the system. At the same time, due to being
unprivileged, they can still be managed and controlled by the host system. This makes Intel SGX
a good fit for cloud environments in which mutually untrusted tenants share resources provided by
a potentially untrusted cloud provider. While still being a relatively new technology, a number of

cloud providers have already introduced TEE-based confidential computing offerings as part of their
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platforms [76] and TEE technologies such as Intel SGX have been the subject of an expanding body

of research.

However, as enclaves are unprivileged, they are restricted in what they can do without cooperation
from the host system. In particular, any privileged operation such as reading from or writing to
disk or the network requires enclave code to interact with its host. For this, every enclave has an
interface of entry and exit points corresponding to calls into (ecalls) and out of (ocalls) an enclave.
A fundamental challenge this inherits is the design of a host interface that is expressive enough for
potentially complex applications to run inside an enclave while not compromising the confidentiality
and integrity of the enclave secrets. In particular, sensitive data must be protected from being exposed
when data is passed to the untrusted host as part of ocalls. Similarly, any ecalls must not compromise

the integrity of data and computations within an enclave.

Enclave applications can be developed using dedicated software development kits (SDKs) [114, 170,
239]. These applications consist of an untrusted and a trusted component. The trusted component
operates on sensitive data and runs inside the enclave. There is an incentive to keep the amount of
code running inside the enclave small as it contributes to the TCB, the sum of all components that
are inherently trusted not to be malicious or exploitable. Vulnerabilities in the enclave code or Intel
SGX itself could be exploited to reveal sensitive enclave data or to compromise its integrity. The
untrusted component incorporates non-sensitive functionality. It also acts as an intermediary between
its trusted counterpart inside an enclave and the rest of the system. The host interface between them
has to be defined by the developer. SDKs help with some aspects of implementing the interface,
e.g. with copying buffers provided as parameters out of or into the enclave, to make them accessible
outside, or to prevent time-of-check to time-of-use (TOCTOU) attacks [2]. However, other aspects
of the interface design and implementation are left to the developer and often require knowledge of
application semantics. This includes the partitioning of the application into untrusted and trusted
components and the understanding of what data is sensitive and therefore must be encrypted and

decrypted as well as integrity-protected and -checked when transferred via the host interface.

1.3 Problem Statement

This is a fundamental problem for porting existing applications that have not been developed with

the constraints of TEEs such as Intel SGX in mind. Operating systems and other components of the
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systems they run on are assumed to be trustworthy. Therefore, privileged operations such as disk and
network I/O are simply delegated to the OS via system calls. The redevelopment of applications under
the specific constraints and requirements of TEEs requires not only time and effort but also expertise.
While it can be an option for some applications, manually rewriting more complex applications is

infeasible in many cases.

In this thesis, we focus on the secure execution of existing applications within TEEs and address

accompanying challenges. In particular, we look at the following three challenges.

(1) Complex system support requirements. Many complex applications rely heavily on external
system support, both from the OS and system libraries such as the C standard library. Besides access
to hardware resources such as storage and the network, this includes features such as multithreading,
signal support, dynamic library loading, and memory management. The basic assumption of a trusted

host system which includes the OS and system libraries no longer holds in the context of TEEs.

In addition, TEEs such as Intel SGX neither allow direct hardware access nor system calls that would
allow an application to access host OS services. Existing solutions [15, 23, 301, 341] have shown
that it is possible to redirect system support requests of TEE applications to the host OS without
requiring elaborate application changes. However, as the host OS is untrusted, such approaches

expose potentially sensitive application state via a large host interface.

Instead, for applications that cannot be redesigned easily to reduce system support requirements
of their trusted component, application exposure to the untrusted host should be minimised. To
accomplish this, system support must be provided within the TEE, allowing for a minimal general-

purpose host interface that only relies on the host OS when cooperation is unavoidable.

(2) Competing objectives for application-specific host interfaces. Relying on a general-purpose
host interface might be the best choice for some applications, in particular applications that cannot
be redesigned easily, e.g. due to their complexity or a monolithic design. However, there are other
considerations for TEE application designs besides the host interface complexity, as illustrated in

Fig. 1.2.

When running full applications inside TEE:s, all application code runs with the same privileges and has
access to sensitive data within the TEE, leading to a large TCB size. However, typically only a subset

of application code requires access to sensitive data. As a large TCB size increases the risk of software
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Fig. 1.2: Host interface trade-offs

vulnerabilities that might allow an attacker to access sensitive data [226, 297], it is desirable to restrict
access to sensitive data to code that requires access. If possible, applications should therefore be
partitioned into trusted and untrusted components. However, identifying security-sensitive code and
data is non-trivial for complex existing applications. For example, some code paths and application

outputs only indirectly depend on sensitive data.

Lastly, partitioned applications might require frequent interaction between untrusted and trusted code,
leading to large numbers of TEE transitions. As we will discuss later, TEE transitions are expensive
and can have a significant impact on application performance (see Section 2.4.2.5). Therefore, for
performance-critical applications, the number of TEE transitions becomes an important partitioning

objective.

Note that these are competing partitioning objectives and that there are a number of trade-offs
between the different aspects of TEE host interfaces. These challenges demonstrate the complexity of
redesigning existing applications for TEE execution and the design of appropriate application-specific

host interfaces.

(3) Protecting the host interface. All applications have an interface that enables users to interact
with them. For regular applications this can be a command line interface or a graphical user interface
through which inputs are provided to the application. These inputs are validated, e.g. to check whether
they are of the right type or within a expected range, and sanitised, e.g. by escaping untrusted input
parameters. However, input validation and sanitisation alone are not enough in a scenario in which

inputs are provided via an untrusted party or cooperation of the untrusted party is required to transmit
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output data. The security of the host interface is fundamental for the security of both code that is

executed, and data that is stored within a TEE. In particular, a host interface must

1. protect the confidentiality of sensitive data. Applications interact with clients and other trusted
nodes remotely. Input and output data provided by another trusted party or sent to another party
can contain sensitive data that must not be exposed to an adversary possibly in control of the
untrusted environment such as the host the TEE runs on, or the network used for communication
between the two parties. Similarly, any other interaction with the untrusted host, e.g. when

transferring control to untrusted code, must not expose sensitive data;

2. protect the integrity of sensitive code and data. As data is transmitted through an untrusted
environment, an adversary is able to tamper with input data by changing, omitting, or replacing
it. Therefore the authenticity and integrity of input data provided must be verified before it is
processed by TEE code. This is true for both confidential and non-confidential input data such
as configuration options as they might enable an adversary to compromise trusted computations
or trick TEE code into revealing secrets. Similarly, any output data transmitted to a remote

party or temporarily persisted on untrusted storage, must be protected from tampering; and

3. protect against advanced attacks. TEEs address powerful attackers with complete control over
the untrusted environment. This exposes the TEE itself to a number of advanced attacks. For

example, an adversary might

(a) compromise the integrity of TEE code or trick it into exposing sensitive data, e.g. through

lago attacks [62];

(b) launch freshness attacks in which trusted code is provided genuine but out-of-date data, or
in which genuine messages or inputs are provided to the enclave more than once without

being instructed to do so; or

(c) leverage side channels to passively observe access patterns or call sequences that can

reveal sensitive application activities and with that potentially sensitive data.
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1.4 Contributions

This thesis aims to address and present solutions to these challenges. We look at them in the context
of three different systems that will be presented and discussed in detail in the remainder of the

thesis.

1.4.1 SGX-LKL: Protecting Unmodified Binaries with a Minimal Host Interface

We describe SGX-LKL, a new TEE runtime system that executes unmodified Linux binaries inside
Intel SGX enclaves while exposing a minimal, protected host interface. With SGX-LKL we explore
how TEEs can be used to protect applications with complex system support requirements. In particular,

SGX-LKL makes three contributions:

Minimal host interface. SGX-LKL is a library OS that runs alongside an application within the
TEE. It provides extensive system support inside Intel SGX enclaves with minimal reliance on the
host system. As a result, SGX-LKL has a minimal general-purpose host interface, only relying on

the host for disk and network 1/O operations that cannot be provided within the TEE.

Host interface protection. As part of SGX-LKL, we explore how to transparently protect the host
interface of an application. SGX-LKL protects both the confidentiality and integrity of disk I/O and
network I/0. For disk I/O, SGX-LKL provides transparent encryption and decryption of persistent
data via full disk encryption. To protect the confidentiality, integrity, and freshness of network traffic,

SGX-LKL uses a layer-3 Virtual Private Network (VPN).

Secure distributed application deployments. While TEEs provide attestation primitives, it is up
to TEE applications to use these primitives to allow remote parties to remotely attest that they have
been set up correctly and are protected by a genuine TEE. For this, SGX-LKL integrates transparent
support for (i) remote attestation; (ii) the secure deployment of applications, including distributed
deployments with multiple enclaves; and (iii) the secure provisioning of enclave secrets such as

cryptographic keys and sensitive application arguments.

We demonstrate SGX-LKL’s capability to run complex applications with minimal reliance on the
host system and evaluate its performance on the JVM and a distributed TensorFlow setup as well as a

set of microbenchmarks for network and disk I/O.
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1.4.2 Glamdring: Automated Partitioning for Application-Specific Host Interfaces

We present GLAMDRING, a semi-automated framework for partitioning applications for the execution
in TEEs. In contrast to SGX-LKL, GLAMDRING explores the other end of the spectrum of TEE
system designs and aims for a small TCB size. It identifies security-sensitive parts of an application in
its codebase, generates a partition specification, and generates the code for a partitioned application

with an untrusted and trusted application component.

We explore two different methodologies for identifying security-sensitive application code and
determining a partitioning, both based on an initial annotation of application code that indicates

security-sensitive input and output data:

1. Dynamic taint tracking. First, we explore the possibility to determine security-sensitive applica-
tion components dynamically. To do this, we present a Valgrind-based taint tracking tool that
tracks the propagation of sensitive data throughout application code at runtime. In addition, it

keeps track of memory allocations, performed system calls, and collects profiling data.

2. Static analysis. Second, we use static analysis to determine security-sensitive application
components from annotated source code. We use dataflow analysis to identify code that might
be exposed to sensitive data and should be treated as confidential, and backward slicing to

identify code that can affect the integrity of sensitive data.
We discuss and compare benefits and shortcomings of both methodologies.

The collected data is used as input to an integer linear programming (ILP) solver together with an
objective function that weighs different objectives such as a small TCB size, low interface complexity,
and a low number of transitions. Based on this, the ILP solver generates a partition specification that

splits the full application code into the corresponding untrusted and trusted components.

The specification is used by a code generator in order to automatically transform application code into
an enclave library and its untrusted counterpart. Runtime checks and cryptographic transformations
are added to the host interface to protect invariants, and the confidentiality and integrity of sensitive

data, respectively.
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1.4.3 ENCLAVEDB: A Secure Database with Advanced Host Interface Attack Protec-

tion

Lastly, we present ENCLAVEDB, a secure database that uses Intel SGX to protect the confidentiality,
integrity, and freshness of data. ENCLAVEDB is based on the SQL Server Hekaton in-memory engine
and is partitioned to achieve a small TCB. Besides sensitive tables, indexes, and metadata, only parts

of the engine are placed inside an Intel SGX enclave.

With ENCLAVEDB, we focus on the risk of advanced host interface attacks and how to protect against
them. The main contribution of ENCLAVEDB is its novel logging and recovery protocol which

interacts with the host to provide durability for database data. The protocol

(i) protects the confidentiality and integrity of data. The protocol is used to persist data on disk in
order to be able to recover it in case of a crash. ENCLAVEDB must rely on the host to store and
retrieve data from disk. As the host is untrusted, the protocol protects data from tampering and ensures

both its confidentiality and its integrity.

(ii) protects against advanced host interface attacks. Protecting the confidentiality and integrity of
data exchanged with the host is not sufficient to protect against advanced host interface attacks. An
adversary might replace data with genuine but out-of-date data or might selectively direct database
requests to separate database instances. ENCLAVEDB’s protocol integrates monotonic counters to

prevent such freshness and forking attacks.

(iii) maintains high performance. ENCLAVEDB is based on a high-performance in-memory engine.
The protocol is designed to provide confidentiality, integrity, and freshness protection of sensitive
data while maintaining high performance. For this, it supports asynchronous append and truncation

operations and minimises synchronisation between threads that process transactions.

With this protocol, ENCLAVEDB demonstrates how to augment the advantages of application par-
titioning through a customised host interface in order to improve both performance and security

guarantees.

We show the protocol’s efficiency by evaluating ENCLAVEDB using the TPC-C and TATP database
benchmarks and a performance model to simulate overheads for large enclaves to show that EN-

CLAVEDB can achieve strong security guarantees with low overhead.
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1.5 Outline

The remainder of this thesis is structured as follows:

Chapter 2 provides a detailed problem statement and an introduction to TEEs. It first discusses
alternatives to TEESs, in particular computing on encrypted data using advanced cryptographic schemes
and software-based secure execution. Next, we describe TPM-based Trusted Computing as a prede-
cessor of modern TEE technologies and how systems use it to protect applications. This is followed
by a survey of TEE technologies from academia and industry. Intel SGX is introduced in detail as the
TEE technology the three systems presented in this thesis are based on. We then discuss TEE attacks

and mitigations and the targeted threat model.

Chapter 3 presents SGX-LKL, a library OS based approach of running unmodified binaries within
an Intel SGX enclave with a minimal host interface. We discuss host interfaces of existing TEE
runtime systems and their limitations. We present an alternative minimal host interface derived
from the requirements of complex applications and the constraints of Intel SGX. We then discuss
how SGX-LKL implements system support on top of this minimal interface using LKL and other
components such as user-level threading. We talk about how the remaining host interface is protected,

and evaluate SGX-LKL’s performance.

Chapter 4 discusses application-specific host interfaces and presents GLAMDRING, a framework for
partitioning applications for the execution in TEEs with a minimal TCB. We look at two methodologies
for determining security-sensitive code and data to partition an application into an untrusted and a
trusted component: dynamic runtime taint tracking, and static code analysis. We then discuss how
GLAMDRING generates code for the partitioned application, and evaluate the framework by applying

it to a number of existing applications.

Chapter 5 presents ENCLAVEDB, a secure high-performant database based on Intel SGX, and
addresses the protection of TEE applications against advanced host interface attacks. We first discuss
how we partition the SQLServer-based in-memory engine Hekaton, the core of ENCLAVEDB, to
reduce the TCB size and to keep the host interface small. The focus of this chapter then lies on
the protection of the host interface. We present a logging and recovery protocol that (i) supports

high-throughput transactions; (ii) guarantees transaction durability; (iii) protects the confidentiality
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and integrity of user data; and (iv) prevents advanced attacks such as replay and forking attacks.

Lastly, we evaluate ENCLAVEDB’s performance.

Chapter 6 summarises and concludes the thesis.



CHAPTER 2

BACKGROUND

This chapter covers background and related work for this thesis. In particular, it discusses different
ways of protecting computation on sensitive data in untrusted environments and introduces TEEs. The

chapter is structured as follows:

Need for secure execution. Section 2.1 introduces the need for protecting data in use and program
execution. It discusses the use case of executing applications that process sensitive data in public

cloud environments and the different attack vectors that must be taken into account.

Sofware-based secure execution. Section 2.2 covers software-based secure execution and its short-
comings. First, it discusses how advanced cryptography can be used to compute on data while
protecting its confidentiality in an untrusted environment. It also covers why cryptography alone
is insufficient to protect complex applications. Second, it looks at related work on software-based
systems that protect applications against untrusted OSes. In particular, it discusses systems that rely

on a trusted hypervisor to protect the integrity and confidentiality of applications and their data.

Trusted Computing introduces the use of hardware modules to establish trust in a system. Section 2.3
covers how Trusted Platform Modules (TPMs) provide integrity measurement, sealed storage, and
remote attestation functionalities. It also looks at Intel TXT and AMD SVM late launch features that
extend TPMs, and discusses related work that provides secure execution environments based on these

technologies.

Trusted execution environments. Section 2.4 introduces trusted execution environments (TEEs). It
first gives an overview of existing TEE technologies from academia and industry. This is followed by
a detailed discussion of Intel SGX, the TEE technology used by the three systems presented in this
thesis. Lastly, we present related work on vulnerabilities and attacks against current TEEs and discuss

potential mitigations.
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Fig. 2.1: Potential attack vectors of a cloud application

Threat model. Section 2.5 discusses the threat model of the three systems covered in the following
chapters. It presents the assumed capabilities of the adversary and the types of attacks addressed. It

also covers which threats are considered to be out of scope of this thesis.

2.1 The Need for Secure Execution

As discussed in Chapter 1, organisations that move application data off-premise, e.g. to public cloud
infrastructure, can rely on encryption to protect data at rest and in transit. However, protecting data
in use, e.g. when cloud applications process data, is more challenging. To be processed, data must
typically be available as plaintext in non-persistent memory where it cannot only be accessed by the
application itself but also by higher-privileged components including the OS and the hypervisor. A
vulnerability in any of these components could be exploitable and allow an attacker to gain access to

sensitive application data.

When applications are moved to a cloud infrastructure, additional attack vectors and potential adver-

saries must be taken into account, as illustrated by Fig. 2.1. These include:

* external attackers that exploit vulnerabilities in the application itself, the OS it runs on, or other
parts of the cloud infrastructure which might allow them to gain access to a VM and sensitive

data [144];
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* malicious co-residing tenants that share resources with the target application such as the
machine via a co-located VM, or even a single VM via a co-located process or container [278];

and

» malicious insiders that abuse privileged access rights [98]. These could be administrators of
the application itself, e.g. a database administrator, of the VM, or of other cloud infrastructure.

These might also include adversaries with physical access to cloud infrastructure.

This shows that there is a need for protecting the confidentiality of data in use in the same way data at
rest and in transit are protected. However, protecting confidentiality alone might not be sufficient. An
attacker might also try to compromise the integrity of application data, e.g. to remove, modify, or add
data; or the integrity of application code, e.g. to hijack the control flow or to trick an application into
exposing sensitive data. Therefore, in order to protect sensitive data, not only the data itself but also
application code must be protected. The following sections present solutions for the secure execution

of application in untrusted environments to allow for the protection of data in use.

2.2 Software-Based Secure Execution

In this section, we look at ways of providing secure execution using software. We first discuss how
advanced cryptography can be used to operate on encrypted data, and then look at hypervisor-based

solutions for protecting applications from an untrusted OS.

2.2.1 Computation on Encrypted Data

Cryptography plays a fundamental role in data protection. Data at rest and data in transit must be
encrypted in order to protect their confidentiality while residing or travelling in untrusted environments.
However, encrypting data limits how it can be processed. The naive client-side encryption of all
data likely breaks most existing applications. Functionally encryptable data [271] is data that can be
encrypted without affecting the functionality of an application that operates on it. This property can
be leveraged to protect sensitive data through client-side modifications [157, 271] or by introducing a

proxy [74] to transparently encrypt and decrypt sent and received data, respectively.

Naturally, such an approach can only protect the confidentiality of a subset of application data,

requires complex key management, and is only applicable to some applications. In the following, we
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instead discuss the capabilities of advanced encryption schemes to protect data in use as well as their

practicality.

2.2.1.1 Advanced Encryption Schemes

Probabilistic encryption [130] provides strong security, with two equal plaintext values mapping to
different ciphertexts with a high probability, and therefore provides security even in case of chosen
plaintext attacks (IND-CPA). However, standard probabilistic encryption schemes make it difficult to
operate on the encrypted data. In order to still allow computation over encrypted data, many different

encryption schemes with distinct properties exist.

In contrast to probabilistic encryption, deterministic encryption provides weaker security guarantees
as equal plaintext values are encrypted to the same ciphertext, but enables equality checks of two
values without access to plaintext values. Order-preserving encryption (OPE) [5, 33] can be used
when the order of plaintext values must be preserved in the corresponding ciphertext. It provides
even weaker security guarantees than deterministic encryption but enables the evaluation of arbitrary
range queries and other functions that rely on the order of data such as sorting or determining a
minimum or maximum value. Searches on encrypted data are possible using searchable encryption

schemes [35, 60, 133, 314].

Partially homomorphic encryption (PHE) allows for an operation to be applied to two ciphertext
values resulting in a ciphertext of a plaintext value that is equal to the result of applying the operator

to the plaintext values of the operands:

Enc(a) e Enc(b) = Enc(c) if aeb=c with Enc(x) denoting the ciphertext of x

There are efficient PHE schemes for specific operations, such as modular multiplication [102, 279],

modular addition [25, 249], or exclusive or [129].

One example of an application that makes use of these advanced encryption schemes is CryptDB [262].
CryptDB is a database system that provides full data confidentiality. It uses a number of different
encryption schemes to allow for the execution of SQL queries over encrypted data. CryptDB leverages
the fact that SQL queries are based upon a fixed set of primitive operators. By using both existing and

new encryption schemes data can be encrypted so that unmodified DBMS can execute queries over
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Fig. 2.2: Layered encryption schemes for different data and computation types in CryptDB [262]

it without the need for decryption. These include probabilistic, deterministic, order-preserving, and
searchable encryption. It also introduces two new encryption schemes for equality and range joins,
respectively, and uses the PHE Paillier cryptosystem [249] to support the summation of encrypted

values.

For each database column, CryptDB uses multiple layers of encryption, with the outermost encryption
being the most secure, and the innermost encryption the least secure but most functional. For each
data item, one or more so called onions exist, each consisting of one or more encryption layers, as can
be seen in Fig. 2.2. Depending on the type of queries that are executed on the column, outer layers of
encryption are removed by additional queries from a CryptDB proxy in order to reach an encryption
layer that supports the required operations. The proxy is a trusted component in between clients and
the database that holds decryption keys and that rewrites queries when necessary, e.g. to anonymise

column and table names and to decrypt query results.

While CryptDB does support a wide variety of queries, it cannot support all computations. For
example, it only supports 4 out of 22 analytics queries of the TPC-H benchmark [334] and has
a significant overhead [342]. It also relies on a trusted proxy for key management and to rewrite

database queries on-the-fly.

The advanced encryption schemes discussed so far allow specific computations to be performed over
encrypted data while being efficient enough to be used in practical systems. Fully homomorphic
encryption (FHE) [85, 125, 126] supports arbitrary operations on encrypted data but suffers from
high computational overhead. While more recent FHE schemes [40, 41, 70, 72, 96, 108, 127] have
improved FHE performance, they are still orders of magnitude slower than the equivalent computations

on unencrypted data and therefore impractical for most use cases.
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2.2.1.2 Garbled Circuits and Functional Encryption

Garbled circuits [166, 370] allow to encrypt arbitrary functions that operate on encrypted inputs, sim-
ilar to FHE. In contrast to FHE, garbled circuits are based on symmetric encryption and provide better
performance. However, each garbled circuit can only be evaluated once so that for each computation
a new garbled circuit has to be created. Furthermore, the garbled circuit size is proportional to the
size of the function leading to large communication overheads. Bugiel et al. [51] present a hybrid
cloud model based on garbled circuits that tries to mitigate the former problem. It proposes to use a
private cloud to pre-compute garbled circuits for known application queries. Once a client makes a
request they are sent to the public cloud to be evaluated there. However, this approach still suffers
from a large communication overhead between the private and the public cloud. Furthermore, it is not
clear whether this model can be made more efficient than a model in which the same computations are
performed unencrypted on the trusted private cloud in the first place. More recently, Goldwasser et
al. [131] introduced reusable garbled circuits that can reduce the overhead due to generating new

circuits for every computation.

Functional encryption (FE) [36, 283] allows authorised parties to compute a function on encrypted
data and learning the result in cleartext without revealing the original data. In FE, data is encrypted
with a public key PK which is associated with a master secret key. The master secret key is used to
generate a secret key SKy for a specific function f. Decrypting data ENCpg (x) with a secret key SKs

reveals the result of the function f applied to x.

Decsk, (Encpg(x)) = f(x)

Identity-based encryption (IBE) [34, 295] is a subclass of FE in which a public key can be computed
by any party based on a user’s identity, defined e.g. as their user name or email address, and a set
of general system parameters. These system parameters are generated together with a master key.
A secret user key is generated using the master key. IBE can be seen as an alternative to standard
Public Key Infrastructure (PKI). Rather than managing public keys, a central authority, the Private
Key Generator generates a users’ private key once they have authenticated themselves. In contrast

to PKI, the PKG is trusted as it knows all private user keys. With IBE, data can be encrypted for a
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particular user before the user authenticates themselves to the PKG for the first time. Once the user

obtained their private key, it can be used to decrypt any ciphertext associated with their identity.

Attribute-based encryption (ABE) [26, 61, 140], another FE subclass, allows secret user keys and
ciphertexts to be bound to a set of attributes. Only if all attributes of the ciphertext are matched by
attributes of the user key, decryption is possible. ABE might be used for fine-grained access control to

individual log entries during log auditing, or to subscription-based broadcasts [140].

Most FE schemes only support a subset of classes of functions such as boolean formulas. General
FE schemes that can support any function have also been proposed [121, 131, 132, 138] in theory.
However, no implementations exist as they rely on program obfuscation which has been shown to be

impossible for general programs [20, 21, 120].

2.2.1.3 Discussion: Insufficiency of Cryptography

The previous sections have discussed encryption schemes that allow for the efficient computation
on encrypted data for a variety of computation types. With fully homomorphic encryption and
general functional encryption, schemes exist that support arbitrary operations on encrypted data
without revealing the sensitive data they compute on but are currently impractical. However, even
if they become practical in the future, they would be insufficient to fully protect confidentiality in
arbitrary cloud applications. In their paper “On the Impossibility of Cryptography Alone for Privacy-
Preserving Cloud Computing” [348], van Dijk and Juels analyse the feasibility of implementing
different classes of cloud applications using cryptographic protocols. They show that, while FHE is
able to implement applications with a single-client model, no cryptographic protocol can implement
multi-client applications while preserving functional privacy of single users, i.e. the ability to control
which computations may be performed on their private data. Similarly, practical functional encryption
is limited to a subset of functions and to use cases in which the result of a computation on encrypted

data is not sensitive itself.

So far, this section discussed the protection of data confidentiality but not the integrity of data and
computations. Even with encrypted data, a malicious party in control of the untrusted environment
might modify, replace, or remove data or return incorrect results. Verifiable Computing [124] uses
cryptographic schemes to protect the integrity of outsourced computations and returned results. To

do this, the untrusted worker has to provide a proof of correctness together with the result of a
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computation. The client can then verify the correctness of the result based on the proof it receives.
However, to become practical, the effort to set up the computation and the verification of the proof
of the client side must be lower than the effort required for the actual computation which current

verifiable computing approaches can not yet provide [253].

To summarise, cryptography alone is insufficient to enable sensitive data to be processed both
efficiently and securely in untrusted environments. Instead, cryptography must be combined with or
incorporated into other approaches such as software-based secure execution, Trusted Computing or

trusted execution environments.

2.2.2 Protecting Against an Untrusted OS

In current cloud environments, applications rely on the trustworthiness of the underlying infrastructure,
including the OS. However, commodity operating systems consist of millions of lines of code and
are frequently reported to contain new security bugs that can be exploited to compromise the system
and with that gain access to sensitive application data. In addition, curious administrators might
have direct access to OSes on which applications are run. Ongoing research therefore explores how

sensitive applications can be effectively protected from an untrusted operating system.

Some systems propose to reduce the size of the TCB by splitting the system into high-assurance
and low-assurance partitions that execute sensitive and insensitive functionality of an application
separately. Only the high-assurance part is included in the TCB and is smaller in size than the
low-assurance part. NGSCB [55, 255] implements a small verified isolation kernel, similar to a
virtual machine monitor (VMM), that allows multiple OS instances to run on top of it. This way a
standard commodity OS can run alongside a small, trusted high-assurance operating system. Security-
sensitive applications can be run inside the restricted high-assurance OS while untrusted or insensitive

applications can run inside the low-assurance OS.

Proxos [325] follows a similar approach. It runs two virtual machines, an untrusted and a trusted
instance, on top of a modified Xen hypervisor. The untrusted VM runs a commodity OS, while the
trusted VM runs the private application, statically linked with the Proxos main library and a private
OS library that implements functions to handle sensitive system calls. Application developers can
configure their trust in the underlying operating system by partitioning the system call interface into

insensitive and sensitive calls. While sensitive system calls are routed to the corresponding private OS
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Fig. 2.3: Overshadow architecture [69]

functions, insensitive calls are routed to the commodity OS kernel via inter-VM remote procedure
calls. Although these approaches successfully reduce the TCB size, they also incur big performance
overheads on applications due to the need for context switches between VMs and expensive inter-VM

communication.

Other research follows a more lightweight approach of isolating sensitive application by protecting
application memory from unauthorised OS accesses. Overshadow [69] introduces a multi-shadowing
technique that leverages memory virtualisation of a hypervisor to map guest VM physical addresses to
different host physical addresses depending on the current execution context. This way, Overshadow
can provide multiple views of memory for the untrusted OS and a protected application. Fig. 2.3
shows Overshadow’s architecture. As can be seen in the figure, there are two isolation boundaries.
One that isolates the guest VM from the VMM and one that isolates a cloaked application from
the untrusted OS. Overshadow’s VMM adds a shim layer into the address space of every protected
application process which enables secure interactions with the OS by mediating events such as system
calls in cooperation with the VMM. It also keeps track of the current execution context to distinguish
between memory accesses that originate from the untrusted OS and those that are performed by the
protected application. Overshadow introduces a concept called memory cloaking that ensures that for
accesses of the protected application’s address space by the OS the memory content is only returned
in encrypted form. For this, it uses distinct shadow page tables for the protected application and

the untrusted OS that map to different physical addresses on the host system for the address space
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of the application. When the OS accesses an address in this memory region, Overshadow encrypts
and integrity-protects the corresponding page before mapping the page into guest physical memory
and making it accessible by the OS. This allows the OS to perform tasks such as paging without

compromising confidentiality or integrity.

SP3 [369] follows a similar approach and utilises a page-frame replication mechanism to provide the
untrusted OS and other untrusted applications with an encrypted view of memory while providing a
plaintext view to the protected application. InkTag [162], another hypervisor-based system, provides
similar guarantees but extends the previous systems by introducing paraverification, which forces the
untrusted OS to support the isolation of a protected application’s address space. In addition, it adds
attribute-based access control which allows protected applications to define access control policies
for secure files, therefore enabling applications to store and access secure data over multiple sessions.

In contrast to Overshadow and SP?, it also ensures system crash recoverability.

Virtual Ghost [81] protects application memory by using compiler instrumentation on the host OS code
in addition to hypervisor-based runtime checks. By using compiler instrumentation, Virtual Ghost
ensures that the OS has no access to ghost memory which is similar to cloaked or shadowed memory
of previous approaches, but cannot be read or modified by the OS at all. The address space of an
application is divided into three partitions. The kernel space, the traditional user-space, and a protected
ghost memory partition. The ghost memory partition is only accessible by the application and Virtual
Ghost itself and is unmapped and mapped back into virtual memory on context switches between the
OS and the protected application. In contrast to the previously discussed systems, applications can

choose to only partially use ghost memory or not to use it at all.

These approaches protect applications against untrusted operating systems but rely on a trusted VMM
to correctly enforce the protection and to not disclose sensitive application data to parties that have
indirect or direct control over the VMM itself, such as administrators of a cloud service. One way to
circumvent this, is to use a secure coprocessor such as the TPM to integrity measure the system up to
the VMM and provide remote attestation functionalities that allow remote parties to verify the used
software stack, including the VMM to bootstrap trust in the platform. We discuss this approach in the

following section.
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2.3 Trusted Computing

Trusted Computing [337] is a technology for enforcing a specific system behaviour through combined
hardware and software mechanisms. It relies on a special cryptoprocessor, the Trusted Platform
Module (TPM) [338], that provides key functionalities to support, enforce, and remotely attest to

system behaviour.

2.3.1 The Trusted Platform Module (TPM)

The TPM is a cryptoprocessor available on most commodity systems, typically as a dedicated chip
or integrated into a chipset. Virtual TPMs that are implemented as firmware [273] or as part of
the hypervisor [63, 257] also exist. Every TPM has an Endorsement Key (EK) pair that is created,
embedded, and signed by the TPM’s manufacturer and whose private key never leaves the TPM. It
is used to provide proof that a given TPM chip is genuine and can be used to generate a Storage
Root Key (SRK). SRKs are not bound to the chip but to the platform owner and a new SRK can be
generated when the owner of the platform changes. It can be used to protect application keys that
are stored outside of the TPM. TPMs also provide volatile storage in which the values of Platform
Configuration Registers (PCR) and Attestation Identity Keys (AIK), both used for system integrity
measurement and reporting, are stored at runtime. TPMs also provide a random number generator,
an SHA-1 hash engine and a module for RSA key generation. Version 2 TPMs [339] implement
additional cryptographic algorithms and hash functions, and add features such as trusted counters but

provide the same core functionalities as first generation TPMs.

Integrity measurement. One of the main use cases of TPMs is integrity measurement. TPMs can
measure data or application code, generating measured values that fingerprint the measured entity, and
measurement digests, SHA-1 hash values calculated over the measured values. Measured values are
stored in a Stored Measurement Log (SML). When a new measurement is performed, the measurement

value is appended to the SML and the digest is extended.

Measurement digests are stored on TPMs inside PCRs which are not directly accessible from outside
the TPM and can only be extended but not otherwise modified. PCRs are stored in volatile memory

and therefore are reset on a system reboot.
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Fig. 2.5: Remote attestation with TPMs

Fig. 2.4 shows the process of measuring a system at runtime. The TPM constitutes a root of trust for
measurement and together with a trusted BIOS boot code, also referred to as the core root of trust
measurement (CRTM), can be used to build a chain of trust for the measurement of a system. The
boot code measures the entity that comes next in the boot sequence so that a corresponding fingerprint
is stored in a PCR. Once control has been passed on to the previously measured entity, it can measure
its successor and extend the PCR. This way, integrity measurements can be performed for whole

systems.

Remote attestation. With the integrity measurement capabilities of the TPM, remote parties can
attest to the integrity of a TPM-based system. Fig. 2.5 shows how remote attestation is performed by
a remote client. The remote party sends a request specifying the set of PCR values it wants to receive

to a Platform Agent residing on the system that contains the TPM. The Platform Agent is a software
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component running on the target system and is not required to be trusted itself. It requests and
receives the corresponding values from the TPM, signed by the TPM with an AIK, adds credentials
vouching for the TPM itself, and sends this information back to the remote party. By comparing the
received values to values generated from a known state, the remote party can verify the integrity of

the TPM-based system.

Sealed storage. The sealed storage capabilities of TPMs, illustrated in Fig. 2.6, allow data to be
bound to a specific platform configuration. For this, TPMs provide two instructions, a seal and an
unseal instruction. The seal instruction takes PCR indices as well as the data that is to be sealed
as inputs and produces a ciphertext that is associated with the PCR indices and the PCRs’ values as
output. The TPM only decrypts a ciphertext passed by the unseal instruction if the current PCR

values match the PCR values at encryption time.

2.3.2 Late Launch

Integrity measurements provided by TPMs allow systems such as Terra [119] to implement trusted
virtual machine monitors. By measuring the VMM and implementing a remote attestation protocol
they allows remote parties to verify a system, including the VMM as well as individual virtual

machines, to determine its trustworthiness.

However, due to the addition of more and more features, the sizes of commodity hypervisors have

increased consistently over the years. Even when tenants are provided with an integrity measurement
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of the hardware and software stack up to the hypervisor, it is difficult to fully verify the trustworthiness

of the platform.

Modern Intel and AMD CPUs implement late launch features to alleviate this. Intel’s Trusted Execu-
tion Technology (TXT) [142] and AMD’s Secure Virtual Machine (SVM) [11] processor extensions
built on the capabilities of TPMs to guarantee the integrity of higher-level system components without
requiring trust in underlying parts of the system. They introduce new instructions that put the CPU in
a known good state, e.g. by resetting register values, reset a set of dynamic PCRs and start a dynamic
chain of trust. The CPU itself performs the first measurement, the Dynamic Root of Trust Measure-
ment, of a manufacturer-provided and -signed binary module. The CPU verifies the measurement and
the module’s signature. The module is responsible for two things: (i) it measures the next module, the
Measured Launch Environment (MLE); and (ii) it verifies that the platform configuration adheres to
a Launch Control Policy (LCP) that can be provided by the platform’s owner. The LCP contains a
whitelist of known-good MLEs and the CPU verifies the MLE’s validity as part of the LCP check.
If the check is successful, access to additional dynamic PCRs is enabled which allows the MLE to
perform further measurements of following components, such as a trusted OS, before executing them.
Measurements are stored in the TPM and the TPM’s attestation capabilities can be used by a remote
party to assess the integrity of the measured component. The component can then be executed in a

trusted manner without requiring trust in lower-level system components such as a hypervisor.
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2.3.3 Minimising the TCB with Trusted Computing

There are a number of systems that leverage the late launch feature to further reduce the size of the
trusted computing base (TCB). Flicker [214] achieves a small TCB of just 250 lines, in addition to
hardware and the application code itself by using the late launch feature. It implements a Secure
Loader Block (SLB), a memory region whose address is passed as a parameter to the CPU instruction
that activates the late launch feature. It measures the SLB, which can be up to 64 KB in size, and
stores the measurement digest in one of the PCR registers of the TPM. Flicker uses this measurement
to prove to a remote party that a particular initialisation code has been executed as part of a Flicker
session. Finally, it jumps to a predefined entry point within the SLB and continues execution. Fig. 2.7
shows the memory layout of an SLB in Flicker. Applications can use Flicker to execute a Piece
of Application Logic (PAL) securely. Applications use a Flicker module inside the untrusted host
environment to initiate a Flicker session for the execution of a PAL. It writes both an uninitialised
SLB containing its PAL as well as input parameters to corresponding entries in the sysfs file system.
Flicker then starts a session, first initialising the SLB, then suspending the OS, and finally calling the
late launch feature of the processor to bring the CPU into a secure state, measure the SLB and execute
the PAL. When suspending the OS, Flicker saves the current kernel state in order to resume execution
of the OS once PAL execution has finished. Before resuming, the exit code that is part of the SLB
Core erases sensitive data from SLB memory. PALs can provide outputs by writing them to a special
memory location near the end of the SLB. Flicker returns these output parameters to the application

that started the Flicker session once normal OS execution is resumed.

Flicker provides a very small TCB which makes it easy for a remote party to verify its trustworthiness.
On the other hand, it requires significant effort on the site of application developers that have to
port secure parts of their applications to code that can run within the SLB that does not provide any
software library support by default. Also, the frequent use of slow TPM operations has a significant

impact on Flicker’s performance.

A similar system that tries to mitigate Flicker’s performance problems is TrustVisor [215]. TrustVisor
is a special-purpose hypervisor with about 6,000 lines of code (LOC). It similarly enforces the
isolation of PALs by using the late launch features of AMD and Intel processors, but uses so called
software-based uTPMs for PAL integrity checking to circumvent the performance problems of using

the hardware TPM. The root of trust for these uTPMs comes from TrustVisor itself that is integrity
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measured by the hardware TPM. uTPM instances are only created during the PAL registration process
when TrustVisor’s memory protection is already active so that untrusted code cannot tamper with the

(W TPMs.

CloudVisor [374] does not target small PALs but instead tries to provide integrity and confidentiality
protection for whole virtual machines in a multi-tenant cloud setting. It promotes the usage of nested
virtualisation that is used to place a small security monitor (5,500 LOC) underneath a commodity
VMM to protect hosted VMs. CloudVisor itself is bootstrapped using the late launch feature of Intel
TXT and due to its relatively small size can be fully verified by remote parties. CloudVisor intercepts
all control transfer events between the VMM and VMs hosted on the platform to transform VM events,
if needed, to protect the VM before they are forwarded to the VMM. It also tracks the ownership of
memory pages and page tables maintained by the VMM and intercepts updates to page tables. If the
ownership of a physical page does not match the ownership of the page table, CloudVisor encrypts
the content of the page to ensure that the memory of a protected VM can only be accessed in its
unencrypted form by the VM itself. Similarly, all disk I/O operations from VMs to virtual disks
trigger the encryption of written or the decryption of read data, respectively. To securely bootstrap
VMs, tenants symmetrically encrypt VM images before sending it to a CloudVisor-based service once
they have ensured that the platforms runs a known and trusted version of CloudVisor using remote
attestation. In addition to the image, tenants send the used symmetric key encrypted with a public
key belonging to the CloudVisor instance. CloudVisor then decrypts the image and ensures that the

integrity of the VM is not compromised during the boot process.

While TPMs and the late launch CPU extensions are an important step in protecting the integrity
of outsourced applications, they also have a number of shortcomings. Due to the low performance
requirements prescribed by the TCG specification, TPM operations are relatively slow which prevents
their usage in scenarios in which TPM operations are required frequently. Another problem is
that TPMs cannot be used to provide runtime integrity guarantees. Remote attestation is typically
performed before transferring control to the integrity-measured code but does not protect against
any subsequent integrity violations. In addition, researchers have found vulnerabilities that allow
an adversary to circumvent the protection of late launch features, e.g. via the System Management

Mode (SMM) on Intel CPUs [97, 103, 365].
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The use of secure coprocessors (SCPUs) [373] has been proposed to address the issue of missing
runtime protection. SCPUs such as the IBM 4758 [311] or IBM 4765 [16] are tamper-resistant
against physical attacks and can be used to outsource computation on sensitive data. They provide
hardware implementations of cryptographic primitives for the efficient computation of cryptographic
algorithms. Similar to the Endorsement Key of TPMs, SCPUs have a device-specific asymmetric key
pair of which the private key never leaves the SCPU which can be used for secure communication
with the SCPU. Secure databases such as TrustedDB [19] are an example of systems that make use
of SCPUs to outsource computations on sensitive data and protect it from an otherwise untrusted

system [37, 231, 309].

However, even modern secure coprocessors have limited processing power compared to general-
purpose CPUs as well as limited amounts of secure memory and slower bus speeds. In practice,
SCPUs are mostly deployed as part of Hardware Security Modules for the purpose of key generation,

storage, and management, and to perform specific cryptographic operations.

2.4 Trusted Execution Environments

Trusted execution environments (TEEs) aim to overcome the shortcomings of the previously discussed
technologies. They provide hardware-enforced isolated memory regions for the secure execution of
software. As there is no generally agreed-upon definition of TEEs, we base our definition on that
of Sabt et al. [282]. We define TEEs within the context of this thesis based on four core properties.
TEEs

* are provided by a main processor rather than an additional hardware module such as a secure

COProcessor;

* can guarantee the authenticity of TEE software, i.e. that code and static data initially loaded

into the TEE is as expected by the software owner;

* protect the integrity of TEE runtime state. This includes state stored in TEE memory, register

values, and CPU caches; and

* protect the confidentiality of code and data at runtime. After initialisation all TEE contents are
no longer visible to untrusted components outside of the TEE. This includes data provisioned

to the TEE from the outside, and data generated by the TEE software itself.
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TEEs effectively combine features of other technologies, such as software authenticity and integrity
protection provided by Trusted Computing technologies, and confidentiality protection of memory

encryption technologies such as AMD SEV [185] and Intel MKTME [178].

In addition to the core properties above, TEEs often provide other capabilities. Remote attestation
allows a remote party to attest that a TEE has been set up as expected. This includes hardware
attestation, i.e. the platform provides a proof that the TEE is genuine, e.g. by signing the attestation
message with a device-specific key. Other common features are sealed storage that allow a party to
encrypt and integrity-protect data for storage with a TEE-specific key, secure inter-TEE communication
for transmitting data between multiple TEE instances, and trusted I/0 capabilities to establish secure

communication channels between a TEE and I/O devices.

In the following, we will first discuss the history of trusted execution and give an overview of TEE
technologies. We then present Intel SGX as the TEE technology the thesis is based on in detail.
Finally, we discuss related work on TEE vulnerabilities, attacks that exploit such vulnerabilities, and

possible mitigations.

2.4.1 TEE Technologies

While this thesis is based on Intel SGX as a TEE implementation, most insights and results apply to
TEEs in general. This section looks at the history of TEEs and presents alternative TEE designs from

both academia and industry.

The technologies presented here share some or all of the core properties defined above, but differ
in other aspects such as the granularity at which they can protect software, their TCB and threat
model, and additional features they provide. Table 2.1 shows an overview of the TEEs discussed in

the following and their differences.

Besides a comparison of TEE features, the table also lists types of attacks each technology protects
against. Depending on the technology’s threat model this includes protection against attackers with
physical access to a machine, integrity and freshness attacks, as well as different types of side-
channel attacks: page-table based attacks, cache side-channel attacks, and attacks based on speculative

execution. We discuss these types of attacks in more detail in Section 2.4.3.
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XOM [205] is an early proposal for an architecture that allows for the secure execution of processes.
It introduces the concept of hardware-enforced eXecute Only Memory (XOM), memory that contains
instructions that can only be executed but not modified at runtime. Processes run in isolated compart-
ments provided by the CPU. Both external memory and the operating system are considered untrusted.
Similar to Intel SGX CPUs, every XOM CPU has an associated public-private key pair. The private
key is hold on-chip and the public key is used to encrypt application code that should be executed
by the CPU. Every application is associated with a distinct symmetric session key, embedded in the

application.

XOM relies on a special XOM hypervisor to implement a set of new instructions in software.
Following an enter_xom instruction, the processor enters XOM mode. It uses its asymmetric private
key to determine the active session key of the current compartment. This key is used to decrypt
instructions when they are fetched from memory. Any data produced by the code is automatically
tagged by the processor with a XOM identifier associated with the current compartment. All register
values and cache lines have an associated tag identifying the compartment they belong to, or a special
null tag if they do not belong to a protected compartment. Any access of tagged data from a different
compartment results in an exception. The processor leaves XOM mode and clears the active session
key on an explicit exit_xom instruction, or on a trap or interrupt. As external memory is considered
untrusted, the session key is also used to encrypt and decrypt data on stores to and loads from external
memory using designated store_secure and load_secure instructions. To prevent modifications to
data in memory, store_secure computes a MAC and stores it with the data which is verified on a
subsequent load_secure. XOM also provides instructions to re-tag data to support communication

between processes and to sanitise data.

AEGIS [321] is another early proposal for a single-chip secure processor design similar to XOM.
An AEGIS processor uses a public-private key pair or a physical unclonable function (PUF) [122]
to identify itself. It implements on-chip data tagging and confidentiality and integrity protection for

application state in external memory.

AEGIS partitions the virtual address space of a process into a protected and an unprotected region.
The unprotected region allows for shared memory and communication with other secure processes
as well as untrusted components. It is the responsibility of an application to partition its code

and data accordingly. Besides enter_aegis and exit_aegis instructions that enable and disable
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the processor’s trusted execution (TE) mode, AEGIS also provides a sign_msg instruction. This
can be used to produce a signature over a message and a hash of the TE region. The signature
is generated using the processor’s secret key. This allows TE code to send data, e.g. results of
a computation over untrusted communication channels, and the receiving party to verify that the

message is genuine.

In contrast to XOM’s MAC-based integrity verification, AEGIS uses Merkle trees [221] to detect
integrity violations of data loaded from external memory in order to protect against memory replay

attacks that XOM cannot protect against.

AEGIS also proposes an optional additional security kernel, a trusted operating system component
that is higher privileged than the rest of the OS. AEGIS computes a hash over the security kernel
when its loaded at startup to allow users to verify its integrity which subsequently is protected by
AEGIS itself. This allows AEGIS to implement functionality such as the signing of messages from
TE code in software. However, this assumes trust in the security kernel and therefore increases the

TCB size.

SP. Lee et al. [201] propose the secret-protected (SP) architecture. In contrast to XOM, AEGIS,
and Intel SGX, it does not require factory-provided device secrets. Instead it aims to provide support
for binding sensitive data to a user and across devices rather than to a specific device. SP supports
Concealed Execution Environments (CEEs) similar to the TEEs provided by the previously discussed
architectures. CEEs provide integrity protection for application code and protect confidentiality and

integrity of application state in registers, caches, and external memory.

User secrets can only be accessed via a Trusted Software Module (TSM). The TSM runs in isolation
from the rest of the system, including the OS. All user secrets are protected via a user-specific
hierarchical key chain that contains encrypted keys associated with a user. The root of the chain, the
User Master Key, can be used to decrypt and access specific user keys. Only TSMs have access to
the master key at runtime. To provide a device with a master key, SP assumes a secure I/O channel
through which a user provides the key or a passphrase from which the key can be determined. The
TSM exposes a set of functions that rely on access to a user key to applications, e.g. to sign a message
or to encrypt or decrypt data, without revealing the user secret itself. By using TSMs and secure I/O
to provide users’ master keys, SP avoids relying on a device-specific secret and instead allow secrets

to be bound to users and to be shared across devices.
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Arm TrustZone. TrustZone [14]is a security extension for Arm CPUs. TrustZone divides execution
into two worlds, the Normal World, and the Secure World. For the execution of code in either world,
the CPU explicitly switches to a corresponding mode. Physical memory is divided correspondingly.
In addition, TrustZone implementations provide on-chip static RAM. In contrast to regular DRAM,
this memory is not accessible from outside the chip itself and is therefore protected against physical
attacks. It should be noted, that the size of this on-chip memory on currently available TrustZone

implementations is limited and ranges from 72 KB to 512 KB [377].

Code run in the Secure World is strictly higher privileged than code in the Normal World. It has full
control over code and data residing in the Normal World. Data within the Secure World is inaccessible
from the Normal World. While it is possible to jump to arbitrary locations in the Normal World from
the Secure World, transitions in the opposite direction are only possible via a special Secure Monitor
Call instruction. Critical security-sensitive data can therefore be kept and processed in the Secure
World by a small OS kernel. A special processor Non-Secure (NS) bit indicates the current security
mode. The NS bit is transmitted with every transaction over the system bus. This allows both external

memory and other peripherals to provide distinct address spaces for both worlds.

As a result of this design, code running in the Secure World is inherently trusted to be non-malicious
as it has full control over the regular OS and other code and data running and residing in the Normal
World. A common use case is that of a security monitor which can detect anomalies in the Normal
World. Another difference to Intel SGX is that TrustZone has a single secure compartment. While
it is possible to run multiple trusted applications alongside each other in the Secure World, they all
run with high privileges and increase the TCB size. However, there have been many proposals to

implement enclave-like TEEs on top of TrustZone [45, 48, 110, 147, 165, 182, 375].

For example, vTZ [165] adds support for virtualised guest TEEs. Together with the hypervisor, VMs
still run in the Normal World but can make use of such guest TEEs to execute sensitive code in
isolation. These guest TEEs run in a special VM in the Normal World that is protected by vIZ
via a small monitor running in the Secure World. For this, vI'Z interposes memory mappings and
world switches attempted by VMs to emulate them by transferring control to the corresponding guest
TEE and vice versa. Komodo [110] proposes the use of TrustZone to implement SGX-like TEEs in
software to decouple SGX’s core mechanisms such as memory encryption, address space isolation,

and attestation from the hardware. Komodo implements these features via a formally verified security
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module that runs in TrustZone’s Secure World. One stated advantage of this approach is that new
features can be added more easily as they can be implemented without hardware changes or microcode

updates.

Bastion [58] extends previous proposals by introducing a hardware-protected trusted hypervisor.
The launch and in-memory state of the hypervisor is protected by the CPU against both software
and hardware attacks. The hypervisor is used to securely launch and manage secure isolated TSMs.
Bastion introduces new hypercall-like instructions that allow TSMs to directly communicate with
the trusted hypervisor instead of relying on an untrusted OS for hypercalls, e.g. for access to secure
storage. Through the hypervisor, TSMs can be locally and remotely attested to. TSMs are confined
to a single address space and a single thread. However, Bastion supports trust domains spanning
multiple TSMs and has support for inter-TSM communication that allows passing messages via
protected registers and memory. Both hypervisor and TSM memory is encrypted, integrity-, and
freshness-protected via memory encryption and hashing engines in between the CPU’s last-level

cache and the main memory controller.

HyperWall [323] is an architecture that specifically aims to protect VMs against an untrusted
hypervisor. It introduces virtualisation extensions that can protect guest memory from unauthorised
access from a hypervisor as well as DMA. It does not protect against hardware attacks such as
bus snooping and cold boot attacks. HyperWall allows hypervisors to manage and set up VMs but
protect VMs at runtime according to security policies specified by VM owners. For this, page tables
are left to be managed by the hypervisor, but HyperWall introduces separate Confidentiality and
Integrity Protection (CIP) tables stored in processor-reserved memory. CIP tables contain entries
for guest memory pages that indicate whether they should be accessible by the hypervisor or via
DMA, e.g. for access to I/O buffers, both, or none. HyperWall extends the MMU to enforce these
CIP constraints. As some of the previous designs, HyperWall processors have a unique secret key
burnt in at manufacturing time used to support remote attestation of VMs and their CIP tables. An
encryption key and a hash key are generated on every boot that are used to encrypt and protect register
state of VMs on interrupts so that it can be stored by the hypervisor and later restored when a VM is

resumed.

SecureME [71] is another secure hardware-software co-design consisting of a secure processor and

a thin trusted hypervisor that provides isolated execution environments for processes. Similar to
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Overshadow and SP? (see Section 2.2.2), SecureME implements memory cloaking. Application
pages are encrypted and integrity-protected in memory and transparently decrypted by the CPU
when accessed from an application context. An OS can access application pages, e.g. to implement
paging, but only in encrypted form. SecureME implements this efficiently by temporarily disabling
the processor’s cryptographic engine responsible for encryption and integrity protection. Integrity
protection is implemented using a Merkle tree over main memory contents of which the root node
is stored on-chip. Applications and the OS are assigned a unique hardware identifier (HID) by the
hypervisor. The hypervisor stores and restores HIDs on context switches and SecureME uses the
HID to determine the current execution context to implement access control and to selectively disable
or enable features of the cryptographic engine. SecureME requires instrumentation of OS code and
introduces two new instructions for the initialisation and copying of application pages. It keeps track
of copied pages in order to deal with subsequent integrity verification failures when accessing a
copied page and trigger re-encryption and re-computation of related Merkle tree nodes. In addition,
SecureME supports shared pages across HIDs to enable protected applications to communicate with
each other and with the untrusted OS via system calls. It leaves it up the application to protect

messages and system call arguments.

SecureBlue++ [32] is a secure processor architecture by IBM. Similar to Intel SGX, it allows for
the isolated execution of parts of an application and assumes applications to consist of an untrusted
and a trusted component. The untrusted component is responsible for setting up the protected region
consisting of encrypted code and data. It also handles communication with the trusted component via
buffers in untrusted memory. The CPU enters a special secure mode for the execution of trusted code
via a dedicated enter instruction invoked by the untrusted code. The trusted region is encrypted via an
application-specific encryption key, and requires an integrity tree to be provided by the application
owner. Therefore, SecureBlue++ guarantees the confidentiality of all trusted code and data. The enter
instruction takes the encryption key and the root hash of the integrity tree as arguments which allows
the CPU to decrypt and integrity-check trusted code and data when they are loaded into the last-level
cache. The arguments are in turn encrypted using a device-specific public key. Hardware interrupts
cause SecureBlue++ to save confidential state such as register contents and the current encryption
key and integrity tree root hash. A unique secure region identifier is stored in a new register and can
be used by the OS to instruct the CPU to restore the secure execution context and re-enter secure

mode after an interrupt has been handled. Besides protecting secure regions from external software
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and hardware attacks, SecureBlue++ also provides protection against some application vulnerabilities
such as stack and buffer overflows. For this, it divides secure regions into code and data regions and

enforces them to be read only and non-executable, respectively.

Ascend, Phantom, and GhostRider. Ascend [113] is a secure processor architecture with built-in
support for oblivious RAM to address the leakage of sensitive data via memory access patterns.
Ascend ensures that the execution of any instruction results in the same amount of data-independent
work, and hides timing patterns by accessing external memory at fixed time intervals and with a
fixed I/O rate. Ascend implements Path ORAM [317] to hide spatial memory access patterns. The
processor has a device-specific secret public/private key pair. In order to execute an algorithm securely
on an Ascend-based platform, a remote user first sends user-provided inputs encrypted with the public
key and, if required, the algorithm itself. It also specifies the number of cycles that should be spent on
the computation. Ascend then initialises ORAM to store the algorithm, the user-provided input, and
optionally server-side input. An untrusted server application can then instruct Ascend to compute the
algorithm. To avoid leakage, Ascend itself does not reveal the completion of a computation but instead
uses up the requested number of cycles. The encrypted program state is then sent back to the user. The
user decrypts the program state to verify its completion. In contrast to previous architectures, Ascend
provides stronger protection by making program execution oblivious. However, secure execution is

restricted to applications that don’t require any 1/O.

Phantom [212] is another architecture that uses Path ORAM for oblivious program execution following
the same approach and design goals as Ascend. Similar to Ascend, an application and user inputs
are provided as an encrypted ORAM image. A loader sets up the ORAM, executes the program

obliviously, and returns the resulting ORAM image after a fixed number of cycles.

GhostRider [208] extends Phantom to incorporate non-oblivious encrypted RAM (ERAM) for non-
sensitive application data to speed up program execution. GhostRider provides a dedicated compiler
and uses program analysis to make use of ERAM efficiently without leaking additional information,

e.g. when an array is always accessed sequentially and in full.

Iso-X [106] is a secure processor architecture comparable to Intel SGX and SecureBlue++ that
provides TEEs for software modules. For this, Iso-X extends the ISA with instructions to add pages

to a protected compartment, to initialise, enter, and leave compartments, for attestation, and to resume
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execution after interrupts. Iso-X allows compartment pages to reside anywhere in DRAM and does
not require a dedicated fixed-size protected memory region such as the EPC of Intel SGX. Only a
compartment table with metadata on all active compartments and a membership vector that indicates
whether a physical page belongs to a compartment are stored in processor-reserved memory. Every
compartment has an additional Compartment Page Table (CPT) containing virtual-to-physical page
mappings for compartment pages. CPTs can only be accessed by hardware and are used to protect
against malicious page table changes by system software. A Compartment Metadata Page within each
compartment is used to store compartment-specific metadata such as a public key and a certificate
generated by Iso-X during initialisation usable for secure communication and remote attestation. It is
also used to store confidential CPU state during interrupt handling. In contrast to SGX, Iso-X does
not consider physical attacks in its threat model and includes both DRAM and system buses in its
TCB. As a consequence, Iso-X does not encrypt and integrity-protect main memory, and does not

support OS paging.

Sanctum [79] provides side-channel resistant enclaves. It follows a similar TEE approach as Intel
SGX, Iso-X and SecureBlue++ for the secure execution of software modules. Unlike SGX, Sanctum
excludes physical attacks from its threat model, and relies on a trusted security monitor implemented
in software. It runs at the highest privilege level and implements similar tasks to SGX’s microcode,
e.g. to provide primitives for untrusted software to interact with enclaves. Sanctum requires processor-
reserved memory for both the security monitor and for enclave memory. To prevent page-table based
side channels, it uses per-enclave page tables and page fault handlers that are isolated from system
software. In contrast to SGX, enclaves can install custom interrupt handlers. Hardware exceptions
that occur during the execution of enclave code are caught by the security monitor and forwarded to
the enclave. To remove cache side channels, Sanctum clears per-core caches on enclave transitions
and partitions the shared last-level cache using cache colouring [187] to isolate enclave cache lines.
Keystone [188] is an open-source hardware project built on top of Sanctum that aims to allow for

customisable TEEs, i.e. TEEs optimised for specific application needs.

MI6 [38] further extends the design of Sanctum to protect against a broader class of side-channel
attacks while supporting speculative out-of-order execution. Like Sanctum, MI6 incorporates a
security monitor, cache set partitioning, and per-enclave page tables. In contrast to Sanctum, MI6

also protects against cache coherence and DRAM controller bandwidth side channels. Furthermore, it
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introduces a new purge instruction to flush all microarchitectural state used by the security monitor to
implement secure context switches. This includes out-of-order buffers and queues as well as branch

predictor structures to prevent side channels based on speculative execution.

OASIS [248] is an architecture design that provides trusted execution with minimal architectural
changes. It restricts protected memory to CPU caches based on previous work [350] that provides
isolated execution environments on commodity CPUs by using Cache-as-RAM (CAR) [211] and
therefore can exclude external main memory and system buses from its TCB. OASIS uses a PUF to
derive a device-specific secret key used as a root of trust during attestation and the deployment of
protected modules. OASIS extends the ISA with instructions to set up platform keys derived from
the PUF, and to set up and launch the secure execution of a software module. OASIS assumes that
applications including both code and data fit into the CPU cache. Before execution, the CAR is cleared,
all hardware interrupts are disabled, and the plaintext program code is loaded. Sensitive user inputs
are provided in encrypted form and can be bound to a hash of the program code. OASIS verifies that
the hash matches the current program and decrypt inputs via an unbind instruction. Correspondingly,
a bind instruction can be used to encrypt output data and binding it to the hash of the program it

originates from for verification by a user upon receiving the result.

The large number and the variety of TEE technologies presented in this section reflects the interest
in TEEs both in academia and industry. The ongoing research on new CPU architectures and TEE
extensions shows that existing commodity TEE technologies such as Intel SGX have limitations
that should be addressed in future versions and newly developed TEE technologies. Newer TEE
approaches such as Sanctum [79], MI6 [38], and OASIS [248] particularly focus on the prevention of

side channels.

While acknowledging its limitations, in this thesis we choose Intel SGX as TEE technology for two
main reasons: (i) it is available as part of commodity CPUs; and (ii) it is one of the most complete
TEE technologies, offering capabilities such as remote attestation, sealing, paging, and support for
multiple compartments, that are essential for complex TEE applications and the systems discussed in

this thesis. The following section will present Intel SGX in detail.
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2.4.2 Intel SGX

This section introduces Intel Software Guard Extensions (SGX). It discusses the internals of SGX,
how SGX is used, and its implications, e.g. on the performance of isolated applications. As described
in Chapter 1, Intel SGX is an instruction set extension first introduced in the Skylake generation
of Intel x86 CPUs. It allows for the creation of isolated regions in memory, so called enclaves and
for the secure execution of code within these enclaves. We focus on Intel SGX as it is available on
commodity CPUs and its concept of protected but unprivileged enclaves matches the scenario of

mutually distrusting cloud and service providers.

2.4.2.1 Isolation

The key concept of Intel SGX, as with other TEE:s, is the isolation of code and data in memory and at
runtime. With Intel SGX, the CPU can be in one of two modes, in enclave mode or in normal mode.
When the CPU enters an enclave and with that transitions into enclave mode, it exclusively executes
instructions from that enclave. Fetching instructions from outside the enclave will cause a general
protection fault. Similarly, an enclave can only be entered from the outside via specific instructions at

pre-defined entry points. Any interrupt causes an enclave exit and a switch to normal mode.

CPU state such as register values will be saved on exit and reset to a synthetic state in order to not

reveal any enclave secrets.! Similarly, the CPU’s L1 data cache is flushed on every exit.

Enclave memory resides in an isolated, contiguous region of physical memory, the Enclave Page
Cache (EPC). The EPC is shared by multiple enclaves, with every enclave corresponding to a
contiguous region of virtual memory within its host process. The mapping from virtual addresses
to physical addresses within the EPC is managed via the regular page tables under the control of
the host. However, the EPC itself cannot directly be accessed by system software. SGX tracks EPC
pages and their virtual-to-physical address mappings via per-page entries in the Enclave Page Cache
Map (EPCM). The EPCM is used by the CPU for access control checks for EPC pages as part of
address translation. Enclave code can only access EPC memory associated with the same enclave.

In addition, enclave code can directly read and write unprotected memory within the virtual address

10n enclave exits initiated by enclave code, clearing register values is the responsibility of the enclave code.
2This behaviour has been introduced as a microcode update in response to a number of cache-based microarchitectural
side-channel attacks such as Foreshadow [174].
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Fig. 2.8: Intel SGX EPC and EPCM in processor-reserved memory (PRM)

space of its host process. In contrast, untrusted code attempting to reading data from an enclave’s

address range results in abort semantics, i.e. all-one bytes are returned.

Both the EPCM and the EPC are assumed to be protected. However, the Intel SGX specification
does not prescribe a specific EPC implementation. In practice, current SGX implementations use
part of the system’s DRAM as EPC memory as illustrated in Fig. 2.8. For this, a subset of DRAM is
configured to serve as processor-reserved memory (PRM) which then holds EPC pages as well as
the EPCM. As the DRAM in itself is not trusted in SGX’s threat model, current CPUs incorporate a
Memory Encryption Engine (MEE) as an extension of the memory controller (MC) which guarantees

confidentiality, integrity, and freshness of EPC pages in DRAM.

All EPC memory in DRAM is encrypted and is only decrypted by the MEE when it is loaded into
a CPU cache line. To protect integrity and freshness, the MEE computes Message Authentication
Codes (MACs) over chunks of PRM memory of the size of a cache line (64 B), and generates nonces
on every write. MAC tags are stored together with the data, while the corresponding nonces are stored
in an integrity tree. All nodes of this tree except for the root node are themselves stored in the PRM
and have corresponding MAC tags. Only the root is stored on-die and therefore can be trusted [149].
Any time a cache line is loaded from DRAM into the CPU cache, the MEE uses the MAC tag and the

integrity tree to verify its integrity and its freshness, i.e. that the read data represents the most recently
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Fig. 2.9: Effect of MEE and EPC paging on memory read and write throughput, measured with
bandwidth64 [312]

written version. Any violation prevents the MC from performing any further address translations,

effectively halting the system.

The MEE has a significant impact on SGX performance. Fig. 2.9 shows the results of a single-core

microbenchmark in which an in-memory buffer of varying sizes is repeatedly read from or written
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Table 2.2: SGX version 1 (leaf) instructions [176]

Instruction Leaf Description

Enclave creation
ECREATE Create an enclave.

EADD Add an EPC page to an enclave.
EEXTEND  Extend EPC page measurement.
EINIT Initialize an enclave.
Paging
ENCLS ELDB Load an EPC page in blocked state.
ELDU Load an EPC page in unblocked state.
EPA Add an EPC page to create a version array.

EREMOVE Remove an EPC page from an enclave.
EBLOCK Block an EPC page.

ETRACK Activate EBLOCK checks.

EWB Write back/invalidate an EPC page.

Debugging

EDBGRD Read data from a debug enclave by debugger.
EDBGWR Write data into a debug enclave by debugger.

Enclave lifecycle
EENTER Enter an enclave
EEXIT Exit an enclave.
ENCLU ERESUME Re-enter an enclave.
Attestation & Sealing

EGETKEY  Create a cryptographic key
EREPORT Create a cryptographic report.

to.> For buffer sizes that fully fit into the CPU caches, SGX shows no overhead. As the buffer
size approaches the size of the last-level cache (LLC) read and write throughput naturally drops but
decreases significantly more for SGX compared to native reads and writes as data that is evicted
from the LLC must be encrypted and integrity-protected by the MEE. Read throughput drops to
around 4000 MB/s (4x overhead compared to native) for sequential reads and around 1000 MB/s
(2.5x) for random reads. Write throughput drops to around 2000 Mb/s (6x) and around 870 Mb/s
(5x) for sequential and random writes, respectively. As these results show, the design of current SGX
implementations that use an MEE to be able to use parts of DRAM for the EPC can have a big impact
on SGX performance. In practice, for most applications overhead due to the MEE is offset by the

CPU caching and other bottlenecks such as I/O wait times.
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Fig. 2.10: Intel SGX enclave build process

2.4.2.2 Intel SGX Instructions

Table 2.2 shows an overview of all available SGX version 1 operations. All SGX operations are
available via two instructions, a privileged supervisor instruction ENCLS, and an unprivileged user
instruction ENCLU. The specific operation is specified as a leaf via the RAX register. For brevity, we
will treat the combination of instruction and leaf as if they were individual instructions, e.g. as if there
were explicit ECREATE or EENTER instructions. Privileged instructions are exposed to applications via

an SGX device driver.

All work described in this thesis has been done in the context of SGX version 1. SGX version 2,
available in more recent CPUs from the Gemini Lake generation onwards, extends the SGX instruction
set. Most importantly, SGX version 2 adds instructions for dynamic memory management [219]
allowing enclaves to dynamically grow and shrink at runtime, and extended virtualisation support.
Most findings and conclusions in this thesis should be applicable to both SGX version 1 and version 2.

SGX 2 will be explicitly referred to when relevant.

2.4.2.3 Enclave Setup

There are four main steps involved in setting up an enclave, illustrated in Fig. 2.10. Only after this

build process is completed, the enclave can be entered to execute enclave code.

1. First, using the ECREATE instruction, an enclave is created. ECREATE copies an SGX Enclave

Control Structure (SECS) page from a specified source address into the EPC. The SECS page

3The experiments were conducted using bandwidth64 [312] on an Intel Xeon E3-1280 v5 CPU with an L3 cache size of
8 MB and an EPC size of 128 MB.
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contains fields to specify the base address of the enclave within the virtual address space of its
host process, the size of the enclave, and a number of other attributes. The SECS page stores
enclave metadata but is not part of the enclave itself and cannot be accessed, neither by enclave

code nor by untrusted code, after enclave creation.

Throughout the enclave build process, an enclave digest MRENCLAVE is created that identifies the
code, data, and metadata of an enclave. This SHA256 hash is initialised as part of the ECREATE

instruction. This measurement is later used during enclave launch, attestation, and sealing.

2. Using the EADD instruction, source pages that can contain enclave code or data are copied into
the EPC. Every page added via EADD is associated with a specific enclave by specifying the
corresponding SECS page. The virtual address of the page as well as its security attributes,
such as read, write, and execute permissions, are stored in an EPCM entry. In addition, EADD

will compute a hash over this metadata and extend the MRENCLAVE digest.

3. EEXTEND is used to measure the actual page contents and extend MRENCLAVE. EEXTEND measures
256 bytes of enclave page contents and the corresponding offset from the enclave base. In
order to measure a whole 4KB enclave page added via EADD, EEXTEND is called 8 times for each

256-byte chunk within the page.

4. Lastly, EINIT finalises the MRENCLAVE measurement and the enclave build process. EINIT
requires three arguments: (i) a reference to the SECS page of the targeted enclave; (ii) an

enclave signature structure SIGSTRUCT; and (iii) an EINIT token structure EINITTOKEN.

SIGSTRUCT is provided by the developer of an enclave. It contains a number of fields describing
the enclave, most importantly the expected enclave measurement ENCLAVEHASH, an ATTRIBUTES
bitset specifying enclave attributes that must be set, as well as a product id ISVPRODID and a
security version number ISVSVN. ISVPRODID and ISVSVN are used to identify enclaves belonging
to the same product and are used during enclave sealing (see Section 2.4.2.6). SIGSTRUCT
also contains a signature over these fields, computed by the enclave developer, as well as the

corresponding public key.

EINITTOKEN is a token that proves that an enclave is permitted to launch. Only with a valid init
token, EINIT will succeed and finalise the enclave build process. An init token can be obtained

from a launch enclave. With SGX version 1, the launch enclave is one of a number of Intel-
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provided system enclaves with special privileges. Based on a provided SIGSTRUCT structure
and the launch enclave’s launch control policy, the launch enclave decides whether or not an
enclave should be permitted to launch, e.g. based on a whitelist of enclave measurements and
signing authorities, and to generate a corresponding init token. With SGX 2, Intel introduced a
Flexible Launch Control feature that allows platform providers to implement their own launch

enclaves with custom policies.

When executing EINIT, the CPU performs a number of steps. It (i) verifies that SIGSTRUCT
has been signed with the enclosed public key; (ii) check that the finalised MRENCLAVE hash
matches the ENCLAVEHASH of SIGSTRUCT; (iii) checks that the enclave’s attributes match the ones
requested as part of SIGSTRUCT; (iv) verifies the validity of the init token and that it corresponds
to the targeted enclave and the provided SIGSTRUCT; and (v) updates the enclave’s SECS page
to store the enclave’s ISVPRODID, ISVSVN, MRENCLAVE, and MRSIGNER values, and to mark it as
initialised. The MRSIGNER field is a digest of the signing authority’s public key provided as part

of SIGSTRUCT.

Once the enclave has been initialised via EINIT, it can be entered. At this point, enclave memory
can no longer be modified from the outside. With SGX 1, only writeable pages can be modified by
enclave code but changes to page metadata such as permissions and the removal or addition of pages
are not possible. SGX 2 adds new instructions that allow these modifications. Any access to addresses
within the enclave from untrusted code results in abort page semantics, i.e. read accesses will return
all-one bytes, and write accesses are ignored. For debug purposes, enclaves can be marked as debug
enclaves via the SECS ATTRIBUTES field. This allows enclave memory to be read and written to via

the corresponding debug instructions EDBGRD and EDBGWR.

2.4.2.4 Paging

At the time of writing, CPUs with SGX have a maximum EPC size of 128 MB of which a subset is
used for internal metadata, resulting in a usable amount of memory of approximately 92 MB. As
with regular pages, Intel SGX leaves it up to the host system to manage page table entries for SGX
pages. This is required in order to allow for EPC paging. EPC pages can be paged out to regular main

memory, allowing one or more enclaves to be larger than the EPC itself.
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As the EPC cannot directly be accessed by untrusted code, SGX provides a set of paging instructions.
For an eviction, EBLOCK and ETRACK are used to block an EPC page and prevent new virtual to physical
address mappings, and to remove old mappings for the page, respectively. With the EWB instruction,
an enclave page can then be securely evicted. For this, the CPU encrypts the page and writes it to
unprotected memory. It also assigns the evicted page a version number and computes a Message
Authentication Code (MAC) over it which are both stored along with the page itself. SGX keeps track

of versions of evicted pages in a special Version Array (VA) page in EPC memory.

An evicted page can be loaded back into EPC memory, e.g. after the CPU signals a page fault, using
the ELDU or ELDB instruction. They load the evicted page back into EPC memory and leave it in an
unblocked or blocked state, respectively. They also verify that the page contents match the MAC to
detect whether a page has been tampered with, and that the page corresponds to the latest evicted

version to prevent replay attacks. Any verification failure causes the CPU to halt.

As aresult, EPC paging incurs a significant performance overhead. A page fault for an enclave page
will result in (i) a transition from the CPU’s enclave mode to normal mode; (ii) the eviction of a page
currently residing in the EPC as described above; (iii) the loading of the accessed, currently evicted
page back into EPC memory as described above; and (iv) transitioning back to enclave mode. The
impact of this can be seen in Fig. 2.9 (see Section 2.4.2.1) which shows the memory throughput for
repeated sequential and random memory reads and writes to a buffer in EPC memory. As soon as the
buffer size exceeds the available 92 MB of EPC memory on currently available CPUs, throughput
drops from ~3800 MB/s to ~225 MB/s and from ~1900 MB/s to ~220 MB/s for sequential reads and
writes, respectively. For random accesses, throughput drops from ~1050 MB/s to ~120 MB/s and

from ~870 MB/s to ~110 MB/s for reads and writes, respectively.

Futures versions of Intel SGX will have larger EPC sizes [303] and might improve EPC paging
performance. In this thesis, we will evaluate performance of the presented systems both with SGX
hardware and the current EPC limitations, and with simulations to approximate performance for larger

EPC sizes in the future.

2.4.2.5 Enclave Lifecycle

Once an enclave has been created and initialised, an enclave can be entered with EENTER and enclave

code can be executed. On executing EENTER, the CPU transitions into enclave mode and transfers
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control to code within the enclave. The exact point of entry is specified by referencing a Thread
Control Structure (TCS) page that is stored within the enclave itself. TCS pages are special enclave
pages that once added to an enclave cannot be accessed.* During enclave creation, one or more
TCS pages can be added to an enclave. Every TCS page can be used by at most one thread at once.
Therefore, the number of TCS pages determines the maximum number of threads that can enter an

enclave simultaneously.

A TCS page contains a number of fields. Most importantly, the OENTRY field of the TCS structure
specifies an offset from the enclave’s base to which control is transferred to on EENTER. Other fields
include OFSBASGX and 0GSBASGX to specify offsets into the enclave used to set the FS and GS segment
base addresses, and the 0SSA and NSSA fields. 0SSA specifies the offset of the Stack Save Area (SSA)
stack, and NSSA specifies the total number of available slots for SSA frames on this stack. The SSA
is used by the CPU to save an enclave thread’s state on interrupts before clearing the CPU state and
transitioning back to normal mode. By requiring to specify a TCS page on EENTER, SGX enforces that

an enclave can only be entered via predefined entry points.

There are two ways to exit an enclave. First, enclave code can explicitly exit an enclave by executing
the EEXIT instruction. This is typically used when (i) the current thread or the enclave as a whole
should terminate; or (ii) control should be (temporarily) transferred to code running outside of the
enclave. EEXIT allows to specify a target address in untrusted memory to which control will be
transferred to after exiting the enclave. With EEXIT it is the responsibility of enclave code to clean
up CPU state. Register contents are not changed by SGX and can be used to pass arguments to the
outside code. Consequently, registers containing sensitive data must be cleared by enclave code before

executing EEXIT.

Secondly, hardware and software interrupts can cause so called asynchronous exits (AEX). Examples
are page faults, segmentation faults, or illegal instruction exceptions caused by the execution of
enclave instructions, or interrupts caused by peripherals or the host OS such as I/O or timer interrupts.
Before the CPU exits the enclave, it saves potentially sensitive CPU state in the SSA before leaving
the enclave. On an AEX, control is first transferred to the host OS to handle an interrupt. Subsequently,
control is transferred to an AEX handler. The AEX handler is untrusted code and is specified for every

thread when entering an enclave as an argument to EENTER.

4apart from the FLAGS field, accessible in debug enclaves
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In order to resume execution inside the enclave, the AEX handler can use ERESUME. ERESUME re-
stores the CPU state from the SSA and then continues execution from the point at which the AEX

happened’.

SGX allows for reentrancy, i.e. re-entering the enclave via EENTER after an asynchronous exit by
allowing for multiple SSA frames to exist for one TCS. On an AEX, the CPU increments the CSSA
field in a TCS page that keeps track of the number of SSA frames currently in use. If another AEX
happens after re-entering an enclave via EENTER during a previous AEX, the CPU automatically stores
CPU state in the next available SSA frame. Reentrancy is useful in a number of cases. For example, it
allows for in-enclave signal handling where an enclave instruction causes an exception and an AEX.
The enclave can be re-entered on the same TCS via EENTER in order to react to the signal and then

leave the enclave again, before resuming regular enclave execution via ERESUME.

Entering and exiting an enclave and as a consequence AEX are expensive operations and frequent
transitions can impact the performance of enclave applications. Leaving and re-entering an enclaves

takes around 10,000 CPU cycles [244, 362].

2.4.2.6 Sealing

SGX allows for the sealing of enclave data. Sealing refers to the encryption and integrity protection
of data that leaves an enclave temporarily to be read again at a later time by the same or another
compatible enclave. For example, enclave code might want to persist sensitive data on an untrusted
host between restarts. The EGETKEY instruction can be used to generate a cryptographic sealing
key. It supports two types of sealing keys: (i) sealing keys that are bound to the MRENCLAVE enclave
identity for data that should only be accessible by enclaves with exactly the same MRENCLAVE hash;
and (ii) sealing keys that are bound to the signing authority identified by MRSIGNER, the product id
ISVPRODID, and the security version ISVSVN. These keys can be regenerated by enclaves with the same
MRSIGNER and ISVPRODID values, and a ISVSVN version equal or higher to the one requested. This
allows updated enclave software to access data that has been sealed by an earlier version of the same

software. It is up to the enclave software to use the key to encrypt and integrity-protect data.
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Fig. 2.11: Local and remote attestation with Intel SGX

2.4.2.7 Attestation

Similar to TPMs, Intel SGX allows for the attestation of an enclave in order to prove that an enclave
has been initialised and configured correctly, and that it is a genuine hardware-protected Intel SGX

enclave. Fig. 2.11 illustrates both local and remote attestation.

Local attestation

Local attestation allows one enclave (target enclave) to verify another enclave (source enclave) on the

same platform. This involves a number of steps.

1. The source enclave obtains a TARGETINFO structure that contains information about the target en-
clave the report should be generated for. Most importantly it contains the enclave measurement

MRENCLAVE of the target enclave and the target’s enclaves attributes.

2. The source enclave uses the EREPORT instruction to generate a cryptographic report for the target
enclave by providing the TARGETINFO structure as an argument. It can decide to include up to

64 byte of additional data as part of the report by providing a REPORTDATA argument.

EREPORT will then (i) generate a report key for the target enclave; (ii) assemble a report of the
source enclave based on its SECS page including the enclave’s measurement, signing authority
and attributes, and the REPORTDATA; and (iii) compute a cryptographic hash over the report and

add it to the report structure.

3. The generated report is sent to the target enclave.

5The RIP register value, that holds the instruction pointer, itself is stored in the SSA. As the SSA is accessible from
enclave code it is possible to modify it during an AEX and therefore modify where execution continues.
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4. The target enclave uses EGETKEY to obtain its own report key, the same key the CPU used as

part of EREPORT executed in the source enclave.

5. The target enclave recomputes a hash over the report with its report key and verifies that
it matches the hash attached to the report. It then checks whether the report matches its

expectations, e.g. whether the source enclave has a specific MRENCLAVE or MRSIGNER value.

Using this process, the target enclave can establish trust in the source enclave. A typical scenario is
that of mutual attestation in which this process is repeated with the target and source enclave switching
roles in order to establish trust in each other. The report data can be used to exchange public keys

allowing the enclaves to subsequently establish a secure communication channel.

Remote attestation

Remote attestation is used when verifying an enclave on a different host. It involves a quoting enclave,
another privileged system enclave. To create a report for a remote party, an enclave can obtain a guote
from the quoting enclave. For this, it generates a report using the local attestation process described
above with the quoting enclave as a target. The quoting enclave then verifies the report and replaces
the cryptographic hash with a new signature. This signature is created using a special device-specific

Intel Enhanced Privacy ID (EPID) key.

EPID [49] is a group signature scheme that allows a remote party to verify that the key owner is a
member of a larger EPID group without being able to identify the specific group member. Every
SGX-enabled CPU is assigned to an EPID group at manufacturing time. The EPID scheme allows
Intel SGX CPUs to prove that they are genuine and to sign data without revealing the platform

identity.

The quote can then be sent to a remote party. In order to verify that the quote has been generated on a
genuine Intel SGX platform, it can be sent to an Intel Attestation Service (1AS) [12] for verification.
The IAS is an Intel-provided service for the verification of enclave quotes based on their EPID
signatures.” The IAS responds with an attestation report that not only verifies the validity of the quote
but also contains information on the state of the platform itself. Every report contains a CPU security

version number field CPUSVN identifying the version of the CPU’s microcode. If the microcode is

SDall et al. [84] have shown that the EPID scheme is not fully anonymous and cannot uphold its unlinkability guarantee.
7With SGX 2 and Flexible Launch Control, Intel has also introduced Third Party Attestation, allowing third parties to
provide their own attestation infrastructure [287].
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out-of-date, the attestation report indicates this. Similarly, the attestation report contains information
on platform configurations that are considered insecure. For example, following the Foreshadow [345]
attack that relies on hyperthreading, the IAS reports that a platform configuration change is needed
when an enclave runs on a platform with hyperthreading enabled. As a lot of attacks (discussed in
Section 2.4.3) rely on running attack software on a co-located virtual core, verifying the IAS report

before provisioning enclave secrets is vital for application security.

Depending on the IAS response and the enclave report itself, a remote party decides whether an
enclave is sufficiently protected and trustworthy. As described previously, the report’s REPORTDATA
field can be used to exchange data specific to the enclave such as a public key for establishing a secure

communication channel with the enclave.

2.4.2.8 Illegal Instructions

Besides the previously discussed restrictions such as not being able to fetch instructions from untrusted
memory while in enclave mode and running in ring 3, there are a number of other restrictions for
enclave code [176]. Most importantly, instructions that would result in a change of the privilege
level such as SYSCALL and INT are not permitted within enclave code. Typically these are used to
invoke operating system functionality. In case an enclave application requires host OS functionality, it
therefore has to call out of the enclave instead. Any ring 3 I/O instructions such as IN or OUT are also

considered illegal.

Other instructions that are commonly used by applications that are illegal within SGX enclaves and
therefore require special considerations are CPUID, RDTSC, and RDTSCP. The latter two are no longer
illegal in SGX 2. For application code that relies on these instructions, either the code has to be
modified to replace these, e.g. by ocalls to perform them outside of the enclave, or the instructions
have to be emulated by catching the resulting illegal instruction exception. Section 3 discusses this

approach in more detail.

2.4.3 TEE Attacks and Mitigations

Intel SGX and other TEE technologies aim to protect the confidentiality and integrity of software
and data even in the presence of a powerful adversary with physical access to the machine and full

control over system software. However, there have been a number of attacks that have shown that
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currently available TEE implementations such as Intel SGX are not free from vulnerabilities and do
not protect against all attacks. In this section, we discuss these vulnerabilities, attacks, and potential

mitigations.

2.4.3.1 Interface-Based Attacks

The host interface is the most obvious attack vector of an enclave as it is the only point of direct
interaction. It is defined as the set of all supported ecalls and ocalls plus any other means of
communication between untrusted code and an enclave, e.g. via shared buffers in untrusted memory.
Sensitive data entering and leaving the enclave via the host interface can be observed, manipulated, or
imitated by an adversary in control of the untrusted system. Therefore, any data transmitted between
an enclave and another trusted party should be encrypted and integrity-protected. However, there are

other types of interface-based attacks that are still possible.

Iago attacks are attacks by a malicious kernel in order to manipulate a trusted application’s state or
trick it into exposing sensitive application data. Checkoway and Shacham [62] introduce lago attacks
in the context of systems that allow to run application securely on an untrusted operating system, such
as Overshadow (see Section 2.2.2). These systems prevent the untrusted OS from directly accessing
application memory. However, system calls are still relayed to and performed by the untrusted OS. As
Intel SGX enclaves are unprivileged, it is common for enclave applications to have a similar interface
to access host OS functionality. By carefully choosing return values passed back to the enclave, an
adversary can influence an enclave’s behaviour. For example, Checkoway and Shacham show that
carefully choosing a sequence of return values for the getpid system call allows a connection replay
attack against an Apache server with mod_ss1. Whenever enclave code relies on return values or other
arguments originating from the untrusted system, there is an attached risk that an incorrect value
is returned to trigger unintended enclave behaviour. Note that in this case the enclave cannot rely
on encryption and generic integrity protection as for input data coming from another trusted source.
Instead, it has to employ specific integrity checks depending on the semantics of the individual call.

We discuss these types of attacks in more detail in Chapter 3.

Freshness attacks. Another type of attack is one that violates the freshness of enclave data. Intel
SGX itself does not provide any secure persistent storage. As discussed in Section 2.4.2.6, Intel

SGX provides sealing capabilities to encrypt data and bind it to an enclave or a signing authority
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before passing it to the untrusted host for temporary storage. When it is returned later on, only an
enclave with the same signature or signing authority can decrypt and access the data. This prevents
and adversary from tampering with the sealed data. However, in so called rollback attacks an attacker
replaces genuine sealed data with an older version. As the data has been originally sealed by the same
enclave, it is considered valid. Enclave code must take additional precautions to prevent such attacks,
e.g. by associating each sealed data item with a nonce and keeping track of the nonce of the most
recently stored version in-memory. That way, a rollback attack can be detected by checking the nonce

when data is requested from the host.

Guaranteeing the freshness of data across enclaves or multiple runs of the same enclave is more
difficult as metadata such as nonces cannot be kept securely in-memory across runs. A commonly
proposed solution is to use a trusted monotonic counter, i.e. a counter that monotonically increases,
and that can be trusted to not be tampered with by an adversary. One option is to use the trusted
counter provided by the Intel Management Engine (ME) [177], an always-on subsystem within Intel
processors intended for system management purposes. However, research has shown that access to the
counter is slow and that the non-volatile memory backing the counter can wear out within days [318].
Other proposals use trusted clients [42] or a set of distributed enclaves [24, 213] to keep track of

freshness metadata.

Note that freshness must also be protected for data from trusted sources. An adversary might launch
replay attacks in which an adversary forwards a genuine message from a trusted source to the enclave
more than once. In order to detect replay attacks, messages might include nonces and session keys
are used for message encryption that are only valid during the lifetime of an enclave instance. This
prevents replay attacks across multiple runs of the same enclave or forking attacks in which an enclave
is instantiated multiple times and messages are selectively passed on to one of them or is replayed

across enclaves.

We address the problem of freshness protection in the context of high-frequency database transactions

in Chapter 5.

Passive attacks. The previously described attacks actively attempt to violate the integrity of enclave
data and computations or to trick the enclave into exposing confidential data. However, an adversary
might also be able to learn confidential information from observing enclave ocalls and their arguments.

SGX-Bleed [202] is a subtle attack that exploits the use of insufficiently initialised data structures by
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enclave code that are subsequently copied to untrusted memory as ocall arguments. More specifically,
memory that previously contained confidential data might be reused to store a non-confidential data
structure. Even if enclave code writes to all fields of the structure, some confidential memory might
remain untouched if the structure contains buffers that are only partially overwritten or padding bytes
that are left untouched. When the structure is subsequently used as an ocall argument, it is copied to

untrusted memory and exposes the confidential data stored in uninitialised memory.

In other cases, information is implicitly leaked as part of an ocall. For example, the Intel SGX SDK
provides a Protected File System Library (PFSL) [173] that can be used by enclave code to store files
on the host file system and that automatically encrypt and integrity-protect file contents. However,
metadata such as file names, file sizes, and directory structures, are directly exposed to the host OS
and can be used to infer sensitive information about in-enclave operations. In-enclave file system
implementations such as SGX-FS [52] address this problem by implementing file operations inside
the enclave and only exposing a small host interface for reading and writing data stored on disk.
However, the order and the size of these reads and writes still leak access patterns. Other in-enclave
file system implementations such as Obliviate [6] specifically implement file system operations in a
data oblivious manner to also hide access patterns. BesFS [302] is a library similar to PFSL that uses

the host file system but that is provably secure against Iago attacks.

Other proposals extend the trusted computing base by including trusted devices. For example,
Pesos [193] makes use of kinetic disks [293] that can be accessed via Ethernet and have built-in
support for on-disk encryption and integrity protection as well as network encryption via TLS.
Therefore, an enclave application can establish a direct communication channel with the disk without
relying on the host for disk I/O. Similar approaches have been proposed for other device types such as
bluetooth devices [258], video and audio outputs [161], and GPUs [353]. Weiser et al. [359] propose
an architecture for generic trusted I/O that relies on a trusted hypervisor. The trust in the hypervisor is
established via TPM integrity measurements. The hypervisor couples devices with corresponding
device driver enclaves and ensures that all interaction with the device is done via the trusted device
driver. An enclave application can attest to the correct deployment of the driver enclave and establish
a secure communication channel to gain direct access to a device. Instead of a trusted hypervisor,
Aurora [204] proposes to use a higher-privileged trusted SMM [172] module to provide enclaves with

secure communication channels to I/O devices.
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These approaches still require interaction with the host but reduce it to the forwarding of encrypted
and integrity-protected messages between the enclave and a trusted device and with that reduce the

host interface’s complexity.

2.4.3.2 Side-Channel Attacks

While Intel has previously stated that SGX excludes side-channel attacks from its threat model, they
are a serious threat for the confidentiality of enclave data. Side-channel attacks abuse side effects of
CPU operations such as execution times or the state of CPU caches to infer confidential information.
Traditionally side-channel attacks assume an unprivileged execution context. They assume limited
control over the system and therefore have to take into account noise from the execution of other
applications, the OS, and interrupts. In contrast, Intel SGX assumes that an attacker has full control of
the system which makes side-channel attacks more viable as signal noise can be reduced significantly.
Furthermore, having control over page table mappings, context switches, and interrupts enables new

TEE-specific attacks [153, 368].

Page-table based attacks. As discussed in Section 2.4.2.4 Intel SGX leaves it up to the host
system to manage virtual to physical address page table mappings. The CPU verifies during address
translation that mappings for enclave pages are not tampered with. However, it allows EPC pages
to be paged out to DRAM and for page faults to occur and to be handled by the untrusted host
system. This creates a new page-table based side channel. By selectively paging out enclave pages, an
adversary can observe memory access patterns of enclave code based on resulting page faults. Xu et
al. demonstrate a practical attack that extras full text documents from enclave memory [368]. Other
research [344, 355] shows that enclave page accesses can also be observed without inducing page

faults by observing the access and dirty bits of page table entries.

Cache attacks. Cache-timing attacks [246, 256, 372] exploit that CPU caches are shared across
isolation boundaries, i.e. across processes or virtual machines. Cache timing attacks exploit the fact
that modern processors use set-associative caches. Each cache consists of a number of cache sets
which hold a number of cache lines. Cache lines are fixed-size memory blocks, typically 64 bytes,
loaded from main memory or a higher-level cache on a cache miss. Memory blocks are associated
with a specific cache set based on their address, i.e. a given memory block is always cached in the

same cache set. This associativity allows an attacker to e.g. forcibly evict a cache line from a target
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process by filling the corresponding cache set via loads of its own memory associated with the same

set.

Due to timing differences between CPU cache hits and cache misses an adversary can then infer
whether some target memory has recently been accessed, e.g. by measuring the execution time of
a specific victim process operation before and after evicting cache lines (Evict+Time [246]). Other
examples of cache timing attacks include Prime+Probe [246, 256] in which the cache is primed
with attacker’s data and the time is measured to re-access the same data after victim code is run,
and Flush+Reload [372] in which a specific cache line is evicted via the c1f1lush instruction and an
attacker checks whether the line is reloaded into the cache as part of a victim operation. These attacks
have been shown to enable an attacker to extract confidential information such as AES keys, even

across virtual machines in the cloud [180].

Some of these attacks rely on shared memory between attacker and victim, e.g. due the use of shared
libraries across processes or memory deduplication across VMs. Intel SGX prevents these as EPC
memory cannot be shared across enclave boundaries. However, other cache timing attacks have
been demonstrated against SGX enclaves. Gotzfried et al. [139] and Brasser et al. [43] demonstrate
Prime+Probe attacks to extract AES and RSA keys, respectively, from enclaves by scheduling an
attacker process on the same physical core via hyperthreading and using kernel-privilege CPU
performance counters for precise timing. Hihnel et al. [153] and Moghimi et al. [227] demonstrate
how having full control over the host system, including the scheduling of enclave threads, can be
leveraged to create high-resolution side channels using Prime+Probe to extract enclave secrets in a
single enclave run. MemJam [228] is an attack that exploits small timing differences in the execution of
a set of instructions based on data dependencies between them. It has a higher resolution than previous
attacks, allowing it to infer memory accesses on an intra-cache line level. The authors show that
MemlJam can extract cryptographic keys even with current constant-time crypto implementations and
that it is equally applicable to SGX enclaves. Not a cache attack, but similar in nature, Nemesis [346]
is another attack that demonstrates how microarchitectural instruction timings can be leaked by

exploiting differences in interrupt latencies.

Speculative execution attacks. Speculative execution describes the CPU behaviour of executing
instructions speculatively based on a prediction that they will be needed in the near future. Examples

are out-of-order execution and branch prediction. The main goal of speculative execution is to improve
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performance by executing multiple instructions in parallel. In the case of misprediction changes to
the CPU state are rolled back. However, recently the Meltdown [207] and Spectre [191] attacks have
shown that speculatively executed instructions have microarchitectural side effects that are not rolled
back by the CPU. This includes memory loads into cache lines that can be inferred via regular cache
timing channels. Following these attacks, many more speculative execution based attacks have been

discovered [53, 54, 107, 181, 192, 291, 316, 345, 349].

Some of these attacks such as Spectre [65] have also been shown to be possible against Intel SGX
enclaves. The Foreshadow attack has been demonstrated to extract cryptographic keys from the Intel-
provided launch enclave and quoting enclave [345]. Branch Shadowing [203] and BranchScope [107]
target the branch target buffer and directional branch predictor, respectively, to infer taken branches on
branch instructions within enclaves. ZombieLoad [291] exploits side effects of faulting instructions
on the fill buffer, a buffer between CPU caches, and demonstrate the attack’s effectiveness on SGX

enclave code.

As these attacks show, side-channel attacks are a serious threat for TEEs. With full control over
the host OS, adversaries gain fine-grained control over enclave execution which further facilitates
such attacks. SGX-Step [343] is an attack framework that allows an attacker to single-step over
individual enclave instructions using high-frequency timing interrupts. MicroScope [308] introduces
microarchitectural replay attacks that allow an attacker to replay individual enclave instructions
and thus denoise side-channel attacks by inducing page faults. STACCO [367] is a differential
analysis framework that allows an untrusted OS to infer SSL/TLS vulnerabilities in enclave code by
collecting and analysing execution traces of enclave code based on observing page and cache line

aCCeSsSEs.

Protecting against TEE side-channel attacks. Many proposals have been made to protect against
TEE side-channel attacks such as those described in the previous sections. To protect against page-
table based attacks, SGX-LAPD [118] uses large enclaves pages to reduce the resolution of the
page-table based side channel. To ensure that the OS in fact uses large pages, SGX-LAPD deliberately
induces page faults periodically and verifies that the page fault base address is aligned with the
expected large page size. InvisiPage [3] and CoSMIX [245] implement in-enclave on-demand paging

to hide page access patterns via externally visible page faults. CoSMIX additionally provides a
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compiler that instruments memory accesses to use the in-demand paging. Shinde et al. [300] and
Sinha et al. [307] present compilers for enclave applications that add dummy page accesses to make
page accesses oblivious and hide real access patterns. Dr.SGX [44] is another compiler-based approach
that randomises the memory location of data and performs periodic re-randomisation to hide access

patterns.

Other systems propose the use of Intel’s Transactional Memory eXtensions (TSX) to detect page-table
and other interrupt based attacks. TSX allows to wrap groups of instructions into atomic transactions.
If an interrupt occurs within a transaction or a cache line of the transaction memory is evicted,
any changes are reverted and a user-specified handler is invoked. Chen et al. [68] propose to wrap
security-critical enclave functions in TSX transactions and abort enclave execution when detecting
abnormal TSX abort rates that indicate an active side channel attack. 7-SGX [299], Cloak [145] and
Heisenberg [319] automate the protection of wrapping sensitive code in TSX transactions via compiler
instrumentation. Déja Vu [67] uses TSX to protect a reference clock thread that runs concurrently with
an application thread executing sensitive code. The protected reference clock allows for the precise
measurement of execution time of the sensitive code path and thus to detect deviations that would

indicate a potential attack.

It should be noted that evictions from the L1 cache caused by a hyperthread executed on the same
core does not lead to TSX abortions [68]. Most cache-based side channels target the L1 and L2 caches
and require co-scheduling with a victim thread on the same core. HyperRace [64] and Varys [242]
therefore enforce the control of both hyperthreads on a physical core when executing security sensitive
code. Both systems ask the host OS to co-schedule pairs of enclave threads on the same physical
core and verify the co-location by establishing an inter-thread communication channel and measuring
communication speeds. Following the disclosure of the Foreshadow attack [345], Intel SGX quotes
include whether hyperthreading is enabled as part of the platform configuration and the IAS reports
platforms with enabled hyperthreading as potentially insecure. A remote party can therefore attest to
the risk of hyperthreading-based side-channel attacks of a platform as part of the remote attestation
process. However, disabling hyperthreading can degrade performance significantly as the number of
available logical cores is halved. Intel has also issued microcode updates in response to the disclosure
of vulnerabilities. Whether a microcode update has been applied to the platform a specific enclave

runs on can be verified as part of attestation (see Section 2.4.2.7).
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To prevent attacks against the branch target buffer, ZigZagger [203] replaces branch instructions with
a set of indirect jumps and conditional moves to obscure real branch targets. Hosseinzadeh et al. [164]
extend this approach by adding randomisation of the trampoline code at runtime as the ZigZagger

defence is insufficient if an adversary can single-step through enclave-code [343].

Another class of defences aims to make memory accesses oblivious. With oblivious RAM (O-
RAM) [128] observable memory access patterns are independent of performed algorithms and the
data they operate on and are indistinguishable from a random memory trace of the same length. Costa
et al. present a new ORAM construction called Pyramid ORAM [78] that incorporates the constraints
of current trusted processors, in particular the limited amount of private memory. ZeroTrace [286]
implement a memory controller providing oblivious memory primitives for in-enclave array, set, list,
and dictionary data structures. POSUP [160] is an SGX-based platform for oblivious searches and
updates on large datasets. Racoon [274] and CoSMIX [245] are compilers for enclave applications to
guarantee oblivious execution of developer-annotated sensitive code. OBFUSCURQO [7] obfuscates

full programs.

As the previous discussion shows, TEE side-channel attacks and mitigations form an active research
area. It is likely that in the future new TEE side channels and attacks will be found and that
corresponding mitigations are developed. When developing new TEE applications, it is important to
be aware of existing side-channel attacks and apply corresponding mitigations and to consider the
risk of potential yet unknown vulnerabilities. In the context of this thesis, we consider side-channel

attacks to be orthogonal. We discuss the targeted threat model in more detail in Section 2.5.

2.4.3.3 Enclave Software Vulnerabilities

Intel SGX does not protect against vulnerabilities in enclave code. In fact, the powerful attacker model
of Intel SGX can make attacks easier. For example, AsyncShock [356] exploits synchronisation bugs in
multi-threaded enclave software and the fact that the host OS is in control of the scheduling of enclave
threads. As SGX leaves it up to the host OS to manage page table entries, AsyncShock temporarily
removes page permissions in order to trigger page faults resulting in asynchronous exits from enclave
threads. This gives the OS fine-grained control over when enclave threads execute and allows it to
deliberately trigger a synchronisation bug such as a race condition. The authors show how this can be

used to hijack in-enclave control flow or bypass access control checks in application code.
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Lee et al. [200] show how a memory corruption vulnerability in enclave code can allow an attacker to
determine the memory layout of an application, find return-oriented programming (ROP) gadgets,
and launch a ROP attack to leak enclave secrets. Biondo et al. [29] extend this work and present a
ROP scheme that works without enclave crashes and despite the use of enclave memory layout ran-
domisation [294]. Other attacks target specific enclave frameworks [202, 360]. For example, Weiser
et al. present an attack against the RSA implementation of the Intel SGX SDK crypto library [360]

that allows an attacker to extract cryptographic keys from an enclave in a single run.

Besides regular techniques to protect against software vulnerabilities such as using a memory safe
programming language such as Rust and enabling defensive compiler instrumentations such as stack
canaries, some recent work addresses the protection of enclave software in particular. Moat [305] and
/Confidential [306] are source-code based verifiers that can ensure at compile time that enclave code
cannot leak enclave secrets unintentionally. SGXBounds [196] provides compiler-based instrumenta-
tion of memory accesses to perform bound checks at runtime in order to prevent unintended writes to

or reads from untrusted memory.

Attacks on enclave software are facilitated by the fact that the initial enclave contents are visi-
ble to the outside before an enclave is initialised. Intel’s SGX SDK includes a Protected Code
Launcher (PLC) [175] module that can load additional enclave code at runtime from an encrypted
enclave library and thus protect code confidentiality. EnGarde [238] and SGXElide [22] also protect
the confidentiality of enclave code via a trusted loader and self-modification, respectively. SGX-
Shield [294] uses a trusted in-enclave loader that implements address space layout randomisa-
tion (ASLR) [27] within the enclave to prevent attacks such as the previously described code-reuse

attack by Lee et al.

2.4.3.4 Malicious Enclave Applications

Even though enclave code is unprivileged, enclaves have some desirable properties for running
malicious software. In particular, they allow to hide computation and with that potentially malicious
behaviour. While the focus of this section and the overall thesis is on using TEEs to protect applications
from an untrusted system, it is valuable to look at how SGX enclaves could be abused and how

abuse can be prevented. This is particularly relevant for the adoption in cloud environments as
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providers might be reluctant to provide TEE support if it would hinder detection of malicious tenant

behaviour.

Schwarz et al. have shown that SGX enclave code can be used to conceal cache timing attacks that
would allow enclave code to extract secrets from other processes [290]. In another work [292], they
demonstrate how enclave code can mount a code-reuse attack on its host process and impersonate it,
bypassing typical ROP defences such as stack canaries and address space layout randomisation. With
full control over its host process, it is possible to then exploit host vulnerabilities similar to regular
malware. The Rowhammer attack [190] provides another attack vector. The attack causes bit flips in
nearby DRAM rows by repeatedly accessing a DRAM address with high frequency. These bit flips
can lead to privilege escalation or data corruption, e.g. to turn strong cryptographic keys into weak
ones. SGX enclaves might be used to mount and conceal a Rowhammer attack on host memory [146]
or on enclave memory as a denial-of-service (DOS) attack on the host [146, 183]. For this, an attacker
can exploit the behaviour of the Intel SGX Memory Encryption Engine (MEE) (see Section 2.4.2.1)
on detection of an integrity violation when reading memory contents into a cache line. By causing
a bit flip in an EPC page, the MEE will detect a violation on a subsequent load and the memory

controller will refuse any further loads, effectively halting the system.

There are a number of ways to protect a system against these types of malicious enclave behaviour.
First, attacks that have noticeable effects on system components outside the enclave might be detectable
by traditional malware detection systems. For example, a code reuse attack that cause the host process
to behave maliciously can be detected by traditional anti-malware software [281]. SGXJail [361]
sandboxes potentially malicious enclave code by running it in an isolated process separate from the
non-enclave application code. Furthermore, it should be noted that the SGX design assumes that
enclave code is vetted before it is allowed to launch on a system which is enforceable via launch
control policies (see Section 2.4.2.3). However, there might be scenarios in which enclave code
implements a trusted loader that loads additional enclave code after an enclave launches, e.g. to
protect code confidentiality. EnGarde [238] provides an implementation of a loader that can enforce
pre-defined security policies on enclave code that could vet enclave code and detect malicious code

without the need to reveal it to a cloud provider.
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2.5 Threat Model

In this section we discuss the threat model targeted by the three systems described in the following

chapters. It is largely driven by the threat model of Intel SGX and similar TEEs.

We consider a strong adversary that has full control over the entire system outside of the TEE itself.
They control the complete software stack, including SMM code, the BIOS, hypervisor, operating
system, and other software running on the same system. This includes system administrators as
well as co-located tenants. As required by the Intel SGX design, the untrusted system is responsible
for creating and launching enclaves but might tamper with enclave code and data before enclave
initialisation. It can enter enclaves via the pre-defined enclave entry points and might perform ecalls
in any way permitted by enclave code. The adversary might remove, add, or otherwise modify any
state stored outside of enclave memory. This includes state stored in memory and on disk, as well as

state transmitted over the network.

Furthermore, we assume the adversary has physical access to the machine. Again, this includes access
to main memory, i.e. DRAM, storage devices such as HDDs and SDDs, network cards, and the system
bus. An adversary might physically alter any state stored on or transmitted via these components, read
persistent state, or observe transmitted data, e.g. via bus snooping [275]. However, we assume that
the adversary cannot breach the processor package and access or tamper with any internal processor
state such as CPU register values as this would allow them to bypass any TEE boundary enforced by
the CPU.

Both the confidentiality and integrity of sensitive enclave data must be guaranteed. Furthermore, an
adversary should not be able to violate the integrity of enclave execution, e.g. to hijack the in-enclave
control flow. SGX-LKL, presented in Chapter 3, also addresses the protection of enclave code
confidentiality which an enclave owner might want to ensure for proprietary software and to protect
intellectual property. We address rollback and replay attacks that violate freshness guarantees in

Chapter 5.

We assume that enclave software is free of vulnerabilities. Bugs in enclave software might be
exploitable to hijack control flow or to extract enclave data as described in Section 2.4.3. We also

assume that the Intel-provided architectural enclaves, i.e. the launch, quoting, and provisioning
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enclaves, as well as the CPU microcode are free of bugs. We discuss the partitioning of applications

in order to reduce the risk of vulnerabilities in enclave software in Chapter 4.

Lastly, we consider side-channel attacks out-of-scope for this thesis. While they are an important
aspect to consider, they are orthogonal to the work described in this thesis. Some attacks require
hardware changes to be fully mitigated. For others, defence mechanisms exist as described in
Section 2.4.3. These can also be used in conjunction with the systems discussed in the following

chapters.

2.6 Summary

In this chapter, we provided background and presented related work that is helpful for the under-
standing of the following chapters. We first discussed the need for secure execution. While data at
rest and in transit are commonly encrypted, cloud computing applications that process data typically
operate on plaintext data. This leaves sensitive application data exposed to adversaries such as
malicious administrators, tenants, or external attackers that gain access to a system. We discussed
why homomorphic encryption schemes that enable computation on encrypted data are only practical
for a limited set of use cases. We concluded sole encryption of data is therefore not sufficient, and

other ways of securely processing sensitive data are needed.

On the basis of this conclusion, we then looked at existing approaches of protecting the execution
of applications in untrusted environments. First, we covered software-based approaches that isolate
applications from untrusted OSes. Typically, these approaches assume trust in a higher-privileged
hypervisor and therefore do not address the risk of a potentially untrusted cloud provider or a
compromised cloud infrastructure due to an external attack. We then discussed related work on
Trusted Computing that introduces TPMs, hardware modules that allow to integrity check system
software and provide remote attestation capabilities to establish trust in a full system stack. We
covered how late launch features of commodity CPUs such as Intel TXT and AMD SVM make use
of TPMs to provide isolated execution environments for individual applications and discussed their

limitations.

We then introduced TEEs as an approach of secure execution that provides both confidentiality
and integrity protection for applications in untrusted environments. We compared existing TEE

technologies from academia and industry and then discussed Intel SGX in detail. We covered the
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creation, management, and lifecycle of SGX enclaves, as well as SGX features such as paging, sealing,
and attestation. This background on the capabilities and limitations of Intel SGX provides important

context for the system designs discussed in the next chapters.

We concluded the chapter with a discussion of the threat model of TEEs in general and the systems
discussed in this thesis in particular. We assume a strong adversary with full control over the entire
system, including physical access. We will use this threat model as a basis and refine it if required,

e.g. when we address advanced host interface attacks in Chapter 5.






CHAPTER 3

SGX-LKL: PROTECTING UNMODIFIED BINARIES

WITH A MINIMAL HOST INTERFACE

This chapter presents SGX-LKL, a library OS that runs unmodified binaries within Intel SGX
enclaves with a minimal host interface. We discuss host interfaces of existing TEE runtime systems
and their limitations. We present an alternative minimal host interface derived from the requirements of
complex applications and the constraints of Intel SGX. We then discuss how SGX-LKL implements
system support on top of this minimal interface using the Linux Kernel Library (LKL), and how it

protects the remaining host interface.

3.1 Introduction

As discussed in Chapter 2, migrating existing applications to TEEs such as Intel SGX enclaves is
non-trivial. Code running inside enclaves is unprivileged and cannot directly access hardware such
as network or storage devices. Similarly, other system functionality typically provided by system
libraries or the OS are not available within an enclave by default. Instead it is required to cooperate
with the untrusted host. New applications can be developed using SGX SDKs [114, 170, 239] while
taking these constraints into account. As part of this, developers manually define an interface between
untrusted code outside and trusted code inside the enclave. However, existing applications have been
built without these constraints in mind. This is particularly problematic for complex applications
such as language runtimes, e.g. the Java runtime including the Java Virtual Machine JVM, or data
processing frameworks such as TensorFlow. Rewriting them manually is not feasible. At the same
time, they require complex system support such as (i) full file system support and access to special
file systems such as /tmp or /dev; (ii) flexible networking support for different protocols such as TCP
and UPD; (iii) support for signals, e.g. the ability to register custom signal handlers; and (iv) support

for dynamic library loading at runtime.
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Existing TEE runtime systems such as Haven [23], SCONE [15], Graphene-SGX [341], and Pano-
ply [301] have demonstrated the feasibility of executing some applications fully inside TEEs with
acceptable performance overheads. When applications inside a TEE require external resources such
as storage, the network or other OS functionality not provided within the enclave, they must rely on
the untrusted host OS. TEE runtime systems therefore have a host interface. However, its security
implications are poorly understood and handled [347]. As the discussion of interface-based attacks in

Section 2.4.3 has shown, the host interface is a fundamental risk factor for TEEs.

The interface may (i) expose state from the TEE to the outside by accidentally leaking sensitive data
in host calls [324]; (ii) expose state from the TEE to the outside explicitly by sharing state with the
host when required to perform some functionality, e.g. file metadata when relying on the host OS
file system; (iii) may be implemented incorrectly, allowing an attacker to compromise application
integrity inside the TEE, e.g. via Iago attacks [62]; and (iv) act as a side channel where the existence

or absence of a call reveals application state [354].

Existing TEE runtime systems vary in the types of interfaces that they expose to hosts, and the
nature of the interface is a consequence of their design. As a result, current systems expose wide and

difficult-to-protect host interfaces, which may compromise the security guarantees of TEEs.

We explore the opposite approach: we begin our design of a TEE runtime system with a desired
secure host interface, and then decide on the necessary system support inside the TEE. We aim for
a host interface that is (i) minimal — only functionality that cannot be provided inside the TEE
should be part of it; and (ii) secure — all data that crosses the host interface must be encrypted and

integrity-protected.

We describe SGX-LKL, anew TEE runtime system that executes complex unmodified Linux binaries
inside Intel SGX enclaves while exposing a minimal, protected host interface.! To protect the host

interface and the application, the design of SGX-LKL makes three main contributions:

(1) Minimal host interface (Section 3.3). SGX-LKL only requires a host interface with 7 calls,
exposing only low-level functionality for block-level I/O for storage and packet-level I/O for net-
working. Higher-level POSIX functionality is implemented in SGX-LKL by porting a complete
Linux-based library OS to an SGX enclave. SGX-LKL uses the Linux Kernel Library (LKL) [270] to

'SGX-LKL is available as open-source software: https.//github.com/Isds/sgx-IkI.
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obtain a mature POSIX implementation, including a virtual file systems layer and a TCP/IP network

stack.

(2) Protected host interface (Section 3.4). SGX-LKL ensures that all I/O operations across the
host interface are encrypted and integrity-protected transparently: (i) for file I/O, SGX-LKL uses an
encrypted and integrity-protected Linux ex#4 root file system image stored outside of the SGX enclave,
which is accessed using the device mapper subsystem [88] of the Linux kernel; and (ii) for network
I/0, SGX-LKL creates a virtual private network (VPN) overlay that secures all network traffic.

Layer-3 IP packets are encrypted by the in-kernel Wireguard [364] VPN implementation.

(3) Secure distributed application deployments (Section 3.5). SGX-LKL has built-in support for
secure distributed deployments of applications. SGX-LKL integrates support for (i) remote attestation
allowing a remote party to verify the integrity of SGX-LKL itself; (ii) the secure deployment of
applications while protecting both the integrity and the confidentiality of application code and static
application data; and (iii) the secure provisioning of enclave secrets such as cryptographic keys and

application arguments and data.

The threat model targeted by SGX-LKL follows the threat model described in Section 2.5 with a focus
on attacks against the host interface. An adversary might try to (i) compromise confidentiality: they
may observe the parameters, frequencies and sequences of host calls; and (ii) compromise integrity:
the adversary may modify the input or output parameters of host calls, repeatedly perform arbitrary

host calls or interfere with their execution outside of the TEE, e.g. via Iago attacks [62].

Our experimental evaluation shows that SGX-LKL exposes a secure host interface and is able to run
complex applications with a reasonable performance overhead. With simulated SGX enclaves (to
ignore current SGX memory limitations), SGX-LKL trains common deep neural network models

using TensorFlow [1] and runs JVM applications with low overhead.

The remainder of this chapter is structured as follows: Section 3.2 discusses existing proposals
for TEE runtime systems and their host interfaces; Section 3.3 introduces the high-level design of
SGX-LKL; Section 3.4 describes how SGX-LKL hardens the calls in the host interface; Section 3.5
describes how SGX-LKL supports secure deployment, runtime attestation and secret provisioning;
in Section 3.6, we report our experimental evaluation results; Section 3.7 discusses related work;

Section 3.8 addresses limitations of the approach; and Section 3.9 concludes this chapter.
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Table 3.1: Comparison of TEE runtimes

Graphene-
Panoply [301] Scone [15] SGX [341] Haven [23] SGX-LKL

Host interface
Type Libc calls System calls Hyper calls Hyper calls Hyper calls
Size Large Large Medium Medium Small
In-enclave functionality
TCB size Small Small Medium Large Medium
File system X X X v v
Network stack X X X v v
Threadi -

reaFlln g & Syn X % X X %
chronisation
Protection
Disk I/O X 4 X v v
Network I/O X v X X v
Application code X X X v v

3.2 Host Interfaces for Trusted Execution

In this section we discuss existing TEE runtime systems and their host interfaces. In particular, we
analyse the security of existing TEE host interfaces and derive principles for the design of a secure

host interface.

3.2.1 TEE Runtime Systems

Privileged operations such as direct access to storage and network devices must be performed outside
of the enclave. This can be achieved either by partitioning applications into untrusted and trusted
compartments and ensuring that privileged operations are performed by untrusted application code
outside of the enclave, or by delegating these operations to the host OS. Furthermore, application
code typically relies on system libraries such as the C standard library (libc), even for unprivileged
operations such as string manipulation or mathematical operations. When enclave code requires these
operations, they either have to be provided alongside application code within the enclave, or are

provided outside and are accessed by enclave code via ocalls.

There are a number of TEE runtime systems that allow full applications to run in SGX enclaves. They
achieve this by providing system support inside the enclave, and by outsourcing functionality to the
host OS transparently to varying degrees. Table 3.1 provides a comparison of these runtimes and

SGX-LKL.
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Panoply [301] places the whole application inside the enclave but places the libc standard library
outside of the enclave. This reduces the TCB size but also results in a large host interface as libc calls
made by the application are replaced with corresponding ocalls. Since system calls to access OS
functionality are typically accessed via corresponding libc wrapper functions, this also ensures that
privileged operations are delegated to the host. The calls are replaced at the source level via compiler
instrumentation. Panoply itself does not provide protection for disk or network I/O. Instead it requires
application developers to modify their applications to protect sensitive data sent to and from the TEE

application.

SCONE [15] is another TEE runtime system that, similar to Panoply, delegates a large set of system
functionality to the host OS. In contrast to Panoply, SCONE provides a full libc standard library
within the enclave and only delegates system calls to the host OS. It uses the host OS file system and
network stack but provides user-level threading in-enclave. In also adds a shim layer to transparently

protect network I/0 via TLS, and disk I/O by encrypting and authenticating individual files.

Graphene-SGX [341] reduces the host interface size compared to Panoply and SCONE by placing a
custom library OS [340] inside the enclave alongside the application. By doing so, most system calls
can be handled within the enclave alongside the application, and only a subset of OS functionality
is delegated to the host OS, e.g. for privileged operations. Graphene-SGX runs unmodified Linux
binaries and provides transparent support for OS functionality such as process forking. However,
Graphene still relies on file system and network stack implementations as well as the scheduler of the
host OS for which it provides a hyper call like host interface. We refer to these calls as hyper calls
as they do not directly map to host OS system calls. Instead, they provide a custom abstraction on
top of host OS system calls. For example, Graphene-SGX has a wake_thread ocall implemented on
top of the tgkill system call of the host OS. Graphene-SGX loads application binaries and shared
libraries from the host file system but ensures their integrity when loading them using precomputed
cryptographic hashes. In contrast to SCONE, it does not provide transparent network I/O or disk I/O

protection.

Haven [23] is a Windows-based TEE runtime and is closest to SGX-LKL. Haven runs unmodified
Windows binaries using the Drawbridge library OS [264]. With Drawbridge, Haven provides full
file system and network stack implementations inside the enclave which reduces the size of its host

interface. Application executables and data are stored on an encrypted disk image on the host. This
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way, Haven can support application code confidentiality by loading the executable from the encrypted
image only after the enclave has been initialised. It also supports volume-level disk integrity using a
Merkle tree. However, Haven relies on the host OS for multithreading and synchronisation, does not
provide transparent network encryption, and assumes the existence of a number of instructions not

available in SGX 1 hardware, e.g. for virtual memory management.

3.2.2 Host Interface as Attack Surface

Next we analyse the security of the host interfaces of these TEE runtime systems.

Size of the host interface. The size of a TEE host interface has a major impact on its security.
With the strong memory isolation that TEEs provide, ocalls and ecalls represent the main attack
surface for TEE applications. Logically, any additional ecall and ocall increases the host interface’s
complexity, requires additional checks for confidentiality and/or integrity, and adds to the risk of bugs
in particularly security-critical code. In addition, just the absence or presence of a call allows an
adversary to infer information about an application’s state and potentially reveals sensitive information.
Therefore, minimising the size of a host interface is an important aspect of secure interface design.
For application-specific host interfaces, the size of the host interface can be reduced by minimising
the code requiring system functionality inside the enclave (see Chapter 4 and Chapter 5). Furthermore,
the host interface is reduced to the needs of the specific application. In contrast, TEE runtime systems

must provide support for a diverse set of applications and should be application-independent.

Note that the size of the interface does not only refer to the number of distinct calls but also the
number of call arguments. For example, there is no difference in the security of an interface design
that has distinct read and write host calls, and one that has a single call for I/O operations with an
additional argument that indicates a read or write operation. In our security analysis, we therefore

focus on the parameters of host calls as a measure of the attack surface area.

Types of host interface parameters. Besides the total number of host calls and parameters of a
system, a host interface’s security is also impacted by host call parameter types. We categorise

parameters into five types, ordered by the difficulty of protecting them from easiest to hardest:

(i) variable-sized buffers pass a user-defined byte array across the host interface. They are used in

file/network I/O operations, such as the buf and count parameters in the read () call [276];
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(ii) address ranges represent parameters that refer to regions of untrusted or trusted memory. Examples

are the parameters passed to mmap () and the return value of malloc();

(iii) pure/impure identifiers point to entities: pure identifiers, e.g. a file descriptor, only identify
an entity; impure identifiers, e.g. a path name, additionally disclose information about the entity;

and

(iv) semantic parameters refer to parameters with opaque semantics specific to the host call, such as

mode and flags for file access operations.

Table 3.2 shows the total number of host calls for each TEE runtime system, categorised according to
function (I/0, events, time, threading).? Panoply exposes a large host interface, with 302 host calls
in total; Graphene-SGX and Haven require 38 and 24 host calls, respectively. We do not include a
breakdown of SCONE’s interface as its implementation is not public. As it forwards most system

calls, its host interface can be assumed to be similar to that of Panoply.

We break down the parameters according to the above types, distinguishing between out parameters,
which are passed to the host and may compromise confidentiality, and in parameters, which are passed
into the TEE and may affect integrity. Return values of ocalls are considered to be the same as in

parameters.

Confidentiality attacks. To learn sensitive information, an adversary may observe the host call

parameters. The data disclosure depends on the type of out parameters:

(1) Variable-sized buffers may contain security-sensitive data. To ensure confidentiality, such data
must be encrypted and padded to a fixed size. If the true size is exposed, an adversary may infer
size-dependent secrets. For example, in an image classification application [195], an adversary may

learn the classification by considering different result buffer lengths.

Table 3.2 shows that Panoply, Graphene-SGX and Haven pass 11, 3 and 1 variable-sized buffers,
respectively, to the host for I/O operations; Panoply also uses a variable-sized buffer to share messages
between threads. Buffers are encrypted but their sizes are disclosed. Haven implements an in-enclave
file system and writes data to the host disk as fixed-sized blocks; SCONE divides files into fixed-size

chunks for authentication but reveals the number of chunks; Graphene-SGX and Panoply do not

2For Panoply and Graphene-SGX, the host calls are taken from the GitHub source code [141, 251]; for Haven, they are
obtained from the paper [23].
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provide transparent file encryption. In addition, SCONE, Panoply, and Graphene also reveal sizes of

individual files.

(ii) Address ranges passed from the TEE to the host point to continuous regions of untrusted mem-
ory. For I/O operations, Panoply, Graphene-SGX, and Haven expose 17, 1 and 3 address ranges,
respectively. An adversary may observe their usage pattern. For example, Panoply uses untrusted
memory address ranges for communication between enclaves that isolate compartments of the same
application. An adversary can observe the usage pattern to reveal application-specific control flows,

e.g. secret-dependent inter-enclave calls.

(>iii) Pure/impure identifiers. Panoply, SCONE, Graphene-SGX, and Haven use a large number of
identifiers for I/O operations, event handling and threading. Similar to address ranges, passing
identifiers to the host reveals usage patterns. For example, Cash et al. [56] show that an adversary can

learn database queries by observing record accesses.

Generally, pure identifiers reveal less information than impure identifiers, e.g. file names, as pure
identifiers can be chosen randomly. File metadata such as directory and file names, sizes, and
attributes can reflect the current state of an application or directly reveal application secrets. Preventing
information leakage by impure identifiers can only be done on a case-by-case basis, e.g. by replacing

file names with hashes. The above systems do not provide any protection for impure identifiers.

(iv) Semantic parameters have a context-specific meaning and therefore cannot be encrypted trans-
parently. Existing runtime systems rely on a large number of unprotected semantic parameters.
For example, Graphene-SGX, Panoply, and Haven all rely on the host for thread synchronisation.
Graphene-SGX exposes address, operation, value, and timeout parameters of a futex host call. This
gives an adversary detailed information of the current application state and enables attacks such as

AsyncShock [356], which exploit host control of enclave threads.

Integrity attacks. To compromise integrity, an adversary may tamper with parameters. Integrity-

protecting in parameters varies in difficulty according to the parameter type:

(i) Variable-sized buffers passed to the TEE must have their integrity protected. For I/O calls, Panoply,
Graphene-SGX, and Haven use 10, 3 and 1 parameters with variable-sized buffers, respectively.

Panoply and Graphene-SGX also use variable-sized buffers for inter-enclave communication.
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This exposes two means of integrity attacks: an adversary may modify (i) the buffer contents to violate
data integrity; and (ii) the buffer count to trigger an overflow. To ensure buffer integrity, the contents
must be protected cryptographically, e.g. by an HMAC. The TEE must ensure the freshness of the
HMAC, otherwise an adversary can swap two valid buffers or perform a roll-back attack. Panoply
protects the integrity of the inter-enclave communication buffer using TLS, but does not protect file
I/O; Graphene-SGX ensures the integrity of file I/O by maintaining a Merkle tree of file chunk hashes
inside the enclave. However, Panoply, Graphene-SGX, and Haven do not protect the integrity of

network 1/O for applications without built-in TLS support.

To prevent buffer overflow attacks, the TEE must check buffer lengths. All analysed runtime systems

do this.

(ii) Address ranges passed into the TEE are difficult to integrity check. For I/0O operations, Panoply
and Graphene-SGX pass 2 address ranges each into the TEE. They check that the ranges are entirely
inside or outside of TEE memory, preventing an adversary from hijacking an enclave’s control

flow [29, 200].

An adversary, however, may still manipulate addresses by reusing old ranges to roll back data,
swapping ranges, or modifying ranges to corrupt data. All three runtime systems are potentially
vulnerable to such attacks, and the only effective mitigation is to avoid relying on untrusted address

ranges.

(iii) Pure/impure identifiers are commonly used as in parameters: Panoply passes 46, 2, and 4
identifiers into the TEE for I/O, events, and threading, respectively; Graphene-SGX passes 6 identifiers
for I/0O and 1 for threading; Haven passes 3, 1, and 1 identifiers for I/O, events and threading,

respectively.

Adversaries may pass invalid or manipulated identifiers: if two file descriptors are swapped, the
enclave may access incorrect files. Such malicious activity can be detected: Graphene-SGX maintains
per-file HMACs, which reveal wrong file descriptors. Similarly, incorrect network sockets can be

detected by TLS.

(iv) Semantic parameters must have their integrity verified on a case-by-case basis. All three systems

use many semantic in parameters for I/O, events, time and threading operations.
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For semantic parameters with a fixed set of valid values, such as errorcode and signum, the TEE can
perform explicit checks; for ones with a larger domain, such as size, bounds checks are possible.
None of these checks establish semantic correctness though. Since Panoply, SCONE and Graphene-
SGX rely on the host file system, they can only check for the plausibility of returned file metadata,

such as st_size and st_blocks.

3.2.3 Designing a Secure Host Interface

While host interfaces of existing runtime systems as well as SDKs have also been shown to contain
implementation flaws [347], the above issues related to the host interface are more fundamental.
We conclude that it is non-trivial (and at worst impossible) to protect out parameters from leaking
information and exposing access patterns and to verify the correctness of in parameters. Therefore,
the first step in designing a secure host interface is to keep it narrow and minimise the number of
parameters. Only functionality that cannot be provided within an enclave should be delegated to the

host.

In addition, it is important to reduce the number and complexity of host call parameters. By building
on low-level host calls instead of high-level POSIX abstractions the parameter types become simpler.
For example, Panoply, SCONE, and Graphene-SGX rely on the host file system and thus must expose
impure identifiers such as file names. A secure host interface should avoid delegating resource

management to the host as much as possible.

Based on these principles, Table 3.2 shows the host calls and parameter types of SGX-LKL, our TEE
runtime system. It avoids address range and pure/impure identifiers and only requires a small number
of simple semantic parameters of which all but one (time) have a fixed set of valid values or can be

bounds-checked.

3.3 Minimising the Host Interface

To achieve such a narrow interface, it is necessary to reduce the reliance on the host system. For
a minimal host interface, required functionality that can be provided inside the enclave, should be
implemented without host interaction. Therefore, SGX-LKL exposes only seven calls to the untrusted
host, as shown in Table 3.3. These calls relate to functionality that cannot be provided inside an SGX

enclave: disk and network I/O operations, event handling, and time.
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Table 3.3: SGX-LKL host interface

Call Description

Read len bytes from disk image file at offset offset;
returns bytes read

/o disk_vrite(offset, buf, len) s int Write len bytes from bu.f to disk image file at offset

offset; returns bytes written

Read at most 1en bytes from network device into buf;
returns bytes read

Write len bytes from buf to network device; returns
bytes written

disk_read(offset, buf, len) — int

net_read(buf, len) — int

net_write(buf, len) — int

Wait for eventmask events on network device; returns
net_poll(eventmask) — reventmask

Events occurred events
Forward signal num with description code occurred at
forward_signal (num, code, addr) & P
addr to enclave
Time time_read() — time Read time from untrusted vDSO memory region

3.3.1 SGX-LKL Host Interface

In the following, we describe each call in more detail and discuss their dependence on the host.

I/0 operations. SGX-LKL uses a low-level I/O interface. For disk I/O, disk_read() and
disk_write() read from and write to a persistent block device, respectively. Each call takes an
offset into the block device, a pointer buf to a buffer, and the length len of the data. As SGX-LKL
reads and writes fixed-sized disk blocks, len is always the same as the block size (4 KB) or a multiple

thereof.

For network 1/0, net_read() and net_write() receive and send network packets. Both calls take a
pointer buf to a buffer. For net_read, len contains the buffer size; for net_write, it is the number of

bytes to be written.

Events. A net_poll() call passes an eventmask to the host with the network events that SGX-LKL
is waiting for. The call blocks until network packets are available to be read or outgoing packets can

be sent. It returns which events have occurred.

SGX-LKL must handle hardware exceptions, such as page access violations or illegal instructions.
An exception causes an enclave exit and transfers control to the host kernel. A forward_signal()
call provides the signal description to the enclave: the signal number num, the cause code, and the
associated memory address addr. The exception is then either processed by SGX-LKL directly or

forwarded to the application if it has registered a corresponding signal handler.



3.3 Minimising the Host Interface 111

i | Unmodified application/runtime | | Library | | | ! i

lextd filesystem: T T ... o
[ libcAPI

musl | - ---- - - -- - -- - - - - -~- -~ -~~~ -~ ~-"-~-“-“"-"-~"~"-~"-~-~"~-~-~"~-~"-~"~-~"-~-~-~"-~"-~-~"-~-~-~"-~-~—~- i

| libc |

% 7'y A 7'y ¥
Y v oo 2 U

Enclave e __ System call interface . o
LKL i

___________________________

! | [ Crypto || | | Wireguard | [Device mapper|

net_read/
net_write/
net_poll

disk read/

Host
p disk write

Interface

Fig. 3.1: SGX-LKL architecture

Time. SGX does not provide a trusted high-performance time source, and time must be provided by
the host. The call time_read () reads the time from different clock sources, such as the real-time and
monotonic clocks. It is used by application code requesting the current time and by SGX-LKL itself,

e.g. to generate timer interrupts required by LKL (see Section 3.3.2).

3.3.2 In-Enclave OS Functionality

The host interface described above allows SGX-LKL to access low-level host resources, but Linux
applications require higher-level POSIX abstractions. To bridge this gap, SGX-LKL provides the
following OS functions inside the enclave: (i) file system implementations; (ii) a TCP/IP network
stack; (iii) threading and scheduling; (iv) memory management; (v) signal handling; and (vi) time.
These OS functions are typically made accessible to userspace through system calls but, rather than
invoking system calls directly, applications link against a C standard library (/ibc). Similar to other
TEE runtime systems [15, 341], SGX-LKL includes a libc implementation to support unmodified

binaries that are dynamically linked against libc.
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Fig. 3.1 shows the SGX-LKL architecture. Next we describe the OS functionality provided inside
the enclave in detail. Components of SGX-LKL added to complement LKL and to implement the
required LKL host operations are shown in blue. It also shows parts responsible for protecting the
host interface (green, see Section 3.4), and those that add support for deployment, attestation, and

secret provisioning (yellow, see Section 3.5).

An untrusted loader, sgx-lkl-run, creates the SGX enclave and loads the enclave library libsgxlkl.so,
which runs alongside the application within the enclave. libsgx/kl.so includes a modified mus! [105]
C standard library that redirects system calls to an in-enclave library OS provided by the Linux
Kernel Library (LKL) [270]. LKL is an architecture port of the Linux kernel to userspace. It enables
SGX-LKL to make components such as the Linux kernel page cache, work queues, file system and
network stack implementations, and crypto libraries available inside the enclave. As it is intended to
run in userspace, LKL expects implementations of a set of LKL host operations, e.g. to create threads
or to allocate memory. Therefore, libsgxlkl.so includes further components for memory management,

user-level threading, signal handling and time.

3.3.2.1 File System Support

Existing TEE runtime systems [15, 301, 341] (see Section 3.2.1) forward POSIX file operations to a
host file system implementation. However, this approach exposes security-sensitive metadata, such
as file names, file sizes, file permissions, and directory structures to the host. Instead, SGX-LKL
provides complete in-enclave file system implementations via the Linux virtual file system (VES)
layer [39]. The VES layer only requires two host operations for block-level disk I/O (disk_read ()

and disk_write(), see Table 3.3).

Applications operate on files through file descriptors as usual, which are handled by the ext4 file
system implementation of LKL. LKL forwards block-level I/O requests to a virtio block device
backend implemented by libsgxlkl.so, which issues disk_read() and disk_write() calls. On the
host, the reads and writes are made to a single ext4 disk image file. The image is mapped into memory
by sgx-lki-run. Since the disk image file has a fixed size the read/write operations can be implemented
efficiently by memory-mapping the file and directly reading from and writing to the mapped region

from within the enclave.
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This approach has three advantages: (i) it maintains a small host interface with only 2 disk I/O
calls; (i) it ensures that individual file accesses are not visible to the host, which can only observe
reads/writes to disk block offsets; and (iii) the in-enclave VFS implementation supports different
file systems, such as the temporary in-memory file system /tmp, the /proc file system, and /dev for

special device files, such as /dev/{u}random.

3.3.2.2 Networking

To provide a POSIX socket API, SGX-LKL uses LKL’s network stack to process packets within the
enclave. This has three advantages: (i) it minimises the host interface because only access to a virtual
network device to send/receive Ethernet frames is needed; (ii) it enables SGX-LKL to support any
transport protocol, e.g. TCP or UDP, without extra host calls; and (iii) it enables the use of Linux

networking features such as packet encryption (see Section 3.4.2).

To send/receive network traffic, sgx-lkl-run sets up a layer-2 TAP device. SGX-LKL implements a
corresponding virtio network device backend inside the enclave. To be notified about incoming and
outgoing packets, the backend issues a net_poll() request. The return value indicates if the device is
ready for reading or writing packets using net_read() and net_write(). net_read and net_write
both use a shared buffer to exchange Ethernet frames processed and created by the in-enclave network

stack.

One problem for network-intensive enclave applications is the high cost of enclave transitions.
To avoid this cost, the sgx-lkl-run creates multiple network I/O threads that handle incoming and
outgoing packets via a pair of shared queues, similar to asynchronous host call mechanisms in other
systems [15, 244, 313, 331, 362]. A request queue is used to issue net_poll(), net_read(), and
net_write() calls, which are handled by a host I/O thread that invokes a corresponding host system
call on the TAP device. When the system call returns, the result value is returned through a return

queue to the virtio network backend code inside the enclave.

3.3.2.3 Memory Management

SGX-LKL does not interact with the host for memory allocations and deallocations. SGX version 1
requires the enclave size to be fixed at initialisation time. SGX-LKL therefore pre-allocates enclave

memory and provides low-level memory management primitives inside the enclave. When an enclave
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is created, it initially contains libsgxlkl.so, SGX-specific memory pages such as the SSA and TCS
structures, and an uninitialised heap area. The heap area is exposed through both LKL and higher-level
libc allocation functions, such as malloc() and free() as well as mmap (), mremap (), and munmap ()

which are directly implemented by SGX-LKL.

SGX-LKL supports both variable- and fixed-address anonymous mappings, and tracks free pages via
a heap allocation bitmap. It implements mmap () by scanning the bitmap for consecutive free pages
large enough for the requested allocation. To support private file mappings, files are loaded into the
enclave since SGX enclaves are bound to a linear address space. For the same reason, SGX-LKL

only supports private mappings as writes cannot be carried through to the underlying file.

SGX-LKL must support changing page permissions, e.g. when loading executables and libraries. In
addition, applications may modify permissions directly. For example, the JVM requires executable
pages for just-in-time compilation and must be able to change permissions for guard pages during
garbage collection. While SGX pages have their own permissions, SGX version 1 requires these

permissions to be set on enclave creation and does not permit subsequent changes.

As a workaround, SGX-LKL implements an extra mem_protect () host call for SGX 1 execution.
All enclave pages are created with full SGX page permissions and the actual permissions are set via
the host-controlled page table permissions. Since relying on the host to manage page permissions
is a security risk, SGX version 2 adds the ability to control page permissions from within the

enclave.

3.3.2.4 Multithreading and Thread Management

While SGX supports concurrency by allowing multiple host threads to enter an enclave, the maximum
number of enclave threads must be specified at enclave creation time, which conflicts with dynamic
thread creation. In addition, having a one-to-one relation between enclave and application threads
means that creating, joining, and exiting threads as well as thread synchronisation requires host OS

support, which poses a security threat [356].

Therefore, SGX-LKL implements user-level threading based on the /thread library [8] and provides
synchronisation primitives inside the enclave. Fig. 3.2 illustrates SGX-LKL’s threading architecture.
A fixed number of host threads are assigned to enclave threads, which enter the enclave at startup and

only leave when idle, or as part of asynchronous exits due to interrupts or exceptions. Each enclave
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Fig. 3.2: SGX-LKL user-level threading

thread is controlled by a scheduler that together control the scheduling of in-enclave user-level lthreads.
These are either application threads or LKL kernel threads that are created and managed via the
standard pthreads interface. The m-to-n mapping of host and Ithreads allow SGX-LKL to implement

futex calls in-enclave to provide synchronisation primitives such as mutexes and semaphores.

3.3.2.5 Signal Support

Applications can register custom signal handlers to handle exceptions, interrupts, or user-defined
signals. Some signals, such as SIGALRM, can be handled entirely within the enclave; others such as
SIGSEGV or SIGILL are caused by hardware exceptions and result in an enclave exit and return control
to the host OS. SGX-LKL must forward these signals from the untrusted host to custom signal

handlers inside the enclave.

During initialisation, sgx-lki-run registers signal handlers for all catchable signals with the host. All
signals are forwarded via forward_signal (). It also hides application-specific handlers. SGX-LKL
then checks for a corresponding application-registered signal handler and, if present, delivers the
signal, or ignores it otherwise. Since application-registered signal handlers are managed within
the enclave, calls such as sigaction(), sigsuspend(), sigtimedwait() and sigprocmask() are

supported without host interaction.
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3.3.2.6 Timing

Applications, libraries and LKL frequently access time information. In addition, SGX-LKL reads the
current time between context switches to reschedule blocked threads or to trigger timer interrupts.
Current SGX implementations, however, do not offer a high-performance in-enclave time source, and

SGX-LKL relies on time provided by the host.

Instead of issuing expensive individual host calls, SGX-LKL uses the virtual dynamic shared
object (vDSO) [351] mechanism of the Linux kernel. The host kernel maps a small shared library to
the address space outside of the enclave. On each clock tick, the host kernel updates a shared memory
location with the current time for various clock sources, which are read from within the enclave when

a time-related call is made.

For high precision, the vDSO mechanism requires the RDTSCP instruction to adjust for the time passed
since the last vDSO update. In SGX version 1, this instruction is not permitted inside enclaves. The
accuracy of clock_gettime () in SGX-LKL thus depends on the frequency of vDSO updates. SGX

version 2 does not have this limitation.

3.3.3 Illegal Instructions

Applications might use the RDTSC instruction to read the timestamp counter, or CPUID to discover
CPU features. These instructions, however, are illegal inside SGX version 1 enclaves. As SGX-LKL
must support unmodified binaries, illegal instructions cannot be replaced by corresponding host

calls.

Instead, SGX-LKL catches the resulting SIGILL exception and emulates the instructions: RDTSC is
executed outside the enclave, and the result is forwarded via the forward_signal () call; for CPUID,
SGX-LKL caches all CPUID information during enclave setup. This eliminates the need for an extra

host call and also hides the CPUID information requested by an application.

3.4 Protecting the Host Interface

We now describe how SGX-LKL protects its host calls (see Table 3.3) from attacks. In particular,

we explain (i) how to ensure the confidentiality and integrity of data read and written via the disk
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Fig. 3.3: Disk encryption and integrity protection in SGX-LKL via Linux’ device mapper targets

I/0 (Section 3.4.1) and network I/O (Section 3.4.2) host calls; and (ii) how event and time calls are

prevented from compromising application integrity (Section 3.4.3).

3.4.1 Protecting Disk I/0 Calls

Host disk blocks must have their confidentiality and integrity protected. For this, SGX-LKL makes
use of incorporating the Linux kernel which provides mature full disk encryption. It uses the Linux
device mapper subsystem [88], which maps lower-level virtual block devices, such as the one exposed
by SGX-LKL’s virtio backend, to higher-level devices and allows for I/O data to be transformed along
the way. VES file systems such as ext4 use the virtual block device exposed by device mapper. Data

can be encrypted and integrity protected transparently before it reaches the underlying device.

SGX-LKL uses different device mapper targets as illustrated in Fig. 3.3: (i) dm-crypt [91] provides
full-disk encryption using AES in XTS mode with the sector number as an initialisation vector;
(ii) dm-verity [93] offers volume-level read-only integrity protection through a Merkle tree of disk
block hashes stored on the virtual disk with the root node stored in-memory; and (iii) dm-integrity [92]
provides key-based block-level read/write integrity protection. dm-crypt and dm-integrity can be

combined to provide full disk encryption and read/write integrity protection via AES-GCM.

For both AES-XTS and AES-GCM, SGX-LKL uses hardware acceleration through Intel’s AES-NI
instruction set extension. For this, we extended LKL to support x86-specific kernel modules that

implement the required cryptographic primitives via Intel’s AES-NI instruction set extension.
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SGX-LKL combines the different targets to provide both confidentiality and integrity for block reads
and writes, depending on the security requirements of the application. For example, for an in-memory
key-value store such as Memcached [220], it is sufficient to protect the integrity of a read-only disk
with dm-verity: the Memcached binary stored on disk must have its integrity protected, but no further
sensitive data is stored on the disk. If the application itself is confidential or sensitive application data
is stored to disk, dm-crypt can be used with either of the integrity protection targets. SGX-LKL’s
use of LKL also allows it to support other device mapper based protection targets such as dm-x [57]
which provides full volume-level read/write integrity as well as replay protection. The use of different

targets affects I/O performance, as we explore in Section 3.6.3.1.

By building on top of existing disk encryption technologies, SGX-LKL also simplifies the secure
deployment as well as the provisioning of static data whose integrity or confidentiality must be

protected. We discuss application deployment in more detail in Section 3.5.

3.4.2 Network Protection

SGX-LKL must guarantee the confidentiality and integrity of all network data. Existing TEE runtime
systems either require applications to have built-in support for network encryption [23, 301, 341] or
use TLS [15]. However, some applications do not support TLS, e.g. TensorFlow, or rely on other

transport protocols such as UDP-based streaming applications.

Instead, SGX-LKL exploits having a complete network stack inside the enclave, which enables it to
provide transparent low-level network encryption. All data received and sent via the net_read() and
net_write() host calls is automatically encrypted, authenticated and integrity-protected. To protect
all network traffic, SGX-LKL uses Wireguard [364], a layer 3 virtual private network (VPN) protocol,

currently proposed for inclusion in the Linux kernel [210].

SGX-LKL sets up Wireguard at initialisation time and exposes the VPN to the application through a
network interface with its own IP address. An application binding to this IP address is only reachable
by trusted nodes in the VPN. Each Wireguard peer has a public/private key pair, which is bound to a
VPN IP address and an endpoint, an (IP, port) pair through which the VPN is accessible. Wireguard
uses the asymmetric key pairs to establish ephemeral symmetric session keys to protect messages
using authenticated encryption, and nonces to prevent replay attacks. In contrast to TLS, which uses

certificates, Wireguard identifies parties through public keys. It does not perform key distribution —
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SGX-LKL binds keys to enclave identities and supports the secure provisioning of peers’ keys (see

Section 3.5).

3.4.3 Protecting Event and Time Calls

For the remaining calls in Table 3.3, SGX-LKL must ensure that an adversary cannot learn confidential

data or compromise integrity by providing invalid data.

net_poll(). While the eventmask reveals if the enclave wants to receive or send packets, this is
already disclosed by the presence of net_read and net_write calls. An adversary can return a wrong
eventmask: as a result, either the net_read call fails, which can be handled transparently, or an invalid
packet is read that fails Wireguard’s integrity protection (see Section 3.4.2). A wrongly triggered
net_write call might result in SGX-LKL overwriting existing buffer contents, potentially leading
to modified or lost network packets. However, this can be detected and handled transparently by

Wireguard’s integrity protection and/or the higher-level transport protocol.

forward_signal(). SGX-LKL must ensure that signals correspond to genuine events with valid
signal descriptions — otherwise an adversary can cause an application signal handler to execute
with invalid signal data. For signals triggered by hardware exceptions, SGX-LKL ensures that the
passed address lies within the enclave range (e.g. SIGSEGV) or replaces the address with the current
instruction pointer for signals that refer to a faulting instruction (e.g. SIGILL and SIGFPE). The latter
is required for two reasons: (i) SGX stores the faulting instruction address in the SSA before an
asynchronous exit and does not reveal the exact address to the host; and (ii) a malicious host could
pass in an incorrect address in order to tamper with the behaviour of an in-enclave signal handler.
SGX-LKL ensures that the signal handler receives a signal description with the correct address by

loading the faulting instruction address from the SSA before calling the handler.

In addition, SGX-LKL can be configured to ignore user-controlled signals (e.g. SIGINT or SIGUSR1)
to prevent a malicious host system from interacting with the application in unintended ways. For
example, an application might register a SIGUSR1 handler to interact with other trusted processes, e.g.
to implement inter-process control flows. However, a malicious host could raise the signal at any time
to trigger an action, not adhering to the expected control flow and potentially leading to unintended

application behaviour.
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time_read(). A challenge to integrity is that the returned time cannot be trusted. An adversary
may return a timestamp that is not monotonically increasing and thus cause an underflow when an
application calculates a timespan, or allow application-specific replay attacks by resetting a clock to
an older time. For CLOCK_MONOTONIC_x* clock sources, SGX-LKL therefore checks for monotonicity

and aborts if it detects a violation.

For other clock sources, verification is more difficult as they are not guaranteed to always go forward.
Note that the official Intel SGX SDK provides trusted time for enclaves based on the Intel Management
Engine (ME). Accesses, however, are slow and requests can be arbitrarily delayed by an adversary.

Future TEE implementations may provide more practical trustworthy time sources.

3.5 Runtime Attestation and Secret Provisioning

SGX-LKL must execute securely in an untrusted and potentially malicious environment. For this,
it must allow (i) parties to remotely attest that they execute a trustworthy version of SGX-LKL
in a genuine SGX enclave; (ii) applications to be deployed securely, i.e. guaranteeing both the
confidentiality and integrity of application code; and (iii) applications to be provisioned securely with

secrets such as cryptographic keys, configurations, and sensitive application data.

The above requirements go beyond the attestation mechanisms of current SGX SDKs [170, 239] and
TEE runtime systems. While current SDKs can attest a single enclave library, they assume that all
application code is compiled into the library, and an enclave measurement therefore is sufficient to
verify integrity. They also do not protect the confidentiality of the application code. Applications
typically must implement their own mechanism for secret provisioning. This is cumbersome given the
wide range of secrets that must be shared, including administrator credentials, certificates and encryp-
tion keys, which are provided as command line arguments, environment variables, or configuration

and certificate files.

SGX-LKL addresses these issues as part of three phases: (i) application provisioning, (ii) remote

attestation and (iii) secret provisioning.

Fig. 3.4 shows the deployment workflow, involving three parties: (i) a service provider (SP) that
wants to deploy an application and has a trusted client. For a distributed application, this may

involve multiple trusted peers; (ii) an untrusted host controlled by a cloud provider (CP) that provides
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Fig. 3.4: Deployment workflow for SGX-LKL

enclaves; and (iii) the Intel Attestation Service (1AS), which allows the SP to verify an enclave

measurement.

(1) Application provisioning. In the first phase, the SP provisions its application to the CP to be run
inside an enclave. SGX-LKL supports this without revealing application code and static application

data.

For this, in step @, the trusted client creates a disk image with the application binary and its depen-
dencies. It can be created e.g. by exporting a Docker container image [94] — SGX-LKL provides
an sgx-1lkl-create tool to simplify the disk image creation process. For example, sgx-1k1l-create
can create an SGX-LKL ext4 disk image from a Dockerfile or an existing Docker image. It also
incorporates cryptsetup [82] for disk encryption and integrity protection via dm-crypt, dm-integrity,
and dm-verity. In addition to the encrypted disk image file, it outputs the disk encryption key and the
root hash of the Merkle tree for dm-verity integrity protection. In step @, the disk image file is sent to
the CP. Lastly, in preparation for attestation, the client generates a Wireguard asymmetric attestation

key pair in step ©.

(2) Remote attestation. In the second phase, an SP verifies that the application has been deployed

without tampering and that it runs in a genuine enclave using remote attestation.
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To prepare for remote attestation, in step @, the public key of the attestation key pair and the disk ID
identifying the image is sent to the cloud host. The host then creates an enclave containing libsgxlkl.so
(step ). libsgxlkl.so boots LKL, sets up the networking, and generates its own Wireguard key pair.
libsgxlkl.so is set up to only accept a remote attestation request from a Wireguard peer that owns the

attestation key pair, which guarantees that no other party can communicate with the enclave.

At this point, the enclave can be attested: libsgxlkl.so creates a report with a measurement of the
enclave code. SGX-LKL includes the generated public key as report data bound to the report. The
report is signed by the qguoting enclave, and the resulting quote together with the enclave’s public
key is returned to the SP in step ®. In step @, the SP sends the quote to the IAS, which returns a
verification report, which is checked by the SP. If the attestation fails, e.g. because the enclave contents

have been tampered with or the IAS verification fails, the SP aborts the deployment process.

(3) Secret provisioning. In the third and last phase, the SP establishes a secure communication

channel with the enclave using the enclave public key, to provision application secrets.

For this, the SP sends the following information to the enclave in step ©: (i) the disk encryption key;
(i1) the root hash; (iii) public keys of other trusted peers; and (iv) configuration data, including the
path to the executable, its application arguments, as well as environment variables if required. In
step @, libsgxlkl.so mounts the disk and sets up the device mapper targets for decryption/integrity. It

adds the new Wireguard peers, loads the application, and begins execution.

By providing public keys of other trusted peers, a service provider can ensure that only trusted clients
can communicate with the enclave. It also allows an SP to securely set up a distributed application
consisting of multiple enclaves. For this, it first creates and sets up individual enclaves as described

above and then distributes the public keys of the involved SGX-LKL instances among them.

The deployment process above allows an SP to deploy an application securely and transparently, e.g.
without requiring any changes to the application itself. It (i) protects application code confidentiality
and integrity; (ii) attests that the enclave is genuine and Intel SGX is configured correctly; and (iii) sets

up a VPN as a secure network between trusted application enclaves and other trusted nodes.
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3.6 Evaluation

This section evaluates SGX-LKL using both application benchmarks and microbenchmarks. The
goal of this section is to demonstrate (i) that SGX-LKL can run complex applications without
modifications; (ii) that it allows for the secure deployment of both single-node and distributed
applications; (iii) that it can do so with low overhead; and (iv) the impact of optimisations we have

implemented to improve secure disk and network I/O performance.

In the following, we first describe the experimental setup. Then we demonstrate the deployment of a
variety of complex applications with SGX-LKL and benchmark their performance. We conclude this

section with a set of microbenchmarks for disk and network 1/0.

3.6.1 Experimental Setup

We conduct all the experiments on SGX-enabled machines with Intel Xeon E3-1280 v5 4-core CPUs
with 8 MB LLC, 64 GB RAM, and a 10-Gbps network interface. The CPU supports SGX version 1
and 128 MB of PRM of which approximately 92 MB are usable as part of the EPC. The machines run
Ubuntu Linux 18.04, Linux Kernel 4.15, with the Intel SGX driver version 2.6.

We conduct experiments with SGX-LKL in two configurations, running (i) in SGX enclaves, and
(i1) in a simulation mode. We use the simulation mode to estimate the overhead of SGX-LKL for
future CPUs with larger EPC sizes. SGX-LKL runs the same code both in hardware and simulation
mode and uses the same asynchronous host call mechanism. However, SGX-LKL in simulation
mode does not suffer from memory access and paging overheads of current SGX implementations

(see Section 2.4.2.1).

3.6.2 Applications

In this section, we demonstrate the ability of SGX-LKL to run complex applications. We show
that SGX-LKL runs these applications (i) without requiring any changes to the application binaries;
and (ii) with low overheads, with and without disk and network encryption and integrity protection.
We show that SGX-LKL is capable of supporting a wide range of applications by evaluating it
with a number of benchmarks and widely used language runtimes. We run the PARSEC benchmark

suite [28], Python with TensorFlow [1], and the JVM using the Dacapo benchmark suite [31].
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To ensure a fair comparison, we use Docker for native execution, and convert the Docker images to
SGX-LKL disk images. This way, we guarantee that during both native and SGX-LKL execution
the same application and library binaries are used. In all tests, we enable disk encryption and integrity

protection using dm-crypt and dm-integrity, as well as network encryption using Wireguard.

Note that SGX-LKL uses cooperative user-level threading whereas the native execution relies on
preemptive scheduling by the host kernel. While this can be an advantage for SGX-LKL, the main
objective for our evaluation is to demonstrate that SGX-LKL’s performance is competitive and does
not introduce significant additional overhead. We believe that this can be shown across the two
threading models, in particular as we exclusively run the benchmarked applications in which case the

cost of preemptive scheduling should be small.

3.6.2.1 PARSEC

The PARSEC benchmark suite includes a set of multi-threaded applications from a number of
application domains, including image processing (vips), data compression (dedup), and computer
vision (bodytrack). It uses both POSIX threads and OpenMP [243] for multithreading. We evaluate
it in different configurations: (i) with 1 and with 4 application threads to demonstrate SGX-LKL’s
efficient user-level threading; and (ii) with two different workloads, using the PARSEC-provided input
data sets simsmall and simlarge which contain input data of different sizes. With this, we demonstrate
the impact of EPC paging and the difference between SGX-LKL in simulation and hardware mode.

We combine these two options and thus run the benchmark in four different configurations.

Table 3.4 shows the runtimes for each workload and benchmark when PARSEC is executed natively,
with SGX-LKL in simulation mode, and with SGX-LKL in hardware mode.? Tt also shows the
overhead of SGX-LKL relative to native execution. For the simsmall workload, SGX-LKL in
simulation mode has runtimes between 0.61 x and 1.22x, and between 0.88 x and 1.67 x compared
to native execution for 1 and for 4 threads, respectively. In hardware mode, runtimes are between
0.67x and 2.82x, and between 0.93x and 3.37x those of native execution. SGX-LKL performs

better than native in a number of tests due to efficient user-level threading and not requiring context

3The PARSEC benchmarks facesim, ferret, and x264 are excluded as they are incompatible with Alpine Linux/
musl libc and fail to run, both natively and with SGX-LKL. As their key characteristics [28], e.g. the degree of data
parallelism and their use of synchronisation primitives, are covered by other tests in the benchmark suite, we do not believe
that their omission has an impact on the overall findings.
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Fig. 3.5: Dacapo benchmark results

switches on system calls. SGX-LKL'’s use of cooperative scheduling also means that application

threads are never interrupted if not required.

In hardware mode, tests that have a memory footprint that exceeds the EPC size and therefore cause
EPC paging, show a significant overhead. For simsmall, SGX-LKL has runtimes of up to 3.37x
the runtime of native execution (freqmine), while for tests without EPC paging, the largest relative
overhead to native execution is 1.68 x (bodytrack). With the simlarge workload, relative runtimes are
between 1.53x (raytrace) and 14.10x (canneal) for tests requiring paging, and between 1.03 x and

1.63x for tests without paging.

These results show that SGX-LKL scales with an increasing number of application threads with low
overhead in both simulation and hardware mode. Performance with Intel SGX hardware decreases
significantly when applications” memory footprints exceed the available EPC size. However, future
EPC sizes will increase significantly [303] and allow low SGX-LKL overhead even for large working

set sizes.

3.6.2.2 Java Virtual Machine

We evaluate SGX-LKL with an unmodified OpenJDK 8 JVM version 1.8.222 binary from the official

Alpine Linux repository. The JVM is a language runtime with complex system support needs such as
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dynamic library loading, custom signal handling, and access to special file systems such as /proc.
To benchmark JVM performance, we use the Dacapo benchmark suite version 9.12 [31]. Dacapo
is comprised of a diverse set of application benchmarks. These include an in-memory database
benchmark (42), Apache Lucene text indexing and search (luindex and lusearch), and an application
server benchmark (tradebeans). We exclude the eclipse, jython, and tomcat tests as they assume
fork support which SGX-LKL does not provide (see Section 3.8). Most of these benchmarks have
working set sizes larger than the EPC size and require EPC paging. As the JVM has a large memory
footprint itself, EPC paging is common for JVM applications and with the EPC limits of current
CPUs.

Fig. 3.5 shows run times of the different Dacapo benchmarks when executed natively and with
SGX-LKL in simulation and in hardware mode. In simulation mode, runtimes vary between 0.69 x
and 1.36x of native runtimes, and between 1.29x and 5.19x in hardware mode. As in the case of
PARSEC, SGX-LKL performance in hardware mode largely depends on the working set size and

memory access patterns.

With this benchmark, we demonstrated that SGX-LKL is capable of running a diverse set of complex
JVM applications without requiring any changes to the application or the JVM itself. By supporting a
widely adopted language runtime such as the JVM, SGX-LKL enables the secure execution of a large
variety of existing applications that would require significant effort to port and protect as standalone
TEE applications. We also demonstrated that SGX-LKL is able to run applications that heavily rely

on system support with low overhead.

3.6.2.3 TensorFlow

By evaluating TensorFlow [1], a popular machine learning framework, we demonstrate SGX-LKL’s
ability to protect commonly sensitive workloads — both training data and trained models are consid-
ered sensitive in many use cases and should not be exposed. In addition, TensorFlow serves as another
example of an application with complex system support requirements, e.g. thread-local storage and
dynamic loading support. We also use TensorFlow’s ability to distribute training and inference across

a network of machines, to evaluate SGX-LKL’s performance in a distributed setting.

We evaluate TensorFlow [1] training and inference using version 1.13.2 of TensorFlow and Python 3.6.

We use the TensorFlow benchmark suite [329] with models representing different types of networks,
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Fig. 3.6: Training throughput with TensorFlow  Fig. 3.7: Inference throughput with TensorFlow

both small (ResNet-34) and large (AlexNet, ResNet-101) as well as deep and low-dimensional
(ResNet-50). The input datasets are CIFAR-10 [194] and a 230 MB subset of ImageNet [87, 328].
Both Python and TensorFlow have complex system requirements such as dynamic library loading —
the TensorFlow benchmark depends on over 100 shared libraries, uses a large subset of the POSIX

API, and requires support for thread-local storage.

In Fig. 3.6, we report the training throughput with SGX-LKL compared to native execution. SGX-
LKL outperforms native execution in simulation mode: the training throughput of ResNet-34,
ResNet-50 and ResNet-101 is higher than native by 28%, 33% and 32%, respectively. With ImageNet,
the AlexNet outperforms the native system by 14.2% and 24.2% with CIFAR10 dataset. Fig. 3.7
shows the inference throughput. The results show the same trend as for training: the inference
throughput is higher than in native execution by 22% for AlexNet with ImageNet, 42% for AlexNet
with CIFAR10, 29% for ResNet-34, 26% for ResNet 50, and 20% for ResNet 101.

As these results demonstrate, SGX-LKL is capable of running TensorFlow training and inference
without overhead in simulation mode. In fact, it achieves higher throughput than execution using
Docker. As discussed in 3.6.2.1, this is likely due to SGX-LKL’s use of user-level threading and

cooperative scheduling.

However, TensorFlow has high memory requirements. To quantify this, we measure the working
set sizes by counting the number of distinct pages that are paged into EPC memory over a 10

second interval.* The working set sizes range from 527 MB (ResNet-50/ImageNet) to 1495 MB

“Measured using the sgxpagefaulttrace-bpf tool available at https://github.com/cpriebe/sgxpagefaulttrace-bpf.
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Fig. 3.8: Distributed TensorFlow training throughput for ImageNet/AlexNet with batch size 256 and
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(AlexNet/CIFAR10), and from 447 MB (ResNet-101/ImageNet) to 668 MB (AlexNet/CIFAR10) for
training and inference, respectively. Note that TensorFlow accesses memory repeatedly so that pages
are paged in and out of the EPC multiple times. Due to this, throughput in hardware modes degrades
significantly. Training throughput is between 3.8% (Resnet-34) and 28.6% (AlexNet/CIFAR-10) of
native throughput. Inference throughput ranges from 8.2% (Resnet-34) to 27% (AlexNet/CIFAR-10)

of native throughput.

With this experiment, we again demonstrated SGX-LKL’s ability to run complex applications and
provide extensive system support. SGX-LKL is able to run TensorFlow training and inference
throughput with no overhead in simulation mode. In addition, we showed the impact of large working
set sizes on performance with SGX hardware, leading to a significant degradation in performance

when working set sizes exceed the available EPC size.

3.6.2.4 Distributed TensorFlow

To evaluate performance for distributed applications, we also deploy TensorFlow with one parameter
server and a varying number of workers, using a batch size of 256. With this experiment, we also
demonstrate the benefit of SGX-LKL’s transparent layer-3 network encryption. TensorFlow itself
provides no TLS support, but its network traffic can be protected by SGX-LKL without modifications

or configuration changes to TensorFlow.
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Fig. 3.9: Disk performance with encryption and integrity protection

Fig. 3.8 shows SGX-LKL’s performance compared to native execution. We run SGX-LKL in
simulation mode in two configurations: (i) without network encryption; and (ii) with network
encryption. Without network encryption, SGX-LKL’s throughput is comparable to native: with
4 workers, SGX-LKL’s throughput is 3% slower. With the Wireguard VPN, the throughput decreases
to 52% for 4 workers. As we explore in more detail in Section 3.6.3.2 the overhead is the result of

encrypting and decrypting network packets.

With this experiment, we showed that SGX-LKL can protect complex distributed applications

transparently with moderate overheads.

3.6.3 Microbenchmarks

In this section we perform microbenchmarks to evaluate SGX-LKL’s overhead for disk and network
1/O and their protection. The goal of these experiments is to (i) analyse in detail the origins of
performance overheads in SGX-LKL; (ii) compare different configurations of SGX-LKL’s protec-
tion mechanisms; and (iii) demonstrate the impact of optimisations we have made to improve I/O

performance in SGX-LKL.

3.6.3.1 Disk I/O

We evaluate disk I/O performance by measuring the sequential read throughput when reading an

uncached 1 GB file from a 256GB Samsung 850 Pro SSD. We consider three different configurations:
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Fig. 3.10: Network I/O throughput measured with /Perf3 for different buffer sizes

(1) unencrypted, (ii) with full disk encryption (FDE) via dm-crypt using AES-XTS, and (iii) with FDE
and integrity protection via dm-crypt and dm-integrity using AES-GCM. All experiments are run in

both simulation and hardware mode.

Fig. 3.9 shows that SGX-LKL achieves near native performance without encryption or integrity
protection, fully saturating the bandwidth of the SSD of around 510 MB/sec. With FDE, the throughput
decreases to 320MB/sec, around 62% of native throughput, in hardware mode. Enabling integrity

protection further reduces throughput to around 230MB/sec or 45% of native throughput.

As described in Section 3.4.1 we extended LKL to support x86 kernel modules in order to make use
of hardware acceleration, in particular for cryptographic operations. As shown, this optimisation
improves encryption and integrity protection significantly. For FDE, throughput increases to 2.66x
and 2.38 x compared to the non-accelerated versions in simulation and in hardware mode, respectively,
with hardware acceleration. For FDE with integrity protection, throughput increases to 4.86x and

4.09x the non-accelerated throughput in simulation and in hardware mode, respectively.

3.6.3.2 Network I/0

We evaluate network I/O performance by measuring network throughput for varying buffer sizes

with IPerf version 3.1.3 [179]. We run SGX-LKL both in simulation and in hardware mode. In
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addition, we measure SGX-LKL’s network throughput with encryption, integrity protection, and
authentication by enabling Wireguard. For all tests, we run an IPerf3 server with SGX-LKL inside an
enclave and a native client on a separate machine, connected to the server host via a 10 Gbps Ethernet

link.

As Fig. 3.10 shows, throughput increases with increasing buffer sizes for both the native execution
and SGX-LKL. For 256 byte packets, SGX-LKL reaches about 0.7 x and 0.9 x of native throughput
in hardware and simulation modes, respectively. For small buffers, the throughput is client-bound.
Native execution saturates the full network bandwidth of about 9.41 Gbps with 4 KB buffers. In
comparison, SGX-LKL reaches a throughput of 5.11 Gbps (0.54 x) in hardware mode, and 5.71 Gbps

(0.60x) in simulation mode.

In order to improve network performance, SGX-LKL supports both send and receive segmentation
offloading. With this, larger buffers can be received and sent via the net_read and net_send host calls.
Segmentation into smaller TCP segments and Ethernet packets is done on the host side, effectively
reducing the number of required host calls. Therefore, SGX-LKL performs better for larger buffer
sizes. For 64 KB buffers, SGX-LKL reaches a maximum throughput of around 8.38 Gbps (0.89 x)

and 8.78 Gbps (0.93 x) for hardware and simulation mode, respectively.

With Wireguard and 256 byte buffers, throughput for hardware and simulation mode is 0.44 Gbps
and 0.54 Gbps, respectively; with buffers larger than 4 KB, the throughput increases to 2.0 Gbps and

2.2 Gbps, respectively. Here Wireguard decryption becomes the bottleneck.

3.7 Related Work

There has been extensive research on system support for applications to make use of SGX capabilities.
We already discussed other TEE runtime systems comparable to SGX-LKL in Section 3.2.1. In this

section, we discuss other related work.

Data processing frameworks. Several other systems have been proposed that protect specific types
of computations or applications rather than providing general-purpose protection. Ryoan [168] uses
SGX to provide distributed sandboxes to run untrusted data-processing modules in order to allow
mutually distrusting parties to process sensitive data. Ryoan modules are restricted to only process

input once and must be stateless. They are confined by a Ryoan sandbox that (i) loads and validates
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the module; (ii) provides system support via a custom libc implementation; and (iii) enforces privacy-
preserving data flows between modules. The latter is enforced by attaching labels to module output
data that identify the module owner. Data can have multiple labels if it passes through multiple
modules. Ryoan enforces that a module cannot leak data with a different label, e.g. by persisting it on
disk, or by sending it over the network to any party other than another Ryoan module or the trusted user.
Se-Lambda [272], Clemmys [336], and SecureV8/SecureDuk [46] are similar systems that use SGX
to protect small stateless modules in the context of serverless computing and function-as-a-service
platforms. SGX enclaves have also been used to protect virtualised network functions in the context

of middleboxes [80, 95, 134, 156, 261, 298, 335].

Another class of applications commonly deployed in the cloud to process sensitive data are data
analytics frameworks. VC3 [289] is a system that protects Hadoop MapReduce [86] jobs using
SGX enclaves. Instead of running all of Hadoop inside a TEE, VC3 places only map and reduce
functions inside enclaves to both reduce TCB size and overhead. It ensures that input and output
data is encrypted and integrity-protected and guarantees that the distributed computation runs to
completion without tampering. Region self-integrity of map and reduce tasks is enforced via a
custom compiler. For this, memory accesses are instrumented to add range checks to ensure that
all memory writes and reads are to or from in-enclave memory, respectively. Data can only enter
and leave the enclave via specific framework interface functions that ensure its confidentiality and
integrity. However, communication between the distributed enclaves can still reveal sensitive data to
an adversary through analysis of access patterns, order of execution, and timings [90, 240]. MR [90]
and similar systems [59, 240] therefore extend VC3’s design to hide traffic patterns with additional

shuffling and padding.

Opaque [378] is a secure distributed analytics framework built on top of Spark SQL that provides
oblivious relational operators. Similar to previous systems it protects computation using SGX and
hides network traffic patterns. In addition, it also makes memory accesses oblivious to prevent leakage
via memory access patterns (see Section 2.4.3). Similarly, Ohrimenko et al. [241] and Shaon et

al. [296] implement SGX-based frameworks for data-oblivious machine learning algorithms.

Lastly, the authors of IRON [112] and Felsen et al. [109] present SGX-based frameworks for functional

encryption and secure and private function evaluation, respectively. By using TEEs, they overcome
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the problem of program obfuscation (see Section 2.2.1.2) and improve performance over purely

cryptographic implementations.

In contrast to these systems, SGX-LKL supports arbitrary applications without requiring application

changes or recompilation.

TEE performance. As discussed in Section 2.4.2 Intel SGX can incur significant performance
overheads due to the cost of enclave paging, enclave transitions, and memory encryption. To lower
these costs, a number of systems have been proposed that provide in-enclave system support to

mitigate SGX overheads.

FlexSC [313] first introduced the idea of exception-less asynchronous execution of system calls for
improved system call performance. Instead of triggering a software interrupt by executing a syscall
instruction to transfer execution to the kernel directly, a request is written to a designated system call
page, and is asynchronously picked up and executed by an in-kernel system call. After completion,
the result is written back to the system call page. This prevents costly userspace-kernel transitions
and cache pollution. SCONE [15], SGXKernel [331], HotCalls [362], and Eleos [244] apply the same
concept to ocalls to reduce the cost of enclave transitions. Ocall requests are written to a designated
area in untrusted memory and picked up and performed by untrusted ocall threads running outside of
the enclave. Eleos additionally uses Intel’s Cache Allocation Technology (CAT) [171] to partition the
CPU’s last-level cache into enclave and ecall thread partitions in order to reduce enclave cache misses

and the resulting MEE overhead (see Section 2.4.2.1).

Eleos and other systems also provide ways to mitigate overheads introduced by enclave paging (see
Section 2.4.2.4). Eleos implements per-enclave user-level page tables and caches that allow for
application-specific eviction policies. Enclave code can access the in-enclave page cache using
secure pointers obtained via a custom malloc implementation. Memory accesses via these pointers
can trigger page evictions and loads on page cache misses but avoid regular page faults that would
trigger expensive asynchronous enclave exits and handling of the fault by the host OS. CoSMIX [245]
implements a similar in-enclave self-paging mechanism but enforces its use via compiler instrumenta-
tion. VAULT [326] proposes hardware changes to use an optimised integrity verification structure to

improve paging performance.
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SGX-LKL employs similar mitigations, e.g. it performs host calls asynchronously and schedules
other application threads while waiting for a host call to return. It also naturally reduces overhead by
minimising reliance on the host OS and with that the number of enclave transitions. Other mitigations,

e.g. to reduce EPC paging overheads, are orthogonal and could be used with SGX-LKL.

3.8 Limitations

In this section, we discuss limitations of SGX-LKL. In particular, we discuss SGX-LKL’s missing
support for multiprocess applications and the TCB size of applications that run on top of SGX-

LKL.

Multiprocessing. In contrast to Graphene-SGX [341] and Panoply [301], SGX-LKL does not
provide multiprocessing support. While there is no fundamental reason why SGX-LKL could
not support multiple processes, currently available TEEs such as Intel SGX are not designed for
multi-process applications. Intel SGX enclaves are bound to a single virtual address space. Multiple
enclaves, residing in separate virtual address spaces, cannot share trusted enclave memory. Instead
they have to rely on custom message passing mechanisms communicating via unprotected shared
memory in their host processes. Common optimisations such as copy-on-write memory replication is
not available in SGX enclaves. Forking involves the creation of a new enclave, local attestation of the
enclave contents, establishing a secure connection, and the exchange of enclave secrets. While some
multi-process applications can benefit from pre-forking, many rely on short-lived child processes and
fast inter-process communication. Most applications are single-process or can be configured to use
a single process and instead rely on multithreading for concurrency. For future TEEs with inherent
multi-processing support or applications that strictly require support, e.g. databases relying on process
forking for snapshotting, SGX-LKL could be extended similarly to Graphene-SGX or Panoply. For
example, as done by Graphene-SGX, SGX-LKL could support forking by dynamically creating new
enclaves for child processes and using shared untrusted memory to exchange encrypted messages to

replicate process memory and to support inter-process communication.

TCB Size. The goal of SGX-LKL is to transparently protect complex data processing systems while
exposing a minimal host interface. However, the choice of placing a complex library OS within the
enclave to achieve this as well as the restrictions of Intel SGX as chosen TEE is based on trade-offs.

The size of the TCB is an important security property. TEE runtime systems such as Panoply and
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Table 3.5: Lines of code and binary sizes of libsgxlkl.so components

Lines of Code (in

. . . . 6
Component thousands)’ Binary Size (in MiB)
LKL 598%* 5.28
musl libc 88 0.83
libcryptsetup 20 0.33
libprotobuf-c 13 0.06
SGX-LKL runtime 17 -
libsgzlkl.so 749% 6.98

* We approximate the lines of code for LKL by counting the lines of source files of all object files created during compilation.
This does not include header files.

SCONE aim to reduce the TCB size by delegating work to the host OS but by doing so also expose a

larger host interface.

Placing a comprehensive library OS inside the enclave naturally leads to a larger TCB. However, the
configurability of Linux allows SGX-LKL to reduce its size significantly. Support for drivers as well
as unneeded file systems and network protocols and other subsystems can be removed at compile time.
Table 3.5 shows the estimated lines of code as well as the binary size of libsgxlkl.so’s components.
The main components of libsgxlkl.so are LKL and the musl libc library. In addition, libsgxlkl.so
includes: libcryptsetup which is used for the in-enclave configuration of device mapper targets for
disk encryption and integrity protection; libprotobuf-c which provides protocol buffer support for
SGX-LKL’s remote control capabilities, including remote attestation and secret provisioning; and
the SGX-LKL runtime which comprises the actual host interface and in-enclave system functionality

not provided by LKL such as enclave memory management, threading, and signal handling.

While SGX-LKL’s codebase is larger than systems such as SCONE [15] (187,000 lines) and
Panoply [301] (10,000 lines) that delegate most of the low-level resource management to the host,
SGX-LKL is similar in size to Graphene-SGX [341] (1.3M lines) while exposing a smaller host
interface and providing full file system and network stacks inside the TEE. It is an order of magnitude
smaller than Haven [23] (5.3M lines) which has a similar architecture but relies on a larger monolithic
Windows-based library OS. In addition, with the Linux kernel, SGX-LKL relies on a mature and
proven codebase. This reduces the risk of potential vulnerabilities. It is also actively maintained,

making it simple to incorporate future fixes and features in SGX-LKL.

5 As reported by cloc.
6 As reported by GNU size.
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Lastly, complex applications themselves have large codebases. The OpenJDK 8 and current Ten-
sorFlow codebases consist of about 500,000 and about 2,000,000 lines of code, respectively. We
therefore believe that SGX-LKL’s TCB size is a reasonable trade-off for its minimal host interface,
in particular for large monolithic applications. Alternatively, application TCB sizes can be reduced

through application partitioning, which we will explore in the next two chapters.

3.9 Summary

In this chapter we presented SGX-LKL, a TEE runtime system that is designed to support complex

applications with a minimal host interface.

We first surveyed existing TEE runtime systems and analysed their host interfaces. We show that TEE
host interfaces represent a substantial attack surface. A large and complex host interface inherently
leaks information when TEE runtime systems rely on the untrusted host, e.g. by using the host’s file
system or network stack. Similarly, calls into the enclave pose a risk to the integrity of in-enclave
data and computation. We therefore present a minimal host interface that takes the requirements of
complex applications into account and only allows use of the host OS for functionality that cannot be

provided inside the enclave.

We then presented SGX-LKL’s implementation on top of this interface which executes unmodified
Linux binaries within SGX enclaves by using the Linux kernel to provide POSIX abstractions. We
discussed how SGX-LKL extends LKL to provide file system, networking, signal handling, threading,

and timing functionality to applications.

We also showed how SGX-LKL protects the host interface. In particular, we discussed its use of
Linux’s device mapper subsystem to provide transparent encryption and integrity protection for disk
I/0, and the use of Wireguard, a layer-3 VPN for transparent low-level network encryption and

integrity protection.

We showed how SGX-LKL implements secure application deployments that maintain confidentiality
and integrity of both application code and initial data. We presented the complete deployment work-
flow of SGX-LKL applications, including the creation of protected disk images, remote attestation,
and the provisioning of runtime secrets such as disk encryption keys, public keys of Wireguard peers,

and application arguments.
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Finally, we evaluated SGX-LKL’s ability to run a diverse set of applications and its performance.
We show that SGX-LKL can run unmodified versions of the PARSEC application benchmark suite,
the OpenJDK JVM, and TensorFlow, with low overheads when the working set size does not exceed
the EPC size. For larger working sets, performance degrades significantly. However, this is a result
of a limitation of current SGX implementations and will go away in the future with larger EPC

sizes.



CHAPTER 4

GLAMDRING: AUTOMATED PARTITIONING FOR

APPLICATION-SPECIFIC HOST INTERFACES

This chapter presents GLAMDRING, a semi-automated partitioning framework for Intel SGX. We
discuss the benefits of application-specific host interfaces as well as objectives of application-specific
host interface design. These include reducing TCB size, interface complexity, and performance
overhead due to enclave transitions. We present a framework that partitions existing application
codebases based on code annotations that identify security-sensitive data for the execution in TEEs,

taking these objectives into account.

4.1 Introduction

With SGX-LKL, discussed in the previous chapter, we have explored one way of running existing
applications in TEEs. SGX-LKL and other TEE runtime systems can run full unmodified applications
inside enclaves to protect them from an adversary in control of the untrusted environment. Such
an approach makes it easy to run complex applications in TEEs and can reduce the reliance on the
host system. However, it also relies on a large TCB, increasing the risk of exploitable vulnerabilities
within an enclave. The TCB not only includes the full application but also components to provide

application-independent system support such as library OSes [23, 267, 341].

While executing full applications inside TEEs reduces the porting effort and simplifies deployment,
it violates the principle of least privilege [284]. This states that any component should have the
least privileges required to perform its functionality. When running complete applications inside
an enclave, all application code executes at the same privilege level and has access to sensitive
enclave data. However, as studies have shown there is a correlation between the TCB size and the
number of vulnerabilities [226, 297]. Such vulnerabilities might be exploitable to compromise the
confidentiality [169] or the integrity [73] of sensitive data. Therefore, to follow the principle of

least privilege, only code that requires access to sensitive data should execute within an enclave
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and applications should be partitioned accordingly. Partitioned applications consist of distinct
compartments, trusted in-enclave code and data, and untrusted application code and data outside of

the enclave.

SGX SDKs [114, 170, 239] provide support for the development of partitioned applications but are
targeted at the development of new applications. They provide little support for the partitioning of
existing applications, which can be challenging. Developers have to i) identify security-sensitive code,
data structures and execution paths to be placed in the enclave; ii) refactor code into an enclave library
and untrusted code; and iii) design a secure and efficient host interface for the two compartments to

interact with each other.

While TEE runtime systems have a well-defined application-independent host interface, host interfaces
for partitioned applications are application-specific. They implement function calls between untrusted
and trusted application code outside and inside the enclave. Note that it is not sufficient to identify
sensitive application code and place the code inside the enclave. The enclave relies on the outside
code for some functionality and sensitive data must be exchanged with remote clients or passed to the
host OS, e.g. for storage, securely. Therefore, the host interface must also be protected in order to

guarantee the confidentiality and integrity of sensitive data that enters and leaves the enclave.

Furthermore, the size of the TCB is not the only concern for the partitioning of applications for TEE
execution. In Chapter 3 we already discussed the role of the host interface complexity in regard to the
security of a TEE application. Interface-based attacks (see Section 2.4.3.1) pose a substantial threat.
Finally, the host interface can have a significant impact on application performance. On current SGX
implementations, enclave transitions can take up to 10,000 CPU cycles (see Section 2.4.2.5) and cause
additional performance overhead due to the inherent flushing of CPU caches. Therefore, the number

of enclave transitions at runtime is another factor that must be taken into account.

However, reducing the TCB size, host interface complexity, and the number of transitions are
competing partitioning objectives. For example, in a scenario in which a sensitive enclave function
calls a non-sensitive helper function outside of the enclave, it can be beneficial to move the helper
function into the enclave, thus slightly increasing the TCB size but reducing the interface complexity
and the number of enclave transitions. This demonstrates how designing an application-specific host
interface is non-trivial and that it poses a challenge for the manual partitioning of applications for

TEE execution.
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Instead, we argue for a principled approach for TEE application partitioning and application-specific
host interface design on the basis of these objectives. We propose to use (i) code analysis to identify
security-sensitive code and data, and to collect call graphs and other metrics; (ii) code partitioning
to decide how to partition an application based on the analysis results and the discussed partitioning
objectives; and (iii) code generation to transform application code into a trusted enclave library,

untrusted code running outside of the enclave, and a hardened host interface for their interaction.

In this chapter, we present GLAMDRING, a semi-automated partitioning framework for TEE applica-

tions that implements this approach. It works in three phases:

(1) Code analysis. In the first phase, GLAMDRING employs code analysis to identify sensitive
code and collects a number of metrics related to the partitioning objectives. For this, GLAMDRING
relies on developer-provided code annotations. GLAMDRING supports two analysis approaches:
dynamic analysis and static analysis. While dynamic analysis is done at runtime and therefore
allows GLAMDRING to collect and take into account performance metrics, static analysis is workload-

independent and is more conservative as it analyses the full codebase at once.

For dynamic analysis, the framework conducts dynamic profiling using Valgrind [235] while running a
representative application workload. It obtains information about (i) which functions access sensitive
data structures; (ii) the location at which sensitive data structures are allocated; (iii) which functions

perform system calls; and (iv) the dynamic call sequence between functions.

For static analysis, GLAMDRING performs workload-independent (i) dataflow analysis [277] on
annotated sensitive input variables to determine functions that access sensitive data or data derived
from it; and (ii) backward slicing [358] on annotated sensitive output variables to determine functions

that can affect the integrity of such outputs.

The dynamic and static code analysis produce annotated call trees and program dependence graphs,
respectively, that encode the analysis results. Both approaches have benefits and shortcomings. We

compare both approaches and discuss their trade-offs.

(2) Code partitioning. This phase solves an optimisation problem based on the analysis output and
partitioning objectives, assigning a subset of all functions and data structures to the enclave. This

exposes the trade-off between (i) the size of the TCB; (ii) the host interface complexity, i.e. the
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number of enclave entry and exit points that must be protected against attacks; and (iii) the number of

transitions in and out of the enclave, which impact performance.

GLAMDRING provides a partitioning tool that formulates this optimisation problem as an integer
linear program (ILP) that incorporates the analysis results, and solves it with an ILP solver. The tool
outputs a partition specification with (i) a list of (potentially duplicated) enclave functions; (ii) a list
of functions that act as entry and exit points for the enclave; and (iii) all memory allocations that must

be performed inside the enclave.

(3) Code generation and hardening. In this phase, GLAMDRING transforms the application code
using a source-to-source compiler based on the LLVM/Clang compiler toolchain [75, 199]. It (i) splits
up source files into enclave and outside code; (ii) generates code for the entry and exit points of the
host interface; (iii) ensures that memory allocations for data structures are performed inside or outside
of the enclave depending on the sensitivity of the data; and (iv) adds cryptographic operations and
runtime checks to the host interface to protect it and to ensure invariants required for the soundness
of the code analysis phase. The output of this phase is an untrusted binary and a trusted enclave

library.

GLAMDRING's threat model follows the threat model described in Section 2.5. GLAMDRING aims to
protect against a strong adversary in control of the untrusted system, including the whole software
stack, with physical access to the machine. An adversary can observe all host interface interactions and
might try to learn sensitive information based on enclave outputs. GLAMDRING must therefore protect
the confidentiality of sensitive enclave data. Similarly, an adversary might use the host interface in
unintended ways, e.g. by tampering with enclave input data, or calling into the enclave unexpectedly
to impact the integrity of enclave code and data. GLAMDRING must protect the host interface against

such attacks.

In contrast to TEE runtime systems such as SGX-LKL, GLAMDRING also aims to protect against a
subset of enclave software vulnerabilities. By partitioning the application, GLAMDRING excludes
software vulnerabilities in code that it places outside of the enclave from its TCB. However, we

assume that code in the enclave library is free of vulnerabilities and can be trusted.

We implement a prototype of GLAMDRING and evaluate both its dynamic and its static analysis

capabilities. We do this by applying it to the relational database management system (DBMS)
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MySQL [232] and the key-value store Memcached [220]. We show that GLAMDRING can significantly
reduce the TCB size by partitioning these applications and demonstrate its performance impact.
Simulating larger enclaves, we estimate the overhead of MySQL partitioned by GLAMDRING to be
between 11% and 23% compared to native execution. For Memcached, the throughput is reduced to
about 27% of the native version when executed in an SGX enclave, comparable to other TEE-based

versions.

The remainder of this chapter is structured as follows: Section 4.2 discusses objectives of TEE host
interface designs and related work on alternatives to application-specific host interfaces; Section 4.3
introduces the high-level design of GLAMDRING; Section 4.4 covers the code analysis phase and
discusses trade-offs between dynamic and static analysis for TEE application partitioning; Section 4.5
describes how GLAMDRING implements the code partitioning using ILP; Section 4.6 then discusses
the code generation phase and how GLAMDRING hardens the interface; in Section 4.7, we report our
experimental evaluation results; Section 4.8 presents related work; Section 4.9 discusses limitations;

and Section 4.10 concludes this chapter.

4.2 TEE Host Interface Designs

This section provides background on TEE host interface designs and the benefits of application-
specific host interfaces. We first look at objectives and trade-offs for TEE host interfaces. We then
give an overview of the design space and compare alternative host interface designs in the context of

these objectives.

4.2.1 Objectives

There are different ways of designing and securing TEE applications. With SGX-LKL, discussed in
Chapter 3, we have presented one way of running TEE applications that focuses on a minimal host
interface to reduce the attack surface of the secured application. However, reducing host interface
complexity is just one potential objective. We identify three criteria that affect security or performance

of TEE applications and impact the design of the host interface:

TCB size. An important factor is the TCB size. The TCB of TEE applications includes the TEE
implementation, e.g. the Intel SGX hardware and microcode, as well as all code executed within the

enclave. When application code contains vulnerabilities an adversary might be able to exploit them
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to compromise confidentiality or integrity of the application. As there is a correlation between the
amount of code and the likelihood of it containing vulnerabilities [226, 297], reducing the TCB size
is an important factor in securing TEE applications. Following the principle of least privilege [284],
only the parts of an application that require access to sensitive data should be executed within an

enclave, with all other code executed outside.

Complexity of the host interface. The complexity of the host interface is another factor that impacts
the security of enclave code and data. In the context of this chapter, we look at the host interface
complexity in terms of the number of entry and exit points into and out of the enclave. As each of
them interacts with untrusted code, they increase the attack surface of the enclave and may represent
potential vulnerabilities — parameters passed out of the enclave must be sanitised correctly to ensure
that the confidentiality of sensitive enclave data cannot be compromised; and parameters passed
into the enclave must be verified to not compromise the integrity of enclave code and data. As we
have discussed in Chapter 3, protecting the host interface from interface-based attacks such as lago
attacks [62] (see Section 2.4.3.1) can be difficult. It is therefore desirable to have a small interface

between the enclave and the outside.

Number of enclave transitions. The third criteria is the number of enclave transitions at runtime.
Each transition carries a performance overhead as the CPU switches between enclave and normal
mode, resets and restores CPU state, and flushes CPU caches. To minimise performance overhead,
the number of enclave transitions can be reduced, e.g. by pushing non-sensitive functionality into the

enclave.

As the host interface forms the boundary between enclave and untrusted code, it is a central component
of partitioned applications. When designing the host interface, the objectives above must be considered.
However, optimising for these objectives can be difficult and requires application-specific knowledge.
For example, in order to reduce the TCB size, application code can be moved out of the enclave. This
requires knowledge about which application data is sensitive and which code accesses such data. Only
code that does not require access to sensitive data can be moved. Similarly, reducing the number of
enclave transitions, e.g. by moving a function that is frequently called across the enclave boundary,

requires knowledge of the runtime behaviour of the application and executed code paths.
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Fig. 4.1: Design space for TEE host interfaces

In addition, these partitioning objectives are not orthogonal but compete with each other. Optimising
for one objective can negatively affect another objective. Moving a function out of the enclave in
order to reduce the TCB size increases host interface complexity as an additional ocall is introduced.
It might also affect performance by requiring additional enclave transitions. GLAMDRING takes
these trade-offs into account and allows framework users to prioritise one objective over another. We

discuss this in more detail in Section 4.5.

4.2.2 Design space

Next we explore the design space for TEE host interface designs and discuss the trade-offs with
respect to the above objectives as well as development effort and the generality of the approach. Both
the development effort and generality are important factors for the adoption of a given approach to

secure TEE applications.

Fig. 4.1 shows three design alternatives for protecting applications using enclaves with different types

of host interfaces:

Application-independent host interface. As shown in Fig. 4.1a, the approach adopted by systems
such as SGX-LKL (Chapter 3), Haven [23], SCONE [15] and Graphene-SGX [341] provides isolation
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at a coarse granularity by executing a complete application inside an enclave. Both security-sensitive

and insensitive application code and data reside within the enclave, increasing the TCB size.

The host interface supports a complete set of system or hyper calls that cannot be handled inside
the enclave and are therefore delegated to the host OS, e.g. for I/O operations. The interface is
application-independent, but its complexity (in terms of number of distinct entry and exit points)
depends on the adopted system abstraction. The required generic system support within the enclave

further adds to the TCB size.

This approach incurs low development effort, as it can execute unmodified applications, and is generic
across applications. However, by placing both a complete application and complex system support

code, e.g. library OSes, inside the enclave, it also leads to large TCBs.

Predefined host interface. Fig. 4.1b shows an approach in which applications must adhere to a
predefined restricted host interface [288, 305, 306]. For example, VC3 [288] protects map/reduce jobs
using enclaves and forces map/reduce tasks to interact with the untrusted environment only through a
particular interface. Similarly, a number of other systems provide runtime support for small modules
or functions, e.g. in the context of serverless computing, but require them to be stateless and adhere to
a predefined interface [46, 168, 272, 336]. The enclave contains a small trusted shim library, resulting

in a smaller TCB compared to the previous approach.

This approach results in a small host interface which simplifies protection. VC3’s interface consists of
only two calls, one to read encrypted key/value pairs and another to write them as the job output. It
also makes it possible to add additional runtime checks that enforce security invariants [306], e.g. to

prevent enclave code from directly accessing untrusted memory.

However, the security benefits of this approach are offset by its limited applicability. Given the
predefined host interface, the approach can only be used with applications that interact with the

untrusted environment in specific ways, such as map/reduce tasks in the case of VC3.

Application-specific host interface. With GLAMDRING, we explore another approach. We exploit
the fact that, for many applications, only a subset of code handles sensitive data, while other code
is not security-sensitive and does not need protection [47, 304, 310]. As shown in Fig. 4.1c, this
makes it possible to partition the application to reduce the TCB size, leaving code and data that is not

security-sensitive outside the enclave.
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Fig. 4.2: GLAMDRING architecture with both design options: dynamic and static analysis

Past work has shown that partitioning for TEE execution can be done by hand for some applications [47,
259]. Instead, we want to explore the hypothesis that it is feasible to use principled techniques, such
as code analysis, to partition applications for secure enclaves, and provide security guarantees about

the enclave code and its interface to the untrusted environment.

With this approach, the host interface becomes application-specific: a set of ecalls and ocalls is
required between trusted and untrusted application code. In contrast to a complete application-
independent host interface, the host interface only consists of calls needed for the execution of a
specific application. In addition, fewer ocalls might be required to invoke host OS functionality, as

application code that is placed outside the enclave can issue system calls directly.

Since some application data now resides outside of the enclave, enclave code must be allowed to
access untrusted memory. This means that it is no longer possible to prohibit all untrusted memory
accesses, as with the predefined host interface [306]. Instead, it is important to give security guarantees
that, despite the richer application-specific host interface, sensitive enclave data cannot be disclosed

to the untrusted environment and that its integrity cannot be compromised.

4.3 GLAMDRING Design

In this section, we present GLAMDRING, a framework for protecting existing applications by executing
security-sensitive code in an Intel SGX enclave. To achieve this, GLAMDRING partitions application

code and data into a trusted enclave component and an untrusted component executed outside.
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GLAMDRING targets the following requirements: (i) it must protect the confidentiality and integrity of
input and output data; (ii) automate and/or reduce required modifications to application code; and
(iii) must follow the partitioning objectives of a small TCB, low host interface complexity, and few

enclave transitions outlined in Section 4.2.1.

To achieve this, GLAMDRING operates in three phases, as illustrated in Fig. 4.2.

(1) Code analysis. GLAMDRING must know which application data is sensitive. It requires the
developer to provide initial information about the sources (inputs) and sinks (outputs) of security-
sensitive data by annotating variables whose values must be protected. Based on these annotations,
GLAMDRING performs either dynamic or static analysis to track data flows and program dependencies
to identify a subset of code and data that is security-sensitive. GLAMDRING supports both, dynamic

and static analysis, as both approaches have different strengths (Section 4.4).

(2) Code partitioning Next, GLAMDRING creates a partition specification (PS) that defines which
parts of the code should be protected by the enclave. The PS enumerates the functions, memory
allocations and global variables that must be part of the enclave library. It is created based on annotated
call trees and program dependence graphs obtained from the code analysis. GLAMDRING implements
partitioning as an ILP problem with an objective function that encodes the three partitioning objectives:
(1) a small TCB size; (ii) low host interface complexity; and (iii) few enclave transitions. As these are
competing objectives, GLAMDRING allows the objectives to be weighted by the framework user. By
solving the ILP optimisation problem, GLAMDRING decides on a PS that is optimal in terms of the

user-specified objectives (Section 4.5).

(3) Code generation. Finally, GLAMDRING uses a source-to-source compiler that, based on the PS,
partitions the code into a trusted enclave library and untrusted code. It also hardens the host interface
by adding runtime checks that enforce invariants on the program state and by adding cryptographic
transformations that ensure the confidentiality and integrity of input and output data of host calls

(Section 4.6).

In the following sections, we describe each phase in detail.
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4.4 Code Analysis

The goal of the code analysis phase is to identify the subset of application code and data that is
security-sensitive and therefore must be protected. However, the sensitivity of data depends on
application semantics. GLAMDRING therefore requires developers to provide code annotations for
the initial marking of security-sensitive inputs and outputs. Based on these annotations, the code
analysis finds dependent code and data that must be equally treated as sensitive. For example, code
that is conditionally executed based on the value of a sensitive input, but otherwise does not process
the sensitive data, must still be treated as sensitive. This is because subsequent interaction with the
untrusted host could allow an adversary to infer the sensitive input value. Similarly, data derived from

sensitive data must be treated as sensitive as well.

As a consequence, GLAMDRING by default treats all code as untrusted and all data as non-sensitive.
Only code and data that is marked as sensitive as part of the code analysis is guaranteed to be placed
inside the enclave. This also means that the correctness of GLAMDRING’s output is dependent on the

completeness and correctness of the developer annotations.

The code analysis can be performed dynamically or statically. Dynamic analysis is done at runtime and
can therefore be used to collect information such as call trees and other performance-based metrics.
However, dynamic analysis results are workload-dependent, i.e. they depend on the application
inputs at the time of the analysis. In contrast, static analysis is workload-independent and hence
more conservative when determining code and data dependencies. Therefore, static analysis can
be considered more secure as dynamic analysis because it can also cover unexpected application
workloads and non-deterministic application behaviour. However, as static analysis is performed on

source code, it does not consider runtime behaviour which is possible with dynamic analysis.

We implement both of these methodologies for the code analysis with GLAMDRING and discuss them

in the following sections:

(1) Dynamic analysis. First, we present a Valgrind-based [235] taint tracking and profiling tool
for dynamic analysis. It tracks the propagation of sensitive data throughout application code at
runtime. By running the application with this tool under a representative workload and tracking the
propagation of sensitive data, GLAMDRING can identify security-sensitive application code and data.

The tool also keeps track of memory allocations, performed system calls, and collects profiling data.
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It produces annotated call trees that capture the collected information and that serve as input for the

code partitioning phase (Section 4.4.1).

(2) Static analysis. Second, we use static analysis to determine security-sensitive application com-
ponents from developer-provided source code annotations. GLAMDRING uses dataflow analysis to
identify code paths and data that depend on sensitive data and should be treated as security-sensitive
itself. For sensitive outputs, it performs backward slicing to identify code and data that can affect the
data’s integrity. The static analysis produces annotated program dependence graphs used as an input
of the code partitioning phase, similar to the annotated call trees resulting from the dynamic analysis

(Section 4.4.2).

In Section 4.4.3 we compare and discuss the benefits and limitations of both approaches. We also
discuss how dynamic and static analysis could be combined to improve application partitioning for

TEE:s.

4.4.1 Dynamic Analysis

Using dynamic analysis allows GLAMDRING to collect runtime information such as call sequences and
the number of times functions have been executed. This information can later be used to decide on a
partitioning that not only considers sensitive data flows but in addition takes into account performance
as one of the partitioning goals. Dynamic analysis can also be used when dealing with applications
that rely on dynamic control flow features such as function pointers or virtual method invocations
that are difficult to handle using static analysis. To analyse how sensitive data propagates within
the application, we use dynamic taint tracking [237] to identify application code and data that need

protection.

We develop a profiling tool using the Valgrind dynamic binary rewriting framework [235]. Valgrind
supports the instrumentation of arbitrary binaries to generate dynamic call graphs and monitor memory
accesses. The profiling tool collects information on executed function calls, their accesses to sensitive
data, and performed system calls. Due to SGX enclaves being unprivileged, system calls must be
performed outside and therefore must be taken into account as part of the partitioning. To later enforce
access restrictions on sensitive data, the tool also tracks the allocation and usage of data structures by

recording their allocation and where they are accessed.
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Fig. 4.3: Annotated call tree for MySQL, produced by GLAMDRING’s profiling tool

The tool represents the collected information as per-thread annotated call trees. Fig. 4.3 shows an
example of an annotated call tree for MySQL [232]. We use MySQL as an example application that
benefits from GLAMDRING’s dynamic analysis as it is a complex, high-performant and data-intensive
application that uses function pointers and C++ virtual methods extensively. Each node in a tree
represents an executed function and stores the following information: (i) the name and source code
location of the function; (ii) the source code location that it was invoked from; (iii) a list of performed
system calls; (iv) a list of allocated memory blocks; (v) a list of accessed memory blocks; and (vi) a

flag specifying if the function accessed sensitive data.

For compactness, single nodes may represent multiple invocations if the called function and the
location of the call are the same. In this case, the edge that connects the caller to the callee is annotated

with the number of calls.

Profiling workload. Since we use a dynamic approach, the obtained partitioning depends on the
application workload during the profiling phase. The profiling workload must therefore be representa-
tive of the application workloads encountered in production. While this can be challenging for some

applications, it is possible for others. For example, for MySQL a comprehensive SQL query set can
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be used for profiling. For the following discussion, we choose a workload based on the TPC-E [333]

benchmark that results in good code path coverage for analytics queries.

To account for non-deterministic application behaviour, the profiling tool supports multiple runs with
different workloads. All the obtained annotated call trees are combined in subsequent phases of the

partitioning framework to obtain a consistent partitioning.

Taint tracking. To track the propagation of sensitive data, the profiling tool first requires a manual
annotation of sensitive data. We employ Valgrind’s client request facility to allow framework users to
specify memory regions that contain sensitive data. For MySQL, we mark all buffer pool pages with

user table data as sensitive data when they are read from disk.

The profiling tool then uses Valgrind’s shadow memory and registers to perform byte-level taint
tracking of the sensitive data. Each time the data is read from or written to memory or a CPU register,
the corresponding instruction is instrumented. When sensitive data is copied or new data is derived

from existing tainted data, the affected memory locations are tainted as well.

Similar to the initial tainting, memory is untainted via manual annotations to indicate that sensitive
data has been sanitised, e.g. by encrypting it. Sanitised data is safe to be handled by outside code.
For MySQL, we can untaint data in the function Protocol: :net_store_data (see Fig. 4.3), which

prepares a query result before transmission over the network.

Memory management. Data structures containing tainted data must be allocated inside the enclave
to be only accessible by enclave code. The profiling tool therefore collects information about the
lifecycle of such data structures by tracking memory allocations and deallocations. The profiling
tool identifies memory blocks by intercepting calls to malloc and related 1ibc functions. Each
allocated memory block is assigned a unique 64-bit identifier, and each function accessing the block

18 recorded.

Some applications, such as MySQL, implement their own memory management. For example,
MySQL’s default InnoDB storage engine preallocates the memory for a buffer pool, which is then
allocated at a finer granularity to store individual buffer pool pages. The memory for buffer pages is
also reused. Since the partitioning tool is by default unaware of this fine-grained allocation and reuse,
the entire buffer pool would be considered tainted if it contained a single tainted buffer page. To

address this issue, the profiling tool provides additional Valgrind client requests to annotate malloc-
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and free-like functions such as the ones used in the MySQL codebase. This allows the profiling tool

to track memory used by each buffer pool page separately.

Once the application codebase has been annotated using Valgrind client requests in order to taint
and untaint sensitive data and to instrument memory allocations and deallocations in case of custom
memory management, it is recompiled. The recompiled binary is then run as usual using Valgrind
with GLAMDRING’s profiling tool. The tool then produces the annotated call trees that contain the
results of the dynamic code analysis phase and that are used as input of the following partitioning

phase.

4.4.2 Static Analysis

GLAMDRING also supports static code analysis. While dynamic analysis has the benefit of being
able to analyse runtime behaviour and incorporate performance characteristics, the correctness of the
analysis results depends on the choice of a representative workload. In contrast, static analysis can
be applied to the full codebase of an application at once and is therefore workload-independent. It
is more conservative in regard to decisions on code dependencies, e.g. when determining possible
targets of dynamic control flow targets via function pointers. While this might result in false positives
and cause additional functions to be included in the TCB, it also ensures that no dependencies are

missed and sensitive code or data is wrongly placed outside of the enclave.

Similar to the dynamic analysis, GLAMDRING also requires source code annotations for the static
analysis, as the sensitivity of data is application-dependent. When encrypted security-sensitive
data reaches the application through a source, such as an I/O channel, or leaves the application
through a sink, a developer must annotate the corresponding variable using a compiler pragma. The
annotation sensitive-source identifies a variable at a given source code location where security-
sensitive data must be available for processing, i.e. in unencrypted form. Similarly, the annota-

tion sensitive-sink indicates a variable at which security-sensitive data leaves the application.

Listing 4.1 shows examples of both annotations for the key-value store Memcached. We choose
Memcached as an example for the static analysis as it is data-intensive and is written in C and thus
does not rely on extensive use of dynamic control flow features common in C++ applications, e.g. via

virtual methods. We consider the command submitted by the client, e.g. get or set, and the associated
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#pragma glamdring sensitive-source(command)

static void process_command(conn *c, char *command) {
token_t tokens[MAX_TOK];
size_t ntokens;
ntokens = tokenize_command(command,tokens,MAX_TOK) ;
process_update_command (c,tokens,ntokens,comm,false) ;

)

#pragma glamdring sensitive-sink(buf)
static int add_iov(conn *c, void *buf, int len) {

m = &c->msglist[c->msgused - 1];
m->msg_iov[m->msg_iovlen].iov_base = (void *)buf;

Listing 4.1: Annotation for GLAMDRING's static analysis of Memcached’s source code

key/value data to be security-sensitive. GLAMDRING assumes that this data is encrypted and signed

by the trusted client when sent to the application.

Using GLAMDRING, Memcached requires two annotations. We add a sensitive-source annotation
in line 1 to mark the content of the parameter command as security-sensitive. The parameter holds
both the command as well as the associated data and should therefore be encrypted up to this
point. Processing within this function requires the data to be decrypted so that the process_command
function and other code processing the data must be treated as security-sensitive. The sensitive-sink
annotation for the buf parameter of the add_iov function in line 12 specifies that the output buffer for

the client response also contains security-sensitive data.

These annotated statements form an initial set S4 of security-sensitive statements. The static code
analysis then extends Sy by (i) the set of all statements that are influenced by the ones in Sy,
for confidentiality; and (ii) the set of all statements that influence the ones in Su, for integrity.
GLAMDRING’s analysis uses a program dependence graph (PDG) [111] P in which vertices represent
statements, and edges represent both data and control dependencies between statements. PDGs are
effective representations of code and data dependencies for the use during program slicing [163, 247].

Using P, GLAMDRING finds the set of all security-sensitive statements as follows:

Static dataflow analysis. To determine statements that are relevant for data confidentiality, we use

dataflow analysis. More specifically, given S4 and P, GLAMDRING uses graph reachability to find a
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subgraph P. of P that contains all statements with a transitive control/data dependence on statements

in Sy, i.e. vertices reachable from statements in S4 via edges in P.

GLAMDRING encrypts and signs data before statements in S that are annotated as a sensitive-sink
using the shared AES-GCM key. This makes it unnecessary to perform dataflow analysis from these

statements onwards.

Static backward slicing. To determine statements that can impact the integrity of security-sensitive
data, GLAMDRING uses static backward slicing. Given S4 and P, backward slicing finds a subgraph
P, with all statements in P on which statements in S4 have a control/data dependence, i.e. all vertices

from which statements in S4 are reachable via P.

GLAMDRING adds decryption and checks the signature of security-sensitive data after statements with
the sensitive-source annotation in S4. Up to that point, the integrity of data cannot be tampered
with without detection when the signature is checked. Thus, backward slicing does not need to be
performed further from these statements. For this, GLAMDRING requires client-side encryption and

signing of the data.

Finally, the set of all security-sensitive statements S; is obtained by combining P. and F;. The analysis
is done on the level of statements, but GLAMDRING partitions applications at a function granularity.
We therefore consider function dependencies. A function f; depends on another function f; if there
exists a statement within f; that depends on a statement within f,. Similarly to the annotated call tress
of the dynamic analysis phase, the resulting PDG subgraph can then be provided as an input to the

following partitioning phase.

4.4.3 Discussion: Dynamic and Static Analysis

In the previous sections we have presented two approaches to implement the code analysis phase of

GLAMDRING: dynamic and static analysis. Both have different strengths and limitations:

Analysis of runtime behaviour. Only dynamic analysis allows GLAMDRING to analyse runtime
behaviour and therefore incorporate performance metrics in the decision making on the optimal
application partitioning. GLAMDRING's partitioning tool collects information about the frequency
of function calls which GLAMDRING can use to decide on a partitioning that reduces the number

of enclave transitions. Static analysis is based on the application source code and does not consider
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runtime behaviour. We discuss how GLAMDRING takes the analysis results into account in more

detail in Section 4.5.

Workload dependence. As discussed, GLAMDRING’s dynamic analysis relies on a user-defined
workload and is therefore workload-dependent. The analysis results depend on application inputs.
Furthermore, applications might behave non-deterministically. GLAMDRING mitigates this problem
by supporting the merging of results from multiple profiling runs. However, it is still up to the
framework user to use representative workloads which can be difficult to predict depending on the
application. For example, in the case of MySQL, the optimiser will be restricted to plans consisting of
steps observed during dynamic analysis. Similarly, requiring an operator not observed during analysis
will result in the program to abort, as we will discuss in Section 4.6.2. In contrast, static analysis is
workload-independent. It takes any possible execution into account. This makes it more conservative
than dynamic analysis, i.e. it might determine more functions to be security-sensitive, but guarantees

the coverage of the full codebase.

Integrity protection. GLAMDRING’s dynamic analysis uses taint tracking to track the propagation of
sensitive data from a source until it is untainted at a sink, e.g. after being encrypted. Analogously,
GLAMDRING'’s static dataflow analysis tracks control/data dependencies to determine the flow of
sensitive data. In both cases, the goal is to determine application code and other data structures that
depend on the data initially annotated as security-sensitive. By protecting the dependent code and

data by assigning them to the enclave, GLAMDRING can ensures the data’s confidentiality.

However, GLAMDRING’s static analysis allows for stronger integrity protection in contrast to its
dynamic analysis approach. Using backward slicing [358], it can identify dependencies of data
annotated as security-sensitive sink, including data and code that on its own is non-sensitive. While
approaches for dynamic program slicing for dependencies of individual variables exist [4], full
dynamic backward slicing in the context of GLAMDRING would require it to keep track of all program

state and data flows throughout execution, which is not feasible.

This is in particular relevant for program inputs and ecall parameters that have not been annotated as
security-sensitive but that can indirectly affect security-sensitive data. For annotated data, GLAM-

DRING guarantees integrity in both cases using authenticated encryption.
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As discussed here, both dynamic and static analysis have strengths and shortcomings. While our
prototype implementation (see Section 4.7) only supports the use of either dynamic or static analysis,
a hybrid approach is possible. In such an approach, the conservative workload-independent static
analysis results could be augmented by workload-specific performance metrics obtained using dynamic
analysis. The combined results can then be used as input for the following partitioning phase which

we describe in the next section.

4.5 Code Partitioning

The goal of the partitioning phase is to produce a partition specification (PS) that can be used to
partition the application’s codebase. This is done based on the output of the code analysis phase. For
the dynamic analysis, the output consists of a set of annotated call trees produced by the profiling tool.
Similarly, GLAMDRING’s static analysis produces an annotated PDG which encodes which functions
are considered security-sensitive. Here, we describe the partitioning phase on the basis of dynamic
analysis results as they contain additional performance metrics. However, the same methodology

applies when using GLAMDRING's static analysis.

We implement a partitioning tool that, based on the code analysis results, finds a valid partitioning,
i.e. a partitioning that does not violate the following SGX constraints: (i) all functions that access
sensitive data or any field of a data structure with sensitive data must be assigned to the enclave; and
(ii) all functions that perform system calls are executed outside of the enclave. Since many valid

partitionings exist, the tool also considers the three objectives described in Section 4.2.1:

TCB size. To reduce the TCB size, ideally only functions that must be executed within the enclave
due to accessing sensitive data would be assigned to the enclave partition, with all other functions
executed outside. For example, in the call tree in Fig. 4.3, only the val_int, net_store_data,
and row_search_for_mysql functions access sensitive data. Fig. 4.4a shows a valid partitioning that

is optimised for a small TCB size and only assigns these functions to the enclave.

Interface complexity. Optimising for a small TCB size, however, can result in many entry and
exit points for the enclave and thus increase the host interface’s complexity. The partitioning from
Fig. 4.4a has three unique entry points into the enclave that all interact with untrusted code. Fig. 4.4b

shows a partitioning with only a single entry point into the enclave, but a larger TCB. This illustrates
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Fig. 4.4: Examples of two valid partitionings, with enclave functions shown at the bottom in green

the trade-off between a small TCB size and few entry/exit points: moving the entry point to the
function evaluate_join_record reduces the entry points from 3 to 1, but adds 5 functions to the

enclave.

Number of transitions. To reduce performance overhead due to frequent enclave transitions, addi-
tional functions, such as evaluate_join_record and all its children, may be added to the enclave
library. For example, while the partitioning in Fig. 4.4a has 6,411 transitions for the TPC-E workload
we use, the one in Fig. 4.4b only has 3,569 transitions. Moving the enclave entry point higher in the

call hierarchy, however, enlarges the TCB.

Optimisation problem. The partitioning tool generates a partitioning that is both valid and takes
the above objectives into account via user-specified weights. For this, it formulates the optimisation
problem as an integer linear programming (ILP) problem and solves it using an ILP solver [151]. The

transformation from the analysis output into an ILP problem is done as follows:

Each node of the annotated call tree, representing an invoked function, is represented as a binary
decision variable Ny ;, where 1 denotes an assignment to the enclave and 0 to the outside. It is defined

as:

0, if (f,i) performed a system call
Nyi= 41, if (f,i) accessed sensitive data (4.1)

undefined, otherwise



4.5 Code Partitioning 159

where f identifies the function, and i is an index to distinguish between nodes representing different
invocations of the same function. Function nodes that represent invocations in which the function
accesses sensitive data are set to 1; nodes that represent invocations with system calls are set to 0. The

values of all other variables are determined by the solver.

Multiple nodes representing the same function can be assigned to both partitions. By doing so, a
function is duplicated, i.e. it exists both inside the enclave and outside. Duplicating functions is useful
to reduce transitions because both enclave and outside code can call their respective versions. This
commonly happens for utility functions, e.g. for string manipulation, that are used at many locations

in the codebase.

For every call tree edge, a variable E(s ) (. ;) exists that determines if the function invocation repre-
sented by N, ; from another function Ny ; requires an enclave transition. It has the value O if both

connected nodes are assigned to the same partition, and 1 otherwise:

0, if N¢; and Ny ; are equal
1, otherwise

To express the above relationship between the edge and node variables, we add corresponding
constraints to the ILP problem. We also define additional constraints necessary for a valid partitioning,
e.g. to ensure that the same invocation of one function by another always either represents the same

kind of transition or no transition.

To construct an objective function, we require a number of additional variables. E* (1) (4 j) €Xists

for each edge variable E ) (. ) and represents a weighted edge. It can be used to record the total

8.J)

number of enclave transitions: it is 0 if an edge does not represent a transition, or the number of calls,

otherwise:

E™ (1.),(2) = C(ri (e (). (2.)) (4.3)

with ¢ () () being the number of calls.
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To calculate the number of unique entry and exit points, we create a variable Ty for each function
f that is 1 if the function is the target of at least one transition into or out of the enclave, and 0

otherwise:

1, if at least one edge that targets f

Ty = represents an enclave transition (4.4)

0, otherwise

Similarly, for determining the TCB size, we create a variable Fy that is 1 if at least one node

corresponding to function f is assigned to the enclave, and 0 otherwise:

1, if at least one node representing f is

Fr= assigned to the enclave partition (4.5)

0, otherwise

For every function variable Fy, a weighted function variable F* ; exists, that takes into account the
weight of a function, e.g. by setting it to the number of lines of code it consists of. F* is defined as

follows:
F*f = WfFf (46)

with wy being the function’s LOC.

For the definition of the objective function, we define three sets: (i) B is the set of all weighted function
variables F;, representing the TCB size; (ii) U is the set of all target variables T, representing the
number of unique entry and exit points; and (iii) V' is the set of all weighted edge variables E* ;) (¢ j)>

representing the total number of transitions.

The partitioning tool then finds a solution that minimises the following objective function O:

O=a) b+BY uty) v 4.7)

beB uelU veV
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The parameters «, B and y denote weights for the partitioning objectives: A high value for o puts
more emphasis on a small TCB size; increasing 3 increases the impact of entry and exit points; and y

emphasises the objective of minimising the number of transitions.

Based on the assigned decision variables, the partitioning tool generates the PS for the code generation
phase. It contains (i) the set of functions that are to be assigned to the enclave; (ii) the enclave entry
and exit points that must be implemented via ecalls and ocalls; and (iii) the set of security-sensitive

memory allocations determined during the code analysis phase.

4.6 Code Generation and Hardening

The last phase is the code generation phase. It produces a source-level partitioning of the application
based on the PS. It also hardens the host interface to ensure confidentiality and integrity of sensitive
data and to protect it against interface-based attacks (see Section 2.4.3.1). The result is a set of enclave
and outside source files, along with an enclave specification to compile an enclave library using the

Intel SGX SDK.

4.6.1 Code Transformation

The application code must be transformed based on the PS in order to (i) handle calls into and out
of the enclave; (ii) handle memory allocations for sensitive and non-sensitive code in the generated
enclave and non-enclave code; and (iii) protect the confidentiality and integrity of sensitive data

through interface hardening.

For this, GLAMDRING provides a code generator that uses the LLVM/Clang compiler toolchain [75,
199] to rewrite preprocessed C/C+t application source code. It uses Clang to parse source code into
an abstract syntax tree (AST), and then traverses the AST in multiple passes to analyse and modify

the source code, as follows:

(i) Creating the enclave and outside code. For each source file, the code generator creates an
enclave and an outside version, which contain a copy of the original preprocessed input file. From
the enclave version, it removes all functions and methods that are not listed in the PS as being either

enclave or duplicate functions. There are a few exceptions of code that cannot be removed by the
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code generator, e.g. C++ constructors from class definitions or definitions of pure virtual functions in

derived classes.

(ii) Generating ecalls and ocalls. Based on enclave transitions specified by the PS, the code generator
creates a corresponding host interface. For calls from outside code to enclave functions, it creates a
corresponding ecall; for enclave code calling outside functions a corresponding ocall. The interface is

defined in the enclave definition language (EDL) used by the Intel SGX SDK [170].

Calls to C/C++ library functions are handled separately. A subset is supported by the Intel SDK inside
the enclave and is handled in a polymorphic manner, so that the enclave and untrusted code call
their respective versions. For unsupported library functions, the code generator creates ocalls to the
corresponding library function linked to the outside code. However, these ocalls might violate the
validity of the partitioning. If parameters to these ocalls are considered security-sensitive, manual
modifications might be required to either encrypt and integrity-protect the data before the ocall, or to

provide a corresponding in-enclave implementation.

(iii) Handling memory allocations. The PS includes a list of sensitive memory allocations that
must use enclave memory. This is the default behaviour for the malloc implementation inside the
enclave. For non-sensitive memory allocations, the code generator must replace malloc calls with
a corresponding ocall to allocate memory outside of the enclave so that it can be accessed by both

enclave and outside code.

4.6.2 Code Hardening

By partitioning the application, GLAMDRING creates an application-specific host interface. This
interface presents an attack surface that must be hardened to ensure the confidentiality and integrity
of sensitive application data. As part of the code generation phase, GLAMDRING therefore uses a

number of techniques to protect the interface.

Encryption and integrity protection of sensitive data. GLAMDRING requires that security-sensitive
data sent and received via the host interface to be encrypted and integrity-protected via a shared AES-
GCM [100] key. It assumes that remote clients are modified to support AES-GCM encryption and
integrity verification and that the shared key is established upon enclave creation. Similarly, sensitive

data that leaves the enclave for interaction with untrusted application code and the host OS, e.g. for
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storage, must be encrypted using AES-GCM and decrypted and integrity-checked upon retrieval. The
code generator adds code at locations that have been annotated to (i) decrypt and authenticate security-
sensitive data where data is tainted or marked as sensitive-source; and (ii) encrypt security-sensitive

data where data is untainted or marked as sensitive-sink.

Runtime invariant checks. The security of the partitioning produced by GLAMDRING is based on a

number of invariants established during the code analysis phase.

For the dynamic analysis, GLAMDRING assumes that the workload chosen to perform the dynamic
analysis covers all code expected to be executed at runtime. Only functions executed during analysis
can be assigned to the enclave. Functions that are not called are treated as if they would not exist.
However, code that never executed during analysis, e.g. code of which the execution is conditional,
could still end up in an enclave as part of partially analysed functions. This code could access sensitive
data and potentially expose it to the outside. An adversary might be able to trigger its execution by
choosing specific ecall parameter or ocall return values. To prevent such an attack, GLAMDRING
records executed basic blocks during the profiling phase, and replaces all basic blocks not observed

with an abort.

Similarly, GLAMDRING’s static analysis infers invariants that must be uphold in order to guarantee the
confidentiality and integrity of sensitive application data. As long as GLAMDRING’s static analysis
is sound, it transitively identifies all code that can affect the confidentiality and integrity of security-
sensitive data, and places it inside the enclave (see Section 4.4.2). Therefore, an adversary is not able
to affect integrity and confidentiality by tampering with host interface parameters or return values.
However, static analysis infers invariants about the possible values of program variables in order to
exclude infeasible program paths from analysis. The soundness of the static analysis therefore depends
on these invariants. To ensure that they cannot be violated, GLAMDRING enforces the invariants
assumed by the static analysis at runtime. For this, it extracts invariants from the analysis phase and
adds them as runtime checks. GLAMDRING applies checks on both global variables and on parameters

passed into and out of ecalls and ocalls.

Handling pointers. Both function pointers as well as regular pointers to data in memory might be
under the control of an adversary, either because they are passed across the host interface, or because

they are part of data structures in untrusted memory. Pointers are a risk to enclave security as they
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could be exploited to hijack enclave control flow or to trick an enclave to expose sensitive data, e.g.
by changing a pointer to enclave memory to one that points to untrusted memory. By swapping two

pointers to enclave memory, an adversary could also impact the integrity of sensitive data.

To deal with potential tampering with function pointers, GLAMDRING must know every possible
target of the function pointer that is passed to enclave code. It employs static function pointer
analysis [376] to identify the possible target functions of function pointer arguments passed to ecalls
and ocalls. Based on the set of possible targets for function pointers, the code generator amends the
corresponding ecalls and ocalls to only accept function pointers to functions in the predefined set of

possible targets.

For regular pointers, the static analysis infers for each pointer the subset of malloc calls that may
allocate memory the pointer could reference. GLAMDRING distinguishes between two cases: (a) the
analysis infers that a pointer may only point to untrusted memory. In this case, a runtime check
upholds this and any other invariants on pointer aliasing; or (b) the pointer may point to enclave
memory. Here, GLAMDRING'’s invariant checks prevent pointer-swapping attacks (i.e. a trusted pointer
being replaced by another trusted pointer): GLAMDRING instruments the malloc calls inferred for
that pointer inside the enclave, storing the addresses and sizes of allocated memory. When a trusted
pointer is passed to the enclave via an ecall, it is checked to ensure that it points to a memory region
allocated by one of the statically inferred malloc calls for that pointer. This upholds the results of the

static pointer analysis at runtime with enclave checks.

Enclave code vulnerabilities. The main goal of partitioning TEE applications is to reduce the size of
its TCB and with that the risk of exploitable vulnerabilities. Bugs in untrusted application code cannot
compromise the security of sensitive data as the data is protected by the enclave. However, enclave
code may still contain vulnerabilities. Traditional vulnerability types such as buffer overflows [155,
198], data races [184], and memory leaks [197] are well-studied and mitigations, e.g. through the use
of memory-safe languages, exist. While important, these are orthogonal to our work and can be used
in conjunction. The same applies for TEE-specific attacks that exploit enclave software vulnerabilities

and corresponding mitigations which we discussed in Section 2.4.3.3.
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4.7 Evaluation

In this section, we evaluate GLAMDRING by applying it to two applications: (i) the MySQL database,
using dynamic analysis; and (ii) the Memcached key-value store, using static analysis. We describe
how we annotate their source code, and discuss the resulting partitionings and host interfaces. We
also show how user-defined weights for the partitioning objectives affect the TCB sizes, host interface
complexity, and performance of the generated partitioning. Finally, we evaluate the performance of
the generated applications. We show that applications partitioned using GLAMDRING have a moderate
performance overhead compared to executing the same applications natively and executing them

using alternative TEE runtimes.

GLAMDRING implementation. We implement a prototype of GLAMDRING consisting of a set of
tools that implement the previously described phases. For the dynamic code analysis phase, the taint
tracking and profiling tool is implemented as a Valgrind tool and is based on the existing callgrind pro-
filing tool [357]. For the static analysis phase, GLAMDRING uses the Frama-C Aluminium [83, 117]
framework, with the “Impact Analysis” [115] and “Slicing” [116] plug-ins. The partitioning phase is
implemented using the PuLP LP modeler [269] to model the ILP problem and uses Gurobi [151] as

ILP solver. GLAMDRING’s code generator is implemented on top of LLVM/Clang 3.9.

4.7.1 Dynamic Analysis

In this section, we evaluate GLAMDRING using its dynamic analysis profiling tool to partition MySQL
for the execution of read-only analytics queries. We choose MySQL to demonstrate GLAMDRING’s
ability to partition complex applications, such as relational DBMS. We also use MySQL to demonstrate
the impact of the user-specified weights for the partitioning objectives. In the following, we first
discuss the partitioning of MySQL and then evaluate the performance of a set of partitionings generated
by GLAMDRING. We choose a read-only analytics workload to demonstrate the dynamic analysis’
workload dependence and its effects on the partitioning. It also simplifies code annotation, partitioning
and interface hardening for our prototype implementation as no interaction is required with the host

OS to persist updates. We discuss corresponding challenges and limitations in Section 4.9.
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4.7.1.1 Partitioning

We first give a brief overview of MySQL’s architecture and discuss the security objectives, including
what data we aim to protect. We then perform the partitioning based on corresponding annotations,

and present the partitioning results.

MySQL Architecture. MySQL is a popular relational DBMS. It executes queries as follows: each
client connection is handled by a dedicated thread that is created by a connection manager. A SQL
query submitted by a client is first parsed and checked by the query parser before it is rewritten by the
query optimiser from a logical to a physical representation. The physical query is then executed by the
query executor, which accesses data via a storage engine. MySQL supports multiple storage engines
for the storage and retrieval of data. After being loaded into memory from disk, database tables
managed by a given storage engine are represented as fixed-size buffer pages, stored in a pre-allocated
buffer pool. The executor’s query operator implementations operate on table data from the buffer pool

pages. The query result is then constructed by the executor and returned to the client.

Partitioning. In this experiment, we aim to protect all user table data. We therefore mark all buffer
pool pages with user table data as security-sensitive when they are loaded from disk. For this, we
add the Valgrind client request to taint the data when it is read into the buffer pool in the MySQL
function buf _read_page_low. While being processed, the data should be protected. Only when
the query results are complete, the results can be encrypted and passed to the untrusted host. We
therefore untaint data in the function Protocol: :net_store_data, which prepares a query result

before transmission over the network.

We then run GLAMDRING’s profiling tool. We choose a workload based on the TPC-E bench-
mark [333], which simulates a typical online transaction processing (OLTP) scenario. Since we focus
on querying existing sensitive data, we use 6 types of transactions that do not perform updates. We use

the TPC workload generator to create a database for 1,000 customers with 300 days of trading.

4.7.1.2 Impact of Partitioning Objectives

First, we evaluate the impact of the user-specified weighting of partitioning objectives. Based on the
code analysis results, we use the partitioning tool to generate 5 partitionings with different trade-offs

in terms of the TCB size, the number of entry and exit points, and the number of transitions (see
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Table 4.1: Properties of GLAMDRING MySQL partitionings (The total number of executed functions
is 7579, corresponding to about 189K LOC)

Partitionin Enclave size Entry/Exit  Transitions
£ Functions LOC (1000)  points
P(——[++]+) 3595 103 28 1632
P(—[+]o) 2794 78 36 2620
P(o[+]-) 2286 64 47 6878
P(+|+|-) 2209 60 61 9033
P(+|o|—) 2111 57 78 10685
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Fig. 4.5: Impact of enclave entry/exit point weight  Fig. 4.6: Impact of enclave transitions weight

Table 4.1). They are represented by the parameters , 3 and 7, as described in Section 4.5. P(«|B|y)
refers to the chosen partitioning weights, with {+, —, o} indicating a high, low and default weight,
respectively. As shown, there are clear trade-offs between the different objectives. P(——|++|+)
has the largest TCB but also the smallest host interface and the lowest number of transitions. In
contrast, P(+|o|—) has the smallest TCB but the most complex interface and the largest number of

transitions.

Impact of enclave entry/exit points. To further illustrate the relationship between the objectives, we
explore the space of generated partitionings for a wider range of weights. Fig. 4.5 shows the number
of entry/exit points in relation to the TCB size, in terms of the number of enclave functions as well as
the number of lines of code. This demonstrates the trade-off between optimising for TCB size and
few entry/exit points — choosing a partitioning that emphasises the objective of a small host interface
leads to a large TCB and vice versa. A small increase in the number of entry/exit points can have a

big impact on the TCB: a partitioning with only 21 entry/exit points requires over 3,300 functions to
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Table 4.2: Comparison of TCB sizes with alternative approaches (LOC for Partitioned MySQL is
what is executed under the TPC-E benchmark)

Type LOC  Functions

MySQL 1,700,000 -
Partitioned MySQL 189,000 7,579
Enclave 78,000 2,794
Untrusted 111,000 4,785
SQL Server + Haven [23] >5,600,000 -
TrustedDB/SQLite [19, 315] 112,000 -
Cipherbase [13] (Verilog) 6,000 -

be executed within the enclave, but increasing the host interface to 29 functions reduces the TCB by

almost 900 functions (or 30K LOC).

Impact of enclave transitions. Fig. 4.6 shows the relationship between the TCB size and the number
of transitions per executed transaction. It follows the same pattern of the relationship between the
TCB size and the number of entry/exit points: a smaller number of transitions requires a larger TCB
since more functions are assigned to the enclave for execution to continue without transitions. Going
from a partitioning with 78 executed host calls per transaction to one with 133 transitions, reduces the

TCB by 1200 functions (or 39K LOC).

TCB size. We evaluate the TCB size further by looking at one of the partitionings from Table 4.1
in detail. Table 4.2 shows the TCB size of the partitioning P(—|+|o) in comparison to that of other
approaches. This partitioning places 42% of the executed LOC in the TCB, which is only 5% of the
overall MySQL codebase. In total, 189K LOC are executed for the TPC-E-based workload. Out of
this, only 78K LOC are placed inside the enclave and 111K LOC execute outside, with 6,200 LOC
being duplicated and present in both parts. This represents an interface of 21 ecall and 15 ocall

functions.

Note that the user table data we annotated as sensitive makes up a large part of data processed by
MySQL and therefore a large fraction of all data is expected to be identified as sensitive. However, as
these results show, the majority of code does not require direct access to unencrypted user table data.
This demonstrates that even for data-intensive applications in which the majority of data is considered

sensitive, a partitioning can result in significant reductions of the TCB size.

We also compare the TCB to other approaches. The TCB is significantly smaller than that of a library

OS based approach. For example, Haven [23] uses a library OS [264] with 5.6 million LOC on its own
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to run an unmodified version of SQL Server in an enclave. TrustedDB [19] has a TCB approximately
the size of the SQLite [315] core library (112K LOC), which is similar to the partitioning presented
here, including untrusted code. The FPGA implementation in Verilog used by Cipherbase [13] has a
significantly smaller TCB of 6,000 LOC, but incurs the overhead of data movement to and from a

secure FPGA, and required significant manual implementation effort.

It should be noted that this partitioning of MySQL is bound to the TPC-E workload and equivalent
queries. While this restricts the use of the partitioning, it also allows for a small TCB by excluding
code that is not needed for the given workload. This is in contrast to a partitioning based on static
analysis which would lead to a larger TCB due to being workload-independent and therefore more

conservative.

4.7.1.3 Performance

In this section we evaluate the performance of the different partitionings presented in Table 4.1.

Experimental setup. We deploy the partitioned versions of MySQL version 5.6 on a server with an
Intel Xeon E5-4620 CPU (2.2 GHz) with 8 hyper-threaded cores and 64 GB of 1333 MHz DRAM.
We use a default MySQL configuration with an increased buffer pool size to fit all data in memory,

ensuring that performance is not disk-bound. The TPC-E client executes on a separate machine.

For this experiment, we emulate the overhead of SGX rather than running on SGX hardware for
three reasons: (i) at the time of the development of GLAMDRING’s dynamic analysis mode and
when conducting this experiment, the official Intel SGX SDK was not yet available; (ii) EPC sizes of
available Intel SGX CPUs are too small to fit the TPC-E workload in memory; and (iii) GLAMDRING’s
prototype is limited in its support for passing C++ object references across the host interface. While
references themselves can be passed in and out, the prototype does not support methods of the same
object to be called inside and outside of the enclave. This would require a duplication of each object’s
virtual method table (vtable) in order to support polymorphic method calls of the corresponding
implementations inside or outside of the enclave and additional hardening to ensure that vtables

cannot be tampered with by untrusted code.

Instead, we focus on evaluating the performance impact of different partitionings. To emulate the

SGX overhead, we (i) add the cost of enclave transitions to all ecalls and ocalls; and (i1) add a TLB
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Fig. 4.7: Performance for different partitionings

flush to all ecalls and ocalls as SGX requires a TLB flush on all enclave transitions. Note that this is
an approximation of the expected overhead. It does not take into account memory encryption and
paging overheads. Chapter 5 will introduce a more advanced performance model for emulating SGX

overheads of future CPUs with large EPC sizes.

Results. We evaluate the performance overhead using the TPC-E-based workload compared to an
unmodified MySQL version. Our performance results omit the potential impact of the code hardening
approaches (see Section 4.6.2) to focus on the trade-offs enabled by GLAMDRING. We perform
measurements over 30 minutes after a 10 minute warm-up phase. In all cases, the CPU is fully

utilised.

Fig. 4.7 shows how the transaction throughput varies across the partitionings due to their different
numbers of enclave transitions. There is a clear trade-off between the TCB size and the performance:
while P(——|++|+) has a large TCB size with over half of the executed functions, it also incurs the
lowest overhead due to fewer enclave transitions; in comparison, P(o|+|—) has an overhead of 23%

but only 2,111 (28%) executed functions in the TCB.

Note that the relationship between TCB size and performance is not linear: while the reduction of
the TCB by more than 1,000 functions, between P(——|++|+) and P(o|+|—), increases overhead by
only 7%, a further reduction by 175 functions, between P(o|+|—) and P(+|o|—), adds an additional
overhead of 5%.
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4.7.2 Static Analysis

Next, we evaluate GLAMDRING's static analysis. For this, we partition the key-value store Memcached.
It is data-intensive and written in C, which makes it a good fit for the static analysis. As in the previous

section, we first describe the partitioning and then evaluate its performance.

4.7.2.1 Partitioning

In order to partition Memcached, we identify security-sensitive sources and sinks within its codebase

that require code annotations to guide GLAMDRING’s static analysis (see Section 4.4.2).

Memcached Architecture. Memcached is a multi-threaded in-memory key-value store written in C.
It uses the libevent [268] library to handle incoming connections and requests from remote clients.
It implements both binary- and text-based protocols to receive commands to query and update in-
memory key-value pairs, specify expiration times for cache invalidation, and to retrieve statistics.
Incoming network packets containing Memcached requests are received by libevent’s event loop and
delegated to a Memcached worker thread for processing. Once processed, a response is sent to the

client.

Partitioning. We aim to protect the integrity and confidentiality of all key-value pairs, preventing
an attacker from reading or modifying the stored data. We also consider the command, e.g. get or
set, to be sensitive. We assume the command along with the associated key-value data is encrypted
and integrity-protected by the client. Based on this, we add a sensitive-source annotation for the
command argument, which encapsulates both the command and data, of the process_command function,
as previously discussed in Section 4.4. We also add a sensitive-sink annotation to the add_iov

function.

We then run GLAMDRING to create a valid partitioning of Memcached version 1.4.25 with a focus on
a small TCB. However, rather than opting for a minimal TCB partitioning, we choose a partitioning
that places an additional non-sensitive function inside the enclave in order to reduce the number of

enclave transitions.

TCB size. Table 4.3 shows a break down of the partitioned version of Memcached. GLAMDRING
places 40% of LOC and 42% of functions inside the enclave, either because they are security-sensitive

or because placing them inside reduces interface complexity and/or the number of enclave transitions
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Table 4.3: TCB size, host interface, and enclave transitions for Memcached version 1.4.25 partitioned
with GLAMDRING

‘ LOC Functions‘ Enclave LOC Enclave functions Ecalls Ocalls

Memcached 31,100 655 | 12,474 (40%) 273 (42%) 41 146
Memcached v1.4.25 | 13,800 247 215 (87%)
libevent v1.4.14 17,300 408 57 (14%)

at runtime. This includes: (i) binary/ASCII protocol handling functions; (ii) slab and cache memory
management functions that manipulate the data structures responsible for the internal storage of
key/value pairs; and (iii) the hash functions over key/value pairs. Other code that is non-sensitive
is placed outside of the enclave. This includes: (i) thread initialisation and registration functions;

(i) libevent functions for socket polling and network I/O; and (iii) signal handlers.

As these results show, GLAMDRING determines a large fraction of the Memcached core codebase
(excluding dependencies) to be security-sensitive. 87% of its functions are assigned to the enclave.
However, most of the libevent codebase, which makes up a significant part of the non-partitioned
Memcached TCB, is non-sensitive. Only 14% of all libevent functions are placed inside the enclave

while the majority is placed outside of the enclave.

The Memcached host interface (see Table 4.3) has 41 ecalls and 146 ocalls. Out of these, 82 ocalls
are to C library functions unavailable inside the enclave, and 64 ocalls are to application functions.
However, most calls are related to initialisation code and other infrequently used functionality. The
processing of common Memcached requests requires only few calls and transitions. For example,

both get and set commands require 1 ecall and 2 ocalls per request on average.

4.7.2.2 Performance

Next, we evaluate the performance of the partitioned version of Memcached.

Experimental setup. All experiments are executed on a 4-core Intel Xeon E3-1280 v5 at 3.70 GHz
with SGX version 1 support, 64 GB of RAM, running Ubuntu 14.04 LTS with Linux kernel 3.19 and
the Intel SGX SDK 1.7. We disable hyperthreading for the experiments.

We evaluate Memcached with the YCSB benchmark [77]. Clients run on separate machines connected

via a 10 Gigabit network link. We increase the number of clients until the server is saturated.
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Fig. 4.8: Throughput versus latency for Memcached native, with SCONE, with Graphene-SGX, and
with GLAMDRING

Memcached is initialised with the YCSB default of 1000 keys with 1 KB values. We then vary the

percentage of get (read) and set (write) operations.

Results. We measure the throughput and latency for Memcached partitioned by GLAMDRING. We
compare it to a native execution of Memcached, as well as the execution with two alternative SGX-
based approaches, SCONE [15] and Graphene-SGX [341]. We increase the request rate incrementally

and consider three workloads: read-only, write-only and 50%/50% read /write.

Fig. 4.8 shows that all three variants exhibit consistent behaviour across the workloads. GLAM-
DRING reaches a maximum throughput of 160k requests/s; SCONE achieves between 270k and
330k requests/s; Graphene-SGX achieves between 65k and 95k requests/s; and the native execution

of Memcached achieves around 530k and 600k requests/sec.

The reason for GLAMDRING’s lower throughput compared to SCONE is that SCONE avoids all
enclave transitions. By executing the whole application inside the enclave it trades off TCB size for
performance (see Section 4.2.2). It also supports an asynchronous host call mechanism that allows
it to make host calls for I/O without the cost of leaving and re-entering the enclave using a shared
in-memory queue for host calls. Graphene-SGX executes both Memcached as well as a library OS
inside the enclave and thus has an even larger TCB than SCONE. Compared to Graphene-SGX,
GLAMDRING performs better than Graphene-SGX in all experiments, with a throughput between

1.75x and 2.5x of Graphene-SGX.
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4.8 Related Work

We discussed alternatives to application partitioning for the execution in TEEs in Section 4.2.2
and in Chapter 3, which focused on TEE runtime systems for the trusted execution of complete
applications. In this section, we discuss other related work on application partitioning. In particular,
we discuss previous research on application partitioning for privilege separation and the partitioning

of applications for the execution in TEEs.

Privilege separation. In order to reduce an application’s attack surface, the principle of least
privilege [284] demands that application components are run with the minimal privilege level required
to perform their functionality. This confines exploits to the same or lower privilege levels but protects
functionality and data with higher sensitivity. A number of systems exist that follow the principle to

separate application components based on required privileges [30, 50, 123, 148, 209, 280, 366].

PrivTrans [50] splits an application into a small privileged monitor and an unprivileged slave com-
ponent using static analysis. The monitor and the slave component are then executed in separate
processes and leverage the OS’s process isolation for privilege separation. However, PrivTrans only

performs dataflow analysis and does not consider the integrity of sensitive data.

ProgramCutter [366] and Wedge [30] also split applications into least privilege components, but rely
exclusively on dynamic runtime analysis to identify security-sensitive application parts. SeCage [209]
combines static and dynamic analysis to partition applications based on user-annotated secrets. At
runtime, the isolation is enforced using CPU virtualisation features. In contrast to these approaches,
GLAMDRING does not rely on a trusted OS or hypervisor and takes the unique requirements of TEEs

into account.

SOAAP [148] helps developers to reason about the potential compartmentalisation of applications
based on source annotations and static analysis. However, unlike GLAMDRING, it does not support
automated code partitioning but requires the developer to implement the partitioning based on the
analysis results and potential requirements of the targeted isolation approach, e.g. process isolation or

TEE:s.

Rubinov et al. [280] propose a partitioning framework for the execution of Android applications in

TEEs. It refactors the source code and adds a set of privileged instructions for the execution on Arm



4.8 Related Work 175

TrustZone. However, it only supports typesafe Java applications and requires users to reimplement

the security-sensitive functionality in C.

TEE applications. We previously discussed general frameworks for creating new TEE applications,
e.g. in the context of serverless computing [46, 168, 272, 336], data analytics [59, 241, 289, 296, 378],
and middleboxes [80, 95, 134, 156, 261, 298, 335] in Section 3.7.

Other work explores the manual partitioning of specific applications for the execution in TEEs.
SecureKeeper [47] is a partitioned version of ZooKeeper [167], a distributed coordination service
written in Java. The authors use a set of enclaves to perform TLS termination of client connections and
to hold a shared encryption key used to encrypt all data managed by ZooKeeper. They also implement
increment and decrement operations for stored counters. All other operations are performed on
encrypted data within the remaining Java codebase that is considered untrusted and runs outside of

enclaves.

EnclaveCache [66] is an SGX-based in-memory key-value store with a similar design. Per-tenant
enclaves are responsible for establishing a secure connection with remote clients via TLS. They
encrypt and decrypt incoming and outgoing data with a tenant-specific key before passing requests to

an untrusted request handler to process the request on encrypted data.

ShieldStore [189] is another in-memory key-value store, that also stores sensitive key-value data in
untrusted memory but adds encryption and integrity protection to protect the confidentiality, integrity,
and freshness of data. Pesos [193] is a secure, durable key-value store that makes use of kinetic
disks [293] that have built-in TLS support and therefore allow Pesos to persist data on disk without
cooperation from the untrusted host OS. In contrast to SecureKeeper, EnclaveCache, and applications
partitioned by GLAMDRING, ShieldStore and Pesos only partition data but not code. All application

code is executed inside enclaves.

EnclaveDB [266], StealthDB [352], ObliDB [104], and STANlite [285] are partitioned databases.
EnclaveDB, which we will discuss in detail in Chapter 5, only places part of an in-memory database
engine as well as all sensitive table data inside the enclave. All other parts of the database are untrusted
and run outside. StealthDB only implements individual operators inside the enclave. ObliDB and
STANIite fully execute inside the enclave but store data on the untrusted host. We will discuss these

systems in more detail in comparison to ENCLAVEDB in Section 5.8.



176 Glamdring: Automated Partitioning for Application-Specific Host Interfaces

In contrast to applications partitioned with GLAMDRING, these applications were partitioned manually.
While this allows for specific optimisations to reduce TCB size, perform additional interface hardening,

or improve performance overhead, it also requires significant manual effort.

4.9 Limitations

In this section we discuss limitations of automatic application partitioning. We already covered
specific trade-offs of both dynamic and static analysis in Section 4.4.3. However, some limitations

apply to an automated partitioning approach as presented in this chapter in general.

Manual effort. GLAMDRING is a semi-automated partitioning approach. As the sensitivity of data
depends on application semantics, it requires manual input from a developer to identify sensitive
inputs and outputs. If sensitive data is not annotated accordingly, GLAMDRING cannot guarantee
its protection. In contrast, an approach that executes the full application inside an enclave, e.g.
SGX-LKL, treats all data as sensitive and can provide transparent confidentiality and integrity

protection.

Partitioning constraints. As discussed in Section 4.2.1, there are different objectives for partitioned
applications and their host interfaces: (i) a small TCB size; (ii) low host interface complexity; and
(iii) few enclave transitions due to their performance impact. GLAMDRING is capable to optimise for
these objectives. However, it is bound to the constraints of the existing codebase. While it can move
functions in or out of the enclave in some cases, it cannot refactor code, e.g. to reduce dependencies
between non-sensitive and sensitive code or to simplify interface hardening. In contrast, a manually
partitioned application can be designed specifically taking the constraints of TEEs and the partitioning

objectives into account.

Interface hardening and advanced attacks. Section 4.6.2 discussed how GLAMDRING protects
sensitive data through encryption and hardens the host interface via runtime invariant checks. However,
GLAMDRING might not be able to protect an application against all attacks. For example, freshness
attacks such as rollback or replay attacks (see Section 2.4.3.1) are hard to protect against in an
automated fashion. The correct way to protect against such attacks might depend on the use of the
data. For example, the freshness of sensitive data sent over the network can be protected through the

use of session keys and nonces. For data persisted on disk that must be accessible across enclave
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restarts, more complex protection is needed, e.g. using trusted monotonic counters. Implementing
such protection mechanisms correctly and efficiently therefore requires additional manual effort from

developers.

These limitations show that GLAMDRING cannot fully solve all challenges of automated application
partitioning and might require some additional effort. In these cases, GLAMDRING can be used in an
iterative fashion: By applying GLAMDRING to a codebase, a developer can identify potential points
for optimisation such as high-transition host calls or unneeded dependencies between non-sensitive
and sensitive code. After refactoring the code accordingly, GLAMDRING can be rerun to achieve a

more optimal partitioning, which can then be reviewed again.

We also address these issues in the following chapter, in which we discuss a manually partitioned
application that can protect against advanced attacks efficiently while optimising for a small TCB

with low performance overhead.

4.10 Summary

In this chapter we presented GLAMDRING, a semi-automated partitioning framework for TEE ap-
plications. Partitioning applications reduces the size of the TCB and the risk of vulnerabilities in
enclave code that could be exploited to compromise the confidentiality or integrity of sensitive data.
GLAMDRING helps developers to define an application-specific host interface and with that to partition

an application into a trusted enclave library and untrusted code.

We presented how GLAMDRING partitions applications in three phases. In the code analysis phase,
GLAMDRING analyses applications to identify security-sensitive code and data that must be protected.
We discussed two approaches to implement GLAMDRING’s code analysis phase: dynamic analysis and
static analysis. For dynamic analysis, GLAMDRING provides a profiling tool that uses taint tracking to
track the propagation of sensitive data at runtime, and to collect additional metrics such as number of
function calls, memory allocations and deallocations, and performed system calls. For static analysis,
GLAMDRING uses dataflow analysis and backward slicing to determine security-sensitive code that
can affect the confidentiality or integrity of sensitive data. We covered the benefits and limitations

of both approaches. In particular, we discussed how dynamic analysis allows to incorporate runtime
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behaviour and performance metrics in the partitioning process, while static analysis allows for a

conservative, workload-independent partitioning.

We discussed the different objectives for application-specific host interfaces: (i) a small TCB size,
(i1) low interface complexity, and (iii) a small number of enclave transitions. We presented how the
code partitioning phase uses the code analysis results to decide on a partitioning that takes these
objectives into account by transforming them into an ILP program. We showed how an ILP solver

and user-specified objectives are used to create an optimised partition specification.

Lastly, in the code generation phase, GLAMDRING performs a source-to-source translation to generate
a trusted enclave library and untrusted code based on the partition specification. We also discussed
how GLAMDRING adds code and interface hardening to protect sensitive data and the enclave library

from attacks that could compromise the confidentiality and integrity of sensitive data.

We have implemented GLAMDRING using Valgrind and Frama-C for dynamic and static analysis,
respectively, with Gurobi as ILP solver for the partitioning phase, and an LLVM-based code generator.
We demonstrated how partitioning objectives compete with each other, and how the user-specified
weights can impact TCB size, interface complexity, and performance. We also evaluated the per-
formance of applications partitioned by GLAMDRING. For Memcached, GLAMDRING achieves a
throughput of about 0.27 x of native execution, which is comparable to the overhead of Memcached

with other TEE-based systems.



CHAPTER 5

ENCLAVEDB: A SECURE DATABASE WITH ADVAN-

CED HOST INTERFACE ATTACK PROTECTION

This chapter presents ENCLAVEDB, a secure partitioned database using Intel SGX. ENCLAVEDB is
based on the SQL Server [222] in-memory engine Hekaton [89]. We partition Hekaton to reduce the

TCB size and to keep the host interface small.

In the context of ENCLAVEDB, we look at advanced host interface attacks such as rollback and
forking attacks and how to protect against them. A core component of ENCLAVEDB is its logging
and recovery protocol which interacts with the untrusted SQL Server host process for transaction
durability. We design a protocol that (i) supports high-throughput transactions; (ii) guarantees
transaction durability; (iii) protects the confidentiality and integrity of user data; and (iv) prevents

advanced attacks such as rollback and forking attacks.

5.1 Introduction

In the past two chapters, we presented systems for running unmodified applications and porting
existing applications for the execution in TEEs in an automated way. TEE runtime systems such
as SGX-LKL have an application-agnostic host interface, which can be protected generically, e.g.
via low-level disk and network encryption and integrity protection. GLAMDRING, presented in
the previous chapter, automatically partitions applications resulting in an application-specific host
interface. To protect the interface, the framework adds encryption and decryption of sensitive data
on enclave transitions and runtime checks to preserve invariants inferred by the sensitive code

analysis.

However, both these approaches have limitations. A common task of the host interface is to allow an
application to share state with the untrusted host in a secure fashion, e.g. to store application data on

disk that needs to be available across restarts. SGX-LKL benefits from an in-enclave page cache that
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can delay writes to disk for efficiency, but sacrifices fault tolerance. If an enclave crashes before dirty

pages are passed to the host OS for storage, the data is lost.

For applications such as databases that must be able to provide certain durability guarantees, this is
insufficient. Applications can make use of direct I/O to bypass the in-enclave page cache. However,
the low-level interface of SGX-LKL writes and reads page-sized blocks, which can be inefficient in
scenarios in which small amounts of data are exchanged with high frequency, in particular when the

data must be encrypted and integrity-protected.

Furthermore, SGX-LKL uses Linux device mapper targets that provide encryption and integrity
protection but no freshness protection. While it can guarantee that data passed to the enclave as part
of a read host call is genuine, i.e. has previously been written by the enclave, it cannot guarantee
that it corresponds to the most recently written version. This is particularly problematic with an
adversary that can arbitrarily stop enclave execution and present an old state of persistent data upon
restart. Other device mapper targets such as dm-x [57] or runtime systems such as Haven [23] provide
freshness protection via Merkle trees [221]. However, Merkle trees can have a significant performance

overhead, and require additional trusted storage to guarantee freshness across restarts.

While GLAMDRING provides some host interface protection, automatically adding encryption, in-
tegrity and freshness protection to an application-specific interface is difficult. With an application-
specific interface, the meaning of host calls and host call arguments vary and protection requires
knowledge of application semantics. While it may be possible to automatically implement protection

based on additional developer annotations, in many cases it must be implemented manually.

This is particularly true for the protection against advanced attacks such as freshness attacks. Freshness
protection of sensitive data passed in and out of the enclave differs depending on the type of data.
Data that can outlive the enclave and survive across enclave restarts, e.g. data persisted on disk, also
requires freshness metadata such as monotonic counter values to be maintained across enclave restarts.
In contrast, the freshness of ephemeral data, such as messages transmitted over the network, can be

protected by storing freshness metadata in memory.

Another aspect of advanced host interface protection mechanisms is their impact on application
performance. For example, trusted hardware monotonic counters that can be used for freshness

protection are slow, and relying on a single counter can become a performance bottleneck. Therefore,



5.1 Introduction 181

 Host (Cloud Provider)

P Key Management Service —————————=1 T~ T"71  DBMS Host process
|
I |
v
E - ~ 8 Tt
Stored Natively compiled
procedures Trusted DB stored procedures Untrusted Server
"""""""""""""""" 1 f
]

80 Trusted Client

Client library = !

Fig. 5.1: Overview of ENCLAVEDB’s architecture. ENCLAVEDB hosts sensitive data along with
natively compiled queries and a query engine in an enclave.

efficient interface protection requires additional effort and must take application requirements into

account.

In this chapter, we explore the challenges of protecting application-specific host interfaces in more
detail. For this, we look at an example of an application with strong durability and high performance
requirements, and describe how we protect its host interface, including against advanced freshness

attacks.

We present ENCLAVEDB, a durable in-memory database that ensures confidentiality, integrity, and
freshness for queries and data. ENCLAVEDB is based on Hekaton, SQL Server’s in-memory database
engine, and has a small TCB. It has a programming model similar to conventional relational databases
— authorised users can create tables and indexes, and query the tables using stored procedures
expressed in SQL. However, ENCLAVEDB also protects database state from adversaries such as

external attackers, and malicious server or database administrators.

Fig. 5.1 shows an overview of its design. ENCLAVEDB hosts all sensitive data, i.e. tables, indexes,
queries and other intermediate state, in enclave memory. While current SGX CPUs have limited
EPC sizes, we assume that this is feasible as CPUs with large EPC sizes will be available in the near

future [303].

Unlike a conventional database, ENCLAVEDB compiles queries on sensitive data to native code using

an ahead-of-time compiler on a trusted client machine. Pre-compiled queries are signed, encrypted
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and deployed to an enclave on the untrusted database server. Decoupling compilation from execution
allows components such as the query parser, compiler and optimizer to be hosted outside of the
enclave in a trusted client environment, thus reducing the TCB size. ENCLAVEDB clients execute
pre-compiled queries by establishing a secure channel with the enclave and sending encrypted requests.
The enclave authenticates requests, decrypts parameters, executes the pre-compiled query, encrypts

query results, and sends the results back to the client.

In addition to confidentiality of data and queries, ENCLAVEDB also guarantees integrity and freshness
of data. While in enclave memory, the integrity of tables and indexes is protected by SGX. Similarly,
the integrity of queries is ensured by hosting queries and a transaction manager within the enclave.
ENCLAVEDB employs a number of checks to detect and prevent both integrity and freshness violations
during query processing and database recovery. This includes checks to detect invalid API usage
and lago attacks [62] caused by a malicious database server or operating system that violates its

specification.

Central to ENCLAVEDB is an efficient logging and recovery protocol that ensures the confidentiality,
integrity and freshness of the database log. The log is managed by the host process and is shared
between the secure in-memory engine and the host process. It is required to guarantee durability
and crash tolerance. To achieve high performance, the protocol supports concurrent appends and
truncation of the log and requires minimal synchronisation between threads. At the same time,
it ensures freshness of data recovered from the log after a restart of the database. ENCLAVEDB
maintains transactional guarantees including durability, i.e. that committed transactions are guaranteed

to be persisted permanently, even in case of a subsequent crash.

In this chapter, we present ENCLAVEDB in detail and make the following contributions:

Strong host interface protection. ENCLAVEDB guarantees confidentiality, integrity and freshness
using a combination of encryption, native compilation and a novel scalable protocol for enforcing

integrity and freshness of the database log as part of its host interface.

TEE-aware design with a small TCB. ENCLAVEDB has a small TCB — over 100x smaller than
a conventional database server. We achieve this by designing ENCLAVEDB specifically for the
execution in a TEE that allows us to exclude large components such as the query optimiser from the

TCB.
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Large enclave performance model. Scalability is an essential feature of databases. In order to fully
evaluate database performance, it must be tested with large workloads. However, currently available
Intel CPUs have small EPC sizes. We therefore introduce a performance model that allows us to
approximate the cost of executing in larger enclaves available in the future when running ENCLAVEDB

in simulation mode.

Based on this model, we evaluate the performance of ENCLAVEDB using industry-standard database
benchmarks. Our evaluation shows that ENCLAVEDB delivers high performance (up to 31,000
transactions per second for TPC-C) with low overheads (at most 40% lower throughput compared to

an insecure baseline).

The remainder of this chapter is structured as follows: Section 5.2 gives an overview of the Hekaton
engine ENCLAVEDB is based on. It also discusses monotonic counters, used by ENCLAVEDB to
achieve freshness protection. Section 5.3 provides an extended threat model that acknowledges the
risk of advanced attacks on the host interface. Section 5.4 presents ENCLAVEDB’s architecture. We
then describe the protocol for checking integrity and ensuring freshness of checkpoints and the log in
Section 5.5, followed by an informal proof in Section 5.6. Section 5.7 presents a detailed evaluation

of ENCLAVEDB. We discuss related work in Section 5.8 and then conclude with Section 5.9.

5.2 Background

In this section, we provide background information on some building blocks of ENCLAVEDB. First,
we give an overview of Hekaton, SQL Server’s in-memory engine that is used by ENCLAVEDB. Then
we discuss monotonic counters and introduce a monotonic counter service that ENCLAVEDB relies

on as part of its freshness protection protocol.

5.2.1 Hekaton In-Memory Database Engine

Hekaton [89] is a SQL Server database engine optimised for OLTP workloads where data fits in
memory. As machines with over 1 TB of memory are commonplace, datasets for many OLTP
workloads can fit entirely in memory. Current SGX implementations have limited EPC sizes but are

expected to provide significantly larger EPC sizes in future generations [303].

Hekaton allows users to host selected tables in memory and create one or more memory-resident

indexes on the table. Hekaton tables are durable — the Hekaton engine logs transactions on memory-
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resident tables to a persistent log that is shared with SQL Server. Periodically, Hekaton checkpoints
the log by compressing log records into a more compact representation on disk. On failure, the

database state can be recovered using these checkpoints and the tail of the log.

For efficiency, indexes and all other internal data structures are implemented in a lock-free way, and
therefore allow for high degrees of concurrency. To further optimise performance, Hekaton supports a
mode of execution in which table definitions and SQL queries over in-memory tables are compiled to
machine code. Native compilation is restricted to queries where decisions typically made by the query
interpreter at runtime can be made at compile time, e.g. queries where the data types of all columns
and variables are known at compile time. These restrictions allow the Hekaton compiler to generate

efficient code with optimised control flow and no runtime type checks.

With ENCLAVEDB, we show that the principles behind the design of a high performance in-memory
database engine are aligned with security. Specifically, in-memory tables and indexes are ideal data
structures for securely hosting and querying sensitive data in enclaves. In-memory tables eliminate
the need for expensive software encryption and integrity checking otherwise required for disk-based
tables. Query processing on in-memory data minimises the leakage of sensitive information and
the number of transitions between the enclave and the host. Finally, native compilation allows
query compilation and optimisation to be decoupled from query execution. This enables a mode
of compilation where queries are compiled on a trusted database and deployed to an enclave on an

untrusted server, significantly reducing the attack surface available to an adversary.

5.2.2 Monotonic Counters

In Chapter 2, we discussed freshness attacks such as rollback and replay attacks in which an adversary
provides an enclave with genuine but out-of-date data, or replays genuine messages multiple times

unexpectedly (see Section 2.4.3.1).

One option to prevent freshness attacks is the use of trusted monotonic counters. For example, by
associating counter values with data passed to an untrusted host, e.g. using authenticated encryption,
it is possible to verify its freshness at a later time by comparing the stored value with the current
counter value. ENCLAVEDB’s logging and recovery protocol, which we will describe in Section 5.5,
relies on monotonic counters to enforce state continuity. State continuity ensures that an adversary

cannot provide stale state without detection (i.e. freshness), and that the system will always be able to
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make progress, even after crashing at arbitrary times, when not under active attack [320] (i.e. liveness

and crash tolerance).

There are many ways of implementing monotonic counters. SGX provides access to trusted monotonic
counters available via the Management Engine [217], which uses wear-limited NVRAM to store
counters. However, our experiments confirm prior results [318] that accessing these counters is
slow (~100 ms per counter update), and that they are not sufficient for the latency and throughput

requirements of ENCLAVEDB.

In ENCLAVEDB, we use a dedicated monotonic counter service implemented using replicated
enclaves, similar to ROTE [213]. The service stores counters in enclaves replicated across different
fault domains and uses a consensus protocol to order operations on counters. This approach is more
flexible and efficient than SGX counters, and can tolerate failures as long as a quorum of replicas is
available. Without a quorum, in order to not compromise freshness ENCLAVEDB halts execution and

becomes unavailable.

This monotonic counter service exposes an API with functions CreateCounter, GetCounter,
IncCounter, and SetCounter. CreateCounter creates counters bound to the TCB of the en-
clave and the platform, GetCounter returns the current value of a counter. IncCounter atomically
increments a counter and returns the previous value of the counter, and SetCounter sets a counter to

a given value if it is higher than the counter’s current value or fails otherwise.

This API mirrors that of hardware monotonic counters which can be incremented and accessed to
retrieve their current value. In addition, CreateCounter allows to create any number of trusted
monotonic counters. We rely on this for ENCLAVEDB which requires multiple monotonic counters
for freshness protection as we will discuss in more detail in Section 5.5.1. SetCounter is used by
ENCLAVEDB during recovery. Note that the same action could be performed by calling IncCounter

multiple times. We use SetCounter for efficiency and brevity.

5.3 Extended Threat Model

With ENCLAVEDB, we extend the threat model of the previous chapters, described in Section 2.5. As
before, we consider a strong adversary that controls the entire software stack on the database server,

except the code inside enclaves. This represents threats from an untrusted server administrator, the



186 ENCLAVEDB: A Secure Database with Advanced Host Interface Attack Protection

database administrator, and attackers who may compromise the operating system, the hypervisor or

the database server.

The adversary can access and tamper with any server-side state in memory, on disk and over the
network. This includes attacks that tamper with database files such as logs and checkpoints, e.g.

overwriting, dropping, duplicating and/or reordering log records.

In addition, the adversary can mount replay attacks by arbitrarily shutting down the database and
attempting to recover from a stale state. The adversary can attempt to fork the database, e.g. by
running multiple replicas of the database instance on the same or different machines and sending
requests from different clients to different instances. The adversary can also observe and arbitrarily
change control flow, e.g. make an arbitrary sequence of calls to any of the pre-defined entry points in

the enclave.

We consider denial-of-service and side-channel attacks (see Section 2.4.3) to be out of scope and
mitigations to them as orthogonal. We assume that the code placed inside the enclave is correct and
does not leak secrets intentionally. We also assume that all client-side components such as SQL clients

and the key management service are trusted.

Even under this threat model, we wish to guarantee both confidentiality and linearizability [158].
In a linearizable database, transactions appear to execute sequentially in an order consistent with
real time. Therefore, clients do not have to reason about concurrency or failures. In our context, a
linearizable database frees the clients from having to reason about an active attacker. In addition to
linearizability, we would also like to ensure /iveness i.e. the database should always be able to recover
from non-malicious unexpected shutdowns at any time. Note that liveness does not imply availability

— an attacker can always prevent progress, e.g. by not allocating resources.

5.4 ENCLAVEDB Architecture

In this section, we describe ENCLAVEDB'’s architecture. We first give an overview of how EN-
CLAVEDB is partitioned into a trusted in-enclave database engine and an untrusted database server
component that runs on the host. We then discuss query compilation, transaction processing, and key

management.
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Fig. 5.2: Server-side components of ENCLAVEDB

5.4.1 Overview

An ENCLAVEDB service consists of an untrusted database server that hosts public data and an enclave
that contains sensitive data. Fig. 5.2 shows the server-side components in ENCLAVEDB. The enclave
hosts a modified Hekaton query processing engine, natively compiled stored procedures, and a trusted
kernel, which provides a runtime environment for the database engine and security primitives such
as attestation and sealing. The untrusted host process runs all other components of the database
server, including a query compiler and processor for public data, and the log and storage managers.
The untrusted server supports database administration tasks, e.g. maintenance operations such as
backups, troubleshooting of server problems, or configuration of storage options. However, a database
administrator does not get access to sensitive data. This is important since database administration is

often outsourced, e.g. to a cloud provider or third parties.

The query processor on the untrusted database server supports generic queries on public data. In cases
in which such data exists, it can be kept out of the enclave, e.g. as a performance optimisation. The
query processor is also responsible for receiving requests to execute stored procedures on secret data
and handing them over to the in-enclave Hekaton engine. ENCLAVEDB currently does not support
queries that operate over both public and secret data; guaranteeing security in the presence of such
queries is a challenging problem that we leave for future work. We now describe ENCLAVEDB’s

components in detail.
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5.4.2 Trusted Kernel

ENCLAVEDB requires a number of typical OS services such as threading, memory management, and
storage. Since we aim for a small TCB, we cannot rely on a full library OS such as SGX-LKL. Instead,
we add a small trusted kernel that provides the Hekaton engine with the minimal set of services that
it requires. The trusted kernel implements some enclave-specific services such as management of
enclave memory and enclave threads, and delegates other services such as storage to the host OS. It
also adds additional logic for ensuring confidentiality, integrity, and freshness, which we will discuss

in Section 5.5.

The trusted kernel allocates a stack for each thread in enclave memory when a thread enters the enclave,
and then transfers control to the application. From an application’s perspective, ENCLAVEDB’s
threading model is best viewed as a pool of enclave threads. When the host calls into the enclave,
the trusted kernel effectively ’suspends’ the host thread and switches to an unused enclave thread.
When the call completes (or an exception occurs), the trusted kernel reclaims the enclave thread and
execution resumes on the host thread. Therefore, the size of the thread pool, which is fixed on enclave

creation, determines the maximum degree of concurrency available to the application.

The trusted kernel also supports thread-local storage (TLS), which is used extensively by the Hekaton
engine for efficient access to performance-critical data structures such as transaction read/write sets.
Preserving TLS across calls would require the kernel to trust a host assigned thread identifier, thereby
introducing a new attack vector. However, Hekaton already re-establishes TLS from the heap on every
entry into the engine, except in the case of reentrancy, i.e. nested calls into the engine. As described
in Section 5.5, Hekaton components such as the log use reentrancy for callbacks and assume that TLS
is preserved on re-entrant calls. For this, we modified the Hekaton engine to save TLS state on the

heap before enclave exits and restore TLS state on re-entrant calls.

5.4.3 Query Compilation and Loading

In a conventional database, the database server compiles, optimises and executes queries. Therefore,
the entire query processing pipeline is part of the attack surface. ENCLAVEDB reduces the attack
surface by relying on client-side, native query compilation. The client packages all pre-compiled
queries (expressed as stored procedures) along with the query engine and the trusted kernel, and

deploys the package into an enclave. This design offers strong security as the queries become part of
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Table 5.1: Hekaton’s transaction processing API

Tx* TxAlloc()

bool TxExecute(Tx* tx, BYTE" name, BYTE** params, BYTE™ ret)
bool TxPrepare(Tx* tx, TxPrepareCallback prepareCb)

void TxCommit(Tx" tx)

void TxAbort(Tx* tx)

the enclave measurement. However, the design also implies that any change in schema, e.g. adding or

removing queries, requires taking the database offline and redeploying the package.

Online schema changes can be supported using a trusted loader. For this, instead of packaging all
queries along with the query engine and the trusted kernel, the initial deployment does not include
the queries and attestation is performed without them. Instead the enclave code contains a trusted
loader to add new stored procedures sent via a secure communication channel. To support multiple
tenants, certificates of each tenant can be embedded in the the enclave library. Using these certificates
the trusted loader can verify that a new stored procedure has been signed by all tenants and therefore

has been agreed upon by them.

5.4.4 Transaction Processing

Hekaton uses a two-phase protocol for transaction processing (Table 5.1, see Section 5.5 for a more
detailed diagram). When the host receives a request to execute a stored procedure, it first creates
a new transaction using TxAlloc and assigns a logical start timestamp to the transaction using a
monotonically increasing counter stored in memory. It then executes the stored procedure in the
context of the transaction by calling TxExecute along with the name of the stored procedure, buffers
containing parameter values, and buffers for storing return values. TxExecute loads the natively
compiled binary and transfers control to a well-defined function corresponding to the stored procedure
within the binary. The binary calls into the Hekaton engine to perform operations on Hekaton tables

and update transaction state, e.g. read and write sets, or start timestamps.

After executing the stored procedure, the host prepares the transaction for committing by calling
TxPrepare. The prepare phase validates the transaction by checking for conflicts, assigns a logical
end timestamp to the transaction, waits for transactions that it depends on to commit, and logs the
transaction’s write set. Since logging involves expensive I/O operations, TxPrepare is asynchronous

— itregisters a callback and returns after initiating the log I/O. Once the I/O operations have completed,
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the host calls TxCommit to commit the transaction, which releases any resources associated with
the transaction, unblocks all dependent transactions, and writes return values to be sent to the client.

However, if the prepare phase fails, e.g. due to conflicts, the host calls TxAbort.

This protocol is vulnerable to a number of attacks from a malicious host even if the Hekaton engine is
hosted in an enclave. The host can pass arbitrary transaction handles (Tx*), tamper with the incoming
request, e.g. by changing parameter or return values, and invoke the protocol functions out of order. To

ensure integrity of client-server interactions, we make the following client-side modifications.

* We extend the query compiler to embed metadata such as the stored procedure name and the
position and type of parameters in a dedicated section in the native binary. This metadata is used
to validate incoming requests and to ensure that stored procedure calls refer to the embedded

stored procedures and adhere to the right format, and thus cannot be tampered with.

* ENCLAVEDB clients connect to ENCLAVEDB by creating a secure channel with the enclave and
establishing a shared session key Si. During session creation, clients authenticate the enclave
using a quote that contains the enclave’s measurement. The enclave can authenticate clients
using certificates or tokens issued by a trusted authority; our implementation uses certificates

embedded in the ENCLAVEDB engine binary.

¢ ENCLAVEDB clients encrypt parameter values using Sx.. Each parameter value is encrypted
using authenticated encryption with the parameter position, type and a nonce as authentication

data to prevent replay attacks.
We also make the following server-side modifications to protect the host interface:

* The transaction processing APIs verify that transaction objects passed as a parameter are
allocated in enclave memory, and procedure names, parameters and return values are buffers
in untrusted memory. Without these checks, an adversary could exploit the interface, e.g.
by tricking ENCLAVEDB into writing sensitive data to untrusted memory, or unintentionally

overwriting enclave memory.

* TxExecute authenticates all incoming requests. If the authentication succeeds, ENCLAVEDB
loads the native binary and checks if the procedure name, parameter positions and types are

consistent with metadata stored in the binary. If validation succeeds, ENCLAVEDB decrypts the
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parameters, allocates buffers in enclave memory for return values, and forwards the request to

the Hekaton engine.

 After a stored procedure has executed, ENCLAVEDB encrypts return values (or error messages)

and writes them to buffers allocated by the host.

* The engine maintains additional state to ensure that the host does not attempt to commit a
transaction if the prepare phase failed. Otherwise, a malicious host could deliberately cause
ENCLAVEDB to ignore conflicts previously detected in the prepare phase and potentially

corrupt the state of the database.

Observe that once a request has been validated, the stored procedure executes entirely within the
enclave on tables hosted in the enclave. This prevents the host from tampering with query processing

and reduces information leakage.

5.4.5 Key Management

ENCLAVEDB supports a much simpler model for key management compared to existing systems [13,
262], which require users to associate and manage encryption keys for each column containing
sensitive data. In ENCLAVEDB, sensitive columns are hosted in enclave memory, and data in these
columns is encrypted and integrity protected by SGX’s Memory Encryption Engine while residing in
memory. Users only need to create and manage a single database encryption key Dy, which is used
to encrypt all persistent database state. Users provision the key to a trusted key management service
(KMS), along with a policy that specifies the enclave, identified using the enclave’s measurement,
that the key can be provisioned to. When an ENCLAVEDB instance starts or resumes from a failure, it

remotely attests with the KMS and receives Dy.

5.4.6 Host Interface Optimisations

In Chapter 4, we discussed trade-offs of partitioned applications in terms of TCB size, interface
complexity, and the number of enclave transitions that impact both security and performance. We
already discussed how ENCLAVEDB reduces its TCB size, e.g. by using precompiled queries and

excluding the query processor from its TCB.

Compared to prior work that uses trusted hardware for evaluating individual expressions in a query [13,

19], ENCLAVEDB has a significantly smaller number of enclave transitions. Furthermore, the number
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of transitions is fixed and independent of the data being processed. In addition, ENCLAVEDB only
incurs the cost of encryption and decryption at transaction boundaries (parameters and return values)
and for log records and checkpoints, which is more efficient than encrypting and decrypting individual

values.

We make a number of further optimisations in order to reduce ENCLAVEDB s host interface complexity

and the number of enclave transitions required during transaction processing.

* We refactored the Hekaton API to move state and logic that does not depend on secrets to the
host. This includes state for tracking whether log records for a transaction have been committed
to disk. Conversely, we refactored the host to move all secret-dependent functionality, such
as support for comparing buffers of various data types and random number generation, to the

Hekaton engine.

» Hekaton uses optimistic, multi-version concurrency control for serialising transactions and relies
on a cooperative, non-blocking garbage collector to reclaim memory used by obsolete versions
of records. In this mode, worker threads running the transaction workload also collect garbage
they encounter after committing the transaction and sending results to the client. However,
in ENCLAVEDB, this introduces additional transitions since control must transfer back and
forth between the enclave and host. We optimised this design by performing garbage collection
after the commit but before returning control to the host. This increases latency marginally but

results in fewer transitions and higher throughput.

* SQL Server uses a cooperative thread scheduler, which expects all threads to periodically yield
control. In ENCLAVEDB, every yield results in two transitions. We modified the Hekaton

engine to reduce the frequency with which threads in enclave mode yield (by half).

* We use prefetching to reduce the number of transitions. Prefetching involves speculatively
calling an enclave API as part of a previous enclave invocation, caching its results on the
host and returning the cached result when the API is subsequently called without entering the

enclave. This optimisation only applies to side-effect free APIs.

These optimisations resulted in over an order of magnitude reduction in the number of transitions
(from an average of 110 to 8 transitions per transaction). This includes five ecalls with an additional

callback to write the log record if the transaction performs any writes, and two ocalls. The number
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Algorithm 5.1 Specification of the logging interface exposed by the host to Hekaton
1: L+0
2: procedure LogAppend(tx, size,serializeCb, commitCb)

buf + alloc(size)

serializeCb(rx, buf)

L+ LUbuf

startLoglO(tx, buf, commitCb)

: procedure LogTruncate(buf)
L+ L\{beL|b<buf}

: procedure GetLogIteratoxr(start,end)
return {b € L | b > start \b < end}

SY XN s W

—_

of calls to write log records decreases further in workloads with high concurrency in which case
Hekaton uses group commits to consolidate log record writes from multiple transactions into a single

write.

5.5 Logging and Recovery

The Hekaton engine makes in-memory tables durable by writing transactions on secret data to a
persistent log managed by the host (i.e. SQL Server). Since the host is untrusted, ENCLAVEDB must
ensure that a malicious host cannot observe or tamper with the contents of the log. In this section, we
present a high-level specification of the logging and checkpointing APIs and then describe protocols

to ensure confidentiality, integrity, and freshness.

As shown in Algorithm 5.1, the log can be abstracted as a stream of bytes and a set L that contains
indexes in the stream where individual log records begin. The log supports operations for appending
log records, truncating the log, and iterating over the log. The append operation allocates space in
the stream for the log record and returns an index buf in the stream, which also serves as the address
of the buffer used for reading or writing the log record. The append operation invokes a callback
serializeCb, which writes the log record in the allocated buffer, and schedules another callback
commitCb, which is invoked when the log record has been flushed to disk. The truncation operation
deallocates all buffers preceding the given index. The iterator returns the indexes of all log records

between any two indexes start and end.

The Hekaton engine uses the log as follows (Fig. 5.3). After a transaction has been validated (in
TxPrepare), the engine serialises the transaction’s write set into a log record by calling LogAppend.

Each log record includes the start and end timestamp of the transaction. The host writes the log
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TxExecute Return
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Validate transaction
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Fig. 5.3: Transaction commit protocol in ENCLAVEDB

record to disk and then invokes the commit callback. At this point, the transaction enters the commit
state. During TxCommit, Hekaton unblocks dependent transactions and notifies the client submitting
the transaction. Hekaton is designed to write multiple log records concurrently to avoid scaling
bottlenecks with the tail of the log. This is possible because the serialisation order of transactions is
determined solely by end timestamps and not by the ordering in the log. Also note that failures can
occur at any point e.g. after a log record has been flushed to disk but before the client is notified or
dependent transactions are unblocked. We refer to transactions for which Hekaton may have unblocked
dependent transactions or notified the client as visible transactions, and transactions whose dependent

transactions remain blocked and no notifications have been generated as invisible transactions.

To avoid unbounded growth of the log, Hekaton periodically creates checkpoints and then truncates
the log (Algorithm 5.2). Each checkpoint is a pair of append-only files, a data file and a delta file.
The data file contains all records that have been inserted or updated since the last checkpoint and

the delta file contains all deleted records. Checkpoints are created using an in-memory cache of log
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Algorithm 5.2 Hekaton operations for creating checkpoints and restoring the database after a failure
1: sys< 0

2: procedure CreateCheckpoint(start,end)

3 {datafile,deltafile} < SerializeLog(start,end)
4 sys < sysU{datafile,deltafile}

5 WriteFile(ROOT _FILE, sys)

6: LogTruncate(end)
7

8

9

0

1

: procedure RestoreDatabase(start,end)
sys < ReadFile(ROOT _FILE)
for {data,delta} € sys do
RestoreCheckpoint(data,delta)

—

ReplayLog(start,end)

records, which is updated during transaction commits. The names of data and delta files are saved in a
special table called the system table (sys), which is persisted in a file called the root file. To avoid
data loss, Hekaton truncates the log at a carefully selected index called the truncation index, which
satisfies the invariant that all transactions committing after the truncation operation will be allocated
indexes higher than the truncation index. During recovery (see RestoreDatabase in Algorithm 5.2),
Hekaton retrieves the truncation index from the database master file and the list of checkpoint file
pairs from the root file. It restores tables and indexes from checkpoints, and replays the tail of the log

from the truncation index.

To protect the confidentiality of log records, we rely on authenticated encryption with associated
data (AEAD). In the following, we write Enc[k]{ad}(text) to represent the encryption of zext using
key k and authentication data ad. We write Dec|k](enc) to represent authentication and decryption
of ciphertext containing authentication data. Our implementation uses AES-GCM [216], a high-

performance AEAD scheme.

5.5.1 Log Integrity

One way of ensuring integrity of the log and checkpoints is to use an integrity-protected encrypted file
system as done in SGX-LKL. Files are encrypted with a key stored in enclave memory and integrity
can be ensured using a Merkle tree [221]. However, maintaining a Merkle tree for highly concurrent
and write-intensive workloads such as a database log can be expensive. A Merkle tree introduces
contention because the log is an append-only structure with a large number of threads writing close to
the tail of the file. These threads will update roughly the same set of nodes in the Merkle tree, and

contend for locks protecting these nodes [101, 250]. The Merkle tree also introduces contention for
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any monotonic counters used to protect the tree against replay attacks. Finally, if the Merkle tree is

maintained on disk, a single log append can translate into multiple updates on disk.

With ENCLAVEDB, we propose a new and efficient protocol (Algorithm 5.3) for checking integrity

and freshness of the log. The protocol is based on the following observations.

» Correctness of database recovery does not depend on the order of log records in the log. Instead,
the ordering of transactions is determined by start and end timestamps embedded in the log

records. Therefore, the log can be viewed as a set of log records instead of a raw file.

* Hekaton can ensure state continuity as long as all checkpoints and log records of all visible

transactions that have not been truncated are read during recovery.

Our protocol uses monotonic counters (see Section 5.2.2) to track sets of log records and identify log
records that must exist in the log on recovery. The protocol uses three counters: W tracks log records
that have been written to the log; V tracks log records generated by visible transactions; and R tracks
truncated log records. To ensure that the protocol does not introduce new synchronisation bottlenecks,
we track these sets separately for each thread using per-thread monotonic counters. Therefore, W, V,
and R are k-dimensional vectors, where k is the number of enclave threads, which is fixed on enclave

creation.

The counters are updated as follows. Each thread ¢ processing a transaction increments the counter W;
after transaction validation but before sending the log record to the host (Line 17). All log records are
encrypted with Dy using authenticated encryption, with authentication data consisting of the thread
identifier ¢, the counter value W; and the log record’s index in the log (Line 18); the authentication
data is stored in the log record’s header. This ensures that each log record can be uniquely identified
by the pair of attributes (¢,w) embedded in the log record. The counter V; is incremented during the
commit callback for a log record generated by thread ¢ before unblocking dependent transactions and
notifying the client (Line 25). At any point in time, the difference between pairs of counters W; and V;

represents log records of transactions that are not yet visible.

Tracking truncated log records is more challenging because at any given point, there are multiple
log records being written to the log at indexes assigned by the host, and a malicious host can mount

attacks by assigning indexes arbitrarily, e.g. in portions of the log that have already been truncated. In
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Algorithm 5.3 Protocol for checking integrity of the log

—_

12:
13:
14:
15:
16:
17:
18:

19:
20:

SV RXIFDNRE RN

: Monotonic counters
2Vt € Threads,W; + 0,V; < 0,R; + 0

E+0

: Volatile enclave state

Vt € Threads,l; < 0,5? ~0
by 0,p1

procedure EnclaveLogAppend(x, size)
size < size+ HEADER_SZ
LogAppend(rx, size,enclaveSerializeCb,
enclaveCommitCb)

procedure enclaveSerializeCb(tx, buf, size)
t < GetCurrentT hreadld()
assert(buf > b))
tmp < malloc(size— HEADER_SZ)
serializeCb(tx,tmp)
w < IncCounter(W;)
buf + Enc[Dx|{GetCounter(E),t,w}(
tmp)
ly < I, Ubuf
Sfree(tmp)

21:

22

23:
24

25:
26:

: procedure enclaveCommitCb(tx,enc)
{e,t,c}, buf < Dec[Dx](enc)
assert(e == GetCounter(E) A

¢ == GetCounter(V};))
IncCounter(V;)

commitCb(tx, buf)

27: procedure OnSerialisationPoint(buf)
28: il s [ {bel, | b<buf} |
29: Vel < L \{b €l |b<buf}

30: by < buf

31: p<p+1

32:

Require: (3i|i< pAb; == buf)

33: procedure EnclaveLogTruncate(buf)
34:  j (i]i< pAbj == buf)

35: Vt,SetCounter(R;,s!)

36: LogTruncate(buf)

37:

38: procedure ReplayLog(start,end)

39: Vt,cr + GetCounter(R;)

40: Vt,s¥ + GetCounter(R;)

41: I = GetLogIterator(start,end)

42: for enc € I do

43: {e,t,c},buf < Dec[Dx](enc)

44: assert(e == GetCounter(FE))

45: if GetCounter(R;) <c¢ <
GetCounter(V;) then

46: assert (c ==¢;+1)

47: cré—cr+1

48: I Iy Ubuf

49: ApplyLogRecord (buf)

50: Vt, assert(c; == GetCounter(V;))
51: if 3¢ | ¢; # GetCounter(W;) then

52: OnSerialisationPoint(end)
53: CreateCheckpoint(start,end)
54: IncCounter(E)

55: Vt,SetCounter(V;,GetCounter(W;))

order to detect malicious behaviour, we establish a contract between ENCLAVEDB and the host based

on the notion of serialisation points. A serialisation point is defined as follows:

Definition 5.5.1 Let 1 be a transaction and | be an index in the log. Let log(t) represent the first index

in the log where a log record for transaction t has been written. A serialisation point is a pair (t,)

such that all transactions committing after t should be written to the log after the index |. Formally,

let < represent the happens before relationship between transactions.

serialisation_point(t,1) = Vt' |t <t',log(t') >
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Fig. 5.4: Serialisation points during transaction processing
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It follows that given a serialisation point (¢,/), the log can be safely truncated at / once all transactions
that have committed before ¢ have been written to a checkpoint. From the perspective of integrity

checking, serialisation points have the following implications.

* Given a serialisation point (z,1), it follows that once transaction ¢ commits, a correct log
implementation never returns an index I’ such that [/ <[ in any subsequent LogAppend call. A

violation of this property indicates an attack.

* Once a serialisation point (z,1) is established, we can safely compute the expected number of
log records that have written before the index [ because no more log records should be written

at any index I’ < 1.

Hekaton establishes serialisation points by grouping transactions based on end timestamps and waiting
for all transactions in group g,—; to commit (and hence be written to the log) before committing
any transactions in g, . Fig. 5.4 illustrates this mechanism using a sample execution. Transactions
are colour-coded according to groups. (7'5,L1) is a valid serialisation point because all transactions

committing after 7'5 are written to the log after L1.

Our protocol uses serialisation points for tracking truncated log records as follows. We maintain (in
volatile enclave memory) the sequence of serialisation points b, a per-thread list of indexes /; at which
thread ¢ has written log records since the most recent serialisation point, and a sequence s of sets,

one for each serialisation point, where each element s/ is a number of log records written by thread ¢
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before the serialisation point p. When a new log record is created, we add its index to the list /; after
checking that the host does not violate the serialisation point contract (line 14). We introduce a new
operation OnSerialisationPoint, which is invoked by Hekaton when it establishes a serialisation
point. For each thread ¢, this operation computes a summary s. and removes all indexes preceding the

serialisation point from /;.

We also modified Hekaton to invoke EnclaveLogTruncate after creating a checkpoint, passing in
a truncation index, which must be a previously declared serialisation point. This operation updates
the vector clock R (line 35) to reflect the set of truncated log records using a previously computed

summary before calling out to truncate the log.

During recovery (ReplayLog), ENCLAVEDB reads the counters R and scans the tail of the log. While
scanning, we check that log records have not been tampered with and that the log records generated
by each thread appear in order of their counter value with no gaps (Line 46). After scanning the tail,
we check if all visible log records (tracked by V) have been read (Line 50), and report a freshness

violation otherwise.

Note that the recovery protocol excludes log records generated by invisible transactions, i.e. log
records with counter values greater than V;. Excluding these log records is safe because, unlike
Hekaton, the increment of the counter V; (line 25) is the commit point in ENCLAVEDB — clients and

dependent transactions are notified only after the increment.

However, simply excluding these log records would allow an adversary to mount a replay attack
by withholding log records belonging to invisible transactions and adding them to the log in a later
execution, thereby creating non-linearizable executions. We prevent these attacks by invalidating all
such log records using an additional monotonic epoch counter E. This counter is included in each
log record’s authentication data, and incremented (line 54) when log records belonging to invisible
transactions are detected in the log (line 51). The increment, coupled with the additional check that
all log records read during recovery must belong to the current epoch (line 44) invalidates all invisible
log records that the adversary may have withheld. We create a checkpoint and truncate the whole log
before incrementing the epoch counter to ensure that visible transactions are not lost. We also update
the counters V, setting them equal to W. Only after this, execution resumes and new transactions are

accepted.
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Algorithm 5.4 Protocol for checking integrity and freshness of checkpoints
1: S < 0//Monotonic counter
2: procedure EnclaveWriteFile(name,data)
3: WriteFile(name, Enc[Dx]{GetCounter(S) + 1}(data))
IncCounter(S)

enc < ReadFile(name,GetCounter(S))
: s,data < Dec[Di](enc)
9: assert(s == GetCounter(S))

10: WriteFile(name, Enc[Di]{GetCounter(S) + 1}(data))
11: IncCounter(S)

12: WriteFile(name, Enc[Dyi]{GetCounter(S) + 1}(data))
13: IncCounter(S)

14: return data

4
5:
6: procedure EnclaveReadFile(name)
7.
8

5.5.2 Checkpoint Integrity

As discussed, ENCLAVEDB periodically truncates the log after creating checkpoints. To avoid data
loss, ENCLAVEDB must ensure that before log records are truncated from the log, they have been
included in checkpoint files that are guaranteed to be read during recovery. Furthermore, ENCLAVEDB

must also ensure that any tampering with the checkpoint files is detected.

ENCLAVEDB achieves these properties as follows: ENCLAVEDB maintains a cryptographic hash
for each data and delta file. The hash is updated as blocks are added to the file. Once all writes
to a checkpoint file have completed, the hash is saved in the system table along with the file name.
ENCLAVEDB checks the integrity of all checkpoint file pairs read during recovery by comparing the

hash of their contents with the hash in the root file.

ENCLAVEDB uses a state-continuity protocol based on Ariadne [318] to save and restore the system
table within the root file while guaranteeing integrity, freshness and liveness. The protocol (shown in
Algorithm 5.4) uses a monotonic counter S to track versions of the root file. The protocol binds the
contents of each file with the counter value by adding the counter value plus 1 to the file and generating
a keyed MAC. Then the file is written to disk and the counter is incremented. This protocol allows
the adversary to obtain a file with a counter value one more than the current counter by introducing
a failure after the file has been written but before the increment. However, all such versions are
invalidated by rewriting two versions of the current root file (i.e. with enclosed counter value matching
S) with counter values S 4 1 and § 4 2 before using the root file to reconstruct the system table (see

[318] for a proof of correctness).
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5.5.3 Forking Attacks

The protocol described above ensures that any database enclave recovers to the latest state. However,
it permits the adversary to launch forking attacks by creating multiple enclaves with the same package
on one or more servers, and directing different clients to different enclaves. ENCLAVEDB prevents
forking attacks by ensuring that at any point in time, only one enclave (and therefore one database

instance) is “active”.

On creation, each ENCLAVEDB enclave generates a unique 128-bit identifier (ID). This ID is encrypted
using the public key of the KMS and included in the enclave’s quote. The KMS maintains a mapping
from database instances to IDs and a black list of all IDs it has previously received in quotes. When
it receives a quote containing a new ID, it adds the current ID to the blacklist and updates the ID
associated with the database instance. Each database enclave also includes its ID (encrypted using
the session key) in all communication with clients. ENCLAVEDB clients verify that they establish a
session with or receive a response from the most recent incarnation of the database by validating the

response with the KMS, and retry if validation fails.

5.6 Proving Continuity, Integrity, and Liveness

In this section, we present an informal proof that the logging protocol described above guarantees
continuity, integrity, and liveness. Continuity and integrity are critical for establishing that EN-
CLAVEDB guarantees linearizability (proof beyond the scope of this chapter), and liveness ensures

that ENCLAVEDB makes progress in the absence of an attacker.

Claim 5.6.1 Checkpoint continuity. Once EnclWriteFile completes writing a root file, all log
records included in checkpoint file pairs referenced in the root file are guaranteed to be read during

any subsequent recovery.
This follows from the freshness guarantees of Ariadne’s protocol which prevents replay attacks, and

integrity checks on the root file and checkpoint file pairs.

Claim 5.6.2 Continuity. Log records generated by visible transactions are either contained in the

log or included in a checkpoint file pair contained in the root file.
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Consider a visible transaction 7" which generates log record [. Let ¢ be the counter value embedded in
the log record, ¢ be the identifier of the enclave thread generating the log record, and e be the epoch in

which the log record is generated.

First, observe that each log record is uniquely identified by the pair (¢,c). This follows from the fact
that ¢ is obtained from the tamper-proof, monotonic counter W;, which is atomically incremented

every time a log record is generated.

Now consider any recovery that occurs following a failure after the transaction T became visible. It

follows that ¢ < V;. There are two possible cases we encounter during recovery.

* R, <c <V, Inthis case, the log record / must be read from the log since the recovery protocol
reads all records from R; to V; for each thread ¢. If the log record is missing or has been
duplicated, either the assert at line 46 or 50 fails. If the log record has been tampered with,

authentication fails. In either case, the database fails to recover.

* ¢ < R,. Inthis case, we show that the log record must belong to a checkpoint included in the root
file. Observe that the counters R are updated after a checkpoint has been created and before the
log is truncated. This implies that the counters always under-approximate the set of log records
that have been included in checkpoints. Therefore, if ¢ < R;, then the log record must have
been included in a checkpoint. This, together with checkpoint continuity (Claim 5.6.1) ensures
that either the log record is included in a checkpoint read during recovery, or the database fails

to recover.

Claim 5.6.3 Integrity. Invisible transactions have no effect on database state.

We show that log records generated by invisible transactions are ignored while reconstructing database
state during recovery. Consider a log record / generated by an invisible transaction 7. Let ¢ and e
be the counter and epoch values associated with /, and ¢ be the enclave thread that generated the log
record. By definition, the commit callback was not invoked for /. Since the counter V; is incremented
in the commit callback, it must be true that W; > ¢ and V; < c until a failure occurs. We consider two

cases.
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* If no failure occurs, then the log record [ is never used during recovery. Since the commit
callback is never invoked for [, any transactions dependent on 7' continue to remain blocked,

and the client issuing 7" is not sent a signed notification that the transaction was committed.

* If a failure occurs, then in the next recovery step, / is not used to reconstruct state since ¢ > V;.
Since V; < W;, ENCLAVEDB creates a checkpoint that does not include / and increments the
epoch counter before updating V; and resuming transaction processing. Incrementing the epoch

counter invalidates /.

Claim 5.6.4 Liveness. ENCLAVEDB does not introduce new states in which execution terminates in

the absence of an active attacker.

We show that none of the assertions introduced by ENCLAVEDB fail in the absence of an active

attacker.

* Authentication failures. If requests, responses, the log and checkpoints are not tampered with,

and the database is not forked, none of the authentication checks fail.

» Thread-level commit ordering failure (line 46). Each thread in ENCLAVEDB generates a log
record with counter value c only after a previous log record with counter value ¢ — 1 has been
saved to storage. Therefore, in the absence of an active attacker, the recovery protocol should

receive log records in a sequence that respects this ordering.

* Mismatched epoch (line 44). We prove this using induction. It is easy to see that this assertion
cannot fail with £ = 0. Assume this assertion does not fail during recovery when E = i.
Consider any subsequent recovery which increments the epoch counter. In the absence of an
active attacker, ENCLAVEDB initiates recovery with start and end indexes equal to the most
recent truncation index and the tail of the log. This ensures that the entire log is truncated
before the epoch counter is incremented. Since new log records are generated only after the
counter is incremented and recovery completes, all subsequent log records will be generated

with epoch counter i 4 1. Therefore, there will be no epoch mismatch when E =i+ 1.
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5.7 Evaluation

In this section, we evaluate ENCLAVEDB. Due to the limited EPC size of 128 MB of current CPUs,
we can only deploy small databases using SGX hardware. To evaluate performance for realistic
database sizes, we use a performance model that simulates large enclaves and accounts for the main
sources of overheads. In the following, we describe the performance model and present results from

an evaluation using two standard database benchmarks.

5.7.1 Performance Model

To model SGX performance with larger enclaves, we assume that enclaves in future SGX CPUs will
have the same performance as current CPUs except for (1) the additional cost of enclave transitions
and (2) the additional cost incurred by last level cache (LLC) misses due to memory encryption and
integrity checking while accessing the EPC. We model enclave transitions by introducing a system call
to change protection of a pre-allocated page. This call flushes the TLB and adds a delay of ~10,000

cycles, which is approximately the cost of a transition measured on SGX hardware.

To model the cost of memory encryption, we considered the option of artificially reducing DRAM
frequency and with that available memory bandwidth similar to Haven [23]. However, reducing
frequency affects both enclave and non-enclave code, and does not accurately reflect the slowdown
caused by memory encryption. Instead, we model the cost of memory encryption by using binary
instrumentation to penalise all memory accesses generated by code within the enclave. Our instrumen-
tation tool injects a fixed delay before every memory access within the enclave. We exclude accesses
to the stack since stack memory is likely to be resident in the CPU caches. The amount of delay is

obtained using a process of calibration on current SGX hardware.

We first measure the overhead of running a set of microbenchmarks using SGX enclaves. The delay is
the lowest number of cycles such that running the same benchmarks after injecting the delay before
every access on the same hardware without enclaves results in overhead higher than the overhead
of running the application within the enclave. Our microbenchmarks consists of a simple key-value

store [330] and a set of machine learning applications [241].

Using this calibration process, we find that our performance model with a delay of 10 cycles always

over-approximates overheads of current SGX hardware. For example, SGX incurs an overhead of
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37% for the key-value store whereas our performance model estimates the overhead to be 42%. To

introduce this delay, we inject a single pause instruction, which delays the access by 10 cycles.

5.7.2 Benchmarks and Setup

We evaluate the performance of ENCLAVEDB using two standard database benchmarks, TPC-C [332]
and TATP [327]. The TPC-C benchmark represents the activity of a wholesale supplier that manages

and sells products.

We use a database with 256 warehouses. This database has an in-memory size of 32 GB. The workload
consists of a client driver running on two machines simulating 64 concurrent users each; each user
executes five stored procedures in accordance with the TPC-C specification [332]. The in-memory
size grows by ~6 GB/min during execution of this workload. The TATP benchmark simulates a
typical location register database used by mobile carriers to store information about valid subscribers,
including their mobile phone number and their current location. The database consists of 4 tables and
7 stored procedures. We create a database with 10 million subscribers. The client driver simulates 100

active subscribers querying and updating the database.

We optimised these benchmarks for use with an in-memory database by creating appropriately sized
indexes to optimize query performance. The workload that we generate drives CPU utilisation close
to 100% in the baseline configuration while leaving enough room for the checkpointing process to
keep up with the rate of transaction commits. We run each benchmark 5 times for 20 minutes each

and measure performance every minute.

We performed the experiments on Intel Xeon E7 servers running at 2.1 Ghz. The servers have
4 sockets with 8 cores each with hyperthreading disabled. Each CPU has an integrated memory
controller with 4 memory channels attached to 8 32GB DDR4 DIMMs (2 DIMMs per channel), with
a total capacity of 512 GB. The storage subsystem consists of 8 256 GB SSDs and is used for storing

both the log and checkpoints. The servers run Windows Server 2016.

We evaluate each benchmark in four configurations: BASE is the configuration with an unmodified
Hekaton engine running outside enclaves; CRYPT is a configuration with ENCLAVEDB running in
simulated enclave mode; The model emulates enclaves within the application’s address space by
allocating a region of virtual memory and loading all enclave binaries in that part of the address space.

In this configuration, all software security features such as log/checkpoint encryption and integrity
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Fig. 5.5: TPC-C and TATP throughput of ENCLAVEDB in different configurations

checking are enabled; CRYPT-CALL is a configuration that adds the enclave transition cost to CRYPT;
finally, CRYPT-CALL-MEM adds the cost of memory encryption to CRYPT-CALL. In all configurations
except BASE, we simulate enclaves of size 192 GB. We configure the trusted kernel to use 128 threads.
For each thread, we allocate a 64 KB stack. For both benchmarks, we consider all tables and stored

procedures to be sensitive and host them in enclaves.

573 TPC-C

Fig. 5.5a shows the variation in TPC-C throughput for different configurations. In the baseline
configuration, ENCLAVEDB achieves a mean throughput of 52,000 transactions per second (tps),
which translates to 1.35 million new order transactions per minute (tpmC), with a peak of over 1.6
million tpmC. The throughput in both CRYPT and CRYPT-CALL configurations is statistically similar
to the baseline. This suggests that the additional overheads of running the database with the trusted
kernel, switching thread contexts, copying data in and out of the enclave, and encryption and integrity
checking are negligible. We attribute this to our design which minimizes the number of context
switches, amortizes the cost of encryption/decryption, and the efficient protocol for checking integrity

of the log.

We also find that the variability in throughput is lower in the CRYPT configuration compared to
baseline. This is due to two aspects of our design. First, virtual memory for the enclave is allocated at
enclave creation and never returned to the host operating system. In contrast, the in-memory engine

running outside the enclave periodically returns unused memory back to the SQL buffer pool, and
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Fig. 5.6: Profiles comparing CPU, memory bandwidth and disk bandwidth utilisation for the TPC-C
benchmark

must re-allocate memory when required. Secondly, the enclave thread scheduler yields control to the

host less often compared to the baseline scheduler to reduce switching costs.

Finally, we observe that the CRYPT-CALL-MEM configuration, which models the cost of memory
encryption, has a mean throughput of 31,000 tps, a drop of ~40% compared to baseline. Even with
these overheads, throughput is over two orders of magnitude higher than prior work [23], which
achieved a throughput of ~80 tpsE for the TPC-E benchmark on a 4-core machine using a similar

performance model.

To further understand these overheads, we compare the configurations CRYPT and CRYPT-CALL-MEM
with native execution across a number of other performance metrics. Fig. 5.6 shows the comparison

over a 20-minute window with samples collected every 10 seconds and averaged every minute. All
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configurations have high CPU utilisation (over 90%) on average, which suggests that CPU remains
the main bottleneck. The periodic changes in CPU, memory, and disk bandwidth utilisation in BASE
(and to a lesser extent in CRYPT) are caused by checkpointing. The similarity of memory and disk
utilisation between BASE and CRYPT also confirms that the integrity checking protocol does not
introduce new bottlenecks. We also observe that memory bandwidth utilisation is high (reaching
10 GBps), and memory reads dominate writes, whereas disk writes dominate reads. This is expected
since most of the transaction processing occurs in-memory, whereas disk traffic is dominated by writes
to the log. Finally, we observe that both memory and disk bandwidth utilisation in CRYPT-CALL-MEM
configuration are significantly lower than baseline and CRYPT, caused by pause instructions which
model memory encryption. Based on these observations, we conclude that if the future SGX hardware
can deliver an effective memory read/write bandwidth of ~6 GBps and 2 GBps respectively with large

enclaves, we can expect overheads of ~40%.

5.7.4 TATP

We deploy a scaled down version of the TATP benchmark (with 1000 subscribers) in ENCLAVEDB
using SGX hardware. We were only able to run this benchmark for 40,000 transactions (4 client
threads issuing 10,000 transactions each) before running out of enclave memory. For this scaled down
workload, Native Hekaton execution achieves a peak throughput of 7,900 tps whereas ENCLAVEDB
achieves a peak throughput of 7,700 tps, an overhead of 2.5%. This is, however, not a representative

workload because of the small size of the database and short duration of the experiment.

Fig. 5.5b shows the throughput for the full TATP workload. Hekaton achieves a higher throughput of
71,000 tps with low variability compared to TPC-C because it is a predominantly read only workload
(with 80% read transactions). The mean throughput reduces to ~65,000 tps after switching to the
CRYPT configuration. Accounting for the costs of enclave transitions and memory encryption reduces
the throughput further. We observe a mean throughput of 60,500 tps in the CRYPT-CALL-MEM

configuration, an overhead of 15% relative to native execution.

As shown in Fig. 5.7, CPU remains the main bottleneck in the CRYPT-CALL-MEM configuration.
Similar to TPC-C, memory reads dominate writes and disk writes dominate reads. However, both
memory and disk bandwidth utilisation are lower compared to TPC-C, reflecting the predominantly

read only nature of the workload. The memory read bandwidth for the CRYPT-CALL-MEM configura-
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Fig. 5.7: Profiles comparing CPU, memory bandwidth and disk bandwidth utilisation for the TATP

benchmark

tion is higher than baseline. This is because the additional memory traffic generated by ENCLAVEDB

(due to enclave transitions, encryption/decryption and integrity checking) dominates the reduction

in utilisation caused by pause instructions. We also measured the end-to-end latency for this bench-

mark. We find an increase in average latency by 10%, 18% and 22% for CRYPT, CRYPT-CALL, and

CRYPT-CALL-MEM configurations respectively over native execution.

Based on these experiments, we can conclude that ENCLAVEDB achieves a desirable combination of

strong security with confidentiality, integrity and freshness protection, and high performance.
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5.7.5 TCB Size

We measure the size of the TCB for both benchmarks. The Hekaton engine is 300K LOC and
the trusted kernel is 25K LOC. The queries and table definitions are 41K and 18K lines of auto-
generated code in TPC-C and TATP respectively. In comparison, the SQL Server OLTP engine is
10M LOC and Windows is >100M LOC. Therefore, the TCB of ENCLAVEDB is over two orders of
magnitude smaller than a conventional database. The main components that contribute to the TCB
in ENCLAVEDB are checkpointing and recovery (~-100K LOC) and the transaction manager (~-50K

LOC).

5.7.6 Enclave Transitions

The number of enclave transitions is an important indicator of overheads for applications using
enclaves. We measured the number of transitions per transaction for both benchmarks. On average,
TPC-C incurs 5 ecalls (4 for the commit protocol, and 1 call to serialize the log record). TPC-C also
incurs 3 ocalls per transaction on average, a call to notify the host of the outcome of TxPrepare,
a call to create a log record, and a number of other less frequent calls that occur periodically.
TATP has a similar profile, with the difference that transitions due to logging are less frequent
since 80% of the transactions are read only. In either case, the number of enclave transitions is
independent of the database size in the enclave and the transaction logic (except in the case of read

only transactions).

5.8 Related Work

Related work on advanced host interface attacks and mitigations has been previously discussed in
Section 2.4.3.1. In this section, we explore related research on secure databases which falls into
two broad categories: approaches based on homomorphic encryption and approaches using trusted

hardware.

Homomorphic encryption. As discussed in Section 2.2.1.1, partially homomorphic encryption (PHE)
schemes allow operations such as additions or multiplications to be efficiently applied to encrypted data
without revealing plaintext operators or results. Systems such as CryptDB [262], Monomi [342], and

Seabed [252] use PHE schemes to provide secure query processing while protecting the confidentiality
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of data. This approach has also been adopted in several products [137, 225]. However, the types of
queries supported by these systems are limited by the availability of corresponding encryption schemes
or require augmentation, e.g. by offloading parts of the query execution to clients [152, 263, 342, 363].
Furthermore, these schemes have properties, e.g. order preservation, that provide weaker security than

semantically secure encryption and can leak sensitive information [99, 143, 234].

Arx [260] introduces two new types of database indices for range and equality queries based on
garbled circuits [371]. With these, it can support a similar set of queries as previous systems while

using semantically secure encryption.

In contrast to these systems, ENCLAVEDB supports a broader set of queries, including arbitrary
arithmetic, string manipulation, grouping and sorting, and uses strong probabilistic encryption. In
addition, these systems solely focus on confidentiality, while ENCLAVEDB also provides integrity

and freshness guarantees for both stored data and queries.

Trusted Hardware. Several database designs have been proposed that incorporate secure copro-
cessors [37, 231, 309] to process sensitive data securely. The data is stored in encrypted form on
the host system and is only decrypted on the coprocessor as part of the query execution. However,
currently available coprocessors are limited in terms of processing speed, storage, and bandwidth.
TrustedDB [19] and Cipherbase [13] outsource computations on sensitive data to secure co-processors
and FPGAs. These approaches require additional hardware and focus only on confidentiality, but do
not guarantee the integrity or freshness of computation or data. They also suffer from high overheads

due to the cost of data transfer over PCle.

As discussed before, hosting the whole database service inside an enclave, e.g. using TEE runtimes
such as SGX-LKL or Haven [23] results in a large trusted computing base (TCB) and increased
performance overheads. In contrast to ENCLAVEDB, they also cannot provide protection from a

malicious database administrator.

StealthDB [352], ObliDB [104], and STANIite [285] are other partitioned databases that use Intel
SGX to protect stored data and query processing, developed after ENCLAVEDB. StealthDB aims for a
minimal TCB by keeping all data outside of the enclave in encrypted form and only implementing
individual operators inside the enclave. ObliDB and STANIite fully execute inside the enclave but

store data in untrusted memory. Similar to EnclaveDB and StealthDB, ObliDB stores encrypted table
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data on the untrusted host for durability but in addition implements oblivious operators to hide access
patterns. STANIite is an in-memory database that implements a custom paging mechanism to store
encrypted data in untrusted memory. In contrast to these databases, ENCLAVEDB provides both

durability and full freshness protection of database data.

5.9 Summary

In this chapter, we presented ENCLAVEDB, a secure partitioned database with a small TCB and strong

confidentiality, integrity, and freshness protection.

We presented ENCLAVEDB’s architecture that is based on SQL Server’s in-memory database engine
Hekaton. We showed how such an in-memory engine is a good fit for the execution in TEEs as it keeps
sensitive application state in memory at runtime which can be protected by the TEE. ENCLAVEDB
achieves a small TCB by running only Hekaton inside the enclave and executing most of the database
server outside. It further reduces the TCB size by using client-side native query compilation, which
allows ENCLAVEDB to exclude components such as the query optimiser and query processor from its

TCB.

ENCLAVEDB interacts with the host during transaction processing to execute stored procedures and to
log transactions for durability. In contrast to SGX-LKL and GLAMDRING, presented in the previous
two chapters, we extended the threat model to include freshness attacks such as replay and rollback
attacks. We presented ENCLAVEDB’s efficient logging and recovery protocol, which can support
high transaction throughput while protecting confidentiality, integrity, and freshness of Hekaton log
records stored as part of the database log on the untrusted host. We also presented an informal proof

to show that the protocol achieves state continuity, integrity as well as liveness.

To evaluate ENCLAVEDB’s performance, we introduced a performance model to emulate SGX
overheads in order to estimate ENCLAVEDB’s performance with large enclaves which will be available
in the future. We evaluated ENCLAVEDB with two standard database benchmarks, TPC-C and TATP,
and show that ENCLAVEDB has low overheads, with equal or less than 40% transaction throughput

compared to native execution.
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CONCLUSION

TEEs have now become part of commodity CPUs and are made available in public cloud platforms.
They allow tenants to make use of the typical benefits of cloud computing without giving up control
over sensitive computation and data. However, TEE technologies such as Intel SGX also require a

paradigm shift in application development and design.

TEESs enable small TCBs by isolating the execution of application code from the rest of the system.
But this isolation requires TEE applications to either be self-contained or to cooperate with the host
system. At the same time, TEEs are based on a threat model that assumes a powerful adversary with
full control over the host. Existing software has not been developed taking into account a potentially
malicious environment. This makes designing new or porting existing applications for the execution

in TEEs and protecting their host interfaces a challenging and complex task.

In this thesis we covered some aspects of this task in the context of three systems. With SGX-LKL, we
presented a TEE runtime system with a general-purpose host interface for securing untrusted binaries
with a minimal host interface. With GLAMDRING, we discussed automated application partitioning,
application-specific host interfaces and the relationship of competing partitioning objectives. With
ENCLAVEDB, we presented a manually partitioned and optimised TEE application and discussed
host interface protection against advanced attacks. In the remainder of this chapter, we summarise the

thesis and its contributions and then conclude with a discussion of potential future work.

6.1 Thesis Summary

After giving an introduction and discussing the motivation for this thesis in Chapter 1, Chapter 2
provided background on the history of TEEs with technologies from both industry and academia,
and compared them to alternatives such as homomorphic encryption and Trusted Computing. We
described Intel SGX as one of the major TEEs in detail. We discussed the isolation provided by

SGX enclaves, capabilities such as paging, sealing, and attestation, and its limitations. We also



214 Conclusion

analysed overheads incurred by SGX due to memory encryption, paging, and enclave transitions.
Understanding these allows us to make informed design decisions for TEE systems such as those

described in the later chapters.

We also covered TEE attacks and mitigations. TEEs such as Intel SGX assume a powerful adversary
with complete control over the TEE environment. Being aware of the resulting risks such as side-
channel attacks, enclave software vulnerabilities and interface-based attacks, as well as applicable
mitigations is important when designing TEE systems and applications. In this thesis, we particularly
focused on interface-based attacks as laid out in the threat model described at the end of the chapter.
The host interface between the TEE and the untrusted host represents the main attack surface for
TEE applications. Minimising and protecting the host interface is therefore vital for the security of

sensitive application data.

In Chapter 3, we introduced SGX-LKL, a library OS based TEE runtime system with a minimal
general-purpose host interface. With SGX-LKL, we addressed the question of how to design a
minimal host interface while providing application-agnostic system support within an SGX enclave.
The host interface only provides host calls for capabilities that cannot be provided within the TEE due
to its inherent restrictions, e.g. enclave code being unprivileged and not having direct hardware access.

This includes I/O operations, signal handling, and access to time.

In this chapter, we also started addressing the protection of the host interface. In particular, we
discussed how a low-level interface simplifies the transparent protection of TEE applications. As
part of SGX-LKL, we demonstrated how to provide block-level full disk encryption and integrity

protection for disk I/O, and layer 3 encryption and integrity protection for network traffic.

Lastly, we looked at how to secure deployment, remote attestation, and secret provisioning. We
discussed the deployment of distributed applications with SGX-LKL, based on (i) encrypted disk
images containing application binaries and static data to protect their confidentiality and integrity;
(i1) remote attestation to verify that SGX-LKL runs in genuine SGX enclaves and to establish secure
communication channels, and (iii) a VPN between enclaves and other trusted nodes to provide initial

secrets and to secure subsequent network communication between all nodes.

General-purpose host interfaces provided by TEE runtime systems such as SGX-LKL make it easy to

protect complex applications by placing them completely inside a TEE. However, they also result in
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large TCBs that include both application code and system support functionality. In contrast, Chapter 4
discussed application-specific host interfaces in the context of GLAMDRING, a semi-automated
partitioning framework. By partitioning applications and following the principle of least privilege so

that only sensitive parts of the application execute within the TEE, the TCB size can be reduced.

We also discussed the competitive relationship of the TCB size and the other partitioning objec-
tives: low host interface complexity and few enclave transitions due to their performance overhead.
Application-specific host interfaces allow developers to balance these trade-offs. For example, host
interface complexity can be reduced by moving non-sensitive code into the TEE to remove a host call,

for the cost of increasing the TCB size.

However, ensuring that balancing these trade-offs does not further compromise security, e.g. by
moving sensitive code or data to the untrusted side, is non-trivial. We therefore presented how
automated tooling can help with partitioning TEE applications while taking partitioning objectives
and their trade-offs into account. As part of GLAMDRING, we discussed both dynamic and static
analysis to track the flow of sensitive data and determine sensitive code that must be protected. They
are also used to collect additional information such as performance metrics and call graphs that can
facilitate partitioning decisions. We covered the benefits and drawbacks of both approaches, with
dynamic analysis being capable of collecting runtime metrics but being workload-dependent, and

static analysis being more conservative and workload-independent.

We discussed how these code analysis results can then be used to partition applications for TEE
execution by transforming the optimisation problem of balancing the partitioning objectives into
an ILP program. An ILP program can encode the analysis results, take additional weights for each
objective into account, and can be solved automatically by an ILP solver. With GLAMDRING, we
demonstrated how this can be used to generate a partition specification on which basis the application’s

codebase can be automatically transformed into a trusted TEE library and untrusted code.

We also covered the limitations of automated partitioning. Many optimisations to reduce TCB
size, lower interface complexity, and improve performance, as well as extended interface hardening
require knowledge of application semantics. In Chapter 5 we addressed this and discussed protection
against advanced interface-based attacks for a manually partitioned high-performance database,

ENCLAVEDB, with a small TCB.



216 Conclusion

We presented a TEE-aware design of ENCLAVEDB that excludes large components of a typical
database server such as the query compiler and optimiser. The choice of an in-memory engine aligns
well with the restrictions of current TEE technologies such as Intel SGX, as most processing can be
done without host interaction. We also introduced a trusted kernel that provides system functionality
inside the enclave if possible and only uses host calls to delegate functionality to the host OS if

unavoidable, e.g. for storage, to achieve a small host interface.

We then presented a novel scalable logging and recovery protocol that protects the confidentiality,
integrity, and freshness of durable database data that is persisted by the untrusted host. The protocol
is responsible for logging committed database transactions to guarantee durability and linearizability,
even in the face of failures. This is particularly relevant for TEEs since a malicious adversary in
control of the host can induce failures on purpose. The protocol we presented in this chapter ensures
that ENCLAVEDB can provide liveness in the face of non-malicious failures and prevent advanced
attacks such as rollback attacks during recovery. For this, the protocol incorporates trusted monotonic
counters to ensure freshness. We also demonstrated how to maintain scalability by using multiple
counters concurrently and evaluated ENCLAVEDB s scalability using a custom performance model to

approximate the cost of large SGX enclaves with memory-intensive workloads.

6.2 Future Work

While we have discussed a number of aspects covering the creation, deployment, and protection of
TEE applications in this thesis, there are many challenges remaining in this field. In particular the
introduction of Intel SGX has led to a large body of ongoing research on aspects such as TEE runtimes
and libraries, performance optimisations, vulnerabilities, potential attacks, and attack mitigations
which have been referenced throughout the thesis. In the following we will discuss potential future

directions of research that relate to the work presented in the previous chapters.

Extended system support. With SGX-LKL we presented a solution for running existing unmodified
binaries within TEEs. This is in particular useful for complex applications such as language runtimes
that would be difficult to partition or rewrite for TEE execution. However, SGX-LKL has a number
of limitations that reflect the limitations of current TEE technologies. For example, Intel SGX has no
direct support for in-enclave signal handling requiring applications that rely on signals to expose them

to the host system. Similarly, SGX provides no way of reliably determining time. Instead, enclave
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code has to rely on the untrusted host which might rollback, slow down, or otherwise tamper with
time information it provides to an application. Lastly, SGX enclaves are fundamentally bound to
a single address space. Protecting multi-process applications or multiple applications that rely on
inter-process communication cannot be support efficiently due to missing support for features such as

protected shared memory and copy-on-write memory pages.

Some approaches exist to work around these problems, e.g. Roughtime [254] for secure clock
synchronisation, or multi-process support based on custom IPC mechanisms in TEE runtime sys-
tems [301, 341]. However, complete mitigations will require additional support from TEE technologies
themselves. A possible focus of future research could be on how to combine the generality of en-
crypted virtualisation approaches such as AMD SEV [185] and the strong isolation with confidentiality
and integrity protection of TEEs such as Intel SGX, in order to offer extended system support. This
could give applications more control over aspects such as signal handling, page table and memory
management, and concurrency control. TEE runtime systems such as SGX-LKL will have to adapt

accordingly.

Formal verification. With GLAMDRING and ENCLAVEDB we discussed two approaches of reducing
the TCB size of TEE applications by partitioning them. The main benefit of a small TCB is the
reduced risk of exploitable vulnerabilities within the TCB. However, a small TCB alone provides no
guarantee for the correctness and quality of the contained application code. We have already discussed
some mitigations against enclave software vulnerabilities in Chapter 2 such as the use of type-safe
programming languages and enclave-specific approaches such as compiler instrumentation to add
enclave bounds checking for memory reads and writes. A strong mitigation is offered by combining
TCB reduction with formal verification. By formally verifying the trusted TEE code, it is possible to
prove its correctness and security properties. While GLAMDRING uses information flow analysis to
determine security-sensitive code and data in order to reduce the TCB, tools such as Moat [305] allow
to formally verify that information flows within the TEE do not violate confidentiality properties. In
the future, tools such as GLAMDRING and Moat could be combined to provide a comprehensive set of

tooling around application partitioning and formal verification for TEEs.

Side-channel attacks and mitigations. In this thesis, we have provided an overview of TEE attacks
and mitigations in Chapter 2 and presented solutions for protecting TEE applications from attackers.

In particular, we addressed interface-based attacks including freshness attacks that we covered in
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Chapter 5. However, we excluded side-channel attacks from our threat model. While side-channel
attacks are not restricted to TEEs, side-channel attacks are of special concern for TEE applications
for two reasons: (i) Simpler attacks such as privilege escalation attacks that are easier to mount
than side-channel attacks against regular applications, do not allow an attacker to compromise TEE
isolation. Side-channel attacks therefore are becoming more attractive; and (ii) the threat model of
TEEs assume an attacker has full control over the host and with that is able to perform controlled-
channel attacks [368] in which the adversary can use its control to reduce noise and with that simplify

side-channel attacks.

There are multiple future research directions in the context of TEE side-channel attacks. With the
recent discovery of a large number of side-channel attack vectors based on speculative execution
and other CPU features that cause observable microarchitectural side effects, it will be necessary for
future CPU generations to incorporate hardware mitigations. Academic CPU architecture proposals

such as Sanctum [79] and MI6 [38] demonstrate how this could be achieved.

Furthermore, host calls made by a TEE application can become a potential attack vector. The
amount and structure of data, access patterns, and timing patterns can all reveal potentially sensitive
information to an observer. Minimising the interaction with the host via the host interface as done
by SGX-LKL mitigates this problem. However, some host calls are necessary. Future work could
explore making the host interface oblivious, e.g. by adding noise to disk and network I/O calls, or

investigate secure I/O paths to trusted devices that can bypass an untrusted host kernel.
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