IMPERIAL

Imperial College London
Department of Computing

Efficient and Effective Web Application
Security Testing via Reinforcement Learning

Myles Luke Foley

Supervised by Associate Professor Dr Sergio Maffeis

Submitted in part fulfilment of the requirements for the degree of
Doctor of Philosophy in Computing of Imperial College London
December 2024






Copyright

The copyright of this thesis rests with the author. Unless otherwise indicated, its contents
are licensed under a Creative Commons Attribution-Non Commercial 4.0 International Licence

(CC BY-NQ).

Under this licence, you may copy and redistribute the material in any medium or format. You
may also create and distribute modified versions of the work. This is on the condition that:

you credit the author and do not use it, or any derivative works, for a commercial purpose.

When reusing or sharing this work, ensure you make the licence terms clear to others by naming
the licence and linking to the licence text. Where a work has been adapted, you should indicate

that the work has been changed and describe those changes.

Please seek permission from the copyright holder for uses of this work that are not included in

this licence or permitted under UK Copyright Law.

Originality Statement

I hereby declare that this thesis and the work herein were composed and originated by myself,

except where appropriately referenced and credited.

Myles Foley
December 2024






Abstract

Web application security is a persistent problem, increasing with the number of internet users
and applications. Automated tools and techniques are commonly used to scan, test, or fuzz for
bugs and vulnerabilities. However, the use of random search, manual heuristics, and the failure
to use feedback makes existing work ineffective. Furthermore, the large number of test cases

commonly needed to find comparatively small number of vulnerabilities makes it inefficient.

With a problem-first approach this thesis examines the ability of Reinforcement Learning (RL)
to perform tasks in web application security testing, including the generation and mutation of
test cases in black- and grey-box settings. RL is a machine learning approach where an agent
take actions in an environment to maximise long-term rewards overtime. Thus, the agent learns
to complete a task. RL has achieved better-than-human performance in complex tasks ranging
from game playing to protein design. Yet, the application of RL in web security is limited:

relying on off-the-shelf RL models, simple heuristics, and domain knowledge to guide learning.

We design bespoke RL agents with rich latent representations. We develop a hierarchical RL
approach to cross-site scripting payload generation to constrain the challenge for agents. We
then design a single agent that generates SQL injection payloads using latent representations
in a changing action space. Furthermore, we evaluate the ability of RL to mutate HT'TP test
cases to find bugs in REST APIs. Finally, we present the first study to investigate where to
perform mutations in JavaScript test cases, designing deep contextual bandit we place inside
existing tools improves the efficiency of test case validity, coverage, and coverage-per-test case.
Our RL agents are effective, finding 5 Cross Site Scripting (XSS) CVEs, 6 SQL injection CVEs,
and 42 bugs in REST APIs. The agents are also efficient, reducing the number of attempts.
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Chapter 1

Introduction

Cyber security has become an increasingly large and diverse battleground in recent years.
Adversaries are able to exploit errors and flaws in programs and systems to conduct malicious
activities, including: theft of private information, installation of ransomware, and remote code
execution. The scale of this problem continues to grow with time, causing a significant impact
on users, businesses, and the global economy. According to a recent report from IBM, the
average cost of a single data breach resulting from a cyber security attack was estimated to be

$4.88 Million USD in 2024, a 10% increase compared to the previous year [128].

Despite new defences and security best practices, adversaries constantly adapt: bypassing de-
fences, and exploiting new (or zero-day) vulnerabilities. A recent Joint Advisory Report from
the Five Eyes' cybersecurity centres showed that a) zero-day vulnerabilities were exploited
10% more in 2023 than in previous years, and b) that 9 of the 15 most exploited vulnerabilities

related to web security [54].

The persistence of web vulnerabilities is an ongoing concern that has lead to projects like
the OWASP Top 10 [215]. This project aims to raise awareness of the critical security risks
seen by developers and web application security professionals. To further demonstrate the

challenge presented by web security, we need look no further than the US National Institute of

LA Security and Intelligence alliance comprising Australia, Canada, New Zealand, the United Kingdom, and
the United States.



Chapter 1. Introduction
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Figure 1.1: Number of CVEs reported to The National Vulnerability Database [202]. Showing
those the proportion that are related to the most recent OWASP Top 10 [215].

Standards and Technology’s (NIST) National Vulnerability Database (NVD)?2. This repository
houses confirmed vulnerabilities known as Common Vulnerabilities and Exposures (CVEs). In
Figure 1.1 we can see the total CVEs reported from 1994 and the proportion which relate to the
most recent OWASP Top 10 [214]. It is clear that vulnerabilities characterised by the OWASP
Top 10 present a legitimate threat, with the number of related CVEs increasing year-on-year.

In fact, the OWASP Top 10 are prevalent to the point that, in recent years, they represent more
than half of all reported C'VEs.

Indeed the risk presented by web application (in)security has been a growing concern which has
focused on a number of areas. A continual threat is present in injection attacks, which account
for 29.17% of all reported CVEs in 2024 [202], with Cross Site Scripting and SQL injection
being the most, and third most common CVE respectively [188]. Additionally, the reliance on
APIs in modern web infrastructure, and the risk they pose, led OWASP to create a ‘Top 10’
for APIs in 2019 [213]. Another area with increased interest in recent years is vulnerabilities
in browser engines [96, 246, 248, 296, 297]. The risk from these vulnerabilities is taken serious

by developers; for instance, Google Chrome maintainers offer up to $250,000 USD for security
bugs [95].

The cause of web vulnerabilities is commonly due to misconfiguration, flaws, or a lack of im-

2NVD does not contain vulnerabilities specific to any specific country, it includes vulnerabilities reported
from around the globe.



plementation and best-practice defences [23, 255]. These causes can all be commonly referred
to under the broader category of bugs, while vulnerabilities represent security related bugs that
can be exploited for malicious purposes. Yet, while non-security related bugs represent a sep-
arate and distinct class, a statistically significant correlation between ‘in-production’ bugs and
‘post-release’ vulnerabilities exists [195]. Thus, even non-security related bugs are concerning

in their possible consequences, and as a result should be found and patched.

Finding bugs and vulnerabilities is fundamentally important to ensuring the robustness and
security of web applications and the systems on which they run. However, systems and appli-
cations are becoming increasingly large and complex; resulting in difficulty finding bugs and
vulnerabilities which equally becoming more complex [21, 33, 318]. As a result, manual review
and testing techniques are often associated with a significant expertise, time, and can lead to

false negatives [203].

This has resulted in automated approaches to web security testing including source code analy-
sis [109, 110, 237], and vulnerability scanners [56, 119, 155, 231, 273]. Automated scanners and
testers often generate, or mutate, a series of test cases that attempt to find a bug or vulnera-
bility. However, existing approaches [52, 96, 153, 169, 215, 233, 241, 273] are often inefficient,
requiring a significant number of attempts. For example, XSSer [234] (a tool for finding Cross
Site Scripting (XSS) vulnerabilities) uses 1,293 payloads to test every potentially vulnerable

input in a web application.

Indeed, the use of random search strategies, manual heuristics, and failure to harness feedback
makes testing significantly harder [39, 153]. While in the limit existing automated scanners may
find bugs and vulnerabilities, their inefficiency makes them unscalable, and has the potential to
miss legitimate vulnerabilities [153, 196]. This is to say nothing of the possibility of illegitimate
bugs (false positives), which additionally reduce the usability and trust in scanners [179, 196].
Thus, motivating the need for more efficient and effective ways to conduct automated web

application security testing.

This Thesis presents a novel approach to web application security testing using Reinforcement

Learning (RL). RL can be scaled to high dimensional state-action spaces by training deep learn-
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ing models; deep RL uses a neural network to learn a policy of exploitation vs exploration [275].
Practically, deep learning architectures can learn representations of complex functions and data.
Deep RL has shown better than human level performance in multiple game playing settings
including: the game of Go [191, 258, 259], Atari [190], Dota 2 [208], and Gran Turismo [309].
Furthermore, it has shown incredible performance in complex settings, learning to: improve the
speed of matrix multiplication [80], perform human-level control with robotics [55], and design

both computer chips [187] and protein structures [136].

However, there has been no comparable equivalent in security. While deep RL has been applied
to web application security testing tasks, existing works use off-the-shelf deep RL models [36,
51, 150, 153, 160, 184, 246]. As such, they suffer from a number of limitations. First, security
testing tasks often lack consistency in their structure making it challenging to form meaningful
inputs for the RL model [70, 117, 321]; resulting in the use of simplistic feedback [39, 86,
141]. Second, the diversity of generated outputs and fixed-length nature of neural networks,
often leads to bootstrapping from existing expertise [36, 153, 246]. By taking a problem-first
approach we develop bespoke deep RL models that adapt to specific web security problems, to
increase the efficiency of testing. Specifically, learning policies capable of generating injection
payloads, mutating existing API test cases, and targeting mutations in JavaScript tests for

browser engines.

1.1 Motivation

Existing Approaches Lack Targeted Search Strategies. Web application security
testing tasks often have a large search space, due to the number of possible test cases it may
be possible to create. However, the number of possible test cases is greater than the number
of walid test cases that can bypass syntactic and validity checks. Equally, this number of valid
test cases is larger than the number of test cases that cause a bug or vulnerability [107]. Thus,
creating test cases that reach this criteria is challenging, as test cases can have a broad range of

possible behaviours, not all of which are useful for testing. As a result, many existing approaches
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focus on using extensive search strategies that many include redundant testing. This is in an
attempt to enumerate the possible behaviours of the test subject by executing test cases as fast
as possible, in the hope that some result in abnormal behaviour [156]. Thus, a more effective
search strategy over the possible test cases would result in wasting less time and resources on

ineffective testing paths.

An RL agent can be trained to conduct an effective search strategy by learning to maximise its
reward. Designing, or shaping, rewards can be a challenging task, incorrect design of rewards
can lead to reward hacking, where an agent exploits rewards learning a worse policy than
intended [260]. Similar behaviour has been observed in security applications, leading to poorly
performing policies [25]. Therefore, we want to use rewards that result in performant policies,

and explore how rewards can effect the learnt policy of agents.

Reinforcement Learning is a Natural Security Tester. RL is the fundamental paradigm
for learning from interactive experience, balancing the exploration of new states, whilst exploit-
ing known strategies [275]. Similarly, testing principles share many similar concepts with RL.
In particular, consider an automated scanner and an RL model. The automated scanner will
alter a test case through a series of mutations or rules, with feedback on test case performance
to prioritise test cases over time. The RL agent will alter a ‘state’ via a series of ‘actions’, using
‘reward’ to guide the overall strategy. However, RL is able to learn from its experiences to
target specific behaviours, while such techniques are limited in automated testing [186]. Thus,
we postulate that an RL approach to web security testing could lead to improved efficiency and

effectiveness.

We want agents to learn multiple ways to complete testing objectives, not approach all problems
in the same way. Accordingly, it is important for our RL agents to search over the state space to
find multiple terminal states, not just the same one. For example, it should generate different
payloads that find vulnerabilities. This could be considered as analogous to completing different
levels in a video game. Learning such policies can be a challenging task for agents as they must

understand the subtleties of different ‘levels’.
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A Problem-First Approach. Web application security testing is a broad domain, with many
areas to explore, including: automated vulnerability scanning via generative and mutation
techniques, bug detection, and fuzzing. We detail such topics and applications further in
Chapter 2. To explore a single area in detail, narrowing in to develop a specific approach
may yield impressive results by designing complex systems [51, 221]. However, to do so would
narrow the scope of this thesis, and not evaluate RL against a broader backdrop. Thus, we
argue for developing RL solutions that target diverse challenges across web application security

testing, an area that has had little study to characterise the ability of RL [199].

Harness Contextual Information. While some approaches have used RL for web security
testing [39, 71, 76, 153, 184], they make use of simplistic, or manually curated feedback for
states. Using domain specific knowledge in a representation may be enough to find bugs
and vulnerabilities using RL. However, using such knowledge can introduce bias in learning,
and the resultant RL policy [115]. Furthermore, the variation and diversity of potential state
representations, both across and within testing tasks, accentuates the issue, as there is no
standardised representation that can be used [117]. We want to leverage information-rich data

structures to provide meaningful, application specific, latent representations for RL models.

Improving the Strategy of Testing. RL models are also known for their ability to perform
tasks with long term strategy [275]. This ability has had strong performance in a number of
other domains, with RL models learning impressive strategies [55, 80, 222, 309]. However, the
use of RL in web application security testing has shown comparatively narrow strategy, mainly
providing bootstrapping from existing domain knowledge, or framing the approach to restrict
the overall capacity of an RL model [51, 71, 72, 153, 159, 323]. Thus, in this thesis we want to
determine the ability of RL perform testing. However, to do this we will need to develop RL
architectures capable of handling the large state-action spaces, and explore the ways in which

we can vary possible strategies.
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1.2 Objectives

Based on the motivations set out in the previous section, this Thesis aims to study the ability
of RL models to improve the efficiency and effectiveness of performing test case generation and

mutation in web application security testing. We formulate the objectives concretely as follows:

1. To determine the applicability, capability, and capacity of RL approaches to overcome

challenges in web application security testing.

2. To design appropriate RL approaches that are tailored to solve the unique task specific

challenges in web application security testing.

3. To investigate how differing feedback representations in both the state and reward influ-

ence how RL models learn strategies.

4. To implement RL approaches that harness information from testing tasks to efficiently

search over the state-action space to effectively find bugs and vulnerabilities.

5. To evaluate the proposed approaches rigorously, striving to continuously develop the

evaluation methodology.

1.3 Contributions

In this Thesis we present several novel contributions:

o We start by introducing an RL approach to find a single vulnerability. Using a hierarchical
RL model, agents specialise in separate games to generate a single payload that causes
a vulnerability: XSS. The approach is designed to compartmentalise the strategy of the
RL agents to determine if it is possible to learn the sub tasks of generating payloads
that find vulnerabilities. We implement this as HAXSS, releasing it as an open-source

tool: https://github.com/ICL-ml4csec/HAXSS. HAXSS can crawl a web application
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for input sources, testing for XSS, and report successful payloads. We compare our
approach against a number of state-of-the-art scanners on a new micro-benchmark for XSS
payload generation we develop, and on a macro-benchmark of established vulnerable web
applications. HAXSS outperforms the other scanners on both benchmarks, identifying 131
vulnerabilities (a 20% improvement over the closest scanner), reporting 0 false positives.
Finally, we demonstrate that our approach is practically useful, as HAXSS re-discovers 4

existing CVEs and discovers 5 zero-day CVEs in 3 production-grade web applications.

Building on the insights from HAXSs we develop a single agent that can generate pay-
loads. Focusing on SQLi vulnerabilities, where payloads must adhere to stricter syn-
tax requirements than XSS equivalents, we target a harder class of vulnerabilities for
a single agent to find. We develop a deep latent representation for an RL agent based
on grey-box feedback from a web application database, we call this approach SQIRL.
SQIRL learns to develop diverse payloads from a potentially infinite payload space by
taking a variable number of actions, completing three SQLi tasks: fixing syntax, es-
caping contexts, and bypassing sanitisations. We explain the significance of our model
design choices with an ablation study, and make our implementation publicly available
at https://github.com/ICL-ml4csec/SQIRL. We compare SQIRL against 5 state-of-
the-art scanners on a novel benchmark and 14 web applications. SQIRL significantly
outperforms other scanners finding the most SQLi vulnerabilities (63) of any scanner,
with zero false positives. We have responsibly disclosed 22 novel vulnerabilities found
by SQIRL, grouped in 6 CVEs. Impressively our approach does all this efficiently, using

substantially fewer requests than most of the state-of-the-art scanners compared with.

We investigate an important, yet, alternative task compared to the previous two: muta-
tion of existing test cases. By applying a single agent, APIRL, to the task of mutating
HTTP request templates, we are able to test REST APIs for bugs in their implementation.
This overcomes key challenges in using contextual information in REST APIs by harness-
ing a pretrained transformer. This provides an improved representation of complex and
diverse JSON-structured data present in HTTP responses. As a result, our RL agent

benefits from richer information, learning the subtleties relating to test outcomes. We
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release our implementation at https://github.com/ICL-ml4csec/APIRL. We study the
implications of reward functions used in web application security testing via an ablation
study of both design choices and 7 reward functions. We show APIRL can find signifi-
cantly more bugs than the state-of-the-art in real world REST APIs while minimising the

number of required test cases.

o We explore a core challenge of fuzzing JavaScript engines, left unexplored in prior work:
where to perform mutations in a test case. We postulate it is possible to learn where to
target mutations to improve efficiency. A challenging problem to solve with heuristics,
it is commonly done via random selection. Thus, we present the first study on how to
target locations in test cases when fuzzing. We design CLUTCH, a deep contextual bandit
that locates where to perform mutations in test cases when testing JavaScript engines.
In doing so we overcome several challenges related to location section, and the use of
a learning based architecture. We test CLUTCH by embedding it inside three existing
state-of-the-art fuzzers and test on the three most common JavaScript engines. We show
that CLUTCH, produces 20.3% more valid JavaScript, covers 2.3% more branches, and
increases coverage per test case by 8.9%. We then analyse 10,000 test cases from all
fuzzers (with and without CLUTCH) to determine the different strategy used by CLUTCH.

We also release our approach at: https://github.com/ICL-ml4csec/CLUTCH.

1.4 Publications

o Myles Foley and Sergio Maffeis. Haxss: Hierarchical Reinforcement Learning for XSS
Payload Generation. In 2022 IEEE International Conference on Trust, Security and
Privacy in Computing and Communications (TrustCom), pages 147-158, December 2022.
ISSN: 2324-9013 Presented as Conference Paper, and awarded IEEE Best Student

Paper, it is included in Chapter 3.

o Salim Al Wahaibi, Myles Foley, and Sergio Maffeis. SQIRL: Grey-Box Detection of

SQL Injection Vulnerabilities Using Reinforcement Learning. In Proceedings of the 32nd
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USENIX Security Symposium (USENIX Security 23), pages 6097-6114, 2023. Presented

as Conference Paper, it is included in Chapter 4.

o Myles Foley and Sergio Maffeis. APIRL: Deep Reinforcement Learning for REST API
Fuzzing. In Proceedings of the AAAI Conference on Artificial Intelligence. February

2025. Presented as Conference Paper, it is included in Chapter 5.

o The contents of Chapter 6 is currently under review for a conference publication.

1.4.1 Additional Publications

Additionally, the author has contributed to the following publications which discuss related
concepts to this Thesis. However, they are auxiliary to the overarching theme of this Thesis

and as such are not discussed here, but provided for interested readers.

o Chris Hicks, Vasilios Mavroudis, Myles Foley, Thomas Davies, Kate Highnam, and Tim
Watson. 2023. ‘Canaries and Whistles: Resilient Drone Communication Networks with
(or without) Deep Reinforcement Learning’ In Proceedings of the 16th ACM Workshop

on Artificial Intelligence and Security, 91-101. AlSec '23.

o Myles, Foley, Ambrish Rawat, Taesung Lee, Yufang Hou, Gabriele Picco, and Giulio
Zizzo. 2023. ‘Matching Pairs: Attributing Fine-Tuned Models to Their Pre-Trained
Large Language Models’ In Proceedings of the 61st Annual Meeting of the Association

for Computational Linguistics (Volume 1: Long Papers).

o Myles, Foley, Mia Wang, Zoe M, Chris Hicks, and Vasilios Mavroudis. ‘Inroads into
Autonomous Network Defence Using Explained Reinforcement Learning’ In Proceedings

of the Conference on Applied Machine Learning in Information Security, CAMLIS 2022.

o Myles, Foley Chris Hicks, Kate Highnam, and Vasilios Mavroudis. 2022. ‘Autonomous
Network Defence Using Reinforcement Learning’. In Proceedings of the 2022 ACM on
Asia Conference on Computer and Communications Security, 1252-54. ASIA CCS ’22.

Awarded Best Poster.
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1.5 Thesis Outline

e Chapter 2. In this Chapter we will investigate the fundamental knowledge required
for the rest of this Thesis, including: RL, deep learning, deep RL, fuzzing, and web
application testing. During this Chapter we will discuss related work to understand
existing approaches for web application security testing, and see where RL has already
been used within this broad domain. Doing so will identify the gaps in the literature

which this Thesis aims to investigate.

o Chapter 3. This Chapter introduces HAXSS, a hierarchical RL approach to finding a
single vulnerability: XSS. In an ablation study we explore how different RL approaches
perform. By comparing against state-of-the-art approaches we show that hierarchical RL

models can develop policies to find real world vulnerabilities.

o Chapter 4. This Chapter builds on the findings from Chapter 3, going on to develop
a single agent that generates payloads. We show that the single agent approach can
find more vulnerabilities in our novel microbenchmark and in 14 production-grade web

applications than state-of-the-art approaches.

o Chapter 5. In this Chapter we investigate the ability of an RL agent to mutate existing
HTTP test cases to find for bugs in REST APIs. This further builds on previous Chap-
ters by improving representations for RL models. We show this approach can efficiently
outperform state-of-the-art approaches to find more bugs in fewer requests. We further

investigate how reward functions effect learnt policies in web application security testing.

e Chapter 6. In this Chapter we develop a deep contextual bandit that learns where to
perform mutations in a JavaScript test case. Our novel approach is then placed inside
three state-of-the-art JavaScript engine fuzzers, and increases the proportion of valid test

case, covering more branches, and increases efficiency of coverage per branch.

o Chapter 7. This Chapter concludes the Thesis by summarising its achievements, and
limitations. Finally, we promote avenues of future work that can be lead on from this

Thesis, and briefly discuss the potential of RL in a wider cyber security context.



Chapter 2

Background

In this Chapter, we aim to explore the fundamental knowledge, ideas, and techniques that will
be used in the remaining Chapters. We can then explore the domain of web application security
testing. This is with a view to understand how different learning based techniques have been
used to conduct testing, their appropriate use, and their limitations. To do so will motivate

the research directions of this Thesis, and its contributions.

2.1 Reinforcement Learning

To begin we will examine RL, to understand what it is and how it can be used.

RL is a form of machine learning that tries to optimise a given reward, r, whereby a learning
agent is not told what to do but, instead must maximise this reward. RL is neither supervised or
unsupervised learning but instead follows an exploration vs. exploitation approach [275]. This
is an inherently challenging task, as an agent must try new actions and then begin to favour
those that work best. To do so immediately could cause a potential loss to future rewards. To

maximise the reward over time, RL accounts for the delay of future rewards by factor v [275].

The learning agent must have knowledge about the environment in which it exists. The in-

formation is presented to the agent as a state s. The agent can attempt to affect its state

12
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by taking an action a. This information is in fact the core constituent of a Markov Decision
Process (MDP). An MDP is the underlying model of the RL problem. The components of

which have been touched upon, but are detailed as:

A finite set of states, s € S, the agent begins at sy progressing to s; at time t.

A finite set of actions a € A, with the agent taking action a; at time t.

A reward function R, which is a function of taking an action in a given state, r : s X a.

We define r; 1 as the reward at ¢t + 1 for taking action a; in state s;

A probability P that action a is taken to transition from state s to s’

A discount factor v that is used to reduce the weight of the long term rewards, this

accounts for the longer term rewards in states as ¢ increases.

An agent will learn to perform a given task in an environment. The agent can achieve this task
by taking a number of steps in an episode. Repeating the task over many episodes the agent
will learn a policy 7 for the task. Given enough time the agent can perform the task efficiently

and succinctly, resulting in an optimal policy 7*.

Having an agent effectively explore the environment is important in RL, as this exploration
will result in the possibility to find the ‘best’ reward in the environment. A common way to
achieve this is via an e-greedy algorithm [190, 275]. This uses a parameter € which will take the
‘greedy’ or optimal action with probability 1 — . In some cases € can be subject to decay, in
such instances it is initially high in the beginning of training decaying to 0, or some predefined

minima, this is known as e-greedy decay.

Work on RL is well established, with a book on its introduction first being published in 1998,
and its second revision completed in 2018 [275]. Since then, many related works have followed,

including seminal from Mnih et al. [190, 191], which we will discuss further in Section 2.3.

When it comes to RL there are two main forms of decision making that fundamentally arise

from the MDP, but are subtly different in what, and how, they learn.
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Value Based Methods. The goal of this class of methods is to learn a single deterministic
action, from a set of discrete actions, by finding the maximum value. Specifically, they learn
a Value Function. The policy for which action to take can then be derived from the Value

Function of the states.

An optimal policy can be formally described by the Bellman Optimality Equation (Eq. 2.1),

having two inputs, the action and state, and returns the Q-value for each pair ¢(s,a) [275].

qﬂ'(SJ CL) = ]EW[Rt—i-l + Wmaf}x qﬂ'(St+17 At+1> | Si=5,A = CL] (2-1)

A common way to learn Q values is via @)-learning as defined in Eq. 2.2.

Q(S, Ay) +— Q(Si, Ar) + | Ryyq + ’me}XQ(StHa a) — Q(St, Ay) (2.2)

Q-learning is an off-policy method, meaning it can learn from a separate policy than the one
being learnt (e.g. random action selection instead of ()). Thus, the learned function @) approx-
imates the optimal policy ¢, independent of the policy being followed. With enough visits to

state-action pairs, the policy will update to converge towards ¢, .

Policy Based Methods. In such methods the goal is to learn a policy directly, instead
of learning the value of states and actions. In doing so a policy is then a mapping function
between states and actions. In a tabular setting this is important when state-action spaces
are large, as Policy Based Methods do not require the extraction of the policy from the Value
Function. The agent achieves its policy by trying to maximise some objective function (J),

often seen as a gradient. The Policy Gradient theorem is seen in Eq 2.3.

VJI(0) <> pu(s)d qn(s,a)Vr(al|s,0) (2.3)

Where @ is the policy parameters. The distribution p is seen to be the normalised frequency of

visiting a given state.
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2.1.1 Multi-Armed Bandits

The Multi-Armed Bandit (MAB) is a classic RL problem - so called after ‘one-armed bandits’
or slot machines. It is a special case of the MDP where all actions return to the same state,
forming an MDP with only one state. In these problems the agent can take pick a single ‘arm’
(or action) and observe the reward; the goal of the agent is to maximise this reward over a
given number of time steps. In this way it can be seen to have an episode length of 1, and a
maximum number of episodes N. Thus the agent must explore the actions to find the optimal

strategy to maximise this reward over N [275].

MABs have seen success in security tasks as they require minimal modelling of the security
problem. However, there are few problems that can be modelled in this way. As a result, MABs

have primarily been limited to seed prioritisation and selection in mutation-based fuzzing.

Contextual Bandits

A special case of the MAB, Conteztual Bandits form a ‘halfway house’ between a MAB and
MDP. Some tasks may evolve over time, and as a result they require additional information

which can be used to inform the choice of arms.

Consider the task of determining which of two slot machines has the higher payout in a casino
(A): the task is trivial after several attempts. Now consider a second identical casino (B) where
the payout of the machines is flipped. Again, we can find the better machine in B after some
error. Finally, consider being randomly placed in A or B and having only one attempt to
select the slot machine with the highest payout. As we do not know which casino we are in
(as everything is identical), the best possible guess rate is 50%. We can solve this problem by

being given some context, i.e. being informed of which casino we are in.

Providing this contextual information to the bandit is beneficial as it can observe the effect of
each of the actions it can take, and detect the shift between different tasks [275]. We will see

the utility of contextual MAB approaches in Chapter 6.
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2.2 Deep Learning

Deep learning is a complex approach to machine learning that harnesses ideas from neuroscience
to create Artificial Neural Networks (ANN). These are comprised of multiple layers of intercon-
nected neurons. Typically these feed-forward neural networks consist of many fully-connected
layers to form a Deep Neural Network (DNN). Using the backpropagation algorithm DNNs are
able to learn approximation functions based on training data [243]. There are many different
architectures that are used in deep learning that can be be used in different ways, including

Multi-Layer Perceptions (MLPs), and Convolutional Neural Networks (CNNs).

We will delineate here the deep learning architectures that are relevant to later Chapters.
We will see in Section 2.3 how deep learning can be used in conjunction with RL to learn a
policy. Additionally, we will consider how different deep learning approaches can be use to
learn representations. In particular, Recurrent Neural Networks in Chapter 4, Transformers in

Chapter 5.

2.2.1 Recurrent Neural Networks

Recurrent Neural Networks (RNNs) are a class of DNN that can model time series sequen-
tial data. An RNN utilises ‘memory’ between recurrent units to carry information between
timesteps. The memory of an RNN is formed of a hidden layer which is updated using the
previous hidden layer and current input. This can be formalised as having an input z;, and

hidden state h;_1, to give output ;.

Y, hi = fo(e, hy—1) (2.4)

where fy is a function that represents an RNN with neural network weights 6.

Contemporary RNNs tend to fall into two main architectures: Long Short-Term Memory

(LSTM) [91], and Gated Recurrent Networks (GRUs) [46].
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(a) (b)

Figure 2.1: Recurrent Neural Network Architectures. a) Long Short-Term Memory b) Gated
Recurrent Unit.

Long Short-Term Memory.

The LSTM architecture (shown in Figure 2.1) was first introduced to overcome the vanishing
gradient problem [91]. Each LSTM unit comprises a cell ¢;, input gate i;, output gate o;, and
forget gate f;. The cell functions to ‘remember’ values over time, while gates regulate the flow
of information to and from the cell. Forget gates control the information from the previous state
by regulating h;_; and x;, retaining or discarding information. Input gates function similarly to
determine the information retained on input to the cell. Output gates control the information
that is present in the output of the cell, learning to select the relevant information useful for
long term dependencies, to create the hidden state h;. The LSTM gates and memory cell can

be formally defined as:

Je=o(Wsxy 4+ Uphyq + by)
iy = o(Wixy + Uihgyr + bi)

(2.5)
0 = U(Woxt + Uoht+l + ba)

¢ = o(We - [hiy1, 2] + be)

Where ¢ is the cell input activation vector, o is the sigmoid activation function, and W &
R,U € R,b € R represent weight matrices to be learnt during training. By initialising both ¢

and hg to 0, we can derive the final output of the LSTM using the element wise product ® as
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in Eq 2.6 [91].

c=frOc1+1i O (2.6)

hi = oy ® tanh(c;)

LSTMs have been used in a variety of applications, including traffic analysis [120], payload

classification and detection [79, 81, 277], anomaly detection [257], and program generation [165].

Gated Recurrent Network. GRUs [46] modify the LSTM architecture to use only two gates:
the update gate z;, and the reset gate r;,. As such the require fewer trainable parameters, while
maintaining the ability to model sequential data. GRUs can be defined in a similar way to

LSTMs, as we can see from Eq. 2.7:

2y = U(szt + Uzht+1 + bz)
Tt = O’(Wrxt + Urht+1 + br) (27)

hy = tanh(Wy,a, + Uphy_y + by)

Where h, is the activation vector, and again W € R, U € R, b € R represent weight matrices
to be learnt during training. Now we can define the output of the GRU from the variables

computed in Eq. 2.7:

ht = (1 — Zt) ® htfl + 2t ©® iLt (28)

GRUs have also been used for different security tasks including control tasks in Industrial

Control Systems [310], network anomaly detection [19, 126], and vulnerability detection [236].

A comparative study between LSTMs between LSTMs and GRUs for web application security
testing was conducted by Sablotny et al. [244, 245]. This study found that GRUs outperform

LSTM based architectures when generating HTML to test web browser.
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2.2.2 Transformers

Modern RNN architectures can handle the long range dependencies of sequential data, however
in complex, or high dimensional data they can struggle [287]. Vaswani et al. [287] proposed
the transformer architecture. A key innovation of the transformer is self attention to capture

dependencies between inputs, as seen in Eq 2.9.

Attention(Q, K, V) = softmax(QiKT)V (2.9)
o vy,

Where K and V are an encoded representation of the input as key-value pairs, and the previous
output is compressed to matrix (). By computing the weighted sum of the similarities in the
input sequence the model attends to the relevant parts of the input sequence; meaning the

model does not rely on recurrent connections as in RNNs.

Transformers are commonly trained on text based data, such as natural language or source
code [110, 287]. Where sequences are represented as a series of tokens, which can be created
via a number of popular techniques including Byte Pair Encoding (BPE) [89], WordPiece [252],
and Unigram [148]. Regardless of the tokenisation strategy employed the training task is often
the same: Masked Language Modelling (MLM). In this task, random tokens within the sequence
are masked, and the model must predict the true, original token. By training the model this way
it learns a general understanding of the underlying structure of the input sequence, including

the syntactic and semantic relationships between tokens.

Transformers of different sizes, including Large Language Models (LLMs) have been used for
a variety of tasks in security, including source code vulnerability detection [109, 110], testing
firewalls [98, 162], learning representations for hardware testing [171], and fuzzing tasks [61,

185).
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2.2.3 Encoder-Decoder Models

Encoder-Decoder or Sequence-to-Sequence (Seq2Seq) models are a type a type of deep learning
model that transform a sequence of input data into a output sequence [47]. In such models the
encoder translates the input sequence to a fixed-length vector, creating a compressed repre-
sentation of the input sequence, a latent representation. The decoder uses the encoder output
to produce, one element at a time, an output data sequence. Such models can be based on

different deep learning architectures including transformers, and RNNs.

Training these models is often done via a form of supervised learning. Using a dataset comprised
of input sequences and output sequences the model is trained to predict the output given the
input. During training the goal is to minimise the difference between the predicted output
sequence and the true output sequence. This is typically modelled in training as a loss function

based on cross-entropy.

Commonly these modes are used for tasks related to translation, and summarisation tasks [3,
46]. However, these models can also be used for a separate task of learning representations,
as an autoencoder. In such models the goal is to learn a compressed, latent representation of
the data. In doing so the model doesn’t learn to predict a new sequence, but learns to predict
the same data [267]. During training the model must minimise the reconstruction loss between
the input and output representation. As a result, the vector output of the encoder becomes
an alternative representation of the input. This will be used in Chapters 4 and 5 to provide

information rich state-representations.

2.3 Deep Reinforcement Learning

We have introduced thus far, RL and deep learning as separate topics. However we will now

consider the overlapping area of deep RL.

While RL is able to succeed at many different tasks, it suffers from the ‘curse of dimensionality’

as state-action spaces become large [275]. We can utilise deep learning techniques as a way to
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approximate the policy and value functions when in new states. By doing so we can account
for these larger state-action spaces. In this Section we will discuss several popular approaches

to Deep RL that we will utilise in this Thesis.

2.3.1 Deep Q-Learning

Deep Q-learning was first introduced as the Deep Q-Network (DQN), which uses a DNN to
estimate the Q-value (Eq. 2.1) of states and actions [191]. An example of a DQN can be seen
in Figure 2.2, comprising a DNN as Q-network ) which is used to compute Q-values for the set
of actions. By comparison to other deep learning tasks the notion of a labelled dataset is not
common in Deep RL, as such the calculation of the loss function must come from elsewhere.
Mnih et al. [191] proposed using a semi-supervised approach by using a target Q-network (Q)
which is used to determine the loss of the agent. Both () and Q are initialised to have the same
random weights. During training the weights of () are updated via backpropagation, whilst Q
is periodically updated with the weights of @) after NV episodes have occurred. This allows for
the convergence of the two networks to the optimal policy 7*. Appendix C shows the DQN
training algorithm. In order to increase the stability of the DQN, minibatches of transitions
are used as input to the DQN; these transitions are tuple of state, action, reward, and next

state (s;, as, ¢, si+1). These are stored in a replay buffer D and randomly sampled, reducing

the correlation of the transitions.

In order to overcome the exploration problem seen in RL, the agent in Algorithm C.1 follows

the e-greedy approach, taking a random action given by ¢ as described in Section 2.1.

The success of the DQN was seen since its introduction, achieving human and super-human
performance in game playing settings [258, 259]. As a result, it has been used on many subse-
quent tasks including security applications, such as Intrusion Detection Systems [22, 254] and

Autonomous Cyber Defence [108].
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Figure 2.2: Example DNN architecture of a DQN that given a state s; computes Q-values for
each action

Variants on the DQN

There are many variations on the implementation of the DQN which have been suggested to
improve its performance in RL game playing settings. For example, Double DQN [285] to
reduce overestimation of Q-values, Average DQN [10] that averages network weights over time,
DQNs using RNN architectures [159], and approaches that combine the different variants of
DQN [116]. We present here some of the key advances in this architecture that we will use in

this Thesis.

Duelling DQN. Introduced by Wang et al. [304] the Duelling DQN leverages elements of the
actor-critic design (discussed in detail in Section 2.3.2) to estimate the value function V' (s;) and
the action advantage (Eq. 2.11), these are formed as separate layers in the DQN architecture,
but share prior feature learning layers, and are then combined in an aggregation layer to provide
the @ for the current state. In particular the Duelling DQN was shown to learn an improved
policy compared to the DQN in the case where states have similar values (V' (s;)) without

requiring changes to the underlying algorithm.

Prioritised Experience Replay. As we have seen the original DQN samples uniformly at
random from the transitions in order to avoid the correlation between transitions. Schaul et
al. [249] argue instead that ‘significant’ transitions should appear more often in the minibatches.
Specifically greater ‘significance’ is given to transitions associated with a higher loss. Based
on the loss, each transition is then given a ‘priority’ that is used to determine the probability

of being sampled. To remove the bias introduced from the change in sampling, the strategy
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of importance sampling is used to assign a weight from the sampled transitions used in the

updating of ) network weights.

We will see DQN based approaches used in Sections 2.4.2 and 2.5. We will further develop our

own approaches in several chapters, including: Chapter 3, 4, and 5. In particular,

2.3.2 Actor-Critics

Training Deep RL methods, such as DQNs, can lead to instability when training and non-
optimal solutions. It has been argued in later work by Mnih et al. [189] that this often arises
from the high variance of policy distributions and rewards. Using a Policy Gradient approach
we can redefine the objective function from Eq. 2.3 based on the expected total reward obtained

from the environment. By taking a policy 7 as my (where 6 € R) we can define:

J(0) = Exr, [i V' (2.10)

Then to prevent the variance we can introduce a baseline to subtract from the cumulative
reward, thereby reducing the variance and instability. This forms the basis of Actor-Critic
methods. In these methods the most prevalent baseline is the use of the Value function. This
difference between Q-values and the Value function is referred to as the advantage of a policy

70 taking action a; in state s;, this can be seen in (Eq. 2.11) [189, 275].

Ary (815 at) = Qry (81, at) — Vi (51) (2.11)

As r; can be taken as an estimate of Q,(s:, a;) we can use Eq. 2.3 and Eq. 2.11 to rewrite the

objective function, J:

VoJ(0) = E. [Vologmy(st, ar)Ar,(st)] (2.12)

This can be seen as an actor-critic formulation, where the ‘actor’ is an estimate of the policy,
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7, and the ‘critic’ is a baseline, here is seen as V' (s;). This formulation (Eq. 2.12) is known as

the advantage actor-critic due to the use of the advantage function [189].

Synchronous and Asynchronous Advantage Actor-Critic. Asynchronous Advantage
Actor-Critic, or A3C, was proposed by Mnih et al. [189] alongside multiple asynchronous RL
implementations. This work utilised ideas from Federated Learning (FL), where a number of
client models are trained independently for a period, sending the parameters they have learned
to a central server model, which aggregates them (typically by averaging) and then broadcasts

the updated weights back to the clients

Similarly A3C uses an advantage actor-critic model with N parallel workers that exist in their
own environments, this increases the diversity through training. These workers are then used
to update a global network (and value function) at the end of the episode or when a terminal

state is reached.

After which, the workers are reset to have the global network parameters. The policy 7 has
entropy added to it to ensure that the networks do not converge to be sub optimal and deter-

ministic [189].

The A3C implementation also gave rise to its synchronous variant, commonly known as A2C [308].
The problem formulation of this is very similar, still using the advantage actor-critic approach
and employing parallelisation. However, in A2C agents must update the global network to-
gether, and then all agents begin a new episode updated from the same policy [308]. Both
A2C and A3C have shown impressive performance in both game playing settings, and security

tasks [153, 163, 177, 189, 308].

We will see how A2C can be used in web application security testing, being implemented as
Link [153], a state-of-the-art approach we will use in our evaluation in Chapter 3. In Chapter 3

and 4 we will explore the use of worker agents to improve performance of RL agents.
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2.3.3 Proximal Policy Optimisation

Proximal Policy Optimisation (PPO) is an efficient policy gradient method for RL [251]. Simi-
larly to actor-critic methods PPO uses a deep neural-network to approximate state-value func-
tion V,,(s) and another can model the policy mg. The core contribution of PPO is to modify

the objective function:

LOLIP — [, {min(rt(e)fl —t,clip(ry(0),1 — €, 1+ G)At)} (2.13)

where € is a hyperparameter, and r;(6) is the probability ratio r;(0) = % (the ratio of
old

probability under the new and old policies, respectively).

The key insight here is that a large step size change in a policy may result in a suboptimal
change, without being able to recover. Similarly a small step size will reduce the training
efficiency. Thus PPO introduces a clipping function (adjusted via €) when performing gradient

descent to reduce the size of the policy update from being too large.

Since its introduction, PPO has shown its ability to achieve state-of-the-art in a range of
complex environments [207, 251]. PPO is also popularly used in Autonomous Cyber Defence

settings, showing capability to defend simple networks [12, 25, 83, 86, 118].

In Chapters 3 and 5 we will see how PPO performs alongside many of the other Deep RL

algorithms described in this Section.

2.3.4 Curiosity

The notion of curiosity is one that has been introduced to RL in order to ensure the agent
explores the state-space well in a setting with sparse rewards. Curiosity is implemented with
an intrinsic reward function. Rewards are often defined by domain specific knowledge, and in
certain cases it can be done with detail to guide the agent to learn its policy. This is known

as reward shaping, and is notoriously difficult to do [25]. Instead it is possible to define some
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Figure 2.3: Number of CVEs reported to The National Vulnerability Database [202] from the
start of 2017 to the date of submission.

intrinsic reward function that is determined not by domain knowledge but by the behaviour of
the RL agent. The intrinsic reward also overcomes the problem of the sparse rewards seen in
some RL problem settings, which can make it more difficult for the agent to converge on an

optimal policy.

The intrinsic reward is a function of how often a given state is visited. The agent should receive
a greater reward for states that it has visited less often, and a lower reward for states it has
seen often. There are many ways that this can be achieved including: using a simple state
visit counter to produce a reward distribution, semi-supervised techniques [222], and randomly

initialised neural networks [32].

2.4 Fuzzing

We have seen different learning techniques in previous sections. Here we will delineate the
fundamentals of fuzz or software testing, existing approaches, and their weaknesses. We will
then go on to consider the ways in which the learning approaches we have discussed have been

used in this domain.

As we can see from Figure 2.3, the need to find vulnerabilities before malicious actors is as im-
portant as ever, as the number of Common Vulnerabilities and Exposures (CVEs) is constantly

on the rise. The detection of vulnerabilities quickly and efficiently before malicious actors is
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key to a proactive defence.

To find such vulnerabilities is a challenging task, resulting in many different proposed discovery
techniques from source code detection [109, 110, 237], differential testing [28], and fuzz test-
ing [110, 156]. Arguably, one of the most popular of these is fuzz testing, or fuzzing, which has

lead to many works to find security-related bugs [146, 156, 250, 302].

In fuzzing a variety of inputs (or test cases) are delivered to a Device-Under-Test (DUT),
these inputs attempt to trigger abnormal behaviour in the DUT. This unexpected or abnormal
behaviour is often classified as a bug: a fault or failure in the DUT. Bugs can come in a
variety of flavours, including: crashes, logic inconsistencies, memory errors, and security related

vulnerabilities.

In practice, the unexpected or abnormal behaviour occurs from a vanishingly small minority
of the test cases [107]. Thus, the task of fuzzing is conducted using automated tools that
aim to create many test cases, executing these to the DUT hundreds or thousands of times a

second [186].

In order to target the bugs and vulnerabilities, three different levels of information about the
DUT can be assumed. The most permissive of these is white-box testing, where complete access
to the DUT is taken, allowing for source-code level analysis [110, 237]. Conversely, black-box
assumes the opposite, only allowing test cases to be submitted to a DUT, and a response (e.g.
termination signal) to be observed. This is the most challenging of testing approaches as there
is no information to guide the testing process. To reduce the difficulty of interactive black-box
testing, and guide the testing approach, grey-boz testing can be conducted. In such a setting,
instrumentation is used to collect an intermediary form of feedback on test cases performance
from the DUT. The most popular form of feedback for grey-box fuzzing is often test case code

coverage [17, 29, 35, 94, 96, 156, 185, 228, 303, 314, 315].

Fuzzers generally fall into one of two categories in their creation of test cases, being either a)
generation based, or b) mutation based [156, 206]. In the first case, generation based fuzzers

create test cases from scratch during fuzzing, using a grammar, or set of heuristics [16, 20, 113,
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156, 296]. While mutation based fuzzers take existing seeds from a corpus, and perform a series

of mutations on seeds to alter their functionality [11, 18, 156, 220].

One of the first popular fuzzing tools was American Fuzzy Lop (AFL) [315]. A mutation-based
fuzzer, it is able to receive grey-box feedback from the DUT in the form of code coverage. This
coverage guides AFL in an attempt to find bugs and vulnerabilities. This work spawned many
subsequent research approaches to improve bug detection. In general, these have focused on

five main ways in which to improve the performance of fuzzers:

o Improving throughput [242, 263, 283]. Such works aim to increase the number of test
cases that can be used for testing within a given period of time. One way this can be done
is by optimising the fuzzer to increase the rate at which it can output test cases. While
alternative approaches attempt to improve the speed at which test cases are executed by

the DUT e.g. by improved emulation of a DUT.

o Improving mutations [96, 174, 248, 290]. Mutations in AFL are low level such as:
bit flips, test case splicing, and deleting parts of the test cases. However, improving the
mutations to trigger alternative, or targeted behaviour, is desirable to improve fuzzer
performance. This has lead to the development of different mutations that are specific to

targets, or kinds of behaviour.

« Improving bug oracles [43, 97, 194, 299]. As we have mentioned bugs can come in a
number of forms, some of which are easier to observe than others. For example, it is clear
when a crash has occurred due to a test case; however, the output of logic inconsistencies
or access control vulnerabilities are less clear. As a result, different oracles have been

proposed to observe different classes of bug [129].

« Targeting different areas of the DUT [29, 34, 35]. Exercising the complete func-
tionality of a DUT is only possible ‘in the limit’ provided with enough time or compute
power. Fuzzing research has developed approaches to target specific regions within the
DUT. In doing so the fuzzer attempts to direct its test cases towards such region. However,

deciding such regions is a non-trivial problem [306].
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o Improving the instrumentation of the DUT [17, 256, 297]. Instrumentation is
the key feedback mechanism for fuzzers to determine the performance of a test case, e.g.
providing coverage feedback. However, there are many different forms of instrumentation
that exist, from branch coverage, to taint flows. By making effective use of instrumenta-

tion can provided different feedback to guide fuzzing.

However, while advances have been made in traditional fuzzing techniques they often still suffer
from a number of key limitations [146, 156, 250, 302]. We present these limitations and the

specific challenges related to them in Table 2.1, delineating these further here.

The first of these limitations is related to where to apply mutations. In a seed there are only
certain locations that mutations can be applied at that will cause a change in the DUT. Once a
location has been selected (regardless of it being ‘interesting’ or not), the mutation itself must
be selected and applied to the test case. Often in prior fuzzing work these two choices are made
at random [17, 242, 248, 315], or following some predefined heuristics [96, 181, 182, 299]. Such
a choice is often made by favouring the throughput of a fuzzer. This is in the hope that given
enough time and test cases, it can blindly select the interesting locations and mutations for a

given test case, finding a bug.

The second limitation is the ability to locate bugs in the DUT. The ability to effectively test a
DUT is often regarded by the coverage executed by a fuzzer; where a higher coverage implies
greater testing ability. However, Bohme et al. [35] showed that fuzzers often repeatedly execute
the same paths, failing to test ‘deep’ into a DUT. As a result, they are ineffective in their ability

to exercise the functionality of the DUT.

This follows onto the third limitation of fuzzers: their ability to generate syntactically valid
inputs. Protocols exist in both software and hardware that attempt to ensure the validity of
an input, thus a fuzzed input must conform with these protocols before the test case is passed
to the subject. This presents a problem for fuzzers which can alter the properties of test cases.

Particularity when mutations alter the regions of test cases on which validation is performed.
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Limitation ‘ Challenge

Where to mutate in a test case?
Given a ‘where’ to mutate, what mutation should be applied?
Locating Bugs in a DUT | How to effectively cover the DUT to find bugs?
Syntactic Validity | How to ensure that test cases pass input validation?

Mutation Selection

Table 2.1: The limitations associated with traditional fuzzing techniques.

2.4.1 Deep Learning Approach in Fuzzing

We have thus far discussed the way in which fuzzing is conducted, the key research directions
in fuzzing, and the key limitations of existing works. We will go on to consider how deep
learning approaches, and RL approaches in particular, have been applied to different areas
of this problem. We present in Table 2.2 an overview of the different deep and RL based
approaches to fuzzing. A variety of different deep learning approaches have been developed to

improve the performance of fuzzing [186, 300].

Work from Joffe [135], proposed the use of a DNN to predict the likelihood of a crash occurring
from execution traces. The output of this unsupervised method is then used in seed selection as
a fitness function. This priorities the seeds with ‘suspicious’ executions, using an autoencoder
to smooth the input traces to a point in an N dimensional space. A similar approach was taken
in Neufuzz by Wang et al. [303], using an RNN for predicting the likelihood inputs triggering

vulnerabilities. This was then used to prioritise seed inputs of the PTFuzzer [317].

Learn&Fuzz [94] was arguably one of the first approaches to use deep learning to generate
fuzzing test cases. Using an RNN to learn a probability distribution of the next character in
a sequence, Learn&Fuzz learns to generate PDF object test sequences. Mutation of the test
case occurs randomly during the generation from the RNN, resulting in a different character
being selected at random. The model was able to outperform a random baseline in terms of
code coverage. A later work DEEPFUZZ [165], used a similar mutation strategy to Learn&Fuzz:
having an RNN learn to generate test cases at the character level and then randomly mutating
these characters. However, DEEPFUZZ generates valid C programs, and was evaluated on the

GCC C compiler, identifying eight new vulnerabilities in the compiler.
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Montage [152], is another RNN approach for generation, but targeted for JavaScript. The
proposed approach took existing JavaScript code, representing it as an Abstract Syntax Tree
(AST). These ASTs were then turned into ‘fragments’, defined as unit subtrees formed of a
parent and single child node. By representing fragments as a single sequence this can be used
to train an LSTM to predict the next fragment in the sequence. The trained LSTM is then
used to generate subtrees that are placed at random locations in the test case. The complete
sequence is then turned back into an AST and tested on the target JavaScript Engine, in the

case of Montage the authors exclusively target ChakraCore.

Sablotny et al. [245] similarly applied LSTM and GRU models to generate HTML code to fuzz
HTML compilers. Testing on the FireFox browser, the authors showed that the GRU model
was able to generate more syntactically valid source code than its LSTM counterpart. They
were also able to show that the trained models achieved approximately 30% more coverage than

existing approaches.

The use of large scale transformer architectures, or Large Language Models (LLMs) is explored
by Meng et al. [185] in CHATAFL. They use a pretrained LLM to guide protocol fuzzing by
constructing grammars for messages in the protocol, mutating messages, or predicting next
messages. Experimenting on real-world protocols the authors showed efficacy in code coverage

and find novel vulnerabilities.

An alternative architecture was developed by Li et al. [161], using a Wasserstein Generative
Adversarial Network (WGAN) for the fuzzing of Industrial Control Systems (ICS). The WGAN
is applied to learn a function that captures distribution of real-world ‘data frames’ or network
data packets. The WGAN can then generate data frames with same, realistic, characteristics.
In this way the model is able to provide protocol fuzzing for multiple ICS protocols; thus this
approach provides diverse data generation producing a greater code coverage - outperforming

a Generative Adversarial Network (GAN) used for the same purpose.
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Seed Deep Reinforcement

Selection Generative Mutational Learning Learning Architecture
Joffe [135] v v DNN
NeuFuzz [303] v v LSTM
Learn&Fuzz [94] v v LSTM
DEEPFUZZ [165] v v LSTM
Sablotny et al. [245] v v LSTM, GRU
Li et al. [161] v v WGAN
Montage [152] v v LSTM
Meng et al. [185] v v v LLM
EcoFuzz [314] v v Adversarial Multi-Armed Bandit
Wang et al. [298] v v Multi-Armed Bandit
SYZVEGAS [294] v v Multi-Armed Bandit
Luo et al. [172] v v Multi-Armed Bandit
Fang and Yan et al. [75] v v Tabular Q-learning
Spieker et al. [266] v v v Deep RL
ALPHAPROG [159] v v 4 DQN,LSTM
FuzzBoosT [160] v v v DQN,LSTM
Béttinger et al. [36] v v v DQN
Kuznetsov et al. [150] v v v DQN
Zhang et al. [319] v 4 v Deep RL
Pham et al. [227] 4 4 v DQN
Sablotny et al. [246] v v v DQN

Table 2.2: Fuzzing using learning based approaches.

2.4.2 Reinforcement Learning Approach in Fuzzing

In the previous Section we saw how deep learning techniques can be leveraged to fuzz devices.
Many of these works are trained and then used statically during the testing of a DUT. While a
variety of different architectures can find vulnerabilities in this way, their problem formulations
often result in a lack of feedback from the performance of test cases during testing. Thus, here

we will explore works that leverage both RL and Deep RL to improve fuzzing performance.

The first formal work using RL in fuzzing was presented by Bottinger et al. [36]. In this
inaugural work the authors formalised mutation based fuzzing as an RL problem. The authors
have a Deep RL agent observe substrings of a test case (viewed as a series of bytes) and
select one of 6 low level mutation types (e.g. random bit flips). The reward is then modelled
using coverage and test case execution time. To validate the approach a DQN model was
used, which outperformed a random mutation baseline. However, the authors leave much up
to future research, presenting only ‘preliminary’ empirical evidence. One such piece of future
work directly following on from this is presented by Kuznetsov et al. [150], who increase the

action space of the RL agent to be 45 different mutations. Another work that follows a similar
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mutation based approach is from Sablotny et al. [246]. However, the authors target HTML
compilers using a Double DQN. In this setting the agent was able to insert HTML tags into

the test cases as they were generated.

Zhang et al. [319] study several different Deep RL algorithms ability select from 9 low level
mutations on binary based test cases. Zhang et al. show that Deep RL methods consistently
outperform a random baseline when mutating test cases to fuzz the LAVA-M dataset [64].
Pham et al. [227] develop CTFuzz, a DQN based model similar to that developed by Zhang et
al.. CTFuzz is shown to outperform random selection, AFL, and work from Zhang et al. [319]

in short time-frame experiment.

ALPHAPROG [159] applies a DQN with LSTM core to generate test cases in a toy compiler for
the Brainfuck language. An interesting insight from this paper is the study of 4 different reward
functions to help guide the agent, using: coverage, cyclomatic complexity, syntactic validity,
and run time. The same group published a concurrent work FuzzBoosT [160], which applies

a similar architecture and approach to fuzz the C compiler GCC.

Non-Deep RL architectures have also been used in fuzzing. One of the first works to do this
was done by Fang and Yan [75]. Targeting the 4G/LTE protocols on Android devices using
a tabular Q-learning agent. The agent generates unique perturbation sequences, causing four

vulnerabilities including: location leakage and loss of network connectivity.

Multi-Armed Bandits have had particular success for prioritising seeds in mutational based
fuzzers, with several different approaches being developed. The EcoFuzz [314] model uses a
MAB for an adaptive probability based search strategy which can be applied on top of AFL,
creating an ‘energy saving’ grey-box fuzzer. The ‘game’ for the MAB is to maximise the path
coverage using a finite number of trials, which in this case are seeds. However, this game
presents a fundamental challenge: the number of possible actions (each seed in the queue)
increases as successful test cases are added to the corpus. As fuzzing continues the number of
actions increases, while the number of possible paths decreases as does the associated reward.
EcoFuzz overcomes these challenges using a variant on the adversarial multi-armed bandit and

using separate exploration and exploitation steps. EcoFuzz covers 214% of the paths of AFL,
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while reducing the test case generation by 32%.

Wang et al. [298] also applied a MAB to the problem of seed selection. However, in this work
the problem is modelled as a hierarchical seed scheduler. By using multi-level coverage of seeds
(function coverage, edge coverage, and hamming distance) the reward function of the agent
can be tailored to increase fuzzing performance to find 20% more bugs compared to AFL. A
similar and contemporary work using bandits for seed selections is present in SYZVEGAS [294].
This work focused on improving scheduling of seeds using a custom reward for fuzzing the
Linux Kernel. Luo et al. [172] also present an alternative MAB approach that requires no
hyperparameters to train and is computationally less expensive than other MABs used for seed

scheduling.

Deep RL was first used to prioritise seeds in mutational based fuzzers by Spieker et al. [266]
as RETECS. Using a custom Deep RL approach similar to DQN, RETECS selects and priori-
tises seeds, using a reward formed on their duration, last execution, and failure history. This

approach learnt to prioritise test cases that caused errors when testing Continuous Integration.

Many of the challenges we have discussed here concerning both fuzzing, and using learning
based approaches, will reoccur throughout this Thesis. Furthermore, we will develop RL based
testing approaches that target specific areas for fuzzing, including: generation in Chapters 3

and 4, mutation in Chapter 5, and explore where to perform mutations in Chapter 6.

2.5 Web Application Security Testing

The internet has revolutionised how life is conducted in the modern era, with 67% of the global
population having access to the internet in 2023, up from 51% in 2019 [131, 132]. However,
this gives rise to a large security problem: the internet and the applications that run on it
were not originally designed to be secure. As we have seen, injection attacks are a prevalent
issue in web application security with 2 of the top three most common CVEs being injection
attacks [188]. These attacks often arise from the improper sanitation of user input to a trusted

web page. Consequently, malicious content is allowed to run alongside trusted content, which
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could be used to steal data or commit unauthorised actions. This class of vulnerabilities come
in many different flavours, depending on what they are trying to exploit. We briefly cover the
most prevalent injection attacks that plague web applications [104, 130, 214], accounting for
two thirds of the works included in Table 2.3. Where applicable, they will be expanded in

Chapters 3 and 4.

» Cross-site scripting (XSS). Using a combination of HTML and JavaScript an XSS
payload aims to cause unintended functionality on a web page. These payloads can cause

drive-by-downloads, authentication theft, and even remote code execution [130, 214].

« SQL injection (SQLi). Aiming to cause a modification or extraction of data from
an SQL database, SQLi payloads are injected to inputs in web applications which are

included in queries to the database [318].

o Command injection (CMDi). Exploiting where web application inputs are interfaced

with the system shell, malicious users inject payloads to run commands on the shell [270].

There are many different approaches to detecting and preventing injection attacks. A com-
mon defence is to sanitise or filter user inputted values to remove the potentially malicious
behaviours. Argyros et al. [14] studied sanitisers in a black-box fashion, focusing on regex and
string sanitisers. They were able to reverse engineer sanitiser functions, going on to correctly

determine 90% of filters, and finding SQLi vulnerabilities in 4 common filter libraries.

Around the same time, Mohammadi et al. [192, 193] extract encoding functions used by web
applications to detect XSS vulnerabilities. The authors describe XSS payloads as having three
core parts: ‘pre-escape’, ‘payload’, and ‘post-escape’. These are modelled as a finite state
machine and allow the unit test to generate a payload to test each sanitisation filter in an
automated unit test. When comparing against an existing scanner, the OWASP Zed Attack
Proxy (ZAP) [210], they find that ZAP looks only at string matches in the page leading to false
positives. The authors then state a legitimate XSS vulnerability ‘must either call a JavaScript
function (e.g. an API), or make an assignment (e.g. change the DOM)’; opting for the latter

the XSS is successful if it changes the title of the webpage [230].
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Deep Reinforcement

Application Learning Learning Testing Model Technique

Frempong et al. [87] XSS payload generation v grey-box Transformer
Song et al. [265] XSS payload mutation v v grey-box Double DQN
Suggester [39] XSS payload generation v black-box Tabular Q-learning
RLXSS [76] XSS payload mutation v v black-box Duelling DQN
Link [153] XSS payload generation v v black-box A2C
Hasegawa et al. [112] XSS payload generation v v black-box DQN
Yao et al. [311] XSS payload mutation v v black-box DQN+PER
DeepSQLI [164] SQLi payload generation v black-box Transformers

- R e o Evolutionary algorithms and
DANuvUOYT [157] SQLi payload generation v black-box encoder-decoder models
Gui et al. [98] SQLi payload generation v black-box LLM
Erdédi et al. [71] SQLi payload generation v black-box Tabular Q-learning
Sommervoll et al. [262] SQLi payload generation v black-box Tabular Q-learning
Liu et al. [163] Crawling v black-box A2C
WebExplor [323] Crawling v black-box Tabular Q-learning
Kim et al. [141] Bugs in REST APIs v black-box PPO
Corradini et al. [51] Bugs in REST APIs v v black-box PPO
WENDIGO [184] Denial-Of-Sevice in GraphQL APIs v v black-box PPO
Tsingenopoulos et al. [280] Bypassing reCAPTCHA v v black-box PPO

Table 2.3: Web application security testing approaches using deep learning or RL methods.

A concurrent work on comparing vulnerability scanners on XSS filters is XSS PEEKER [26].
The authors introduce a benchmark for XSS vulnerability detection, Firing Range. Six state-
of-the-art tools are then evaluated on the benchmark, leading to the discovery that approaches

are unable to find many vulnerabilities, and cannot optimise for minimal requests.

However, filters and sanitisers may not always be implemented correctly, giving rise to auto-
mated testing strategies to try and find bugs and vulnerabilities in web applications. These
methods take an alternative approach by viewing the web application as a grey- or black-
box. This mimics the behaviour of a malicious actor who may be trying to find weaknesses to
exploit. Many different approaches have been taken using automated heuristic, or manually
defined techniques [21, 53, 56, 210, 231, 233, 234, 273]. We will focus with particular emphasis
on the methods that use deep learning and RL in their testing approaches, in order to deter-

mine the potential for research in this domain. An overview of different these approaches can

be found in Table 2.3.

2.5.1 Crawling Web Applications

To test web applications in an automated fashion, we first need to be able to find where it is

possible to test. This task is often achieved by crawling: interacting with a web application
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to find new web pages, and possible input fields. However, this is a non-trival task as modern
web applications have a complex and dynamic structure, which often require multiple steps to

reach ‘deeper’ into a web application.

Doupe et al. [66] argue that black-box vulnerability scanners need to access and interact with
the more complex elements, e.g. Javascript. By achieving such a level of interaction, crawlers
are able to test deeper into a web application, otherwise only finding the surface level of
the webapps. The authors then present a state aware scanner: Enemy-of-the-State [65]. By
defining a state change as an identical request that results in a different response, the model is
able to crawl web applications with user-like behaviour, detect a change in a response, and then
determine which request changed the state e.g. logging a user in. This increases the number of
webpages the scanner is able to find, as shown by the increased code coverage in comparison

to all other crawlers.

Despite advances in crawling techniques, it is still an ongoing research area as web applications
become increasing more complex. Black Widow [74], implemented a ‘data-driven’ approach,
building on three fundamentals: navigation modelling, traversing, and tracking inter-state de-
pendencies. Using taint tracking techniques, the Black Widow crawler was able to dynamically
verify vulnerabilities to prevent false positives, improve web page coverage, and find additional

vulnerabilities.

The vast state-space of potential web applications has even motivated the use of RL approaches.
The first of such works was presented by Liu et al. [163]. Modelling the selection of crawling
workflows as a Partially Observable MDP (POMDP), an A2C agent is trained via expert
demonstration selecting from a constrained set of workflows. The authors argue that this
reduces the possibility of poor exploration, wasted time, and reduces challenges from a large
state-action space. Using a sparse reward that provides positive reward of +1 for successful
crawling to new states, the agent learns from only positive samples which are stored in an
experience buffer. The authors argue that using only positive samples provides a more ‘powerful’

and expressive replay buffer.

A curiosity-driven model was later developed as WebExplor [323] using tabular Q-learning. The
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authors define the state as a combination of HTML and URL, having the RL agent conduct
user actions on a web page (e.g. clicking buttons, inputting text into elements). The ‘curiosity-
driven’ element arises in the reward function, where the agent is rewarded only for finding
new states, hence incentivises curious exploration. WebExplor also uses a Deterministic Finite
Automata (DFA), that records states and associated visit frequencies. The DFA can then be
used when the agent gets ‘stuck’ the DFA moves the agent to a different (low frequency) state

in an attempt to bootstrap exploration.

2.5.2 Grey-Box Testing

As we have seen in Section 2.4, grey-box approaches leverage an intermediate level of informa-
tion to guide testing approaches. Commonly in the case of fuzzing this is through coverage of
source-code. However, the structure and diversity of web application environments mean that
feedback could be in many different forms, e.g.coverage, Hyper Text Transfer Protocol (HTTP)

responses, HT'TP response codes. Yet, there are few works that use such a level of feedback.

webFuzz [286] applies instrumentation to web applications to create a feedback loop based on
code coverage. Using this familiar grey-box testing approach, webFuzz targets XSS vulnerabil-
ities. The testing approach mutates HT'TP requests to insert XSS payloads, random strings,
web tokens, alter parameter values, or mix HTTP methods (e.g. GET and POST). Using a scoring
function that prioritises coverage, new mutations, and successful requests webFuzz increases

coverage, and finds a novel XSS vulnerability.

Lekies et al. [155] use a grey-box testing approach using a custom browser that alters the
JavaScript engine, allowing byte-level taint tracking of an input. This allows them to attempt
the bypassing of web application sanitisation in an attempt to find XSS vulnerabilities in
an automated fashion. In doing so, they can detect the payload context in the webpage to
determine the correct pre- and post-escape strings. The model was then tested on the Alexa
top 500 web applications, finding that 9.6% of these have at least one XSS vulnerability that
can be found in this way. A similar approach is used by Bensalim et al. [27], using dynamic

data-flow analysis to track potentially vulnerable input elements in web pages.
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Human-to-machine translation for developing XSS payloads has been developed by Frempong
et al. [87]. Using a variety of code snippets to create a dataset, this is then used to train a
transformer model to understand the link between source code and XSS payloads. Given a

code snippet and text instructions the model then attempts to generate a malicious payload.

Work from Song et al. [265] has investigated how RL can be used in grey-box detection of
XSS vulnerabilities. Using source code analysis to find potential input points, a Double DQN
mutates existing payloads, receiving a sparse reward for finding a vulnerability. The authors
show that the Double DQN outperforms policy gradient methods to find all vulnerabilities in

two simple and deliberately vulnerable web applications.

2.5.3 Black-Box Testing

Web security testing tasks are generally done in a black-box manner, which can be harder than
white-box and grey-box settings due to the lack of knowledge of how the web application works
internally. Yet, black-box testing provides a more realistic model of an attacker, so has been
standard practice for many years [65, 226] Among other tasks, automated black-box testing

approaches have resulted in abroad and substantial body of work [6, 56, 273, 318, 320).

Finding injection vulnerabilities has been automated in a variety of ways [6, 56, 147]. Jan
et al. [133] explore the use of search based algorithms when trying to detect XML injection.
The same group expand on this later to include learning based approaches in the form of
evolutionary algorithms [134]. Commix [270] was developed as an alternative approach for
finding CMDi vulnerabilities. Making use of side-channel information including timing and file
access techniques to discover CMDi. This innovative approach lead to its successful inclusion in
the popular security Linux distribution, Kali. These approaches highlight some of the different

and novel ideas for detecting vulnerabilities in web applications.

Testing for XSS. Compared with the limited grey-box testing approaches in Section 2.5.2
there have been a number of works to harness both deep learning and RL. An early example

using Deep RL for such a task is RLXSS [76]. In this model a duelling DQN is trained to
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mutate existing XSS payloads' by using encodings, substitutions, and adding special characters.
These payloads are then tested against existing XSS filters SafeDog [247], XSSChop [40], and
Deepxss [77]. RLXSS uses a simple sparse reward function in training to bypass XSS filters.
The core contribution is the use of RLXSS to find payloads that bypass filters, which are then

used as training data for Deepxss. This data is used to improve the effectiveness of the filter.

The first scanner for XSS using RL was developed in the Suggester model [39]. Using multiple
tabular Q-learning models for each different payload context, Suggester suggests payloads to
a user. Payload generation is formulated by the environment ‘moving’ through the different
parts of the payload (e.g. pre-escape, payload body, post-escape), having the agent generate
the different elements. The user then inputs payloads into a web page, providing feedback on
payload performance. This informs the reward, which penalises for redundant actions, and
rewards for completing the payload. Suggester itself lacks a significant portion of automation:
submitting payloads, detection of XSS on a web page, or receiving any form of feedback.
The approach had comparable performance with some scanners in terms of the number of

vulnerabilities found.

The first Deep RL approach to XSS detection seen in the literature is Link [153], a contemporary
effort developed at the same time as our work in Chapter 3. Link uses an off-the-shelf A2C
model architecture to generate payloads from a heavily structured action space, and a manually
curated state-space. Link can generate payloads, and detect vulnerabilities automatically in
web applications. While outperforming state-of-the-art approaches in benchmark applications,

Link only finds a comparable number of vulnerabilities in real-world applications.

Hasegawa et al. [112] also develop a Deep RL approach using a DQN and a curiosity based
reward function. Using a problem formulation similar to Suggester, the agent mutates different
parts of the payload sequentially, receiving a similar reward in response. The authors evaluate
the model on a single deliberately vulnerable web application, showing that they can find
vulnerabilities in fewer requests that open-source tools. However, the evaluation does not

compare with alternative RL approaches, or show how many vulnerabilities approaches can

1XSSed database http://www.xssed.com/
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find, comparing only in terms of the number of requests used.

Yao et al. [311] later develop a Deep RL model using Duelling Double DQN, and PER. This work
has a number of similarities to RLXSS: mutating existing payloads in a similar way and being
used to bypass filters in Web Application Firewalls (WAFs). The authors use a reward function
based on the edit distance algorithm, in an attempt to prevent the agent from getting stuck in
local optima by trying to maximise difference between payloads. They show the implemented

prototype can outperform other methods, in a simple ablation study.

Testing for SQL injection. SQLi is a prevalent vulnerability, which has led to several dif-
ferent detection approaches. For instance, DeepSQLIi [164] uses a transformer architecture as
an encoder-decoder model to iteratively generate SQLi payloads. The transformer is pretrained
using a diverse dataset of mutated SQLi payloads to learn the semantics of the payloads. Deep-
SQLi was able to outperform state-of-the-art tooling in terms of the number of vulnerabilities
found, and testing resources (number of attempts and CPU consumption). This work led to
DANvOYT1 [157], which uses multiple encoder-decoder models to generate different injection
payloads. Using a translation approach viewing different payloads as semantically similar, the
model uses a multi-task evolutionary algorithm to evolve payloads for different injection at-
tacks. Testing on three real-world WAFs, DANUOYT generated more payloads that bypass
firewall rules compared to its individual components: the combined model was better than the

sum of its parts.

Gui et al. [98] develop a SQLi payload generation approach using LLMs. Using three state-of-
the-art LLMs, they evaluate their potential to generate SQLi Payloads. In particular they use
several agentic approach in an exploratory study. Reappropriating the benchmark introduced
in Chapter 4, they show that LLMs are able to successfully generate SQLi payloads, but can

suffer from instability, hallucination, and test inefficiency.

Work from Erdédi et al. [71] develops a Deep RL approach to generate SQLi payloads, modelling
the problem as a Capture-The-Flag (CTF). The web server is treated as stateless, while agent
states are the history of previous actions. The agent attempts to access a ‘flag’ in the SQL

database. Using tabular Q-learning and a DQN, each agent outperforms random action taking,
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within the rules defined in the game. This work provides the proof of concept for RL in the
context of payload generation for SQL injection. The same group later simulated the ability
of RL agents to find different classes of SQLi, finding that RL agents can accurately find such

vulnerabilities [262].

We have delineated many of the foundational and state-of-the-art approaches that test web
applications, with particular focus on injection attacks. In Chapter 3 we will revisit the gen-
eration of XSS payloads in black-box settings using RL agents in separate constrained games.

While Chapter 4 will approach grey-box generation of SQLi payloads using a single RL agent.

Web API Testing. Besides injection attacks RL has also been used for testing web APIs. Mc-
Fadden et al. [184] use a PPO based agent to find denial-of-service vulnerabilities in GraphQL
APIs. The approach, WENDIGO, uses a large state-action space to manipulate queries, making
them increasingly complex. It was seen to outperform both random testing and a state-of-the-

art tool, finding vulnerabilities in fewer queries.

The majority of testing approaches applied to web APIs focus on finding bugs. Due to the
predominantly stateless implementation of web APIs they can be a challenging target in which
to find vulnerabilities [59]. Finding bugs in APIs provides a simple oracle to guide the testing
process [13]. As a result there have been many different ways to find bugs [20, 21, 52, 140].
However, these automated testing approaches are similarly inefficient. Making use of manual

heuristics with limited feedback they often require many requests to find bugs [21, 52, 167].

Kim et al. [141] were the first to use RL for this task, developing their approach concurrently
with that presented in Chapter 5. Their approach uses multiple tabular Q-learning models
to prioritise different parameters and simple feedback in the form of HTTP response codes.
The authors were able to show their approach outperformed a number of other state-of-the-art
automated testers in a benchmark of simple applications. Another work developed by Corradini
et al. [51] also used RL. They adopt a complex multi-learning model that includes: multiple
Multi-Armed Bandits, a Deep RL PPO agent, and an LLM for generating test parameters.

This approach was seen to outperform that from Kim et al. in the same experimental setup.
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Tsingenopoulos et al. [280] demonstrate the ability of RL to perform evasive testing in web
security, using a deep learning PPO agent to bypass reCAPTCHA. The agent is able to exercise
three levels of evasion tactics based on mouse movements and keyboard values. This forms states
as the web page viewed from a browser, which can modified by actions from mouse movements.
The authors also develop a staggered reward depended on the level of evasion tactic used, to
guide the agent throughout the episode. This approach was able to bypass real world web
application reCAPTCHAs. The influential features for the learnt model showed that it picked

up on subtleties related to the security of a web page, e.g. how cookies were used.

The testing of APIs, in particular REST APIs, will be a focus of Chapter 5. Where we will
develop an RL agent with an information rich latent representation to efficiently mutate HTTP

test cases.

2.6 Takeaways

In this Chapter we have discussed the details of RL, deep learning, and Deep RL seeing different
approaches and techniques to learn. We have also discussed different ways in which testing can

be conducted, covering fuzzing, grey- and black-box web security testing.

With regards to fuzzing, many different non-learning approaches have been proposed to improve
different aspects of testing. Yet, several common limitations still exist in approaches ranging
from 1) the mutation selection processes, 2) how to effectively find bugs in tested systems, and

3) ensuring that test cases are syntactically valid [146, 156, 250, 302].

In an attempt to mitigate some of these limitations several deep learning approaches have been
developed. However, deep learning models used in this domain require training datasets, and
once trained are used with fixed network weights. For this reason, they are limited in what
they can be used for as they cannot learn during the testing process. As a result, deep learning
models trained this way are rarely used for the mutation of test cases, and are used for seed

selection and generation instead.
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Yet, the testing paradigm is highly applicable to RL, sharing many of the same concepts.
Therefore, we believe that this motivates RL as an exciting area to improve the efficiency
of testing. It has shown to be more efficient for seed selection using MAB approaches and
for test case generation and mutation using Deep RL approaches. However, RL approaches
for performing mutation or generation often use off-the-shelf models, with relatively simple

problem formulations, states, and actions; limiting the problems on which they can be applied.

When it comes to web application security testing, we have delved into the two applicable
types of testing: grey- and black-box. Grey-box settings are sparsely used in web security
testing compared to their favoured use in fuzzing. Instead, black-box settings that closer mimic
behaviours of malicious actors are often preferred. Here we have seen many works making use
of deep learning and RL. Yet again the same pattern occurs: deep learning only systems are
unable to learn during testing on the DUT. Similarly, the RL models use simple, often manually
defined, feedback in order to guide their learning. This pattern has been effective in the settings
considered in their respective fields. However, such manually defined feedback can introduce
bias in the learnt policy, leading to unexpected behaviours and suboptimal performance [115,

201, 316).

Despite all the research that has been done in web application security testing, there remain

several key areas that are either unexplored or not solved:

e Where to fuzz? When it comes to mutation based testing, much attention has been
placed on developing different mutations, or selecting test cases to mutate. However,

there has not been any work on where to perform these mutations.

o Harnessing feedback. A common approach to guide web application security testing is
to use simple manually defined heuristics. For example, coverage, HT'TP status codes, or
static inference. While these can be enough to find bugs and vulnerabilities, they don’t

do so efficiently.

« RL models capable for the task. Many of the RL models used for web security

testing are off-the-shelf methods. Which may not always be the most appropriate choices
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in complex environments.

In Chapters 3, 4, 5, and 6 we will develop solutions to these problem areas. We will aim to
showcase the ability of RL approaches, tailored to their respective tasks, to perform web appli-
cation security testing. We demonstrate the real-world impact of these approaches by shifting
away from lab-based benchmarks and evaluations which are commonly used in evaluating RL

tasks in this domain.



Chapter 3

Constrained Games for Cross Site

Scripting Payload (Generation

We have discussed some of the problems in web security relevant to this thesis in Chapter 2
and seen how RL has been able to solve myriad problems that are highly complex. Specifically
RL has been shown time and again to search over large state-action spaces to find a solution
to a given task [191, 207, 246, 251]. The aim of this Thesis is to determine how effective RL is

for testing in the domain of web application security.

In this Chapter we begin with a constrained problem to determine if RL is able to complete
a relatively simpler task. Yet, such a tasks should still be challenging for the RL approach so
that it can have real-world impact. We do not want to create something that only works in the

lab environment.

We begin by applying RL to a single vulnerability: Cross Site Scripting (XSS). XSS has a long
standing body of work [27, 147, 155], and yet still presents legitimate threats of data theft
and remote code execution [279]. Present in the OWASP Top 10 in 2013 [211], 2017 [212],
and 2021 [214], it is also the most rewarded bug bounty by HackerOne' from 2019 to 2024 -

increasing the average payout to $577 USD per XSS [101, 102, 103, 104, 239]. Furthermore,

'HackerOne is a popular bug bounty program that has resulted in over $300 million USD in bounties as of
October 2023 [103].

46
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XSS has been the highest web attack recorded in both 2022 and 2023 [130], leading to over 5000
unique vulnerabilities. Such statistics show that despite the existing work to find and mitigate

XSS vulnerabilities, it is still a prevalent security problem.

We argue the reason for XSS remaining a problem, is for two reasons in existing vulnerability
scanners. First, we argue that typically scanners use payloads that lack sufficient diversity. This
is confirmed in recent work by Buyukkayhan et al. [33], who show that XSS payloads require
increasing complexity to demonstrate vulnerabilities. Second, is that scanners often suffer from
false positives, a limitation that means XSS was not effectively triggered, but was erroneously
reported by the scanner. We seek to address these limitations using a novel RL approach
tailoring payloads to specific sanitisations, finding common and uncommon vulnerabilities,

while avoiding false positives.

In this Chapter we gamify black-box web application (webapp for short) testing by implement-
ing an RL environment to handle low level details of web vulnerabilities (e.g. finding sources
and sinks, submitting requests, parsing HTML) so RL agents focus on higher level tasks. We
formulate XSS payload generation as a hierarchical RL problem, so that agents can learn to
fuzz new source-sink combinations, generating diverse payloads and bypassing the associated
sanitisation. We implement our approach as the HAXSS scanner. We evaluate HAXSS to show
it finds 131 vulnerabilities across our novel micro-benchmark and 5 reference vulnerable we-
bapps, improving on state-of-the-art black-box scanners. HAXSS also reports 0 false positives.
Finally, we show that HAXSS is practically useful, finding 4 existing and 5 novel CVEs in

production-grade webapps.

Chapter Contributions. This work has been published at the 2022 IEEE International
Conference on Trust, Security and Privacy in Computing and Communications (TrustCom).
The paper was awarded the ‘IFEFE Best Student Paper Award’ . 1 developed and imple-
mented the HAXSs framework, and designed, performed, and created evaluation metrics for all

experiments.
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3.1 Overview

Manual code review and static analysis tools help to detect vulnerabilities in source code, when
available, at the cost of a significant investment of expertise and time. An alternative approach
is to use black-box scanners that interact with webapps without user interaction, attempt to
find input sources, trigger vulnerabilities, and report the successful source and payload when
they are done. Yet, hard-coded payloads may miss many edge cases, failing to trigger existing

but uncommon vulnerabilities, thus leading to false negatives.

Our novel idea is to formulate the generation of XSS payloads into two separate tasks or games
to be solved by different RL agents. The first game will generate payloads that alter the
structure of a web page around the user output in order to execute malicious code by escaping
the context. The second game is triggered when the web application attempts to sanitise a
payload that is generated in the first game. Thus the second game generates payloads that are
obfuscated to bypass sanitisation. Successfully obfuscated payloads are passed back to the first
game, which will continue hunting for a vulnerability or reach a failure criterion. Constructing
the two games in this way allows a single generated payload to meet several desirable criteria:
syntactic validity and context escape in addition to sanitisation bypass. We call our approach

HAXxss: Hierarchical Agents for XSS.

3.2 Challenges of XSS Detection

XSS is an injection-based vulnerability where user input is accepted in a webapp in one location,
the source, and is returned to the user as part of the output, in a sink. These vulnerabilities
are common due to flaws in the way user input is handled. XSS enables adversaries to run code
on behalf of their victims, gaining control over a webapp and the associated data [130, 214].
The most common way to prevent XSS is by sanitising user input to render it benign, though

incorrect sanitisation is frequent and regularly leads to new vulnerabilities.

We focus our attention on the three main cases of XSS: reflected, stored, and DOM-based.
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A Reflected XSS occurs when a malicious payload is provided as part of a web request, and
it manifests itself in the returned response (typically an HTML page). A stored XSS occurs
when the malicious payload becomes part of the server-side data that is used to generate the
HTML of an arbitrary HTML page for the same web app, for instance in a comment section. A
DOM-based XSS is only present inside the browser executing the HTML and JavaScript code

of the webapp, as the payload directly affects the DOM without being sent to the server.

There are a variety of contexts where submitted payloads can then be found as part of a
resulting web page (the sink), and can be used to infer the sanitisation required. We will
consider a number of different contexts in which XSS can occur, while not an exhaustive list
we cover the majority of sink locations where XSS can be found [39, 74, 155]. Specifically, we

consider the following contexts:

1. Inside a HTML tag body: <div>INPUT</div>

2. HTML tag attribute value: <div onLoad=INPUT ></div>

3. HTML tag: This includes any other location a user input can be seen in a HI'ML tag

such as the tag name (<INPUT>) or tag attribute name (<div INPUT=function()>)

4. HTML comment: <!-INPUT ->

5. JavaScript: This can include any location within a JavaScript program this could in-
clude a variable assignment (x=INPUT), function declaration (INPUT()), and comments

(\*INPUTx*\).

We have briefly recapped the types of XSS that are commonly found, and the contexts in
which they occur. However, to generate such payloads in such contexts requires overcoming
several non-trivial challenges. These challenges are caused by several factors, including the

vulnerability itself, and web applications. We here delineate these challenges in detail.
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Listing 3.1: Example HTML and potential user inputs

1 <html>

2 <body>

3 <!--USER_INPUT_1-->

4 <style id="USER_INPUT_2"></style>
5 </body >

6 <\html>

Finding Sources and Sinks

Before we can inject a payload, and subsequently determine if a webapp contains a vulnera-
bility, we must identify the source and sink locations. Finding source-sink combinations in an
automated way often requires the tracking of a unique payload or token. While this is concep-
tually a simple task, in practice it has many challenges when trying to find a source or sink, this
includes: logging into account(s), traversing a specific sequence of pages, interacting with the
webapp to display the payload/token. Such challenges describe the basis of crawling, an area
of web application testing with its own body of research attempting to improve the coverage

of found webpages by traversing ‘deep’ into a webapp [65, 66, 74, 163, 224, 323].

As a result, it is a challenge to cover and find source-sink combinations. We focus on how
RL can be used to perform web application security testing and while crawling contributes to
this goal, it does so in an auxiliary fashion. Thus we deem developing novel methodologies for

crawling beyond the scope of this Chapter, and indeed this Thesis.

Verifying Vulnerabilities

Correctly determining when an XSS vulnerability has been triggered is key to determining the
performance of a scanner, and to improving the security of web applications. There are a num-
ber of different ways in which one could verify a successful payload. For instance some scanners
look for the appearance of successful payloads in the source code of the returned page, such as
the OWASP Zed Attack Proxy (ZAP) [215] or XSSer [234]. However, this may report a safe page
as vulnerable; for instance USER_INPUT_1 in Listing 3.1 a payload (<script>alert()</script>)
reflected on the page inside the HTML comment may be present but not cause a vulnerability,

resulting in Line 3 becoming <!--<script>alert()</script>-->. In such instances, tools may
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Table 3.1: A: CVE-2021-22889 that uses a built in PHP function incorrectly that can result in
XSS. B CVE-2019-10062 that uses a custom regex that can still result in XSS.

A: $this->aPageParams[’statsBreakdown’] = htmlspecialchars(
MAX_getStoredValue (’statsBreakdown’, ’day’));
B: input.replace(/<script\b["<I*(7:(7!<\/script>)<["<]*)x*<\/script>/gi;,
7;);

report a high number of false positives, which can increase the human effort to determine the
legitimate vulnerabilities from the illegitimate. In doing so the usability of the tool is reduced,

as is its efficiency.

Escaping Contexts

As we have seen when discussing verifying vulnerabilities the context in which a payload appears
can cause a payload to be rendered benign. Thus, escaping the context can be a crucial
step to triggering a vulnerability. Consider USER_INPUT_1 in Listing 3.1, if we now alter the
payload (<script>alert()</script>), by inserting a closing HTML comment we can cause the
vulnerability to be triggered resulting in Line 3 becoming <!-- --><script>alert()</script>
-->. Equally, in Line 4 a payload could escape the context by terminating the attribute value,
and providing a new attribute leading to code execution, e.g. " onload="alert(). Failure to
change context can result in false positives or false negatives. While changing context can move

a legitimate payload to a context where it can be executed.

Escaping the context can be challenging as we must correctly identify the context in the sink,
and then use the payload to malform the legitimate content in the web page. This malformation
or escape string is a character sequence that moves the malicious part of the payload to become
executable. In the examples given these could be as simple as a " or -->, however this may
not always be the case. In some cases the sink may occur inside complex JavaScript, making it
difficult to determine what a correct escape string may be, or the DOM may alter the structure
of the page as a result of the payload. Furthermore, we must be able to detect when using such

an escape string has lead to a change in the context.
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Bypassing Sanitisation

Even once we have an escape string a payload still may not trigger a legitimate XSS vulnera-
bility, as there may be sanitisation from the web application that can prevent the context from
changing, or a payload from reaching the sink. Indeed, standard functions exist to sanitise
different contexts e.g. htmlentities and htmlspecialchars in PHP. Yet the use of these func-
tions depends on security knowledge of the developer, the development practices, and other
hard-to-control factors. When these functions are not used, or are used improperly, such as
in the wrong context, they lead to vulnerabilities. A concrete example of this can be seen in
CVE-2021-22889 (Example A in Table 3.1), where the lack of specifying the type of quotes

required leads to a XSS in a tag attribute.

Furthermore, developers may also implement sanitisations of their own design. Such designs
may be due to specific application requirements with dependencies on domain specific knowl-
edge, as a result the number of potentially different sanitisation behaviours is unbounded.
Among the vast number of potential sanitisations developed, some of this will inevitably be
those that leave the webapp vulnerable. We can see an example of this in CVE-2019-10062
(Example B in Table 3.1), where a regex command allows a malicious user to bypass the saniti-
sation using a payload based on a different HTML tag than script. CVE-2019-10062 illustrates
that there is also diversity in the sanitisations landscape, and thus the potential space for pay-
loads that can find vulnerabilities is equally diverse and complex [33]. As a result our methods

to find such vulnerabilities must be equally diverse.

3.3 Payload Generation as a Hierarchical RL game

In the previous section we have motivated some of the challenges of XSS detection, a common
thread is the need for diversity in the payloads we are using. While payload lists cover the most
common vulnerabilities, they miss the long tail of ‘edge cases’ that depend on the specifics of
a webapp or its developers. While approaches to generate or mutate payloads often require a

very large number of attempts in order to find new interesting payloads, as the search space
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is extremely large. We postulate here that RL could be efficient in exploring this large state
space, by learning a policy to create and tailor payloads. Thus improving the search strategy

to find vulnerable edge cases.

In order to use RL for this task we will begin by defining the core challenges specific to this

problem.

Agent interaction with webapps

Previously we discussed verifying vulnerabilities and escaping contexts in relation to identifying
when XSS occurs. This kind of information is crucial feedback for an RL agent to learn from.
Prior work from Caturano et al. [39] used a ‘human-in-the-loop’ to input payloads and then
observe outcomes. While such an approach may work on small scale tests, it is unfeasible for
large scale vulnerability scanning or pentesting. We want our RL model to interact directly

with the webapp. Specifically this should include:

1. Finding source-sink locations.

2. Injecting payloads in the source.

3. Traversing to the sink.

4. Checking if the context has changed, or if a payload was successful in finding a vulnera-

bility.

Defining the action space

In typical game playing settings such as the Game of Go, or Dota, actions are clear and defined
as part of the game [207, 259]. However, in the case of payload generation, such actions are less
clear. The agent must take actions to change its state in the environment, thus conforming to
an MDP. The most general choice for this could be bit-flips, or similar low-level string editing

operations. However, such an action space would be vast, resulting in highly sparse rewards
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and difficulty in developing an effective policy to generate the payload of a single vulnerability,

let alone multiple ones.

Adapting to different source-sink combinations

RL excels at finding an optimal policy for a task, guided by some reward function; in doing so
it learns to complete a task. How effective the RL agent is at the training task is the usual
way in which the agent is evaluated, e.g. an agent learning to race in a track in the game Gran
Turismo [309]. Yet, for generating payloads, there is no ‘optimal’ payload, as what works for
one vulnerable parameter may not work for another. We pose that in the case of injection-based
webapp vulnerabilities the same RL methodology is capable of developing diverse payloads for
vulnerabilities. Ideally, an agent should learn a policy that generates payloads, adapting to
the different sanitisations and contexts in which payloads can occur. This could be considered

analogous to learning different strategies in Chess, or Go.

3.3.1 The Payload Generation Environment

Now we can create an environment for the RL agents in HAxXsS. FEach agent will interact
with an instance of the payload generation environment (hence referred to as environment, for
short) shown at a high level in Figure 3.1. At the conceptual level, the environment receives an
action from the agent which is used to mutate the payload and is turned into a concrete action
on the webapp via the Injection Interface. This then receives a response and, based on that,
determines a reward and a next state to be returned to the agent. The reward depends on the
kind of agent that triggered the action, as discussed in Section 3.4. Using different rewards
accounts for the different actions of agents, and the behaviours we want them to learn. The

environment is implemented in the OpenAl Gym format [31].

We employ an automated Crawler component to identify the source-sink combinations present
in the webapp. The crawler is implemented in Python and Selenium, based on the Black

Widow Crawler by Eriksson et al. [74]. Our implementation follows the approach described by
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Eriksson et al. [74]. It is possible to make changes to the crawler, such as capturing additional
requests, modifying headers, or authentication. However, XSS is a client-side vulnerability
that is triggered in the browser making further modifications to the crawler of limited value. A
detailed exploration into crawling approaches and techniques is auxiliary to the contributions

of this Thesis.

For completeness, we explain briefly how the crawler we use functions within Haxss. To
begin, the crawler finds all anchor tags on a webpage and validates that they lead to new
pages by clicking on them. If this leads to a new page within the domain-under-test, the
URL of the anchor tag is added to the list of pages to be traversed. To avoid the problem
of infinitely crawling among pages we need some ruling around URLs. In particular with
regard to query components with URLs. We consider query components to be irrespective of
identifying new pages. For example, http://www.example.com/?=value is considered the same
as http://www.example.com/ which is the same as http://www.example. com/#FromTheDOM. While
this may result in webpages being misclassified as the same, Eriksson et al. [74] show this to

be sufficient to find new web pages.

To identify source-sink combinations the Crawler inputs a unique token into each input,
textarea component, and parameters in the URL of a GET request. The unique tokens are

then checked for when searching pages to determine if a source-sink combination has been found

The Crawler then stores the source-sink combinations in addition to the information on the
HTML tags, that are required to transition to new pages. This information is then passed to

an Injection Interface.

The environment allows the agent to generate the payload and inject it into the webapp via the
Injection Interface (e.g. input tags). This Injection Interface sends a HTTP request to the web
page with the payload and a unique token of 10 digits used to detect vulnerabilities. Tokens
identify the current payload in cases where multiple payloads are triggered independently (e.g.
in stored XSS). The Interface then observes the HTTP response, and the browser rendered
DOM. By monitoring this we can determine if a payload has been sanitised, i.e. it has been

modified between the source and sink locations. We can also monitor the rendered HTML
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Figure 3.1: The overall HAXSS payload environment model, showing how the agent is able to
interact with the web application.

response for successful payloads that trigger an alert containing the token value, making it
possible to detect DOM-based, stored, and reflected XSS. This provides feedback for the RL

agent to learn.

We define a state as a tuple of the currently generated payload and the returned payload from
the webapp. This encapsulates information for the agent about the payload sanitisation in
the state. Both the payload and returned payload are reduced to a numerical value using a
vocabulary formed of the agent actions. Thus, script, onLoad=alert(token), > is represented

as 1, 2, and 3 respectively.

To generate a payload a series of actions will be taken to alter the payload state within an
episode. Episodes are limited by the number of actions that may be taken (See Section 3.4.3),
and additionally terminated when a legitimate vulnerability is found by the Injection Interface.
When an episode is ended the state is reset to its starting state (a tuple of new token value

and empty string).

3.4 The Haxss Architecture

We have broadly defined the core components of HAXSS that apply to both agents and their
respective environments, yet the central idea of HAXSS is to split the payload generation prob-

lem into two games. The hierarchical structure, and transitions between these games is shown



3.4. The HAXSS Architecture 57

at
> Envionment 1
Escape
Agent <
A Injection
Tt Interface
St
St
Sanitisation? €¢——

No Yes

v Fm-------- - - - mmmmmm 1
1 1
St — 8¢ 1 :
— b .
5t = St No 1 »| | Envrionment 2 :
A : Sanitisation .
Agent A; '

1 <«
Success ful bypass? €— Sanitisation 1
' 1
Yes : Ty Agent !
1 1
1 1

Syntactically correct payload generation game
Figure 3.2: Conditions for triggering the separate games (syntactically correct payload gener-
ation, and bypassing sanitisation) that form HAXss.

in Figure 3.2 and algorithmically in Algorithm 3.1. This hierarchy embodies the RL Agent of
Figure 3.1. We further detail here the separate games that each agent play, providing them

with their specific scopes and their interactions.

The first game occurs when there is no sanitisation of the input payload. In this game the
Escape Agent learns a policy to generate a variety of syntactically correct payloads of HTML
and/or JavaScript that escape their context to trigger an XSS. The task for this agent is to
generate a legitimate and correct fragment of HTML and/or JavaScript to trigger an XSS. This
allows the Escape Agent to focus on learning a policy that generates a variety of syntactically

correct payloads that escape their context.

The second game occurs when payload sanitisation is detected on inspecting the sink output.
In this game Sanitisation Agents focus on bypassing sanitisation to inject a given payload into

a specific sink.
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Algorithm 3.1: Haxss Payload generation loop, highlighted areas indicate training specific
execution.

Function Hazss(crawl_data):
urls, params = crawl_data
done = False
episode = 0
while not done:
if win_cond or loss_cond:
if next (urls, url) == None:
done = True // exit when finished all inputs
break
url = next(urls, url) // get next URL
param = next(params, param) // get next parameter
esc_env.load(url, param)

s; = esc_env.reset ()

for step in range(0, ESC_MAX_STEPS):

esc_actions = esc_agent.get_worker_actions(s;)
payload = esc_env.step(esc_action)

St4+1,T¢, Vg, sany = inj_interface(payload, url, param)

’minibatch = esc_buffer.sample() esc_agent.train_dqn(minibatch)
if san; == True:
‘ payload = attempt_bypass_san(payload) // Began bypass sanitisation game

episode ++

if episode % 50:

esc_agent.update_target_net ()

san_agent.update_target_net()

Function attempt_bypass_san(payload):

san_env.load(payload)

for EP 4n range(0, SAN_MAX_EPS):

s;=san_env.reset ()

for step in range(0, SAN_MAX_STEPS):
san_action = san_agent.get_action(sy)
san_payload = escape_env.step(escape_san)
St4+1,T¢, U, bypy = inj_interface(san_payload, url, param)

minibatch = san_buffer.sample()
san_agent.train_dqn(minibatch)
if bypy == True:

‘ return san_payload,

return payload, None

This hierarchical structure reduces the number of different actions needed by each agent. This
allows us to determine if the RL agents are capable of achieving their constrained tasks, effec-

tively exploring the action-state space for optimal strategies.

3.4.1 The Escape Agent

We will first consider the Escape Agent of HAXSS, which we challenge with a single task: gen-

erating payloads that escape the context in the sink. By doing this we have the agent generate
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Figure 3.3: HAXSS The Escape Agent architecture

the simplest case of XSS payloads, those that are in plaintext (i.e. HTML and JavaScript).

To increase the Escape Agent’s overall efficiency in finding vulnerabilities we use worker agents,
as shown in Figure 3.3. These worker agents sample actions from the probability distribution
learned by the Escape Agent’s global policy in Figure 3.3. The gathered transitions of s;, ay,
S¢i1, T¢ can then be stored in the global buffer of the Escape Agent. The global policy is then
updated using the global buffer during back propagation after workers have executed actions.

This can be considered off-policy learning as we store the batched data in the replay buffer.

The actions of the Escape Agent can be categorised into 4 classes and can create 6,635,520

unique payloads, actions are taken from the OWASP guidelines on testing for XSS?:

1. Escaping actions are used to change the current context. These consist of an escape
string, suffix-escape string, closing parent tag, and >. Escape strings are generated from
the sink when HAXSS begins tesing a new source-sink combination. For example, if
the user input were found in: <body onLoad=‘x = "INPUT"’> the escape string would be
formed of ", to close the JavaScript and enter the context of HI'ML tag. This is achieved
by injecting the unique token into the source and parsing the sink to identify where it

appears. Based on such context, we algorithmically build the escape string.

2. Tag actions, which insert an open and closing tag into the payload after any parent

’https://owasp.org/www-community/attacks/xss/


https://owasp.org/www-community/attacks/xss/

D
o

Chapter 3. Constrained Games for Cross Site Scripting Payload Generation

var regex = /localhost/i
var elements = document.querySelectorAll ("img,a,body,style,script");
for (var j = 0; j < elements.length; j++) {
var src = elements[j].getAttribute(‘src’);
if (regex.test(src)) {
alert(src.split(‘http://localhost:666/xss.js?=")[1]1);
}
var href = elements[j].getAttribute(‘href’);
if (regex.test (href)) {
alert (href.split(‘http://localhost:666/xss.js?=")[1]1);
1}

— O © 00O Ui Wi+~

—_

Listing 3.2: JavaScript functions called to by HAXSS

closing tag if present, otherwise enclosing the current payload. Tag name actions include:

img, script, style, body, and a.

3. Tag attributes, ensure the tag actions trigger vulnerabilities. These include: onError,
onLoad, onMouseOver, onKeyPress, src, href. The onEvents are set to alert (token) while
src and href call to a webpage with JavaScript that triggers an alert with the token
(see Listing 3.2) . These are inserted into an opening HTML tag if present, otherwise

appended to the payload.

4. Standalone, which can trigger a variety of XSS depending on their use, including:
alert(token), javascript:alert(token), and the URL of a page hosting JavaScript to
trigger an alert. These are inserted into the payload between an opening and closing

HTML tag if present, otherwise appending to the payload.

The Escape Agent receives both extrinsic and intrinsic reward. The extrinsic reward, from the
Injection Interface, prompts HAXSS to generate well formed, malicious, payloads using small
rewards for changing context, and unsanitised payloads. The extrinsic reward is defined in
Eq. 3.1.

max Successful vulnerability

con Change execution context

R
R
=9 R,=R,+§(R, xty) R, <R,<3R] For attribute ¢, returned in unsanitised payload (3.1)
R, =R, + #(R, xt,) R, <R, < 3R For attribute ¢, returned in sanitised payload

R

pen If no payload returned

This reward function is motivated by the process of testing for XSS, the most desirable outcome
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being to trigger a vulnerability, hence a large positive reward (R,,..:) - The reward shaping
employed guides the agent to the end goal. In particular it provides a small positive reward
(Reon) is given for changing the context (i.e. from any of the contexts identified in Section 3.1

to any other context).

The remaining rewards are negative. The Escape agent is penalised for a benign unsanitised
payload (R,), where this reward becomes more negative (by ¢(R,)) as the payload gross larger,
according to more HTML tags or tag attributes present in the payload (¢,). This is to prevent
payloads from growing unnecessarily large. The same function is used when sanitisation occurs
(Rs) but with a greater penalty (R.). This is to prompt the agent to produce payloads that
are not excessively bloated and avoid sanitisation. The values of the constants are determined
via a hyperparameter search, details of which can be found in Table 3.2. We report here the

exact values used in our implementation:

Rpaz =10 Repp =05 R.=-3 R, =-45 Ry, =—5

The intrinsic reward is generated via Random Network Distillation (RND) [32] which promotes
exploration, improving performance when testing new source-sink combinations. This uses two
neural networks, both using the current state as input. One network (the predictor) learns to
predict the output of the other (the target). Using the mean squared error between the target
and predictor networks as a reward for the Escape Agent creates a diminishing value based on
how often states are seen. This incentivises exploration of the state-space even after changing
to new source-sink combinations, giving a distinct advantage: it results in agents that are able
to generalise better when facing new tasks (such as exploiting different XSS vulnerabilities).
We clamp this reward between —0.5 and 0.5 to prevent the Escape Agent from learning a purely

exploratory policy as recommended by Burda et al. [32].
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3.4.2 Sanitisation Agents

We have previously introduced the Escape Agent of HAXSS which is constrained to generate only
plaintext XSS payloads, without considering any possible obfuscation of the payload. However,
we would expect, as outlined in Section 3.2, that sanitisation of payloads would be attempted
in a web application. We define a series of Sanitisation Agents whose task is constrained to

bypass the sanitisation of payloads generated by the Escape Agent.

A Sanitisation Agent is invoked when payloads injected in the source are modified in the
sink, and sanitisation has occurred. The agent receives the current payload from the Escape
Agent and uses its action budget to bypass the sanitisation. If successful, the new unsanitised
payload and the obfuscations used (e.g. encoding) are returned to the Escape Agent, allowing
the bypass of sanitisation until the end of the episode, as in Figure 3.2. Upon reaching the end

of the episode the state is reset to a new token.

We define a Sanitisation Agent for each of the actions available to the Escape Agent, hence
we define 18 Sanitisation Agents, (Agents 2.0-2.17). This is under the intuition that these
agents will develop techniques to bypass the sanitisation caused by the most recent action of
the Escape Agent. For example, if the Escape Agent were to take the tag action of script on
the existing payload of alert(token) the payload would then be: <script>alert(1)</script>.
If this were then sanitised the Sanitisation Agent for this action learns to bypass the sanitisation
specific to the script tag. While we could define more general Sanitisation Agents based on the
4 action classes of the Escape Agent, as we are considering a black-box approach, we assume
no knowledge of the sanitisation methods. Hence, the only information we have is that the

previous action caused a sanitisation to occur.

Each Agents 2.0-2.17 have the same set of actions available to them, these are taken from the
OWASP guide on XSS filter evasion®. When these actions are combined together on a payload

it can result in 384 unique payload obfuscations. These actions are:

1. Capitalisation actions, one to alternate upper and lower case letters in the payload,

3https://cheatsheetseries.owasp.org/cheatsheets/XSS_Filter_Evasion_Cheat_Sheet.html
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another to have all lowercase.

2. Encoding actions, to encode the plaintext version of the payload, three encodings are

possible (UTF-8, URL, and HTML) in addition to a decoding action.

3. Escaping actions, apply additional functions to the escape string applied by the action
of the Escape Agent, including: backslash escaping quotes, inserting a < before an opening

tag, inserting a ; after quote mark(s).

4. Tag attribute separators, these replace all separators in the payload, these include

%0D, %2F, %0C.
5. Tag obfuscation, this inserts %00 into the tag name.

6. Back ticks, which replaces any instance of brackets ‘(" or ‘)" with a back tick **".

We reward the Sanitisation Agents using a standard sparse reward functions in RL. This forces
the agent to find the optimal solution as quickly as possible the Sanitisation Agents are only
rewarded for a successful bypass. At each step agents receive a penalty of -1, unless they are

able to successfully bypass sanitisation, in which case they receive a reward of 10.

3.4.3 Deep Learning Implementation

The Escape Agent and the Sanitisation Agents are implemented using the same deep learning
architecture: a DQN with Target Q-Network and Q-Network, each having five layers. The
input layer takes a minibatch of state tuples, followed by three hidden layers having 64, 96,
64 nodes, an output layer containing a node for each action. Both agents then produce Q-
values at their respective output layers that can either be sampled from or the maximum
value selected to determine an action. The Escape Agent has an additional output layer of a
categorical distribution so the workers can sample actions.We use the tanh activation function
and the Adam optimiser for each agent in the hierarchy. This architecture was seen to provide

a balance between performance and compute time to predict the next action.
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Table 3.2: Hyperparameter search values and the selected configuration of HAXSS.

Parameter ‘ Lower Bound Upper Bound Selected
vy 0.5 0.999 0.999
Learning Rate 0.05 0.0005 0.005
Batch Size 50 200 100
Update Step 10 150 50
Episode Length 5 20 10, 5 (Escape Agent, Sanitisation Agent)
Ropar 1 10 10
Reon 0 2 0.5
R, -0.3 -13.5 -3
R, -0.45 -9 -4.5
Rpen 0 20 -5

Hyperparameters were determined by performing a grid search, details of the range of values
tested and those selected are in Table 3.2. Both agents use standard e-greedy decay with ¢ = 1
(decaying by 0.999 after each episode). The Escape Agent has episodes of 10 actions to prevent
payloads from becoming excessively bloated, while Sanitisation Agents have this reduced to 5
actions to allow for more episodes to attempt bypassing sanitisation. We allow Sanitisation

Agents 3 episodes to bypass the sanitisation of a payload before giving up.

The Escape Agent uses a standard Prioritised Experience Replay buffer to increase the fre-
quency at which samples occur in minibatches. Using o = 0.6 ensures the model has a higher
priority than in the uniform case (a = 0), but lower than using complete prioritisation (o = 1).
The value of 3 is taken using a common value of 0.4 to reduce the bias of sampling from the
buffer [249]. Sanitisation Agents use a uniform buffer, as they will have fewer samples and are
less concerned with increasing diversity, aiming instead to bypass sanitisation. Similarly, while
the Escape Agent uses curiosity to allow it to adapt to new source-sink combinations faster,
Sanitisation Agents do not. Allowing them to focus on the specific task: bypassing sanitisation

of the associated action of the Escape Agent.

3.4.4 Adapting to New Source-Sink Combinations

Moving to new source-sink combinations could be considered as analogous to playing a new

level in a video game, or a new opponent in a game of chess. In such cases it is important
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Table 3.3: Sanitisation rules and output contexts from the XP Train Bed used for training
(1-15), and the XP Test Bed for testing (16-25).

Input Field ‘ Sanitisation rule Context in Page Context
1 pregﬁrepla(‘e('<(.*)s(.*)c(.*)r(.*)i(.*)p(.*)t/i’, < INPUT) <div>[INPUT] <br /></div> Tag body
o | Pres_te place(’/"/’, "\\",INPUT); preg_ 1<pl ace("/\"/7, \\\",INPUT); <script type="text/javascript"> JavaSerint
preg_replace(’<script[A >]* >|<scr1pt>/ , INPUT) function foo() a="[INPUT]"</script> P
3 | urldecode(INPUT); r(‘ph(‘r‘( &t I\IPUT) json_ decode(INPUT) <div>[INPUT] <br /></div> Tag body
4 | preg_replace(’/~>/", 7, INPUT); urldecode(INPUT) <!- [INPUT] -> HTML comment
5 | urldecode(INPUT); adds]ashcs(INPUT) <script>’ [INPUT] ’</script><br /> JavaScript
()Nl )t/ IN .
G | e e b M PPV cocrspes tonpom) scripuocor /> JavaSeript
7 | htmlEntities(INPUT, ENT_QUOTES) <!-[INPUT] -><br /> HTML comment
8 | str_replace(‘<script>’,  INPUT) <div>[INPUT] <br /></div> Tag body
htmlEntities(INPUT, ENT_QUOTES);
9 | preg_replace("/(?i)<(script/img)[A >]*>|<(script|img)>/", 7, INPUT); <img src=’[INPUT]’> Tag attribute
html_entity decode(INPUT);
10 | preg_replace(’/"/”, "\\""INPUT); preg_replace(’/\’/’, "\\\",INPUT) <div onmouseover="x=’[INPUT]’"></div> Tag attribute
11 | preg_replace(’/"/’, \\",INPUT); urldecode(INPUT); <style>p {color: "[INPUT]"}</style> Tag body
12 | preg_replace(’/"/”, \\""INPUT); preg_replace(’/\’/’, "\\\",INPUT) <[INPUT]> Tag name
13 z(e; f;ij;z;g ; ; | ,%;Igg}:; preg_replace(’/\'/", " INPUT); <input type="checkbox" name=[INPUT]> Tag attribute
14 | preg_replace("/<(script|img|body)[A >]*>|<(script|body)>/", 7, INPUT); <font size=[INPUT]></font> Tag attribute
15 | preg_replace("/(?i)<(script/img[body)[A >]* >\<(sgr1pt|1mg|b0d\)>/"7 7, INPUT); <[INPUT]> Tag name
16 CVE-2020-28919 | preg_replace("/(?i)<(script/body|img|a(?!.href=))[A>]*>/", 7, INPUT); <div> [INPUT]</div> Tag body
- . urldecode(INPUT);html entity decode(INPUT); <a href="https://example.com" .
17 CVE-2021-24884 strip tags((INPU’I}A, "<audio><video><<img><b)utton><a>'); data—frmveri¥y= " [INPU?] "></a> Tag attribute
18 CVE-2021-35043 | html_entity decode(INPUT); <a href="[INPUT]"> Vulnerable </a> Tag attribute
19 CVE-2019-10062 | preg_replace("/<script[A <]*(?:(?!<script>)<[A <]*)*<script>/i", 7, INPUT); <div>[INPUT]</div> Tag body
20 CVE-2021-22889 | htmlspecialchars(INPUT, ENT_SUBSTITUTE | ENT__HTML401); <input type=’checkbox’ name=’n’ value=’ [INPUT]’> Tag attribute
a1 :ltlrlgelzg(l{;?h(\];Ll&;lt ., INPUT);str_replace(">","&gt;", INPUT); <div> [INPUT] </div> Tag body
22 | str_replace("<","&lt;", INPUT); str_replace(">","&gt;", INPUT); <script>eval (’ [INPUT]’)</script> JavaScript
23 | str_replace("<"."&lt;", INPUT); json_decode(INPUT); <[INPUT]> Tag name
<script>var d = document.createElement(’div’);
24 | preg_replace(‘/"/’,\\"", INPUT); urldecode(INPUT); d.innerElement = ’<%[INPUT]%>’; JavaScript
document . body . appendChild(d) ;</script>
25 | urldecode(INPUT); addslashes(INPUT); <img src=’[INPUT]’> Tag attribute

to understand the changes in the environment and new strategy required. Thus, when HAXSS
moves to new source-sink combination it is important for exploration to happen. We enforce
this by altering the rate at which random actions are taken: if the value of ¢ after the previous
task is less than 0.3, we increase it to 0.6, and if it is between 0.3 and 0.7 we increase it by 0.2.
This is a simple heuristic for changing the rate of exploration, which we determine empirically,
along with the hyperparameters. In practice little variation was seen when varying this except

in extreme cases.

3.4.5 The XSS Payload Test Bed

To train and evaluate HAXSS we introduce a micro-benchmark of 25 reflected XSS vulnerabil-
ities, the XSS Payload (XP) Train and Test Bed. The benchmark is organised as an easy to
crawl HTML page with one form and multiple input fields, each hosting a vulnerability. We
designate 15 of these for training and a further 10 for testing. Our aim is to provide a diverse
enough set of vulnerabilities that allow an RL agent to learn how to generate legitimate pay-

loads and adapt to unseen scenarios. Such an approach is well aligned with Klees et al. [146],
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as we can evaluate on a series of known vulnerabilities.

The XP Test Bed includes 5 XSS taken from vulnerabilities with associated CVE numbers. We
include these to determine if HAXSS (and other baselines) can find legitimate vulnerabilities.
As advocated for by Klees et al. using known bugs and vulnerabilities provides a ground truth
for evaluation that isn’t present when testing unknown bugs. These were selected from the
NVD [202], a repository of known vulnerabilities and their associated data. From NVD we
select the vulnerabilities according to the availability of the sanitisation rule, context, and a
legitimate payload to verify the vulnerability. They range in CVSS 3.x score, a common metric

to asses the severity of a vulnerability, from 5.4 to 9.6.

In Table 3.3 we report the different combinations of HTML output contexts and (flawed)
sanitisation rules used for both training and testing. For example, field 21 in Table 3.3 removes
any instances of > and < from the user input, replacing them with the HTML encoded variants,

and then decodes any URL encoded characters, placing the result in the body of a div tag.

3.4.6 Training

Training HAXSS should result in a policy that is capable of generating diverse payloads, and
adapting to new injection points by tailoring the payloads it generates. This is achieved by
initial training of HAXSS on each of the vulnerabilities on the XP Train Bed. Such training
will provide an understanding of how to form a range of payloads with different sanitisation in
different contexts. Similarly, this form of training can be considered as analogous to offline
learning, as we train the policy initially on the XP Train Bed, and then use the learnt policy

in a separate web application.

The initial training of HAXSS is a balance between learning how to generate different payloads,
and preventing overfitting to each of the vulnerabilities. To prevent this over fitting and to
identify when HAXSS has ‘learnt enough’ from a task we use a win and loss criteria. The win
criterion is considered met when a worker is able to generate 14 or more payloads within the

last 20 episodes, as this demonstrates consistent exploitation of the vulnerability. The loss
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criterion is reached by a worker at 200 episodes on a task without meeting the win criterion.
This ensures that all vulnerabilities are trained on, with an equal maximum effort budget. Note
that even if an agent reaches the loss condition, it may have been able to generate numerous

working payloads, and will still benefit from the task.

Training is conducted on a Ubuntu 20.04 Linux computer with 16GB RAM and an Intel core i7
8700k processor. HAXSS is trained using 2 asynchronous workers which can execute in parallel,

increasing the speed at which the agent can learn the policy [189].

Haxss training in detail. We report the results of training HAXSS on the XP Train Bed in
Figure 3.4 using the number of legitimate XSS payloads that trigger the vulnerability. Each of
the fifteen vulnerabilities of the XP Test Bed is shown as an individual peak in Figure 3.4. The
use of peaks makes readability of each vulnerability clearer. Once HAXSS has ‘won’ or ‘lost’

against a vulnerability, successful payloads are reset to zero.
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Figure 3.4: Number of legitimate XSS payloads that trigger a vulnerability generated by HAXSS
training on the XP Train Bed.

From Figure 3.4 we can see that HAXSS is able to generalise to tasks, testing new source-sink

combinations. There are multiple indicators of this, including: the steep slopes that occur after
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changing to a different vulnerability, the large number of payloads that HAXSs develops, and the
low number of requests required to find the first vulnerability - an average of 103.03 requests per
payload. HAXSS is also consistent across training: generating 20 or more vulnerable payloads

for 14 out of 15 fields, with a minimum of 14 for field 5 and a maximum of 93 for field 12.

Yet, we see in some instances that HAXSS generates a high number of payloads and then
generates relatively fewer. We will examine an instance of this between fields 9 and 10. In field
9 HAXssS must escape from a tag attribute context (<img src=¢[INPUT]>) avoiding the use of
script and img tags. HAXSS is able to generate 89 legitimate payloads for this vulnerability
during training, but never meets the win criteria when testing on this field. Conversely field
10 has the Escape agent utilise the escape string action and then close the current div tag.
Sanitisation Agent then needs to add backslashes to the escape string to evade sanitisation,
resulting in an escape string of \’\"></div>. While a more subtle chain of actions is required
to escape the context (and display the subsequent XSS) HAXSS succeeds in meeting the win
criterion using only 46 successful payloads. Behaviour like this similarly shows the generalised

learning of HAXSS as it can use learnt experiences to adapt to new vulnerabilities.

Haxss wins 9 fields (1, 3, 4, 6, 8, 10, 12, 13, 14), losing only 6 fields. In particular the lost

fields are:

Field 2: the first change in context for HAXSS.
o Field 5: a change to the JavaScript context is seen.

o Field 7: where the HTML comment context applies a sanitisation of quotemarks, differing

from the previous related context that could be bypassed via encoding.
o Field 9: which removes script and img tags in the first tag attribute context

e Field 11: which occurs in a tag body context with escaping double quote marks

Field 15: which removes any payloads with three of the five tag actions HAXSS has.

These vulnerabilities take longer to adapt to than the others due to the curriculum of fields.

For example losing fields often occur when encountering significant changes in the combination
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of context and sanitisation. While an altered curriculum may lead to improving the number of
fields that HAXSS wins, optimising such behaviour leads to diminishing returns. Indeed, despite
meeting the loss criteria, HAXSS still learns and generalises from these fields, developing over
20 working payloads in each instance. Which allows HAXSS to improve on later vulnerabilities

(e.g. 11 leading to better results in 12, 13, and 14).

3.5 Benchmark-based Evaluation

Here we will compare HAXSS to a selection of 9 established vulnerability scanners on our micro-
benchmark for XSS exploit generation, and on a macro-benchmark for webapp vulnerability

scanning.

3.5.1 Experiment Setup

Using Haxss as a vulnerability scanner

To use HAXSS as a vulnerability scanner after it has been trained on the XP Train Bed we
change some of the parameters from training. The aim of this is to reduce bias and overfitting

in the new samples, and minimise the number of requests made.

One could keep training HAXSS as described whilst scanning new target applications for vulner-
abilities, but that would come at the cost of time, number of requests, and possible degradation
of the agent policies from overfitting to specific samples. Instead, we recommend changing some

of the hyperparameters before using HAXSS as a vulnerability scanner, as described here.

In order to give more emphasis on the learnt policy, we reduce the exploration parameter to
0.05, thus giving HAXSS a 5% probability of taking a random action. Fixing the rate at which
this happens still allows HAXSS to reach new states when in scenarios beyond those in training.
To reduce the amount of web traffic generated during scanning, we reduce the number of worker

agents from 2 to 1, and change the win and loss criteria. An agent should move on to the next
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target as soon as a working payload is generated (win=1) and should stop trying after 150

attempts at worst (loss=15).

Vulnerability scanners

We select 4 state-of-the-art open source general vulnerability scanners: Arachni 1.5.1 [169],
OWASP Zed Attack Proxy (ZAP) 2.10.0 [215], w3af 1.6.49 [241], and Wapiti 3.1.0 [273]. We
use two state-of-the-art academic scanners for XSS: Black Widow [74] and the RL-based model
Link [153]. These have been used in recent studies, hence provide an established benchmark
for comparison [39, 74]. We also select 3 XSS-specific scanners, compared in recent work [39]:
XSSer 1.8.4, (included in the popular Kali distribution of Linux) [234], XSpear 1.4.1 [105], and
the dynamic payload generator XSSMAP [233].

Furthermore, we must also establish the performance of the core design choices of HAXSS,
specifically the use of the RL, and the hierarchy of separate agents. Thus, we include two
variants of HAXSS, the first of which is AXSS, a non-hierarchical version. AXss follows the
same state-action design and training process as HAXSS, the difference between the two arising
from the hierarchy of agents. Specifically, AXSs has only a single agent using both the escape
and sanitisation actions. This gives a direct point of comparison for the effect of constraining
the ‘games’ HAXSS can play. We also compare against Rand-HAXSS, a variant that takes
random actions. This provides a direct comparison to show how RL can effectively use the
action space provided to it. This is important to consider as much of the prior works in the

literature use random selection to create payloads.

All scanners are able to find reflected XSS; all but XSpear and XSSMAP can find stored XSS;
only ZAP, Arachni, and XSSer are able to find DOM based XSS. The settings we used for these
scanners can be found in Table A.1 (Appendix A). We conduct the evaluation using the same

hardware as for training.
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Table 3.4: Scanners results and request statistics for the XP Test Bed. TP: XSS found; FN:
XSS not found; FP: XSS not working.

Avg requests Avg requests
Scanner 1 2 3 4 5 6 7 8 9 10 | Total TP | Total requests | per working is
per true positive
payload
Arachni 5 3710 742 742
Black Widow 5 100 20 20
Link 4 204 51 51
ZAP 4 206 51.5 51.5
w3af 4 512 128 128
Wapiti 8 157 19.6 19.6
XSSer 1 13010 13010 13010
XSpear 5 3868 101.8 773.6
XSSMAP 2 1810 603.3 905
Axss 5 780 156 156
Rand-HAXss 6 2710 451.67 451.67
HAXss 10 724 72.4 72.4

3.5.2 Micro-benchmark: Payload Generation

In the first experiment we run each scanner against the XP Test Bed described in Chapter 3.4.5.
Using this micro-benchmark provides a ground truth of 10 easy-to-crawl injection points which
require independent payloads for each vulnerability, 5 of which have associated CVE numbers.
The results are reported in Table 3.4. Using such a benchmark as the XP Test Bed provides
a controlled setting where we can evaluate all scanners regardless of their crawling capability,

while giving them access to known vulnerabilities.

The best performance among the other scanners comes from Wapiti as it is uses a single payload
that is capable of bypassing multiple sanitisations: <SvG/oNloAd=alert(/TOKEN/)>. Though this
payload always uses angle brackets, meaning Wapiti fails to find XSS for 6 and 7, which escapes
payloads with < or >. Despite this both vulnerabilities can be exploited by URL encoding or

changing contexts.

XSSer and XSSMAP do not share the same level of performance, despite being specific for XSS,
they detect only 1 and 2 XSS respectively. XSSMAP fails on sanitisations which is surprising
since XSSMAP is purportedly an ‘intelligent’ scanner capable of generating XSS payloads based
on context and sanitisations. However, we find that while it can change contexts it is unable

to escape sanitisations, a common theme amongst the scanners.

Link, an RL based XSS scanner reports two False Positives (FP) due to the use of static analysis
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Figure 3.5: Box-plot to show the number of requests for each approach in the XP Test Bed,
shown with log-scale. Circles indicate data points beyond the interquartile ranges.

in its vulnerability oracle. In addition it fails to find four XSS (False Negatives) as it fails to
bypass sanitisation of tags in 1, angle brackets (via URL and JSON encoding) in 6 and 8,
and not finding a legitimate payload for 2, 5, and 7. Overall, Link finds less XSS than our

non-hierarchical variant, AXss and Rand-HAXsS.

HAXxss is the best performing of these scanners, finding all vulnerabilities. Note that its novel
hierarchical structure plays an important role, as the non-hierarchical variant AXSSs is only able
to detect half of these. However, AXSS was unable to find the simpler cases of sanitisation and
context e.g. in 1 and 2. It is also unable identify XSS in number 9, where sanitisation also

occurs on the escape string, making context escape harder.

The utility of the hierarchical model is further illustrated by the performance of Rand-HAXSS
which finds an additional XSS than AXss. Yet, to do so incurs the additional cost of more

HTTP requests.

Number of requests

The high volume of traffic generated by automated web testing tools is considered one of
their main shortcomings, alerting defenders that an attack is taking place [153]. Moreover,
if a scanner needs fewer requests than another to exploit the same injection point, it can be

considered more ‘intelligent’ [39]. Therefore, in Table 3.4 we also report the total requests
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each scanner made, the number of requests per working payload (in case a scanner reported
several different payloads for the same injection point, instead of stopping upon finding the first
one), and the number of requests per identified TP (that is, vulnerable field). Additionally, we

include Figure 3.5 to show the distribution of requests of each approach.

Black Widow has the lowest number of total requests as it always uses a fixed list of 10 XSS
payloads. Yet, the expected number of request per payload found is higher, at 20. Wapiti
has the lowest number of requests per true positive and working payload, as it attempts to

algorithmically generate payloads that could work for the current context.

HAXss has a high number of requests as it is has an outlier in form 2, which uses 625 requests for
the Sanitisation Agents but only 53 for the Escape Agents (seen in Figure 3.5). This is due the
sanitisation only allowing certain tags on input that otherwise can’t be bypassed. HAXSS does
outperform AXss achieving 83.9% fewer requests per working payload than its non-hierarchical

equivalent.

The worst performing scanner is XSSer, as it blindly injects from a payload list of 1,293 pay-
loads, resulting in the highest number of total requests, and average number of requests per TP.
Arachni however, has the highest number of requests per working payload, due to an exhaustive

search attempting to escape the context and execute a payload.

3.5.3 Macro-benchmark: Webapp Scanning

In the second experiment we assess the ability of the various scanners to generate working
XSS payloads in a number of test bench webapps with known vulnerabilities. Since XSSMAP
and XSpear do not include a crawling capability, we exclude them from this experiment. Our
macro-benchmark is composed of Firing Range (0.48), SCARF (2007), WackoPicko (2018) [65],
WebSecLab (0.8.1), and WAVSEP (1.5).

Firing range contains 227 XSS examples including 81 reflected XSS, 45 escaped XSS, 101 DOM
XSS in an easy to crawl setting. The remainder of these XSS include Angular, redirected, and

remote inclusion XSS. SCARF contains 8 XSS identified in prior work [66, 74], and also puts
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Table 3.5: Scanners results for macro-benchmark. “Not Tried” indicates a failure of the crawler
to find the injection point. FN denotes a failure to generate a payload to display the vulnera-
bility.

Sei ‘ Firing Range SCARF WackoPicko WAVSEP WebSecLab
canner
. Not Not - Not . Not Not
TP FP TN FEN Tried TP FP TN FN Tried TP FP TN FN Tried TP FP TN FN Tried TP FP TN FN Tried
Arachni 42 16 0 137 32 3 1 1 5 0 4 0 1 1 2 36 32 0 22 0 15 4 2 12 7
Black Widow | 29 0 0 166 32 8 0 2 O 0 5 0 3 0 0 22 0 0 24 44 |N/A N/A N/A N/A 40
Link 45 9 0 104 69 0 0 0 o0 8 1 0 0 O 7 33 8 0 49 0 7 6 7 20 0
ZAP 50 17 0 111 49 0O 0 2 5 3 3 1 2 1 1 24 46 0 20 0 11 15 4 9 1
w3af 2 5 0 138 32 1 0 1 6 2 1 1 2 3 1 5 46 0 39 0 2 13 5 19 1
Wapiti 43 31 0 121 32 0o o0 2 3 5 2 0 2 3 1 12 13 0 65 0 11 4 6 14 5
XSSer 19 2 0 133 68 |0 1 0 3 5 1 3 0 3 1 5 271 0 58 0 7T 24 0 8 1
AXss 2. 0 0 8 126 |5 0 2 3 0 5 0 3 O 0 30 0 0 53 7 9 0 10 20 1
Rand-Haxss|22 0 O 79 126 |3 0 2 5 0 30 3 2 0 29 0 0 54 7 10 0 10 19 1
Haxss 45 0 0 56 126 |8 0 2 0 0 5 0 3 0 0 |46 0 0 37 7 7 0 10 12 1

the capability of a crawler to the test. WackoPicko is deliberately vulnerable and established in
prior work [65, 74]. It contains 6 XSS vulnerabilities, 5 by design and one discovered in [74]. We
exclude one of the planted vulnerabilities as it uses the deprecated Flash plugin. WebSecLab
contains 23 reflected XSS, 6 DOM XSS and 11 TNs that may be misclassified as false positives
(because payloads can be injected, but prevented from executing). In fact, HAXSS discovers
that one of these is actually vulnerable, so the final tally is 30 TPs and 10 TNs. These XSS
are contained in easy to crawl web pages, and exists in the contexts discussed in Section 3.1.
WebSecLab also provides sanitisations that can be bypassed by different techniques: Unicode
encoding, URL encoding, and escaping sanitisation attempts. It also contains a vulnerability
all scanners miss, where the HT'TP referer header is echoed on the loaded page. WAVSEP
provides 90 examples of XSS (including 4 DOM based), also providing the contexts in Section 3.1
which can be exploited as both GET and POST requests. The sanitisation used includes: partial
HTML encoding of characters (angle brackets, single quote, double quote) and tag removal.
Two of the examples are also protected by anti CSRF-tokens. All examples are contained in

easy to crawl web pages.

Scanner performance

Table 3.5 reports the results of the Macro-benchmark experiment. While our focus is on payload
generation rather than scanning ability we include the number of source-sink combinations not

identified by a crawler. This metric is important to consider as low numbers of FP/FN may
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Table 3.6: Additional timing information of the scanners used on all webapps. ‘N/A’ denotes
a a scanner that had to be stopped after entering an infinite loop.

Scanner ‘ Firing Range ‘ SCARF ‘ WackoPicko ‘ WAVSEP ‘ WebSecLab ‘ XP Test Bed
Arachni 18min 22s lhour 2min N/A 27min 22s 52min 36s 2min 52s
Black Widow 12min 25s 19min 56s 44min 46s 8min 22s N/A 6min 6s
ZAP N/A 13min 41s 10min 53s 2min 58s 3min 15s 22.7s
w3af 3min 15s Smin 1s 6min 32s 4min 54s 3min 26s 1min 45s
Wapiti 1min 36s 7s 9s Smin 15s 9s 5s
XSSer lhour 2min 10min 27s 6min 4s lhour 14min 43min 39s 53s
AXss 3hours 48min | 2hours 40min 21min 4s 2hours Omins | lhour 16mins 6min 2s
Rand-HAXSS | 3hours 46min | 2hours 33min 20min 4s 2hours 12mins | lhour 22mins 8mins 29s
Haxss 4hours 8min | 2hours 43min | 23min 21s | 2hours 23mins | lhour 46mins 9mins 52s

be in part due to failing to find cases. However, scanners tend to crawl efficiently finding most
injection points. There is an exception in Firing Range due to the high number of DOM based
XSS, and most scanners inability to access the DOM based sources. We also report in Table 3.6
the time each scanner takes on the benchmarks for completeness. However, such timing results
we don’t consider to be a fundamental concern for evaluation, as with enough engineering effort
significant improvements in performance can be made to be closer to mature tools such as ZAP,

w3af, etc.

Black Widow, and HAXSs have perfect performance on SCARF and WackoPicko, finding all
known XSS, and reporting no FPs. HAXSs finds the most vulnerabilities on WAVSEP but
also suffers from a high number of FNs (37). The majority of these are because the necessary
exploit techniques are beyond what HAXSS can generate given its action space and XP Train
Bed. Further discussion on this will be in Section 3.5.5. This behaviour mostly arises from the

context of VBScript (a deprecated programming language from Microsoft).

Arachni performs consistently well, identifying a high number of XSS in both WebSecLab and
WackoPicko, and finding the second most XSS on WAVSEP after HAxSS. It only identifies
three XSS in SCARF, reporting 5 FNs. Upon manual inspection, this is a fault of the crawler
as it is unable to find the XSS after injection. In WAVSEP, Arachni reports a high number of

FPs, as payloads are unable to effectively escape the context, thus are not executable.

The performance of Black Widow on WAVSEP suffers as the scanner fails to identify 44 injection

points. It also fails to produce payloads for WebSecLab, as it enters an infinite loop.
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ZAP, Wapiti and XSSer have overall a similar performance. They suffer from a high number of
FPs in WAVSEP and WebSecLab. Similar to the payloads of Arachni, these scanners all report
payloads as successful which appear in the HTML despite failing to escape their contexts to

become executable.

Link has poor performance in SCARF and WackoPicko due a failure in finding injection points.
More interestingly, in WAVSEP and WebSecLab Link struggles to generate successful payloads
from failures to bypass sanitisation, and failures to escape contexts. The inability to escape

contexts is further shown in Firing Range, which contains more XSS without sanitisation.

Firing Range is the only case where another scanner (ZAP) finds more TPs than HAXSS.
This is because ZAP can generate payloads that trigger DOM based XSS in ways beyond the
capabilities of HAXSS. However, HAXSS is still able to generate a high number of XSS despite
the crawler identifying fewer source-sink combinations than other scanners, obtaining a better

ratio.

w3af does very poorly in all instances reporting high numbers of FPs and FNs, due to its

reliance on static analysis to detect success, and lack of bypassing sanitisation.

HAXSS reports the highest number of TPs in all webapps, except Firing Range. Indeed HAXSS is
consistent, reporting the highest total number of XSS at 121, 20% more than the closest scanner
Arachni (100). Haxss and Black Widow are the only scanners with 0 FPs. HAXSS is able to do
this due to the combination of static and dynamic analysis used to detect the alert and token
by the Injection Interface component that dictates the reward. HAXSS ranks joint third and
fourth for the number of FNs in WebSecLab and WAVSEP respectively. This performance is
attributed to the actions required to trigger the vulnerabilities. Such examples include: double
encoding, introducing additional variables to close contexts, and commenting out the code after
the payload. While considerations could be made to add in such features, we consider this to
be part of the future work as discussed in Section 7.3. We argue the performance of HAXSS, is
currently sufficient to show that RL is capable of finding XSS within its narrow action space.
Furthermore, the hierarchy of HAXSS again outperforms both its non-hierarchical (Axss) and

random equivalents (Rand-HAXsSs). AXss performs consistently, but poorly, in most webapps
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Table 3.7: Performance of different Deep RL algorithms on the XP Train Bed. Ticks (V)
represents where the algorithm has met the win criteria and thus ‘won’ the example.

Average Requests
Algorithm Until First 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 | Total “‘Won’
Successful Payload
DQN 203.13 v v v v v 5
Duelling DQN 207.14 v v v v 4
PPO 353.57 v v v v v 5
DQN-+PER 178.13 v v v v v v 6
DQN+PER
LRND 171.42 v v v v v v v 7
HAXss 103.03 v v 7/ v v v v v/ 9

as it has difficulty in identifying complex payloads to bypass sanitisation or escape the context.

In some cases, such as in SCARF, it fails to identify even basic payloads.

3.5.4 Ablation Study

We have seen how HAXSS outperforms the current state of the art XSS vulnerability scanners,
and other RL based scanners, including Link, AXss and Rand-HAXss. However, there are many
design choices that have gone into HAXSS to achieve this performance. To demonstrate the
contribution of these to HAXSS we perform an ablation study of the different RL components
used. Importantly, we aim to evaluate the performance of different deep RL algorithms for
conducting web application security testing We train each different implementation on the XP
Train Bed, reporting the average number of requests taken to find the first successful payload

and number of fields that meet the success criteria in Table 3.7.

To begin with, we train three RL algorithms with no additions made to them: DQN, Duelling
DQN, and Proximal Policy Optimisation (PPO). Of these, Duelling DQN performs the worst in
terms of number of fields that meets the win criteria for at 4. This is improved by both DQN,
and PPO which win an additional Field. Interestingly, all three algorithms ‘win’ on Fields 4,
8, 10, and 13, which is common to all algorithms in Table 3.7. When it comes to the number
of requests until the first successful payload both DQN and Duelling DQN perform similarly,
with DQN reducing requests by 1.93%. However, PPO requires significantly more requests on

average to find its first payload to display XSS. This is in part due to its inability to generalise
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Listing 3.3: Payloads generated by HAXSS

@ /2293C%3CScRiPt%20SRC%3Dhttp%3A//localhost¥%3A666/xss.]s
%3F%3Dtoken’%20onLoad’3Dalert%28token’%29%3E%3C/sCrIpT#%3E
</tag><<body onkeypress=alert (token)></body>
’></body><body onload=alert (token) ></body>
</script><style onload=alert(token)></style>
%3C/tagh3E%3Cbody%200onLoad%3Dalert%28token%29%3E%3C/body%3E
%3C/ScRiPt%3E%3Cbody%20onKeyPress¥3Dalert%28token’%29%3E%20sRc
%3DhTtP¥%3A//LoCalh0sT%3A666/XsS.Js%3F%3Dtoken%3C/body%3E
@ "\u0022\u003c\u0069\u006d\u0067\u0020\u0053\u0052\u0043\u00%3d
\u0068\u0074\u0074\u0070\u003a\u002f\u002f\u006c\u006f\u0063\u0061
\u006c\u0068\u006f\u0073\u0074\u003a\u0036\u0036\u0036\u002f\u0078
\u0073\u0073\u002e\u006a\u0073\u003f\u003d\u0074\u006f\u006b\u0065
\u006e\u0020\u006£f\u006e\u0065\u0072\u0072\u006£f\u0072\u003d\u0061
\u006c\u0065\u0072\u0074\u0028\u0074\u006f\u006b\u0065\u006e\u0029
\u0020\u003e\u0060\u003c\u002f\u0069\u006d\u0067\u003e"
® onload=alert (token)
© </textarea><script href=http://localhost:666/xss.js?=token> alert (token
)</script>
%3Cstyle%20onLoad%3Dalert%28token’%29%3E%3C/style’3E
%#0d%0a onload=alert (token)
\"<style onerror=alert(token) src=http://localhost:666/xss.js?=token
></style>
qg "<a onerror=alert(token) src=http://localhost:666/xss.js?=token></a>}

oJ L~ Yol

to new fields, which causes it not find any successful payloads for Field 2. From these three

algorithms we can see that DQN performs the best in for generalising to different fields.

We see that for each addition we make to the DQN architecture we are able to improve on
the number of forms successfully meeting the win criteria. Similarly, each improvement boosts
the overall learning and the ability to adapt to new fields, as indicated by the reduction in the

average number of requests to find the first successful payload.

3.5.5 Payload Analysis

Haxss found more vulnerabilities than the other scanners in the XP Test Bed and 4 of the 5
webapps in the macro-benchmark. The route cause of its performance is the payloads it is able
to generate. We present a selection of the different payloads that trigger XSS in Listing 3.3.

We further present the sanitisation rules that HAXSS can bypass in Table 3.8.

HAXss is able to bypass the most sanitisations in Firing Range, (see Table 3.8), achieved by

07 97 97 and 9‘
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Table 3.8: Sanitisations HAXSS is able to bypass

Webapp Rule

WebSecLab Rerpgve matches to the regex of ’ Ij' | (?i)<script[A>]*>|</script>
(originally marked as secure by designers)

WebSecLab  Unicode sequences (e.g. \u0022) are unescaped

WAVSEP Strip input of script tags

WAVSEP HTML enity encode: < >

WAVSEP HTML enity encode: < > 7 "

Firing Range
Firing Range
Firing Range
Firing Range

HTML enity encode: < & ( )
Block a payload including * or
Block a payload including lowercase script
Block a payload including any script

L}

@ bypasses sanitisation of script tags in either upper or lower case. HAXSS does this by encod-

ing non-alphanumerical characters so they do not match the regex of a plaintext <script> tag.

® avoids sanitisation of > or " by creating a payload that avoids introducing these characters.

Similarly, @ avoids sanitisation of lowercase script tags by creating a payload that is based on

a body tag. @ bypasses sanitisation of < & ( ) by forcibly changing the context, sanitisation

occurs in the client side in the context of a script tag. As the browser accepts this as legitimate

it allows the rest of the payload to bypass sanitisation.

Payload @ is URL encoded, yet does not to bypass sanitisation. Appearing in the context of a

tagname within a body tag (<body>< [INPUT]></body>), HAXSS detects sanitisation occurs as the

browser only allows one body tag. Thus when HAXSS injects <body>onload=alert (token)</body>

it is returned in the sink as <body onload=alert (token)></body>, meaning @ still leads to XSS.

HAXSS cannot bypass two sanitisations in Firing Range: htmlentities and URL encoding of <,

> and ". Though this is actually due to the contexts, which require payloads with a different

structure than HAXSS can make (e.g. not containing these characters).

Arachni and Wapiti are able to bypass case sensitivity and HTML encoding via specialised

payloads using a custom function (Arachni), or an svg tag (Wapiti).

HAXsSs bypasses two sanitisations in WebSecLab, as shown in Table 3.8, using payloads @, and

@ bypasses sanitisation for raw_1fp which was considered a TN by the WebSecLab authors,
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but HAXSS discovered that it is a TP. URL encoding allows HAXSS to bypass regex associated
with raw_1fp:’ |"|(?i)<script [A>]*>|</script>. This is impressive as a script tag must be
present in the payload to change to a context where the payload can be executed, which is
only done via this particular encoding. @ displays XSS via a more complex payload, an img
tag with a src attribute that calls to the web page discussed in Section 3.4.1. This causes an
error to trigger the event handler. HAXSS then uses UTF-8 encoding to bypass sanitisation of
the non-alphanumeric characters. @ and @ demonstrate the diversity in payloads that HAXSs

develops.

Haxss fails to bypass two sanitisations in WebSecLab. One requires a payload URL encoded
twice which HAXSS cannot do. XSSer and Wapiti are able to discover this vulnerability, but
fail bypassing other sanitisations. HAXSS also fails escaping of " that itself is not properly
escaped. Though this is due to additional sanitisation of all tags in the payload, and HAXSS

being unable to comment out the remaining code in the JavaScript context.

Surprisingly, we see that XSSer and Wapiti are able to identify a vulnerability by URL encoding
a payload twice, however they fail to bypass any of the other sanitisations including backslash
escaping quote marks, and using a unicode encoded input. Failure to bypass sanitisation is
a common theme with Arachni, ZAP, and w3af doing this in all cases in WebSecLab and are
only able to change execution contexts in simpler cases of single quotes and tag attributes. We
observe that AXSs is able to generate a payload that bypasses sanitisation by UTF-8 encoding
a payload. It then fails to generate payloads that bypass any further sanitisation. In WAVSEP

Haxss develops XSS payloads despite the sanitisations shown in Table 3.8, using @, @, @,

and @

@ bypasses sanitisation of script tags using a payload based around a style tag, similar to
behaviour observed in Firing Range. @) escapes the JavaScript comment context using %0d%0a.
It then uses the onload to trigger the vulnerability from within JavaScript, avoiding angle

brackets that would be sanitised.

@® is particularly impressive as HAXSS uses sanitisation to its advantage. The context is the

src attribute of an img tag, with htmlentity encoding of angle brackets. HAXSS escaped the
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src context and uses sanitisation to trigger an injected onerror attribute. HAXSS displays
similar behaviour in @), by using htmlentity encoding of angle brackets to trigger the onerror

in the same context.

However, there is one vulnerability in WAVSEP which HAXSS fails to find, creating a FN,
the proof-of-concept for which is: ’"><img src=a onerror=alert(token)>. Despite generating
payloads similar to this format in other cases (for Firing Range, WebSecLab, and WAVSEP),
HAxss fails to generate a valid payload in this instance. This is due to the intrinsic nondeter-
minism in RL that helps to find novel solutions, where exploration into new state-spaces may be
sub optimal. However, HAXSS is able to generate payloads that escape sanitisation via unicode-
encoding a payload, and escaping the backslash escaping of quote marks. AXSS struggles to

generate payloads effectively bypassing one sanitisation by URL encoding the payload.

In the other scanners, we again see a similar performance: ZAP fails to bypass sanitisation
(HTML encoding of angle brackets and quotemarks, removal of script tags), w3af does the
same also failing to identify POST request vulnerabilities. Arachni, Black Widow, and Wapiti,
bypass sanitisation of script tags by using a custom function, img, and svg tags respectively,

but miss the other filters.

In some of the successful payloads generated by HAXSS there are artefacts present from failed
payloads in the same episode. For example, @ contains a src=... artifact between the
body tags. This does not seem to negatively impact performance. In fact, the second new
vulnerability found in Section 3.6.3 is found by a payload containing this malformation, which
may explain why it was missed by human review. We speculate HAXSS learned to use this
same pattern as a polyglot because of the incentive to work with a leaner action space, leading

to a better exploration/exploitation trade off.

The payloads HAXSS develops also show that even the Escape Agent avoids sanitisations and
develops well formed succinct payloads. We also note that HAXSS displays zero instances of
FPs in all webapps, this is due to our mechanism that validates an alert function has been

executed in the webapp; allowing the feedback for RL to conduct testing.
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3.6 Case studies

We have shown that HAXSS is able to outperform the state-of-the-art in XSS payload gener-
ation finding more vulnerabilities in our Micro and Macro benchmark evaluations. However,
it remains to be seen if HAXSS can find vulnerabilities in production grade webapps. We tar-
get vulnerable versions of webapps affected by XSS CVEs reported during 2021 in the NVD
database. Among those, we select at the most recent 3 open source webapps that we were able

to successfully install, challenging HAXSS to re-discover the CVEs.

HAxss rediscovers 4 of the 5 reported CVEs and, remarkably, discovers 5 new vulnerabilities

which we responsibly disclosed to the webapp developers, and obtained CVE numbers for each.

3.6.1 HTMLy (CVE-2021-42946, CVE-2021-42867)

HTMLy 2.8.1 is a PHP based blogging platform and Content Management System (CMS)
containing an admin control panel where users can update content. HTMLy is vulnerable to
CVE-2021-36703, as the Blog title parameter of the admin panel /admin/config can be used
to trigger XSS. HAXSS is able to replicate this vulnerability by the payload shown in @. This

payload closes the tag context to insert a new tag with active content.

HAXxss also finds two new vulnerabilities on the same page following a similar pattern: CVE-
2021-42946: the Copyright parameter is vulnerable by closing the span tag and opening a new
body tag with @. CVE-2021-42867: the Description parameter is vulnerable to @ in the list
that closes the current body tag and opens a new one, similar to the prior payloads. @ also
contains an artefact (the src=http://localhost:666/xss.js?=token part) of a previous, failed,

injection attempt.
@ </input><style onLoad=alert(token)></style>
@ "</span><body onmouseover=alert (token)></body>

@ </body><body onmouseover=alert(token)> src=http://local host:666/xss.]js?=token</body>
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3.6.2 Pixelimity (CVE-2021-42866)

Pixelimity 1.0 is a PHP CMS, containing an admin panel where the user can alter the content of
the webapp. Pixelimity is vulnerable to CVE-2021-29056 in the /admin/setting.php page. (@
is generated by HAXSS to trigger this vulnerability closing the current context to then triggering
an alert via an onmouseover event in a body tag. HAXSS also finds a new vulnerability (CVE-
2021-42866) using @, a payload more sophisticated than the ones observed so far, which closes

the tag attribute and the parent tag in order to inject the active style tag.
@ ‘</footer><body onmouseover=alert(token)> href=http://localhost:666/xss.js?=token</body>

@ "></input><style onload=alert(token)></style>

3.6.3 Chikitsa (CVE-2021-42868, CVE-2021-42869)

Chikitsa is a ‘Clinic/Hospital Management System’ that allows users to input patient data,
arrange appointments, and make/check payments. In our evaluation we focus on the admin
account of version 2.0.2. HAXSS is able to re-discover CVE-2021-38151 and CVE-2021-38149,
with payloads @ and @ However, while Chikitsa is also vulnerable to CVE-2021-38152, the

page containing it could not be found by either the HAXSS crawler or by manual review.

Nonetheless, HAXSS discovers that the First Name (CVE-2021-42868) and Last Name (CVE-
2021-42869) parameters of the /patient/insert page are vulnerable to XSS. These two parame-
ters lead to XSS on multiple pages: /patient/{patient_report,visit_report,bill_detail_rep
-ort} and /appointment/appointment_report. Payload @) follows the familiar pattern seen
above, closing an existing tag and injecting a new one with an active event handler. Payload
@ instead inserts a script tag to directly inject JavaScript, showcasing some of the diversity
in the policy learned by the Escape Agent of HAXSS. Note that onerror=alert(token) in this
context is valid JavaScript code triggering a call to alert before assigning its result to the

variable onerror, although in HT'ML context this is an exploit-via-event-handler pattern.

@ ></label<style onload=alert(token) href= http://localhost:666/xss.js?=token>"</style>
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@ ><body onerror=alert (token)>»</body>
@ </script><style onload=alert(token)> </style>

@ ></script><script> onerror=alert(token)</script>

3.7 Discussion and Limitations

In this section we discuss HAXSS’ overall performance against the other scanners, and limita-

tions of our approach.

HAXSss performance in Section 3.5 demonstrates its ability to bypass sanitisation, finding 131
XSS across the micro- and macro-benchmarks a 20% improvement over the closest scanner,
Arachni. This is due to the use of HAXSS Sanitisation Agents, as exemplified in WebSecLab,
where HAXSS is able to identify a non-vulnerable parameter (raw_fp1) as vulnerable by using
URL encoding and capitalisation actions to bypass regex (@, first row in Table 3.8). Further

examples of sanitisations HAXSS bypasses are in Table 3.8.

We also see the key role of the hierarchical design of our model, as it outperforms its non-
hierarchical equivalent, AXss, and the other RL based XSS payload generator, Link. Both
models use a flat action space and a single agent, hence showing the importance of both

bypassing sanitisation and using a hierarchical structure.

Interestingly, we see that even Rand-HAXSs is able to outperform AxXSS on the XP Test Bed,
WebSecLab, and Firing Range. We hypothesise that this is because it is easier to create a
successful payload in one game and then bypass sanitisation in another, than it is to do both

in a single game.

We have also seen the importance of using RL, as HAXSS outperforms Rand-HAXSS in the
micro- and macro-benchmarks. Specifically, the use of RL has allowed HAXSS to search over
the large space of possible payloads effectively. This particular ability is important as the

Escape Agent can generate 6,635,520 unique payloads, and for each of these the Sanitisation
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Agents can produce 384 different obfuscations.

3.7.1 Limitations

Our implementation of HAXSS is an illustration of how RL can be used to outperform current
state-of-the-art security testing tools, going on to find real world vulnerabilities. Developing
a full-featured product goes beyond the scope of this Thesis. As part of this process, we are

responsible for a number of limitations that could be addressed with an engineering effort.

When the crawling phase of a scanner fails to identify an input which leads to a vulnerability,
the scanner will not be able to find the corresponding XSS, missing a true positive or a false
negative. If the input was non-vulnerable instead, the scanner will miss a false positive or
a true negative. In order to appreciate the effect of scanning capabilities on the results in
Table 3.5, we include the “Not Tried” column, to indicate the number of inputs that are missed
by the crawler. Interestingly, where crawlers identify the majority of inputs (Firing range,
WAVSEP, and WebSecLab) HAxss identifies more XSS, even when finding fewer inputs such
as in WAVSEP.

We acknowledge the limitations of the HAXSS crawler which misses a large number of inputs on
Firing Range. The crawler fails to discover injection points triggered by complex interactions
or in reactive web pages which present new injection points under the same URL. Still, the
crawler servers its purpose well, enabling HAXSS to find more XSS than the other tools in most

cases, and even perform second best on Firing Range.

Similarly, we have only implemented a limited number of user behaviours on a visited page, so
the crawler fails to discover injection points triggered by complex interactions. These scenar-
ios strongly depend on the target webapp implementation, and were rarely found during our

experiments of Chapters 3.5 and 3.6.

Our method for detecting when a vulnerability has occurred is not fool-proof. The XSS attempt
is considered as successful when the payload-specific token is displayed by the alert function.

This detection could lead to false positives though none were detected in our experiments. One



86 Chapter 3. Constrained Games for Cross Site Scripting Payload Generation

could imagine a page that detects a suspicious payload and raises an alert with a message
reporting the suspicious payload, correctly sanitised. This would result in a false positive

detection for HAXSS. This behaviour is highly hypothetical, and as stated was not observed.

A training set determines the performance of any machine learning model. We built the XP
Train and Test Bed with the intent of containing didactic examples that contain a variety of
contexts and sanitisations. HAXSS performance on the macro-benchmark and its ability to find
vulnerabilities in production grade webapps demonstrated that the XP Train and Test Bed
served its purpose, yet further examples could be easily added, and it may turn out to further

increase the performance of our agents.

The main shortcoming of HAXSS is the limited action space which reduces the diversity of
payloads that can be generated, increasing FNs. This is shown in its relatively low performance
on Firing Range. At the moment HAXSS does not have the ability to generate the kind of DOM
payloads that ZAP uses. Additional actions could be added to improve the ability of HAXSS
to generate payloads specifically for DOM XSS. Yet, to do so would serve only to increase the
number of DOM XSS that HAXSS can find in a web application; it would not serve to further
the research goal of this Chapter: to determine is RL can perform well in a constrained task.
In fact, we have seen in Section 3.5 that HAXSS is already capable of outperforming the state-
of-the-art scanners. We further saw the real-world impact of HAXSS as it found 5 zero-day

CVEs. As such we believe adding more actions to HAXSS is of little interest to this Thesis.

3.8 Related Work

3.8.1 XSS Payload Generation

Alhuzali et al. [5] and Bensalim et al. [27] use dynamic data analysis to determine input pa-
rameters that are potentially vulnerable to XSS. Mohammadi et al. [192, 193] extract injection
points in white-box settings, then test these with XSS attack strings. Similar work is conducted

by Gupta et al. [100]. Human-to-machine translation has also been used to develop XSS pay-
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loads in grey-box settings by Frempong et al. [87]. While the Lekies et al. [155] use a custom
browser for grey-box taint tracking to generate escape strings for DOM based XSS. A similar
methodology is used by Bensalim et al. [27]. Khan [138] uses an encoder-decoder architecture
based on transformers to generate XSS payloads. However, this uses a white box approach

using both server and client side code to generate the payload.

Few of these works use black-box approaches for payload generation, using potentially exhaus-
tive search based strategies [7, 133, 134]. Whereas HAXSS uses RL to optimise this process via

exploration and exploitation to identify vulnerabilities.

3.8.2 RL for XSS Detection

Caturano et al. [39] use tabular Q-learning agents for different XSS contexts. The authors
compare against a number of different scanners, including 5 of those we considered in Section 3.5.
This model reports lower TPs than HAXss in WebSecLab (the only webapp used for testing).
The modelling of the problem also differs from HAXSS as it follows a predetermined payload

structure, using a ‘human-in-the-loop’ to inject reflected XSS into a webapp.

Hasegawa et al. [112] remove the human element of this testing paradigm and introduce a
Deep RL agent using a DQN and curiosity module. However, this approach was only shown to
reduce the number of requests to find the first vulnerability, not compared in terms of ability to
find vulnerabilities. The model could be viewed as analogous to the simpler models evaluated

against in the ablation study of Section 3.5.4.

The Link model [153] uses the RL algorithm of PPO to generate XSS payloads using a flat
action space. As we demonstrate in Section 3.5, the hierarchical nature of HAXSS outperforms

this model.

A grey-box approach developed by Song et al. [265] showed how static analysis can be combined
to improve the detection capability of a Deep RL agent. In an ablation style evaluation the
authors show that Q-learning based methods outperform policy gradient methods for XSS

vulnerability detection, confirming the results from Section 3.5.4.
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Another example of RL for XSS is seen in by Fang et al. [76], where an agent based on DQN
forms basic payloads with some obfuscation techniques. This work doesn’t generate diverse sets
of payloads, but is used for adversarial examples to improve a ML based XSS detector used
as a WAF. This results in a lack of application to real webapps, instead testing against two
instances of software for detecting XSS. A similar approach to generate payloads for bypassing
WAFs via Deep RL is developed by Yao et al. [311]. Conversely, HAXSS is able to bypass
sanitisation, produce diverse payloads, and is tested against a number of vulnerability scanners

on a collection of test bench webapps.

3.9 Takeaways

This Chapter focused on exploring if RL is a suitable paradigm for web application security
testing by constraining the more complex problem of generating XSS payloads. We have argued
that existing approaches are insufficient for two core reasons: 1) use of a small set of known
XSS payloads, missing the potential vulnerabilities that require targeted exploitation and 2)

reporting a high number of false positives in their scanning results.

We have then assessed several key challenges of identifying XSS, including: escaping contexts
and bypassing sanitisation. We then considered the challenges of using RL for XSS payload
generation, including: finding source-sink combinations, determining when XSS occurs legiti-
mately, escaping the intended context of the page, and bypassing sanitisation. As a result we
have implemented a hierarchical RL architecture, HAXSS, where different agents specialise on
the tasks of escaping contexts with syntactically correct payloads and evading sanitisation. By
reducing the search space for a single agent we have seen how, given the constrained games

provided, the separate agents can perform better than a single agent could.

We have compared HAXSS to a number of other vulnerability scanners, finding 20% more XSS
vulnerabilities across our micro- and macro-benchmarks, while maintaining zero false positives.
On analysis of the payloads that HAXSS is able to generate we have seen that RL is capable of

generating diverse payloads that bypass multiple different sanitisation rules, even one that was
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supposed to be non-vulnerable. HAXSS was able to do this by performing effective obfuscations
and tailoring how it is able to escape from intended contexts. While fundamentally a simple
approach, executing this is often challenging, as we have seen from the existing state-of-the-art
for XSS payload generators. We then went on to test HAXSS “in the wild”, identifying 4 known

and 5 new vulnerabilities in 3 production-grade webapps.

The ability of HAXSS to find the quantity of vulnerabilities in a reduced number of requests
demonstrates how RL can efficiently conduct web application security testing. As a result it also
opens areas for future direction on how to improve the capability of XSS payload generation via
RL as outlined in Section 3.7.1. It also suggests the need for further study in the application of

RL to other tasks in web application security testing, as we will go on to do in further Chapters.



Chapter 4

A Singular Agent for Generating SQL

Injection Payloads

In the previous Chapter we tested the applicability of RL for web application security testing
by generating XSS payloads. We developed HAXSS, a hierarchy of agents that, combined, is
capable of finding real world vulnerabilities. This hierarchical structure reduces the scope of
each agent to focus on specific aspects of payload generation, namely escaping the context, and
bypassing sanitisation. This design intentionally compartmentalises the overall strategy, but
it does not fully explore how a single agent may behave when tackling the payload generation
problem. Therefore, in this Chapter we will explore the suitability of applying a single agent

to generate payloads.

Building on the lessons learned from the previous chapter, we will consider SQL injection
(SQLi) as the conduit for learning. Such a vulnerability still provides a legitimate threat
to user data and manipulation. SQLi is another vulnerability with a substantial body of
research [6, 7, 11, 30, 58, 71, 106, 133, 134, 139, 154, 173, 205, 301, 320], which is often
considered one of the most common attacks against web applications by recent surveys [130]
and the OWASP Top 10 [212, 214]. In fact, SQLi was the most common vulnerability in 2023
according to a recent report it accounted for 19.47% of all web vulnerabilities, 85% more than

any other vulnerability [69]. Again, we observe that due to the use of non-diverse payloads that

90
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are not tailored to specific web applications, scanners miss legitimate vulnerabilities and use a

high number of requests in doing so [179, 196, 318].

Vulnerability scanners are commonly used to find SQLi vulnerabilities before they are placed
in production. In the case of SQLi they sometimes rely upon incorrect handling of errors and
feedback from SQL queries on a web page, leading to reduced effectiveness when these are not
present. Similar to XSS, scanners such as Wapiti [273], use a small set of payloads from a
payload list, with minimal mutation or obfuscation techniques. Others, such as Sqlmap [56],
use simple rule-based approaches to cover the most common SQLi payloads. By using payloads
which lack diversity, and due to their inability to tailor payloads to specific web applications,
scanners miss legitimate vulnerabilities and use a high number of requests in doing so [179,

196, 318).

In the previous Chapter we also saw that off-the-shelf Deep RL models, such as in Link, and
AXss, suffer from a number of limitations, leading to a reduction in performance compared to
sophisticated RL architectures. There are two main reasons why we argue there are limitations
in previous RL methods for generating injection payloads. First, is the use of fixed, manu-
ally curated features that struggle to handle the variable length and complexity of injection
payloads [8, 71, 153]. Second, is bootstrapping from manual observations of payloads leads to
constrained action spaces. Such biases in design limit the learnable behaviour of a model to

within constrained payload definitions [71, 153].

To address these limitations we leverage a grey-box testing approach to ensure the validity of
SQLi vulnerabilities. Using this basis we develop the first fully automated SQLi web scanner
that uses RL, called SQIRL. Our approach uses a single agent to learn how to fix SQL syntax,
escape contexts, and bypass sanitisation. SQIRL uses a bespoke architecture that learns the
subtleties of SQL syntax and SQLi payloads to generate payloads in a changing action space,
allowing for complete control over the generated payload. SQIRL uses worker agents to improve
performance, reducing the number of HT'TP requests needed compared to a single agent, and

is able to generalise to new, unseen inputs to tailor SQLi payloads.

We go on to show that SQIRL finds more SQLi vulnerabilities in our novel SQLi MicroBench-
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mark (SMB) and 14 production grade web applications, achieving this in a minimal number
of requests compared to the state-of-the-art scanners we compare against. Further payload
analysis also demonstrates that SQIRL uses more features, to generate more payload types that

are out of distribution for existing payload lists used in scanners.

Chapter Contributions.

This work has been published at the 32nd USENIX Security Symposium 2023. It originated
as a graduate thesis project which I co-supervised with Dr Sergio Maffeis, I developed the
research direction for the project, including the analysis in Section 4.2. I created the SMB used
for training and evaluation of SQIRL. I designed, performed, and created evaluation metrics
for all experiments included in Chapters 4.5 and 4.6, and additionally I wrote the majority of

the published paper.

4.1 Overview

We develop a novel approach to the automatic discovery of SQLi vulnerabilities which leverages
RL to generate payloads targeted to each injection point, specific context, and defences. A single
RL agent completes three tasks of SQLi: syntax fixing, context escape, and sanitisation bypass.
Building on HAXSS we use worker agents to gather distributed knowledge to be centralised by

the core agent in our model, SQIRL.

We design a new RL environment for SQLi, separating the complexities of crawling and interact-
ing with a web application and potentially multiple databases. The environment implements
actions for different Database Management Systems (DBMS), so agents are target-agnostic.
As part of this environment we leverage database logs, without requiring access to application
source code. Such a grey-box approach makes it possible to create an oracle that avoids false
positives of SQLi, and effectively identify the application inputs that occur in SQL queries. It
encourages best programming practices, and is a useful tool for defenders (which can access

logs) and it does not enable uninvited attacks.
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Table 4.1: A: SQLi payload (highlighted in pink ) escaping its SQL context to cause the
database to pause for 1 second.

B-D: SQL queries showing 13 semantically different positions where user input can occur.

E: current WordPress example of dangerous parameterised query pattern.

A: SELECT * FROM tab WHERE val = ' ' AND SLEEP(1) -- '

B: SELECT input_1 FROM input_2 WHERE input_3 = 'input_4' GROUP BY '
input_5"

C: UPDATE input_6 SET ("input_7", "input_8")

D: INSERT INTO input_9 (input_10, input_11) SET ('input_12', 'input_13"')

E: $query = $wpdb->prepare( "SELECT $id_column FROM $table WHERE meta_key

= %s", $meta_key );

We demonstrate our approach is effective and practical by comparing it against a number of
established web application scanners, both on a micro-benchmark, and on production grade
web applications. We then compare the advantages of our design choices in a model ablation
study. Our approach finds more vulnerabilities than other scanners, and does so using fewer
requests. In particular, it discovers 22 new SQLi vulnerabilities, which we have responsibly
disclosed, leading to 6 new CVEs. We analyse the payloads of the web scanners we use in our
evaluation to determine their payload diversity. SQIRL achieves the greatest payload diversity

and uses the most features in doing so.

4.2 Motivation

An injection vulnerability aims to trigger unintended functionality on a web application, typi-
cally violating a (possibly implicit) security policy. The particular functionality can vary from
remote code execution to data exfiltration. In this Chapter, we focus on SQLi, which injects
a payload, typically into the client side of a web application, aiming to cause the execution
of an unintended SQL query on the web application database on the server. The simplest
form of SQLi produces some feedback on the web page that triggered it, where a query result
is returned. A harder to find, but more powerful variant, called blind SQLi, instead works
even if there is no query feedback on the web page, for example when a web application server
only issues generic responses to the client, such as ‘ Thanks for submitting your survey’. In our

research, we address both forms of injection.
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Finding SQLi vulnerabilities generally follows the same workflow as for XSS. Beginning with the
identification of sources that may be vulnerable (URLs, input tags, and dynamic link elements
associated with a web page). These can then be tested for SQLi using payloads that meet 3

criteria:

1. Produce syntactically valid SQL, to avoid errors in execution. Doing so will ensure that

the code is actually vulnerable as the vulnerable web application will execute valid SQL.

2. Bypass any blacklist-based filtering applied to the payload. Achieving this is key to
displaying the SQLi vulnerability by ensuring the payload is able to run despite any of

the possible defensive measures.

3. Change the intended behaviour of the SQL statement. By escaping the intended SQL
context the payload and triggering additional functionality beyond the scope of the orig-
inal statement we demonstrate the vulnerability For example, assuming no filtering, the
payload shown in red in Table 4.1 escapes the ' and executes a SLEEP statement. Table 4.1
shows three SQL statements (B-D) that could have 13 different input locations, and 10
different contexts (as inputs in parentheses share the same context). For each context, a

different escape pattern is required to trigger a vulnerability.

While methods have been specifically designed to prevent SQLi, they are often ignored or
misused [23, 255]. Indeed, this is reflected in the prevalence of SQLi, which was the most
common web injection attack in 2020 (68.21%), accounting for over 4 billion attacks [4]. In
2023 this trend continued, with SQLi being the most common vulnerability across the web,
85% more common than any other vulnerability [69]. The safest way to prevent SQLi is to use
parameterised queries to render user inputs benign. This practice has developers set the SQL
code structure before including parameters in the query [255]. The query is defined and binds
the parameter to a set type before being inserted into the query, rendering it benign by enforcing
type preservation. Although most modern web applications use parameterised queries, these
are sometimes used following insecure patterns. For example, current WordPress code [307]

includes line E from Table 4.1, which protects its last parameter by coercing $meta_key to a
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string, but could be vulnerable to SQLi if variable $id_column was previously injected with

the payload * FROM accounts --.

Some modern web applications, and many legacy ones (which constitute the bulk of exist-
ing websites), attempt to prevent SQLi by filtering user input. As we have covered in Sec-
tion 3.2, developers may take many different approaches including basic string manipulation,
regex matching, and rule-based approaches. Thus, some instances of these inputs may be
vulnerable to SQLi, but require specific, tailored payloads to be found. Indeed to find such
vulnerabilities may take existing approaches a high volume of requests and a corresponding

substantial execution time.

4.2.1 SQLi Payload Distribution

Work from Buyukkayhan et al. [33] showed the increasing complexity of XSS payloads that
are required to trigger the vulnerabilities. Zhang et al. [318] have shown the same to be true
of SQLi payloads, citing several characteristics of existing SQLi payloads. We focus on two
observations about SQLi payloads that were made. The first is that existing payloads are
sparse, which arises from input valdation and sanitisation, as a result SQLi payloads that
bypass them are more complex. Second, payloads tend to be similar in nature, having several
variations of the same payload that will display the same, or similar, vulnerability. Therefore

the distribution of payloads is uneven, leading to clusters of legitimate payloads.

To illustrate this we provide a Principal Component Analysis (PCA) dimensionality reduction
of 1028 unique payloads gathered from open-source injection payload lists [217, 276, 278] and
scanners (e.g. Wapiti). This is achieved by tokenising the payloads via Byte Pair Encoding
[253], extracting 128 feature embeddings of each payload using Doc2Vec[151], and performing

PCA to reduce the embeddings from 128 dimensions down to 3.

The three-dimensional PCA in Figure 4.1 demonstrates the uneven distribution of payloads
present in the latent payload space, seen by the dense cluster and points that spread around

it. Importantly, it further confirms that commonly used SQLi payloads, including those in
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Figure 4.1: Principal Component Analysis of SQLi payloads.

scanners, share similar features in a dense distribution.

It is unlikely that all legitimate payloads are captured in this distribution, as there is a large
space left unexplored. We hypothesise that in this space there are alternative payloads that

lead to SQLi. An effective exploration of payloads would find these points.

Note however, that not all points in the latent space of Figure 4.1 correspond to legitimate SQLi
payloads, as they must also conform to the syntax requirements of SQL. Yet, it is unlikely that
all legitimate payloads have been found, an effective exploration of this space would find these

points, finding alternative payload structures.
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4.2.2 Existing Scanner Methods

While research has been conducted to detect SQLi using traditional fuzzing paradigms, popular
static analysis methods such as constraint solvers are unable to solve the different type of
constraints precisely, leaving behind a high number of false negatives and false positives [179,

196].

As we have seen in Section 3.2, vulnerability scanners are commonly used to find injection vul-
nerabilities, including XSS and SQLi. Indeed, they share many of the same limitations, which
we briefly outline here. Scanners such as Wapiti, and Arachni [169] use a small number of simple
payloads, and do not mutate them, offering no dynamic payload generation methods to bypass
sanitisation. While Sqlmap [56] is seen as a “gold standard” for finding for SQLi, it doesn’t
focus on generating diverse payloads, instead focusing on breadth of functionality, offering a
number of different configurations such as type cast, false positive, and length constraint detec-
tion. Whilst payloads in Sqlmap are generated by a rule-based system or automaton, Sqlmap
is not able to tailor generation to specific targets, limiting payload diversity. Furthermore, it

only considers a small set of anti-sanitisation methods (e.g. for addslashes of PHP).

4.2.3 Challenges of Using RL for SQLi

We have seen in Chapter 3 that RL is able to search over the large space of HTML and
JavaScript to find vulnerabilities. However, using RL to develop SQLi payloads comes with
its own set of challenges, especially when we wish to give a single agent more agency over the

payloads.

Given the sparsity and uneven distribution of SQLi payloads, it is difficult to develop automata
or heuristics to adequately cover their diversity. An RL-based solution could tailor its strategy
to individual test cases, thus efficiently generating diverse payloads. However, there are several

challenges that must be overcome.
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Interaction with the Web Application and Database

We develop our approach as a grey-box problem. This differs from the methodology of the
previous Chapter which treated the web application in a black-box setting to find XSS. This
is for good reason, as SQLi can manifest in different ways from XSS, as we have discussed, the
blind SQLi variant does not even display through a web application, but requires side channel
information. This approach limits the solution we could develop due to the lack of available
feedback. It would be challenging to determine success or failure of the payload, let alone the

possibility of progressive knowledge.

Yet, similar to what we have seen in the previous chapter, it is unclear how an RL agent
should interact with a web application. However, this time we are searching for SQLi, and
must additionally consider the database, and DBMS, used. It is difficult to design a general
environment where an agent is able to interact with different web applications and DBMS. In
prior work from Erdédi [71] this challenge was not fully explored, only using RL in contained

environments and not on real web applications.

Thus, we will use the SQL logs from the DBMS to provide the level of progressive information
to learn from. In this way we can remain black-box to the web application source code in
the same way as in Chapter 3, i.e. we can’t directly see the sanitisation code. Yet, we are
grey-box to the server-side infrastructure, so we can observe the effect of any sanitisation. This

is detailed further in Section 4.3.

Maximising Information Usage

Similarly to the previous Chapter the agent must have an understanding of the structure and
syntax of the current payload so that it knows which mutations, or actions, to take. How the
agent observes this payload will dictate how the agent performs. The question is how to provide
this information in a meaningful and concise manner. In prior work, this has been captured
by a set of manually defined features about the payloads themselves [71, 153]. While domain

knowledge is often useful for RL, each set of bespoke features will impact the agent differently,
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and may not contain enough meaningful information. For example, traditional features would
struggle to relate the presence of an SQL keyword with the position where it occurs. Hence,
we face a challenge of how to maximise the usage of information about the payload we are

generating and the whole SQL query we are trying to exploit to improve the learning process.

In the previous Chapter we used a tokenised representation of the payload to avoid this. How-
ever, this still has limitations of a fixed length input, and may not capture all the information
we may require of the payload. In this Chapter we will more fully explore the way in which we

can best utilise alternative representations of such data.

Generating New and Diverse Payloads

The agents in previous work [71, 153], and indeed in the previous Chapter all use a fixed action
space. The reasoning behind this is due to the difficulty in adapting to new actions. The
use of neural networks in Deep RL also adds to this issue due to their (often) fixed length

outputs [36, 83, 86, 118, 122, 153, 159, 160].

With a fixed action space, useful payload-generation tasks such as matching the number of
open parentheses in an expression can only be done by relying on nondeterminism, which has
a high performance cost. This approach was taken in Chapter 3, by providing an action that
inserts a pre-existing escape string. In doing so this removes some of the control from the agent,

abstracting the problem and hindering the amount the agent can do.

Using a dynamic action space, an agent can modify a payload at specific meaningful points.
For example, consider the query snippet WHERE (x=1 AND y='$input') LIMIT 1. A typical first
attempt at exploiting the query would be the payload ' OR 1=1 --, which fails because of
unmatched parenthesis. An agent with a dynamic action space could learn to insert ) directly
in the right place to prevent the error and obtain results from the query, using payload ') OR

1=1 —-.
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4.3 An Environment for SQL Injection

Having motivated the problem and discussed the challenges around finding SQLi, we can now
begin to design and detail the environment in which the agent can interact with the web
application and DBMS. This environment encompasses all mechanisms that perform concrete
changes to the payload based on agent actions, submitting payloads to the web application,
returning observations and rewards to the agent. It also handles crawling the web application
to find possible SQLi targets. Hooking into the SQL database we are able to provide feedback

on possible targets, further allowing the agent to learn how to tailor SQLi payloads.

Similar to the previous Chapter we will reformulate the SQLi payload generation problem into
separate RL games. However, this time the games will be played by a single agent, in an
attempt to test the ability of an RL agent to find payloads when it has the complete generation

strategy at its disposal.

These games are described below:

o Context FEscape consists of escaping the intended context of the input in the SQL
statement, similar to Chapter 3. The goal is to create a payload that executes as SQL
as discussed in Section 4.2.3, thereby reducing false negatives. This is challenging as
payloads must be syntactically correct conforming to the correct SQL syntax, and they
must do this in the variety of different contexts in SQL. The key element of this game is
to have agents implicitly learn and correct the SQL syntax. Examples of SQL contexts

are shown in Examples B - D in Table 4.1.

e Behaviour Change consists of changing the behaviour of the SQL statement to cause
unintended functionality. In SQLi this can be either a change in the output of the query,
or a manipulation of the database or its data. Such behaviour raises concerns over data
privacy, integrity, and availability, by manipulating data. To prevent any damage on the

target, SQIRL demonstrates SQLi with a SLEEP statement as proof-of-concept.

o Sanitisation Escape is triggered when trying to solve the first two games. When a web
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Figure 4.2: SQIRL architecture. RL agents (green) compute the mutation of the current payload.
The N federated Local Workers (purple) train different agents to gather experiences for the
global agent. Environment elements that interact with the web application (blue) then find
input locations, submit payloads in requests, and monitor the database for successful injections.

application changes the payload and prevents it from being effective, SQIRL must attempt

to escape sanitisation by replacing the affected statement with a semantic equivalent one,

an approach that is limited in existing scanners (see Section 4.2.2).

We previously formed this as two separate games to be solved in a hierarchical fashion. Yet,
here we have a single agent perform all games. This is for two reasons, first by having a single
agent play these games it will learn a more complete, and combined strategy than separate
agents. Second, having three games makes the interaction between the games more complex.
Where each game can go to any of the other games, as shown in the transition function in
Algorithm 4.1. This moves the SQLi games into the realm of multi-agent settings, making a

hierarchical approach unsuitable.

Crawler

We start by designing the Crawler, which follows much of the same behaviour as defined
before: recursively looking for anchor tags and URLs within the same domain, queuing them

for exploration. On each web page, the Crawler finds two types of possible input: forms and
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dynamic URLs. In each input, it injects a unique token that is searched for by the SQL Proxy
component, to identify unique input-output combinations that correspond to interaction with

the web application database.

As this work is focused on SQLi payload generation, we consider an exhaustive search of the
input injection space beyond the scope of this work. Our crawler implementation is thus based
on the Black Widow crawler [74]. We implement this as described by Eriksson et al., but
extend to increase the attack surface analysed by SQIRL. In particular we capture dynamic
AJAX requests. These asynchronous requests can be initiated by the browser, but not result
in a page transition. Using these requests means information can be sent to the server without
interrupting the crawling and testing. We also integrate the crawler with the new SQL Proxy
component, to detect the unique tokens injected in each input without relying on information

leakage on a web page, extending our coverage to blind injections.

SQL Proxy

As we have previously stated, we want to maximise the information we that the agent can
use. By doing so we aim to provide an RL agent with the means to develop its strategy,
while reducing potential bias from domain knowledge [115]. As a result, we have introduced
a grey-box model to give more accurate feedback on a payload. We treat the web application
ecosystem as grey-box, but black-box to the underlying source code. This avoids the limitations
of automated vulnerability detection methods based on deep learning or static analysis that

lead to low true positives, and high rates of false negatives [111, 282].

We leverage this grey-box information in the form of an SQL Proxy, which acts between the
Payload Control Module and the database. It retrieves an SQL statement from the database
log files which contains the unique token present in the current payload, or reports if an error
occurred. The SQL Proxy is used for the crawling and fuzzing phase of SQIRL. To reduce
redundancy in the fuzzing effort, the SQL Proxy removes duplicate statements, and if multiple
SQL statements exist containing the unique token, it selects the one most similar to the original

SQL statement triggered during crawling.
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Algorithm 4.1: The transition function used to compute the reward, termination condition,
and next game.

Function transition(e;, payload, step, maz_step):
done = False

step++

if et ==

if behaviourChanged(payload):
r=20

done = True

elif santitised(payload):

game = sanitisation_escape
r=-1

elif escapedContext (payload):
game = behaviour_change
r=-1

else:

game = context_escape
r=-1

else:
game = context_escape
r = -1

if step == maz_step:
done = True
return r, done, game

State

A state at time t is made of three different components: the payload injected at t — 1; the SQL
statement that has been extracted from the SQL Proxy at time ¢ — 1 (in the case of an error
and no new SQL statement, we use the one captured at ¢ — 2); and a bit e to flag if there was
a SQL error at the previous time step. To reduce stochastisity in learning, reduce the space of
possible states, and encourage generalisation the payload and SQL statements are converted
into a generic form: string and integer values are replaced by the generic tokens STR and INT,

respectively.

In practice this generic form of the payload will be represented as tokens in which we can
perform the concrete actions from the agent, as discussed in the Payload Control Module.
While the payload is represented as tokens to perform actions, it will be converted to a fixed
length vector by the SQIRL worker agents. This follows from the discussion in Section 4.2.3 so

that we can maximise information usage, we will describe this process further in Section 4.4.1.
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Extrinsic Reward

In order for SQIRL to have knowledge of how the payloads it is generating perform, we define
a reward function that motivates finding SQLi vulnerabilities. Our handcrafted, or extrinsic,
reward is designed to have the agent progress through the three games to reach a legitimate
vulnerability. We base this on the standard sparse reward function used in RL, where agents
are only rewarded for completing the final objective. However, we use negative rewards to

incentivise the agent to find legitimate payloads as quickly as possible [275].

The transition function used to compute the extrinsic reward is shown in Algorithm 4.1. If
no error occurs, we detect if the payload changed the SQL behaviour, triggering the successful
termination condition and rewarding 0. For instance, if a SLEEP keyword is injected and is
unsanitised outside of the intended context it would be a legitimate SQLi payload. Otherwise
this provides a reward of -1 if the payload: 1) fails to escape the context, 2) is sanitised, 3)
doesn’t change the behaviour of the executed SQL, or 4) results in a SQL syntax error. The
behaviourChanged, sanitised and escapedContext conditions in the transition function are

implemented as syntactic checks and regular expressions.

Payload Control Module

In SQIRL the Local Workers, or workers, interact with the web application via the Payload
Control Module (PCM). First, the PCM translates an action from a worker into a concrete
payload, and injects it into the web application. Then, it computes the resulting state and the

reward, and feeds them back to the relevant agent.

To generate concrete payloads, the PCM uses a vocabulary of tokens dependent on the current
objective of SQIRL. Tokens can be found in Table 4.2. Tokens are curated using existing
payloads found in the literature [11, 320] and a popular GitHub SQL payload list with 809

unique SQLi payloads, 5000 stars and 1,200 forks at time of writing [278].

We split actions into three categories corresponding to each game. During each game the actions

associated with that game are provided to the agent. By doing this we reduce the number of
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Table 4.2: Token space used for SQL payload and statements. SQIRL actions are shown in
white, grey for SQL representation.

Whitespace obfuscation

AND obfuscaion

Char token

Sanitisation Escape
(token operation)

Concat token

() becomes (\**\)

AND becomes &

CHAR (TOKEN)

CONCAT (' TOKEN_PART _1', 'TOKEN_PART_2')

Action Type Action Example Tokens Description
Comma R
Comment #,-, convert # to - Comments at any location
Comment tokens # TOKEN_TO_COMMENT Comment out specific tokens
Conditional 1=1, "wdd" = "wq" A conditional statement
E‘;ngﬁg;sh) 351bf115b49fdc38b92600482000¢9cd gﬁ‘;’fﬁoﬁb;:h‘m step counter
Keyword SELECT, OR SQL Keywords
. Number 1.0,2 Number tokens as Float or Int
Basic Tokens :
. Operator > => /% Logical Operands
(addition, removal) .
Paranthesis ), (
Quotes e
Statement SELECT * FROM Users WHERE SLEEP(0) Complex SQL statements
. Abstract strings present in the
String red” SQL statemen% t(I)) a simpler form
Whitespace ) A whitespace token
Hex 0x12A Hex characters
AND AND SLEEP(0) SQL AND statement
Behaviour OR OR SLEEP(0) SQL OR statement
Changing IF IF (1=1) THEN SLEEP(0) ELSE SLEEP(10) SQL IF statement
Tokens UNION UNION SELECT * FROM Users WHERE SLEEP(0) SQL UNION statement
(addition, removal) WHERE WHERE SLEEP(0) SQL WHERE statement
SLEEP SLEEP (0) SQL SLEEP statement
Keyword random capitalistion SelECt Randomly capitalise letters in

all selected Keyword

Convert all whitespace elements
in the payload to comments
convert all AND tokens to &
Convert the selected token to its
numeric ASCII representation and
include it in a CHAR operation
Split the selected token in two
parts then include in a CONCAT
operation

actions an agent can take, and by extent the state-action search space. Yet, this still allows a

single agent to control the overall strategy across all games. These actions are categorised as:

o Context Escape: Add or remove basic tokens such as ', # , 1=1, SELECT from the payload.

o Behaviour Change: Add or remove behaviour changing tokens such as AND SLEEP(O0),

WHERE SLEEP(0), OR SLEEP(0) from the payload.

o Sanitisation Escape: Alter existing payload tokens, for example by keyword capitalisation

(SeLect), char token (CHAR(20)), and commenting out white space.

Each of the Context Escape and Behaviour Change tokens can be inserted at any point in the
payload. Each of the tokens can also be removed at any point in the payload. This allows SQIRL
to search the entire payload space for valid payloads: as tokens can be inserted at any point,

there is an infinite number of payloads that SQIRL can create. In practice, SQIRL will learn to
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search this space for patterns in the payloads, and tailor payloads to each injection point. The
tokens present in Table 4.2 are also used to represent the payload and SQL statement for input
into the autoencoders of SQIRL. Greyed tokens are used only for representation, and not for
actions. One advantage of our token structure is that the concrete actions on the payload can
be changed depending on the specific SQL syntax, allowing for even greater coverage between

the different SQL dialects (e.g. PostgreSQL and MySQL) without having to retrain SQIRL.

After forming the concrete payload, the PCM sends it to the relevant input of the web applica-
tion and receives the new SQL statement executed from the SQL Proxy. The PCM then uses
the transition function in Algorithm 4.1 (described in Section 22) to determine the next game,

the termination condition, and the extrinsic reward for the payload.

To generate a payload, SQIRL takes a series of actions or steps in an episode to mutate the
payload until a vulnerability has been found, or the max_steps termination condition is reached.
When this occurs, the PCM resets the payload to the empty token (‘’), generates a new state,

and sets the game to Context Escape.

4.4 The Sqirl Agent

We describe here the overall deep learning architecture of the SQIRL agents, both the Local
Workers and the Global Agent. This agent has been designed to leverage complex SQL state-
ments and payloads seen in training to pool diverse experience to improve learning, efficiency,

and generalisation.

4.4.1 Local Worker

The Local Worker is the core of SQIRL, containing the logic to handle actions, states, and
perform the main learning tasks. Local workers in SQIRL are functionally similar to those used
in HAXSs, as they each interact with their own instance of the environment to gather diverse

experiences to be used in a global buffer.
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Table 4.3: Context Free Grammar used to generate MySQL statements. Blue indicates termi-
nals.

1 root: (select_stmt | update_stmt)
2 select_stmt: ('SELECT', selectable, (where_cond | having_cond), (order_by

| join_stmt), (connector | union_stmt), limit_stmt)
3 union_stmt: ('UNION', select_stmt | '')
4 update_stmt: ('UPDATE', selectable, 'SET', where_cond, join_stmt)
5 where_cond: ('WHERE', var, bool_op, var)
6 having_cond: ('HAVING', var, bool_op, var)
7 order_by: ('ORDER BY', var)
8 join_stmt: ('JOIN', join_op, var)
9 join_op: ('CROSS JOIN' | 'FULL OUTER JOIN' | 'HASH JOIN' | 'INNER JOIN' |
'"LEFT JOIN' | 'LEFT OUTER JOIN' | 'OUTER JOIN' | 'RIGHT JOIN' | '
RIGHT OUTER JOIN')
10 connector: ((' AND', (select_stmt | update_stmt))| (' OR', (select_stmt |
update_stmt))| (' XOR', (select_stmt | updata_stmt)) | '')
11 selectable: 'x' | 'COUNT(', var, ')' | 'ABS(C', wvar, ')' | 'AVG(', wvar, ')' |
'"FLOOR(', var ')' | 'MAX(', var, ')' | 'BIN(C', var, ')' | 'MIN(C', var,
'>' | 'sTtD(', var, ')' | 'STDDEC(', var, ')' )
12 bool_op: ( '==' |['I=)" | ') )Y | =) | '>=)'" | 'IN' | 'BETWEEN')
13 1limit_stmt: ('LIMIT', INT | '"')
14 wvar: (INT | STRING)

Representation Learning

In Section 4.2.3, we argued in favour of representing SQL statements and payloads in a way that
captures the inter-dependencies between tokens. Since SQL statements and payloads have no
fixed size, we use Gated Recurrent Unit (GRU) autoencoders, which are designed to represent
variable length sequences and the semantic relationship between their elements. GRUs have

been shown to outperform other recurrent neural networks (RNNs) in web testing tasks [245].

Tokenising and one-hot-encoding techniques also capture dependencies, but rely on fixed length
inputs. Clipping payloads and SQL statements to a fixed length introduces noise or discards
information valuable to the action-selection process, making such techniques unsuitable. By

using GRU models we are able to learn a fixed length representation of variable length data.

We use separate autoencoders for representing SQL statements and payloads, as we expect
them to learn different latent representations for the same tokens (for example, ‘'’ will have

more significance in the latter, and will not appear there in matched pairs).

Starting from the generic representation of the payload and SQL statement, we convert them
into sequences of tokens from Table 4.2. Each autoencoder takes as input a token at a time.

The first layer produces as output an 800-float vector for the SQL statement, and of 280-float
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vector for the payload. These are then fed into the respective GRUs together with the output
of the GRUs on the previous tokens of each sequence. The output of each GRU is a 1024-
float vector. Using a reconstruction loss, we train the autoencoders in a self-supervised way to

reconstruct their inputs (the SQL statements, or the payloads).

To train these models we generate a dataset of 100,000 samples for each autoencoder. Each
payload is generated by taking 30 random actions. MySQL statements are generated using
the grammar in Table 4.3. Through the process of training, the autoencoders learn to recreate
the input data. When running SQIRL, the autoencoder outputs and the state error bit e; are

concatenated, yielding a state of 2049 features.

The use of autoencoders provides SQIRL with an automated feature set that represents the
payload in the latent space, avoiding the pitfalls that RL agents can fall into from manual
features, such as difficulty learning [88], learning an incorrect policy for the task [15, 316], or

exploiting unintended mechanics [125, 316].

The features are then extracted from the autoencoders and input into a DQN. We saw in the
previous Chapter that the DQN architecture outperformed other architectures as the off-policy
nature of DQN is more data efficient than alternative RL algorithms such as A2C [189] or
PPO [251], which discard data after each update, requiring longer training. Tabular Q-learning
was considered, but it is infeasible to handle the large number of states resulting from our

formulation of the SQLi game.

Action Ranking

In SQIRL, the number of possible actions increases with the payload length, as tokens can be
added or removed from any location within the payload. For example, at time t = 0 there
is only the possibility to add a token at one location, hence 27 possible actions. At ¢t = 1,
assuming the payload is not sanitised, there is the possibility to add tokens before or after the

previous token, or remove the previous token, hence there are 55 possible actions.

The traditional DQN architecture computes a Q-value for each action as the output, selecting
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the action with the highest value. Due to the dynamic action space of SQIRL, we are unable
to use this same mechanism. Instead we alter the DQN architecture to compute a Q-value
one action at a time. We do this by taking the available actions at the current timestep and
converting these into a set of action representations, via the Action Interface in Figure 4.2.
These representations consist of a 4-tuple that includes: the action number, indices of where
the action would mutate the payload (e.g. placing # at index 4, or keyword capitalisation from

index 4-9), and action class type (e.g. Comment or Operator).

We are thus able to compute Q-values for a variable number of actions and select the action
with the highest associated Q-value as the mutation to perform on the payload. This allows
SQIRL to take dynamic actions to generate payloads, going beyond the state-of-the-art practice

of using a pre-existing formula, a grammar, or a set of payloads.

Intrinsic Reward

In the previous Chapter we used an intrinsic reward for its ability in making agents ‘curious’
in finding new states. Thus, we similarly use RND [32] to generate an intrinsic reward, which

encourages the Local Workers to take different actions and find new states.

The RND is implemented by associating to each Local Worker a Target and a Predictor neural
networks. A Local Worker feeds a state s; to both, and over time the Predictor learns to predict
the output of the Target. The intrinsic reward is computed as the loss between the outputs of
the two networks, and is bound between 0 and 0.7 (see Table 4.5 for the hyperparameter search

details.).

4.4.2 Global Agent

Once more we also use worker agents in a vertical federation to accelerate learning. The intuition
is that we want to harness different experiences that agents gather from their independent
interactions with the same target. To do so, we create a Global Agent containing a global

policy, and several Local Workers with their local policies. Each of the workers is able to
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Table 4.4: SQL statements and sanitisations used in the SMB where tasks increase in difficulty.
Tasks 1-20 are used for training SQIRL. Tasks 1-30 constitute the positive class for the SMB
benchmark.

Task SQL Statement Sanitisation
1 SELECT * FROM users WHERE name=INPUT -
2 SELECT * FROM users WHERE name='INPUT' -
3 UPDATE users SET pass ='pss' WHERE (name='INPUT') -
4 INSERT INTO ‘users‘ (‘name‘, ‘pass‘) VALUES ('INPUT','INPUT') -

5 SELECT * FROM users WHERE name='INPUT' LIMIT 1 -
6 SELECT * FROM users WHERE name='INPUT' group by ‘user® -
7 SELECT * FROM users WHERE name="INPUT" -
8  SELECT count(name) FROM users group by ‘INPUT‘ -
9  SELECT count(name) FROM users group by INPUT -
10 SELECT count(name) FROM users group by ('INPUT') -
11 SELECT * FROM users WHERE name=(INPUT) -
12 SELECT * FROM users WHERE name=‘INPUT‘ group by ID -
13 SELECT MIN(name) from users GROUP BY id HAVING id=INPUT -

14 SELECT * FROM users WHERE id = INPUT MySQLi real_escape_string

15  SELECT * FROM users WHERE id = INPUT Filter capitalised and lowercase SQL keywords
16 ~ SELECT * FROM users WHERE id = ('INPUT') Filter capitalised and lowercase SQL keywords
17 SELECT * FROM users WHERE id = ('INPUT') Filter out spaces

18  SELECT * FROM users WHERE id = ('INPUT') Escape all AND keywords

19  SELECT * FROM users WHERE id LIKE 'INPUT' Filter capitalised and lowercase SQL keywords
20  SELECT * FROM users WHERE name='INPUT1' OR name='INPUT2' OR name='INPUT3' LIMIT 0, 1 MySQLi real_escape_string on inputl and input3
21  UPDATE users SET name='name WHERE id = INPUT CVE-2020-8637

22 UPDATE users SET name='INPUT1' WHERE id = INPUT2 CVE-2020-8638

23 SELECT * FROM users WHERE name LIKE 'INPUT' CVE-2023-30605

24  SELECT * FROM users WHERE name=INPUT CVE-2023-24812

25  SELECT * FROM users WHERE (id=INPUT1 AND name='INPUT2') CVE-2020-8841

26 SELECT * FROM users WHERE id='INPUT' LIMIT O, 1 Remove all inputs containing AND

27  SELECT MIN(name) from users GROUP BY id HAVING id=('INPUT') Filter capitalised and lowercase SQL keywords
28  INSERT INTO ‘users‘ (‘name‘, ‘pass‘) VALUES ('INPUT','INPUT') Filter out spaces

29  SELECT * FROM users WHERE id LIKE "}INPUT)" LIMIT O, 1 Escape all AND keywords

30 SELECT * FROM users WHERE id LIKE (("%INPUT%")) LIMIT O, 1 Escape all AND keywords

interact with its own instance of the PCM, keeping the objective dynamics separate as the
agents execute separate payloads in parallel. This knowledge is then aggregated every 20
episodes by averaging the neural network weights of the workers into the global policy which

in turn updates the workers individual weights.

4.4.3 Training

As a source of examples to train SQIRL, and as a basis for comparison with other scanners, we
create a novel SMB. The 30 vulnerable samples cover a didactic and realistic range of different
SQLi contexts and sanitisations, and are drawn from CVEs and established sources [49, 216,
232]. For each vulnerable sample, we also add to the benchmark a non-vulnerable version of the
same injection point, where we parameterise the underlying query and sanitise each parameter.
We implement the SMB as an easy-to-crawl PHP web application which reflects the user input

in the response web page, so that a crawler can find the test input it submitted.

We used the 20 easiest vulnerable samples to train SQIRL, and we left the harder 10 as a test



4.4. The SQIRL Agent 111

Table 4.5: Hyperparameters used to train the components of SQIRL. We performed a grid
search on these values to optimise each model separately.

Model Value Min  Max Step Range Selected
e decay 0.999 0.9999 0.0001 - 0.9999
€ minimum 0.1 0.5 0.1 - 0.2
€ start 0.9 0.5 0.1 - 0.7
Intrinsic reward
DQN limit - - - [0.1,0.3,0.7, 0.9] 0.7
Batch size 124 2,048 %2 - 512
learning rate 107* 60°* 107* - 504
Q-policy update (episodes) - - - [1, 5, 10, 20, 40] 20
(1024-512),
ifz‘}’f;t’f;ure - - - (2048-1024-512), (2048-1024-512)
(4096-2048-1024-512)
learning rate 107 90~ 1074 - 1074
Autoencoder Eilzied feature i ) i 110,000,1024,5012] 1,024
Batch size 124 2048 X2 - 512
Federated . .
RL agent Client Aggregation Rate - - - [10,20,40,80] 20

set to demonstrate its generalisation ability to novel examples not seen during training. During
testing, we include also the 30 non-vulnerable samples to estimate false positives. The training
set contains multiple sanitisations and a variety of different contexts, and SQIRL can learn the

value of all actions in its action space. See Table 4.4 for the SQLi statements and sanitisations.

We conduct training and experiments on a 64GB Intel i7 CPU. For each sample, we train until
SQIRL is able to produce 14 valid payloads in the last 20 episodes, or until the maximum of 200
episodes is reached. Each episode consists of up to 30 steps (each corresponding to a fuzzing
request). Random actions are taken according to an e-decay policy to ensure exploration of the
payload space. This is to balance the policy of an agent to produce valid payloads, and the
stochasticity of e taking random actions. We use 4 worker agents for training. A grid-search
was conducted on the individual components of the workers to select hyperparameter values,

details of which can be found in Table 4.5.
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4.5 Evaluation

In our evaluation we aim to improve on the methodology of the previous Chapter, evaluating
SQIRL extensively. Our evaluation compares SQIRL to 5 state-of-the-art scanners on the SMB of
Section 4.4.3 and on 14 production-grade web applications. The primary performance measure
is the ability to find SQLi vulnerabilities (true positives). The high volume of traffic generated
by automated web fuzzing tools is considered one of their main shortcomings, alerting defenders
that an attack is taking place. Moreover, if a scanner needs fewer requests than another
to exploit the same injection point, it can be considered more ‘intelligent’ [39]. Hence, our
secondary performance measure is the number of fuzzing requests sent (excluding crawling
requests). Finally, we also report average run time, although broadly speaking the total time,

running in minutes at most, is not a significant concern for vulnerability scanning.

4.5.1 Experimental Setup

We compare SQIRL against a number of state-of-the-art scanners. We select Sqlmap v1.6, an
open source SQLi-specific scanner with 24.6k stars on GitHub, also included in the Kali Linux
distribution popular with penetration testers. We further select 4 general security scanners
with SQLi functionality: OWASP ZAP v2.11.1, BurpSuite Pro v2022.6.1, Arachni v1.6.1.3,
and Wapiti 3.1.2. Whilst we would have liked to compare with existing academic scanners for
black-box detection of SQLi, the implementations of these are not available or incomplete [6,
164, 173, 245, 301]. Comparing with a hierarchical architecture of games and agents, similar
to Chapter 3, is challenging as the three games can transition to any other depending on the
criteria triggered, with no clear hierarchy. Such a problem formulation would create a multi-
agent problem rather than hierarchical. Furthermore, this Thesis aims to show different ways
in which RL can be used to solve key problems in web application security testing. Thus,
implementing a hierarchical approach to the SQIRL architecture is more of an engineering

overhead adding minimal insight to that from Chapter 3.

During testing, we modify SQIRL by halving the learning rate, and reducing the rate to take
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Table 4.6: Comparison of SQIRL against state of the art scanners on the SMB. Dark solid bars
(red) emphasise poor performance, light bars ( ) emphasise good performance. Spurious
Positives are TPs deemed invalid after manual analysis.
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built-in v - 86.9 98.7 1.2 10 21 9 7 23
ZAP advanced v - 7760.1 8208.4 61.1 0 0 30 9 21
built-in X - 99.8 100.6 1.4 22 22 8 8 22
advanced X - 8031.9 8208.4 66.2 0 0 30 9 21
Sqlmap v - 2234.5 4524.5 148 0 0 30 13 17
X - 2212.5 4533.2 145 0 0 30 F13 17
BurpSuite v - 220.5 234.3 47.1 0 0 30 8 22
X - 279.5 279.0 46.9 0 0 30 F13 17
Arachni - v 117.7 121.5 17.8 0 0 30 0 30
X 121.3 121.6 17.2 0 0 30 30 0
Wapiti - v 23.8 35.0 1.0 0 0 30 9 21
X 35.1 34.6 1.9 0 0 30 30 0
Rand-SQIRL - - 92.9 300.0 5.7 0 0 30 8 22
SQIRL - - 24.8 300.0 65.5 0 0 30 0 30

random actions to 0.1, using the same decay. This places greater emphasis on the learnt policy
but still allows for exploration of new states. We allow SQIRL a maximum of 10 episodes per
parameter tested, relying on its ability to discover payloads quickly, and limiting unnecessary

attempts for non-vulnerable inputs.

As an additional fuzzing baseline, we use a random version of SQIRL, called Rand-SQIRL. This
version uses the same action space, and constrained games as Sections 4.3 and 4.4. As in
Chapter 3, this provides an important point of comparison to understand to what extent the

RL component of SQIRL can learn to effectively use the action space.

Finally, we run each of the scanners for a maximum of 3 hours to ensure consistency in the

scanning. We report scanner configurations in Table B.1 (Appendix B).

4.5.2 Comparison on SQLi MicroBenchmark

In this experiment we investigate the performance of SQIRL and the state-of-the-art scanners of

Section 4.5.1 on the SMB of Section 4.4.3, consisting of 30 different examples of SQLi (positives),
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which use a variety of different contexts and sanitisations, and their 30 fixed variants (negatives).

Sqlmap, ZAP, and BurpSuite can benefit from receiving the SQL query result in the web
page as feedback. Arachni and Wapiti instead can benefit from seeing on the web page the
exception trace caused by malformed queries. We test each of these scanners twice: in the
default configuration of the benchmark (reflect input only), and with the additional beneficial
output (query results or exception trace, as needed). ZAP can use its built-in SQLi plugin, or
use an advanced plugin to improve performance: we test it in both configurations. Table 4.6
shows the aggregate results of this experiment. The key performance metric is the number of
vulnerabilities found (TP). SQIRL and Arachni are the only scanners able to find all the 30
vulnerabilities. BurpSuite, Rand-SQIRL (22), ZAP-advanced and Wapiti (21) find two-thirds

of the vulnerabilities, and Sqlmap (17) finds half.

Wapiti and Arachni (0) are ineffective when the exception trace is not shown on the page,
indicating that their performance on production web applications may suffer. Sqlmap does not
appear to leverage the feedback, as it finds 17 injections irrespective of feedback. Rand-SQIRL

and SQIRL need neither feedback nor exceptions, as they leverage the SQL Proxy information.

ZAP-built-in suffers from a high percentage of FPs (two thirds). Moreover, upon manual
inspection, it turns out that most of its TPs (10 with feedback, 22 without) are spurious. This
is due to tests which, on certain inputs, fail to verify the presence of SQLI, yet lead ZAP to
report SQLi. A concrete example is a test that compares the page output length after injecting
two payloads, expecting that the first would cause the query to return some results (ZAP'
OR '1'='1' -- ) and that the second would not (ZAP' AND '1'='2' --). The injection fails
(say single quotes are sanitised), but ZAP thinks it succeeds, because it mistakenly detect a

difference in page size due to the reflected (ineffective) payloads.

The average number of requests per vulnerable input measures how ‘intelligent’ a scanner is,
in terms of using effective payloads instead of brute-force. Wapiti and SQIRL, with less than
25 requests, are the most effective. Wapiti leverages a curated set of 35 payloads, and SQIRL
benefits from the use of RL (Rand-SQIRL takes 4 times as many requests). Thanks to its small

set of payloads, Wapiti is also the scanner that uses fewer requests to detect a TN, as the
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Table 4.7: Comparison of SQIRL and state of the art tools, on production grade web applica-
tions.

Tool Average Requests | Average \Jzoéiijiis: B2evolution Soz_llce eeszl(ilzzter i?;i:;;?;i Total
per Vuln Input ' Time (s) -

| | | FP FN TP|FP FN TP|FP FN TP |FP FN TP |FP FN TP
ZAP (bulit in and advanced) 4414.0 452.5 5 4 4 0 1 0 0 2 4 0 1 17 |5 8 25
Sqlmap 2280.5 778.2 0 1 710 0 1 0 4 2 0 6 12| 0 M1 22
BurpSuite 211.0 276.6 0 3 5 0 0 1 0 1 5 0 9 9 0 F13 20
Arachni 720.0 446.8 0 6 2 0 1 0 0 1 5 0 5 13| 0 [Fu3 20
Wapiti 30.0 63.1 0 7 1 0 0 1 0 6 0 0 14 4 0 27 6
Rand-SQIRL 475.0 133.1 0 0 8 0 0 1 0 0 6 0 1 17| 0 1 32
SQIRL 111.1 159.2 0 o0 8 0 0 1 0 0 6 0 0 18] 0 0 33

other tools give up finding a vulnerability after a higher number of attempts. Sqlmap’s rule-
based approach shows some effectiveness in payload generation, in that it takes half as many
attempts in exploiting a vulnerable input than in exhausting a non-vulnerable one. ZAP-

advanced instead, with over 8k requests, seems to rely mostly on brute force.

In terms of time elapsed, the average time spent on an input varies between 1 second and 2.5
minutes. Simpler approaches, in terms of number of payloads (Wapiti), or design (Rand-SQIRL)

are faster than high volume (Sqlmap, ZAP-advanced) or intelligent scanners (SQIRL).

4.5.3 Comparison on Production Web Apps

In this experiment, we compare the ability of all scanners to find vulnerabilities in production
grade web applications. We select at random 10 open source web applications from a popular
repository [204], and 4 web applications with SQLi CVEs reported in 2021 with CVSS 3.1
scores more than 7.1. One of these is WordPress, for which we select 7 popular plugins with

more than 2k downloads. The list of selected applications and plugins is available in Table 4.8.

In order to avoid any bias due to the use of different crawlers, we test all of the scanners
on each input (URL and parameter) found by SQIRL, and we also let the scanners crawl the
entire web applications on their own, to verify that SQIRL’s crawler did not miss any addi-
tional vulnerabilities. We also provide each scanner the session cookie, to ensure they are
logged in. For ZAP, we enable both the built-in and advanced plugins. Table 4.7 reports the
results of the experiment on the 4 applications for which vulnerabilities were found. SQIRL

is the only scanner able to identify all of the 33 vulnerabilities. Arachni, which found all
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Table 4.8: List of Production Grade Web Applications

1. WordPress core v6.0 and plugins (Download Monitor WordPress V 4.4.4, WP User Fron-
tend 3.5.25, Sliced Invoices 3.8.2, Plugin Photo Gallery 1.5.34, Supsystic Ultimate Maps
1.1.12, WP Statistics 13.0.7, JoomSport)
B2evolution v7.2.3-stable
BBpress v2.6.9
Big tree CMS v4.4.16
Drupal v9.3.18
Joomla v4.2.0
Admidio v4.0
Gila CMS
9. Media wiki v1.38.2
10. Pbboard v3.0.3
11. Impresscms v1.4.4
12. WackoWiki v6.0.31
13. Sourcecodester E-learning System v1.0,
14. Sparks Hotel Management System v1.0

XN DO W

vulnerabilities in the SMB, found only 20 in production. A similar drop in performance is
observed in Wapiti, detecting only 6. This was expected as both scanners performed poorly
on the SMB without exception feedback, and production applications should not expose excep-
tion traces. For example, Arachni fails to detect the vulnerability CVE-2022-2489 in Source-
codester e-learning. The vulnerability is on a web page with a search bar, which internally
runs the following vulnerable query: SELECT * FROM posts WHERE body LIKE 'Y%USER_INPUTY'
AND courseCode='class101_a' ORDER BY id DESC. The search results are shown on the page
itself, and several scanners are able to find this vulnerability successfully. For example, Burp-
Suite uses the payload 41896576' or 1334=1334--. Arachni instead attempts payloads of the
form %TEXT"'‘-- which intentionally trigger an exception (due to the ¢ between the ' and the
comment). Since Sourcecodester does not reveal the exception on the page, returning instead

a default empty search result, Arachni fails to detect success, and reports an FN.

SQIRL has the lowest average number of requests (111) of any effective scanner. ZAP, which is
the third-best scanner with 25 TPs, requires 44 times more requests than SQIRL, takes 3 times

longer, and is the only scanner to produce false positives.

Rand-SQIRL finds 32 TPs, missing only one, but takes more than 4 times as many requests

as SQIRL, for a comparable execution time. Importantly, this shows the advantage of the RL,
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both in the context of SQIRL and web application security testing. RL is able to effectively
use the action space to generate diverse payloads, substantially reducing both the number
of requests required, and the variance in the payload discovery process. Indeed, SQIRL has
perfect performance in both experiments, whereas Rand-SQIRL had middling performance on
the SMB. The ability of SQIRL to identify in total 63/63 vulnerabilities with a low number of
requests, after being trained on 20 of them, shows that it has effectively learned, and was able

to generalise to new data.

Remarkably, 22 of the 33 vulnerabilities discovered by SQIRL are new zero-days in web ap-
plications or versions which had already been reviewed for vulnerabilities (the remaining 11
vulnerabilities), demonstrating that the present approach is practically useful and effective. We
have responsibly disclosed the new vulnerabilities in WordPress (CVE-2022-2717, CVE-2022-
2718), Sparks (CVE-2022-38918, CVE-2022-38919, CVE-2022-38920), Sourcecodester (CVE-
2022-38921), and B2evolution.

4.5.4 Distributed Learning Capability

SQIRL uses multiple worker agents which fuzz the same SQLi and reconcile their learning via
the global agent every 20 episodes. This could be considered the simplest case of federated
learning, a wertical approach. There does exist an alternative horizontal approach, where
workers interact with different environments [235]. We investigate if SQIRL could benefit from
applying the workers to different tasks (input targets, or even web applications), sharing their

experiences, in a potentially privacy-preserving way, as in traditional FL.

We therefore use federated RL using 4 Local Workers to interact with different, randomly chosen
SMB vulnerabilities. We call this variant FED-SQIRL. We assess its learning performance by
measuring the reward the workers receive. We compare with two baselines: a version of FED-
SQIRL that can take only random actions, and SQIRL with 4 workers using the same budget of

episodes (hence all workers train on the same vulnerabilities).

We show the experimental results in Figure 4.3. The random baseline shows significant variance,
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—— Random Fed-SQIRL — SQIRL
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Figure 4.3: Four federated workers of SQIRL fuzzing random targets of the SMB.

as expected, as each worker targets a training sample of different complexity. SQIRL shows
minimal variance, as it benefits from each worker targeting the same training sample. The
irregularity in the learning curve, corresponds to the switch to different training samples, where
learning ‘restarts’ and eventually stabilises. FED-SQIRL shows a significant variance in the
workers moving averages. This is due to the different SQLi that each worker is exploiting,
requiring the generation of different payloads. Yet, the incremental increase in the moving
average, and the gradual reduction of the variance around it, demonstrate that learning is still

happening, as the agents improve the quality of the exploits.

The significance of FED-SQIRL is that, with a small loss of performance from SQIRL, we can
distribute the learning across Local Workers which could be deployed across different organi-
sations, targeting proprietary web applications, yet mutually improving their SQLi detection

capabilities.

This Chapter has aimed to determine the capability of an RL model to perform a complete task:
generating SQLi payloads. Indeed we have shown with SQIRL it is possible for an RL model
to do this. While FED-SQIRL indicates the potential for a distributed learning system to find
injection vulnerabilities using RL. The application and utility of such a model is unclear. Future
work remains open to determine the performance of distributed models such as FED-SQIRL for

vulnerability detection.
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Table 4.9: Ablations of SQIRL on the SMB.

Avg Time (s)  Avg Requests

Agent Avg Cumul Reward SQLi Found per Vauln Input  per Vuln Input

Rand-SQIRL 585.6 22 5.7 91.9

DQN, 1-hot encoded 682.4 25 191.7 65.8

DQN, AEs 765.3 26 26.8 50.1

DQN, AEs, RND 799.1 30 31.1 41.8
SQIRL: Multi-Worker

DQN, AEs, RND 984.3 30 27.9 24.0

FED-SQIRL: Distributed 0177 99 99.7 33 0

DQN, AEs, RND

4.5.5 Sqirl Ablation Study

To measure the impact of the various design choices behind SQIRL, we here present an ablation
study of the model. We start from Rand-SQIRL, as described previously, and gradually intro-
duce and compare the use of RL, its enhancement with autoencoders (AEs) and RND, and the
use of the multi-worker architecture (SQIRL) and distributed learning (FED-SQIRL). Such an
ablation study is important to show the effect of introducing the autoencoder representation in

SQIRL, in addition to the other design choices.

We train each model on the SMB (Section 4.4.3) and challenge each to find its 30 vulnerabilities.
The results can be found in Table 4.9. We include the average cumulative reward, normalised
so that it is analogous to common RL practice, where greater positive reward implies better

performance. At time T, the reward is computed as follows:

T
Toum = »_ min(40 + r¢, 30) (4.1)

t=0

where r; is the average reward of the the workers in the episode ¢.

We observe that each improvement from Rand-SQIRL to SQIRL increases the number of vul-
nerabilities detected and decreases the number of requests necessary to do so, justifying its
introduction. RND improves the generalisation of the model, leading to an increase in reward
and reduction in number of requests. The AEs drastically reduce the average time. The multi-

worker architecture almost halves the number of requests used. Finally, the introduction of
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Table 4.10: Payload types and the scanners that can create them. We replace integers, strings,
and base64 with INT, TEXT, and BASE64; otherwise leaving the payloads the same. These payloads
are gathered from the experiments in Section 4.5. F denotes use of feedback, NF denotes no
feedback, and E denotes presence of exceptions.

ZAP Sqlmap BurpSuite Arachni Wapiti SQIRL
Payload Type Built-in F Adv. F Adv. NF F NF F NF E E
TEXT' OR '1'='1' —- v
TEXT%" - v
TEXT') UNION ALL SELECT CONCAT (HEX,HEX,HEX),NULL,NULL#
(SELECT * FROM (SELECT(SLEEP(5)))TEXT)
TEXT') AND (SELECT * FROM (SELECT(SLEEP(5)))TEXT) AND ('TEXT'='TEXT
TEXT') TEXT (SELECT (CASE WHEN (INT=INT) THEN HEX ELSE 0x28 END)) AND ('TEXT'='TEXT')
TEXT' RLIKE (SELECT * FROM (SELECT(SLEEP(5)))TEXT) AND 'TEXT'='TEXT
(SELECT * FROM (SELECT(SLEEP(5)))INT)
TEXT AND (SELECT * FROM (SELECT(SLEEP(5)))TEXT) v

AN NN NN

AR
<
AN

TEXT' UNION ALL SELECT NULL,CONCAT (HEX,HEX,HEX),NULL-- v

id=INT') UNION ALL SELECT CONCAT(CONCAT('TEXT','TEXT'),'TEXT'),NULL,NULL- TEXT v

(SELECT (CASE WHEN (INT=INT) THEN INT ELSE (SELECT INT UNION SELECT INT) END v
'+(select*from(select(sleep(20))) TEXT)+' v v
(select*from(select (sleep(20)))TEXT) v o/

\! v

INT or INT=INT v

and (select*from(select(sleep(20)))TEXT)-- v

INT' or INT=INT-- and INT' or INT=INT-- v

INT' or 'INT'='INT and INT' or 'INT'='INT v

' and INT=INT-- and ' and INT=INT-- v

TEXT\"' ‘—— v
INT!%4TEXT\""' ‘—— v
INT'=sleep(16)="' v

INT' and sleep(16)=' v

0 or sleep(16) # v

INT; ' " ( v
AND INT=INT AND INT=INT v

BASE64 AND SLEEP (0.0)

BASE64" And SLEEP (0.0)' AND SLEEP (0.0)#

BASE64) ' anD SLEEP (0.0))#

BASE64' aND s1EEp (0.0)#

BASE64' /**/&/+%//*x/SLEEP/*%/(0.0))#
BASE64/%/AnD/*x/ /+%/SLEEP/%x/ (0.0) " /*%/AND/*x/ /%*/SLEEP/**/ (0.0) #
BASE64 and sleep(0.0)

BASE64' & SLEEP (0.0)#

BASE64' AND SLEEP (0.0)-- --

BASE64'#

AN N N N NN

distributed learning introduces only a small performance cost, to the potential benefit of a

broader application scenario.

4.6 SQLi Payload Analysis

The payloads generated by scanners reveal insight about their general capabilities. In Ta-
ble 4.11, we display the different features that each scanner generated, including context escape
(comments, quote and parentheses) and sanitisation bypass (concatenation of parameters, cap-
italising key features, whitespace escaping, AND escaping). These are not exhaustive, as they
come from the payloads observed during the experiments in Section 4.5. We provide SQIRL

payloads in Listing 4.1, and payloads from all scanners in Table 4.10.

ZAP-built-in is only able to insert comments to clean up the SQL after the payload, even when

there is feedback on the page, generating two payload types. With the advanced plugin, it
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Listing 4.1: Generic representation of payloads generated by SQIRL.

BASE64 AND SLEEP (0.0)

BASE64" And SLEEP (0.0)' AND SLEEP (0.0)#

BASE64) anD SLEEP (0.0))#

BASE64' aND slEEp (0.0)#

BASE64 ' /**/&/**//**/SLEEP/*%/ (0.0) ) #

BASE64 /**/AnD/**/ /**/SLEEP/**/ (0.0)"/**/AND/**/ /**/SLEEP/**/ (0.0) #
BASE64 and sleep(0.0)

€ BASE64' & SLEEP (0.0)#

€D BASE64' AND SLEEP (0.0)-- --

€ BASE6a'#

escapes both single quotes and parentheses. Relying only on these features causes ZAP to miss
the most complex cases in the SMB and the real world web applications. ZAP tends to use
payloads that are similar in structure, with little variance. It is the only scanner to have payload
structure overlap with another scanner, Sqlmap, with two in common. Sqlmap is the only
scanner to use the CONCAT function to avoid sanitisations. BurpSuite displays consistency in the
features it uses to generate payloads, irrespective of feedback. It creates simple quote, select,
and or based payloads, making the most use of feedback compared to other scanners, producing
6 additional payloads. Arachni uses both comments and single quotes in SMB to identify all
SQLi when there is an exception present in the page. It uses two simple payloads ('"‘--, and
INT!%TEXT\"' ‘--) to escape context and use a comment to clear up the remaining SQL. Wapiti,
like Arachni, uses simple payloads that attempt to escape multiple contexts without using SQL
keywords ('"(). This lets it identify 13 SQLi when the exception trace is present in the SMB.
For the web applications, Wapiti only uses one alternative payload structure: AND INT=INT AND

INT=INT. This limited variety in payloads leads to the poor performance observed in Table 4.7.

As intended, SQIRL generates a greater variety of payload structures than other scanners (List-
ing 4.1). SQIRL uses capitalisation obfuscation in payloads @9, € to solve 12 and 13 in SMB
(where other scanners require feedback or exceptions to identify this). We see SQIRL’s ability
to generalise as it reuses @ to identify CVE-2021-24786. SQIRL is also the only scanner that
makes use of whitespace obfuscation to exploit 14, and that replaces AND with & (in €J) to

bypass sanitisation of 15.

We can see that SQIRL favors payloads of the form similar to €, mutating this to include
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e Existing payloads
e SQIRL Payloads

Feature 3

Figure 4.4: PCA of existing payloads and those from SQIRL.

quote marks that escape the context, comments (--, #) to prevent issues with trailing SQL,
in addition to the obfuscation techniques. This shows that SQIRL has leveraged reinforcement
learning to develop a minimal payload and then mutate this to tailor it to each input case,

resulting in the low number of requests seen in Section 4.5.

Using the same technique as in Section 4.2.1, we generate latent representations and preform
a PCA of existing payloads and payloads generated by SQIRL. Figure 4.4 shows that some
payloads from SQIRL overlap with existing payloads (faint orange points are visible towards
the right-center of the distribution) yet a significant fraction occupies new space, showing that
SQIRL has learnt to use the action space to produce out-of-distribution payloads compared to
existing payloads. Note that only a fraction of the latent space is occupied, confirming the

intuition that the space of valid SQLi payloads is smaller than all possible payloads.
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Table 4.11: Features that different scanners can make as observed in the payloads seen. F
denotes use of feedback in a web page, E exceptions.

Single ) . o
Tool F E Comment ?dvy 1::d Quote Pd;;r;;h?% Concat Egjrfbe W gﬁf:p:w E:CI\;D o
P Fscape pe ap scap p
ZAP (built-in) v - v 2
ZAP (advanced) v - v 5 v v
ZAP (built-in) X - 0
ZAP (advanced) X — 4 v v
Salma v - v 5 v v v
dmap x - 3 v v
. v - v 8 v v
BurpSuite X B v 9 v v
. - v v 5 v
Arachni B X v 0
. — v 2 v v
Wapiti B X 0
SQIRL — — 4 10 v 4 v v 4

4.7 Discussion and Limitations

Grey-Box Approach. SQIRL makes use of information from the SQL database, but does not
have access to the web application source code, making it a grey-box tool. Thus, we compare
it against scanners that require similar levels of access to web applications, and white-box
approaches are out of scope. We argue that the grey-box approach is well-suited for developers
and security practitioners, for two reasons. First, vulnerabilities can be found without relying on
the insecure practice of leaking error information on the web pages themselves (SQL statement
results or exceptions). Second, the approach is effective for pentesters, whom can be allowed
to obtain access to the database logs, whereas it is not useful for malicious actors targeting

deployed web applications.

Training vs Testing. Note that 20 of the SMB positives were already used to train SQIRL:
their reuse for testing is standard RL practice, as success during training is already evidence
of the RL agent success in its task. The agent does not receive feedback from the labels of the
samples, but only from changes to the observable state. The case is different for supervised
learning, where training feedback ‘leaks’ information about the sample labels, which should
therefore not be used for testing. Similar to Chapter 3 we trained SQIRL on a small training
set of 20 samples. We found that the SMB was enough to find all the vulnerabilities in the

experiments of Section 4.5, achieving a better performance than established scanners.

Crawling. In our evaluation, we have taken steps to remove crawling-induced bias from our



124 Chapter 4. A Singular Agent for Generating SQL Injection Payloads

experiments. The crawler used in SQIRL was developed as a tool for the payload generation by
extending a state-of-the-art crawler, and we do not regard it as a key contribution. Our crawler
is unable to utilise CSRF tokens and unique tokens used in forms and dynamic links unless the
web page is accessed again. This was investigated, but would double the number of requests
sent to the web application. As with Chapter 3, crawling is not the main focus of our work, but
provides a means to answer our research questions related to RL and web application security

testing.

4.8 Related Work

4.8.1 Fuzzing for SQL Injection.

One of the first papers to separate mutations into different classes used rule-based mutation [11].
While SQIRL uses a similar concept to separate actions for our agents, using RL means it can
learn the grammar, yet also violate it, to develop SQLi. Lei et al. [154] identify inputs in
web applications that are ‘most likely’ to lead to a vulnerability. This work focuses mainly on
crawling web applications, using predefined payloads, and heuristic mutations. Zhao et al. [320]
use combinatorial testing to select mutations to apply to a SQL statement. This worked better
against sanitisations, but using predefined SQL statements limits the scanner when finding edge

cases, as opposed to SQIRL.

DeepSQLi [164] uses a neural language model to develop SQLi payloads. Starting from a
user input, DeepSQLi iteratively generates a new payload using a transformer, guided by a
beam search to improve diversity, until it manages to exploit a vulnerability. Similarly to our
approach, they use a SQL proxy to provide feedback on the payload success. Comparing against
Sglmap, DeepSQLi achieves a maximum improvement of 29.5% in terms of vulnerabilities
found. In contrast, SQIRL achieves a 70.2% improvement on Sqlmap in our experiments. This

comparison is only indicative, as the target web applications are different.

A later work from Gui et al. [98] examines the use of LLMs to generate SQLi payloads. In
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particular they use three state-of-the-art LLMs configured as agents in an exploratory study.
Re-presenting the SMB for evaluation purposes the authors show that LLMs can generate SQLi
payloads, but can be unstable, hallucinate, and be inefficient, using a higher number of requests

than SQIRL.

Aliero et al. [6] present an algorithmic approach, using an object-oriented model. This is
however limited in scope, requiring error responses and regex for login conditions. Luo [173]
uses a genetic algorithm approach to mutate predefined payloads, minimising the number of
attempts in controlled settings. RL has also been used to modify SQLi payloads in order to
bypass web application firewalls [301]. Del Verme et al. [58] discuss the difficulties of exploring
the diverse payload space and the importance of mutations in SQLi. Erddédi et al. [71] then
develop two simple RL agents to generate payloads using tabular Q-learning and a DQN. The
models are demonstrated on limited cases and are not extended to handle the variety of SQLi

of interest for practical use in web applications.

4.8.2 Defensive Coding Against SQLi.

SQLi can also be prevented via defensive coding methods. Su and Wassermann [271] track
user inputted queries, at runtime, to block those where substrings change the syntactic na-
ture of the query. Valeur et al. [284] and Halfond et al. [106] develop statistical models of
queries, using anomaly detection to prevent queries that do not conform to normal behaviour.
Context-Sensitive String Evaluation (CSSE) [229] is application agnostic, using only metadata
about queries to determine untrusted user inputs to enforce strict channel separation. Sun and
Beznosov [272] present another application agnostic method, which intercepts queries to enforce
conformity of input type and intention of the SQL. Kasim [137] presents ensemble methods,
including tree search and regex-based feature extraction, to classify SQL queries as benign or

malicious.

A widespread adoption of the defensive techniques surveyed here, and of parameterised queries,

would drastically reduce the occurrence of SQLi. Yet these solutions have been around at least
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since 2005, and SQLi still plagues web applications, as we saw with a concrete example from

WordPress in Table 4.1 (Line E). Justifying further research on detection techniques.

4.9 Takeaways

In this Chapter we have focused on increasing the capacity of a single RL model to perform
testing in web application security. We developed a single agent for the problem of generating
SQLi payloads to find vulnerabilities. SQL payloads must adhere to the strict syntax in which
they are found, which by comparison with XSS payloads do not benefit from the interaction
of JavaScript and HTML engines which can trigger vulnerabilities from malformed payloads.

Therefore, SQLi presents a harder target to find vulnerabilities.

We use a grey-box approach to combine executed SQL queries from the database logs with the
payloads that were submitted to a web application. This information provides greater detail on
the defences the web application may have in place, and the SQL query which an agent must
exploit. However, how to best represent this data to maximise the information for an agent is

challenging.

Similarly, having ‘good’ data to learn from is also challenging. In this Chapter, we generated
SQL statements and payloads via a context free grammar. However, such mechanisms to

generate data may not always be readily available in other applications.

We have improved on the representation used in the previous Chapter, and avoided the pitfalls
from representations which can lead to poorer performance from agents [88, 125, 316]. SQIRLs
tailored architecture, based on GRU models, can observe variable length SQL and payloads
to take a variable number of actions when generating a payload. From the diverse space
of payloads that SQIRL could make, it learns to generate a different distribution of tailored
payloads compared to existing state-of-the-art tools. Furthermore, SQIRL was able to find
more SQLi vulnerabilities in our SMB and 14 production grade web applications, achieving this
in fewer requests compared to state-of-the-art scanners we compare against. Vulnerabilities

identified by SQIRL have currently led to 6 CVEs.
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This Chapter has built on the lessons from HAXSS to develop a single agent capable of finding
a single vulnerability by generating tailored payloads. While impressive results have been seen
from both HAXSS and SQIRL building on these further is to focus on the single, and narrow,
domain of scanning for injection based web vulnerabilities. Indeed, there are still unanswered
research questions remaining relating to the use of RL for such a domain, including: the
generalisation of a single agent to multiple vulnerabilities [157], polyglot payloads [144, 178],
and mutation strategies of payloads [157, 164]. However, we wish to evaluate the performance
of RL for the broader domain of web application security testing. This encompasses, related
but different research areas besides generation based vulnerability scanning (Chapter 3, and 4)
including: mutation based testing (Chapter 5) and fuzzing (Chapter 6). Furthermore, research
into injection based vulnerability scanning via RL would require significant engineering effort
to advance the performance of crawlers and testing environments, as used in more mature

scanners [56, 210, 231, 273].



Chapter 5

REST API Fuzzing By Mutating Test

Cases with Reinforcement Learning

In previous Chapters, we have developed RL architectures to improve the ability of RL agents
to conduct web testing tasks. Starting from multiple agents learning to play separate games of
payload generation, we expanded the architecture to a single agent that learns all the separate

elements to create a payload.

In this Chapter, we again have a single agent perform a web application testing task. However,
instead of generative testing as investigated in the previous two Chapters, we will investigate
the use of RL for mutation of test cases. We also focus on a different testing subject: REpre-

sentational State Transfer (REST) APIs.

REST APIs have become the standard way to interact with Web services and resources. They
are used by organisations such as Amazon, Google, and OpenAl to integrate with a wide array
of systems, processes, and resources. These APIs consist of operations, specified by a Uniform
Resource Locator (URL) accessible by HTTP, and a series of associated parameters. Atlidakis et
al. [21] show bugs in these operations are typically hard to find, due to the complex interactions
and diversity of APIs. Some bugs have security implications that result in the extraction of
information or data manipulation, as summarised in the OWASP API Security Top 10 [218§].

Hence, it is crucial to test the robustness of REST APIs using sophisticated techniques.

128
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Compared with injection payload generation, techniques for testing REST APIs use muta-
tion based fuzzing approaches to discover bugs or security vulnerabilities. In doing so, they
iteratively modify HTTP request test cases, and monitor for abnormal behaviour such as a
server-side error. Early works achieve this using manual rule-based approaches to mutate test
cases [145, 225]. Subsequent works then automatically mutate test cases using black-box fuzzing
techniques [20, 167]. While such approaches have lead to improvements in REST API fuzzing,
they lack targeted search strategies, or do not harness contextual information. This behaviour
limits the potential of any fuzzing framework due to the varying schema requirements of each
API, their diversity, and the unique behaviour of endpoints. As a result, these models can be

inefficient, requiring a very large number of test cases to find bugs.

We have seen in previous Chapters the benefit of RL in web testing tasks, additionally we have
also seen how improving the representation of feedback for RL states leads to better agent
performance. However, similar to REST API testing [21, 53, 167, 176], RL-based software
testing often uses simple heuristics as feedback [153, 159], which may fail to fully capture the
subtleties of the problem. While work from Kim et al. [141] and Corradini et al. [51] has
shown that RL can find bugs in REST APIs, they suffer from the same issue: using only simple
heuristics for feedback. The key challenge in using contextual feedback arises from the variation
across different APIs and the diversity in individual endpoint responses. Yet, alternative,

information-rich data structures could provide valuable feedback for test case mutation.

Thus, in this Chapter we address these challenges by developing a Deep RL agent, APIRL, that
learns how to manipulate varied HTTP requests to efficiently target bugs. Our RL problem
formulation uses a transformer architecture we pre-train to harness JSON and natural language
in HT'TP responses. Transformers capture long range dependencies more effectively than RNNs.
Thus, they can learn the subtleties of HT'TP response data, providing information-rich feedback
to facilitate adaptation to operations after training [287]. We then introduce a Markov Decision
Process (MDP) for the mutation of HTTP requests as a number of sequential changes from an
initial HTTP request (referred to as request template). Between mutations, the new test cases
are submitted to an API, using the response code and execution information to determine the

reward used in training. The trained policy uses the mutation strategy to find bugs in unseen
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APIs with a minimal number of HTTP requests, overcoming a significant limitation of web

based testing approaches [153].

Chapter Contributions.

This work has been published at the 2025 AAAI Conference on Artificial Intelligence. I de-
signed, developed, and implemented the APIRL framework. I also conducted the evaluation

and further analysis of the experiments.

5.1 Overview

In this Chapter, we introduce APIRL, a mutation based testing approach leveraging deep Q-
learning to mutate HTTP requests and find bugs in REST APIs, indicated by 5XX response
codes. We represent REST API testing as an MDP for a deep RL agent: Figure 5.1 shows the

process and agent architecture.

This approach differs from what we have seen in previous Chapters: instead of generating
new HTTP requests to test API endpoints, an RL agent will mutate a HTTP request template.
Furthermore, we can test the ability of RL in a different, and important, area of web application
security testing: REST APIs. This area in particular is well suited to mutation testing, with
many works focused on it [20, 21, 140, 145, 167]. REST API fuzzing often begins with the
OpenAPI specification that details the intended functionality of all endpoints (for further detail
see Section 5.2.1) [20, 21, 52, 150, 167].

At a high level, an agent takes actions to mutate HT'TP request templates. The environment
implements actions as concrete mutations, submitting mutated requests to API endpoints, and
feedback is received that forms the reward. APIRL takes a HTTP request-response pair as the
input state s;. Maximal information is then extracted from functional features and an embedded
representation via a pre-trained transformer (Section 5.2.4). Using diverse and variable length
features such as HT'TP headers and body data, a neural network selects a corresponding action

a; from Table 5.1 to mutate the HTTP request.
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Figure 5.1: The REST API testing process using APIRL.

Using the agent-selected action, the environment then performs concrete mutations on the
HTTP request template forming test cases. The model evaluates the test case performance
using the HTTP status code and the execution trace of the REST API. We develop these to
form varied reward functions to study their effect in training (Section 5.2.5 and 5.3.5). The
model evolves to optimise for the reward as it performs more mutations, and performance

evaluations.

We compare the learnt policy against a state-of-the-art learning and non-learning tools. Finally,

in an ablation study we evaluate seven reward functions and key design choices.

5.2 A Framework for Learning to Find Bugs in REST

APIs

In this section, we define our RL-based REST API testing approach and detail the model design

of APIRL.

5.2.1 OpenAPI Specification

The OpenAPI Specification [209] is a standard for describing REST APIs, documented in
the YAML or JSON format. It is also the standard starting point for REST API testing

frameworks [21, 167], and where we begin with the APIRL approach.

It specifies the URL and HTTP method (POST, GET, PUT, PATCH, and DELETE) which forms an
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1 |"/users/vli/{username}/email":

2 put:

3 security:

4 - bearerAuth: [ ]

5 parameters:

6 - name: username

7 in: path

8 required: true

9 schema:

10 type: string

11 example: ‘namel’

12 requestBody:

13 content:

14 application/json:

15 schema:

16 type: object

17 properties:

18 email:

19 type: string

20 example: ‘mail3@mail.com’
21 required: true

22 responses:

23 204:

24 content: {}

25 400:

26 content:

27 application/json:

28 schema:

29 type: object

30 properties:

31 status:

32 type: string
33 enum: [‘fail’]
34 example: ‘fail’
35 message:

36 type: string
37 example: ‘Please Provide a valid email address.’

Figure 5.2: Part of the OpenAPI specification for VAmPI.

operation. Each operation includes the schemas for associated parameters, and the required
authentication schema. Figure 5.2 shows a snippet of the specification for the PUT endpoint
/users/v1/{username}/email in VAmPI [73]. This example includes the username parameter in
the URL (Line 1) and key-value pair in the request body (Line 12) of {"email": "value"}. Each
parameter is assigned a name, type (integer, string, object, etc.), and can contain details such
as examples (i.e. mail3@mail.com on Line 20), or even if it is required in the operation (i.e.
Line 21). Note the HTTP response code specified in Figure 5.2 of ‘204’, indicates a successful
request. However the response could be in the range 400-499 (4XX) indicating a user error as

on Line 25, or 500-599 (5XX) indicating a server error or bug.

We define bugs as 5XX responses from each operation that originate from different lines of
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source code. A status code of 5XX, implies that there has been an error in the server causing
a fatal crash. The 5XX response should be distinguished from 4XX codes which handle bad
requests gracefully, providing the relevant status code to inform the user of their error. Such a

definition is in line with several previous works [13, 21, 52, 141].

5.2.2 Preprocessing

From a specification, we extract the operations and their associated parameters. This forms
a list of request templates (HTTP method, URL, parameters details) for the RL agent to
mutate. For example, the operation in Figure 5.2 would have a request template such as: (PUT,
/users/v1/{username}/email, {name:username, in:path, required:true, type:string}). We
also find related parameters to form valid requests, as recommended by the literature [180]. This
is done by initial observation of HT'TP responses of all operations. Initially we iterate over all
operations twice to capture all related key-value pairs. This is under the intuition that we
may need to utilise some of these key-value pairs in order to gather additional parameters. If
there are no dependencies we default to using randomly generated values that correspond to

the parameter type, (e.g. a string of 6 random characters, or random integers).

We then determine related key-value pairs by the common values seen in responses. As an
example, two separate endpoints may respond with parameters username:alicel, name:Alice,
and username:alicel, user_id:1. We can then see that username alicel appears in both

responses, thus we consider the three key-value pairs to be related to each other.

While it would be possible to select the most preferable keys in certain settings (e.g. username
over name) we treat keys agnostically, as it is not possible to determine key preference in all
settings, (e.g. if keys such as username, id, user_id were used in a REST API response). Using
the concrete values most recently seen, we improve the chances of using wvalid related values.
This allows us to be agnostic of the specific operations, this is important as there are many

different combinations of parameters and operations that could occur.
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Table 5.1: Mutation actions that can be applied by APIRL to the current operation.

. Action .
Action Type Number Example Description
Auth Token Refresh 1 Refresh the any authorization token.
Switch Auth Token 2 Use the authorization of another user.
Switch Parameter 3 Change to the next parameter
in request template.
Change Parameter Type 4 Int?, String, Bool, Array, Randomly Chang(.e the parameter
Object value type to a different one.
Duplicate Parameter 5 {parameterl: [valuel, valuell} Duplicate the parameter value.
Remove Parameter 6 {3 Remove the parameter
from the request template.
A fil Si he val
Extension 79 .txt, .pdf, .doc ppend a file extension to the value
of the parameter.
Convert the parameter to a JSON
Append 10 {parameterl: [valuel, newValue]} array and append an additional
value from observed values.
Change HTTP method from
Request Method 11 POST — PUT, PUT— POST PUT to POST or POST to PUT.
Add an additional parameter to the
{parameterl:valuel,
Add Parameter 12 request template from parameters
newParameter:newValue}
related to the parameter.
A il he value of
Wildeard 1315 %, %9 ppend a wildcard to the value o
the parameter.
I t the Int value of
Change ID number 16-17 1, -1 nerement the Ak vame o
the value by 1.
Set Parameter value 18-21 ’admin’, -1, 999999999 ," Set the parameter
value to a default value.
e Set the parameter value to a
Set Existing Value 22 {parameterl:value2} related value from the APL
Set admin 23 {parameterl:valuel, admin:TRUE} Set admin:True in an Object.

5.2.3 Actions

We provide the RL agent with a fixed action space of 23 actions a, that are adapted from prior
work [21, 24, 53]. To do so, we reimplement each action in the APIRL framework, and use
distinct values where possible e.g. actions 13-21. Actions from Barabanov et al. [24] do not give
concrete definitions of mutations, but instead the conditions for which they can occur. We give
them concrete definitions in Table 1. Remaining actions follow their original implementations

where possible to avoid introducing any potential bias or advantage in implementation.

Actions are performed on requests and are independent of specific applications so APIRL does
not need further training or feedback from rewards when encountering new REST APIs, thus

aiding generalisation.
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Actions are detailed in Table 5.1, and can be broadly devided in three categories. Actions 1
and 2 that alter the authorisation token by either refreshing the current authorization token (if
an endpoint allows for this), or switching to an alternative authorization token if one has been
provided. Action 3, that allows the agent to switch to begin mutating the next parameter for
this operation. This then loops to the start of the parameters upon reaching the end. Finally,
actions 4-23 that manipulate the request template to perform REST API fuzzing functionality.
We utilise those that may trigger bugs by duplicating or removing parameters, using default

values, and finding alternative endpoints.

Using actions in Table 5.1 the agent mutates a request at each timestep. After a mutation
the request is sent to the REST API and, in training, runtime information is collected for the
reward (Section 5.2.5). The episode then terminates if a bug is found (as indicated by a 5XX

status code) or if the maximum number of timesteps have elapsed.

5.2.4 QObservations

Making use of information from real world tasks for RL observations can be challenging due
to the complexity, high dimensionality, or format (such as natural language). We aim to make
APIRL bridge this semantic gap with a pre-trained RoBERTa [168] transformer model. We
use transformers as they can effectively capture long range dependencies compared to GRUs.
This is an important property as HI'TP responses which can be significantly larger than stand-
alone strings (e.g. the SQL statements of Chapter 4). APIRL’s transformer takes as input the
HTTP response from the test cases to produce a latent representation. This means APIRL can
harness complex JSON and natural language from the structure, text, headers, and encoding
of API Responses. The latent representation forms a vector of 768 features from the RoOBERTa
transformer (its standard output feature dimension), shown as h; in Figure 5.1. The observation
further includes: the HTTP method of the current operation, the HTTP response code, the
variable type of the parameter currently being manipulated, and the normalised index of this
parameter out of all parameters in the request template. These features are represented as

a vector of length four. Both feature vectors are combined (o; in Figure 5.1) and passed to
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the DQN as a single vector of 772 (768 + 4) features. See Section 5.3.1 for further details on

pre-training the transformer.

5.2.5 Reward

Two main signals can be used to guide REST APIT testing: a) coverage of the REST API; and
b) the HTTP response code of the request. Coverage reflects the ability to explore the API
behaviour, blindly aiming to exercise as much of the implementation code as possible, hoping to
trigger bugs in the process. On the other hand, the HT'TP response code of the request provides
information to guide testing, including the validity of requests in terms of authorisation (e.g.
401), parameters (e.g. 200 or 400), and server-side errors or bugs (e.g. 500). We define the
reward for APIRL based on the HT'TP response code as it provides more nuanced feedback on
test case performance (Eq. 5.1). We will consider alternative rewards, including coverage, in

an ablation study (Section 5.3.5).

10, HXX HTTP status response

Ry =141, 2X X HTTP status response (5.1)

—1, Otherwise

R, incentivises the agent most for the desired behaviour of finding bugs on the server-side
of the REST API. However, as this can be a sparse reward, we provide interim feedback for
performing correct requests. In all other cases we discourage the behaviour using a negative
reward [275]. This reward is consistent as training progresses so the agent learns to develop

diverse requests, covering more of the back-end of the REST API.

5.2.6 Agent Architecture

To develop mutational strategies that can be dynamically altered to specific operations and

REST APIs, we develop a Deep RL agent based on the Deep Q-Network [191]. We implement
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Table 5.2: Grid search ranges for hyperparameters in APIRL.

Lower  Upper

Model Hyperparameter Bound Bound Selected
v 0.5 0.999 0.9
@ 0.05 0.0005 0.005
DQN Batch Size 32 256 128
Update Step 10 200 100
Episode Length 5 20 10
5 0.5 0.999 0.9
e} 0.05 0.0005 0.005
PPO Entropy Coef 0.01 1.0 0.15
Clip Coef 0.01 1.0 0.1
Episode Length 5 20 10
Batch Size 32 256 64
RoBERTa Training Epochs 5 20 10

the neural network in PyTorch, with an input layer of size 772, and hidden layers of size 64,
96, 64, with an output layer of 23, corresponding to the actions in Table 5.1. We use the ReLLU
activation function after each hidden layer. The agent learns which mutation, or combination
of mutations to apply, while reducing the computational complexity of the neural network. We
use a standard e-greedy decay with ¢ = 1 (decaying by 0.999 after each episode). We select
v = 0.9, a = 0.005, and batch size 128. These are selected via gridsearch, further details and
parameter values can be found in Appendix 5.2. To select the episode length and additional
hyperparameters we perform a grid search. We report the values of this grid search in Table 5.2;

showing the lower and upper bounds in addition to the selected values.

5.3 Ewvaluation

5.3.1 Training

Training should result in an RL agent that can manipulate HT'TP requests, generalising to find
bugs in different APIs. Thus, we train APIRL on multiple endpoints, targeting each operation
for a set number of episodes. We have seen in previous Chapters how this form of curriculum
learning prevents over-fitting by dividing training equally across diverse operations. Specifically,
APIRL is trained using an open-source REST API used for manual testing containing known

bugs: Generic University [223]. APIRL trains on each of Generic University’s 11 operations for
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10,000 episodes, with the maximum steps per episode of 10 (see Table 5.2). APIRL also uses a

standard e-greedy from ¢ = 1, decaying by 0.999 after each episode

We pre-train a RoBERTa transformer using HT'TP responses from 103 different REST APIs,
comprising 1283 operations. This has two advantages: limiting the bias from HTTP responses
in training, and reducing instability in training the RL agent [219]. API specifications were
taken from a public OpenAPI specification platform. The REST API dataset consists of 2566
responses from 1283 operations, responses were collected from the REST APIs on April 29th
2023. REST APIs were identified from an open-source OpenAPI Specification platform®. This
dataset can be found in the APIRL repository. REST APIs used in the dataset range from pop-
ular cryptocurrency platforms such as coindesk, online dictionary services such as Wiktionary,
image generation tools, and open-souce database services. We save the HTTP response data

from each endpoint collating it with its corresponding HTTP request.

While it may be possible to fine-tune an existing variant of RoBERTa, we opt to pre-train on
a smaller corpus of data. Training on API HTTP requests and responses provides a heavily
structured dataset differing from the kinds of data structures seen in natural language. HTTP
requests are formulated using set a specified structure, whilst natural language doesn’t follow
the same rigid pattern. Thus, we speculate that a smaller, but highly structured dataset is

sufficient to learn the semantic relation between the tokens.

This data was captured through the several steps:

1. Crawling the open-source OpenAPI Specification platform to extract specifications. This
is with the aim to collect only publicly available data, to reduce the potential concerns

from personal or private information.

2. Manually verify that each of the REST APIs has a public facing endpoint that can be

accessed. This ensures that we can gather data from the REST API endpoints.

3. Using the OpenAPI specification and the APIRL framework we send HTTP requests to

each operation, capturing the responses. We also retain the parameter values from these

lhttps://app.swaggerhub.com/search
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responses in order to use their dependencies in making well formed requests.

4. We then send a request to each of the endpoints a second time, using the previously seen
parameter values. By sending a second request to each endpoint after we have collected
initial data, we can reuse this to make well-formed requests, increasing the likelihood of
making valid requests [180]. This approach is similar to what we have seen in Section 5.2.
Achieving this is important to increase the number of responses that contain meaningful

information from which the RoBERTa model can learn.

When training the RoBERTa model used in APIRL we preprocess each of the responses to
form string based sentences for input to the feature extractor, including: the status code,
headers (removing those that contribute to noise in learning, such as Date, etag, report-to,
or Last-Modified), encoding, HTTP protocol, and any redirects. A vocabulary of 52,000 to-
kens is formed via Byte-Pair Encoding [89]. The transformer is trained by masked language

modelling [62]. A gridsearch is used to select hyperparameters as in Table 5.2.

Through training the transformer learns relationships between parameters, to provide a mean-
ingful, generalised, embedding for the agent [2]. As a result, both the state and action space
are target agnostic, meaning that the subsequent policy (APIRL) can be used on unseen REST
APIs without the high number of training iterations required to reach optimal performance.
An advantage of this behaviour is no further learning or feedback for the reward (e.g. code

coverage) is required and APIRL can be run in black-box fashion.

5.3.2 Experiment Setup

To test APIRL we make several modifications to its setup: we limit the number of episodes
per operation to three, and reduce the probability of taking random actions (g) to 5%. As
in previous chapters this is to place emphasis on the learnt policy. Experiments are run on
Ubuntu Linux, with 16GB RAM and Intel core i7 8700k processor. To mitigate the intrinsic

stochasticity of fuzzing, we repeat each experiment five times [146, 250].
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REST APIs. We evaluate our framework on smaller REST APIs, including: VAmPI [73],
vAPI v1.3 [149], and c{api}tal [183]. We conduct large scale tests for bugs in APIs from large-
scale projects. Spree Commerce v4.4.0 (a popular e-commerce platform with 12.5k stars on
github) containing 2 APIs, 17 APIs from BitBucket v8.2.1 (a popular git hosting service with
over 15 million users), and 4 APIs from WordPress v6.6.1 (an opensource web platform used

in over 5 million websites). These 26 APIs represent 823 separate operations.

We run tests on VAmPI, vAPI, and c{api}tal for a maximum of 1.5 hours, and 10 hours
on BitBucket, Spree Commerce and Wordpress APIs, due to their complexity and increased
number of operations. Testing these tools for such time limits is in line with other studies [52,
141, 142, 167, 176]. Additionally, broader studies in fuzzing, such as by Boéhme et al. [35]
have shown that most fuzzers find the majority of coverage early in testing, after which they

asymptomatically converge.

Due to ethical concerns over data privacy, integrity, and availability, we do not test on live
REST APIs, but instead deploy them locally. In this way we prevent APIRL from potentially
storing, manipulating, or changing real user data. Additionally, it prevents potential outages
in deployed systems. Both effects are undesirable for live systems, as this can have unknown
effects, e.g. changing source-code in a repository hosted on BitBucket could have down stream
effects on third party applications. Each REST API is initialised with non-sensitive data. After

each test we restore it to the state prior to testing to remove any bias.

Baselines. In order to compare with the state of the art, we select five black-box base-
lines. MINER [176] builds call sequences using feedback from executed requests and an at-
tention based neural network to generate mutational parameters. ARAT-RL [141] is a tab-
ular-Q-learning based REST API tester with separate Q-tables for: operations, parameters,
and parameter value mappings. DeepREST [51] is a multi-learning approach using an LLM to
generate key value pairs, a Deep RL agent to select operations, and a series of Multi-Armed
Bandits (MABs) per parameter to select mutations. EvoMaster [13] is based on evolutionary
algorithms and heuristics. RestTestGen [52] uses the specification to generate Operation De-

pendency Graphs (ODGs) to create call sequences. We also use Rand-APIRL, a variant of our
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approach that selects actions at random.

Evaluation Criteria. @ We use several different criteria in our evaluation. Line coverage
(LoC) measures precise coverage performance. Coverage collection can be a non-trivial task
depending on the system under test. We make use of standard libraries where possible to ensure
consistently with prior work. In particular we use Xdebug [240] for PHP and Jacoco [121] for
Java. For code collection in Python we use a hook function implemented by Atlidakis et al. [21].
This is implemented using standard libraries sys and functools. While this is a custom hook, it

was designed specifically for collecting coverage of Python based REST API implementations.

Note that coverage cannot be collected from BitBucket as it is closed-source [167], and Spree
Commerce does not support coverage collection across its multi-server architecture. As we
have in previous Chapters, we use the request volume as recommended by Caturano et al. [39].
It represents how ‘intelligent’ an approach is, where better scanners achieve similar results in
fewer requests. The number of bugs found in REST APIs is a key criteria and the goal of
testing. Achieving high coverage of REST APIs may trigger logic flaws or server-side errors, as
indicated by a 5XX status code. As defined in Chapter 5.2.1 unique bugs are 5XX responses
from each operation that originate from different lines of source code. Detecting bugs this way

provides a simple and effective oracle consistent with prior work [13, 21, 52, 141].

The experiment results are shown in Table 5.3, and the average improvement of APIRL over the
respective baselines is shown in Figure 5.3. These results account for 1,035 hours of compute

time (6 models tested 5 times on 3 APIs for 1.5 hours, and 3 APIs for 10 hours).

5.3.3 Coverage and Request Volume

Coverage is commonly used to determine tester performance, with higher coverage increasing
test completeness to find more bugs. However, we also consider the efficiency of approaches in

terms of the requests used.

APIRL outperforms the random baseline in all cases, covering at least 7.0% more code, using

15.4% fewer requests. The distributions in results are also different between APIRL and Rand-
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Table 5.3: Average unique bugs, LoC, and number of requests taken on each test service, with
standard deviation shown in brackets.

& & X & & & & &
N & § S & S N & ¥ i
<& X Q5 ng & - ~ Q?\
Unique Bugs 0 (0) 0(0) 0(0) 0 (0) 0 (0) 0 (0) 0 (0)
Capital 16 LoC 500.2 (21.7) 5926 (9.9)  596.8 (19.6)  385.8 (74.2) 446 (0) 727.4 (11.3)  751.3 (11.1)
Requests  1670.2 (310.7) 10746 (0.5)  1075.8 (11)  3437.8 (3574.9) 15785.4 (11135) 680 (0) 680 (0)
Unique Bugs 1.4 (1.1) 2.4 (0.5) 2.4 (L5) 2 (1.4) 2 (0) 1.8 (1.3) 3 (0.7)
VAmPI 13 LoC 215.8 (83.2)  327.6 (42.8) 278 (9.1) 272.4 (10.4) 277 (0) 3272 (514)  382.8 (8.7)
Requests  4564.6 (1190.6) 3990.6 (874.6) 5056.6 (1651.3) 2723 (2072.8)  10701.2 (150.7) 5262 (1L.8) 521 (4.4)
Unique Bugs 5.5 (0.6) 6.4 (0.5) 7.2 (0.8) 2.2 (1.5) 6 (0) 7.6 (1.1) 9.5 (0.6)
VAPI 17 LoC 362.2 (1.6) 349 (0) 359.8 (6.6) 359.2 (17.9) 344 (0) 362.8 (16.5)  385.7 (6.5)
Requests  620.75 (41.3)  1330.6 (68.5)  520.8 (249.6)  1375.6 (53.1)  1952.8 (500.7)  394.6 (70.4)  243.75 (14.2)
5 e UniaueBugs  17(15) 0 (0.0) 0.5 (0.6) 0.3 (0.6) 1.75 (1.5) 2.25 (1.0) 10.2 (0.8)
PEEG Requests  1657.0 (99.0) 20342 (1.0) 2439 (396.0)  2169.3 (232.0) 16019.75 (2802.1) 1459.5 (78.0) 1128.6 (37.6)
BitBuket 5 Umiawe Bugs  62(L3) 0 (0) 3.6 (42) 3.4 (4.3) 6.3 (L5) 5 (1) 6.6 (1.1)
: Requests  1315.8 (438.6) 1194 (0) 3168.2 (276.8) 1079.4 (595.3)  1485.25 (46.5)  10593.6 (11.9)  10562.8 (7.5)
Unique Bugs 0.6 (1.3) 1.2 (0.4) 0 (0) 1(1.0) 0.6 (0.5) 3 (2.8) 5.2 (3.5)
WordPress 191 LoC 5658.5 (514.1)  7843.8 (105.8)  7075.2 (20.7) 5295 (0.0) 5639.8 (331.6) 7995 (159.5) 8122.2 (117.5)
Requests  6327.6 (5138.8) 2298.4 (35.3) 58354 (125.3)  5064.8 (889.7)  7373.6 (3380.3) 56853 (25.9)  5678.4 (55.4)

APIRL, as there is no overlap in their first standard deviation. APIRL always uses the same
number of requests in c{api}tal as no bugs were found, resulting in episodes always reach-
ing maximum length. MINER consistently achieves low coverage. Indeed, a lack of targeted
mutations is apparent from the significantly high number of requests, as clear from both Ta-
ble 5.3 and Figure 5.3. While ARAT-RL and RestTestGen uses minimal requests in two case
studies their performance is inconsistent, as is their coverage performance. The evolutionary
approach of EvoMaster reduces requests compared to heuristic counterparts. Yet, on average,
it still requires 173.8% more requests than APIRL, resulting in 38.9% less coverage. Deep-
RESTs multi-learning approach doesn’t impact the rate of requests it can send as it achieves
a high number of requests when testing endpoints. Yet, DeepREST is unable to use this to
find increased coverage, having a middling performance achieving 13.9% less coverage than
APIRL, using 81.9% more requests. Overall, APIRL improves over RestTestGen, ARAT-RL,
and MINER by 13.6%, 49.7%, 40.6% respectively in terms of coverage. The consistent perfor-
mance of APIRL results in higher efficiency of coverage per request, on average 64.8% higher.
The lower standard deviation of APIRL further demonstrating the consistency in targeting

mutations to improve over both Rand-APIRL and state-of-the-art.
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Figure 5.3: Improvements of APIRL compared to baselines.

5.3.4 Bugs Found and Request Volume

We now investigate the ability to find bugs in the systems under test. APIRL outperforms all
baselines, finding at least 6.4% more bugs, and significantly more bugs on average (Figure 5.3).
APIRL finds these bugs with lower or competitive standard deviation. In only two instances
is APIRLs standard deviation greater than its random counterpart. Indeed, Rand-APIRL has
an expectedly high standard deviation, which leads to an overlap in number of bugs found
in BitBucket, VAmPI, and WordPress. Yet, Rand-APIRLs best case performance does not
outperform APIRL, which finds more bugs in fewer requests. ARAT-RL displays the worst
bug finding performance of all approaches, which combined with the high number of requests
results in low bugs found per request. While EvoMaster and MINER find bugs across diverse
REST APIs, they find 55.5% and 51.6% fewer bugs than APIRL respectively. RestTestGen
inconsistently finds bugs due to its heuristic matching of parameter names for creating the call
graph ODG. DeepREST, being based on RestTestGen, suffers from similar performance issues,

finding 63.8% fewer bugs than APIRL.

In BitBucket we see an anomaly, APIRL uses more requests than other baselines. This is due
to the larger number of REST API endpoints that do not contain bugs. In the configuration of
APIRL during testing it has a maximum of 3 episodes and ten requests sent per episode. For
example, in BitBucket, the upper limit of requests for the 518 operations is 3x 10x 518 = 15, 540.
This upper limit could be reduced for Test Services with a larger number of operations, but to

do so would not be a legitimate comparison in this evaluation.
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Figure 5.4: The unique bugs found by each approach per REST API tested.

Interestingly, in the other production grade REST APIs this behaviour is less prevalent. While
in WordPress APIRL does not achieve the fewest number of requests it is competitive with all
other approaches as MINER uses the most requests. In Spree we see a different story, as APIRL

achieves the lowest number of requests of all approaches.

Using our state-action space improves results compared state-of-the-art as Rand-APIRL occa-
sionally finds more bugs than APIRL. However, the learnt policy uses the state-action space
effectively, by always finding more bugs in fewer test cases, highlighting the ability of RL to

efficiently target mutations, even when testing on unseen REST APIs.

In Figure 5.4 we see the unique bugs found by each approach on for each REST API project.
There are 49 unique vulnerabilities, of which APIRL also finds the most (42). APIRL misses
only 7 of these, the least missed by any scanner by at least 31.8%, as Rand-APIRL misses 22
bugs, followed by EvoMaster which misses 29 bugs. Rand-APIRL achieves this performance
thanks to it using the APIRL test framework, giving it the same state-action space. Being able
to select actions that are all likely to trigger bugs, we reason gives it an ‘edge’ over the other

testing strategies.

MINER, DeepREST, and ARAT-RL can find 5 of the 7 bugs missed by APIRL, but as we
have seen this comes with an increased cost in the number of requests required, and a lower

overall number of bugs found. Many other tools aim to chain API calls together to trigger
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Listing 5.1: Mutations made by APIRL to parameter user that finds a bug in Spree Commerce.

1 "user": {"email": "spree@example.com", "first_name": "John", "
last_name": "Snow", "password": "spreel23", "
password_confirmation": "spreel23"}

2 "user": {}

3 "user": ""

4 "user": "x"

additional functionality, whilst APIRL tests endpoints one after another. Additionally, their
mutation abilities include additional keys-values pairs in requests with default (and intentionally
incorrect) values. As key values don’t exist in the schema, this causes errors in the APIs when
parsing the request. For example a request body including {"fuzz":false} causes a bug in
BitBucket from the mishandling of the "fuzz" parameter. As APIRL is only able to include

parameter keys which are present in the schema, it cannot trigger this functionality.

Interestingly, both of the two bugs in VAmPI are due to the chaining of API calls used in
the approach of other tools. As a result other approaches call frequently to the endpoints:
users/vl/register and json/createdb. The DB is then unable to handle the number of calls

made to it to reinitialise the database and becomes inaccessible, throwing an error.

APIRL misses no bugs in WordPress, Spree, or vAPI. Additionally, 10 of the bugs found are
unique to APIRL. APIRL is able to trigger these bugs in a number of ways, including altering the
HTTP request type, using the existing parameters, removing key parameters in URLs causing
errors when trying to redirect to endpoints that don’t exist. APIRL learns to cast objects to
alternative types, causing bugs in 7 endpoints in Spree which are missed by other approaches. A
concrete example of this behaviour is seen in Listing 5.1. Such learnt behaviour helps APIRL to
find bugs in the production grade software (e.g. WordPress and Spree), where other approaches

struggle to find bugs.

Example Bugs.

APIRL can find bugs that have a number of different root causes, including: NULL errors,
incorrect handling of undefined endpoints, re-routing errors, Type errors, Index errors, and

even SQL errors from unique constraints, and undefined table columns. APIRL tries to access
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parameter values that don’t exist, leading to the Null and Index errors. It also triggers handling

errors by inserting Int and String objects, and removes required parameters.

We now delve further into the types of bugs that can be found by APIRL. Type errors can be
found by APIRL in different ways. For example in Spree Commerce and WordPress, APIRL casts
Int or String values to Array’s. Which leads to unhandled exceptions when inbuilt functions
attempt to cast the value to an integer. A similar bug is found in BitBucket by duplicating a
parameter value in a request such as "all": [true, true] this triggers a Type error when the
Array is cast as a Bool. In VAmPI APIRL manipulates the HT'TP request to change the HTTP
method leading to errors when redirecting to the requested operation, it also manipulates the
request path to add, and remove, parameters to try and access undefined endpoints leading to

unhandled exceptions.

APIRL has also learnt to trigger unhandled SQL errors. In VAmPT it inserts existing parameter
values into the request that fail unique constraints. In Spree Commerce APIRL inserts an
additional parameter that is included in the SQL query, leading to the query trying to access

a column that does not exist.

APIRL performs a chain of mutations to find a bug in Spree Commerce’s api/v2/storefront/
account endpoint when trying to update a user through a series of PATCH requests. APIRL
modifies the user parameter mutating it as in Listing 5.1: removing the user object (Line 2),
casting it as an empty string (Line 3), then adding a wild card (Line 4) that bypasses input

sanitisation to cause an error when trying to access the attributes of the user.

In Listing 5.2 we see a bug in WordPress's POST wp/v2/posts/id operation. This bug is
triggered by inserting an additional password parameter into the body of the request (Line 6).
Due to the incorrect type being an Int and not a string, WordPress correctly throws an error,
however this results in an authentication check using the password parameter. Finally, this
attempts to check the hashed POST password against the real password, which throws a fatal

error.

’https://core.trac.wordpress.org/ticket/61837


https://core.trac.wordpress.org/ticket/61837
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Listing 5.2: Example request from APIRL that leads to a fatal error in WordPress?.

1A

2 "date": "2024-08-07T02:04:37",
3 "date_gmt": "2024-08-07T02:04:37",
4 "slug": "hello-world",

5 "status": "publish",

6 "password": 99999999,

7 "author": 1,

8 "featured_media": O,

9 "comment_status": "open",

10 "ping_status": "open",

11 "format": "",

12 "sticky": false,

13 "template": "PEOPCUSW",

14 "categories": [],

15 "tags": [""]

16}

These bugs, and the variety that APIRL finds in comparison to other scanners, demonstrate
the reward function achieves the objective: policies that find bugs in unseen REST APIs, in a

limited number of requests.

5.3.5 Ablation Study

We wish to determine the extent to which the core elements of APIRL contribute to its perfor-
mance. Thus, we conduct an ablation study, presenting the results in Table 5.4. In particular,
we vary rewards based on coverage (APIRL-cov) and response code (APIRL), we then ablate
transformer embeddings (APIRL-m), and change the RL training algorithm to use PPO (APIRL-
p), see Table 5.2 for hyperparameters. We will further present a feature importance study in

Section 5.3.6 to further confirm the utility of transformer embeddings.

Reward Variations. Finding the correct reward function is fundamentally important in RL
as it provides the feedback for learning. To prevent agents from finding exploitative strategies
in complex reward functions we have designed simple reward functions [275]. However, the
choice of reward for an RL agent is key to unlocking its potential. Little work has been done to
study the effects of reward in real-world settings, such as web application testing. Prior work

from Li et al. [159] studied how reward functions alter behaviour of RL agents when generating
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code for compiler testing. Further work from Bates et al. [25] showed the challenges of designing

rewards for RL applications in cyber-security.

Thus, we investigate reward functions for manipulation of HTTP request templates in auto-
mated testing of REST APIs. By using diverse sets of rewards based on different testing signals,
we can study how subtleties in rewards influence learning policies that test real-world systems.
Both coverage and status code are commonly used to provide feedback for RL agents, yet it
is unclear how they affect learning [51, 141, 159]. Thus, here we evaluate multiple reward
functions based off of these. This allows for a direct comparison between the effects of learning

from coverage, and response code. We develop several reward variants:

o A coverage based reward (Eq. 5.2). Similar to Rs., R, rewards most for increasing
coverage, giving a smaller reward for recovering the same code, and penalises otherwise.

We refer to this agent as APIRL-cov.

10, Newly executed(LoChey)

code
Reoy = (5.2)
1,  Repeating code (LoC)

—1, Otherwise

o A sparse uniform reward. We train APIRL-u by rewarding 1 for 2XX and 5XX response
codes and —1 otherwise. Equally for APIRL-cov-u we train a coverage variant that rewards
1 for new unique LoC and —1 otherwise. These rewards compare the difference between
sparse rewards without the use of a ‘large’ reward for the overall objective (finding bugs).
Such rewards are commonly used in the literature to train RL agents for security testing,

making them an ideal candidate for evaluation in our ablation [71, 153, 171, 262].

o A reward ratio. We train APIRL-r using a reward in the form of status code ratio: r =
(XX +2XX)/>(XXX). We also train APIRL-cov-r using r = - (LoCle)/ > (LoC).
Ratio based rewards are also used in the literature to train RL models for testing tasks,

again making a class of rewards important to compare [36, 159, 160].
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Table 5.4: Ablations of both APIRL and APIRL-cov. Lighter colours represent poor perfor-
mance, while darker colours represent good performance.

AP'IRL Successful Error Invalid Coverage LoC per
Variant Requests Requests Requests Request X100
Rand-APIRL 88048 1019 14423 81.3% 6.575331
APIRL-T 83756 1533 6930 87.2%
APIRL-u 91597 1436 2805 92.4%
APIRL 90079 1591 2805 95.6%

APIRL-m 90535 1562 2421 87.2% 7.721958
APIRL-p 100086 728 0 85.7% 7.115172
APIRL-arat 90222 1037 4531 90.7% 7.925243
APIRL-cov-r 93748 5256 5987 92.4% 7.366231
APIRL-cov-u 92150 5499 7961 97.6% 7.735177
APIRL-coVv 87633 11197 6138 96.4% 7.670852
APIRL-cov-m 91936 4562 3498 92.4% 7.734189
APIRL-cov-p 104979 11 11 90.8% 7.237988

o An ARAT-RL style reward. Similar to Ry, Kim et al. [141] design a status code based
reward that gives 1 for 4X X and 5X X responses, penalising —1 for 2X X. Thus, we
wish to compare with the same reward function. The model trained with this reward is

APIRL-arat.

Effect of Reward Function. The variations of APIRL-cov use a higher number of requests
than APIRL equivalents, which reduces the coverage per request. As APIRL models try to find
bugs quickly they terminate episodes early, which in turn increases efficiency of coverage per
request. Such results suggest that APIRL-cov models send valid requests to increase coverage,

not to find bugs, which results in the higher number of requests.

Compared to learnt policies, Rand-APIRL makes 108% more invalid requests (4XX). Rand-

APIRL also achieves the worst coverage and coverage per request of any model.

APIRL and APIRL-cov-u achieve the highest code coverage for each reward function type (re-
quest based, and LoC). Additionally, APIRL finds the most error requests (5XX) out of APIRL

models, indicating both the breadth and depth of the learnt model. The reward based ratio
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(APIRL-r and APIRL-cov-r) achieves the low coverage and successful requests (2XX) in both
reward ablations. This is likely due to diminishing returns, i.e. the delta introduced by a single
step has small impact compared to the denominator as training progresses. Uniform rewards for
APIRL-u, APIRL-cov-u show the inability to differentiate between successful and error requests
as they result in high numbers of invalid requests and lower errored requests. Similarly, APIRL-
arat’s reward results in the model being unable to distinguish between finding bugs, and the
undesirable behaviour of invalid requests. APIRL-cov finds the most bugs of the ablations (89%
more than the next APIRL-cov variant). However, it achieves lower coverage in comparison to

APIRL-cov-u, as APIRL-cov can still receive positive reward when recovering the same code.

These results highlight the intricacies of reward functions, showing how even well considered
rewards may not yield as good of an outcome. We see that coverage based rewards outperform
their request counterparts in terms of coverage, though they may take additional requests to
do so. Furthermore, APIRL outperforms the request rewarded models achieving more coverage,

error requests, and LoC per request than other reward functions.

Effect of Transformer. The ablation of transformer embeddings in APIRL-m leads to
an 8.4% reduction in coverage. Similarly, APIRL-cov achieves a higher coverage compared to

APIRL-cov-m.

Thus, as in Table 5.4, transformer embeddings lead to the highest efficiency of LoC per request.
The non-transformer variants perform comparably in terms of successful requests. However,
both transformer based models find more bugs, with APIRL-cov finding the most errored re-
quests of any model. These results showcase the utility of using the structured HTTP responses
for feedback in learning. As policies learns to effectively maximise the learning objective (finding

bugs, or increasing coverage).

Effect of RL Training Algorithm. Using PPO leads to minimal invalid requests, and
has the highest number of 2XXs. However, it finds the fewest bugs and the lowest coverage,
6.8% and 9.9% lower coverage than APIRL-cov and APIRL. Upon manual inspection it is due

to the PPO model entering local-optima, replicating action sequences, rarely deviating from
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Figure 5.5: SHAPley Values for all features in descending order of importance for APIRL.

these to maximises successful requests. We speculate the off-policy nature of DQN learns
a general mutation strategy, while PPO struggles to adjust over the curriculum, similar to
the performance observed in Chapter 3. Specifically, the replay buffer in the DQN architecture
provides a history of experiences, resulting in a greater degree of generalisation over the different

REST API endpoints.

5.3.6 Feature Importance Analysis

We also investigate how APIRL makes use of the state representation via feature importance
analysis. We use the well known SHapley Additive exPlanations [170] (SHAP) framework
used in our feature importance analysis. It uses a game theoretic approach to determine the
importance of input features on model outputs, doing so in an implementation agnostic way:.
SHAP connects the optimal credit allocations and local explanations to determine SHA Pley
values, providing a way to determine the contribution of individual features within the complete

feature space [170].

Specifically, we use the states seen in testing to compute SHAPley values representing the
impact of each feature, and how their variance effects the RL agent. Figure 5.5 shows how
each variable influences APIRL, from most to least influential in descending order. APIRL

shows a positive correlation (particularly in the highest ranking features), indicating the policy
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uses these optimally to create successful requests. The deep embeddings from the transformer
rank as most influential, indicating that this representation of additional response information,
e.g. ‘value missing’ or ‘Example is invalid’, provides meaningful granular feedback beyond a
simple 400 HTTP code. It is unsurprising that the HT'TP response code is second with a wide
distribution, indicating high influence. This shows that the policy has learnt the response code
is important to dictate strategy, correlating with its importance in previous works [21, 93]. The
remaining features (Parameter Type, HT'TP Method, and Parameter Location) then have a
smaller distribution and influence. This is due to relatively fewer number of actions that can
effect these features compared to other actions. Thus, these features are less influential than

the Embedded Features and HTTP Response code.

5.4 Limitations

To train APIRL there are two components that require separate training: the RL agent, and the
transformer. Any training set will bias a neural networks final performance. To limit bias and
overfitting we use data from a diverse range of real REST APIs in the training set of APIRLs

transformer.

We use a pre-trained element in the APIRL framework as transformers in RL can lead to training
instability, requiring longer training, if they converge at all [219]. We also select an open-source
example for training the policy element of APIRL. This is with the intention that a trained
agent can be used to test other REST APIs without the high number of training iterations
that are required to reach optimal performance. While larger, more complex REST APIs could
be used, the empirical results demonstrate the performance of the agents from training on the
didactic training set used. We also do not test on live REST APIs due to ethical concerns
over manipulation of API data or potential service outages. However, we use production grade

REST APIs locally in an effort to bridge the gap.

APIRLSs action set is also constrained. In particular in regard to the ability to place in additional

key-value pairs in the request. Other approaches can add in targeted or guessable key-value
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pairs using known heuristics or generative methods [51, 176]. To add additional ways to generate
key-value pairs for APIRL are possible, but would require more engineering effort. As a result,
given the performance of APIRL in Section 6.4 we believe adding in this functionality serves

limited purpose.

5.5 Related Work

Diverse techniques have been used to test REST APIs. One of the first automated works on
fuzzing REST APIs was presented as a stateful fuzzer, RESTler [21, 93]. Starting from a single
request this approach incrementally builds valid request sequences. NLP techniques have have
been shown by Kim et al. [140] to enhance the OpenAPI specification, and to successfully
generate parameters for REST API testing in MINER [176]. RestTestGen [52] traverses an
ODG to develop call sequences. EvoMaster [13] presents an evolutionary algorithm that uses
only the HTTP response in black-box settings to guide its fitness function. By comparison,
APIRL parses direct feedback to a latent representation resulting in significantly more bugs in

fewer requests.

ARAT-RL [141] uses separate Q-tables to prioritise parameters and value-mapping functions
when testing REST APIs. ARAT-RL also uses a reward based on response code, however our
extensive experiments show that less granular rewards, such as those used by ARAT-RL can
harm performance. Additionally, APIRLS deep architecture learns which parameters to include,

how to manipulate values, and how to alter the HT'TP method and auth token.

DeepREST [51], is a concurrent work that uses a multi-learning architecture to test REST APIs.
It uses a PPO based agent to select different operations. DeepREST then uses a multi-armed
bandit per parameter to select data values from a variety of different sources including: user
provided data, previously seen data, and LLM generated data. Finally, they apply mutators
to the selected data by random selection. APIRLs architecture differs significantly from this
by using a single deep learning element to select parameters or apply mutations. APIRL also

only requires training on a single REST API and can then test other APIs, whilst DeepREST
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requires training on each REST API.

Other RL approaches for fuzzing have used off-the-shelf architectures, to find bugs in soft-
ware [36, 159, 160]. These works use similar rewards based around code coverage, expressing
it as a function of how much new coverage is achieved. Our experiments suggest this can lead
to diminishing returns as the total coverage achieved increases, placing greater weight on the

rewards achieved early in training. APIRL demonstrates the utility of consistent rewards.

RL has also been used for automation tasks, often using simple heuristics [36, 159, 160, 323] or
manually defined features [84, 153]. RL has even been used to test GraphQL APIs for denial-
of-service attacks by McFadden et al. [184]. Yet, unlike APIRL, these approaches are limited in
the feedback they can use. Specifically, they are unable to a) use input of unbound length, b)
use diverse input that contains subtleties relating to the test case, and c¢) generalise to unique,

unseen request-templates without the need for retraining.

5.6 Takeaways

This Chapter has aimed to test the ability of RL to perform an important task in web application
security testing: mutation of existing test cases (in this case a HTML template). Due to
their extensive use, testing REST APIs is key to ensuring the continued functioning of web
infrastructure. However, existing approaches in this domain lack the ability to effectively use
feedback from test cases. Such challenges arise from the diverse and complex nature of different
endpoints, their responses, and their behaviours. As a result, the main form of feedback comes

from simple heuristics that may not fully capture the subtitles of the problem.

We overcome the key challenge of using contextual information when testing REST APIs by
creating a novel Deep RL architecture, APIRL. Building on the knowledge from previous
Chapters we develop a deep representation in the form of a pre-trained transformer to harness
the JSON and natural language in the HTTP responses from API endpoints. We have seen

that APIRL can outperform existing state-of-the-art tools, including both deep learning, and
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RL based approaches. APIRL consistently achieves higher code coverage and finds more bugs

than the state-of-the-art, in a lower request budget.

We have investigated how different rewards can impact learning of RL agents. We show that
rewards based on ratios, unless carefully implemented, can lead to diminishing returns for the
agent, effectively weighting rewards (and by association state and action transitions) earlier in

training.

In this Chapter have seen how an RL agent can learn yet another common security testing
technique, by developing mutation strategies on pre-existing test cases. This finding is in addi-
tion to what we have observed in Chapters 3 and 4, demonstrating the utility and performance
of RL for web application security testing. However, there is an additional application of RL
for this domain which we will investigate in the next Chapter: where to perform mutations in

test cases.



Chapter 6

Locating Effective Mutations in Test
Cases when Fuzzing JavaScript

Engines.

We have seen in Chapters 3 and 4 how RL can generate payloads to find vulnerabilities. We
then saw in Chapter 5 how RL can apply mutations to existing test cases. However, there is a
question related to applying mutations we have not yet explored: where to perform mutations
in a testcase in a more effective manner. In the last Chapter APIRL could choose to iterate
through the variables in a test case, but its main focus was to apply a series of mutations, i.e.
moving to different variables was a by-product to facilitate APIRL to apply mutations. Hence,
all but one action were related to the different mutations, not the locations they could be

performed.

In this Chapter we will apply a Deep RL approach to the problem of optimising the locations
in which to perform mutations in a test cases when fuzzing JavaScript engines. JavaScript
is commonly used across the web, with a consistent year-on-year increase [123, 124]. This
prevalence is in part due to the frameworks that allow for easy and lightweight deployment
such as jQuery, React, and core-js. JavaScript is a dynamically typed, prototype-based object-

oriented language, allowing for flexibility of types and properties during runtime as the code
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executes. It is used for a variety of tasks in modern websites, including: animations, logging,
content loading, and API calls. Due to the large volume of JavaScript on the web, and its
varied functionality JavaScript engines use Just-In-Time (JIT) compilers. These JIT compilers
have become a focus of security concerns, due to the rising number of vulnerabilities they

contain [220].

Fuzzing of JavaScript engines has spawned different methodologies ranging from neural net-
works for code generation [152], ensuring semantic and syntactic consistency [107, 220, 248],

using AST representations [48, 296], and generation via structured grammar [16, 295].

However, no such work has investigated where to perform such mutations in test cases, as there
are several core challenges: 1) the large search space of test cases, and 2) the complexity of
JavaScript. We expand on these challenges in Section 6.2.4. We address these challenges by
introducing CLUTCH, a deep contextual bandit that can learn from feedback on test cases. This
means we can leverage greybox information such as coverage as a signal for learning, in addition

to information on the test case produced such as syntactic validity or complexity.

We demonstrate the utility of CLUTCH by embedding it inside three state-of-the-art JavaScript
fuzzers, comparing approaches focusing on their efficiency over the number of test cases they
are able to produce. We show that CLUTCH, produces 20.3% more valid JavaScript, covers
2.3% more branches, and increases coverage per test case by 8.9%. We study what CLUTCH
has learnt by taking 10,000 test cases and analysing where it has learnt to apply mutations.
We further compare against an alternative contextual bandit approach to demonstrate the

advantages of our approach.

Chapter Contributions.

This work is currently under review for conference publication. It was in collaboration with
co-authors from the National Institute of Information and Communications Technology, who
were often present at meetings, and could contribute to the general discussion. I developed and
implemented the CLUTCH framework, and designed, performed, and created evaluation metrics

for all experiments.
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6.1 Overview

Recent research has focused specifically on the JIT compiler of JavaScript Engines to target
the deeper functionality and harder-to-find vulnerabilities contained within. Several of these
approaches are based on Fuzzilli [96], which provided modular and customisable templates for
generating JavaScript for particular engines; in addition to mutations designed to trigger JIT
compilation. This fuzzer has been extended in multiple directions, including differential testing
in JIT-Picker [28], and with custom JIT triggers in-the-testing-loop and a non-crash oracle in

FuzzJIT [299].

Broadly, these approaches generate new JavaScript and then mutate test cases to increase the
diversity in the hope of triggering new paths in the JavaScript engine and find potential vulner-
abilities or bugs. However, while they focus on developing new mutations, testing heuristics,
or oracles, they apply mutations at random locations within test cases. Behaviour such as this
reduces the number of successful test cases, and leads to inefficient search of the test subject.
Work from Bohme et al. [35] has shown that most test cases trigger the same few shallow paths,

as generated inputs after mutation are often invalid.

There is good reason to apply such mutations at random, as it is challenging to select a given
location in a test case. For example, the test case in Listing 6.1 causes a bug due to the following
behaviour. On line 4 v14 is assigned as a BigInt, and on line 6 a call to asUintN always throws
an error as the result is too large. The optimiser then does not assign the result to v15, leaving
it in the cache. Finally, due to the repeated calls from the for loop this causes a segmentation
fault in two separate instances'?. However, if variable vi4 on line 4 was mutated to an other

type instead, e.g. Int this would not trigger the crash.

Selecting a given location to mutate in a JavaScript program requires a deep understanding
of its structure, intended behaviour, and mutation to be applied. To understand JavaScript
fundamentals alone is challenging as it is defined by 15th ECMA standards, which comprises

over 800 pages of technical detail [68]. Thus, to design any heuristic for such purpose, or indeed

https://bugzilla.mozilla.org/show_bug.cgi?id=1747777
’https://bugzilla.mozilla.org/show_bug.cgi?id=1745907
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Listing 6.1: Javascript test case that causes a segmentation fault in SpiderMonkey?.

1 for (let v3 = 0; v3 < 100; v3++) {

2 function v4(v5,v6) {}

3 function v7(v8,v9) {

4 vi4 = BigInt (-1.7976931348623157e+308) ;

5 try {

6 v1i5 = BigInt.asUintN(639625512,v14); // Always
throws an error so optimises it away without
clearing the cache leading to a segmentation fault.

7 } catch(v17) {}

8 b

9 v1l8 = v4.prototype;

10 vi8.b = v7;

11 v19 = new v4();

12 v20 = v19.b();

13 %}

static analysis techniques, one would have to handle an immense search space, ignoring many

edge cases.

Instead, we aim to utilise greybox information such as coverage and test case information (e.g.
syntactic validity or complexity) as a mechanism to improve location selection via RL. However,
this is a non-trivial task with several challenges. First, the agent must select a location in a
given JavaScript test case, receive an immediate indicator of performance, and then receive a
new test case to begin the process again. Second, the RL agent must be able to generalise
to the large state-action space of potential test cases generated. Third, given a dynamic and
variable length input representation the agent must select a location from the input. Forth, we
must be able to dynamically control the rate at which we explore new possibilities, as the rate

of exploration should change with the depth of testing into the JavaScript engines.

To overcome these challenges, we present the first study on how to target locations in test cases
when fuzzing JavaScript engines. Particularly, we develop CLUTCH, a deep contextual bandit
that given a representation of a JavaScript test case, and a mutation to apply, will select where
to apply the mutation, immediately receiving feedback from test case performance that is used
to guide learning via a reward. CLUTCH uses an attention-based neural network with Concrete
Dropout, allowing it handle different sizes of JavaScript test case, and adapt its exploration

as fuzzing progresses. We test CLUTCH by embedding it inside three existing state-of-the-art
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fuzzers and test on the three most common JavaScript engines. We evaluate the mutation

selection strategy learnt by CLUTCH to show how this links to its performance improvements.

6.2 Fuzzing JavaScript Engines

Fuzzing JavaScript engines is fundamentally no different from other fuzzing tasks, where the
goal is to trigger abnormal behaviour, often corresponding to a bug or vulnerability in an
application. Fuzzing tools either tend to generate new test cases or mutate existing ones, at
random or following some predefined heuristics. As we have seen, code coverage is a common
metric to evaluate the performance of test cases, providing a practical estimate of the portion
of the search space explored. However, only a small fraction of test cases will find bugs in
the test program, leading to a high number of executed tests [35]. Hence, a key objective for
practical fuzzing solutions is to increase the efficiency of bug finding by reducing the volume of
test cases that do not result in new behaviour or that are invalid (those that do not pass input

validation) [156, 302].

There have been many works that focus on fuzzing JavaScript browser engines, either as stand-
alone JavaScript engines [48, 96, 107, 220, 248, 296], or in context of the web browser [63, 143].
Prior work selects at random the location where to apply a mutation in JavaScript code,
sacrificing efficiency for speed and simplicity. Our approach, called CLUTCH, instead uses RL
to select the locations to mutate. CLUTCH is independent from the JavaScript engine, and the
fuzzer. We will place it inside three state-of-the-art fuzzers for evaluation in Section 6.4. We
detail these works here, motivating their different approaches, and the key elements that will

be relevant to CLUTCH.

6.2.1 Fuzzilli

Fuzzilli [96] is a greybox fuzzer targeting crashes in the JIT compiler of JS engines. Fuzzilli

leverages coverage feedback and semantic correctness preservation in order to improve its ability
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Listing 6.2: Example source code of a

JavaScript test case.

0 J O Ut = W N

Listing 6.3: Fuzzilli IR of the JavaScript test

case in Listing 6.2.

const v2 = new Uint32Array(256); 1 v0 <- LoadInteger ’256°
const v3 = [0, 1, 2, 3, 4, 5, 6]; 2 vl <- LoadBuiltin ’Uint32Array’
3 v2 <- Comstruct vi, [vO]
for (const v4 of v2) { 4 v3 <- CreateFloatArray [0, 1, 2, 3, 4, 5, 6];
~v3[v4]; 5 BeginForOfLoop v2 -> v4
} 6 v <- GetComputedProperty v3, vé4
7 v6 <- UnaryOperation ’~’, vb
8 EndFor0fLoop

to fuzz. In particular, Fuzzilli applies mutations to the Intermediate Representation (IR) of

the JIT compiler, instead of the JavaScript source code (see Listings 6.2 and 6.3), reducing the

chance of semantically meaningless mutations.

Fuzzilli generates its own corpus of test cases, which are then mutated at the IR level. Key

mutations include:

InputMutator: replace one input instruction with another. For example, changing v4 on
line 6 of Listing 6.3 to vO0.

InputMutator (type aware): replace one input instruction with another, ensuring type
preservation.

OperationMutator: mutate parameters of an Operation (e.g. 256 on line 1 of Listing 6.3
could be replaced with 64).

CombineMutator: insert part of a program into another, renaming variables to avoid col-
lisions/syntax errors.

CodeGenMutator: generate new, random code, placing this in the program, renaming
variables to avoid collisions/syntax errors.

SpliceMutator: copy a self contained part of a program within the corpus, placing this

into another to combine their features.

These mutations are performed on IR instructions located at random in test cases, making

them ideal candidates for prioritisation by CLUTCH.
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6.2.2 FuzzJIT

FuzzJIT [299] is a tool based on the Fuzzilli architecture, but develops JIT-specific oracles and
triggers. Specifically, FuzzJIT wraps each generated function in a wrapper that can be called
repeatedly to trigger JIT compilation. The wrapped output can then be compared before and
after JIT compilation to determine errors that result form the JIT. FuzzJIT implements its
oracle to perform type-specific comparisons, using deep equality to find if there are differences

in objects, arrays, or individual values, and in such cases reporting an error.

FuzzJIT uses a subset of the Fuzzilli mutators, of which many can utilise CLUTCH including:

CombineMutator, InputMutator, InputMutator (type aware), and OperationMutator.

6.2.3 JIT-Picker

JIT-Picker [28] uses differential testing on the backbone of Fuzzilli to detect subtle non-crash
bugs. It uses both the interpreter and the JIT compiler as separate bug oracles, using the fact
that both demand the interpreted and compiled code to perform computations in a strict and
substitutable way. This abstracts away from implementation-dependent behaviour, allowing
JIT-Picker to perform differential testing in individual engines without need to instrument the

JavaScript code being tested.

JIT-Picker also uses a subset of the Fuzzilli mutators including: CodeGenMutator, InputMutator,

InputMutator (type aware), CombineMutator, and OperationMutator.

6.2.4 Challenges in Targeting Mutations

Mutational JavaScript engine fuzzers traditionally focus on developing new ways to perform
mutations [48, 152, 220, 296], or new oracles to detect bugs and vulnerabilities [28, 96, 297].
Mutations introduce diversity in the testing set, which may increase coverage, and find bugs. In
comparison, the problem of where to apply these mutations has been overlooked, and they are

typically applied at random locations. This may be in part due to the difficulty of disentangling
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the effects on performance of the applied mutation operator and the chosen location. To the
best of our knowledge, there has been no attempt so far to target where to perform these
mutation, either in JavaScript engine fuzzing [16, 48, 82, 96, 152, 220, 248, 296, 299, 315], or
in the broader domain [43, 97, 156, 174, 242, 263, 283, 290, 315]. We detail below two key

challenges.

Large search space

First, JavaScript is a highly structured and dynamically typed programming language. This
means that a variable can have arbitrary types dependent on the point of execution. Thus, the
combinations of possible programs that can be created in JavaScript constitutes an enormous

search space [220)].

Mutation based fuzzers, attempt the reduce to problem of creating test cases for fuzzing
JavaScript engines by applying mutations to existing, valid, JavaScript. Conversely, some
generation based fuzzers use a constrained set of rules, or grammars, to increase the proportion
of valid samples. Yet, despite this, the search space of test cases that cover new paths or trigger

bugs remains vanishingly small compared to the space of syntactically valid JavaScript [107].

Complexity of JavaScript

Fuzzers traditionally focus on throughput, trying to generate as many test cases as quickly
as possible. They try to do this with some understanding of the ‘sensible’ behaviours that
could lead to bugs. Such behaviours are generally understood by software testers and security
practitioners, and used to form the basis of mutations. In performing these mutations, fuzzers

generate a diverse range of JavaScript to stress an engine.

However, also accounting for the location of where to place these mutations makes the problem
significantly harder. Consider again Listing 6.1: had a mutation on Line 4 caused variable v14
to be of type int, the bug would not have occurred. We can retrospectively see that this was

the ‘best place’ for the mutation by analysing the behaviour of the test case. Such post-hoc
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analysis is not possible during fuzzing, as the mutation has been applied, and the test case

executed.

Finding a good place for a mutation requires identifying locations, assign them preference,
resolve conflicting candidates. The human effort to design such heuristics would require signif-
icant investment to handle to edge cases from the diverse JavaScript a fuzzer will inevitably

produce.

6.3 Clutch Control

In this Section we introduce CLUTCH, a novel deep contextual bandit that learns the effective
location to mutate JavaScript code to increase efficiency in fuzzing JavaScript engines. First
we discuss considerations specific to designing a learning based system for this task, and then

provide technical details of CLUTCH.

6.3.1 Multi-Armed Bandits for Location Selection in JavaScript

As discussed in Section 6.2.4, selecting an effective location to mutate is a challenging task
that involves covering a large search space, deeply understanding JavaScript, and determining
what affects the performance of test cases. Given these challenges, we believe RL may provide
a solution, where we use a Multi-Armed Bandit (MAB) to interact with a JavaScript engine

and receive feedback in the form of coverage.

The MAB based approach is motivated by the fuzzing problem itself. Consider the JavaScript
in Listing 6.1. At timestep ¢, an RL agent selects a location to mutate in the test case. The
mutated test case is executed, and feedback is received on its performance. At the following
timestep, t+ 1, the agent must select a location in a different test case prioritised by a scheduler,
irrespective of the location chosen by the agent in the previous step and test case. It follows

that the code observed at each timestep is, in RL terms, independent.
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The MAB is a classic RL problem (an extension of ‘one-armed bandits’ or slot machines) where
different actions return to the same state, and there is only one state. The bandit must explore
the actions to find the effective strategy to maximise reward over all test cases [275]. Framing
the problem as a MAB is also advantageous for the computational complexity of fuzzing, as we

need to call the bandit only once per test case, reducing overhead.

In the traditional MAB actions and observations do not require any kind of association. This
means that in stationary problems the bandit learns the single ‘best action’, and in non-

stationary tasks it learns the ‘best action’ over time [275].

In our fuzzing scenario, given a JavaScript test case and a mutation (the observation), at each
timestep the bandit must select a location to perform the mutation (the action). Test cases
have different structures and, as in the example in Listing 6.1, will have different locations to
best perform a given mutation. Thus, we can consider each test case as a separate task, to
optimise for coverage, bugs, or testing deeper into the JavaScript engine. As we fuzz, generated
test cases will be included in the corpus increasing the number of tasks the agent has to learn.
Therefore, it is important that we provide a context of the current test case to the bandit,
enabling the association of actions to observations. As a result, we need a contextual bandit

that understands the subtleties of the JavaScript test cases.

Contextual bandits learn to select one of a fixed number of arms (actions), given an observation.
This is beneficial as the bandit can observe the effect of each of the actions it can take, and
detect the shift between different tasks. Yet, the nature of fuzzing deviates from this format.
The JavaScript test cases the bandit sees may be of different structure and size, thus the number
of locations that it can select may vary significantly across test cases, as can the code structure
and the relevant mutations. Our challenge is to rapidly adapt to the number of actions that

we see at each timestep, while reducing the uncertainty in the location we select.
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6.3.2 System Design

In Figure 6.1 we show a high level system diagram of CLUTCH, our approach to overcome
the challenges above. CLUTCH receives a representation of the test case and mutation in the
form of an observation, and with its bespoke deep learning architecture it selects a location to
perform a mutation. The fuzzer then performs the mutation and submits this to the JavaScript
engine, collecting trace information from the instrumentation. Using this feedback, we provide

a reward that CLUTCH uses to improve its location selection strategy.

Model Architecture

To handle the representation of JavaScript that is used in observations and actions for CLUTCH
we use a deep learning architecture. Specifically we use a sequence-to-sequence model with

attention mechanism in the form of a Pointer Network [291].

In CLuTCH we use a Gated Recurrent Unit (GRU) model as an encoder-decoder. GRUs have
been shown to outperform other recurrent neural networks (RNNs) in web testing tasks [245].
We saw in Chapter 4 how GRUs can learn a useful latent representation for web application
security testing. Indeed, the GRU handles a variable length input and produces an output
of the same size. Yet, it does not directly provide the output location we require. However,
we can use the encoder and decoder states eq,...,e, and dq,...,d,,, to compute an attention

vector a® over the locations available at each timestep ¢, where parameters v, W, and, W, are
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learnable.

uz = UTtanh(Wlej =+ WQdﬁ) j € (1’ T 7”) (6 1)

a' = softmax(u")

As a result, CLUTCH can take as input the IR of a JavaScript test case, that constitutes a
number of locations, and output an attention value for each location (vector a'). The location

with the highest value can then be selected as the location to perform the mutation.

The last challenge is the rate of exploration that CLUTCH should use to learn over time.
In previous Chapters and indeed traditional RL, this is often handled by and epsilon-decay
algorithm, that reduces a probability, € of taking random actions over time. However, to
determine the optimal hyperparameters to use when fuzzing JavaScript engines would require
large compute time and cost. Not to mention that we may want to adjust this randomness
during testing to explore different parts of the engine. Instead, we automatically tune this
exploration using Concrete Dropout. Concrete Dropout treats the dropout parameter p as a
parameter to be trained via gradient descent [90]. To control the exploration-exploitation trade-

4 are used in the objective function. As the training

off regularisation parameters, rt, ..., r
increases and more data is seen, the dropout regularisation loss reduces as the uncertainty on
the weights reduces [50]. This reduces the exploration, resulting in more exploitation. Equally,

the network can have higher uncertainty in the weights which will increase the regularisation,

effectively increasing the exploration.

Concrete Dropout is motivated by dropout, which randomly samples from a masked weight
matrix in the neural network [50]. This dropout probability and weight matrix can be ap-
proximated to the probabilistic deep Gaussian process [57]. By taking this approximation we
can apply a Bayesian deep learning model to a neural network of L layers and 6 variations
parameters. This allows us to place a prior on the network weights and then learn the posterior
go(w) distribution over the weights (w = {W;}£ ) [90]. This can be formally written as the

objective function as in Eq. 6.2.
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. 1 1
Lucl0) = === S Tog p(yilf*(x:)) + - KL(gs(w)][p(w)) (62)
i€s
where S is a set of M data points, N is the number of data points, and 6 is the optimisable

parameters, f“(x;) is the model output given x;, and p(y;|f*(x;)) is the model’s likelihood.

The KL term KL(gs(w)||p(w)) can be considered the ‘regularisation’ term to ensure that the
posterior gg(w) and prior p(w) distributions do not diverge too far. Gal et al. [90] show that
the KL term can be approximated to depend only on the probability of turning off a Bernoulli
random variable (node) with with probability p. From this we can derive Concrete Dropout [90],

where we continuously relax dropout’s discrete mask.

Implementation

The implementation of this architecture is as follows. Program representations are passed
through a single embedding layer. This embedding is then passed through a single GRU layer
of width 64, to produce both encoder states and the terminal hidden state. The terminal hidden
state is used to initialise the decoder, and give the decoder output. The encoder and decoder
output are passed through the respective hidden layers Wy, Wy (of size 512) with Concrete
Dropout applied. We are then able to have the model select the action from the attention

vector (which is the predicted reward of the arm) a;, and the log variance, ;.

ar = 'UT®(€t®W1+dt®W2)
(6.3)

(pt:Um®(€t®W1+dt®W2)

where ® represents multiplication and Concrete Dropout. We can then determine the loss

function for CLUTCH following that of Gal et al. [90] to include the regularisation terms of each
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layer (r!...r%) as follows:

1 T T
[l = TZ(B_% +(Tt—at)2+90t) +Z’I“tl +’l“t2+7“§—|-7“? (64)

t=1 t=1

6.3.3 Actions and Observations

Actions are the ‘arms’ that a MAB can select. CLUTCH will select actions that correspond to
the location we can mutate within the test case. As we have outlined it is important for CLUTCH
to understand specifics of the JavaScript that will be mutated and the mutation that will be
applied. Thus, at each timestep we give CLUTCH an observation of the available locations that
can be selected and the mutation that will be performed. However, we prevent CLUTCH from

selecting the mutation as an action by only sampling from the possible locations.

Both the actions and observations of CLUTCH are agnostic of the fuzzer for which it will select
locations. This has the added advantage of reducing the overhead when selecting locations
as no further processing is needed. For instance, the IR used by Fuzzilli provides a series of
instructions, corresponding to locations that can be selected as an action. For CLUTCH, each of
these instructions can be uniquely mapped into a vocabulary. An observation is the vocabulary

representation of the IR (the set of locations), in addition to the mutation that will be applied.

6.3.4 Reward

Rewarding for MABs is similar to traditional RL: for each action taken we can assign a numerical
value or reward. We have seen in Chapter 5 how different reward functions led agents to
learn differing policies. In some cases rewards are inconsistent across training, due to their
diminishing returns. This is particularly relevant when using coverage based rewards where a)
the total possible coverage can be quite large, and b) the majority of coverage is often found

early in testing. Hence, we design a reward for CLUTCH that is consistent across training.



170 Chapter 6. Locating Effective Mutations in Test Cases when Fuzzing JavaScript Engines.

1+ Cgitm + | max(Var!_,(B;) — Var'Zy(B;))|, Syntactically Correct Test

Ry = (6.5)
—1, Otherwise

Where C'C' is the cyclomatic complexity and B, represents the vector of branch coverage at
time ¢. This reward function balances validity, complexity, and coverage. When a test case is
not syntactically valid it penalises the choice, with a negative reward of —1. When test cases
are valid, it rewards 1 for the validity, additionally rewarding for how complex the test case is,

as a ratio of current cyclomatic complexity (CC) and the maximum CC seen historically.

Finally, Eq 6.5 rewards for coverage using a term that incentivises the agent to explore new
branches. At each timestep we compute an updated running variance of each branch (b € B)
representing this as a vector [41], Varl_,(B;). In doing so we can estimate the variance of
each branch without retaining all the historic branch coverage. We then take the difference
in variance between time t and ¢ — 1, isolating the difference in variance (novelty in coverage)
from the test case at time ¢t. The maximum value indicates the largest difference in coverage
compared to the previous timestep, i.e. where branches which are less frequently covered. We
then take the absolute value to reward for changing the variance. Meaning that CLUTCH is
incentivised not to hit the same branches frequently, but instead to explore other branches,

including lower frequency branches.

6.4 Evaluation

In this Section we evaluate the effectiveness of CLUTCH at improving the performance of state-
of-the-art fuzzers, we compare it to a simpler CLUTCHLITE alternative, and we analyse the

underlying behaviours that CLUTCH has learnt.



6.4. Evaluation 171

6.4.1 Experimental Setup

Baselines

At its core, CLUTCH is a location-based selection methodology that can be applied to different
JavaScript engine fuzzers. We evaluate its effectiveness by inserting CLUTCH into three different
state-of-the-art JavaScript engine fuzzers: Fuzzilli [96], FuzzJIT [299], and JIT-Picker [28]. We
refer to these variants as FClutch, FJClutch, and JPClutch respectively. We did not include in
the comparison OptFuzz [297], another extension of Fuzzilli, as the available prototype relied

on a version of 11vm incompatible with current operating systems and JavaScript engines.

Implementation

We implement CLUTCH in Python 3.11 using PyTorch. We use the PythonKit [289] frame-
work to interface CLUTCH with the fuzzers above (implemented in Swift), so they can share
JavaScript representations, coverage information, and locations. Locations in each of these
models are represented by the IR instructions used in each of the three fuzzers we place CLUTCH

into. We run experiments on two identical machines running Ubuntu 24.04 with Intel i7 8700k

and 64GB RAM.

JavaScript Engines

We test CLUTCH on JavaScriptCore (used in Webkit and Safari), V8 (used in Chrome and
Chromium), and SpiderMonkey (used in Firefox). These three comprise the main JavaScript

engines in use, and have been targeted by previous work from academics, security researchers,

and project maintainers 28, 96, 107, 152, 220, 248, 296, 297, 299].

Metrics

To assess the performance of CLUTCH we compare across several key metrics, with the particular

view to understanding efficiency. We include the throughput of each fuzzer, to see the volume of
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test cases produced and, by association, the fuzzer overhead. We consider the correctness of the
test cases, i.e. the test cases that are valid JavaScript, not causing one of the four error types of
JavaScript: SyntaxError, ReferenceError, TypeError, and RangeError. Generating JavaScript
that does not cause such errors results in test cases that pass initial semantic and syntactic
checks. Testing deeper into the engine triggers less frequently used paths, a common metric
to measure this is code coverage. There are many different forms of coverage that one can
measure, including: line, branch, and block. Each of these offers different levels of granularity
of the test subject. We use branch coverage as our metric as it is often used in the literature,

providing a point of comparison with prior work [28, 96, 299].

Experiment Design

Each trial (JavaScript engine and fuzzer) is run for 24 hours and repeated 5 times, overall
constituting 3,240 CPU hours across all experiments. Repeating experiments reduces the effect
of randomness that is inherent in JavaScript engine fuzzing approaches. Additionally it allows
for statistical testing, as advocated for by Schloegel et al. [250] and Klees et al. [146]. In
particular, we use the Mann-Whitney U test to determine the statistical significance, and
Vargha and Delaney’s Ay test to quantify the magnitude of difference or effect size. The
performance is considered significant when p < 0.1, and outperforms with a large effect size

when 12112 > 0.71.

Ablation

In Section 6.4.4 we compare CLUTCH with CLUTCHLITE, a contextual bandit architecture
that does not use deep learning. CLUTCHLITE uses the Adaptive Contextual Combinatorial
Upper Confidence Bound (ACCUCB) algorithm [200], which similarly to CLUTCH can handle
a variable number of actions. We cannot compare with other contextual bandits such as Lin-
UCB [158] and Thompson Sampling with online bootstrap (BTS) [67] because they only handle

a fixed set of actions.
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Table 6.1: Correctness of generated test cases (five run average) from 24h fuzzing of CLUTCH
and baseline fuzzers.

Engine Metric ‘ FuzzJIT FJClutch ‘ Fuzzilli FClutch ‘ JIT-Picker JPClutch
Average | 66.4% 80.5% | 65.9% 79.3% 73.3% 85.8%
Vs Relative Change 8.321% 20.32% 8.585%
Ay 1.000 1.000 1.000
D 0.011 0.002 0.011
Average | 59.8% 77.4% 64.9%  77.5% 76.5% 89.5%
SpiderMonkey Relative ChanAge 9.843% 19.35% 8.615%
A 1.0 1.0 1.0
P 0.008 0.003 0.036
Average | 70.5% 82.1% 63.7% 78.7% 71.8% 85.1%
) Relative Change 5.054% 23.52% 12.23%
JavaScriptCore A
Ajs 1.000 1.000 1.000
P 0.008 0.001 0.008

6.4.2 Field Test Comparison

We now measure the effect of embedding CLUTCH into existing JavaScript fuzzers.

Correctness

We will first measure the ability of CLUTCH to improve the rate of generation of valid JavaScript
code, that is code that does not cause one of the four JavaScript error types. We report the

validity results in Table 6.1.

All CLUTCH variants achieve a higher proportion of valid test cases compared to their non-
CLUTCH counterparts. Indeed CLUTCH can quickly learn from its experiences to find strategies
that improve the rate of valid test cases. Impressively, this performance is consistent across
different fuzzing approaches, from differential testing to JIT-specific mutators. CLUTCH im-
proves correctness by at least 16.42% (compared with FuzzJIT), and on average by 20.3%. In

all cases we show that these results are statistically significant, and have a large effect size.

JIT-Picker and JPClutch achieve the highest rate of correctness of baseline fuzzers, and CLUTCH
variants, respectively. JIT-Picker is designed for differential testing, having a focus on instru-

mentation and probing. It uses a subset of mutators from prior work [96], which causes this
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Figure 6.2: Throughput of test cases (five run average and standard deviation) from 24h fuzzing
of JavaScript engines.

improvement in performance compared to the other approaches.

Throughput

The throughput of a fuzzer is important to consider as, typically, the more test cases we exe-
cute the higher the likelihood of triggering a bug. We monitor the throughput of each fuzzer,
reporting the results in Figure 6.2. We would expect that CLUTCH variants will take longer to
execute a single test case compared to their relative counterparts, as calling an external imple-
mentation of a neural network in Python will inevitably introduce a higher overhead compared
to a random selection implemented directly in the fuzzer. Increasing the rate correctness of

test cases may also reduce throughput: by having test cases that are valid they test deeper into
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Table 6.2: Branch coverage (five run average) from 24h fuzzing of CLUTCH and baseline fuzzers.

Engine Metric ‘ FuzzJIT FJClutch ‘ Fuzzilli  FClutch ‘ JIT-Picker JPClutch
Average | 11.26%  11.08% | 10.69% 10.67% 6.854% 7.212%
V8 Relative Change -1.62% -0.16% 5.224%
A 0.440 0.640 0.640
p 0.099 1.000 0.953
Average | 21.30%  20.73% | 24.50% 22.70% 16.18% 16.97%
SpiderMonkey Relative Change -2.68% -7.33% 4.898%
A1 0.000 0.000 0.667
p 0.055 0.001 0.112
Average | 17.64% 18.21% | 16.49% 16.64% 14.58% 14.55%
. Relative Change 3.229% 0.923% -0.18%
JavaScriptCore A
Aqg 1.000 0.680 0.520
p 0.859 0.594 0.755

the engine, and in doing so, they take longer to execute.

Overall, Figure 6.2 shows that each of the fuzzers have a different rate at which they execute

test cases (similar to prior work), and that CLUTCH versions have a lower throughput.

Coverage

Coverage is often a primary metric for evaluation of fuzzers. We show the total branch coverage

in Table 6.2.

Figure 6.3 shows the average coverage in 24 hours of fuzzers and CLUTCH variants on each of

the tested JavaScript engines.

We observe a limited and mixed effect on overall coverage by adopting CLUTCH, as shown
by the average and relative change percentages, and the small values of A5 in four instances.
Still, 4 of the CLUTCH based models do outperform the fuzzer baselines in terms of coverage
achieved. In fact, on average, across all combinations of fuzzer and JavaScript engine CLUTCH

improves the coverage by an average of 2.3%.

Given the lower number of test cases that CLUTCH variants execute, this aggregate performance
is remarkable. CLUTCH leverages its ability to select the location for mutations, improving the
efficiency of testing. To perform a more legitimate comparison on this efficiency we compare

the coverage relative to the number of test cases executed in Section 6.4.2.
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Figure 6.3: Branch coverage (five run average and standard deviation) from 24h fuzzing of
JavaScript engines.

Test Case Efficiency

Recent work from Caturano et al. [39] has argued in favour of RL for its testing efficiency,
stating that ‘more intelligent’ scanners achieve the same (or better) results with a given number
of attempts. We report the efficiency as coverage found per test case in Table 6.3. This allows

us to determine how efficient each approach is with its test case budget.

We can see that CLUTCH is generally able to improve the number of branches covered per ex-
ecution, by an average of 8.9%. Indeed, CLUTCH increases the branches covered per execution
consistently, doing so in six of the nine combinations of fuzzer and JavaScript engine. Specifi-

cally, each CLUTCH variant improves over the baseline fuzzer in two of the three engines. When
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Table 6.3: Branch coverage per generated test case (five run average) from 24h fuzzing of
CLuTcCH and baseline fuzzers.

Engine Metric ‘ FuzzJIT FJClutch ‘ Fuzzilli FClutch ‘ JIT-Picker JPClutch
Average | 0.566 0.627 0.382 0.387 0.514 0.585
Vs Relative Change 10.81% 1.152% 13.72%
Ay 0.560 0.680 0.880
p 0.099 0.513 0.594
Average | 0.050 0.067 0.059 0.082 0.092 0.081
. . 0
SpiderMonkey Relative ChanAge 32.55% 38.56% 11.9%
Ao 1.000 1.000 0.222
p 0.001 0.001 0.287
Average | 0.530 0.508 0.250 0.238 0.344 0.358
. Relative Change -4.25% -5.01% 4.12%
JavaScriptCore A
Als 0.000 0.200 1.000
p 0.768 0.055 0.096

comparing per JavaScript engine we see that CLUTCH always increases efficiency when fuzzing
V8. This is due to a combination of the size of the engine and the throughput of the fuzzer ap-
proaches. As the size of V8 is larger compared to JavaScriptCore and SpiderMonkey, the search
space for CLUTCH is larger, giving it an advantage to target it efficiently. The throughput on
V8 is also similar between CLUTCH variants and baseline fuzzers in comparison to the other
JavaScript engines, which also accounts for efficiency improvements of CLUTCH, as baseline
fuzzers achieve less coverage per test case. Both FJClutch and FClutch have marginally lower
efficiency in JavaScriptCore (-4.63% on average), and significantly greater efficiency in Spider-
Monkey (35.56% on average). Yet, JPClutch does not follow this same behaviour, achieving
11.9% fewer branches per execution on SpiderMonkey, and 4.12% more on JavaScriptCore. This
arises from the different approaches in fuzzing taken by JIT-Picker compared to Fuzzilli and
FClutch, which leads to the highest rate of valid JavaScript generation from both JIT-Picker

and JPClutch. As a result JIT-Picker has a higher base efficiency compared to other fuzzers.

We can see from Vargha and Delaney’s Ay values that the effect size is often large. Similarly,
we can see that when CLUTCH outperforms a fuzzer the result is often statistically significant,

as indicated by p < 0.1.
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6.4.3 Clutch Selection

We have seen that CLUTCH improves the efficiency of fuzzing by increasing the correctness of
test cases, their coverage, and the coverage per test case. However, it is important to consider
the underlying cause. To investigate this we have recorded the mutations performed by baseline
fuzzers and CLUTCH variants on 10,000 test cases. We capture where mutations are performed

and run the test cases on V8 to capture branch coverage and JavaScript errors.

We provide the distribution of errors in Figure 6.5. Figures 6.4b, 6.4d, 6.4f show the difference
in the errors across the mutations. Figures 6.4a, 6.4c, and 6.4e show the distribution of IR
instructions per mutation. For example Figure 6.4a shows the difference between Fuzzilli and
FClutch. The CodeGenMutator bar shows where CLUTCH deviates from the strategy of Fuzzilli,
i.e. the CallFunction is selected 5.2% less by CLUTCH, and SetProperty is chosen 1% more. For
readability we only report the top ten IR instructions, thus the difference may not sum to zero

for each bar. Note that not all mutations are used by all fuzzers, as discussed in Section 6.2.

By comparing with the random selection of the fuzzers we can show what CLUTCH has learned to
do. Importantly, we do so while accounting for the original distribution of test cases, where some
instructions, or mutations, may occur more frequently than others. For instance, InputMutator

cannot be applied to instructions which do not have input variables, such as a BinaryOperation.

Distribution of Mutations

We let CLUTCH observe the IR of a test case and the mutation that will be applied, with the
intention for it to learn where to apply different mutations. Signs of this occurring can be seen
in Figure 6.4 from the difference in the IR instructions chosen by CLuTcCH for different muta-
tions. For instance, BinaryOperation is present in the top ten IR locations selected by CLUTCH
regardless of the fuzzer approach. Yet, the preference of location to perform mutations varies
across different CLUTCH variants. Consider the differences in selection between JPClutch (Fig-
ure 6.4e) and FClutch (Figure 6.4a). JPClutch performs 9.8% more CodeGenMutator mutations

on BinaryOperations than the random selection of JIT-Picker, where as FClutch has learnt an
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Figure 6.4: Analysis of 10,000 mutated test cases by CLUTCH and the equivalent fuzzer when
tested on V8. The left column shows the percentage difference from CLUTCH selection in its
top ten selected instructions per mutation. The right column shows the difference between
clutch and the baseline fuzzer in terms of the errors caused per mutation.
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Figure 6.5: Distribution of error types caused by 10,000 test cases from different fuzzers, when
testing on V8.

alternative strategy performing this combination 2.6% less than Fuzzilli.

However, CLUTCH variants also perform mutations at similar locations, as six of the instructions
are present in all variants. Consider FJClutch and FClutch, which both favour the Construct
instruction to perform mutations, indicated by its prevalence in Figure 6.4a and 6.4c. This
seems a reasonable choice as Construct instructions create and initialise variables. By mutat-
ing these CLUTCH effects the structure and properties of test cases in an attempt to trigger

additional functionality.

Distribution of Errors

In Section 6.4.2 we saw how CLUTCH increased the number of test cases that executed suc-
cessfully. We investigate here why this is the case by studying what errors occur, and where.
Figures 6.4b, 6.4d, 6.4f show the difference in the errors caused by test cases, and Figure 6.5

shows the distribution of errors across all fuzzers and CLUTCH variants.

Figure 6.5 shows a similar distribution of errors in the CLUTCH variants and baseline fuzzers,
with some slight variation apparent between the different fuzzer types. Overall, fuzzers cause
TypeErrors most frequently, which account for at least 78.2% for FClutch, and in the worst
case of JIT-Picker causing 92.1% of errors. This is not an unexpected distribution of errors as
JavaScript is a dynamically typed language where variable types can change type during the

execution of a program. Combining this with the prevalence of mutations that change the type
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of a variable, either explicitly or implicitly, increases the likelihood of a TypeError.

A more granular analysis of these errors, from Figures 6.4b, 6.4d, 6.4f, reveals a different
story: errors occur because of different underlying causes. These Figures show the difference
in error types between CLUTCH variants and baseline fuzzers. Consider Figure 6.4d, where
FJClutch causes fewer ReferenceErrors when performing both Input and Combine mutations,
leading to an overall reduction of these errors by 35%. However, while there is a commensurate
increase in both TypeErrors and RangeErrors, the overall number of errors is reduced as seen
in Section 6.4.2. Such behaviour shows CLUTCH has learnt the syntax of test cases, selecting
the most appropriate location to perform mutations. By comparison with Figure 6.4c we can
see how applying mutations to different instructions causes a shift in errors. For instance, the

use of Construct and CallFunction likely leads to an increase in TypeErrors.

Similar comparisons can be made in the performance of JPClutch. In Figure 6.4f, the main dif-
ference in errors compared to JIT-Picker is from TypeErrors. We can see that the InputMutator
(type aware) leads to an increase in TypeErrors. When comparing with Figure 6.4e, the
cause of this is the shift in mutations; applying mutations more often to LoadProperty, and
less to CallMethod. The redistribution of mutations to different instructions also reduces the
TypeErrors in other locations: InputMutator and OperationMutator. By doing this CLUTCH

reduces the overall number of errors (Table 6.1), and ratio of TypeErrors (Figure 6.5).

Frequency of Branch Coverage

We have argued in favour of using CLUTCH to increase the efficiency of testing JavaScript
engines. To demonstrate this further we compare branch frequency from the 10,000 generated
test cases generated by Fuzzilli and FClutch on V8. We report these results in Figure 6.6. We
can see that both Fuzzilli and FClutch find a comparable number of branches, covering 0.25%.
of the V8 engine, accounting for over 34,000 branches. Comparable performance is also seen
from the highest frequency of a single branch, 1320 for Fuzzilli and 1228 for FClutch. However,
the frequency density of the the two highlights the difference in testing strategy. On average

Fuzzilli requires 150.28 test cases to cover each branch, 23.5% more test cases than CLUTCH.
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Figure 6.6: Frequency of branches in V8 that are reached from 10,000 test cases from Fuzzilli
and FClutch.

Test cases from Fuzzilli trigger the same shallow paths due to higher proportion of errors they
contain. Indeed, such results show that CLUTCH explores a maximal number of low frequency
paths [35]. CLUTCH does so by learning to perform mutations in locations which are, a) valid

for JavaScript, b) able to probe deeper in the engine more consistently.

6.4.4 Bandit Fuzzing Comparison

We have shown how CLUTCH outperforms equivalent fuzzing baselines. Compared with random
selection, CLUTCH learns from its experience to improve efficiency, and a targeted testing
strategy. We designed CLUTCH to handle the many complex problems that come with selecting
a location to perform mutations, as outlined in Sections 6.2.4 and 6.3. Yet, it remains to be

seen if alternative bandit architectures could learn in such a setting.

Thus we introduce CLUTCHLITE, an alternative bandit model based on the ACCUCB [200]
algorithm. While ACCUCB was originally used for solving ‘dynamic resource allocation prob-
lems’ using a tree based structure, we have modified it to work within CLUTCH, by providing
it with the ability to increase the search space over time (i.e. the number of instructions seen
from test cases over time). CLUTCHLITE can then handle the context of selecting instructions

from the IR, and the variable number of arms that are seen over the course of fuzzing. As a
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Table 6.4: Branch coverage per generated test case (five run average) from 24h fuzzing of
CrutcH and CLUTCHLITE.

Engine Metric ‘ FJClutch FJClutchLite ‘ FClutch FClutchLite ‘ JPClutch JPClutchLite
Average | 0.627 0.620 0.387 0.382 0.585 0.438
Vs Relative Change -1.13% -1.24% -25.1%
Ap 0.560 0.480 0.880
P 0.841 1.000 0.056
Average | 0.067 0.058 0.077 0.088 0.081 0.103
; _ 0 0 07
SpiderMonkey Relative Change 13.4% 13.52% 26.06%
Aqp 1.000 0 0.111
D 0.008 0.008 0.143
Average 0.508 0.671 0.240 0.235 0.358 0.363
. Relative Change 32.20% -2.07% 1.968%
JavaScriptCore A
Ass 0.000 0.680 0.500
D 0.008 0.421 0.571

result we can compare CLUTCH to another contextual bandit for selecting locations to mutate.
We compare CLUTCH and CLUTCHLITE for their efficiency of branches found per execution,

reporting the results in Table 6.4.

We can see that CLUTCHLITE learns to select appropriate locations for mutations, as evidenced
by the comparable performance in efficiency compared to CLUTCH. At best, CLUTCHLITEs
increases efficiency by 32.2%, and at worst reduces efficiency by 25.1%. This result shows that
even an alternative bandit algorithm is capable of learning to optimise mutations when fuzzing.
While CLUTCHLITE has been able to learn, we still see the superior performance of CLUTCH,
resulting in greater branch coverage per execution in the majority of engines, increasing the

aggregate efficiency by 30.81%, and 3.42% on average.

6.4.5 Wider Bandit Comparison

We must also consider the performance of CLUTCH in relation to alternative bandit approaches.
However, to do so in the context of JavaScript engines is challenging as it is computationally
expensive to train bandits, and there is no ground truth to determine regret performance.
Instead, we use evaluation methodologies used in prior work, providing a ground truth reward,
and relatively inexpensive training time. Specifically, we consider the Gollawa Dataset in the
same configuration as Nika et al. [200] for volatile bandits, and use three hidden rewards as

Hwang et al. [127] for non-volatile settings. We use the hyperparameters and experimental
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Table 6.5: Total regret of combinatorial bandits in different settings.

Setting Selected Volatile Total Regret
Arms ° ACC-UCB CC-UCB CombLinTS CombLinUCB CN-UCB CN-TS CN-TS(M=1) CLuTCH
9 v 4915.64 12328.73 . ) ) ) ) 1077.68
Gowalla Dataset (£57.00)  (£20.31) (+£962.21)
4 v 985.70 3688.81 ) ) ) ) ) 125.42
(£20.35)  (£15.15) (+105.05)
Rix)=x"a 4 2865.87 2667.51 74.43 67.87 70.80 65.04
(£321.02)  (£22748)  (£3.95)  (£2.12) (£3.97) (£2.51)
Ra(x) = (xTa)? 4 1140.77 1155.06 310.01 253.60 242.26 216.54
: (£23.56) (£14.31)  (£83.50) (£28.48)  (£14.97) (£4.37)
Rs(x) = cos(rx"a) 4 2501.58 2495.12 948.33 997.02 991.70 325.86
‘ } (£35.68) (£48.78) (£96.76)  (£158.80) (£83.72) (+40.11)

setup as in the prior work, running experiments for 10,000 rounds and repeating 10 times. We

present the results in Table 6.5.

Volatile Arms. In this setting we consider a crowd sourcing problem used by Nika et al. [200],
using the Gowalla dataset. At each round ¢ a random number of user check-ins are sampled,
where each check-in is an arm. Context is the location (normalised longitude and latitude lying
in [0,1]?), and the reward is the ‘willingness to work’, i.e. battery status. Bandits must then
select K € 2,4 locations. We compare against two state-of-the-art bandits that handle the
volatile nature of the arms: ACC-UCB [200] and CC-UCB [44]. From Table 6.5 we see that
bandits improve when selecting more arms due to the increased likelihood of selecting ‘correct’
arms. Furthermore, CLUTCH has the best performance in both K € 2,4, achieving at least

78.1% fewer regret than other bandits.

Non-Volatile Arms. In this setting we consider three different, unknown, reward functions:
Ri(x) =x"a, Ry(x) = (x'a)?, and R3(x) = cos(mx"a). Where z is the set of contexts for arms
and a has the same dimension as x and is randomly generated from a unit ball, remaining fixed
during the experiment. Bandits must select from K = 4 arms at each round, observing a context
of 80 features. Such an evaluation is inline with Hwang et al. [127] and Zhou et al. [324]. We
compare against contextual neural bandits CN-UCB and CN-TS, and their linear equivalents
CombLinUCB and CombLinTS [127]. We additionally include CN-T'S(M=1), a special case
of CN-TS drawing only one sample per arm. Volatile bandits require context features to be
N = 2, which not originally considered by Hwang et al. [127] which uses 80 features (/N = 80).

From Table 6.5 we again see that the deep CBs outperform the linear counterparts. We also
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Table 6.6: Statistical significance of bandit regret performance compared to CLUTCH, using
Vargha and Delaney’s Ajy test and Mann-Whitney U test (p values).

i ati ‘ms atures /'112«, p
Setting Volatile - Selected Arms - Features  \ 0 jog 0CLUCB CombLinTS CombLinUCB ~ CN-UCB  CN-TS  CN-TS(M=1)
o 2 1.0, 0.0002 1.0, 0.0002
Golwalla Dataset v 1 2 10, 0.0002 1.0, 0.0002 . . . . .
4 2 08,003 09,003 078004 09,003 10 00002 10, 00002 10, 0.0002

— T
Ri(x) =x'a 80 1.0,0.0002  1.0,0.0002  0.98,0.0003 0.81,0.02  0.86, 0.007

2 1.0, 0.0002 1.0, 0.0002 1.0, 0.0002 1.0, 0.0002 1.0, 0.0002 1.0, 0.0002 1.0, 0.0002
80 - - 1.0, 0.0002 1.0, 0.0002 1.0, 0.0002  0.96, 0.0006 1.0, 0.0002
2 1.0, 0.0002 1.0, 0.0002 1.0, 0.0002 1.0, 0.0002 1.0, 0.0002 1.0, 0.0002 1.0, 0.0002
80 - - 1.0, 0.0002 1.0, 0.0002 1.0, 0.0002 1.0, 0.0002 1.0, 0.0002

Ra(x) = (x"a)? 4

R3(x) = cos(mx"a) 4

see that across all rewards CLUTCH outperforms the deep CBs, achieving between 4.1%-67.3%

fewer regret.

Furthermore, across both volatile and non-volatile settings CLUTCH outperforms with large

effect size (A5 > 0.78) and statistical significance (p < 0.04) (see Table 6.6).

6.5 Limitations

The selection of hyperparameters in a learning architecture may depend on domain knowledge,
leading to bias, and may in general affect the performance of the model unpredictably. To
mitigate this, CLUTCH controls its own rate of exportation, uses hyperparameters from prior
work where applicable [50, 90, 291], and uses a grid-search to find optimal values for remaining
hyperparameters. We present the details of this grid-search in Table 6.7, including lower and

upper bounds, and the selected value.

We did not place CLUTCH inside an exhaustive list of all JavaScript engine fuzzers. In partic-
ular, we have excluded OptFuzz [297] and Superion [296]. OptFuzz, while publicly available,
requires recompiling the 11lvm library with custom hooks, and does not fully document the
dependencies required to do so. Superion is used for fuzzing both XML and JavaScript en-
gines, extending the AFL fuzzing model. We considered the approach and underlying system
out-of-scope. Indeed, it is non-trivial to place CLUTCH inside fuzzers. Instead, we selected
three state-of-the-art fuzzers to evaluate the performance of CLUTCH. We argue these fuzzers
demonstrate the generalisability of our approach, as they use different approaches and testing

mutations, ranging from targeting the JIT to differential testing. We further test each fuzzer
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Table 6.7: Grid search ranges for hyperparameters neural network models

Hyperparameter Lower Bound Upper Bound Selected

¥ 0.5 0.999 0.9
Learning Rate 0.05 0.0005 0.005
Update Step 10 10000 200
Update Type Exponential Linear Linear

and CLUTCH variant on three separate and commonly used JavaScript engines. This removes

bias from test subjects, showing the real world application of CLUTCH.

To mitigate for randomness in the different approaches we conducted large scale experiments.
We repeated experiments in Sections 6.4.2, and 6.4.4 five times, accounting for 3,240 compute
hours of experiments. In reporting our results we have followed guidance from Schlosser et
al. [250] and Klees et al. [146], reporting metrics which provide deeper statistical comparison
between different sets of data. Additionally, in Section 6.4.3, we use 10,000 test cases to compare
between CLUTCH and the fuzzer baselines to provide an in-depth study on their behavioural

differences.

6.6 Related Work

Fuzzing Strategies. To our knowledge there has been no prior work in fuzzing to determine
where to perform mutations in a test case in fuzzing. Orthogonal works have focused on
different aspects of fuzzing. Weissberg et al. [306] examined different methods to select areas
in the target to fuzz in directed fuzzing [18, 35, 174, 268]. Lyu et al. [174] develop an algorithm
to schedule mutators, this to later work EMS [175] which incorporated historic data for the
same purpose. Zhao et al. [322] investigated the scheduling of seeds using Monte-Carlo Tree
Search approach. While these works investigate selection of target code, scheduling mutators,
or scheduling seeds, CLUTCH selects where in the test case to perform mutations in greybox

fuzzing.

Some work, including that of Yue et al. [314], Wang et al. [298], and Luo et al. [172] explored

using bandits. Specifically for seed scheduling. This is substantially different from CLUTCH,
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which uses a contextual bandit for selecting locations to mutate, not the seed testcases.

Fuzzing JavaScript Engines. Fuzzing has become the de facto approach to find bugs and
vulnerabilities in JavaScript engines, leading to a number of works on this. LangFuzz [48],
creates an Abstract Syntax Tree (AST) of JavaScript functions, selecting nodes to mutate at
random. IFuzzer [288] makes use of a similar strategy, but improves effectiveness with genetic
programming, and a fitness function from greybox feedback on the test case. Montage [152] uses
Natural Language Processing (NLP) to generate JavaScript sub trees at random locations in a
test case’s AST. DIE [220] is a mutation based fuzzer that aims to preserve type and structural
properties of test cases. CodeAlchemist [107], reduces test cases to fragments, using static and
dynamic analysis to infer types, and then reassemble test cases. In both Superion [296], and
SkyFire [295], the authors use grammar based methods for mutation and generation, respec-
tively. Nautilus [16] takes this a stage further: generating its own test cases and then mutating
their ASTs. While Salls et al. [248] use a token-level approach to perform mutations at a higher

level, to avoid using grammars.

As we have discussed Fuzzilli [96] focused on finding bugs in the JIT compiler using an IR. The
approach used in Fuzzilli has since been adopted by FuzzJIT [299] and JIT-Picker [28]. Opt-
Fuzz [297], also builds on the Fuzzilli architecture to use optimisation paths as a performance
metric. The authors of OptFuzz use an approximation of the optimisation path coverage as

feedback to guide seed scheduling and preservation.

Importantly, none of the JavaScript engine fuzzers make use of an RL feedback approach, with
only Montage using a learning based fuzzer. Nor do these approaches target where to perform
the mutations in the test cases, whilst CLUTCH uses an RL approach to target mutations in a

test case.
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6.7 Takeaways

Across this Thesis we have investigated how RL could improve efficiency and be more effective
than state-of-the-art approaches. In this Chapter we have tackled another key problem, not
just in web application security testing, but in the broader domain of fuzzing. We aimed
to determine if an agent can learn where to perform mutations in a test case when fuzzing
JavaScript engines. Such a challenge has the potential to open up new avenues for improving
the efficiency of testing. Yet this challenge has not been explored in prior work, which has

focused on oracles, instrumentation, and heuristics for mutations.

We implement our approach as CLUTCH, a deep contextual bandit that observes a testcase
and mutation, selecting the location where the mutation will be performed. Being based on
a deep learning architecture with attention, CLUTCH can overcome several challenges: 1) the
large search space of test cases, 2) the complexity of JavaScript, and 3) the varied structure of
test cases. Implementing our approach in a fuzzer agnostic way, we can place CLUTCH inside

existing fuzzers.

We evaluated CLUTCH in three state-of-the-art fuzzers, testing on three JavaScript engines.
Our results show CLUTCH learns to increase the correctness of test cases, increases aggregate
coverage, and efficiency of coverage per test case. We have shown that CLUTCH can learn
specific testing strategies that are distinct from the random selection strategy used in existing
fuzzers. As a result, it can reduce the overall number of errors. We believe CLUTCH demon-
strates an impressive performance in locating where to perform mutations in a test case. This
showcases how RL can be used to make web application security testing more intelligent. With
more engineering effort, CLUTCH and approaches like it, can be made faster to increase the

throughput, e.g. reimplementing CLUTCH in native fuzzer languages.
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Conclusion

In this Thesis we have studied ways to improve the effectiveness and efficiency of web application
security testing using Reinforcement Learning (RL). RL is the paradigm where agents learn
policies to complete tasks. Without requiring a dataset to learn from, agents collect experience
and reward-based feedback through interaction with an environment, i.e. they can take actions
to effect states. As a result, RL has shown impressive, even better than human, performance in a
variety of tasks in different domains [80, 136, 187, 208, 309]. Across this Thesis we have proposed
and implemented RL approaches to problems in the domain of web application security testing,
including: generating tailored injection payloads, utilising feedback to mutate HT'TP test cases,
and target effective locations to perform mutations in JavaScript test cases. In this Chapter,
we will summarise the achievements of the Thesis and outline its limitations. We then hope to
inspire further research by suggesting future work in this domain. Finally, we discuss RL in a

broader context of cyber security.

7.1 Summary of Thesis Achievements

“It is more than possible; it is probable.”
—The Adventures of Sherlock Holmes by Sir Arthur Conan Doyle

189



190 Chapter 7. Conclusion

This Thesis has aimed to determine if, how, and where RL can be used in the domain of web
application security testing. Thus, in Chapters 3, 4, 5, and 6 we have created RL approaches and
designed architectures that are targeted to different testing strategies: mutation and generation,
grey- and black-box. When it comes to the generation of payloads we see that RL models can
find 20% more XSS and 26% more SQLi vulnerabilities, using fewer requests than state-of-
the-art approaches. This trend continues in mutation based testing when we compare our RL
agent, APIRL, to other approaches. APIRL finds 85% of all bugs found, and finds the most bugs
undetected by other approaches (22%). Furthermore, it does so improving the coverage and
bug finding capability per request. Finally, we have seen that RL can effectively target where
to perform mutations in isolation from within a fuzzer increasing the proportion of valid test

cases, and the efficiency in terms of the coverage per test case.

As a result of these investigations we have shown how novel and bespoke RL architectures are
capable of learning diverse testing strategies. The learnt policies also transfer to different, but
related tasks. For instance RL models in Chapters 3, 4, and 5 are trained on a curriculum
of didactic examples, and then redeployed on related but alternative subjects. Impressively,
the learnt policies can find a variety of bugs and vulnerabilities unseen in training. Concrete
examples of this are: CVE-2021-42946, CVE-2021-42866, CVE-2021-42867, CVE-2021-42868,
CVE-2021-42869, CVE-2022-2717, CVE-2022-2718, CVE-2022-38918, CVE-2022-38919, CVE-
2022-38920, and CVE-2022-38921; all of which are zero-day vulnerabilities found by our RL
approaches. Indeed, in Chapter 5 we have further seen how RL can trigger different classes of
bugs in REST APIs. The learnt policies are even able to find the same classes of bugs using
different testing strategies. Thus, we have demonstrated that RL can be used in a plethora of

web application security testing tasks.

“Never trust to general impressions, my boy, but concentrate yourself upon details.”

—The Adventures of Sherlock Holmes by Sir Arthur Conan Doyle

We have compared the approaches detailed in this Thesis in different domains. Through this
series of experiments we have seen that our RL approaches outperform the state-of-the art

techniques, varying from: random selection and manual heuristics, to evolutionary approaches.
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We have further seen how using off-the-shelf RL models can lead to sub-optimal performance, by
comparing with prior work, and ablations of our own architectures. We argue that this shows a
compelling case for the considered design of RL approaches in web application security testing.
The bespoke architectures we develop focus on trying to include detail in information rich latent
representations, and improve the level of autonomy agents can have in their the strategies. Such
a focus on design and on the definition and model of an agent is aligned with Abel et al. [1],
who argue that agent models require further research beyond existing understanding. We argue
our results show tailored agents are more efficient and effective than alternative state-of-the-
art approaches. Furthermore, they show consistency across the evaluations and ablations in

Chapters 3, 4, 5, and 6.

“You see, but you do not observe. The distinction is clear.”

—A Scandal in Bohemia by Sir Arthur Conan Doyle

We aimed to increase the strategy of testing by harnessing information beyond the use of domain
knowledge and heuristics. How to represent real-world web data as observations or rewards for
an RL agent is a fundamental challenge. This arises from the diversity and complexity of data,
e.g. JavaScript test cases, or payloads. There is a breadth of possible signals and data that
we could harness in the testing domains investigated in this Thesis. We have explored how
representations effect the learning of an RL agent by using increasingly rich latent represen-
tations, ranging from tokens, RNN encodings, and transformer embeddings. We have been
able to show that such representations improve the performance of agents when observations
are complex, containing important and subtle semantic relations, including: SQL, JSON, and

natural language.

We have further challenged the design of reward functions when learning policies for testing.
Investigating reward functions that use domain knowledge in different ways, we have seen how
rewards can unintentionally result in poor testing policies. We speculate that such reward
functions bias earlier periods in training as ineffective reward functions lead to diminishing
returns later in training. Through these insights we hope to promote a carefully considered

approach to the design of RL for web application security testing.
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7.2 Limitations

This Thesis has aimed to be rigorous and continually strive for improvement in design, im-
plementation, and evaluation. However, it is not without its limitations, which we discuss

here:

o« Smarter does not equal Faster. We have seen in previous chapters the advantages
of using RL approaches for web application security testing. However, the increased
efficiency and effectiveness often comes at the cost of computational complexity. By
introducing a deep learning architecture we inevitably introduce additional overhead in
the time used to perform testing in comparison with static heuristics or random selection
methods. For example, in Chapter 3, HAXSS, can find more vulnerabilities in a fewer
number of test cases. However, in some cases it takes a significantly longer time to
complete the testing compared with more mature scanners. In Chapter 6, we placed
CLUTCH inside other scanners to determine its performance. Similarly we found that it
could increase efficiency per test case, but at the cost of increasing the overhead of test

cases.

With enough engineering effort the more ‘intelligent’ techniques introduced in this Thesis
can be made faster. On the other hand, to do so comes at the cost of a significant time
investment which would not increase the quality of performance in any other dimension,
i.e. the number of bugs or vulnerabilities found. Thus, such an investment is of minimal
value to the research that has been conducted in this Thesis. We hope that the ideas and
techniques from this Thesis can be taken further and used more broadly in both the RL

and web application testing communities.

e Uniform Evaluation. We set out in the objectives for this Thesis to continuously
develop the evaluation methodology. As a result, we have included additional metrics
and experiments across the different testing paradigms. However, this means that the
evaluations are not uniform across Chapters 3, 4, 5, and 6. Such uniform evaluation is

desirable, showcasing all possible metrics and cross comparing against further architec-
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tures. However, we believe our evaluations are rigorous, demonstrating the capacity of
RL to test the security of web applications. In the evaluations we have consistently com-
pared against existing state-of-the-art approaches and, where possible, included related
approaches from the literature. We have been transparent in our reporting of evaluations,
showing the strengths and weaknesses of different approaches, including those developed
in this Thesis. Furthermore, we have set out to evaluate the real-world impact of our
approaches, testing on production grade test subjects, showcasing zero-day CVEs, and

bugs.

e Good Faith Testing. We have viewed web application security testing through the lens
of the defender trying to secure systems. In such cases, web security practitioners often
have limited time for testing, and require confidence in their testing tools [153, 179, 203].
Therefore, we have harnessed the power of RL for its ability to effectively search over
large state-action spaces to improve the efficiency of web security testing. We have done
so for these techniques to be useful for security practitioners. While such techniques
could conceivably be used by malicious actors, their interest in such tools is very unlikely,

especially in the case of grey-box testing.

We have further not accounted for the possibility of adversarial samples, backdoors, or
poisoning [293]. Such behaviour could be possible, leading to the deterioration of the
learnt policy. However, the threat model would be overly permissive to the adversary,

and in such a scenario one would have more severe consequences than a suboptimal policy.

o Using Domain Knowledge. We have aimed to improve the ability of RL agents testing
strategies by maximising the useful information given to them in both states and rewards.
In doing so, we have tried to move away from using heuristics that can constrain the
ability of agents. However, in some cases it is challenging to decouple domain knowledge
from the RL implementation. For example, in Chapter 3 we used a constrained state-
action space, and shaped reward to guide HAXSS to find payloads. In Chapter 5 we
used a combination of explicit features and latent embeddings; showing that embeddings

improved performance, and were meaningful to the agent. Finally, we believe this Thesis
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examines the use of deep representations, which is not commonly found in the domain of

RL testing [36, 51, 71, 141, 153, 314].

7.3 Future Work

In this Thesis, we have presented research that aims to improve the efficiency and effectiveness of
web application security testing by developing novel RL architectures and problem formulations.

We believe that this opens up many interesting areas for future research.

We have seen how to harness the unique power of RL to perform web application security
testing; motivated by the scale of web vulnerabilities we have focused on specific classes of
vulnerabilities. However, there are related domains that have not been within the remit of
this Thesis. In particular the application of RL for testing alternative subjects such as deep
learning libraries. The use of deep learning libraries, and their integration into many modern
systems, has caused concern in the security of the underlying libraries [61]. Fundamentally,
such libraries share many of the same potential causes of bugs as we have examined in this
Thesis: incorrect logic, API calls, and user defined input parameters. Thus, such libraries can
be treated similarly, harnessing many of the approaches developed here. As yet, there has
been no work to use RL to test such systems. We believe this to be a rich area to explore, as
the potential search space of these testing domains is large, and could benefit from the target

approaches that RL offers.

Furthermore, the increased use of deep learning models, particularly LLMs, in production grade
systems presents another dimension in which testing can be conducted [261]. Such systems often
have user input components that can be accessed through the web, e.g. LLMs can be accessible
via APIs. Thus, these web exposed systems can be treated in a similar way to test subjects
in this Thesis. However, they introduce additional complexities from the deep learning model.
This presents a new dimension in which we can test systems [37, 38]. Test cases could be
developed to target: a) the underlying deep learning model, b) the interface between the model

and its pipeline, and ¢) the remaining system. There has been some prior work to show that
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RL can be effective in prompting for LLM based systems [60, 85]; which has been expanded
to jailbreak LLM models [45]. This suggests that RL could have the capability to test systems

that use LLMs and similar deep learning architectures, to effectively uncover their insecurity.

We have investigated the ability of RL agents to learn strategies in web application security
testing. To evaluate the performance of the developed models we have mainly focused on the
generated and mutated outputs. We further compared the action choices of agents, and analysed
how features impacted the choice of the agent. Yet, we have done so in a relatively shallow
capacity with regards to the explainability of a model. There has been work to determine
the underlying causes of RL agent performance in more general settings [114, 305]. However,
this has been comparatively little evaluation in cyber security settings [86, 280]. The potential
for explainability methods for security settings has been recently introduced by Yu et al. [42,
313]. Importantly, such methods have the potential to inform better reward functions, and
state representations. Integrating these kinds of approaches, and developing further ways to
explain model policy and behaviour could reduce the reliance on domain knowledge and increase

performance.

As we have seen in Chapter 2, many approaches to deep RL in this domain tend to commonly
use off-the-shelf-methods. We have tried to develop novel approaches to agent design in this
space, providing augmented representations, and designing new deep architectures. However,
there are many more techniques developed and used in the deep RL community that have not
yet made their way into the security or testing domains. Approaches like upside-down RL [269]
and inverse RL [197] represent alternative models to learn policies and complete tasks. The
use of these techniques for web application security testing represents an underutilised area of
research. An exploration into how alternative learning models can perform in such domains

could unlock additional performance and further research.
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7.4 Final Thoughts on RL in Cyber Security

We conclude this Thesis with some final thoughts on the use of RL in the broader context
of cyber security. In more traditional RL settings there are clearly defined rules, states, and
actions, e.g. in video games; and RL has shown to perform well in these settings [191, 251, 309].
RL has additionally been used in a variety of complex, real world settings where these definitions
are less clear [55, 80, 187]. Yet, RL applications in cyber security often lack the same level of
performance, impact, and realism, due to the unique challenges in mapping problems to MDPs
and environments [292]. Such challenges arise from difficulty in recreating real-world systems
and making environments efficient enough to train RL agents. In this Thesis, we have designed
our environments to be applicable to real-world settings. The further development of security
environments that focus on real-world impact is key to demonstrate the ability of RL agents

beyond testing.

On the other hand, this Thesis has also argued for the development and research of agent models
that are well suited to their specific task. Indeed, recent work from Abel et al. [1] has argued
for a greater focus on the development of better agent models. This salient point is echoed
in Richard Sutton’s The Bitter Lesson [274]; arguing for focus on agents capable of searching
though state-action spaces to discover their own strategies, without a priori bootstrapping from

domain knowledge.

In this Thesis, we have attempted to evaluate and determine the potential of RL for web
application security testing. In doing so we have provided RL agents with better representations
of real world problems, and shifted away from using constrained domain knowledge. We have
shown that RL is a capable tester in terms of both effectiveness and efficiency. We believe RL
can be further harnessed to develop solutions to broader cyber security problems. There has
been notable work using RL in a number of key areas beyond web application security, including;:
automated cyber defence [12, 83, 86, 117, 122, 292, 312], penetration testing [166, 198, 281],
red teaming Al models [45, 92, 99], and malware detection and evasion [9, 78, 238, 264]. Thus
we advocate for the development of real-world RL environments, and RL agents capable of

learning effective security policies.
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Commands used to test XSS scanners
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Table A.1: Configurations for the scanners used as baselines to compare to HAxSS. Where
applicable scanners are provided with relevant information to be correctly authenticated with
a web application.

Arachni: ./bin/arachni [url] --check=xss* --browser-cluster-pool-size=2
--plugin autologin:url=[url],parameters="username=[username]\&
password=[password]",check="[check]"

Black Widow: python crawl.py --url [url]
Wapiti: ./bin/wapiti -u [url] -a [usernamel’[password] -m xss
XSpear: XSpear -u ’[url]’

XSSer: xsser -u [url] --auto -c=18 --Cl --auth-type=Basic --auth-cred=[
username] : [password]

XSSMAP: python XssMap.py °’[url]’ -x
w3af: We used the following plugin settings providing the correct authentication:
1. audit: xss

2. crawl: web_ spider

3. auth: generic

ZAP: We used the following settings to run ZAP:
traditional spider
AJAX spider with headless chrome

context with the relevant authentication

Ll e

active using all of the XSS options
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Commands used to test SQLi scanners
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Table B.1: Settings used for scanners when conducting experiments of crawling and vulnerabil-
ity identification. In Section 4.5.3 we also test without crawling, pointing the scanners to each
specific vulnerability found by SQIRL.

Arachni:
./bin/arachni [url] --check=sqli --browser-cluster-pool-size=2
—--http-cookie-string=’Path=[cookie_file]’

BurpSuite: We used the following settings:

1. Default crawling settings
2. Set the authentication using active cookie
3. Audit using all SQL injection options

Sqlmap:
sqlmap -u [url] --cookie=[cookie] --crawl 10 --batch --forms

Wapiti:
./bin/wapiti -u [url] -c [cookie_file] -m sql

ZAP: We used the following settings:

Traditional spider

AJAX spider with headless chrome

Context with the relevant authentication

Active scans using SQL injection option, using the built-in/advanced plugin

=N =
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Algorithm C.1: Deep Q-Network training algorithm as proposed by Mnih et al. [191]

Initialise replay memory D to capacity N
Initialise action-value function @) to random weights 0

Initialise target action-value function Q with weights 6~ =60

for episode = 1, M:

Initialise Sequence s; = x;

for t=1,1"

With probability € select random action a,

otherwise select a; = arg max, Q(¢(s;), a; 0)

Execute action at and observe reward r; and the next image ;41

Set Sy41 = 8¢, Gy, Typ

Store transition(sy, as, ¢, S¢1) in D

Sample a random mini batch of transitions s;, a;,7;, sj41 from D

oy, if episode terminates at step 7 + 1

Yi { rj + 7 max, @(stH, a;07), otherwise

Perform a gradient descent on (y; — Q(s;, a;;0))* with respect to the network
parameters 6

Every N steps reset Q =Q

Appendix C

DQN Algorithm

Algorithm C.1 presents the training algorithm used for the DQN as developed by Mnih et
al. [191].
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