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Abstract
Nanopore-based sensors have established themselves as a prominent tool for solution-based, single-molecule analysis of the key building blocks of life, which include nucleic acids, proteins, glycans, and a large pool of biomolecules that have an essential role in life sciences and healthcare. The predominant molecular readout method is based on measuring temporal fluctuations in the ionic current through the pore. Recent advances in materials science and surface chemistries have not only enabled more robust and sensitive devices, but also facilitated alternative detection modalities including field-effect transistors, quantum tunnelling, and optical methods such as fluorescence and plasmonic sensing. This review discusses some of the significant recent advances at the cutting edge of nanopore fabrication and sensing strategies, and at the same time highlights current challenges that have yet to be addressed.



1 Introduction
The ability to detect single molecules has resulted in extraordinary advances in science and medicine. Ever since Richard Feynman envisaged the rise of nanotechnology and the possibility of manoeuvring objects atom by atom in his landmark talk in 19591, there has been a significant drive to not only use this capability to control material properties but to also better understand molecular behaviour and interactions. For example, observing and studying molecules, one at a time, unleashes new prospects for probing fundamental dynamic processes that take place at the interface of life sciences, biophysics, chemistry, and medicine.2-4 While the majority of conventional experimental techniques yield information that is time-averaged and population-based, single-molecule measurements allow us to probe with resolved structural and spatial dynamics, how individual members of a molecular population behave and interact. The challenges associated with probing a single molecule, or the equivalent of 1.66 yoctomole, necessitate sensitive methods that amplify measurement signal, either photon flux emitted from a single dye, or in the case of traditional nanopore sensors, the residual ion flux passing through a molecule as it transiently occludes the pore void volume.

Over the years, several classes of instrumentation and detection strategies with sufficient sensitivity to detect single molecules were developed, including scanning probe methods, for example, atomic force microscopy5,6 and scanning tunnelling microscopy7,8. Such instrumentation is not only capable of atomic resolution but can also be used to perform nanoscale surface analysis to extract chemical, electrical, and even mechanical properties of single molecules. However, for the detection of single molecules in liquids, optical methods have been in widespread use since the visual observation of individual molecules was first demonstrated in 1976.9 More recently, label-free electrical-based methods have been gaining in prominence, in large part due to progressive improvements in device materials and detection methods enabling the design of sensors with dimension scales comparable to that of a molecule.3,10,11 One example being ionic current detection using nanopore sensors whereby the foundations can be drawn from Coulter-counting in the 1950s and single-channel current recording in the 1970s for which Erwin Neher and Bert Sakmann were jointly awarded the 1991 Nobel Prize in Physiology or Medicine.12 However, it was only in the late 1990s, when the idea of using nanopores gathered critical momentum, largely fuelled by the ambitious goal of using the technology for next-generation nucleic acid sequencing.13 It took less than two decades when the first sequential reads of DNA strands using nanopores were published.14 Subsequently, commercialisation of the nanopore sequencing concept by Oxford Nanopore Technologies sparked a wide range of applications and interest beyond the nanopore community.15,16 Today, the nanopore sensing field is rapidly advancing not only in the context of sequencing but also in the exploration of other applications such as biological screening, diagnostics17-19 and the grand challenge of protein sequencing20,21.

At the core of every single molecule method is the necessity to confine individual analytes in space and time during the course of the measurement. Ideally, the dimension of the sensing volume should be comparable to the size of the analyte to achieve single-molecule sensitivity.3,10,22 In traditional optical methods, a “virtual” volume often defines a region within which molecules can be detected. This is unlike nanopores, where a molecule is confined in a physical volume. One requirement is that the diameter of the nanopore is on a scale similar to that of the molecule in order to facilitate detection. At the same time, the nanopore depth or thickness should be ideally as thin as possible to maximise the detected signal. Of course, many challenges have been overcome to achieve the present potential of the technology, including improvements in the tuning of material properties, dimensions, selectivity, and detection modality. This review will initially focus on recent advances in the use of a range of different materials including proteins23,24, silicon25,26, quartz27,28, metals29,30, polymeric films31,32, nanowires33 and 2D materials such as graphene34,35. We will explore how these materials are enabling novel sensing functionalities, and also highlight recent solutions to one of the greatest drawbacks associated with nanopore sensing: the lack of selectivity. We will discuss recent strategies, where the much-needed analyte selectivity can be achieved via chemical modification of the nanopore material or by modifying the way analytes are transported through the nanopore. Finally, we will touch on growing areas of research within the community that aim to capitalise on the advantages of nanopore sensing coupled to other detection modalities including field-effect transistors, quantum tunnelling based sensors and optical detection.  Moreover, the emerging incorporation of machine-learning algorithms with nanopore sensing that facilitate data analysis will also be discussed.

Overall, the nanopore field has significant opportunities for growth, but also has grand tasks lying ahead. From a materials perspective, it seeks to invent novel nanopore architectures and materials, achieve multiplexed detection, high-throughput analysis, enhanced sensitivity, and selective/specific detection. Apart from DNA and RNA sequencing, prospects in clinical adoption of nanopore technologies are high, but most likely, delivery on this promise hinges on more colourful signals than ionic currents alone. This is in part due to the need for detecting small molecular differences in complex diagnostic biofluids such as serum, cerebrospinal fluid, urine, to name a few. Such measurements often require the use of a “spectroscopic” fingerprinting approach rather than the more typical one-dimensional signals often obtained. We hope to convey to the reader that there is more to be gained by incorporating additional detection modalities to nanopores. As with all reviews, it is never truly possible to cover the entire literature landscape; however, we hope that this manuscript provides a glimpse into the state-of-the-art from a materials perspective. Specifically, we focus our discussion on the use of solid-state pores and only introduce biological pores when necessary. We refer the reader to other reviews10,36 which describe the impressive achievements and remaining challenges associated with biological nanopores. 

Box 1 | How nanopores work

[image: ]Concept
The principle behind conventional nanopore detection is called resistive pulse sensing. Two reservoirs filled with an electrolyte (usually a buffered salt solution such as KCl, NaCl or LiCl) are separated by a thin, non-permeable membrane and linked only via a single nanopore, a. Electrodes such as Ag/AgCl are immersed in each compartment, and a voltage bias across the nanopore is applied over time (i.e. clamping the voltage), causing a steady-state ionic current flux through the pore. During an analyte’s passage through the pore (often dubbed translocation), the ionic current usually decreases due to hindered access of ions to the pore volume37,38. In some cases, such as double-stranded DNA transport in low salt concentrations, recruitment of mobile counterions by the DNA backbone to the pore vicinity enhances the ionic current. Other factors such as salt concentration and pH can influence the interplay between the electrophoretic and electroosmotic flow. By analysing different characteristics of the current pulse, such as amplitude (I), duration (td), and noise, one can obtain important information on the analyte including size27, charge39, affinity with nanopore surface40 and in some cases even shape41, dipole moments42 and sequence43, b. Additionally, the frequency, f, of these modulations informs on the analyte’s concentration, c. 

2 New materials and methods

2.1 The challenge of controlling nanopore geometry for signal optimisation: 
[bookmark: _Hlk38213246]The nanopore geometry is a major contributor to the overall sensitivity of the measurement. There are a number of tools available to define and optimise the diameter, thickness, and profile of the pore geometry, including focused electron/ion beams44-49, controlled dielectric breakdown (CDB)50-55, laser-pulling of glass/quartz pipettes56-60, electrochemical deposition61,62, nanoimprinting63, thermal annealing64-66, chemical etching of membranes with nucleated defects67-69, hard masks70-72, and metal catalysts73,74 (Table 1). For a more in-depth explanation of each nanopore fabrication technique, the reader is referred to alternative reviews55,75-77. Among these techniques, the methods for fabricating pores in the sub-10 nm range are most attractive for high-resolution discrimination among different molecular building blocks, such as nucleotide bases and amino acids. Focused electron/ion beam-induced pore fabrication is perhaps the most commonly used approach in the sub-10 nm range as the pore size/shape can be tuned at a designated location by controlling the beam spot size, dwell time, and the position of the beam on a membrane78,79(Figure 1a). Furthermore, it is also possible to monitor the pore size in real-time during the fabrication process, which is of significant value when it comes to making size reproducible pores45,80. Considerable drawbacks are instrumentation availability, cost, and that the pores are fabricated under ultra-high vacuum conditions (10-4- 10-9) Pa, which can result in a different geometry to what was intended within a hydrated environment.  Controlled dielectric breakdown is another method that has recently been gaining in prominence whereby nanopores can be fabricated directly in solution and at a lower cost, by applying a voltage across the membrane50,55(Figure 1b). 
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Fig. 1 | Summary of small/thin nanopore fabrication methods. (a-b) Two common approaches for fabricating sub-10 nm pores. (a) Focused electron/ion beam milling of freestanding membranes. Pore size and shape can be monitored in real-time while the pore is being fabricated. Adapted with permission from ref. 45  copyright 2003 Springer Nature (b) Controlled dielectric breakdown of membrane materials such as SiN, HfO2, SiO2. The membrane is immersed in an electrolyte (KCl, NaCl, LiCl, etc.) and exposed to an electric field with intensity comparable to the dielectric strength of the membrane material. Structural defects of the membrane due to tunnelling leakage current are produced with time, resulting in membrane dielectric breakdown, forming a nanopore. Adapted with permission from ref.50 copyright 2014, Kwok et al.  (c-i) Approaches for generating thin nanopores and membranes. (c-e) Thinning of solid-state membranes (c) Dry etching on SiN membrane with patterned protection layer (photoresist), (d) electron/ion beam irradiation and (e) laser-assisted photothermal etching are used for thinning on selected area. Adapted with permission from ref.81 and 82  copyright 2014 Multidisciplinary Digital Publishing Institute and 2018 American Chemical Society (f) In-situ thinning and pore fabrication. The application of laser-assisted photothermal etching and CDB allows for combined thinning of the membrane and formation of a nanopore. Adapted with permission from ref. 82 copyright 2018 American Chemical Society (g) Formation of an ultrathin membrane using ALD. A thin layer is deposited on a freestanding membrane using ALD. Etching or removal of the freestanding membrane or a sacrificial layer allows access to thin ALD-based membranes with a large choice of available deposition chemistries. (h-i) Freestanding 2D membrane.  2D materials supported by sub-micron sized aperture are prepared by (h) transferring 2D material grown on the substrate to the aperture or (i) directly fabricating 2D materials using CVD. Nanopores in single-layer 2D materials have improved sensitivity due to their near-atomic thickness (Graphene:0.3 nm, BN: 1.1 nm MoS2:0.8 nm and WS2:0.7nm).  Adapted with permission from ref. 83, 84 and 85 copyright 2019 Springer Nature, 2017 American Chemical Society and 2015 American Chemical Society.
[bookmark: _Hlk38209716]The thickness of the membrane is critical in optimising detection, as the signal (ionic current amplitude) and the resolution (the effective length-scale of sensing in the nanopore) scale to a first approximation inversely with pore thickness, Figure 1. Therefore, there has been a drive to create nanopores at the ultimate limit – a single-atom-thick membrane. However, atom-thick nanopores are exceptionally challenging to realise in practice due to a potential compromise in mechanical integrity as the membrane can often become brittle. 

 Multiple approaches have been developed over the past decade to reach the atomically thin membrane regime, see Table 2 for a summary of pore fabrication strategies using thin membrane materials. A common group of approaches to achieve single-digit nanometre thickness is based on the thinning of existing solid-state membrane materials. Usually, a silicon nitride (SiN) membrane, which is commonly used as a hard mask in silicon wafer processing, is selectively etched, either using a dry etch process86(Figure 1c), electron/ion-beam irradiation44,81,87(Figure 1d), or by laser-assisted photothermal etching on a selected area of the sample82,88(Figure 1e). Following the thinning step, a pore is fabricated in the thinned region typically by either focused electron/ion beam44,45,81 or by CDB50. A direct advantage is that when combined with laser-assisted photothermal etching82 or dielectric breakdown etching89 and CDB, a nanopore with a thin channel length (~1 nm) can be fabricated in a fluidic cell without the necessity of an aggressive chemical cleaning process (Figure 1f). 

A second strategy is the deposition of ultrathin materials using atomic-layer deposition (ALD) followed by removal of a sacrificial layer, allowing for the creation of a thin freestanding membrane with a desired composition, such as SiO243, TiO290,91, Al2O392-95, nanoporous Al2O396, Graphene-Al2O397 and HfO298,99 (Figure 1g). This approach is complementary to the more typical use of ALD and chemical vapour deposition (CVD) coatings used to either modify the pore surface or control the pore diameter82,100-102,103.  The advantage of using ALD is that the deposition thickness can be finely controlled with high precision. When a mean deposition rate is known, the nominal membrane thickness and diameter is tuneable by choosing appropriate deposition cycles. For example, Larkin et al..43 have used a deposition recipe of 1.4 Å/cycle for HfO2 with a target thickness of 4.5 nm (～32 deposition cycles). Besides, via  ALD, one can deposit thin multilayers of different materials82,102. The use of different materials diversifies the range of surface properties of the membrane, which in turn can be used to tune interactions with specific analytes. For example, HfO2 membranes have been reported to reduce pore degradation and to slow down DNA translocations due to a physicochemical interaction with nucleic acids98. ZnO104/Al2O3 94 membranes increase attractive electrostatic interaction with negatively charged DNA. Furthermore, reducing membrane photoluminescence by replacing SiN with SiO243,105, Al2O396, and TiO291 enhances optical sensitivity for single fluorophore detection (see Section 6, “Photon-based sensing” for a more in-depth discussion). The majority of nanopores using such materials have been mostly made using focused electron/ion beams, and only limited reports have used CDB (e.g. HfO2106, SiO2107 and TiO291). 


2.2 Atomically thin two-dimensional membrane materials
Nanopore detection using atomically thin 2D membranes was first demonstrated in 2010 using freestanding single-layer graphene sheets90,108,109. This demonstration has led to the advances in the preparation of sub-nm-thick freestanding membranes composed of 2D materials including graphene 110-112, boron nitride (BN)113-115, molybdenum disulphide (MoS2)85,116,117, tungsten disulphide (WS2)84, bismuth telluride (Bi2Te3)118, and transition metal carbides (MXenes)119. To date, there are two dominant methods used for making freestanding 2D membranes: 1) transfer of a 2D material, that has been prepared by exfoliation118,119 or CVD 44,84,90,108,109,113-115,117, on a freestanding membrane that already has a relatively large sub-micrometre aperture44,84,90,108,109,113-115,117 (Figure 1h),  2) growth of 2D material directly on the aperture using CVD85,110,120(Figure 1i). The first method is more commonly used as the procedures for material transfer are well established, and can easily be optically inspected83. The latter method is scalable to wafer-scale quantities120, but the control over single-layer growth on the aperture is challenging to achieve. In 2D materials similarly to conventional membranes, the nanopores are typically fabricated using focused electron/ion beam44,84,90,108,109,113-115,117,121-123, however, other approaches including electrochemical etching124,125, photo-oxidation64,84 and plasma etching126, have also been used. Using nanopores fabricated in 2D nanopores, improved detection sensitivity can be achieved. For example, Feng et al.127 demonstrated that all four types of 30-mer polynucleotides/single nucleotides could be identified using a 2.8 nm diameter pore in atomically thin MoS2 membrane. 

2.3 Material impact on current noise
The noise in the electrical current is an important factor governing the nanopore sensing with high temporal resolution. The readers can find a discussion on the theory and comparison between platforms in recent reviews75,128,129. From a material perspective, the noise at high frequencies (> 1 kHz) is dominated by capacitance properties of the material as can  been seen in equations defining dielectric and amplifier noise, 
                                                 (1)
                                                     (2)
 and  are respectively, the Boltzmann constant, temperature, dissipation factor, frequency, chip material capacitance and total capacitance, including chip material, electrode wiring and amplifier input/feedback elements130,131. The material capacitance can be reduced by passivating with polydimethylsiloxane (PDMS)132, or by using low capacitance materials, such as amorphous glass117,133,134, Pyrex105, polyimide135 and sapphire136 as a support substrate instead of crystalline Silicon. At low frequencies (< 100 Hz), the noise is governed by 1/f noise, which is associated with many physical phenomena in sensing systems137 including surface contamination138, surface charge fluctuation 139, nanobubble nucleation140,141, the reversible ion absorption at pore surface 142, poor hydrophilicity of pore surface143, mechanical vibration of 2D membrane90,109,115,144,145, Ag/AgCl electrodes146, and so on.


3 Chemically dressing nanopores for enhancing detection options

3.1 General surface modification strategies
The chemical composition of the nanopore is critical to the translocation process and strongly influences factors such as surface interaction between the pore and the analyte, receptor binding, and electroosmotic flow. There is an arsenal of chemical functionalisation strategies that can be used to tailor surface properties. For example, nanopores made from silicon nitride or glass (e.g. quartz) can be functionalised using a larger library of available silane chemistries, while nanopores based on metallised (e.g. gold) membranes can be modified using thiol chemistry via vapour or solution-based deposition147,148. 

While many solid-state materials have well-defined properties such as surface charge, they are unlike biological membranes as they are not fluid, and they do not typically contain functional groups such as carboxylic acids and amines. To better mimic biological analogues, various surface modification strategies have been developed. Examples include use of monolayer agents, such as organosilanes147, tween 20149, and cetyl trimethyl ammonium bromide150 using covalent and non-covalent bonding strategies to functionalise the surface of silicon nitride nanopores. A detailed description of a variety of methods is summarised in reference 151. The surface modifications not only result in significant impact on molecular (DNA, RNA and proteins) transport kinetics but also on mitigating irreversible adhesion. For example, Anderson et al.152 used a cationic organosilane,3-(aminopropyl)trimethoxysilane, to increase electrostatic interactions with DNA and slow transport speeds, especially at lower pH. Moreover, dressing a pore with other inorganic materials using ALD provides more tunability over the surface properties (surface charge, roughness, chemical groups, etc.) 82,100,101. Functionalisation and pore-forming methods can also be used in combination, with CDB being an interesting example153.

An alternative functionalisation strategy is to dress a fluid lipid bilayer around a nanopore to offer the possibility to mimic biological structures in which the curved membrane surface is used for enhanced sensing154,155. Yusko et al.41 developed a biomimetic approach in which lipid anchors are used as carriers of proteins and other molecules to the pore via membrane diffusion. Advantages of this method include two orders of magnitude reduction in translocation speeds, inhibited rotational dynamics, and reduced non-specific adhesion of molecules to the pore surface. This method could be used to approximate the protein shape and dipole moment42. Others groups have also reported that lipid bilayer can be used to coat materials such as Al2O3 156, quartz 157,158, and graphene159. 

Finally, another strategy for pore functionalisation is to attach a protein channel into a solid-state pore, which can combine the advantages of highly sensitive and reproducible biological nanopores with the robustness and non-diffusing properties of solid-state nanopores. The concept of hybrid nanopore formation, first demonstrated by Hall et al. .160, involved electrophoretically inserting α-hemolysin conjugated to a DNA tether into a ~3.6 nm diameter SiN pore, which could be used to sense ssDNA. Other hybrid pores comprising channels such as DNA origami161 and viral portal proteins162 were later demonstrated. In hybrid nanopore platforms, fluctuations are often observed in the signal due to leakage current caused by protein channel deformation and the protein entering/exiting from the solid-state pore. An ongoing research direction is to chemically bind the organic pore to the solid-state matrix with/without chemical conjugation163-165, resulting in the channel being fixed and inserted in the solid-state pore with a well-defined position and orientation.

3.2 Surface modification for chemoselective detection
Nanopore sensing is an exceptionally versatile tool for the detection of biological analytes at the single-molecule level; however, this is generally not considered a selective detection strategy. Any molecule that can be electrokinetically driven through the nanopore can disrupt the flow of ions and produce a signal. The similarity in signal is particularly problematic in the discrimination of proteins, and essential to solve in nanopore platforms for fingerprinting of individual biomarkers and for screening complex biological fluids such as serum, urine, or cerebrospinal fluid (CSF). For example, human serum contains thousands of proteins in a broad range of concentrations, and the ability to detect a single protein type, within this mixture, especially at low concentrations is critical for diagnostic and screening applications. There have been extensive efforts made to address this fundamental limitation by incorporating a selective component to the detection modality. To date, nanopore selectively has been achieved via two routes: 1) functionalising the nanopore with a receptor tailored for a specific analyte. 2) introduction of probes into the solution that can `fish out` the molecules of interest as will be discussed in section 4. 

[bookmark: _Hlk36198133]Perhaps some of the earliest examples of trying to achieve selectivity have relied on chemical means to modify the nanopore surface, whether it be biological166-168 or solid-state169. One common strategy being the use of DNA aptamers23. Aptamers are nucleic acids that bind to target molecules with high specificity and affinity. Unlike antibodies, aptamers170,171 can be efficiently designed and selected to work in a range of buffer and pH conditions. One of the first instances being the attachment of a thrombin binding aptamer to an α-hemolysin pore. Thrombin, a biological enzyme with a crucial role in physiological and pathological coagulation, has been extensively used for the development of aptamer-based therapeutics and diagnostics in large part due to the system being exceptionally well studied172. The DNA aptamer was covalently attached through a disulphide bond to a single cysteine residue near the opening of the pore. In this case, upon binding to thrombin, the nanopore opening can be switched on/off by the DNA formed cation-stabilised quadruplex, altering the ionic current. Although biological pores are not always as easy to modify as their solid-state analogues, they have the advantage that it is relatively easy to precisely control the site modification of the pore along with the number of receptors that can be incorporated through site-directed mutagenesis23,173,174, suitable for incorporating different kinds of amino acids. By designing a mutant biological nanopore, more unique features such as analysing characteristic frequency features inside the nanopore to potentially map the non-covalent interactions at the atomic scale.174 Alternatively, in solid-state nanopores, functionality can be incorporated via the design of biomimetic platforms such as those incorporating single protein receptors via a thiol-terminated self-assembled monolayer (SAM). Wei et al.40 demonstrated metallised silicon nitride nanopores chemically modified with nitrilotriacetic acid receptors that allowed for the reversible binding and unbinding of the proteins to the receptors is observed in real-time. Although the functionalised site of the nanopore (the receptor) was arbitrarily located on the nanopore surface, it was possible to quantitatively determine the intrinsic binding strength (dissociation rate) of a molecular interaction from voltage-dependent measurements. 

4 Selective sensing using molecular probes

4.1 Molecular carriers
The development of surface functionalised pores has taken on unprecedented advances over the past decade. However three further requirements are needed to efficiently detect analytes selectively:  1)  control over the receptor location for solid-state pores, 2) ensuring that the target analyte (e.g. DNA, proteins) can produce a distinct signature, and can be discriminated in particularly complex biological fluids.18,19 3) having the ability to detect rare analytes or analytes at very low concentration. The latter requirement arises from fundamental limitation in conventional nanopore detection and is particularly challenging for small molecules and proteins, due to their fast translocation times, close to or exceeding the bandwidth of modern current amplifiers, and event rates often being significantly lower than predicted from the Smoluchowski rate equation, which is used to measure the rate of molecular capture at the entrance of nanopore by free diffusion. This results in the need to use in nanopore experiment of protein concentrations well over 10 nM175, a very high concentration when compared to many serum-based biomarkers. 
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Fig. 2 | Sensing analytes selectively by using molecular carriers. (a) Conceptual schematic illustrating selective target detection using nanopore readout of molecular carriers. (b) A λ-DNA carrier (48.5 kbp) engineered to incorporate three independent aptamer binding sites for multiplexed protein detection. Adapted with permission from ref.19 and copyright 2017 Springer Nature (c)  λ-DNA carrier used for the detection of arbitrarily bound anti-DNA antibodies. Adapted with permission from ref.25 and copyright 2015 American Chemical Society  (d) Digitally encoded 7.2kbp DNA carrier used for multiplexed analysis of proteins. An 8-bit barcode was used to identify the different DNA carriers and respective targets. Adapted with permission from ref.176 and copyright 2016 Springer Nature  (e) 7.2 kbp dsDNA carriers used to bind and detect short ssDNA sequences. The subtle structure difference between unbound/bound could be identified by using a high bandwidth amplifier. Adapted with permission from ref.177 and copyright 2018 American Chemical Society  (f) Antigen detection based on nanoparticle dimerisation. Two AuNP monomer probes with different antibodies self-assemble to form a dimer in the presence of the target antigen. Bound vs unbound state could be identified based on the identification secondary single or double peak in the translocation signal.178

Theoretical and experimental results suggest that molecular probes or carriers are a particularly well-suited solution to fulfil the above requirements. A carrier can be loosely defined as a probe consisting of a selective (recognition) element which can be inserted into a solution, Figure 2 and Table 3. Due to the selective elements, bound events can be distinguished based on the ionic current blockade, i.e. a secondary peak is observed and superimposed on the signal when compared to the unfunctionalised carrier.19,176,179 Use of molecular carriers offers numerous advantages with the most prominent being: 1) the nanopore does not require any functional modifications. This keeps the platform generic in design, enabling the possibility of detecting different targets of interest. Existing nanopore fabrication or synthesis methods can be used directly. 2) Analytes that are significantly smaller than the nanopore can be detected. This generally poses a challenge as the signal to noise is often governed by the excluded volume of the molecule180. The smaller the molecule relative to the pore size, the lower the signal to noise. 3) Molecular carriers such as DNA have a large and well-defined charge and are easily transported through a nanopore. Carriers enable more efficient transport and detection of analytes with a heterogeneous charge that may not have been translocated through the nanopore.  An example being proteins that have a minimal charge or no net charge at all181. 4) The carrier can slow down transport through the nanopore, enabling improved signal to noise. 5) Multiplexing becomes possible by using different sites on the carrier to bind specific target analytes19,176,182. Of course, this comes with its challenges, especially in the cases when the carrier does not translocate through the nanopore with the same velocity. It is therefore essential to normalise the location of the subpeaks relative to the event duration in order to facilitate a comparison between different event19,183. 6) A significant advantage is that if the analyte has a low Kd one can increase the carrier concentration to facilitate binding between the carrier and analyte. Often overlooked and general to all single methods is that with a receptor, it becomes possible to probe well below the dissociation constant Kd184. For example, even if only 1% of a population is in the bound state, it is still possible to differentiate bound versus unbound events.

4.2 Functional nanoparticles and protein adaptors
Functional nanoparticles have been at the forefront of numerous sensing technologies, especially for detecting strategies incorporating optical methods such as absorption, fluorescence spectroscopy, and Raman spectroscopy185-187. The popularity of nanoparticles is in large part due to the ease of functionalising such materials with receptor ligands. For example, metallic nanoparticles made from materials such as gold can be functionalised using single-step thiol188,189 or amine190,191 binding chemistry, whereas oxides can also be functionalised using silanes192. 

Both an advantage and a disadvantage of typical functionalisation strategies are in the ability to have a large number of binding sites decorating the NP. This, in turn, acts as a very efficient way to concentrate analytes of interest and increase the detected signal. In terms of nanopore sensing, such strategies have been used to detect targets such as oligonucleotides193-196 or proteins27,197,198. Discrimination between bare NP and NP with the bound target is possible via the change in current. Using this parameter, it is also possible to perform binding assays at ultralow concentrations. (Figure 2)

Cai et al.198 demonstrated an elegant example, where gold NPs were decorated with an antibody which is selective to the cancer biomarker VEGF-C. As discussed previously, there has been much effort in functionalising the nanopore itself; however, more recently, there have been well-designed strategies combining both functional surfaces and nanoparticles. Chuah et al.184 have decorated their SiN pore with anti-prostate-specific antigen (PSA) using silane chemistry, which binds to a magnetic nanoparticle decorated with another antibody which binds to PSA. Importantly this platform can be used in whole blood and achieved an impressive detection limit of 0.8 fM.  

To truly achieve single-molecule detection, it is essential to design a nanoparticle consisting of one target per NP; otherwise, the unique information obtained from single molecules is lost. Although this sounds simple, it is in fact, rather challenging due to lack of control of the synthesis. Over the years, a few strategies have been developed to solve this problem199; nevertheless, even these strategies, to some extent, will result in a distribution of targets to NP. Lin et al.27 used DNA aptamer-modified gold nanoparticles with on average one nanoparticle per aptamer. This was used to detect lysozyme, and it was shown that this strategy was highly selective and could be used to dramatically improve capture rates when compared to detection of bare proteins. More recently, the same group have used a complementary strategy whereby NP dumbbells would be formed upon binding to the respective target (Figure 2b). This strategy was shown to be even more selective and could be used to perform single-molecule binding assays.

One of the significant advantages of using nanoparticles is that it can be easily concentrated using dielectrophoresis (DEP)200 or synthesised to manifest magnetic properties194 and used to control the transport of bound analytes or increase its apparent concentration. The small spherical shape of nanoparticles leads to quick translocation times often very challenging to detect and particularly demanding on state-of-the-art electronics while the nanoparticle surface charge along with the electrolyte concentration is often a source of spontaneous nanoparticle aggregation, that has to be kept at bay by limiting the range of ionic strength of the buffer, often at the cost of largely diminished detection signal. 

[bookmark: _Hlk14219161]In biological pores, this can be addressed via the incorporation of molecular adaptors. Several studies demonstrated that small molecules binding to cyclodextrin201 and cyclic peptide adaptors or cucurbituril carriers202 could be sensed using α-hemolysin nanopores. However, such adaptors and carriers do not bind selectively to host molecules, making the identification of analytes in a complex mixture of compounds a real challenge. By contrast, proteins have evolved to identify their ligands with high specificity, and internal protein adaptors can be paired to biological nanopores such as engineered Cytolysin A without the use of covalent chemistry or other immobilisation techniques203. 

4.3 Polymer-based carriers: single and double-stranded DNA, DNA origami
DNA based carriers are particularly attractive as they can be used to detect multiple bound analytes sequentially while being translocated through a nanopore, Figure 2. Early examples include detection of protein-bound ssDNA complexes204,205, protein/dsDNA complexes translocation through a nanopore and of anti-DNA antibodies bound to lambda phage DNA25. However, these molecules were randomly bound on the molecular carrier chain and in principle on confirmation of their presence in solution. More recently, there have been developments to precisely control the location206,207, which in turn facilitates improvements in detection throughput and minimisation of false positives.

Recently, several strategies have emerged to address multiplexing and selectivity. For example, Bell et al.176 have employed a carrier-based strategy for the detection of analytes bound to a molecular carrier based on M13mp18 7.2-kbp DNA and by using groups of small DNA hairpins functionalised with antibodies. The specific binding sites along the length of the backbone are read sequentially during translocation allowing to multiple fingerprint analytes present in solution with single-molecule resolution. A challenge with using such a detection strategy is that both ends of the DNA carrier have an almost equal probability of entering the pore. It, therefore, becomes difficult to correlate the subpeaks to specific analytes. One solution is to encode DNA barcodes into the carrier with each bit in the barcode being signalled by the presence or absence of multiple DNA dumbbell hairpins. It was shown that a 3-bit barcode could be assigned with 94% accuracy by electrophoretically driving the DNA structures through a solid-state nanopore.

At the same time, molecular carries allow for elucidating protein structure and protein-protein interactions. For example, Nivala et al.208 demonstrated controlled unfolding and translocation of proteins through biological pores (α-HL) using the AAA+ unfoldase ClpX. They were able to detect sequence-dependent features of individual engineered proteins during translocation indicating that molecular motors can reproducibly drive proteins through a model nanopore—a feature required for protein sequence analysis using this single-molecule technology. Nanopore technology can be used to recognise mono- and polyubiquitinated forms of native proteins under physiological conditions209.

Aside from using antibodies, the use of DNA probes coupled to carriers has also recently been shown. For example, Loh et al.177 have used high bandwidth amplifiers along with nanopipettes to perform label-free detection of short DNA sequences less than 100 nucleotides in length. An 88-mer target from the RV1910c gene in Mycobacterium tuberculosis was used and could be detected when bound to its complementary strand. More recently, Weckman et al. 182 detected multiplexed DNA specifically using dCas9 decorated dsDNA. The target DNA with a different sequence can be recognised by the double- and triple- peaks translocation signatures when the target is binding to the dCas9 probes. DNA aptamers have also shown great promise where it was shown that it was possible to screen a range of proteins in a multiplexed manner directly in biological fluids such as serum and urine. The combination of nanopore sensing and nucleic acid aptamer recognition comes close to this ideal due to the ease of multiplexing, without the need for expensive labelling methods or extensive sample pre-treatment. 

Furthermore, a unique advantage is that the DNA probe is small and not easily detectable without the presence of a target molecule. In theory, the number of probes per molecular carrier is only limited by the spatial and temporal resolution of the nanopore and electronics. For example, recently, it has been shown that 112 DNA hairpins could be detected and separated by 114 bp spacers, which opens the door to unique applications such as digital data storage albeit at very high ionic strength210. Sze et al.19 also demonstrated that two proteins with a ~96bp spacing could be distinguished at physiological conditions. 

Besides the use of single and double-stranded DNA carriers, advances in DNA nanotechnology has enabled the reliable synthesis of more complex DNA structures that can be used for biosensing. Ketterer et al.211 fabricated a DNA origami ring with eight binding sites which can recognise FG-nucleoporins (FG-Nups). The bare origami ring carrier, FG-Nups bound origami ring carrier, and mutated FG-Nups bound origami ring carrier generated unique current blockade signatures. Compared to linear DNA based carriers, an origami-based molecular carrier can be easily expanded to incorporate multiple binding sites.

In biological nanopores, the selective binding between the carrier and the target is reflected by the signal of long blockade signatures212-214 due to the unzipping of the carrier/target complex and/or conformational changes.215 For example, Xi et al.213 fabricated a locked nucleic acid (LNA)-modified probe to sense specific miRNA selectively. When the LNA probe/miRNA duplex translocates through an αHL nanopore, a unique two-level signal was observed. Ying et al.215 also reported that the conformational change of a G-quadruplex aptamer upon binding with ATP could be resolved by the translocation of aptamer and aptamer/ATP complexes through an αHL nanopore. This process can be reflected as two-level translocation events, indicating the binding of ATP with the aptamer. More recently, Restrepo-Pérez et al.216 resolved the identification of chemically modified single amino acid within a peptide using a fragaceatoxin C nanopore. The labelled and unlabelled protein can be distinguished clearly, showing the potential of the method for nanopore-based protein fingerprinting. 

4.4 Sensor multiplexing 
Although great strides have been made to improve selectivity and sensitivity in nanopore measurements, the time a molecule spends inside the detection volume ultimately governs how accurately a target/probe complex can be detected. A strategy first implemented by Gershow and Golovchenko was to read a translocating molecule over and over again through a single pore by rapidly reversing the bias217. Using this strategy, it was possible to read the same molecule up to 12 times over 250 ms. Although this was not used for detection of a particular biological target, this opened the door to developing double nanopore platforms for performing electrophoretic time of flight measurements218 by determining the time it takes for a molecule to transit through two nanopores spaced 1.5 µm apart. More recently there have been extensive efforts to reduce to spacing down to gap sizes of 10 nm in order to improve the capture and recapture efficiency.59,219,220 It was shown that with such small gaps, a molecule could be recaptured and even stalled with near 100% efficiency. This paves the way for using such devices to perform targeted sensing with heightened sensitivity. Furthermore, the slowing down facilitates recording the translocations at lower bandwidth and hence improving the signal to noise. Building on this strategy, Liu et al.220 showed that it is possible to not only sense the same molecule but also use molecular carriers to detect monovalent streptavidin bound to the DNA. One can imagine that this strategy can be used to detect more biologically relevant molecules and potentially even be used with fluids such as serum. Perhaps the most well-established multiplexing strategy can be traced to nanopore sequencers from Oxford Nanopore Technologies, where there are hundreds of active nanopores in a commercially available flow cell.

5. Alternative current-based detection strategies

5.1 Nanopore Field effect transistors 
Similar to nanopores, FET sensors are highly versatile for label-free detection of biological species in solution, or complex biological media.2 Examples include Si nanowire221, graphene222 and carbon nanotubes223. The detection principle is based on monitoring the change of the source-drain conductance or transient changes in the gate conductance, upon affinity-based binding between analytes and transistor surface. Although promising, like most sensors, analyte detection is diffusion-limited if the analyte is not actively transported to the nanopore.  Furthermore, the active sensing volume is limited by the Debye screening length. Different approaches have been developed to address these issues including working in dilute electrolytes which effectively increases the Debye screening length and functionalising transistor channels with small receptors such as aptamers224 and antibodies225 facilitating the detection of proteins226 and viruses227. 

[image: ]
Fig. 3 | Summary of different approaches for nanopore field-effect transistors (FETs) and tunnelling junctions. (a) Solid-state nanopores can be integrated with FETs by incorporating a drain-source channel aligned to the nanopore. Adapted with permission from ref.228 Copyright 2018 American Chemical Society. Representative examples were demonstrated via (b) a Si nanowire nanopore (Adapted with permission from ref.33 Copyright 2011 Springer Nature) or (c) graphene nanoribbons nanopore (Adapted with permission from ref.35 Copyright 2013 Springer Nature) for synchronised detection of single-molecule DNA translocation. Scale bars, 10 nm for Si nanowire and 5 nm for graphene nanoribbons. (d) More recently, a novel class of nanopore-FET devices was constructed from dual-barrel nanopipettes, one barrel was selectively filled with carbon via pyrolytic deposition from butane, forming a carbon nanoelectrode at the tip and another empty barrel was used as a nanopore. (e) Gold can be electrochemically deposited on the carbon nanoelectrode and functionalised with thiolated species for using as a gate to modulate single-molecule DNA translocation from nanopore. Adapted with permission from ref.29 Copyright 2018 American Chemical Society.  (f) In a similar way, the gate was also fabricated by electropolymerisation of pyrrole, and artificial receptors were embedded within the polymeric film for selective single-molecule sensing of targeted analytes. Adapted with permission from ref.32 Copyright 2017 Springer Nature (g-i) Different approaches for tunnelling junctions. (g) The tunnelling junction can be in the form of a pair of nanogap electrode, formed via mechanically controllable breakdown, electron beam controlled deposition, electrochemical deposition, and electroburning. (h) The second approach is tunnelling electrodes embedded in the membrane by advanced nanolithography techniques for electrons to tunnel through the gap in-between. (i) The final approach consists of a stacked architecture with a tunnelling medium possessing a high dielectric constant in the middle. With the semiconductor industry constantly advancing, the future large-scale production of 3D stacked devices is possibly imminent. 
Integrate nanopores with FETs by confining charged analytes in a nanoscale pore offers advantage including enabling active transport to the FET. Nanopore integration can be achieved via the incorporation of nanowires33, graphene nanoribbons34,35 and gold electrodes29 aligned to the pore lumen. Operationally, detection between both the FET and the nanopore channels can be synchronised as has been shown for the detection of DNA29,33-35 and nanoparticles229. The synchronisation mechanism is based on either capacitive coupling29,230 or electrostatic gating33,34,229,231, as a result of a change in local potential at the gate electrode during DNA translocation or gated by the charge of the translocating molecule. (Figure 3a-c)

The concept of ionic field-effect transistors was first demonstrated by Nam et al.232 where electrode-embedded nanopore structures were fabricated by e-beam lithography and atomic layer deposition. The ionic transport in sub 10 nm nanopores can be effectively manipulated by using electrodes embedded in the membrane. Building upon early work, controlling analyte transport across nanopores was also realised for the single-molecule translocation of DNA29,32. More recently double-barrelled nanopores have been used to control single-molecule transport via the integration of a gate electrode. Xue et al.29 have shown that it is possible to combine the unique advantage of nanopores and field-effect transistors and that these hybrid sensors have perfectly aligned nanopore and FET components making it possible to detect molecular events with near 100 % synchronisation. Surface functionalisation of the gate electrode was shown to be able to fine-tune transport properties enabling more active control over the translocation velocity and capture rates. (Figure 3d-f) Such an approach can be used in combination with aptamer and antibody modified surfaces, to selectively target different proteins and even small molecules such as neurotransmitters, which are exceptionally challenging to detect using conventional nanopore platforms.233 Although currently there is still some improvement to be made, the ultimate aim is to make full use of the potential and harness the unique advantages of both techniques to extract molecular fingerprints and possibly perform sequencing for a range of analytes.2,3,10

5.2 Quantum tunnelling
A strategy that has been proposed to improve spatial resolution in nanopores is based on quantum tunnelling. This is needed as the thickness of the membrane ultimately governs how many molecular subunits are detected at any given time. In a quantum tunnelling configuration two electrodes are closely placed to each other, usually, less than 5 nm apart, forming a junction for electrons to tunnel through the medium in-between and in so doing improving the spatial resolution with which the translocating analyte can be identified. Depending on the fabrication route taken, the electrodes can be suspended over a nanopore234, embedded in a membrane235, or layered between 2D insulator to form a tunnelling junction inside the nanopore236,237, Figure 3g-i The idea of coupling nanopore detection via quantum tunnelling was, to some extent, inspired by the goal of achieving the next-next-generation nucleic acid sequencing238,239. These approaches combine the advantages of nanopore single molecule confinement and high spatial, near-atomic resolution, as initially demonstrated using scanning tunnelling microscopy. One of the original examples dating from 2005 was a theoretical investigation showing that quantum tunnelling can differentiate single nucleobases.240 The study was followed by proposed designs for nanopore-based tunnelling architectures that can be used for nucleic acid sequencing.241 Around the same time STM studies revealed that it is possible to measure the tunnelling current originating from nucleotide pairs and individual nucleic acids.  These promising results fuelled the exploration of various designs based on nanopores with tunnelling or transverse electrodes.30,234,242-244  

Essential parameters that govern the measured quantum tunnelling current are the distance and the media between the electrodes and the area of the tunnelling contact.  A range of fabrication technologies including mechanically controllable break junctions245,246, electromigrated or burn junctions247,248, advanced nanolithography236, electron beam induced deposition30,234, and feedback-controlled electrodeposition249,250 have been optimised to build tunnelling sensors usually using electrode materials such as gold and platinum. 2D materials, including graphene240,251 and MoS2 240,252 have also been proposed as suitable materials. For example, graphene and MoS2 has an atomic thickness of 3.35 Å and 6.5 Å respectively, which is on a very similar dimension scale to that of individual nucleotides and amino acids.

Although initial work was demonstrated with nucleic acids, much effort has gone into the detection of proteins as a potential route towards protein sequence and conformational analysis.253,254 Over the years to come as the technology and engineering of robust and stable junctions improve quantum tunnelling is expected to play a more critical role in identifying with heightened sensitivity essential biological molecules, that are particularly elusive, such as polypeptides and small proteins.238 However, as the tunnelling current is exponentially dependent on gap distance fabricating small stable junctions accurately aligned to a nanopore will be critical. This will require extensive optimization to improve fabrication yield, suppression of analyte absorption onto the surface of tunnelling electrodes, improvement of analyte transport across tunnelling junctions, and improving the selectivity. A promising route to achieving the latter has been identified by incorporating recognition chemistry to capture the analyte in the tunnelling junction.255,256


6. Photon-based sensing: enhanced sensing sensitivity for single-molecule readout
While ionic current-based sensing provides an excellent time response and sensitivity, throughput is often limited to a single nanopore. If multiple nanopores share the same electrodes, the signal-to-noise ratio decreases, the current signal from individual pores is convoluted, and small molecules or small differences in molecules can be difficult to discriminate.  This limitation can be resolved if each nanopore is connected to individual electrode and reservoir, but is often a challenging engineering task. However, other sensing modes can benefit from the molecular confinement offered by nanopores while providing further advantages to ionic current measurements. For this reason, there has been a drive to couple nanopore platforms with optical sensing strategies, including 1) Fluorescence dye labelled-single-molecule detection with/without simultaneous electrical measurements, 2) Fluorescent ion indicator based label-free molecule sensing with multipore arrays, 3) Plasmonic nanopores. These sensing methods are summarised in Figure 4. The reader is referred to several reviews focusing on photon-based sensing using nanopores, which are useful for understanding the basic principles, and fabrication strategies257-261. 

6.1 Fluorescence dye labelled-single molecule detection with/without simultaneous electrical measurements
[bookmark: _Hlk36729733]Fluorescence spectroscopy has been one of the most widely used methods for detection of single molecules in solution. This is in large part due to the excellent signal that can be obtained from a single fluorophore.  The key concept underlying this approach is that fluorophores can be cycled between the ground and excited-state repeatedly as long as the molecule is confined within the detection probe volume and is not photobleached. For example, if the fluorescence lifetime of a molecule is 1 ns and it resides in the probe volume for 1 ms, in theory up to 1 million photons can be generated from a single fluorophore. In practice, this value is typically several orders of magnitude smaller due to photobleaching, blinking, photodegradation, and optical collection efficiency (less than 0.2%)262. One of the key motivations of couple single-molecule fluorescence with nanopores is to maximise the total number of photons recorded while at the same time reducing background noise levels. Nanopores are exceptionally helpful in confining the analyte to a well-defined volume that is much smaller than what can be typically obtained with a diffraction-limited probe volume. This significantly improves the overall photon collection efficiency. Furthermore, a substantial advantage of using solid-state nanopores, is that more complex multilayer structures can be designed to not only enhance fluorescence but also minimise background noise levels.
[image: ]
Fig. 4 | Approaches for photon-based sensing. (a) Simultaneous fluorescence/ionic current measurements. Schematic of a typical optical nanopore experiment (Left).  A fluorescence dye-labelled DNA molecule (cis-side) passes through a pore under an applied voltage, while the excitation laser is focused from the side of the membrane (trans).  (Right) an example of optical/electrical traces during DNA translocation through a pore show fluorescence burst and reduction of electrical current that are synchronised. Adapted with permission from ref.263 copyright 2010 American Institute of Physics. (b) Selective sensing of proteins using DNA carriers coupled to molecular beacons encoded with an aptamer sequence. Without protein bound, only the ionic current signal is observed and with bound protein, a simultaneous signal in the optical and electrical channels is observed. Adapted with permission from ref. 18 Copyright 2019 Springer Nature. (c) Multi-pore measurement using fluorescent ion indicators. Ca2+ ions are introduced in cis-chamber, while Ca2+ ions indicator is placed in the trans-chamber.  Under applied voltage, Ca2+ ions passing through the nanopore bind with the indicator, leading to fluorescence emission and a signal-to-noise ratio comparable to the ion flux caused by single-molecule DNA translocation through a nanopore(Bottom left). This approach allows to simultaneously monitor the ion flux across several nanopores without compromising signal quality. (Right). Adapted with permission from ref.264 Copyright 2014 American Chemical Society (d) Plasmonic nanopores. Plasmonic bowties are fabricated nearby a pore. When the plasmonic structure is illuminated, a strong electromagnetic field is locally created, leading to enhanced optical signals (scattering light, fluorescence, Raman scattering, FRET). Adapted with permission from ref.265 Copyright 2015 American Chemical Society
[bookmark: _Hlk36729656][bookmark: _Hlk36729629]	Since the early 2000s, several reports of dye-labelled DNA passage through a nanopore has been observed using both epifluorescence and confocal microscopy by merely tracking fluorescence bursts to probe diffusive and voltage-driven DNA dynamics near a pore266-272, 273-275. In principle, single fluorophores could be detected, but in practice, detection is challenging. For example, Yamazaki et al. found that DNA coil relaxation can be hindered in high porosity membranes under UV laser illumination by electrokinetic force from the surrounding pores276.  This allowed for molecules to be captured into laser illuminated pores, where maximum photon emission is expected, with a DNA molecule translocating with a rate of ~104 nt per ms 36 producing ~102 photons per passing nucleotide. However, high fluorescence background from the membrane277 and autofluorescence from the buffer278 make it difficult to identify single fluorescenct dyes. 

Several strategies have been developed to minimise losses ranging from using total internal reflection fluorescence microscopy (TIRF), confocal microscopy, to zero-mode waveguides (ZMW). For example work by Soni et al.263  demonstrated the possibility to detect synchronised optical/ionic current of dye-labelled DNA passing through a 4 nm pore using TIRF (Figure 4a). This method was further developed to detect DNA sequence using multi-colour readout. A DNA template strand was recognized by molecular beacons with two types of fluorophores and translocated through a sub-2 nm pore. The nanopore was used to sequentially unzip the beacons leading to sequential fluorescence bursts that can be correlated to the template sequence.279 

Other low-fluorescence background approaches such as thinning the SiN membrane to less than 5 nm280, replacing it with non-photoluminescent materials (SiO2, TiO2 etc.) 91,101,281, and reducing the SiN photoluminescence by electron or ion beam irradiation277,282 were demonstrated. Recently, aptamer-based molecular beacons were introduced to identify single nucleotide mismatch and target proteins in biological fluids directly in human serum and urine18. Often these samples exhibit a substantial autofluorescent background; however, it was shown the nanopores can be used to suppress the background and as a result, increase the signal to noise levels. Since laser illumination on the nanopore substrate produces additional electrical noise which can be attributed to fluctuating surface charges and a photoconductive effect, nanopore chip design optimisation is essential in obtaining high-bandwidth simultaneous opto-electrical measurement105,283. 

[bookmark: _Hlk30633780]6.2 Fluorescent Ion indicator based label-free molecular sensing with multipore arrays
[bookmark: _Hlk35450413][bookmark: _Hlk38271364][bookmark: _Hlk37778989][bookmark: _Hlk38222276]In optical sensing, in contrast to resistive pulse sensing, the signal obtained from individual molecules does not decrease when the number of nanopores fabricated in the same membrane is increased. This allows increasing the detection throughput using optical detection in multi-pore arrays, while single-molecule resolution is retained. One example is based on the detection of Ca2+ ion indicator dyes. Buffers containing Ca2+ are placed in the cis chamber and a Ca2+ indicator (Fluo-8, Calbryte etc.) is in the trans chamber. Ca2+ diffusion or drift through the pore generates a Ca2+ flux to the trans side, which results in ion binding to the dye that generates a localised fluorescence signal, Figure 4c. This approach allows to quantify the number and location of the pores, as well as to quantify the ion flux at each pore264,284. It is also possible to visualise in real-time processes such as nanopore formation by CDB285,286. Zrehen  et al. used the method to visualise pore localisation with sub-diffraction limit spatial resolution286, allowing to monitor calcium ion flux of 24 pores on the same SiN membrane287. This approach is restricted to Ca2+ ions only, as indicators sensitive to varieties of ions are available288. Similarly, droplet interface bilayers (DIBs) can also be used for sensing multipore arrays289,290. The DIB platform can also be used to gain a fundamental understanding of membrane protein diffusion in a lipid bilayer by tracking the position of the pore with time291. Recently, Wang et al. demonstrated an electrode-free nanopore measurement method, called DiffusiOptoPhysiology (DOP), that different salt species/concentration in cis and trans produce unidirectional thermal diffusion of Ca2+ ions and osmotic pressure to detect single molecules (ex. TriM-β-CD, dsDNA) without having to apply electrical potential39. 

6.3 Plasmonic nanopores

6.3.1 Low background plasmonic fluorescence sensing with multipore arrays
Plasmonic nanostructures, which create a strong localised electromagnetic field as well as to attenuate background optical noise, so-called “plasmon resonance”, promise high signal-noise ratio optical detection while recording ionic current (Figure 4d). Plasmon resonance is the oscillation modes of excited electron group in materials, resulting in а strong electromagnetic field, and its modes depend on the geometry of materials, the wavelength of excitation light, and the surrounding medium. ZMWs consists of small metallic nanowells (typically aluminium) on a transparent substrate, that can reduce the background fluorescence levels allowing for single-molecule detection and single-molecule, real-time (SMRT) sequencing292. In its simplest design, an aluminium layer is deposited on top of a membrane, allowing dye labelled single DNA translocation detection with high contrast image270,275. In order to assist SMRT sequencing, especially for long DNA molecules, nanopore integration into ZMWs was demonstrated, where aluminium nanowells on a transparent membrane containing pores were used to load single molecules into them from low concentration solutions (few pM) and DNA length electrokinetic loading43,96,281. 

6.3.2 Plasmonic enhanced photon sensing using single nanopores
 Other plasmonic nanostructures were integrated with nanopores, such as bow-tie antennas293, plasmonic nanowells278, gold nanoparticles-equipped nanopore64,294, plasmonic bullseye nanostructure295,296, and plasmonic nanoslit cavity141,297. Since plasmon resonance effects can enhance light intensity by up to ~104 fold298, single-molecule optical detection of scattering light299-302, fluorescence 64,278, Raman scattering303-307, Förster resonance energy transfer (FRET)308 etc. are achievable in plasmonic nanopore systems. For example, Assad et al. demonstrated 10-fold fluorescence enhancement from single dye-labelled dsDNA during its passage through a pore equipped with a plasmonic nanowell-nanopore278. Chen et al. localised electromagnetic field into sub-10 nm gold nanoslits structures, that were loaded with ssDNA, which allowed to perform single-molecule spatially-resolved Raman spectroscopy304 . If plasmonic structures are acutely constructed at a nanopore, such as 20 nm gap bow-tie antenna, scattering light or transmission light while DNA passing through this gap can be resolved, allowing label-free opto-electrical measurement with sub-ms temporal resolution300-302. 

[bookmark: _Hlk36591529]In addition to sensing plasmonic nanopore structures can be used for localised heating and molecular manipulation;  laser illumination on a plasmonic pore results in photothermal heating of the pore surroundings293,295,296,309. This localised heating is accompanied by other characteristics of thermal gradients such as molecular/ion thermophoresis309-311 and localised bubble nucleation by heating of the solvent molecules141. Furthermore, the electro-magnetic field generated at a plasmonic structure can result in efficient single nanoparticle or protein trapping.312,313

The combination of plasmonic and nanopores is an emerging field, there are several reports on integrating plasmonic structures into 2D materials and biological nanopores64,294,314,315.  High sensitivity molecular detection based on simultaneous optical/electrical readout using plasmonic nanopores will be in no doubt the subject of exciting future research.

[bookmark: _Hlk38226236]7 Machine learning-assisted nanopore analysis

Single-molecule data has rich information content, and recent advances in capabilities in nanopore fabrication and detection allow to access more of it. At the same time, there has been a steady improvement in our ability to record, classify single-molecule data and build more accurate models that allow us to recognise individual populations or specific features within a molecule. Recently, machine learning-based algorithms have been gaining in prominence to assist in nanopore-based analysis. These algorithms are designed to pick up the most useful signatures that are sometimes hidden without explicit instruction and can be retrained by experimental datasets to increase the accuracy of detection further. 
One of the most sophisticated methods implemented to date has been the use of deep neural networks for DNA sequencing. This approach facilitates interconnecting technological gaps between the fingerprints of an enzymatic motor, characteristic “squiggle” signals from electrical recordings, sequence information and bioinformatics. Moreover, such approaches can be further modified or customized for more applications, including the detection of DNA modifications316, the discrimination of protein variants317 and multiplexed detection of barcoded protein reporters318. Other algorithms such as convolutional neural networks319, supporting vector machine320,321, and time-series shapelets322 were also used to identify and analyse the regularly measured parameters obtained from resistive pulse sensing, with increased accuracy and enhanced selectivity. Further applications include probing structural difference of tRNA species321, accurate detection of molecular carrier barcoding319, distinguishing mixed analytes of DNA oligomers with single-nucleotide difference322 and single-molecule quantification of glycosaminoglycans320. 


8 Conclusions 
[bookmark: _Hlk38271237]As nanopore-based DNA and RNA sequencing are building momentum and achieving commercial success, we hope to have provided here a survey of alternative nanopore-based sensor configurations that employ novel materials and sensing modalities. The nanopore field is ever-growing, with an extensive academic base worldwide and over a dozen companies pursuing commercialisation of nanopore-based sensing applications. This growth over the past two decades is a result of the realisation that nanopores offer a unique combination of ultra-high sensitivity detection, and the possibility to identify a molecule based on the signal generated by its transport through and interactions with the nanopore. However, achieving specificity is perhaps the greatest challenge, as we have touched upon in this review. Incorporation of new modalities such as combined optical detection, electronic detection, the incorporation of chemical recognition groups at the nanopore interface, and machine learning-based analysis are worth exploring further in order to enhance the spectrometric value of nanopore signals. On the detector end, 1) combining electrical detection and fluorescence can provide a few-fold increase in specificity, 2) plasmonic devices can help localise light and enhance fluorescence signals. Ultimately such nanopores can assist with extracting photons from molecules to increase the signal-to-noise. Furthermore, plasmonic devices allow for the use of alternative detection strategies such as Raman spectroscopy. 3) Integrating tunnelling junctions into nanopores can help with multiplexing nanopore signals in array format, as well as with providing tunnelling signals that are characteristic fingerprints of a molecule-type, 4) Integration of field-effect transistors can aid with multiplexing to nanopore arrays and detection at low salt conditions. 5) Although commercial strategies exist, further exploration of the possibility to scale up nanopore sensing is needed. This will potentially have implications for using nanopores as diagnostic and screening tools. 6) In addition to changes that can be made on the detector end, alternative sample preparation where the analyte molecules are modified, such as by tagging a molecule of interest with various adapters or bulky groups, can greatly assist with increasing specificity and sensitivity of nanopore sensors. Chemistry can also enhance specificity by modifying the nanopore surface with functional groups that modulate interactions with the analyte of interest. All of these sophistications require compatibility of the nanopore material with the method of interest, and many efforts have been placed on identifying the most suitable materials for each detection method. It is certainly an exciting field to monitor as further progress is made with new nanopore materials, detection methods, and molecular sensing applications.
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Table1 Pore fabrications with advantages, disadvantages, pore to pore variation
	Pore fabrication
	Advantages 
	Disadvantage 
	Range of pore size
	Ref.

	Focused electron/ion beams 
	Transmission electron microscope (TEM)
	Tuning pore size/shape at a designated location by controlling the beam spot size, dwell time, and the position of the beam. Real-time monitoring of the pore size during fabrication
	Pore geometry in hydrated condition can be different than in vacuum. Pore surface cam be hydrophobic due to hydrocarbon contamination. High energy beam instrument (TEM or FIB) is required
	>0.13 nm
	45,48,49,78-80

	
	Focused ion beam (FIB)
	
	
	> 1.8nm
	44,46,47,81

	Controlled dielectric breakdown (CDB)
	In-situ nanopore fabrication using only voltage/current reading apparatus, no pore cleaning/wetting require
	Possible formation of multiple nanopores at the same time. No control on the pore location unless additional methods are used (plasmonic nano-structures, laser etching, AFM tips)
	>1.1 nm
	50-55,323

	Laser-pulling of glass/quartz pipettes
	Quick and low-cost fabrication.
Compatible with scanning probe microscopy methods.
Straightforward fabrication of closely spaced 2 and 4 nanopores, using multi-barrelled pipettes
	Sub-10-nm pore fabrication is challenging.
It requires a pipette puller.

	>4.7 nm
	28,56-60

	Electrochemical deposition   

	In-situ shrinking,
Nanopore with an embedded gate electrode
	Pre-pore fabrication of electrode integrated membrane and larger nanopore is required. Requires optimisation of the deposition conditions
	>8 nm
	61,62

	Nanoimprinting
	Quick and low-cost nanopore array fabrication
	Polymer membranes only work
	>6  nm
	63

	Thermal annealing
	Nanopore array fabrication
	High temperature (>1000oC) with precise control using furnace or laser is required. Long etching time. Local heaters (ex. Gold nanoparticle) have to be dispersed. 
	> 2  nm
	64-66

	Chemical etching
	with nucleated defects
	Conical shaped nanopore fabrication in micro/nano thick-membrane
	Heavy ion irradiation and accurate etching profile are required. Long etching time. Challenging to control the number of pores. 
	>2 nm
	67-69

	
	with hard masks
	Nanopore array fabrication in micro/nano thick-membrane
	Patterned mask deposition and accurate etching profile are required. Long etching time.
	>5 nm
	70-72

	
	with metal catalysts
	Nanopore array fabrication in micro/nano thick-membrane
	Nanoscale metal deposition and accurate etching profile are required. Long etching time.
	>20 nm
	73,74





Table2 controlling pore geometry in membrane materials 
	Membrane material
	Thin membrane preparation
	Pore thickness (nm)
	Pore fabrication
	Pore size (nm)
	Analyte 
	Comments
	Ref.

	SiO2
	Electron/ion-beam irradiation
	>10
	Focused electron/ion-beam
	>2
	dsDNA
	 
	45,324,325

	
	ALD followed by removal of a sacrificial layer
	>20
	Focused electron/ion-beam
	>2.5
	dsDNA, dsDNA-protein complex
	 
	43  

	
	Thermal growth followed by removal of a sacrificial layer
	>30
	CDB
	>5.2
	dsDNA
	Pore formation on the vertex area of SiO2 pyramidal membrane
	107

	SiN
	Dry etch process
	>1.7*
	Focused electron/ion-beam
	>0.8
	dsDNA, ssDNA, miRNA, tRNA, dsDNA-protein complex, Protein, Peptide
	 
	86,280,284,310,321,326-330

	
	Electron/ion-beam irradiation
	>0.5*
	Focused electron/ion-beam
	>0.9
	dsDNA, ssDNA, Protein
	Membrane thinning and pore fabrication at the same step
	26,44,45,87,180,331,332

	
	
	
	CDB
	>5.2
	dsDNA
	Pore formation at a thinned region
	333

	
	Dielectric breakdown etching
	>7.52
	CDB
	>11.4
	dsDNA
	Two-step breakdown using voltage profiles for thinning (constant high voltage) and pore formation (pore formation)
	89

	
	Laser-assisted photothermal etching 
	>0.5*
	CDB
	>1.2
	dsDNA, ssDNA, tRNA, Protein
	Conical shaped pore formation at a thinned region.
	82,88,287

	HfO2
	ALD followed by removal of a sacrificial layer
	>4.5
	Focused electron/ion-beam
	>1.4
	dsDNA, ssDNA
	High chemical stability/ Physicochemical interactions between HfO2 and  nucleic acids 
	98,99

	
	
	
	CDB
	>7
	no tested analytes
	Pore formation on the vertex area of HfO2 pyramidal membrane
	106

	Al2O3
	ALD followed by removal of a sacrificial layer
	>40
	Focused electron/ion-beam
	>1
	dsDNA, dsDNA-protein complex
	Positive surface charge at pH 7–8, nanocrystallites formed at nanopore surface during focused electron/ion-beam illumination
	93,94,97

	ZnO
	ALD followed by removal of a sacrificial layer
	>6
	Focused electron/ion-beam
	>1.3
	dsDNA
	Positive surface charge at pH 7–8 
	104

	TiO2
	ALD followed by removal of a sacrificial layer
	>15
	Focused electron/ion-beam
	>3.1 
	dsDNA, polypeptides
	Low membrane PL background
	91

	
	
	
	CDB
	
	
	
	

	Graphene
	Transferring on the aperture
	>0.3
	Focused electron/ion-beam
	>3.1
	dsDNA, ssDNA, protein
	Hydrophobic interaction between graphene and DNA
	90,108,109,112,159,334-336

	
	
	
	CDB
	>2.2
	dsDNA
	
	124

	
	Direct growth on the aperture
	>8
	Focused electron/ion-beam
	>6.5
	dsDNA
	
	110

	BN
	Transferring on the aperture
	>1.1
	Focused electron/ion-beam
	>1
	dsDNA,ssDNA
	 
	113-115,337

	MoS2
	Transferring on the aperture
	>0.8
	Focused electron/ion-beam
	>0.6
	dsDNA, ssDNA, plasmid DNA, nucleotide
	 
	83,116,127,314,337,338

	
	
	
	Electrochemical reaction
	>1
	plasmid DNA
	Pore fabrication with sub-nm precision using electrochemical reaction
	125

	
	Direct growth on the aperture
	>0.8
	Focused electron/ion-beam
	>2.3
	ssDNA
	Scalable fabrication of free-standing MoS2 membrane to wafer size
	85,120

	WS2
	Transferring on the aperture
	>0.7 
	Focused electron/ion-beam
	>2
	dsDNA
	Visible laser can be used for atomically controlling nanopore size
	84

	MXene
	Transferring on the aperture
	>0.6
	Focused electron/ion-beam
	>3
	dsDNA
	Transfering flake self-assembly at the liquid–liquid interface
	119

	Polymerised polyurea
	Transferring on the aperture
	>10
	Focused electron/ion-beam
	>4
	dsDNA, protein
	 Hydrophobic surface and a highly negative surface charge density
	339





Table 3 Selective analyte sensing using molecular carriers 

	Nanopore type
	Carrier type
	
	Year
	Nanopore
	Molecular carrier
	Functional Group(s)
	Target
	Target concentration
	Environment
	Ref.

	Biological nanopore
	Polymer based carriers
	[image: ]
	2011
	α-HL
	ssDNA
	ATP binding aptamer
	ATP
	μM
	1 M KCl TE
	215

	
	
	
	2013
	α-HL
	PNA+peptide
	complementary sequence 
	miRNA
	pM-nM
	0.5/3M KCl
	212

	
	
	
	2016
	α-HL
	PNA+peptide
	complementary sequence 
	10-90 nuclictides
	nM
	0.2/1M KCl
	214

	
	
	
	2016
	α-HL
	a locked nucleic acid (LNA)-modified ssDNA
	complementary sequence
	miRNA
	nM
	1M KCl TE
	213

	
	
	
	2018
	α-HL
	ssDNA
	 
	Cucurbituril
	pM
	3M KCl TE 
	340

	Solid state nanopore
	Nanoparticle carriers
	
	2012
	polyurethane (qNano)
	25 nm NP
	complementary sequence
	ssDNA
	pM-nM
	50 mM NaCl TE
	195

	
	
	
	[image: ]2013
	Nanopipette (Borosilicate/quartz)
	10 nm NP
	peptide
	Anti-peanut IgY antibody
	 
	15 mM PB
	197

	
	
	
	2016
	polyurethane (qNano)
	120 nm NP
	complementary sequence
	short ssDNA fragments
	nM
	PBS
	193

	
	
	
	2017
	Nanopipette (quartz)
	5nm NP
	Lysozyme binding aptamer
	Lysozyme
	pM-nM
	100 mM KCl TE
	27

	
	
	
	2018
	polyurethane (qNano)
	120 nm NP
	complementary 
sequence and antibody
	DNA Methylation
	 
	PBS
	341

	
	Polymer-based carriers
	
	2019
	Nanopipette (quartz)
	11 nm NP
	PNA
	miRNA
	nM
	100 mM KCl PBS
	194

	
	
	
	2012
	SiN 
	3 kbp DNA
	 
	γPNA
	 
	0.2/1M KCl
	342

	
	
	
	[image: ]2014
	SiN 
	dsDNA
	Biotin
	monovalent streptavidin
	nM-μM
	900 mM NaCl and 6 mM PBS buffer
	343

	
	
	
	2015
	SiN 
	1 kbp dsDNA
	specific sequence
	zif268/zif268_GST
	 
	1M KCl TE
	204

	
	
	
	2015
	SiN 
	5.6 kbp dsDNA
	specific sequence
	zinc finger protein
	 
	500 mM KCl TE
	206

	
	
	
	2015
	SiN 
	lambda DNA
	 
	anti-DNA antibody
	 
	3M KCl TE 
	25

	
	
	
	2015
	Nanopipette (glass)
	M13mp18 7.2-kbp DNA
	up to 3 biotin
	streptavidin
	 
	4M LiCl TE
	207

	
	
	
	2016
	SiN 
	biotinlated short ssDNA
	complementary sequence
	miRNA
	nM
	900 mM NaCl 0.5× PBS
	344

	
	
	
	2016
	Nanopipette (glass)
	M13mp18 7.2-kbp DNA
	biotin/digoxigenin
	streptavidin/antidigoxigenin
	nM
	4M LiCl TE
	345

	
	
	
	2016
	Nanopipette (glass)
	7.2-kbp DNA with barcode
	biotin/BrdU/puromycin
/digoxigenin
	anti-biotin/BrdU/puromycin
/digoxigenin antibody
	 
	4M LiCl TE
	176

	
	
	
	2017
	SiN 
	dsDNA scaffold
	ATP binding aptamer
	ATP
	 
	3.6M LiCl
	346

	
	
	
	2017
	Nanopipette (quartz)
	lambda DNA
	thrombin/AChE 
binding aptamer
	thrombin/AChE
	pM-nM
	100 mM KCl TE + Serum
	19

	
	
	
	2017
	Nanopipette (glass)
	M13mp18 7.2-kbp DNA
	specific sequence
	Single nucleotide polymorphisms
	 
	4M LiCl TE
	347

	
	
	
	2017
	SiN 
	ssDNA
	PSA binding aptamer
	prostate-specific antigen
	nM
	1M KCl TE + Serum
	348

	
	
	
	2018
	SiN 
	biotinlated dsDNA
	biotin
	streptavidin
	pM-nM
	1M KCl TE
	323

	
	
	
	2018
	Nanopipette (glass)
	7.2-kbp DNA with barcode
	ATP/thrombin/lysozyme binding aptamer
	ATP/thrombin/lysozyme
	 
	4M LiCl TE
	349

	
	
	
	2018
	Nanopipette (quartz)
	M13mp18 7.2-kbp DNA
	complementary sequence
	short ssDNA fragments
	 
	4M LiCl TE
	177

	
	
	
	2019
	Nanopipette (quartz)
	3.6 kbp dsDNA
	specific sequence
	dCas9 protein
	 
	2-4M LiCl TE
	182

	
	
	
	2019
	Nanopipette (quartz)
	lambda DNA
	thrombin binding aptamer
	thrombin
	pM-nM
	100 mM KCl TE + Serum
	18

	
	
	
	2019
	SiN 
	M13mp18 7.2-kbp DNA
	complementary sequence
	tetrahedral DNA
	 
	1M KCl TE
	350

	
	origami
	
	2018
	SiN 
	DNA origami
	complementary sequence 
	nucleoporins
	 
	250 mM KCl TE
	211
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