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Abstract. This paper provides a survey of recent work on adapting techniques for
program analysis to compute probabilistic characterizations of program behavior.
We survey how the frameworks of data flow analysis and symbolic execution
have incorporated information about input probability distributions to quantify
the likelihood of properties of program states. We identify themes that relate and
distinguish a variety of techniques that have been developed over the past 15 years
in this area. In doing so, we point out opportunities for future research that builds
on the strengths of different techniques.
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1 Introduction

Static program analyses calculate properties of the possible executions of a program
without ever running the program, and have been an active topic of study for over
five decades. Initially developed to allow compilers to generate more efficient output
programs, by the mid-1970s [29] researchers understood that program analyses could be
applied to fault detection and verification of the absence of specific classes of faults.

The power of these analysis techniques, and what distinguishes them from simply
running a program and observing its behavior, is their ability to reason about program
behavior without knowing all of the details of program execution (e.g., the specific input
values provided to the program). This tolerance of uncertainty allows analyses to provide
useful information when users don’t know exactly how a program will be used.

Static analyses model uncertainty through the use of various forms of abstraction
and symbolic representation. For example, symbolic expressions are used to encode
logical constraints in symbolic execution [46], to define abstract domains in data flow
analysis [45, 18], and to capture sets of data values that constitute reachable states via
predicate abstraction [36]. Nondeterministic choice is another widely used approach, for
instance, in modeling branch decisions in data flow analysis. While undeniably effective,
these approaches sacrifice potentially important distinctions in program behavior.

Consider a program that accepts an integer input representing a person’s income. A
static analysis might reason about the program by allowing any integer value, or, perhaps,
by applying some simple assumption, i.e., that income must be non-negative. Domain
experts have studied income distributions and find that incomes vary according to a
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generalized beta distribution [57, 82]. With such a distribution the program can now be
viewed as a probabilistic program and, beginning with Kozen’s seminal work in the
early 1980s, the semantics of such programs has long been studied [47,48, 44, 62].

For non-probabilistic programs, it was just over six years from Floyd’s foundational
work on program semantics [28] to Kildall’s widely-applicable static analysis frame-
work [45]. Sophisticated extensions of Kildall’s work are prevalent today, e.g., [51,52],
and form the basis for modern software development environments. For probabilistic
programs, however, the development of static analysis frameworks has taken decades and
they have not yet reached the level of applicability of their non-probabilistic counterparts.

What would such analyses have to offer? Researchers have explored the use of
probabilistic analysis results to assess the security of software components [56] and
to measure side-channel leakage [65, 3], to assess program reliability [26], to measure
program similarity [31], to characterize fault propagation [63], and to characterize the
coverage achieved by an analysis technique [21]. We believe that there are many more
applications for cost-effective and widely-applicable static analysis frameworks for
probabilistic programs.

In recent years, the term “probabilistic program” has been generalized beyond
Kozen’s definition in which programs draw inputs from probability distributions. This
more general setting permits the conditioning of program behavior by allowning certain
program runs to be rejected. These programs can be viewed as expressing computa-
tions over probability distributions rather than inputs drawn from a distribution. While
recent work has just begun to explore the foundations of analysis for this more gen-
eral setting [15, 35], in this paper we consider Kozen’s original definition and analysis
frameworks targetting such programs.

More specifically, we survey work on adapting data flow analysis and symbolic
execution to use information about input distributions. We begin with background that
provides basic definitions related to static analysis and probabilistic models. Section 2.2
exposes some of the key intuitions and concepts that cross-cut the work in this area.
The following two sections, 3.1-3.2, survey work on probabilistic data flow analysis and
probabilistic symbolic execution. While we focus on analysis of imperative programs,
we note that principles exposed in our survey apply to analysis frameworks for functional
programs as well. Section 3.3 discusses approaches that have been developed to reason
about the probability of program-related events, e.g., executing a path, taking a branch,
or reaching a state. We conclude with a set of open questions and research challenges
that we believe are worth pursuing.

2  Overview

2.1 Scope and Background

This paper focuses on programs that draw input variables from given probability dis-
tributions, or, equivalently, that make calls on functions returning values drawn from
given distributions. The left side of Figure 1 shows a method, m, that we will use to
illustrate concepts in this paper. It takes an integer variable, x, as input, then based on the
results of drawing values from a Bernoulli distribution, it either performs its computation
(which is unspecified and denoted with . . .) or triggers an assertion. For the example,
we might be interested in reasoning about the lack of assertion violations.
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1 m(int x) {
2 if (drawBernoulli (0.5) == 1) {
3 if (drawBernoulli(0.5) == 1) {
4 if(x <= 60)
5
6 else .
7 assert false 2 if(drawB...
8 } else {
13 if (x <= 30) 3 if (drawB... 15 if (x <= 55)
11 else
12 assert false 4 1f(x <= 60) 9 if(x <= 30) 18 assert false
13 } / \ / \ 16 ...
}2 }i:]('ze<i 55) 5 “‘7 assert false 10 12 assert false
16
17 else
18 assert false
19 }
20}
20 }

Fig. 1. Example: Source Code (left) and Control Flow Graph (right)

2 if (drawB... 4 if (x <= 60)
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Fig. 2. Probabilistic Choice (left) and Symbolic Choice (right)

Programs and Program Analyses  There are many different ways to represent the
execution behavior of a program to facilitate analysis. Immediately to the right of the code
in Figure 1, we show the control flow graph (CFG), which explicitly represents control
successor relationships between statements. A CFG models choice among successors as
nondeterministic choice — depicted by the lack of labels on the edges.

We will also consider models that include probabilistic choice, e.g., defining the
probability that a branch is taken. The left side of Figure 2 shows edge probabilities that
reflect the outcome of the Bernoulli draw on line 2. Thus the probability of taking the
then branch is 0.5; the probability of taking the else branch is also 0.5. In addition, we
will consider models where the choice of successor is defined by the semantics of the
branch condition. The right side of Figure 2 shows a logical condition that reflects the
fact that the value of parameter z must be less than or equal to 60 for control to traverse
the true branch at line 4.

A key concept in the program analysis frameworks we survey is symbolic abstraction.
A symbolic abstraction is a representation of a set of states. Abstractions can be encoded
in a variety of forms, e.g., logical formulae [79], binary decision diagrams [10], or
custom representations [2]. For example, the set of negative integer values can be defined
by a predicate I[t0 = Az.z < 0 which returns true for all values in the set. Logical
combinations of such predicates can be used to define an abstract domain, .4, whose
elements describe sets of possible states of the program.

While abstractions encode sets of states, abstract transformers compute the effect of
a program statement on a set of states. For example, the fact that the sum of any pair of
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negative values is negative is encoded as [t0 +7 [t0 = [t0, where # denotes an abstract
transformer for + that operates on symbolic encodings of sets.

Analyses that seek to prove the satisfaction of properties generally define abstrac-
tions that overapproximate the set of program states, whereas those that seek to falsify
properties generally define abstractions that underapproximate the set of program states.

Data Flow Analysis Data flow analysis [45] provides a framework for computing
properties shared by sets of program traces reaching a program state. It is common for
such analyses to group together the states that share a common control location; the
computed properties attempt to characterize the invariants over those states.

Data flow analyses are solved using a fixpoint computation which allows properties
of all program paths to be safely approximated. Model checking [16] is a popular
verification technique which also relies on an underlying fixpoint computation. Moreover,
data flow analyses operate on symbolic abstractions of program states that can be defined
by abstract interpretation [18]. In fact, it is now well-understood that data flow analysis
can be viewed as model checking of abstract interpretations [75].

An abstract interpretation is a non-standard interpretation of program executions over
an abstract domain. The semantics of program statements are lifted to operate on a set of
states, encoded as an element of the abstract domain, rather than on a single concrete
state. Generating the set of traces for non-trivial programs is impractical; instead, abstract
states can be combined, via a meet operation, wherever traces merge in the control flow,
and loops are processed repeatedly to compute the maximum fix point (MFP).

Data flow analysis tools and toolkits exist for popular languages, e.g., [84, 27, 52], and

have been used primarily for program optimization and verifying program conformance
with assertional specifications.
Symbolic Execution Like data flow analysis, symbolic execution [46, 17] performs
a non-standard interpretation of program executions using a symbolic abstraction of
program states. Symbolic execution records symbolic expressions encoding the values
of program memory for each program location. A path condition accumulates symbolic
expressions that encode branch constraints taken along an execution.

Sequences of program statements are interpreted by applying the operation at each
program location to update the values of program variables with expressions defined over
symbolic variables. An operation that reads from an input generates a fresh symbolic
variable which represents the set of possible input values. When a branching statement
is encountered, the symbolic expression, ¢, encoding the branch condition is computed
and a check is performed to determine whether the current trace—encoded by the
path condition—can be extended with c or ¢’s negation. This is done by formulating
the constraints as a satisfiability query; if the formula encoding branch constraints is
satisfiable, then there must exist an input that will follow the trace. The trace is extended
following the feasible branch outcomes, usually in a depth-first manner.

In the example of Figure 1, on the leftmost path through the control flow graph, when
symbolic execution reaches the final branch it reords the condition X < 60, where X
models the unknown value of input «. This condition describes the set of input values
that trigger execution of this path—as long as both Bernoulli trials yield a value of 1.

In practice symbolic execution computes an underapproximation of program behavior.
Programs with looping behavior that is determined by input values may result in an
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infinite symbolic execution. For this reason, symbolic execution is typically run with
a (user-specified) bound on the search depth, thus some paths may be unexplored.
Moreover, there may be path constraints for which efficient satisfiable checking is not
possible. Variants of symbolic execution [34,76, 78], called concolic execution, address
this problem by replacing problematic constraints with equality constraints between
variables and values collected while executing the program along the trace.

Symbolic execution tools and toolkits exist for many popular languages [66, 34,41,
11] and have been used primarily for test generation and fault detection.

Probabilities and Probabilistic Models  There is an enormous literature on proba-
bilistic reasoning and statistics that can be brought to bear in program analysis. In this
paper, we consider two types of discrete time probabilistic models: Markov chains and
Markov decision processes [69].

Both models rely on the concept of a probability distribution. A probability distri-
bution is a function that provides the probability of occurrence of different possible
outcomes in an experiment. The sum of the probabilities for all outcomes is 1.

A Markov chain is a labeled transition system that, given some state, defines the
probability of moving to another state, according to a probability distribution. The prob-
ability of executing a sequence of states is then the product of the transition probabilities
between the states. The model fragment in the upper right corner of Figure 1 depicts
a Markov chain fragment. It defines, for the set of states that are at the first line in the
program, a 0.5 probability of transitioning to the state representing the beginning of the
then block, and similarly for the beginning of the else block. The distribution indicates a
0 probability of moving to any other state.

For this small example, if we were to assume a probability distribution on the input
x, then it would be possible to compute the probability of taking every edge in the CFG.
This would be a Markov chain model of m and it would replace all nondeterministic
choices in the CFG with probabilistic choices.

There are many situations where the removal of nondeterministic choices is impracti-
cal or undesirable. For example, if the input distribution of z is unknown, then retaining
nondeterministic choices for the conditionals which test that value would yield a faithful
program model. In addition, it may be desirable, for efficiency of analysis, to abstract
program behavior, and that abstraction may make it impossible to accurately compute
the probability of a transition.

Including nondeterminism in a probabilistic state transition model yields a Markov
decision process (MDP). An MDP adds an additional structure, A, that defines a set of
(internal) actions which are used to model the selection among a set of possible next-state
probability distributions. When traversing a path in an MDP, in each state, a choice
from A must be made in order to determine how to transition, probabilistically, to a next
state. That sequence of choices is termed a policy for the MDP. Given a policy, an MDP
reduces to a Markov chain.

2.2 Extending Program Analyses with Probabilities

The literature on incorporating probabilistic techniques into program analysis is large
and growing, technically deep, and quite varied. In this paper, our intention is to expose
key similarities and differences between families of approaches and, in so doing, provide
the reader with intuitions that are often missing in the detailed presentation of techniques.
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Where do the probabilities come from?  There are two perspectives adopted in the
literature. Programs are implicitly probabilistic because the distributions from which
input values are drawn are not specified in the program, but are characteristics of the
execution environment. Alternately, programs are explicitly probabilistic in that the
statements within the program define the input probability distributions.

It is possible to transform explicit probabilistic constructs by introducing auxiliary
input variables and then specifying their distributions. For the example, this would result
in the addition of two integer input variables

m(int x, int bl, int b2) {...

where the two instances of drawBernoulli (0.5) expressions would be replaced
by b1l and b2, respectively. The input distribution for each auxiliary input would then
be specified as a set of pairs, {...,(—1,0),(0,0.5), (1,0.5),(1,0), ...} where the first
component defines a value and the second defines its probability.

Section 3.1 discusses approaches where probabilities governing specific branch
outcomes, as opposed to input values, are built into the program model from knowledge
the developer has at hand, while Sections 3.2 and 3.3 describe techniques for computing
such probabilities from information about the program semantics and input distribution.

What does the analysis compute?  There are again two perspectives adopted in
the literature. One can view a probabilistic program as a transformer on probability
distributions; the analysis computes the probability distribution over the concrete domain
which holds at a program state. Alternatively, one can view a probabilistic program as a
program whose inputs happen to vary in some principled way; the analysis computes
program properties—properties of sets of concrete domain elements—along with a
characterization of how these properties vary with varying input. Within these approaches,
there are different types of approximations computed for probabilities. It is common to
compute upper bounds on probabilities for program properties, but lower bounds can
be computed as well. In addition, it is possible to estimate the probability within some
margin of error—an approach that several techniques explore—and it is even possible
to compute the probability exactly, if certain restrictions hold on the program and its
distributions.

Conceptually, there are two pieces of information that are necessary to reason
probabilisticaly about a set of values: a quantity that approximates the probability of
each value in the set and the number of values in the set. Early probabilistic static
analysis techniques did not explicitly capture this latter quantity, but more recent work
discussed in Section 3.2, using the techniques of Section 3.3, does capture this quantity,
as do other recent approaches [56].

Mixing abstraction with probabilities  Any analysis that hopes to scale will have to
approximate behavior. As explained earlier, in static analyses it is common to model such
overapproximation using nondeterministic choice. Across all of the analysis techniques
we survey, MDPs have been used when there is a need to mix probabilistic and nondeter-
ministic choice. An important consequence of using MDPs is that it is no longer possible
to compute a single probabilistic characterization of a property. Instead, analyses can
compute, across the set of all possible sequences of nondeterministic choice outcomes,
the minimal and maximal probabilities for a property to hold.
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Fig. 3. Probabilistic CFG (left) and MDP (right)

3 Probabilistic Approaches to Program Analysis

This section introduces probabilistic variants of data flow analysis and symbolic exe-
cution. Several of these variants either exploit, or could be adapted to exploit, recent
advances in methods for quantifying or estimating constraint solution spaces which we
discuss at the end of this section.

3.1 Probabilistic Data Flow Analysis

The key challenge in probabilistic data flow analysis is determining how probabilities
are incorporated into the control and data abstractions upon which it is based.

Control Flow Probabilities  Early work in extending data flow analysis techniques
with probabilities did not consider the influence of control and data flow on probabilities.
Instead, user-defined probabilities were attached to nodes in the program’s control flow
graph. This allowed the analysis to estimate the probability of an expression evaluating
to some value or type at runtime, which was used to enable program optimization.

This approach begins with a control flow graph where each edge is mapped to
the probability that it is taken during execution. The left side of Figure 3 shows the
probabilistic CFG for the example of Figure 1, given that input x is uniformly distributed
in the range [1, 100]. This program is simple enough that the branch probabilities can be
easily computed—because the probabilities for each branch along a path are independent.

The sum of all probabilities leaving any control flow node must be 1 (except for the
exit node). The probability of executing a path is the product of edge probabilities along
the path. Thus, the probability of reaching a program state is the sum of the probabilities
of traces that reach that state.

To compute the probability of a data flow fact holding at a program point, Rama-
lingam uses a slightly modified version of Kildall’s dataflow analysis framework [70].
Instead of the usual semilattice with an idempotent meet operation, a non-idempotent
addition operator is used. The usual properties of the meet operation can be relaxed,
because instead of computing an invariant dataflow fact, we only want the summation of
probabilities of all traces reaching a certain point. The expected frequencies may now
be computed as the least fixpoint using the traditional iterative data flow algorithm; the
quantity becomes a sum-over-all-paths instead of a meet-over-all-paths.
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Ramalingam’s sum-over-all-paths approach is reminiscent of the approach taken
in probabilistic model checking of Markov chains. In the latter approach, a system of
equations is formulated whose solution yields the probability of some property holding—
so-called quantitative properties in PRISM [49]. Ramalingam’s analysis effectively
solves an equivalent system of equations.

These techniques rely on being able to annotate branch decisions in the program with
probabilities. When the input distributions governing branches is unknown or when the
branches along a path are dependent the techniques described above cannot be applied.
The discussions below on non-determinism and in Sections 3.2 and 3.3 describe ways to
address this problem.

Abstract Data Probabilities = Researchers have incorporated probabilistic informa-
tion directly into the semantics of a program and then abstracted over those semantics
[59,77, 19] to construct probabilistic data flow analyses. This is typically done using a
variation on Kozen’s probabilistic semantics [47] alongside abstract interpretation and
data flow techniques. Embedding probabilities into the semantics allows both control
flow and data values to influence the property probabilities computed during the analysis.

Abstracting Probability Distributions The pioneering work in this area, by Monniaux
[59, 60], developed the key insights that other work has built on. The goal is to exploit
the rich body of work on developing abstract domains and associated transformers, and
to extend this work so as to record bounds on probability measures for the concrete
values described by domain elements.

Monniaux’s work takes the view that probabilistic programs effectively transform
an input distribution into an output distribution. More generally, probabilistic programs
compute a distribution that characterizes each state in the program. He develops a
probabilistic abstract domain, .4, as a collection of pairs, .4 x [0, 1]. The intuition is
that a classic abstract domain is paired with a bounding probability weight that is used to
compute an upper bound on the values mapped by that domain. Consider a probabilistic
abstract state, pa € A x [0, 1], an upper approximation of the probability of a value
v in thaF state is given by Pr(g) < Z(a,w)épa/\CE'y(Q) w, where ~y is maps a symbolic
abstraction to the set of values it describes.

In Monniaux’s work, multiple abstract domain elements can map onto a given
concrete value; each of these abstract domain elements’ weights must be totalled to
bound the probability of the given concrete value. As an example, let A be the interval
abstraction applied to a single integer value and let pa = {([1,5],0.1),([3,7],0.1),...}.
For a value of 2, only the first pair would apply, since 2 ¢ [3, 7], contributing 0.1 to the
bound on Pr(2). For a value of 3, both pairs would apply and contribute their sum of
0.2 to the bound on Pr(3).

To clarify, these weight components are not bounds on the probability of the abstract
domain as a whole, but rather are bounds on the probability of each concrete element
represented by the abstract domain. This simplifies the formulation of the probabilistic
abstract transformers, e.g., the extension of +# to account for A, but it means that
additional work is required to compute the probability of a property holding. In essence,
this requires estimating the size of the concretization of the abstract domain element and
then multiplying by the computed bound for each concrete value.
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It is important to note that an upper or lower bound on a probability distribution is
not itself a distribution, since the sum across the domain may be greater than 1. This
poses challenges for modular probabilistic data flow analyses.

We will see that the techniques from Section 3.3 can be applied to the problem of
counting the concretization of an abstract domain element that is encoded as a logical
formula. This may offer a potential connection between data flow analyses formulated
over distributions and those formulated over abstract states—which we discuss below.

The design of probabilistic abstract transformers can be subtle. For statements that
generate variables drawn from a probability distribution, an upper approximation of the
distribution for regions of the abstract domain is required. For sequential statements,
weight components are propogated and abstract domain elements are updated by the
underlying transformer.

For conditionals, the transformer can be understood as filtering the abstract domain
between those execution environments which satisfy the conditional and those which
falsify the conditional. The probabilistic abstract transformer need only apply that filter
to the first component of the tuple (the elements of the underlying abstract domain),
leaving the weight unchanged. For instance, consider the abstract domain of an interval
of integers defined by the tuple, ([—5, 5], 0.1). If this domain holds before a conditional
if (x<0){...}, then applying the filter on the true branch results in ([—5, —1],0.1)
and applying the filter on the false branch results in ([0, 5], 0.1). The space is reduced;
the weights remain the same.

Finally, reaching fixpoints for rich probabilistic abstract domains appears to require

widening [59, 22] to be cost-effective. These can be challenging to define and, generally,
lead to a loss in precision.
Probability for Abstract States  Computing bounds on the probability of a state property
has been well-studied. Di Pierro et al. [20] develop analyses to estimate the probability
of an abstract state, rather than bound it or its probability distribution. They formulate
their analysis using an abstract domain over vector spaces, instead of lattices, and use
the Moore-Penrose pseudo-inverse instead of the usual fixpoint calculation.

Abstract states encode variable domains as matrices, e.g., a 100 by 100 matrix
would be needed to encode the input x for the example in Figure 1. While very efficient
matrix algorithms can be employed, the space consumed by this representation can be
significant when scaling to real programs. Transfer functions operate on these matrices
to filter values and update probabilities along branches and, as in Ramalingam’s work,
weighted sums are used to accumulate probabilities at control flow merge points. Di
Pierro et al.’s early work was limited to very small programs, but more recent work
suggests approaches for abstracting the matrices to significantly reduce time and space
complexity.

Handling nondeterminism  When abstraction of program choice is required or when
there is no basis for defining an input distribution, it is natural to use nondeterminism to
account for the uncertainty in program behavior.

In Monniaux’s semantics [61] choices that can be tied to a known distribution are
cleanly separated from those that cannot. A nondeterministic choice allows for indepen-
dent outcomes, and this is modeled by lifting the singleton outcomes of deterministic
semantics to powersets of outcomes. In the probabilistic setting, the elements of this
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powerset are tuples of the abstract domain and the associated weight, defined above.
So for any nondeterminstic choice, the resulting computation is safely modeled by one
of these tuples. The challenge in the analysis is to select from among those tuples to
compute a useful probability estimate.

More recent work on abstraction in probabilistic data flow analysis, as well as in
model checking, takes a different approach. In the MDP on the right side of Figure 3
« and f are used to denote the outcomes of nondeterministic choices—modeling for
instance unknown branch conditions—and their values comprise the MDP policy. There
are three policies for this example: («, 8), (o, =), and (—«). For a given program
state, we can formulate an alternating game that seeks to determine values for o and
which maximize (or minimize) the probability of reaching that state. Probabilistic model
checkers such as PRISM and PASS use this approach to formulate MDP-based analyses.

The reachability of line 5 in the MDP is only possible under the policy (¢, 3). Thus,
that policy maximizes the probability of reaching that state at 0.6—the product of the
probabilities along the path. Any other policy will minimize the probability of reaching
line 5 at 0. Bounding the probability of violating an assertion in a call to m requires
considering all three policies. The maximal probability is 0.7 under policy («, =),
whereas the minimal probability is 0.4 under policy («, ).

Abstract interpretation can be applied to the data states in such approaches [50, 86, 22]
to improve efficiency. These abstractions are, however, independent of the probabilistic
choices implicit in the semantics, and must be specified by the developer in some
way—as in the case of Ramalingam’s work.

Theoretical advances in the analysis of stochastic processes [68] and coalgebraic
semantics [38, 64] may provide new pathways towards the definition of more advanced
analysis methods that combine nondeterministic and probabilistic choice.

3.2 Probabilistic Symbolic Execution

Probabilistic symbolic execution extends traditional symbolic execution with the ability
of computing probabilities of reaching certain traget states in a program. The computation
is based on quantifying the solution spaces of the path conditions computed by symbolic
execution.

We illustrate probabilistic symbolic execution using the example in Figure 4, where
we introduce variables by and b; to model the two drawBernoulli distributions from
Figure 1; the domains of those variables consist of 10 values and the tests check for half
of the domain, corresponding to the 0.5 parameter in the Bernoulli distribution. Note that
this program now has 3 inputs and an input domain size of 10 x 10 x 100 = 10000. The
domain of variables, which is finite and discrete, is denoted by D. Figure 4 illustrates
the six symbolic paths generated by a symbolic execution of the example program. The
path condition describing each path is the conjunction of the constraints along the path;
for example the leftmost path will have by < 5 A b1 < 5 A x < 60 as its path condition.

Algorithm pse (Algorithm 1) illustrates probabilistic symbolic execution; it is a
modification of traditional symbolic execution to process symbolic paths one at a time
using procedure symsample. The selection of each path can be done systematically (e.g.
using depth-first search as in traditional symbolic execution) or statistically, guided by
branch probabilities as in [24]. Our description accomodates many of the advances in
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// b0, bl in 0..9
m(int x, int b0, int bl) {
if (b0<5) |
if (b1<5) {
if (x <= 60)
N
else
assert false
} else {
if (x <= 30)
...B
else
assert false
}
} else {
if (x <= 55)
...C
else x < 60
assert false
}
}

Fig. 4. Illustration of probabilistic symbolic execution

the recent literature [24, 26]. The processing of each path involves the calculation of
probabilities as described in the next section.

Atahigh level, procedure symsample is called from the initial state of the program; it
returns a single path which is then processed. After each path, procedure stoppingSearch
is called to check if the analysis is complete or some other termination criterion is met,
and the analysis can stop. Within procedure symsample we first check if the search for
a path needs to be stopped; otherwise, we symbolically execute the program up to the
next branching point and decide which of the next branching statements must be taken.

Alg. 2 symsample(l, m, pc)

if stoppingPath(pc) then

return pc
end if
Alg. 1 pse(l,m, pc) while —branch(l) do
repeat m < op(l)(m)
p < symsample(lo, mo, true) I+ §ucc(l)
processPath(p) end while

¢ + cond(l)(m)
if selectBranch(c, pc) then

return symsample(succt(l), m,pc A c)
else

return symsample(succy (1), m, pc A —c)
end if

until stoppingSearch(p)
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Procedure stoppingPath uses a stopping criterion (limit on search depth) to avoid
exploration of infinite or very long paths, that are due to loops conditioned on input
variables. Since some paths might now be truncated before reaching a target property,
we introduce three types of paths, (1) success paths, which reach and satisfy the target
property, (2) failure paths, which reach and falsify the property, and (3) grey paths,
which are truncated before reaching the property. These paths form three disjoint sets;
we calculate the cumulative probability of success Pr(success) (i.e., the reliability of
the code), failure Pr(failure) and grey paths Pr(grey). Grey paths can be handled
optimistically (grouped with the success paths), pessimistically (grouped with the failure
paths) or kept separate and be used as a measure for how confident we are in our estimates
(for example, if the grey paths probability is very low, we are more confident).

Procedure selectBranch selects which branch to execute next; this can be done ei-
ther systematically or probabilistically, according to the probability of satisfying the
corresponding branch conditions. This is computed based on the number of solutions
for each path condition as follows. At each branching point, we count the number of
solutions for the path condition at that branching point (#(pc)) and the number of so-
lutions for the path condition for both branches (#(pc A ¢) and §(pc A —¢)). Assuming
a uniform distribution of the inputs, the probability for the true branch is then sim-
ply Pr(succ(l)) = #(pc A ¢)/t(pc); similarly for the false branch, Pr(succs (1)) =
#(pc A —c)/8(pc). Techniques for counting the number of solutions are discussed in
Section 3.3.

In the example of Figure 4, when we sample probabilistically at node 3, we have
that the path condition at the node is pc = by < 5 A by < 5 and f(pc) = 2500. The
true branch (bg < 5 A by < 5 Az < 60 with a count of 1500) will thus be taken with
probability 1500/2500 = 0.6 and the false branch will be taken with probability 0.4.

Procedure processPath calculates the probability for the path being processed and
checks whether the path falls into the success, failure or grey set. Note that many of these
calculations have already been performed during the selectBranch, and caching can
be used to eliminate redundant work.

Again in the example of Figure 4, the paths ending at the labels A’, B’ and C’
indicate assertion failures, and thus the probability of failure will be 1500/10000 +
1750,/10000 + 2250,/10000 = 0.55. Since there are no loops in the example, the rest of
the paths indicate success, which will have probability 0.45.

Furthermore, the procedure can handle sampling without replacement—to guarantee
an exhaustive analysis even when certain behaviors have very small probability. In [24]
we describe how we leverage the counts we store for each path condition to ensure
no path is sampled twice. Whenever a path has been explored completely, we subtract
the final path condition count from all the counts along the current path back up to the
root. Note that these counts are being used by selectBranch to calculate the conditional
probabilities at a branch, and thus they change with each sample. If a count becomes
zero, the corresponding branch will no longer be selected. The more paths of the program
are analyzed, the more counts propagate up the tree until the root node’s count becomes
zero, at which point all paths have been explored.

Procedure stoppingSearch uses either a measure of confidence based on the percentage
of the input domain that has been explored, or it uses a statistical measure of confidence.
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Enough confidence exists about the portion of the input domain that has been analyzed
when 1 — Pr(success) + Pr(failure) < e. If we treat grey paths separately, this means
Pr(grey) < e. The parameter ¢ is provided by the user, and is typically very small. Note
that although we show, for simplicity, that procedure stoppingSearch takes the path as
input, in practice it just reuses the results computed by procedure processPath.

Handling nondeterminism  Handling nondeterminism within the systems being
analyzed has been studied in previous work [26] in the context of scheduling choices in
concurrent programs. The approach was to determine the schedule giving the highest
(or lowest) reliability. More recently, an approach based on value iteration learning was
presented [54] to handle the problem in a more general fashion.

3.3 Computing Program Probabilities

Computing probabilities for probabilistic symbolic execution and other program analyses
reduces to computing the probability of satisfying a boolean constraint over the program
variables. This operation is performed within the selectBranch function. Given the
path condition PC reaching a branching point and the condition ¢ of the conditional
statement, the goal is to compute the probability of satisfying PC' A ¢ and, consequently,
PC' A —c. Depending on the theory the constraints are expressed in, different techniques
can be used to quantify the solution space of the constraints and, in turn, their probability
of being satisfied. In this section introduce the basics of some of these techniques.

Assume the program under analysis has input variables V' = {v1,va, ..., v, }, where
v; has domain d; and comes with a probability distribution P; : d; — [0, 1]. The input
domain D is the Cartesian product of the domains d;, while the input distribution P is
the joint distribution over all the input variables [ [, P;(v;). For a constraint ¢ : V' —
{true, false}, the goal is to compute the probability Pr(¢) of satisfying ¢ given the
input domains and probability distributions.

Exact and numeric computation

Finite domains. 1f the input domain is finite, the computation of Pr(¢) reduces to
a counting problem as already mentioned (assume for now all inputs are uniformly
distributed, i.e. they are equally likely):

i(¢ A D)
1(D)

Here (-) counts the number of inputs satisfying the argument constraint; D has been
overloaded to represent the finite domain as a constraint; £(D) is a short form for the
size of the domain®. For example, considering a single integer input variable x taking
values between 1 and 10 uniformly, #(D) = 10 and §(z < 5 A D) = 5, leading to a 0.5
probability of satisfying the constraint.

The computation of #(-) can be performed efficiently for linear integer arithmetic
(LIA) constraints. A LIA constraint defines a multi-dimensional lattice bounded by a
convex polytope [5]. To count the number of points composing this structure, an efficient
solution has been proposed by Barvinok [4]. This algorithm uses generating functions

Pr(¢) = (1)

5 More precisely, Equation (1) represents the probability of satisfying the constraint ¢ conditioned
on the fact that the input is within the prescribed domain D.
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suitable for solving the counting problem in polynomial time, with respect to the number
of variables and the number of constraints. Notably, besides the number of bits required
to represent the numerical values, the complexity of this algorithm does not depend on
the actual size of the variable domains. This makes the computation feasible for very
large input domains, allowing its application to probabilistic program analysis [31, 26,
23]. Several implementations of this algorithm are available, the most popular being
LattE [83] and Barvinok [85].

Other finite domains, such as bounded data structures [23] and regular languages [55,
1], are active topics of study in applied model counting. The problem of counting the
number of distinct truth assignments for a propositional formula is called #SAT, or
propositional model counting. There are a number of tools that can efficiently solve
many cases of #SAT, including sharpSAT [81] and Cachet [74].

Handling input distributions. For finite domains, assume, without loss of generality,
the input distribution to be specified on a finite partition D', D?, ... D™ of the input
domain D (i.e., U;D* = D and D' N D? # () = i = j) via the probability function
Pr(D?%). Assume elements within the same set D? to have the same probability. The
case of uniform distribution described so far corresponds to the partition with cardinality
1, i.e., the whole domain.

Since the elements of the partition are disjoint by construction, we can exploit the
law of total probability to extend Equation (1) to include the information about the input
distribution:

Pr(g)=>_ ﬂ(?(gf)j ) . Pr(D?) 2

Here D® has again been overloaded to represent the constraint of an element belonging
to D°.

Formalizing the input distribution on a finite partition of the input domain is general
enough to capture every valid distribution on the inputs, including possible correlations or
functional dependencies among the input variables. However, the finer the specification
of the input distribution, the more complex the computation of Equation (2).

Floating-point numbers. Floating-point numbers are often abstracted as real numbers
for analysis purposes. Computing the probability of satisfying a constraint over reals
requires refining Equation 1 to cope with the density of the domain. In particular, the
counting function f(¢) is replaced by the integration of an indicator function on ¢,
i.e., a function returning 1 for all the inputs satisfying ¢ [9]. This integration can be
performed exactly only when symbolic integration is possible, but in general only
numerical integration is possible. A number of commercial and open-source tools can be
used for this purpose. However, numerical computations are accurate only up to a certain
bound, and they do not scale to large cardinalities. In the latter case, sampling-based
methods are preferable.

Sampling-based methods  Exact methods can suffer from two main limitations: 1)
generality with respect to input domains and constraint classes and 2) scalability, either
due to the intrinsic complexity of the algorithm used or to the discretization of the input
distributions. Sampling-based methods may be used to address these limitations.
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Fig. 5. Sampling-based solution space quantification forx < —y Ay < z,z,y € [-1,1].

In this section we will present sampling-based methods for quantifying the probability
of satisfying arbitrarily complex floating-point constraints. We will briefly discuss how
to generalize to other domains at the end of the section.

Sampling-based methods estimate the probability of satisfying a given constraint

using a Monte Carlo approach [72]. For simplicity, we will focus on the simplest, though
general, method suitable for our purpose: hit-or-miss Monte Carlo.
Hit-or-miss Monte Carlo. We assume first a uniform input distribution over bounded,
real domains (we relax this assumption later). Consider the constraint x < —y Ay < x,
where both z,y € [—1,1] N R. In probabilistic terms, this can be seen as a Bernoulli
experiment, i.e., an experiment having only two mutually exclusive outcomes, true
or false, where the probability of the frue outcome is the parameter p of a Bernoulli
distribution [67] (the probability of the false outcome is in turn 1 — p). Our goal is to
estimate the parameter p, from n random samples over the input domain.

Figure 5 plots the solution space for the example constraint (z and y on the x- and
y-axis, respectively); the value p we aim to estimate is the ratio between the shadowed
area, enclosing all the points satisfying the constraint, and the input domain (i.e., the
outer box).

The hit-or-miss Monte Carlo method consists in taking n independent random
samples uniformly within the domain; if a sample s; satisfies the constraint, we assign
s; = 1, otherwise, s; = 0. This process is called a Binomial experiment with n samples.
The maximum likelihood estimate for p is then p [67]:

s . 5-(1—9%

ﬁ:

The right part of Equation (3) shows the standard deviation ¢ of p [67]. The standard
deviation is an index of the convergence of the estimate. Notably, it decreases with the
square root of the number of samples; when the number of samples grows to infinity, the
standard deviation goes to 0, making the estimation converge to the actual value of p.
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Despite the convergence of p to p can be proved only in the limit, given the value of
P, its standard deviation o, and a desired confidence level 0 < o < 1, it is possible to
define a confidence interval for the unknown value p. In particular:

pr(p—zfx-\/m <p< ﬁ+za-\/m)=1—a 0)
2 n 2 n 2

where zg is the 1 — 5 quantile of the standard Gaussian distribution [67].

Equation (4) is constructed using the central limit theorem, under the assumption
that a large number of samples n have been collected (as a rule of thumb, hundreds
of samples or more are almost surely a good fit for this assumption). The width of the
interval, which is an index of the accuracy of the estimate, can be arbitrarily reduced by
increasing the number of samples n; thus, Equation (4) can be used as stopping criteria
for the estimation process.

In our example, in a run with n = 10000 samples, we obtained p = 0.2512 with
standard deviation o (p) = 0.00433703; thus, with 99% confidence, we can conclude
p € [0.248126, 0.254274]. From Figure 5, it is easy to see that p = 0.25, which falls
within the computed interval.

Note that hit-or-miss methods may require a large number of samples to converge
to a high accuracy (small interval). This is even worse when the actual value of p is
close to its extremes (0 or 1). Improvements on the convergence rates can be achieved
using more complex sampling procedures such as quasi-Monte Carlo sampling [72], or
importance sampling, Markov Chain Monte Carlo, or slice sampling [7]; some of these
methods have been used in probabilistic model checking [42, 43, 53].

Further more accurate confidence intervals can also be used as stopping criteria [67];
in probabilistic model checking, the most commonly used is the Chernoff-Hoeffding’s
bound [40, 39, 53]. Bayesian estimators can also be used, allowing for the inclusion of
prior knowledge on the expected result (when available) [71, 32]; the use of Bayesian
methods led to faster convergence rate in many probabilistic verification problems [87].
Finally, a hybrid approach, that exploits interval constraint propagation and composi-
tional solving has been proposed for probabilistic program analysis in [9, 8].
Distribution-aware sampling.  The hit-or-miss Monte Carlo method we described offers
a straightforward way to handle input distributions: the samples for the Binomial experi-
ment can be simply drawn from the known distribution. Efficient sampling algorithms
exist for the most common continuous and discrete distributions, with off-the-shelf im-
plementations for several programming languages (e.g., [80] for Java). A comprehensive
survey of random number generation is beyond the scope of this paper (see e.g. [33]).
We describe here one of the simplest and most general techniques for this task: inverse
CDF sampling.

Assume our goal is to take a sample from a distribution D, e.g., a Gaussian distri-
bution describing the inputs received by a temperature sensor. This distribution has a
cumulative distribution function C' D Fp () representing the probability of observing a
value less than or equal than z [67]. The value of the CDF is bounded between 0 and 1,
for x — —oo and x — oo, respectively. Furthermore, assuming every possible outcome
has a strictly positive probability, as it is the case for most distributions used in practice,
the CDF is strictly monotonic and invertible; let us denote its inverse C D F', ! ().
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Inverse CDF sampling reduces sampling from D to sampling from a Uniform
distribution via the following three steps:

1. generate a random sample « from the Uniform distribution on [0, 1]
2. find the value x such that CDFp(z) = u, i.e., CDFp" (u)
3. return x as the sample from D

For example, to generate a sample from a Gaussian distribution A/(10, 3), we first
generate a sample u from the uniform distribution in [0, 1], let’s say 0.83; then, we
compute CDF~1xr(10,3)(0.83) = 12.8625, which is our sample input.

The computation of the CDF and its inverse is efficient for most univariate distribu-

tions used in practice, and implementations are available for all common programming
languages. Multivariate distributions are usually more challenging, with only a few cases
allowing direct solutions. Nonetheless, more complex computation methods exist (e.g.,
Gibbs sampling [73]), covering most of the practically useful distributions. Multivariate
distributions are indeed useful to capture statistical dependence among input variables,
whether this is know in the application domain or inferred from the data. Finally, the
discretization method described in Section 3.3 remains a viable general, approximate
solution; however, distribution-aware sampling scales significantly better, especially
when high accuracy is required [8].
Beyond numerical domains. Sampling-based methods are theoretically applicable for
any input domain, provided a procedure for generating unbiased samples (according to
the input distribution) is available. Solutions have been proposed for model counting
of SAT problems (e.g., in [13, 6, 58], also with distribution-aware approaches [12]) and
SMT problems (e.g., in [14]), while stochastic grammars can be used to generate random
strings according to specified distributions [30].

4 Conclusions and Future Directions

In this paper we have provided a survey on work to adapt two powerful program analysis
frameworks, data flow analysis and symbolic execution, to incorporate probabilistic
reasoning. This work has already motivated exciting advances in model counting and
solution space quantification as discussed in Section 3.3.

As in other areas of program analysis, a mutually-reinforcing cycle of developments
in algorithms, tools, and applications is poised to spur further advances. We believe that
efforts to focus probabilistic program analyses techniques on applications will reveal new
opportunities for adapting algorithms to be more efficient and effective. This will, in turn,
inspire researchers to identify additional applications of these techniques. Towards this
end we describe several areas where application of probabilistic program analyses has
potential and identify opportunities for cross-fertilization among probabilistic analysis
techniques.

1. Program understanding has been touched on in [31] and [23] where errors are found
by observing unexpected probabilities for certain behaviors. This provides a means
of quantifying the notion of “bugs as deviant behavior” that underlies much work
on fault detection. While numeric characterizations of distributions may be difficult
for developers to interpret, visualizations of those distributions might allow them to
spot unexpected patterns to focus their attention on.
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2. Probabilistic symbolic execution is particularly well-suited for quantifying the dif-
ference between two versions of a program [25]. This makes it an ideal approach
to rank how close a program is to a given oracle program, which has applications
in mutation analysis, program repair, approximate computing or even in marking
student assignments. Note that this provides a route to a semantic ranking of pro-
grams as opposed to more syntactic rankings, e.g., by measuring the shared syntactic
structure.

3. It would be interesting to explore the extent to which the computation of branch
probabilities—which annotate models in tools like like PRISM [50] and PASS
[37]—could be achieved, in part, by using path condition calculation and solution
space quantification techniques drawn from probabilistic symbolic execution.

4. Hybrid approaches that mix probabilistic symbolic execution and data flow seem
promising. The unanalyzed portion of a program’s symbolic execution tree defines
a “residual” program. If that program can be extracted, via techniques like slicing,
then it could be encoded for analysis with data flow techniques. The results of the
precise-but-slow, and faster-but-less-precise, analysis, could then be combined.

5. Probabilistic symbolic execution could be extended to support the more general
notion of probabilistic program treated by Gordon et al. [35]. The semantics of
observe (e) statements condition input on a boolean expression e by aborting
the path if the expression is false and renormalizing the output distribution. Most
existing symbolic execution frameworks already support assume and assert
statements to check and enforce predicates at program points. Extending this to
support observe requires that the probability estimates of aborted paths be accu-
mulated to permit renormalization at the end of the symbolic execution. We note that
relative to existing probabilistic symbolic execution approaches this adds negligable
overhead.

6. Probabilistic program analysis has many promising applications in the security
domain; for example it can be used in quantitative information flow analysis [3],
where the goal is to detect vulnerabilities and compute the leakage (in number
of bits of the secret) using information theory metrics. A program can be viewed
as a probabilistic function that maps a high security input to an observable out-
put. An adversary tries to guess the secret by observing the output. The leak-
age of a (deterministic) program can be expressed as classical Shannon entropy:
Leakage(P) = —%_,_, ,, p(0:) log, p(0;), where p(0;) denotes the probability of
observing o; and can be computed with the techniques discussed in this article.
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