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Abstract

As modern control systems and engineering processes become inghkeasore complex and
integrated, the consequences of system failures and faults can beadisasvironmentally and
economically. This thesis considers the fault detection and isolation (FDBlgmn for linear
time-invariant (LTI) systems subject to faults, disturbances and modettaaties.

Firstly, a novel on-line approach to the robust FDI problem for linearrdisetime systems is
proposed by using input/output measurement analysis over a finite estimatiporh Upper and
lower bounds on the fault signal are computed at each sampling instaratsofdult is detected
and isolated when its upper bound is smaller than zero or its lower bound & than zero.
Moreover, a subsequent-state-estimation technique, together with an estimatizon update
procedure are given to allow the on-line FDI process to be repeated iniagrtworizon scheme.
Secondly, an optimal solution to thé_ /4, fault detection (FD) problem is given for linear time-
invariant systems subject to faults, disturbances and model uncertaintiesiny an observer-
based approach. A new performance index is developed to capturéabtitdetection and dis-
turbance rejection requirements which is particularly suitable for handlingghuodertainties. A
class of optimal solutions to the problem is then given in the form of simple lineaixi@equal-
ities (LMI) with two degrees of freedom. By appropriately choosing thesgraks of freedom,
fault isolation can also be achieved.

Thirdly, in order to improve the FD performance and remove restrictivk sssumptions, rou-
tinely made in the literature, observer-based FD problems are investigadesiragle frequency
and over a finite frequency range, respectively. An optimal solutionrigatksuch that, at a given
frequency, the static observer generates a residual signal which misithizesensitivity of the
residual to disturbances while maintaining a minimum level of sensitivity to faulienTan ini-
tial investigation is carried out for the FD problem over a finite frequenaogea A solution is
derived in the form of an LMI optimization by using the generalized KYP lemnilaied by a
linearization procedure. Conditions under which this solution is optimal anedelsved.

Fully worked out numerical examples, mostly from the literature, are givdlusirate the effec-

tiveness of all the proposed schemes.
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Chapter 1

Introduction

Control systems, which are nowadays exploited to improve the overatirpehce of industrial
processes, involve both sophisticated digital system design technigdesoarplex hardware
(sensors, actuators, components and processing units). Such cibyn@sults in an increased
probability of failure, consequently, control systems require automatiersigon of the closed-
loop operation for detecting and isolating malfunctions as early as possieleelithe problems
of FDI and diagnosis in dynamic processes have attracted great attenttmthirtheoretical

research and industrial applications.

1.1 Background

1.1.1 Importance of fault detection

As many control systems and engineering processes become more arabmeptex, widespread
and integrated, the effects of system failures can be simply devastating ifrdmtructure of
modern society for extensive commercial, industrial and safety reaguresefore, fault detec-
tion and diagnosis is necessary in many control engineering applicatiohsasu safety-critical
systems (nuclear reactors, aircraft, missile guidance systems), costt@ytstems (large space

structures, space vehicles, autonomous underwater vehicles).

As an example of safety-critical systems, in nuclear power plants, thereoce of a fault may
lead to extreme human and environmental problems. A proper control actidshloe a safe shut-
down for the plant in the presence of emergency. In cost-critical systemeccurrence of a fault
may cause a tremendous economical loss. For example, autonomous atedemd unmanned

space vehicles must be able to cope with unexpected events or malfunctiopeeitictable man-
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ner. In the worst case, the vehicle should be able to return a safe condititout necessarily
completing the mission. In industrial applications or manufacture processest faults could
cause a shutdown of production systems or even a damage to equipmemntcatiid result in a

large loss of profit.

Among many examples of catastrophic faulty situations, two cases are citd her

1. On 26th of April 1986, there occurred near the Ukrainian town ofr@blayl a tremendous
explosion at a huge nuclear power plant, followed by a gradual meltdbtine seactor No.
4. The main cause for this tragedy was the faulty outdated technology alatkiaf a fault

handling mechanism [96].

2. The Ariane 5 rocket exploded on June 4th, 1996 thirty seven seaftet lift-off. The
reason was a software exception in the Inertial Reference Unit (IRW)ptiovides attitude
and trajectory information for the control system. The exception causetbtineal attitude
information to be replaced by some diagnostic information that the controhsysés not

designed to understand [97].

The catastrophes of these faulty situations could have been avoidedastalleviated if the con-
trol system is designed with certain abilities of fault detection and diagnosiscé] since the early
1970s, the areas of fault detection, diagnosis and tolerance has becoeasingly important and

been actively studied due to reliability, security and automatic self-supervisipirements.

1.1.2 Definitions

It should be remarked that there is no consistent terminology in the field bfviAlch causes
difficulties for engineers and researchers to understand the contribatiohto compare different
approaches. To avoid these misunderstandings, the IFAC Technicahiftee SAFEPROCESS
(Fault Detection, Supervision and Safety for Technical Process&s)irtitiated a common
terminology related to the field of fault diagnosis. Further discussionsdieggterminology can
be found in [78]. The terminology used in this thesis is listed below and is ¢ensiwith that

defined by the committeBAFEPROCESS
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e Fault: An unpermitted deviation of at least one characteristic property or paraofetes

system from the acceptable, usual or standard condition.

e Failure: A permanentinterruption of a system’s ability to perform a required functiolet

specified operating conditions.

Note that the difference betweéault andfailure is that the ternfault is to represent a malfunction
in the process of system operation wiféddure denotes the situation that system functions suffer
a complete breakdown. A fault may be tolerable via a proper system désigrever, it must be
detected and diagnosed as soon as possible even though it has begadaeits early stage in

order to prevent any serious or dangerous consequences in the futu

The terminology of tasks of a monitoring system for the purpose of faulttieteand diagnosis

is defined as follows:

e Fault detection: to determine whether there is an occurrence of a fault and the time of its

occurrence.

e Faultisolation: to determine the kind, location (which process, sensor or actuator) and time

of detection of a fault, following fault detection.

e Fault identification: to determine the size and time-variant behaviour of a fault. Follows

fault detection and isolation.
¢ Fault diagnosis:includes fault detection, isolation and identification.

e Monitoring: a continuous real-time task of determining the conditions of a physical system,

by recording information, recognizing and indicating anomalies in the sysédwavipur.

e Supervision: monitoring a physical system and taking appropriate actions to maintain the

operation in the case of fault.

These tasks can be chosen to satisfy the special safety and reliabiliftyeragots of modern

control systems, however fault detection is absolutely necessaryy@radatical system.
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1.2 A Dbrief history of fault detection and diagnosis

Research on fault diagnosis [11] has been carried out both in thedrapplication since the
early 1970s. The well-known failure detection filter approach for lingatesns was proposed in
[3] and the application of identification methods to the fault detection of jet esgias considered

in [68]. Correlation methods were applied to a practical problem of lealctietein [82].

Since the 1980s, model-based methods for fault detection and diagnosiattracted extensive
attention due to the increasing requirements of reliability and security. M@dalelfault detection
and diagnosis with specific application to chemical processes was pthpop&3] and sensor
failure detection based on the inherent analytical redundancy of multiglernadrs was given in

[11].

The use of parameter estimation techniques for fault detection of techygtahss was given in
[28] and the development of process fault detection methods based aflimpend parameter es-
timation was summarized in [45]. Parity equation-based methods were pdipp§E0] and then
further developed in [63]. Some contributions solve FD problem by ugiolggbilistic approaches
[17, 79]. It is noticed that one important approach, namely, the obsdrased state estimation
approach, has been actively researched over the last two decatlesaay contributions have
been made to research the design of fault detection observers [185,35, 65, 64, 77]. Also,
some important work proposed different approaches to achieve FBofdear systems. See

[15, 42, 104] for detalils.

Recently, FD in a finite frequency setting has gained increasing attentiontfre theoretical re-
search community. The sensitivity optimization problem over a finite frequeasnruye for fault
detection is studied to further improve the performance of fault detectiaglax certain assump-

tions in the problem formulation [90, 92, 58, 30].

The development of ., filtering techniques provides potential solutions to FD problems [86, 99].
Recently developed linear matrix inequality (LMI) [6, 26] approachesrgifomising and numer-
ically attractive techniques for formulating robust FDI decoupling probldt#aos and Patton gave

a basic realization of fault detection observer design based on the libreadéemma [44]. Zhong
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et al. proposed a new performance index by introducing a reference asithdel, which can be

formulated using LMI techniques [111].

1.3 Outline of the thesis

The focus of this thesis is on the FDI problem for linear dynamic systemsaubjéaults, dis-

turbances and model uncertainties. Three approaches are prapasdee the problem. The first
uses measurement analysis to detect and isolate a fault by evaluating itaogpgewer bounds
given all available information, while the other two achieve FD by designinicsthservers to
generate fault indicators, namely, the residual signals; the first overhibée frequency range
while the second over a finite range. The work in this thesis is only one stepdsywracticed FD

systems. It is also needed to consider thresholds for residual sigitals, e

The thesis is organized as follows. The rest of this chapter will define tta¢io and introduce

related background material on matrix calculations.

Chapter 2 introduces the concept and techniques of analytical rentndad also reviews the
main residual generation technigues in general model-based FD scharhesarity-space and

observer-based approaches.

Chapter 3 proposes a new on-line approach to solve the robust FBleprdor linear discrete-
time systems subject to faults, disturbances and norm-bounded uncertaynigag input/output
measurement analysis. FDI is achieved by computing upper and lowed$ourthe fault signal
such that a fault is regarded as having occurred when its upper bswsrdaller than zero or
lower bound is larger than zero. LMI optimization techniques are employebit#&inothe bounds.
Furthermore, a subsequent-state-estimation technique, together with artiesthméazon update
step are proposed to allow the on-line FDI process to be repeated in a nimmringn procedure.
Also, it is shown that the proposed approach reduces to the solution af finegrams when there

are no uncertainties in the model description.

In Chapter 4, an optimal state-space solution is given téthéH ., FD problem for linear time-
invariant systems subject to faults and disturbances by designing a stsgicveb A novel per-

formance index is developed such that both the requirements of faultidateod disturbance



1.4 Notation and preliminaries 12

rejection are captured, and this index, unlike corresponding ones in tregudite, is particularly
suitable for handling model uncertainties. Then, a class of solutions to tipediem is given in
the form of simple LMIs with two degrees of freedom. The optimal solution anithér specifica-
tions such as fault isolation can be achieved by appropriately choosisg degrees of freedom.
Furthermore, it is shown that the FD performance may be improved andhcassumptions can

be relaxed by applying a weighting filter.

In order to remove a widely made restrictive rank assumption on fault dysaanid to further
improve the FD performance, Chapter 5 first considers the FD problengiaen frequency. A
simple parameterization of all optimal solutions is derived with two degreesetiirm which
can be used to achieve further specifications. In particular, at DCn(whe 0), the resulting
degrees of freedom allow the FD observer to be used simultaneouslgritotsystem design.
Moreover, an initial research is carried out for the FD problem ovemiteffrequency range. A
solution is derived in the form of a BMI optimization using the generalized KY#hha followed

by a linearization procedure. Also, conditions under which this solutiontimapare derived.

Chapter 6 summarizes the results in this thesis, highlights the contribution asidexspossible

improvements and extensions to the proposed approaches.

1.4 Notation and preliminaries

This section gives the notation as well as some preliminary results that willduelater in the

thesis. The notation used is fairly standard and is summarized as follows.

The set of real (complex) x m matrices is denoted biR™*™ (C"*™). For A€ C™*"™ we use the
notation A” and A* to denote the transpose and complex conjugate transpose, respeétrely.
AeC™™ \;(A) denotes the-th eigenvalue ofdA. For A = A* € C"*™, A =0 (A4 > 0) denotes
that A is positive semidefinite (positive definite), thatis(A) > 0 (A\;(A) > 0) for all 7. Similar
definitions apply tad <0 and A < 0. For A= A* € C"*", \(A) denotes the largest and A) the
smallest eigenvalue of, respectively. Forl € C"*™, 5(A)=+/X (AA*) denotes the largest, and
a(A)=+/A(AA*) the smallest singular value &f, respectively.

Then x n identity matrix is denoted ak, and then x m null matrix is denoted a8,, ,,, with the
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subscripts occasionally dropped if they can be inferred from context.

The open left half of the complex plane is denoted’hyand the closed right half of the complex
plane is denoted by, . The notationd = diag (a1, ..., a,) denotes thatl is a diagonal matrix

with diagonal entriegq, ..., a,.

Continuous and discrete time state—space descriptions of a linear time—ihdgriamic system

are given as follows, respectively.
e Continuous—time state—space model

#(t) = Ax(t)+ Bu(t),

y(t) = Cux(t) + Du(t),
¢ Discrete—time state—space model

x(k+1) = Ax(k)+ Bu(k),
y(k) = Cax(k) + Du(k),

wherez(t), z(k) € R"™, u(t),u(k) € R™ andy(t),y(k) € R™ are the state, input and output
vectors, respectively, and where the real matrides3, C' and D have appropriate dimensions.
Taking Laplace transform, assuming zero initial conditions, the input/outmatigéon is given

by 5(s) = G(s)u(s) whereG(s) = D + C(sI — A)~! B is the system transfer matrix function.

Also, use the notation that(s) = (A, B, C, D) and

Gls) = [%‘E} .

If G1(s) = (A, By,C, Dy) andGa(s) = (A, By, C, Dy), it is written as

[ Gi(s) Ga(s) ] = [é gi gz}

The matrixA € R™*" is called stable if\;(A) € C_, Vi. The pair(A, C) is called detectable if
there exists a real matrik such tha{ A + LC') is stable. The paif4, C) is detectable if and only

e

if the matrix pencil
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has full column rank for all; € C..

The setR(s)™*? denotes the set of ath x p proper, real-rational matrix functions ef £2*?
denotes the space af x p matrix functions with entries bounded on the extended imaginary
axis. The subspaci.*? c £P denotes matrix functions analytic in the closed right—half
of the complex plane. A prefiR denotes a real-rational function, so tfRC:*? denotes the
space ofm x p real rational matrix functions with entries bounded on the extended imaginary
axis jR.. The subspacRHL P ¢ RLL P denotes real rational matrix functions analytic in the
closed right-half of the complex plane, i.e., all x p stable real-rational matrix functions ef
ForG(s) € R(s)™*P dependence osis occasionally suppressed when it can be inferred by the
context. For the spac@(s)" P, Haoo P, L3 P, etc., the dimensions are occasionally suppressed

if they can be inferred by the context.

ForG(s) € RHo P, define
|G|l o = sup & (G(jw))
wWER
and

|Gl = inf o (G(jw)).

wER

Note that fory > 0,

1G]l <7 =221 = G*(jw)G(jw) = 0, Vw e R (1.1)
and

1G] > v <= G*(jw)G(jw) —y*I = 0, Vw € R. (1.2)

Using these definitions and the singular value inequalitd B) > o(A)a(B) [16], it is straight-
forward to show that

1G1G2|loo = (|G- [G2ll (1.3)
for stableG; andG4 of compatible dimensions.

Remark 1.4.1. The_-norm|| || for FDI problems was initially introduced by Hou and Patton
[44]. Note that||G|| _ is defined to characterise (1.2) and is not a real norm. However, ttigoau

follows convention in the literature and calls it a norm. O
ForG(s) = (A,B,C,D) € RLL*?, define

G*(s) = GT(—s) £ (—AT,—C", BT, DT)
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to be the para—Hermitian complex conjugate transposé&/@f). A square matrix function
G(s) € RH™*™ is called inner ifG*(s)G(s) = I,, and is called outer ifx 1 (s) € RH™>™, If
G(s) £ (A, B,C, D) € R(s)™ P thenG(s) is called co—outer ifn > p and if G(s) has no zeros

[7]in C., that s, if the matrix pencil

A—ul B
C D

has full column rank for all: € C, (equivalently, ifG(s) has a left inverse iRH5 " [31]).

The following result considers outer-inner factorizations.

Lemma 1.4.1.[23, 31] Any matrix transfer functioidz(s) € RHZ.*™ has an outer-inner fac-
torization (OIF) G(s) = Go(s)Gi(s), whereG;(s) € RHZ*™, satisfyingG} (s)Gi(s) = 1, is

called inner and7,(s) € RH™*™, called outer, has full rank for everyc C,, .

The following result gives an LMI formulation foH ,-norm based synthesis and design. Itis a
statement of the Bounded Real Lemma as derived in Theorem 2.41 in fr&Efetrict inequality

case.

Lemma 1.4.2.[75] Let G(s) = D + C(sI — A)~! B be real-rational and lety > 0. ThenA is

stable and>™(s)G(s) — 721 < 0 on thejw—axis if and only if there exist® = PT such that

P=0
ATP 4+ PA+CTC PB+C'D -0 (1.4)
(PB+CTD)YT  DTD—~%I '

The bounded real lemma has the following equivalent form.

Lemma 1.4.3.[75, 76]. Suppose thaf(s) = (A, B,C, D) whereA € R™*™ and lety > 0 be
given . Themd is stable and|G|| . < v if and only if there exist® = PT € R™*" such that

P=0

ATp+pPA PB CT 15
BTP —~I DT | <o. (1.5)
C D —I
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The following lemma can be found in [86]. It is widely used in control theorgl a connection

with trust region methods in optimization [84].

Lemma 1.4.1.[39] Let A be as described as follows.

A: = {dz’ag(éllml,... 7élInAl7Al+1a-~-7Al+r) 10, €ER, ‘(51‘ <1,

Al+i S RnAH‘i XMALL , HAZ+1’ H < 1} C RMAXTA
and define the subspaces

Y = {diag(S1,..., S, I, Aslgsg) : Si = S} € RE*% )\, € R},
= {dlag(Gla s 7Gl7 Oql-i—la s ,Oql—i-f) : GZ = _GZT € R%‘X(]z‘}‘
LetkR = RT, F, E, H be matrices with appropriate dimensions. We hasg I — HA) # 0 and
R+FA(I - HA)'E+ET(I - ATHT)"'ATFT < 0 for everyA € A if there existS € &
andG € T such thatS - 0 and

[ R+ ETSE F+ETSH + ETG

FT + HTSE+GTE HTSH+ HTG+GTH - S } <0 (1.6)

If A is unstructured (that is, iIA = {A € R"a*"a : ||A]| < 1}), then (1.6) becomes

T T
[ R+ME'E F+)ME'H ] 0 (1.7)

FT + \HTE XHTH 1)
for some scalan > 0. In this case, condition (1.7) is both necessary and sufficient.
The finite frequency KYP lemma [47] is stated as follows.
Lemma 1.4.4. Given matricesA, B and a Hermitian matrix®, the following finite frequency

domain inequality

[ (jwI —IA)‘lB T@[ (jwI —IAVIB ] <0 (1.8)

holds if and only if there exist hermitian matdiksuch that the following LMI

A B]" A B
[1 O]H[I 0}+@<0 (1.9)

is satisfied, wherél as shown below are specified for the cases of low, middle and high freguen

ranges.

Low frequency rangeo| < w;: IT = [ -
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_Q P+jch

. , We = (w1 +w9)/2,
P —jw.Q —wiwe@ ¢ (1 2)/

Middle frequency range < w < ws: II = [

QP]

High fregency ranggw| > wy,: I = [ P —u2Q

where @ = 0 and P are Hermitian matrices andv;, w1, wy and wy, are all non-negative

scalars.
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Chapter 2

Model-based Fault Detection

In the last two decades, the FD problem for dynamic systems has attraetgdagpention and
various FD approaches have been proposed and applied in pragtipgoakhes which are based
on mathematical models of the processes or systems under investigationalhg neferred to as

Model-based FD.

Generally, model-based FD schemes exploiting analytic redundancy sideais to detect an
occurring fault and indicate its type and location. This chapter gives arview on the basic
principles of model-based FD and illustrates different methods of gengratidual signals. Par-

ticular attention is given to the methods related to the contributions in this thesis.

Section 2.1 firstly introduces the definition and key points of analytical rdaucy. Then Section
2.2 illustrates the modelling of a system with disturbances and faults which ar=detected.

Section 2.3 provides a basic introduction to the different methods of régjdoaration and Sec-
tion 2.4 illustrates the issues of residual evaluation. Finally, Section 2.5 evashe robustness

issue in model-based FD schemes.

2.1 Analytical redundancy

A traditional approach to FD in practical applications is based on hardwanteysical redundancy
methods which use multiple sets of sensors, actuators and components toensgasaontrol a
particular variable. Generally, a voting technique is applied to the hardwdmmdant system to
determine whether a fault has occurred as well as its type and location atdhg redundant
system components. Obviously, the major disadvantage of hardwamdaaty schemes is that

they introduce the extra cost of maintenance and require additional spaceommodate the
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hardware and equipment [45, 46].

In order to increase the reliability and safety and to avoid the additionalof@stiundant hard-
ware, the so-called analytical or functional redundancy approazipraposed. It employs the
values of the variables from an analytical or mathematical model of the systewss-check with
the real measured values generated from the monitored system, that isn#iietency checking
[64, 8, 33]. The resulting difference generated from the checkingliscta residual signal. Ide-
ally, the residual should be zero when the system is in normal operatioshattd be different
from zero when a fault has occurred. This property of the residusdes to determine if there is

an occurrence of a fault [8, 62].

The major advantage of analytical redundancy schemes is that no additeodsvare compo-
nents are required to implement an FD algorithm. Analytical redundancy eamgiemented
via software on a process control computer. In many cases, the measusenhich are used to
control the process are also sufficient for the FD algorithm so that diti@ual sensors have to be

installed [45, 8, 50].

Generally, FD approaches frequently used in practice monitor the lete¢ o€sidual signal and
the occurrence of a fault is detected when the residual reachesrelgiet, that is, the threshold.
This method is easy to implement but has obvious drawbacks. The mostsserieus that the

presence of disturbances, input variations and change of operatintg pf the monitored systems

can cause false alarms.

Analytical redundancy employs a mathematical model of the monitored systege hés often

referred as the model-based approach to FD.

2.2 Modelling of faulty systems

The first step in model-based approaches to FD is to provide a mathemascapten of the

system under investigation which represents all faulty scenarios. Fastigjder a typical system



2.2 Modelling of faulty systems 20

dynamics without faults given by

&(t) = Az(t) + Byug(t),

yr(t) = Cx(t) + Dyug(t),

whereur andyr are the effective inputs and outputs, that is, the post-actuator inputsrand p
sensor outputs. Concerning the locations of different faults, the systeer investigation can be

separated into the following different parts that can be affected by faults
e Actuators,
e Process or system components,
e Sensors.

The fault scenarios are illustrated in Figure 2.1.

Component Faults
Actuator Faults Sensor Faults

System
Dynamics

3

Inputs—=| Actuators = Sensors — Outputs

Figure 2.1: An open loop system with faults

Note that the control action is usually performed by a digital computer or @tertwhile the

actuator is considered as a part or a component of the whole systeniptbene model-based
FD schemes, faults are usually assumed to occur in actuators while thelleortra be regarded
as fault-free and neglected. By assuming linearity, the system dynamidseaascribed by the

following time-invariant state-space form
l‘(t) = Al‘(t) + Buﬂ(t) + Bufa(t) + Wlfc(t)y
y(t) = Cux(t) + Dya(t) + Wafy(t),

at) = u(t) + Wafu(t) (2.1)

where A, B,, C and D,, are system matrices with appropriate dimensions &g € R™ and

y(t) € R™ are the system state vector and output vector, respectively, witiles the input
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signal driven by the actuators but not directly readabfg. f., f. and f, denote the actuator,
component, input sensor and output sensor faults, respectivelyndtieesiv;, Wy andWs are

known as the entry matrices of faults which describe how the faults enteystens[64].

By taking f(t) = [ fI fI & ff ]T € R, the state-space model of a faulty system in

(2.1) can be rewritten as
#(t) = Ax(t) + Buu(t) + By f(2),
y(t) = Cxz(t) + Dyu(t) + Dy f(t),
where By and D, are known as fault distribution matrices with appropriate dimensions. Since

practical systems are always affected by disturbances, for gengtiaditgtate-space model of a

linear time-invariant system with faults and disturbances can be descebed a

&(t) = Az(t) + Byu(t) + By f(t) + Bqad(t),

y(t) = Cx(t) + Dyu(t) + Dy f(t) + Dqd(t), (2.2)
whereB,; and D, are also known as the disturbance distribution matrices [64].
Since the state-space description provides a general and mathematicatiysi¢mol for system
modelling and residual generation, it has been widely used in the desighsdliemes. Also, the

input-output model of a system is frequently applied since it directly shoavmtluence of faults

and disturbances on the system outputs.

By taking Laplace transforms, the system input/output behavior can bk as

y(s) = Guls)u(s) + Ga(s)d(s) + G(s)f(s), (2.3)
where
Gu(s) = Dy+C(sI —A)™'B, e RLY™ ™,
Gy(s) = Dg+C(sI —A)™'Bye RLY ™,
and

G(s) = Dj+C(sI — A)7'By e RL™
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are the process, disturbance and fault transfer matrices, respefgie

As shown above, general schemes of model-based FD use the matelrgi2.2) and (2.3) and

are based on the availability of the input and output signéisandy(t), respectively.

2.3 Residual generation techniques

As mentioned in Section 2.1, model-based FD schemes employ residuals asndbcst-
tors. Therefore, the main issue in model-based FD schemes is the genefatésidual sig-
nals. Various approaches of designing residual generators hawvepbeposed in the literature
[37, 18, 20, 29, 36]. This section introduces the two most common apmeeaghich are both
widely studied and applied in academia and industry, namely, the parity spacdserver-based

approaches.

2.3.1 Residual generation via the parity space approach

The parity space approach applies to FD designs for linear discrete-tisbensy/ [101]. The
basic idea is to carry out a proper check of the parity or consistencyebatthe input and output
measurements collected from the monitored system to obtain the redundhaayalparity vector
or matrix is introduced to cancel the effects of the system state and to getteraesidual signals

which are sensitive to faults and insensitive to disturbances and systens er

In the early stage of research on parity-space-based FD, this appn@es applied to static or
parallel redundancy schemes, in which input and output measuremeidseadirectly obtained
from hardware (hardware redundancy) or analytical relationdy(&eel redundancy) [70, 8]. In
the case of hardware redundancy, two methods can be used to obta@ddinelant signals. One
requires several sets of sensors with identical or similar functions to meettsisame variable
while the other approach employs different sets of sensor to measweredifivariables but with
their outputs being related to each other. In the rest of this section, the attenfimcused on

analytical forms of redundancy.

In analytical schemes, parity space approaches are used to implemesrisistancy check based
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on state-space models. Consider a linear discrete-time system

Tpy1 = Azp + Bydg + By fi + Buug,

yr = Cxp+ Dady + Dy fr + Dyuy, (2.4)

wherez;, € R™, u;, € R™ andy, € R™v are the state, input and output vectors, respectively, and
di, € R™ and f;, € R™ are the disturbance and fault vectors, respectively. Hefec R"™*"/
andD; € R™*"f are the component and instrument fault distribution matrices, respectively,
while B; € R"*"4 and D; € R™*™ are the corresponding disturbance distribution matrices
[32, 35].

Let s be an integer denoting the length of a moving horii@n— s+1, k] Input measurement

vectoru, disturbance vectat and fault vectorf for the estimation horizon can then be expressed as

Uk—s+1 Yk—s+1 dk—s—H fk:—s-i—l

Uk—s+2 Yk—s+2 dp—s42 Jr—s+2
u(k) = : , y(k) = : , d(k) = : , f(k) = :
m Yk di; Ix

Using an iterative computation, the output measurements over the horizmo#k fros + 1 to k can

be expressed as

cyO Dyu
—_——~
C D, 0 0
CA CB, D, 0
y(k) = . Th—s+1 T : U
CAs! CA* 2B, CA* 3B, D,
Dyq Dy
D, 0 o0 Dy 0 o0
OBy Dy 0 CB D
+ : : " : d+ : ! :f . : f (2.5)
CASiQBd CASiSBd -+ Dy CA372Bf CASiSBf s Df

In order to achieve FD effects, a parity (row) vectar is introduced so that the dynamics

of the residual can be described by

r(k) = vs [y(k) — Dyuu(k)] (2.6)
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where the design parameteris used to modulate the residual dynamics. Usually, it is required
thatvs Cyo = 0 to eliminate the influence of the initial state. In some contributions, a parity
matrix V; is introduced and designed to achieve FD instead of using a parity vector tovienjhe

sensitivity of residuals to faults.

As shown above, the parity space approach transforms the FD probémofmimization problem
such that, is designed to increase the sensitivity of the residual to faults and thetmeksdo

disturbances. Also, it can be seen that if and only if the condition

rank [ Cyo Dyq Dyy } > rank [ Cyo Dyq ] 2.7

is satisfied, then a full decoupling from both the initial state and disturbaceresalways be

achieved by choosing@, which means the following condition is satisfied

Vs [ Cyo Dyq ] =0, vsDyy # 0 (2.8)

In other wordsy, should be chosen to lie in the intersection between the left null spatg ahd
D,q. However, a full-decoupling from the initial state and disturbances isllysuat possible in
the sense of achieving optimal FD performance. Therefore, the FDepnah parity-space-based
schemes is often formulated as the following optimization problem

USDnyngST

a , =2 Y u 2.9
vgguogog(vs) g(vs) 0Dy DT T (2.9)

Generally, a high dimensional will improve the FD performance indek (vs) at the expense of
increasing the burden of on-line computational effort. Many contributiae been devoted to

the design of the parity vectaet, in the literature. See [100, 103, 21, 110] for details.

Since parity-spaces-based FD design for linear discrete-time systener@ctehized by simple
mathematical computations and only employ relatively easy matrix or vector vaperdtions,

then this approach attracts wide attention from industry for practical afiplsa
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2.3.2 Residual generation via the observer-based approach

In the last two decades, observer-based FD for complex dynamic syskgatoedting analytic re-
dundancy have received increasing attention both in literature and appigfl12, 49, 54, 58].
This approach involves the design of a dedicated observer to effgatargcel the nominal process

dynamics and generate residual signals to provide fault signatures.

Basically, there are two kinds of observer-based FD approacheacfieving this objective,
namely, perfect and approximate disturbance decoupling. In the fotheeaim is to decouple
the residual signal from disturbances exactly, while the latter requirdsatie&fer matrix from dis-
turbances to the residual signal to be small in eitheriher # ., norm sense. Both approaches

have been widely studied and implemented using several methods [9, 65, 33]

Although FD schemes using perfect disturbance decoupling can adiei@senable FD perfor-
mance, its detection ability is often restricted and, in most cases of achieviiegtpdecoupling,
solvability conditions are generically difficult to be satisfied. Thereforezimmesearch effort and
many contributions have been devoted to approximate the disturbanceptiegauethod [34].
In [49], a matrix factorization method is developed to obtain an optimal faultctietefilter.
Sadrnia utilized a Riccati equation iteration method to construct an extédgdefilter [72]. See

[27, 113, 54, 48] for more details.

Generally, there are two ways of constructing observers to genesideaesignals, that is, static
and dynamic observers. The aim of both observers is not to estimate thefdtagesystem, but
rather to respond promptly to the occurrence of a fault via residual Isigha this thesis, we
only use FD schemes based on static observers. In the following, the métamedel of static

observer-based FD is presented and the dynamics of residualsratgdted in a state-space form.

The idea of static observer-based FD is to use the duplication of the systeandel the input
system dynamics and use the degrees of freedom in the observer to ogtimidgnamics of

residuals for FD specifications. For the FD dynamics described in (2e&2%t#ic FD observer is
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described as:

r(t) = H(y(t) — Cz(t)), (2.10)

assumingD,, = 0, wherez(t) € R" is the observer state amdt) € R"™/ is the residual signal.
HereL € R™*™ andH € R"*™ are the observer and residual gain matrices, respectively, and
are to be determined. The static FD observer which is employed in this thesissiraiid in

Figure 2.2.

Figure 2.2: Residual generation using a static observer

Define the state estimation error signal as

e(t) = x(t) — z(t).
It follows that the residual dynamics are given by
é(t) = (A+LC)e(t)+ (Bg+ LDg)d(t) + (Bf + LDy)f(t),
r(t) = HCe(t)+ HDqd(t)+ HDyf(t). (2.11)

By taking Laplace transforms to 2.11, the closed-loop form of the residlyrsmics is hence
given by
r(s) = Tr(s)f(s) + Tra(s)d(s), (2.12)
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where

s [A+LC|By+LD; By+ LD e (ot
[ Tra(s) Trs(s) ] :[ 7c [ HD; WD, f}e%) pxratna) - (2.13)

are the transfer matrices from faults and disturbances to residualectesfy. Then a simple
calculation shows that
r(s) = F(s)[Ga(s)d(s) + G(s)f(s)],

F(s) [%] € R(s)™ ™, (2.14)

[ Tra(s) Trp(s) | = F(s)[ Gals) Gy(s) |-

with G4 andG' s defined in Section 2.2. Figure 2.3 shows the structure of a general sta¢io/eb-

where

so that

based FD residual generator in the frequency domain.

ld(S)
Ga(s)
uts) ~ G(s) - (o)=L
y(s)
> G(s) —;Cl)

F(s)

ir(s)

Figure 2.3: Observer-based FD in frequency domain

2.4 Residual evaluation

From the discussion above, the FD problem using a static observer is @insfotimed to solve a
sensitivity optimization problem, which seeks to increase the sensitivity of #idua to faults

and simultaneously to reduce the sensitivity to disturbances. In an ideabbusual situation
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[88] when, over the imaginary axis,

rank [Gy(s) Gq(s)] = rank Gs(s) + rank Gq(s)

rank G¢(s) = ny = number of faults

faults can be completely decoupled from disturbances, which meansdithiaks are only sensi-

tive to faults and completely insensitive to disturbances.

However, the complete elimination of the effects of the disturbances on asichay not be
possible due to the lack of degrees of freedom in the observer designceHan appropriate
criterion is needed to examine the residuals in order to determine whethendisyhfave occurred

and where the faults are present.

Usually, the decision process for detecting a fault consists of a thretsildn a residual eval-
uation function. Define/(r) to be the residual evaluation function, idealli(r) should be zero
for fault free cases and non-zero for faulty cases. Howevertaltige presence of disturbances
and other uncertainties in the system, a perfect residual is almost impossiiiéato in prac-
tice. Therefore, for the aim of fault detection, the residual evaluatipotfon is compared with a

thresholdJ;;, such that

J(r) < Jwn for f(t) =0

J(r) > Ju, for f(t) #0

which is illustrated in Figure 2.4.

Threshold Function

Missed Faults Residual Evaluation Function

Fault Alarm

Figure 2.4: An illustration of the threshold function
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In many cases [95, 94], the threshold is obtained by recording the vilasiduals in the situation
that no faults have occurred. For example, an on-line time-domain evaldiatiction [35] which

is formed byr(¢) is given as follows

J(r) = ﬁ /OT P () (t)dt,

wherer is a user-defined time constant.

Many contributions [35, 59, 102] define thresholds using on-line oflidf functions which,
generally, are the energy of the unknown signals (or disturbances® fliris reasonable to
assume that bounds on the unknown inputs such as disturbances igabl@varhe selection
of thresholds often involves a trade-off between false alarm rates arsanigults so that the
thresholding highly depends on the safety requirements on the plant aectkeo general selec-

tion procedures which can be adopted universally. For example, intj@3hreshold is taken to be

1 T
Ty = \/ . / (FGad(t))T FGd(t)dt.
0
If J(r) > Jy, at some time interval, the occurrence of a fault is indicated.

An important requirement of residual generation is to achieve fault isolatian is, to indicate
the position of the fault corresponding to some sensor or componer@(814]. One approach to
fault isolation [32, 98] is the so called dedicated observer scheme, whahaubank of residual
signals where each of the residuals is designed to be sensitive to a sfaedifighile insensitive

to the other potential faults. The decision logic of residual evaluation is

J(T‘l) < Jthi fO?“ fl(t) =0

J(ri) > Jin, for fi(t) # 0

In this thesis, time-domain based residual evaluation and thresholding fer itlit detection or

isolation is employed in the examples given in subsequent chapters.

2.5 Robustness in model-based FD

Although model-based approaches to FD have been accepted as @diveefiechnique for de-

tecting and even isolating faults, a critical problem of reliability due to unawbédemodeling
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uncertainties is still a challenge that remains unresolved [24, 22, 25].

In practice, model uncertainties can be introduced by process noésasgter variations and non-
linear dynamics. On the other hand, the mathematical models used in modelHiasetemes
never perfectly describe the supervised system. The mismatch betweeanuhlesgistem and its
mathematical model can also be regarded as model uncertainties. Thes®iaties can cause
serious technical difficulties and lead to false alarms or missed faults whiehebg deteriorate

the performance and reliability of the FD designs.

To overcome the problem of uncertainties, it is necessary to consideoltostness issue in a
model-based FD scheme. The objective is then to increase insensitivity td umodetainties and
disturbances while maintaining a certain level of sensitivity to faults. In thelside, the robust
FD problem has been widely studied by both academia and industry and a&nofinethods

have been proposed. See [111, 61, 92, 53] for detalils.

The rest of this section describes the mathematical representation of rmueetainties which
are usually considered in the literature. Basically, there are two kinds ibfdefned model

uncertainties, that is, norm-bounded and polytopic uncertainties. Timefas firstly illustrated.

Let

[ A B By By
“|¢ D Dy Dy

M
denote the set of system matrices of an uncertain system. In the casewboonded uncertain-
ties, the Linear Fractional Transformation (LFT) representation ofrtaiogy [115] is described

as follows. Here,

MO
A° B° Bj B;‘c n Fy
c° D° D D;z Fo

Me{ }AH[EA Ep Eq Ef]:A€A}=Mp,

where M° represents the nominal mod&ly = A(I — HA)~!, where

A:={A=diag(611q1, ..., 0lg, Dr1, -, Diyyp) Al <1,

5; € R, \; € RUX4} C RIAXna (2.15)
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and whereF's, Fc, Ea, Ep, Eq, Ey and H are known and constant matrices with appropriate
dimensions and where it is assumed tiatis well-posed, that isdet(I — HA) # 0 for all

A € A. The LFT representation of norm-bounded uncertainties has greattagigyand is widely
used in control theory [115]. The robustness issue of FD involved irthieisis mainly considers

norm-bounded uncertainties.
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Chapter 3

Online fault detection and isolation for
linear discrete-time uncertain systems

In this chapter, a new on-line approach is proposed to solve robustrBblems for linear discrete-
time systems subject to faults, bounded additive disturbances and nomddubuncertainties
[105, 106]. This scheme uses a dynamic system model as well as input/owastirements over
a finite estimation horizon to compute upper and lower bounds on the faultsajrmch sampling
instant. Then a fault is regarded as having ocurred when its uppedbssmaller than zero or
lower bound is larger than zero. LMI optimization techniques are employebit&nothe bounds.
Furthermore, a subsequent-state-estimation technique together with an estimgitton update
procedure is proposed, which allows the on-line FDI process to bategp& a moving horizon

procedure.

One feature of the proposed approach is that the upper and loweddourthe initial state, if
available, can be used and the initial state is not necessarily decouplisds Thcontrast to the
parity space approach by which the effect of the initial state has to be emBurthermore, this
approach to the robust FDI problem is achieved by directly computingr@puelower bounds on
the fault signals rather than designing a residual generator as in ebsased and parity-space-

based schemes.

Moreover, it is shown that the bounds on the faults can be obtained bypgalgtimization prob-
lems subject to the constraints of the bounds on the initial state, disturbantaesram-bounded
uncertainties by using the system model and input/output measurementsfontr astimation

horizon. This approach can therefore be regarded as a dual to nrediétjye control (MPC)
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schemes which use the system model to solve an on-line optimization problernetmide an
optimal control strategy subject to hard constraints at each sampling instaatly over a finite
horizon [69, 60]. Also, the proposed approach reduces to the sohttiamset of linear programs

when there are no uncertainties in the model description.

This chapter is organized as follows. After defining the notation, SectiodeSides the problem
settings. Then Section 3.2 gives the problem formulation and derives apgdower bounds on
the fault signals in the form of solutions to LMI problems. In Section 3.4, segbent-state-
estimation as well as an estimation horizon update procedures are desetifidcomplete the
description of the FDI algorithm. Examples are given to demonstrate thetiedieess of the

proposed scheme in Section 3.5. Finally, Section 3.6 summarizes this work.

3.1 FDI problem setting

Consider a linear time-invariant (LTI) discrete-time system subject to destieds, process, actu-

ator and sensor faults and uncertainties of the form

Ty
[xk+1}:[A+AABd+ABd By + AB; B, +AB, dy,
Yk Cy—{—ACy ‘ Dyd+ADyd Dyf—FADyf Dyu—FADyu fk
Ur

(3.1)

for k € N, whereN := {0,1,..., N — 1} is the estimation horizon;, € R", u; € R™ and
yr € R™ are the state, input and output vectors, respectively,dand R"¢ and f,, € R"™f
are the disturbance and fault vectors, respectively. Hejec R"*"/ andD; € R™*"/ are
the component and instrument fault distribution matrices, respectively, \ihile R"*"< and

Dy € R™*"d are the corresponding disturbance distribution matrices [35].

It is assumed the norm-bounded uncertainty matrices in (3.1) are of fean gy [61]:

AA AB; ABy ABU]

— Bp
AC, ADy ADy ADy, _[ ]A[Cq Dga Das Dau ]

Dyp
whereB,,, Dy, Cy, Dy, Dyr and Dy, are known and\ is anna x na unknown matrix with
A € A where

A: = {diag((SlInAl, e 75lInAlaAl+17 .. 'aAl-H”) 10 €ER, |51| <l,o=1,...,1,

Ay R M5 | A< 1,5=1,...,7} C RMAX"A, (3.2)
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Note thatA hasl repeated diagonal blocks andull block diagonal blocks so th@ﬁ;”{ na, =

nA.
Remark 3.1.1. Most contributions to the problem of robust FDI consider the uncertairggrisn
without a specific structure, that ity € R"2*"a [111, 92, 37, 73]. In this work, the structure of

the uncertainty matrix has a more general form with both diagonal and futidsiowhich is more

suitable and flexible for dealing with specific forms of system uncertaintieswtipe.

By introducing the new variables, andg;, the state space equations (3.1) can be rewritten as:

L
Tlet1 A Bd Bf Bu Bp dk
Yk = Cy Dyd Dyf Dyu Dyp fk )
ak Cq Dga Dgr Dgu Ony U
Pk
P = Agg (3.3)

Assume that upper and lower bounds, z, and dy, d,, on the initial state and disturbances,

respectively, are available and have of the form
zo <wo<To,  dp <dyp <dy, VkeEN.

Also assume that measurements of the input and output sigpasdy; are available for all

k € N. For the estimation horizon, let

) d() CZO €o
x d _ d

ee | =] =] T =] | er (3.4)
TN dy_q dy—1 EN-1

whereN¢ = Nn¢ with ¢ standing ford, f, v andy. Itis noted from (3.3) that
N terms
—
p = Auq, Ay € A, = {diag(A,...,A): A e A} c RNa*Na (3.5)

whereNa = N x na. Using an iterative computation, the system algebraic formulation over the

estimation horizon is described as

Zo
T A By By B, By d
y| =1|Cy Dya Dy Dyu Dy f (3.6)
q Cq Dgi Dy Dgu Dgp u

p
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where
[T [ Cy ] [0 0 0 ]
A CyA B 0 0
A= : , CyO = ) BC = : : . :
AN—l CyAN_2 AN—2BC AN—3BC . 0
i AN | _CyAN_l_ _AN_lBC AN_QBg BC )
[ C, ] i 0 0 0 0]
C,A CyB¢ 0 0 0
Cqo = : v Dy = : : : S
C, AN C,AN3B: C,ANHB, -~ 0 0
|C AN | C,ANB. C,ANBB, - CyB: 0
[ Dy¢ 0 0 0 7
CyB¢ Dy¢ 0 0
CyAN3B, CyAN™ B -+ Dy 0
| C,ANB. C ANPBe --- CyB¢ Dy |

and( stands fom, d, f andp.

To simplify the notation, define

|

Dyw = [CyO Dyq ]7qu = [qu Dy } s Ny =n+ Ng. (3.7)

[S

Q.\OI

Applying some matrix manipulations to (3.5) and (3.6), the output over the estintadiizon is

given as
y = (Dyw+Ap,,)w+ (Dys+ Ap, ;) f + (Dyu + Ap,, )u (3.8)
wherew < w < w and
[ Ap,, Ap,, Ap,, | =DypAdl —DgpAd) ' [ Dgw Dys Dgu |, A € Aa. (3.9)

For notational convenience, assume that the uncertainty data areuensed so that the uncer-

tainty set has the form

A, = {diag(IN®51]nA17'--,IN®5lInA17]N®Al+la--~aIN®Al+r) 1 0; ER,

10 <1 i=1, .. 0 Ay €R™ 0 M || Ay <1, 5=1,...,r} cRNA*Na (3.10)
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Note that this re-sequencing can be simply affected by an appropriateifagion of the variables.
Note also that the uncertainty description involves repeated diagonalsbiduére the repeated

units are full blocks.

3.2 Fault signal bounds

As mentioned in the last section, FDI in this chapter is achieved by obtainingr @ma lower
bounds on the fault signals over the estimate horizon. This section givéarthelation of the
problem of obtaining these upper and lower bounds. Then, an appfoacomputing these
bounds is proposed by solving an LMI optimization. The cases for upmkicaver bounds are

dealt with separately.

Firstly, the FDI problem for linear discrete-time uncertain systems is descaibéollows.

Problem 3.2.1. Let all data and variables be as given above. Thenfed, 2, ..., Ny find

Iy T
R m i 311
¢ w < £XS w ¢/ ( )

Y = (Dyw+Ap,, )0+ (Dys+Ap, ) f+(Dyu+Ap,,)u

Ap,,, Ap,,, Ap,, given by (3.9) and (3.10)
Y, U given
. T
= min €; 3.12
% w<w<w ! ( )

Yy = (Dyw +ADyw)w+(Dyf +ADyf)f+(Dyu +ADyu)u
Ap,;, Ap,,, Ap,, given by (3.9) and (3.10)
Y, U given

yf?

wheree; is theith column ofINf.

Note that the intervalg ;] is our best estimate far! f given all the information about the

system.

Remark 3.2.1. It is possible to combine our method and parity space methods by deapuplin
and then carrying out the on-line optimization proposed above, but rgptlis far as accuracy,
can be gained since our solution is optimal (subject to relaxation erraydver, it might reduce

the on-line computation burden by performing offline computations. O

The following theorem shows that evaluating an upper bound on €agtcan be obtained by

solving an LMI problem.
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Theorem 3.2.1.Let all data be as defined previously. 1Bt* denote the set of all reah x m

diagonal matrices and define

S = {diag(Sl, .. .,Sl,SlJrl & InAl-F ey SlJrr & InAH—r) 0G5, = S,LT < RNAiXNAi,

17

i=1,...,1,0 =284, =8/ ; e RN j=1,... rfcRN>Na

G :={diag(Gu,.. "GZ’ONAZH"” ’ONAz+r) Gy = —GZTERNAiXNAi,Z' =1,.. .,l}CRNAXNA.

Thenfori =1,..., Ny,

el f<¢i<¢i=  _ mn _ fi (3.13)
Li(fi, Di,7i,5:,Gi) = 0
0 < D; € DNw
‘?Z‘GS
G,eg
T, €ER
where .
i x * *
o : by kK
ﬁz(quiaTi;Sz,Gz): 7,21 7,22 ) * 9
31 ~32 ~33 ,
n Lo Lis Ly
and

i1 =D; — 7D}, Dy — DL, 5Dy,
Ly = =D} Dyw — D]SiDyuw,
Ly = =D} ;Dys — DISiDyy,
E?ﬂ = —ﬂquprw - DquS'iqu - éipqw,
Lhy = ~7iDy,Dys — D, SiDys — GiDyy,
Liyy = —7DL Dy, + S; — DL S;D,, — GiDyp + DI G,
= =3+ w)"'D; + 7(y — Dyuu)" Dyw — u' D, S Dy,
Ly = 7i(y — Dyuu) " Dyy — u' D], SDyy — 3el,
Ll =7y — Dyuu)TDyp - uTD:}Fugiqu + uTDunCi,
Ll = w"Diw — 7i(y — Dyuu)" (y — Dyyu) — u! DL, SiDyuu + fi, (3.14)

and where the dependence of m’ﬁs on the variables is suppressed for convenience.

Proof. Takep = Ay(I — DgpAa) ™' [ Dgww Dyrf Dguu |, then (3.8) can be represented as

the following equalities,

y = Dyww+ Dysf + Dyyu+ Dy,p,

P = Aa(Dgww + Dysf + Dgute + Dypp).
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It follows that the problem formulation for obtaining the upper boundfptin (3.11) can be

rewritten as

_ _ T
Oi w Smuliné . e; f (3.15)
= Dyww + Dys f + Dyyu + Dypp
Aa(Dguww + Dy f + Dguti + Dgpp)

Yy, u given, A, € A,

Y
p:

DefineQ := {Q : QA, = A,Q, VA, € A,} which is the set of matrices which commute with
all matrices inA,. Note that sincg = Dy,w + Dy s f + Dyyu + Dypp thenQip = A, Q;q for

anyQ; € Q. According to the specific structure o, given in (3.10), it can be verified that

Q: = {diag(le"'7Ql7Ql+l®In '7Ql+r®In )Z

Qi€ RNar N =11 Quyj € RVN j=1,...,r}cRNa*Na,

A1’ Ay

Note that the constraints in (3.15) imply thdiQ? Q:p < ¢* QT Qiq,vQ; € Q. Also, note thati;

is skew-symmetric with the structure as defined above, then a computatios staiw/ G;q = 0.

Then, a manipulation verifies that the identity

elf—fi = —(@—w)" Di(w—w)+p QI Qip
_(quw + quf + Dgyu + qup)TQzTQi(’quw + quf + Dgyu + qup)
—Ti (y - Dyww - Dyff - Dyuu - Dypp)T(y - Dyww - Dyff - Dyuu - Dypp)

_pTGi (quw + Dyrf + Dguu + qup) + (quw + Dysf + Dguu + qup)TGip

w

B [ wT fT pT 1 :|’Cl(fl>Dl,7_—QOlaGl)

/
’ (3.16)
1

isvalid forall f; € R, D; € RNe*Nw 7 € R, Q; € RNaXNa andG; € RN2*Na | From
(3.16), it can be seen thdt is an upper bound o#! f if there exist0 < D; € DNv, 7, € R,
Q; € Q andG; € G such thatl;(f;, D;, 7:, Qi, G;) = 0. An inspection of the set® andS
verifies thatQ; € Q if and only if S; :== Q7'Q; € S and so an upper bound e# f is given by
solving the LMI optimization in (3.13). O
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Remark 3.2.2. In the case of unstructured uncertainty on the data, the uncertainty s&t2j (
is simply A = R"a*"a_ However, defining the variables in (3.4) over the horizon gives the

uncertainty set over the horizon as
A, ={IN®@A: AeR" " A <1}
It follows that in Theorem 3.2.1 we have
S={S®I,, :0<x8=8TcRN>N1 ~ g=o.

It follows that even in the case of unstructured uncertainty description irotiggnal problem
data, the uncertainty description over the horizon is structured. Thusrtbertainty description
in Theorem 3.2.1 for both structured and unstructured uncertainties is gesreral than the one

usually used in the literature [111, 92, 37, 73]. O

Similarly, the next theorem derives lower bounds on the faults. The psoomitted since it

follows similar lines to that of Theorem 3.2.1.
Theorem 3.2.2.Let all data and variables as defined in Theorem 3.2.1. Then4ol, ..., Ny,

elf>¢ >¢ = max f (3.17)
STS T L, DT 50 <0

0> D, € DNv
-9,€8
G, eg

wherel;(f .D;,7;,5;,G;) is as defined in (3.14).

L5

Remark 3.2.3. From Theorems 3.2.1 and 3.2.2, it can be seen that the upper and lowed$®o0
one! f are given in the form of the LMI optimizations (3.13) and (3.17), respectixtyeover,
since LMI problems are relatively easy to solve, it is possible to implememprdpesed method

on-line. O

Remark 3.2.4. Similar to the way of dealing with constraints in MPC, in our approach, the deun
on the disturbances are explicitly included in the optimization. This is in contoagbserver-

based methods which deal with the energy transfer levels from disturiyfends to residualso

Remark 3.2.5. It can be seen that our approach uses the same information as the paaitg sp
approach to achieve FD except that the approach in this work can exghgitavailable bounds

on the initial state as a constraint rather than decouple the state completely. O
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Remark 3.2.6. Since, by this proposed approach, lower and upper bounds grare evaluated,
then provided that the assumptions are satisfied, that is, the bounds amitthlestate and dis-
turbances are satisfied and the actual model falls within the description afribertainty, then
the algorithm in this work is immune to false alarms. However, it is pointed outhlegproposed

approach may fail to identify a fault in the following sections. O

3.3 Fault signal energy bounds

The previous section gives a solution to the discrete-time FDI problem lwdang upper and
lower bounds on each component of the fault signal at each time instarthe lcase that the
interest is only in fault detection, then it is only needed to decide whetherndugye of fault
signal f7 f > 0. This section gives the formulation of the problem of obtaining a lower bawmd
fT f over the estimation horizon, then an approach is proposed to evaluateuti fypusing an
LMI optimization. Then a fault is regarded as having occurred if the loveeind onf” f > 0.

Firstly, the problem is described as follows.

Problem 3.3.1. Let all data and variables be as given above. Find

n = min frr (3.18)

w<w < w
y = (Dyw+Ap,,)w+(Dys+Ap, ) f+(Dyu+Ap,,)u
Ap,,, Ap,,, Ap,, given by (3.9) and (3.10)
Y, u given

yf?

The theorem below is proposed to obtain the lower bound”f. Since the proof is similar to

that of Theorem 3.2.1 it is omitted.

Theorem 3.3.1.Let all data and variables as defined in Theorem 3.2.2. Then

© T L D756 20
0=<D e DNw
-Ses§
Geg
TER
where
Ell * * *
Ly D,T,8,G) = | b2 Mz * %

L31 L3 L3z * |’
Ly My Ls3 Laa

(3.19)

with



3.4 Subsequent state estimation 41

Mag = =D} Dy — DI.SDys — Iy,
Mys =T1(y — Dyuu) Dys —u D wSDqyt

where the entries denoted ly; are as defined in (3.14).

3.4 Subsequent state estimation

As shown in Section 3.1, the initial statg is assumed to be in a given interval. After obtaining
the bounds on eacfy within the estimation horizon frofd to N — 1, it is required to predict the
interval of the next state; to carry on the proposed method for the next horizon which is from
1to N. In this section, a modified version of the method proposed in the last sectjiwersto

obtain upper and lower bounds on the subsequent sfate

Next, the problem of obtaining upper and lower bounds:pis formulated, given all information

during the estimation horizon.

Problem 3.4.1. Let all data be as defined previously. Thenderl, 2, ..., n find

Xi = w <m£x< . el'ay (3.20)

y=(D yw +ADyw)w+( yf +ADyf)f+ (Dyu +ADyu)u

Ap,,, Ap,,, Ap,, given by (3.9) and (3.10)
Y, U given
X, = min eiTacl (3.21)
- w<w<w

y = (Dyw +ADyw)w+ (Dyy +ADyf)f+ (Dyu +ADyu)u
Ap, ., Ap,,, Ap,, given by (3.9) and (3.10)

Y, u given

yf?

wheree; is theith column off,,.

Next, the upper and lower bounds spare obtained separately. Firstly, the upper bound on each

element ofry can be evaluated by solving the LMI problem in the following theorem.

Theorem 3.4.1.Let all data and variables as defined in Theorem 3.2.1. Theh#od, ... n
T - = _
€ T1 < Xi S Xi = _ min _ ’Y
ICZ‘(’Y? D; » Ti S G )
< D € DNv
S; €8
Gieg
mER
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where
L1 * * *
- _ = = 521 ,CQQ * *
,Cl 7Di7 ZaSZ)Gl = y
DT T ta L Lw s
Kin Kip Kiy Kl
(3.22)
with

Kiy = —3(w +w)" D; + 75(y — Dyuu)" Dyw — u' DL, SiDyy — 3!

)

[A BYyZ,],

Kio = 7i(y — Dyuu)" Dys — u" D, S;Dys — ¢! BYLy,
’CZS =T7i(y — Dyuu)TDyp - “TDungfiqu + UTDguéi - %6?6511”
ty=w Diw — 7(y — Dyuu)T(y — Dyyu) — uTDungiunu — eiTB}quu + 7.
I, 0...0
whereBt=[BY ABY ... AN-2BY AN-lpv],  T,= e ?
eres, =15y U ¥ v 1 VIl
0 0...0

and wherey stands foru, d, f and p. Note that the entries denoted If;; are as defined

in (3.14).

Proof. Similar to (3.15), the problem formulation for obtain the upper bound:om can be

rewritten as

Xi min el-Tatl (3.23)
w<w < w

= Dyww + Dy s f + Dyyu + Dypp
Ao(Dyww + Dys f 4+ Dguts + Dypp)
Yy, u given, A, € Ay

o
I

Y
p:

From (3.1), it can be seen that
ez —~y = el Axg+ el BiTyd + e?B}LIff + el BT u + eiTBngp —y
A manipulation verifies that the identity
efri—y = —(@—w)" D;(w—w)+p Q] Qip
—(Dguww + Dgs f + Dguts + Dygpp) " QF Qi(Dguww + Dy f + Dyguts + Dypp)
~7i(y — Dyww — Dys f — Dyutt — Dypp)” (y — Dyww — Dy f — Dyutt — Dypp)

_pT(_;i (quw + quf + Dygyu + qup) + (quw + quf + Dguu + qup)Téip

—[w" fT p" 1]Ki(v, Diy 7, Qi Gi) (3.24)

—S - 8
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isvalid forally € R, D; € RNw*Nw 7 € R, Q; € RNa*Na andG; € RN2a*Na From (3.24),
it can be seen thatis an upper bound o# z; if there exist) < D; € DN, Q; € QandG; € G
such thatC; (v, D;, 7i, Qi, G;) = 0. It can be verified thaf); € Q ifand only if S; := QT Q; € S
and therefore an upper bound ez, is given by solving the LMI optimization in (3.23). O

Similarly, it is proposed the following theorem which solves the lower boundamh element of

.
Theorem 3.4.2.Let all data and variables as defined in Theorem 3.2.2. Then#od, ..., n,

T
€1 2> X, 2 X, = max v
! - =t /Ci(%Qi,Ii,ﬁiaQi) =0
0> D, € DNv
-5, €S8
G, eg

wherek;(v,D;, 7,, S;, G;) is as defined in (3.22).

39 Lg

The proof is omitted since it can be obtained just by following the lines in thef mb®heo-

rem 3.4.1.

Remark 3.4.1. Note that there is no observer or residual generator design involvedeiptb-
posed approach, and FDI is achieved by directly computing the uppe:tamer bounds on the
fault signal. This implies that FDI could be implemented on-line based on the amqd output

data, system model and uncertainty description. O

Remark 3.4.2. Observer-based FD methods generate residuals which seek to indic#tefta
all plants within the uncertainty set [111, 61], while the approach in this wierkroposed for
the actual system with its particular uncertainty since it is implemented by usidge input
and output data of the system. It follows that our approach can in factsied to identify the

uncertainty of a system model. This is described in more detail in Section 6.2.5 O

Remark 3.4.3. Since the optimization problem to obtain the bounds is solved on-line, it could
be computationally expensive, hence our approach can only be useshitorrsufficiently slow
systems. To some extent, this can be ameliorated by varying the horiggtim berh at the expense

of precision. O
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As illustrated above, the upper and lower bounds on the fault signal @wrsbguent state can
simply be obtained by solving LMI problems. Next, a procedure is given tarifitesthe steps by

which the proposed scheme is applied to real systems.
Algorithm 3.4.1.

1. Set = 0.

2. Obtain the input and output datg andy;.

3. Seti =i+ 1,gotostep2untif = N — 1.

4. Compute the upper and lower boundsfan. .., fy_1.

5. Setj = 1.

6. Compute upper and lower bounds.on

7. Obtainu;y_1, andy;y_1, compute upper and lower bounds 6n fji1,..., fj+N—1,

andxj+1.
8. Setj = j + 1 and go to Step 6.

Note that steps 1 and 2 only involve data collections: the computations starthaftestimation
horizon N is reached. If fault estimate before the horizon is reached are regtheedlgorithm

can be easily modified so that the faults can be estimated using an increasaun thength.

By applying the procedure, the upper and lower bounds on faults czomiyguted over the moving
horizon. A fault is regarded as having occurred at some sampling ivekent its upper and lower

bounds obtained are both either greater or smaller than zero.

Remark 3.4.4. In some sense, the threshold for FDI in this work is implicitly built into the algo-
rithm since the upper and lower bounds on the fault signal are computezinded for threshold
in the proposed approach only arises if the actual system and distuelsgatt outside our model

description. O

Remark 3.4.5. On the other hand, if the upper bound ehf is greater than zero and the lower
bound is less than zero, then there is insufficient information to determietherha fault has
occurred and faults may be missed, although the availability of the lower ppdribounds on

the faults may still be useful. O
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Remark 3.4.6. Although the procedure presented above is for linear time-invariantsgstdey

can be easily modified for linear time-varying systems. O

Remark 3.4.7. Similarly, the scheme proposed in this work can be used to solve FDI pnsble
for linear discrete-time systems without model uncertainties. Optimal wpopklower bounds on
the fault signal and the subsequent state can be easily obtained by solgifgldwing Linear

Programming problems:

qgl/g = max / min el f
Ty < o < To
d<d<d
y:Cyoxg —|-'DyddT|-Dyff+Dyuu
Y, u given
Xi/X, = max / min el'z;
zy < o < To (3.25)
d<d<d
y:Cyoxg —|—'Dyddji-'Dyff—i—'Dyuu
Y, u given

wherezy = Azg + ByZad + ByZ,u + ByZy f, while the problem of obtaining a lower bound on

the fault energy is solved by solving the convex Quadratic Programmaoiggm

: T
= min
1 zy < zo < To Ul
d<d<d
y:Cy()l'o +Dydd+Dyff+Dyuu
Y, U given
On-line FDI can be implemented by following the procedure given above. O

Remark 3.4.8. Many observer-based FDI schemes [49, 59, 53] are based onsthumaption that
Dy or Dy has full column rank, which could be restrictive in some circumstancethisrwork,
this rank assumption is not necessary for applying the proposed FDbaph. However, loss of
column rank onD; could make the upper and lower bounds on the fault signal at the lastisamp

instant of each horizon not reliable. a

3.5 Numerical examples

In this section, two examples are given to illustrate the effectiveness ofdpeged scheme.

3.5.1 Example 1

Firstly, consider a discrete-time model (with no uncertainties) of a verticabféknd landing air-

craft in the vertical plane used in [90], where the states are the horizahaity (knot), vertical



3.5 Numerical examples 46

velocity (knot), pitch rate (degree/second) and pitch angle (degesgectively. The actuator in-
puts are collective pitch control and longitudinal cyclic pitch control, reBpely. The parameters

of the linearized model are given as

0.9828 0.0083 —0.0454 —0.2461
0.0117 0.5813 —0.3898 —1.6662

A =1 00458 01274 08230 04803 |’
0.0117 0.0358 0.4433  1.1361
[ 0.2666 0.0365 [ 0.2666 0.0365
B _ | 17620 —3.2664| o | 1.7629 —3.2664
v T 1223152 1.7209 |7 T | —2.3152 1.7209 |’
|—0.6083 0.4660 |—0.6083 0.4660
1.0 0 0 T—0.0069 0.0026
c_ 0100 B, | —0.0688 0.3806
“loo0o 10|’ 471 04433 0.0358 |’
001 11 | 0.1144  0.0063
T 0 02
0 0.1
Dy = 03 0 |° Dy = 04x2, Dy = 04x2.
L0 0

The same faults and disturbances are used as given in [g8):=[1.2 0.8]T, for k > 20
and f(k)=[0 O]T elsewhere. Alsod(k) = [0.5 cos(k)e "% 0.5 sin(k)}T for all k£ and take

the horizon lengthV = 10. Generally, FDI schemes give better results as the number of outputs
increases. However, to demonstrate the effectiveness of the pdopetiod, the system model is
modified by removing the first output. Applying the LP optimization given in (3.2% following
figures are obtained by using the last three outputs showing the uppéoveerdbounds on the

fault signal from sampling instants 12 to 21 and 15 to 24, respectively.

Lower bound

1.2+ Faultl
—_— Upper bound

5
12 i3 14 is 16 17 i8 19 20 21
Time

Figure 3.1: Fault 1 from the instant 12 to 21 using three outputs
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Lower bound
Fault2
—_— Upper bound

Magnitude

Az 13 14 15 16 17 18 19 20 21
Time

Figure 3.2: Fault 2 from the instant 12 to 21 using three outputs

Lower bound
1.2+ Faultl
—_— Upper bound

Magnitude
o]
0]

—0.5
16 17 18 19 20 21 22 23 24 25
Time

Figure 3.3: Fault 1 from the instant 16 to 25 using three outputs

Lower bound
Fault2
—_— Upper bound

‘16 17 i8 i9 20 21 22 23 249 25
Time

Figure 3.4: Fault 2 from the instant 16 to 25 using three outputs

From the graphs shown in Figures 3.1, 3.3, 3.2 and 3.4 and the values loduhds, it can be
seen at the 21st sampling instant that both the upper and lower boundgreater than zero at
the 20th sampling instant, which indicates fault occurrence in the system.afoebetween the
upper and lower bounds on the fault signal is narrow and the fault islaegdted. Note that since,
in this exampleD; = 0, the bounds on the faults at the last sampling instant of each estimation

horizon are not reliable. Also, using Theorem 3.4.1 and 3.4.2, it candwensthat staters is
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within the lower and upper bound estimates given by (3.25):

x5 = [ —0.9649 0.7665 —0.1595 —0.3022 ]T
716 = [ 0.2508 0.8626 —0.1283 —0.2579 |"
Tig = [ 14179 0.8627 —0.0081 —0.2064 |"

Furthermore, the proposed method can give even better results whemplisdausing all four

outputs as in [90]. Figures 3-8.8 illustrate the FDI results with the same faults and disturbances.

It shows that both the upper and lower bounds are tight so that the fagleéceurately detected

at the 21st sampling instant.

Magnitude

Magnitude

Lower bound
1.2 Faultl
—_— Upper bound

Az i3 14 is 16 17 is i9 20 21
Time

Figure 3.5: Fault 1 from the instant 12 to 21 using all outputs

1.5 T T
Lower bound
Fault2
1 —_— Upper bound
0.8
0.5+ -
o 4
—0.5 . . . . . . . .
12 13 14 is 16 17 i8 19 20 21

Time

Figure 3.6: Fault 2 from the instant 12 to 21 using all outputs
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1.5 T T T T T T T
Lower bound /
1.2+ Faultl
— Jpper bound
1L 4
L
=1
=
= 0.5+ 4
=
(3=
=
o 4
—_0.5 . . . . . . . .
16 17 i8 19 20 21 22 23 24 25

Time

Figure 3.7: Fault 1 from the instant 16 to 25 using all outputs

Lower bound
Fault2
—_— Upper bound

o.al J
0.5 1
o 4
22 23 24 2

.5
16 17 18 19 20 21
Time

Magnitude

5

Figure 3.8: Fault 2 from the instant 16 to 25 using all outputs

3.5.2 Example 2

To demonstrate the effectiveness of the proposed robust FDI schemedal system with
uncertainties, a jet engine example is considered in this section. By usiogomter hold
equivalent method [2] with a sample peri@d= 0.1s, the discrete-time state-space model of the

GE-21 jet engine [48, 67, 89] is given as follows.

4 07119 01257, _ [ 00525 —0.1127 0.1072
~ | —0.0250 0.8252 |’ %7 | 0.0365 0.1037 0.0109 |’
B —0.0252  0.0027 B, _ [ 00525 —0.1127
d 0.0013 —0.0166|° ~7 = | 0.0365 0.1037 |’
1 0 0 0 0
c, = 0 1 ., Dy=1] 0 0 0 ,
| 0.731 0.786 0.267 —0.025 —0.146
[ —0.0008 0.0006 10
Dyg = | 0.0008 0.0007 |, D=0 1
| —0.0005 —0.0008 0 0

Since the example in [67, 89] does not involve disturbances, the matsjcaad D, have been
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assumed as above. Two fault signals are considered in this exafnf#¢and f2 (k) are simulated

as positive and negative step signals with magnitude 1 which are connemted £ 7 and9, re-

spectively. The disturbances are assumed to be givéfkas- [ 0.5 cos(k)e %% 0.5sin(k) ]T

and the inputs

sume that the

are taken as unit step signals starting from the initial samplingtindiso, as-

upper and lower bounds on the initial statend disturbances afe5 and —0.5,

respectively, and take the estimation horizon lenyth- 5.

Assuming no uncertainties, by applying the algorithm given in (3.25), uppetower bounds on

the fault signal

Magnitude

Magnitude

s are obtained as follows.

1.5

Lower bound
— Faultl
Upper bound

o

5F

3 4 5 6 7
Time

Figure 3.9: Fault 1 from the instant 3 to 7 without uncertainties

0.5

—o0.5}F

— Lower bound
— Fault2
— Upper bound

—1.5
5 (] 7 8 (=

Time

Figure 3.10: Fault 2 from the instant 5 to 9 without uncertainties
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Lower bound
— Faultl
Upper bound

Magnitude
o]
4l

53 6 7 8 o
Time

Figure 3.11: Fault 1 from the instant 5 to 9 without uncertainties

0.5

Lower bound
— Fault2
Upper bound

Magnitude
o
)

i=}
Time

Figure 3.12: Fault 2 from the instant 7 to 11 without uncertainties

According to the decision logic of the proposed FDI scheme, it can beluwded that
there are two faults connected from the 7th and 9th sampling instant, resbeckiloreover, as
can be seen from Figure 3:8.12, the band between the upper and lower bounds on each fault

signal is narrow and its corresponding fault is well-located in it.

In order to illustrate the robustness of the FDI approached given inréhen3.2.1 and 3.2.2,
assume that uncertainty parameters are introduced into the same systemhieoeeonsider an

unstructured norm-bounded uncertainty with the parameters as follows.

A 0.8063 —0.8364 ] , _ [ —0.0330 —0.0211
0.1002 —0.6527 |~ | —0.0520 0.0570 |’
o _ [-0020 002 5 _[0.0124 —0.0233 0.0106
q —0.029 —0.032 " T™T | -0.063 —0.0123 —0.011]
b _ [0038 o011 b _[ —0.015 —0.016
o = 100084 —0.05|° T | 0.011 0.023
~0.1012  0.0550
D, = 0.0231 —0.1100
~0.0501  0.0282
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By solving the LMIs in (3.14) and (3.17), the figures and values of thenblsware obtained as
follows. It can be concluded that Fault 1 and 2 are well detected andadadd the 7th and 9th
sampling instants, respectively. Note that since there exist uncertainties sygtem model, the

bounds shown in Figure 3.13.16 are less tight than the ones shown above when no uncertainties

are considered.

1.5

— Lower bound
— Faultl
— Upper bound

Magnitude
o]
4]

—0.5
3 a4 5 6 7
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Figure 3.13: Fault 1 from the instant 3 to 7 with uncertainties
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Figure 3.14: Fault 2 from the instant 5 to 9 with uncertainties
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Figure 3.15: Fault 1 from the instant 5 to 9 with uncertainties
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Figure 3.16: Fault 2 from the instant 7 to 11 with uncertainties

Also, using Theorem 3.4.1 and 3.4.2, the lower and upper bounds onlibecient state,; are
solved and given as follows. It shows that, is well-estimated and within its lower and upper
bounds.

2y = [ 05592 0.9404 "

291 = [ 0.6050 1.0182 "
o1 = [ 06812 1.0622 |

It is noted that, although the band between the upper and lower boundsas/ntlere is still the
possibility that the fault is missed if its magnitude is very small. The following simulatiomws
that when there is only an abrupt pulse fault at 7s with value 0.1, the lawceupper bound on
Fault 1 is negative and positive, respectively at 7s. Hence, no cianlean be drawn on the

result of FDI according to Theorem 3.2.1 and 3.2.2.

In this case, the method in Theorem 3.3.1 is used such that the objective i® @diieve fault
detection. By solving (3.19), the lower bounds phf over the estimation horizon from 3 to 7
is 0.0044 which is larger than zero. Therefore, a conclusion can bendteat a fault occurred
during the estimation horizon from 3s to 7s. Thus Theorem 3.3.1 providetex beliability for

fault detection or, in other words, fault detection is relatively easier teeaetihan fault isolation.
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Figure 3.17: Fault 1 from the instant 3 to 7

3.6 Concluding remarks

This chapter considers the FDI problem for linear discrete-time uncejtsii@ras subject to faults,
bounded additive disturbances and norm-bounded uncertainties.ehaygsroach is proposed to
solve the FDI problems by using a system model, together with input/output reeasuts over a
finite estimation horizon. First, the proposed method is used to compute ugpkmaT bounds
on the fault signals on-line. Then a fault is regarded as detected angtddlaat some sampling
instant, its upper bound is lower than zero or the lower bound is larger #nanlzM| optimization
techniques are used to obtain the bounds. Similarly, FD can be achievedvingshe lower

bounds on the fault energt/ f.

Then, a subsequent-state-estimation technique together with an estimatiamhqgriate proce-
dure are given to allow the on-line FDI process to be repeated in a moviigph@rocedure.
Also, the proposed approach reduces to the solution of a set of linegirgons when no model

uncertainties are considered.
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In this work, the bounds on faults are obtained by solving optimization probderjgct to the
constraints of the bounds on the initial state, disturbances and normdmwmdertainties by
using system model and input/output measurements over a finite estimatiomhditewefore, it
can be regarded as a dual to model predictive control (MPC) schehiels use the system model
to solve an on-line optimization problem to determine an optimal control stratéjgcsio hard

constraints at each sampling instant, usually over a finite horizon.

One advantage of the proposed approach over the parity spaceaepgsds that in this work
the upper and lower bounds on the initial state, if available, can be usethearicitial state is
not necessarily decoupled, which can give more information in computingaheds on faults.
Furthermore, by applying the proposed approach, FDI is achievedrputing upper and lower
bounds on the actual fault signals rather than producing a residual.skgm that the occurrence
of a fault is detected if its upper bound is lower than zero or the lower b@auladger than zero.

Hence, this approach is free of false alarms.
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Chapter 4

An optimal solution to a robust
H_ /H o fault detection problem

As introduced in Chapter 2, the observer-based FD problem is esseatsgiysitivity optimiza-
tion problem which is to reduce the sensitivity of the residual to disturbaaesdsncrease the
sensitivity to faults. Recently, mixed-norm FD problems have attracted adgabof attention in
the literature [57] since these schemes increase the insensitivity to distagbahile maintain a
certain level of sensitivity to faults to ensure the effectiveness of Fola schemes have been

proposed in many contributions.

In[93], anH_ /H~, FD problem is investigated and a suboptimal solution is given, which is due to
the fact that a bilinear matrix inequality formulation is employed so that some \esialte needed

to be pre-defined to solve the optimization problem. Wanhgl [91] consider theH ., /H~ FD
problem and give a solution which is suboptimal due to the fact that a comnapubypv variable

is used to solve the matrix inequalities, which results in a conservative FDvebsiesign. In
[87], bothH  /H~ andH_ /H FD problems are considered and a suboptimal solution is given
since the FD problem is formulated as a quasi-linear matrix inequality probldmeéhassitates

an iterative method to approximate the optimal solution. In [49, 57, 54] an opsiohaion to the

H_ /H is presented. However, the solution depends on the availability of an revaletl of the

system and therefore may not have good robustness propertiestagadted uncertainties.

This work gives an optimal solution to the robdst. /., FD problem for linear time-invariant
systems subject to faults and disturbances. First, a new performangdsmeloped to capture

the requirements of fault detection and disturbance rejection which is garticsuitable for
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dealing with model uncertainties. The disturbance rejection performanceasuneel, using the
H~ norm, by the size of the disturbance to residual dynamics. Using a statiocvelseclass of
solutions to a novel FD problem is given in the form of a simple LMI with two degrof freedom.
Then, the degrees of freedom in this class of solutions are used te deeiwptimal filter to the
‘H_ /H~ FD problem. Moreover, it is shown that, under certain conditions, fauliiem can also
be achieved. Finally, it is shown that, with the use of weighting filters, thdtsesan be improved

and certain, commonly held, rank assumptions can be relaxed.

The structure of this chapter is organized as follows. A n@{e)H ., FD problem is formulated

in Section 4.1. Section 4.2 gives a class of solutions to the FD problem. In $d3iche optimal
filter design for theH_ /H., FD problem is given and further specifications are investigated.
Section 4.4.1 gives a technigue to improve the results through the use oftwgifjleers, while
Section 4.4.2 considers the removal of certain common rank assumptions famltreyynamics.
Section 4.5 extends the scheme to uncertain systems. Finally, numerical examgpfgesented

in Section 4.6 to validate the proposed approaches, and Section 4.7 sursrtiaizesults in this

chapter.

4.1 Fault detection problem formulation

Consider a linear time-invariant dynamic system subject to disturbanceslingp@rrors and

process, sensor and actuator faults modeled as

#(t) = Ax(t)+Byu(t)+Byf(t)+Bad(t),
y(t) = Cx(t)+Dyu(t)+Dsf(t)+Dad(t), (4.1)

wherex(t) € R", u(t) € R™ andy(t) € R™ are the process state, input and output vectors,
respectively, and wherg(t) € R"f andd(t) € R" are the fault and disturbance vectors, respec-
tively. Here,By € R™*" andD; € R"*"/ are the component and instrument fault distribution
matrices, respectively, whilB; € R"*" and D, € R™ *"d are the corresponding disturbance
distribution matrices [35]. As mentioned in Chapter 2, a residual signal inDagyStem repre-
sents the inconsistency between the system variables and the mathematidaHeoeleconsider

a residual generator using a static observer of the form

B(t) = Ad(t)+Bou(t)—L (y(t)—C2(t)~ Dyu(t)),

rt) = H(y(t)—Ci(t)—Dyult)), (42)
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wherez(t) € R™ is the observer state anft) € R"™ is the residual signal. Hete € R™*"» and
H € R"™*™ are the observer and residual gain matrices, respectively, and aealtidrmined.
Define the state estimation error signak&s = x(t) — (t). It follows that the residual dynamics

are given by

é(t) = (A+LC)e(t) + (Bf+LDy) f(t) + (Bg+LDg)d(t),

r(t) = HCe(t) + HD;f(t) + HDyd(t).

By taking Laplace transforms(s) = T,.¢(s) f(s) + Tra(s)d(s), where

s | A+LC
(110) Tto)] 2 [A4EC| BrtLDs BetiD]
= F(s)[Gy(s) Ga(s)] *.3)

are the transfer matrices from faults and disturbances to the residymctiesly, and where

F(s) £ [‘4;—50%} (656) Gul9)) = |- (4.4

are the FD filter and the fault and disturbance dynamics, respectively.

Remark 4.1.1. Greater flexibility can be introduced to the design of the FD schemes based o
residual generation by considering a dynamic observer. Howeusicttuses a couple of difficul-

ties. See comments in Section 6.2.2. O

With the preliminaries above, ti&_ /H ., FD problem under investigation is formulated as fol-

lows.
Problem 4.1.1. With all variables as defined above, assume that:
Al. The pair(A, C) is detectable (see Remark 4.1.3.)

A2. G¢(s) has full column rank over the extended imaginary axis (see Remarksahd 8ec-

tion 4.4.)
A3. n, > ny (see Remark 4.1.6.)
A4. n, = ny (see Remark 4.1.7.)

Find
— min (1 Erdls | -
Yo := min { : A+ LC is stable}.
141l -
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Remark 4.1.2. An interpretation of Problem 4.1.1 is tha{7,.4(jw)) is required to be smaller
than or equal toyyo (7;.¢(jw)) for all w € R. This captures the requirement of ensuring insensi-

tivity to the disturbance and sensitivity to faults. O

Since

7572

< || I Tvalloe = ITrall oo/ 1Tos 1
o oo

then,

: A+ LC is stable} =: 7. (4.5)

o0

Yo > min {HTT_flTTd

It follows that~; is a lower bound ony, which motivates the following problem:

Problem 4.1.2.Let all variables and assumptions be as given in Problem 4.1.1. For a give

find L and H, if they exist, such thal + LC is stable and

Remark 4.1.3. Assumption Al is needed to guarantee the existence of at leadt sueh that

T, T

<7. (4.6)

o0

A+ LC is stable. o

Remark 4.1.4. The cost function in (4.6) can be expressed“;}.é(s)Trd(s)T:d(s)Tr}*(s) <~

or, equivalently, as
Tra(s)Trg(s) < V*Trp ()T (s), (4.7)

If G¢(s) loses rank over the extended imaginary axis, then so@ipgs) = F'(s)G(s) and (4.7)
cannot be satisfied for any > 0. In particular, the assumption implies that; has full column
rank which is necessary fdfr_fl(s) to have a proper state-space realization. This assumption can
be (somewhat) relaxed if the cost function in (4.7) is chang&d1es) T, () —nyT,,f(s)ij(s) =

0 and if G4(s) loses rank over the imaginary axis whene@i(s) does. Dealing with this situa-
tion will necessitate an intricate analysis of spectral factorizations with imagiaais zeros [13],
which is outside the scope of this work. In Section 4.4, this assumption isddigxmodifying the

cost function in (4.6) and introducing weighting functions. O

Remark 4.1.5. An alternative approach in the case th@l} (s) loses rank over the external imag-
inary axis is to design the FD scheme over a specific finite frequency fasige whichG s (s)

has full rank [90, 92, 58], although the solution involves non-convexropation. O
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Remark 4.1.6. Suppose that, < nf, then assumptions Al and A2, together with Theorem 13.32
in [114] imply thatG';(s) = G(s)Gi(s) whereG s (s) € RL ™ and G, (s) € RL ™" such
that G;(s)G;(s) = In,- Furthermore,é'f(s) can be chosen to have the samie@nd C' matrices

asGy(s). Using (4.4) and (4.7) it gives

Tra(s)T7a(s) = V*Trp(s)T74(s) & F(s)Gals)Ga(s)F*(s) < v*F(s)G(s)Gj(s)F*(s)

& F(3)Ga(s)Gi(s)F*(s) < ¥2F(s)Gy(s)GF(s)F*(s).

ThusGy(s) may be replaced bﬁf(s) and so there is no loss of generality in assuming that

ny < ny. O
Remark 4.1.7. n, = ny is chosen for the following reasons:

1. There is no need for, > n; since the interest of this work is in increasing the sensitivity of
the residual to faults by increasing the singular value§'of(s) relative to those of.4(s),

and there are at most; singular values off;.;(s) sincen, > ny.

2. Since the set of all optimal filters when < n; is a subset of those when = n;, maximal

sensitivity to faults is obtained when = ny.
3. This will prove useful when fault isolation is considered in Section 4.3 below O
4.2 A class of optimal FD filters for Problem 4.1.2

In this section, a set of (not necessarily stable) filters of the form givé¢a.4) is characterized
such that (4.6) is satisfied. Then, the approach is to use the boundiesmes to derive necessary
and sufficient conditions for (4.6) in the form of a (nonlinear) matrix iredqys Then, a change

of variables is introduced to derive an equivalent LMI.

SinceD; € R™*" has full column rank, there exig} € R™/*™ and Df € R(w=n1)xm

Dt I, D
[DJJ{_]DJ::{OJ‘], rank([DJj:_]>:ny.

H=UD}+UsDf, L= (Z1 - By)D}+ ZDf (4.8)

such that

Let
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whereU; € R™>" Uy € RM*(w=np) 7, € R"™ " andZy € R™ (™ —"1) are free parame-

ters, withU; nonsingular to ensure thaf D  is invertible. Then
HDy=U\, By+LDy=2, (HD;) 'H=D}+UyDt.

wherel, = U; 'Us. By taking some matrix manipulations, it shows that

A+ LC — (Bf +LDf)(HDf)_1HC —(Bf + LDf)(HDf)_l

—1 S
Ly ls) = (HDy)"'HC (HDys)™
Then
— S Ac Bc
et = [l Be] 49)

where

A, = A+LC—(By+LDy)(HDy) 'HC,

B. = (Ba+ LDg)— (Bf+ LDs)(HDy) ' (HDy),

C. = (HDy)'HC,

D. = (HDy) Y(HDy).

By using the rearrangements of the variables as given in (4.9), it folloats th

- s [ Ac| B A1+ ZyCy | Byy + ZyD
1 K c c | 1 002 d,1 0la,2
Trf (8)Tra(s) = [ C. | D, :| - [ C1 + UpCy ‘ Dg1+UyDgp :| ’ (4.10)
where
Ar| By 1 [ A= ByDIC | Ba— B;DiDy |
Ci| Day | = e DD, (4.11)
Cy | Dag2 DJ%C’ DfDd

andZ, = Zs — Z1Uy. The next result gives the solution of Problem 4.1.2.

Theorem 4.2.1.Let all variables and assumptions be as given in Problem 4.1.2. For so#ie
there existl. and H such thatA + LC' is stable and (4.6) is satisfied if and only if there exist
P=PT (@Q andU, such that the following LMI

ATP+CIQ™ PA1+QCy * *
B ,P+D7,Q" I * | =0, (4.12)
C1+UpCs Dg1+UoDgo —v1

is satisfied, where represents terms readily inferred from symmetry.
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Proof. From a generalized bounded real lemma in [52], there dxiahd H such that (4.6) is
satisfied if and only if there exist® = PT (not necessarily positive definite) such that
ATP+PA. PB. CF
BI'p —~yI DI | <o0. (4.13)
C. D, —~I
Substituting (4.10) in (4.13) and then making the change of vari@ples PZ, shows that there

exist L and H such that (4.6) is satisfied if and only if there exidt= P, @ andU, such that
(4.12) is satisfied. Furthermore, if (4.12) has feasible solutian§ = PZ, andU, and defining

Hy =D} +UyDf,  Ly=-B;D}+ 2Dy, (4.14)
so thatL and H in (4.8) can be written as
L =Ly+ Z1Hy, H = U Hy, (415)

then a class of (not necessarily stable) FD filtes) of the form (4.4) is parameterized by free
variablesU; and Z;, subject toU; nonsingular. It can be seen that+ LC = (A + LyC) +
Z1(HopC). Then it remains to prove the stability of the filt€{(s). The proof below shows that
it is always possible to stabilizda + LC by appropriately choosing;. Consider the following

three cases:
1. If A+ LyC is stable then choosg, = 0.

2. Ifthe pair(A + LoC, HyC) is detectable, then choogg such thatd + LoC + Z1 HoC'is

stable.

3. Suppose that the paid + LyC, HyC) is not detectable. Then, by introducing a similarity

transformation if necessary, it follows that

At LoC A11+Lo1Cni Aia+Lo1Ch2
[ I C(’) ] = 0 Ao+ Lo 2C12

whereA;; + Lo, Cy1 is anti-stable (that is, all its poles are in the open right half-plane), the
pair (Age + Lo2Ch2, HyC12) is detectableC1 = 0 and Ay + Lo 2C11 = 0 and where
A, Ly andC have been appropriately partitioned. Next, it is proved that the(gair, C11)

is detectable. Since it is assumed that the Q4irC') is detectable, it follows that

A11 — SI A12
Agi Ago — sl
Cn Ci2
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has full column rank for alk such thats + s’ > 0. Using the fact thatly; = —Lo 2C11, it
follows that

Ay — sl A
Aai Agg — sI

Cn Cr2

Ay — sl Arg I 0 0
0 Ago + L072012 —sl | = 0 I Lo’g
Cn Ci2 0 0 I

has full column rank for alk such that + s’ > 0. Thus the paifA;1, C11) is detectable. It

follows that there exist&1 such thatdy; + Lo,1C11 is stable. Defindo = [LT; LE,)7.

Then . -
At EoC Aii+Lo1Cii Aia+Lo1Cho
HO = 0 Aga+Lo2C12
0 0 HoC12

and so(A + LyC, HyC) is detectable. Defind = Lo + Z1Hy and F(s) = (A +
LC,L,HC,H). Then a calculation shows thaf(s) = F(s). It follows that
H(FGf)—l(FGd)HOO < ~. RedefiningL, as Ly and F'(s) as F(s), then since(A4 +
LoC, HyC) is detectable, choosé, such thatd+ LoC'+ Z; HyC is stable. O

Remark 4.2.1. If P is singular, then, because of the strict inequality in (4.12), we can peturb
such that the perturbef is nonsingular and inequality (4.12) is still satisfied. This shows that we

can always recovef from P and Q. O

4.3 Design of an optimalH_ /H., FD filter

In the previous section, a set of FD filters is derived and residualrdipseare parameterized by
free Z; and Uy, with U; nonsingular that solve Problem 4.1.2. This section shows that, through
a suitable choice of; andU;, the optimal*_ /H., FD filter for Problem 4.1.1 is obtained and

further specifications such as fault isolation can also be achieved in saamstances.

Theorem 4.3.1.Let all variables and assumptions be as given in Problem 4.1.1 and Trinebg1

and definef’(s) using (4.14), (4.15) and (4.4). Then

1. If A+ LoC is stable, letZ; = 0 andUy = I,,,. ThenT,;(s) = I,, so thatF(s) is a

solution of Problem 4.1.1 and furthermore achieves fault isolation.

2. If A+ LyC is unstable, then there always exista € R™*"™/ and a unitarylU; € R"/*"f
such thatt'(s) is stable andl’; (s)T;.¢(s) = In,. It follows thatF(s) solves Problem 4.1.1.
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Proof. Firstly, note that sinc&y + LoDy = 0 andHoDy = I,,, from (4.14), then

s A+LyC+Z1HyC ‘ VAl

Trp(s) = UL H,C 0 (4.16)

from (4.3) and (4.15). To ensure fault isolability for all faults, it is regdirthat the transfer
matrix 7.y (s) is diagonal. For example, if;.;(s) = I,,, (ignoring disturbances), = f and each

individual fault only affects its corresponding residual signal.

1. . If A+ LoC is stable, we can obtaifi. ;(s) = I, by choosingZ; = 0 andU; = I,,, sO

that the filter achieves optimal FDI.
2. If A+ LoC is not stable we choose suitably and U; such thatF'(s) is stable and

T*

Tf(S)TTf(S) = In,. A simple calculation using (4.10) and (4.14) shows that

A+ LyC = A.. (4.17)

It follows from the (1,1) block of (4.13) and the assumed nonsingularity tfatA + LoC

has no eigenvalues on the imaginary axis. It follows that a similarity transfamean be

As O
0 A,

Cs C,

effected on the data, if necessary, such that

A+ LyC
HyC

whereA; and— A, are stable. Then (4.16) implies that

A 0 0
Top(s) = | ZoCs  Aa+ZoCo | Zy (4.18)
UlCS UlCa ‘ Ul
where setZ; = [0 ZI']T. LetU; be any orthogonal matrix and
Z, =P tCT, (4.19)
whereP, = PI' = 0 is the unique solution of the Lyapunov equation
AP, + P,A, - C,CT = 0. (4.20)

Note thatP, >~ 0 follows from the facts that- A, is stable and 4,, C,) is observable,

which in turn follows from the fact thatd + LoC, HyC) is detectable. Then (4.18) implies
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that

s Aa+ ZaCo | Za
Trf(s) - |: Ulca ‘ U1 :|
B A.—Pj'Crc, | -pj'cT
a U1C, U '

Hence T, ¢(s) and so thaf’.4(s) are stable, which follows frord,+2,Cy) " Py+Py( A+
Z4Co) + CFC, = 0andP, = 0. SinceU{ U; = I and given (4.20) is satisfied , by taking

matrix calculations, it shows thdf’; (s) 7, s(s) = I.

As demonstrated above, it is always possible to constrije} such thatl’;(s)7¢(s) = I which

gives||T,¢||_ =1 and
[Trallo
1711 -

= |Tralloe = |

T, T

<. (4.21)

Therefore, the above result shows that a suitable choiég aindU; ensuresl)’;(s)T;r(s) = I
and themyy = ~; in (4.5). Therefore, this proves that our scheme gives the optimal soloftion

Problem 4.1.1. O

Remark 4.3.1. Note that ifA + LoC is not stable then due to the specific choic&Zofin (4.19)

to stabilize F'(s), T,(s) is no longer diagonal, which implies that it is not possible to achieve
fault isolation. However, it is always possible to choose the free vari@lpleuitably such that
F(s) achieves fault isolation at DG/ = 0). SetlU; = (I, — Ca(Aa + ZaCa)*lZa)T, then
T4(0) = Uy — U1Co(Aa + ZaCa) ' Z4 = 1., which ensures optimal FDI at DC. O

Remark 4.3.2. Note that ifA + LyC stable, the optimal FD filter for thé{_ /H ., problem also
achieves fault isolation as shown in Part 1 of Theorem 4.3.1. Now suppadise LMI in (4.13),
the constraintP = P7 ~ 0 is added in instead of jug® = P”. This will, in general, result in
a larger optimal~y but will ensure thatd + LyC is stable from (4.17). Hence, it follows from the
preceding argument that the fault isolation capability of the filter can be ingmiat the expense

of its fault detection ability. O

4.4 Extensions of the fault detection problem

In the previous sections, an optimal FD scheme with some fault isolation piespisrpresented to

solve Problem 4.1.1. In this section, two extensions are briefly outlined tardpeged scheme.
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First, a frequency weighting filter is introduced to improve the fault detectifectereness and
also to remove assumptiod2 in Problem 4.1.1. Then, an approach is given to extend the scheme

in this work to uncertain systems.

4.4.1 Further improvement in FD performance

In the fault detection scheme developed in the previous section, theparfoe of the FD filter
depends on the value of If v < 1, then the smallest singular value Bf;(s) is larger than

the largest singular value @f.,(s) over all frequencies and the performance of the FD scheme
is expected to be satisfactory. On the other hand,if> 1, then the fault detection may not be

effective.

The problem is in our requirement that

&(Trp(jw) ' Tra(jw)) < v (4.22)

for all frequenciesv € R. In practice, for the purpose of fault detection, it is only needed
that (4.22) is achieved over a limited frequency range, or even at a dirmglaency. Let
W, be a stable and proper minimum-phase single-input single-output bantipassiith a
peak gain of one at frequency, € R. Suppose the cost function in (4.6) is replaced by
|(FGyW ) (FGaWay,)||,, < 7w- This can be recast as Problem 4.1.2 by replacing
[Gf(s) Ga(s)] by [GyW; H(s) GaW.u,(s)], which, because of our assumptions 6,,, in-

herits the assumptions of Problem 4.1.2.

Suppose further that we enforce théd ;W ! (s) is inner (see Section 4.3). Thep(T};(jw)) =

(W (jw)| and &(Tra(jw)) < Yuo|Woy (jw)|, Whereo;(-) denotes theth singular value. It
follows thata (7,.q(jwo)) < Yoo (Tr¢(jwo)). Thusy,, can be calculated for several values.gf
in a suitable frequency rande, @] to minimize~,,,. Sincevy,, < -« for all wy, the fault detection
properties could be improved at a single frequengyThe fault detection filteF'(s) may now be

followed by a second filteW,,, (s) to shape the residual signal

4.4.2 Removal of assumptiom2 in Problem 4.1.1

A major assumption that is widely made is tifag(s) has no zeros over the extended imaginary
axis, and in particular thab; has full column rank. This excludes important situations such as

no sensor faultsff; = 0). The problem is caused by the choice of the cost function in (4.7):
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in the case tha€;(jw;) loses rank atv; € R, then so doed’.f(jw:), so that (4.7) cannot in
general be satisfied g, . In the following, a discussion is given for relaxing Assumption A2 and

ameliorating the problem of loss of rank Gf;(s).

Suppose tha&/s(s) has zeros on the extended imaginary axis. T@gtis) can be written as
G(s) = G4(s)G,(s) whereG (s) has no zeros over the extended imaginary axis@nd) has
all its zeros on the extended imaginary axis [54]. Suppose now that théuoasion in (4.6) is

replaced b*)fr}lTrd < ywhereT,;(s) = F(s)G(s) and the we enforce thd,;(s) is inner

o0

as shown in Section 4.3. Then(T,;(jw)) = 0i(T;(jw)G.(jw)) = 0i(G,(jw)), sinceT;¢(s)
is inner, ands (7;.4(jw)) < 7. Note that the singular values @f ¢ (jw) are set equal to those of
G.(jw) instead of being set equal to 1 in the original scheme, therefasethe fault detection

level relative tor; (G, (jw)) rather than 1 as given in (4.21).

4.5 Fault detection for uncertain systems

This section shows that the FD scheme developed in the chapter can ajgolibd o uncertain
systems. Two different type of uncertainties, i.e. unstructured andistegcuncertainties, are
dealt with separately. For each case, a suboptimal solution is derivedfortmef bilinear matrix

inequality (BMI).

Consider the following uncertain system:

B(t) = (A+AA)x(t)+ (By + ABy)u(t) + Bad(t) + Brf(t),
y(t) = (C+AC)z(t) + (Dy + ADy)u(t) + Dad(t) + D f(t),

(4.23)

The matrices\A, AB,,, AC, AD,, represent modeling errors and are given by:

[AA AB, ]

F,
AC  AD, :[ ]AH[E“ By ]

Fe

whereF,, F., E,, E;,, H are known matrices of compatible dimensions angd = A(1 - HA)™!,

with A € A where

A::{dz’ag(éllql, ce ,5qul, Al+1> ey Al-i—f) AL 6 ERA; € ’quxqi}CRnAXnA.

(4.24)
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This LFT representation of uncertainty, which is assumed to be well-pased\o(that is,det (I —
HA) # 0 for all A € A), has great generality and is widely used in control theory [115]. The

same static observer scheme of Section 4.1 is used to get:

d(s
r(s) = Top(8)f(s) + Trauls) [ugsﬂ ,
where
A+LC AA+LAC Bf+LDf Bd+LDd AB,+LAD,
{Trf(s) HTrdu(S)] = 0 A+AA Bu‘i‘ABu
HC HAC | HDf | HDd HAD,

andT,4,(s) is the transfer function from the disturbances and input to the residual.

Remark 4.5.1. Note that the residual signal in the case of uncertain systems depettias imput
signalu and so the observer does not cancel the system dynamics. This tinalke3 problem
much harder than the case when there are no uncertainties and the soltlanvolve BMI

optimizations. O

By following a similar derivation to (4.9) and separating the terms involving modeiircertain-

ties from the other terms, the state space representat[B@]qfs)Trdu(s) is given as follows.

T ()T rau(s) = (A2 + A2, B2+ B2, C2 + C2, DS + D) (4.25)
where
Ao | Bo Ay + ZopCo 0 Bg + ZoDap 0
|: Ci Df’ :| = _Bf(cl + UOCQ) A| By — Bf(DdJ + UODd’Q) B,
¢ ¢ C1 4+ UpCs 0 ‘ Dg1+UyDgp 0
and where

F,
f c
F,—By(DIFAUDTF,) | Ag [0 E, |0 E].
|  DF.+U\D}F.

[ F,+ ZyD} F,—B;D}

{Aﬁ Bﬁ} _ {Fm
c | =

CCA Fr2:| Ag [Erl ETQ] =

and where the changes of variables in (4.8), (4.9) and (4.11) weleapyt follows from the

generalized bounded real lemma in [52] that there exists a (not neibessalle) filter of the

form given in (4.4) such that

Tr_fl Trdu

<7
o0
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is satisfied if and only if there exisf&. = P! such that

TS+ T2 <0, (4.26)
where
[ (A)TP.+ P.A2 P.B2 (CO)T
17 = (B)TP. —I  (DY)T
L e Dg I
[ (A2)TP.+ P.A2 P.BY (C&)T
TS = (B2)TP, 0 (D)7
i cs D2 0

A calculation shows thaf® = FAyE + ETAyTFT where

B PcFrl _
F=| 0 |, E=[E1 Eo 0] (4.27)
Fr2

The next two subsections derive the solution to the FD problem with unstegictund structured
uncertainties, respectively.
4.5.1 Solution with unstructured uncertainties

When the system uncertainty is unstructured, by applying Lemma 1.4.1 f@jmit[®llows that

(4.26) < T°+ FAyE+ETARTFT <0
T° + \ETE F+\ETH
T Tr T 0
FT +\HTE XHTH-1I)
T° F AET 1 -~
& [FT _M}—[AHT](—A NH[AE XH | =<0 (4.28)

for some) > 0. Using a Schur complement argument in (4.28), it is obtained that

(A)TP.++ P.BS (CO)T P.F.i AEL

* —~I (DT 0 A\EL

(4.26) & * * —I  Fo 0 =<0,
* * * —\ M\HT
* * * * -\

Then the following lemma is obtained to solve the FD problem for systems with ehated

uncertainties.
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Lemma 4.5.1. Let all variables be as in (4.23) and (4.25) and given that= {A € R"a*"A .

TT_flTrdu Py Pro ] _pr

All < 1}. For giveny >0,

< «ifand only if there exisP = [

and U, such thatM < 0 is satisfied, where

Mg Mg Miz My Mis

* —I Mos 0 Mos
M= * * =y Mss 0
* * * M\ MHT
* * * * .yl
and
M P11(A1 + ZyC) — P1aB(Cr + UpCo) + *T *
= I ((Al + Z0C2)TP12 — (Cl + UOCQ)TB?PQQ) Poo A+ %
My = [ P11(Bg1+ZoDg2)+Pi2 (Ba—Bf(Da1+UoDag)) Pi2By ]
| Ply(Baa+ZoDas2)+ Py (Ba—Byf(Dg1+UoDg2)) PaoBy |’
[(CL+UyCo)T Dg1+UgDg2)T 0
My = [ Py (Fy+ZoF.2—BfF.1) + Piao(F, — Bf(F.14+UpF2)) }
| PhL(Fo+ZoF,2—BfF.1) 4+ Poo(F, — Bf(Fo1+UoF.2)) |’
0
Mszy = | Fo1 +UpF.a |, Mo = [ } .
[ ] AEL

It follows that a solution can be obtained by solving a BMI using the globthggzation algo-
rithms given in [40, 99], as well as local numerical searching algorithmstrverge much faster

[38, 5]. A related discussion of the solution techniques for BMIs carobad in [71].

However it is possible to obtain a suboptimal solution that requires the solut@mwasi-LMI.
If set P15 = 0, then by pre- and post-multiplyingt by 7" = diag(!, P2‘21, I), and setting); =
P11Zy andQ, = Py, it gives that

Py 0
0 Py

Tr_fl Trdu

<y<3IA>0,IP = [ ] = PT such thatm** < 0,

where
M M MR MiE Mig

* I Moz Moy Mos
Mo — * x =l 0 0 ,

* * * - \HT

* * * * -
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and where
b [ PLiA1+Q1Co+x  —(C14+UoCo)" B
11 I * AQQ + )
Msub — [ Plle,l +Q1Dd,2 0 Msub _ (Cl + U()CQ)T
12 _Bd—Bf(DdJ—I-UoDdQ) B, |’ 13 0 ’
Msub _ [ Pll(Fa_Bch,1)+Q1FC,2 Msub: 0
14 F, — Bf(FCJ +UOFc’2) ’ 15 /\QQEg

The solution can be retrieved by noting tiat = Pl‘llQl. AIthougthgb contains a nonlinear
term, it is possible to get the optimal solution since it is linear for a fixe8o that\ € [0, +o00)

is tuned until the minimum value of is found. It follows that a class of filters that solves Prob-
lem 4.1.1 is obtained for uncertain models. andU; can then be chosen to get a stable filter as

has been done in the case of no model uncertainty.

Remark 4.5.2. Note that the results given in [56, 55] are optimal, however, not suitablmfmtels
with uncertainties since the requirement that the transfer mafyixs) = I is essential, which

cannot be achieved for uncertain system model. O

4.5.2 Solution with structured uncertainties

WhenA is structured as in (4.24) we proceed as follows. By using (1.6) from Lefn#ha, we

have
(4.26) « To+FAyE+E"Ag"F" <0
< e &Gelst. §~=0&Tsg <0,
where
_ T? F+E'G ETS | iy o
Tsa = FT L GTR HTG+GTH_S] [HTS}S [SE SH|. (4.29)

By taking a Schur complement argument to (4.29), then

(AP, +x P.BS (CO)T  P.Faq+ELG ELS

* —~I (D9)T ELG ELS

Tsg <0& TSG = * * —~1 F.o 0 <0,
* * * H'G+GTH-S HTS
* * * * -5

where E and F are as defined in (4.27). The following lemma derives a solution for the FD
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problem for systems with structured uncertainties.

Lemma 4.5.2. Let all variables be as in (4.23) and (4.25) and given that A. For somey >0,

’ T T.aull < ~if and only if there exisP = Pl% Pio | _ pt ang Up such thatC < 0 is
satisfied, where
My Mz Mys L4 L5
x =yl Mo Loy Las
L= * * —~1 L3y 0 < 0. (4.30)
* * * HT'G+GTH-S HTS
* * * * )
and
[ — P (Fo+ZoFe2—ByF. 1) + Pio(Fo — Bf(Fe1+UpFep2))
H Ply(Fo+ZoFea—ByFe1) + Pao(Fo — By(Fe1+UgFep)) + EL G |7
0 0 0
L15 = [E;FS] y Log = [ ETG ] y Lo = [ ETS ] Lag=[ Fo1+UFea |.

Similar to the case of unstructured uncertainties, the optimal solution is obtairsedMing a BMI

by using the algorithms guaranteeing global convergence given in féjed].

4.6 Numerical examples

In this section, two examples are considered to illustrate the effectivefdlss proposed FD
scheme. The first one, from the literature, compares our FD filter with diggign techniques.
The second example is randomly generated, and illustrates the extensiEmagbection 4.3 and

Section 4.4.

4.6.1 Example from the literature

Consider example 2 given in [91] and also considered in [87]. Bothosgies employed an

Hoo/Hoo FD formulation. The state-space model of the LTI system is describedlasgo

10 0 5 0 | 08 004] 4
0 -5 0 25 |—24 008 4

A|lBs|B; ] | 0 0 —25 0 | 1.6 008] 8
[C Dy | D ]_ 0 5 0 —375| 08 008 -8
1 0 0 1 | 02 004] 2

10 1 1 | 04 0.06]—1




4.6 Numerical examples 73

By following the proposed algorithm, we get = 0.2392 and a stablel + LyC. SetZ; = 0 and
U; = 2.61 so that

—2.0034 -1.0735

0.7778  5.4963
L=1_48310 —1.6664] H=[1.0385 —0.5231].

2.1436 —2.8805

This setting is optimal for thé{_ /H., FDI following Remark 4.3.2. Next, consider two faulty
scenarios for the example

Scenario 1:

As given in [91]: the disturbance is takend(g) = [1.2sin(2t)e~%1* 1.5cos(2t)e"1]T and the
fault f; is defined ag;(t) = 0.5, 5s <t < 10s and f1(¢) = 0 elsewhere. Figure 4.1 shows the

residuals and highlights the fact that our residual based of#+ ., is more robust to disturbances.

Also, note that the residuals in [91] and [87] are of dimension 2 since ingble@me the dimension

of the residual is the same as the number of outputs.

15
] our residual
| I RN residual in [87]
. 1 residual in [91]
1t i | .
i ]
| ]
| i
| ]
| ]
| i
05F | i i
] ] :
S |
(o] i, R ]
s A
0 /\\_/—\I ””””” ———
-0.5r b
-1 I I I I I I I I I
0 2 4 6 8 10 12 14 16 18 20

Time(secs)

Figure 4.1: Residual time responses for Scenario 1
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Scenario 2:
Next, consider the same system but this time subject to two white noise distesb@fimoean zero
and covarianc& connected at = 0. A fault is simulated by a unit positive jump connected at

t = 22s. Figure 4.2 shows the residuals. This example justifies the uke ¢, schemes over

== our residual
4| residual in [87] —
residual in [91] |

o Bt 1t
ke L bir [Pt
E | ] 8 IR
c 7 alin 1 <k
= TGy il
g L ; s R R R T AL E TR (I R SR P
18 L T O R m"lqﬁl i l,tl,
T b : : :ﬁ fil } Ty '\93 ;'?l [| (e 5 ‘“" 1"”' 'I'[' ol
i ] i ' | | i |lr i | 'm 1[1 ||f | ilnl"l[‘ “ '[1 i
I ! i 'il i Iy ! f'| ‘]m i l!'hl' LD ’wl'x"» hi H‘
20 i ip b P,hgn A iy
(. 0 H b , '!:i hl‘{\lin”li’
: I I v
-3f . : :" R
i 1
-4+ | 4
-5 | | | | | |
0 5 10 15 20 25 30 35
Time(secs)

Figure 4.2: Residual time responses for Scenario 2
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4.6.2 Randomly generated example

Here, consider the following randomly generated data:

[—30.4438 4.8715 —0.3643 —23.6674 —27.0508

9.8449 —7.1563 6.7607 5.6055  1.1667
A=| —0.4460 —2.0473 —5.2344 0.0314  0.5579
23.0620 3.3600 5.1258 19.5067 27.8028
| —2.9175 —8.1727 —6.1518 —4.5557 —10.6214

[ —0.9800 —2.1080 —0.6891 —0.4471 0.3988
C=| —0.3647 —0.8006 0.4282 0.2585 1.4254
0.9081 0.5181 —1.1179 0.2686 0.9972

[—0.8999 1.7625

9

)

0.1478  0.1409 —0.8032 —0.1423
By=|-1.3598 1.1176 |, D;= | —0.9889 14751 |,
~1.3020 0.7315 —1.0297 —0.4817

| 0.8723 —0.4119
0.0880 1.2801

—0.9907 0.2294 0.0905 —0.3783
Bg=| 1.3235 0.2285 |, Dg=|0.8423 —1.8179|.
1.1952 0.5443 0.4173 1.1086

| —0.9682 0.9220

Our algorithm givesy = 0.8170 and an unstablel + LyC. It follows that fault isolation is
not possible; however, from section 4.3, the optimal solution and faulttisnlat DC are both
achieved by setting

0.9353  0.2914
—0.3267 —0.1976
Zi=|-0.1134 —0.0265|, U;
~2.3823 —0.9739
1.1268  0.6113

~10.9970 —0.0778
~10.0778  0.9970 |

Suppose that the system is subject to a disturbance, which is a white noismedthzero and
standard deviation 1. Two faults are simulated by a unit negative and jgsitip respectively,
connected from the2!" and 35" second. Figure 4.3 shows the residuals. It is clear that fault

isolation is reached at DC and the impact of disturbances on the residsdisdia attenuated.

Next, by applying the results of Section 4.4, a bandpass filter is chosen as

Wo (3) 0.51652 + 26.83s + 51.6
S) =
“o s2 4+ 26.83s+ 100 ’
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Magnitude

Il Il Il Il
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Time(secs)

Figure 4.3: residual time responses for Example 4.6.2

centered around a frequengy = 10 rad/s is used. The optimal value fis now~ = 0.5898.
The modified residual responses are also provided in Figure 4.4. THut malidates the
employment of a weighting filter. Note that with the design incorporating the wsighs easier

to determine a residual threshold for fault detection.
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15

1
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Figure 4.4: residual time responses with weights

4.7 Concluding remarks

In this chapter, thé{_ /H ., FD problem for linear time-invariant systems is considered subject
to faults and disturbances. A new performance index is proposed toredmith performance
requirements, namely, fault detection and disturbance rejection. Thebdistig rejection perfor-
mance is measured by the size of the disturbance to residual dynamicsthdiire norm is used
as the measure. Then, by using a static observer, a class of solution®tpralitem is given in

the form of a simple LMI with two degrees of freedom.

It is shown that the degrees of freedom in this class of solutions cargoetaislerive the optimal
filter to the?{_ /H~, FD problem. Under certain conditions, further specifications such ds fau
isolation can also be achieved. Moreover, a technique is given to impreveshlts and remove
certain assumptions with the use of weighting filters and it is shown that thesedscheme can

be extended to uncertain systems, although the resulting solutions areiswbop
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Chapter 5

A finite frequency domain approach to
the fault detection problem

As mentioned in Chapter 4, many contributions [49, 54, 92, 58, 48] implemé&miegproaches to
carry out the sensitivity optimization over the whole frequency range .édewa major drawback
of these schemes is that a restrictive rank assumption on the fault dynamesxisd to ensure a
nonzero level of sensitivity to faults. A second drawback is that, for nsgsiems, the resulting

sensitivity to disturbances is still large compared with the sensitivity to faults.

As a way of ameliorating these problems, more recent FD schemes cartyeosgnsitivity op-
timization over a finite frequency range within which the rank assumption oratiiedynamics
is satisfied [90, 92, 58]. However, the major difficulty of these schemesatistiie solution al-
gorithms are difficult to implement because the optimization problems are nonlifgett may

result in suboptimal solutions.

In principle, for the purpose of fault detection, it is only needed thatéhsisivity to disturbances
is small compared with the sensitivity to faults over a small frequency rangeeorat a single fre-
qguency. This chapter considers the observer-based FD probldimefartime invariant systems at
a single frequency and over a finite frequency range. For the FDginodit a single frequency, an
optimal solution is derived such that the FD observer generates a resigiua which minimizes
the sensitivity of the residual to disturbances while maintaining a minimum levelnsitsvity to
faults at the given frequency. LMI optimization techniques are used torotita optimal solu-
tion. Moreover, we derive a simple parameterization of all optimal solutionshadan be used to

achieve other specifications. In particular, it is shown that, when 0, the resulting degrees of
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freedom allow the FD observer to be used simultaneously for controlmsydgsign. Conversely,
this work demonstrates that observers used for control system desigbecalso employed to

implement fault detection schemes at DC with minor modifications.

For the FD problem over a frequency range, an initial research igedavut such that a novel
problem formulation is developed, by which the FD problem is transformedstmnaitivity op-
timization problem over a finite frequency range. Then, a solution is defivéhe form of an
BMI optimization using the generalized KYP lemma followed by a linearization ghaee Also,
conditions under which this solution is optimal are also derived. Howeweretsulting observer

parameters may be complex so that they cannot be directly used in practice.

This chapter is organized as follows. Section 5.1 considers the faultidetpcoblem at a single
frequency. The optimal LMI solution to the single frequency FD problemiisrgand further
results are derived for the FD problem at DC. Examples are given tortrate the effectiveness
of the proposed scheme. In Section 5.2, an initial study is given for the rBblgmn over a

frequency range. Finally, Section 5.3 summarizes this work.

5.1 Fault detection problem at a single frequency

It is well known that FD at DC is a very important specification which is usuadlyuired for
practical systems, therefore this section first gives a general invigstigar the FD problem at
a single frequency and then specializes the result to FD at DC. It alsesshat, at DC, fur-
ther specifications such as control system design can be achieved whitainmiag optimal FD

properties.

5.1.1 Preliminaries and problem formulation

Consider a linear time-invariant (LTI) dynamic system subject to disturlssenoe process, sensor

and actuator faults modeled as

i(t) = Ax(t) + Byu(t) + By f(t) + Bad(t),

y(t) = Cx(t) + Dyu(t) + Dy f(t) + Dgd(t), (5.1)

wherex(t) € R", u(t) € R™ andy(t) € R™ are the process state, input and output vectors,

respectively, and wheré(t) € R"f andd(t) € R"¢ are the fault and disturbance vectors, re-
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spectively. HereB,, € R™*™ andD, € R™*™ are input distribution matrices, respectively.
By € R™" andD; € R"™*"/ are the component and instrument fault distribution matrices,
respectively, whileB; € R"*"™ andD,; € R™*"d are the corresponding disturbance distribution

matrices [35]. Taking Laplace transforms, the system input/output betearidoe described by

y(s) = Gu(s)u(s) + Ga(s)d(s) + Gf(s)f(s),

where
Ny, ng Ng
s [ A|B. By By

my [Guls) Gile) Cul9)) 2 |15l (5.2)
are the system process, disturbance and fault transfer matrices;tresly.
In this chapter, the residual signal generator is given using a staticvebsd the form

2(t) = A#(t) + Byu(t) — L (y(t) — C2(t) — Dyu(t)),

r(t) = H(y(t) — C&(t) — Dyu(t)), (5.3)

wherez(t) € R" is the observer state am¢t) € R"/ is the residual signal. Hete € R™*"v and
H € R™#*" are the observer and residual gain matrices, respectively, and azaltidrmined.
Define the state estimation error signak&g = =(t) — & (¢). It follows that the residual dynamics

are given by

é(t) = (A+LO)e(t) + (B + LDy) f(t) + (Bq + LDg)d(t),
r(t) = HCe(t)+ HD;f(t) + HDyd(t).

Taking Laplace transforms(s) = T,.(s) f(s) + T;4(s)d(s), where

[Tle) Tue) ] 2 | g PP B
= F(s)[ Gy(s) Gals) ] (5.4)

are the transfer matrices from disturbances and faults to the residymdctiesly, and where

o2 [Az2l L]

is the state space of the FD filter.

With these preliminaries, the FD problem at a single frequency is descridedi@vs.
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Problem 5.1.1. Let the system and filter dynamics be as defined in (5.1) and (5.5) anded

be given. Assume that:
Al. The pair(A, C) is detectable (see Remark 5.1.1.)
A2. Gf(jw) has full column rank.
A3. n, > ny (see Remark 5.1.2.)

Find a stable filterF'(s), of the form given in (5.5) such that the optimum

Yo = inf | F(jw)Ga(jw)ll, (5.6)
o(F(jw)Gy(jw))>1
Psyernd <™

is achieved.

Remark 5.1.1. Assumption Al is needed to guarantee there exists at leadt sneh thatd + L.C

is stable. O

Remark 5.1.2. In the case thak, < ny, a bank of observers may be used such that for each
observern, > ny is satisfied. In particular, in the case that > 1, the banks of observers can
also be used to isolate faults, namely, each observer is dedicated to deteisotate one of the
faults while the other faults are regarded as disturbances for that obseBes [1, 34, 12] for

more details. O

Remark 5.1.3. The KYP lemma [47] shows that given system matricésB, C, D), then
IIG(jw)| < ~ for a single frequency if and only if there exist Hermitian matrice3, Q € C"*"

such that) > 0

—ATQA—jwQA+jwATQ—w?Q+PA+ATP * *
—-BTQA+BTP+jwB’Q —~BQB—~I x | <0 (5.7)
C D -1
By rearranging the (1,1) entry, the LMl in (5.7) can be equivalently esqed as
—(wl-A)Q(wI-A) — (—jwI—-A)P—P(jw—A) * *
BTQ(jwI-A)+BTP —B'QB—~I x | <0 (5.8)
C D —~I

Take a congruence transformation by post and pre multipl¥irand 7™ to (5.8), where

(jwI—-A)"! (jwI-A)"'B 0
T= 0 I 01,
0 0 I
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it is obtained that

—Q—(—jwIl-A)"TP— P(jwl-A)~! * *
—BT(—jwl-A)~TP —~1 * | =0. (5.9)
Cjwl—A)~! D+C(jwI-A)"B —4I
Since bothP and @) are free parameters, by following a Schur complement [6] it is easy to see
that
_ T(_: _ T, RT(_ i T_ A\-TT
7] G (—jw) | _ ' ~vI B D'+ B (—jwl-A)~'C ~0 (5.10)
G(jw) —I D+C(jwI-A)~'B —1

is necessary and sufficient to guarantee (5.7) is satisfied. Hence, follbwing sections only
(5.10) is used to achieve the infimum of the norm of a transfer matrix ratlaer bly using the
GKYP lemma since it gives relatively easy formulation and avoids unnegessaputation of

the variablesP and Q. O

5.1.2 Equivalent problem reformulation

This section derives equivalent problem formulations to Problem 5.1.lhvetne used to remove
or relax constraints and to give a simple LMI solution to the FD filter design amglesfre-
quency. First, an equivalent formulation to Problem 5.1.1 is given for tlipgse of removing
the constraint on the stability df (s). It shows that if there exists afi(s) € RLs! " that
achieves the minimum of the cost function, it is always possible to find a lpfiroe factoriza-

tion F(s) = (M(s)) "' F(s) such thatM (s) € RHs! "' isinner andF(s) € RHod ™.
Lemma 5.1.1. Let all variables be as defined in Problem 5.1.1. Then
Yo = Wf{||F(jw)Ga(jw)| :a(F(jw)Gr(jw)) > 1,
F(s) 2 (A+LC,L,HC,H) € RH ™"}
= Inf{[|F(jw)Ga(jw)| :a(F(jw)Gr(jw)) = 1,
F(s) = (A+ LC,L,HC,H)e RLY ™} =i~ (5.11)
Proof. Note first thaty, >  sinceRHal "™ € RL ™. LetF(s) = (A+ LC,L,HC, H) €
RLA ™™ be a minimizer for (5.11) so that
|1F(jw)Ga(jw)ll =7,  a(F(jw)Gy(jw)) > 1.

To provey, = ~ we constructF(s) = (A + LC,L,HC,H) € RH™™ such that
o(F(jw)Gy(jw)) > 1 and ||F(jw)Ga(jw)|| = . The rest of the proof depends on the de-
tectability of the paif A + LC, HC).
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(a) Suppose that the paid + LC, HC) is detectable. Then it follows from Theorem 13.34
in [115] that there exists a left coprime factorizatidtfs) = (M(s))"* F(s) such that

M(s) € RH ™" isinner andE'(s) € RHa ™ where

- s [A+LC+LyHC | Ly L+ LoH |

[ M(s) F(s) ] = |_ HC ‘ I, o J
B A+LC| Ly L
- HC |I,, H
where
L =1L+ LyH, Lo=—-XCTHT (5.12)

and whereX = X7 ¢ R™ " is the stabilizing solution of the algebraic Riccati equation

(A+LO)X + X(A+LC)T — XCTHTHCX =0. (5.13)

Then || F(jw)Ga(jw)ll = [IM(jw)F(jw)Ga(jw)| = ~ and o(F(jw)Gy(jw)) =
a(M(jw)F(jw)G¢(jw)) > 1 sinceM (s) is inner. Thusy, = 7.

(b) Suppose that the pdid + LC, HC) is not detectable. Then, introducing a similarity trans-

formation on the data if necessary,

o 2[4l

A+ L1Cy A+ L1Cy | Ly
= 0 Aog + LoCy | Lo (5.14)
0 HC, |H

where A1, + L4 is antistable (that is, all its poles are in the open right half-plane), the
pair (Aos + LoCo, HC5) is detectable HC; = 0 and A2; + LoC7 = 0 and where the
partitioning of A andC' is induced by the partitioning of the realization Bfs) in (5.14).
Next we prove that the paitd;;, C1) is detectable. Since we assume that the Q&jiIC') is
detectable, it follows that

Agi Ago — sl
o Cy

A11 — sl A12 ]

has full column rank for alk such thats + s* > 0. Using the fact thatly; = —LoCY, it

follows that
A11 — sl A12 I 0 0 All — sl A12
0 Ao+ LoCo—sI | = | 0 I Lo Aoy Agg — 81
Cy Co 00 I Cy Co
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has full column rank for alls such thats + s* > 0. Thus the pair(A4;;,C1) is
detectable. It follows that there exisfs; such thatA;; + L,C; is stable. Define

F(s) £ (A4 LC,L,HC, H) whereL = [LT L¥]". Then

. Ay + LGy A+ LiCy | Iy
F(s) = 0 Agg + LoCsy | Ly
0 HC, | H

is detectable. Furthermore, removing a nonminimal part of the realizatiof¥ 9f and
F(s) we getF(s) = F(s). Then||F(jw)Ga(jw)|| = v anda (F (jw)G(jw)) > 1. Thus it
follows from Part (a) that, = ~. O

The next result shows that we may restiitts) such thatF'(jw) is the set of all left—inverses of
Gyjw).

Lemma 5.1.2. Let all variables be as defined in Problem 5.1.1. Then

Yo = Wf{||[F(jw)Gajw)ll : a(F(jw)Gy(jw)) > 1,
F(s)= (A+LC,L,HC,H) e RLY ™™} (5.15)
= inf{||[F(jw)Ga(jw)|| : F(jw)Gy(jw) = In;,

F(s)2 (A+ LC,L,HC, H)e RLA "™} =: ~

Proof. Note first thaty, < ~ sincec(I,,;) > 1. LetF(s) = (A+LC, L, HC, H) be a minimizer
for (5.15) and defing)(s) = F(s)G((s) so thato(Q(jw)) > 1 and||F(jw)Ga(jw)|| = Yo
ThenQ~'(s) € RLY ™™ and |Q~'(jw)|| < 1. Let F(s) = (Q(s)) " F(s) € RLX™™.
Then a state—space manipulation verifies thé) = (A + LC, L, HC,H) whereL = L —
(By + LDy)(HDy)"'H and H = (HDy)"'H. Furthermore F(jw)G(jw) = In,. Now,
I1F(jw)Ga(jw)l| = Q7 (jw)F(jw)Ga(jw)|| < ||F(jw)Ga(jw)|l = v0 since| Q! (jw)|| < 1.
This proves thaty < ~ and sincey > ~, it follows that~, = ~. O

Remark 5.1.4. As can be concluded from Lemma 5.1.2 that the optimal cost function is abtaine
by achieving the minimum ¢#'(jw)G4(jw)|| whereF(s) is such thatF'(jw) is the set of all left
inverses ol ¢(jw). Hence, the constraint oR'(jw) can be expressed as an equality constraint

such thatF(jw) G (jw) = In,. O

Remark 5.1.5. Note that the equality constraitit(jw)G(jw) = I whereF (s) € RLx ™ is the
condition to ensure fault isolation at, which constructs an identity transfer matrix from faults to

residuals. It means that if the obtainéd s) is stable, optimal fault detection filter also achieves
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fault isolation. In the case that'(s) is not stable, by using the techniques in Lemma 5.1.1, it is
always possible to find af'(s) that achieves optimal fault detection, howeverjw)G s (jw) #

I, butis unitary. |
5.1.3 LMI solution to Problem 5.1.1

As stated in Lemma 5.1.2, the FD problem is reduced to the solution to the optimization pr
lem in (5.15). In this section, a parameterization oflalind H satisfying the equality constraint
F(jw)G(jw) = I, is derived. Then, Problem 5.1.1 is solved by using LMI optimization tech-

niques in which stability constraints are not imposed.

Firstly, let all variables and assumptions be as given in Problem 5.1.1 éind de
Y = (jwl — A— LC)"'L. (5.16)
By following some matrix manipulation, it can be seen that

(jwl — A—LC)™!

— —(A—jwl) M [T+ LC(A—jwl)™] "

= —(A—jwl) ' [I - LI+ C(A - jwl) 'L) ' C(A — jwl)™]

= —(A—jwD)™ [T~ (I +LO(A — jwl) ) LC(A — jwI)™]

= (jwIl — A+ (jwl — A~ LC) 'LC(jwl — A)!

= (jwIl —A) ' +YCO@GwI - A)! (5.17)
Next, let F'(s) and Gf(s) be defined as in (5.4) and (5.5). By using (5.16) and (5.17),
F(jw)G(jw) can be expressed as

F(jw)Gy(jw) = HDj+ HC(jwl — A~ LC)™(By + LDy)
= HD;+ HC(jwl — A—LC)'B; + HCY Dy
= H(+CY)(Dy+C(jwl — A)"'By)
= H(I+CY)G(jw) (5.18)

Since it is assumed tha¥;(jw) has full column rank, there exis{i'} e C™*"™ and GJ% €

¢(ny—n)xny which can be obtained from a singular value decompositiaf dfjw), such that

t
Gr(jw) = |:I'8f ] , rank ([g;:_]) = ny. (5.19)

.I_
“r
Gy
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It follows that all H (I + CY') satisfying the constraint'(jw)Gs(jw) = I, can be parameterized

by
H(I +CY) =G+ 5Gf (5.20)

whereS e ¢ *(mv—ny) is a free parameter anfl = S, + jS, whereS;, Sy € R *(y—ny),
The next theorem gives an LMI solution to the optimization problem propivseeimma 5.1.2 by
rearranging the variables as given in (5.16) and (5.17).

Theorem 5.1.1.Let all variables be as defined in Problem 5.1.1. Then

Wi Wy

Yo = inf{y:Sy, S € RM > [ W, W ] < 0} (5.21)
where
W, — [ . I - GL GRSt - aLsT ]
G+ 51Gp — S2Gya —~I ’
_— [ ) 0 Gl GhsT - Gglsg]
Gf2+Sle2+SQGf1 0 ’

G 1 and Gy, are the real and imaginary part cﬂl}(Dd + C(jwl — A)~1By), respectively while
G 1 andG/, are the real and imaginary part @+ (Dy + C(jwl — A)~! By), respectively.
Proof. As shown in (5.10)||F (jw)G4(jw)| < ~ if and only if
—1 Gy (—jw) P (—jw) }
. . <0 5.22

[ F(juo) Galje) I 5-22)
whereF (jw)Gq(jw) = HDg+ HC(jwl — A— LC)~Y(Bg+ LDy). By using (5.16) and (5.17),
the nonlinear matrix inequality in (5.22) can be written as

—~I GI(—jw)(I +CY)*HT

[ H(I+CY)Gy(jw) T ] =<0 (5.23)

To ensurd(jw)Gy(jw) = In,, the parameterization given in (5.20) is used in the matrix inequal-

ity to give

AT &) [t + sat]”
v a\J f !

; T <0 (5.24)
[Gf + SGf} Ga(jw) —~1

It can be seen that (5.24) is linear but complex. To numerically solve this fufglblem, it is
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necessary to convert the complex LMI to a real LMI with larger dimensignadiing that if
W = W1 + jW5 whereW; andW, are real, then

Wi Wa

W<O<:>[_W2 W

] =< 0. (5.25)

O
SinceS can be obtained by solving the LMI optimazation problem in (5.21), then bywollp

(5.20) the relation betweeh and H can be expressed as
H=Z(I+CY) ' =Z[I +C(jwl — A—LC) L]} (5.26)

whereZ = G} + SG]%. Hence,L can be chosen first and théhis computed by solving (5.26).
However,H may be a complex matrix. Next, a parameterizatiori.o$ derived such tha#l is

real.

Take Z; and Z; to be the real and imaginary parts((i; + SGJ%, respectively, where/y, Z, €
R™ >y Also, set

E = (ZyCA+wZ,C) (A% + W2T) L (5.27)
Then

H = Z[I+C(jwl —A—-LO) 'L

(
= Z[I+C(jwl — A)~YI - LC(jwI — A)~H~ it
(

)
= Z[I+C(jwl — A)'L(I — C(jwl — A)~tL)~1!
= Z[I - C(jwl — A1)

= (Z1 4 jZo)[I + C(A? + 1) 1 (jwI + A)L). (5.28)

It follows that L should be chosen such that the imaginary part/os zero. Hencel should
satisfy
(ZoCA+ wZ,C)(A? + w?I)"'L = EL = — 7, (5.29)

By taking a singular value decompositionef it follows that all L satisfying (5.29) is of the form
L=-E'Z,+ F*K (5.30)

whereK € R("—1)xm s free. ET € R andE+ € R"*("~"¢) are obtained from a singular

value decomposition aF’ such that

E[E" Et]=]I

n; 0], rank[ET E*+ |=n. (5.31)
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Using this parameterization @f it follows that H is given by
H =27+ (Z)CA - wZ,C)(A? + )7 L (5.32)

To summarize the results obtained above, a procedure is given to illustragtetieeto solve

Problem (5.1.1).

Algorithm 5.1.1. Let Gy(s) € RL " andGf(s) € RL ™" be as given in (5.2) and let
w > 0 be given. Assume that, > n¢, (A, C) is detectable and thaf s (jw) has full rank.

1. DefineG', andG# such that (5.19) is satisfied.

2. ComputeG' 1, G sz, G 1 and Gy from (5.21).

3. Find~, andS that solve the LMI optimization in Theorem (5.1.1).
4. DefineZ;, Z5 and computer by following (5.27).

5. Parameterizel, as shown in (5.30) and chood€, say K = 0, find L from (5.30) and
computeH from (5.32).

(@) If A+ LC is stable, we are done.

(b) Else, if the pairf A + LC, HC) is detectable, leX = X7 ¢ R™*" be the stabilizing
solution of the algebraic Riccati equation (5.13) and redefine- L — XCTH" H.

(c) Else, redefind, using the procedure in part (2) of the proof of Lemma 5.1.1 so that the

pair (A + LC, HC) is detectable and go to Step 5(b).
6. The optimal FD filter is given b§'(s) = (A + LC, L, HC, H) € RHs ™".

Remark 5.1.6. SinceL can be parameterized as shown in (5.30), it follows that there remains
the degrees of freedom ii§ to ensure other design specifications. For example, to achieve fault
isolation requires the stability ofl + LC' (see Remark 5.1.5). In other words, it is required to find
a K such thatd + LC = A — EtZ,C + E+KC is stable. However, this is equivalent to the
problem of stabilization using static output feedback, which is known to béauttiproblem. See

[83] for a recent technique for solving this problem. O
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5.1.4 FD problem at DC

This section considers the special case when- 0, that is, we consider the FD problem at
DC. In order to exploit the available degrees of freedd/RG4||~ iS minimized rather than

I1E(0)Ga(0)]]-

Problem 5.1.2. Let the variables and assumptions as defined in Problem (5.1.1). Findobesta

filter F'(s) such that the optimum

Yo = inf 1F Gl (5.33)

F(O)Gf (0):I7Lf

ngeXn
F(s)yerod Y

is achieved, wher&';(0) = Dy — CA™' By

Next, a parameterization df and H is given such that the equality constraint in Problem 5.1.2 is
always satisfied. Let = (A+ LC)~'L,then(A+ LC)™1 = A1 —YCA~L. By settingw = 0

and following similar lines of the derivations in Section 5.1.3, it follows that
H(I - CY)Gs(0) = I, (5.34)

whereG;(0) = Dy — CA™'B;. Take H = H(I — CY). Next, by using a singular value
decomposition of7 ¢ (0) find G} € RM XMy andGJ% € Rw=ns)xny,

T
Gf(0)= |:I76f :| , rank ([gj{‘] ) =Ny, (5.35)

H can be parameterized such thatAlkatisfying (5.34) are of the form
H=H(I-CY)=G}+SGf (5.36)

whereG} € R™>™ andGy € RUw=ms)xmy,

Note thatS, € R™ *("—"¢) is a free parameter. Following from the application of a congruence

transformation to the bounded real lemma [6], the theorem below gives drsdlMtion to the

optimization problem in (5.33) without imposing stability constraint.

Theorem 5.1.2.Let all variables be as defined in Problem 5.1.2. Then

Yo =inf{y: RER™ ™, Sye R *(v=ms) p—= PTe R™™ W, < 0} (5.37)
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where
PA' 4+ A7TP - RCA™! — A-TCTRT * *
Wy = ~BTA=TP - G," (0)RT —I * (5.38)
(Gl + SoG)C A (Gl + S0GH)Ga(0) 1

ande(O) =Dy — CA_IBd.

Proof. Using the Bounded Real Lemma [§li"G4|| ., < v if and only if there exists a symmetric

P such that

(B+LDy)TP —~I (HDy)"
HC HDy —I

P(A+LO)+(A+LCY'P P(B+LDy) (HC)T
[ =<0 (5.39)

Take a congruence transformation by post and pre multiplyfiagd its transpose to (5.39), where

(A+LC)Y' —(A+LC)"Y(Bg+LDy) 0
T= 0 I 0
0 0 1
This gives
(A+LC)" TP+ P(A+LO)! * *
—(Bg+ LDy)T (A4 LC)"TP —~I * | <0 (5.40)
HC(A+ LC)™! H[Dg— C(A+ LC) Y (Bg+ LDg)] —~I

Redefing A+ LC)™'L =Y and(A+ LC)~! = A= —YCA~! and apply the parameterization
given in (5.36), then the nonlinear matrix inequality in (5.40) is equivalentad Ml in (5.37).0

Remark 5.1.7. As noted, to achieve optimal fault detection, the stability condiffors 0 is
not imposed as in [52]. This implies that the design variabla (5.37) may not be stabilizing.
However, by following similar procedures as given in Lemma 5.1.1, the filleteastabilized

without losing any optimality. O

Remark 5.1.8. For a special case of Theorem 5.1.1, namely, at DC, the varifildan be solved
from the LMI optimization in (5.21) by setting = 0. However, by following (5.20), only the
productH (I — C(A + LC)~1L) should be fixed for achieving the optimal solution. Hence, the
filter parameterL can be freely chosen firstly anl can be then obtained frorh. It follows

that the observer parametdr can be used to implement other control specifications such as
LQG control or Kalman filter [115] first, then with little extra effort, all from (5.26) can be

implemented and optimal fault detection at DC can also be achieved. O
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5.1.5 Numerical examples

To demonstrate the effectiveness of the proposed fault detection fittemgcin a real system, a
jet engine example is considered in this section. The state-space model dE g Bt engine

[48, 67] is given as

A _ [-3370 1636 ] , _[058 —1.419 1252
~ | -0325 —1.896 | """ | 0410 1.118 0.139 |’
1 0 0 0 0
C = 0 1 |, D,=| 0 0 0
0.731 0.786 0.267 —0.025 —0.146

The system has = 2 andn, = n, = 3. Suppose that this system is subject to two potential

faults and two disturbances { = 2 andny = 2). The distribution matrix of faults are given by

B[ 0586 —1.419
F= 10410 1.118

10
] , Dy=1]0 1],
00
Since the example in [67] does not involve disturbandgsand D, are randomly generated as

follows:

0.0865  0.1177
} , Dg=1| 03331 —0.4366
—0.0251 0.0273

—0.2973  0.0467
0.0094 —0.1814

Bd:[
Suppose we consider the fault detection problemwat= 1. Sinceny < n,, we ap-
ply Algorithm 5.1.1 in Section 5.1.3. By solving (5.21) in Theorem 5.1.1, we obtain
S = [ —0.0420450.1717  1.6657+350.9250 ]T and the corresponding optima) = 0.2669.

By using (5.30) and (5.32), the observer gains are given as follows

I —0.5860 1.4190  13.1302 ]’ H:[l 0 —0.0040]‘

~ | —0.4100 —1.1180 —11.3298 0 1 10.3635

Note that sinced + LC is stable, then(jw)G(jw) = I,, and the given filter achieves fault

isolation atw = 1.

Suppose that disturbance 1 is a band-limited white noise with power 0.2 (zeoehhold

with sampling time 0.1s) and disturbance 2 is a constant biases of amplitude riedcttom 2
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second. The two faults are assumed tofbe= 0.5sin(t) and f, = sin(t) connected from the
10th and 15th seconds, respectively. Figure 1 gives the residyangs before the filter, while
Figure 2 shows the filtered residual responds. The example demongiiatéise designed filter

gives satisfactory fault detection and isolation performance and alsgsst®orobustness against

disturbances.
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Figure 5.1: Residual time responds before the filter
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Figure 5.2: Residual time responds after the filter

5.2 Fault detection problem over a frequency range

This section gives an initial research on the FD problem over a frequangg. By applying the
result in Chapter 4, a novel problem formulation is proposed, whichfoems this problem to an
optimization problem which is to, over a frequency range, minimize the sensitmvitisturbances
with respect to the sensitivity to faults. Then by using a generalized GKYP lemsalution is

derived in the form of an LMI optimization followed by a linearization procedu

5.2.1 Problem formulation

Consider a linear time-invariant dynamic system subject to disturbancefaaltsl as given in
(4.1) and suppose the residual generator using a static observethedafm in (4.2). FoG(s) €
RH P, define

IGl, = sup & (G(jwi))- (5.41)

|wl|<w

Then the FD problem over a frequency range is formulated as follows.

Problem 5.2.1. Let all variables and assumptions be as given in Problem 4.1.2. For a given
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~ >0, find L and H, if they exist, such that 4+ LC is stable and

T;f1 Trq

< Y. (5.42)

where

- A1+ ZyCy | Byy + ZyD
1 5 1 0C2 d,1 0Dg,2
TTf (S>Trd(s) o [ Ch1 + UyCsy ‘ Dd71 + U()Dd,g ’

(5.43)
and whereA;, C1, Ca, Bg1, Dg1, Da 2, Zo andUy are as defined in (4.11).

Remark 5.2.1. The major difference of this work from Problem 4.1.2 is that the cost function
(5.42) which combines both fault detection and disturbance attenuatioireegents is minimized
only over a finite frequency range such that the 'ratio’ between these bjectives is optimized

over a limited frequency domain rather than over the whole frequencyerang O

5.2.2 LMI solution to Problem 5.2.1

The previous section proposes a single cost function which captutiedauit detection and dis-
turbance attenuation, then the FD problem is transformed to a minimization proisiem the
norm as a measure as defined in (5.41). In this section, an LMI solution podblem is given by

using the following generalized KYP lemma [47].

Firstly, letY,, = (jwl — Ay — ZyC3)~' Zy, by taking similar matrix manipulations as in (5.17)
and (5.18), we have
(ij—Al—Z()Cz)il = (ij—Al)il—i—Yng(ij—Al)fl
(jwl—A1—ZyCo)(By1+ZoDag) = (jwl — A1) 'Bai+ Y, [Daa+Co(jwl — A1) "By ]
(5.44)
Also, takeH = Uy(I 4+ CyY,,) + C1Y,,. Then
(Cl + UoCz)(ij—Al—Zocg)_l = Cl(ij — Al)_l—l— f{CQ(ij — Al)_l,
(Dg1 + UgDgs) + (C1 + UgC2) (jw — Ay — ZoC) ™  (Ba1 + ZoDys2) =

[Da1 + C1(jwI — A1) "By + H [Dggo + Co(jwl — A1) ' Bya]. (5.45)

To simply the notations, in the following we takgwl — A;)~! = A7 + jAY whereA], A} €
R™ ™. The next result shows that the FD problem over a frequency raamgbe solved by using

the following form of the generalized KYP lemma [47].
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Lemma5.2.1.Given matrices4, B, C, D), forV |w;| < w, the following finite frequency domain
inequality
| D+ C(jwl — A)7'B|| < (5.46)

holds if and only if there exist hermitian matric@s>- 0 and P such that the following LMI

—ATQA+ PA+ ATP + w2Q * *
—-BTQA+BTP -BTQB —~,I * =<0 (5.47)
C D —~ol

a

The next theorem gives a solution to Problem 5.2.1 using Lemma 5.2.1 folloyvadséries of

linearizations.

Theorem 5.2.1.Let all variables be as defined in Problem 5.1.1. Then

Yo = inf{’y!Xl,Xg [ Rnxn7Z1,Zz c Rnx(”y_”f)’

- - r il
iy, Hy € R (w=m) M = [é‘é M ] <0} (5.48)
where
My * * , Mfl —M2i1T —M§1T
M'=| My —l * |, M'=| My 0  —Mi,"
Mz, M3y —vl M M, 0
and where
Xo 4+ XT 4 , ,
M&:A%Ei—Wﬂ%XMH%&M—&MF—%@M—&@%)
—(Z1Co AT — ZyCr AN,
My, = —(X1A7Bgy — XoAiBy1)! — [Z1(Dgg + CoATBg) — ZoCoAiBgq]"

My, = HCAT — HyCo Al + Co AT,

M}, = Hi(Dga+ CyA Byy) — HyCoA By, + (Dga + C2ATBay),

My, = X1T2;X1 — (Xo AT + X1 AY) + (X AT + X1 AT — (Z1Co A + ZoCh AY),
+H(Z1Co A} + Z2C2A§)Ta

M3 = (X2A7Bgy + X141Ban)" + [Z2(Das + C2A By ) + Z1C2 Al Bya )",

My, = HCoAL + HyCo AT + Co Al

Miy, = Hy(Dgg+ C2ATByy) + HiCyAL By + CoA By,
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Proof. Firstly, by rearranging the entries, the LMI in (5.47), applied to the realisatiq5.43),

can be equivalently expressed as

—(HwI-A)1Q(wI-A) — (—jwI-A)T(P—jwQ) — (P+jwQ)(jwl—A) * *
BTQ(jwl-A)+BT(P — jwQ) —BTQB—~I x | <0
C D —~1

Apply a congruence transformation by post- and pre-multiplying (5.39) @and its Hermitian

where
(jwl — A~ (jwIl —A)~'B 0
T= 0 1 0
0 0 1
Then,
~Q—(jwl-AT) "N (P—jwQ) — (P+jwQ)(jwl-A) ! * *
BT(jwl—AT)"Y(P + jwQ) —~I *x | <0
C(jwl — A)~1 D+ C(jwl — A)~'B —HI

By substituting the state space model formulated in (5.43) into (5.49), a nantiragdx inequality

is obtained as follows.

M11 * *
M= | My —I % |=<0, (5.49)
Msy Mszy —vI
where
My = —Q—(—jwl-A] = C3 Z§ )~ (P—jw@)— (P+jwQ)(jwl — Ay — ZyCy) ",
My = B'(jwl-A] —C3Z§) (P + jwQ),

Mg = (Cl + Ung)(ij — (A1 + Z()CQ))fl,

Mz, = (Dd,,l + U()Ddg) + (01 + U[)CQ)(ij — Ay — Z()Cz)il(Bd’l + Z()Ddg).

TakeX = P — jw@ andZy = XY, X1 = P, + wQ2, X2 = P, —w(@; and by rearranging the
variables as shown in (5.44) and (5.45), the matrix inequality in (5.49) is lreshas follows.

My, = — X (jwI-Ay) ™Y 20Oy (jwI —A1) ™ (—jwI-ATY X *— (—jwl - AT 'ctzs,

My = BE (—jwl — AT) X 4 [Dfy + BY, (~juwl — AT) 1) 75,
Mz = Cl(ij — Al)_l + E[OQ(]U}I — Al)_l,

M3y = [Dgy + C1(—jwl — A1) 'By1] + H [Dya + Ca(—jwl — A1) ' Bya] -
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As can be seen from (5.49), the LMI is complex. To numerically solve this pMblem, it is
necessary to transform the complex LMI to a real LMI but with larger dinmerssas stated in

(5.25). TakeM = M" + jM* whereM” andM* are real, then

T iT
M<04:>[M M ]<0.

M M7

O
By solving the LMl in (5.48), itis obtained thaf = X+ X», Z = Z1+jZ, andH = H,+jH,
so thaty = X~!Z. By using (5.44), it follows that

Zo = (jwl — A)Y,(I + CoY,,)™, Uy = (H — C1Yy,)(I + CyY,,) ™t (5.50)

So that by following the arrangements defined in (4.14) and (4.15), tleabparameters and

H satisfying (5.48) are calculated as follows.

L=-ByD}+ ZDf + Z1 D} + 2:UsDf, H = UyD} + U1 Uy Dy (5.51)

It can be seen thdat and H from (5.51) may be complex sinc&, andUj calculated from (5.50)

may not be real so that the observer is not practically implementable. Take
Zo =75+ 37, Uy = Uj + jUL. (5.52)

Although there are remain degrees of freedo@ine R™*"f andU; € R™*"f in (5.51) which
can be chosen to achieve

Zb+ 721U = 0, U, =0 (5.53)

to make the design parametdrsaand i real, however{/; = HD; means that/; should always
have full rank, which implies there may not always exist a full réhksuch that (5.53) is satisfied.
Therefore, the optimal paifL, H) from (5.51) could be complex and the resulting filter is not
applicable. Further research is needed to find a real and optimalpdif) or to find a systematic

algorithm to get a suboptimal solution to guarantéeH ) can be always real.

5.3 Concluding remarks

In this chapter, the observer-based FD problem for linear time invanysterss at a single fre-
quency and over a finite frequency range are investigated, resggctihor the FD problem at a
single frequency, an optimal solution is derived such that at a givejudirecy, the residual signal

minimizes the sensitivity of the residual to disturbances while maintaining a minimumdével
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sensitivity to faults. LMI optimization techniques are used to obtain the optimaicoluMore-
over, a simple parameterization of all optimal solutions is derived such that spiecifications
can also be achieved by choosing the degrees of freedom remainingpardm@eterization. In
particular, it is shown that, when = 0, the resulting degrees of freedom allow the FD observer
to be used simultaneously for control system design. Conversely, curdemonstrates that ob-
servers used for control system design can be also employed to implemkuigtection schemes

at DC with minor modifications.

Moreover, an initial investigation is carried out on the FD problem overiteffrequency range
whose solution turns out to involve a difficult nonlinear optimization. By appglyhre General-
ized KYP lemma and using the results given in Chapter 4, a novel problemufation is pro-
posed such that the FD problem is transformed to a sensitivity optimizatioteprawver a finite
frequency range, where the ratio of the sensitivity of disturbancestbgesensitivity of faults is
minimized. By following a linearization procedure, a state space solution is edthinsolving an
LMI optimization and conditions under which this solution is optimal are also déritHowever,
this problem is still not fully resolved since the resulting observer parameterd be complex
and may not be usable in practice. Further work is needed to find an afgdadthbtain real and

optimal solutions.
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Chapter 6

Conclusion

6.1 Contributions

This thesis presents research work on the problem of model-basedHDEar dynamic systems
subject to faults, disturbances and model uncertainties. It contains difeesnt approaches
to solve the FDI problem: an on-line moving horizon estimation procedure ms@asurement
analysis, a robust static observer design for a mi#ed#., FD problem and a FD procedure for

a finite frequency range etc.

The three approaches are summarized as follows:

e First, in Chapter 3 a novel on-line approach to the robust FDI problemogosed for
linear discrete-time systems subject to faults, disturbances and normeabunckrtainties.
The upper and lower bounds on the fault signal are computed at eagilirsg instant.
Then a fault is regarded as having occurred when its upper bound Iesthan zero or
lower bound is larger than zero. LMI optimization techniques are employedttnothe
bounds. Furthermore, a subsequent-state-estimation technique togitthan wstimation
horizon update procedure is proposed, which allows the on-line fagittilen and isolation
process to be repeated in a moving horizon. Also, it is shown that the ggdmpproach
reduces to the solution of linear programs when no uncertainties are ecetsid the model

description. The details of this approach have been published in [16F, 10

e Chapter 4 gives an optimal state-space solution t¢th¢# ., FD problem for linear time-
invariant systems subject to faults, disturbances and model uncertaiffiiess$, a novel
performance index is developed to capture both the requirements of &elttidn and

disturbance rejection which is particularly suitable for handling model taic¢ies. Then,
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by using a static observer, a class of solutions to the FD problem is give ifotim of
a simple LMI with two degrees of freedom. These degrees of freedornthareused to
derive the optimal filter to thé{_ /., FD problem and achieve further specifications such
as fault isolation. Moreover, it is shown that by introducing a weighting fittez results
are further improved and certain widely held assumptions can be removedllyfFthe
proposed approach is extended to implement FD for uncertain systemslefdils of this

approach have been published in [108].

e Chapter 5 first considers the FD problem at a single frequency. A sirapdereterization of
all optimal solutions is derived such that other specifications such asdalation can also
be achieved by choosing the degrees of freedom remaining in the paraateia. LMI
optimization techniques are used to obtain the optimal solution. In particulan whkeO0,
the degrees of freedom allow the FD observer to be used simultaneoustyntool system
design. Then, an initial research is carried out on the FD problem ofieite frequency
range whose solution turns out to involve a difficult nonlinear optimization fddgwing
a linearization procedure, a solution is derived in the form of an LMI optitiinausing
the generalized KYP lemma. Also, conditions under which this solution is optireallsao
derived. However, this problem is not fully solved since the resultinggdgsarameters
could be complex so that the design may not be usable in practice. The iiestilis

chapter have been published in [107, 109].

Moreover, a further study and result related to the on-line FDI approa€hapter 3 are given
at the end of this chapter. It provides a new idea of reconfiguringsystedels and estimating
model uncertainties by using only input and output measurements. Thishlaswalready been

applied to the area of networked system control as stated in [116].

6.2 Future Research

6.2.1 Flexible horizon length

The approach in Chapter 3 achieves FDI by computing upper and lowerdbmn faults over
a finite estimation horizon for linear discrete-time systems with model uncertaintiesevsr,

one main drawback is that solving LMIs over a finite estimation horizon of @icelength could
be unnecessary and computationally expensive, which may limit its applicatiastteystems.

Hence, it would be useful to propose an algorithm to choose a flexibledmotength to save
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computational resources and apply this approach more efficiently.

6.2.2 Comparison between static and dynamic observers

The approach proposed in Chapter 4 is based on static observer.disfgnt, in the literature
there is another kind of observer , that is, the dynamic observer whichlready been used to

achieve FDI [61]. Generally, a dynamic observer can be describkdsllowing form:

EIREESIIE!

wherez(t) € R" is the observer state amgt) € R"/ is the residual signal. Figure 6.1 shows a

dynamic observer in the residual generation scheme. By defining the fofj@augmented state

Disturbances d(t) Faults f(t)
Input Output
= Actuators ™ System ™ Sensors > >
u(t) y(t)
B la—
i ¥
Dy,
&1 & r
— BkulT J .
Ay J
'Dk'u

Figure 6.1: Residual generation using a dynamic observer
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and by taking Laplace transform, it follows that

By B B

Dy Dy D,
A 0| By By B,

= |ByC Ag| ByD; BiyDgq Bpu+BiyDu|, (6.2)
| DiyC Ci| DiyDs DiyDg Dyy+Diy Dy

S

[To4(s) Tra(s) Tru(s)]

Q> :B>

whereT}¢(s), T;4(s) andT}.,(s) denote the dynamics from faults, disturbances and inputs to the

residual, respectively. It follows that
r(s) = Try(s)f(s) + Tra(s)d(s) + Tru(s)u(s) (6.3)

Since dynamic observer-based FDI schemes have more degreesdafifrén the observer param-
eters, it may be possible to obtain better performance for fault detectiodistodbance attenu-
ation. Therefore, it is of interest to use a dynamic observer and damiwgtimal solution to the
FD problem. Also, it would be useful to carry out a comparison of FDgrerhnce between the

static and dynamic observer-based approaches.

6.2.3 Comparison between the approach in Chapter 3 and othdfD approaches

Chapter 3 gives a novel idea for FDI by evaluating the fault signal b®winle most contributions
in the literature usually achieve FD by generating the residuals. Also, the@sp approaches
from the model control literature [85] concerning state constraints whiglalgo considered in
Chapter 3. Hence, it is needed and of interest to compare the on-lineeBDlts proposed in
Chapter 3 with the results by using other FD approaches from the liter&turner improvement

on the proposed FDI approach may be achieved from the comparison.

6.2.4 FD over a finite frequency range

FD problems over a finite frequency range have received increatigrgian from the literature
[90, 92, 58] since they can relax the restrictive rank assumptions dindfgnamics and improve
the FD performance. However, many contributions give sub-optimal snkiaiod are difficult
to implement due to the involved nonlinear optimization. In Chapter 5, an initial nesés
presented for this problem over a low frequency rajage< w; where a solution is given in the
form of LMIs and conditions under which the solution is optimal are alsovddri However, the
resulting parameters may be complex and not usable in practice. Hencef ihisrest to find

a systematic algorithm to obtain real and optimal solutions to the problem. Mayéoweuld
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also be useful to investigate the FD problem over the middje<( |w| < w2) and high frequency

ranges [w| > wp).
6.2.5 Uncertainty estimation

In practice, system model uncertainties can be inevitably introduced bgssmoises, parameter
variations and non-linear dynamics. A precise uncertainty estimation acdptes is impor-
tant for designing control systems and achieving other specificatiohsasu€D. Recently, much
research effort has been devoted to the uncertainty estimation probtdinefar systems. See

[51, 74, 41, 4] for details.

In this section, a novel approach is proposed to solve the uncertainty gstimpeoblem for linear
discrete-time systems subject to bounded additive disturbances and aondelnl uncertainties.
Similar to the FDI scheme in given Chapter 3, this approach achieves untegatimation by
computing upper and lower bounds on the entries of the uncertainty matrixaidynamic system

model as well as input/output measurements over a finite horizon.

Problem formulation and solution

Consider an LTI discrete-time system subject to disturbances and untiegaf the form

i | _ [ A+AA | By+ABy B +AB, | |5 (6.4)
Yk B Cy+ACy ‘ Dyd+ADyd Dyu+ADyu ul; .
for k € N, whereN := {0,1,..., N — 1} is the estimation horizon. It is assumed the norm-

bounded uncertainty matrices in (6.4) are of form given by [61]:

[AA ABy ABU]

_ BP
AC, ADy; AD,y, _[ ]A[Cq Dya Daqu |

Dyp

whereB,, Dy, Cq, Dyq, andDg, are known and\ is anna x na unknown matrix withA € A

where
A: = {diflg(51]nA1,~-,5lInAl 0 ER,Y <6, <60 i=1,...,1} C R"WAX"A,

In this descriptions! and &Y represent initial bounds on the uncertainty. In the following the
problem of refining the lower and upper bounds for this simple uncertaittis presented while

the problem for more complex uncertainty descriptions is left for futureamet.
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Note thatA hasl repeated diagonal blocks. Assume that upper and lower boands, and dj,

d;. on the initial state and disturbances, respectively, are available and defin

w = |:xc.i0:| , W = |:.%C'i0:| , W = |:.%L.i9:| 7Dyw: [Cyg Dyd] , Ny = n+ Ny.
Similarly to (3.10), the uncertainty data are re-sequenced so that théainteset has the form:
A, = {diag(In ®O1lny, s IN® 5zInAl,§? <6;<6%i=1,...,1,} c RNa*Na_ (6.5)

Using an iterative computation, the system algebraic formulation over the estirhati@aonN is

described as:
y = (Dyw+Ap,, )w+ (Dyu + Ap,, )u (6.6)
wherew < w < w and
[ Ap,. Ap,. | =DypAcI —DgpA)™ [ Dgw Dgu |, Ac € Ae. (6.7)
Then, the uncertainty estimation problem for linear discrete-time systems isadekas follows.

Problem 6.2.1. Let all data and variables be as given above. Therifed, 2, ..., find

_ T
- Ts 6.8
@ w §m£X§ . e (6.8)

Yy = (Dyw + A’Dyw)w + (Dyu + ADyu)u
ADZ]U’ ADyw given by (65) and (66)
Y, U given

. T
= min e o 6.9
£ w<w<w ' (6.9)

Ap,,, Ap,, given by (6.5) and (6.6)
Y, U given

whered = [6; by ... 5l]T ande; is theith column off;.

Note that the intervdlp,, ¢;] is our best estimate fai; given all the information about the system.
The following theorem shows that evaluating an upper bound on €atltan be obtained by

solving an LMI problem.
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Theorem 6.2.1.Let all data be as defined previously. 1Bt denote the set of all reah x m
diagonal matrices and define

S = {diag(S1,...,8)):0=<8; =8I e RNa*Na; =1 ... 1} cRNaxNa
G = {diag(Gy,...,G)) : Gy = —GleRN>>Nai i =1,... 1} c RNaxMa
K

= {diag(k1,..., /) ki € RN% i =1,...,1} c RVax,

TakeM c R!with all its entries equal to 1. Then for=1, ..., 1,

e?éﬁ@i < ;= ~__ min 0; (6.10)
Li(0s, K, B, Dy, 73,83, G) = 0
0=<D; e D" 0=<E; €D
Si E_S,Ki ek
Gi c Q
T, €ER
where A
x * *
S. K. FB-D. = O él %2 * * 6.11
L:’L( ZJKZJEZ7D17TZ7Qi7Gi) - él ;CZ32 Ez33 * 9 ( . )
n Lip Lis Ly
and

1 =Di- ﬂDngyw - Dqugiqu! Lh = %KiTquv LY = E;,
Ly = —7DL Dy — DI SiDguy — GiDyw, Ly = iDL K,
Liy = —7DL Dy, + S; — DL.SiDy, — GiDygp + DLG;,
Ly = —5(@ + w)" Di + 7i(y — Dyuw) "Dy — v DL, S Dyus,

o = 5ul DI K; — 5(6° + 8°)TE; — 3el,
Ly = 7i(y — Dyuu)" Dyp — u' DL, 5iDyp + v DL,G; — MTKT,
Ly, =w" Diw — 7i(y — Dyuu)” (y — Dyuu) — u' DL, 5iDgyu + (8°)T Ei6” + 6;
and where?” = [59 69 ... 69]" ands® =[50 &9 ... &]".

Proof. Takep = Ac(I — DgpAc) ™' [ Dgww Dguu |, then (6.6) can be represented as the

following equalities,

Yy = Dyww + Dyyu+ Dy,p,

p = Ac(Dgww + Dgyu+ Dgpp).

It follows that the problem formulation for obtaining the upper bound,an (6.8) can be rewritten
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as

D; min el's. (6.12)
w<w<w
Yy = Dyyww + Dyyu + Dypp
P = Ae(Dgww + Dgytt + Dypp)
Yy, u given, A, € A,

S
|

DefineQ := {Q : QA. = A.Q,VA,. € A} which is the set of matrices which commute with all
matrices inA.. Note that since = D,,w + Dy,u + Dypp thenQip = A.Q;q for anyQ; € Q.

According to the specific structure &f. given in (3.10), it can be verified that
Q= {diag(Q1,..., Q) : Qi € RNa>Nay =1, ... 1} cRNaxNa,
Note that the constraints in (6.12) imply thdiQ7 Q:p < ¢ QT Qiq,¥Q; € Q. Also, note thati;

is skew-symmetric with the structure as defined above, then a computatios steiw/ G;q = 0.

Then, a manipulation verifies that the identity

I6—6 = —(w—w)' D;(w—w)— (3°—8)" E; (5 -8

+p" Qf Qip - (Dguww + Dguu + qup)TQiTQi(quw + Dgute + Dgpp)
~7i(y — Dyww — Dyt — Dypp)T (y — Dywo — Dyt — Dypp)

—pT Gi(Dyww + Dyuts + Dypp) + (Dguow + Dyt + Dygpp) T Gip

_KiT[p — Ae(Dgww + Dyt + Dypp)]

(6.13)

|
gﬂ
i<
%ﬂ
—
N
=
:RI
&
:@I
:\]\
:;QI
;’G}I
e S

isvalid forallg; € R, K; € RVaXl, D, € RNexNw E. e RXL 7 € R, Q; € RNaxNa
andG; € RNa*Na_ From (6.13), it can be seen th&tis an upper bound on!§ if there
exist0 < D; € PV, 0 < E; ¢ D, K; € K, 73 € R, Q; € QandG; € G such that
Li(6;, Ky, Ri, Dy, 71, Q;, Gi) = 0. An inspection of the set® andS verifies thatQ; € Q if and
only if S; :== QT Q,; € S and so an upper bound @4 is given by solving the LMI optimization

in (6.10). O

Similarly, the next theorem derives lower bounds on the faults. The psoomitted since it

follows similar lines to that of Theorem 6.2.1.
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Theorem 6.2.2.Let all data and variables as defined in Theorem 6.2.1. Then#od, ..., n;,

els>¢p >p = max
- = Ez((szaKmEzanazmﬁzagz) j 0
0=D,eD" 0= E; €D
S;ieS, K, ek
G, eg

=4

wherel,(4,, K, E;, D;,7;,S,;,G;) < 0is as defined in (6.11).

2 ==y =) =) ) =) =
Example

To demonstrate the effectiveness of the proposed approach, Examgike in Chapter 3, is
considered in this section. Here, assume that the system is fault-free edésthrbances are
uniformly distributed random numbers between -1 and 1. Also assume thapplee and lower
bounds on the initial state, arel and—1, respectively, and the initial upper and lower bouitis

ands® on ¢ are10 and—10, respectively.

Here, the uncertainty matrix in the system model is assumed to be

~[01363 0

A 0 —0.5327

so thatd = [ 0.1363 —0.5327 |. Take the estimation horizon lengfii = 5. By applying

Theorems 6.2.1 and 6.2.2, the upper and lower boundsape solved and given as follows.

§=1[0.128 —0.5332]"
T

§=1[0.1363 —0.5327 |

5=[01440 —0.5204 |"

It shows that the difference between the upper and lower boundsmsmall, which meansis

well-estimated.
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