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Abstract

We investigatean extensionof the formalism of interpretedsystemsby Halpern
andcolleagueso modelcorrectbehaiour of agents Thesemanticaimodelallows
for therepresentatioandreasoningboutstateof correctandincorrectfunction-
ing behaiour of the agents,and of the systemasa whole. We axiomatisethis
semantiaclassby mappingit into a suitableclassof Kripke models.Theresulting
logic, KD45(7, is a strongerversionof KD, the systemoften referredto asStan-
dardDeonticLogic. We discusghesdssuesandpresenfurtherdirectionsof work
relatedto epistemidogic.

1 Intr oduction

Formal methodsandlogic in particularhave a long traditionin artificial intelligence
anddistributedcomputing. Theirrole, it is argued,is to provide a preciseand unam-
biguousformaltool to specifyandreasonaboutcomplex systemsHowever, they have
oftenbeenattacled by softwareengineerdecausef the allegedly somavhatunclear
contribution they make towardsthe engineeringof complex computingsystems.One
of the criticismsmostoftenairedis thatlogic specificationglo not provide construc-
tive methodolgiesfor building distributedsystemsandsothey canbeof only limited

significancein practice. Thesedifferentviews have led the fields of theoreticaland
practicaldistributedcomputingto diverge.

Somevhat unsurprisingly the advent of the intelligent agentsparadigmin dis-
tributedcomputing,togetherwith the tremendougrowth of the Internetmedium,has
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widenedthis gapevenfurther. Ontheonehand theintrinsic compleity of thecapabil-
ities requiredby agentshasencouragetheoreticianto considedogicsfor intensional
conceptdevelopedby philosopherspn the otherhand,the commercialisatiorof the
Internettogetherwith the emphasison timed productdelivery from software houses
hasprogressiely led practitionerdo ignorethe resultsbeingproducedy theoristsof
multi-agentsystemgMAS).

Still, if MAS (see[Wo00004 for a recentintroduction)areto fulfil the promises
of providing thearchitecturafoundationf increasinglycritical andcomplex Internet
applications,suchas automaticnegotiationin e-commerceremotecontrol of safety
critical systemsetc, thenthereis clearly a needfor bridging the gapbetweertheory
andpractice.In ourview, thisis particularlyrelevantwith respecto theissuegelating
to specificatiorandverificationof MAS.

Oneof the suggestionshat have beenput forward [Wo0004 to make MAS theo-
riesmorerelevantto practitionerds the shift to a semanticavhich is computationally
grounded This remarkappliesto distributedartificial intelligencein generalbut it is
particularlyrelevantfor thecaseof MAS theorieswheresemanticareusuallygivenby
borraving ideasdevelopedoriginally in philosophy Indeed mostof the morehighly
respectedheoriesor modellingknowledge beliefs,intentions obligations communi-
cations,etc,in MAS arebaseduponworksdonein the seconcdhalf of thelastcentury
in philosophicallogic. While cross-fertilisatiorof fruitful ideascanonly be regarded
positively, oneshouldnotethatthe semanticglevelopedin philosophicalogic, evenif
appropriatefor the original task, may not be the bestoptionfor distributedcomputing
applications.

As is widely known, the semanticcommonlyusedfor MAS theoriesis basedon
Kripke models[Kri59]. A Kripke modelM = (W, Ry,...,R,, ) is atuple com-
posedof a setW, n relationsR; C W x W, togetherwith an interpretations for
theatomsof thelanguage The pointsrepresenpossiblealternatvesof theworld, and
dependingon the applicationunderconsideratiorstandfor temporalsnapshotsf the
evolution of theworld (temporalogic), epistemiclternatves(epistemidogic), andso
on. Variousmodaloperatorcanbeinterpretedoy usingthis semanticsanda heritage
of techniqgueshasbeendevelopedto prove meta-logicalpropertiesaboutthe logics.
Notwithstandinghis, no clearcorrespondenceanbe dravn betweena Kripke model
anda distributed computingsystem;in particular it is a matterof debatewhetheror
notacorrespondenceanbedravn betweerthe notionof world in aKripke modeland
thatof stateof acomputationakystem.

It hasbeenarguedthatthis lack of correspondencis a seriousdravbackfor at-
temptsto closethe gap betweentheory and practice. Indeed,without a relevant se-
manticswell studiedmeta-logicalpropertiessuchascompletenessgo not seemto be
of relevance andtheonly possiblepoint of contactbetweerthetheoristandthe practi-
tioner seemdo be logical formulasrepresentingpecificationghat the theoristwould
proposeto the practitioner Appropriategroundedsemanticsaim at bridging this gap
by providing practitionersandtheoreticianwvith a corvenientandintuitive semantical
tool. A groundedsemanticshouldaim atensuringthata clearcorrespondencean,at
leastin principle,be foundbetweerstatesn the computingsystemandconfigurations
in the semanticatiescription.

Theideaof moving away from Kripke models while still benefitingfrom mostof



its technicalapparatusis not new. Indeed partof the knowledgerepresentatiotiter-
atureusesmodallanguagesiefinedon semanticstructurescalled Interpretedsystems
(seeChapterd of [FHMV95] for details). Theideais to describea distributedcomput-
ing systemby specifyingthe statesn which every agentandthe ervironmentcanfind
itself. In thissetting thelevel of abstractioratwhichonechooseso operatés left quite
open;onehasthe possibility of adoptinga fine grain of detail by describingprecisely
theprotocolthatthe MAS operatesor onecanlimit oneselfto describingnacroscopic
propertiesof the MAS, suchasepistemicandtemporalproperties. If needed]ogics
similar or equivalentto the onesusedin philosophicallogics canbe definedon these
semantics.One obvious advantageis the possibility of studyingthe logic character
isationof systemsdefinedsemanticallyas opposedo isolatingcompletesemantical
structuregor a specification.

In this paperwe run the following exercise. We considerthe basicnotion of in-
terpretedsystemas definedby Halpernet al. in [FHMV95] andshav how it canbe
trivially adaptedo provide a basicgroundedformalismfor somedeonticissues. In
particularwe aim at representindocal and global statesof violation andcompliance
(with respecto somefunctioningprotocol). By usingtheseconceptsve would like to
give agroundedsemanticgo the deonticnotionsof ideal functioningbehaviourof an
agentor of asystemof agentsto the concepbf theknowledg thatan agentis permit-
tedto have(againwith respecto anidealfunctioningprotocol),andto theknowledge
thatanagenthasontheassumptiorthat componentsf the systenare functioningcor-
rectlyaccodingto their protocols Oncethis taskis accomplishedywe axiomatisethis
resultingsemanticatlassanddrav correspondencdsetweerthe obtainedresultsand
somewell-known in the literatureof deonticlogic.

Therestof thepapetis organisedasfollows. In the next sectionwe fix thenotation
andpoint to somebasicmodallogic factsthat will becomeusefullater on. In Sec-
tion 2, we definedeonticinterpretedsystemsanddefinesatishction,andvalidity, of a
modallanguageon them. In Section3 we studytheir axiomatisationIn Section4 we
commenton theresultsof the paperanddraw attentionto issuedor furtherwork. We
concludein Section5.

2 Deonticinterpretedsystems
2.1 Syntax
We assume set P of propositionaltoms,andasetA = 1,...,n of agents.
Definition 1 Thelanguage £ is definedasfollows.
p = false| anyelemenof P | ¢ | o A | O; 0 (i € A).

We usethe indexed modal operatorQ; to representhe correctly functioningcir-
cumstancesf agenti: theformulaO; ¢ standdor “in all the possiblecorrectlyfunc-
tioning alternatves of agenti, ¢ is the case”, or “whenever agent: is functioning
correctly (with respecto someprotocolor specification)p is the case”. The formula
 caneitherreferto local or global propertiesor to both at the sametime. We write



P; for thedual of O;: P; ¢ =4e¢ = O; . We have choserthe symbol O; because
its semanticsvill besimilarto thatof the obligationoperatorof standardieonticlogic.
However, it would not be appropriateo readO; ¢ as“it is obligatoryfor agent; that

Q.

Note. In line with muchof theliterature,we denotea normalmodallogic by listing
theaxiomsthatdefineit, undertheassumptiorthatuniform substitutionnecessitation,
and modusponenshold. For exampleby KT45,, we denotethe logic obtainedby
consideringaxiomsK, T, 4, and5 for n agentysee[FHMV95] for moredetails).

2.2 Kripk eframes

In thefollowing we assumédamiliarity with basicmodallogic techniquesandresults.
We referthe readerto [HC96] for moredetails. In particular we recordherethe fol-
lowing for corvenience.

Definition 2 A frameF = (W, Ry, ..., R,) is serialif for anyrelation R; we have
that for any w € W ther existsa w' € W sud thatw R;w'. A frameF =
(W, Ry,...,R,) is Euclideanif for anyrelation R; we havethat for all w,w',w" €
W, wR;w',w R;w" impliesw' R; w". AframeF = (W,Ry,...,R,) is transitve
if for anyrelation R; we havethat for all w,w',w" € W, w R; w',w' R; w" implies
wR;w'.

Observation 1 Thelogic KD45,, is soundand completewith respecto serial, transi-
tive and Euclideanframes.

Definition 3 (p-morphism) Aframep-morphisnfromF = (W, Ry,...,R,)t0F' =
(W', Ry,...,R))isafunctionp : W — W' sud that:

1. thefunctionp is surjective
2. forall u,v € W andeathi =1...n,if u R; v thenp(u) R} p(v),

3. foreahi =1...nandu € W andv' € W', if p(u) R, v' thenthere exists
v € W sudthatu R; v andp(v) = v'.

If thereis a p-morphismfrom F' to F’, F' is alsosaidto bea p-morphicimageof F'.
Thefollowing result(seefor example[Gol92] for themono-modataseshavsthat
p-morphismsresere satishctionandvalidity for thelanguage’.

Observation 2 If p is a framep-morphisnfrom F' to F' thenfor all ¢ € L,if F' = ¢
thenF’ = o.



2.3 Deonticinterpretedsystems

Interpretedsystemsvereoriginally definedby HalpernandMoses[HM90], andtheir
potentiality later presentedn greaterdetail in [FHMV95]. They provide a general
framework for reasoningaboutpropertiesof distributed systemssuchassynchroty,
a-synchrof, communicationfailure propertiesof communicatiorchannelsgtc. One
of the reasondor the succes®of interpretedsystemss the easewith which statesof
knowledgecanbeascribedo theagentdn the system.

The fundamentalinotion on which interpretedsystemsare definedis the one of
‘local state’. Intuitively, the local stateof an agentrepresentshe entire information
aboutthe systemthatthe agenthasatits disposal.This maybe asvariedasto include
programcountersyvariables factsof a knowledgebase,or indeeda history of these.
The (instantaneous$tateof the systemis definedby taking the local statesof each
agentin the system,togetherwith the local statefor the ervironment. The latter is
usedto represeninformationwhich cannotbe codedin theagentslocal statessuchas
messagen transit,etc.

More formally, considem non-emptysetsL,, .. ., L,, of local statespnefor every
agentof the systemanda setof statesfor theernvironmentL,.. Elementsof L; will be
denoteddy l4,1,12,1}, . ... Elementf L. will bedenoteddy I, 1., .. ..

Definition 4 (Systemof global states) A systemof global statesfor n. agentsS is a
non-emptysubset of a CartesianproductL, x Ly x --- x Ly,.

Aninterpretedsystenof global statess a pair (S, 7) whee S is a systenof global
statesandn : S — 2F is aninterpretationfunctionfor theatoms.

Theframework presentedh [FHMV95] representthetemporalevolution of asys-
temby meanf runs thesearefunctionsfrom the naturalnumbergo the setof global
states.An interpretedsystemin their terminology is a setof runsover global states
togethemwith a valuationfor the atomsof the languageon pointsof theseruns. In this
paperwe do notdealwith time, andsowe will simplify this notionby not considering
runs.

We now definedeonticsystem®f global statesby assuminghat for every agent,
its setof local statescanbe divided into allowed and disalloved states. We indicate
theseasgreenstates andredstatesrespectiely.

Definition 5 (Deontic systemof global states) Givenn agentsand n + 1 mutually
disjoint and non-emptysetsG., G1, . . . , G, a deonticsystemof global statesis any
systenof global statesdefinedon L. O G.,...,L, O G,. G. is called the setof
greenstatesfor the ervironment and for any agent, G; is called the setof green
statesfor agenti. The complemenof G, with respectto L, (respectivelyG; with
respecto L;) is calledthe setof red statedor the ervironment(respectiely for agent

i).
Givenanagent,red andgreenlocal statesespectiely representdisallowed’ and

‘allowed’ statesof computation An agents in adisallovedstateif thisis in contraven-
tion of its specificationasis thecasefor example,in alocalsystencrashoramemory

1Thecaseof thefull Cartesiarproductwasanalysedn [LMROO].



violation. Thenotionis quitegenerahowever: classifyinga stateas'disallowed’ (red)
couldsimply signify thatit failsto satisfysomedesirableproperty

Notethatary collectionof redandgreenstatesasaboveidentifiesa classof global
states.Theclassof deonticsystemsf global stateds denotedby DS.

Definition 6 (Inter preteddeontic systemof global states) Aninterpretedieonticsys-
temof globalstated DS for n agentsisa pair IDS = (DS, «), whee DS is adeontic
systenof global statesand is aninterpretationfor theatoms.

In the knowledgerepresentatioltiteratureinterpretedsystemsare usedto ascribe
knowledgeto agents by consideringtwo global statesto be indistinguishabldor an
agentif its local statesare the samein the two global states. Effectively, this cor
respondgo generatinga Kripke frame from a systemof global states(someformal
aspectf this mappinghave beenexploredin [LR98]). In this casetherelationson
the generateKripke frameare equialencerelations;hence(see[Pop94 FHMV95])
thelogic resultingby defininga family of modaloperatorgepresenting ‘bird’s eye
view' of theknowledgeof theagentss S5,.

In this paperwe setoutto do a similar exercise.We investigatehow to axiomatize
deonticsystemf globalstatesusingthelanguageslefinedin Definition 1, andstudy
the propertiesof the resultingformalisation. In the spirit of the interpretedsystems
literaturewe interpretmodalformulason the Kripke modelsthatarebuilt from deontic
systemsof global states.In orderto do this, we first definethe framegeneratedy a
deonticsystem.

Definition 7 (Frame generatedby a system) Givena deonticsystenof global states
DS, thegeneratedrame F(DS) = (W, Ry, ..., R,) is definedasfollows.

e W =DS.
e Foranyi=1,...,n,(l,l1,...,01,) R {IL,1,...,01L) ifl; € G;.

ThefunctionF' is naturally extendedo mapinterpretedsystemsf global statesto
Kripke modelsasfollows: if F(DS) = (W, Ry, ..., Ry,)thenF(DS,w) = (W, R1,..., Ry, ).

Intuitively, the relationsR; representan accessibilityfunction to global statesin
whichagenti is runningaccordingcorrect(or acceptablepperatingcircumstances’.

We illustratethisin Figurel.

We make useof theconstructioraboveto give aninterpretatiorto theformulasof a
deonticlanguageasfollows. Givenaninterpretecdeonticsystem/ DS = (DS, r), the
interpretatiorof formulasof thelanguageC is definedonthe correspondingienerated
Kripkemodel F(DS, ).

Definition 8 (Satisfactionon inter preteddeontic systemsof global states) For anyy €
L,g€ DS,andIDS = (DS, ), satisfactionis definedoy:

IDS k=, ¢ if F(DS,7) =y ¢,



.)

Figure 1: An example of deontic systemand its generatedrame. In the exam-
ple above the ervironmentis not consideredand the local statesfor the agentsare
composedas follows. Agentl: Ly = {l;,01,1{,1{"},G1 = {l1,li}. Agent2:
Ly = {l27 l127 llzla lé”}, Gy = {l27 ll2} DS = {( 117 ll2)7 (lla lIQI)a ( Illa l2)7 (lllll7 12”)} In
the figure the sets DSy, DS, representhe subsetof DS which presentacceptable
configurationgespectiely for agentl, and2. Thelabelledlinks indicatetherelations
R, andR, of thegeneratedrame.



whelethisis definedas:

F(DS,7) =
F(DS, ) Fgp if g € m(p)
F(DS,m) g~  ifnotF(DS,x) k=, ¢
F(DS,w) =4 O;¢ ifforall ¢’ wehavethatg R; ¢’ impliesF(DS,7) =4 ¢

In otherwords, the truth of formula O; ¢ at a global statesignifiesthe truth of
formula g in all the global statesin which agenti is in a correctlocal state,i.e. in a
greenstate.

Validity on deonticsystemss definedsimilarly.

Definition 9 (Validity on deonticsystems)For any ¢ € £, andIDS = (DS, ),
validity on interpreted deontic systemsf global statesis definedby IDS | ¢ if
F(DS,w) = . Foranyp € £,andDS € DS, validity on deonticsystemsf global
statess definedoy DS |= ¢ if F(DS) = .

For anyp € £, wesaythat p is valid ontheclassDS, andwrite DS = o, if for
everyDS € DS wehavethat DS = .

In thefollowing we investigatehelogical propertieghatdeonticsystemsof global
stateginherit. From Definition 9 it follows thatthis analysiscanbe carriedout on the
classof thegeneratedrames.

3 Axiomatisation

In this sectionwe study deonticsystemsof global statesfrom the axiomaticpoint of
view. An immediateconsideratiortomesfrom thefollowing.

Lemmal GivenanyDS, wehavethat F'(DS) is serial, transitive andEuclidean.

Proof: F(DS) is serial:this follows from theassumptiorthatfor ary i € A, wehave
thatG; # 0.

F(DS) is transitve: assumg R; g', andg’ R; g", for somei € A. But then,by
definition, it mustbethatg’ = (I,,...,1;,...,1}), andl; € G;. Similarly, it mustbe
thatg” = (I7,...,l7,..., 1), andl! € G;. Butthenit mustbethatg R; ¢".

F(DS) is Euclidean:assumey Ri g',andg R; g", for somei € A. So,it mustbe

g =, U, andl € G;. So,wehaveg' R; g". o

This obsenationleadsimmediatelyto the conclusionthatthelogic of deonticsys-
temsof global statesmustbe at leastas strongas KD45,,, which is to be expected.
However, aswill be clearerin thefollowing, it turnsout thatthelogic determinedoy
deonticsystemf globalstatesds in factstrongethanKD45,,. In orderto seethis, we
needto introducea few semanticstructures.



3.1 Somesecondarypropertiesof Kripk e frames

In orderto prove anaxiomatisatiorfor deonticsystemsf global stateswe introduce
somesecondanypropertiesof Kripke frames,by which we meanpropertieshathold
onary sub-framehatcanbereachedrom somepointin theframe.(Theterm‘secon-
darily reflexive’ is usedin [Che8Q p92].)

Notation For R abinaryrelationon W andw € W, R(w) denoteghe setof points
in W thatare R-accessiblérom w, i.e., R(w) =45 {w' € W | w Rw'}.

Lemma?2 LetR beabinaryrelationon. R is Euclideaniff R is universalon R(w)
forallw e W.

Proof: Supposew; € R(w) andws € R(w). Then(by definition) wRw; and
wRwy. Butthenw; Rw, (R is Euclidean).For the otherhalf: supposavR w; and
wRw,y. Thenw; € R(w) andws € R(w), andsow; Rw, sinceR is universalon
R(UJ) o

Definition 10 (Secondarilyuniversal) Let R bea binaryrelationon . R is secon-
darily universalif

(i) forallw € W, Ris universalon R(w);
(i) forall w',w" € W, R(w') = R(w").

AframeF = (W,Ry,..., R,) is a secondarilyuniversal frameif everyrelation R;,
i € A, is secondarilyuniversal.

It follows (by Lemma2) that condition (i) of the definition is equivalentto the
requirementhatR is Euclidean We havethenthatevery secondarilyuniversalrelation
is Euclidean.

Example ConsiderR = {(wl,wg), (w2,w2), (wg, wg), (’IUQ, '11)3), (w3, ’11)2)}. ThisR
is notsecondarilyuniversal. R(w;) = {w2}, R(wz) = R(ws) = {w2,ws}. R(w1) #
R(ws). R' = R U {(w1,ws)} is secondarilyuniversal(assumingR’ is a relation
on the set{w;, w2, w3}). TherelationR" on the set{w;, w2, w3, w,} whereR" =
R' U {(wq,ws), (wg,ws3)} is alsosecondarilyuniversal.

Lemma 3 Let R bea binary relationon W. If R is secondarilyuniversalthenR is
transitive

Proof: SupposewRw' andw'Rw"”. Thenw' € R(w) andw"” € R(w'). But
R(w) = R(w'), sow" € R(w), i.e.,wRw". o

Now we have avery usefulrepresentationesult.

Theorem 1 (Secondarilyuniversal: Representationtheorem) Let R beabinaryre-
lationonW. R is secondarilyuniversalif andonlyif there existsa subsetS C W sud
that,for all w,w’ € W, wRw' iffw' € S.

Furthermoe, R is serialif andonlyif S is non-empty



Proof: Rightto left is easyto checkandomittedhere.

Left toright: If R isempty take S = 0. Theresultholdstrivially. If R is notempty
take S = R(w) for somew € W. Considerary w,w' € W. wRw' iff w' € R(w)
(by definition). But R secondarilyuniversalimplies R(w) = R(w) = S. SowRw'
iff w' € S asrequired. And clearlyif R is non-emptythenS is non-empty;from its
definition, it alsothenfollowsthat R is serial. o

We arenow in apositionto relatevalidity ontheclassof serialsecondarilyuniversal
framesto validity on the classof serial,transitve andEuclideanframes.However, we
areinterestecherein the multi-modal case andfor this we needa propertyof frames
we calli-j Euclidean

Definition 11 (i-j Euclideanframe) A frameF = (W, Ry,..., R,) isi-j Euclidean
if for all w,w',w" € W, andfor all ¢, j € A, wehavethatw R; w',w R; w" implies
w' B;w'.

Theclassof i-j Euclideanframescollapsego ‘standard’Euclideanframesfor i = j.
Thereis a precisecorrespondencthatcanbe dravn between-j Euclideanframes
andthe following axiom:

Pip— O; Pip (foraryi,j € A) 57
Lemma4 AframeF isi-j Euclideanif andonlyif F = 5¢7.

Proof: Fromleft to right. Considerary i-j Euclideanmodel M = (F, ), suchthat
M E. Pip, sothereexistsa pointw' suchthatwR;w', and M =, p. It remains
to prove thatfor ary w” suchthatwR;w" it mustbethatM =, P;p. But F isi-j
Euclideansowe have w' R;w', which is whatwe needed.

Fromrightto left. Considetthreepointsw, w', w" € W suchthatwR;w', wR;w".
Considera valuationw suchthatw(p) = {w'}, andthemodel M = (F, ). So,we
have M =, P;p. So,we havethatM =, O; P;p; soit mustbethatM =, P;p;
but thenit mustbethatw" R;w’. o

Now we will relatevalidity on the classof (serial)secondarilyuniversalframesto
validity ontheclassof (serial)transitve,i-j Euclideanframes.

Lemma5 If aframeF is secondarilyuniversal thenit is alsoi-j Euclidean.

Proof: Considerary relationsR; andR; of theframeF. R; andR; aresecondarily
universal,andsoby therepresentatioifheoreml, thereexist subsetsS; andS; of W
suchthat,for all w, w', w"” € W, wR;w' iff w' € S; andwR;w" iff w” € S;. Sonow:
wR;w' andwR;w" impliesw” € S;, andhencew' R;w". o

Notation ForframeF = (W, Ry, ..., R,) wewrite wR*w' whenw' canbereached
from w by a pathof finite length (including zero) usingary combinationof relations
Ry,...,R,,i.e.(morepreciselywhenR* isthereflexivetransitive closureof U, R;.

With this notation,the standarchotion of a generatedsub-)frames expresseds
follows.

10



Definition 12 (Generatedframe) Letw beanyworldinaframeF = (W, Ry,...,Ry,).
ThenFv = (W%, RY,...,RY) is theframegeneratedy w from F when

e W¥ = R*(w) (i.e.,, W¥ is the setof worlds accessibldromw by any path of
finitelengthofrelationsRy, ..., R,);

e eact RY istherestrictionof R; to W™, i.e, R¥ = R;N (WY x W¥).

Let F be any classof frames.G(F) is the classof framesgenemated by any point of
anyframein F. F = {F* | F € F,w € W}.2

Now we have the standardesult:

Observation 3 Let F be any classof framesand let G(F) be the classof geneiated
frames.Thenfor all ¢ € L, ¢ is valid ontheclassof framesF if andonlyif ¢ is valid
ontheclassof framesG(F).

Proof: Seeary standardext on modallogic. o

Corollary 4 LetF; and F; beclasseof framessud that 7y, D Fo. If G(Fy) C Fs,
thenfor all p € £, F; |= ¢ if andonlyif F, = o.

Proof: FromF; D F it follows by definitionthatF; = ¢ impliesF; = ¢. From
Fo D G(F) it follows that F» = ¢ impliesG(F1) E . ButG(F1) |E ¢ implies
F1 = ¢. Sowehave F; |= ¢ impliesF, |= ¢ whichin turnimplies Fy = ¢. o

We will make useof this corollaryin the proof of the maintheoremof this section.
A coupleof furtherresultswill be useful. Notice thatseriality is requiredfor the first
but notfor the secondf thesetwo lemmas.

Lemmaé6 LetF = (W, Ry,...,R,) beatransitive i-j Euclideanand serial frame
Thenfor everyi € A, andfor all w, w',w" € W, if wR*w' andw' R;w" thenwR;w".

Proof: wR*w' meansthereis a pathwR;, v1,v1 R;,v2,. .. ,vp—1 R;,w'. We have
to shav wR;, v1,v1 Rj,v3, - . . , U1 Ri, w', w' Ryw' implieswR;w'. The proofis by
inductionon thelengthk of the path.For thebasecase(k = 0), w = w' andtheresult
holdstrivially. For the inductive step,supposehe resultholdsfor all pathsof length
lessthank. It sufficesto shav vy, _1 R;w"”, for thenwe have a pathof lengthk — 1 from
w to vg_1 andby theinductive hypothesist followsthatw R;w". To show v, _1 R;w"’,
consideny,_1 R;, w'. Supposdirst thati;, = i. Thenwe have v;_1 R;w' andw' R;w",
andsowv_1 R;w'" by transitvity of R;. Suppose; # i. ThenbecauseR; is serial,
thereexists a point w'"’ suchthatv,_; R;w'’. We musthave alsow’ R;w'" sincethe
frameis i-j Euclidean,andfurther, w"' R;w"" becausev’ R;w'" and R; is Euclidean.
Sonow we have v_1 R;w"" andw'' R;w"”, and by transitvity of R;, vy_1 R;w" as
requiredto completethe proof. o

2We areusingthe term “generatedrame” to denoteboth a frame generatedy a system(Definition 7),
anda framegeneratedy a world from a frame (Definition 12). We trustary ambiguityis resohed by the
contet.

11



Lemma? LetF = (W, Ry,...,R,) beani-j Euclideanframe Thenfor everyi € A,
andfor all w,w',w" € W, if wR*w' andwR;w" thenw' R;w" .

Proof: Theproofis againby inductionon thelengthof the pathin wR*w'. Suppose
w = w' (basecase).Thentheresultholdstrivially. Supposev # w'. Thenthereis
apathwR;, vi,v1 Ri,va,...,vr_1 R;, w', andfor theinductive stepwe have to shav
wRi,v1,v1 R, v, .. ., vp_1 R, w',w' Ryw" implieswR;w", assumindheresultholds
for all pathsof lengthlessthank. wR;w" impliesv, R;w" sincethe frameis i-j Eu-
clidean.Now we have a pathv; R*w’ of lengthk — 1 andv; R;w”, sow’ R;w"' follows
by theinductive hypothesis. o

We now prove thatthe classof serial,transitve, i-j Euclideanframesandthe class
of serial,secondarilyuniversalframesaresemanticallyequivalent,thatis, the sameset
of formulasy is valid on both.

Theorem?2 For all ¢ € L, ¢ is valid on the classof serial, secondarilyuniversal
framesif and only if ¢ is valid on the classof serial, transitiveand i-j Euclidean
frames.

Proof: Sinceevery secondarilyuniversalframeis alsotransitve andi-j Euclidean
(Lemmas3 andb), it sufficesby Corollary 4 to prove thatthe classof framesgener
atedfrom serial,transitve andi-j Euclideanframesis containedn the classof serial,
secondarilyuniversalframes thatis, thatevery framethatis generatedby someworld
from a serial,transitve andi-j Euclideanframeis alsosecondarilyuniversal.

Let I be a frame generatedrom someworld w of a serial, transitve and i-j
Euclideanframe F'. We shawv that F is serialandsecondarilyuniversalby shaving
that, for eachi € A, wR¥w' iff w' € RY(w) and R¥(w) is non-empty;the result
follows by the representatiomheoreml. Since F' is serial, every R; is serialand
henceRY (w) is non-empty It remainsto shaw thatfor all w,w’ € R*(w), wR;w'" iff
w' € R;(w). For thefirst half: wR*w andwR;w' implieswR;w' by Lemma6 above,
andhencethatw' € R;(w). For theotherhalf, supposarR*w andw’ € R;(w). Then
wR*w andwR;w', whichimplieswR;w' by LemmaZ. o

Theorem 3 Thelogic KD45;7 is soundand completewith respecto
e serial,transitiveandi-j Euclideanframes

e serial,secondarilyuniversal frames.

Proof: We shaw thefirst part; the secondpart follows immediatelyby Theorem2.
We show that the logic KD45£;5 is canonical,.e. thatthe frame F of the canonical
modelM¢ is serial,transitve,andi-j Euclidean.Sincethelogicin questions stronger
thanKD45,,, from theliteraturewe know that F- is serialandtransitive; we show it
is i-j Euclidean.To do so,considerthreemaximalconsistensetsw, w', w", suchthat
wR;w',wR;w". It remaingo shav thatw” R;w’. By contradictionsupposehisis not
the case;thentheremustexist aformulaa. € £ suchthatO; o € w", and—-a € w'.
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Butthen?; ~a € w, andso O; P; ~a € w, whichin turnimpliesP; ~a € w", i.e.
- 0; a € w", whichis absurdpbecausé would make w' inconsistent. o

Beforewe canaxiomatisedeonticsystemsf global stateswe needto make clear
thecorrespondencieetweerdeonticsystemof globalstatesandsecondarilyuniversal
frames.

Theorem4 Any serial, secondarilyuniversal frameis the p-morphicimage of the
framegeneratedby an appopriate deonticsystenof global states.

Proof: Let F = (W,Ry,...,R,) be ary serial secondarilyuniversalframe; we
definea deonticsystemD .S asfollows. Pick somew € W. For ary relationi € A, let
G; = R;(w). SinceR; is serial,this satisfiegherequirementhatG; is notempty Let
G.=W.

Considemow thedeonticsystemD S definedasD S = {(w,w,...,w) | w € W}.
For simplicity we usetheshortcut(w, w, . . . ,w) = [w]. Theframegeneratedby DS is
defined(seeDefinition 7) by F(DS) = F' = (W', R}, ..., R}), whereW' = {[w] |
w € W}, andforary i € Awehave R} = {([w], [w']) | w' € G;}.

We show that F' canbe seenasthetargetof a p-morphismof domainF’. Define
thefunctionp : W' — W suchthatp([w]) = w. We prove thatp is a p-morphismas
definedin Definition 3.

e pisclearlysurjectie.

e Forary i € A, considerfw] R} [w']. By definitionit mustbew’ € G;. So
Vw'" € W we havethatw R; w'. But thenin particularw R; w'.

e Considerw R; p([w']). So,by constructionwe have p[w'] = w', andw’ € G;.
Butthen[w] R [w'].

o

For theresultpresentedh thispaperthenotionof p-morphismis enougtto achiese
the result, but it canbe notedthat the function definedabove is actually an isomokr
phism.

We cannow prove the mainresultof this section.

Theorem5 Thelogic KD45%7 is soundand completewith respecto deonticsystems
of global states.

Proof: The proof for soundnesss straightforward and omitted here. For complete-
ness,we prove the contrapositie. Supposé/ ¢; thenby Theorem3, thereexists a
serial,secondarilyuniversalmodel M = (F,r) suchthatM £, ¢, for somew € W.
By Theoremd thereexists a deonticsystemD.S suchthat F/(DS) is thedomainof a
p-morphismp : F(DS) — F. Butthenby Lemma2, sinceF (£ ¢, we have that
F(DS) [~ ¢,s0DS = ¢, s0DS [ ¢, whichis whatwe neededo show. o
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4 Discussion
4.1 Thelogic KD45!7

In the previoussectionwe shavedthatthelogic KD4557 providesacompleteaxioma-
tisationfor deonticsystemsof globalstates.n thefollowing we look at theindividual
axiomsin alittle moredetail.

In light of much of the literaturein this areathe logic above shouldbe seenas
providing a bird’s eye view of the propertiesof the MAS. Thereforevalidity of axiom
K:

Oilp— ) = (Oip— 0iq) K

seemgeasonablelndeed,if agent’s functioningspecificatiorrequireshatwheneer

p isthe casethenq shouldalsobethecasethen,if accordingo theagentsfunctioning

protocolp is thecasethenq shouldalsobethe caseaccordingto thatprotocol.
Axiom D guaranteethatindividual specificationareconsistent:

Oip—>-0;p D

Anotherway of seeingthe above is to note thatin normal modal logics, axiom D
is equivalentto - O; false Axiom D is sometimescalled the characteristicdeontic
axiom: togethemith axiomK, axiomD is thebasisfor StandardeonticLogic (SDL).
Moving to the next pair of axioms,if we give a bird’s eye view readingof the O;
modality, axiom4
Oip—0; O;p 4

andaxiom5b
Pip— O;i Pip 5

areperhapsot asstrongasa first readingmight suggest.

Anotherway of readingaxiom4 is to notethatit forbidsthe situationin whichp is
prescribedut it is allowedthatp is not prescribedThis seemseasonablavith respect
to strongdeonticnotionssuchasthe onewe aremodelling. For exampleconsiderthe
caseof oneagentrunninga programin which one of its variablesis supposedo be
‘guarded’,sayto a booleanvalue. It would thenbe unreasonablé the protocolwere
to specifythatthevariablehasto beabooleanput atthe sameime allowedit notto be
prescribedhatit be a boolean.It is worth pointing out thatthe underlyingreasorfor
thevalidity of axioms4 and5 in this context is thatthe criterion for whatcountsasa
greenstateis absolutethatis to say the setof greenstatedor anagentis independent
of the statein which it currentlyis. An alternatve would be to introducefunctions
g; : L; — 2L toidentify greenstatesput thatseemso have lessappeain thepresent
contet andwe do notexploreit further.

Lastly, axiom 57 of the previous section,of which axiom5 is a specialcase also
reflectsthe absolutenatureof the specificationof ‘green’. It representsninteraction
betweerthe statesof correctlyfunctioningbehaviour of pairsof agents.

'Pip—>(’)j Pip 5id
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577 expresseshe propertythatif a stateof the systemcanhappenunderthe correct
behaiour of oneagent:, thenthe protocolof ary agentj mustallow this eventuality
in ary correctstatethatit specifiesfor j. Again, this seemsa reasonabl@ssumption.
Supposeéhatagenti canfollow its functioningprotocolandreacha statecodedby p.
Axiom 57 stipulateghatin this caseagent;’s protocolcannotprescribeasadmissible
ary statesn which agent; doesnot have the opportunityto move to a statecodedby
p. In otherwords,axiom 57 assertsa sortof independence theinterplaybetween
agents.Naturally, we do not have the very strongpropertythatall specificationsare
mutuallyconsistent); p— — O, —p is notvalid. However, 57 providesaweakkind
of mutualconsisteng: agent;’s protocolcannotforbid the possibility of p for agent;
if thisis grantedby agent’s protocol.

It is instructive to notethatthelogic KD457 containsalsothefollowing generali-
sationof axiom4:

Oip—0; O;p 47

This can be checled semantically or derived as follows: O; p — O; O; p (by 5);
0; Oip — P; O;p (by D); P; Oip — O; P; O;p (by 577); O; P; Oip — O; O;p
(by therule RK andthedualof 5¢77),
It is now easyto checkthatthelogic KD457 containsall axiomsin the following
scheme:
Xip <= Y; Xip

whereX; is ary oneof O;, P; andYj is ary oneof O;,P;. Therearethusonly 2n
distinctmodalitiesin thelogic KD45¢ 7,

4.2 Alter native characterisation: reduction strategies

It is instructive to consideralsoan alternatve characterisationf the logic of deontic
systemf globalstatesn a manneranalogougo the well-known Andersoniarreduc-
tion of StandardeonticLogic to alethicmodallogic [And58].

Supposene augmentthe languagel of Definition 1 with a modal operatord to
representvhatholdsin all global statesanda setgy, ..., g, of distinguishedoropo-
sitional constants.Eachg; is intendedto be readas expressingthat agenti is in a
correctlyfunctioninglocal stateaccordingto its own protocol. We write < for thedual
of O. Therelevanttruth conditionsare:

F(DS,7) Eq 8i if g€ Ri(9) (i€ A)
F(DS,7) =, O¢ ifforallg, F(DS,7) =, ¢

The constantg; is true in a global stateg whenagenti is in a correct(green)local
state. Expressedlirectly in termsof the interpreteddeonticsystemI/ DS = (DS, ),
thetruth conditionsfor eachg; are:

(DS,7) =g 8 ifli(9) € Gy

wherel; is afunctionthatreturnsi’s local statefrom a global state.
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Onecanseethatthetruth conditionsfor O; ¢ areidenticalto thosefor the expres-
siond(g; — ¢). EachoperatorQ; canthusbe definedasanabbreiationin termsof
O andg; asfollows:

Oip =der O(gi = ¢) Def.0;

P; ¢ isthenanabbreiationfor &(g; A ).
Themodelpropertythatevery R; is serial,equivalentlythatevery G; in theinter
preteddeonticsystemis non-emptyvalidatesthe following:

_'D_'gi Ie,<>g, D(gl)

Thelogic of O is obviously S5(i.e. type KT5 = KT45). It is easyto checkthatO;
asdefinedabove hasthe propertiesk, D, 4 (47) and5'7. For example4:7 may be
derivedasfollows:

O;p — DO(gi—p) (Def.0;)
— 0O0(gi — p) (40)
— O(g; =+ O(gi —p)) (O normal)
— 0;0ip (Def.0;, Def.0;)

Thederivationof 577 is similar:

Pip — <(giAp) (Def.P;)
— O0OC(gi Ap) (50)
— O(g; = ©(giAp)) (O normal)
— Oj P;p (DEf.Oj, DefP,)

We alsohave thefollowing interactionbetweernd andeachQ;:
Op— O;p 0-0;

It would be reasonabléo supposahatthe S5axiomsfor O togethemwith axioms
Def.0;, D(g;) andO- O; provideacompletecharacterisationf thelogic of interpreted
deonticsystemsWe have not checledthatthis is so.

4.3 A notion of ‘global’ correctness

Sofarwe have describedanddiscussedhe useof a greenandred statesemanticgor
interpretingthe indexed deonticoperatorof correctbehaiour. Thereareseveral pos-
siblewaysto extendthesenotionsto modelthe notion of globally correctfunctioning
behaviourof the MAS. For example,it is straightforvard to augmenthe framewvork
with anothermodality © capturingglobal correctnessinterpretedin termsof G, the
setof greenstatedor the systemasawhole,asfollows:

F(DS,m) 4 Ogif forall g’ € Gwehavethat F(DS,7) =4 ¢.

Thereareseveral possibledefinitionsof G, dependingon the notion of global correct-
nesswe wish to model:

LG ={(le,l1,.,In) | le € Ge},
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2. G ={(e,l,--.,1n) | l; € G; for somei € A},
3. G ={(e,l1,..-,In) | I € Gi foralli € A},

Thefirst versioncorrespondgo anotionof correctbehaiour for theenvironment.This
canbe usedto modelsystemfailureswheretheseare associateavith eventssuchas
communicatiorbreakdavn, etc. In the seconddefinition of G, a stateof the system
is regardedascorrectwhenea/er oneor more of the agentsn the systemarein locally
correctstates;partsof the systemmight not be performingasintendedbut partsof it
are. This cansene asa guaranteg¢hat the systemis not completelycrashedasis the
casefor example,in asystemcontainingredundantomponentslt couldalsoperhaps
beusedto modellivenessThethird definitionmodelscorrectstatesasstatesn which
all thesubcomponentareworking correctly This canbeusedto modelaconseratory
notionof correctnesgysefulwhenmodellingsafetycritical systems.

Shouldthe seconddefinition from the list above be chosenas semanticamodel,
the resulting axiomatisationwould inherit the following interplay betweenglobally
andlocally correctbehaiours:

Op—0O;p for somei € A.
Shouldthethird possibilitybe adoptedwe would inheritthe validity of:
Op—0O;p foralli € A.

It is also straightforvard to generaliseto allow for the modelling of arbitrary
groupsof agents,and not just individual agentsand the global systemas a whole:
Ox would representorrectfunctioning of ary group of agentsX C A, with Ox
interpretedn variousways,in analogougashionto thedifferentnotionsof globalcor-
rectnessdentifiedabove. Theindexedmodality O; is thenthelimiting casewhere X
is a singleton{i}, andglobal correctnes® is the limiting casewhereX = A. We
leave detailedexaminationof thesepossibilitiesto future papers.

4.4 Deontic statesof knowledge

Interpreteddeonticsystemsareanextensionof interpretedsystemsandassuchcanbe
usedto interpretknowledgein the sameway. To seethis, augmenthe languagel of
Definition 1 with anindexed modality K; representindgnowledgeof agenti. To give
aninterpretatiorto this modality, extendDefinition 8 with the following clause:

F(DS,n) =4 K; if for all ¢’ we havethat
li(9) = i(¢') impliesF(DS, ) E, o,

wherel; is afunctionthatreturnsthei’slocal statefrom a globalstate.It is reasonable
to expectthatanaxiomatisatiorof the resultingaugmentedogic will begivenby S5,
for the K; componentnion(in thetechnicalensef [KW91, Gab98 GS98])thelogic
KD45%7 for thedeonticpart.

Whatis moreinterestingthough,is that deonticsystemsf global statesallow us
to expresssomemoresubtleconceptof knowledgenot expressiblén bareinterpreted
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systems.Oneof theseis the knowled@ that an agentis allowedto have Considerin
thefirstinstancethenotionexpressedy theconstructiorO K ;. For easeof reference,
thetruth conditionscanbe statedequivalentlyasfollows:

F(DS,m) =4 OK;p if forallg’ € G wehavethatF (DS, ) =4 K.
Or:

F(DS,m) =4 OK; ¢ if forall ¢', g" wehavethat
L;(g") = li(¢") andg” € G impliesF(DS,7) =4 .

Again therearedifferentnotionsthatcanbe expresseddependingon how we choose
to interpretthenotionof globalcorrectnessodelledby O, thatis, whatwe chooseor
the specificatiorof thesetG of greenglobal states.

It is particularlyimportantwhenreadingtheseexpressiongo remembeitthat they
expressthe “bird’ s eye” view of the MAS: O K; ¢ saysthatin all statesconforming
to correctglobal behaiour, agenti hassufficient informationto know thaty. There
aremary othernotionsof ‘agenti oughtto know ¢’ thatarenot capturedoy this con-
struction.Similarly, O; K; ¢ expresseshatin all statesn which agent; is functioning
correctlyaccordingto its protocol,agenti hasthe informationto know that . And
likewisefor theexpressionD x K; ¢ whereX is ary subsebf theagentsA.

Clearly, we can also study the notions expressedby constructionsof the form
K; 0;, K; O, andK; Ox. More interestingis a third possibility still, whichis knowl-
edgethatanagenti hason the assumptiorthat the system(the ervironmentagent j,
group of agents X) is functioningcorrectly. We shallemploy the (doubly relatvised)
modal operatorK? for this notion, interpretedas follows on the interpreteddeontic
system(D.S, ) itself:

(DS,7) |z, K  if for all g’ suchthatl;(g) = li(¢') andi;(g') € G;
we havethat(DS, 7) =4 ¢,

andasfollows onthegeneratedrame F'(DS, 7):

F(DS,n) =, ﬁf ¢ if for all ¢’ suchthatl;(g) = l;(¢') andg’ € R;(g")
we havethatF(DS, ) =g .

Wewrite Ki for thecorrespondinglobalanaloguethetruth conditionsareobtainedoy
replacingthe conditionl;(g') € G; by ¢’ € G: again,differentversionsareobtained
by choosingamongthe differentoptionsfor the definition of whatcountsasthe setof
greenglobalstatesG. And likewisefor the obvious generalisatiorto K;* whereX is
ary (non-empty)subsebf thesetof agentsA.

It is perhap<learerto seetherelationshipbetweerthe construction®); K;, K; O;

andIAif whenthey areexpressedisingthereductionmethodof section4.2.

O;Kip = 0O(g; > Kip)
K;O;p = K;D(g; —p)
Kip = Ki(g;—p)
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K;O; and IA{f arecloselyrelated. To seethe relationship,notice from the truth
conditions,or from thereductionschemesbove andpropertiesof O andK;, thatthe
following axiomschemasrevalid (amongothers):

K;p—Kip  (butnotthecorverse)
K;O;p—Kip  (butnotthecorverse)
O]’p—)ﬁgp (butnotO; p — K; O; p)

This seemsntuitively correct.If onerestrictsattentionto statesn which j is function-
ing correctly i ‘knows’ atleastasmuchaswhenall states;j-greenand;-red, have to
be consideredfirst of the axioms). And if 4 knows thatp holdsin all stateswhere;
is functioning correctly i.e. K; O, p holds, thensurelyalsoK? p; on the otherhand,
therecouldbethingsp that: ‘knows’ ontheassumptiorthat; is functioningcorrectly
thatdo not hold in all j-correctstates:K? p shouldnotimply K; O; p. Of course o
be really useful, the questionis not just Whetherﬁg p holdsbut whether; candeter
minethis, i.e. whetherk; K p holds. But notice: K’ p — K;(g; — p) (by definition),
Ki(g; — p) = K; Ki(g; — p) (by property4 of K;), andK; K;(g; — p) = K; K} p
(by definition). Sincewe alsohave K; p — p, we have thefollowing valid axiom:

Kip <> K;Kip (alli € A),

which seemsyery satishctory .
As for therelationshipbetween?; K; andK?, variousinteractionscanreadily be
determinedsuchasthefollowing:

OjKip—)RgKip
Osz'p—)KiKip (ary k € A)

We have identifiedherejust someof the mostobviousrelationshipshowever. The
full characterisatioof this logic remainsto be explored.

5 Conclusions

In this paperwe have exploredthe notion of deonticsystemsf global statesand ax-
iomatisedthe resultingsemantics.Apart from the technicalissuesdealtwith in the
paper we have tried to motivatethe suggestiorof exploring groundedsemanticgin-
terpretedsystem®r otherwise)o give aninterpretatiorto deonticconceptsvhenthese
areaimedat computerscienceapplications.

Varioustechnicalissuesseento beworth exploring further. In particularthe ques-
tion of finding a completeaxiomatisatiorfor the operatorK;} discussedbove seems
promising.Oncethisis achievedit will beinterestingo explorethenotionof common
knowledgewith respecto deonticstatesandgroupsof agents.
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The framework aspresentedhereis very general. Althoughwe have tendedn the
discussiorto associatehe greenlabelwith ‘correct’ or ‘allowed’ functioningandred
with ‘incorrect’ or ‘disallowed’, nothingin the formal developmentrelieson this par
ticular reading. The green/redabelling of statescould be usedjust aswell to model
other distinctions: greencould be usedto pick out, for instance,the normal, non-
exceptionalstatesfrom the abnormal exceptionalones. The K operatorwould then
expresswhat agenti knows on the assumptiorthat agent; is not in an unusual,ex-
ceptionalstate. Perhapsve have a meansof modelling defeasibleknowledge. This
remaingo beinvestigatedWe alsobelieve it will befruitful to examinewhatemeges
whenthe ernvironmentis given specialattentionand perhapsadditionalstructure.We
have in mindthe possibility of analysingsignallingmechanismn particular

The analysisperformedso far appliesto the staticcase,i.e. we have intentionally
neglectedto considerthe temporalevolution of the system. This is an aspectof this
work that we would like to address. The constructionsof runs of [FHMV95], and
constructionsisedin dynamiclogic seemo be promisingpointsto consider
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