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Abstract—Device authentication, encryption, and key distri-
bution are of vital importance to any Internet-of-Things (IoT)
systems, such as next generation smart city infrastructures. This
is due to the concern that attackers could easily exploit the
lack of strong security implementation in IoT devices to gain
unauthorized access to the system or to hijack IoT devices
to perform denial-of-service attacks on other networks. With
the rise of fog and edge computing in IoT systems, increasing
numbers of IoT devices have been empowered to perform data
analysis using deep learning technologies. Deep learning on edge
devices can be deployed in numerous applications, such as local
cardiac arrhythmia detection on a smart watch, but is rarely
applied to device authentication and wireless communication
encryption. In this paper, we propose a novel lightweight IoT
device authentication, encryption, and key distribution approach
using neural cryptosystems and binary latent space. The pro-
posed neural cryptosystems adopt three types of end-to-end
encryption schemes: symmetric, public-key, and without keys. A
series of experiments were conducted to test the performance
and security strength of the proposed neural cryptosystems.
The results demonstrate that this approach can be a promising
security and privacy solution for next-generation IoT systems.

Index Terms—Deep learning, cryptography, authentication,
encryption, Internet-of-Things, binary latent space.

I. INTRODUCTION

DEVICE authentication, encryption, and key distribution
for Internet-of-Things (IoT) devices are of vital impor-

tance to these systems. The implementation of strong security
is required for IoT devices to prevent attackers from hijacking
the IoT systems to steal personal information and launching
denial-of-service attacks on other networks. With the rising
popularity of deep learning in security research (for example,
in biometrics), many researchers have begun to explore the
possibility of using deep learning methods for IoT security
applications, such as device authentication and communication
encryption. Deep learning has been adopted in many network-
level security applications, including intrusion detection, attack
modelling, and access control systems. However, it has not
been widely exploited in enhancing device-level security in
IoT systems.

The concept of neural cryptography was first introduced
in 2002 [1], [2]. The black-box properties of neural networks
are very suitable for cryptographic applications as these benefit
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Fig. 1: Symmetric adversarial neural cryptosystem [6]

from being as discrete as possible. Although neural cryptogra-
phy cannot yet outperform the traditional methods, it is still an
emerging research field which has many potential advantages
over the traditional cryptographic algorithms used in the next-
generation, AI-oriented IoT systems. For example, many deep
learning algorithms can be divided into different stages, and
one of the trends is to pre-process the data using neural
networks on edge IoT devices to avoid transmitting raw data.
It can be more efficient when using channel bandwidth during
data streaming, as the processed data is generally less dense
and therefore there is less information leakage when sending
the raw data directly. In this scenario, neural cryptography
can be combined with these algorithms, as they can be trained
together as one model to further improve the efficiency of
wireless transmission.

In the existing body of literature, neural cryptography
research has been applied primarily to non-IoT systems, as
one of the challenges in applying it to these systems is that
IoT devices often lack the computational ability to run any
deep learning algorithms. However, with the rising popularity
of fog and edge computing in IoT systems, many IoT devices,
such as Nvidia Jetson Nano [3] and Raspberry Pi [4], are
now capable of performing on-node deep learning algorithms.
With deep learning frameworks, such as TensorFlow Lite for
micro-controllers [5], such devices can execute deep learning
algorithms rather than being reliant on centralized servers.

Recently, Abadi and Andersen [6] introduced the concept
of adversarial neural cryptography with generative adversarial
networks (GANs). A simple GAN model contains a generator
and a discriminator. Given a specific training dataset, the
generator can learn from the training dataset and generate
new data based on the training dataset’s statistics. In the
intervening time, the discriminator can learn to distinguish
between the data generated by the generator and the data
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in the training dataset. In adversarial neural cryptography,
three neural networks are defined, namely Alice, Bob, and
Eve, the same as used in modern cryptography definitions.
Alice encrypts plaintext into ciphertext via a secret key that
only Alice and Bob possess and sends the ciphertext to
Bob, whereas Eve receives the ciphertext and attempts to
recover the plaintext without the secret key. This process is
illustrated in Fig. 1, where Alice, Bob and Eve are replaced
with neural networks in the adversarial neural cryptography.
Alice is adversarially trained to make ciphertext more difficult
for Eve to recover but possible for Bob to recover with the
aid of the secret keys.

Adversarial neural cryptography offers a new method of
training neural networks to perform cryptographic algorithms.
However, there are still challenges when applying such neural
cryptographic techniques in IoT systems. First, it takes a
considerable amount of time to fully train an adversarial neural
cryptosystem, and it sometimes fails to converge [6]. Second,
the ciphertext produced by GAN and other types of neural
networks are formatted as floating numbers, which are more
difficult to analyze for their security strength than binary
sequences. Third, the neural networks employed in previous
research, such as [6], are too large to be implemented on IoT
devices. The ideal neural cryptosystems to be deployed on
IoT devices are light-weight, easily, promptly and efficiently
trainable at a large scale. For example, neural cryptosystems
with only one convolutional layer encryptor can be easily
attached onto another neural network which could be used
for data pre-processing.

To reduce the complexity and difficulty of training adversar-
ial neural networks, the neural cryptosystem should be trained
to let Alice produce ciphertext that is uncorrelated with the
original plaintext and only decipherable by Bob. If Eve is
removed, the network model becomes more similar to an auto-
encoder, in which the encoder Alice encodes plaintext into
latent space (latent vectors), and the decoder Bob decodes
the plaintext from the latent space. In a typical auto-encoder
model, the latent space completely represents the plaintext.
Latent space is therefore heavily correlated with the plaintext.
In contrast, in neural cryptosystems, the encoder must be
trained to randomize the latent space to hide the plaintext.
Ideally, Alice should behave like a random number generator,
producing statistically unpredictable random latent space that
secretly contains the plaintext. However, teaching the statis-
tical concepts of neural networks, such as distributions and
randomness, has not been widely explored in the literature.

In this paper, we propose a novel light-weight IoT device
authentication, encryption, and key distribution approach using
end-to-end neural cryptosystems and binary latent space. The
training of neural network models is divided into up to three
different phases: first, train Alice to produce randomized
binary latent space as ciphertext that contains the plaintext.
Second, train Bob to decipher the plaintext from the binary
latent space. The third phase, which is only required in public-
key encryption scheme, train public key generator networks
to produce public keys based on the secret keys generated in
the second phase. The proposed cryptosystems can be used
to authenticate IoT devices, encrypt sensor data, or distribute
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Fig. 2: Diagrams of the proposed end-to-end neural cryptosys-
tems: (a) symmetric, (b) public key, and (c) without keys

encryption keys for further secure communications using other
encryption schemes between IoT devices and IoT servers. Our
approaches have the potential to be combined with many deep
learning applications to provide a new way of securing an
increasing large volume of data generated from the AI-based
decision-making algorithms in the next generation smart city
and industrial applications.

The proposed types of end-to-end neural cryptosystem mod-
els with different encryption schemes are proposed in this
paper, as shown in Fig. 2. The first is a typical symmetric
cryptosystem, requiring a pre-shared secret key for both Alice
and Bob. The second model is a public key cryptosystem
which employs a public key generator neural network to
generate public keys. The third model removes the requirement
of keys entirely, which is less secure but can be used to send
one-time secret keys as plaintext for further encryption algo-
rithms. In the adversarial neural cryptosystem in [6], Eve is
employed to assess the security strength of the cryptosystems.
However, Eve as another neural network is often not able
to represent real-world attackers, who can employ traditional
crypto-analysis tools to retrieve secret keys. Therefore, a more
traditional crypto-analysis is adopted in this paper to assess
the security strength of the proposed neural cryptosystems,
rather than analyzing how adversarial neural networks (Eve)
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TABLE I: Summary of related works on neural cryptosystems and deep learning based random number generators

Ref.
Encryption

scheme
Data type Approach

[7] Symmetric Text Send one neural network parameters to the other network via a pre-established secure channel
[8] Symmetric Text Genetic algorithm and error back propagation neural network
[9] Symmetric Text Symmetric cryptosystems based on back propagation of neural networks

[10] Symmetric Key Symmetric cryptosystems with neural networks synchronized by tree parity machine
[11] Symmetric Images Weights transmission between two copies of echo state networks as encryptor and decryptor
[12] Symmetric Text Radial basis function networks with natural noise simulations
[13] Symmetric Text Adversarial training of spectrum-diverse unified neuroevolution neural networks
[14] Symmetric Text Multiple auto-encoder networks as secret key generators and hash value generators separately
[15] Symmetric Text Symmetric adversarial neural cryptosystems with multiple attackers (Eve) having partial keys
[16] Symmetric Text Symmetric adversarial neural cryptosystems with a chosen-plaintext attack based attacker (Eve)

[17] Public key Text
Public key cryptosystems with identical neural networks initialized by two PRNGs with shared
one-time seeds

can attack cryptosystems.
The rest of the paper is organized as follows. Related

works on deep learning-based cryptosystems are reviewed in
section II. Section III presents the detailed methodology of
the proposed end-to-end neural cryptosystems with three types
of encryption schemes. The results, evaluations, and security
analysis of the proposed neural cryptosystems are presented
in section IV, followed by conclusions and future research
directions in section V.

II. LITERATURE REVIEW

In the past, deep learning has not been widely used in
cryptographic applications for IoT systems due to the difficulty
of implementation on IoT devices. Therefore, most neural
cryptosystems research has been focused on data protection
for computer networks. In addition, the majority of neural
cryptosystems in the literature only add or replace parts of
cryptographic algorithms with neural networks, rather than
end-to-end encryption schemes with only neural networks, as
proposed in this paper.

One of the first approaches proposed in neural cryptography
was to use two neural networks with identical parameters
as a cryptosystem for symmetric encryption schemes. Yayik
and Kutlu [7] proposed a symmetric neural cryptosystem in
which the neural network parameters of the encryptor, such
as weights, number of neurons, and number of hidden layers,
were securely transmitted to the decryptor via a pre-established
secured channel. The output of a neural network can also be
reversed by back propagation of any neural networks with
the same parameters as demonstrated in [8] and [9]. Neural
cryptosystems can also solve the issue of the distribution
of secret keys for symmetric encryption schemes [10], as
two synchronized neural networks can exchange secret keys
securely in a public channel. Synchronization between the
encryptor and decryptor can also be achieved by transmitting
partial weights of the neural networks so that the adversarial
neural network cannot use the weights directly, as in [11].
While using two neural networks for symmetric encryption has
been widely explored in the literature, it either requires neural
network architectures that either have inverse operations or a

part of the neural network parameters being transmitted over
the communication channel.

Neural networks with chaotic properties can also be used
in neural cryptosystems, which introduces randomness into
the neural networks themselves. For example, [12] proposed
the use of radial basis function networks with natural noise
simulations as one-to-one personal encryption algorithms to
protect user privacy within cloud servers. Other network
architecture can also be used in neural cryptosystems, such
as topology evolving neural networks [13] and multi-layer
auto-encoder neural networks [14]. However, the majority of
the aforementioned neural cryptosystems are not end-to-end
encryption schemes, as part of the cryptographic functionality
is not performed by the neural networks.

The adversarial neural cryptography proposed in [6] is
a promising end-to-end neural cryptography approach. As
previously mentioned, adversarial training introduces Eve as
another neural network in the cryptosystem and as one that
is frequently trained with less information than is provided
to Bob. In [6], Eve only receives the ciphertext, whereas
Bob has both the secret keys and the ciphertext. A small
advantage is given to Eve by increasing Eve’s number of
training iterations compared to both Alice and Bob. Alice
needs to make ciphertext more difficult for Eve to decipher,
therefore enhancing the security level of the cryptosystems.
More advantages can be given to Eve to increase the security
level of the cryptosystems, for example, in [15], two symmetric
neural cryptosystem approaches, based on adversarial neural
networks, were proposed. The first approach assumes that the
attacker neural network (Eve) obtains part of the secret keys
and the ciphertext, to decipher plaintext or output complete
secret keys. The second approach employs two attacker neural
networks (two Eves that know either partial secret keys or the
ciphertext) to predict secret keys or decipher the plaintext.

Traditional cryptographic attacks can also be utilized in
neural cryptography to increase the security strength of neural
cryptosystems. For example, chosen-plaintext attacks are used
in the adversarial neural cryptosystem proposed in [16] where
Eve produces two plaintexts individually for Alice to send
and distinguishes which of the two is encrypted in the current
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Fig. 3: Illustration of the proposed light-weight neural cryptosystems

ciphertext. In this scenario, Alice must be cleverer in how it
hides the plaintext within the ciphertext. A major weakness
in all of the aforementioned adversarial neural cryptosystems
is that due to the nature of the adversarial training, not all
training trials can reach the desired condition, with the result
that Eve can neither decipher the plaintext nor obtain secret
keys. The success rate of adversarial training heavily depends
on the amount of information given to Eve and the complexity
of the chosen neural network architecture.

There are several advantages of neural cryptosystems pro-
posed in this paper over the state-of-the-art neural cryptosys-
tems. First, the proposed neural cryptosystems are trained
using a phased training approach rather than the adversarial
training approach adopted in many adversarial neural cryp-
tosystems. For example, for the proposed symmetric neural
cryptosystems, Alice is trained in the first phase, whereas Bob
is trained in the second phase. This successive and phased
training ensures that the neural network models will always
reach the desired conditions, unlike in the adversarial training
approaches. Second, in the proposed neural cryptosystems,
no redundant neural network parameters are required to be
transmitted during or before the authentication and key distri-
bution process, greatly reducing the overhead in the wireless
communication channels. This is also important for most of
the IoT systems where a large number of IoT devices are
likely to communicate simultaneously with the IoT servers.
Third, instead of using two copies of the same neural networks
on Alice and Bob, the proposed cryptosystems shift most
of the computational complexity of the neural networks to
Bob, who is usually the IoT server with considerably superior
computational resources. Finally, the proposed cryptosystems
output binary numbers as ciphertext rather than the floating
numbers used in most adversarial neural cryptosystems. This
allows traditional crypto-analysis, such as randomness tests,
to be used for testing the strength of the security of neural
cryptosystems. A thorough security analysis of the ciphertext

produced by the proposed cryptosystems was conducted to
demonstrate the strength of the security of the proposed
cryptosystems and is shown in the results section.

III. METHODOLOGY

In this section, the proposed end-to-end neural cryptosys-
tems for device authentication, encryption and key distribution
of IoT-based system security will be explained in detail.
Simplified diagrams of the three types of the encryption
schemes are shown in Fig. 2, and these are described using
the same method as in classical cryptographic scenarios. A
more detailed illustration of all three types of the encryption
schemes of the proposed neural cryptosystem are presented in
Fig. 3. Solid arrow lines represent the flow of private keys
and dashed arrow lines represent the flow of public keys. The
dashed arrow lines are only used in the public-key encryption
scheme. A more detailed individual explanation of the imple-
mentation of each encryption scheme is provided, alongside
the details of the implementation of device authentication and
key distribution process.

A. Symmetric Neural Cryptosystem

In all the proposed cryptosystems, the Alice represents an
IoT device and Bob represents an IoT server or gateway. For
symmetric encryption scheme of the proposed cryptosystem,
as shown in Fig. 3, Bob uses a decryptor D and a N -bit private
key K , which is generated by a random number generator that
is not shown in Fig. 3. On the other side, Alice encrypts the
plaintext P into ciphertext C via an encryptor E and a pre-
distributed K . Assuming the parameters of the neural network
in E is θE , C can be expressed as

C = E (θE , P,K) (1)

where E consists of an input layer, convolution layers, and
a binary Fully-Connected (FC) layer. Two binary inputs, the
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plaintext P and K are concatenated at the input layer, then fed
into the convolution layers. The output of the final convolution
layer is fed into a FC layer with a binary sigmoid activation
function, which outputs {0, 1}. As C is a randomized binary
space that contains the plaintext, the distribution of 0s and
1s should be uniform. Therefore, a novel loss function LE is
proposed to train the neural network to randomize its outputs.
To avoid the neurons of the binary FC layer output same
0s or 1s for a succession of plaintext inputs, LE considers
distribution of 0s and 1s over an entire mini-batch. Assume
the batch size is B and the number of neurons of the binary FC
layer is M , the size of the outputs of the encryptor (denoted as
C) over the entire mini-batch is B×M . Assuming the output
of each neuron of the binary FC layer is c, C can be expressed
as

C =


c1,1 c1,2 · · · c1,M
c2,1 c2,2 · · · c2,M

...
...

. . .
...

cB,1 cB,2 · · · cB,M

 (2)

where cb,m is the output of the mth neuron of the bth sample
in a mini-batch.

Statistically, if B and M are significantly large, the appear-
ances of 0s and 1s in C should be equal. To train E , the loss
function is divided into two parts. The mean of the outputs of
E over the bth sample should be close to 0.5, therefore, the
first part of the loss function, LEb

, can be expressed as

LEb
=

1

M

M∑
m=1

cb,m − 0.5 (3)

in the mean time, the mean of the outputs of the mth neuron
over the entire mini-batch should also be close to 0.5. This
forces neurons to unpredictably output 0s and 1s, increasing
the randomness of C. Similarly, the second part of the loss
function LEm can be written as

LEm
=

1

B

B∑
b=1

cb,m − 0.5 (4)

therefore, the final loss function for the encryptor can be
expressed as

LE =
1

B

B∑
b=1

|LEb
|+ 1

M

M∑
m=1

|LEm
| (5)

where LEb
and LEm

are averaged across the entire mini-batch
and the entire sample respectively.

By minimizing LE , the encryptor is able to output random-
ized binary ciphertext. Although the encryptor is not taught to
hide the P specifically, the plaintext has been hidden in the
ciphertext, which will be verified in the results section. On
the IoT server (Bob) side, the output of the decryptor D is the
deciphered plaintext, denoted as P ′, which can be written as

P ′ = D(θD , C,K) (6)

where θD is the parameters of the neural network of the
decryptor. The loss function for optimizing D is LD as shown

Fig. 4: Illustration of the key distribution and authentication
process with the proposed public-key neural crytosystem

in Fig. 3. LD is the L1 distance between P and P ′, which
can be expressed as

LD =
1

N

N∑
n=1

|P ′ − P | (7)

B. Public-key Neural Cryptosystem

For public-key encryption scheme of the proposed neural
cryptosystem, Bob consists of the decryptor D and a public-
key generator G , which is also a neural network. The private
key K is fed into G to generate a public key K ′ and sent
to Alice via a public channel. The training of the public-key
generator follows the same principle applied to the encryptor.
The mathematical expression for G and the loss function LG

are identical to E and LE respectively. After receiving K ′,
Alice encrypts plaintext P into ciphertext C via the same
encryptor E , which has identical mathematical expression as
that of the symmetric neural cryptosystem.

Fig. 4 shows a detailed illustration of the key distribution
and mutual authentication process between the IoT device
and the IoT server with the proposed public-key cryptosys-
tem. A similar process can be followed for the other two
proposed cryptosystems. When the IoT device receives the
public key K ′ from the IoT server, it encrypts a secret
key P and a secret message M with K ′. The encrypted
ciphertext C = E (P ,M ,K ′) is then sent to the IoT server and
decrypted with the private key K subsequently. The network
parameter θ is omitted here. The decrypted secret key P ′ is
now distributed to the IoT server from the IoT device. To
verify the key distribution and achieve mutual authentication,
the IoT server encrypts a newly generated secret message N
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and the decrypted secret message M ′ with P ′ and sends them
to the IoT device. If the IoT device receives and decrypts M ′′,
and it checks that M ′′ is identical to the original message M ,
the key distribution is successfully verified. The IoT device
then encrypts and sends the decrypted message N ′ back to
the IoT server. If the retrieved N ′′ is identical to N , the IoT
device and the IoT server achieve mutual authentication.

C. Neural Cryptosystem without Keys

The proposed neural cryptosystem work without any public
and private keys. In this scenario, the plaintext P is encrypted
into the ciphertext C by the encryptor E without the assistance
of the private key K or the public key K ′, and the decryptor
extracts P from C directly. This light-weight approach is
vulnerable to chosen plaintext attack, therefore it is only
suitable to send one-time encryption keys. For instance, it can
be used to pre-distribute the secret key K for the proposed
symmetric neural cryptosystem, or to be used as E ′ for
encrypting M ′ and N on the IoT server during the verification
phase of the key distribution process.

D. Binary Sigmoid Activation

The last neural network layer for E , D , and G is a FC
layer with binary sigmoid activation. Assuming the output of
the linear operations of the neurons of the FC layer is x , a
stochastic binarization function [18] is applied as

y =

{
1 with probability p = σ(x),
0 with probability 1− p,

(8)

where y is the output of the activation function and σ is a hard
sigmoid function written as

σ(x) = clip(
x+ 1

2
, 0, 1) = max(0,min(

x+ 1

2
, 1)) (9)

E. Experiments

A series of experiments were conducted for analyzing the
performance and security strength of the proposed neural cryp-
tosystems. As aforementioned, the private keys and plaintext
are random binary sequences generated on the IoT server
and device. As there are many repetitive experiments for
investigating the effects of changing the size of the binary
latent space, a fixed training dataset and a fixed testing dataset
consists of private keys and plaintext are generated. Both the
private keys and plaintext have a length of N = 16 bits, and
the batch size B for training was set to 4,096 for all the
experiments, with the exception of the training for the NIST
test, where the batch size was set to 256,000.

For the encryptor neural network, the private key and
plaintext are concatenated at the input layer, therefore, the
input size for the first convolution layer is 2N = 32× 1. The
sizes of the convolution layers for the encryptor used in the
experiments are listed in Table II, which has the format of
2N times the number of filters for each convolution layer. All
the convolution layers are one-dimensional and have kernel
size of 1, Rectified Linear Unit (ReLU) activation, and ’same’
padding scheme. The output of the last convolution layer is

TABLE II: Network parameters of the encryptor for symmet-
ric, public-key, and without key encryption schemes

Scheme Size Conv 1 Conv 2 Conv 3

Symmetric
Large 32×32 32×32 32×32

Medium 32×16 32×16 32×16
Light-weight 32×16 - -

Public-key Large 32×32 32×32 32×32
Medium 32×16 32×16 32×16

Without key Medium 32×16 32×16 32×16
Light-weight 32×16 - -

flattened and fed into the binary FC layer with the number of
neurons M = [128, 256, 512]. The length of the binary latent
space (ciphertext) is equal to the number of neurons in the
FC layer. The larger M is, the more communication overhead
it generates, and the easier for the decryptor to decipher the
ciphertext. The decipher takes both the ciphertext and the
private keys as inputs, then concatenate them together. The
input to the first convolution layer has a size of (M +N )×1.
The decryptor consists of three convolution layers, which have
the same parameters: kernel size of 1, number of filter of 128,
ReLU activation, and ’same’ padding scheme. The convolution
layers of the public-key generator are identical to those of
the decryptor. The computational complexity of the proposed
neural cryptosystems is mostly on the IoT server, as it does
not have power and resource constrains that the IoT device
has.

A phased training approach is adopted in the proposed
neural cryptosystems, which means the encryptor, decryptor,
and public-key generator are trained in a sequential order for
all three encryption schemes. While one neural network is
being trained, the network parameters of the other two neural
networks are frozen. For symmetric neural cryptosystems and
cryptosystems without keys, the encryptor is trained first for
10 epochs using Adam optimization [19], then the decryptor is
trained for 10 epochs. A staircase exponential decay learning
rate was used for all the training with an initial learning rate
of 10−6, a delay step of 3,000, and a delay rate of 0.95. For
the public-key neural cryptosystem, the order for training is
public-key generator, encryptor, and decryptor, each of which
is trained for 10 epochs. The experiments were implemented
using Tensorflow 2.0.0 [20] on a Ubuntu 16.04 workstation
with a 3.30GHz i9-9820X CPU and four GeForce RTX 2080
GPUs.

IV. RESULTS

In this section, the results on the performance of the
proposed neural cryptosystems, in terms of plain text recon-
struction error rates and training and testing accuracy, are
presented. In addition, the security strength of the proposed
neural cryptosystems is also evaluated using crypto-analysis,
since the ciphertext should have high entropy and random to
attackers. As phased training was conducted instead of adver-
sarial training, all the models can reach the desired conditions
where the training losses for the encryptor, decryptor, and
public-key generator are minimized.
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Fig. 5: Decryptor losses of the proposed neural cryptosystems
during training

A. Encryptor, Decryptor, and Public-key Generator Loss and
Plaintext Reconstruction Error

The three graphs in Fig. 5 are the first 2.0 or 2.5 × 104

iterations of the decryptor training losses of the proposed
neural cryptosystems, in regards to the type of the encryption
schemes, the size of the convolution layers, and the length of
the ciphertext. As shown in Fig. 5, the minimal decryptor loss a
model can reach mostly depends on the length of the ciphertext
(M ). When M is sufficiently large, the hidden plaintext
can be retrieved by the decryptor with very small plaintext
reconstruction errors. This is also proven in Table. III, which
lists the plaintext reconstruction errors for the decryptors of

the proposed neural cryptosystems with M = [128, 256, 512]
on the testing dataset.

TABLE III: Plaintext reconstruction errors for the proposed
neural cryptosystems with M=[128, 256, 512] on the testing
dataset

Scheme Size M=128 (×10−4) M=256 (×10−4) M=512 (×10−6)

Symmetric

Large 64.2516±3.2130 1.1983±0.4145 3.1433±7.8163

Medium 71.7176±3.1877 1.1356±0.4164 3.7002±7.5016

Light-weight 73.6855±3.1877 1.4771±0.4646 2.7236±6.5388

Public-key
Large 123.8960±4.3110 1.7292±0.5222 3.0441±6.9875

Medium 93.2974±3.7528 1.9272±0.5506 2.4032±6.0401

Without key
Medium 0.1620±0.1640 0.1117±0.1314 25.0551±20.3223

Light-weight 7.3560±1.0950 0.4010±0.2521 33.1800±22.5048

TABLE IV: Encryptor loss for the proposed neural cryptosys-
tems with M=[128, 256, 512] on the testing dataset

Scheme Size M=128 (×10−4) M=256 (×10−4) M=512 (×10−6)

Symmetric

Large 0.0410±0.0007 0.0211±0.0006 0.0167±0.0006

Medium 0.0294±0.0007 0.0214±0.0006 0.0167±0.0006

Light-weight 0.0270±0.0007 0.0209±0.0006 0.0168±0.0006

Public-key
Large 0.0270±0.0008 0.0219±0.0006 0.0164±0.0006

Medium 0.0271±0.0007 0.0211±0.0007 0.0167±0.0006

Without key
Medium 0.0267±0.0009 0.0207±0.0008 0.0167±0.0008

Light-weight 0.0266±0.0009 0.0207±0.0008 0.0165±0.0008

The neural cryptosystem models with medium-size convolu-
tion layers for the encryptors perform better than the large-size
and light-weight models. As aforementioned, the size of the
decryptors for all the models are identical. When there is only
one convolution layer in the encryptor, the proposed symmetric
and without key neural cryptosystems can still work with only
minor decrease in the plaintext reconstruction accuracy. For
the public-key neural cryptosystems, only large and medium-
size models were trained and the model with medium-size
convolution layers performs sufficiently better than the models
with large-size convolution layers. When M = 512, there
is on average 3 bits reconstruction error per million bits of
the plaintext transmission, which is acceptable for encryption
applications. When M = 256, the reconstruction error rises
to around 2 bits per 10,000 bits of the plaintext transmission,
which is also acceptable for communication encryption but
may require the assistant of error correction coding (ECC)
schemes, such as the Bose-Chaudhuri-Hocquenghem (BCH)
codes [21]. However, when M = 128, the reconstruction
errors for symmetric, public-key, and without keys are around
7, 10, and 0.7 bits per 1,000 bits of plaintext transmission. The
error rates are too large for the neural cryptosystems to be used
for encryption applications directly. The ECC schemes can still
be applied in this case but with less transmission efficiency.

Table. IV lists the encryptor losses for the three types
of neural cryptosystems on the testing dataset. The type of
encryption scheme and the size of the convolution layers have
less effect on the encryptor loss. When the length of the
ciphertext increases, the encryptor loss decreases. Table. V
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Fig. 6: Distribution of Hamming distances between private
keys and the corresponding public keys of the public-key
neural cryptosystem when M = 512 on the test dataset

TABLE V: Public-key generator loss for the public-key en-
cryption scheme of the proposed neural cryptosystems on the
testing dataset

Scheme Size M=128 (×10−4) M=256 (×10−4) M=512 (×10−6)

Public-key
Large 0.0609±0.0016 0.0602±0.0016 0.0602±0.0016

Medium 0.0612±0.0016 0.0611±0.0016 0.0606±0.0016

presents the public-key generator losses for the public-key
neural cryptosystems on the testing dataset. As the length of
the public keys is fixed at N , the public-key generator loss is
affected by the size of the convolution layers and the length
of the ciphertext.

B. Hamming Distance between Private Key and Public Key

In the public-key neural cryptosystems, any public key
generated using the public-key generator, should differ from
its pairing private key. Therefore, Hamming distances between
pairs of the public key and private key are calculated, and
the distribution of the hamming distances are shown in Fig.
6. By definition, the Hamming distance between two binary
sequences of the same length, is calculated as the bitwise
differences between them [22]. The Hamming distance has
a range of [0, 1], and 0 indicates the two binary sequences
are identical on every bit position, whereas 1 means every
bit position is different. For two binary sequences, complete
different means that they can be treated as identical. Therefore,
for a large number of binary sequence pairs, the distribution
of the hamming distances between these pairs should be a
Gaussian distribution whose mean is about 0.5. As shown in
Fig. 6, the distribution follows a Gaussian distribution with a
mean slightly off 0.5, which indicates the private key cannot
be obtained from the corresponding public key.

C. Hamming Distance between Plaintext and Ciphertext

The distribution of Hamming distances between the plain-
text and its corresponding ciphertext for the proposed symmet-
ric neural cryptosystem is shown in Fig. 7. As the plaintext
has a shorter length than its ciphertext, a sliding window with

Fig. 7: Distribution of Hamming distances between the plain-
text and its ciphertext of the symmetric neural cryptosystem
when M = 512 and a sliding window with window size of N
on the test dataset

a window size identical to the plaintext is adopted. A Gaussian
distribution of hamming distances indicates that the plaintext
is well hidden in the ciphertext, as it cannot be obtained
directly. However, no correlations between the plaintext and
its ciphertext cannot prove that the plaintext has been securely
hidden. A thorough crypto-analysis is still required to evaluate
the security strength of the proposed neural cryptosystems.

D. Security Analysis for Ciphertext

As ciphertext is often transmitted via a public commu-
nication channel, it is of vital importance for the neural
cryptosystems to generate ciphertext that is random to third-
parties without the decryptor and private keys. Therefore,
the ciphertext generated on the testing dataset from different
models was evaluated using ENT test, a pseudorandom number
sequence test suite consists of five individual tests, namely
entropy, chi-square, arithmetic mean, Monte-Carlo Pi, and
serial correlation tests. These tests were used in [17], [23],
[24], for testing the security strength of the cryptosystems.

TABLE VI: Results of the ENT, a pseudorandom number
sequence test, for the ciphertext of the proposed neural cryp-
tosystems with M = 512 (MC-Pi=Monte-Carlo Pi, Serial
Corr.=serial correlation)

Scheme Size entropy chi-square mean MC-Pi Serial Corr.

Symmetric

Large 7.9936 232625.4929 127.4747 3.1517 -0.000053

Medium 7.9963 133832.0336 127.5103 3.1567 -0.000149

Light-weight 7.9966 122781.9186 127.4939 3.1571 0.000248

Public-key
Large 7.9908 334673.1258 127.5057 3.1164 0.000527

Medium 7.9939 223544.8776 127.4908 3.1646 0.000017

Without key
Medium 7.9943 205531.4516 127.5081 3.1476 0.000281

Light-weight 7.9862 507359.3769 127.4984 3.1639 0.000125

Optimal - 8 - 127.5 3.1416 0

The results are concluded in Table VI. For the entropy test,
entropy represents the information density of the ciphertext,
expressed as a number of bits per byte. Therefore, the optimal
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TABLE VII: NIST Statistical Test Results for the ciphertext
of the proposed neural cryptosystems with M = 512 (the
minimum pass rate for each statistical test is approximately =
90% for a sample size = 10 binary sequences)

Statistical Tests P-value Proportion Pass/Fail
Frequency 0.534146 100% Pass
Block Frequency 0.002043 100% Pass
Cumulative Sums+ (2) 0.630949 100% Pass
Runs 0.739918 100% Pass
Longest Run 0.739918 90% Pass
Rank 0.350485 100% Pass
FFT 0.035174 100% Pass
Non Overlapping Template+ (148) 0.460586 97% Pass
Overlapping Template 0.213309 100% Pass
Serial+ (2) 0.545202 100% Pass
Linear Complexity 0.122325 90% Pass

value for an entropy test should be 8 bits per byte. As presented
in the table, the entropy values for all the models are very
close to 8, indicating high randomness in ciphertext. The chi-
square test is the another commonly used test for assessing
the relationships between different variables. The values in the
chi-square column is the chi-square distribution of 26214400
samples, and randomly it would exceed this value less than
0.01 percent of the times for all models. This indicates that
the ciphertext samples are not totally independent from one
another. This is acceptable as long as the relationships between
two samples cannot be derived easily. Arithmetic mean is the
sum of all bytes in a binary sequence and divided by the total
number of bytes in that binary sequence. If the arithmetic
mean for a binary sequence is close to 127.5, the binary
sequence can be considered as random. Monte-Carlo Pi test
uses each successive six bytes in a binary sequence to form a
24-bit Cartesian coordinates (X,Y ) within a unit square. The
estimation of Pi is calculated as the number of the coordinates
in the inscribed circle of that square multiplied by four, then
divided by the total number of the coordinates. Therefore, the
closer the percentage is to Pi, the more random the binary
sequence is. The last test is serial correlation test which
indicates how dependant each byte in the binary sequence on
its previous byte. For a random binary sequence, its serial
correlation should be close to zero.

The National Institute of Standards and Technology (NIST)
test suite is a commonly used randomness test for evaluating
random number generators. NIST tests were used in [7],
[25], [26], for testing the security strength of their proposed
cryptosystems. In the experiment, 10 binary sequences with a
length of 10 kilobytes were generated from a symmetric neural
cryptosystem with M = 512 and a batch size of 256,000. As
a large batch size B results in a decrease in the Encryptor
loss LEb

, making ciphertext more random. Due to the large
batch size and limited memory of GPUs, only the Encryptor
is trained in this experiment. The results from NIST tests
are listed in the Table VII. The minimum pass rate for each
statistical test is approximately 80% (8 out of 10), therefore, all
tests listed in Table VII have passed. The P-values in Table

VII are the uniformity tests for each individual test. For an
individual test, the P-value>0.0001 indicates the probability
of passing the test for all testing binary sequences is uniformly
distributed across the interval [0,1) [27].

Frequency test represents how close are the appearances of
0s and 1s in the entirety of a binary sequence, whereas block
frequency test only investigates the frequencies of 0s and 1s
in small blocks of a binary sequence. Cumulative Sums test
is a random-walk test, which converts 0s to -1s and sums
equally divided parts of a binary sequence. If large sums occur
too often for a binary sequence, it is not random. Runs test
and longest run test investigate the total number of runs in
a binary sequence, and a run is a succession of 0s or 1s.
Different length of runs are tested to determine whether the
oscillations between 0s and 1s occur too often or too rare.
Rank test is to investigate the linear dependence among equally
divided parts of a binary sequence. Fast Fourier Transform
(FFT) test investigates the heights of the peaks in the Fourier
transform of a binary sequences, if the peaks are too high and
too close, the binary sequences have periodic patterns that can
be exploited by attackers. Non-overlapping and overlapping
Template Matching tests investigate the number of occurrences
of a binary sequence in a sliding window that matches pre-
defined non-overlapping or overlapping templates. Serial test
investigates the occurrences of all possible overlapping fixed-
length patterns across a binary sequence. Linear complexity
test calculates linear feedback shift registers for a binary
sequence, and longer registers indicate more randomness of
the binary sequence. Passing all the NIST tests listed in Table
VII proves that the security strength of the proposed neural
cryptosystems is high, and the plaintext cannot be derived from
ciphertext easily.

V. CONCLUSIONS

In this paper, we propose a novel light-weight IoT device
authentication, encryption, and key distribution approach using
neural cryptosystems and binary latent space. The proposed
neural cryptosystems adopt three types of end-to-end en-
cryption schemes, namely symmetric, public-key, and without
keys. A series of experiments was conducted to test the
performance and the security strength of the proposed neural
cryptosystems, the results of which show that it is a promising
security and privacy solution to next-generation large-scale
IoT systems. Future work of the proposed approach might
explore other ways to teach neural networks to hide plaintext in
ciphertext. Furthermore, as the chi-squared test indicated that
there was dependence among ciphertext, correlations among
ciphertext should be further investigated.
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