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Abstract 

The control and monitoring of large infrastructure installations is becoming smarter, cheaper to run and easier to manage through 

the use of wireless sensor and actuator networks (WSANs). Cyber Physical Systems (CPSs) are the combination of cyber sensing 

via WSANs and physical control. The problem with the use of WSANs in CPSs is that they make the whole system being 

controlled exposed to the world and vulnerable to theft or cyber-attacks. In this article we examine the failure of CPS 

infrastructure due to intelligent radio jamming. The intelligent jammer employs a protocol-aware jamming strategy to learn the 

transmission period of a sensor device. It then broadcasts noise to disrupt the wireless communication and destabilise the CPS. 

We present a CPS control and communication approach to counter the threat of intelligent radio jamming. The approach exploits 

the properties of the event-based control strategy combined with a reservation-based communication protocol that employs 

obfuscation. We use a physical model of a water distribution network to demonstrate that the approach is resilient to an 

intelligent jamming attack, it is able to continue normal operation of the system and maintain the desired level of performance 

while achieving low overheads. 

1 Introduction 

Large scale infrastructure, such as water distribution networks 

or petrochemical systems, are getting smarter using wireless 

sensor and actuator devices. These Cyber Physical Systems 

(CPSs) enable fine-grained control of infrastructure assets 

making them more efficient, reduce wastage, and increase 

resilience to failure.  

Wireless sensor and actuator devices are small, unobtrusive, 

and can be deployed outdoors on legacy infrastructure. Their 

flexibility is both a benefit and a problem. They can be 

deployed in locations that are easy to reach, which leaves them 

exposed and vulnerable to theft or malicious attacks. CPS 

attacks can occur in multiple forms, from radio level attacks 

and information forging to cyberwar. Also, attacks can occur 

at multiple scales, from an individual device to a coordinated 

large-scale collection of devices [1]-[2]. Two well documented 

attacks are the Stuxnet exploit on an Iranian uranium 

processing facility, and the multistage attack of the Ukrainian 

power grid SCADA control system [3]. The latter resulted in a 

series of power outages that left 225,000 customers all across 

the Ukraine without power for several hours. 

This increasing potential of cyber threats and their significant 

economic and civil consequences expose the need for a new 

approach to increase the resilience of smart infrastructure to 

malicious attacks. Current centralized control and security 

mechanisms are inadequate to guarantee the security of 

modern infrastructures relying on low-power wireless 

sensor/actuator systems and spread over wide geographic 

areas. They fail to consider the lack of computational resources 

on the sensor nodes, the complex relationships between 

components, the interactions between the cyber (devices) and 

the physical (environment), and the dynamical nature of the 

heterogeneous sensor/actuator networks [4]. 

In this article we consider an alternative, event-based control 

approach to CPSs which reduces the high communication 

requirements of periodic transmissions and provides the 

potential for scaling to large-scale infrastructure through the 

use of decentralized architectures. Communication has to be 

done with a reservation-based wireless communication 

network protocol because the controller requires predictable 

latencies and high communication reliability in order to keep 

the system stable. Examples of such protocols widely used in 

industrial control systems are IEEE 802.15.4, where 

communication reservation is based on time (TDMA), or IEEE 

802.15.4e, where reservation is based on time and frequency 

(TSCH). We examine the failure of such a protocol and its CPS 

infrastructure caused by an intelligent radio jammer [5]. 

The intelligent jammer employs a protocol-aware jamming 

strategy to learn the transmission period and the transmission 

duration of a sensor device. Then it broadcasts noise to 

interfere with and disrupt the wireless communication between 

the sensors and the controller. Without up-to-date sensor 

measurements, the controller is unable to provide control 

actions that are relevant to the true state of the physical 

process. The lack of control actions will destabilise the CPS 
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and cause infrastructure failure. Intelligent jamming has 

proven to be particularly effective in reservation-based 

wireless communication networks as these use the same 

communication pattern over time [5]-[6]. 

Countermeasures against intelligent jamming have been 

proposed in [5]-[11] and are of the two kinds. The 

countermeasures in [7]-[9] operate at the physical layer and 

MAC layer and aim to make jamming more complicated to 

perform rather than to neutralise it. They often result in 

additional overhead and degrade the system’s performance. 

The countermeasures in [6], [10]-[11] operate at the upper 

layers and aim to reduce the predictability of communication 

patterns. To do so, Jam-Buster [10] randomizes sensor wake-

up times, while JAMMY [11] and DISH [6] randomize 

timeslots and channels. These solutions do not introduce 

additional communication; however, they are better suited for 

periodic systems as the recalculation of the permutation is 

done at each time slot. They are unfit for event-based CPSs. 

These CPSs wake up only when there is an event to be sent 

and where the time is critical. In this case the data has to be 

delivered within pre-defined time bounds to maintain the 

system’s stability. 

We follow the design approach from [5] that recognises that 

event-based CPSs are more resilient to intelligent jamming 

than CPSs that periodically transmit measurements. The 

results in [5] also indicate the resilience limitation of the 

approach. Potentially aperiodic and unpredictable events may 

become statistically regular over time and easy to predict. We 

propose an obfuscation methodology based on a prediction of 

a jammer’s knowledge of the system. Our methodology adds 

false events (anomalies) that changes the statistics of the 

transmissions to reduce and obfuscate the pattern of 

communication and prevent the jammer from gathering 

enough information to craft an attack. We use a physical model 

of a water distribution network to demonstrate that the 

approach is resilient to an intelligent jamming attack, it is able 

to continue normal operation of the system and maintain the 

desired level of performance while achieving low overheads. 

The rest of the paper is organized as follows: Sec. 2 presents a 

model of a CPS that uses an event-based control system and a 

reservation-based communication protocol. Sec. 3 presents a 

model of an intelligent jammer. Sec. 4 presents our 

contribution, an obfuscation methodology for a CPS to counter 

an intelligent jammer. We evaluate the approach using a 

physical model of a water distribution network in Sec. 5. We 

conclude the paper in Sec. 6. 

2 Event-based Approach to CPSs 

In this section we present a model of a CPS. Then we describe 

the event-based control and the communication approach to 

CPSs that is used in this paper. 

2.1 Cyber Physical System Model 

This paper focuses on a CPS that is composed of a large 

complex physical process (usually called a plant), that is often 

spatially distributed, with a control and management system. 

The plant can be described using a linear time-invariant model: 

ξ̇(𝑡) = 𝐴ξ(𝑡) + 𝐵𝑣(𝑡).                            (1) 

The vectors 𝜉(t) ∈ Rn and 𝑣(t) ∈ Rm are the state vector and 

the control input vector, respectively. 𝐴 ∈ Rn×n and 𝐵 ∈ Rn×m 

are the matrices appropriate to the application. 

The cyber part of such a plant is a network of small, computer 

mounted sensors and actuators installed around the plant to 

measure and actuate its physical processes. The sensors and 

actuators communicate data to and receive instructions from 

the plant's control and management system via a wireless 

network. The control system processes the sensed data and 

computes the control action that is then sent to actuators. We 

use a linear input-to-state feedback controller given as: 

𝑣(𝑡) = 𝐾ξ̂(𝑡)                                  (2) 

where ξ̂(t) ∈ Rn are the measured values of states that have 

been transmitted to the controller. 𝐾 ∈ Rn×n is a designed 

control gain for which closed-loop system is stable (i.e. 𝐴 +
𝐵𝐾 is a Hurwitz matrix). 

An example of the CPS described here is a Water Distribution 

Network (WDN) that consists of a set of water supplies, 

pumping stations, valves, and pressurised pipes that supply 

thousands of customer connections. The states of the system 

that are measured by the sensors include, but are not limited 

to, the flow of water and the pressure in the pipes. The states 

are used by the controller to calculate a control action that, for 

example, may reduce the power of a pump to decrease the 

pressure of the water pipes. The control action is then 

transmitted to the actuators to actuate a physical process (e.g. 

reduce the power of a pump). WDN will be the example used 

throughout the rest of the paper. 

2.2 Event-based Control and Communication Scheme 

Control theoretic approaches are commonly used in CPSs such 

as those presented in Sec. 2.1 to provide stable performance 

and safety guarantees [12]. Current common practice with 

control systems is for the sensor to send new sensor samples 

(and receive the subsequent control input) periodically 

regardless of the state of the underlying physical process. The 

periodic sampling sequence can be expressed as 

𝒯k ≔ {𝑡𝑘|𝑡𝑘 ≔ kh, k ∈ ℕ}                          (3) 

where ℎ > 0 is the time between samples and 𝑘 is the number 

of the sample. Although periodic control strategies provide 

stability guarantees and are relatively easy to design and 

analyse, they are inefficient. Periodic communication 

consumes bandwidth when there is no new information to 

send. This results in a high energy cost, requiring large 

batteries on the sensors and frequent battery changes. 

We use event-based control strategies [13] that reduce sensor 

communication to the controllers and sensor energy 

consumption. These are aperiodic strategies that are based on 



3 
 

events occurring in the underlying, monitored physical 

process. An event is defined by the quadratic triggering 

condition: 

Cj (𝜉(t), ξ̂(t)) = |ξĵ(t) − ξj(t)| − σj|ξj(t)|             (4) 

where 𝑗 ∈ {1, … , 𝑛} denotes a sensor and 𝜎𝑗 is the event trigger 

parameter that defines the size of the error between the 

estimated and measured states for the sensor 𝑗.  

Events are triggered at the sensors asynchronously only when 

the sample measurement of the process indicates that a change 

will negatively affect the stability or performance of the 

system (i.e. 𝐶𝑗 (𝜉(𝑡), 𝜉(𝑡)) > 0). This can be illustrated with 

our example WDN scenario. A sensor only sends data to the 

controller if it measures a significant change in the water level 

from the prior measurement used to generate the previous 

control action. The controller updates and sends a control 

action to an actuator using the following control law: 

𝑣𝑗(𝑡𝑘) = {
𝐾𝜉𝑗(𝑡𝑘), 𝑤ℎ𝑒𝑛   𝐶𝑗 (𝜉(𝑡), 𝜉(𝑡)) > 0 

𝐾𝜉𝑗(𝑡𝑘), 𝑤ℎ𝑒𝑛  𝐶𝑗 (𝜉(𝑡), 𝜉(𝑡)) ≤ 0
.          (5) 

We use a TDMA-based communication protocol for 

information exchange between the event-based system (the 

sensors and the actuators) and the controller. Time is divided 

into intervals 𝑇𝑖 , 𝑖 = {1, … , ∞}, of length 𝑇 seconds. Each 

interval 𝑇𝑖  consists of a number of slots allocated to the sensors 

and the controller. The structure and the purpose of the interval 

slots used for communication in event-based control system is 

shown in Fig. 1, part a). The sensor slots are used by the 

sensors to send new measured states to the controller if the 

threshold was violated (based on Eq. 4). Then, the controller 

recomputes control actions and uses the control slots to send 

these to the actuators. 

 
Fig. 1: The structure of a TDMA-based time interval for:      

a) Baseline TDMA protocol b) TDMA protocol with the 

obfuscation methodology 

3 Intelligent Jamming Attack in CPSs 

In this section we describe the impact of a jamming attack on 

the event-based CPS in Sec. 2. We follow with a model of an 

intelligent jammer. 

3.1 Threat of the Jammer in CPSs 

Jamming attacks [14] are the most basic form of radio attack 

on a wireless communication system. Noise is broadcast to 

interfere with and disrupt wireless communications. A jammer 

does not require physical access to the nodes or any other part 

of the infrastructure, only a location close to the target sensors. 

The CPS in Sec. 2 could be impacted in one of two distinct 

ways by a jamming attack. In the first case, the control system 

will not have access to current sensor measurements. The 

control actions sent to the actuators will not be relevant to the 

true state of the physical process. In the second case, the 

controller is provided with up-to-date sensor measurements, 

however new control actions are unable to reach the actuators 

due to communication disruption. In both cases, the CPS will 

become unstable if it is not able to cope with such 

communication failure. 

The aim of a jamming attacks is to disrupt a CPS. In the worst 

case all of the messages sent by the sensors or the controller 

are jammed. We refer to jamming effectiveness as the quantity 

of messages that are jammed, and the effect that the jamming 

has on the stability of the control system. Besides being 

effective, the jammer also aims to stay ‘hidden’ so that the 

system’s loss of stability cannot be associated with the attack. 

A jammer can be detected during its broadcast transmission by 

using three or more radio receivers to triangulate the position 

of the jammer. We refer to this as difficulty of detection. 

The jamming strategy that is both effective and difficult to 

detect is called intelligent jamming. A model of intelligent 

jamming based on [5] is given next. 

3.2 Model of Intelligent Jammer 

We consider an external adversary (the jammer) whose 

objective is to jam all transmissions from one specific sensor 

node, Sv, by maliciously transmitting during the sensor node’s 

timeslots in an undetectable way. The jammer must know the 

full communication pattern of Sv to achieve this objective. The 

process of obtaining the communication pattern is described 

next. 

First the jammer monitors all communication events in its 

range for a period of time, 𝑡𝑚, where 𝑡𝑚 > 0. This is a trivial 

task that can be done by using a simple receiver (e.g. software 

defined radio). We denote the set of events as ℰ(t) =
{e1, e2, … , eN}, 𝑡 ∈ [0, tm]. Second, the jammer needs to filter 

a subset of events, ℰv(t), that belongs to Sv (i.e. ℰv(t) ⊆ ℰ(t)). 

This information can be accessed in the packet header of any 

protocol for which the packet header is unencrypted. Finally, 

for the subset of events ℰv(t), the jammer extracts their inter-

arrival times and calculates the median value. This value is the 

jammer’s period, or jammer trigger, used to jam the sensor’s 

events in future time slots.  

The jammer continues to monitor Sv to ensure synchronisation 

with the selected sensor node. It determines if a phase offset 

occurs or the periodicity of the underlying phenomenon 

changes. The changes are applied to the jammer trigger in 

future time slots. 

The intelligent jamming strategy is completely effective when 

a CPS uses a periodic control strategy [5]. CPSs that use event-
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based control strategies are more resilient to intelligent 

jamming as shown in [5]; however, aperiodic and 

unpredictable events can become statistically regular over time 

and easy to predict when a reservation-based communication 

protocol (the slot allocation is pre-defined and remains fixed 

over time). Our results in Sec. 5 support this claim. We 

propose the use of an obfuscation methodology in order to 

address this resilience limitation of reservation-based 

communication protocols in the next section. 

4 Obfuscation Methodology for an Event-

based CPSs 

In the event-based CPSs each communication instance is of 

high importance, as the events are triggered only when a new 

control action is needed. Our results in Sec. 5 demonstrate that 

the lack of up-to-date data in the event-based system over a 

period of time can lead to a complete failure of the controlled 

system. 

One of the perfect obfuscation strategies would be to 

constantly send data to force jammer to either transmit 

selectively which would decrease its effectiveness or transmit 

at all times which would help to locate it easily. Of course, 

such obfuscation mechanism can never work in low-power 

wireless sensor and actuator networks as both, the bandwidth 

and energy, would be wasted. Aggregation of data is also not 

a viable option as sensor measurements are time-sensitive. 

Control systems need up-to-date information and they are 

delay intolerant. 

In the solution we propose, the sensors use the obfuscation 

methodology that introduces additional transmissions of 

measured states with the aim of covering their communication 

pattern and changing the statistics of the jammer’s trace (the 

median value calculated by the jammer). In doing so, each 

sensor does the following: 

• Each sensor monitors its own periodicity by keeping the 

moving average of event inter-arrival times, 𝑡𝑎𝑣𝑔, as the 

jammer would do. We use the moving average to avoid 

the cost of storing data (as the sensors and actuators are 

resource-restricted devices). 

• When the sensor observes that its moving average value, 

𝑡𝑎𝑣𝑔, converges to its own transmission period, 𝑡𝑡, the 

sensor sends newly measured states. The transmission is 

triggered even if the event triggering condition in Eq. 4 is 

not satisfied. Therefore, the additional transmissions will 

happen when: 

tavg − 𝑡𝑡 ≤ α.                        (6) 

The parameter α is a user-defined parameter that tells how 

conservative the obfuscation methodology is. Large α 

means the more conservative approach is used (more 

transmissions are added to a baseline communication 

pattern) and therefore larger energy cost. 

• The additional measured states can be sent in pre-defined 

TDMA slots, the sensor slots in Fig. 1 b) (these are 

guaranteed for each node). Additionally, the sensors have 

the choice of using additional slots, the random slots in 

Fig. 1 b) (these are shared by all sensors and guarantees 

are provided). 

• The sensor 𝑗 (for which Eq. 6 holds at time 𝑡) has to make 

a choice between its own sensor slot or one of the random 

slots. In doing so it evaluates the event trigger condition 

in Eq. 4. If 𝐶𝑗 (𝜉(𝑡), 𝜉(𝑡)) is close to zero, that means that 

the data is critical, and an event will be triggered soon. 

Therefore, the sensor node will be more likely to choose 

its sensor slot to send its measurements. If 𝐶𝑗 (𝜉(𝑡), 𝜉(𝑡)) 

has large negative value it means no change in the control 

input will be needed soon and the random slots can be 

used. The use of the random slots will diverge the jammer 

from predicting the true sensor’s periodicity. 

Next, the proposed obfuscation methodology is evaluated 

using a physical model of a water distribution network. We 

give the model description and the evaluation results.  

5 Evaluation 

In this section we evaluate the resiliency of an event-based 

CPS that uses the obfuscation methodology presented in Sec. 

4 by presenting a dynamical model of a WDN CPS, giving a 

set of metrics to evaluate resilience of the CPS to intelligent 

jamming, and presenting the evaluation results. 

5.1 Water Distribution Network Example 

We experimentally validate our approach with a WDN 

physical model of three District Meter Areas (DMAs) (Fig. 2). 

Each DMA has three or four water tanks and supplies an 

average of 10-30 customer connections via a set of pressurised 

pipes, pumping stations, and valves. The model is 

implemented and simulated using Matlab/Simulink, the 

Simscape toolbox and the Fluids toolbox. 

Fig. 2: The water distribution network 

For simplicity, we present a model of a single DMA with three 

tanks (DMA1). The DMA1 is modelled using the linear time-

invariant model in Eq.1 with the matrices: 

A = diag{−8.367 −6.276 −5.020} × 10−4, 

B = [
0.1068 −0.0371 −0.0371

−0.0279 0.0801 −0.0279
−0.0223 −0.0223 0.0641

].                 (7) 
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In the state vector 𝜉(t) each state is the difference between the 

current water level and set point reference water level for a 

tank. The set-point in our system is 3 meters. The control input 

vector 𝑣(t) represents the degree to which the in-valves are 

open to fill each tank.  

The control law in Eq. 2 uses the following gain matrix: 

K = [
−0.3024 −0.0089 −0.0238
0.0228 −0.3034 −0.0073
0.0357 0.0215 −0.3024

].                 (8) 

The values in the vector ξ̂(𝑡) in Eq. 2 contain either the 

previous measured values or new measured values of 𝜉(t) (if 
the measured value violates the event condition). The event 

trigger parameter is σ = 0.1 and is kept constant for all three 

tanks. The system is sampled at the rate of once every 5 

seconds. The goal of the controller is to maintain the values in 

𝜉(t) at a reference or set-point. The system’s response to 

constant customer demand is given in Fig. 3. 

 
Fig. 3: The system’s response to constant customer demand 

We assume that intelligent jammer in Sec. 3 is located within 

the DMA1 and aims to jam the sensor node that measures the 

water level of the first tank. The jammer’s monitoring time is 

30 seconds after which it starts with jamming. Next, we 

describe the metrics that we use to measure the performance 

of the DMA1 that uses the event-based approach from Sec. 2 

in the presence of intelligent jammer. 

5.2 Performance Metrics 

The resilience of our event-based CPS that uses the 

obfuscation methodology is evaluated based on the following 

metrics: 

• Deviation of the water level from the set-point (Deviation, 

%) – It indicates the maximum system’s deviation from 

the safe bounds (ensuring that water tanks do not overflow 

and cause floods, or underflow and damage the pumps). 

• Packet delivery ratio (PDR, %) – It is the ratio of the 

number of messages received by the controller and the 

number of messages sent by the specific sensor node. 

• Number of injected events (Overhead, %) – It is the % of 

extra events generated by the obfuscation methodology. 

The baseline event-based CPS has 0% or no overhead. 

This metric indicates the cost of the obfuscation 

methodology. 

We compare our event-based CPS that uses the obfuscation 

methodology with the CPS that uses periodic control and the 

baseline event-based CPS in [5]. The evaluation results are 

given next. 

5.3 Evaluation Results 

First, we give the result that evaluates the resilience of the CPS 

that uses periodic control and the event-based CPS in [5] 

towards intelligent jamming. The system’s responses are given 

in Fig. 4, a) and b), and the performance metrics are given in 

Table 1. 

The results show that in both cases the system overflows 

(becomes unstable). In the case of the CPS that uses periodic 

control, the jammer is able to predict the periodicity right after 

the monitoring time. All the communication is successfully 

jammed and the system overflows. In the case of the event-

based CPS, the jammer is unable to predict the periodicity for 

the first 5730 seconds. However, as the system reaches the set 

point, more events are triggered, and potentially aperiodic and 

unpredictable events may become statistically regular over 

time (periodic). The jammer effectiveness increases which 

causes the system to overflow. 

 

Fig. 4: The system’s response to constant customer demand 

in the presence of intelligent jammer for: a) the CPS that uses 

periodic control, b) the baseline event-based CPS and c) the 

event-based CPS that uses the obfuscation methodology 
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Table 1 The performance metric of various CPSs in the 

presence of intelligent jammer 

 

Control 

Scheme 

Deviation 

(%) 

PDR 

(%) 

Overhead 

(%) 

Periodic 

control 
FAIL* 0.04% N/A 

Event-based 

control (EC) 
FAIL* 51.05% N/A 

EC with 

obfuscation 
3.34% 81.36% 21.78% 

*the system overflows 

Second, we give results of our event-based CPS that uses the 

obfuscation methodology (see Fig. 4, c) and Table 1). The 

obfuscation methodology uses 3 additional random slots, and 

α = 10. Our results show that the increase in the number of 

additional transmission slots by three and the increase in the 

number of data transmissions of almost 22% also increases the 

resilience towards intelligent jammer. The system is able to 

continue with normal operation and maintain the desired level 

of performance of the infrastructure. Our further work will 

investigate the most suitable choice of the system’s 

parameters, such as the number of additional slots, the value 

of parameter α and how the value of the event triggering 

parameter relates to the effectiveness of the methodology in 

order to use the most energy-efficient obfuscation 

methodology. 

6 Conclusion 

Our work demonstrates two points. First, CPS controlled large 

scale infrastructure is vulnerable to radio attacks using current 

control practises. We show the failure of a CPS using periodic 

control and event-based control without obfuscation by an 

intelligent jamming attack. Second, alternative control and 

communication approaches, such as our use of obfuscation, 

can harden CPSs to network level attacks and make their use 

viable. The results of the evaluation of our approach clearly 

show that the system is able to continue with normal operation 

and maintain the desired level of performance of the 

infrastructure during an intelligent jamming attack while 

achieving low overheads.  
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