IMPERIAL COLLEGE OF SCIENCE, TECHNOLOGY AND MEDICINE

Energy Packet Network with Negligible
Service Time: A Modelling and
Performance Analysis Approach to
Wireless Sensor Networks

by
Yasin Murat Kadioglu

June 4, 2018

A thesis submitted in fulfilment of requirements for the degree of

Doctor of Philosophy of The Imperial College of Science, Technology and Medicine

Supervised by Prof. Erol Gelenbe
Intelligent Systems and Networks Group
Department of Electrical and Electronic Engineering

Imperial College of Science, Technology and Medicine



Abstract

Autonomous self-organising systems have gained much attention to manage complex
tasks without any human interaction. Similarly, simpler systems are also required for
the applications of Internet of Things, such as smart home services, wearables, smart
cities and connected health systems. These simpler systems provide autonomous stand-
alone devices for remote sensing, processing and transmission of information. However,
such devices may not have a reliable connections to power mains or may not be conve-
nient for regular battery replacements. Therefore, local energy capturing from ambient
intermittent sources such as vibration, electromagnetic waves, heat or light through har-

vesting could be of great interest for such devices.

This thesis researches mathematical modelling and performance analysis of such au-
tonomous digital devices operating with energy harvesting from intermittent sources.
The approach used in this research is based on the Energy Packet Network paradigm
where the arrivals of data and energy at devices are considered as discrete random pro-
cesses. The devices operate by consuming harvested energy in a discrete manner in order
to process, store and transmit data (wired or wireless) in a negligible time interval, such
that the operation or the workload of the devices is also modelled as a discrete random

process.

Probability models based on random walks and Markov chains are investigated in this
study to predict effective rates at which such devices operate well for different energy
consumption scenarios, and to obtain closed-form formulas for stationary probability dis-
tributions and to make further analysis on the other quantities of interest. Consequently,
a “product form solution” of a cascade network of N nodes where state transitions involve
simultaneous state changes in multiple nodes, due to data packets that flow through sev-
eral nodes consuming energy packets is proposed. A modelling approach to evaluate the
effect of several battery attacks on such devices is studied. Finally, optimum placement
of wireless nodes into a region where there is a spatial continuous distribution of en-
ergy and data traffic is presented for different transmission schemes, and optimisation

objectives.
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Chapter 1

Introduction

1.1 Introduction

The energy needs of devices in the wired backbone of mobile networks, the Internet, and
the Internet of Things (IoT) [1-3], together with the need to power them even when they
are not plugged into permanent electricity sources [4], and the inconvenience of changing
batteries, has motivated research into systems which are powered with harvested energy
sources |5, 6]. Efficient analytical techniques to analyse the behaviour of multiple inter-
connected units, provided each unit operates with unlimited energy, have been available
since the mid-sixties thanks to Jackson’s Theorem [7] and its generalisations [8]. How-
ever, a new and major challenge is to model systems with intermittent sources of energy,
since energy flow is random and not always available. Consequently, the processing of
jobs or forwarding of data packets (DPs) is interrupted when energy is not available at a
unit. While DPs and jobs are represented as discrete entities, it is convenient to model
the flow of energy in terms of discrete energy packets (EPs). Moreover, a battery can be

viewed as a “buffer or queue” of EPs.

As harvested energy is generally intermittent, the Quality of Service (QoS) of systems
that operate with harvested energy will critically depend on the releationship between
the amount of energy that is harvested and stored in each device, and the workload
or traffic that the device processes or forwards [9, 10]. In these systems, mathematical
performance models are needed to combine the effect of both the arrival of energy (EPs)
and the flow of DPs when the service units are network nodes, or jobs when the service
units are computer servers. Advancement in such analytical models has always progressed
in steps. Moreover, the general results in Jackson’s Theorem [7| were preceded by an
earlier solution technique that only considered tandem queuing systems [11]. These

earlier models did not consider the issue of intermittent energy sources. Models in which

13
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work is conducted in parallel sub-systems and then synchronised [12-14], as well as Petri
Nets with synchronisation constraints [15] have also been considered. In [16] a PFS was
proven for the flow of work and of control signals in a system of interconnected service
units. This was subsequently extended to Petri Nets in [17]. In addition, these techniques
have been used to model Gene Regulatory Networks [18] and Cloud Computing systems
[19].

The term IoT was first proposed in late-nineties by indicating its usage for determining
the characteristics of objects. In the first stage of IoT, people believed IoT only stood
on the radio frequency identification devices (RFID) to understand the interconnection
of objects |20]. Later, Melon Steven stated that IoT devices with RFID bring computers
autonomous ability of identification, tracking, monitoring and managing [21]. However,
the first formal concept of IoT was only mentioned in 2005 by International Telecommu-
nication Union. According to the Union, the IoT concept demonstrates the interaction of
people and things by communicating over short-distance mobile transceivers. Although
there is still no standard definition of IoT, it can be considered as a focus on object

identification and interconnection, as well as the communication network [22].

Over the last few years much work has been carried out into IoT [23-25|. This is be-
cause it is a promising paradigm of wired and wireless communication systems, as well as
the identification, tracking and monitoring technologies, and smart distributed network
devices. [oT has been providing significant contributions to develop self-organised or au-
tonomic industrial systems and applications by improving radio frequency identification
and wireless sensor network (WSN) [1]. The core concept of [oT is that there are ob-
jects with identifying, sensing, processing, and networking potentials that allows them to
communicate with other devices and services over the internet for providing convenient
objectives |2]. The usage of IoT has increased and has spread over several areas including
[26]: environmental monitoring (water quality, atmospheric and soil conditions) [27, 28],
infrastructure management (monitoring bridges, railway tracks) [24], manufacturing (real
time optimisation, dynamic response) |29, 30|, agriculture (monitoring temperature, hu-
midity, rainfall) [31], energy management (changing lighting conditions) [32], medical
and healthcare (wearable heart monitors) [33], and transportation (smart traffic control)
[34]. According to CISCO, there will be 50 billion IoT devices all over the world by 2020,
compared to 0.5 billion in 2003 [3].

WSNs are one of the fundamental parts of IoT and play several crucial roles for many
IoT applications. WSNs are composed of several wireless sensor nodes cooperatively
communicating with each other by passing data through the network. Thus, a user can
monitor physical or environmental information via internet or mobile communication

systems. WSNs exhibit some differences from traditional networks with respect to source
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and design needs. Source needs can be considered as communication range, amount of
energy, limited storages or buffers and limited processing mechanism for each node.
Design needs basically depend on the application and the environment within which the
WSN is used. The environment is also one of the most important parameters in order to
determine the size of WSNs and the network topology. For example, while a few nodes
could be enough for indoor environments, much more nodes could be needed for outdoor

environments to provide reliable operation.

There exist several different types of sensors that are able to sense a wide variety of
conditions such as noise level, humidity, temperature, pressure and movement [35]. This
variety results in several application areas for WSNs such as military applications (in-
telligence, surveillance, targeting) [36], environmental applications (animal monitoring,
forest fire detection, flood detection) [37-39], health applications (drug administrations)
[40, 41], and home applications (home automation) [42]. Moreover, it results in an in-
creasing number of wireless sensing points all over the world. This was 4 million in 2011
and would be expected as more than 25 million in 2018 [43]. In addition, the WSN
market is expected to increase from 0.5 billion in 2012 to 2 billion in 2022 [44].

However, finite battery capacity is a major limitation for WSNs, as sensor nodes are only
able to operate as long as there is an unfinished battery [45, 46]. Battery depletion results
in interruption of applications and requires the regular change of batteries or connection
to the mains. The use of large batteries for longer life-times can be seen as a solution;
however, it will lead to increased size, weight and cost. In order to achieve a longer
operation life-time of battery-powered sensors, some techniques have been developed such
as energy-aware MAC protocols [47], power aware storage protocols [48], and adaptive
sensing rate [49]. These techniques try to optimise energy usage or maximise life-time of a
sensor, but they are not a complete solution for finite operation time. Energy harvesting
is an alternative technique that avoids inconvenient and costly services and addresses

the problem of finite operation time of a sensor node |5, 6, 50].

Energy harvesting is the process by which energy is harvested from the environment in
the form of solar, thermal, light and magnetic energy. These energies are then converted
into electrical energy. Therefore, energy harvesting is of particular interest for several
applications [51-54], especially remote sensing and security applications [53-55]. Some
recent systems have also been designed to harvest energy from vibrations where the vi-
brations themselves are being sensed [56]. A roadside sensing equipment counts passing
vehicles, and transmits this information by using the harvested energy from the vibra-
tions created by the vehicles. Moreover, when energy is harvested for exploitation and
scheduled for transmission both the harvesting process and the communication needs

must be taken into account [57]. Thus, recent research has addressed new technologies
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based on energy harvesting and on optimisation of harvesting nodes, with the aim of

minimising energy consumption for a given communication task [58, 59].

Several authors have proposed dynamic control policies for traffic flow in networks with
energy harvesting nodes. For example, a mobile base station with a single rechargeable
battery has been considered and dynamic policies were studied to share power from the
same battery in discrete successive time slots to distinct channels having different traffic
rates [60]. Here the power allocation affects the actual transmitted data rate and the
overall performance metric to be optimised was found to be a function of these effective
data rates. In other work, a control theoretic approach was developed to manage the
flow of packets [61]. This was based on the full knowledge of the topology of a multihop
wireless network that does not vary over time. It also assumed that the traffic flows were
not affected by interference or noise. In addition, this work assumed that the amount of
energy and data packets in all nodes was known, that the arrival processes of data and
energy were time-independent (stationary), and that the information about the backlog
of data in a node could be shared with nodes upstream by creating back pressure. In
reference [62], discrete time control models were introduced to maximise the amount of
data sensed and forwarded by a sensor network. The used energy was harvested and
dynamically allocated to forwarding the data, assuming that the data-forwarding rate

depends on the allocated power.

The link between system workload and energy has been recently analysed in [63]. The
availability of harvested and stored energy was represented together with the queue length
of DPs in a single node (N = 1) system. In this approach energy was discretised in EPs,
so that the amount of energy stored in the node’s battery was represented as a discrete
number of EPs. Thus in the “Energy Packet Network” (EPN) abstraction, a battery is
seen as a “buffer queue” for energy, and a network node is represented by two coupled
queues, one for DPs and the other for EPs. This approach has been generalised to systems
with finite DP and EP storage [64], while a two hop (N = 2) feed-forward network has
been also studied in [65]. An additional approach uses the theory of G-Networks to

model the flow of energy as the enabler of service being rendered at a Cloud server [19].

The throughput and power consumption in EPs/sec for a single node with transmission
errors due to noise and interference, was derived when multiple EPs were needed to
transmit a single DP has been considered in [66]. Other work [67, 68| addressed a single

node that consumes energy both for data transmission and for processing jobs.
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1.2 Thesis Contribution

In this thesis, a model for energy harvesting sensor nodes where a DP can be successfully
transmitted by consuming EPs has been assumed. The number of EPs consumed for
DP transmission may vary according to transmission power level needed for successful
communication. We first assume data transmission occurs via a perfect transmitter.
In a perfect transmitter, there is no energy waste for node electronics and energy is
only consumed to transmit DPs. The state transition behaviour of the models can be
represented by random walks and Markov chains. Closed-form formulas for the stationary
probability distributions and the other quantities of interests have been obtained. Next,
more realistic scenarios assuming the occurrence of DP transmissions via an imperfect
transmitter have been investigated. In an imperfect transmitter, energy is consumed not
only for DP transmission but also for node electronics such as DP receiving, processing
and storing in the node. Different solution methods using linear algebra techniques
have been proposed to obtain stationary probability distributions and other quantities.
Alternatively, a network model of sensors has been studied, where a cascade connection
of nodes with intermittent sources exhibiting a product form solution under certain
assumptions. Also, simple battery depletion attacks have been modelled and their effects
on the sensor life-time analysed. Finally, optimum sensor placement in an area where a

spatial continuous distribution of energy and density of data traffic has been studied.

1.2.1 Summary of Contributions

The contributions of this thesis can be divided into the following categories: (a) packet
transmission via perfect and imperfect transmitter, (b) product-form solution of cascade
networks, (c) energy life-time of wireless nodes under energy depletion attacks, and (d)

optimum sensor placement in an area where spatial data and energy arrivals exist.

(a) Packet transmission via perfect and imperfect transmitter

(i) Developed a mathematical model for both perfect and imperfect transmitters
where data transmission occurs by consuming either a single EP or several (K)

EPs. Thus, four different system models have been considered for analysis.

(ii) Obtained the closed-form solutions for stationary probability distributions by
using random walk and Markov chain representations. In addition, companion
matrices and linear algebra techniques were used to reduce the computational

complexities.

(iii) Studied data and energy losses due to finite capacity buffers, optimum energy

efficiency of the transmission and the system stability.
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(iv) Extended the mathematical model to unlimited capacity data and energy
buffers with transmission errors and re-obtained closed-form solutions for

steady state distributions.

(v) Analysed the transmission errors and linked them to the system parameters

for negligible data and energy leakage rates.

(vi) Modelled to noise and interference, and presented several numerical examples

to understand effects of system parameters on transmission.
(b) Product-form solution of cascade networks

(i) Developed a mathematical model for a cascaded N-hop model assuming data

transmission can occur with a single EP via perfect transmitter.

(ii) Obtained a product-form solution for the network under some equilibrium

conditions on energy and data flows, and the other system transitions rates.

(iii) Studied the backlog of DPs and showed some numerical examples illustrating
the effects of network size and the other parameters on the average waiting

time.
(c) Energy life-time of wireless nodes under energy depletion attacks

(i) Developed a model to evaluate the effect of energy attacks on battery life-time

of nodes for both renewable and replaceable batteries.

(ii) Studied two different types of simple energy attacks: the attacks considered
are those that force the node to transmit additional traffic, and those that
create electromagnetic noise that induces errors and hence packet retransmis-

sions.

(iii) Proposed a method to mitigate against attacks that imposes a forced loss on
incoming traffic, so that the total arrival rate of data packets cannot exceed
some value, which may be selected in order that the average energy life-time

has a pre-specified life-time value.
(d) Optimum sensor placement

(i) Studied a model where sensor nodes can directly communicate with the base-
station or cluster head, and optimum placement of sensors to provide full area

coverage while minimising the backlog of DPs.

(ii) Studied a multi-hop communication model and optimum node placement to

maximise the throughput.
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1.3 Thesis Outline

This thesis is organised as follows. In Chapter 2, the background provides the basic
information related to queuing theory and networks, and reviews work related to energy
packet networks and energy networks. In Chapter 3, a model and study for a perfect
transmitter is presented. In Chapter 4, the model is investigated for an imperfect trans-
mitter and an alternative solution is provided. In Chapter 5, a network model in which
several nodes are cascaded to each other is analysed and a product form solution ob-
tained. In Chapter 6, energy depletion attacks have been modelled for wireless nodes and
their effects on battery life-time are presented. In Chapter 7, optimum sensor placement,
for single and multi-hop communication with different optimisation objectives are stud-
ied. Chapter 8 provides a summary of the results and points out some future research
directions. In addition, Appendix A and Appendix B provides the proof of theorems
stated in Chapter 5 and Chapter 7, respectively.

1.4 Publications

e E. Gelenbe and Y.-M. Kadioglu. "Energy loss through standby and leakage in
energy harvesting wireless sensors." In Computer Aided Modelling and Design of
Communication Links and Networks (CAMAD), 2015 IEEE 20th International
Workshop on, pp. 231-236. IEEE, 2015, [69].

e E. Gelenbe and Y.-M. Kadioglu. "Performance of an autonomous energy harvesting
wireless sensor." In Information Sciences and Systems 2015, pp. 35-43. Springer,
Cham, 2016, [70].

— |69, 70] present a performance model for the energy harvesting wireless sensor
nodes in which data and energy are collected as discrete packet forms. The
harvested energy can be stored in a battery or a capacitor, and it is consumed
for data transmission. Energy will leak from the energy storage in the standby
mode. In addition, there will be energy overflows due to the finite capacity of
the energy storage unit. Thus, these papers propose a mathematical model to
analyse the performance of such systems in the presence of a random source
of energy as well as a random source of data by using Markov chain represen-
tation. The equilibrium between random energy, random data and random
energy leakage results in an interesting performance analysis of these small
but ubiquitous systems as a whole. A discussion is also provided about an

infinite capacity model which operates in the presence of transmission errors
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due to channel noise and interference. The material from these papers appears

in Section 3.2.

e Y.-M. Kadioglu and E. Gelenbe. "Packet transmission with K energy packets in

an energy harvesting sensor." In Proceedings of the 2nd International Workshop
on Energy-Aware Simulation, p. 1. ACM, 2016, [66].

[66] discusses a two-dimensional random walk for modelling a data transmis-
sion system with energy harvesting that represents a remotely operating wire-
less sensor node. If a wireless sensor node gathers enough energy, it transmits
a DP by consuming at least K > 1 EPs. The stationary probability distribu-
tion of this model to compute the performance metrics for a wireless sensor
node with energy harvesting is derived by generalising the previous results (for
the case K = 1) that were obtained in [69, 70|. Then, the probability that a
packet is correctly received by a receiver that operates in the presence of N
identical wireless sensors, each operating at the power level K, is computed
in the presence of noise and of interference. The material from this paper

appears in Section 3.3.

e Y.-M. Kadioglu. "Energy consumption model for data processing and transmission

in energy harvesting wireless sensors." In International Symposium on Computer

and Information Sciences, pp. 117-125. Springer International Publishing, 2016,

[67].

[67] studies an energy consumption model for data processing and transmission
in energy harvesting wireless sensors with the Energy Network (EN) paradigm.
A wireless sensor node consumes K, = 1 EP for the node electronics (data
sensing and processing), and K; = 1 EP for the data transmission. The
assumption of single EP consumptions results in a one-dimensional random
walk modelling for the system. The stationary probability distributions are
obtained as closed-form solutions, and the other quantities of interest are

studied. The material from this paper appears in Section 4.2.

e Y.-M. Kadioglu and E. Gelenbe. "Wireless sensor with data and Energy Pack-
ets." 2017 IEEE International Conference on Communications Workshops (ICC
Workshops), Paris, pp. 564-569. IEEE, 2017, [68].

[68] develops a mathematical model to determine the balance between the
energy input and the data sensing in a wireless sensing node by considering
generalised values of K, > 1 EPs and K; > 1 EPs. The node’s energy and data

flows are modelled by a two-dimensional random walk which represents the
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backlog of the DPs and EPs. Then, the model is simplified by using companion
matrices and matrix algebra techniques that allow us to obtain a closed-form
solution for the stationary probability distribution. This leads us to compute
important performance measures, including the energy consumption by the
node, and its throughput. The model also evaluates the effect of ambient
noise and the needs for data retransmissions, including for the case where
M sensors operate in proximity and create interference for each other. The

material from this paper appears in Section 4.3.

e Y.-M. Kadioglu. "Finite Capacity Energy Packet Networks." Probability in the
Engineering and Informational Sciences: 1-28, 2017, [64].

— |64] surveys the previous studies related to the Energy Packet Network and
the Energy Network. The material from this paper appears in Chapter 3 and
Chapter 4.

e O.Brun, Y.Yin, Y.-M. Kadioglu, E. Gelenbe. "Deep Learning with Dense Ran-
dom Neural Networks for Detecting Attacks against loT-connected Home Envi-
ronments" In International Symposium on Computer and Information Sciences,

Security Workshop. Springer International Publishing, 2018, [71].

— [71] analyses the network attacks against IoT gateways and proposes a detec-
tion technique by using a dense random neural network. In this paper, the
identification of the relevant metrics to detect the attacks and the explanation
of how they can be computed from packet captures are presented. No material

from this paper is used in this thesis.

e E. Gelenbe and Y.-M. Kadioglu. "Battery Attacks on Sensors" In International
Symposium on Computer and Information Sciences, Security Workshop. Springer
International Publishing, 2018, [72].

e E. Gelenbe and Y.-M. Kadioglu. "Energy Life-Time of Wireless Nodes with Net-
work Attacks and Mitigation." 2018 IEEE International Conference on Communi-

cations Workshops (ICC Workshops), Kansas City, USA, IEEE, 2018, [73].

— |72, 73] first briefly survey the types of attacks which aim at the nodes’ energy
provisioning systems. Then, these papers analyses the effect of such attacks
on the energy lifetime of a wireless node with a renewable or a replaceable
battery. In addition, a simple mitigation technique is proposed to provide
a certain minimum life-time. This technique forces sensor nodes to drop a
certain fraction of the traffic so as to offer a desired energy life-time to the

node. The material from these papers appears in Chapter 6.
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e Y.-M. Kadioglu and E. Gelenbe. "Product Form Solution to Cascade Networks
with Intermittent Energy." In IEEE Systems Journal, 2018 (accepted), [74].

— [74] develops a new product form solution for the joint probability distribu-
tion of energy availability and the job queue length for an N-node tandem
system. Results obtained in this paper enable the diligent computation of all
the performance metrics for such systems operating with intermittent energy.

The material from this paper appears in Chapter 5.

e Y.-M. Kadioglu. "Tandem Networks with Intermittent Energy." In International
Symposium on Computer and Information Sciences, Poznan, Poland. Springer

International Publishing, 2018 (submitted), [75].

— |75] investigates the generalised model of the tandem network studied in [74]
by considering the external data arrivals for each unit in the cascaded network.
A product form solution for the joint distribution is presented. The material

from this paper appears in Section 7.5.



Chapter 2

Background

2.1 Introduction

This chapter explains brief but comprehensive background topics which provide a fun-
damental basis of theoretical aspects of this work. Thus, this chapter first presents the
analytical frameworks of the basic queuing theory. Secondly, some queuing networks
and the EPN paradigm that was proposed in some previous related works are reviewed.
Finally, Markov Chain review is presented. This is used for modelling the state transi-
tions and obtaining the stationary probability distributions of the states for subsequent
chapters. The chapter is organized as follows: In Section 2.2 and Section 2.3, the basic
theory of queuing systems and networks, and literature review on the EPN paradigm
are examined along with the further assumptions related to this thesis. In Section 2.4,
a review of the Markov Chain including its basics and properties, and mathematical

extensions are presented. The chapter concludes in Section 2.5.

2.2 Basic Queuing Theory

Queuing theory is a part of applied mathematics that models and analyses the char-
acteristics of waiting in the lines. In a basic queuing system, a customer arrives to be
served, waits for the service, and leaves after being served. This section presents a brief

explanation of the queuing theory formulation along with the its basics and applications.

2.2.1 Exponential and Poisson Probability Distributions

To understand the basic queuing theory, some knowledge about the exponential and

Poisson probability distributions is needed.

23



Background 24

The exponential distribution with parameter X is given by:

e M >0
7)) = (2.1
0 t<0

Thus, if T is a random variable representing the inter-arrival times with the exponential
distribution, then P(T <t) =1 — e,

Exponential distribution is used to model customer inter-arrival times and service times
due to its specific properties. The first one is the fact that the exponential distribution
has the memoryless property. This property implies that the time duration until the
next arrival does not depend on how much time has already passed. As the activities of
customers are independent of each other, choosing a memoryless distribution to model
the customer arrivals makes sense. The other property of the exponential distribution is
being strictly decreasing function of t. This suggests that the waiting time of the next

arrival is more likely to be smaller after an arrival has occurred.

On the other hand, the Poisson distribution expresses the probability of a certain number
of events (or arrivals) in a given time interval. The Poisson distribution with parameter

A is given by: e
At)e”

-, (2.2)

where n is the number of events in time interval ¢. If we set n = 0, it gives us e .

Conversely, if an event occurs during ¢ (i.e, n = 1), then it gives us 1 — e~ *. In fact, the

results are equal to P(T > t) and P(T < t) from the exponential distribution.

h"customer arrives, and T; be the it" inter-

In other words, let t; be the time when
arrival time such that T; = ¢;11 — t; for i>0. If the customer arrivals are assumed to
be Poisson process with a parameter A, then it can be shown that T;’s has exponential
distribution with the parameter A\. In addition, the exponentially distributed random

variable T satisfies:
P(T >t+s|T >s)=P(T >t). (2.3)

This result reflects the memoryless property of the exponential distribution, which is

important for modelling inter-arrival times of customers.

Furthermore, it is assumed that the service times for different customers are exponen-
tially distributed independent random variables with a parameter p. The parameter p
can also be seen as the service rate of the queuing system. However, a customer some-

times requires several phases to be served. Therefore, modelling service times with the
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exponential distribution does not always give the accurate results. Another probabil-
ity distribution that can be considered to model service times is the Erlang probability

distribution with a rate parameter R and a shape parameter k, and it is given by:

R(Rt)kfleth

UESV (24)

where k can be thought of the number of different phases of the service.

2.2.2 Queuing Disciplines

One can easily think that when an arrival occurs in a queuing system, it is placed at the
end of the line and waited until all the other customers ahead of it being served in the
order they arrived. Although it is convenient to model a service discipline in this way,
there are some other existing rules for choosing the next customer to serve. The most
commonly used queue disciplines are:

e FCFS - First Come First Serve: Customer arrives earlier, leaves earlier

e LCFS - Last Come First Serve: Customer arrives later, leaves earlier

e SIRO - Service In Random Order: Customer leaves randomly

e Priority: Customer with the higher priority leaves earlier.
The waiting times of particular customers are significantly affected by the selection of a

different queuing discipline: for example, no customer would want to arrive early at a

queue with LCFS discipline.

2.2.3 Kendall-Lee Notation

In order to describe all of the characteristics of a queuing system, a simple notation
(Kendall-Lee notation) can be used [76]. Let us denote a system by the following series

of symbols:
A/B/m/K/n/D

where

e A: the distribution function of the inter-arrival times

e B: the distribution function of the service times
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e m: number of servers working together
e K: capacity of the system, maximum number of customers allowed in the system
e n: capacity of the customer sources (i.e. customer population size)

e D: queuing disciplines

For instance, exponentially distributed random variables are denoted by M, indicating
Markovian or memoryless. Furthermore, D stands for deterministic, G stands for general
distribution, and E stands for the Erlang distribution. Hence, M /M /1 represents a single

server queuing system with Poisson arrivals and exponentially distributed service time.

2.2.4 Little’s Queuing Formula

It is helpful to have some knowledge about waiting times and number of customers
in a queuing system to evaluate the behaviour of the system. Let N, and N, be the
average number of customers waiting in the queue and being occupied in the service
when the system has reached to steady-state, respectively. As a customer can only be
either in the queue or in the service, the total average number of customer in the system
is N = Ny + N,.

In a similar way, let us define W, and W, in steady-state, to be the average amount of
time spent in the queue and in the service, respectively. Thus, the total average amount
of time spent for a customer is W = W, +Wj. Hence, Little’s formula states the following
[77]:

N, = AW, (2.5)
N, = AW, (2.6)
N = AW, (2.7)

where A is the number of customers arriving at the queuing system per unit time.

2.2.5 M/M/1/00/00/FCFS Queuing System

An M/M/1/00/00/FCEFS is one of the simplest queuing systems with a single server and
infinite buffer capacity. Let A and p be the Poisson distributed customer arrival rate and
the exponentially distributed service rate, respectively. After a long operating time, the

queuing system might converge to a stable point. Thus, the stationary distributions of
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the system are given by:

m = 1l—p (2.8)
T = p'(1=p) (2.9)

where p = % In order to guarantee stability, the condition A < p (or p < 1) must

be satisfied. In addition, some of the important metrics for this queuing system can be

calculated as follows:

e Utilization is the fraction of time during which the server is operating or busy,

and it is given by:

U=1-po. (2.10)

e Total average number of customers in the queuing system is:

[e.e]

N=E[N| =Y nr"= fpp. (2.11)

n=0

e Total average waiting time in the queuing system is by Little’s theorem:

T=2"o=—— | 2.12
I (2.12)

2.3 Queuing Networks

A queuing network consists of several interconnected units such that when a customer is
served in a queuing unit, it can either enter another queue or leave the network. Queuing

networks can roughly be categorized into four groups:
e Open network: Customers arrive from outside, then they leave the network or
enter another unit after being served.

e Closed network: Fixed number of customers is served by the network. There
is no external customer arrivals at the units and no customer departures from the

network.

e Loss network: Customers can arrive from outside if there is available space in

the units’ buffers. They can also depart after the service.

e Mixed network: Any combination of networks mentioned above.
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2.3.1 Jackson Network

The traditional method for analysing interconnected service systems with N nodes or
units (i.e. computer networks or distributed computer systems) where energy availability
is unlimited at the nodes (i.e. all connected to a permanent source of electricity) is as
a queueing network. This network includes Poisson external arrivals of packets to each
node ¢ with rate A\;, and exponential service times with parameter p;. Moreover, the
movement of data packets is represented by a Markov chain with transition probabilities
Dij, %, J = 1, ... N, where p;; is the probability that a packet that leaves node i then enters
node j. Such a network is also characterised by the probability d; = 1 — Z;V pij that
a packet departs from the network after being served at node i. In this model, packets
entering a node, are queued to wait for service and are served in First-In-First-Out order.
This is known as “Jackson’s Network” and is widely used as a simple and effective model
for multi-hop backbone networks |7, 78]. The product form solution (PFS) of Jackson’s
Network states that the joint probability distribution of the N queue lengths of packets
at the nodes in steady-state is rigorously expressed as the product (multiplication) of
the probability distributions of each individual queue length. Moreover, the probability
distribution of the queue length at node i depends only on the queue’s total packet arrival

rate A;, and its service rate p; such that:

mi(n) = pi' (1 = pi) (2.13)
where
A;
;= —. 2.14
= (2.14)
and
N
Ai = )\z + ZAjpji, (215)
j=1
In addition, the equilibrium state probability distribution for state (ni,ng,--- ,ny) is
given by:
N N
w(n,ng, -+ nn) = [[mi) =] o (1= po). (2.16)
i=1 i=1

The wide-spread use of this model, and its generalisations to both BCMP networks [8, 79|
and G-Networks [80] is due to the rigorous “product form solution” (PFS).



Background 29

2.3.2 G-Networks

Neural networks was the initial inspiration behind the G-networks. In the random neural
network model studied in [81], signals can be either positive or negative. The positive
signals represent the excitatory spikes, while the negative signals represent the inhibitory
spikes. The potential of a neuron increases by one when a positive spike arrives, and
it decreases by one when a negative spike arrives only if the initial neuron potential is
positive. Otherwise, when the neuron potential is zero, negative spike has no effect on
the neuron’s potential. A neuron can transmit both positive and negative signals when
its potential is positive, and each transmission reduces the neuron potential by one. It

was proved that this random neural network model has a PFS in steady-state.

G-Networks are extension of the random neural network model into the packet queuing
networks [82]. A neuron can be seen as a node in the queuing network analogy. In
addition, positive and negative spikes represent positive and negative customers. In a
similar manner, positive and negative customers increase and decrease the queue length

by one, respectively.

The simplest model of G-Networks studied an open network of N queuing nodes. In this
network, i.i.d. exponentially distributed service times (p1, 2, -+ , un) and inter-arrival
times were assumed for each node. In addition, there are two types of customer arrivals:
external positive customer arrivals with a rate )\;r and external negative customer arrivals
with arate A, to the it" node. When a positive customer arrives at a node, it increases the
queue size by one and waits to be served. On the other hand, when a negative customer
arrives at a queue, it reduces the queue size by one and disappears. If the queue is empty,
the negative customer will have no effect on the node and it will directly disappear. In
addition, the probability that a positive customer leaves the node ¢ and joins the node
J as a positive customer is p;»;, and as a negative customer is Pij- Furthermore, the
probability that a customer leaves the network after being served in the node ¢ is d;.

Thus, we can write the following:

N
> pf o +di=1. (2.17)
j=1
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Furthermore, the traffic equations are given by:

N
AP =X0E Y gups (2.18)
j=1
N
AT =07+ g, (2.19)
j=1
(2.20)
where
AF
G = —1t . (2.21)
i + A

In steady-state, it was proved that [82] this network has a PFS such that:

N N
m(n1,ng, - ny) = [[mi(n) = [ (1 - a). (2.22)
i=1 i=1

2.3.2.1 Energy Packet Network

The EPN developed by Gelenbe [83] is a queueing network approach based on G-networks
theory [84-87] and has been used to model data processing or transmission network that
can store and consume harvested energy as discrete units. The analogy that drives this
approach is based on the fact that computer jobs and DPs are discrete entities that are
queued and then processed in the system. However, Gelenbe proposed [88] that it is
also possible to discretise the amount of energy used. He also suggested that electrical
batteries or capacitors can also be viewed as storing discrete units of energy. A similar
concept in which power is used in a discrete manner has been introduced and feasibility
of the ‘power packets’ dispatching system at the physical layer hase been verified in
[89, 90].

In EPNs, EPs and DPs can be considered as regular and negative customers, respec-
tively. In addition, energy storage has a queue role in the system so that the EPNs can
be studied as queueing networks. An EPN study in which the surges in energy demand
on smart grids were suppressed has been previously presented in [91]|. The grid contains
both steady energy sources that meet the energy requirements in a grid most of the time
and renewable energy sources that are mainly used when the energy demand exceeds a
particular energy need. A similar model related to energy management for the cloud com-
puting servers was studied in [92] where energy consumption centres can be considered as
cloud computing centres. The general idea in [91, 92] is obtaining the steady state proba-

bilities of the nodes in the EPN by using G-Network theory and adjusting the parameters
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to satisfy energy needs of consumption or cloud computing centres. Additionally, there
are several recent works on EPNs considering the design of optimal energy distribution

architectures [93] and of optimal flows that maximize particular utility functions [94, 95].

2.3.2.1.1 Energy Network EPNs consider task service times such that both the
consumption of energy and the processing or transmission of jobs or packets happens
over some continuous time. A further paradigm, also introduced by Gelenbe [63, 96],
has been motivated by energy harvesting wireless devices (i.e. IoT devices and wireless
sensor networks) [58], [59] wherein processing or transmission times are very fast (and
hence negligible), in comparison to the time it takes to acquire data (as in a sensor)
and energy (as through harvesting). This type of model is called the ‘Energy Network’
(EN). Therefore, IoT devices and wireless sensor networks (WSN)s can be considered as

a perfect application area for the EN paradigm.

2.4 Markov Chain: Review

This section presents the Markov chain review, which is one of the important theoretical
background of this thesis. We will introduce some basics, properties and classifications

related to Markov chain.

A Markov process is a stochastic process where the past of the process has no effect on
the future if the current state is known. In other words, the present state contains all
the information from past related to the future state. A Markov chain is basically a
discrete valued Markov process where the discrete valued stands for finite or countable

state space of the Markov chain.

For a discrete-time Markov chain (DTMC), both time and space are discrete which means
that the states can only change by taking some discrete values only happening at one of
specified discrete time incidents. On the other hand, for a continuous-time Markov chain
(CTMC), the change of the states can happen at any time along a continuous interval.
It is basically generalization of DTMC models where the transitions can happen at any

time.

2.4.1 Basics

Definition 2.4.1. Assume X,, n = 0,1,2,... is a discrete time stochastic process and

S is a discrete state space where discrete means either finite or countably infinite space.
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The Markov property:
P{X,, =in|Xn-1=1tn-1,..., X0 =10} = P{X,, = in|Xn—1=in_1}, (2.23)

where i, ..., i, € 5. Thus, the Markov property says the future depends on the past only

trough the present, i.e., the memory of the past is lost in time by the process.

Definition 2.4.2. Any discrete process X,,n > 0 that satisfies the Markov property is
called DTMC.

Definition 2.4.3. One-step transition probability of a Markov chain from state ¢ to state
VE
pij(n) & P{Xp11 = j| X, = i}, (2.24)

where if there is no dependency on n, the process is called time homogeneous or homo-
geneous. In the rest of the section, we assume all the DTMCs are homogeneous and the

notation p;;(n) reduces to p;;.

Corollary 2.1. Any discrete process satisfying Markov property also satisfies the follow-

mngs:

P{Xriim = ingms e Xn = in| X1 = in_1,.., Xo = ig} = (2.25)
P{ X im = intms o Xn = in|Xp_1 = in_1}, (2.26)

where n,m > 1, i, € S and k € {0, ...,n +m}. Also,

P{Xn =i, Xo=i0) =  (2.27)

P{Xn = in’Xn—l = U1, ey X0 = io} P{Xn_l = U1y ey X0 = io} = (2.28)
Do i PIXny = in_1,n Xo =g} = (2.29)

Dip rin Pin_s in1 P{Xn—2=1in-2,...Xo =10} = (2.30)

Qg Pigiy -+ Pin_yin (2.31)

where a;, = P{Xo = ip}. Thus, the joint probability can be computed by the multipli-

cation of one-step transition probabilities.
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Definition 2.4.4. The transition matrix P for a Markov chain:

P11 P12 -  PIN

P21 P22 -+ DP2N
P = . .

PN1 PN2 *'° DPNN

where state space S = {1,2,..., N}. If the state space S is countably infinite, then P is
defined as infinite matrix with elements p;js. Also, the matrix P satisfies Z;V: 1 Dij =1

and 0 <p;; <1,1<4,5 <N.

2.4.2 Higher Order Transition Probabilities

Definition 2.4.5. n-steps transition probability of a Markov chain from state i to state

J in n steps:
P 2 P{X i = j1Xp = i} = P{X, = j|Xo =i} (2.32)
where the last equality is due to the fact that the process X,, has time homogeneity

property.

Lemma 2.2. pl(?) = Pj} for alln >0 and i, j € S where Pjj is the i, 7" element of the

matrix P™.

Proof. The proof will be done by induction. Note that equality is satisfied when n = 0

and n = 1. For n = 2 we may write the following:

pg) = P{X,=j|Xo =i} (2.33)
= Y P{Xy=j|X1 =k Xo=i}P{X, = k|Xo =i} (2.34)
kesS
= Zpik Dkj (2.35)
kesS
where ) ;o Pik Pkj < D _pegPik = 1 so that it converges. Thus, pz(?) = PZ%
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We assume p(@) = Pj; and will check p(-r-hLl) = P""! 50 that:

¥ 1) )

@) = P{Xper = jIXo = i} (2.36)
= > P{Xpy1 =5, Xn = k| Xo =i} (2.37)

keS
= > P{Xpy1 =j|Xn =k, Xo = i} P{X,, = k| X = i} (2.38)

keS
= > P{Xpp1 = j|Xn = k}P{X,, = k| Xo = i} (2.39)

keS
= > o (2.40)

kesS
— ZPiZij (2.41)

kesS
= Pt (2.42)
O

Corollary 2.3. For alli,j € S and m,n >0,

T =3l (243)
kesS

which is called Chapman-Kolmogorov equations.

Corollary 2.4. The probability that the Markov chain will be in state i € S at time n:

P{X, =i} = 3 P{X, = i[Xo = K} P{Xo = k} = > 7 p{®, (2.44)
kesS kesS

where ) = P{Xy = k}. In matriz notation we may write:

7" = 7P, (2.45)

2.4.3 Classification of States
2.4.3.1 Reducibility

Definition 2.4.6. The state j € S is accessible from state ¢ € S, if there exist a

(n)

probability p; ;>0 We write i — j to show j is accessible from 1.

Definition 2.4.7. If states i,5 € S communicate with each other, we write ¢ <» j. The
relation <« is reflexive (i <> 7), symmetric (i <+ j implies j <> i), and transitive (i <> k

and k <> j imply 7 <> j ).
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Definition 2.4.8. If i <+ j for all 7,57 € S, then the Markov chain is called irreducible.

Definition 2.4.9. A subset of the state space C' C S is called closed if p;; = 0 for all
ieCandjégC.

2.4.3.2 Periodicity

Definition 2.4.10. The period of a state i € S:

p(i) = ged{n : p > 0}, (2.46)

where ’ged’ stands for greater common divisor. If {n : pgf)

> 0} returns an empty set
then we take p(i) = 1. If p(i) = 1, then state 7 is called aperiodic, otherwise it is periodic

with period p(i) > 1.

2.4.3.3 Recurrence and Transience

Definition 2.4.11. The state ¢ € S is recurrent if
P{r < oo} =1, (2.47)

where Pi{a} = P{a|Xo = i} and 7; & min{n > 1 : X,, = i}. Otherwise it is called

transient.

Theorem 2.5. A state i is transient if and only if the expected number of returns is
(n)

finite, which occurs if and only if > 0" p;; < 0o. Further, if i is recurrent, then with
a probability of one, X, returns to i infinitely often, whereas if i is transient, there is a

last time a visit occurs.

Proof. Number of times the chain returns to state ¢ € S:

Ri =) lix,—i}- (2.48)
n=0
The expected value of R:
ER]=Y P{X,=i} =Y P{X,=ilXo=i}=) p}". (2.49)
n=0 n=0 n=0

Assume that the state 7 is transient and let © = Pi{7; < oo} < 1 so that:

P{R=1}=1-0,P{R=2}=0(1-0),---P{R=k} =0 1(1-0), (2.50)
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and
- 1
_ k—1 _
B[R] =Y ko"'(1-0)= 6 <> (2.51)
k=0
Thus, the state ¢ is transient if pl(?) < oo and the state 7 is recurrent if >~ >° pgf) =
Q. O

Corollary 2.6. The state i is recurrent if and only if state j is recurrent when i <> j.

Corollary 2.7. All states are recurrent in an irreducible Markov chain with finite state

space.

2.4.4 Stationary Distributions

Definition 2.4.12. A vector m > 0 is called an invariant measure if:
7l P =nT, (2.52)
so that we may write the following;:

= Zﬂjpﬁ, for all i€ S. (2.53)
J

which means that the probability of being state 7 is basically equal to the summation of

the probability of being state j times p;;, the flow rate from state j to i.

Also, if 7 satisfies the following condition Zj m; = 1, then it is said to be steady-state

(stationary or equilibrium) probability distribution.

Theorem 2.8. A finite, aperiodic and irreducible Markov chain has an unique stationary

distribution ™ such that:
P =nl 7 >0 (2.54)
Also, we may write the following for any probability vector v:

lim vT P" = nT. (2.55)

n—oo

2.4.5 Reversibility

Definition 2.4.13. A stochastic process X is called reversible if (X (t1),---, X (¢y)) has
the same distribution with (X (7 —t1),---, X(7 — tp)).
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Corollary 2.9. A reversible process is stationary, since (X (t1), -+, X(tn)) ~ (X(7 —
tl)v 7X(7_ _tn>) ~ (X(_tl)v 7X(_tn)) ~ (X(T+t1)7 7X(T+tn))

Theorem 2.10. A stationary Markov process is reversible if and only if the following

detailed balance equations are satisfied:
mipij = mipsi for alli,j € S. (2.56)

Theorem 2.11. If X is a stationary Markov process, then the reserved chain is also
an stationary Markov process with the same equilibrium distributions and the transitions

rates are:

/ v .o

pij = —]pji, i,j €S. (2.57)
i

This is intuitive and means that the probability flux from state i to j in the reversed

process equals to the probability flux from state j to i in the original process.

. . . !
Also, since the process is reversible Pij = Dij and w; = ZjeS TiDij-

2.5 Conclusion

In the first part of this chapter, the basic queueing theory is presented together with some
related background information. In the next part, queuing networks are examined along
with the basics and properties of Jackson’s network and G-networks. Furthermore, the
basics of the EPN paradigm is presented together with some related previous studies.
In addition to the EPN paradigm, the EN paradigm is also introduced. The EN is
basically the fundamental basis of the system model for this thesis and it is motivated
by the energy harvesting devices. In the final part, the Markov chain review is presented
since it plays a key role to examine performance analysis of the system model. The
Markov chain representation in this work is basically used for showing state transitions

to understand and visualize the system behaviour.



Chapter 3

Packet Transmission via Perfect

Transmitter

3.1 Introduction

This chapter is based on references [66, 69, 70]. In this chapter we investigate a sensor
node in which the packet transmission occurs via perfect transmitter. First, we studied
a model where single EP is consumed to successfully transmit one DP. We obtained
a closed-form solution for the stationary distributions and made further analysis on
quantities of interest such as excessive packet losses and stability of the system. Next,
we assumed a model in which a DP can be successfully transmitted by consuming K > 1
EPs. The motivation is based on noise or interference; the transmitter may need to
make use of a higher transmission power level or it may wish to reduce it to save energy.
A closed-form solution for the stationary distributions of the model was obtained and

further analysis was carried out.

3.2 Transmission with Single Energy Packet

3.2.1 Mathematical Model

It was assumed that an energy harvesting wireless sensor node (EHWSN) receives data,
at a rate of A DPs per second, and energy, at a rate of A EPs per second, in a random
manner. Figure (3.1) depicts the arrival of DPs and EPs that occur according to two

distinct independent Poisson processes. The abstraction of "packet" offers a discrete

38
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'

Data Packets

Energy Packets I

FIGURE 3.1: DP and EP arrivals at the sensor node as two distinct independent
Poisson processes.

representation of the amount of energy and data that are gathering from the environment.

An EHWSN stores energy in a battery or a capacitor and data in a buffer.

It was assumed that energy leaks at a rate of p due to the self-discharging nature of the
batteries or capacitors, when there is no data to transmit in the buffer. Similarly, data

leaks at a rate of v when there is no energy in the storage.

In addition, it has been assumed that the energy gathering rate A and the data gathering
at rate A\ are very small. However, once enough sensed bits have been gathered and there
is at least one energy packet in the system, the time it takes to create packets and
transmit the packets via wireless is extremely fast compared to these rates (i.e. the
transmission time of one packet may be a few picoseconds provided energy is available).
Thus we will assume that transmission is instantaneous (i.e. it takes zero time on the

time scales of sensing and data gathering, and of energy harvesting).

Heinzelman has previously proposed an energy consumption model for sensors. He stated
that the amount of energy required to transmit 1 bit is 50n.J [97]. In this model, it is
assumed that 1 EP has the amount of energy required to transmit 1 DP. Thus, 1 EP
should have ‘50nJ x (number of bits in a DP)’ amount of energy. Moreover, 1 DP size
can typically be considered as tens of kbits. For instance, a wireless protocol Zigbee’s
data rates are 20 kbits (868MHz) and 40 kbits (915MHz). Alternatively, there are several
modules that harvest different amounts of energy per second such as 4.6mW (585-EH300),
30mW (585-EH300A), 275mW (582-P2110B), 400mW (932-MIKROE-651). For example,
if we have a 30mW energy harvesting module, then typical values of A can be calculated

as 60 and 15 EPs/sec for 10 and 40 kbits data packet size, respectively.

Alternatively, energy can be stored in a capacitor or battery. However, this form of

storage discharges its energy due to standby where transmission does not occur. This
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self-discharge is an energy leakage process in energy storages where the internal chemical
reactions reduce the stored charge of batteries or capacitors. Energy storage leakage
typically varies between 0.1% - 30%, depending on the chemicals used for the energy
storage [98].

We model the state of the sensor node using the pair (D(t), E(t)) where D(t) is the
number of DPs stored at the node and E(t) is the number of stored EPs, both at
time ¢ > 0. Because of the very small processing and transmission times at the node,
whenever energy is available and there are DPs waiting they will be instantaneously
transmitted until the energy packets are depleted. Thus, any state D(t) > 0, E(t) > 0
will instantaneously (in zero time) transit to either the state (0, E(t) — D(t)) if E(t) >
D(t), or to the state (D(t) — E(t),0) if D(t) > E(t).

Let us write p(d,e,t) = Prob[D(t) = d, E(t) = e]. From the above remark, we only
consider p(d, e, t) for the state space S of pairs of integers (d,e) € S such that:

S =1{(0,0), (d,0), (0,¢) :D>d>0, E>e>0}. (3.1)

First, note that if both the data buffer and the energy storage capacity are finite, then
the system can be modelled as a finite CTMC whose set of states are given in equation
(3.1) with 0 <d < D,0<e<E. It is noted that the process [D(t), E(t), t > 0] is irre-
ducible and aperiodic such that the stationary probabilities p(d, e) = lim;_,oo Pr[D(t) =

d, E(t) = €] exist uniquely and are computed from the following balance equations:

p(0,0)[A+ Al = (A +7) p(1,0) + (A + ) p(0,1), (32)
p(d, 0) A+ A+~ =(A+7) p(d+1,0)+ A p(d—1,0), (3.3)
p(D,0)[A+9] = A p(D —1,0), (3.4)

p(0,e) AN+ A+pul=Ap0,e—1)+ (N+ p)p(0,e + 1), (3.5)
p(0, E)[A + p] = A p(0,E —1). (3.6)

Note that these equations have a solution of the form:
p(d,0) = a"Ci, a=——,1<d<D, (3.7)

p(0,e) = 0MCy, 0= ——, 1<e<E, (3.8)
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where C and Cs are arbitrary constants. The following is obtained on considering

equation (3.2):

A
A) = (A .
P00+ 4) = (A4 ()0 + O+ w(5)Co (39
0= (p(0,0) = C1)A + (p(0,0) — Co)A. (3.10)
Thus, C1 = Cy = p(0,0) satisfies the equation.
Using the fact that the probabilities sum to one we have:
D E
1 = p0,0)+> p(d,0)+> p(0,e), (3.11)
d=1 e=1
D E
= p(0,0)[1+) a’+> 67, (3.12)
d=1 e=
a(a? —1) 0(6F —1)
= 0,00+ (= 4 (HT =) (313)
Hence:
l—a—0+ab
= 14
OO = DR T 0F (0 1)+ 1 ab’ (3.14)
l—a—60+ab
= of 0<d<D 1
p(d,0) O P+ 0F (a1 F1_ap C 4D (B19)
p(0,¢) = 6° L-a—0+ab 0<e<E. (3.16)

alP+H1 0 - 1)+ 60F+t (a—1)+1— b’

Thus, we are able to express closed-form solutions for the stationary probability distri-
butions. In addition, we can express the marginal probabilities for the queue length of
DPs and EPs as:

d)=> p(d,e) =p(d,0), d >0, (3.17)

0 o 1— 9E+1
pa(0) =Y p(0,€) = > 6p(0,0) = ——¢ P00, (3.18)

e=0 e=0
and similarly,

Zpd e) =p(0,e), e >0, (3.19)

& D+1

. ,0). 2

pe(0) = p(d,0) = ZapOO ———0(0,0) (3.20)

d=0



Packet Transmission via Perfect Transmitter 42

Hence:
l—a—60+ab
d) = o 0<d<D 3.21
pild) = & o g ) g a1t 1—ap 09D (3:21)
l—a—0+ab
(e) = 0° , <E. 22
pele) =0 g e D s 1—ap 0 ¢S (3:22)

3.2.2 Energy and Data Packet Losses

There is bound to be some level of energy or data packet loss when either the energy
storage capacity or the data packet buffer is finite. These rates of loss in energy (Le)

and data packets (Lg) per second can be computed as:

L = Ai p(d, E) (3.23)
_ OB (3:24)
= A aD+1 (6 — 11) lgElf& g91) +1—ab’ (3.25)
Li = A i p(D,e) (3.26)
= )\;(:1(‘)),0) (3.27)
oGP l—a—0+ab (3.28)

aP+H1(9 —1) +6F+H (a—1)+1—ab’

For the assumption of very large buffer sizes, i.e. both D and E tend to infinity, the

following cases can be considered:

Case 1 If a > 1 and hence 0 < 1 or equivalently A < X, such that the energy is not
sufficient for the data and L. — 0 and Lg — X\ — (A + ), as would be expected.

Case 2 If o« =1 and hence 0 < 1 or equivalently A < A+ p, the expressions for L. and
Lg are in indeterminate forms. However, following some algebra we obtain L. — 0 and
Ld — 0.

Case 3 If a <1 and 0 <1 or equivalently A < X+ p and X < A+, in this case there
is no leakage for both buffers, and L. — 0 and Lg — 0.

Case 4 Ifa <1 and 0 > 1 or equivalently A > A+ 1, so that the energy is more plentiful
than is needed, and Le — A — (A + u) and Lg — 0, as would be expected.

Case 5 If a <1 and 0 =1 or equivalently A < A+, the expressions for L. and Lq are

i indeterminate form. However, following some algebra we obtain L, — 0 and Lg — 0.
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3.2.3 Optimum Energy Efficiency of the Transmission

The sensor we considered receives A EPs/sec (in power units, e.g. milliwatts) from energy
harvesting. However it can not use all this energy due to the finite capacity energy loss
and energy leakage of the system. Similarly, it can not transmit all the DPs gathered
from the environment due to finite capacity data loss and data leakage. Thus, its energy

consumption per effectively transmitted packet is:

0= . 3.29
o) 52
where
D aP+l g b
9(A) =7 p(d,0) + La = y————p(0,0) + 2a”p(0,0). (3.30)
d=1

Thus, it is of interest to investigate what the best operating point may be for this system,
in terms of consumed energy. Therefore, we take the derivative of various terms in the

expression with respect to A and see that:

) _A=g(A) +Ag'(A)

o ) 3.31
(A~ g7 230
so that the extremum for ¢ is reached for the value of A which gives:
A—g(A) +Ag'(A) =0. (3.32)
In addition, we have
i _ Mg (W] = g(A)%] + [2(A — g(A)][A — g(A) + Ag'(A)]
o = . : (3.33)
(A—g(A))
so that the value for A which satisfies equation (3.32) gives the following:
Ag" (A
o= D) (3.34)

(A—g(A))?

Following the use of algebra we obtain the value of A that satisfies equation (3.32), this

is a point of inflection on the efficiency function o, since ¢” = 0.

Figure 3.2 indicates the energy consumption per effectively transmitted packet, o, for
different energy and data arrival rates, assuming pu = 0.1A,v = 0.1\, D = E = 100. It
was observed that in order to keep the energy efficiency high, i.e. to have o as low as
possible, the power A that is supplied from harvesting should remain below the nominal

need to satisfy all the flow A of DPs that are being sensed.
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FIGURE 3.2: The energy consumption per effectively transmitted packet, o, for
different energy and data arrival rates.

3.2.4 Stability of the System

System stability is only of interest for data and energy buffers with unlimited storage
capacity. In this case, the system will be stable when the backlog of stored energy and
the backlog of data packets remain finite with probability one when ¢t — oo for D — oo

and F — oco. Otherwise, the system is said to be unstable.

For some finite G and H with 0 < G < D and 0 < H < FE, the probabilities that the
respective backlogs of data and energy packets do not exceed G and H, in steady-state

are:

Pi(G) = limiooProbl0 < D(t)
P.(H) = limiooProbl0 < E(t)

IN
IN

G < D), (3.35)
H < B (3.36)

IN
IN
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Moreover, using our obtained results gives:

Py(G) = pa(0) + Zpd(d% (3.37)
E+1 G
zr—irw0+2apw (3.38)
d=1
1 gE+1 o _ oGH1
= p(OaO)( 1-9 + 1— o )a (339)
a0 -1)+ 0 (a—1)+1—af (3.40)
o aPt -1+ 0E (a—1)+1—af’ '
and
P.(H) = nﬂ»+§:m@% (3.41)
1— aDJrl i
1_ oD+l 9 gH+1
= p(0,0) (o + ), (3.43)
D+1(p _ Hl(,, _ _
_ o O—-1)+60" " (a—-1)+1 040. (3.44)

aP+H(O—1)+0FH (a—1)+1—ab

This leads to the following:

Case 1 If a > 1 and hence 8 < 1 as E — oo and D — oo, Py(G) — 0 for all finite
G and P.(H) — 1 for all finite H, the system is stable with respect to EPs and unstable
with respect to DPs.

Case 2 If a =1 and hence 0 < 1 as E — oo and D — oo, one can easily see that the
expression for p(0,0) is an indeterminate form, so that we apply L’Hospital’s rule and
obtain :

0—1 f—1
1(D+1)0—1)aP +60E+HL -0 (D+1)(0 — 1) + 05+ — ¢’

hm p(O 0) = hm

and
lim [lim p(0,0)]= lim | -1 ] =0
(D,E)—o00 oe—)lp (D,E)—oc0 (D + 1)(0 _ 1) + gE+L _ @ :
Hence:
E
lim [Py(@)] = lim [p(0,0)] lim [ 6™+ a"] =0

(D,E)—o0 (D,E)—o0 (D,E)—o0
a—1 a—1 a—1 M=
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in this case a similar analysis can be made for the P.(H), which leads to Py(G) — 0 for
all finite G and P,(H) — 0 for all finite H. Therefore, the system is unstable with respect
to both DPs and EPs.

Case 3 Ifa<landf <1 as E — oo and D — o0, Pd(G)%W%?:—W and that

limit is obviously in the interval (0,1), since —1 < a“THH — 1) < 0 for all finite G and

01 (a—1)+1—ab
1—ab

all finite H. Therefore, the system is unstable with respect to both DPs and EPs.

similarly P.(H) — and similarly that limit is in the interval (0,1), for

Case 4 If « < 1 and hence 0 =1 as E — oo and D — oo, it is easily seen that the
expression for p(0,0) is an indeterminate form, such that the analysis can be made by
applying the exact same procedure used in Case 2. Therefore, since Py(G) — 0 for all
finite G and P.(H) — 0 for all finite H, the system is unstable with respect to both DPs
and EPs.

Case 5 Ifa<1land @ >1as E — 0o and D — oo, Py(G) — 1 for all finite G and
P.(H) — 0 for all finite H; the system is stable with respect to DPs and unstable with
respect to EPs.

3.2.5 Unlimited Capacity Data and Energy Buffers with Transmission

Errors

If a reduction of the average probability of transmission error over the wireless sensor
network is considered or a certain transmission error detected, then retransmission of
the same DP may be required. Two separate error probabilities (p and 7) are considered
to model the effect of retransmissions in a system. The retransmission probability p
occurs when there are plenty of EPs in storage and one DP arrives at the node. In
this case, the data transmission occurs immediately but retransmission may be needed
due to unsuccessful transmission and a further EP will be consumed with probability
p. This process may be repeated independently of the previous outcome with the same
probabilities of success 1 — p and failure p. Additionally, the retransmission probability
m occurs when there is at least one DP in the buffer to be transmitted. In this case, the
DP may not be transmitted successfully and remains in the queue so that another EP
will be needed with probability 7. Again, the process will repeat itself independently of

the previous event when another EP arrives at some later time.

Let X\ be the data arrival rate to the node, A the energy harvesting rate, u the standby

loss rate and v the time-out loss rate of the system. Thus, the state space of interest is
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still
S ={(0,0),(d,0),(0,e) : dye>1}, (3.45)

but the possible state transitions differ from those of the previous section. The following

state transition rates can be obtained:

- A:for (d,0) = (d+1,0), d > 0, when a DP arrives,

- A :for (0,e) — (0 e+ 1), e >0, when an EP arrives,

- p:for (0,e) — (0,e — 1), e > 1, when an EP leaves through leakage.
- v :for (d,0) — (d —1,0), d > 1, when a DP is lost by leakage.

- Am : for (d,0) — (d,0), d > 1, when an EP arrives at an empty energy buffer, and if the
DP waiting in the queue can not be transmitted successfully, so that DP retransmission
is needed by consuming another EP with the probability w. However, retransmission can
not occur due to lack of energy and the state of the system is retained.

- A1 —=m) : for (d,0) = (d —1,0), d > 1, when an EP arrives to an empty energy
buffer, and if a DP waiting in the queue can be transmitted successfully, data packet
retransmission is not necessary with the probability 1 — 7.

- Ap : for (0,1) — (1,0), when a DP arrives at an empty data buffer and there is only
one EP in the storage to be consumed, DP transmission may be unsuccessful. In this
case, EP is already consumed and DP will be stored in the buffer with the probability p.
- A1 —p):for (0,e) = (0,e — 1), e >0,

- \pF (1 —p) : for (0,e) — (0,e — k), e > k > 1, when there are several EPs in storage
and only one DP arrives at the node. Consecutive retransmissions may be needed in
the case of repetitive unsuccessful attempts. In this transition, DP can be transmitted
before the all EPs are depleted.

- A\p¢ : for (0,e) — (1,0), i.e. k = e, the arriving DP reduces the number of EPs by 1
and then there may be another DP transmission request and so on, but when all the EPs
are depleted, the e and final transmission request cannot be satisfied and the system
moves into state (1,0) having depleted all its EPs and having one final DP waiting to be

transmitted. Also, notice that for any e > 0 the sum of these probabilities is one:

e—1
S 1 -p)+pf=1. (3.46)
k=0
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Thus, the equilibrium equations for the system in steady-state are the followings:

p(0,0)[A+A] = (3.47)

A PN = p)p(0,1) + (A1 =) +)p(1,0) + up(0, 1),

=1

p(LOAN+A(l—7)+7~] = (3.48)

A " p'p(0,1) + (A(L = 7) + 7)p(2,0),

1=0

p(d, AN+ Al —7)+~] = (3.49)

Ap(d = 1,0) + (A(1 — ) +7)p(d + 1,0),
p0,e) A+ A+pu] = (3.50)

A Zpl_l(l —p)p(0,e +1) + Ap(0,e — 1) 4+ up(0,e + 1).
1=1

Theorem 3.1. If (A — p)(1 —p) < A < A(1 —7) + v, the stationary distribution exists

and is given by:

p(0,e) = p(0,0)Q% e>1,
p(d,0) = p(1,00¢°", d>1,
where
A
q9 = “a1 N
Al—7)+7y
0 - A p+Ap— /(A + p+ Ap)2 — duhp
2up ’
and

(1-9¢)(1-Q)1—-pQ)

P00 = T (- )1 - @)
~ 2UA
(A1 =) =N (= A= Ap+ /(A + Ap + )2 — 4pAp)
+ 2Mp )—1
2up — (A + Ap + ) + /(A + p+ Ap)? — duAp
B q
20U

(AL —7) + ) =X —Ap+ /AN + Ap+ p)2 — 4pulhp]

(3.51a)
(3.51Db)

(3.52)

(3.53)

(3.54)
(3.55)
(3.56)
(3.57)

(3.58)
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Proof. To proceed with the proof, we substitute equation (3.51a) in (3.50), which gives

the following after some algebra:

QRFA+ = M-pQT s AT QT (359)

0 = (Q=1)IQ%mp) +Q(—Ap— A — ) + Al. (3.60)

Thus, the @ are determined as:

A+ p+ApE /(A4 p+ Ap)2 —4pAp

Q1 3.61
14 e (3.61)
Note that ) has to be smaller than 1, while:
A A A Ap)? — 4uA A A 1.1 A
+ it Ap+ /(A + i+ Ap)? — 4udp SAtptAp L1 A g
2pp 2up 2'p p
since p < 1 and pu < A.
Therefore, the only viable root is
A Ap — /(A Ap)? — 4pA
Q= ATHt A= VAt it Ap)? — duhp (3.63)
2up
and we may consider the following:
A Ap — /(A Ap)?2 — 4uA
+ptAp— A+ p+ Ap) —dphp ] (3.64)
2pp
A +pu+Ap—2up)* < (A+p+Ap)? —dphp,  (3.65)
A+up < (A+p+ Ap), (3.66)
A=p)(l-p) < A\ (3.67)
Note that the equation (3.49) has a solution of the form:
p(d, 0) = ()1 p(1,0). (3.68)
’ Al —m)+~ '

Since ¢ < 1, then A < A(1 —m) + 7.

The ratio between p(1,0) and p(0,0) can also be calculated, when substituting equation
(3.50) in (3.47):

p(0,0)[A + A] = A(1 — p) ?p_((;g) + (A(1 =) +7)p(1,0) + uQp(0,0), (3.69)
_ Q p(1,0)
(A+A) =1 - p)g —a (A1 —7) + 'V)p(o,O) +pQ.  (3.70)
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Thus,
p(LO)  Q*pp) —QUp+A+p) +A+A (3.71)
p(0,0) (A(L=m)+7)(1—pQ) '
A
= 7
(A7) + )~ Q) o7
- 21 L (373)
(AL =m) + )= A= Ap+ /(A + Ap + p)? — 4pAp)
Moreover, using the fact that the probabilities must sum to one, gives followings:
1 = p(0,0)+p(1,0)+ Y p(d,0)+ > _p(0,e), (3.74)
d=2 e=1
_ q Q
1 1
1 = p(0, O)KTq + m}a (3.76)
e € = 28 =
Thus, p(0,0) is calculated as:
_ (-9 -0Q)
P00 = Eim g -9 (377)
(1-¢1-Q)(1—-pQ)
= T
(1 Q)+ (101 pQ) 7
1
= 3.79
i T )
=)
_ 3.80
[[,u—)\—Ap—F\/()\+Ap+u)2—4uAp] (3.80)
+ 21D -1, (3.81)

2up—(A+Ap+u)+\/(A+M+Ap)2—4u1\p]
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Remark 1 Based on the above results, notice that:

e The probability that the data queue is empty can be obtained as:

Pld=0] = p(0,0)+> p(0,e) (3.82)
e=1
= p(0,0)(1+ > Q) (3.83)
e=1
= p(0,0)(——) (3.84)
- p 9 1 _ Q .
S (3.85)
- qg 1-Q :
I+ 75150
_ ! . (3.86)
1+ A 2pp—(A+A+p)++/ (A-p+Ap)2—4plp
A=) =X 9~ (At A+p)++/(A+ut+-Ap)2—4puAp

e The probability that the data queue is non-empty is:

Pld>0] = fpuﬂ) (3.87)
d=1
= p(1,0)) ¢ (3.88)
d=0
= -0 _qu) 1iqp((), 0) (3.89)
1
. pRE= (3.90)
_ ! 391

14+ Al=m-A 2u—(A+A+p)++/ (A +ptAp)2 —4udp
A 2up— (M- A+p1)++/ (A +p+Ap)2—4pAp

e As a sanity check, the probability that the data queue is either full or empty is:

SR =1 (3.92)
1+ 1272 ' '

1-q¢1-pQ
1-pQ 1+ q 1-Q

Pld> 0] =

Similarly,
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e The probability that the energy queue is empty can be obtained as:

Ple=0] = p(0,0)+ Pld> 0], (3.93)
= p(0,0)+ > p(d,0), (3.94)
d=1
= p(0,0)(1+7) ¢, (3.95)
d=1
B q
= p(0,0)(1+ A= _pQ)), (3.96)
a1 -Q)+(1—q)(1—pQ)(1-Q)
T Q-0 397
1 1
T A+ A - Ay’ >
(3.99)
where
20
A =
(AL —m) = N)[2u = A+ A+ p) + /(A + p+ Ap)? — dpAp)
A, — 2pp
, =
2up — (A + A+ ) + /(A + pp+ Ap)? — dudp
4 = 142z 2 — A+ A+ p) + /(A + p+ Ap)? — dulp

A 2= (A A+ )+ /(N pE Ap)? — dpdp

e The probability that the energy queue is non-empty is:

Ple>0] = P[d=0]-p(0,0), (3.100)
= ZP(O, 6), (3101)
e=1
= p(0,0)) Q" (3.102)
e=1
B Q
= 20,05 (3.103)
- QL —q)(1-pQ)
= - Q T (-0 ) S
Atpt+Ap—y/ (A+pt+Ap)2 —4pulp
_ 2= OptAp)+y/ (>\+u+/\p)2—4u1\p. (3.105)

Al + Az

e As a sanity check, the probability that the energy buffer is either full or empty is:

q1-Q)+(1—-q)(1 -pQ)(1 - Q)+ Q(1 — q)(1 — pQ)
q(1-Q)+(1—-qg)(1-pQ)

Ple > 0] = =1.  (3.106)
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Remark 2 The total power used by a node for transmission is simply the power entering

the node from harvesting, minus that lost via leakage:

A MR —q)(1 - pQ)
1-Qp+q—pq)

X=[A—pu> p0,e)] = . (3.107)
e=1

Remark 3 If leakage rates p and « are assumed to be negligible, then A < A and 7 < p.

3.2.6 Analysis of the Transmission Error with Negligible Leakage Rates

Understandably, a given EHWSN will not radiate power at all if it is not transmit-
ting. Thus for any sensor node i among a set of N nodes, its transmission power when

transmitting a DP is given by:
Xi = [(Ai = ) D> pi(0,€) + (A — 7)Y pi(d, 0)], (3.108)
e=1 d=1

where the subscript 7 relates to the parameters of the i-th node.

Furthermore, if the probability of correctly receiving (or decoding) the packet sent by a

given node 7 that transmits at power level X; is denoted by:

X

SN i+ Bi
j=1

;= f( ), (3.109)

where f is some increasing function of its argument which is the signal to interference
plus noise B;. Assume that all nodes are identical, then equation (3.109) can be replaced

by:
’ A= 1) T, p(0,€) + (A —7) S, pld, 0)]

C= , 3.110
H (N=1)[A=pu>2,p0,e)]+ B ) ( )
and if the leakage rates u and ~ are negligible, we obtain:
A oo oo
e=1P(0,€) + 242, p(d, 0)
c = f& ‘uN—U+%1 ), (3.111)
A
A Q 1
1p(0,0) =5 +p(1,0) =
— ﬂA( )=g T7(L,0)] (3.112)

(N-1)+ 58
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In order to make further analysis, there is a need to re-calculate stationary distributions

when the leakages p1 and ~ are neglected:

A p+Ap— /(A + p+ Ap)2 — 4ulp

lim = lim 3.113
(17) =0 @ (17)—0 2pp ( )
9
=[A Ap — /(A Ap)2 —4uA
_ oy st Ap \a/( + p+ Ap)? — 4pAp] (3.114)
(17)—0 Fa (21p)
(HA—Ap) A—A
_ 1-— L
— lm VOtptAp)2 —duhp ©hp _ A (3.115)
(1:7)—0 2p 2p A+ Ap
A A
lim = lim = . 3.116
(;m)—>0q =0 AL =m)+~ Al —m) ( )
(3.117)
and
1— 1— A
lim p(0,0) = lim - %Q = X “Al” —,  (3.118)
(#7)—0 ()—=0 1 4+ T¢1-pQ 1+ 1_/\(17*;\7) 1:@
A(l—m) A+Ap
A(p = m)(A+ Ap)
A
im PRO g, 4 RO AdAp (3.120)
(n7)—0 p(0,0) (m=0 (L=pQ)  1- 57k Al —m)
Thus, equation (3.112) becomes:
A +p2A—A) — A
¢ = AL J=Ar (3.121)

Alp—=m)(3 +p) (N =1) +F)

However, the error probabilities 7 and p are linked to C' in the following context. Knowing
that p > 7 from Remark 3 we may assume that p = 7 + ¢ where ¢ > 0, and error
probabilities can be linked asp=1—-C, 71 =1—-C —e.

Thus, equation (3.121) becomes:

C?—C(s+1)+c(e+1)
ek(c+1—-0)

C = f( ). (3.122)

where ¢ = 4 and k= (N — 1) + £.
On the other hand, @ < 1 and ¢ < 1 must be satisfied in order to prevent the summations
diverging to infinity.

o If @ <1, then A < A+ Ap, so that C <.

e [fg <1, then N\ < A— Am, so that ¢ < C +e.
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Therefore, the system can only operate, when the condition 0 < C < ¢ < C+¢e < 1is
satisfied.

It is easily observed that C' is equal to a function of C' such that C' = f(g(C)) = h(C).
In this case, finding a closed-form expression for the value C is elusive; however, the

existence and uniqueness of the solution can be considered.

Lemma 3.2. g(-) is a decreasing function on (0,¢), if (1 +¢€) < %

Proof. If ¢’(C) < 0, then g(+) is a decreasing function on (0,¢).

_ _ 2 _ ]
I T S L
_ Lo+ gy (3.124)

ek (c+1—0C)2

If ¢(C) < 0, then ¢(1 +¢€) < (s +1— C)% We can easily write the following relation
1<(s+1-0)? < (s+1)% since 0 < C <. Thus, if the condition (1 + €) < % holds,

then g¢(-) is a decreasing function. O

Lemma 3.3. If g(+) is a decreasing function, similarly h(-) is also a decreasing function.

Proof. ¥{C',C"} € (0,¢), if C" < C” then g(C') > ¢g(C") and h(C") = f(g9(C")) >
f(g(C")) = h(C"), since f(-) is an increasing function. Thus, h(-) is also a decreasing
function on (0,¢). O

Theorem 3.4. If (1 +¢) < % and s > h(s), then there exists a unique C* such that
C* = h(C*) where YC* € (0,5).

Proof. The proof can be carried out by using geometric interpretation. In Figure 3.3, we
can observe that any continuous decreasing function passing through the points (0, h(0))
and (¢, h(s)) must cross the line y = x at a unique point provided the condition ¢ > h(<)
is satisfied. Thus, 3C* € (0, <) such that C* = h(C*) while (1+¢) < % and ¢ > h(s). O
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>

FIGURE 3.3: Arbitrary decreasing functions intersect with the line x = y at only one
point, where C* = h(C*).

3.2.6.1 A Numerical Example

If an unmodulated binary phase shift keying (BPSK) transmission scheme is used, then
each packet consists of n independent binary symbols which are transmitted with noise
and interference. In this case, the probability of correctly decoding each binary symbol

from node i is [99]:

X;

1= Q( | =i
( 2%1%4-&

), (3.125)

and the function f can be simplified to:

fl@) = [1-QWa)", (3.126)
f(g(@) = [1-Q(Vg(O)]" (3.127)

Figure 3.4 shows the relation between the probability of transmitted data correctly re-
ceived and the number of EHWSN in the network for different ¢ values. The larger
networks with more EHWSNs obviously lead to smaller correctly received probabilities,

while the larger ¢ values result in fewer transmission errors.
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FIGURE 3.4: Relation between correctly received probability, C'; and the number of
the sensor nodes in the network, V.

3.3 Transmission with K Energy Packets

Again consider an EHWSN in which DPs can be transmitted via a perfect transmitter.
However, in this section we assume a model where a successful transmission can occur
only by consuming K > 1 EPs instead of a single EP. Similarly, we consider that the
arrival of DPs and EPs occur according to two distinct independent Poisson processes
with rates A and A, respectively. However, we do not consider energy and data leakages
from the buffers. In addition, as in the previous section we assume whenever enough
energy is available and there are DPs waiting they will be instantaneously transmitted

until the EPs or DPs are depleted.
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3.3.1 Mathematical Model

Let us write p(d, e, t) = Prob[D(t) = d, E(t) = e]. We need only to consider p(d, e, t) for
the state space S of pairs of integers (d, e) € S such that:

S = {(0,0),(d,0), (0,e), (I, k) : (3.128)
1<d<D,1<e<E,1<I<D1<k<K}, (3.129)

where D (FE) is the maximum amount of DP (EP), which can be stored in the data

(energy) buffer.

Figure 3.5 illustrates the state transition of the CTMC with a defined state space. The

following balance equations can be written according to the state diagram in Figure 3.5:

p(0,0)[A+A] = A p(1, K — 1) + A p(0, K), (3.130)
p(d,0)A+A] =Apd+1,K—1)+\p(d—1,0), (3.131)
p(D,0)[A] =X p(D —1,0), (3.132)

p(0,€)[A + A] = Ap(0,e — 1) + Ap(0, e + K)1[E > e + K], (3.133)
p(0, E)[\] = A p(0, E — 1), (3.134)

p(L BN+ A] = Ap(L, k — 1) + Ap(l — 1, k), (3.135)

p(D,k)[A] = Ap(D, k — 1) + Ap(D — 1, k), (3.136)

where equation 3.135 is valid for 0 < < D, 0 < k < K and equation 3.136 is valid for
0<k<K.

Finding a closed-form expression for the stationary probability distributions is elusive
considering above equilibrium equations. However, we can use the cylindrical symmetry
of the state diagram of CTMC to define a one-to-one and onto function. This function

combines the data and energy indices into a single index such that:
p(d,e) =p(dK — e+ E). (3.137)

Following the state transformation, it is observed that there is a decreasing order among
the states starting from (DK + E) to (0). Thus, the state transitions can be modelled

as a one-dimensional Markov chain as in Figure 3.6.

For the one-dimensional CTMC model, state transitions can basically be separated into

3 different regions according to similar transitions behaviours of the states. Therefore,
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FIGURE 3.5: State transition for the model where a successful DP transmission can
occur by consuming K EPs.

complication of the analysis can be reduced and the following balance equations can be

written for each region where ¢ £ DK + E — K:

e Regionl, E < N <&+ K:

P+ K)A = Ap(€), (3.138)
PIN)A = Mp(N — K) + Ap(N + 1). (3.139)
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Regionl Region? Region

2, ~, R Y

FIGURE 3.6: After the state transition we have one-dimensional CTMC state diagram
that simplifies the analysis

X

o Region2, K < N < ¢&:
P(N)[A+ A = p(N — K)+ Ap(N +1). (3.140)
e Region3, 0 < N < K :

PN)A + A = A(N + 1), (3.141)
PO)A = Ap(1). (3.142)

Equation (3.140) is a recurrence relation of order of (K + 1) and it leads to obtain the

stationary probabilities in Region 2. Thus, the characteristic equation is:

+ i)@K A (3.143)

K+1 _
© ( A A

Equation (3.143) has K + 1 roots, namely {01,99,...,9x11} so that the closed-form

expression for the distribution is given by:
K+1

P(N) = cO = Z a0, (3.144)

where ¢ is an arbitrary constant and the set of ags should be such that ® must be real

valued in the interval (0,1).

Applying Descartes’ rule of signs [100], it can be concluded that equation (3.143) has
either two or zero positive real roots, one negative real root, and either K —3 or K — 1

complex valued roots. Here, equation (3.143) is rewritten as
OF AN+A(1-0)-r=0. (3.145)

Since 1 is a root of this equation, (3.143) has exactly 2 positive real roots.
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When we consider the state (K — 1), by equation (3.141) we can write:

A

P = 1) = g=5e

of. (3.146)

By using (3.146) in further calculations, the stationary probabilities in Region 3 can be

expressed as:

ﬁ(K—i):(A_I_)\)ic@K, 0<i<K (3.147)
or
p(N) = (A_AM)K—NCG)K, 0<N<K (3.148)
and
50) = S () ek (3.149)

Moreover, when considering the state (£ 4+ 1), using equation (3.140) we can write:
~ ¢ A K
pE+1)=cO (1+K(1_@ ))- (3.150)

By using (3.150) in further calculations, the stationary probabilities in Region 1 can be

expressed as:

m—1
A .
5 —cOf[1+ 21 -6 K i 151
(€ +m) ce<+A( G ;m), (3.151)
where 0 < m < K and
_ A
B+ K) = {cof. (3.152)

Using the fact that the sum of the probabilities is 1:

DK+FE K—-1 I3 DK+E
ST BN =D+ Y 0N+ 3 (N =1, (3.153)
N=0 N=0 N=K N=£+1
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where
K—1 K—1
dOBN) = p0)+ > BN, (3.154)
N=0 N=1
K-1 K—N
_ A A koK K A
= X(m) C@ + C@ P m N (3155)
_ A A koK g A Ak
= X()\—FA) 0" + 0" —(1 (m) ), (3.156)
A
= 0f (3.157)
A
Following some further algebra the summation (3.153) reduces to:
@KA+C(®I(_(9§JF1)+i~(£+m)_ (3.158)
AN 1-6 P T '
where
K K-1 A m—1 \
5 — $ 3 §—K i §
T’;p(ﬁm)c;(@ +O°7 -0 ;@)Jrc@ " (3.159)
Further simplification can be carried out for equation (3.159) giving:
A g (O —K®OG-1)-1
SK(1+2)-1 K 1
<ﬂ(K(+A) )+ cO ( © 1) > (3.160)
Thus:
DK+FE K E+1
A _
> OBN) = OfF s+ «6” —OT) (3.161)
A 1-0
N=0
A oK1+ K®©-1) -1
3 R N
+ CcOS[K(1+ A) 1 CEE ] (3.162)
= 1 (3.163)

Moreover, an infinite data buffer, i.e., D — 0o can be assumed such that the summation

reduces to:

o

A 1
B(N) = cof ( + > =1 (3.164)
~ A 1-6

Following further analysis, 3.164 becomes:

oK+l _ <1+i> ®K+%—&=0- (3.165)
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Substituting equation (3.143) into equation (3.165) gives:

c=1—-0. (3.166)
Thus, the solution is :
(1-0)ev, K<N<oo
BIN) =4 1-0)0K (LK N, 0<N<K
(1-0)0f 3 (ApK!, N=0

where O is the summation of linearly combined roots of equation (3.143).

Note that equation (3.143) cannot be solved in radicals for K > 4 by the Abel & Ruffini
theorem [101]. This means that there does not exist an explicit expression for the roots
of such equations as a function of the coefficients by means of algebraic operations and
roots of natural degrees. Thus, it is better to adjust the system model in order that
one DP can be transmitted by 4 or less EPs. Nevertheless, solutions can be considered

numerically for high K values.

3.3.2 Modelling the Interference and the Noise

The arrival rate of EPs A is itself in units of power, i.e. the flow of EPs per second maps
into power entering the EHWSN via harvesting. Assuming that a single EP contains a
unit of energy and that the power level that has been set to transmit one data packet is
K.

Alternatively, on average the total radiated power ¢ from a node is simply the power
entering the node from harvesting, minus that which is lost through energy loss due to
the finite capacity of the energy buffer, assuming a “perfect” transmitter that does not
waste any power in electronics. Of course this is unreasonable, however the lost effect
may be “hidden” in the value A, i.e. this rate is merely the amount of power that reaches
the transmitter after the energy is harvested and then used (in part) to operate the

sensor’s electronic circuits. This gives:
¢=A— L, (3.167)

where

L.=A ip(n, E) = Ap(0, E) = Ap(0). (3.168)

n=0
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FIGURE 3.7: The relation between the probability of correct detection of a bit C' and
the number of simultaneously transmitting wireless sensors IV, for different
transmission power levels K.

Now consider a particular EHWSN, say the i-th, operating in proximity with a total of
N wireless sensors all transmitting at the same power level K. In the communication
channel due to noise of power level B at the receiver, plus the interference at level I
from the other sensors, assuming that the transmission of a +1 is as likely as that of the
transmission of a —1, the probability C' of correct detection of a bit by the receiver can

be written as:
1
C = §{P7“Ob[OzK > al + B] + Prob|—aK + ol + B < 0]},

where 0 < o < 1 is the fraction of transmitter power received with respect to the amount
transmitted, and I = o0¢(N — 1) where 0 < o < 1 represents the “side-band interference”
effect. If multiple transmitters use some closely related frequency, they will avoid using

exactly the same frequencies, but their side-bands will interfere with each other so that
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we may expect o to be much less than one. With BPSK transmissions where both the
interference and the noise are assumed to be Gaussian of zero mean [99] the probability

of correctly receiving a binary symbol is then:

C:l—Q(\/aad)(NO‘f{lHB), (3.169)

where Q(z) = 3[1 — erf(%)].

The value of K has an interesting effect on the error rates. A large K can cause ¢ to

grow, and hence it creates more interference. However, it also provides higher power to

overcome interference as well as noise. This interesting effect is illustrated in the next

section.
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0.714
0 0072t
0713}
- 0.721
0.711 0.72 ' ' ' '

F1GURE 3.8: The relation between C' and the noise power B for different values of
transmission power K with N = 30 mutually interfering transmitters.
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3.3.3 Numerical Examples

Figure 3.7 shows the effect of the number of EHWSN N on the correctly received prob-
ability C' for several values of K. Understandably, an increase in the total number of
sensors N will increase the interference in the communication system, so that C' will de-
crease. Moreover, when the required energy to transmit one packet is increased, i.e. K

is increased, it is observed that C' is slightly higher for the same number of transmitters
N.
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FI1GURE 3.9: C versus the number of interfering transmitters as a function of N when

we assume a much greater interference effect, represented by o = 1, when N exceeds

the number of multiplexed frequency bands assumed to be 30. Different transmission
power levels K have little effect on the results.

Figure 3.8 illustrates the effect of different noise power levels on C' where we set N=30. C

is observed to decrease nearly linearly as B increases, and that the effect of transmission

power level K is quite limited.
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Figure 3.9 reveals an effect not discussed previously. In real systems the total number of
frequency bands that are being multiplexed will be limited; here that number is set to 30.
Thus when N = 30 is exceeded the level of interference is assumed to grow dramatically,
i.e. there is a large increase on o, taking an extreme worst case that all the other stations

interfere with the one that is being analysed such that o = 1.

3.4 Impacts of Modelling Assumptions on the Results

In this chapter, packet arrivals are assumed to be independent Poisson processes, which is
a reasonable method to model digital systems studied in this chapter. The justification
lies in the fact that the behaviour of large a number of independent arrivals can be
firmly approximated by the Poisson distribution. This can be understood by considering
three defining properties of the Poisson process: a) one arrival occurs at a time, b) the
probability that an arrival occurs at a time is independent of when the other arrivals
occurred, and c¢) the probability that an arrival occurs at a given time does not depend
on the time. However, one might think that the arrivals of DPs and EPs at a sensor
node may vary with time (for example, energy arrivals from a photovoltaic source will
be different for the daytime and the night time). In this case, the packet arrivals can
be modelled more faithfully with non-homogeneous Poisson process in which the average
rate of arrivals is allowed to vary with time. Although arrival rates changing with time
increase the complexity of analysis, several works [102-104| have studied to estimate the
long-run average arrival rate. Therefore, the similar steady-state analysis to calculate
the stationary probability distributions can be made by using the estimated values of

long-average arrival rates.

The other modelling assumption for packet arrivals is that DP and EP arrivals are
independent of each other. Although this approach is suitable for many sensor operations,
there are some cases where a strong dependency between both packet arrivals exists (e.g.
harvesting energy from vibrations to sense vibrations [56]). However, a system can be
evaluated in the same way by considering the EP arrival rate is a certain fraction of
the DP arrival rate (or vice versa), and the fraction value can be predicted to provide

effective operations for a sensor.

Negligible service time is another reasonable assumption since the packet transmission
occurs quite fast compared to the time needed to constitute EPs and DPs. This as-
sumption provides simpler random walk and Markov chain models that could be used
to analyse sensor states. However, in reality, a certain amount of time (even if it is too
small) must be spent for the service. In this case, taking into account of a very small

service time will affect the state transition diagrams, and it results in multi-dimensional
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Markov chain models. Although it increases the complexity of finding the state dis-
tributions, some basic state transformation (as used in Chapter 3) can be applied and

solutions for the further analysis can be provided.

In this chapter, the models with both limited and unlimited buffer capacities are exam-
ined. Despite the fact that consideration of the unlimited capacity buffers simplifies the
computational complexity, they do not have a crucial impact on the results. On the other
hand, it must be emphasized that there are some analyses appertaining solely either to
the systems with unlimited buffers (e.g. stability) or to the systems with limited buffers

(e.g. excessive packets).

It is also assumed that the transmission errors occur with some certain probabilities,
which cause retransmissions of the same packets. This retransmission process might
repeat itself with the same error and success probabilities, independent of the previous
outcome. However, one might expect to observe another transmission error if the previous
attempt was not successful. The underlying reason here is the fact that there is an
extremely small time interval between the two consecutive transmissions. In this case,
a sensor node needs to consume more energy (or EPs) in order to achieve the same
correctly received probability of the packet transmission. Hence, the results related to
packet transmission errors presented in this chapter are expected to be better than the

ones obtaining from the simulation results or the real-time experiments.

3.5 Conclusion

This chapter analyses EHWSN that gather both data and energy from the environment,
so that they can operate autonomously. A stochastic model of the harvested energy
and the data arrival has been considered in terms of Poisson flows of DPs and EPs. In
addition, the effect of energy loss through standby operation, and battery or capacitor
leakage, which is represented by an exponentially distributed decay rate is considered.
Moreover, time-out data loss, which occurs when a DP has waited too long in the queue
due to lack of energy is also considered. As the DP transmission time compared to
the DP processing time in the node and sensing time from the ambient environment
is very small, it is assumed to occur very fast, i.e. the packet transmission happens
instantaneously. Furthermore, a transmission scheme by which DPs can be transmitted
via perfect transmitter that does not waste any energy for the node electronics and use

all the energy for successful packet transmission is assumed.

In the first part of the chapter, a model where successful transmission can be obtained by

consuming a single EP is investigated. First, we obtained a closed-form formula of the
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stationary probability distributions through the equilibrium equations. Next, we studied
the DP and EP losses due to finite capacity of the data and energy buffers. In addition,
the optimum energy efficiency of the transmission to understand the appropriate oper-
ating point that would use the minimum amount of energy consumed per transmitted
packet was discussed. Moreover, the system stability that can only be a concern when
buffer sizes are very large was investigated. A further model that includes energy and
data losses, but assumes that the DP buffer, and energy storage capacity, are unlimited
was also considered. This is a useful idealisation when the capacities are very large.
However, this latter model introduced the interesting question of stability. The model
also incorporated transmission error probabilities due to noise and interference. This
analysis allowed us to consider the error probabilities when N wireless sensors operate

in proximity to each other.

In the second part of the chapter, the system was analysed using a random walk model
that represents the random arrivals of DPs, as well as the random arrivals of harvested
energy in the form of discrete EPs. Using precise assumptions about the processes that
are involved, we obtained the stationary distribution of buffer lengths with limited data
and energy buffers, and both DPs and EPs can be lost when their respective buffers are
full. This analysis allowed computation of the average transmitted power from a sensor,
and to study the behaviour of one sensor in the presence of a collection of interfering
sensors as well as of noise at the receiver. In particular, the probability that a receiver in
the presence of several identical wireless sensor transmitters receives a finite set of bits
correctly was computed. Numerical examples were used to illustrate the contradictory
effect of the transmitter power: high power levels can improve the probability of correct
packet reception; however, they can also increase interference and have the opposite

effect.



Chapter 4

Packet Transmission via Imperfect

Transmitter

4.1 Introduction

The work in this chapter is based on references [64, 67, 68]. In this chapter, an EHWSN
in which the packet transmission occurs via imperfect transmitter is investigated. In an
imperfect transmitter energy is not only consumed for the packet transmission but also
for the node electronics, i.e. packet sensing, processing and storing by the sensor node.
First, a model in which both node electronics and packet transmission require a single
EP, so that successful transmission only occurs by consuming 2 EPs was studied. For this
model, a closed-form solution was obtained for the steady-state probability distributions.
Other quantities of interest including excessive packet rates and system stability were
also investigated. Second, a generalised model in which node electronics and packet
transmission require K, > 1 and K; > 1 EPs was considered. Consequently, for a
successful transmission an EHWSN needs to consume K, + K; = K EPs in total. This
model leads a two-dimensional CTMC and several linear algebra techniques have been

used to reduce the solution complexity to obtain stationary probability distributions.

4.2 Emnergy Consumption Model with Single Energy Packet

In this section, an EHWSN where data and energy is received randomly from the ambient
environment is modelled. The arrivals of both DPs and EPs at the node are assumed to
be independent Poisson process with rates A and A, respectively. In addition, there is
standby loss in the system due to self discharge nature of energy storages. This can also

be modelled as an independent Poisson process with rate p.

70
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FI1GURE 4.1: Random walk representation of the state transitions where the energy
consumption for both the node electronics and the packet transmission.

In a typical sensor node, the harvested energy is basically consumed for packet sensing,
storing, processing and transmission. In this work, we assume that K. = 1 EP is required
for the node electronics (sensing, storing, processing) and K; = 1 EP is required for the

packet transmission.

4.2.1 Mathematical Model

Consider a system at a time ¢ > 0 contains D(¢) DPs in the buffer and E(t) EPs in
the storage, such that it can model the state of sensor node by the pair of (D(t), E(t)).
Whenever E(t) > 1, the node can sense a DP, and one EP is immediately consumed
by the node electronics. Moreover, the node can instantaneously transmit the DP by

consuming one more EP if there is still available energy in the storage.

On examining the system model carefully, it can be concluded that the system does not
allow growing numbers of DPs in the data buffer. In fact, when one DP arrives at the
node whose state is (D(t) = 0, E(t) = 1), the state will change as (D(¢t) = 1, E(t) = 0)
and this is the only state where data buffer is not empty. This interesting situation leads

to excessive DPs in the system, which will be considered later.

Let us write p(d,e,t) = Prob[D(t) = d, E(t) = e|. Considering only p(d, e,t) for the
state space such that (e —d) € S, where £ > (e —d) > —1 and F is the maximum

amount of EPs that can be stored in the node.

Consequently, the system can be modelled as a finite CTMC whose states and transition
diagram is shown in Figure 4.1. Moreover, the process is irreducible and aperiodic, which
means the stationary probabilities p(e — d) = lim_,oo Prob[D(t) = d, E(t) = €] exist

uniquely and can be computed from the following balance equations:



Packet Transmission via Imperfect Transmitter 72

p(=1)[A] = Ap(1) (4.1)
pPO)A] = Ap(=1)+Ap(2) +pp(1) (4.2)
P(N)IA+A+p] = Ap(N—1)+Ap(N+2)+ppN+1) (4.3)
P(E=1A+XA+p] = Ap(E—=2)+pup(E) (4.4)
pP(E)A+p = Ap(E—-1) (4.5)

Note that equation (4.3) is valid for 0 < N < E — 1 and has a solution of the form:
p(N) =c " (4.6)

where ¢ is an arbitrary constant and ¢ can be computed from following characteristic

equation:

Ao+ pp® — (A+ X+ p)p+A =0 (4.7)

— (A ) :F\/ A—i—u )24+4AN

since the solution must lie in the interval (07 1). In the rest of the section, we consider

whose roots are {p; =1, 23 = . Here the only viable root is 3,

w3 = @ for the sake of the simplicity.

The followings may also be obtained:

A
~1) = & 4.
1) = e (43)
Ao Atp
- M 4
p0) = (5t + ) (49)
At p Boy1 B2
E-1) = 14+ —"™m——— 4.1
pE-1) = di Spf o (410)
oAt AN py g
pB) = dCEHE - R (411)
Using the fact that summation of the probabilities is one
E
2+ Ao
S oa) = o e+ 26 (112
N=-1
E—2
A
T L el B j-1pE-2 (4.13)

= 1 (4.14)
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Following further calculations, the value of ¢ can be calculated as:

2\ +p Aoy =Pt AA+ A+ p) E-21—1
= + 9%+ -
R et av [ESPR sy o W ey py A

(4.15)

4.2.2 Excessive Packets due to Finite Buffer Sizes

As the energy storage capacity (maximum E EPs) and data buffer capacity (maximum
D DPs) are finite and the data buffer is forced to be empty most of the time, there must
be some excessive packets that arrive at the node that cannot be sensed and stored.
These excessive packets rates are I'y and I'. for the DPs and EPs, respectively. They

can be computed as:

D
L= A () = Mp(0) +p(~1) (4.16)
N=0
— ¢\ QAI%JF%@Q), (4.17)
Ie = Ap(E) (4.18)
= (AT Ry (4.19)

Figure 4.2 shows the relation between excessive DP rate and data arrival rate at different
energy arrival rates assuming F = 100 packets and g = 0.1A. As can be seen, an increase
in the DP arrival rate results in a larger excessive packet rate. Conversely, an increase
in the energy arrival has the opposite effect on the excessive packet rate. A reasonable
excessive DP rate is observed if A is below a nominal value according to A, even though no
more than one DP can be stored in the buffer. This is because DPs can be immediately

sensed and transmitted when there are only two or more EPs in the node.

Figure 4.3 shows the relation between excessive EP rate and energy arrival rate for
different data arrival rates for £ = 100 packets and g = 0.1A. While an increased
EP arrival rate leads to a more excessive EP rate, a larger DP arrival results in a less

excessive packet since a larger DP arrival rate triggers EP consumption in the node.

4.2.3 Stability of the System

System stability relates to whether or not a finite number of segregated DPs and EPs
remain finite with a certain probability for unlimited data and energy storage capacity

when ¢ — oco. If this condition is satisfied, then the system is said to be stable.
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FIGURE 4.2: Excessive DP rate grows with increasing packet arrival rates whereas
decreases with increasing energy arrival rates.

In order to make further analysis, a system with unlimited storage is considered. In this

case, the following is allowed:

A
p(=1) = dTe, (4.20)
A A+
p0) = 5+ 5, 4.21)
p(N) = doV, N>0 (4.22)

where ¢ is again solution for equation 4.7 and ¢’ can be computed as:

o V= 20) + /(N4 )2 + 4AN
B 202\ + 1) ‘

(4.23)

Moreover, the marginal probabilities can be expressed as:
(e.0]
pald) = 3 ple—d) (4.24)
e=0

pe(e) = > ple—d) (4.25)
d=0
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FIGURE 4.3: Excessive EP rate grows with increasing energy arrival rates whereas
decreases with increasing data arrival rates.

In steady state, the probabilities that segregate DPs and EPs do not exceed some finite

values D’ and E':

limy—o0o Probl0 < D(t) < D' < o0,

lim¢—0 Probl0 < E(t) < E' < o0].

Thus, the followings can be calculated:

Py(D")

D' ~
= > > ple—ad)

d=0 e=0

= D

a(1) + pa(0)

p(=1) +p(0) + Y oV
N=1

= 1.

(4.28)
(4.29)
(4.30)

(4.31)
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and

E'
PE) = 33 ple—d) (432)

e=0 d=0
= pe(0) + pe(e)lfe > 0] (4.33)
E/
= p(=1) +p(0) + > " (4.34)
N=1
/‘PE/—H
= 1-dT (4.35)

Thus, it can be concluded that a system with unlimited storage capacity is always stable

with respect to DPs and unstable with respect to EPs, as expected.

4.2.4 Analysis of Transmission Error Among a Set of Nodes

The total power entering a sensor node is simply energy harvesting rate A, due to the
fact that energy rate is in units of power. All harvested power cannot be used by the
node, as there are some EP losses. Specifically, standby loss due to the self-discharge
nature of the storage and excessive packet loss due to limited storage capacity. Thus,

the total power consumed by a node is:

E
=N —Te, — Z pi(IN), (4.36)
N=1
where the subscript i relates to the parameters of the i-th node among a set of M nodes.
On transmitting a DP, a node consumes K, and K; EPs for the node electronics and
the packet transmission, respectively. Assuming K, = K; = 1, the total radiating power

from a sensor on average simplifies to:
o = =. (4.37)

Furthermore, the probability of correctly receiving (or decoding) a packet sent by a given

node ¢ that transmits at power level K, can be denoted by:

niKti
I; + B;

1—e; = f( ) (4.38)

where f is some increasing function of its argument which is the signal to interference I;
plus noise B;. Moreover, 0 < n; < 1 represents the propagation factor of the transmission

power that is sensed by the receiver.
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FIGURE 4.4: Transmission error probability vs number of sensor nodes where after a
certain number of sensor nodes, «, transmission faces an additional interference, I, so
that the error probabilities increase.

Some number of ‘a’ separate frequency channels may be used in the communication
medium. If the number of transmitting sensor nodes does not exceed «, distinct frequency
channels are being used by each transmitter. In this case, interference can be considered
as I, = Zj# ’I’]jli()j%, where 0 < ko; < lisa factor that represents the effect of side-
band frequency channels and its value is expected to be very small. Alternatively, if the
number of transmitting sensor nodes exceeds «, some of the transmitters are forced to use

a frequency channel already used by others, so that it will cause an additional interference

Iy =34 “jﬂj% MA}al[M > «f, where k; is very close to 1 since interference is direct

K3

to the channel. Thus, the total interference is:

; M — «
Ii=1,+ 1, = Zm%(ﬁoi +(

> UM > al). (4.39)

Assuming that all nodes are identical, we can replace equation (4.38) with:

K

nsko(M —1) +77%(MA/—10‘)1[M > qf —|—B). (4.40)
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Assuming BPSK transmission, we have:

l—e= Q(\/ - ”IJ(\;?& ), (4.41)

nSko(M — 1) + nS(M=)1M > o] + B

where Q(z) = 3[1 — erf(%)].

Figure 4.4 shows the effect of number of sensor nodes transmitting in a network on
transmission error probability. In this diagram the single bit transmission and system
parameters are assumed as A = 10,A = 10, = 1, F = 100,B = 0.1, = 0.5,k =
0.05, « = 20. Consequently, transmission error grows with an increasing number of sensor
nodes in the network due to a greater influence of the interference over the transmission.
Conversely, following a certain number of sensor nodes, «, the transmission faces an

additional interference, I, such that the error probabilities increase.

4.3 Generalised Energy Consumption Model

The previous section investigated a model where a DP transmission requires exactly two
EPs: one for processing and one for the packet transmission, or K, = K; = 1. In this
section, the approach is generalised by considering arbitrary K. and K; values. For each
DP, the sensor requires K. EPs for node electronics including packet sensing, processing,
and storing and K; EPs for the packet transmission. The motivation is that the node
electronics and the transmitter may have to vary the power levels they use to deal with
the speed of processing or the transmission power to overcome errors. Assuming random
processes for sensing and energy harvesting, a two-dimensional random walk model was
obtained. Moreover, its complexity was reduced using companion matrices and matrix
algebra techniques. The resulting solution allows us to obtain, in steady-state, a closed-

form solution for stationary probability distribution for states of the sensor node.

4.3.1 Mathematical Model

It was assumed that a DP can be sensed, processed and stored by a sensor node only
when there are at least K, EPs available in storage. Moreover, these K, energy packets
are effectively expended each time a DP is successfully received by the node. Otherwise,
the data will not be received and the sensed data will go unnoticed and be lost. Instead,
in order to transmit a DP the node requires an additional number of K; EPs. Again
all K; EPs will be consumed for one transmission. Thus, the successful sensing and

transmission of one DP requires the consumption of K = Kp + K; EPs.
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As in the previous section, both the processing and transmission of a packet were assumed
to occur very rapidly, provided enough energy was available to enable instantancous
storage of DP. Moreover, if the amount of energy available is more than K, but less than
K, DP will be both processed and transmitted when the amount of energy available is
at least K EPs. Under these assumptions, a two-dimensional continuous time Markov

chain was constructed to represent the behaviour of the system.

Let D(t) and E(t) be the number of DPs and EPs in the sensor node at time ¢ > 0, so
that state of the system can be represented by the pair (D(t), E(t)) and the state space
S is of pairs of integers (d,e) € S such that:

S ={(0,0),(d,0),(0,e),(L,k):0<d< D, 0<e<E, (4.42)
0<l<D,0<k<K, K=K+ K}

When considering the general values for K, > 1 and K; > 1, the system is no longer
modeled as a one-dimensional CTMC but rather a two-dimensional CTMC as is shown
in Figure 4.5. Since the energy consumption for many sensor node applications is mainly
dominated by the data transmission subsystem [105], K; > K. was assumed for the

current system model.

Accordingly, the following global balance equations can be written for the model:

p(0,0)[A] = Ap(1,K —1)+ Mp(0, K), (4.43)
p(0,e)[A] = Ap(0,e— 1)+ Ap(0,e + K)[E> e+ K], 1<e < Ko, (4.44)
p(0,e)[A+ A = Ap(0,e—1)+Ap(0,e+ K)[E>e+ K], K.<e<E, (4.45)
p(0, E)[\] = Ap(0,E —1), (4.46)
p(d,0)A] = Ap(d+1,K — 1)+ \p(d—1,K,), 1<d < D, (4.47)
p(d,e)[A] = Ap(d,e—1)+Ip(d—1l,e+ K.), 1 <d<D,1<e< K., (4.48)
p(d,e)] A+ = Ap(d,e—1)+Ap(d—1,e+ K.), 1 <d< D, K. < e < Kf4.49)
pde) A+ = Apde—1), 1<d<D, K, <e<K, (4.50)
p(D,e)[A] = Ap(D,e—1)+Ap(D—1l,e+ K.), K. <e< K, (4.51)
p(D,e)[A] = Ap(D,e—1), K;<e<K, (4.52)
p(D,0)[A] = Ap(D—1,K,). (4.53)

Finding a closed-form solutions for stationary probability distributions and other quan-
tities using these balance equations is elusive. Therefore, different approaches have been

explored for this particular system model.
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FIGURE 4.5: Two-dimensional CTMC state transition representation for the gener-
alised values of K, and Kj;.

Using a traditional approach, we define a generator matrix @) to find the stationary
probabilities. @ is an n X n matrix of an n state Markov chain. In our system model,
it can be easily observed that n = E 4+ BK + 1. For matrix @, the entry in the j**
column of the " row of the matrix j # i will be Dij, i.e. the instantaneous transition
rate from state z; to state x; . In other words, it will be the sum of the parameters
labelling arcs that connect nodes ¢ and j in the state transition diagram. The diagonal
elements have been selected to ensure that the sum of the elements in every row is zero,
ie py = — Zje& i Dij- When the model is in steady state, in order to maintain the
equilibrium, it is assumed that the total probability flux out of a state is equal to the

total probability flux into the state. Consequently, for any particular state x;,

i Z Dij = z TjDij (4.54)

xz; €S, jFi €S, j#i
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Since p;; = — ZjeS j£i Pijs We have:

S mpy =0 (4.55)

IjES

Expressing the stationary probability of each state m; as a row vector 7, the matrix

equation can be written as 7@Q) = 0.

The 7; are unknown and are the values under consideration. As m; is a probability
distribution, the normalisation condition holds: Zzie gm = 1. Thus, with these n + 1
equations (global balance equations and normalisation condition) the n unknowns can

be solved.

In order to find 7; values, F+ BK +2 equations are dealt with in the current model. This
means that the complexity of the solution increases dramatically with increasing data
and energy buffer sizes. Thus, more time and energy is required to deal with the further
complexity of the solution. Therefore, a different solution using companion matrices and

matrix algebra techniques to decrease the solution complexity is proposed.

4.3.2 Solution with Companion Matrices

In order to simplify the calculations, two state indices of the sensor node can be merged

by defining a one-to-one and onto function such that:
S;=p(d,e):j=dK —e+E, je{0,1,---,DK + E}. (4.56)

Thus, each state (d,e) can be mapped uniquely onto states j. Next, each row of the
two-dimensional CTMC can be considered as a vector V; where 0 < ¢ < D. This gives

the following:

Vo = [SE,SE-1,""-,51, 50 (4.57)
Vi = [Se+k,SE+K-1, " s SE+2, SE+1]; (4.58)
Vo = [Seter,SEtox—1, s SEv24K, SE+1+K], (4.59)

(4.60)
Vb = [Se+pK, " ,SE+24DK—K; SE+1+DK-K]- (4.61)

Following careful examination of the diagram, it was observed that each row, except the
first and the last one, has the similar state transition behaviours. Consequently, there
may be some recurrence relations that might reduce the total number of equations and

ultimately the system complexity.
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FIGURE 4.6: State diagram representation of the vector V;

Figure 4.6 shows the state representation of the i row of the two-dimensional state
diagram or vector V;, i € {1,2,..., D — 1}. Each vector has 3 different transition charac-
teristics among the states. Thus, the vectors can be subdivided into 3 separate regions

represented by the following equations:

e For Regionl, 0 <e< K, or ¢— K. <N <¢where¢=4iK+ F and 0 <i< D:

A

Sn+1= 58 = (1) SN-K-K., (4.62)

e For Region2, K. <e< K; or ¢ — K; <N <¢— K¢:

A
Snt1=Sn+ (K> (Snv — SN—K-K.), (4.63)

o For Region3, K; <e< K or ¢— K< N<¢—K;:

A
Sni1=(1+ K> SN. (4.64)

Note that equations (4.62) and (4.63) are linearly recursive sequence of order K + K.+ 1.
Moreover, there is no known solution in radicals to the general polynomial equations of
degree 5 and more according to Abel & Ruffini theorem [101]. Thus, it is not easy
to solve these equations, leading to a closed-form solution for stationary probability
distributions. However, companion matrices of each equation can be used to express
transitions among states. To provide consistency among the companion matrices, each
one will be considered as a square matrix with dimension K + K, + 1. On considering
the vector Vi, the state transitions of Region 3 can be written using companion matrix.

These are represented as follows:
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[ Spe | [a+2) 0 ..o 0l Sea |
St 10 0 Sp
. - . 0
| SEt+2-K-K. | 0 0 ... 1 0] [Se+1-K-K.]

or equivalently:

— —
Sgy2=C3 Spy1.

Other state vectors in Regiond can also be expressed iteratively as follows:

— — —
P
Sp+3 = O3 Spi2=C5 Spq1,
— — —
3
Sgya = C3 Sgpy3=0C3 Sgya,
— — K. =
Sei+k.41 = C3 Spik. = 05 Spy1.
Similarly, for Region2:
SN - K. =——
Seir.4+2 = 02 Spyr.41= Co C5° Spqi,
— — —
2 K.
Se+k.+3 = C2 Sprk.42= C5 C3'° Spqa,
T T Ki—K. ~Ke o
Se+ki+1 = C2 Spik, = Oy C3¢ Sgq1,
and for Regionl:
T T Ki—Ke ~Ke G
Se+ri+2 = C1 Spt+kx+1= C1 Oy C3° Sgq1,
T T 9 AKi—Ke ~Ke G
Set+ki+3 = C1 Sptk42= C7 Oy ¢ C5° Spi1,
— — B _ —
Spix = C1 Sprx_1= CFet ofHe ¢ 5p 1,
T T Ke ~Ki—Ke ~Ke G
Se+r+1 = C1 Sprx = Oy G377 O3 Spya,
where
A A A
0 -3 (1+3) 0 0 -3
0 O 1 0 0 O
Cy = , Oy =
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—
It has been showed that all the state vectors in Vi can be expressed in terms of Sg,
and the companion matrices. In fact, the same procedure can be followed for the other

—
row vectors and any state vector Sy : Sy € V;,0 < i < D can be expressed as:

C3“ ol =) SE+1, 0<a< K,
— _E—
Sn = Gy Ke e LT Sy, K. <a<K, (4.65)

—E— —_—
Cloc—Kt C2Kt—Ke CgKe CLN }? IJ SE+17 Kt <a< K

where [ -] is a function that returns the largest integer less than or equal to its argument,

C is the multiplication of companion matrices, i.e., C' = ClKe C{Q_Ke C'?{(e, and the
—

parameter « = (N — E+ K —1) (mod K). Thus, the state vectors Sy : Sy € V;,0 < i <

—
D can be expressed with respect to the companion matrices and the state vector Sg41.

Now consider Vj so that the following characteristic equations can be written:

e for0< N<K —1:

AL A
SN+1 = (K)(l + K) S0 (4.66)

e For K—1<N<FE-K;:

A A
Sni1 = (1+ X)SN - XSNfK (4.67)
o forE—K,<N<E:
A

Sn+1 = SN — KSN_K (4.68)

such characteristic equations can be written when the condition £ > 2K holds.

—
Thus, Sk 41 can be expressed by equation (4.67):

Sk+1 (1+3) 0 ... =2 ... 0| | Sk
Sk 10 ... 0 ... 0f[Sko1
S_K.+1 0 0 .. 0 1 0[Sk

where —% is in the K*" column of the matrix By whose size is also K + K.+ 1 to provide

consistency among dimensions of companion matrices.
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Thus, the iteration may be kept and the other state vectors can be expressed as:

- —
Sk+1 = B2 Sk,
- R —
Siio = By Ski1 = B3} Sk,
- R —
Sp_ k.11 = BaSp g, =BEE-EAL g
and
- - K IR
Sp_k.19a = Bi Sp_ k.41 =By BY KRt G e,
IR - K I
Sp_r.4+3 = Bi1Sp_ k. i0=DB} BY F Rt Gp peyd,
— — _x_ ——
Sgy1 = B1 Sk = Bfe By KRt Sp k.
where ) )
10 —2 0
1 0
By =
_O 0 0 1 0_
whose size is also K + K. + 1.
e
Sk +1 can also be expressed by equation (4.66) as follows:
SK+1 14X
Sk (1 + %)Kfl
SKk_1 (1 + %)K_2
— : A : A
K+1 So A 0 % A 07 70
S2 K.
| S1-K. | i 0 ]
%
Thus, we may write Sy : Sy € Vo:
%, 0<N<K
H
SN =4 BN K 5, K<N<E-K.,+1 (4.69)

B N-FtE—1 g B-K-Ketl 33 p_ K 4+1<N<E+1
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—
Sp+1 in equation (4.65) may also be replaced and rewritten as:

s ol B, 0<a<K,
— _E_
Sy = { Gy Ke ke olF B, K. <a<K,

N—-E—-1

Cla—Kt CQKt_Ke C’3}(e C|~ K JB/> Kt <a< K

where B = B¢ (By)P-K-Ket157

Moreover, for the states of Vp, the followings can be written:

e forgg < N <¢ + K

SN+1 = SN
e forq+ K. <N<g¢g+K:
A
SN+1 = 5N — KSN—K—Ke

where ¢; = DK + E — K. Therefore, the following can be written:

—
S§1+Ke = SCl“FKe*l == s1+1
and
— —
Sa+ke+1 = C1 Sqq41,
_ 2
S<1+Ke+2 - Cl S§1+17
— K, =
S§1+K = Cl ! S§1+1'

—
We can express the state vector S, 41 from equation (4.70) as,

—> _
Sy =0P71p.

—
Therefore, Sy : Sy € Vp can be written as:

5 cP-lp, a <N <a+Ke
N =
CYNTOHRIOPAIR g+ K. <N <+ K

(4.70)

(4.71)

(4.72)

(4.73)
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Thus, the state vector @ :{Sn : 0 < N < DK + E} can be written as a function of
companion matrices C1, Co, C3, By, Bo, required EPs, K; and K., the vector 7, and the
state Sp by combining equations (4.69), (4.70), (4.73). It is also known that the normal-
isation condition holds ZiléJrE S; = 1, so that the stationary probability distribution of

Sp can be found as well as all the other states in the system.

4.4 Impacts of Modelling Assumptions on the Results

The similar comments that have been made in section 3.4 can also be considered for this
chapter. However, one additional assumption is that the number of EPs required for
the packet transmission (K;) is more than the amount required for the node electronics
(K.). Although it is a reasonable assumption for many sensor node applications [105],
the invalidation of the assumption (i.e. K. > K;) does not have a significant impact on
the results. In this case, there will be a minor change in the state transition diagram,
which only affects the intervals (or regions) where the solutions are valid. In addition, the
condition related to the energy buffer size and the number of EPs required for a successful
transmission (E > 2K) has been assumed. It is another reasonable assumption since a
few EPs would be enough for the packet processing and transmission while the energy

buffers can store plenty of EPs.

4.5 Conclusions

In this chapter, an EHWSN in which packet transmission occurs through an imperfect
transmitter was investigated. The energy consumption in a node was divided into two
different operations: for the packet transmission by consuming K; EPs, and for the node
electronics by consuming K, EPs. At least K. EPs are required in the storage to sense,
store and process a DP. Otherwise, DP cannot be received and the information will be
lost. Moreover, in order to complete a successful DP transmission the node requires an

extra K; EPs.

First, a data transmission scheme was modelled as a one-dimensional random walk by
assuming K; = K., = 1 and closed-form solutions for stationary probability distribu-
tions were expressed. The excessive packet rates and the system stability were then

investigated.

The probability of a transmitted bit being correctly received by a receiver node that

operates in a set of M identical sensor nodes with the existence of noise and interference
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was also considered. Numerical results reveal the effect of number of sensors in the

network on interference values and transmission error probability.

Then, a generalized energy consumption model was investigated assuming K; > K, > 1.
A solution method was proposed for this model that uses companion matrices and linear
algebra to reduce its computational complexity. Certain regularity properties of the
matrix structure were also exploited, resulting in efficient numerical computation of all
the metrics of interest. In particular, the steady-state distribution of the backlog of
data and energy packets, the system throughput in terms of successfully transmitted
packets and the possible loss of energy when the energy storage device is full and energy

is harvested have been obtained.



Chapter 5

Product-form Solution Of Cascade

Networks with Intermittent Sources

5.1 Introduction

This chapter is based on reference [74]. In this chapter, product-form analysis for N-Hop

cascade network powered by intermittent sources is studied.

The power needs of digital devices, their installation in locations where it is difficult to
connect to the power grid, and the difficulty of frequently replacing batteries, creates
a need to operate digital systems with harvested energy. In such cases, local storage
batteries must overcome the intermittent nature of the energy supply and system per-
formance dependence on the intermittent energy supply, possible energy leakage and
system workload. Queueing networks with product form solution are standard tools for
analysing interconnected systems. They efficiently predict relevant performance metrics
including job queue lengths, throughput, system turnaround times and queueing delays.
However, existing queueing network models assume unlimited energy availability, while
intermittently harvested energy can affect system performance due to insufficient supply

of energy.

Networks can be designed to operate with intermittent or harvested sources of energy
and with local battery storage at various nodes. These networks can be used as feeders
for data packets coming from stand-alone Internet of Things (IoT) devices towards sink
nodes that forward data to backbone networks and the Cloud. In such systems, the
quality of service (QoS) depends on both the flow of energy into the system and on the

flow of network traffic.

89
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This chapter develops a new product form solution for the joint probability distribution of
energy availability, and job queue length for an N-node tandem system. Such models can
represent production lines in manufacturing systems, supply chains, cascaded repeaters
for optical links, or a data link with multiple input data ports that feeds into a switch or
server. Our result enables the rigorous computation of all the performance metrics for

such systems operating with intermittent energy.

We model energy and traffic flow and represent the number of DPs and discrete EPs
at each node. Moreover, the effect of energy loss through EP leakage from batteries or
devices, and loss of DPs due to time-outs is included. When EP and DP flows entering
the network are independent Poisson processes and certain stability conditions regarding
the flow and loss of EPs and DPs are satisfied, it is shown that a multi-hop feed-forward
network has a steady-state solution for the probability of the number of EPs and DPs
at all nodes. This is the product of their marginal probabilities at each node. This is a
new instance of a network with “product form solution” where state transitions involve
simultanecous state changes in multiple nodes. This is due to DPs that flow through
several nodes consuming EPs before stopping at nodes that have no EPs, or leave the

network.

5.2 Single Node Model

The corresponding single node model was investigated in Chapter 3 and Chapter 4, where
two independent Poisson processes with rates A and A represented the arrivals of DPs
and EPs at a node. One EP is the amount of energy needed to transmit one DP, and a
model with both finite and infinite DP buffer and battery size was considered. In these
previous chapters and in the current chapter, the rates at which the node senses and
collected DPs and the rate at which it harvests energy may be very slow with respect
to the mere nano-seconds it takes to transmit a DP. Therefore, it was assumed that the

DP forwarding or transmission time is zero.

In addition, the node’s battery may leak energy at rate p > 0 such that EPs are lost
through leakage at random instants that are separated by identically and exponentially
distributed intervals. Moreover, the node may also lose DPs from its data buffer due to
time-outs resulting from the loss of each DP’s value of information over time. Again, these
instants when DPs are lost, are modelled as independent and exponentially distributed
intervals with parameter v > 0. Furthermore, if a DP arrives to a node when its DP
buffer is full, the arriving packet will be lost. Similarly, if energy is harvested when its
battery is full, then the arriving EP will be lost. Figure (5.1) shows the state transition

diagram of Node 3.
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FIGURE 5.1: State transition diagram of some Node i.

5.3 The Cascaded N-Hop Network

The cascaded N-hop model considered in this chapter is shown in Figure 5.2. It was
assumed that the data and energy buffers at each node are of unlimited storage capacity,
and that one DP (or job) is forwarded using one EP. At node 1, the arrival rate of DPs
from outside sources is denoted A1, while the remaining nodes are just transit nodes and
they do not receive external arrivals of DPs. On the other hand, all nodes i receive EPs
at rate A;. EP leakage at node i, and DP loss due to impatience or errors at rate -; are

also considered.

The leakage rate at node 4 is y1; when there is more than one EP at node i, and is u{ when
there is just one EP at node ¢. With current electronic technology, the DP transmission
time will be in the nanoseconds, while the constitution of a full DP through sensing of
external events (i.e. the harvesting of a significant amount of energy, the leakage of an
EP and the loss of a DP due to impatience or errors) will take much longer. Thus, it can
be assumed that the DP forwarding times are negligibly small compared to these other

time durations.

The state of node i € {1, ... , N} at time ¢ can be represented by the pair (2!, y!) where
the first variable represents the backlog of DPs at the node, and the second variable
is the amount of energy (in EPs) available at the same node. As with the single node
model we must have z! . y! = 0 since if there is both an EP and a DP at a node, the
transmission occurs until either all DPs or all EPs are depleted at node i. Thus the state

of a node may be represented by a single variable n! = ! — y!. Therefore, if:

e n! > 0 then node i has n! = 2! DPs waiting to be forwarded, but it does not have

the EPs at that node to start the transmission from that node,

t
[

e n! < 0, then node ¢ has a reserve of —y! EPs, but does not have any DPs to

transmit,
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Data Buffer(s) ~Nodel Node? Node N-1 Node N
Al————b — — v — —
b———s r F F

Energy Buffer(s) A, Z\N_1 Ay

FIGURE 5.2: A cascade network comprised of several nodes that store and forward

DPs. Each node operates with EPs that arrive to it intermittently through energy

harvesting. The first node in the cascade receives DPs from the outside world, while

the last node forwards them out of the network, and intermediate nodes forward DPs
to subsequent nodes.

e n! = 0, then node i does not have any DP and EP in their respective buffers.

A vector of positive, negative or zero integers then represents the cascaded network:
nt = (n}, .. ,nﬁv), t > 0, and n denotes a particular value of the vector, such the

probability p(n,t) = Prob[n’ = 7] can be studied.

Let ¢ = (0,0,---,1,---,0) be a vector whose i'" element is 1 and other N — 1 elements
are 0. The equlhbnum equations for the steady-state probability distribution 7(7n) for

this system are:

N
n)A + m( Z A +vilns1 + 9 =1 + piln<—1 + pfln,=—1] (5.1)
i=1

N
= Zﬂ'(ﬁ + €i)[ Yiln;>0 + 77 Ini=0 + Ailp, <o | (5.2)
i=1
N
+ ZW(?’& —ei)[ piln<o + p§ln;=0 | +m(7 — e1)A1ln, >0 (5.3)
=1
N i—1
+ Z )\17T(ﬁ — €] — ... — €i—1 — 61') H 1nj§01n¢>0 (54)
i=2 j=1
N
—f—)\lﬂ'(ﬁ — €] — ... — GN) H ]‘an0 + ANTI'(ﬁ + eN)lnNZO (5.5)
j=1
N-1 N—i N—i
—+ Z Aﬂ[’(ﬁ “+e; — Z 6i+k)1ni20 H 1ni+k§0 (56)
=1 k=1 k=1
N—1N—i -1 -1
+ Z Z Aimr(n+ e — Z itk — €it1)1n;>0 H 1ni+k§0]‘ni+l>0' (5.7)
=1 [=1 k=1 k=1

In these equations:
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e Line (5.1) corresponds to a case where there are no arrivals or departures of DPs
and EPs, while the first two terms in line (5.2) correspond to the removal of DPs
due to impatience. Moreover, the third term relates to the arrival of a EP to any

Node 7 where no DPs are being stored.

e The first two terms in line (5.3) correspond to the leakage of EPs, while the third
term is due to the arrival of a DP to Node 1 (the only node where DPs can arrive)

when Node 1 does not contain any EPs.

e The term in line (5.4) corresponds to the arrival of a DP to Node 1 when nodes
1 to ¢ — 1 contain EPs, while Node 7 does not contain any EPs. Thus, the DP

progresses directly to Node ¢ where it stops to join the DP queue.

e In line (5.5), the first term corresponds to the case where an arriving DP proceeds
directly to the exit from Node N because all nodes contain at least one EP. The
second term in line (5.5) describes the arrival of an EP to Node N which contains

at least one DP which then leaves the network.

e In line (5.6), an EP arrives to Node i containing at least one DP, which then moves
all the way to the output of the network because all nodes after node 7 contain at

least one EP.

e Finally line (5.7) describes the arrival of an EP to Node i when it contains at least
one DP; the DP is then able to move through nodes 7 + 1 to ¢ + 1 — 1 which all
contain EPs, but it joins the DP queue at Node i 4+ [ which has no EPs.

The equilibrium equations may be rewritten in more compact form as:

N
m(@) 1+ Y (A4 Yilns1 + W=t + pilng< 1 + 1 1n=1)] (5.8)
=1

[7(7 + €) (Vilni>0 + 7 1ps=o + Ailn;<0lizn + AnLizy)] (5.9)

I
.MZ

@
Il
—

N
+ Z[W(ﬁ — e)(ptiln;<0 + 19 1n;—0 + A1 1oy >01i=1)] (5.10)
i=1
N-1 j+1 j
+ [m(n — Z €i) A1 H 1ni§0(1n1+j=N + 1nj+1211n1+j;£1\7)] (5.11)
j=1 i=1 i=1
N-1 j N—j
+ [m(n+ e — Z eitk)Nilp,>0(In—j<i1. (5.12)
j=1 i=1 k=1
N—j—1

+Av—gze ] Tnieso)(limj + Loy g 211izg) |
k=1
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5.3.1 The Equilibrium Condition for Energy and Data Flows (EDF)

Imagine if the amount of energy that the system harvests is not sufficient to allow the
transmission of the incoming flow of DPs; then the backlog of DPs will become infinite.
Similarly, if the flow of DPs is not large enough to use the incoming flow of energy, then
the backlog of EPs will grow indefinitely. Naturally, the effect of time-outs for the DPs,
and the leakage of the EPs also needs to be included. Let:

(5.13)

i
A;
V1 = A1, Vi1 = A1 )
’ ZI;IIAHF’Y@‘

where v; can be interpreted (see Theorem 2) as the arrival rate of DPs to Node i. The

Energy and Data Flow (EDF) condition can then be defined as:
vi —Yi = N — i, (5.14)

where (5.14) says that the net inflow of DPs, after removal of those that time-out, should

be the same as the total inflow of EPs minus the loss of EPs due to leakage.

Theorem 1 Assume that the EDF condition is satisfied. Then the steady-state proba-
bility distribution for the system 7(7n) = lim ;o p(7, t) is given by:

N
w(n) = [ mi(no).
=1

where

Ci, if n; = 0,
mi(n;) = Ci.A:rin(#i%)”ifl, if n; > 1,
C;. Ai Ai )_ni_l, if n; < —1,

Vi \vitH;

where 1Y = v; + 2p;, 79 = A; + 27;, and the normalising constants C; are:

Uy Az
Ai4++0 +? _
Ci=(1+ ) (5.15)
At 1- Vit

Using the EDF condition we have:

2. 14
C; = 5.16
C 2yi i+ Ao + i (5.16)
_ 29 g _ 295 (5.17)

(vi +pa) (i + i) (v + pa) (N + %)



Product-form Solution Of Cascade Networks with Intermittent Sources

95

The proof is provided in the Appendix A.

5.3.2 Data Packet Arrival Rates to Nodes

The second result concerns the steady state arrival rate of DPs to each node.

Theorem 2 Denote the steady-state arrival rate of DPs to Node i by «;, and obviously

ar =M. Then o, =v;, i =1, ... ,N.

Proof Let :
A Aipi
v = mi(n;) = Ci— = ,
' nz;o i) 2y (i ) (v )
(% YiVi
- m(n:) = C; _ ]
: 7;0 ) = g = G i+ )

Then for ¢ > 1,

Q; =

— )‘1HVJ+ZAJPJ H Ve + Nic1pi-1,

k=j+1
i—1 i—2 i—1
j ne Ay
- H Hj + Vi v; H i
R R e R TR DI VR T s R VR TR T T
Vil A1
Yie1 + pio1 | Nic1 4 vier
i—1 i i—2 , i—1 i -
j j k i—1
= U + v; + v; ,
s Vi TR ; Vi T Hj k=111 Vi T+ M Yi-1 + pi-1
or denoting u; = 71"#_, we have:
- i—2 i—1
1_[1—uJ +u11+ZuJ H(l—uk).
j=1 j=1 k=j+1

However, it can be easily shown by induction on the integer M > 1 that:

M

M M—1
Hl—uj —1—uM—Zu] H (1 — ug).

j=1  k=j+1

Hence the arrival rate of DPs to Node i is a; = v;, completing the proof.

(5.18)

(5.19)

(5.20)

(5.21)

(5.22)

(5.23)

(5.24)

(5.25)

(5.26)
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5.4 Total Backlog of Data Packets

The total average number of DPs in the cascade network is:

N N C. R
i=17n;>0 i=1 ¢
N C V; U; N . V;
R D I ) o (5.28)

= 2 pit =y i

where R; = U,i"u_ and the condition R; < 1 must be satisfied.

Figure (5.3) shows the average backlog of DPs for different energy arrival rates, and
different numbers of nodes IV in the cascade network. In this example, the external data
arrival rate is set to Ay = 1 for the purpose of normalisation. Moreover, all the nodes
have identical EP arrival rates A; = A, and leakage rates u; = A; + v; — v;. Identical
DP impatience rates have been chosen for all nodes, and have been set to v; = 0.01
for the curves on the left hand-side, and 7; = 0.1 for the curves on the right hand-side.
As expected, the average DP backlog decreases significantly since DPs are more rapidly
transmitted when the EP arrival rate is increased. Moreover, higher DP leakage rates
result in lower overall packet backlog, as more DPs are dropped by the nodes during the

transmissions through the network.

Figure (5.4) shows the throughput for different energy arrival rates, and different numbers
of nodes NNV in the cascade network, assuming the same parameter values as in Figure
(5.3). As the number of sensor nodes in the cascaded network increases, the throughput
reduces significantly due to the conjugated effect of DP loss at each successive node. On
the other hand, the increase in EP arrival elevates the throughput, as more data can
be served before their time-out creates losses. Moreover, higher time-out data loss rate

causes less throughput.

Parameter Description

A1 External DP arrival rate at Node 1

V; Total DP arrival rate at Node i

A; EP arrival rate at Node i

75 EP loss rate at Node i

i DP loss rate at Node i

<n> Total average number of DPs

N Number of nodes in the cascade network

TABLE 5.1: Parameters used for numerical examples.
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FIGURE 5.3: The total average backlog of DPs at all of the N units or nodes (y-axis),
versus the arrival rate of EPs to each node (x-axis) which is set to an identical value at
all units, with A; = A. The leakage rate of EPs is set to the value of u; = A; +v; — v;.
The total number of cascaded units N was also varied. Note that the total EP arrival
rate, or power flow into the system is N A. In order to normalise the results the arrival
rate of DPs to the first node is set to the value Ay = 1. Other parameters are v; = 0.01
(left) and v; = 0.1 (right), respectively. The values of N, A and ; impact the total DP
backlog significantly.
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FIGURE 5.4: Throughput versus the EP arrival rate at all units; note that we have set
the EP arrival rates to be identical at all nodes with A; = A. The number of cascaded
nodes or units N is varied. Other parameters are A\; = 1, 7; = 0.01 (left) and 7; = 0.1
(right), respectively. The values of N, A impact the throughput significantly. As the
number of nodes increases, it was observed that the amount of energy per node needed
to “push” the customers or DPs out of the network so that the throughput tends towards
1, is many times larger than the DP arrival rate. This is particularly true when one
notes (again) that the total power consumed by the network is N A.

5.5 Impacts of Modelling Assumptions on the Results

The PFS given by this chapter is subject to the EDF condition. The condition states that

the consumption rate of EPs must be equal to the consumption rate of DPs. Nonetheless,
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it is not a strict condition since the equality can be provided by adjusting the time-
out rate () settings. In fact, providing PFS depending on conditions of the models’
transition rates is not confounding since some previous works have derived the product-

forms by considering certain conditions on the system parameters [15, 17, 106].

5.6 Conclusions

In this chapter, a mathematical model of a cascaded multi-hop network or a service
system where each node gathers energy through harvesting has been introduced. DPs
(or jobs) arrive to the first node and are forwarded hop-by-hop to the output node. This
proceeds provided that there is at least one EP present at each node that is visited. If
a DP encounters a node that does not have at least one EP, then the DP must wait for
the arrival of enough energy through harvesting at that node. It was also assumed that
EPs are lost at each node due to leakage, and that DPs may also be lost at nodes due

to time-outs or errors.

It was assumed that DPs arrive to the first node according to a Poisson process and that
EPs are harvested at each node according to independent Poisson processes. Moreover,
it was assumed that the time it takes to forward a DP from one node to its immediate
neighbour when the node has enough energy, is much shorter than the time it takes to
constitute an input DP from sensed data, and the time it takes to harvest an EP that is

needed to forward a DP.

The main result is a previously unknown PFS (product-form solution) for this system.
The use of this analytical solution was illustrated by computing the average backlog of

DPs and their waiting at each node, as shown through several numerical results.

Since product-form analytical solutions are very useful computational tools in network
and computer system performance analysis, and are economical in terms of computing
time as compared to discrete event simulations, it is expected that the results presented
in this chapter will be extended in future work to cover more general network topologies.
Furthermore, although this work started with using Poisson arrivals, it is expected that
(as with other areas of system performance analysis), these results will lead to further
work and that they will be generalised to be dependent (rather than independent) inter-

arrival times, and to time-varying arrival rates.



Chapter 6

Energy Life-Time of Wireless Nodes
under Energy Depletion Attacks

6.1 Introduction

The work in this chapter is based on references [72, 73|. In this chapter, the simple
energy depletion attacks are reviewed and a modelling approach is proposed to evaluate

the effects of these attacks on life-time of sensor nodes operating with EN paradigm.

In the Internet of Things (IoT), a simple form of attack can deplete the energy available
to operate the sensor nodes. Several of these nodes may use batteries, while others may
harvest ambient energy, i.e. photovoltaic, or electromagnetic, or vibration-based energy.
First a brief survey of the types of attacks that target the nodes’ energy provisioning
systems is provided. Moreover, this chapter analyses the effect of these attacks on the
energy life-time of a wireless node. Models are provided to estimate the effect of at-
tacks, which attempt to deplete a node’s energy supply, and for a node that uses energy
harvesting. A simple means of attack mitigation based on dropping both attack and
“good” traffic was then examined. For nodes that use energy harvesting, the fraction of
traffic that must be dropped so as to offer a desired “energy life-time” of the node was
computed. It was observed that the required traffic drop-rate is non-linearly dependent
on the nominal “good traffic rate” at which the node is expected to operate. Finally,
the impact of attacks on the energy life-time of a node that operates with a replaceable

battery was analysed.

Energy needed to operate networks is known to be an important issue. This is true
for the sustainability of information technology in general. Moreover, with regard to

operating stand-alone networks in locations where the electrical grid is not available or

99



100

is not reliable and when in a given location it is impossible to provide electrical wired
connections to all sensors. For example, in pre-constructed buildings which are later
equipped with sensors. Thus there has been a growing concern regarding attacks that
directly affect the energy consumption of networks [107-109]. In particular, attacks that

may deplete batteries that are required to operate certain network nodes.

These attacks can take three basic forms: they can increase the activity of nodes through
useless DPs that the nodes receive and then have to process and respond to. Attackers
can also use electromagnetic emissions to create noise that will cause high error rates, and
hence force them to take corrective action such as packet retransmissions that increase
energy consumption and network delays through multiple data retransmissions [110].
In addition, attacks can change the “sleep-awake” duty cycle of nodes and reduce the

proportion of time when the nodes should be asleep to save energy.

6.1.1 Earlier Works

Several types of energy depletion attacks have been discussed in previous work. In vam-
pire attacks, a vampire node appears to be benign, but it continuously sends protocol
compliant messages to other nodes [111]. Vampire nodes may cause additional traffic
(with rate A4), which is sent by the node that is under attack. Vampire attacks [112]
have been observed to generally take one of two forms: the carrousel and the stretch
attack. In the carrousel attack, a vampire node sends corrupted data leading to routing
loops. In the stretch attack, artificially longer routes are chosen despite the fact that
shorter routes are available. In general, carrousel attacks result in more energy con-
sumption than stretch attacks [113]. Moreover, the detection of vampire attacks is not
easy as one malicious vampire node can affect the whole network. Moreover, a protocol
was proposed in reference [113] to detect and mitigate vampire attacks. This protocol
provides routing through the network only for legitimate packets, and verifies consistent
progress is made by packets towards a destination. Furthermore, reference [114] provides
a mitigation method for preventing carrousel attacks by adding extra forwarding logic
to check whether there are loops in the source routes. To prevent stretch attacks, the
work in references [115, 116] suggests "strict" source routing where the route is exactly
specified in the header and there is no need for checking its optimality. An attack packet
detection and removal method was previously proposed [117, 118]. This methods em-
ployed packet broadcast rates and energy parameters at sensor nodes. Other power-aware

routing techniques have been suggested [119, 120].

Sleep deprivation attacks are designed to keep sensor nodes awake as long as possible to

increase their energy consumption, and reduce the battery life of a sensor from months
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to days. These attacks also include barrage, synchronisation, replay, broadcast, and
collision attacks [107, 121, 122]. Typically, a node that receives a request to receive data
from another node, can check its routing table to see whether it may receive data from
that node; if not, it discards the request and goes to sleep. In sleep deprivation attacks
[123], malicious nodes will continuously try to send data to some nodes in order that
they do not sleep and consequently waste energy. As a defence, a lightweight scheme was
proposed [122]. In this approach, a node is activated only if it receives messages from
authenticated and legitimate nodes. Alternatively, attackers can also conduct barrage
attacks on awake nodes by bombarding them with legitimate requests, causing significant
energy wastage. However, barrage attacks can be easily detected and require more effort

from the attacker, while sleep deprivation attacks require only a single message [123, 124].

As nodes have a listen-sleep cycle that can be periodically updated to maintain syn-
chronisation among neighbours, attackers may send artificial synchronisation packets to
lengthen the nodes’ awake time [125]. This can result in 30% or more energy depletion
due to shorter sleep times, and a possibly 100% increase in data loss due to the mis-
alignment of synchronisations. A defence strategy to mitigate the effects of such attacks
was proposed [125]. This proposal suggested ignoring all synchronisation messages with
a relative sleep time longer than a pre-set threshold. Alternatively, in a replay attack
[126], an adversary repeats a valid transmission in the network. Since the attack uses
the replay of messages with small changes, it can fool other nodes by convincing them
that repeated messages concern a new message exchange. Note that in wireless networks
[121] the received signal can help identify malicious nodes through use of a stronger signal
[127].

In broadcast attacks [128], malicious nodes broadcast unauthenticated traffic and long
messages which must be received by other nodes before being possibly discarded for lack
of authentication. These attacks are hard to detect as they have no effect on system
throughput. However, nodes that receive them waste energy. In collision attacks [129],
a hostile node breaks the medium access control protocol and transmits noise packets
corrupting neighbourhood transmissions. Thus noise packets collide with legitimate ones.

A defence strategy has been proposed [130] based on error correcting codes.

A defence strategy against energy depletion attacks has been investigated [121]. The
authors considered denial of sleep attacks which dramatically increase the energy con-
sumption of a wireless sensor node. An evaluation and attack detection method was
proposed [110] where the quality of service is not necessarily degraded. The method of
end-to-end reliability, based on control packet injections and packets replication was also
studied [131]. It was shown that the method is vulnerable to energy depletion attacks

and it is impossible to keep safe a protocol from such attacks without authentication. A
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two-tier secure transmission scheme against energy depletion attacks has been proposed
[132]. This scheme uses the hash-chain to generate dynamic session keys, which can
provide a mutual authentication key. Moreover, the detection and removal of an energy
depletion attack (vampire attack), based on the routing protocol of the wireless sensor
network has been studied [107, 112, 117, 118]. Furthermore, a hardware-based energy at-
tack (hardware trojans) has been investigated [133|. This revealed that significant energy

depletion may occur by embedding a hardware trojan trigger to the integrated circuit.

6.2 Results Addressed in this Chapter

In this work we propose a modelling approach to evaluate the effect of attacks on the
“energy life-time” of a node, i.e. how long it can operate before its energy is depleted,
both for nodes that use energy harvesting, and for nodes that use a conventional battery
that will have to be replaced when depleted. The attacks considered are those that force
the node to transmit additional traffic, and those which create electromagnetic noise that
induces errors and hence packet retransmissions. The following basic aspects have been

developed:

1. Nodes send A, DPs per unit time under normal operation (i.e. when not being
attacked). The traffic of “useless” attack DPs that are transmitted in response to
attacks, result in an additional traffic rate A4 of DPs being sent out from the node.

This creates “useless” energy consumption.

2. Electromagnetic attacks create noise that results in DP transmission errors, and
hence DP re-transmissions with probability 0 < r < 1. Moreover, r will increase

with increased attack noise level.

3. In a separate section, we consider a system that has a battery that is regularly
replaced, and compare the node’s energy life-time with that of the node which uses

renewable energy.

For both systems with and without energy harvesting, an initial “normal” DP traffic rate

An is transformed into a total traffic rate A\, under attack. This is given by:

An 4 A
)\a:/\n—l—)\A—i—r.)\a:%. (6.1)

Electromagnetic noise causes errors in all of the traffic, including the traffic of rate Ay
that results from the reply packets, which the node sends in response to attack packets.

Thus A, in equation (6.1) represents the total DP traffic that the node sends when it’s
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normal traffic would have been ),,. Furthermore, the attack traffic it receives is A4 and

the noise attack causes retransmissions with probability r.

These two types of attacks are considered when computing the energy life-time of a
wireless node based on its energy harvesting rate, both with nominal or “normal” traffic
and the resulting traffic rate in the presence of attacks. The reduction of the node’s

energy life-time due to attacks is computed and illustrated using numerical results.

In this work it is assumed that the node’s energy harvesting system has been designed
to operate with a nominal value A,, of EPs per unit time, which the node is able to
harvest in the specific environment being considered. The rate A, then results in an
acceptable energy life-time T,, when the system is operating normally without attacks,

and is sending DPs at rate \,.

Similarly, nodes with a fixed battery size of Ej, that will be measured in units of “energy
packets”. will have a battery life-time of T under normal operation when they are meant

to provide for a normal DP traffic rate of A,,.

Based on these parameters, we can compute the value of the node’s energy life-time Ty, for
nodes that use energy harvesting, and T? if they use a battery, when they operate under
the effect of attacks represented by attack traffic rate A 4 and the effect of electromagnetic
noise attacks which create transmission errors and require each DP to be retransmitted

with probability r.

Thus, both for systems that use energy harvesting, and those that use a fixed battery, we

are interested in finding to what extent the energy life-time of the node has been reduced
b

by the attacks, and hence in computing the ratio %, or L& as a function of the ratio of

b
attack traffic ﬁ—ﬁ and of 7.

6.3 A System with Renewable Energy and Finite DP and
Energy Buffers

In this section, the modelling approach initiated in Chapter 3 is employed. This ap-
proach is in relation to a wireless node that exploits renewable energy sources (such as
photovoltaic, mechanical vibrations or electromagnetic scavenging) where the node col-
lects data or energy at a relatively slow pace as compared to the time it takes to transmit
a DP over a node’s wireless channel. Moreover, the node’s nominal operating parameters
are \, and A,, the latter corresponding to the nominal rate in which it harvests EPs in
the environment where it is operating. In this section, it has been assumed that the the

node has a local energy storage device, possibly a battery or a large capacitor, that can
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store up to £ EPs. If it is out of energy, it is assumed that it can nevertheless store up
to D DPs under the pure effect of the sensing energy. If required, this assumption can

be removed by setting D = 0.

When under attack, the node transmits A\, DPs per unit time as indicated in equation
(6.1). This is due to the attack packets it receives, which require a response from the
node producing an additional packet rate A4, and from the retransmission probability
r due to errors caused by electromagnetic noise and interference. Note that the noise
may be created by nodes that are attacking the system, while the interference may result

from the increased volume of wireless traffic as an indirect effect of ongoing attacks.

The state of the node at time ¢ is represented by the pair D, F; where Dy is the backlog
of DPs at the node, while F; is the number of EPs that it stores at that time. Denoting
the node’s state probability p(d, e, t) = Prob[D;, Ey], it is known that p(d,e,t) > 0 only
if d.e = 0. This is because if the node has enough energy, it will immediately attempt to
transmit DPs until either all DPs in its buffer have been sent out, or its energy has been
depleted. The data buffer has a capacity of D packets, and the local battery contains
at most E energy packets. Furthermore, DPs will be removed from the data buffer after
a time-out of average value % with an exponentially distributed departure rate of ~.

Similarly, EP leakage occurs at a rate of 4 EPs per unit time.

Thus, the probability that the battery is empty can be calculated by using the results
obtained in Chapter 3:

F5(0)

00 D
> p(d,0) =" a"p(0,0) (6.2)
d=0 n=0

(Pl —1)(0—1)
aP+H1( — 1)+ 0E+H (o —1)+1—ab’

where

Aa A,
o= , 0= .
An+7v Mg + 1

(6.4)

Note also that the case with D=0, when the node cannot store any sensor data if it has

run out of energy, is:

. 0—1
F3(0)lp=0 = gper—7- (6.5)

The expected (average) battery life-time, i.e. the average time it takes the node’s battery
to empty from the instant at which it contains one EP, can then be obtained from the

fact that when the battery empties, on average after A%L time units it will receive an EP
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once again, so that:

1
) o —C—— 6.6
0 Ta_i_ALn ( )
1 1
T, = —|— — 1|. 6.7

If )\, is replaced with A, in all terms, then the average battery life-time when the node

is not being attacked is obtained, namely:

1 1
L= 5lm — 1 (6.8)

If the probabilities F§ and Fy are very small, then:

T
log T—a ~ log Py — log Fy'. (6.9)

n

Figure 6.1 shows various curves for the battery life-time versus the attack traffic rate Ay
and the retransmission error rate due to electromagnetic attacks r, assuming that the
normal operating life-time before the system’s energy supply is depleted has been set
to T,, = 6 months, and £ = D = 100. In this numerical example, the nominal normal
load of the wireless sensor has been set at A\, = 10 DPs/hour. Consequently, the energy
harvesting rate then needs to be A, = 11.247 EPs/hour to meet the 7,, = 6 months
average energy life-time of the system when it does not suffer from attacks. Figure 6.2
shows a similar set of results for different parameter settings as described in the figure

caption.

The effect of E, the energy storage capacity of the system, on its energy life-time is shown
in Figure 6.3. The same parameters as used in Figure 6.2 have been retained. Moreover,
r = 0.1, D = 100, and 7}, = 6 months for £ = 100. However, the local storage battery
capacity E has been varied along the x-axis from 10 to 102 in order to observe the effect

on Ty for four values of attack traffic A4 and the resulting effect on 7j,.

6.3.1 DP Buffer and Battery with Unlimited Capacity

In this section a sensor node with an unlimited battery that stores the energy that is
harvested, and a DP buffer of unlimited size has been considered. The model equations

for the stationary probabilities for the DP in queue and the amount of energy that is
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FIGURE 6.1: The curves illustrate the effect of two simultaneous types of attacks,
namely the attacks that create added traffic, and those that create retransmissions due
to noise that is generated by electromagnetic attacks. We show the variation of the
common logarithm of the ratio of node energy life-time under attack, to energy life-
time without attacks (y-axis), against the arrival rate of attack traffic A4 with distinct
curves for increasing values of the retransmission probability r due to electromagnetic
attacks. The parameter settings are £ = D = 100, v = 0.01\, and g = 0.01A,,. We fix
the “normal life-time” of the system until the battery is emptied after T,, = 6 months
of operation, on average. Thus the EP arrival rate A,, representing the required energy
harvesting will vary with the normal traffic rate \,, as shown on each of the graphs.
The effect of the attacks is shown by the rapid decrease of the ratio log % as both A4
and r increase.

stored then become:

p(d,0)
p(0,e)

p(0,0)

adp(O, 0), a =

9€p(0, 0)7 0=

Aa
——. d >0,
Ay +
n
,e>0,
Ao + 1

(1-0)1-0)

1—ab

The probability that the nodes internal storage battery is empty is then:

P(0) = 3 pld,0) = —=—p(0,0) =
d=0

1-6

1—ab’

(6.10)
(6.11)

(6.12)

(6.13)
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FIGURE 6.2: The curves illustrate the same effects as Figure 1, with the same set of
parameters, except that A\, = 1 so that A, is chosen so that we again have T,, = 6
months, and v = 0.01\,, = 0.01A,,.

and the conditions for system stability conditions are A\, < A, +~ and A, < Ay + u such
that:

A — 1 < Ag < Ay + 7. (6.14)

6.4 Mitigation Against Attacks for Energy Harvesting Nodes

One approach to mitigate against attacks would be to impose a forced loss on incoming
traffic, so that the total arrival rate of data packets cannot exceed A\g, which has been
selected so that the average energy life-time has a pre-specified value T. Note that the
total traffic forwarded by the node includes both its “normal” workload and the traffic
resulting from attacks. The latter includes all the packet retransmissions due to errors
resulting from noise and possible electromagnetic attacks, and the additional traffic that
is imposed on the node by other attacks. This approach then requires that a fraction m

of the total traffic is forcibly dropped at the node, where m is obtained from the relation:

A=(1-m)A, 0<m<1. (6.15)
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FIGURE 6.3: For a node that uses energy harvesting, its energy life-time is shown on

the y-axis versus the local battery capacity E, for for different values of attack traffic

and r = 0.1. The capacity of the local battery which stores the harvested energy
substantially increases the system’s energy life-time.

Here m also represents the fraction of good packets that are lost. For a given value of
An, and given parameters r and A, m.\, can be considered as the “cost in the loss rate

of good packets” that is paid to achieve a node average life-time of Tj.

The numerical examples in Figure 6.4 show that m varies in a non-linear manner with
An. In the examples, Ty = 6 months, » = 0.1, A,, = 10, £ = D = 100 and different

values of attack traffic A4 has been used.

6.5 Energy Life-Time without Energy Harvesting

A conventional alternative to the system described in the previous section is to use a
large enough battery, say of size E° to support the node for a significant amount of
time. In that case, suppose an energy life-time of 77 can be attained in the presence of
attacks. A comparison of this system with the one that uses energy harvesting would be

of interest.
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FIGURE 6.4: When we mitigate the attacks in a node with energy harvesting, by

dropping a fraction m of DPs, we plot m versus the normal data traffic rate A,, in DPs

per hour. We show numerical results for a fixed required energy life-time of 6 months,
and for different fractions of A4 in proportion to A\, with r = 0.1.

This conventional system would also have a DP buffer of size D and can be represented
by a finite capacity single server queue with arrival rate \,, while powered in the presence
of attacks, with service rate 7, and again with DP time-out rate . This will result in a

probability that the node is non-empty of:

Aa \D
YHT L ()P

q B (6.16)
and an energy consuming effective transmission rate of DPs given by R = qr. As
observed in the previous analysis we have identified one EP with the energy consumed
to transmit one DP. This approach will be retained for the purpose of homogeneity in
the comparison between the previous system and this one, so that this system’s energy

consumption rate is also R.

If this system’s average energy life-time is 77 and the battery has a leakage rate of p,

then during this time on average 7°7u EPs will have been wasted. We then have:

Eq = g7 + p]. 17, (6.17)
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FIGURE 6.5: Comparison of a system without harvesting that uses a battery of size
E° with one that uses energy harvesting. All parameters are as in Figure 1, with
E = D = 100 for the system with energy harvesting, and we fix r = 0.1. The ratio
log ;—; is shown in the y-axis, versus the battery capacity of the node without harvesting
E°, for three different values of A 4. We see that a node that uses a large replaceable
battery is potentially more robust. All other parameters are the same as for Figure 2.

or
E'O
T = a . (6.18)

ot Ao GE

y+T
@14~ 1_(’Y>:;1T)D+1

Note that this system will process and forward packets much faster, in the microseconds
per DP or even faster, than the one with energy harvesting which processes DPs at the

rate at which energy is being harvested, i.e. A,,. Thus in general 7 >> v and 7 >> A,
so that:

EO
T? ~ ,u—f—a)\ . (6.19)

If it is required that an energy life-time for this system which is similar or identical
to that of the system with energy harvesting, a battery capacity ES would be required
which can be obtained by setting 77 = 15,. Thus, a battery capacity as shown below will
be needed:

ES =~ [u+ M. Tn(Aa, E), (6.20)

where the dependence of T}, on both the net traffic rate of the system under attack A\, and
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the energy harvesting’s local battery capacity F is explicitly shown. The corresponding
numerical results are shown in Figure 6.5 where we illustrate the advantage of a system
without energy harvesting by examining the ratio log % as a function of E°. We see

that the advantages of using a larger fixed battery slow down as we increase F°.

6.6 Impacts of Modelling Assumptions on the Results

In this chapter, two types of energy attack have been studied: a) the one creates ad-
ditional traffic in the network, and b) the one results in packet retransmissions for the
sensor nodes. The life-time analysis has been made by considering the fact that the
impacts of these attacks on the sensor nodes are independent of each other. However,
one might think that there is a link between these two attacks since the additional traffic
can also cause the packet retransmission, and the increasing noise level can elevate the
additional traffic rate. In this case, the total data arrival rate at a sensor node with the
same attack parameters is expected to be more than what is formulated in this chap-
ter. Thus, the outcomes related to the battery life-time presented in this chapter are

anticipated to be longer than the ones acquired from the real-time experiments.

6.7 Conclusions

This chapter has focused on the effect of simple energy-based attacks on sensor network
nodes. We consider how long it takes to deplete a battery and hence stop the node’s
operations when a sensor node is in use. Two situations have been considered: (a) where
the node exploits ambient but intermittent energy sources and therefore does not require
being connected to the grid, or being fed by a replaceable battery, and (b) when the node’s
energy needs are offered with a replaceable battery, but without an ambient harvested
energy source. The analysis carried out focused on the effect of attacks that are meant
to deplete the node’s energy, either through creating additional “useless” traffic or via
electromagnetic noise that results in packet errors and further packet retransmissions.
Analytical results and numerical experiments have been shown to compare and evaluate
the resulting effects. In particular, the reduction of “energy life-time” of the node was
detailed and illustrated for both cases. The study showed that attacks can be used to
very rapidly deplete the energy life-time of a node, and that a system which operates with
a source of harvested energy is less robust to attacks. Moreover, the use of a large fixed
battery can be advantageous for long energy life-times, although it has the inconvenience

of requiring human intervention to replace the batteries.
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Regarding the proposed mitigation technique discussed in Section 6.4, it is observed in
Figure 6.4) for a system that uses energy harvesting, that for low values of normal traffic
An &~ 10, even with high proportions of attack traffic, relatively low packet loss rates are
sufficient to maintain the battery life-time at the required length, which in this example
is six months. However, for the higher values of \,, the packet drop rates required would
be too high to be acceptable and one would have to maintain them at a lower level and

accept a shorter battery life-time.



Chapter 7

Optimum Sensor Placement

7.1 Introduction

While WSNs operate autonomously in unattended environments, they have to cope with
several resource constraints. These include computation, communication and energy re-
quirements in order to extend the battery life-time of sensor nodes in addition to the
life-time of WSNs. A typical WSN tends to consist of hundreds of sensor nodes which
can send the gathered information to a base station either directly or over a multi-hop
route. Sensor nodes operations rely on small batteries which may or may not be capable
of harvesting energy from the ambient environment. When a sensor node runs out of its
energy, it stops operating and the network may not continue its proper operations due
to several sensor nodes that may have already depleted their energy sources. Therefore,
while managing the network’s application requirements, energy conversion and manage-

ment must be prudently taken into account.

Several existing techniques for WSNs try to optimise networks at different communi-
cation layers. For instance, multi-hop routing and hierarchical network topologies are
well-known ways to optimise the network layer [134|. Moreover, preventing idle listening,
and managing power consumption are examples of optimisation methods at the medium
access layer [135, 136]. Furthermore, data encryption and authentication, and adaptive
node activations help to optimise the networks at the application layer [137]. Further-
more, using opportunistic communications that uses low-cost human wearables rather
than conventional fixed communications also helps to optimise networks for emergency

situations [138].

Optimum sensor placement has gained much attention for various objectives and models

as a means to optimise networks with respect to their primary duties, as careful node
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placement can be helpful in meeting the system requirements and achieving the desired
network goals. However, in many WSN applications sensor placement is primarily driven
to ensure that the network topology covers the region being monitored [139]. In fact,
sensor placement affects several network performance parameters apart from coverage.
These include throughput, communication delays and energy consumption. Ineffective
sensor node placement might cause weak communication links, throughput losses and

excessive energy depletion.

Although the importance of optimal sensor node placement is straightforward, it is still
a very challenging problem for most network topologies and goals [140, 141]. Several
heuristic models and techniques have been developed to reach some near-optimal solu-
tions [142, 143|. One crucial point that should be considered for optimising the WSNs is
whether sensor node locations will be static during the whole network operations or dy-
namically changeable according to varying external factors (e.g. change in traffic pattern
or load) and some internal factors (e.g. adding new nodes to the network or losing exist-
ing nodes due to battery depletions) [144, 145]. Optimisation models that allow dynamic
adjustment of node locations might give better results as the initial node placement can
lose its importance. In this situation, the network will require an updated placement
scheme. However, it also brings its own difficulties. These include continuous monitor-
ing of the network states and network performance. Moreover, relocation of sensor nodes
may cause some interruptions of data traffic which may result in the loss of some infor-
mation. Furthermore, an updated routing path should be immediately provided for each
sensor node that is relocated. Therefore, this study will focus on optimisation methods
that consider static node placement, i.e. optimum locations are initially determined and

then relocation is not considered.

7.2 Static Node Placement

Optimisation strategies for static node placement focus on quality metrics and are in-
dependent of the network’s current state or performance. These strategies consider un-
changed parameters throughout the network operation. For example, traffic load, en-
ergy availability, distance, and communication errors. Nevertheless, strategies for initial
positioning of nodes still have a great impact on effective operations of WSNs. In refer-
ence [139], the static positioning of sensor nodes is categorised according to deployment

methodology, optimisation objectives and the functionality of the nodes in the networks.
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7.2.1 Deployment Methodologies

Sensor nodes in an environment can be either deterministically or randomly placed by
considering sensors type, network applications, and the environmental factors within
which the network operates. The controlled placement of sensor nodes is common par-
ticularly when their operation depends on location, or they are very expensive. Expensive
sensors are usually used for several indoor applications such as surveillance for obtaining
high quality images of targets, maintenance of large buildings and contamination detec-
tion in air and water supplies [146-149]. Furthermore, sensor placement is crucial for
underwater applications, as sensor nodes use acoustic signals and they have to be placed

in a specific range for a successful communication [150].

Alternatively, random sensor node deployment could be a feasible solution for several
network applications in rough environments, such as disaster areas or battlefields. Con-
trolled sensor node placement is often not possible during a combat or a fire. However,
random placement can be done remotely by helicopters or with some sensor grenades. Al-
though the localisation of nodes is random, node densities can be controlled or planned,
and some reasonable approximations and analysis can be made based on this density
information [151, 152].

7.2.2 Optimisation Objectives

Every WSN is designed in a way that several goals or objectives are satisfied. Area
coverage, network connectivity, network longevity and data fidelity are the most common
objectives that WSN designers try to optimise [139]. It is clear using large numbers
of sensor nodes can achieve these objectives. However, the real challenge is to design

networks using the least number of sensor nodes due to limited resources.

Area coverage of the monitored region is one of the main objectives for WSN applications.
Network designers generally try to achieve either area coverage maximisation by using a
predetermined number of sensor nodes or full coverage of a specific region by minimising
the number of sensor nodes in the network. The assessment of the coverage depends on
the modelling the sensing range of sensor nodes and the metrics evaluating the collective
coverage of the network. Most studies consider that a sensor node is able to sense a disk
region whose centre is the location of the node and the radius is the node’s sensing range
[153]. However, several other metrics such as irregular polygons are used to evaluate area
coverage [154, 155].
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In addition, network connectivity is a further network objective as false information can
be monitored or there might be nothing to show at all without a proper network com-
munication. Although area coverage has always been a constraint for network designs,
network connectivity has not been considered due to the fact that the transmission range
of a sensor node is assumed to be much greater than the sensing range. However, it be-
comes a serious concern when these two ranges are close to each other. Locating relay
nodes, which are capable of long distance communication, among other sensor nodes and
ensuring a traffic route from a sensor to another one, which is closer to the base station,
may help to achieve the connectivity objective. Moreover, different placement strategies

can overcome both coverage and connectivity concerns [156, 157].

Network longevity is also a crucial objective for WSNs. Communications among sensor
nodes and base stations is one of the main energy consumers in WSNs. Consequently,
network life-time is highly dependent on the location of the sensor nodes. For instance,
network life-time is shortened when sensor nodes are uniformly distributed as the nodes
further away from the base station consume energy faster than those closer to the base
station [158|. Therefore, designers will tend to maximise network life-time instead of
optimising coverage or connectivity objectives by assuming the availability of sufficient
number of sensor nodes that have sensing ranges that prevent a lack of coverage or
connectivity problems. In several applications, a set of sensor nodes may operate for the
same purposes. Thus, the whole network will keep functioning as long as one node in a
set has sufficient energy to operate. Alternatively, each sensor node may be assigned a
unique job. In this case the node that consumes its energy first determines the network

life-time.

The reliability of gathered information or data fidelity is an additional design objective
for WSNs. Placement of several sensor nodes, trying to sense the same information,
in a specific region increases the data credibility or accuracy as the fused data consists
of multiple independent sensor nodes information. For instance, reference [159] uses
information from multiple nodes to maximise the target detection probability. However,
increased node density in networks results in problems such as extra cost and elevated
interference levels. Moreover, it causes a trade-off between data fidelity and coverage, or

connectivity objectives when the number of sensor nodes is limited.

7.2.3 Nodes’ Functionality

Sensor node placement depends not only on network design targets, such as prolonging
life-time or minimising delays, but also the functionality of the nodes in the network.

In addition to being a regular sensor, a node can contribute as a base station, relay
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or cluster head. Therefore, designers should consider the nodes functionality before
positioning strategies. Functionality of the relay nodes may vary according to network
design needs. As mentioned previously, the transmission range of the relay nodes is
greater than that of regular nodes, as they may play a gateway role for several nodes in
a network. It is generally assumed that relay nodes can directly communicate with the
base station of the network. In fact, even if they do not have direct communication with

the base station, they can still significantly improve network performance.

Clustering of sensor nodes plays a key role in the sense of scalability for large networks
[160]. While a relay node can only forward the received data from a regular node, a
cluster head can collect and aggregate all the information from other nodes in a cluster.
Moreover, some cluster heads are capable of dealing with management responsibilities
of clusters. These include assigning and changing sensor nodes tasks. Cluster heads in
the same network may have direct connections to the base station, alternatively they

constitute a multi-hop cluster head network to reach to the base station.

n

FIGURE 7.1: The area that has to be covered by the sensor nodes.

7.3 System Model

This work proposes a modelling approach to optimise the sensor node placement of
WSN when there is a spatial continuous distribution of energy (e.g. photovoltaic) and a

continuous spatial density of data traffic. The following statements are assumed:
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1. The areas that have to be covered by the sensor nodes consist of m x n = M
unit regions, and each can be represented by A;j,i € {1,--- ,m},j € {1,--- ,n} as

shown in Figure (7.1).

2. Each A;; has spatial energy arrivals, which is a Poisson process with rate A;;, and

spatial data arrivals, another independent Poisson process with rate A;;.

3. The number of sensor nodes placed in A;; is represented by n;; and the following

equation must be satisfied:

m n

Zznij:N, Ognijgk, (71)

i=1 j=1
where N is the total number of sensor nodes, and k is the maximum number of
nodes can be placed into a unit region due to physical constraints i.e, each sensor
node occupies a certain area. Furthermore, at least one node has to be placed in

each unit region to provide area coverage, so that N > M.

4. Each sensor node operating in A;; is capable of capturing the same amount of
energy, the full portion of the spatial energy arrival A;;. However, sensor nodes

divide the traffic load when they are placed into the same unit region, i.e. the

. DV
traffic load for each sensor node in A;; is Pl
ij

5. The sensing range of a node is limited to cover the unit region where it is placed.

Thus, the node is not occupied with traffic arrivals from neighbouring unit regions.

6. Data can be successfully transmitted by consuming a single EP.

7.4 Single Hop Transmission

Clustering is common in WSNs. Consequently, they are designed such that each node is
able to directly communicate with the cluster-head (or the local base station) without
requiring multi-hop communication. In other words, the transmission range of a node
can cover the distance between the node and the base station to achieve direct commu-
nication. In this section, a brief single node analysis which is generally used in the single
hop transmission networks is explained together with an explanation of the optimisation

problem and the fairness in relation to optimum node placement.
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7.4.1 Single Node Analysis

In this section, an identical time-out loss rate v and energy leakage rate p have been
assumed for all sensor nodes in the network. Alternatively, the energy and data arrivals

of sensor nodes depend on their location. Figure (7.2) models a sensor node located in

Ay,

My C

|

FIGURE 7.2: A single node with spatial energy arrival rate A;;, spatial data arrival

rate c);;, data time-out loss rate -, and energy leakage rate p. If the node operates

among total number of n;; sensor nodes, then ¢ = 7%
)

States of a node at time ¢ are represented by p(d, e, t) where the first variable represent the
backlog of data and the second one represents the number of EPs. Therefore, stationary
state distributions of a node operating among total number of n;; < k sensor nodes in

A;; can be calculated as:

i(d,0) = ol pi;(0,0) = (+——2—) p;;(0,0), 7.2
p]( ) azgpj( ) (AZ]+’7) p]( ) ( )
. Aij e
pij(0,e) = 05 pi;(0,0) = (ﬁ 2—)¢ pi;(0,0), (7.3)
(1 —ay)(1 = 0i5)
p;;(0,0) = . (7.4)
J Oéngl (9” — 1) + 95+1(aij — 1) + 1 — Oéijgij
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Furthermore, the average backlogs of DPs waiting in the buffer can be calculated as:

I
NE

dij d Pij (dv 0)7 (75)
d=0
= Y dafpi;(0,0), (7.6)
d=0
aij(Dag ™ — (D +1)al +1)
- (1 o OZU)Q p’L] (07 0)7 (77)
Oéij(l — Hij)[DOzD—H - (D + 1)&5 + 1]

= &l . (7.8)

(1 — Oéij)[a5+1(0ij — 1) + 95+1(Oéij — 1) +1-— aiﬂij}

7.4.2 The Optimisation and The Fairness Index

Covering the operational area whilst simultaneously minimising the total average backlog
of DPs can be considered a design objective for sensor node placement via single hop

transmission. The optimisation problem can be defined as follows:

m n
minimize 9ij(dij) = Z Z d;j

gl i=1 j=1
m n
subject to Z Znij =N, (7.9)
i=1 j=1

kznijZL ViE{l,"',m}, VjE{l,"-,n}.

One intuitive strategy to solve the optimisation problem is to place as many sensor nodes
as possible in the unit regions with higher energy availability. Apart from the existence
of sufficient amounts of energy, traffic load can be shared with other nodes in the same
unit, so that the expected backlog of DPs will be low. However, the remaining nodes
that operate in the other units may have to deal with heavy traffic loads or a lack of
energy. Thus, fairness must be provided among the sensor nodes. For example, having
average backlogs of DPs as di = 1,dy = 1,d3 = 1,d4 = 1 is more preferable than having
di = 0,do = 0,ds = 0,d4 = 4 even if the total backlog of DPs is equal. The reason
behind the fairness concern is that long interruptions of updates from a specific region

may impact the efficiency of the network functionality and result in incorrect monitoring.

A fairness index can help us understand the effect of unfair sharing among data buffers
when their total backlog is the same. Jain’s index, the earliest proposed fairness measure,
is defined in [161] as:

Doy i)

fle) = Dy F

(7.10)
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where 0 < f(z) < 1. Jain’s index is one of the most widely used fairness measures. The
larger value of f(x) represents the fairer strategy for the sensor node placement. Table
(7.1) shows the different Jain’s index with different average backlog of DPs. In this table,

it can be seen that the system becomes fairer when Jain’s index is closer to 1.

Casel Case2 Case3 Cased Case5
<d_1> 0 0 0 0 1
<d_2> 0 0 0 i | 1
<d_3> 0 1 2 1 1
<d_4> 4 3 2 2 1
fx) 0.25 0.40 0.50 0.67 1

TABLE 7.1: Example’s of Jain’s index, < d; > represents the average backlog of DPs
at node 1.

A small modification in the objective function can help to overcome fairness concern.

The following could be an example of a modified objective function:

g(dig) =3 dy” (7.11)

i=1 j=1

where the summation of d_ijQS will provide fairer sharing among the sensor nodes.

7.4.3 Numerical Results

As mentioned previously, each unit region must be occupied by at least one sensor node
to cover the whole region in which the WSN operates. Thus, the sensor node replacement

problem is distributing N — M remaining nodes among M = m X n unit regions.

Table (7.2) shows a numerical example of optimum node placement using identical sensor
nodes whose parameters are D = 1000, £ = 1000, 4 = 0.1, = 0.1, and N = 50,m =
5,n = 5. Random energy and data arrival rates are assumed for each unit region such
that A;; € [1, 10] and A;; € [10, 20] packets per second. In this numerical example,
comparison of three different node placements, optimum placement with and without
fairness concern, and equal node placement to each unit region have been considered.
While the placement with fairness concern shows the best performance, equal node place-

ment without any optimisation shows the worst.
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Energy | Doto Initial | Initial Optimum | Optimum | Optimum | Optimwm | Equal Equal
Arrivols | Arrivals | Cose | Cose Placement | Placement | Placement | Placement | Placement | Placement

without without with with (k=2) (k=2]
Fairness Fairness Fairness Fairness
(k=3 (k=3 (k=3 (k=3
Ay Ay =l dy ny dy ny dy nj=2 dy
2 13 1 99 807 2 09.523 1 95,807 2 99523
3 16 1 99.76 1 99.76 2 99.367 2 99387
5 19 1 99633 2 CR.241 1 99.633 2 93841
3] 15 1 00 487 3 18468 1 99 487 2 97 897
10 16 1 08 288 2 0 2 ] 2 0]
] 10 1 85737 2 ] 2 ] 2 0
10 17 1 98.536 3 ] 2 ] 2 ]
1 19 1 99939 2 50 B69 2 99,869 2 99 869
7 10 1 97.552 2 0 3 1] 2 0
10 13 1 96.517 2 ] 2 ] 2 0
3 12 1 80652 1 00.652 3 96.556 2 95831
10 14 1 a7.41 3 ] 2 ] 2 ]
10 13 1 96.517 2 { 2 1] 2 0
2 20 1 09 BB3 3 88,54 3 55.54 2 99734
] 11 1 97.207 2 0 3 ] 2 ]
2 12 1 09,788 2 Go.462 1 95,788 2 99 452
2 19 1 99 876 2 656.716 3 95.504 2 99,716
4 16 1 99 655 1 00.655 2 598.545 2 95949
4 14 1 99 586 2 0B.586 1 99,586 2 95.586
4 13 1 99539 2 0R.202 1 99.539 2 95,292
3 17 1 99777 1 09777 1 98.777 2 99.426
4 15 1 99 705 1 85705 2 95163 2 99.163
] 15 1 00182 2 01.001 3 ] 2 91.001
10 20 1 95.98 2 21.00% 3 ] 2 21.005
1 10 1 99 876 3 85507 2 95718 2 99718
25 | 2471.91 50 1522.49 50 1490.31 50 1599.57

TABLE 7.2: Results of 3 different node placement algorithms. Fairness provides better
results for the overall network performance.

7.5

Multi-Hop Transmission

Although the single hop transmission is sufficient for most WSN clusters and small

networks, multi-hop transmission is required for larger networks as the transmission

range of a sensor node can not cover the distance between the node and the base-station.

The problem definition is slightly different compared to the one considered in the single

hop transmission section. In this section:

1. A cascaded network of N sensor nodes is considered and their optimum placement

in an area consisting of M = m X n unit regions.

2. Each unit region can occupy at most one sensor node, i.e., k = 1.
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3. A sensor node in A;; can forward DPs to only the node in A;y1;_1, Aij11j, or

Ait1j41, as shown in Figure (7.3).

4. The optimisation problem is placing one sensor node into eachrow ¢ € {1,2,--- N}

as shown in Figure (7.3) such that the final throughput is maximised.

FIGURE 7.3: A node in A;; can only forward its data to specific nodes, which must be
located in Ai+1j717 Ai+1j; or Ai+1j+1'

7.5.1 N-Layers Cascaded Network

In the cascaded N-hop model, it was assumed that the data and energy buffers are
unbound. A DP is transmitted using one EP. DP transmission or forwarding times were
assumed to be negligibly small compared to the inter-arrival times of DPs and EPs to
the system, and to the average time between successive losses of a DP, and to the average

time it takes an EP to be lost due to battery leakage. Figure (7.4) shows the cascaded
N-hop model.



Optimum Sensor Placement 124

A An

; Ana
Data Buffer(s) N0diﬂ—|_‘ Node2 1 Node 1\:|_’ Node N
= oronil-"or on
r——[] fjﬂ j]ﬂ fjﬂ
Enpvimiptl A Ay

FIGURE 7.4: Cascade network of N nodes that store, process, and forward jobs to their
successive node.

States of a node 7 in steady state are represented by p(n;) where n(i) = d; — e;. Thus,

the joint distribution of the cascade network can be written as:

Theorem 1 Let:

V1 = A1, Uig1 = Nig1 + ]ZlAJ kHj Ak + — (7.12)
and the conditions
vi + i = Ni + i, (7.13)
1 = v; + 2u, (7.14)
= A + 2. (7.15)

are satisfied, then the steady state probability distribution:

N
m(n) = P[] miln), (7.16)
=1

where 7 = (n1,ng, -+ ,ny) and
1, if n; = 0
mi(ni) = § 3(g2)™,  ifng > 1 (7.17)
Ai —ng 3 .
%(Ui+#i) " ’ if n; < —1

where the normalising constants P is:

LA
P= , 7.18
H 2Nk o) (7-18)

The proof is given in the Appendix B.
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The average backlogs of DPs waiting in the network is:

N
<d> = Z Z nim(n;) (7.19)
i=1 n;>0
N
B v;
— Z ()™ (7.20)
a0 2 At

3 %(4(1 +20) (7.21)

=y - . (7.22)

and the DP throughput of a node ¢ can be calculated as:

0, = Z m(n;)A; + Z m(n;)v; (7.23)

n; >0 n; <0
1 V; Ai
I A+
= 53‘[(1_ﬂw A + (v (7.24)
Ai+vi 1- Aiti
1 1 1
— ZPAuvi(— + — 7.25
9t ZUZ(’Y'L' +Mz) ( )
A
= Ui (7.26)
Ai + i

o 293 i
where P; (vitps) (vitpi)

7.5.2 Numerical Examples

The optimum placement of N = m sensor nodes that can form as a cascade network, and
provide multi-hop communication into a region, consisting of M = m X n unit regions,

for maximising the final throughput of the cascade network have been considered.

Figure (7.5) shows two numerical examples of the optimum sensor placement for final
throughput maximisation where the number pairs represent the spatial continuous energy
and traffic arrivals at each unit region (A;;, Aij), such that A;; € [1, 10] and X;; € [10, 20]
packets per second. The other parameters of a sensor node operating in A;; are assumed
to be p;; = 0.1A;; and ;5 = v;; + pi; — Aij. The selection of ~;; is to satisfy the

energy-data flow condition in equation 7.13.
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FIGURE 7.5: Optimum sensor placement for throughput maximisation where the pa-
rameters of unit region A;; are Ayj, Aij, pij = 0.1M;5, vij = vij + paj — Ngj.

7.6 Impacts of Modelling Assumptions on the Results

In this chapter, it has been assumed that a sensor can only sense DPs from the unit
region where it is placed. In reality, however, a sensor node is able to collect data from
a circular region where the sensor is located in the centre. Thus, a sensor node needs to
occupy with not only the traffic from the unit region it is placed but also the traffic from
the neighbouring units. In this case, energy consumption for the transmission would
increase along with the increasing total data arrival rate. Furthermore, the additional
traffic from the other units would lower the reliability of the information collected by
the monitoring devices. One reasonable approach to re-evaluate this assumption is that
the circular sensing range covers the possible maximum area that stays inside the unit
region. In this case, the integrity problem still remains since a small fraction of the unit
regions can not be covered by the sensing range of a sensor node. However, this model
dramatically reduces the effect of the interference and the total energy consumption of

the system.

7.7 Conclusion

This chapter focused on the optimum sensor placement for different transmission schemes

and different optimisation objectives. The importance of sensor localisation for WSNs
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was briefly mentioned and a summary of the different factors that have an impact upon
initial node placement (e.g. deployment methodologies, optimisation objectives and node
functionality) have been provided. The region where WSNs operate is composed of unit
regions. The data and energy arrivals, at each unit region, were assumed to follow a Pois-
son process with different rates. While sensor nodes placed in a unit region can share
the traffic load, they are all able to capture the full amount of energy (e.g. from a pho-
tovoltaic source). First, a model was investigated wherein the sensor nodes can directly
communicate with the base station or the cluster head. For this model, the network ob-
jective is to provide the area coverage while minimising the total average backlog of data
in the node buffers. In addition, fairness among sensor nodes was considered so that the
objective function was changed to a sum of squared values of each DP backlog instead
of their direct sum. Moreover, an additional model was studied wherein sensor nodes
constitute a multi-hop cascade network to communicate with the base station. The net-
work objective of this model was the placement of sensor nodes in the unit regions such
that the final throughput of the cascaded network was maximised. Numerical examples
were provided to illustrate the optimum node placement for single-hop transmission with
and without fairness concern. Furthermore, examples of optimum path selection for a

multi-hop transmission case have been provided.



Chapter 8

Conclusion and Future Work

8.1 Conclusion

This thesis has investigated recent work on mathematical models of digital devices where
energy and data are in discrete packet units abstraction based on the EPN paradigm.
While EPNs examine the task service times for both energy consumption and job process-
ing, the EN paradigm considers devices with zero service time. Particularly in EHWSN,
the DP transmission usually takes place on a scale of microseconds or nanoseconds, while
the packet sensing and processing in the node may take many milliseconds such that the
EN paradigm is applicable.  EHWSNs studied in this thesis receive data from other
devices or through sensing, and gather energy through harvesting from photovoltaic or
other ambient energy sources. Buffers for DPs and EPs have been assumed to have

limited capacities of D and FE.

An EHWSN requires energy not only for packet transmission but also for node electronics.
For example, packet sensing, processing and storing. Therefore, the harvested energy
consumption in a sensor node was divided into two parts: K. and K; EPs for node
electronics and for DP transmission. Whenever a sensor node stores less than K. EPs,
it cannot sense and store the data. Consequently, the information will be lost. However,
if a node stores more than K. EPs, the data arrival can be sensed, processed, and stored
immediately by consuming K. EPs. Moreover, if the remaining EPs are greater than
K, EPs, they can also be transmitted in zero time by consuming all the K; EPs. Thus,

successful sensing and transmission of a DP requires exactly K = K. + K; EPs.

In Chapter 3, it was assumed that a successful DP transmission can occur by consuming
a single EP through a perfect transmitter, i.e. Ky = 1 and K, = 0. In addition, the

energy and data leakage caused by the standby and time-out operations of the node

128
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into the system have been introduced. These leakages have been modelled as Poisson
processes. These systems led to a one-dimensional random walk diagram to model the
behaviour of the state transitions. Following modelling the system, closed-form formulas
for the stationary probability distributions were obtained. Excessive packets resulting
from finite buffer capacities and obtained formulas for EP and DP loss rates were also
investigated. Moreover, the question of system stability was analysed by considering
infinite buffer sizes. Analysis revealed that systems with unlimited buffer capacity exhibit
stable behaviour only when certain conditions have been satisfied. Furthermore, DP
retransmission was studied by introducing the error probabilities 7 and p. It was shown
that closed-form formulas for stationary probability distributions can be found under
certain conditions according to new transition rates. In addition, the relation between
the correctly receiving probability and the error probabilities m and p was investigated.
Second, data transmission with K EPs through a perfect transmitter was studied. The
motivation lies in the fact that a sensor node may vary the transmission power level to
decrease the probability of unsuccessful transmissions or prevent energy waste in some
cases. This system led us to a two-dimensional random walk for modelling its state
behaviours. Closed-form formulas were obtained by modifying the system where a state
can be represented with a single index, not with integer pairs. The effect of noise and
interference on sensor node transmitting among a set of identical sensor nodes was also

investigated.

In Chapter 4, a more practical model that considered a packet transmission through
an imperfect transmitter was studied. First, we studied an imperfect transmitter that
consumes a single EP for node electronics and another EP for transmission. As a con-
sequence of this energy consumption model, the DP buffer could be either empty or can
only store a single DP. Thus, it may be expected that there would be a great number of
excessive DPs; however, this can be prevented for certain ratios of data and energy flows.
A closed-form formula was obtained for the stationary distributions and it was shown
that the system is always stable for the data queue and unstable for the energy queue.
Next, a generalised energy consumption model was investigated. This contained an im-
perfect transmitter which consumes an arbitrary number of EPs such that K, > 1 and
K; > 1 for both the node electronics and the transmission. A solution method was pro-
posed to reduce the computational complexity of the system by introducing companion

matrices and using linear algebra.

In Chapter 5, a network model in which N EHWSNs constitute a cascaded structure
was investigated. EHWSNs with a perfect transmitter were considered. It was assumed
that one EP consumption is sufficient for successful transmission. In addition, it was
assumed an EHWSN can forward its data to the immediate neighbour in zero time scale

when energy is available. However, if DPs must wait some time in the buffers for new
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energy arrivals, the buffers suffer from information loss. In this chapter, a new PFS was
developed for N-node tandem systems. In these systems external data arrives via the
first node, and the other nodes operate as relays to forward the data to the last node
without any other external information flow. It was shown that there must be a link
between data and energy flows to obtain PFS for such systems. It was also illustrated
using numerical results how the average backlog of DPs and the system throughput vary
with different system parameters thanks to computational convenience that the PFS

provides.

In Chapter 6, a modelling approach was proposed to evaluate effects of simple battery
attacks on battery life-time of EHWSNs for two cases: where ambient and intermittent
energy is used as energy source such that there is no need for battery replacement, and
the case of a replaceable battery without energy harvesting. First, a brief summary
of attacks was presented. Moreover, the effects of two attacks were considered in the
study: attacks that create additional redundant traffic and attacks that cause packet
errors and require packet retransmissions. Numerical examples reveal that these attacks
significantly impact on EHWSNs and they can reduce battery life-time from months
to days. Therefore, a mitigation method was proposed. This method forces the traffic
arrival rate to remain below a certain threshold with the sacrifice of some information
loss. Furthermore, the analysis revealed that using replaceable batteries is more stable

than using the renewable energy sources, even though it requires human intervention.

In Chapter 7, optimum sensor placement was investigated by considering two differ-
ent transmission schemes: the single-hop transmission, which can occur in small indoor
WSNs or in many network clusters, and the multi-hop transmission where N EHWSNs
constitute a cascade network. The study focused on several different network objectives
such as full area coverage, while minimising the backlog of traffic in the data buffers and
network connectivity, while maximising the final average throughput of the system. A
single node analysis studied in Chapter 3 was used, in which data and energy that flow
into the node are independent Poisson processes and a successful transmission can occur
with K, = 0 and K; = 1 values. Furthermore, it was shown that an N layered cascade
network has PFS for its joint probability, i.e, joint probability equals to the multiplica-
tion of marginal probabilities, which provides enormous computation simplifications to

analyse the system.
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8.2 Future Work

Several points have been raised in this thesis that can be expanded. This section discusses

the open issues and possible future directions.

In Chapter 3 and Chapter 4, the work focused on single node analysis where different
energy consumption models were studied by considering different energy uses by the node
electronics (K.) and the transmission sub-system (K;). A linear algebra technique was
proposed to reduce computation complexity for the systems with generalised K, and K
values. For future work, further analysis can be made to obtain a closed-form formula for
the stationary probability distribution of states while considering independent energy and
data arrivals as well as independent energy and data losses. Furthermore, one possible

direction is to consider dependent traffic and energy arrivals and re-analyse the system.

In Chapter 5, an N layered cascade network was studied where only the first node can
sense the external traffic, and the other nodes relayed the information to the destination
point. Each relay node is capable of harvesting energy, storing data and energy in its
own buffers, but cannot sense data from external sources. It was assumed that each
layer has one node in this model. A re-analysis of the model could be carried out when
increasing the number of nodes for each layer, such that forwarding the data to a node
in the next layer can happen with a certain probability. The optimum values of these
probabilities can be investigated to maximise the throughput of the system. Moreover,
nodes in this model were assumed to consume single EP just for DP transmission but
not node electronics. Similar network models can be studied by considering different K,

and K; values.

In Chapter 6, basic energy attacks were modelled to evaluate their impact on sensor
life-time. Moreover, a simple mitigation technique that maintains the life-time above a
certain threshold was proposed. This system can be improved by adding other attacks
into the model. Moreover, several results in this section assumed that the attack traffic
was proportional to the ongoing normal traffic. This may not be realistic as attackers
may inject a fixed traffic rate of attack traffic so that the proportion of attack traffic
is reduced when the normal traffic rate increases. Thus, future work will need to delve
deeper into mitigation techniques and their evaluation in order to propose new methods

to mitigate against battery attacks.

In Chapter 7, the optimum placement of sensor nodes for different transmission schemes
and objectives were investigated. It was assumed that sensors placed in the same unit
region can share the spatial traffic flow into that region while they all can take advantage

of capturing the full amount of available spatial energy on arrival (eg. from photovoltaic
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sources). This model can be changed so that sensor nodes also have to share the accessible
energy. Moreover, the effect of possible data capturing from neighbour unit regions by
limiting the sensing rage of nodes within an unit region have not been considered. Future
work can consider this effect to show more practical results. Furthermore, a multi-hop
communication of a cascade network where each node is capable of sensing data and
capturing energy from the ambient environment has been investigated. This pre-defined
routing model can be improved by studying the general network case where the network
objective can be optimised by choosing the best possible routing according to data and

energy availabilities of sensor nodes constituting the network.
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Proof of Product-form Solution Of

Cascade Networks

Let:

i

’Ul:)\l, Vi+1 = " :)\11—[ ' - (Al)

and assume that the following EDF equilibrium conditions are satisfied, i.e.:

vi + i = N+ i, (A2)
pi = vi + 24, (A.3)
7 = A + 2. (A4)

Then the steady-state probability distribution for the system () = lim o0 p(72,t) is

given by:
N
m(n) = H mi(ng), (A.5)
i=1
where
mi(ni) = C’i.ﬁ(mﬁ%)”i_l, ifn; >1 (A.6)

.Y Ai \—mi—1 e o
Oz'vﬂrug(vﬂrﬂz‘) , ifng < -1

where the normalising constants C; are :

Vi A;
Ai4+~0 0 _
Ci= (42— + )™ (A7)
“nE -
Vi1 i
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Therefore, we may calculate the followings:

)
L iy < —1 iAi”, if n; > 1
v +p0 e Nity? e
M) oo gr ) Hm=ml mn ) oo J TR =l
. . o Z o . . - - o Z - . .
i) A fni=0 i(n:) e ifni=0
4 . Ai 1
A:i-% , ifn;>0 \ Vi’ ifn <0

The equilibrium equation is:

N
m(n) A+ Z (As + Yiln>1 + % In=1 + pilny<—1 + p15 1n,——1)] (A.8)
i=1
N
= [m(A+ e) (Yiln>0 + W ln=0 + Ailn,<olizn + Anli=y)] (A.9)
i=1
N
+ > [ = ei)(ilni<o + 1 Tni=0 + Ml oliz1)] (A.10)
i=1
N-1 J+1 J
+ [W(ﬁ - Z ei)>‘1 H 1mSU (1n1+j:N + 17Lj+1211m+j¢1v)] (A'll)
=1 i=1 i=1
N-1 j N—j N—j-1
+ (@ +ei = Y eivi)Ailnzo(In—jci + In—jz2 [[ lngp<0)(Lizj + Loy >11iz)]
=1 =1 k=1 k=1
(A.12)

Dividing both sides of the equilibrium equation by m(72) we have:

N
(A1 + Z (A +Yilngs1 + % Ini=1 + pilnc1 + 45 In;=—1)] (A.13)
i=1
N
= Z [Gj('yilni>0 + %aniZO + Ailni<01i7éN =+ ANli:N)] (A.14)
i1
N
+ Z [G7 (tiln,<o + 49 1n;=0 + AMlny501i=1)] (A.15)
i=1
N—1 j+1 j
+ TG M T tnico (Lisjmn + Lnyiy>1 iy izn)] (A.16)
j=1 =1 i=1
N—-1 j N—j N—j—1
+ 3 3G TT GrpiAilnzo(n g+ In—jza [T Tnipio)(Limj + Lny o j>11i25))]
j=1 i=1 k=1 k=1

(A.17)
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Consider the line (A.14) so that we have the following:

Pﬁ

F(vilni>0 + W lpm0 + Ailn,<olizn + Anlizn)] = (A.18)
2:1

N
Vi
GEANlnNZO + Z[A iYi 1n,>0 + ZfYZ,YO 1p,=0 + (’Ui + u?)lni:,l + (Ui + ui)lni<,1]
i= i

i+ A +
(A.19)
Consider the line (A.15) so that we have the following:
N
Z NZ n; <0 + My 1nL—0 + A11n1>012 1)] - (A2O)
i=1
Aipi A
GTMlns0 + E:: ity ot s 0 Ln,—o)- (A.21)
The summation of the lines (A.19) and (A.21):
=G Mlp>0 + GHAN Ly >0 (A.22)
N 0 0
Vi%i Vi, Aip;
+ ——1p,>0 + t— + =) 1p,=0 + .
;[ArF% " (AH‘%Q Uz‘+M?) !
A il
1. =— o
(Uz+u + 'Uz‘|‘,uz) ni=—1 +(Uz+uz+ Uz‘“‘ﬂi) ni < 1]7
where
vy A _ Vi (Aq 4 2%;) + N (vs + 2415) S A (A.23)
N+ v+ 2(A; + i) A+
and
Vi A ViYi Aipi
Ai + i Aty Aitw T Nt (A-24)
Aipi vy — vildi — vy — i
= + + A.25
A+ A+ (4.25)
A 11
=0 — Ay + (A.26)

A+
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When we use the lines (A.23) and (A.26) into (A.22) we have:
= Gy Mlns0 + GHANLL >0 (A.27)
N A
+ 2} o+ g =t pilncot = Ailnso) (A.28)
= G1 AMlp >0 + GRANLLy >0 (A.29)
N
Vi
+ ; [Ai + A, :_Z% g =1 + pilpc 1 — Niln, 0] (A.30)
Thus, up to this point the equilibrium equation is simplified to the following:
N
AL+ Z [Yiln;>1 + %anz:l] (A.31)
i=1
= G1_>‘11n1>0 + Gj\_fANlnNZO + Z [A CRA— Ailni>0] (A.32)
— At
N-1 j+1 J
+ TIG M ] thico (Lisjmn + Loy 1114 28)] (A.33)
j=1 =1 i=1
N—-1 j N—j N—j-1
+ ) G Gryiditnzo(n—j<i +1n—jz2 [ Lniu<o): (A.34)

j=1 i=1 k=1 k=1
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Now consider the line (A.33):
N—-1 j+1 J
Z [H Gl_)\l H 1nz§0 (11+j:N + 17Lj+12111+j75N)] (A35)
j=1 i=1 i=1
N-1
= MGy [ Gi tni<o (A.36)
i=1
N-2 j
+ MG 41 n]+1>1HG Ly, <o) (A.37)
Jj=1 =1
N-Lo
= MGy - + . A.38
NZ]_;[l[+0n10 Uz+inz<0] ( )
N-2 J
Aty + 7145 145+ 14 A;
4 )\ J ]1 ) .7 _ + 1. .
j:1[ ( V14 niy;>1 V14 n1+] 1 1:[ ? v + i n1<0]
(A.39)
N-1 v 1
_ i+1 ;=0
=Gy [T (=) (= ni<0)] (A.40)
=1 i 2
N-2 j v
1 1
+ [Ul+ (A5 + 'Yl+3)1n1+g>1 + (A1 + 'Yl+g Loy =1 H = "‘ Ln;<0)]
i=1 7 i=1
(A.41)
N-1
_ ;=0
= 'UNGN 1—11 ( n2 + 1ni<0)] (A42)
1=
N—-2 j
=0
+ [((AI—H + '71+J)1n1+1>1 + (AH-J + 71—1—])1”14—]—1 H n2 + Ln;<0)] (A.43)
7=1 =1
N-1
=unGy H f(n;) (A.44)
i=1
N—2 j
+ [Gj_+1vj+11nj+121 H f(na)]. (A.45)
j=1 i=1
; , In.—
where U;tl = A:}ﬁ% and f(n;) £ 5= + 1, <0.
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When we consider the line (A.34):

N—-1 J N—j N—j—1
+ Z G+ H GkJrZA 1n1>0(1N —<1 + 1N —7>2 H 1nl+k<0)(11 =j + 1”N+z J>1127éj)]
7j=1 =1 k=1

=Gy | Gy Av—1ly_130
N-2

+ > [GF Gy Ailizolivizi]

1

-.
Il

N-2j—-1 N—j N—j—1
+ GF 1] Grvihitnzo ] tnier<o tnypiy1 ]
j=2 i=1 k=1 k=1
N—2 N—j N—j—1
+
+ G] G, A'lanO H lnj.t,_kSO}
j=1 k=1 k=1

= UN G& h(nN_l)

N-2
+ E Vi4+1 Gz+1 nip1>1 h(nl)
i=1

N-2j—-1 N—j—1
+ ZZ G A; 1m>0 GN —j+i nN j+i>1 H Gk—i—z nk+i§0]

7j=2 i=1

N-2 N—j-1
j=1 k=1
=N Gy h(nn-1))
N-2
+ Y [vig1 Giq 1ngy>1 h(ng)]
=1
N—2j-1 v N—j—1
N—j+i
+ [U1+1h(n1) GN ]+11nN ]+'L>1 v ] : H f nk+l)]
=2 i=1 L
N-2 —Jj—
+ Gy vj+1h( n] H (Mget5)]
j=1 k=1
= UN G]_V h(nN_l)
N—-2
+ [vi1 Gi_+1 Lniy>1 h(n;)]
i=1
N-2j—-1 —Jj—
+ [UN—j—H,G& G+i nN J+z>1h nz H nkJrz ]
j=2 i=1 k=1

N—j—1

—2
+onGy D [hng) [ )]
=1

k=1

(A.46)
(A.47)

(A.48)

(A.49)

(A.50)

(A.51)

(A.52)

(A.53)

(A.54)

(A.55)

(A.56)

(A.57)

(A.58)

(A.59)

(A.60)

(A.61)

(A.62)
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_ 1n, =
where Hf\il Gl (5ni§0 = 111\5%1 i]\il f(nz), G:_Al(snzzo = vi+1h(ni) and h(n,) £ ZTO +

1n1‘>0'

The summation of the lines (A.59) and (A.62):

N-2 N—j—1
v Gy h(ny-1) +onGy Y [h(ng) T flneey)] (A.63)
j=1 k=1
N-1 N—j—1
=onGy Y () T flrsy)] (A.64)
j=1 k=1
N-1 N—j—1
=onGy Y (1= Ffny) T] fes))] (A.65)
j=1 k=1
N—1N—j-1 N—j-1
=onGy Y L[] Flkss) — f(ny) £ (k)] (A.66)
j=1 k=1 k=1
N—-1 N-1 N—-1
=onGy Y L] Fow) = fny) TT £ (A.67)
Jj=1 k=j+1 k=j+1
N—-1
= onGy (1= ] Fm)). (A.68)
k=1

The summation of the lines (A.44) and (A.68):

N-1 N-1
onGy [T £(ni) +onGy(@ = T ) = vaGy- (A.69)
=1 k=1

After these simplifications, we may re-write the equilibrium equation as the following:

N
A1+ Z (Vilni>1 + %anizl) (A?O)
=1
N U./y.
=G Mly >0+ GEANlnNZO + Z [A' :_l’y' — Ai]-ni>0] (A.71)
i=1
N-2 j
+ > [Giavinlng e [ £)] (A.72)
j=1 i=1
+unGy (A.73)
N-2
+ Z [Viv1 Gy Lnia>1 h(ng)] (A.74)
=1
N-2j—1 N—j—1
+ Z Z[’UijJriG]i\/_j_H'1nN_j+iZlh(ni) H f(nk-i-z)] (A75)

j=2 i=1 k=1
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When we consider the summation of the lines (A.71) and (A.73):
ViYi ol
= G Mlns0+ GRAN Ty >0 +Z T :Lﬂy > Aily,so (A.76)
b=
+'UNGN1nN>O + 'UNGNlnNS(]:
where
GlLAN1 Grilnyco = VAW A
NANIny>0 NG Nlny<o = Av Ty (A.77)
and
N A al Vi
NN Vi
= A.78
AN +N YN ; ( )
Thus the equilibrium equation has been simplified to:
N
Z [’Yilni>1 + 'YlolniZI + Ailni>0] - Gl_)\lln1>0 - G]_\[UN1HN>0 (A79)
i=1
N—-2 J
= GJ-_JrlUj_H 1”j+121 H f(nz) (A.SO)
j=1 i=1
N—-2
+ viy1 Gy lng>1 h(ng) (A.81)
i=1
N—2j-1 —j—
+ UN—j—i—ZG]_V —jti nN J+l>1h ’I?,z H ’I?,].H_Z (A.82)

i=1

.
||
N
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Define ©; £ G, v; 1,,>1 so that (A.82) becomes:
N—2j—1 N—j—1
Z ON—j+iG N— —j+i Loy j+i21h(ni) H f (ki) (A.83)
=2 i=1 k=1
= On-1h(n1)f(n2)f(n3) - f(nn-2) (A.84)
+On-1h(n2) f(n3) f(na) - f(nn-2) (A.85)
+®N 1h(TLN 4)f(nN 3)f(nN 2) (A.86)
—|—®N,1h(nN — 3)f(nN,2) (A87)
+On_oh(n1)f(n2)f(n3)--- f(ny—_3) (A.88)
+On-2h(n2) f(n3) f(na) -+ f(nn-3) (A.89)
+On_oh(ny —5)f( 1)f(nn—3) (A.90)
+On_2h( 4)f(nn-3) (A.91)
+O5h(n1) f(n2) f(ns) f(nd) (A.92)
+®5h(n2)f(n3)f(n4) (A.93)
+0O5h(ng) f(n4) (A.94)
+@4h(n1)f(n2)f(n3) (A.95)
+®4h(n2)f(n3) (A.96)
+®3h(n1)f(n2). (A97)
Since h(n;) =1 — f(n;) we may re-write from (A.84) to (A.87) as
On-1f(n2)f(ns) - f(nn—2) — On-1f(n1)f(n2)f(n3) -~ f(ny—2) (A.98)

+ON_1f(n3)f(ng) - f(nn—2) — On_1f(n2) f(n3) f(na)--- f(ny—2) (A.99)

+ON_1f(nn=3)f(nn—2) — On_1f(ny —4)f(ny—3)f(nNn_2)

+On_1f(nn—2) —On_1f(nn — 3)f(nN—2)
N—2

=On_1f(nN—2) —On_1 H f(ng).
k=1

(A.100)
(A.101)

(A.102)
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Similarly, we consider the ©;’s for i € {3,--- ;N — 1} and have:

N-2j—1 —j—
> NGy yilnnpz1h(n:) H (Njpss )] (A.103)
j=2 i=1 k=1
N—-1 N-1  j-1
=) [0;f(nj-1) f(ne)]. (A.104)
Jj=3 3:3 k=1
Thus, the equilibrium equation has now been reduced to:
N
D G viln>1] = Gy Mlny >0 — Gyunlogso (A.105)
i=1
N—2 j
=Y [Grviealng o [ [ ()] (A.106)
Jj=1 i=1
N—2
+ [Wit1 Giyq Lngy>1 h(ng)] (A.107)
=1
N-1 N—1  j-1
+ ) [0;f(nj-1) 0; [T f(nw)l, (A.108)
Jj=3 ]=3 k=1

where ;15,51 + 7201”2:1 + Al >0 = G v;l,,>1 so that we may write:

N-1
O; (A.109)
=2
N-1 j—1
= > [0; [ f(na)] + ©2f(n1) (A.110)
j=3 i=1
N-1
+ [@Zh(nl_l)] + @Qh(nl) (A.lll)
1=3
N-1 N-1 j—1
+ [9;f(nj-1) Z 0 TT £ow)]. (A.112)
where
N-1 N-1 N-1
[©ih(ni)]+ > [O;f(nj1)] =) 6 (A.113)
=3 7j=3 =3
and
92f(n1) + @2h(n1) = O,. (A.114)

So finally we see that the left and right hand sides of the equilibrium equation cancel

each other. Also, C; values can be calculated by using the fact that summation of the
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probabilities is 1:

1
o0
= > miln)
N;=—00
-1 00
Az’ Az‘ =1 (% (%3 1
- C.. ( ety S ( el o
nizz_oo v+ Y o+ mzzl CA ) A+ '
Thus,
Uy A,L
Az+7? U’L+/‘L? —
Ci=(+1—— — )
A+ Vi

completing the proof.

(A.115)

(A.116)

(A.117)

(A.118)
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Proof of Product-form Solution of

Multi-Hop Transmission Scheme

Let: . .
(A (A Ak
vl = A1, Uip1 = A1+ Z/\j H —

= Mt

and the conditions

v + i = N + i,
/'1’(1) =v; + 2#27
7 = A+ 2.

are satisfied, then the steady state probability distribution:

N
n(i) = P[] mi(na),
i=1
where 1 = (ny,n2,- - ,ny) and
1, ifn; =0
mi(ni) = %(Ag%)”i, if n; > 1
s, ifng < -1

144

(B.1)

ww
RS

—
@
o

SN—

(B.5)

(B.6)
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and
(4 A

vi;\w’ if n; < —1 %’ if n; > 1

vitp? . o A+? . L
M Gt = A 0 ifn; = —1 M A G — T ifn;, =1

: ' o Z o . . N N o Z o . .
Trl(nl) #1707 ifn; =0 71'7,(77/7,) m, ifn; =0
Vi 3 X A; . )

Aty ifng >0 ot if n; <0

The equilibrium equation is the following:

N
7(1) Y [N+ i+ Yibns1 + Y00n=1 + pibn,< 1 + 1) 0n,— 1] (B.8)

i=1

I
] =

[T(7 + €3) (Vibn; >0 + 7 Oni=0 + Aibn;<00ixnN + ANSi=n)] (B.9)
1

.
I

N
+ Z [m(R — €3) (1ibn,<0 + 1§ On,=0 + Xibn, 004N + ANGi=n )] (B.10)
i=1
N-1N-1 i+1 i
+ [r(n =Y e [ [ Oni<o (Orri=n + 6ni i =161 4in)] (B.11)
=1 = k= k=
N-1 j N—j N—j-1
+ Y > [mn e =Y i) Aiduz0 On—j<i +0n—jz2 [ 0nisk <0) (Bij + Gy i 21002)]
=1 i=1 k=1 k=1
(B.12)
= Dividing both sides by 7(n)
N
D N+ Ai+3i0ns1 + 0=t + Hibn <1 + 1065,=1] (B.13)
i=1
N
= Z (G (Yi0n;>0 + 7 0ni=0 + Nidp,<00ixn + ANGi—N)] (B.14)
=1
N
+ Z (G ) (1ibni<0 + 190020 + NG, >00i 2N + ANGi=N)] (B.15)
i=1
N-1N-1 it1 i
+ [H (G H Onp<0 (O14i=N + Onyy >1014i%N)] (B.16)
=1 i) k=j k=j
N-1 j N- ] N—j-1
+ Z G Grii)Nibn,>0(ON—j<1 +ON—j>2 H (0nitr <0)) (dizj + Onyyi;>10i%5)]

.
Il
—
-.
Il
—

k=1 k=1
(B.17)
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= Consider the line (B.14)

N
=Y (G (4i6n;>0 + 1m0 + Nidn,<00ien + Andi=n)] (B.18)
i=1
N oy vy
= GyANOny>0 + ; v n S om0+ :% Gni=0 + (Vi + U )dn=—1 + (Vi + us)dn,< 1]
(B.19)
= Consider the line (B.15)
N
= UG ) (1i0n,<0 + 100,20 + Aibn;>00i2n + ANGi=n)] (B.20)
i=1
al A Aip? Ai Ai
= GNANOnuy<0 + 0+ 5 Oy Ai +7)0n,= Ai +7i)0n
NANOny <0 ;[Ui+uz <o+ om0+ Z( +97)0n=1 + Z( +7i)0n;>1]
(B.21)
= Consider the summation (B.19)+(B.21)
= GEAN(SnNZO + G&)\N(Sn]\,go (B.22)
A 0, Nip A
+ i+ U + (5n — [ i 5n-:— 7 5n~—
PO e L B O e U R C il LS
(B.23)
Z(A + D)6 Ai + i)y b, :
1 3 LR v (B:21)
where
Aipi iYi
v — g (B.25)

Vi + i L v
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= So that the equilibrium equation reduces :

N
Ai
i +(1— ;)(Ai5n¢>0 + Y01 + Y n=1)] (B.26)
i=1 v
= GEAN(SnNZO + G&)\N(SnNgo (B.27)
ViYi
B.28
i1 [Ui + ( )
N—1N-1 i+1 i
+ Z Z [H (G H Onp<0 (O14i=N + Onyy >1014i%N)] (B.29)
j=1 i=j k=j k=3
N-1 j N—j N—j—1
- Z [G;L (GI;H)Aié”iZO(‘SN—J’Sl +0N—j>2 H (6nive < 0)) (0i=j + 571N+i7j215i7éj)]
j=1 i=1 k=1 k1
(B.30)
where
N N A N-1 o,
L] = i — N+ EaL = P — Uil + N + ——— (B.31
;[Ai +%‘} ; v A —i—%)] — (v = vi1 + A1) AN + N (B.31)
N
UNAN
=) N5 B.32
Z [ ] AN + N ( )

= After further simplification, the equilibrium equation:

N
Ai
[(1 = =) (Mibn;>0 + Yidn>1 + 77 0n,=1)] (B.33)
i=1 Ue
_ ’UNAN
N-1N-1 i+l i
+ Z Z [H (G H Onp<0 (O14i=N + Onyp 1 >1014i2N)] (B.35)
j=1 i=j k=j k=
N—-1 j N—j N—j—1
T Z [GF 1] (Gryi)ANidn>0(0n—j<1 + On—jz2 H (6nivk < 0)) (Gizj + Oy ;>10i25)]
j=1 i=1 k=1 k1
(B.36)
where
G AN Gy + G A — VAN (B.37)
NS NEETINER AN 4y '

= (AN — oN)G yOny <0 (B.38)
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= Thus, it has been simplified so far as the following:
N
D11 = ) (Aiby0 + %idng>1 + 9 0n=1)] + (08 = AN)G by <o (B.39)
i=1
N—1N-1 i+1 i
+ H (Gy)Aj H On<0 (O14i=N + Onyyy >1014i2N)] (B.40)
=1 i=j k=j k=j
N—1 j N— ] N—j—1
+ Z G Gy i) Nibn,>0(0N—j<1 + On—j>2 H (0nitr <0)) (dizj + Onyyi;>10i%5)]
j=1 i=1 k:l k=1

(B.41)
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= Consider the line (B.40)
N—1N-1 i+1 i
Z [H G )N H Onp<0 (O14i=N + Onyp>1014i2N)] (B.42)
J=1 i=j k=j k*j
N—-1 N
Sy H Sl (B.43)
j=1 k=j
N—-2N-2 i+1
+> > (@ H G <0 Oniyr>1] (B.44)
j=1 i=j k=j k=j
N—-1 N—-1
=Gy YN [ G ni<dl (B.45)
J=1  k=j
N—-2N-2 7
+ NGr10ninz1 [ G dni<ol (B.46)
j=1 i=j k=j
N—-1 N—-1
— 60 3 [ 2 ) (B.A7)
— Gy y :
Pt el
N—-2N-2 i Ak
+ 2 2 [)‘]G:+16ni+121];[ Ak+%f(nk)] (B.43)
Jj=1 i=j k=j
N—-1 ) N—-1 )\k
= Gy(vny = An) [U*],f(ng) IT - ;)f(nk)] (B.49)
=1 7 k=j+1 k
N—-2N-2 ) i )\k
+ (LG Wist = Air)0ny>1f(ny) [T (1= 25)F ()] (B.50)
._ _ /U] o Vi
J=1 i=j k=j+1
N-1 N-1 L
= Gy(vnv — An) [U*],f(nj) IT a- o) ()] (B.51)
j=1 7 k=j+1 k
N—-2 N-2 ) 7 )\k
+ [F2GT (v = Air)dn 21 (1) IT a- ) ()] (B.52)
j=11i=j+1 7 k=j+1 K
N—-2 )
+ > [FEG (i = Aj1)0n, 21 f (1)) (B.53)
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= Consider the line (B.41)

N—1 j N—j N—j—-1
DG TT (G Aibnz0(On—j<i +0n—jzo [[ (0ni4r < 0)) (Bizj + Sny sy ;>10i25)]
j=1 i=1 k=1 k=1
(B.54)

GN 1 G An_10N— 1>0 (B.55)

N-2
+ [G:_ Gz_Jrl Ai(siz()&i_;_lzl] (B.56)

i=1

j N—j—1
+ 3 D 1G] (G Widnz0 [T (0nigk <0) (Bimj + Onyyiy>10i25)] (B5T)
j ; k=1

GN 1 AN—1dn—1>0 Gy (B.58)
N-2
+ (G Nibi>o0 Gy Gip1>1] (B.59)
=1
N-2j—1 N— ] N—j—1
+ G k+z A 5n1>0 H 5nl+k < 0) 6”N+z J>1] (B60)
7j=2 =1 k:l k=1
N-2 N— ] N—j—-1
+ > [Gr Gros)(Njon>0 [ (0njpnk <0)] (B.61)
j=1 k:l k=1
(UN >\N) G h(nN ) (B.62)
N-2
+ ) [(Wisr = A1) Giiq Onipy>1 h(ng))] (B.63)
=1
N—2j—1 N—j—1
+ D G Nibnz0 Gy iny—ivizt [ (Grpidngri<o)l (B.64)
j=2 i=1 k=1
N—-2 N—j—1
+ ) [GNGASnz0 [ (Grajongik <0)] (B.65)
j=1 k=1
= (vnv = An) Gy h(nn-1) (B.66)
N-2
+ 2 [wipr = A1) Gipy Onipy>1 h(n)] (B.67)
i=1
N-2j-1 1
+ (Vi1 = Aig1)h(ng) Gy ]+15nwfj+izlrﬂ(vzv—j+i — AN—j+i)- (B.68)
j=2 i=1 v
N—j—1 A
k+i
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P V+i
N-2 N—j—1 A
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=1 J k=2 Vk+j

(B.69)
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= (vn — An) Gy h(nn-1) (B.70)
N-2
+ 2 iy1 = Xip1) Gy Ong >0 h(ni) (B.71)
=1
N-2 ]*1 ijfl )\
— k41
+ h(n;) GN_j+i5nN—j+i21(UN—j+i - )‘N—j-i-i) (1- +' )f (i) (B.72)
o - Uk:—|—7,
7=2 i=1 k=1
N-2 N—j—1 i\
_ k
+ (v — AN)Gy h(n;) H (1 ’ )f(nk+j) (B.73)
j=1 k=1 Ukt
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j=1 k=1 Vk+j
N—-1 N-—1 )\k
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j=1 k=1+j F

= Consider the summation (B.51)+(B.75)

= Gylon = A ((E ) +hng) TT =) f0w))) (B.76)
= Y k=j+1 Yk
N-1 N-1 " N, Nl "
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J=1 k=j+1 Uk I k=jt1 Uk
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= Consider the summation (B.53)+(B.71)

=2

—2

N-2
A _
[Uj Gj+1(vj+1 )‘j+1)5n1+1>1f ny )+ Z (Vi1 — Ait1) Gi+1 5ni+121 h(n;)
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N-2 N=2 s
= G (s = Nj1)n, y>1] — Y [(1 - U*J,)f(nj)G]H(ij = Xj+1)0n; 1 >1]
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= Thus, the equilibrium equation reduces:
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= After further simplifications:
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where

A
(1- %)(AN5RN>O + ANy =1 + W Ony=1) = (U8 = AN) Gy Gny>0 (B.92)

= Thus, the equilibrium equation has became as the following:

- (1= 0G5 = Ay 21 (B.93)
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= Summation of (B.94) and (B.95) reduces:
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since, v1 = A1 and H{;:l (1-— )‘—’;)f(nk) =0.

v

= So finally the left and right hand sides of the equilibrium equation cancel each other.

Also, P value can be calculated by using the fact that summation of the probabilities is
1:

: (B.96)
B Z i) (B.97)
nl__oo_l A s > V; )
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Thus,
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completing the proof.
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