arXiv:1611.01428v3 [cs.IT] 26 Jun 2018

Almost universal codes for MIMO wiretap channels

Laura Luzzi, Roope Vehkalahti and Cong Ling

Abstract—Despite several works on secrecy coding for fading
and MIMO wiretap channels from an error probability perspec-
tive, the construction of information-theoretically secure codes
over such channels remains an open problem. In this paper, we
consider a fading wiretap channel model where the transmitter
has only partial statistical channel state information. Our channel
model includes static channels, i.i.d. block fading channels, and
ergodic stationary fading with fast decay of large deviations for
the eavesdropper’s channel.

We extend the flatness factor criterion from the Gaussian
wiretap channel to fading and MIMO wiretap channels, and
establish a simple design criterion where the normalized product
distance / minimum determinant of the lattice and its dual should
be maximized simultaneously.

Moreover, we propose concrete lattice codes satisfying this
design criterion, which are built from algebraic number fields
with constant root discriminant in the single-antenna case, and
from division algebras centered at such number fields in the
multiple-antenna case. The proposed lattice codes achieve strong
secrecy and semantic security for all rates R < C}, —C.—k, where
C, and C. are Bob and Eve’s channel capacities respectively, and
k is an explicit constant gap. Furthermore, these codes are almost
universal in the sense that a fixed code is good for secrecy for a
wide range of fading models.

Finally, we consider a compound wiretap model with a more
restricted uncertainty set, and show that rates R < C, — Ce —
are achievable, where C; is a lower bound for Bob’s capacity
and C. is an upper bound for Eve’s capacity for all the channels
in the set.

Index Terms—algebraic number theory, division algebras,
fading wiretap channel, information theoretic security, lattice
coding, MIMO wiretap channel, statistical CSIT.

I. INTRODUCTION

The wiretap channel model was introduced by Wyner [2],
who showed that secure and reliable communication can be
achieved simultaneously over noisy channels even without
the use of secret keys. Wyner’s secrecy condition, which is
sometimes called the weak secrecy condition, requires that
the normalized mutual information +I(M;Z"*) between the
confidential message M and the channel output Z* should
vanish when the code length k£ tends to infinity. However,
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certain weak secrecy schemes exhibit security flaws [3], and
today the most widely accepted secrecy metric in the infor-
mation theory community is Csiszar’s strong secrecy [4], i.e.
I(M; Z*) should tend to zero when k tends to infinity.

While in the information theory community confidential
messages are often assumed to be uniformly distributed, this
assumption is not accepted in cryptography. A cryptographic
treatment of the wiretap channel was proposed in [5] to com-
bine the requirements of the two communities, establishing
that achieving semantic security in the cryptographic sense is
equivalent to achieving strong secrecy for all distributions of
the message. This equivalence holds to some extent also for
continuous channels [6, Proposition 1].

A. Known results on the secrecy capacity of wiretap channels

The original work of Wyner considered discrete channels;
the Gaussian wiretap channel was first studied in [[7] where
it was proven that its (weak) secrecy capacity is Cp — Co,
where Cj, and C, are the capacities of Bob and Eve’s channels
respectively. Ergodic fading models were first considered
in [8, 9] and their secrecy capacity was investigated under
the assumption of perfect channel state information at the
transmitter (CSIT); [9] also considered the scenario where the
CSI of the legitimate channel is perfectly known, but there is
only statistical information about the wiretapper’s channel, and
gave some degrees of freedom results in this case. All these
early works were under the assumption of weak secrecy.

Clearly, the assumption of perfect CSIT about Eve’s channel
is unrealistic in most cases, and for fast fading channels, even
the assumption of perfect CSIT about Bob’s channel may be
problematic. A general (non-explicit) formula for the secrecy
capacity of a fading wiretap channel with imperfect CSIT
was given in [10] for an intermediate secrecy metric based
on variational distance. With statistical CSIT only, the weak
secrecy capacity is C, — C, for i.i.d. Rayleigh fading wiretap
channels such that Bob and Eve’s channels are independent
[L1].

Note that while it is often argued that it is possible to obtain
strong secrecy from weak secrecy “for free” using the privacy
amplification technique in [12], applying this technique to
fading channels without CSIT seems to be an open problem;
see the discussion in [13].

The weak secrecy capacity of multiple-input multiple output
(MIMO) Gaussian wiretap channels was investigated in [14—
17] assuming perfect CSIT. In this setting, it was also shown
in [18] that the MIMO channel can be decomposed into
parallel channels, allowing to use scalar Gaussian codebooks
to achieve strong secrecy.

The case of fading channels where only statistical CSIT is
available is less well-understood. In [19] it was shown that
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the weak secrecy capacity for i.i.d. Rayleigh fading MIMO
wiretap channels is C, — C, if Bob and Eve’s channels are
independent.

Yet these channel models are rather restrictive, since know-
ing the channel statistics of the wiretapper is a strong assump-
tion. A more general model is the compound channeﬂ, where
Bob and Eve’s channels belong to a certain uncertainty set
(Dy, D.). Following the standard convention in [20] we say
that a sequence of wiretap codes achieve rate R if it achieves
the strong secrecy rate R for each of the pairs (D, D.) €
(Dy, D.) in the uncertainty set uniformly, i.e. Eve’s leakage
and Bob’s error probability tend to zero uniformly. The com-
pound capacity can then be defined as the maximal achievable
rate. The ultimate goal of code design would then be to find a
code that uniformly achieves rate Cj, — C, for all the channel
pairs such that Bob’s capacity is lower bounded by Cj, and
Eve’s capacity is upper bounded by C,. Unfortunately it is not
known whether this goal is achievable. The secrecy capacity
of degraded compound wiretap channels was studied in [21-
23]. An arbitrarily varying MIMO channel with no CSI about
the wiretapper was considered in [13], assuming perfect CSI
of the legitimate channel and that the wiretapper has less
antennas than the legitimate receiver. For arbitrarily varying
wiretap channels, the deterministic compound capacity was
shown to be discontinuous with respect to small variations in
the uncertainty set [24].

If we relax the constraint of uniform convergence in the
definition of compound capacity as in Han’s definition [25]
(see also the discussion in [26]), then we can deal with more
general uncertainty sets. With Han’s definition, a wiretap code
achieves rate IR over the compound channel if it achieves this
rate for any channel pair (D, D.) € (Dp, D) individually.
Obviously the compound capacity in Han’s sense cannot be
smaller than the standard compound capacity, but again it is
not known for general uncertainty sets.

B. Previous code constructions

Coding for wiretap channels. In the case of discrete memo-
ryless channels, the first wiretap code constructions were based
on polar codes [27] and LDPC codes [28] for degraded and
symmetric wiretap channels. The polar code construction was
extended to general wiretap channels in [29, 30].

Lattice codes for the Gaussian wiretap channel under an
error probability criterion were first proposed in [31, 132].
Subsequent works on algebraic lattice codes extended the error
probability approach to fading and MIMO channels [33-36].

In the case of Gaussian wiretap channels, [6] considered
the problem of designing lattice codes which achieve strong
secrecy and semantic security. Following an approach by
Csiszdr [4, 37], strong secrecy is guaranteed if the output
distributions of the eavesdropper’s channel corresponding to
different messages are indistinguishable in the sense of vari-
ational distance. To this aim, the flatness factor of a lattice

! We note that typically the compound model in the MIMO literature refers
to a scenario where the uncertainty set consists of static channels. However,
one can consider more general uncertainty sets which contain both static and
time-varying channels.

was proposed in [6] as a fundamental criterion which implies
that conditional outputs are indistinguishable. Using random
coding arguments, it was shown that there exist families of
lattice codes which are good for secrecy, meaning that their
flatness factor is vanishing, and achieve strong secrecy and
semantic security for rates up to 1/2 nat from the secrecy
capacity. The work [38] adopted the flatness factor as a design
criterion in MIMO wiretap channels, yet it is unclear whether
that approach achieves strong secrecy.

Other non-algebraic lattice code constructions with strong
secrecy include polar lattices for Gaussian wiretap channels
[39]. A different approach (not based on lattices) in [40]
achieves the strong secrecy capacity of the Gaussian wiretap
channel using 2-universal hash functions.

Universal codes for fading channels. Several previous
works considered the problem of designing universal codes
for fading and MIMO channels without secrecy constraints.
Division algebras were first used to obtain MIMO codes
that are “approximately universal” from the point of view
of the diversity-multiplexing gain trade-off in [41]. Lattice
codes with precoded-integer forcing were shown to achieve
constant gap to MIMO capacity in slow fading channels in
[42]. Most closely related to the present work, [43] proposed a
construction of algebraic lattices based on number field towers
which are almost universal over static and ergodic fading
MIMO channels. More recently, random lattice codes from
Generalized Construction A were shown to achieve compound
capacity for the uncertainty set of static MIMO channels
[44]. After this paper was first submitted, the Generalized
Construction A was extended to a MIMO wiretap setting [45].

C. Main contributions

Main results. We consider a MIMO fading wiretap channel
model where the transmitter has only access to partial statisti-
cal CSI, while the legitimate receiver has perfect knowledge of
its own channel, and the eavesdropper has perfect knowledge
of both channels. All static, i.i.d. fading and i.i.d. block
fading, and all ergodic fading models are allowed for the main
channel. For the eavesdropper’s channel, our results hold for
static channels, i.i.d. fading and block fading channels, and
stationary ergodic channels with faster than linear convergence
in the law of large numbers.

We propose an algebraic construction of lattices which
achieve strong secrecy and semantic security for all secrecy
rates R < C, — C. — K, where C}, and C, are Bob and Eve’s
channel capacities respectively, and « is an explicit constant
gap which depends on the geometric invariants of the chosen
latticed.

Our codes are almost universal in the sense that given CY
and C., the same code is good for secrecy for a wide range
of fading models. Since for many of the channel models we
consider we don’t know the actual strong secrecy capacity, the
achievable rate Cj, — C, — k provides a lower bound.

2For stationary ergodic eavesdropper’s channel models with slow conver-
gence in the law of large numbers, we can guarantee weak secrecy for the
same rates.



Thanks to the universality property, our codes do achieve
a constant gap to the compound capacity in Han’s sense. The
gap is at most « because for some wiretap channels in the
compound set, the achievable rate is at most C, — C,. For
individual fading channel pairs where the capacity is known
to be Cp, — C, our gap to capacity is exactly k.

We also consider a compound channel model with the
standard definition of compound capacity, and prove that if
we consider a more restrictive uncertainty set, then we can
guarantee uniform bounds for the error probability and the
leaked information, and our codes achieve a constant gap « to
the standard compound capacity.

Unfortunately, for the best currently known families of
lattices from algebraic number fields the value of s turns out
to be very large: 9.75 bits per complex channel use, which
for an i.i.d. Rayleigh fading channel corresponds to an SNR
advantage of approximately 30 dB for the legitimate receiver.
Some perspectives to improve this gap are discussed in the
conclusion of the paper.

Design criteria. We extend the secrecy criterion based on
the flatness factor in [6] to the case of fading and MIMO
channels and propose a family of concrete lattice codes from
algebraic number fields satisfying this criterion. Intuitively,
a vanishing flatness factor, to be defined precisely in our
paper, implies that the output distributions of the eavesdrop-
per’s channel corresponding to different messages converge to
the same distribution (which depends on the eavesdropper’s
channel). Hence no information is leaked to the eavesdropper
asymptotically, even if she knows her channel as well as the
legitimate user’s channel.

The key feature to guarantee secrecy is that the dual of
the faded lattice at the eavesdropper should have a good
minimum distance, so that the flatness factor of the faded
lattice vanishes with high probability. At the same time, to
guarantee reliability, the faded lattice at the legitimate receiver
should have a good minimum distance when the channel is not
in outage.

More precisely, we establish a simple design criterion
where the normalized product distance | normalized minimum
determinant of the lattice and its dual should be maximized
simultaneously; in the case of the Gaussian wiretap channel,
the packing density of the lattice and its dual should be
maximized]. The gap x to the secrecy capacity only depends
on these geometric invariants.

Lattice construction. Our wiretap lattice codes are con-
structed from a particular sequence of algebraic number fields
with constant root discriminanfl. These lattices were already
used in [47,143] to design almost universal codes for fading and
MIMO channels without secrecy constraints. In this paper, we
show that the underlying multiplicative structure and constant
root discriminant property guarantee that the lattices and their
duals satisfy our joint design criteria for secrecy. Compared to
[43], we also improve the coding rate by replacing spherical

3The dual code also plays a role in the design of wiretap codes for discrete
memoryless channels, such as LDPC codes for binary erasure wiretap channels
[28].

4Coincidentally, the sequences of number fields that we consider are also
used in lattice-based cryptography [46].

shaping with a discrete Gaussian distribution over the infinite
lattice as in [6].

D. Organization of the paper

To make the paper reader-friendly, we present our method-
ology firstly for single-antenna fading wiretap channels, then
for MIMO wiretap channels, since the latter requires division
algebras which are more technical. The rest of the paper is
accordingly organized as follows. In Section II, we introduce
some technical tools, such as the lattice Gaussian distribution,
the flatness factor, and ideal lattices. Section III is devoted
to code construction and security proofs for single-antenna
fading wiretap channels. The proposed lattice codes can be
generalized to the MIMO case using the multi-block matrix
lattices from division algebras in [43]. This is accomplished in
Section [[V] and [Vl which may be skipped in the first reading.
In Section we extend our achievability results to the
compound model. In Section [VIIl we discuss the implications
of our results in terms of code design criteria. Finally, Section
concludes the paper and presents some open problems.

II. PRELIMINARIES
A. Basic lattice definitions

In this section we recall some basic notions about lattices
and define the corresponding notations.

Consider C* as a 2k-dimensional real vector space with the
real inner product

(x,y) = R(xTy). (1

This inner product naturally defines a metric on the space C*
by setting ||x|| = /(x,x). With this inner product, we can
identify C* with R?* with the canonical real inner product,
through the isometry

D21,y 2k) = (R(21), .-, R(2k), S(2k), - - -, S(2k)). (2)

An n-dimensional lattice A is a discrete subgroup of R"
defined by

AZ{ng : XEZ”},

where the columns of the generator matrix Mg € M, (R) are
linearly independent.

We consider lattices of even dimension n = 2k in the
Euclidean space R?*, which is identified with the complex
space C* through @). Given a lattice A C C*, we define the
dual lattice as

A ={xecCF|VyecA, (xy)cZ). 3)

A fundamental region of the lattice A is a measurable set
R(A) C R™ such that R™ is the disjoint union of the translates
of R(A), i.e. R = [Jyca(R(A) + X). We denote by V(A)
the volume of any fundamental region of A, and by A;(A) the
minimum distance of the lattice, i.e. the smallest norm of a
non-zero vector:

A(A) = Al

min
AeA\{0}



B. Flatness factor and discrete Gaussian distribution

In this section, we define some fundamental lattice param-
eters that will be used in the rest of the paper. For more
background about the smoothing parameter and the flatness
factor in information theory and cryptography, we refer the
reader to [48, 16, 149].

Let f, /5 () denote the k-dimensional circularly symmetric
complex normal distribution with mean ¢ and covariance
matrix X

I —@os @

_ k
f\/ic(z) = 771"@ det(E) vz € C”.

We use the notation f, ¢(z) for f,1c(z) and fys for f s
Given a lattice A C C*, we consider the A-periodic function

fusa@ => frsalz), vzeCh
A€A
Note that the restriction of f 5 ,(2z) to any fundamental
region R(A) is a probability distribution.

Definition 2.1: Given a complex lattice A C CF and
a positive definite matrix ¥ € M, (C), the flatness factor
ea(VX) is defined as the maximum deviation of f /5. from
the uniform distribution over a fundamental region R(A) of
A, with volume V' (A):

A (VD) = max [V(N)fys () 1.
Compared to [€], in this paper we use an extended version
of the flatness factor for correlated Gaussians, related to the
extended notion of the smoothing parameter in [49]. We also
extend the definition to the case of complex lattices. In the
case of scalar matrices we write € (o) = ep (o).

Note that correlations can be absorbed by the lattice in
the sense that ey (vX) = €51, (I), and that ex(vE1) <
ea(v/X2) if ¥ and X5 are two positive definite matrices with
31 = Xo.

Definition 2.2: Given a lattice A and ¢ > 0, the
smoothing parametef) . (A) is the smallest s such that
DA eA-\ {0} e~ 55 INIP < ¢, where A* is the dual lattice.
For scalar covariance matrices the smoothing parameter is
related to the flatness factor as follows [6]:

V2mo =n.(A) if and only if ep(o]) =e.
More generally, for X > 0 we can say that
Vs = ne(A) if ep(VE) <e. 4)

The smoothing parameter is upper bounded by the minimum
distance of the dual lattice [48]. More precisely, we have the
following corollary of a result by Banaszczyk [50]:

Lemma 2.3: Suppose that A is an n-dimensional lattice, and
consider two constants ¢ > \/%, C = C\/ﬁe’7rc2 < 1.

nc

If > /\\QA), then

>

AeA\{0}

oy . O
L) P

< &)

5We define the smoothing parameter per complex dimension, which differs
by a factor v/2 from the definition in [48]. We have adjusted the bounds on
ne (A) accordingly.

Therefore the smoothing parameter of the dual lattice is
bounded as follows:
V2ne cm
A< ——  fi = —. 6
O WVl erer ©)
Equivalently, in terms of the flatness factor,
Cn
€Ar vne N . (7)
VAL (A) 1-Cn»

Proof: Let B be the open unit ball, and p(A) =
ZmeA e~™_ From Lemma 1.5 in [50] we have that

Ve >

& T
T V2T

where C' = ¢v/2me e~ Then we can write

p(A\ ev/nB) < C?p(A) = C"p(A\ ev/nB) + C" p(A N ey/nB)

C’n.
Now suppose that 7 > /\cl‘(/f) and consequently 7A \ ¢cy/nB =

7A\ {0}. We have
2. 2

p(A\ ev/iiB) < C" p(A),

.2 2
i L

emImAI” = p(rA 0\ {O})

AeA\{o} TAeTA\{0}
cn cn

= p(TA\ ev/nB) <+ p(A N ev/nB) = ——-p({0})

T 1-Cn

The second tool that we need to define our lattice coding
schemes is the notion of discrete Gaussian distribution.
Given ¢ € CF and ¥ = 0, the discrete Gaussian distribution
over the (shifted) lattice A —c C CF is the following discrete
distribution taking values in A — c:

_ fys(A—=¢)
2onen f\/f()‘/ —c)

The following result is a generalization of Regev’s
lemma [51], Claim 3.9] (see also [6, Lemma 8]) to correlated
Gaussian distributions. The proof is given in Appendix [Al

Lemma 2.4: Let X; be sampled according to the discrete
Gaussian distribution D, | . s and X be sampled according
to the continuous Gaussian f\/2—2. Let X9 = X1 4+ X9 and
Y1 = %' +%;". Denote by g(x) the density of the random
variable X = X; + Xo. If

DAfc.,\/E()‘ - C)

ea(Vr)<e< (8)

1
2 3
then the L' distance V(, ) between the distributions g and
[ /=5 is bounded as follows:

We will also need a basic result concerning linear transfor-
mations of discrete Gaussian distributions, which is proven in
Appendix

Lemma 2.5: Let X be sampled according to the k-
dimensional discrete Gaussian distribution D, e /S and let



A € M;(C) an invertible matrix. Then the distribution of
Y =AX is DA(AJrc),\/M'
Finally, we introduce subgaussian random variables, whose
tails behave similarly to the Gaussian tail distributions:
Definition 2.6: A random vector z taking values in CF is
§-subgaussian with parameter o if Vt € CF, E[e%(tfz)] <
S It
For a complex Gaussian vector z ~ Ng(0, ), E[e®t'2)] =
e3t' St
The following result holds (see also [52, Lemma 2.8]):
Lemma 2.7: Let X ~ Dpc s be a k-dimensional discrete
complex Gaussian random variable, and let A € M;(C).
Suppose that €5 (o) < 1. Then Vt € CF,

B[R 0] < (LEAlD)Y = ate)”
“\1l—-¢ea(o0)

The proof can be found in Appendix [Cl

C. Ideal lattices from number fields with constant root dis-
criminant

Let us first formalize some properties of algebraic number

fields that are relevant for our construction of algebraic lattice
codes in the single-antenna case. We refer the reader to [53]
for the relevant notions about number fields.
Let F be a totally complex number field of degree [F :
Q] = 2k, with ring of integers Op. We denote by dp
the discriminant of the number field. The relative canonical
embedding of F into CF is given by

1#(55) = (Ul (CL‘), cee 70k($))7

where {o1,...,0%} is a set of Q-embeddings F' — C such
that we have chosen one from each complex conjugate pair.
Assume that 7 is a fractional ideal of F, that is, there exists
some integer a such that aZ is a proper ideal of Op. Then
A = ¢(Z) is a 2k-dimensional lattice in C¥. In particular,
»(OF) is a lattice.

We define the codifferent of F' as

O}/p = {.I' eF: TI’F/Q((EOF) - Z}

The codifferent is a fractional ideal, and its algebraic norm is
the inverse of the discriminant:

N(O}) = 1/dp. )

The codifferent embeds as the complex conjugate of the dual
lattice:

A = 20(0%). (10)
Using Lemma equation (@), we have that Ve > \/Lz_w
Vike Vke
e, (A) < NS T — (11)
M(AS) A ($(O))

2k
whereaszw—>0ask—>oo@

A similar result is shown in [4d, Lemma 6.2] for ¢ = 2~ 2F_ In this paper
we prefer to consider general € in order to get the best possible secrecy rates.

Due to the arithmetic mean — geometric mean inequality,
for any fractional ideal Z of Op, A1 (¥(Z)) > VE(N(Z))z=.
In particular, from @) we get

MWOF) = M ($(0%) = VE/ |dr|*F .

Combining equations and (12)), we find that the smoothing
parameter of A is upper bounded by the root discriminant:

12)

2k
1—-C%’

Note that as long as ¢ > \/%, we have C < 1l and ¢, — 0
exponentially fast, but the rate of convergence will get slower
if C' is very close to 1.

In order to have small smoothing parameter when the dimen-
sion k is large, we need the discriminant |dp| to grow as
slowly as possible with k.

Given a family 7 = {F}} of number fields with [F} : Q] —
oo as k — oo, we define the asymptotic root discriminant [54]
of F as

nen (M) < c|dp|?  for e = (13)

rdr = limsup |d |7 | (14)

k—o0
The following theorem by Martinet [55] proves the exis-
tence of infinite towers of totally complex number fields with
constant root discriminant:
Theorem 2.8 (Martinet): There exists an infinite tower of
totally complex number fields Fo = {Fy} of degree 2k =
5.2t such that

ldp, | = G ~ 92.368. (15)

Consequently, rdr, ~ 92.368.

The value for rd» in Theorem is not the best known
possible; the existence of a family of totally complex number
fields Fyps with rdg,,,, < 82.2 was proved in [56]. However,
for the number fields in this family, the root discriminant is
not constant although it remains bounded.

Remark 2.9: Although in principle the number fields in the
families F¢ and Fgps can be computed explicitly for fixed
degree k, at present an efficient algorithm to do so is not
available; see the discussion in [43].

Given a sequence F = {F}} of number fields, we denote
by {A(fk)} = {Y(OF,)} the corresponding sequence of lattices
in C*, with volume

V(AY) =277\ /[dp].

D. Ideal lattices and normalized product distance
Given an element x = (x1,...,7;) € C* we will use the
notation p(x) = Hle |z;|, and define

p(A) = inf

xeA\{0} p(x)-

A classically used parameter to design lattices for the
Rayleigh fast fading channel [57] is the normalized product
distance

(16)

The proof of the following will be given in Appendix [Dl



Lemma 2.10: Let F'/Q be a totally complex extension of
degree 2k and let ¢ be the relative canonical embedding and
T a fractional ideal of F'. Then

23 23
Np(¥(Z)) 2 —, Np(¥(I)") = —-
|dp| |dp|7

In other words, given a fixed number field F', the product
distances of all its ideal lattices and their duals are lower
bounded by the same value 25 /|dp|T, which only depends
on the size of the discriminant of the field F'.

This property of number fields immediately implies a result
concerning the euclidean distance of lattice points in ideal
lattices.

Definition 2.11: Given a 2k-dimensional lattice A in CF, its
Hermite invariant is defined as

2 2
A= e A M@
xeA\(o} V(A)F  V(A)F

Using the arithmetic — geometric mean inequality, we have
for all 2k-dimensional lattices that
h(g(A)*

kb
Therefore, given a fixed number field F', for any ideal Z we
have that
2k 2k

h(Y(Z)) > [/ h(y(1)7) = Tdn 2

In other words, given a number field with small discrim-
inant, then all the ideal lattices and their duals have large
Hermite invariants.

(Np(A))? < (17)

(18)

III. SINGLE-ANTENNA FADING WIRETAP CHANNEL
A. Channel model

We consider the single-antenna ergodic fading channel
model illustrated in Figure [II where the outputs y and z at
Bob and Eve’s end are given by

Yi = N5 + Wy g,
2 = heixi + we g,

1=1,...,k 19)
where wp;, we; are ii.d. complex Gaussian vectors with
zero mean and variance o7, o2 per complex dimension. A
confidential message M and an auxiliary message M’ with
rate R and R’ respectively are encoded into x. We denote by
M the estimate of the confidential message at Bob’s end. We

define H, = diag(he1,...,her), Hy = diag(hp1,..., o k).
The input x satisfies the average power constraint
1t
=) lulP <P (20)
i=1

We suppose that hy ;, he ; are isotropically invariant chan-
nels such that the channel capacities Cj, and C. are well-
defined. All rates are expressed in nats per complex channel
use.

We assume that the weak law of large numbers (LLN) holds
for Bob’s channel: Vé > 0

P |hy;
Plhpil” b 2\ %)
o

kli_)rgoP{ Zl <

> 6} =0, 21)

wy
o[}

EB—Z> EVE

!

We

M, M’
ALICE —>| ENC H,

Fig. 1. The fading wiretap channel.

This general setting includes the Gaussian channel, i.i.d. block
fading channels where the size of the blocks is fixed and the
number of blocks tends to infinity as well as all ergodic fading
channels.

Moreover, we require a stricter condition for Eve’s channel,
i.e. the asymptotic rate of convergence in the LLN should be
faster than o (1): V&' > 0,

P |he i )

or{in(is

This condition is satisfied for static channels, i.i.d. fading
channels and i.i.d. block fading channels, and ergodic channels
whose decay of large deviations is vanishing with rate o (igﬂ

Recall that in the ergodic case, C}, = Ey, [ln (1 + Plhy| }

and C, = Ej, E 1+ Plh ° ] where hy and h, are random
variables with the same ﬁrst order distribution as the processes
{hb,z},{he,l} [58]

We suppose that Bob has perfect CSI of his own channel,
and Eve has perfect CSI of both channels. Alice has no
instantaneous CSI, apart from partial knowledge of channel
statistics. More precisely, the knowledge of Cj, and C, and of
the properties and is sufficient for Alice.

Definition 3.1: A coding scheme achieves strong secrecy if

Ce|> 5’} =0 (22)

Jim. P{M # M} =0,
hm I(M;z, H.) = 0.

k—o00

Definition 3.2: A coding scheme achieves weak secrecy if
Jim. P{M # M} =0,

lim EH(M z,H,) =

k—o0

Remark 3.3: Even if Eve knows Bob’s channel H, and even
though H, and H; are possibly correlated, the leakage can
still be expressed as I(M;z, H.). In fact, the Markov chain

"This condition was missing in the conference version of this paper [1],
where it was stated that Corollary 3. 71holds whenever Eve’s channel is ergodic.
Actually ergodicity is not sufficient with the current approach. Here we make
that statement more precise.



z — H, — Hj, always holds, and using the chain rule for mutual
information twice we get

H(M;Z|H€,Hb) = ]I(M, Hb;Z|H€) — ]I(Hb;Z|H€)
= H(M, Hb;Z|He) = ]I(M;Z|He) - H(Hb;Z|Ma He)
=1(M;z|H,).

Remark 3.4: To the best of our knowledge, in the case
of statistical CSIT only, for general channels the strong
and weak secrecy capacities Cs and C’ are not known.
In [11] the equality C¥ = Cp — C. was shown in the
case of i.i.d. Rayleigh fading channels where Bob and Eve’s
channels are independenl@. In [59, Lemma 2], it was shown
that CY¥ > (% — C. for arbitrary wiretap channels. In [37]
(Corollary 2 and remarks about Theorem 3) it was noted
that this result extends to the strong secrecy metrics for i.i.d.
channels provided that exponential convergence holds in the
Chernoff bound; [[10] deals with general ergodic channels but
considers an intermediate secrecy metrics (stronger than weak
secrecy but weaker than strong secrecy).

B. Lattice wiretap coding
Let Agk) C Al()k) be a pair of nested lattices in C* with
nesting ratio |Ay/A.| = €%, and volumes

(meP)*
ekR/ )

(meP)*

V(AE) = ek(R-‘rR’)’

V(Ap) = (23)

where R’ > 0. To simplify the notation, we will omit the
dependence on k of the lattices unless necessary.
Let R(A.) be a fundamental region of A.. We consider the
secrecy scheme in [[6], where each confidential message m €
M ={1,...,eF} is associated to a coset leader A, € Ay N
R(Ae). To transmit the message m, Alice samples x € Ay
from the discrete Gaussian Dy, 4, o, With 02 = P. We
denote this lattice coding scheme by C(Ay, A¢).

Remark 3.5 (Power constraint and rate of auxiliary mes-
sage): Let 0, = ”T_t — 1 ast — 0. It follows from [|6, Lemma
6 and Remark 6] that V0 <t <, if e = €, (VO,P) <1,

27T6k

Ef|x|*] - kP| < P,

1—¢ k
Thus as £k — oo, the variance per complex dimension of x
tends to P provided that

kl;m EAE:k) (\/ GtP) = 0,

and the power constraint (20) is verified asymptoticallyﬁ. From
(6, Lemma 7 and Remark 7], the information rate H(M') of
the auxiliary message M’ (corresponding to the choice of a
point in A.) is bounded by

(24)

’MMQ—OMWH—%MV@Q)ﬁW@Q

= —log(l —ex) + ex(141/tY),

T
1—¢ k

8Note that the weak secrecy capacity is an upper bound for the strong
secrecy capacity.

?More precisely, one can choose any 02 < P, so that the power constraint
is verified for k£ large enough. We omit this step to simplify the notation.

where v¢(e;) — 0 as e, — 0. Therefore we have
[H(M") — R'| < vy(er).

If €, — 0, the entropy rate of the auxiliary message tends to
R’ as k — oo.

Coding scheme based on number fields with constant root
discriminant. Given a sequence F = {F}} of number fields,
let {Agrk)} be the family of lattices defined in Section
We consider scaled versions Ay = abA(]ff), A, = aeA(}lf) such
that (23)) holds.

Since the choice of R and R’ determines the scaling factors
ap and a., we will denote the corresponding lattice coding
scheme by C(Ar, R, R).

C. Achievable secrecy rates

We now state our main result, which will be proven in
sections =Dl and [TI=E}

Theorem 3.6: Consider the wiretap scheme C(Ap, Ac) in
Section and suppose that there exist positive constants
tp, te such that

lim inf Np(Ap)?/* > t, liminf Np(A)¥* > t,.  (25)
k—o0 k—o0

where Np is the normalized product distance defined in (I6).
If the main channel and the eavesdropper’s channel verify the
conditions 1) and @22)), then the codes C(Ap, A.) achieve
strong secrecy for any message distribution p,s, and thus they
achieve semantic security, if

e

R'>Ce+1n( )—1nte,

4
R+R <Cy—In <—> + In tp.

e

™

(26)

Thus, any strong secrecy rate

R<(Cy—C,—2In (%) + Intpt,
is achievable with the proposed lattice codes.

Then, we can state the following Corollary.

Corollary 3.7: Let F = {F}} be a sequence of number
fields with rdr < oo, where rdr is the asymptotic root
discriminant defined in (14). If the main channel and the
eavesdropper’s channel verify the conditions and
respectively, then the wiretap coding scheme C(Ar, R, R’)
achieves strong secrecy and semantic security if

R >C,+In (erdf) . R+R <Cy—In (2rdf> . @7
27 e

Thus, any strong secrecy rate
R<Cy—Ce—2In(rdr /7)

is achievable with the proposed lattice codes.

Proof of the Corollary: By using the definition of
normalized product distance and Lemma we find
that for the number field lattices C(Ar, R, R’) we have
liminfy 0o Np(Ae)® > 2/ rdr and liminfy_,o Np(AZ)% >
2/ I‘d]: . O
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Fig. 2. Achievable rate for a single-antenna i.i.d. Rayleigh wiretap channel,
where the SNR for Eve is fixed at 5 dB.

Remark 3.8: Let S(Cy,C.) denote the set of all ergodic
stationary isotropically invariant fading processes {(Hy, H.)}
such that and hold. The proposed codes are al-
most universal in the sense that a fixed coding scheme
C(A®) R, R') with rates satisfying (26) achieves strong se-
crecy and semantic security over all channels in the set
S(Cy, C.). Moreover, it is clear from the statement of Corol-
lary 3.7] that this fixed code will also achieve secrecy over all
fading processes in S(C},CY) for all C] > Cj and for all
C! <C..

Although a rate of convergence of the order o (k) in the law
of large numbers for Eve’s channel seems to be necessary for
strong secrecy, any rate of convergence is enough to guarantee
weak secrecy:

Proposition 3.9: Suppose that 23) holds for the wiretap
scheme C(Ay, A.). If the condition ZI) holds for the main
channel and V4’ > 0 we have

. g P |he,il?
klirgoP{‘E;m <1+ %)—Ce
for the eavesdropper’s channel, then C(Ay, A.) achieves weak
secrecy for all rates (26).

In particular, if rdr < oo, any weak secrecy rate R < Cj —
C. —21In(rdF /) is achievable with the codes C(Ar, R, R').

A sketch of the proof of Proposition can be found in
Appendix B

Remark 3.10: At least in the settings in which the secrecy
capacity is known and is equal to Cy = C} — C,, when using
the Martinet family of number fields F¢ the proposed lattice
schemes incur a gap to secrecy capacity of 2In(G/7) nats per
channel use with G = rdr, ~ 92.368, i.e. approximately 6.76
nats (or 9.76 bits) per channel use. When the main channel
and eavesdropper’s channel are i.i.d. Rayleigh channels, this
corresponds to an SNR gap of approximately 30dB (see
Figure 2).

> 5’} =0 (28)

D. Proof of Theorem 3.6 Secrecy

Let x € A} be the lattice point sampled by Alice from the
discrete Gaussian Dj_42x,,.0,. Then, the received signal z at
Eve’s end is z = H.x + w,. Since the message M and the

channel H,. are independent, the leakage can be expressed as
follows:

I(M;z,H.) =1(M;H.) +1(M;z|H.) =1(M;z|H,)
=Eu. [lpra.ipoya.)] = En. [Ipaspaye)] - (29)

We want to show that the average leakage with respect to
the fading is small. In order to do so, we will show that for any
confidential message m, the output distributions py g, vr=m
are close to a Gaussian distribution with high probability.

1) Fixed channel sequence. First, we prove a bound
for the leakage for a fixed channel sequence H, =
diag(he1,- -, hek).

Proposition 3.11 (Bound for the leakage): Suppose that

Np(A¥)¥ > t, for the 2k-dimensional lattice A., and

that H, = d1ag(hel,...,h87k) is fixed and such that
A <

P8 (14 5 hedf?) < Ce.

Then Ve > \/%, if R > C. + In(2c%e¢) — Int,, for

sufficiently large k > Fk(c), the leakage is bounded by
I(parr; pajm, ) < 8kexR — 8ey In 8¢y, where e = 100% and
C = e\ 2mee™ me?

Proof: For a fixed channel realization H. and a fixed
message M = m, from Lemma we have that Hox ~
DHCACJrHCAm,\/m\/ﬁ' Using Lemma with ¥ =
H.HIP, ¥y = ¢21, we have

V(paig, p=m: f55) < 4ek
provided that

em.n. (VE)

<ep <

=t ) S @)

N)I)—l

where we define
- - =7 +

_ 2 1 _
Yo=HH/P+0o%I, ¥ != 5 ot
Recalling the upper bound (@) in Lemma- we have that for

anyc>r C = cV2me ”Cz,ak:

1 C2k?
T 2eVk
nsk( by HeAe) < Al((\/FHeAe)*)
_ 2eVk
COM(VE(HD) A GV

Using (1Q) and the arithmetic mean — geometric mean inequal-
ity,

Po?
Replacing in (31), we find that
2e [Ty (14 £ |he,s|) %
p(A;)k VP

New (VETTHA,) < (32)



Equivalently, in terms of flatness factor we have

2CHZ 1+ 22 |he il )ik
€ /o €
VE-TH.A. p(AZ)?m k
for fixed fading H.. Now suppose that
Ce
2ce=
— T =—==1 (33)
p(A)*V2rP

Then (3Q) holds for sufficiently large % (depending only on ¢)

and it follows from [|6, Lemma 2] that
L(par; paja.) < 8kerR — 8ep In 8ey,. (34)

Recalling the definition of normalized product distance and
the scaling condition 23)), we have

. me *
Np(A) = s = NV VTR = () Y

Thus we can rewrite the condition (33) as

2ec2eCe

<1
Np(A: )keR/
In particular if the bound holds for Np(A¥)?/*, this
condition will be guaranteed if
2ec2eCe
teeR/ =
or equivalently if R’ > C. + In (2ec?) — Int,. O
2) Random channel sequence. For a random channel se-
quence H, = diag(he,1, ..., hek), we can bound the leakage
as follows:

Ex, [1(par; pajr.)]

< P{ﬁ (1 + P'Z?' )% > eCe+5}(kR)

i=1
k 2 1
Phei &
(1+|75|)k§e06+61. (35)
i=1 Te

Given § > 0, the law of large numbers (22)) implies that

P{ﬁ(H

Therefore the first term vanishes when k£ — oo. If the bound
@3) holds, then Yy > 0, for sufficiently large k, Np(A*)%/* >
te —=. Using Proposition[3.11] V- > 0, the second term in (33))
tends to zero and the scheme achieves strong secrecy provided
that

+En, |1(prrs paja,)

1
P &
—2|he,i|2) >ece+5}%0. (36)

R > C. + 6 +1n(2c¢%) — In(t. — 7).

Since this is true for any J,v > 0 and any ¢ > F we find
that a rate

R >C, +In (%) —Int, (37)

is required for strong secrecy.
Remark 3.12: In equation (37), we improve the gap com-
pared to the conference version of this paper, due to consid-
: 1 —
ering general ¢ > Ton rather than ¢ = 1.

Remark 3.13: In this proof we are only using the fact that
the probability to have a good channel for Eve is vanishing
faster than % Consequently, in the case when Alice does not
know Eve’s channel capacity C, but only knows an upper

bound C. > C. such that
Plhel* ,
SO, 4+6% =0 (38)
Ue

ler&kP{ Zl <

holds, strong secrecy is still guaranteed provided that R’ >
C.+1n (%) — In t.

3) Power constraint and rate of auxiliary message. We still
need to check that the condition 24) holds. This is required
for the power constraint (20), and implies that the information
rate of the auxiliary message tends to R’ asymptotically (see
Remark [3.3).

Proposmon 3.14 (Bound for the flatness factor): Suppose
that Np(A; )k > te for the 2k-dimensional lattice A.. Let 0 <

t<m, 0 = T and ¢ > ﬁ.IfR’ > In(2ec?)—Int, —1In 6y,

2k
then ep, (v/0,P) < e = 1—CW’ where C = cv/2mee="".
Proof: By the arithmetic—geometric mean inequality,

_ \/ENP(A:)%
VAt

oR'/2
= \/—\/_\/ meP

M(AL) > VEp(AL)*

>\FNp(A*)%\/_P

we have

2eVk 2eVT eP
Ne (Ae) < N
1(A2) 7 Jree® 2
Therefore ep_(+/0:P) = €, — 0 provided that
\/— Cc\V T weP
> oo
or equivalently R’ > In(2c¢%¢) — Int, — In ;. O

For ¢ — \/% and t — 0, 8; — 1, we find the condition

2k
Then for &5, = SW’

R >In (%) —Int,, (39)

which is weaker than (37).

E. Proof of Theorem 3.6 Reliability

Recall that to transmit the message m, Alice samples x
from the discrete Gaussian Dp_4x,, 0.
Let y = Hpx + wy, be the received signal at Bob. Note that if
Bob correctly decodes x, he can also identify the right coset
of A, in Ay, and consequently the confidential message m.

1) Fixed channel sequence. First of all, we prove an upper
bound for Bob’s finite-length error probability for a given
sequence of channels H, = diag(hp 1, ..., b k).

Proposition 3.15 (Bound for the error probability): Suppose
that Np(Ay)* > ty, Np(A¥)% > t. for the 2k-dimensional
lattices Ay and A, and that Hy, = diag(he,1, ..., ks k) is given

with £ El 11n (1—|— [P, i ) > (.

Then Ve > \/ﬁ for code rates R+ R’ < C,—1In ( )—I—ln tp,



R’ > In(2ec?) — Int,, the ML error probability for Bob is

bounded by
1
P < Tk €k,
1-— Ek
where ¢, = %, and C = ¢V 2mee ™,

Proof: We suppose that Bob performs MMSE-GDFE
preprocessing as in [60]: let p, = U—PZ, and consider the QR
b

decomposition
Q1
= R7
) ( Q2

_ H,
Hb = 1 I
N
where R, Q1 € M} (C). Observe that flgﬁb = HgHb + é =
RTR, and

2 1 2
ly — Hyx[|” + — [Ix]|
Pb

TX
= XTHbeX + yTbe — XTHTy + y y + p—
b

=x'R'Rx — y'Q1Rx — XTRTQJ{Y +y'y
2
RPN

where C' is a constant which does not depend on x.

Since the distribution of x is not uniform, MAP decoding
is not equivalent to ML. However, similarly to [[6, Theorem
5], for fixed H} which is known at the receiver, the result of
MAP decoding can be written as

XMmap = argmax p(x|y) = argmax (p(x)p(y|x))
xEAy xEAp

g2 =l
=argmax [ e” 2P e 2%
xXEAp

1
— argmin (p— el + fly — be|2)

xeNy

zargminHQly RxH .
xXEA

Thus, Bob can compute

y =Qly = Rx +v, (40)

where v = Qiw;, — (R 1)fx [60].

Clearly, the error probability for the original system model
with optimal (MAP) decoding is upper bounded by the ML
error probability for the system model #0).

The noise v is the sum of a discrete Gaussian and of
a continuous Gaussian. We will show that its tails behave
similarly to a Gaussian random variable.

Suppose that a fixed message m has been transmitted, so
that x ~ D, . /p. It follows from Lemma 27 that x is

d-subgaussian with parameter /P for § = In (”5) provided
that

€= 6/\6(\/?) <1, (41)

which is guaranteed by (39). This is weaker than the condition
@7) we have already imposed for secrecy, so it doesn’t affect

10

the achievable secrecy rate. Consequently, for the equivalent
noise v,

E[em(“")] . [eW(HQIWb)} E |:e—§)?<p1btf(R1)Tx):|

. (1 —i—s) R NN [ (1 +€) el

1—¢ 1—¢

since
1 1

QlQ1+ p—(R’l)TR* = (R™YHf <H§Hb + p—]) Rl=1
b b

Therefore, v is d-subgaussian with parameter o.
For fixed R, from the union bound for the error probability

we get
>

x' €Ny, x"#x

P.(R) < P{x — x'|R}

Note that we have
P{x = x|k} = P{|lv - R(x - x|’ < |v]*}

=P {2(R(x~x),v) > | R(x - x)|*}
—P {a > % |R(x — X')II}

where a = R (%) is a real scalar random variable

with zero mean. By subgaussianity of v, V¢ > 0

‘Tb t2

E[e!] < efe™

Using the Chernoff bound, we find that V¢ > 0
1 t ’
P {a > SR - x')||} < Elete)e= 2 lRe=)]|

2
)
te

< 6567 —%HR(x—x')”

The tightest bound is obtained for ¢t = ||R(x — x')|| /o? and
yields

| Rex—x"]|?

P{x = x|R} <e’e i

Therefore we find

(BN

E e 402

AERAL\{0}

P.(R) <¢®

Due to Lemma 2.3] equation (), P.(R) — 0 as long as

1 2%k
= . 42
T T Imo? T N(RA)? (“42)

The minimum distance in the received lattice is lower bounded
as follows using the arithmetic — geometric mean inequality:

RAy)* = min Rz 2
( b xEAb\{O} Z |

>kH( + [l )}Cp(Ab)%-

From the scaling condition (23)), we have

Np Ab \/ Ab Np Ab

v ePk

p(As) ) R



Replacing in @2), we find that P.(R) — 0 when k& — oo as

long as
Np(Ap)Te k P g
b 2
i=1

Using the assumption (23), a sufficient condition is that

k 1

tbe P 2 k

< = 14+ — |hp .
8¢2 i_1< + Ug | b, |

Recalling the hypothesis 1 ¥ In (1 +4 |hb,i|2) > Oy,
this concludes the proof. ’ O

2) Random channel sequence. We now consider the average
error probability for a random sequence of channels H, =
diag(hp.1,- - ., he k). By the law of total probability, ¥y > 0,

/
eRJrR

/
eRJrR

k
P 1/k
Po<P{T] (14 Slhoal?) " < e}t
b

k
P 1/k
+P{§<5£x| H(1+?|hb7i|2) Zecb_”}.
i=1 b

The first term vanishes when & — oo due to the law of large
numbers 2I). If the bound (23) holds, then Vv > 0, for
sufficiently large k, Np(Ab)% > tp —y and Np(Ae)% > te—1.
Using Proposition the second term tends to O if

, (8¢ _
R+ R <Cy—n—In +In(ty, — ),

&
R’ > In(2ec?) — In(te — 7).
Since 1,7 > 0 and ¢ > \/% are arbitrary, any rate

4
R+R <Cy—1n <—> + Inty

e

(43)

is achievable for Bob, with R’ > In(2ec?) — In t,.

From equations (37) and (43)), the proposed coding scheme
achieves strong secrecy for any message distribution (and thus
semantic security) for any secrecy rate

R<(Cy—Ce—2In (%) + In tyte.

This concludes the proof of Theorem

Remark 3.16: In the conference version of this paper [1],
the error probability estimate was based on the sphere bound,
while in this paper it is based on the union bound. Both
approaches give the same gap to Bob’s capacity.

Remark 3.17: Note that in this proof we only need the one-
sided law of large numbers

1 P
1 —_ -2 —_ =
;}EEOP{E ;:1 In (1 - = |Pe,il ) <Gy 6} 0.

Therefore if Alice does not know Bob’s capacity C. but only
knows an upper bound Cj, < Cj, reliability holds provided
that R+ R < C, —In () + Int,.

Remark 3.18: From Remarks and we can con-
clude that if Alice does not know the exact capacities C} and
C, but is provided with a lower bound C, < Cy and an upper
bound C. > C. such that (38) holds, the scheme can still
achieve strong secrecy rates R < C, — Ce —21n (2) +In tyte.

T
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F. Gaussian wiretap channel

Although in our proofs we used the product distance prop-
erties of the lattices A, and A, if we assume that the channels
under consideration are Gaussian, we only need to know that
the Hermite invariants of A, and A% are large.

Consider the special case of the channel model where

hyi, he,i are constant and equal to 1 forall ¢ =1,...  k:
R T T (44)
Z; = X + We s,

Proposition 3.19: Consider the wiretap scheme C(Ap, A¢)
in Section [I[-Bl and suppose that the Hermite invariants of
Ay and A (see Definition [2.11)) are bounded by

h(Ap) 2 .. o h(AY) 9
> —_— >
po2ih lmif e 2

lim inf 45)
k— o0
for some positive constants hy, h.. Then the codes C(Ap, A.)

achieve strong secrecy and semantic security if

P e
/
R >In (1+§> +ln (;) —Inh,,

€

P 4
R+ R < (1+ —2) ~In (—) + Inhy,
O'b e

Thus, any strong secrecy rate

P P 2
R <In (1—1——2) —In (1—|— —2> —2In (—) + Inhph,
oj, o2 T

is achievable with the proposed lattice codes.
The proof of Proposition is very similar to the proof of
Theorem 3.6l A sketch is provided in Appendix [Gl

From the bound (I8), we have hy, = h, = 2/rdx for the
lattices Ap = abASTk), A, = aeASTk) and Proposition
gives achievable rates R < In (1+ P/o}) —In (1 + P/o2) —
2In(rdz /7) for the wiretap coding scheme C(Ar, R, R’).
This is the same result that we obtain if we apply directly
Corollary For the Martinet sequence F¢ of number fields,
recalling that |dp|1/2]C =rdr, = G = 92.368, we get a rather
large gap to capacity of 9.75 bits per complex channel use,
or 4.875 bits per real channel use, corresponding to around
30 dB (see Figure [3). Thus, a legitimate receiver with an SNR
of 35dB could only be protected against eavesdroppers with
an SNR of 5dB or less.

However, for general lattices the condition is easier
to satisfy than the condition in Theorem 3.6l Using an
analogue of the Minkowski-Hlawka theorem for inner product
spaces, Conway and Thompson showed the existence of self-
dual lattices with large Hermite invariants [61, Theorem 9.5]:

Theorem 3.20 (Conway-Thompson): For all n, there exists
a rank n self-dual lattice A,, with Hermite invariant h(A,,) >
K (n), where K (n) ~ 5= as n — oo.

Observe that identifying 2k-dimensional real lattices with
k-dimensional complex lattices as in (@) does not affect the
Hermite invariant and dual Hermite invariant, since duality
is defined with respect to the real inner product as in ().
With this identification, for a wiretap scheme C (A, A) built
from the Conway-Thompson sequence of lattices A, = ab]\%,
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Fig. 3. Achievable rate on a single-antenna Gaussian wiretap channel, where
the SNR for Eve is fixed at 5dB.

A, = O[e]\Qk we have hpyh, = M ~ % and applying

Proposition we obtain achievable rates

P P 4
R<ln<1+—2>—1n<1+—2)—ln—e,
oj, oz s

i.e. a gap of 1.24 nats or 1.79 bits per complex channel use
from the secrecy capacity, or a loss of approximately 6 dB (see
Figure ). This is slightly worse than the gap of 1/2 nat per
real channel use (or 1 nat per complex channel use) obtained in
[6] for random lattices using the Minkowski-Hlawka theorem.
On the other hand, the design criterion (3) based on the
Hermite invariant, though suboptimal, is more practical to
analyze the performance of non-random lattices.

IV. ALGEBRAIC LATTICE CONSTRUCTIONS FOR
MULTI-ANTENNA CHANNELS

In this section, we will recall the algebraic constructions
of lattice codes for multiple antenna wireless channels, which
will be needed for the wiretap coding scheme in the MIMO
case.

A. Matrix lattices

The space Myxxn(C) is a 2n?k-dimensional real vector
space endowed with a real inner product

(X,Y) = R(Tr(XTY)), (46)

where Tr is the matrix trace. This inner product defines a
metric on the space Mk« (C) by setting || X|| = /(X, X).
Remark 4.1: Consider the function & : M, ;x»(C) — cr’k
which vectorizes each matrix by stacking its columns. Note
that £ is an isometry between M,k (C) with the previously
defined inner product and C"’* with the inner product ().
Given H € My jxnk(C) and X € M, (C), we have

EHX)=H(X), H=HQRI,. 47
Given a matrix X € M,;xn(C) of the form
X1
X = S (48)

X,
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we introduce the notation
¢l
Xh - .
-t
Xy

We also define the product determinant as follows:

k
pdet(X) = [ ] det(X,). (49)
=1
Remark 4.2: For X of the form @S], we have
k (a) k 2
2 2 =
IX12=1X)1* = n ) |det(X5)|
=1 =1
® & 2 2
> nk [ [ [det(X:)|™ = nk |pdet(X)|7F . (50)
=1

Here (a) follows from the inequality ||A||" > |det(A)|n"/?
for any A € M,,(C), and (b) follows from the arithmetic —
geometric mean inequality.
Definition 4.3: A matrix lattice L C M, ;xn(C) has the
form
L=7ZB,®ZBs®---PLB,,

where the matrices Bj,..., B, are linearly independent over
R, i.e., form a lattice basis, and r is called the rank or the
dimension of the lattice.
The Gram matrix of an r-dimensional lattice L C Mg, (C)
is defined as

Gr(L) = ((X,, X))

1<i,j<r

where {X;}1<i<, is a basis of L. The volume of the funda-
mental parallelotope of L is then given by

V(L) = \/[det(Gr(L))].

Definition 4.4: Given a lattice L in M,;x,(C), the dual
lattice is defined as

L* ={X € Mpixn(C) |VYY € L, (X,Y) € Z}.

We also define the product determinant and normalized min-
imum determinant of the matrix lattice L C My, xn(C) as
follows:

det(L) = min pdet(X
pdet(L) PRl et(X),
5(z) = Rdetd)

V(L)zn

B. MIMO lattices from division algebras

We will first recall the construction of single-block space-
time codes from cyclic division algebras (see for example
[62]). Due to space constraints, we refer the reader to [63]
for algebraic definitions.

Definition 4.5: Let F' be an algebraic number field of degree
2k and assume that E/F is a cyclic Galois extension of degree



n with Galois group Gal(E/F) = (o). We can define an
associative F'-algebra

A=(E/F,0,7)=E®uE®u*E®---du"'E,

where u € A is an auxiliary generating element subject to the
relations xu = uo(z) for all z € E and v =y € F \ {0}.
We call the resulting algebra a cyclic algebra. Here F' is the
center of the algebra A.

Definition 4.6: We call \/[A : F] the degree of the algebra
A. Tt is easily verified that the degree of A is equal to n.

We consider A as a right vector space over E. Every
element ¢ = zg + ux; + - +u 'z, € A, with z; € E

for all  =0,...,n — 1, has the following representation as a
matrix:
2o Y0(¥n-1) Y0 (Tn—2) -0 0" H(z1)
2 o(xg)  yo*(Tn_1) yo 1 (xg)
b(a) = | 2 o(x1) o2 (xg yo 1t (x3)
Tp—1 O'(I'n_g) 02($n_3) cee Un_l(l'o)

The mapping ¢ is called the left regular representation of
A and allows us to embed any cyclic algebra into M, (C).
Under such an embedding ¢(.A) forms an 2kn?-dimensional
Q-vector space.

We are particularly interested in algebras A for which ¢(a)
is invertible for all non-zero a € A.

Definition 4.7: A cyclic F-algebra D is a division algebra
if every non-zero element of D is invertible.

In order to code over several fading blocks, we will next define
a multi-block lattice construction based on a cyclic division
algebra. A multi-block embedding was constructed in [64, [65]
for division algebras whose center F' contains an imaginary
quadratic field. In this paper we consider a more general multi-
block embedding proposed in [66], which applies to any totally
complex center F.

Let F be totally complex of degree [F' : Q] = 2k. F admits
2k Q-embeddings a; : F — C in complex conjugate pairs:
o; = Qiyg, for 1 < ¢ < k. Each a; can be extended to
an embedding £ — C. Given a € D, consider the mapping
Y : D+ Myukxn(C) given by

a1(¢(a))
Y(a) = : ) (51
ax(p(a))
where each «; is extended to an embedding «; : M, (F) <
M, (C).
Remark 4.8: For all x € D,
k k
pdet((a)) = [ [ det(ai(é(a))) @ [ as(det(é(a)))
i=1 i=1
Y (Nrso(Np/p(a)t = (Npjg(a))t, (52)

where (a) follows from the fact that the «; are ring homo-
morphisms, and (b) follows from the definition of the reduced
norm.

In order to obtain a matrix lattice, we will consider a suitable
discrete subset of the algebra called an order.
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Definition 4.9: A Z-order I in D is a subring of D having
the same identity element as D, and such that I' is a finitely
generated module over Z which generates D as a linear space
over Q.

The following result was proven in [66, Proposition 5]:

Proposition 4.10: Let I be a Z-order in D and 1 the previ-
ously defined embedding. Then (T") is a 2kn?-dimensional
lattice in M, (C) which satisfies

2
minpdet(V(@)] =1, V((r) = 27" VAT /2]
Here d(I'/Z) is a non-zero integer called the Z-discriminant
of the order I'. We refer the reader to [63] for the relevant

definitions.

C. Dual lattice and codifferent
Let I' be a Z-order in D. We define the codifferent of ' as

Pv = {(E eD : tI‘D/Q((EF) - Z},

where trp /g is the reduced trace.
The codifferent is an ideal of D, and its reduced norm is
related to the discriminant as follows [[63]:

1
N )y= ————.
2olU) = Sy
Similarly to the commutative case, the codifferent of I'
embeds as the complex conjugate of the dual lattice.
Lemma 4.11: (I')* = 2 (TV)".
This Lemma is proven in Appendix

(53)

D. Orders with small discriminants and dense matrix lattices

A family of division algebras with orders having particularly
small discriminants was constructed in [43]. These orders yield
dense lattices as shown in Proposition
First, we need the following Theorem [67, Theorem 6.14]:

Theorem 4.12: Let F be a number field of degree 2k and P,
and P, be two prime ideals of F'. Then there exists a degree
n division algebra D having an order I' with discriminant

d(T/Z) = (Npjg(P1)Npjg(Po))" "D (dp).  (54)

Thanks to this property, a suitable family of division alge-
bras can be chosen in two steps.

First, we should choose an infinite sequence of centers { F, }
with small discriminants, such as Martinet’s sequence JF¢
(Theorem [2.8). Furthermore, one can choose suitable ideals
in these number fields [43, Lemma 7.9]:

Lemma 4.13: Every number field F}, in the Martinet family
has ideals P; and P> such that

Npjg(Pr) <2310 and Npjq(Ps) < 23%/10.

This leads us to the main result in [43]:

Theorem 4.14: Given n, there exists a sequence of totally
complex number fields {F}} of degree 2k and a sequence of
division algebras Dy, of index n over F}j having an order I'j
with discriminant

d(Fk/Z) < ﬁan(n—l)G2kn27



where G = rdr, ~ 92.368 and § = 2310, Consequently,
{AFY = [4p(T4)} is a sequence of 2n2k-dimensional
lattices with

n“k
pdet(ATH) =1, V(A"P) < gt (%) '

E. Flatness factor of multi-block matrix lattices from division
algebras

Remark 4.15: Due to the isometry & between M, x.(C)
and C™°F (Remark (.1}, the definitions of flatness factor,
smoothing parameter and discrete Gaussian distribution extend
in a natural way for matrix lattices in M, xn(C).

Given a lattice A C M,xx»(C), a multi-block matrix X
M, kxn(C) and a positive definite matrix 3 € M kxni(C
we define

EA(\/E) = Ef(A)(\/E@) I,),
ne(A) = ns(g(A))v -
Dy_x (X = X) = Dea—x) 301, (X — X)) VX €A

€
)s

Note that these definitions are consistent with the previous
ones: for example,

cvsall) = s (D = vy -1em ()
= 65(/\)( b)) ®I) = 6A(\/E)'

We now focus on the sequence of n?k-dimensional multi-
block matrix lattices A(™F) = Y(k) C Mugpxn(C) in
Theorem )

Let ¢ > Lﬂ, C = C\/ﬁe’mz, e = 172‘%

From and Lemma [4.11] we obtain

nvke

(n;k)
o D)

(55)

V. MIMO WIRETAP CHANNEL
A. Channel model

We consider a MIMO fading channel model where Alice is

equipped with n antennas, while Bob and Eve have n; and
n. antennas respectively. In this paper, we always assume that
np > n and n, > n.
Transmission takes place over k quasi-static fading blocks of
delay T' = n, and the transmitted codeword is of the form
(48), where the matrix X; € M, (C) is sent during the i-th
block.

The outputs Y and Z at Bob and Eve’s end respectively are
given by

Y =H,X+W,
bt + W, (56)
Z=H.X +W,,
where the channel matrices H, = diag(Hp1,...,Hpr) €

Mnbkxnk ((C), He = diag(He,lu cee 7He,k) S Mnekxnk ((C)
are (possibly rectangular) block diagonal matrices. The co-
efficients of the noise matrices W} and W, are i.i.d. circularly
symmetric complex Gaussian with zero mean and variance o7,
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o2 per complex dimension. The input X satisfies the average
power constraint (per channel use)

k
1 2
— > IXil* <P, (57)
nk pt
The average power per symbol is 02 = %. We denote by
2

Py = Z—; and p, = Z_g the signal-to-noise ratios for Bob and
Eve respectively.

We suppose that {Hy;}, {H.,;} are isotropically invariant
channels such that the channel capacities C}, and C, are well-
defined and V~v,~’ > 0,

k
, 1
lim ]P’{ . 21: I det (Lo, + py Hj  Hyi) = Co| > ”y} —0 (59)
1 k
1 — T S — / =
lim k]P’{ k;1:1ndet(Inc—|—peHe)lH8_¢) C. >”y} 0 (59)

We suppose that Alice has no instantaneous CSI, Bob has

perfect CSI of his own channel, and Eve has perfect CSI of
her channel and of Bob’s.
Similarly to the single-antenna case, condition (38) is satisfied
for static channels, i.i.d. fading channels and i.i.d. block fading
channels, and all ergodic channels; condition (39) is more
restrictive and holds for static, i.i.d. fading and block fading
models, and ergodic channels for which the convergence in
the law of large numbers is faster than %

Recall that in the ergodic case with no instantaneous CSIT,
where the transmitter uses uniform power allocation, the
white-input capacities of Bob and Eve’s channels are given
by

Co = Eg, [lndet (L, + 21, )] .
C.=Eyg, [lndet (Ine n &ﬁeﬁg)} ,
n

where H, € M,,«,(C) and H, € M,, «,(C) are random
matrices with the same first order distribution as the processes
{Hpi} A Hei}-

A confidential message M and an auxiliary message M’
with rate R and R’ respectively are encoded into the multi-
block codeword X.

As in the single-antenna case (Remark 3.3), we have that
I(M; Z|Hy, H,) = I(M; Z|H,), i.e. the leakage is given by
I(M; Z|H,).

Remark 5.1: For general channels the strong secrecy capac-
ity is not known in this setting (see Remark [3.4] for the SISO
case). In [[19] it was shown that the weak secrecy capacity

Y =Cy—C.,

for ii.d. fading wiretap channels such that Bob and Eve’s
fadings are independent.

B. Multi-block lattice wiretap coding

Let A, C Ay be a pair of nested multiblock matrix lattices
in Mypxn(C) such that A, C Ay and |Ay/Ac| = T, with
volumes scaling as follows:

n?k

n?k (mea?)

onk(RIR')

(rea?)

V(Ae) = enkR’ )

V(Ay) = (60)



where R’ > 0. Each message m € M = {1,...,e"*R} is
mapped to a coset leader X (™) € A, N R(A.), where R(A.)
is a fundamental region of A.. In order to transmit the message
m, Alice samples X from the discrete Gaussian Dy, x(m) ,,
where 02 = %. We denote this coding scheme by C(Ap, A.).
Similarly to Remark it follows from [6, Lemma 6 and
Remark 6] that VO < ¢t < m, for 6; = ”T_t, if g =
GA(Ck) (\/9—,50'5) <1,

27T€k

E[||X[] = n*ko?| <

—1—¢gy s

As k — oo, the variance per complex dimension of X tends
to o2 provided that

Jim €00 (VBios) =0,

and the power constraint (37)) is verified asymptotically. From

[6, Lemma 7 and Remark 7], the information rate per complex

symbol of the auxiliary message is bounded by

H(M")
n

(61)

— <ln(7rea§) - % In V(Ae)) ‘ < v(er),
where v¢(e;) — 0 as ¢ — 0. If ¢, — 0, the entropy rate of
the auxiliary message tends to R'.

Coding scheme based on division algebras with constant
root discriminant. Let {A(™F)} = {1)(T'},)} be the sequence
of n%k-dimensional multi-block matrix lattices in M, (C)
from Theorem We consider scaled versions A, =
ap AR A, = a AF) such that A, C Ay and |Ay/A.| =
e" R Given rates R, R’, we denote the corresponding multi-
block lattice coding scheme by C(A(™*) R R').

C. Achievable secrecy rates

We now state the main result for MIMO wiretap channels,
which will be proven in Sections and

Theorem 5.2: Consider the multi-block wiretap coding
scheme C(Ay, A.) in Section and suppose that

liminf §(A%)F > d., (62)

k—o00

liminf §(A;)% > d,
k—o0

for some positive constants d., dp.

If the main channel and the eavesdropper’s channel verify the
conditions (38) and (39) respectively, then C(Ay, A.) achieves
strong secrecy for any message distribution pps (and thus
semantic security) if

R >C.+nln (T) —Ind,, (63)
7T

, 4dn
R+R <Cy—nln — + Ind,. (64)

s

Thus, any strong secrecy rate

2n
R<(Cy—C,—2nln (—) + Indpd, (65)

™

is achievable with the proposed lattice codes.
Corollary 5.3: If the main channel and the eavesdropper’s
channel verify the conditions (38) and (39) respectively,
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then the multi-block wiretap coding scheme C(A™*) R R')
achieves strong secrecy and semantic security if

n—1
R >C.+nln (M) ,
2w

InB
R+R’<Cb—n1n<M>,
e

where G = rdr, ~ 92.368. Thus, any strong secrecy rate
GR=
R<Cy,—C.—2nln <%>
T

is achievable with the proposed lattice codes.
Proof of the Corollary: From Theorem we get

2 (kN2 _ 2n
On the other side, for the dual lattice we have
a 1
det(A™)) 2L /Ny 20y ¥ ——
pet(A0)%) & /N 2ol ¥
(i) 2nk
- Bk(nfl)Gkn’

where (a) follows from (32), (b) follows from (33) and (c)
from Theorem [4.14] The normalized minimum determinant of
AZ s

n,k)\*
§(AY) = §((AR)y*) = M
V((A(mF))*) 2
nR))* n,k)y L ok
= pet((ATP) V(AR E = —
B~z G2
and so we find that
*\ 2 n
)" = gamen O

Remark 5.4: Let S(Cy,C.) denote the set of all ergodic
stationary isotropically invariant fading processes {(Hp, H.)}
such that (38) and (39) hold. Similarly to the single antenna
case, a fixed lattice code sequence C(A™*) R, R’) with rates
satisfying (63) and universally achieves strong secrecy
and semantic security over all channels in the set S(Cj, CY)
for all C} > C}, and for all C., < C..

Finally, the condition (39) can be relaxed if only weak
secrecy is required:

Proposition 5.5: If the condition (38) holds for the main
channel and V4’ > 0 we have

> 7’} =0

lim IP’{
k—o0
for the eavesdropper’s channel, then the wiretap coding
scheme C(Ayp, A.) achieves weak secrecy if conditions (62),
(63) and hold. In particular, any weak secrecy rate

n—1
R < Cy—C,—2nn (S22} is achievable with the latrice
codes C(A™*) R R').

The proof of Proposition is very similar to the proof of
Theorem 5.2] and is omitted.

k
1
E Zlndet (I + peH;iHe,i) - Ce
=1




D. Proof of Theorem [3.2 Secrecy

The proof follows the same steps as in the single antenna
case (Section [[II-D)).

1) Fixed channel. First, we prove an upper bound for the
finite-length leakage when the eavesdropper’s channel H. is
fixed.

Proposition 5.6 (Bound for the leakage): Suppose that
5(A:)% > d. for the 2n2k-dimensional lattice A., and that
H., is fixed and such that £ S°F  Indet(I + p.HIH,) < C..
Then if R’ > C, —Ind, +2nIn(cy/2ne), for sufficiently large
k > k(c), the leakage is bounded by

L(par; pzim.) < 8n’key R — 8ey In ey, (66)
2
where ¢, = %, and C = cv/2mee ™",

Proof: We distinguish two cases: the symmetric case
(ne = n) and the asymmetric case (ne > n).

a) Case n. = n. The received signal at Eve’s end is
Z = H.X + W,. As in equation 29), the leakage can be
written as

I(M; Z,He) = Eg, [I(par;pzim.)]

For a fixed realization H, = diag(He 1, ..., He ), we have

HeX ~ Dy rovmxo0 NV H o
recalling the notation in Remark Using Lemma 2.4 with

¥ = H.Hlo2, ¥y = 021,, we have
V(pz . M=m» [og) < dek (67)
provided that
1
ena (VE) =eygmy, () <en <, (68)
where we define ¥y = H.Hlo? + o0?l,, X' =
ty—1
WH) 4 L Note that X =  0202(02L +
o?H H})"'H.H].
’7l2
Using (&), for g, = 1—;Tk2k’ the smoothing parameter of

the faded lattice is upper bounded by

2cn\/E
M (VEHD (A

Ne, (VETTHCA,) < (69)

Using Remark we find

k

2)tpdet(AZ) 7
Al(\/E(Hg)_lAZ)anH (Us)kp e( e?t kl
i1 det(I+ peI{e,i}{e,i)ﬁ

Replacing in the bound (69), we have
k
2
e, VE—TH A) < 07\/51 [ ] det (I+ peHe H) Z) E
pdet(A})nro, iy :

2¢cy/n e
—————e™.
= pdet(Af)ar o,

Suppose that

Q

e

1 2¢c+/ne
V27 pdet(A%)=

)
=7 3

<1 (70)

os
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Then (68) holds for sufficiently large %k (depending only on
¢), and it follows from [|6, Lemma 2] that

H(?M?Z’Z\He) < 8n2kerR — 82k In 8¢y,

Recalling the definition of normalized minimum determi-
nant and the scaling condition (60),

o A\ O(AX)wE

pdet(AX)nk = (§(AH)V(AF)zn )" = el

e L T
_ S(Ap) ek
- Jmeos

In particular if §(A%)% > d., the sufficient condition (Z0)
for secrecy is satisfied if

R' > C. + 2nIn(cv2ne) — Ind..

b) Case n. > n. As before, the received signal is Z =
HX + W, € HA. + H X"™ + W,. If H, is full rank,
the lattice H.A. is a 2n2k-dimensional lattice contained in a
2nnck-dimensional space. Consider the QR decomposition

H, = QeRe

where Q. € M, kxnk(C) is unitary and R € M kxnk(C)
is upper triangular. We have Q. = [Q.Q!], where Q) €
/

Mnekxnk((c) iS SuCh that (QQ)TQ/G = Ink, and Re — Re ,

0
R, = diag(Ry 1, - .. ,R’e_’k) € Mpkxnk(C). Multiplying Eve’s
RLX +(Q)TWe

channel equation in (36) by @I, we obtain
Z/
i = 2]

Therefore, the second component is pure noise and contains
no information about the message. Since @/, is unitary, W/ =
(Q.)"W, has the same distribution as W, and is independent
of X and H.. Consequently, we can rewrite the leakage as

QIZ=R.X+QIw, =

I(M; Z|He) = U(M; Z'|He) = I(M; Z'|Ry).

The rest of the proof then proceeds exactly as in the case
ne = n, by replacing Z with Z’ and H, with R.,. Observe
that H]H, = (R.)' R, and so

k
[T et (7 + pe(RL)TRL)E = det (1 + pe(RLTRL)
=1
1 k 1
= det(T+pe(He) He) ¥ =] [ det(I+pe(Hei) Hei) . O
i=1

2) Random channel. Thanks to Proposition[5.6] we can now
bound the average leakage for random fading H, when k& —
o0o. Due to the law of large numbers (39), Vn > 0

1

k
P {H det (I + peHmH;) "
=1

> eCeJ”’} — 0.



The average leakage is bounded as follows:

En, [I(pripzim,)] <
1

< 1}»{ f[ det (I + peHe,ng_’i) Fs ec€+"}(n2kR)+
=1

+En,

]I(pM;pZ\HC)

k 1
[T det (I—f—peHe,iH;r_’i) < ece+n1 71)
i=1

The first term vanishes when & — oo due to the condition
9.

If the bound (62) holds, then Vv > 0, for sufficiently large
k, 6(A*)% > d, — . Using Proposition [5.6] the second term
in tends to zero when k — oo and the scheme achieves
strong secrecy provided that

R' > C. +n+2nln(cv2ne) — In(de — 7).

. 1 .
Since 1,7 > 0 and ¢ > T3 are arbitrary, any rate

R >C, +nln(7r) Ind, (72)

is sufficient for strong secrecy.

3) Power constraint and entropy of auxiliary message. We
still need to check that the flatness factor condition (61]) holds,
so that the power constraint is verified asymptotically and R’
is the rate of the auxiliary message.

Proposition 5.7 (Bound for the flatness factor): Suppose
that the (A*)% > d. for the 2n2k dimensional lattice A.. Let
0<t<mand by ==L If R > nln(2nec?)—Ind. —nlnb;,

2n2k

then ep, (v0i05) < e = 1072,“ where C' = ¢v/2mee ™",

Proof: Using Remark 4.2l we have

\/nké(A*)ﬁe%
A (A > Epdet(A*)ar = L e/T 777
(A7) 2 Vik pdet (A7) e
\/ kdzr e%
> \/—08
’7l2
Then for ¢;, = 1—027276 we have
2cn\/E 2c\/nmeo
nEk (Ae) S % S 1 R/
A1(AY) Az e
Therefore ey, (05) < ek
provided that
\/— 20\/_\/ €0g
US -
dz’"” ezn V2T

Inde — nlné;, as desired.

O

In part.ic.:ular when ¢ — \/% and t — 0, 6; — 1, we obtain
the condition

or equivalently R’ > nIn(2nec?) —

R >n1n(:LT) Ind,, (73)

which is weaker than (72).

E. Proof of Theorem 3.2 Reliability
Recall that the received signal at Bob is Y = H, X + W,
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1) Fixed channel. First of all, we prove the following
uniform upper bound for the finite-length error probability of
the code in the case of a fixed channel realization Hp:

Proposition 5.8 (Bound for the error probability): Sup-
pose that 6(Ay)% > dp, 5(AZ)% > d. for the 2n2k-
dimensional lattices A, and A., and that H, is fixed with
LS°F Indet(I + pyH] ;Hy;) > Cp. Then for code rates

R+R < Cy—nln @) +Indy, R >nln (2n602) —Ind,,
the ML error probability for Bob is bounded by

P, <1+Ek
—1—¢g

€k,

2n2k

and C = cv/ omee ¢,

2
%, and consider the “thin” QR decom-
b

T Hy _ _ Q1
i-( ) -an=(g )

where ﬁbaQ € Mk(anrn)an((C)v Ql € Mknbxkn((c)- Note
that @ has orthonormal columns, R, € My, (C) is upper
triangular and square block-diagonal, and

where L = T—c2n?r

Proof: Let pp =
position

1
RiRy, = H}H, = HI H, + L.
For the sake of simplicity, we consider the vectorized version
of the received message: let x = ¢{(X), y = £(Y), wp =
&(Wp). Then

y = Hpx + wy,

where H, = H, ® I,,. Note that if we set Q1 = Q1 ® I,,,
R = Ry, ® I,,, we also have H, = O1R.

Similarly to the single antenna case (Section[III-E), Bob can
compute

y =Qly=Rx+v,

where v = Qlw, — E(R Dyix [60].
Recall that x is sampled from Dgp yiex(m),q,- Using
Lemma 2771 x is dj-subgaussian with parameter o, for
0 = In (HE’“ provided that ex, (0s) < e < 1, which is
guaranteed by Proposition 5.7 With the same argument as
in Section we can show that the equivalent noise v is
dr-subgaussian with parameter oy.

Following the same steps as in Section we have the
union bound on the error probability for fixed R:

k 4o — 4o
P.(R)<e E e b =o— - E e *%
AeRA,\{0} AERAL\{0O}
Using Lemma 23] P.(R) < }f—‘;’;ak if
1 2c2n%k
2

— > ) 74
dro? T M (RAp)? 74)

The minimum distance in the received lattice is lower bounded
as follows:

A (RA)? = |RE(X “min_||RX|?
XeAy\{0}

)|* =

_ min
XeA,\{0}



k
(Z) min nkH‘det(Rbini)‘%

XeApy\{0} i
k o Lk: k 5
= min nk ’det H Hy )" det X;| ™%
min 1] (Hy Hb,i) 1:I| |

k 1
—nk]] ’det(HgyiHbJ) " pdet(Ay) 7,

i=1

where (a) follows from Remark From the scaling condi-
tion (60), we get

(Ay) 7 mea?
f

e

pdet(Ap) R =

Replacing in the condition (74), we have that P,(R) <
if

1+4eg
1—e€p €k

R+R
e n

R §(Ay)wE eo?

<Hdet< +H], Hbz>"

8c2no?

In particular, recalling the assumption & (Ab)% > dp, a suffi-
cient condition is

1
R+R' ik dl?e
e < Hdet (I + prszbZ) Sein
or equivalently R+ R’ < C, —nln (@) + Indy,. O

2) Random channel. Using the previous proposition, we
now consider the behavior of the error probability for random
channels Hj, when k& — oco. By the law of total probability,
vn > 0,

k 1/nk .
P < P{ T det (I+ poHif Hos) " <"}
i=1

k 1/nk o
—l—]P’{f(;éx‘ Hdet (I+prg,iHb,i) Zecal 7}'
i=1

Due to the law of large numbers (38), the first term vanishes
when k& — oc.

If (62) holds, then Vv > 0, for sufficiently large k, we have
5(Ab)% >dy — 1, 5(Ae)% > de — . Then using Proposition
[5.8] the error probability in the second term tends to 0 if

2

8
R+R/<Cb—n—nln< Ce

") +hn(d, —7) (75

where R’ > nln(2nec?) — 1n(d - ).

Slnce 1,7 > 0 and ¢ > —= are arbitrary, from equations
and (73), the proposea coding scheme achieves strong
secrecy and semantic security rates

R<(Cy—0C, —2nln(2 )—i—lndbd
™

This concludes the proof of Theorem
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VI. CoMPOUND MIMO CHANNEL

In this section, instead of assuming that fading is distributed

according to a certain probability density function, we consider
a setting where the main channel and eavesdropper’s channel
are unknown at the transmitter and are only known to belong
to a certain uncertainty set S.
As in Section [V-A]l we consider a MIMO wiretap channel
where Alice has n antennas, and Bob and Eve have n; and n,
antennas respectively. The received signals at Bob and Eve’s
end are given by

Y:HbX+Wb7
Z=HX+W,,

where H, = diag(Hb,l,...,Hb,k) S Mnkank(C), H, =
diag(He 1, ..., He i) € My _kixnk(C), Wp and VVe have i.i.d.
Gaussian entries with zero mean and variance ab, ag, and
X satisfies the average power constramt GD). As before the
average power per symbol is 02 = £ and p, = Z—%
Pe = Zz are the signal-to-noise ratios for Bob and Eve.

We suppose that Bob has perfect CSI of his own channel, Eve
has perfect CSI of both channels, and Alice only knows that
(Hy, H.) € S, where S is the uncertainty set.

We say that a coding scheme achieves strong secrecy if

V(Hy, H,) € S,

and

Pe,k =

sup  max ]P’{M # m|Hy, He, M = m} — 0,
(Hp,H,

.)ES meM

Ly= sup I(M;Z H.)—0

(Hb;He)es
as k — oo.
Compound channel model. In this model the channels are

assumed to be held constantiduring transmission, i.e. Hp; =
H, € Mnbxn((C), He, = H. € My _xn(C) Vi =1,...,k,

and (Hy, H.) € S C S x S,, where
Sy = {Flb € My, xn : Indet(I + p, H,H]) }
Se={H € My, xn: Indet(I +p.HHI) < C.}.

for some 0 < C, < (.
Note that in this model, Eve’s channel is not necessarily
degraded with respect to Bob’s channel.

Remark 6.1: The compound secrecy capacity for an uncer-
tainty set S C S8, xS, is not known in general, but has been
computed in some special cases in [68]. In particular if S
is compact, it follows from [68, Corollary 2] that the (strong)
compound secrecy capacity is lower bounded as C. > Cp—C.

Arbitrarily varying channel model. In this model, the real-
izations { Hp;} and { H. ;} may change at each channel use in
an arbitrary and unknown way [69], and (H,, H.) € Sk =
Sék) X Se(k), where

k
1
S — {Hbe Mook 7 > Indet(I+pyHy Hy ;) > Cb} :
=1
1 k
E Zlndet([-ﬁ-peﬂ&iﬂli) S Ce}

Sék) = {He S Mnekxnk :
=1



Theorem 6.2: Consider the multi-block wiretap coding
scheme C(Ap,A.) in Section and suppose that Vk,
liminfp_eo 0(Ap) % > dp, liminfi_,eo §(AX)T > de. Then
any strong secrecy rate

R<(Cy—C,—2nln (27”) + Indpd,
is achievable both over the compound MIMO channel with
uncertainty set S C S, x S, and over the arbitrarily varying
MIMO channel with uncertainty set S () C Slsk) X Sék).
Proof: Let c > \/% be a fixed parameter. Note that Vv >
0, for sufficiently large k, we have 5(Ab)% > dp—, 5(Ae)% >
de — 7.

Secrecy. It follows from Proposition [5.6] that as long as
R’ > C. —In(d, — ) + 2n1n(cyv/2ne), for sufficiently large
k > k(c), for all channels H, € Sék), the leakage is uniformly
bounded b2y ]I(pM;pz|He) < 8n2kerR — 8¢y, In8¢), where

2n“k 2
e =-" and C = cv2mee "¢ .

1— 2n2k?

Reliability. Tt follows from Proposition [3.§] that as long as
R+R < Cy—nln (8") + In(dy, — 7). for all channels

H, € SZSk), the ML error probability for Bob is uniformly
bounded by P, < }f—iiak.

Since the previous rates are achievable for all ¢ >
#,V”y > (, this concludes the proof. O

VII. CODE DESIGN CRITERIA FOR FADING AND MIMO
WIRETAP CHANNELS

We will now discuss the implications of our results in terms
of design of wiretap lattice codes.

A. Single antenna fading and Gaussian wiretap channels

Although in Corollary B7] we focused on a particular
sequence of nested lattices A, C A, that were scaled versions
of the same lattice A(*), Theorem [3.6] suggests a more general
design criterion for building promising lattice codes for fading
channels. Namely, we should consider pairs of nested lattices
A, C Ay for which the product

Np(As) Np(A¢)

is maximized. As shown earlier, ideals from number fields
with small discriminants give us promising candidates.

Here the term t, = Np(A,)¥ can be seen as providing
reliability for the communication between Alice and Bob while
te = Np(AX)% provides security against the wiretapper.

While we mainly targeted general fading channels in this
work, we also gained some intuition on code design in
Gaussian wiretap channels. Proposition suggests that in
the Gaussian case one should maximize the product of the
Hermite invariants

h(Ap)h(AL). (76)

Rather than using number field lattices, in this particular
case one might optimize (Z6) for example by considering the
densest self dual lattices.
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B. Code design for MIMO wiretap channels

An analogous code design criterion can be given also in
the MIMO case using the concept of normalized minimum
determinant 6(A) of a matrix lattice, which was defined in
Section [[V-Al

Using this concept, Theorem suggests that for MIMO
channels we should maximize 6(A%)d(Ap).

C. Comparison with earlier code design

The earliest work on lattice code design for the AWGN
channel is based on an error probability approach [32]. The
main criterion for maximizing the confusion of the eavesdrop-
per is that the theta function of A. should be minimized.
As this function is hard to analyze, the authors discussed a
simplified criterion where one should maximize the Hermite
invariant of A, [32, eq. (48)].

In comparison, our criterion differs in two ways. First, we
prove that following our design principles the information
leakage will be minimized. Second, our study emphasizes that
the code design criterion for secrecy should be stated in terms
of A} and not of A..

The work [6] concentrates on achieving strong secrecy
over the Gaussian wiretap channel. Its results suggest that
the theta function of A} should be minimized for secrecy.
Maximizing the Hermite invariant of A’ can be seen as a
first-order approximation of this criterion, which we now
make rigorous in Proposition 3.19 When considering random
lattices, this first order approximation yields slightly worse
achievable strong secrecy rates (1.24 nats per complex channel
use from secrecy capacity, versus 1 nat per complex channel
use in [6], see Section [II-0).

Lattice code design for the fading wiretap channel was pi-
oneered in [33] and [34] where the error probability approach
led the authors to consider certain inverse determinant sums
over the lattice A.; both of these works suggest the use of
number fields for wiretap coding. Similar conditions were
derived also in [38, [70] to minimize the information leakage.

Compared to earlier works on fading wiretap channels, our
criterion is the first which guarantees positive strong secrecy
rates, in the sense that we prove that by maximizing Np(A%)
or §(A}) one can indeed push the leaked information to zero.
Also similarly to the Gaussian case it seems to be better to
state the design criterion for A} instead of A..

Remark 7.1: We point out that in the derivation of the code
design criterion for A, in [32, p. 5706] the authors first obtain
a condition for the theta function of A} and only after using
Poisson summation they end up with a condition for A.. So
the authors could also have stated their criterion for A}.

Obviously for lattices that are isodual or even self-dual it is
irrelevant whether the condition is given for A, or for A%. It is
interesting to note that the authors in [32] were concentrating
on the analysis of iso-dual or self dual lattices with large
Hermite invariants. For such lattices our criterion agrees with
theirs. In the fading case, [33] and [34] focused on number
field and division algebra lattices. Therefore their code design
principles automatically lead to lattices for which 6(A}) is non
Zero.



VIII. CONCLUSIONS AND PERSPECTIVES

In this work, we have shown that algebraic lattice construc-
tions based on number fields and division algebras can achieve
strong secrecy and semantic security universally over a wide
range of fading and MIMO wiretap channels. Universality is
a very desirable property for practical applications, since the
eavesdropper’s channel is not known at the transmitter.

Relevance and limitations of the channel model. Our
model assumes perfect CSI of the legitimate channel at the
receiver. This assumption is not realistic for a fast fading
channel, since in practice most of the available time slots
would have to be used to transmit training symbols for channel
estimation.

However, our channel model is not limited to fast fading,
but only assumes the weak law of large numbers for the
channel statistics. This includes for example a block fading
model, where some fraction of each block can be used for
channel estimation and the rest is left for data transmission.
We have also provided some results for the arbitrarily varying
fading model in Section where Bob’s channel oscillates
most of the time above a certain threshold and Eve’s channel
oscillates mostly below another threshold, without necessarily
converging in mean.

In such slow fading models a long code spanning many
fading blocks is required to approach capacity. Our codes
readily work in such a scenario due to their universality;
decoding will succeed as long as the sum capacity of the fading
blocks exceeds the target rate (up to a constant gap).

We also note that even in the stationary ergodic case we
require fast convergence in the law of large numbers only
for the eavesdropper, while the rate of convergence can be
slower for the legitimate channel. Here perfect CSI at the
eavesdropper is assumed as a worst-case scenario.

A more realistic wiretap channel model with imperfect CSI
at the receiver under a secrecy outage metric is left for future
work.

Technical improvements. Several technical improvements
are needed before our lattice code construction can be im-
plemented in practice. In particular, although the proposed
families of lattices are deterministic, their construction is not
explicit since it requires the computation of Hilbert class fields
of high degree, for which efficient algorithms are currently not
available.

Moreover, our construction incurs a large gap to the secrecy
capacity. This gap might be reduced by improving the nested
lattice construction, for example by taking suitable ideals of
the ring of integers in the number field casdl, or ideals of
orders in the division algebra case, in order to optimize the
code design according to the criteria proposed in Section
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APPENDIX

A. Proof of Lemma

We need the following elementary fact characterizing the
product of two Gaussian functions (see, e.g., [49, Fact 1]):

Let 3, %2 > 0 be positive definite matrices, let X¢ = ¥ +
Yo =0and 27t ="+ 5, - 0, let X,cq,co € CF be
arbitrary, and let c3 € CF such that X ~1cg = 21_101—1-22_102.
Then Vx € CF,

—c2)f 5(x—c3) (77)

fys(x—c)f s (x—c2) = f (e

Now, we are ready to generalize Regev’s lemma to corre-
lated Gaussian distributions. Let ¢z = X%, 'x. We have

Z f\/i X1
x1EA+c f\/_ A +

(@) fysa (%)
& XIGZAJFC 7fﬁ_ﬂ ey fus(x1 —c3)
Yixy €A+c.f\/§(xl - 03)
fysr(A+ce)
fys(A+c— c3)
fusi(A+c)

l—¢ 1+4+¢
fyssx) [Tf}

9(x) )f\/_(X—Xl)

= fug(x)

= fus(x)

D fs(x) [ — 42,1 + 4e]

where (a) is due to (1), (b) follows from the definition of
the flatness factor for correlated Gaussian distributions, and
(c) is because ¢ < i. More precisely, since v/X3 = 1-(A),

2
fuss(A+ ¢ —c3) € [3y. viay): moreover, since B1 = X,

V(A)
we also have f (A +c) € [\}(As)v \}EFAE)] -
B. Proof of Lemma
Let o € A(A + c). Then
f\/g(Aflﬂ)
PY =p}=P{X=A'p} =2 _H
Y =p}=P{ V=T aGto
e—pn ATz AT
C Yearec @]
The thesis follows since by definition
D ﬁ(u) _ f\/Az;Af (H)
A(A+e),VAzA ZweA(AJrc) f\/ﬁ(;ﬂ)
ek (ATHIE T AT

= Zz€A+c e—(Az)T(A~1)TE-TA-1(Az)

e—ni (AT IS A
= Z eszEflz : 0
zEA+c
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C. Proof of Lemma 2.7
We have

E { 2R (¢t Ax) 2§R(tTAx)

Z DA+c o
x€A+c
Z f m‘:(t*Ax)'

xEA+c

Therefore we can write

fo(A+C)E |:e2§R(tJrAx)j| _

Using the identity

2
HE - aATtH2 = @ —2R(t7 Ax) + o2 || ATe 7,
g g

we can rewrite the last expression as

O e L
Yi¥e
xEA+c

= eUZHATtHQfU(A +c—a?A't).
Thus we have
B [0 40 2 A St e = ATy
fe(A+c)

Adapting [6, Lemma 4] to the complex case, we find that
Ve € Ck

fo.e(A) c {1_5/\(‘7) 1}

fo(A) 1+ ea(o)’
Replacing t by t/2, we obtain

E [em(tTAx)} 71 + GAE")e
—eplo

o [|atel|”, 0

D. Proof of Lemma 210

Before giving the proof we need some notation.

Given an ideal I of F, the complementary ideal of I is
defined as IV = {z € F : Trp/g(2zl) C Z}. It is always an
ideal of F'.

With this notation we have that

P(I)* = 2¢(I5),

where overline means complex conjugation element wisd',
Proof: Let us first assume that Z is an integral ideal. In
this case a classical result from algebraic number theory states

that
V((T)) = [OF : Z]27%\/|dp|.

Noticing that \/|N/q(z)] = [p(x(x))| and using the defini-
tion of the product distance we have that

(78)

25
8(¢(2)) = ——7min(),
|dp|4
~ = mi Nr/q(@)| _ ST
h 7):= dNZ)=[0F:T
where min(7) menIlir{lO} Nz an (Z)=[OF : I]is

the norm of the ideal Z. From basic algebraic number theory

"This result is well known but we do prove a more general version of it
in Appendix [El
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we have that for any element of a € Z, [Np/g(a)| | N(Z)
and the first claim follows.

Let us now assume that 7 is a genuine fractional ideal. In
this case we can choose an integer n such that n/ is an integral
ideal. The extension to fractional ideals now follows as for any
lattice A we have d(nA) = 0(A).

In (Z8) we saw that ¥ (Z)* is just a complex conjugated
version of fractional ideal lattice 2¢)(Z"). Therefore the last
claim follows from the first one. O

E. Proof of Lemma 4.11]
Let z,y € D. Then we have

trp q(ry) = tre)g(trp,r(2y)) = trp/(Tr(é(zy))) =

2k 2k
2k k
=Tr (Z az(gb(:cy))) =2RTr (Z al((b(xy)))

= 2R Tr (3 au(¢(@))au(@(y))) = 2RTr(((2)") o (w).

By definition,
YT ={X € Muixn(C):

and so 2y(TV)" C ()"
2(TV)h = (T)*.

The trace form trp /g : D x D — Q is a non-degenerate bilin-
ear form on the Q-vector space D. Then, any full Z-module in
D has a dual basis in D [53]. In particular, if {wy, ..., way,2}
is a basis of I' as Z-module, then there exists a dual basis
{wi,...,wh 2} in D such that Vi,j € {1,...,2n%k}, we
have trp q(wjw;) = d;;. Therefore,

RTr(2((w)™) o (wy)) = trpg(wiw;) = 6

and by definition of the codifferent, this implies that 1 (w})" €
(V). Since 2¢)(I'V)" C (I")* and it contains a dual basis
for ¢)(T)*, we can conclude that 2¢)(TV)" = ¢(T)*. O

vy T, R(Tr(XT(y))) € Z}

We would like to show that

F. Sketch of the proof of Proposition

The proof follows the same steps as the proof of Theorem
371 Note that the bound (33) still holds and

k

Plhe| \*
fl (225
Ue

i=1
k 2 1
. ' Plheil N*_ c.46
+ EEHG lﬂ(pM7pz|He) ‘ g (1 + Tg) S e

The first term vanishes because of (28) and the second term
vanishes using Proposition 3.11] as before.
The proof of reliability is unchanged. O

1
Ep, [EH(PM;I?ZWC)] < RP{

G. Sketch of the proof of Proposition

The proof is very similar to the proof of Theorem We
only outline the main steps. Note that VZ > 0, for sufﬁ01ently
large k, we have % >h2 —~ and 22« ) > 2 -



Secrecy. With the same notation as in Section[[II-D} we have

2
H,=1and ¥ = prgz. With the same scaling as in equation

[@3), we can replace the bound with the following:
() < 2Wke  2Vke  2VkeV(A)w
TR =N T h(AV(AnF h(A7)
- 2VkevTeP < 2¢cv/meP
hADe® T (he =)t
We find that €5, (v'X) — 0 as long as
\/ﬁae 2cvmeP
VI = > .
VP+o2  (he —y)V2meT

This condition is equivalent to

P
R>h—" 41+ 2).
ﬂ—(he - '7) Ug
Reliability. With the same notation as in Section [[II-E we

have R = %I . With the scaling 23), the error probability
tends to zero if holds, that is

(79)

1 2c2kpy, _ 2¢2kpy,
dro T (14 pp)Ai(Ap)?  (A,)2V (Ay) T
QCzpbeRJrR’

(1+ pp)(hy —y)meP’

Recalling that p, = P/o?, after some elementary calculations
we find

R+R <In (1 + ;) —In (i> +1In(hy — 7). (80)

b me
Combining equations (Z9) and (80), and taking v — 0, we get
the desired result. O
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