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Abstract

In this work, an explicit scheme of wiretap coding based on polar lattices is proposed to achieve the secrecy
capacity of the additive white Gaussian noise (AWGN) wiretap channel. Firstly, polar lattices are used to construct
secrecy-good lattices for the mod-A, Gaussian wiretap channel. Then we propose an explicit shaping scheme to
remove this mod-A, front end and extend polar lattices to the genuine Gaussian wiretap channel. The shaping
technique is based on the lattice Gaussian distribution, which leads to a binary asymmetric channel at each level
for the multilevel lattice codes. By employing the asymmetric polar coding technique, we construct an AWGN-good
lattice and a secrecy-good lattice with optimal shaping simultaneously. As a result, the encoding complexity for
the sender and the decoding complexity for the legitimate receiver are both O(N log N log(log N)). The proposed

scheme is proven to be semantically secure.

I. INTRODUCTION

Wyner [1] introduced the wiretap channel model and showed that both reliability and confidentiality could be
attained by coding without any key bits if the channel between the sender and the eavesdropper (wiretapper’s channel
W) is degraded with respect to the channel between the sender and the legitimate receiver (main channel V). The
goal of wiretap coding is to design a coding scheme that makes it possible to communicate both reliably and securely
between the sender and the legitimate receiver. Reliability is measured by the decoding error probability for the
legitimate user, namely J\}E)noo Pr{l\7| # M} = 0, where N is the length of transmitted codeword, M is the confidential
message and M is its estimate. Secrecy is measured by the mutual information between M and the signal received
by the eavesdropper ZI™l. In this work, we will follow the strong secrecy condition proposed by Csiszér [2], i.e.,
J\}i_r)noo I(M; ZIN) = 0, which is more widely accepted than the weak secrecy criterion ngnoo %I (M; ZINl) = 0. In
simple terms, the secrecy capacity is defined as the maximum achievable rate under both the reliability and strong
secrecy conditions. When W and V' are both symmetric, and W is degraded with respect to V, the secrecy capacity

is given by C'(V) — C(W) [3], where C(-) denotes the channel capacity.
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In the study of strong secrecy, plaintext messages are often assumed to be random and uniformly distributed.
From a cryptographic point of view, it is crucial that the security does not rely on the distribution of the message.
This issue can be resolved by using the standard notion of semantic security which means that, asymptotically,
it is impossible to estimate any function of the message better than to guess it without accessing ZI™! at all. The
relation between strong secrecy and semantic security was recently revealed in [3]], [6]], namely, semantic security

is equivalent to achieving strong secrecy for all distributions py of the plaintext messages:

lim max I(M;ZIN = 0. (1)
N—oo pm
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Fig. 1. The Gaussian wiretap channel.

In this work, we construct lattice codes for the Gaussian wiretap channel (GWC) which is shown in Fig.[[l The
confidential message M drawn from the message set M is encoded by the sender (Alice) into an N-dimensional
codeword X!V, The outputs Y[V and Z[M] received by the legitimate receiver (Bob) and the eavesdropper (Eve)

are respectively given by
YINT = XIVT i)
ZIV — xIN] W([iN]7

N N . . . . . . .
where Wz[; ] and W[e ] are N-dimensional Gaussian noise vectors with zero mean and variance af, 03 respectively.

The channel input XINT gatisfies the power constraint Ps, i.e.,
1
B(IXMPP1 < P

Polar codes [7]] have shown their great potential in solving the wiretap coding problem. The polar coding scheme
proposed in [8]], combined with the block Markov coding technique [9], was proved to achieve the strong secrecy
capacity when W and V' are both binary-input symmetric channels, and W is degraded with respect to V. More
recently, polar wiretap coding has been extended to general wiretap channels (not necessarily degraded or symmetric)
in [10] and [11]]. For continuous channels such as the GWC, there also has been notable progress in wiretap lattice
coding. On the theoretical aspect, the existence of lattice codes achieving the secrecy capacity to within % nat under
the strong secrecy as well as semantic security criterion was demonstrated in [6]. On the practical aspect, wiretap

lattice codes were proposed in [12]] and to maximize the eavesdropper’s decoding error probability.
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A. Our contribution

Polar lattices, the counterpart of polar codes in the Euclidean space, have already been proved to be additive
white Gaussian noise (AWGN)-good [[14] and further to achieve the AWGN channel capacity with lattice Gaussian
shaping [15. Motivated by [8], we will propose polar lattices to achieve both strong secrecy and reliability over
the mod-As; GWC. Conceptually, this polar lattice structure can be regarded as a secrecy-good lattice A, nested
within an AWGN-good lattice A, (A, C Ap). Further, we will propose a Gaussian shaping scheme over A, and A,
using the multilevel asymmetric polar coding technique. As a result, we will accomplish the design of an explicit

lattice coding scheme which achieves the secrecy capacity of the GWC with semantic security.

o The first technical contribution of this paper is the explicit construction of secrecy-good polar lattices for the
mod-A; GWC and the proof of their secrecy capacity-achieving. This is an extension of the binary symmetric
wiretap coding [8] to the multilevel coding scenario, and can also be considered as the construction of secrecy-
good polar lattices for the GWC without the power constraint. The construction for the mod-A; GWC provides
considerable insight into wiretap coding for the genuine GWC, without deviating to the technicality of Gaussian
shaping. This work is also of independent interest to other problems of information theoretic security, e.g.,
secret key generation from Gaussian sources [19].

e Our second contribution is the Gaussian shaping applied to the secrecy-good polar lattice, which follows the
technique of [6], [15]. The resultant coding scheme is proved to achieve the secrecy capacity of the GWC.
It is worth mentioning that our proposed coding scheme is not only a practical implementation of the secure
random lattice coding in [6], but also an improvement in the sense that we successfully remove the constant

%-nat gap to the secrecy capacityl.

B. Comparison with the extractor-based approach

Invertible randomness extractors were introduced into wiretap coding in [5], [20], [21]. The key idea is that
an extractor is used to convert a capacity-achieving code with rate close to C(V) for the main channel into a
wiretap code with the rate close to C (V') — C(W). Later, this coding scheme was extended to the GWC in [22].
Besides, channel resolvability [23] was proposed as a tool for wiretap codes. An interesting connection between
the resolvability and the extractor was revealed in [24].

The proposed approach and the one based on invertible extractors have their respective advantages. The extractor-
based approach is modular, i.e., the error-correction code and extractor are realized separatelys; it is possible to harness
the results of invertible extractors in literature. The advantage of our lattice-based scheme is that the wiretap code
designed for Eve is nested within the capacity-achieving code designed for Bob, which represents an integrated

approach. More importantly, lattice codes are attractive for emerging applications in network information theory

IPlease refer to [16]—[18] for other methods of achieving the AWGN channel capacity.

2The %—nat gap in [6] was due to a requirement on the volume-to-noise ratio of the secrecy-good lattice. In this paper, we employ mutual
information, rather than via the flatness factor, to directly bound information leakage, thereby removing that requirement of the secrecy-good

lattice.
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thanks to their useful structures [16], [25]]; thus the proposed scheme may fit better with this landscape when

security is a concern [26].

C. Outline of the paper

The paper is organized as follows: Section II presents some preliminaries of lattice codes. The binary polar codes
and multilevel lattice structure [27]] are briefly reviewed in Section III, where the original polar wiretap coding
scheme in [8] is slightly modified to be compatible to the following shaping operation. In Section IV, we construct
secrecy-good polar lattices for the mod-A; GWC. In Section V, we show how to implement the discrete Gaussian
shaping over the polar lattice to remove the mod-A; front end, using the polar coding technique for asymmetric
channels. Then we prove that our wiretap lattice coding achieves the secrecy capacity with shaping. Finally, we

discuss the relationship between the lattice constructions with and without shaping in Section VI.

D. Notation

All random variables (RVs) will be denoted by capital letters. Let Px denote the probability distribution of a RV
X taking values x in a set X’ and let H(X) denote its entropy. For multilevel coding, we denote by X; a RV X
at level £. The i-th realization of X, is denoted by z. We also use the notation xz:j as a shorthand for a vector
(2},...,}), which is a realization of RVs X{7 = (X{,...,X}). Similarly, z},; will denote the realization of the
i-th RVs from level £ to level j, i.e., of X} ; = (Xj,...,X%). For a set Z, Z° denotes its compliment set, and |Z]|
represents its cardinality. For an integer N, [N] will be used to denote the set of all integers from 1 to N. A binary
memoryless asymmetric (BMA) channel and a binary memoryless symmetric (BMS) channel will be denoted by
W and W, respectively. Following the notation of [7]], we denote N independent uses of channel W by W . By
channel combining and splitting, we get the combined channel W and the i-th subchannel W](Vi). Specifically, for
a channel W, at level /, WéN , Wi~ and We(i’N) are used to denote its /N independent expansion, the combined
channel and the i-th subchannel after polarization. An indicator function is represented by 1(-). Throughout this

paper, we use the binary logarithm, denoted by log, and information is measured in bits.

II. PRELIMINARIES OF LATTICE CODES
A. Definitions

A lattice is a discrete subgroup of R™ which can be described by
A={A=Bzx:zeZ"},

where B is an n-by-n lattice generator matrix and we always assume that it has full rank in this paper.

For a vector x € R", the nearest-neighbor quantizer associated with A is Qa(z) = arg I/Pel}xl [[A—=z||. We define the
modulo lattice operation by  mod A £ x—Q(x). The Voronoi region of A, defined by V(A) = {z : Qa(z) = 0},
specifies the nearest-neighbor decoding region. The Voronoi cell is one example of fundamental region of the

lattice. A measurable set R(A) C R™ is a fundamental region of the lattice A if Uyep(R(A) + A) = R™ and if
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(R(A) + A) N (R(A) + ') has measure 0 for any A # A in A. The volume of a fundamental region is equal to
that of the Voronoi region V(A), which is given by Vol(A) = |det(B)].
The theta series of A (see, e.g., [28] p.70]) is defined as

o)=Y eI 5
AEA

In this paper, the reliability condition for Bob is measured by the block error probability P.(A,c?) of lattice
decoding. It is the probability Pr{z ¢ V(A)} that an n-dimensional independent and identically distributed (i.i.d.)
Gaussian noise vector x with zero mean and variance o per dimension falls outside the Voronoi region V(A). For
an n-dimensional lattice A, define the volume-to-noise ratio (VNR) of A by

A Vol(A)=

YA (o) 5

g

Then we introduce the notion of lattices which are good for the AWGN channel without power constraint.

Definition 1 (AWGN-good lattices): A sequence of lattices A, of increasing dimension n is AWGN-good if, for
any fixed P.(Ap,0?) € (0,1), limy, 00 Y2, (o) = 27e, and if, for any fixed VNR greater than 27e,

lim P.(Ay,0%) = 0.

n—oco
It is worth mentioning here that we do not insist on exponentially vanishing error probabilities, unlike Poltyrev’s
original treatment of good lattices for coding over the AWGN channel [29]. This is because a sub-exponential or
polynomial decay of the error probability is often good enough.
Next, we introduce the notion of secrecy-good lattices. For this purpose, we need the capacity C'(A., 0?) of the

mod-A. channel, which will be defined in (9).

Definition 2 (Secrecy-good lattices): A sequence of lattices A, of increasing dimension n is secrecy-good if, for

any fixed VNR of A, smaller than 27e, the channel capacity C'(A.,o?) vanishes:

lim C(A.,0%) =0.

n—oo
Note that this definition is different from that in [6]], which is based on the flatness factor associated with the
lattice Gaussian distribution. We will show that this definition is also sufficient to guarantee vanishing information

leakage (see Remark [3)).

B. Flatness factor and lattice Gaussian distribution

For o > 0 and ¢ € R”, the Gaussian distribution of mean ¢ and variance o2 is defined as
foel@) = e T
a,c(UC) = me 207,
for all x € R™. For convenience, let f,(z) = fo0(z).
Given lattice A, we define the A-periodic function

1 _ =2
fU;A(‘T) = Z fo,)\(x) = m Z e 22

AeA AEA
for x € R".
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The flatness factor is defined for a lattice A as [6]]

r(0) 2 max [NoI(A)fya(w) ~ 1.

It can be interpreted as the maximum variation of f, A (z) from the uniform distribution over R(A). The flatness

factor can be calculated using the theta series [6]:

= (342) o ()

We define the discrete Gaussian distribution over A centered at ¢ € R™ as the following discrete distribution

taking values in A € A:

Dpoe(N) = Jo.el) VA €A,

 foe(A)
where f, .(A) £ > xea Jo,e(A) = fo,a(c). Again for convenience, we write Dj o = Dp o0.
It is also useful to define the discrete Gaussian distribution over a coset of A, i.e., the shifted lattice A — c:

Dp—eo(A—c) = % VA € A.

Note the relation Dp_c (A — ¢) = Da o (\), namely, they are a shifted version of each other.

Each component of a lattice point sampled from Dj_., has an average power always less than o2 by the
following lemma.

Lemma 1 (Average power of lattice Gaussian [30, Lemma 1]): Let x = (z1,xa, ..., xn)T ~ Dp_c . Then, for

each1 <i¢<mn,
B[22 < 0. 2)
If the flatness factor is negligible, the discrete Gaussian distribution over a lattice preserves the capacity of the
AWGN channel.

Theorem 1 (Mutual information of discrete Gaussian distribution [30| Th. 2]): Consider an AWGN channel
Y = X + E where the input constellation X has a discrete Gaussian distribution Dp_. . for arbitrary ¢ € R",

and where the variance of the noise E is o2. Let the average signal power be P so that SNR = P, /0?2, and let

—2:2_ Then, if £ = €4 (7) < 3 and

et < ¢ where
02402 —€t

1

R EA (O’S/ %), t>1/e
Er =
(-t + Ven (00 /) 0<t<1/e
the discrete Gaussian constellation results in mutual information

1
Ip > Jlog (14 SNR) - % 3)

per channel use. Moreover, the difference between Py and o2 is bounded by
2me,
P, — 0'2 < 70'2.
‘ ? S‘ “n(l-—¢) °
A lattice A or its coset A — ¢ with a discrete Gaussian distribution is referred to as a good constellation for the

AWGN channel if €5 (o) is negligible [30]. It is further proved in [30] that the channel capacity is achieved with

June 13, 2018 DRAFT



Gaussian shaping over an AWGN-good lattice and minimum mean square error (MMSE) lattice decoding. Following
Theorem 1} it has been shown in [[15] that an AWGN-good polar lattice shaped according to the discrete Gaussian
distribution achieves the AWGN channel capacity with sub-exponentially vanishing error probability, which means
that an explicit polar lattice satisfying the power constraint and the reliability condition for Bob is already in hand.

Therefore, the next section will focus on the construction of the secrecy-good polar lattice.

III. POLAR CODES AND POLAR LATTICES
A. Polar codes: brief review

We firstly recall some basics of polar codes. Let W be a BMS channel with uniformly distributed input X €
X ={0,1} and output Y € Y. The input distribution and transition probability of W are denoted by Px and Py|x
respectively. Let X!V and Y!M] be the input and output vector of N independent uses of W. Let N = 2™ be the
block length of polar codes for some integer m > 1. The channel polarization is based on the N-by-N transform
UV = XINIG y, where Gy = [1 ?]®m is the generator matrix and ® denotes the Kronecker product. Then we get
an N-dimensional combined channel WN from UMV to YIVI. For each i € [N], given the previous bits Uti=1 the
channel /V[v/](\;) seen by each bit U? is called the i-th subchannel channel after the channel splitting process [7], and
the transition probability of W](VZ) is given by

WP, ) = e WMl
uitlhiNe Y N—i
where u[V and y!N! are the realizations of UN! and YIV!, respectively. Arikan proved that W](VZ) is also a BMS
channel and it becomes either an almost error-free channel or a completely useless channel as N grows. According
to [7], the goodness of a BMS channel can be estimated by its associate Bhattacharyya parameter, which is defined

as follows.

Definition 3 (Bhattacharyya parameter of BMS channels): Let W be a BMS channel with transition probability

Py|x, the symmetric Bhattacharyya parameter Z e [0,1] is defined as

ZW) 2% /Rxl0)Rx(yI1).

Remark 1. Although polar codes were originally proposed for binary-input discrete memoryless channels [7],
their extension to continuous channels, such as the binary-input AWGN channel, was given in [31]]. To construct
polar codes efficiently, the authors proposed smart channel degrading and upgrading merging algorithms to quantize
continuous channels into their discrete versions. Fortunately, the quantization accuracy can be made arbitrarily small
by increasing the quantization level. For this reason, we still use the summation form of Bhattacharyya parameters

for continuous channels in this work, which also makes the notations consistent with the literature on polar codes.

It was further shown in [32], [33]] that for any 0 < 5 < L

lim —‘{2 W(l)<2 NB}‘ = I(W)
m—0o0
im —|{i: Z0F ) > 127V = 1= 1)
m—oo N ’ N ’
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which means the proportion of such roughly error-free subchannels (with negligible Bhattacharyya parameters)
approaches the channel capacity (W) The set of the indices of all those almost error-free subchannels is usually
called the information set Z and its complementary is called the frozen set /. Consequently, the construction of
capacity-achieving polar codes is simply to identify the indices in the information set Z. However, for a general
BMS channel other than binary erasure channel, the complexity of the exact computation for Z (WJ(\;)) appears to
be exponential in the block length N. An efficient estimation method for Z (’W](\;)) was proposed in [31], using the
idea of channel upgrading and degrading. It was shown that with a sufficient number of quantization levels, the
approximation error is negligible even if W has continuous output, and the involved computational complexity is
acceptable.

In [[7], a bit-wise decoding method called successive cancellation (SC) decoding was proposed to show that polar
codes are able to achieve channel capacity with vanishing error probability. This decoding method has complexity

O(NlogN), and the error probability is given by P7¢ <> Z(W](Vi)).

B. Polar codes for the binary symmetric wiretap channel

Now we revisit the construction of polar codes for the binary symmetric wiretap channel. We use V and W to
denote the symmetric main channel between Alice and Bob and the symmetric wiretap channel between Alice and
Eve, respectively. Both V and W have binary input X and W is degraded with respect to V. Let Y and Z denote
the output of V and W. After the channel combination and splitting of IV independent uses of the V and W by the
polarization transform UV = XINIG , we define the sets of reliability-good indices for Bob and information-poor

indices for Eve as

GV)={i: Z(Vy) <277,
. o “)
NW) ={i: Z(WR) = 1-27V"},
where 0 < 8 < 0.5 and 17]5; ) (WJ(\;)) is the ¢-th subchannel of the main channel (wiretapper’s channel) after
polarization transform.

Note that in the seminal paper [8] of polar wiretap coding, the information-poor set A (W) was defined as
{i : IWEN)) < 2-N ﬂ}. In contrast, our criterion here is based on the Bhattacharyya parameterH. This slight
modification will bring us much convenience when lattice shaping is involved in Sect. The following lemma
shows that the modified criterion is similar to the original one in the sense that the mutual information of the

subchannels with indices in A/ (W) can still be bounded in the same form.

Lemma 2: Let ’W](\;) be the i-th subchannel after the polarization transform on independent N uses of a BMS
channel . For any 0 < 8 < % and 6 > 0, if 7 (W](VZ)) >1-2-N ﬂ, the mutual information of the i-th subchannel

can be upper-bounded as
1wy <27V,
where 8(1 — ¢) < ' < 8 when N is sufficiently large.

3This idea has already been used in [8] to prove that polar wiretap coding scheme is secrecy capacity-achieving.

June 13, 2018 DRAFT



Proof. When W is symmetric, W](VZ) is symmetric as well. By [7, Proposition 1], we have

IWP) < yJ1-Z(W{h?
<\92.9-N*

_ 271\/5/

where 8’ < . Moreover, for sufficiently large N, 5’ can be made arbitrarily close to and 3 , i.e., 3(1 —4§) < g’
for any § > 0. (]

Since the mutual information of subchannels in N (W) can be upper-bounded in the same form, it is not difficult
to understand that strong secrecy can be achieved using the index partition proposed in [8]]. Similarly, we divide

the index set [INV] into the following four sets:

A=GWV)NNW), B=G(V)nN(W)" s
C=G(V)* NNW), D=gG(V) NNW)°.

Clearly, AUBUC UD = [N]. Then we assign set .4 with message bits M, set B with uniformly random bits Ry,
set C with frozen bits F which are known to both Bob and Eve prior to transmission, and set D with uniformly
random bits Ry;. The next lemma shows that this assignment achieves strong secrecy. We note that this proof is

similar to that in [8]], [9] and it is given in [34, Appendix A].
Lemma 3: According to the partitions of the index set shown in (@), if we assign the four sets as follows

A+ M, B+ Ry,

(6)
C+F, D+ Ry
the information leakage I(M;Z!™]) can be upper-bounded as
IM:ZNy < N .27 0 < B < 0.5, )

We can also observe that the proportion of the problematic set D is arbitrarily small when N is sufficiently large.
This is because set D is a subset of the unpolarized set {7 : 2-N < Z(f/]s,l)) <1l- 2_Nﬂ}. As has been shown in
[8]], the reliability condition cannot be fulfilled with SC decoding due to the existence of D. Fortunately, we can
use the Markov block coding technique proposed in [9] to achieve reliability and strong secrecy simultaneously.
More details of this Markov block coding technique will be discussed in Section and Section

With regard to the secrecy rate, we show that the modified polar coding scheme can also achieve the secrecy
capacity.

Lemma 4: Let 0(17) and C(W) denote the channel capacity of the main channel V and wiretap channel W
respectively. Since W is degraded with respect to V, the secrecy capacity, which is given by C(V) — C’(W), is

achievable using the modified wiretap coding scheme, i.e.,
Jim IG(V)NN(W)|/N = C(V) - C(W).
—00

Proof. See [34, Appendix B]. O
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C. From polar codes to polar lattices

A sublattice A’ C A induces a partition (denoted by A/A’) of A into equivalence classes modulo A’. The order
of the partition is denoted by |A/A’|, which is equal to the number of cosets. If |[A/A’| = 2, we call this a binary
partition. Let A/Ay/---/A,.—1/A’ for r > 1 be an n-dimensional self-similar lattice partition chairH. For each
partition Ay—1 /A, (1 < £ < r with convention Ag = A and A, = A’) a code Cy over Ay—_1 /A, selects a sequence
of representatives a, for the cosets of Ay. Consequently, if each partition is binary, the code C; is a binary code.

Polar lattices are constructed by “Construction D” [28] p.232] [27]] using a set of nested polar codes C; C Cs--- C
C,. Suppose Cy has block length IV and k&, information bits for 1 < ¢ < r. Choose a basis g1,82, -+ ,gn from

the polar generator matrix G such that g1, --gx, span Cy. When the dimension n = 1, we choose the partition

£

chain Z/2Z.../2"Z, then the lattice L admits the form [27]

r ke
L= {Z%1Zuégi+2er|u§e{o,1}}, 8)
=1 =1

where the addition is carried out in RY. The fundamental volume of a lattice obtained from this construction is

given by
Vol(L) = 27 Ve . vol(A,)V,

where Ro = Zzzl R, = % Zzzl ke denotes the sum rate of component codes. In this paper, we limit ourselves

to the one-dimensional binary lattice partition chain and binary polar codes for simplicity.

IV. SECRECY-GOOD POLAR LATTICES FOR THE MOD-A; GWC

Before considering the Gaussian wiretap channel, we will tackle a simpler problem of constructing secrecy-good
polar lattices over the mod-Ay; GWC shown in Fig. 2l The difference between the mod-A; GWC and the genuine
GWC is the mod-A; operation on the received signal of Bob and Eve. We will assume uniform input messages

until we discuss semantic security in the end of this section.

A. Strong secrecy
With some abuse of notation, the outputs YV and ZIN! at Bob and Eve’s ends respectively become
YINT — [X[N] + WZ[)N]} mod A,

ZINl = {X[N] +W[GN]] mod A;.

The idea of wiretap lattice coding over the mod-A; GWC [6] can be explained as follows. Let Ay and A, be
the AWGN-good lattice and secrecy-good lattice designed for Bob and Eve accordingly. Let A; C A, C A be a
nested chain of N-dimensional lattices in R”, where A, is the shaping lattice. Note that the shaping lattice A, here
is employed primarily for the convenience of designing the secrecy-good lattice and secondarily for satisfying the

power constraint. Consider a one-to-one mapping: M — A, /A, which associates each message m € M to a coset

4By saying self-similar, we mean that A, = T*A for all £, with T = oV for some scale factor > 1 and orthogonal matrix V. For

example, Z/2Z/.../2"7Z is a one-dimensional self-similar partition chain.
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M X N
—) AWGN Mod A, Decoder Bob

Fig. 2. The mod-As Gaussian wiretap channel.

Xm € Ap/Ac. Alice selects a lattice point A € A, N V(A;) uniformly at random and transmits XINT = X4+ A\,
where )\, is the coset representative of Xm in V(A.). This scheme has been proved to achieve both reliability and
semantic security in [6] by random lattice codes. We will make it explicit by constructing polar lattice codes in
this section.

Let A and A, be constructed from a binary partition chain A/A;/---/A,_1/A,, and assume Ay C AY such
that A, CAYN C A, C AbH. Also, denote by X[lj.i] the bits encoding AV /AY, which include all information bits for
message M as a subset. We have that [X[N I+ W[eN]} mod AL is a sufficient statistic for X[ljz\;]. This can be seen

from [27, Lemma 8], rewritten as follows:

Lemma 5 (Sufficiency of mod-A output [27]): For a partition chain A/A’ (A’ C A), let the input of an AWGN
channel be X = A+ B, where A € R(A) is a random variable, and B is uniformly distributed in ANR(A’). Reduce
the output Y first to Y =Y mod A’ and then to Y” =Y’ mod A. Then the mod-A map is information-lossless,
namely I(A;Y’) = I(A;Y"), which means that the output Y” =Y’ mod A of mod-A map is a sufficient statistic
for A.

In our context, we identify A with AY and A’ with Ay, respectively. Since the bits encoding A /A are uniformly

distributecH, the mod-AY operation is information-lossless in the sense that

I(X[N]' Z[N]) _ I(X[N]'

l:r> 1:r>

XN+ WIN mod Afy)

As far as mutual information (X[ljz\;]; AR ]) is concerned, we can use the mod-ALY operator instead of the mod-A
operator here. Under this condition, we use the multilevel lattice structure introduced in to decompose the
mod-A, channel into a series of BMS channels according to the partition chain A/Aq/---/A._1/A,. Therefore,
the afore-mentioned polar coding technique for BMS channels can be employed. Moreover, the channel resulted

from the lattice partition chain can be proved to be equivalent to that based on the chain rule of mutual information
5This is always possible with sufficient power, since the power constraint is not our primary concern in this section. We can scale As as

large as possible to make As C AL,

®Tn fact, all bits encoding Ae/As are uniformly distributed in wiretap coding.
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(See (1)). Following this channel equivalence, we can construct an AWGN-good lattice A, and a secrecy-good
lattice A, using the wiretap coding technique at each partition level.
A mod-A channel is a Gaussian channel with a modulo-A operator in the front end [27], [35]. The capacity of

the mod-A channel is [27]
C(A, 0%) = log(Vol(A)) — h(A,0?), ©)
where h(A,o?) is the differential entropy of the A-aliased noise over R(A):

h(A,0?) = — /R " fon(t) log foa(t)dt.

The differential entropy reaches its maximum log(Vol(A)) by the uniform distribution over R(A). The Ay—1 /A,
channel is defined as a mod-A, channel whose input is drawn from Ay_; N R(Ay). It is known that the Ay—_1 /Ay
channel is symmetricH, and the optimum input distribution is uniform [27]. Furthermore, the Ay_1 /A, channel is

binary if |[A;_1/As| = 2. The capacity of the Ay,_1 /A, channel for Gaussian noise of variance o2 is given by [27]
C(Ao_1/Ag,0%) = C(Ag,0%) — C(Ap_1,07%)
= h(Ar—1,0%) — h(Ag, 0%) + log(Vol(Ag) /Vol(Ag—1)).

The decomposition into a set of Ay—1/Ay channels is used in [27] to construct AWGN-good lattices. Take the
partition chain Z/2Z/ - - - /2"Z as an example. Given uniform input Xi.,, let C; denote the coset indexed by 1.,
ie, Ky =2y +---+2 12, + 2Z. Given that X;.,_; = x1.._1, the conditional probability distribution function
(PDF) of this channel with binary input X, and output Z = Z mod A, is

1 1 9
_ (3 — — z— . 10
Gl = e 3 e (- 55zl al?) (10

aclo(z1.0

Since the previous input bits x1.,—1 cause a shift on /Cy and will be removed by the multistage decoder at level ¢, the
code can be designed according to the channel transition probability (I0) with z1.,_1 = 0. Following the notation of
271, we use V (A¢—1/A¢,02) and W (A,—1/As,02) to denote the A1 /A, channel for Bob and Eve respectively.
The Ay—1/A, channel can also be used to construct secrecy-good lattices. In order to bound the information leakage

of the wiretapper’s channel, we firstly express I(Xi.,; Z) according to the chain rule of mutual information as
I(Xlzr; Z) = I(Xl, Z) + I(XQ, Z|X1) “+ -+ I(Xr, Z|X1;T,1). (11)

This equation still holds if Z denotes the noisy signal after the mod-A, operation, namely, Z = [X+W,] mod A,. We
will adopt this notation in the rest of this subsection. We refer to the /-th channel associated with mutual information
I(X¢; Z|X1.0—1) as the equivalent channel denoted by W’ (Xy; Z|X1.¢—1), which is defined as the channel from X,
to Z given the previous Xy..—1. Then the transition probability distribution of W’ (X;; Z|X1.¢—1) is [27, Lemma 6]
1
fzix,(2]me) = W Z Pr(a) fz(za)

xl:z)) a€le(x1:0)
(12)

1 1 1 ,
s L eb(—gmle-al?). sevian,
e c e

a€ke(z1:0)

"This is “regular” in the sense of Delsarte and Piret and symmetric in the sense of Gallager [27].
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From (I0) and (12), we can observe that the channel output likelihood ratio (LR) of the W (A;_1/Ay, 02) channel
is equal to that of the ¢-th equivalent channel W' (Xy; Z|X;.0—1). Then we have the following channel equivalence

lemma.

Lemma 6: Consider a lattice L constructed by a binary lattice partition chain A/A;/--- /A,_1/A,. Constructing
a polar code for the ¢-th equivalent binary-input channel W’ (Xy;Z|X1.,—1) defined by the chain rule () is
equivalent to constructing a polar code for the A,_1/A; channel W (Ay,—1/Ay,0?), i.e., the mutual information
and Bhattacharyya parameters of the subchannels resulted from W' (X;;Z|X;.4—1) are equivalent to that of the

subchannels resulted from W (Ay_1/As, 02), respectively.
Proof. See Appendix O

Note that another proof based on direct calculation of the mutual information and Bhattacharyya parameters of

the subchannels can be found in [36].

Remark 2. Observe that if we define V’(X;; Y|X;.¢—1) as the equivalent channel according to the chain rule expan-
sion of I(X;Y) for the main channel, the same result can be obtained between V (Ag—1/Ag, 02) and V' (X¢; Y [X1.0-1).
Moreover, this lemma also holds without the mod-Ag front-end, i.e., without power constraint. The construction of
AWGN-good polar lattices was given in [[13], where nested polar codes were constructed based on a set of Ay_1/Ay

channels. We note that the Ay_1/A, channel is degraded with respect to the A;/A,11 channel [[15, Lemma 3].
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Fig. 3. The multilevel lattice coding system over the mod-As Gaussian wiretap channel.

Now we are ready to introduce the polar lattice construction for the mod-A, GWC shown in Fig. Bl A polar
lattice L is constructed by a series of nested polar codes C1(N, k1) C Co(N,k2) C - -+ C C,.(N, k,) and a binary
lattice partition chain A/A;/ - - - /A,. The block length of polar codes is N. Alice splits the message M into
My, - - -, M,.. We follow the same rule (@) to assign bits in the component polar codes to achieve strong secrecy.

Note that W(Ay—1/As, 02) is degraded with respect to V(Ag—1/Ag, o) for 1 < ¢ < r because o7 < o2. Treating
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V(Ae—1/A¢,02) and W(Ar—1/Ag,02) as the main channel and wiretapper’s channel at each level and using the

partition rule (@), we can get four sets Ay, By, C; and D,. Similarly, we assign the bits as follows

Ag My, By« RS,
(13)
Cg < F[, Dg < R‘;

for each level ¢, where My, F, and RZ (R?) represent message bits, frozen bits (could be set as all zeros) and
uniformly random bits for set B, (Dy) at level ¢. Since the Ay_1/Ay channel is degraded with respect to the
A¢/Api1 channel. According to [33] Lemma 4.7], when a BMS channel W is degraded with respect to a BMS
channel V, the Bhattacharyya parameters of the subchannels satisfy Z (WJ(\;)) >7Z (‘7]5; )). Thus, it is easy to obtain
that Cy O Cyy1, which means A,UB,UDy C Apy1UBpyr1UDyyq. This construction is clearly a lattice construction
as polar codes constructed for each level are nested. We skip the proof of nested polar codes here. A similar proof
can be found in [14] and [15].

As a result, the above multilevel construction yields an AWGN-good lattice A, and a secrecy-good lattice A,
simultaneously. More precisely, A; is constructed from a set of nested polar codes Cy(N, | A1| + |B1| + |D1]) C
-+« C Cr(N, |Ar| + |Br| + |Dr]), while A, is constructed from a set of nested polar codes Cy (N, |By| + |D1|) C
.-+ C Cy(N,|B,| + |D,|) and with the same lattice partition chain. Note that the random bits in set D, should
be shared to Bob to guarantee the AWGN-goodness of Aj,. More details will be given in the next subsection. It
is clear that A. C Ay. Thus, our proposed coding scheme instantiates the coset coding scheme introduced in [6],
where the confidential message is mapped to the coset Xm € Ap/A.. However, unlike the work of [6], our scheme
does not require an asymptotically vanishing flatness factor, since the upper-bound of the information leakage can
be calculated directly. The flatness factor will show up with the lattice Gaussian shaping in the next section.

By using the above assignments and Lemma [3] we have
I(MgFg;ngJ) < N2~V (14)

where ZEN] = 7N 'mod Ay is the output of the A;_;/A, channel for Eve. In other words, the employed polar
code for the channel W (Ay—1/As,02) can guarantee that the mutual information between the input message and
the output is upper bounded by N2~ ’

We assume uniform M, and F, such that X, is uniformly distributed at each level. We will remove this
restriction to the uniform distribution in Proposition [[l According to Lemma [6] the constructed polar code can
also guarantee the same upper-bound on the mutual information between the input message and the output of the

channel W’ (Xg;Z|X1.0—1), as shown in the following inequality (X, is independent of the previous Xi.,_1):
I(MeFe;Z[N],X[l]:\;]_l) < N2~ N

Recall that Z[V] is the signal received by Eve after the mod-A, operation. Let F denote the combination of

F1,Fs,...,F,.. From the chain rule of mutual information, we obtain

I(MF;Z[NJ)

= Z I(Z[N]; MzFe|M1;571F1:£—1)
=1
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T

H(MFeMyp—1F1.0-1) — H(MeFdZ[N], |V|1:1371F1;271)

~
Il
—

M-

H(MFe) = H (M2, My Fries ) (1)

~
Il

1

I
N

I(MzFe; z, M1:571F1:zf1)

~

s

1

< S r(MFszM X)) < vV

~
=

where the second inequality holds because I(MgF[;Z[N],X[lj;\g_l) = I(MgFg;Z[N], U[lj;\g_l) and adding more

variables will not decrease the mutual information. Since limy_,oo I { MF; ZIv ]) = 0, strong secrecy is achieved.

B. Achieving secrecy capacity

In the original polar coding scheme for the binary wiretap channel [§]], how to assign set D is a problem.
Assigning frozen bits to D guarantees reliability but only achieves weak secrecy, whereas assigning random bits
to D guarantees strong secrecy but may violate the reliability requirement because D may be nonempty. In order
to ensure strong secrecy, D is assigned with random bits (D < R), which makes this scheme failed to accomplish
the theoretical reliability. In simple words, to satisfy the strong secrecy and reliability conditions simultaneously,
the bits corresponding to D must be kept frozen to Bob but uniformly random to Eve. For any /-th level channel
V(Ap—1/ Ay, ag) at Bob’s end, if set D, is fed with random bits, the probability of error is upper-bounded by the
sum of the Bhattacharyya parameters Z (VJ\(,j ) (A¢—1/A¢,0%)) of subchannels that are not frozen to zero [7]. For

each bit-channel index j and 8 < 0.5, we have
j € g(V(Ag_l/Ag, 05)) UDy.

By the definition @), the sum of Z(st,j) (A¢e—1/Ag,0%)) over the set G(V (A¢—1/As,07)) is bounded by 2=,
therefore the error probability of the ¢-th level channel under the SC decoding, denoted by P2 (Ay_1/A, o), can
be upper-bounded by [7]]

P5C(Ago1 /A 0f) SN2V 4 S Z(VP (A1 /A, 03)).
€Dy
Since multistage decoding is utilized, by the union bound, the final decoding error probability for Bob is bounded

as

T

Pr{M # M} <>~ PS5 (A1 /Ay, 03).

i=1

Unfortunately, a bound on the sum >, Z (VJS,J )(Ag_l /A, 0)) is unavailable, making the proof of reliability

out of reach. There is numerical evidence of low probabilities of error nonetheless. The proportion of D, vanishes

as N — oo [8 Prop. 22]. In fact, numerical examples in [8, Sect. VI-F] showed that D, = ) in most cases of

interest. In any case, Bob can run some exhaustive search or form a small list of paths for those unreliable indexes.
The reliability problem was recently solved in [9], where a new scheme dividing the information message into

several blocks was proposed. For a specific block, Dy is still assigned with random bits and transmitted in advance
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in the set A, of the previous block. This scheme involves negligible rate loss and finally realizes reliability and
strong security simultaneously. In this case, if the reliability of each partition channel can be achieved, i.e., for any
(-th level partition Ay_1 /Ay, PSC(Ag_1/Ay, o?) vanishes as N — oo, then the total decoding error probability for
Bob can be made arbitrarily small. Consequently, based on this new scheme of assigning the problematic set, the

error probability on level £ can be upper-bounded by
PSC(Ng-1 /Ay, 02) < ek + ke - 027N, (16)

where ky is the number of information blocks on the /-th level, N’ is the length of each block which satisfies
N’ x kg = N and €4, is caused by the first separate block consisting of the initial bits in D, at the /-th level.
Since |Dy| is extremely small comparing to the block length N, the decoding failure probability for the first block
can be made arbitrarily small when N is sufficiently large. Meanwhile, by the analysis in [13], when h(A,0?) —
log(V(A)), h(A,,0f) — 3log(2meo}), and Re — C(A/A,,0}), we have ya,(0,) — 2me. Therefore, Ay is an
AWGN-good latticeg

Note that the rate loss incurred by repeatedly transmitted bits in Dy is negligible because of its small size.

Specifically, the actual secrecy rate in the ¢-th level is given by kfj’rl [C(Ae—1/Ag,02) — C(Ag—1/As, 02)]. Clearly,

this rate can be made close to the secrecy capacity by choosing sufficiently large k, as well.

Theorem 2 (Achieving secrecy capacity of the mod-A; GWC): Consider a sequence of multi-level polar lattices
L(N) of increasing dimensions N. Let L(N) be constructed according to with the binary lattice partition
chain A/A;/--- /A, and r binary nested polar codes where r = O(log N). Scale the lattice partition chain to
satisfy the following conditions:

(@) ea(op) = 0,

(i) €. = 3log(2meo?) — h(A,,0%) — 0.
Given 02 > o7, the secrecy capacity %log z—g of the mod-A, Gaussian wiretap channel is achievable by using the
polar lattices L(N), i.e., for any rate R < %log Z—%, there exists a sufficiently large /N such that the realized rate

R(N) of L(N) satisfies R(N) > R.

8More precisely, to make A, AWGN-good, we need Pe(Ab,O'g) — 0 by definition. By [15] Theorem 2], Pe(Ab,az) < rN2*NB +
N - Pe(AT,Ug). According to the analysis in Remark [fl » = O(log N) is sufficient to guarantee Pe (AT-,ag) = e~ QN), meaning that a

sub-exponentially vanishing Pe(Ap, og) can be achieved.
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Proof. By Lemma [ and (13),
~ A
m

¢=1 (17)

(ATvag) - O(A,O’g) - O(AT,US) + O(A,O’g)

= h(A,, US) — h(A,, U%) + h(A, 05) — h(A, 05)
1 o?
= EIOga_g — (€c — €p) — €1,

where
e1=C(A 0p) = C(A,02) = h(A, 02) = h(A, 0}) > 0,
ev = h(a3) — h(Ay, 07) = 3log(2meat) — h(Ay, 07) > 0,
€e = h(c?) — h(Ay,02) = §log(2mes?) — h(Ay,02) >0
and €, — ¢, > 0.
By scaling A, we can have h(A,07) — log(Vol(A)). Since 02 > o2, we also have h(A,02) — log(Vol(A)).

More precisely, by [15, Lemma 1], €; can be upper-bounded by the flatness factor as
€1 < C(A, 0f) < log(e) - ex(o).

Then, according to [6] Corollary 1], we can make ex(0p) — 0 by scaling A.
The number of levels is set such that h(A,,02) — %log(2mes?). By [15. Theorem 2], r = O(log N) is

—Q(

sufficient to guarantee P.(A,,07) = e (), meaning that the volume Vol(A,.) is sufficiently large such that

h(A;,0%) — $log(2mec?) as N — co. Again, since o2 > o7, we immediately have h(A,,07) — 3 log(2mec?),

and ¢, — ¢, — 0. Therefore by scaling A and adjusting r, the secrecy rate can get arbitrarily close to % log j—% O
b

Remark 3. The constructed lattice A, is secrecy-good in the sense of Definition [2l Recall that A, is constructed
from the partition chain A/--- /A, which gives us the N-dimensional partition chain A~ /A./AXN. Then,
C(Ae,02) = C(AY,02) + C(AY /A¢, 07)
= C(AYN,02) + I(MF; ZIV)

< log(e) - ean (o) + I(MF; ZIN)

<log(e) - ([1 + ea(ae)]N — 1) + I(MF; ZIV),

where we use [6, Corollary 1] and [30, Lemma 3] in the last two inequalities, respectively.
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Since r = O(log V), the top lattice A can be scaled down so that €5 (c.) vanishes as fast as O(2~VN) by [37

Proposition 2]. When N — oo, we have
C(A.,02) < Nlog(e) - ea(oe) + I(MF; ZIV)) 4 027 VN).

Recalling (I3), we immediately have C(A.,02) — 0.
Meanwhile, following the analysis of [15], we can show that the VNR 74, (02) — 27me from below. More

precisely, the logarithmic VNR of A, satisfies

o
IOg <,72LT(6)) = 2(661 — €2 — 663)

where
€1 = C(A, 02?)
€e2 = 3log2mec? — h(A,,0?) (18)
€e3 =Ygy Re — C(Ag—1/Ag, 02).
We note that, €.; < C(A, a?) — 0, €2 — 0 (condition (ii) in Theorem2)), and €3 is the total extra rate of component
codes to guarantee security. Since Ry = |R¢|/N = (|B,| + |D;|)/N — C(A¢—1/A¢,02), we also have €5 — 0.
Let Ur(a,) denote the uniform distribution over a fundamental region R(A.). Note that condition C(A, 02) — 0
implies the following statements, which all state that the distribution f,,_ . of the mod-A. Gaussian noise converges
to the uniform distribution:
1) Differential entropy h(Ac, 02) — log(Vol(A.));
2) Kullback-Leibler divergence D(fs, a.[|Ur(a.)) — 0
3) Variational distance V(fs, A.,Ur(a,)) = 0
where 1) is by definition, 2) from the relation between mutual information and Kullback-Leibler divergenceH, and

3) by Pinsker’s inequality.

Remark 4. The secrecy capacity of the mod-A; Gaussian wiretap channel per use is given by

1

1
s — X7 As 2
Co = 3 C(hof) = +

. C(8s,0?) = 1h(A02) — h(As, 07)

since the wiretapper’s channel is degraded with respect to the main channel. Because h(A,,0?) — $log(2mec?)
and A, C AV, we have +h(Ay,0%) — Llog(2mec?) and +h(A,,02) — 4 log(2mes?). Hence Cs — +log z—g
It also equals the secrecy capacity of the Gaussian wiretap channel when the signal power goes to infinity. It is

noteworthy that we successfully remove the %-nat gap in the achievable secrecy rate derived in [6]] which is caused

by the limitation of the L distance associated with the flatness factor.

Remark 5. The mild conditions (i) and (i) stated in the theorem are easy to meet, by scaling top lattice A and

choosing the number of levels r appropriately. Consider an example for 02 = 4 and 0 = 1. We choose 7 = 3

In fact, it is easy to show that D(fs, A, lUR(A.)) = log(Vol(Ae)) — h(Ae, 02) = C(Ae,02), thanks to the symmetry of the mod-Ae

channel.
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levels and a partition chain Z/27 /47 with scaling factor 2.5. The difference between the achievable rate computed

from and the upper bound %log Z—g on secrecy capacity is about 0.05.
b

Remark 6. From conditions (i) and (), we can see that the construction for secrecy-good lattices requires more
levels than the construction of AWGN-good lattices. €; can be made arbitrarily small by scaling down A such
that both h(A,02) and h(A,o?) are sufficiently close to log(Vol(A)). For polar lattices for AWGN-goodness [[14],
we only need h(A,/,02) ~ %log(2mes?) for some r’ < r. Since €, < €., A, may be not enough for the
wiretapper’s channel. Therefore, more levels are needed in the wiretap coding context. To satisfy the condition
h(A,,0%) — Llog(2mec?), it is sufficient to guarantee that P.(A,,02) — 0 by [27, Thegrem 13]. When one-

27
dimensional binary partition Z/2Z/4Z/... is used, we have P.(A,,0?) < Q(2-) < e 2, where Q(-) is the
—Q(N)

T
e 20,

Q-function. Letting » = O(log N), the error probability vanishes as P.(A,,02) = e , which implies that
h(Ar,02) — Llog(2mec?) as N — co. We also note that when lattice Gaussian shaping is considered in Sect. [V]
the probability of selecting a lattice point from A, decays exponentially as r increases. The requirement is relaxed

to r = O(loglog(NN)) to achieve the secrecy capacity.

C. Semantic security

So far we have assumed that the message is uniformly distributed. In fact, this assumption is not needed because
of the symmetry of the A,/A. channel [27]. It is well known that the error probability of polar codes in a symmetric
channel is independent of the transmitted message [7]]; thus the input distribution does not matter for reliability.
Moreover, the foregoing security analysis also implies semantic security, i.e., holds for arbitrarily distributed
M and F. This A,/A. channel can be seen as the counterpart in lattice coding of the randomness-induced channel
defined in [8].

Proposition 1: Semantic security holds for the polar lattice construction for the mod-A; GWC shown in Fig. Bl

ie.,

1(MF;ZM) < 2"
for arbitrarily distributed M and F.

Proof. Since MF is drawn from R(A.) and the random bits are drawn from A, NR(As), by Lemmal[3] the mod-A,
map is information lossless and its output is a sufficient statistic for MF. Therefore, the channel between MF and
the eavesdropper can be viewed as a Ap/A. channel. Because the Ay/A. channel is symmetric, the maximum
mutual information is achieved by the uniform input. Consequently, the mutual information corresponding to other

input distributions can also be upper-bounded by r N2~ . as in (I3), and we can also freeze the bits F. o

V. ACHIEVING SECRECY CAPACITY WITH DISCRETE GAUSSIAN SHAPING

In this section, we apply Gaussian shaping on the AWGN-good and secrecy-good polar lattices. The idea of
lattice Gaussian shaping was proposed in [30] and then implemented in [15] to construct capacity-achieving polar

lattices. For wiretap coding, the discrete Gaussian distribution can also be utilized to satisfy the power constraint. In
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simple terms, after obtaining the AWGN-good lattice A and the secrecy-good lattice A, Alice maps each message
m to a coset Xm € Ap/A. as mentioned in Sect. However, instead of the mod-A operation, Alice samples the
encoded signal XN from Da, 4,0, Where A, is the coset representative of Xm and crg is arbitrarily close to the
signal power Ps (see [6] for more details). Again, we assume uniform messages until we prove semantic security
in the end of this section.

The construction of polar lattices with Gaussian shaping is reviewed in Sect. [V-Al With Gaussian shaping, we
propose a new partition of the index set for the genuine GWC in Sect. Strong secrecy is proved in Sect. [V-C
and reliability is then discussed in Sect. Extension to semantical security is given in Sect. Moreover, we

will show that this shaping operation does not hurt the secrecy rate and that the secrecy capacity can be achieved.

A. Gaussian shaping over polar lattices

In this subsection, we introduce the lattice shaping technique for polar lattices. The idea is to select the lattice
points according to a carefully chosen lattice Gaussian distribution, which makes a non-uniform input distribution
for each partition channel. As shown in [[15], the shaping scheme is based on the technique of polar codes for
asymmetric channels. For the paper to be self-contained, a brief review will be presented in this subsection. A more
detailed account of Gaussian shaping can be found in [[15].

Similarly to the polar coding on symmetric channels, the Bhattacharyya parameter for a binary memoryless

asymmetric (BMA) channel is defined as follows.

Definition 4 (Bhattacharyya parameter for BUA channel): Let W be a BMA channel with input X € X = {0, 1}
and output Y € V. The input distribution and channel transition probability is denoted by Px and Py x respectively.

The Bhattacharyya parameter Z for W is the defined as

2 Z PY(y)\/PX\Y(Oly)PX\Y(lly)

Z(XY)

2 Z \/Px,Y(O, y) Px.v(1,y).

The following lemma, which will be useful for the forthcoming new partition scheme, shows that by adding
observable at the output of W, Z will not increase.

Lemma 7 (Conditioning reduces Bhattacharyya parameter Z [I5]]): Let (X,Y,Y’) ~ Pxyy,X € X ={0,1},Y €
V.Y €)', we have

Z(XY,Y') < Z(X]Y).

When X is uniformly distributed, the Bhattacharyya parameter of BMA channels coincides with that of BMS
channels defined in Definition Bl Moreover, the calculation of Z can be converted to the calculation of the
Bhattacharyya parameter Z for a related BMS channel. The following lemma is implicitly considered in [38]

and then explicitly expressed in [15]]. We show it here for completeness.

Lemma 8 (From Asymmetric to Symmetric channel [15]): Let W be a binary input asymmetric channel with input

X e X ={0,1} and Y € V. We define a new channel W corresponding to W which has input X € X = {0,1}
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and output Y € Y x X. The relationship between W and W is shown in Fig. @ The input of W is uniformly
distributed, i.e., Px(z = 0) = Pg(z = 1) = 1, and the output of W is given by (Y,X & X), where & denotes the

bitwise XOR operation. Then, I¥ is a binary symmetric channel in the sense that P;‘;((y, r@Z|T) = Prx(y, x).

Fig. 4. The relationship between W and W.

The following lemma describes how to construct a polar code for a BMA channel W from that for the associated

BMS channel W

Lemma 9 (The equivalence between symmetric and asymmetric Bhattacharyya parameters [38|]): For a BMA
channel W with input X ~ Pk, let W be its symmetrized channel constructed according to Lemma [8| Suppose
X[Vl and YV be the input and output vectors of W, and let XV and YV = (X[N] & )N([N],Y[N]) be the
input and output vectors of W, where X is uniform. Consider polarized random variables UVI=XIN1Gy and
uVI=XIV g ~, and denote by Wy and WN the combining channel of N uses of W and W, respectively. The

Bhattacharyya parameter for each subchannel of Wy is equal to that of each subchannel of WN, ie.,
Z(Ui|U1:i—1’Y[N]) _ Z(Gi|01:i—17x[N] GBX[N]’Y[N])'

To obtain the desired input distribution of Px for W, the indices with very small Z(U?|U**~1) should be
removed from the information set of the symmetric channel. Following [15]], the resultant subset is referred to as
the information set Z for the asymmetric channel W. For the remaining part Z¢, we further find out that there
are some bits which can be made independent of the information bits and uniformly distributed. The purpose of
extracting such bits is for the interest of our lattice construction. We name the set that includes those independent
frozen bits as the independent frozen set F, and the remaining frozen bits are determined by the bits in F UZ. We

name the set of all those deterministic bits as the shaping set S. The three sets are formally defined as follows:
the independent frozen set: F = {z € [N]: Z(U Uit yIN) > 1 - 2_Nﬁ}
the information set: 7 = {z € [N]: Z(Ui|uti=t YVl < 9=V ang Z(UI|U1) > 1 - 2—Nﬁ} (19)
the shaping set: S = (FUZI)".

To identify these three sets, one can use Lemma [0 to calculate Z(U?|U~1 YINI XIN) ysing the known
constructing techniques for symmetric polar codes [31] [39]. We note that Z(U?|U**~!) can be computed in a
similar way, by constructing a symmetric channel between X and X @ X. Besides the construction, the decoding

process for the asymmetric polar codes can also be converted to the decoding for the symmetric polar codes.

June 13, 2018 DRAFT



22

The polar coding scheme according to (I9), which can be viewed as an extension of the scheme proposed in [38]],
has been proved to be capacity-achieving in [[15]. Moreover, it can be extended to the construction of multilevel
asymmetric polar codes.

Let us describe the encoding strategy for the channel of the ¢-th (¢ < r) level W, with the channel transition
probability Py\x, x,., , (y|ze, 1.0-1) as follows.

o Encoding: Before sending the codeword xEN] = uEN] Gy, the index set [N] are divided into three parts: the

independent frozen set Fy, information set Z,, and shaping set S;, which are defined as follows:
Fo={ieN]: z(Uup =t XL YD) > 1 - 207
7= {ie Vs Z(Uup = XL Y)Y <27V and z (Ugup et AL ) =1 -2

Sy = (FeUZy)°.
The encoder first places uniformly distributed information bits in Z,. Then the frozen set F; is filled with a
uniform random sequence which is shared between the encoder and the decoder. The bits in S, are generated
by a random mapping ®s,, which yields the following distribution:

0 with probability Py j1.i-1 xin] Ol 2N,

u; _ ¢ 1:4-1 - (20)
1 with probability P, o (ub=t 2Ny

1:i—1
@‘U@ 7><1:(*1

Theorem 3 (Construction of multilevel polar codes [15]]): Consider a polar code with the above encoding strategy.
Then, any message rate arbitrarily close to I(X¢;Y|X1.¢—1) is achievable using SC decodin and the expectation
of the decoding error probability over the randomized mappings satisfies Eog, [Pe(ds,)] = o2~V B/) for any
B < B <0.5.

Now let us pick a suitable input distribution P, to implement the shaping. As shown in Theorem [I] the
mutual information between the discrete Gaussian lattice distribution Dy ., and the output of the AWGN channel
approaches 1 log(1 + SNR) as the flatness factor €5 (5) — 0. Therefore, we use the lattice Gaussian distribution
Px ~ D, o, as the constellation, which gives us lim, o, Px,,, = Px ~ D ,. By [15, Lemma 5], when N — oo,
the mutual information I(X,;Y|X;.,—1) at the bottom level goes to 0 if » = O(loglog N), and using the first r
levels would involve a capacity loss ), I(X¢; Y[Xi0—1) < O(%)

From the chain rule of mutual information,

I(Xa:r; Y) = > T(Xe; Y[Xpe1),
(=1
we have 7 binary-input channels and the ¢-th channel according to I(Xs;Y|X;1.¢—1) is generally asymmetric with
the input distribution Px,|x,,, , (1 < £ < 7). Then we can construct the polar code for the asymmetric channel
at each level according to Lemma (8] As a result, the ¢-th symmetrized channel is equivalent to the MMSE-scaled

Ay—1/Ay channel in the sense of channel polarization. (See [L3] for more details.)

101t is possible to derandomize the mapping dgs, for the purpose of achieving capacity alone. However, it is tricky to handle the random
mapping in order to achieve the secrecy capacity: it requires either to share a secret random mapping or to use the Markov block coding
technique (see Sect. [V-D).
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Therefore, when power constraint is taken into consideration, the multilevel polar codes before shaping are

constructed according to the symmetric channel V (A,_1 /A, 57) and W (Ar—1/As,52), where 67 = (&)

and 52 = (\/‘;27“7803)2 are the MMSE-scaled noise variance of the main channel and of the wiretapper’s channel,
respectively. This is similar to the mod-Ay; GWC scenario mentioned in the previous section. The difference is that
o2 and o2 are replaced by 67 and 52 accorrdingly. As a result, we can still obtain an AWGN-good lattice A, and
a secrecy-good lattice A, by treating V (A¢—1/As,57) and W (Ag—1/As,52) as the main channel and wiretapper’s

channel at each level.

B. Three-dimensional partition

When lattice Gaussian shaping is performed over the AWGN-good lattice A, and the secrecy-good lattice A,
simultaneously, we have a new shaping induced partition. The polar coding scheme for the mod-A, wiretap
channel given in Sect. IV needs to be modified. Now we consider the partition of the index set [IN] with shaping
involved. According to the analysis of asymmetric polar codes, we have to eliminate those indices with small
Z(Uiugt X[lj\gll) from the information set of the symmetric channels. Therefore, Alice cannot send message on
those subchannels with Z(U@|U;i71, Xg%]_l) <1-2"N" Note that this part is the same for V, and Wg, because

it only depends on the shaping distribution. At each level, the index set which is used for shaping is given as
; % = —N#
s 2 {ie Vs zuiup =t XL ) <1 -2V

and the index set which is not for shaping is denoted by S7. Recall that for the index set [N], we already have
two partition criteria, i.e, reliability-good and information-bad (see (d))). We rewrite the reliability-good index set

G, and information-poor index set Ay at level £ as

G 2 {i e IN]: Z(Ujup*=t XL YNy <28
o ) 1)
N, 2 {z € [N]: Z(Uijuli—t XN ZINly > 9N }

Note that G, and N\, are defined by the asymmetric Bhattacharyya parameters. Nevertheless, by Lemma[9 and the
channel equivalence, we have Gy = g(%) and Ny = N (W[) as defined in (@), where ‘7[ and Wg are the respective
symmetric channels or the MMSE-scaled Ay_1/A; channels for Bob and Eve at level £. The four sets .A;, By, Cp,
and D, are defined in the same fashion as (3), with G, and N, replacing G (XN/g) and N (Wg), respectively. Now the
whole index set [N] is divided like a cube in three directions, which is shown in Fig.

Clearly, we have eight blocks:

AP = AN Sy, A" = AN S

B =B,NSy, BY =B,NS§
(22)
CP=CinSy, € =CiNSs
DS =DyNSy, Dy =DyNS§
By Lemma [7l we observe that A7 = Cf =0, A3 ‘= Ay, and Cfc = Cy. The shaping set Sy is divided into two

sets BS and DY . The bits in S are determined by the bits in S§ according to the mapping. Similarly, S§ is divided
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Good for Bob

Bad for Bob

not poor for Eve ‘information poor for Eve

Fig. 5. Partitions of the index set [IN] with shaping.

into the four sets A7 = Ay, BY, C5° = Cy, and D", Note that for wiretap coding, the frozen set becomes CJ*,
which is slightly different from the frozen set for channel coding. To satisfy the reliability condition, the frozen set
Cfc and the problematic set ch cannot be set uniformly random any more. Recall that only the independent frozen
set F at each level, which is defined as {i € [N] : Z(U3|UL*=1, YN XIN] ) > 1 - 2-N"} can be set uniformly
random (which are already shared between Alice and Bob), and the bits in the unpolarized frozen set Fy, defined
as {i € [N] : 27" < Z(U@|U;:i71,Y[N],X[1{\Q_1) < 1—2"~"1 should be determined according to the mapping.
Moreover, we can observe that F; C C5* and Dy C D, C F;. Here we make the bits in ¢ uniformly random

and the bits in CJ ‘ \ F; and Dy “ determined by the mapping. Therefore, from now on, we adjust the definition of

the shaping bits as:
Se 2 {z e [N]: Z(UiuE =1 XNy < 1= 27N or 27N < Z(uijuk YN XNy <1 - 2_Nﬂ}7 23)

which is essentially equivalent to the definition of the shaping set given in Theorem 3]
To sum up, at level ¢, we assign the sets Afc, ch, and F, with message bits My, uniformly random bits

R¢, and uniform frozen bits Fy, respectively. The rest bits Sy (in Sy) will be fed with random bits according to

P

Ui U= N Clearly, this shaping operation will make the input distribution arbitrarily close to Px,x,,, ., for
I3 3 MLl —1 :

[ fixed and N tending to infinity. In this case, we can obtain the equality between the Bhattacharyya parameter
of asymmetric setting and symmetric setting (see Lemma [0). This provides us a convenient way to prove the
strong secrecy of the wiretap coding scheme with shaping because we have already proved the strong secrecy of
a symmetric wiretap coding scheme using the Bhattacharyya parameter of the symmetric setting. A detailed proof
will be presented in the following subsection. Before this, we show that the shaping will not change the message

rate.

Lemma 10: For the symmetrized main channel ‘7[ and wiretapper’s channel Wg, consider the reliability-good

indices set Gy and information-bad indices set N defined as in (2I). By eliminating the shaping set Sy from the
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original message set defined in (3), we get the new message set AY" = G, N N, N S§. The proportion of |AZ"|

equals to that of |Ay|, and the message rate after shaping can still be arbitrarily close to %log g—g

b

Proof. By Theorem 2] when shaping is not involved, the message rate can be made arbitrarily close to %log g—é
b

By the new definition of &y, we still have Af = (), which means the shaping operation will not affect the

message rate. o

C. Strong secrecy
In this subsection, we prove that strong secrecy can still be achieved when shaping is involved. To this end, we
introduce a new induced channel from Eve’s perspective and prove that the information leakage over this channel

vanishes at each level. Then, strong secrecy is proved by using the chain rule of mutual information as in (13).

1 X ]
U w VA
. 1Y
. 2
: X 1 -
j

B

R

Fig. 6. Block diagram of the shaping-induced channel Qn (W, S).

[ ][]

shaping bits

In [8]], an induced channel is defined in order to prove strong secrecy. Here we call it the randomness-induced
channel because it is induced by feeding the subchannels in the sets B, and D, with uniformly random bits.
However, when shaping is involved, the set 3, and D, are no longer fed with uniformly random bits. In fact, some
subchannels (covered by the shaping mapping) should be fed with bits according to a random mapping. We define

the channel induced by the shaping bits as the shaping-induced channel.

Definition 5 (Shaping-induced channel): The shaping-induced channel Qx (W, S) is defined in terms of N uses
of an asymmetric channel W, and a shaping subset S of [N] of size |S|. The input alphabet of Qn(W,S) is
{0, 1}V ~I5! and the bits in S are determined by the input bits according to a random shaping ®s. A block diagram
of the shaping induced channel is shown in Fig.

Based on the shaping-induced channel, we define a new induced channel, which is caused by feeding a part of

the input bits of the shaping-induced channel with uniformly random bits.

Definition 6 (New induced channel): Based on a shaping induced channel Qx (W, S), the new induced channel
On(W,S8,R) is specified in terms of a randomness subset R of size |R|. The randomness is introduced into the
input set of the shaping-induced channel. The input alphabet of Qx (W, S, R) is {0, 1}V ~ISI=IRl and the bits in

‘R are uniformly and independently random. A block diagram of the new induced channel is shown in Fig.
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Fig. 7. Block diagram of the new induced channel Qn (W, S, R).

The new induced channel is a combination of the shaping-induced channel and randomness-induced channel.
This is different from the definition given in [8]] because the bits in S are neither independent to the message bits
nor uniformly distributed. As long as the input bits of the new induced channel are uniform and the shaping bits are
chosen according to the random mapping, the new induced channel can still generate 2"V possible realizations
:CEN] of XEN] as N goes to infinity, and those :CEN] can be viewed as the output of N i.i.d binary sources
with input distribution Px,|x,,_,. These are exactly the conditions required by Lemma O Specifically, we have
Z(U};|Ué:i*1, x| Z[N]) = Z(Uﬂﬂé“l, X xIM g xINT, Z[N]). In simple words, this equation holds when
xEN] and xEN] @ELN] are all selected from {0, 1}V according to their respective distributions. Then we can exploit the
relation between the asymmetric channel and the corresponding symmetric channel to bound the mutual information
of the asymmetric channel. Therefore, we have to stick to the input distribution (uniform) of our new induced
channel and also the distribution of the random mapping. This is similar to the setting of the randomness induced
channel in [8], where the input distribution and the randomness distribution are both set to be uniform. In [8], the
randomness-induced channel is further proved to be symmetric; then any other input distribution can also achieve
strong secrecy and the symmetry finally results in semantic security. In this work, however, we do not have a proof
of the symmetry of the new induced channel. For this reason, we assume for now that the message bits are uniform

distributed. To prove semantic security, we will show that the information leakage of the symmetrized version of

the new induced channel is vanishing in Sect.

Lemma 11: Let My be the uniformly distributed message bits and F; be the independent frozen bits at the input
of the channel at the /-th level. When shaping bits S, are selected according to the random mapping ®s, L and

N is sufficiently large, the mutual information can be upper-bounded as

1(MF; 2N X)) < ovia ),

"We will further show that the number of shaping bits S, covered by random mapping can be significantly reduced in Sect. V-E. Then, to
achieve reliability, Sy can be shared between Alice and Bob, or we can use the Markov block coding technique to hide S, with negligible rate

loss.
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Proof. We firstly assume that U@ is selected according to the distribution P for all i € [N], i.e.,

1ri—1 y[N]
Uilup Xy

) 0 with probability £y, j.i-1 yiv) 1(0|U11 ! x[lj\g s
i = (24)

Li—1 [N]
1 with probability P, ( Lu, 72y, )

Juteet XN
for all 4 € [N]. In this case, the input distribution Px,x, , , at each level is exactly the optimal input distribution
obtained from the lattice Gaussian distribution. The mutual information between M,F, and (Z[N ],X[l{\gfl) in this
case is denoted by Ip (MgFg; Z[N],X[l]:\;]fl).

For the shaping induced channel Qn (W, S, Re) (Ry is ch according to the above analysis), we write the
indices of the input bits (Se UR,)¢ = [N]\ (Se URy) as {i1,i2,...,iN—s,—r, }, Where |[R| = 14 and | S| = sy, and

assume that 41 <19 <--- <in_g,—r,. We have
1p (MeFis 2, X)) = 1 (U079 29, X))

=Ip (Uj,l, uz, ..., U;;N*”’”;Z[N],X[l]:ve]—l)

N—ry—sy

1p (U 2N XL U U U )

j=1
N—ry—sy N . . N
= Z 1p (U 2N XN U U U
N*’I"[*S[ . [N] . 1
v, 7[N 1 2 i
Ip(UZ Lz XNV ut 2, Ul )
=1

where (a) holds because adding more variables will not decrease the mutual information.
Then the above mutual information can be bounded by the mutual information of the symmetric channel plus

an infinitesimal term as follows:

N— T¢—Sy¢
>t (UL 0 )

N’r’e Sy

< Z (UZ],Z X[lf\;] I,X[N]GBX[ ] Ulz] )—I—H( ’LJ|Z[N] X[N] ,>~([ ]GBX[ 1 Ullj 1)

N—ry—sp ) )
S (g
Jj=1
O I N V] SIN] V] L1
< Z I(U/§Z[ ]7X1:5717xl eX, U )
Jj=1
N—ry—sp ) . . 2
S z(up i X up ) = (20 N XL U )
Jj=1
(C)Nfrefs[ . O 5
< 1(0y 5z X0 XY @ XM, U7 4 v
j=1

() ,
< NN 4 NN

< aN2—N?
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for 0 < 8’ < B < 0.5. Inequalities (a)-(d) follow from
(a) uniformly distributed U/ ,
(b) [40, Proposition 2] which gives H(X|Y) — H(X|Y,Z) < Z(X|Y) — (Z(X|Y, Z)?) and Lemma [0
(¢) our coding scheme guaranteeing that Z (U? |ZINT, X[lj:\;]_l, U;:ij _1) is greater than 1 —2~% ? for the frozen
bits and information bits,

(d) Lemma 21

For wiretap coding, the message My, frozen bits F, and random bits R; are all uniformly random, and the

shaping bits S, are determined by Sj according to ®s,. Let QU[N] X[V
e M1e—1

i~y denote the joint distribution of
(UEN],X[l]:\;]_l, Z[N]) resulted from uniformly distributed M;F¢;R, and S, according to ®s,. By the proofs of [15]

Th. 5] and [[15, Th. 6], the total variation distance can be bounded as

,NB/
HQUEN] XN i) — Py v i H < N2 (25)

-1 UZ Me—10
for sufficiently large N.

By [41] Proposition 5], the mutual information I(M/Fy; Z[N]7 X[ljz\;]fl) due to QUEZN]_’X[IJ:VEL | satisfies

120
T(MeFo; ZND XNy 1 (MgF; ZV1 XN 1 < 7N2 N 1og 2N 4+ by (N27N7 ) 4+ by (aN2 N
1:4—1 1:4—1
- O(N22—Nﬁ’)

where ho(-) denotes the binary entropy function.

Finally, strong secrecy (for uniform message bits) can be proved in the same fashion as shown in (I3) as:

I(MF; Z[N]) < ZT:I(MgFe; Z[N]vx[ljz\g—l) = O(TNQTNB/)' (26)

Therefore we conclude that the whole shaping scheme is secure in the sense that the mutual information leakage

between M and Z[V! vanishes with the block length N.

D. Reliability

The reliability analysis in Sect. [V=B] holds for the wiretap coding without shaping. When shaping is involved,
the problematic set D, at each level is included in the shaping set S, and hence determined by the random mapping
®s,. In this subsection, we propose two decoders to achieve reliability for the shaping case. The first one requires
a private link between Alice and Bob to share a vanishing fraction of the random mapping ®s, and the second one
uses the Markov block coding technique [9]] without sharing the random mapping.

Decoder 1: If ®s, is secretly shared between Alice and Bob (we will show in a moment that only a vanishing
fraction of ®s, needs to be shared), the bits in D, can be recovered by Bob simply by the shared mapping but
not requiring the Markov block coding technique. By Theorem [3] the reliability at each level can be guaranteed

(v]  at each
1:4—1

by uniformly distributed independent frozen bits and a random mapping ®s, according to P, ,

e‘Ué:i—l)X

level. The decoding rule is given as follows.
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« Decoding: The decoder receives y/V) and estimates GLN] based on the previously recovered :v[l{\;]fl according
to the rule
u%, if € Fy
ay =1 ¢yl ), ifies
arginax PU};IU,?“I,XE{V,;],pY[N] (u|ﬁé:i71,x[1{\2]71, yN), if i € T,

Note that probability F Lt XNy (ul; ", x[lj;\g_l, yIN]) can be calculated by the SC decoding algorithm
efficiently, treating Y and Xj.,—1 (already decoded by the SC decoder at previous levels) as the outputs of the
asymmetric channel. As a result, the expectation of the decoding error probability over the randomized mappings
satisfies Eag, [Pe(¢s,)] = O(2‘Nﬁ/) for any 8/ < 8 < 0.5.

Consequently, by the multilevel decoding and union bound, the expectation of the block error probability of our
wiretap coding scheme is vanishing as N — oo. However, this result is based on the assumption that the mapping
®s, is only shared between Alice and Bob. To share this mapping, we can let Alice and Bob have access to the
same source of randomness, which may be achieved by a private link between Alice and Bob. Fortunately, the rate
of this private link can be made vanishing since the proportion of the shaping bits covered by the mapping ®s,

can be significantly reduced.

Recall that the shaping set Sy is defined by
502 {re IV 20 X < 1- 2 or 2% < ZUHUEL YL XL <1 -2

It has been shown in [37, Th. 2] and [42] Th. 15] that the shaping bits in the subset {i € [N] : Z(Ui|ul*—1 xIM ) <

_N#B .
2=N"Y can be recovered according to the rule
ul, = argmax P, - (wluy ™ 2l ) if Z(UGUF! X ) < 9N’
(T8 Al S U X)) =200,
" :

instead of mapping. This modification has negligible impact on strong secrecy. Let us explain it briefly. For

the shaping bits in S, with Z(U2|U%:i71,xm}_l) < 27N" we also have H(U};|U%zi*1,x[1{\g_l) < 2-N”_ This

means that U} in S, is almost determined by U, "' and X[l{\;]fl when N is sufficiently large. The probability

PUE‘Ué:i—l)Xiié\il(U|u}:i_l, zHN |) for those bits can be arbitrarily close to either 0 or 1. Therefore, replacing the

random rounding rule with the MAP decision rule for those bits will yield another vanishing term N2~V 4 on
the right hand side of the upper bound of the total variation distance as shown in (23), which results in negligible
difference on the information leakage when N grows large. Moreover, since Z (U}|U}:i_1,x[1{\;]fl) < 2N for
theses shaping bits, using the MAP decision rule will also yield an additional vanishing term N2~V 4 on the upper
bound of the decoding error probability for Bob. As a result, the deterministic mapping has only to cover the

unpolarized set
dS, = {z e [N]: 27 < Z(UUEL XEN Y <1 — 27 or
2N < Z(UUPT YN XY ) < 127N

ion 198
whose proportion = — 0 as N — oo.
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Remark 7. By the channel equivalence, when ®g, is shared to Bob, the decoding of A; is equivalent to the MMSE
lattice decoding proposed in [6]] for random lattice codes. When instantiated with a polar lattice, we use multistage
lattice decoding. More explicitly, by [[15, Lemma 7], the SC decoding of the asymmetric channel can be converted
to the SC decoding of its symmetrized channel, which is equivalent to the MMSE-scaled partition channel in the

lattice Gaussian shaping case [15, Lemma 9].

Decoder 2: Alternatively, one can also use the block Markov coding technique [9] to achieve reliability without
sharing ®s,. As shown in Fig. 8] the message at ¢-th level is divided into k; blocks. Denote by AS, the bits in
unpolarized set dS;. The shaping bits S, for each block is further divided into unpolarized bits AS, and polarized
shaping bits Sy \ ASy. As mentioned above, only AS; needs to be covered by mapping and its proportion is
vanishing. We can sacrifice some message bits to convey AS, for the next block without involving significant rate
loss. These wasted message bits are denoted by E,. For encoding, we start with the last block (Block ky). Given Fy,
M (no E, for the last block) and Ry, we can obtain AS, according to ®s,. Then we copy AS, of the last block
to the bits E, of its previous block and do encoding to get the AS; of block k; — 1. This process ends until we get
the ASy of the first block. This scheme is similar to the one we discussed in Sect. [V-Bl To achieve reliability, we
need a secure code with vanishing rate to convey the bits AS, of the first block to Bob. See [43] for an example of
such codes. To guarantee an insignificant rate loss, ky is required to be sufficiently large. We may set ky = O(N<)

for some o > 0.

frozen bits Fy Fe Fy
message bits M¢ \ E¢ M¢ \ E¢ M\ E¢
random bits E, o E; ______ E _g_ N
random bits Ry R¢ R¢
unpolarized bits—| AS, ASy . ASy
shaping bits I
(polarized) St \ ASe Se \ AS St \ AS
Block 1 Block 2 Block k¢

Fig. 8. Markov block coding scheme without sharing the secret mapping.

Now we present the main theorem of the paper.

Theorem 4 (Achieving secrecy capacity of the GWC): Consider a multilevel lattice code constructed from polar
codes based on asymmetric channels and lattice Gaussian shaping Dj .. Given 02 > o7, let €, () be negligible
and set the number of levels » = O(loglog N) for N — oo. Then all strong secrecy rates R satisfying R <

%log (”SNR”) are achievable for the Gaussian wiretap channel, where SNR, and SNR. denote the SNR of the

T+SNRe
main channel and wiretapper’s channel, respectively.

Proof. The reliability condition and the strong secrecy condition are satisfied by Theorem [3] and Lemma [Tl
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respectively. It remains to illustrate that the secrecy rate approaches the secrecy capacity. For some ¢’ — 0, we have
r S
A7 |

Jim R =37 i

=D T(X;Y[Xy, - Xeo1) = I(Xes Z|Xq, -+, Xe1)
(=1 (28)

1 (52

= §log (O’%) —¢
1 1 14+ SNR, ,
—log| ————=— ] —¢
2 S\ T+ SNR, ’

where (a) is due to Lemma [IQ, and (b) is because the signal power P < af [30, Lemma 1, respectively. O

E. Semantic security

In this subsection, we extend strong secrecy of the constructed polar lattices to semantic security, namely the
resulted strong secrecy does not rely on the distribution of the message. We take the level-1 wiretapper’s channel
W, as an example. Our goal is to show that the maximum mutual information between M;F; and Z!™! is vanishing
for any input distribution as N — oo. Unlike the symmetric randomness induced channel introduced in [8], the
new induced channel is generally asymmetric with transition probability

V)= 5 YP@s) Y W6 @, (0,0)Cn),
s, ec{0,1}m1
where @, (v, e) represents the shaping bits determined by v (the frozen bits and message bits together) and e (the
random bits) according to the random mapping ®s, . It is difficult to find the optimal input distribution to maximize
the mutual information for the new induced channel.

To prove the semantic security, we investigate the relationship between the i-th subchannel of W1 x and the i-th
subchannel of its symmetrized version Wl, ~, which are denoted by Wl(i’N) and Wl(i"N), respectively. According to
Lemma 8] the asymmetric wiretap channel W1 : X; — Z is symmetrized to channel Wl : )~(1 — (Z, )~<1 @ X1). After
the N-by-N polarization transform, we obtain le (LN UL — (Ut ZIV and W(Z N Ul (G}:i—l,f(QN] ®
ﬁvi,/z[ ]) The next lemma shows that if we symmetrize Wl(Z N)/(\iir/ectly, i.e., construct a symmetric channel
Wl(i’N) : UZ1 — (Uft ZINVD Uﬁ @ U%) in the sense of Lemma [8] Wl(i’N) is degraded with respect to Wl(i"N).

N)

Lemma 12: The symmetrized channel Wli"N) derived directly from Wl(l
subchannel Wl(i’N) of W,

is degraded with respect to the i-th

Proof. According to the proof of [38, Theorem 2], we have the relationship
W(l N)(~11 1 ~[N] @I[ ]7 [N]| 1) 2—N+1PU“ S ]( [N])

Letting 7. @ 2 = 0¥, the equation becomes "™ (ul?=1 0N zIV|yi) = 2- NP1 zivi (ug @2 IND),

which has already been addressed in [38]]. However, for a fixed x[l ] and u’1 = uzl, since GGy is full rank, there are

(V] N)

2N=1 choices of 7" remaining, which means that there exists 2V~ outputs symbols of "

having the same

120f course, R cannot exceed the secrecy capacity, so this inequality implies that Ps — 2.
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transition probability 27N Py 71w (uf, 2IM). Suppose a middle channel which maps all these output symbols
to one single symbol, which is with transition probability PU%:T',’Z[N] (ui, 2V }). The same operation can be done
for 4 = uj @ 1, making another symbol with transition probability Pyi:i ziv (uj”, 2IN]) corresponding to the input
ui @ 1. This is a channel degradation process, arlq\th/e degraded channel is symmetric.

Then we show that the symmetrized channel I/I//l(g) is equivalent to the degraded channel mentioned above. By

Lemma [8 the channel transition probability of Wl(i’N) is

W (WL @ @, M fa) = Pyps zim (ug™, 2N),

which is equal to the transition probability of the degraded channel discussed in the previous paragraph. Therefore,

Wl(i’N) is degraded with respect to Wl(i’N). o

Remark 8. In fact, a stronger relationship that Wl(i’N) is equivalent to Wl(i’N) can be proved. This is because
that the output symbols combined in the channel degradation process have the same LR. An evidence of this result

can be found in [38, Equation (36)], where Z(Wl(”v)) = Z(Uj|utt zIVy = Z(Wl(ZN)) Nevertheless, the

degradation relationship is sufficient for this work. Notice that Lemma [12] can be generalized to high level ¢, with

outputs ZIV! replaced by (Z[N],X[l]:\;]_l).

Illuminated by Lemma [12] we can also symmetrize the new induced channel at level ¢ and show that it is
degraded with respect to the randomness-induced channel constructed from Wg. For simplicity, letting £ = 1, the
new induced channel at level 1is Qn (W7,81,R1) : UgSIURl)C — ZIN] which is symmetrized to QN(Wl, S1,Ry) :
UflURl)C — (ZIN]) Ggslum)c @U§51“R1>°) in the same fashion as in Lemmal[8] Recall that the randomness-induced
channel of Wl defined in [8] can be denoted as QN(Wl, R1US) : GgSIURl)C — (Z[NJ,XQN] P X[lN]). Note that
for the randomness-induced channel O N(f/[v/l, R1US;), set Ry US; is fed with uniformly random bits, which is

different from the shaping-induced channel.

Lemma 13: For an asymmetric channel W; : X; — Z and its symmetrized channel Wl : )~(1 — (Z,)~(1 ® X1),
the symmetrized version of the new induced channel é ~(W1, 81, Rq) is degraded with respect to the randomness-
induced channel Oy (Wl, R1US).

Proof. The proof is similar to that of Lemma For a fixed realization a:[lN] and input ﬂgSIURl)C, there are

(V] (V]

21$1UR1 | choice of Z; ' remaining. Since z'"*! is only dependent on zj ', we can build a middle channel which

[N]
merges the 2/51YR1l output symbols of Qy (Wl, R1US;) to one output symbol of Oy (W1,81,R1), which means
that Oy (W7,81,Rq) is degraded with respect to Q N(f/[v/l, R1US1). Again, this result can be generalized to higher
levels. O

Finally, we are ready to prove the semantic security of our wiretap coding scheme. For brevity, let MyF, and
M,F, denote Uf’fum)c and GgSgUR[)C’ respectively. Recall that M is divided into My, ..., M,. at each level. We
express MF and MF as the collection of message and frozen bits on all levels of the new induced channel and the
symmetric randomness-induced channel, respectively. We also define MF & MF as the operation M¢F; @ M,F, from

level 1 to level r.
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Theorem 5 (Semantic security): For arbitrarily distributed message M, the information leakage I(M; Z[V]) of the

proposed wiretap lattice code is upper-bounded as

I(M; z[N]) < I(|\7|F; 7Nl MF @ MF) < N2~ N7
where 1 (I\N/IF yALIR MF & MF) is the capacity of the symmetrized channel derived from the non-binary channel
MF — IV [

Proof. By [8 Proposition 16], the channel capacity of the randomness-induced channel QN(Wl,Sl,Rl) is
upper-bounded by N2~ 4 when partition rule (@) is used. By channel degradation, the channel capacity of
the symmetrized new induced channel @N(Wl,Sl,Rl) can also be upper-bounded by N2~V B/. Since this
result can be generalized to higher level ¢ (¢ > 1), we obtain O(QN(W[,Sg,Rg)) < N2*NB/, which means
I(M@F@; zZIV) XN MF, @ Mm) < N2 Similarly to (I3), we have

I(MF;Z[Nl, MF @ MF)

= ZI(I\N/IZFZ; zZIN MF @ MF||\~/|1;5_1F1:2—1)
=1

= ZH(MZFE|M1:E—1F1:E—1) - H(I\NAEFMZ[N], MF & MF, |\~/|1;e—1F1:e—1)
=

< ;H(mm) — H(MFf2Z), M & MF, Wy 1Fres)

= ZI(I\N/IgFg; ZINT MF @ MF, Ml:é—lﬁl:f—l)
=1

@ ZI(M@FE; ZN My 1 Frq, MoFy @ Mer)
=1

) Ia e~ _

< > 1(MeF 2N XN MGFe @ MU )
=1

< rNQ_NB ,

where equality (a) holds because ZIN1 is determined by MFR and MgF[ is independent of l\~/|g+1:TFg+1:T @
Myt1.+Fet1.r, and inequality (b) holds because adding more variables will not decrease the mutual information.

Therefore, we have
1(m;zM) < 1(mF; z)
¢ H(MF ® MF) — H(MF) + I(MF; z[NJ)
2 1(MF:ZIN, MF © MF)
< rN2 N7

where the equality in (a) holds iff MF is also uniform, and (b) is due to the chain rule. O

13The symmetrization of a non-binary channel is similar to that of a binary channel as shown in Lemmal[g] When X and X are both non-binary,

X @ X denotes the result of the exclusive or (xor) operation of the binary expressions of X and X.
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VI. DISCUSSION

We would like to elucidate our coding scheme for the Gaussian wiretap channel in terms of the lattice structure. In
Sect. [[V] we constructed the AWGN-good lattice Ay and the secrecy-good lattice A, without considering the power
constraint. When the power constraint is taken into consideration, the lattice Gaussian shaping was implemented in
Sect. [Vl A, and A, were then constructed according to the MMSE-scaled main channel and wiretapper’s channel,
respectively. We note that these two lattices themselves are generated only if the independent frozen bits on all
levels are Os. Since the independent frozen set of the polar codes at each level is filled with random bits, we actually
obtain a coset Ay + x of A, and a coset A, + x of A, simultaneously, where x is a uniformly distributed shift.
This is because we are unable to fix the independent frozen bits F, in our scheme (due to the lack of the proof that
the shaping-induced channel is symmetric). By using the lattice Gaussian Dj . as our constellation in each lattice
dimension, we would obtain Dy~ ,_ without coding. Since A, +x C Ay + x C A", we actually implemented the
lattice Gaussian shaping over both A + x and A. + x. To summarize, Alice firstly assigns each message m € M
to a coset Xm € Ay/A., then randomly sends a point in the coset A. + x + Ay (A, is the coset leader of Xm)

according to the distribution Dp_4 42 . This scheme is consistent with the theoretical model proposed in [6].

On the mod-A, wiretap channel, semantic security was obtained for free due to the channel symmetry. On
the power-constrained wiretap channel, a symmetrized new induced channel from MF to (Z[N I, MF & MF) was
constructed to upper-bound the information leakage. This channel is directly derived from the new induced channel

from MF to ZIN. According to Lemma this symmetrized new induced channel is degraded with respect to

the symmetric randomness-induced channel from MF to (zv J,>~<[1{VT] S xQNTJ) Moreover, when F is frozen, the

randomness-induced channel from M to (Z[™ ],)N([lji] ® X[ljz\;]) corresponds to the A,/A. channel given in Sect. [V]

(with MMSE scaling).

APPENDIX A

PROOF OF LEMMA 3]

Proof. 1t is sufficient to show I(MF; Z[M) < N-2- since I(M; ZINTy < T(MF; ZINT). As has been shown in [8],
the induced channel MF — Z[™] is symmetric when B and D are fed with random bits R. For a symmetric channel,
the maximum mutual information is achieved by uniform input distribution. Let U4 and UC denote independent
and uniform versions of M and F and Z[N] be the corresponding channel output. Assuming i1 < 42 < ... < j4u¢]

are the indices in AUC,

I(MF; zINy - < r(uAuc; zIV

[AUC|

D (VAL VNNV
j=1

[AUC|

DO CRIVANVENNVLESS
j=1

[AUC|

Z I(Gij;fZV[NLUl:ijfl)

j=1

IN
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APPENDIX B
PROOF OF LEMMA[4]
Proof. According to the definitions of G(V') and N/ (W) presented in (@),
G(V)] 1

) B .  5506) < NPy ~
J\}lm N = th —N|{Z.Z(VN )y <27V} =C(V),
NG D NP NP ,v

AR Wi ZW)y>1— —1-CcW).
lim N lim N|{z ZWN')=21=2""}=1-C(W)

Here we define another two sets G(V) and NV (W) as
G(V) ={i: 27y 21-27"",
NOW)  ={i: 207y) <277},
Similarly, we have limy _, |g’5\x{7)\ =1- C(‘N/) and limpy_s o0 WS\I?)' = C’(W) Since W is stochastically degraded
with respect to V.G (‘7) and (W) are disjoint with each other [33], then we have
IGV)UN(W)|

By the property of polarization, the proportion of the unpolarized part is vanishing as [N goes to infinity, i.e.,

9 UG(T))

N—oo N :17
. WODUNOT]
N—oo N
Finally, we have
NGWINNW) GV UNW) s
N N =1- Jum N =C(V) = cw)
O
APPENDIX C

PROOF OF LEMMA [6]

Proof. 1t is sufficient to demonstrate that channel W (Ay_1 /Ay, 02) is degraded with respect to W' (Xg; Z|X1.0—1)
and W' (Xy; Z|X1.0—1) is degraded with respect to W (A,—1/Ag,02) as well. To see this, we firstly construct a
middle channel W from Z € V(A,) to Z € V(Ay). For a specific realization z of Z, this W maps % + [Ae/A)] to
z with probability 1, where [Ay/A,] represents the set of the coset leaders of the partition A;/A,. Then we obtain
channel W (Ay_1/As, 02) by concatenating W’ (Xy; Z|X;.,—1) and ﬁ/\, which means W (Ay—1/As, 02) is degraded
to W' (X¢; Z|X1.¢—1). Similarly, we can also construct a middle channel W from Z to Z. For a specific realization
% of Z, this W maps z to Z + [A¢/A,] with probability WIAT\’ where |[Ag/A,| is the order of this partition. This
means that W' (Xg; Z|X1.—1) is also degraded to W (Ay_1/Ag, 02).
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By channel degradation and [31, Lemma 1], letting channel W and W' denote W (A;—1/Ag, 02) and W' (X5 Z|X1.0-1)

for short, we have
2wy < Zw'Y) and ZW) = Z(W'Y),

meaning that Z(W](Vi)) = Z(W/%)) and I(W](Vi)) _ I(W’gf,)). .
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