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Does linking population biobank data to environmental exposure data of individual biobank members using Geographic Information Systems (GIS) pose any legal problem under EU law?
Not so under the EU Directive on Access to Environmental Information EU law, which mandates that environmental information be readily available for the public, at street level, on the web, from a host of public sources. And not so under the EU Directive on Infrastructure for Spatial Information in the European Community (INSPIRE), which provides that Member States shall establish and operate a network of services for spatial data sets and services, which services (discovery, viewing, downloading) shall be available to the public and accessible via the Internet. Indeed, both Directives even provide that the right to access information on emissions into the environment trumps the confidentiality of personal data where that person has not consented to the disclosure of the information to the public (the ‘emissions rule’). It does pose a problem, however, under the EU Directive on the Protection of Personal Data, as the geographic coordinates resulting from geocoding zipcodes and street addresses of biobank participants are likely to qualify as personal data. Hence, the processing and publication of biobank-geo data requires (review of) participants’ consent, pseudonimisation, and the conduct of a privacy impact assessment. For the latter, the BioSHaRE PIA-framework could be used.
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BioSHaRE’s WorkPackage 7 focused on the effects on health of life-style and environmental exposures, in particular on risk factors for the development of complex diseases. These exposures cover a broad spectrum from smoking, alcohol use, diet and physical activity to others such as electromagnetic fields, trace elements and metals, persistent organic pollutants, particulate exposure, radon gas etc. New methods and approaches that take advantage of Geographic Information Systems (GIS) and other techniques to assign exposure information to individuals in a standardized and comparable way are urgently needed to improve the phenotype and add value to existing biobanking efforts. A key objective of WP7 was the development of a GIS-based toolkit, specifically for use with data collected as part of cohort studies and biobanks, to derive estimates of environmental exposures at individual/residential address level, and hence provide improved phenotypic data that can be harmonized across cohorts. Development and use of the GIS-toolkit required the geo-coding of the addresses and postcodes of cohort members and the subsequent linkage to a number of environmental variables from a range of sources. 
Does linking population biobank data to environmental exposure data of individual biobank members using Geographic Information Systems (GIS) pose any legal problem under EU law? On the one hand, EU law mandates that environmental information be readily available for the public, at street level, on the web, from a host of public sources. In addition, the EU Infrastructure for Spatial Information in the European Community (INSPIRE) Directive provides that Member States shall establish and operate a network of services for spatial data sets and services, which services shall be available to the public and accessible via the Internet.[footnoteRef:1] The services are to include discovery services, view services, download services. If both environmental information and a network of services for discovering, viewing and downloading of spatial data sets is so readily available, even trumping confidentiality of persons, is there any reason or legal basis left for the protection of the personal data of the biobank participants, e.g. under the EU Directive on the Protection of Personal Data? We looked at the pertinent EU Directives for answer. The legal analysis was limited to said Directives; obviously, a full legal assessment would require additional analysis of national laws and biobank consent forms.  [1:  Directive 2007/2/EC of the European Parliament and of the Council of 14 March 2007 establishing an Infrastructure for Spatial Information in the European Community (INSPIRE), http://inspire.jrc.ec.europa.eu/index.cfm/pageid/3.] 
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1. To get access to environmental data, biobanks and cohorts could avail themselves of their rights under the EU Directive on Public Access to Environmental Information.[footnoteRef:2] The AIE Directive was adopted by the EU to give effect to the Access to Information pillar of the 1998 UNECE Convention on Access to Information, Public Participation in Decision-making and Access to Justice in Environmental Matters (the Aarhus Convention). Its provisions are designed to align legislation in EU Member States with the Convention.[footnoteRef:3] The objectives of this Directive are to guarantee the public’s right of access to environmental information held by or for public authorities and to ensure that environmental information is progressively made available and disseminated to the public in order to achieve the widest possible systematic availability and dissemination thereof.[footnoteRef:4]  [2:  Directive 2003/4/EC Of The European Parliament And Of The Council of 28 January 2003
on public access to environmental information (AIE Directive).]  [3:  Recital 5 of Directive 2003/4/EC.]  [4:  Directive 2003/4/EC, Article 1.] 


2. ‘Environmental information’ has been defined broadly, to include any information in written, visual, aural, electronic or any other material form on, inter alia, : ‘(a) the state of the elements of the environment, such as air and atmosphere, water, soil, land, landscape and natural sites including wetlands, coastal and marine areas, biological diversity and its components, including genetically modified organisms, and the interaction among these elements; (b) factors, such as substances, energy, noise, radiation or waste, including radioactive waste, emissions, discharges and other releases into the environment, affecting or likely to affect the elements of the environment referred to in (a); (..) and (f) the state of human health and safety, including the contamination of the food chain, where relevant, conditions of human life, cultural sites and built structures inasmuch as they are or may be affected by the state of the elements of the environment referred to in (a) or, through those elements, by any of the matters referred to in (b) and (c).’ [footnoteRef:5]  This broad definition was found to be interpreted equally broadly by the Court of Justice of the European Union.[footnoteRef:6]  [5:  Article 2(1) of Directive 2003/4/EC.  ]  [6:  Report From The Commission To The Council And The European Parliament On The Experience Gained In The Application Of Directive 2003/4/Ec On Public Access To Environmental Information,  Brussels, 17.12.2012
COM(2012) 774 final.] 

3. Under the Directive, public authorities must organise the environmental information held
by or for them, with a view to its active and systematic dissemination to the public, in particular by means of computer telecommunication and/or electronic technology, where available.[footnoteRef:7] They must keep the information up to date and accurate[footnoteRef:8]. Specifically relevant to BioSHaRE’s GIS Toolkit is that public authorities must, upon request for certain kinds of environmental information - energy, noise, radiation or waste, including radioactive waste, emissions, discharges and other releases into the environment, report to the applicant on the place where information, if available, can be found on the measurement procedures, including methods of analysis, sampling, and pre-treatment of samples, used in compiling the information, or refer to a standardised procedure used.[footnoteRef:9] This type of meta-data about the provenance of the information could significantly help to  make scientific analysis more robust: no garbage in is no garbage out. [7:  Article 7(1) of Directive 2003/4/EC.]  [8:  Article 8 (1) of Directive 2003/4/EC.]  [9:  Article 8 (2) of Directive 2003/4/EC.] 


4. To help the public exercise their right of access to environmental information, EU Member States must ensure that officials be required to support the public in seeking such access, that information officers be designated, that facilities for the examination of the information requested be established and maintained and that registers with environmental information be held by public authorities, with clear indications of where such information can be found.[footnoteRef:10] [10:  Article 3 (5) of Directive 2003/4/EC.] 


5. Pursuant to the Directive, public authorities in the EU member states must make available environmental information held by or for them, to any applicant at his request and without his having to state an interest. ‘Applicant’ has been defined as any natural or legal person requesting environmental information whereas ‘Public’ has been defined as one or more natural or legal persons, and their associations, organisations or groups. Obviously then, the public and applicant include biobanks, cohorts and biobank researchers.

6. The Directive further prescribes that environmental information shall be made available to an applicant either (a) as soon as possible or, at the latest, within one month after the receipt by the public authority the applicant's request; or (b) within two months after such receipt, if the volume and the complexity of the information is such that the one-month period cannot be met.  In such cases, the applicant shall be informed as soon as possible, and in any case before the end of that one-month period, of any such extension and of the reasons for it. Access to any public registers and examination in situ of the information requested shall be free of charge. Public authorities may make a charge for supplying any environmental information, however such charge shall not exceed a reasonable amount.

7. Requests for access to environmental information may only be refused by the public authorities on a limited, exhaustive number of explicitly listed grounds, which are to be interpreted restrictively.[footnoteRef:11] One ground for refusal is when disclosure of the information would adversely affect      the confidentiality of personal data and/or files relating to a natural person where that person has not consented to the disclosure of the information to the public, where such confidentiality is provided for by national or Community law.[footnoteRef:12] However, this confidentiality may not be invoked as a ground for refusal where the request relates to information on emissions into the environment (the ‘emissions rule’)[footnoteRef:13]. The emissions rule is a legal presumption that the public interest served by disclosure prevails, if the request relates to emissions into the environment.[footnoteRef:14] The Directive formulates the rule as an unconditional imperative to the Member States, without any qualification: ‘Member States Member States may not, by virtue of paragraph 2(a), (d), (f) (=relevant paragraph, JAB), (g) and (h), provide for a request to be refused where the request relates to information on emissions into the environment.‘[footnoteRef:15] [11:  Article 4 (2) of Directive 2003/4/EC.]  [12:  Article 4 (2) sub (f) of Directive 2003/4/EC]  [13:  Article 4 (2) second paragrpah of Directive 2003/4/EC.]  [14:  Report From The Commission To The Council And The European Parliament On The Experience Gained In The Application Of Directive 2003/4/Ec On Public Access To Environmental Information,  Brussels, 17.12.2012, page 8.]  [15:  Article 4 (2) second paragraph of Directive 2003/4/EC.] 


8. Whether it follows from that formulation that data protection rights are not to be taken into account at all, when a request for environmental information relates to emissions into the environment is unclear. In a number of rulings, the Court of Justice of the European Union has given its interpretation of article 4 of the Directive. In one case, the question was whether the balancing of the public interest (of disclosure) against the listed grounds for refusal could take place by means of a generic regulation of the legislature or whether this balancing should take place for each request, on a case by case basis. The Court gave as a preliminary ruling that, as indicated by the wording of Article 4, the interests must be balanced case by case. The case, however, did not deal with emissions (but related to information about a biocide) and the Court did neither discuss nor the ‘emissions rule’, the wording of which leaves no room for such balancing.[footnoteRef:16]  [16:  Judgment of the Court of Justice of the European Union dated 16 December 2010 in Case C-266/09, Stichting Natuur en Milieu and Others v College voor de toelating van gewasbeschermingsmiddelen en biociden, Case C-266/09.] 


9. In another ruling the Court held that Article 4(2) must be interpreted as meaning that, where a public authority holds environmental information or such information is held on its behalf, it may, when weighing the public interests served by disclosure against the interests served by refusal to disclose, in order to assess a request for that information to be made available to a natural or legal person, take into account cumulatively a number of the grounds for refusal set out in that provision. [footnoteRef:17] However, this ruling did not deal with emissions into the environment either and the Court did not rule on the ‘emissions rule’. Indeed, the ruling explicitly dealt with the second sentence of the second subparagraph of Article 4(2) – ‘In every particular case, the public interest served by disclosure shall be weighed against the interest served by the refusal’ - and the Court reasoned that that sentence had an independent meaning from the first sentence – ‘the grounds for refusal (..) be interpreted in a restrictive way (..) -, lest the second entence would be redundant. A similar reasoning applies to the emission rule.  If in case of information about emissions, the public interest of disclosure has nevertheless to be balanced against the interests protected by the listed grounds for refusal (in casu data protection), then the ‘emissions rule’ would be meaningless.  [17:  Judgment of the Court of Justice of the European Union dated 28 July 2011, Case C-71/10, on a reference for a preliminary ruling from the UK Supreme Court, Office of Communications v The Information Commissioner] 


10. In another ruling the Court dealt with the question whether Directive 2003/4 in general and Article 4(2) sub c in particular is valid in the light of Article 6 of the Treaty of the European Union and the second paragraph of Article 47 of the Charter of Fundamental Rights of the European Union (‘the Charter’). The case concerned a request by the operator of a river power station to the Austrian Bundesministerium, seeking information relating to the levels and flow rates of the river Drau in the vicinity of certain power station. The operator requested the information as wished to obtain information which would allow him to clarify the conditions of a flood, for the causing of which he was under criminal investigation. Bundesministerium refused to provide that information. One of the reasons given for that refusal was that disclosure of the requested information might adversely affect the criminal proceedings which had been instituted and compromise the ability of the persons concerned to receive a fair trial, with the result that that environmental information could not be provided until those criminal proceedings had been concluded. The Court ruled, by reasoned order, that Directive 2003/4 does not authorise Member States to adopt measures that are incompatible with the (right to a fair trial laid down in the) Charter or with Article 6 TEU cannot be accepted. The directive was therefore, on the same basis, not invalid in the light of those two provisions. This ruling did not deal with emissions and did not address the ‘emissions rule’. Notably, the ‘emissions rule’ does not include the right to a fair trial as one of the grounds that cannot be invoked for refusal of access. Yet, the ruling shows that the application of the ‘emissions rule’ in a particular case could be subject to review against the Charter and the Treaty Establishing the European Union. In casu, that would mean review against article 8 of the Charter: ‘Everyone has the right to the protection of personal data concerning him or her.’
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11. For linking their data to environmental exposure data using GIS, biobanks cannot onIy invoke the EU Directive on Access to Environmental Information; they can also turn to the EU Directive  establishing an ‘Infrastructure for Spatial Information in the European Community (INSPIRE).

12. The INSPIRE directive aims to create a European Union (EU) spatial data infrastructure, to enable the sharing of environmental spatial information among public sector organizations and better facilitate public access to spatial information across Europe. The primary aim of the INSPIRE Directive is to solve the problems of EU and Member State cross border environmental policies due to the (lack of) availability, quality, organization, accessibility and sharing of spatial information.[footnoteRef:18] It aims to solve these problems by implementing measures that address the exchange, sharing, access and use of interoperable spatial data and spatial data services across the various levels of public authority and across different sectors. To that end, the Directive establishes an infrastructure for spatial information in the European Community. Also, the infrastructures for spatial information in the Member States should be designed to ensure that it is possible to combine spatial data from different sources across the Community in a consistent way and share them between several users and applications.[footnoteRef:19]  [18:  The INSPIRE Directive, Recital 1-4.]  [19:  The INSPIRE Directive  Recital 6.] 


13. The Directive provides that the Member States shall establish and operate a network of services for the spatial data sets and services for which metadata have been created in accordance with the Directive. The Directive then provides that those services shall be available to the public and accessible via the Internet or any other appropriate means of telecommunication. It concerns the following services:
(a) discovery services, making it possible to search for spatial data sets and services on the basis of the content of the corresponding metadata and to display the content of the metadata;
(b) view services, making it possible, as a minimum, to display, navigate, zoom in/out, pan, or overlay viewable spatial data sets and to display legend information and any relevant content of metadata;
(c) download services, enabling copies of spatial data sets, or parts of such sets, to be downloaded and, where practicable, accessed directly;
(d) transformation services, enabling spatial data sets to be transformed with a view to achieving interoperability;
(e) services allowing spatial data services to be invoked.[footnoteRef:20] [20:  The INSPIRE Directive, Article 11] 

 

14. The Directive provides or a derogation by allowing the Member States to limit public access to spatial data sets and services through the above services, where such access would adversely affect any of a number of specific interests, such as public security, national defence, intellectual property rights, or the confidentiality of personal data where that person has not consented to the disclosure of the information to the public. [footnoteRef:21] However, the grounds for limiting access shall be interpreted in a restrictive way and Member States may not limit access to information on emissions into the environment; just as the ’emissions rule’ discussed above.  The Member States must also ensure that the above services regarding spatial data are available to the public free of charge, subject to certain exceptions.   [21:  The INSPIRE Directive  Article 13.] 


15. Obviously, the Directive provides or a derogation by allowing the Member States to limit public access to spatial data sets and services through the above services, where such access would adversely affect any of a number of specific interests, such as public security, national defence, intellectual property rights, or, notably and of relevance to the linking of exposure data to biobank data using GIS, the confidentiality of personal data where that person has not consented to the disclosure of the information to the public . However, the grounds for limiting access shall be interpreted in a restrictive way and Member States may not limit access to information on emissions into the environment.  

16. The Access to Environmental Information Directive in combination with the Inspire Directive raise a question with respect to the linking of population biobank data to environmental exposure data using geographic information systems: if both the environmental information and a network of services for discovering, viewing and downloading of spatial data sets is so readily available, even trumping confidentiality, is there any reason and legal basis left for the protection of the personal data of the biobank participants?
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17. The BioSHaRE-GIS Toolkit provided for the geo-coding of the addresses and postcodes of cohort members and subsequent integration into the toolkit as point data. Geocoding, also known as address matching, is the process of assigning geographic coordinates (e.g. latitude and longitude) to geographical location data, such as home addresses of individuals. These geographic coordinates can then be used to assign an exposure to that particular location or individuals residing or working at that location.[footnoteRef:22] The question is whether this process qualifies as the processing personal data and whether the resultant geographical coordinates are ‘personal data’ as defined in the EU Data Protection Directive (95/46/EC).[footnoteRef:23]  [22:  McElroy JA, Remington PL, Trentham-Dietz A, Robert SA, Newcomb PA. 2003. Geocoding addresses from a large population-based study: Lessons learned. Epidemiology 14:399–407;]  [23:  Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 (DP Directive),] 


18. The Directive defines personal data as any information relating to an identified or identifiable natural person (‘data subject’). An identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identification number or to one or more factors specific to his physical, physiological, mental, economic, cultural or social identity.[footnoteRef:24] Recital 26 of the Directive reads that ‘whereas to determine whether a person is identifiable account should be taken of all the means likely reasonably to be used either by the controller or by any other person to identify the said person.’ The term ‘personal data’ has been interpreted by the EU’s Article 29 Working Party.[footnoteRef:25] Its opinion states, generally, that the Directive contains a broad notion of personal data, that the objective of the rules contained in the Directive is to protect individuals and that flexibility is embedded in the text to provide an appropriate legal response to the circumstances at stake.[footnoteRef:26] [24:  Article 2 (a) of the DP Directive.]  [25:  Article 29 Data Protection Working Party, Opinion 4/2007 on the concept of personal data, 01248/07/EN
WP 136. (Art. 29 Opinion 4/2007).]  [26:  Art. 29 Working Party, Opinion 4/2007), p.3-5.] 


19. Data that do not concern a specific person can sometimes also provide information about a specific person; telephone numbers, license plates and, notably, postal codes with house numbers have been mentioned as examples.[footnoteRef:27] In this line, the geocoding of addresses and zipcodes clearly qualifies as the processing of personal data and is therefore subject to the obligations laid down in the Directive. As to the resultant geo-coordinates, this qualification is less clear and requires interpretation. According to the Article 29 Working Party, the concept of personal data covers information available in whatever form, in whatever format - alphabetical, numerical, graphical, photographical or acoustic, for example -, and on whatever medium.[footnoteRef:28] This definition seems sufficiently broad to include information in the form of coordinates, e.g. N40˚42’ 46.021” W74˚0’21.388”. [27:  Explanatory Notes to the Dutch Act on Data Protection, transposing the DP Directive.]  [28:  Art. 29 Opinion 4/2007), p.3-5.] 


20. Furthermore, in its Opinion on Geo-location services on smart mobile devices, the Article 29 Working Party held that such location data as can be obtained from smart mobile devices, location data derived from base stations and GPS technology, relate to an identified or identifiable natural person, and that consequently they are subject to the provisions of the Data Protection Directive.[footnoteRef:29] In reaching its opinion, the Article 29 Working party considered that this indirect identifiability also applies to WiFi access points.[footnoteRef:30] The MAC address of a WiFi access point, in combination with its calculated location, is inextricably linked to the location of the owner of the access point and that hence the data controller should treat all data about WiFi routers as personal data.  [29:  Article 29 Data Protection Working Party , Opinion 13/2011 on Geolocation services on smart mobile devices, 881/11/EN, WP 185, Adopted on 16 May 2011, page 8. http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2011/wp185_en.pdf.]  [30:  WiFi access points may even be directly identifyable, if the internet access provider keeps a register of the MAC addresses of the WiFi routers it provides to its identified customers, Article 29 Data Protection Working Party, Opinion 13/2011 (page 11).] 


21. The Article 29 Working Party further considered that the providers of geo-location based services can gain an intimate overview of habits and patterns of the owner of such a device and build extensive profiles. A behavioural pattern may also include special categories of data, if it for example reveal visits to hospitals and religious places, presence at political demonstrations or presence at other specific locations revealing data about for example sex life. These profiles can be used to take decisions that significantly affect the owner. The Article 29 Working party also stressed that, as with other new technology, a major risk with the use of location data is function creep, the fact that based on the availability of a new type of data, new purposes are being developed that were not anticipated at the time of the original collection of the data.[footnoteRef:31] Much of this rationale applies equally to the linking of environmental exposure data to the data of individual biobank participants. Such linkage is also likely, if not intended, to enable detailed profiling. Indeed, some linkages even include historical address data of participants, enabling `lifetime epidemiology´ with the help of GIS. The fact that such profiling would occur in the context of not for profit (academic) research rather than in the context of commercial services on smart mobile devices, does not matter: the EU definition of personal data does not distinguish between the (alleged) purposes of the data. [31:  Article 29 Data Protection Working Party, Opinion 13/2011 (page 7).] 


22. In a decision of the Dutch Data Protection Authority geo-information in the form of digital ‘look-around images’ of public spaces was held to constitute personal data. Those images were used for the assessment of individual objects leading to direct consequences for the owners or habitants, such as worth assessments or the levy of taxes. In this case, a company shot video-takes of public spaces with a 360⁰ image. On the basis of a number of parameters - ‘municipality, ‘place’, ‘street’, and ‘home number’ - linked with cadastral data, the company could deliver the three most proximate images for a specific object. The images of a specific object gave outside view with generic information as to the nature of the object and the use thereof. The Data Protection Authority held that all data which can provide information about an identifiable person must be considered as personal data.  The format of the data (in casu: video images) is irrelevant in this respect. Even data about objects can sometimes be personal data. This will be the case if the information can be co-determinant for the way a specific person is being assessed or treated in society. 

23. In the matter of the Dutch Data Protection Agency (“DPA”) versus Google Inc. and Google Netherlands B.V (“Google”) the DPA found that Google had collected data about approximately 3.606.579 different secured and unsecured wifi-routers. Google collected these data while taking panoramic pictures from streets for her service Google Street View with specially equipped cars. These cars were also equipped with an antenna and ancillary equipment and software to pick up signals from wireless internet traffic. Google noted the MAC-address of each  of these wifi-routers, all this without notifying the users of the wifi-routers. MAC-adresses are, briefly, the unique numbers which have been fixed by the manufacturer in the hardware of the device. MAC stands for Media Access Control and is also named the hardware address. In addition, Google calculated of each of these routers inter alia the signal strength (RSSI) and the location of the wifi-routers zas accurately as possible. Google also noted in many cases the networkname of the wifi networks. This is also known as the Service Set Identifier (“SSID”). In contrast to the IP- and MAC-addresses, SSID’s are not being distributed by an issuing agency, but the user can set his own, self-chosen SSID, provided that it comprises minimally 1 and maximally 32 characters. In practice, people choose their own name.  The DPA held that her research had shown that Google was able to apply the MAC-addresses and/or SSID’s, in combination with the calculated location to identify the holder of the wifi-router. The DPA further held that research into RSSI location-determination that it is possible with the aid of models based on signal strength to determine within a few meters where the wifi-router is located. Subsequently, the holder of the wifi-router can be identified using public sources. 

24. It could be argued that geographical coordinates are not personal data, as they relate to a location (residential or industrial) and not necessarily to a specific person residing at that location. The DPA rejected a similar argument made by Google that the possibility to locate a wifi-router in a building does not entail the identification of the holder, as more than one person could use the router. In most cases, the DPA reasoned, the location of the wifi-router can be determined at housedoor-level. Subsequently, the holder of the wifi-router could be identified using public registries, such as the land registry or the phonebook. It is true that in some cases the wifi-router can be shared by multiple persons, but in other cases it is only used by one person. Moreover, cumulative use of a wifi-router does not mean that there no longer is identifiability. Phone numbers, license plates and zipcodes with house numbers, for which it is also true that they can be shared by multiple persons, also qualify as personal data.  The mere fact that a category of data is not always traceable to one person, does not prevent this category in general from being qualified as personal data. 

25. The DPA further reasoned that neither the lack of intent to identify nor the costs of identification were relevant, as the conclusion was that Google could establish location and subsequently identification without disproportionate effort, which is the legal test.  The DPA also rejected Google’s argument that the wifi-data are not personal data as they are object-data. The DPA reasoned that object data can be personal data and that IP-addresses just as MAC-addresses unique numbers which have been assigned to a device in order to enable communication, are generally considered to be personal data.  

26. Finally, referring to the Article 29 Working Party Opinion on Geolocation Services on Smart Phones, the DPA stressed that it is the combination of data which collectively qualify as personal data: originally object data coupled with other data resulting in personal data.

27. In conclusion, applying the reasoning of the DPA in Google Street View to the geocoding of postal codes and street addresses and the resultant geographical coordinates, it seems obvious that the latter too, qualify as personal data, as they are, in essence, similar types of location data. As a result, the processing of georeferenced data of individual cohort members must comply with the requirements of the EU Data Protection Directive. Consequently, the processing and publication of geo-data would, inter alia, require (review of) participants’ consent, pseudonimisation, and the conduct of a privacy impact assessment, as the Commission recommended for RFID applications. For this assessment, the BioSHaRE PIA-framework could be used, which we have proposed elsewhere.[footnoteRef:32] [32:  European Journal of Human Genetics advance online publication 25 March 2015; doi: 10.1038/ejhg.2015.43
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