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Abstract—The first phase of a Cyber-physical Systems control
project, the event-trigger control of a water network is presented
primarily in this paper. The next phase, the implementation of an
edge processing with multiple tasks including data mining and
communication is discussed in more details afterward where it
is developed on a lightweight single core Intel Curie processor,
Arduino 101. It is carried out by involved sensor nodes before
real data being further evaluated by the central node and works
using the data compression rate, obtained from a well-known
Lempel Ziv compression algorithm instead of raw data. This
algorithm has been effectively customized to be implemented
on resource-constrained embedded systems in this research. The
developed sensor network is appropriately coupled with a wide
range, but slow LoRa platform for transmission with a minimized
payload. The work reaches the node to node communication
limitations while using the LoRa platform on the Arduino 101.
Furthermore, an independent test focuses on the LoRa limitations
not only for the proposed anomaly detection but also for the other
applications which is presented as the third phase in this research
work.

I. INTRODUCTION

The overarching aim of Cyber-physical Systems (CPS) con-
trol project was to better understand cyber-physical systems
interaction through the development of integrated self-adaptive
protocols that support distributed near real-time control and
which provides guarantees pertaining to reliability, stabil-
ity, convergence, and security. Next generation smart cities,
manufacturing, smart buildings, driverless vehicles, precision
agriculture etc. will go beyond sophisticated telemetry and will
enable automatic distributed control. That is, we will move
beyond merely understanding people, places, and things via
sensing and analysis to being able to close the loop and provide
more automation. However, there has been extremely little
work on understanding how to build high performing computer
systems composed of wireless networked components that will
support such systems. Though such systems are well motivated
in theory to provide cost-effective adaptive control, traditional
control systems users currently do not trust them as they do
not provide any guarantees regarding stability nor security;
the latter being extremely sensitive in light of the Stuxnet
attack. At the same time suppliers of traditional computing
systems do not fully understand the behaviors exhibited by
embedded networked systems, much less a control system.
This has motivated a new research discipline focusing on
the nature of cyber-physical systems and their interaction

which, once cracked, has the potential to open up massive
new markets. It is our premise that there are a number of
smart systems applications that require high precision sensing
from a heterogeneous collection of sensor devices to establish
an accurate and timely understanding of that systems state.
Such applications could be anything from a smart car, manu-
facturing cycle, intelligent building HVAC or smart adaptive
water network system. However, to deliver such volumes of
information over wireless networks to a central analytical
engine is extremely costly and prone to malfunction. Further,
the extreme complexity of analytics required to process these
volumes of data limits what can be understood about the
system in real-time. Yet, this real-time analytics is what is re-
quired to enable automatic control. The only way to overcome
this problem is to reduce the dimensionality by reducing the
data and therefore the challenge is to do this without losing
information. The CPS-CTRL project was composed of two
phases. Phase 1s objective was to make a plan the collaborative
research project for a distributed and collaborative analysis
optimization methodology for water distribution network in
terms of the amount of transferred data and computation
between remote terminal units and servers. This work is a
collaboration between Intel and NEC. This paper is organized
into three main sections. The Section II briefly describes
event triggering control phase of the present project and
the Section III addresses the implementation of the anomaly
detection and presents the related flowcharts for the present
and the future implementations. The third section IV refers
to a communication test to get a conceptual model of how
the LoRa transmission works taking into account the distance,
position and other important environmental parameters.

II. EVENT-TRIGGER CONTROL AND COMMUNICATION
OPTIMIZATION IN A TESTBED ENVIRONMENT

Automated water distribution networks are an open research
field for the wireless sensor and actuator network (WSAN) and
CPS. This research aimed to augment the traditional water
supply network by using WSN/WSAN and CPS technologies
to satisfy the real needs of the water companies and to define
new innovative directions under the context of Smart Cities.
The research problem was the design and creation of an
innovative Wireless Sensor/ Actuator Network communication
protocols that ensure the stability and real-time control of
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an automatic Water Distribution System. This system has to
ensure the stability of both the wireless communication and
water network at the same time. The control part was done
in three steps: 1. A small-scale testbed was created as a
simulator for a part of a real water network, the deployment
of classic and event-trigger control theory in this experimental
environment, and the optimal decision of sample rates and
precision of the measurements. The deployment requires the
mathematic modeling of the testbed, definition of the stability
concepts, virtual simulation, and development of algorithms
in real nodes. 2. Decentralization of event-trigger control and
definition of the trade-off between stability and communication
network lifetime. After the completion of the testbed and
the deployment of the control theory approach, the next
step is the augmentation of event-trigger control theory, in
order to involve in the threshold definition the status of each
sensor/actuator node. The main goal was to define the trade-off
between the stability and the lifetime of the systems. The main
questions that need answers will be: What will happen if the
power level of a node is critical low? Have the node to reduce
the transmission rate of fresh measurements by sacrificing the
stability of the system to expand its battery life? 3. On-line
adaptation of event-triggered system in faulty nodes detection.
The decentralized event-trigger system will incorporate with
our anomaly detection algorithm to predict the failure of
sensor nodes, and it will fill the gap by adjusting the sample-
rate of the correlated nodes in order to estimate the missing
data. This step requires the use of correlation algorithms
combined with the event-triggered threshold definition. 4.
Support nodes with different capabilities in the event-triggered
control system. The WSAN has to maximize the utilization of
nodes capabilities. For example, the WSAN could consist of
nodes with different power connection (e.g. battery-driven or
direct power connection) or memory capacity. In this case,
the event-triggered conditions could be more/less conserva-
tive in order to transmit more/less often fresh measurements
along the network. The main concerns of this phase were
the system: scalability, optimality, the extension of system
lifetime, memory efficiency, adaptation, and robustness. Our
first experiments to fulfill these concerns were on energy
consumption reduction (data fusion, aggregation, lossy, and
lossless algorithm), hardware limitations and improvements,
wireless communication optimization, and in-node data anal-
ysis. The results of these experiments were data fusion and
compression algorithms comparison, the clear definition of
the hardware changes, the time and energy constraints of 3G
and Weightless communication, and the efficient in-node data-
stream analysis algorithm for anomaly detection. Furthermore,
the first outcomes of this research led to the publication of an
innovative in-node self-adaptive anomaly detection algorithm,
which requires 98% fewer computations than the traditional
techniques. More details in [].

III. ANOMALY DETECTION

This paper will provide systematic details about the Imple-
menting the Anomaly Detection on sensor networks. The most

important requirements of the system are:
• Guaranteed fast Reading of Analog sensors (Pressure

Sensor) connected to a Sensor Node (SN).
• Data management
• Evaluating the data and pre-filtering.
• Lossless Compression Algorithm.
• Compression Rate calculation (CR).
• Fault Detection based on the CR.
• Real clock time tracking and synchronization
• SD card read/write management
• Node to node Communication.
The above-mentioned tasks are different in terms of hard-

ware and software requirements; and in how they interact
with each other. Put simply, reading sensor data requires a
fast operation to be done in every few millisecond, while
writing/reading to/from the SD card, communications, and
Compression Algorithms, all are tasks that run slower. To get
the best from the data we sample at the maximal sample rate
achievable for the sensor and node system we can handle.
Data is stored (amount depends on the amount of storage
available on the node) then compressed and then edge-anomaly
detection is carried out. On detection of the anomaly, the
originating node(s) will send notification only, but immediately
to the central node. This data indicates the source-node, time
detected. At this point, we know there is an event but not
what it is. The central node then asks for extra data from the
source nodes only. It then sends this as a request to the source
nodes with a schedule indicating when they can send data
back to the central node. Nodes not seeing the event remain
silent. The compression technique used for this first version
will be lossless and therefore data quality is maintained. The
event connection to the central system uses a carrier sensed
MAC protocol so that there is no delay in sending data.
We choose this because the nodes are sparse and this means
that interference should be low, so this approach minimizes
delays indicating an anomaly. The anomaly is detected over
compressed data and the time stamp for the compressed packet
is the indicator time. Real-time stamps will be provided when
the extra data is decompressed back in the central server and
will enable more accurate analysis.

A. Flowcharts of the system

Fig. 1 represents the implementation flowchart of the
anomaly detection system on Arduino 101 and the second
flowchart, shown in Fig. 2, presents how this would be ported
to the dual core system. By using an Arduino 101 platform, we
are more constrained by the SRAM limitations (24 KB). There
are many tasks to be implemented and some of them will need
more RAM space than existed. For example, we need to assign
an input and output array for Compression algorithm which
needs direct RAM assignment. However, small ram existed on
Arduino will limit the possible input and output array sizes.
As a result, after implementing most of the tasks on Arduino
101, improving the code to optimize memory usage yielded
the maximum input array size to 800 bytes. If we had more
SRAM memory like what we can have in a dual core SE
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Fig. 1. System Flowchart implemented on ARDUINO 101.

C1000 (80 KB), we would have been able to increase input
array size and get better compression on the input data and
do the job even in the more optimal way.

As can be seen in the above flowcharts, the loop in the first
stage of the process makes sure we fill the input array with
sensor data that pipelines that data to the next important stage
(the Compression Algorithm). In the implementation for the
target host, even during the main loop, there will be several
interrupts to read new sensor data. Note, that the Loop goes
into a wait state until the input array is complete.

B. Sensor Measurement and signal conditioning

The following, Figure 5, represents how the input sensor
(the work at this stage is agnostic to the sensor but it is
expected that the sensor is similar in class to that of the Token
sensor in terms of numbers of relevant samples per second)
has been connected to the Analog input through I/O expansion
board to be read by Arduinos Analog channel. Further, a Real-
time Clock (RTC) is also connected via the I2c connector
on this board. The first candidate sampling time occurred
every 2 ms. However, due to having several time-consuming
operations (supposed to be executed in the main loop of the

Fig. 2. System Flowchart proposed for the dual Core system.

program) we had to increase it to 5 ms. Otherwise, with lower
sampling rates, input data during the loop execution time will
be overwritten which is not acceptable. The pressure sensor
data supposed to be positive values and we scale it between
0 to 255 to be according to unsigned char which is one-byte
data format.

A Pre-filter (Low pass filter) guarantees noiseless sensor
data to be prepared for the process. This will improve the data
compression which in turn reduces the payload for LoRas slow
communication for a specific number of data. This filter might
be accurately tuned later based on the given sensor data. The
following Figure 3 represents real measurement from the test
sensor versus the filtered one. This data will later be arranged
in a fixed size array to be fed to the compression algorithm.
In the Laplace form this can be simply written as:

Y (S)/U(S) = 1/(a ∗ S + 1) (1)

The following formula introduces the discrete time form of
above filter, based on the Backward Euler method. To do this
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we use:

S = (1−Z−1)/Ts ; yt = 1/(a/Ts + 1) ∗ (a/Ts ∗ yt−1 + ut)
(2)

Where and T are the filter time constant and sampling time,
respectively.

C. Lossless Compression Algorithm and data acquisition

Following the methodology proposed in the previous stage
of this project, in the Smart Water Lab project, an anomaly is
detected based on the variation of compression rate instead of
raw data. The most famous algorithm, Lempel Ziv algorithm
developed by Oberhumer has a minimum version so called
Mini-LZO. It is claimed to be a good option for low RAM
systems. This library has already been used in [1] on Intel Edi-
son platform where it didnt work in Arduino 101 because of
having very low RAM (24 KB). By improving another library
of LZO, already developed for normal personal computers
we could implement LZO1X 1 11 successfully on Arduino
101. A single dimensional Kalman filter [2] is applied to the
compression rate to minimize false positive anomaly detection
issue as seen in Figure 3. The initial value of filter output is
set to 100 to not giving smaller than threshold values at the
beginning of the process where everything starts from zero.
To keep a track of the real time in the system, we use a real-
time clock (RTC) on all sensor nodes. A sensor node should
communicate a short packet, in the case of any anomaly is
detected together with a Time Stamp. This unique time points
out to the time that input buffer is ready for compression.

An I2c based, Mod-RTC Olimex (Real Time Clock) has
been connected to the Arduino and programmed to provide
calendar (Year-Month-Day-Hour-Min-Second). The following
Fig. 4 illustrates the RTC used in this project.

A great change to the system (changing light received by
a light sensor) can be reflected in the compression rate (CR).
By using a proper threshold, we will be able to detect miss
behaving accordingly. While implementing the system, we
need to take care of severe and repetitive faults vs single faults.
Repetitive anomalies will yield to repetitive event message

Fig. 3. Real measurement vs. filtered signal.

Fig. 4. Real Time Clock (RTC), Front view.

sent by a sensor node. To prevent this kind of unnecessary
transmission the following algorithm has been implemented
so that Only the worst anomaly during 1 minute of system
operation is transmitted together with the time stamp. The
system can refresh anomaly finding and starts to monitor
possible anomalies for the next period (1 minute) afterward.

D. SD Card read/write

The type of logging data to SD card depends on many prac-
tical considerations. In this project, we need to write variable-
size data packets, generated by the compression algorithm. We
need to have control on the data where the data is written and
from where it should be read.

The existing library of Arduino (SD.h) is designed to append
data from the first address 0 to the end of the SD card without
any control on the process. However, we needed to keep track
of the variable-size data packets instead of raw data and needed
to read data packets from a specific address where the packet
starts in the middle of SD card memory. To comply with
correct data finding we needed to add more control to this
library. To add SD card R/W capability to Arduino, we have
used Stackable SD/TF Card Shield for Arduino V3 with the

Fig. 5. Stackable SD/TF Card Shield for Arduino.
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following specifications as shown in Fig. 5:

• Breakout board for standard SD and TF card
• Compatible with Arduino main boards
• Communication interface: UART, IIC, SPI
• Electronic brick interface: Grove 4pin

E. Node to node data Communication by LoRa

For the data communication in the present project, we need
to transmit a specific number of full arrays of compressed data
by LoRa in a wide range of distances between SNs (sending
nodes) and the Central (receiving node).

Therefore, while writing to the SD card, we must keep track
of arrays and we stop to write when: Size of File ¿= Defined
size (for example 15 GB). After this point, we remove all the
long-time data from SD card and start writing new data from
address 0. This is because we check the size of the file written
to the SD card to see if it exceeds the size limit. To keep the
address of the first row of n last packets, a shift array function
has been added to the SD card writing routine. For example,
if we want to read 100 last packets of data from SD card and
send it to the center, we keep the address of starting point
of all last 100 packets and shift it when a new packet comes
(First in-Last out).

The Sensor Node (left device) and the Centre (right device)
in Figure 13 use LoRa module, SX1276 for communication.
Different developments are as: The Sensor Node developed
by: Arduino 101+ LoRa + SD Card Shield + RTC module +
Analog Extension board + Light Sensor The Centre developed
by Arduino 101 + LoRa

Figure 13. Lora module SX1276 for communication In the
following Figure 14, a small size of compressed data between
0 and 9 has been used only for the test.

We have set the threshold value to 99 % meaning that every
Compression Rate value lower than that is representing an
anomaly. We have also set three packages (n=3) to be sent to
the center by the SN (ID: 3) in the case of anomaly detection
by the SN.

F. Timing in the process

The Anomaly Detection is now successfully implemented
on Arduino 101. All the defined tasks work great with limited
value of data transmission. There are some minor works left
to be done as listed in the following:

Synchronization of SNs based on the message received
from Centre. Modify RAM occupied by libraries to maximize
input data array size for compression. To test the system with
multiple sensor nodes. By new Intel Processor we hope that
we can: Minimizing sampling time of sensor measurements
and at the same time, increase input data size of Compression
Algorithm to optimize compression results. This will lower
data size (lower payload for Comm). Better customizing the
communication. Lower Power Consumption by the Sensor
Node. The Smaller size and more compact Sensor Node.

IV. FIELD TESTING

Evaluate how the system works effectively at real fields of
water utilities using dozens of sensors distributed in the fields
for a week or more.

In an ideal world, we would aim to field test our selected
technologies and software on a representative water network
at the vast scales that represent the topology complexity of
the real-world systems. Here we would test two aspects of the
work; the systems ability to carry out efficient and accurate
edge analytics and its ability to deliver that data across the
water network in a timely manner using the communications
protocols we have selected for this project.

However, due to the low technology readiness levels of
the systems built as part of this project Water companies
are highly reluctant to place sensor hardware on live water
systems. This is for many reasons, firstly to place the sensors
in the most useful areas of the network this would incur the
cost of personnel to help with the deployment, which may even
require roadworks which are something that Water Companies
are unwilling to do. However, instead, Welsh Water (DCWW)
had just completed their test water rig that is used to train their
personnel and is highly representative of their water Neto wk,
albeit of a smaller scale. Nevertheless, as confirmed by the FP7
WISDOM project Special Interest Group meeting on the 14th
September 2016: simulation and test rigs are strong indicators
of system performance and are the only way to carry out
scientifically robust experimentation. This is due to the isolated
nature of the test rig and therefore the controllability of the
transient phenomena on the water network thus confirming the
ground truth. Nevertheless, due to Welsh Waters constraints
on the usage of the pipe rig we were unable to carry out the
experiment for the duration of a week. We do however have
the data obtained from a daily set of tests and have published
these in the NEC data-code repository.

Nevertheless, due to the lower scale of this system low-
powered wide-area communications testing is not representa-
tive in the sense that it cannot test the data transfer perfor-
mance and associated error rates of data across wide areas. To
this end, we had to divide up the study of the communications
components from the anomaly detection on the DCWW test
rig. We discuss both viewpoints of these in the following
sections.

A. DCWW Test Rig Experiments

To this end, we were able to carry out validation of our
software and hardware from a detection perspective in an
almost real-world situation. Obviously, a live water network
cannot be used as this equipment is in prototype form and it
is too risky to be fitted to actual live infrastructure. Therefore,
vibration sensors were fixed externally to the DCWW pipe test
rig (Figure 15, 16, 17). As a measure of ground truth while
experimenting we recorded the flow/pressure coming from the
DCWWs own sensors installed so that we can calibrate and
validate our work (shown in Figure 15).

As the solution was entirely distributed the core functional-
ity of the nodes required testing in situ. For this experiment,
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we used the NEC Tokin Ultrahigh-Sensitivity Vibration Sensor
that covers a frequency band of 10 to 15 kHz (and acceleration
at 0.0001 G) with very low power requirements. Such high
fidelity sensors allow us to better explore water network
transient phenomena, but the cost of fully transmitting that data
is prohibitive using battery powered low-resourced devices.
Therefore we used our edge processing techniques (described
in the previous work) to reduce data sent over the network
and using the ground truth data we showed that this does not
lose any of the important information required by the water
companies.

To evaluate the experiment and examine the data, we added
a basic leak detection algorithm and used the vibration data
gathered from the DCWW rig. Initially, the input stream is
separated into windows (i.e. 512 bytes) where noise is removed
from the data stream using a one-dimensional Kalman Filter
and then anomaly detection was carried out. (See Figure 7)
Showing the anomaly that From these initial experiments,
each of which ran 5 times and amount to 100s of results,
we can confidently see that our approach significantly reduces
the number of communications between sensor devices and
the back-end servers. These early experiments show that early
transient or event detection was able to run on low resource
sensor nodes at the edge, meaning that local control functions
can occur with minimal latency. This paves the way for
distributed control for next generation water networks. With
the event time stamps are all that is required to be sent to
the back end to be localized and this information fed into
a control decision process to save both water and customer
demand issues.

Using the aforementioned infrastructure, a variety of burst
emulations were conducted with different pressure levels and
observed using vibration data (1000 samples per second) from
7 sensor nodes. For sake of brevity, the non-redundant data
from the three sensor nodes of Figure 17 were used. Figure
17 illustrates the results of the in-node anomaly detection
algorithm that resides in nodes (A, B, and C) and using
16000 data points. For this, we represent the water burst
on a highly pressurized water network. Table II aggregates
the performance of the in-node decision-making algorithm
based on average compression, anomaly detection accuracy,
and communication savings for transmitting compressed data
or only timestamps.

B. Compression Rates

Data fluctuation influences the performance of the compres-
sion algorithm and the position of the node in the topology
means that data fluctuation rates differ. In this case, the closest
node to the burst (Node A) performs the lowest average com-
pression rate. However, even with this high level of fluctuation,
the compression algorithm achieves more than 28% average
compression rate.

C. Anomaly Detection

The accuracy of the algorithm for all the nodes is greater
than 90% for the dataset. The remaining 10% error is due

to specificity as the current version of the algorithm remains
slightly conservative. For subsequent work, we would adjust
the processing to filter this data and identify outliers.

D. Communication Savings

Table II presents two different communication types. In the
first type, the node transmits the compressed data only when
an anomaly is locally observed with a result that reduces
communication by 79.26%; this is the worst case of (Node
A) compared to the baseline scenario of periodic transmission
which is how such data is relayed today. On the other hand, the
second communication type is where we only send timestamps
to the localization algorithm which saves more than 99%
communication.

Figure above illustrates the anomaly periods from the three
individual nodes, as defined in server side, and allows easier
interpretation of anomaly arrival time differences

Imperial and Welsh Water LPWA Communication Experi-
ments In Cardiff

The aim of our experiment is to define the limitations of
contemporary Low Pow Wide Area (LPWA) communication
under the context of smart water networks, Figure 19.

Typical water quality monitoring to reservoirs or tanks
requires a small number of samples to be taken at regu-
lar intervals sparsely distributed throughout the day. In this
case, the sensor node deployments are in rural environments
and the main communication obstruction can be caused by
vegetation or people. Therefore, the wireless communication
can be characterized either as the line of sight or semi-line
of sight (LoS or Semi-Los respectively). On the other hand,
the monitoring of delay-tolerant overground water assets (i.e.
smart meters) within a built environment brings additional
challenges to developments where the penetration of radio
through built spaces can greatly impact the design choice of
communication. This communication is characterized as non-
line of sight (NLoS). In contrast to the previous scenarios,
pipe monitoring of critical infrastructures (e.g. leak detection
in a water network) has quite different requirements. Data
transmission is event-based in nature and only occurs if critical
events or warning signs are detected. The penetration challenge
here is exacerbated due to underground deployments of nodes,
which places them in a very harsh radio environment. As the
effects of leaks or contamination can be severe, the delivery
time of such events is critical and communication delays
are not tolerated. To achieve long range Los, Semi-Los, N-
LOS and underground communications, LPWA technologies
are emerging with new physical layer devices capable of
leveraging trade-offs between range and data rates.

Communications Test Architecture
To conduct our experiments, our custom hybrid commu-

nication sensor node, BentoBox, was used. Recall that the
BentoBox was designed in the Smart Water Lab project
sponsored by NEC and is illustrated in Figures 20 and
21. BentoBox incorporates multiple LPWA communication
modules, and software to facilitate the easy programming of
the modules for different experiments, and experimental data
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collection mechanisms The Bentobox shielded aluminum USB
port connects the power supply and communication to an Intel
Edison. In our experiments, we placed a single 4.5 dBi 868-
900 SMAM-RP antenna in a static position by connecting it
to an SMA connector with coaxial cable, in order to maintain
the same conditions for all modules. To provide optimal power
management and enable energy performance characterizations,
the board has the ability to power off and to measure the power
consumption of each communication module. Additionally, a
micro SD card extends the Edison storage capacity to log
experimental data.

As before in our experiments, all the modules were set at
maximum transmission power so that their coverage limita-
tions were identified. LoRa determines its transmission mode
based on three configurable parameters: bandwidth (BW), cod-
ing rate (CR) and spreading factor (SF). We use 10 different
modes as provided by the Libelium API where mode-1 corre-
sponds to the largest distance with lowest data rate (0.2 kbps),
and mode-10 corresponds to a higher data rate (6.45 kbps)
and shortest distance; the remaining 8 intermediary modes
represent a tradeoff between link distance and data rate. On
the other hand, the other modules, XBee, and nWave provide
less configuration freedom by allowing only the selection of
radio frequency and power level see Table III.

Specifically for this experiment, a BentoBox transmitter
(Figure 22 - black spot) was installed underground into a
chamber (semi-filled with water), which covered with a thick
custard lid. Then, a BentoBox receiver was placed at different
distances (Figure 22- orange spot) on a tripod two meters
above ground. The experiments are performed only for LoRa
and XBee868. We could not consider nWave, for this exper-
iments due to the requirements of internet connection to a
cloud-based backend and constant 220V power source.

During the experiments, we varied the transmission payload
sizes (i.e. LoRa=10,100,180,250 and Xbee868=10,50,100) and
receivers transmitting 100 packets for each XBee868 and
LoRa experiment. LoRa has 10 modes as described earlier,

Fig. 6. Cardiff Deployment.

each of which was tested per experiment. All experiments
for each technology ran over 868MHz and were interleaved
automatically using the BentoBox software in a round-robin
fashion to minimize the difference in medium properties for
each technology at a given moment.

In our experiments, all the modules were set at maximum
transmission power so that their coverage limitations were
identified. LoRa determines its transmission mode based on
three configurable parameters: bandwidth (BW), coding rate
(CR) and spreading factor (SF). We use 10 different modes
as provided by the Libelium API where mode-1 (LM1) cor-
responds to the largest distance with lowest data rate (0.2
kbps), and mode-10 (LM10) corresponds to a higher data rate
(6.45 kbps) and shortest distance; the remaining 8 intermediary
modes represent a tradeoff between link distance and data
rate. Gradual variation of LoRa from mode-10 to mode-1
effectively results in an enhancement in sensitivity from -114
dBm to -134 dBm (see Table 1), which increases the link
budget for the same transmission power. On the other hand,
XBee868 provides less configuration freedom by allowing
only the selection of radio frequency and power level.

This deployment extends the previous deployments carried
out in the NEC Smart Water Lab project only now a real water
network environment is used (the previous project examined
a city and park environments). This deployment emulates
the underground to ground communication case where the
transmitter is placed on one of the chambers of Welsh Wa-
ter network and the receiver is installed overground on a
tripod 2m above ground. Figure 20 illustrates the interior
of the chamber which was almost full of water. BentoBox
was hanged from the metallic lead with a rope by pointing
the antenna downwards without contacting the 3The antenna
direction was decided after optimal performance observation
through exhausting experimentation. Furthermore, as depicted
in Figure 24, we vary the distance between the transmitter and
receiver in 20 to 60m steps until no reception was possible.
In this deployment, only Xbee868 and LoRa is evaluated.

Figure 24 illustrates the success rate and maximum range
per LoRa mode and Xbee868 for 10 bytes payload size. Based
on the experimental results, LoRa achieves the longest range
(i.e. 315 meters) in LM1 while Xbee868 communicates up to
295 meters. In terms of success rate, LoRa performs reliably
(more than 80

Figure 24. Guide Grid showing ranges versus performance
In the manhood experiments, the difference between the

underground-to-roof-top experiment from our prior work and
this deployment was the thickness of cast-iron lids (i.e five
times thicker) and the existence of water in the chamber. These
two factors reduced the communication performance by almost
25

The last aspect of our evaluation is related to the impact of
the payload size on the communication. Figure 10 illustrates
the success rate of LM1 to LM10 and Xbee868 per payload
size as described in Table II. In the cases of LM1 (long range
configuration), LM2, LM3, and Xbee868, the payload size has
a greater impact than LM4 to LM10 for distances greater than
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100m. Specifically, Xbee868 has 70
Figure 25. Success rates per payload size and communica-

tion module
Another observation that can be derived from Figure 22 is

that in LM3 and LM4 the success rate is lower for 10-byte
payload size than the others at 210m. The reason for this drop
is the condition of the environment during the experiments.
Specifically, during that time the traffic and the number of peo-
ple around the area was increased dramatically due to the finish
of a nearby school. From this fact, we can derive that data
recovery and estimation mechanisms are necessary for any
kind of city scale wireless deployments. The evaluation results
of this section reveal that LPWA technologies can enable the
communication in city scale deployment, such as smart water
grids, by providing lower energy and less hardware infrastruc-
ture compares to other conventional communication solutions
i.e. WiFi or 4G which are inappropriate for deployments in
harsh environments and low power hardware infrastructures.
However, the main drawback of the LPWA technologies is
the reduction of the communication data rates. The slow data
rates may lead to higher energy consumption due to the
long transmission time. Therefore, the incorporation of data
reduction techniques (i.e. compression) and edge processing
with LPWA technologies is vital.

It should be noted that the results presented here are specific
to our particular experimental setup; other environments and
hardware support for these communications technologies may
produce different figures. However, the aforementioned well-
studied hardware and software infrastructure aims to carry out
the experimentation as scientifically as possible to produce
guidelines to smart water network developers. The results
are in line with communication theory, intuition, and initial
controlled lab tests.

V. CONCLUSIONS

The work carried out has implemented the edge analytics
to perhaps its current upper bounds, given current hardware
offerings in the wireless sensor network field. It has also ex-
plored how well current LPWA communications technologies
can support the transfer of data from a pipe to above ground
base stations. Two-way communications is another piece of
future research that could be carried out. Finally, exploring the
work presented here in other fields beyond water applications
would also be an interesting study and help with understanding
what can and cannot be standardized.
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